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PAR’I‘ I. - camosmvmc svsw“us
' SECTION I.

| INTRODUGTORY REMARKS .

: : Paragraph
“Résume of preeeding informetion cesveésesssssescesevsresnrencees L
Sequence of Study-...I.l...Illl......‘l......'l...ll...-....l.. .';2_

ol Resume of preceding informatian.-— a. - In- Special Text No. 165,
(1931), Elementary Military Cryptography, the student was given his first
introduetion.to the study” of‘the more ‘simple means and methods of secret
~writing. - Gonsidereble attention was devoted to certain preliminary data
. in the nature: of. definitions of basic terms employed in. cryptography, and
T of the general circumstances surrounding the use of cryptography in mili-

L Rary communications. The factors determining the influence or effect that

the analysis of military cryptograms will ‘have -on the tactical situation
were discussed somewhat in detail, end it was shown that of these fadtors
-the most importent is the degree of cryptographic security inherent’ in the
' aepyptographic. system itself. "“This was then: disecussed in.detail in connec-
 ‘tion.-with -related. factors involved in’ the.length of time required to solve
military cryptograms. ‘Attention- web also directed te information bearing
upon the employment of cryptégraphy in:our Army, aend.the functions, duties,
~end -responsibilities of the various arms and services concerned’ in if‘ were
+got forth.;: Coning then to. a discussion: of certain preliminary details of a
*fpractical nature, it was shOWn that systems..suitable for military use must
- conform to certain more or less rigid requirements before they can even be
. considered for such use beceuse -of ‘the present-day. limitations of the art
'-J.of signel communication in generala RENEAEIS R

S . Hav1ng assimilated all the foregoing deta of an introductory
”*nature, the student then took: ‘up ‘the 'study of the two prineipel ‘classes

et eryptograms, transposition and substitution. - Various gxamples of

cipher systeiis of the transposition class.were first illustrated these
starting out with the simplest varieties of monoliteral route transpoaition
and then progressing through more complex types of's1mple ‘golurmer -and key-
word columnar methods._ Only g ‘hint ‘was_conveyed as to the existence of

far more eomplicated double and" ‘triple transposition .systems. The prin-
cipal disadvantages. of transp051tion methods in general were discussed.
Then substitution systems were taken up and.after a brief discussion of
‘the nature of .alphabets in genersl and of the kinds of cipher alphabets

in particular,'a ‘fow -examples of simple, ‘monoalphabetic substitution ei-
phers were given. ilethods of producing mixed alphabets. were illustrated
and the use of sliding basic sequences to derive a set of secondary alpha-
bets was described. - Cases of monoelphabetic substitution with variants
were presented and their disadvantages from the point of view of crypto-~
graphic security were discussed, It was stated that despite a multi-
plicity of values for cipher equivalents, such methods do not yield crypteo-
grams of a high degree of security, and for this reason other methods of
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producing a multiplicity of values, based upon true polyelphabetic methods,
are more satisfactory. .The use of cipher disks and cipher tables of various
sorts was discussed in connection with more complicated types of substitu-
tion, and their disadvantages pointed out. Mention was made of methods of
increasing the degree of cryptographic security by suppressing or elimina-
ting the manifestations of periodicity in polyalphabetic systems based upon
the use of a repeating key. These led to a consideration of the development
and use of oryptograpns and cipher machines, a few of which were merely men-
tioned.' ' v creeeceaiiilllL L

. » .
............
.........

Cc. The category of substitution methods under the heading of code
systems was then discussed and examples of the various types of code words
and codebook arrargements given.. -It. was- emphasized that at the present
time code methods of cryptogrephy-predominate in our-Armw, and the reasons
for this situation outlined. This 1nvolved 8 comparison of the advantages
and disadvantages of c¢ipher and code methods from\the point of view of
simplicity, rapidity, practicability,- secrecy, gccuracy, and economy. (Con-
siderable attention wdas devoted .to .the.. sscrecy requirements of a erypto-
graphic system for militery use, and it.was p01nted out that at present gzood

de systems offer greater advantages in. this respect than do those cipher
systems. which may be regarded as being sufflclently practlcable for military
use. i T S

4. There then followed & brief discuasion of the errors which are
almost - inev1table in oryptographic communlcation, and of methods for their
suppression and elimination.-: Finally, 8 summary of the fundamental rules
for safeguarding cryptograms was: presented._

. e. © With the foregoing as a background a review of whlch is rec-~
ommended ‘the student is in & position now to take up the study-of more
advanced cryptographic methods. opecial emphasis is to be laid upon only
~..such systems as are practicable for military use. It is necessary to add
that v1ewp01nta are always undergoing change: what is regarded as wholly
limpracticable today, ‘may, through some unforeseen 1mprovement in technique,
. Dbecome feasible’ tomorrow, and it is unwise to. condemn ‘a 8ystem too hastily.
_For, example, before the ijorld. War, and indeed for the first two years of
that conflict "the- use -of codebooks in the theatre of operations was re-
'garded as wholly impracticable. 0010nel Hitt in his Manual for the Solu-
‘ tlon of Military Clphers, published in 1916 says: :

" "The nece551ty fer exact exprass1on ‘of ideas
practically excludes the use. of codes for military
~ work, -although it is p0351ble that a speclal tactical -
- code might be useful for preparation of tactical orders "

_ . Also, in en - official British Army Manual of cryptography prepared in
- 1914 is found the followxng statement:

* I "Codes w1ll flrst be. con31dered but as they dc

o not fulfill the conditions required of 'a-means of-
secret comnunication in the field they need: not be
dealt with here at length." ' :
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It need only be p01nted out in ‘this ‘connection that. today code methods

“l-predominate in the secret communication systems of the military, naval,

and diplomatic serv1ces of practically all the large nations of the world.
Heverthalgss, 1t 1s llkely that- within. the next decade or two the pendulum

------

to keep abreast of” progressxmist devote con51derable ‘attention to the more
complicated cipher méthods of the ipast. and presenﬁ tima, for with.the .in-

““%rodac¥ion of mechanical and electrical devices the complexities and . dif-

ficulties of these hand-oberatéd {ethods may. be eliminated. As an instance

¢ % of: this,.there may. be cited e method of crygtography whlch is purely mathe-

‘matical: in character and ‘whiech 'i§ 8o compllcated when'’ Onerated by hand that

! its use.@s.a mll1tary c1pher would he practlcally 1mp0531ble, yet,: & mechan-
- iecal- devioe-for performing the ‘mathematical operatlons 1nVolved ‘in-cryptograph-

“ ingiand- deqryptographing can be conatyucted, and a compact efficient machine

based upon the cryptographic ‘principles involved may ea51ly become & reality
for field use. Conseguently, if among the methods to be set forth herein

. eertain, ones appear to the student to fall outside the realm of what: is today
<‘considered: practlcable, 1% should be repembered phat the purpose in describing
-‘them:ig. 4o present for h1s-boﬁsiderab10n wvarious bas;c eryptographlc princi-

*ples;: gad.not to $6t forth miethods that may. with & high ‘degree of probability

'7“'be enceuntered i nnlltary eryptegraphy in the 1mmedlate future.- L.

2. Sequence of* study.- JIust as in the precedlng text transp051tion
systems will first be discussed, then substltutlon systems.- gonsiderable
attention will ye:! deveted te combined substltutlon énd transPOSition methods.
Following thla will co.“ﬁé:descrlptlon of a linited numbér of -ctyptographs
of the moTé: comple“ 08 tpgether with a dlscussion of their present-day
llmitatlons. Thareafte" 8" small amount of space will be devoted ‘to code
systems, w1th spec;al empha51s upon enciphered code systems.' Finally, there
will folldw.a: dlscusslon of 'a Signal Corps service called the Signmal Intelli-
gence” arvice,'under whlch certaln cryptographlc dutles ‘are conducted
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A. TRANSPOSITION SYSTELS
SEGTIOI\ I1.

I’ION OPHASE TRAJ'SPOSITIOIT SYSTEI‘B

. o : Paragraph
[LTransp051tion systems enploylng geometrle d631gns evessesvrescoras:
TraPQZOldal dBSI-gnS ..0ll""o."....b..l.l.oa...'.'...l......m.. )
:_Trlangular deSigns ..oo.l..‘r.‘.‘tc.‘..&o.on..l..-l......l.‘ﬁ-.’o"'..'
.Dlagonal methods ’.0"0...I.O..l.'...-l.....DD..IO.Q.....O..I”I..I
Interrupted keyword Transposition weeecsescacssiitcidesocvosevnre
‘Permitation method ...e..;...................................;...
'Transp051t10n methods u51ng sneclal figures .....................

oir'q mgmgp;ﬂ

; B Transp031tion systems employlng geometrlc deslgns-— In the pre-~
ceding text brlef mentlon was made of the usé.of geometniq. des1gns and
Tigures other ‘than - rectangles in produecing:transposition ,ciphers. It was

. stated that triangles, trapezoids, and polygons. of  verious. symmetrical.
"shapes ¢an be -employed. Figurses of these types form: connecting .links bet-

ween the metlhods that: use-simple redtangular designs and the more. compllca—

ted methods that use flgures in Wthh tramsposmtlon takes place along i~

’__agonals.." - Do e . .

i 4, Trapez01dal d951gns.-- ‘8, " A trapezoid,or, more sccurately,.a

‘- truncated trlangle, of prearranged dimensions ds regards the number of;cells
(which in‘' this case are rhombs) into which it is to be partltloned,_ls_eon—

_.structed. There will be left on one side of the design a series of small
’ triangles whlch are not toé be ‘'used: for. inseribing letters, and are: therefore
'crossed off in- “$hé design, as shoWn 1n blgure l. Only two: agreements,are

" necessary in‘order to

et the’ bese of the de-

“fixthe” dimensions of
“the ‘deaign:’ 4 keyword
':or keyphrase to detéer-

' mine’ the number of: cells”

sipn, and &n understand- -
ing as to the height of
the design exoressed in
number of cells. The
successive horizontal
rows of cells will de-
crease by one in number
from bottom to top of the Fig. 1
- design. In Fig. 1, the

keyphrase, NO CANDY FOR ISSUE, is used as a basis for deriving a numerical
key of 15 elements, and it is assumed that by prearrangement it was agreed
that the height of the design should be eight cells. Therefore, the bottom
row has 15 cells, the next one upwards, 14, the next, 13, and sc on, to the
last, with 8 cells. The inscription may follow any route sgreed upon; in
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the example, it follows the normal manner of writing. The transceription
follows the numerical key order, yiélding .this: cryptogram

ODAIKXK AEDME. H P ODVY ITEIP NEBEUET BOBRO
HDTPFS EI S:F i" E T B E F BCBTM ESHGA RTORD

IRER E A W A R R E R T N S IEPYR VASEO FTEDL

,N A

b. Decryptographing is tnerely the reveree cf _eryptographing, there be-
ing no-difficulties prdvided that . thé design’ has .been . correctly constructed.
For this purpose cross—aection- paper: will be fourid useful. The analysis of
such a cryptogram is somewhat complicated by ths- Ppréseiice of columms having
varying numbers of letters; it may be further complicated by following com-

" plex routes in inscription. It is also possible to' follow a numerical key
in the inseription of the plain text in horizontal lines; this additional
procedure would further complicate and delay sblutiom.

5. Triangular designs. - a. The simplest way of drawing up an equi-
lateral triengle for cryntognaphing is to take cross-section paper, draw a
square the .side of which is equal to the length agreed upon as expressed in
the numoer of; cells. and then draw g disgonal cutting the large square into
" two equal. triangles._ ‘This is shown in Fig. 2y ‘wHere the length agreed upon

1s nine,  -i.0.; nine cells pér side.; The letters ef the: plain text are in-
scribed in: aecordance with any ! . :

prearranged route, the ‘one- 11-:
lustrated ir Fig. 3 Belng a:
simple methqd wherein the let-

" lines in.the normal manner. : When
so inscribed, the letters in-the [
diagram will .form 2n-l columms
where n is the number ‘of dells -
forming one .of the ,sides of . the .

" square from which the triangle .
has been constructed. ‘THe total e
number of letters that’can be 4n- .. . o
scribed within the triemgle is... = . 7 ]
the sumof n + (n - 1) 4+ (n - 2) Sy N Pig. 2
+ (0D =~3) 4+ cecee +1. Fora
triangle based upon a side of 9 cells, the sum i8 9 + 8 +' 7 + 6 + 5 + 4 + 3 +
2 +1 = 45, The letters may then be transcribed to form the cryptogram by fol-
lowing another route, or by following a derived numerical key applied to the
base of the triangle. A simple method of deriving a key of 21_1_-1 elements from
a key of n elements or letters is exemplified herewith. Let the key be
DIAGONALS, a word of nine letters. Extend this key to 2n~l places by repeti-
tion, and then assign numerical values as usual:

n=9; 2n -1 =17
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1emBemBmmdmnBarBmn mmBem0=10-11-12-13-14~15~16~17
Keyword : DI AGONALTSTDTIAG®GOTVNWAL
. Numerical key: 5--9--1-'7-15-13--2-11-17--6-1c--3—-e-1e-14—-4—1z

This numerlcal key is the one that has been employed in enciphering the message
~ in Fig. 3.

' 5—-9-l-7-15-13—-2—ll—17-6—lﬂ—-5—-8—16-14-—4-12

crypt oaram. :

"RICRC 0CSGE BOOKI TAOOE SEYID RTISS

ATSFR . AUNTN PERTR
.. Fig. 3

_ b. By a slight change in procedure it is p0551b1e to enclpher a message
,and produce a. toxt which for the sake of accuracy in- special cases, is double
the original length, but which is self-cheqklng. "Buppose that instead of ap-
plying a single numerical key to the base of the triangle, a double-length key
is applied to the legs, as shown in Fig. 4. Here the key is TRIANGEES, ox-
tended to double length by simple repetition, as followq'

J l-—2--3--4-5--6--7-—0--9-10-11—12—13—14-15-16-17-18
KeyWord' : TRIANGILESTRIANGTLTES
Numerical key: 17-15~-7--1-11--5—-9--5-15-18-14-—8-2-12--6-10--4—16

This key is applied to the legs of the trlangle beginnlng at the lower left-
hand corner. The transcription then follows key-number order, which results
in doubling the length of the message but. the repeated letters are scattered
Shroughout the whole message. In decryptographing such a message the clerk
merely omits the second occurrence of a letter if it agrees (in identity)
with its first sppearance in the text.
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Gryptog:ﬁm: _

' UUSO0C YNTSO REOYS ONRER DRITI DTOGD

RANEO RICSN CTRNI GENNE ATCSR OSIIR

SIGET. RTUAI POECO TIESS DPRCD AURSD
- - Fig; 4, | ‘

c. Many varlatlons in inscription and trenscription can be employed in
the case of triangles as well as +rapezoids. Some of the variations in the
case of triansles are shown in rig. 5. .. ' )

17-13-=7==1=11-=5meBmeBul 51 4enBmmB~]Emnb-10~~i-16

Inscriptlon Up left 51de, down rlght, alternately.

Transcripticn- (a) In rows from the baseline, 16ft to right and right
to left, alternately, upwards:

PISOS -RNATU SIERS etc.

(b) In dlagonsgls from right leg, in key number order: -
RIXZDR OUAYN ete.

(c) In rows from left leg, in key number order;
CTGEO YTCEU ete. '

(d) From columms in key number order:
CNROI TUGRU ete.

Pig. ©
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6. Diagonal methods. -~ &. A method involving diagonal transposition
which is reported to have been employed by the French Army in the World War,
is now to be described. A numericel-key is derived from a fairly long word
or phrase, and a rectangle is constructed CER in Fig. 6. The text is in-
scribed in this rectangle .in’ normnl fashien, nulls being employed, if neces-
sary, to complete the lest 1ine of the rectangle. j_: y

b. The correspendents agree beforehand upon severel diegenels which
run from left. to right and_ from right to left end which intersect, thus cut-
ting up the design qp;te thoroughly. -In Figs: 6 1et ‘these selected diagonals
be those 1ndiceted by’ the numbers. from 1 to ‘6, inélusive, the odd ones indi-
cating diagondls runnlng from left to right. In the transcription, the. let-
ters along the indicated diagonals are first set down in groups of five,
proceeding in key number order. Correspondents must also. agree beforehand
as to whether .a letter whlch lies at the intersection of two diegonals will
. be taken both ‘times it is encountered or taken only once and, -if so,. whether
on its first or second appearance. After all these letters have been written
down, one theén proceeds with the remaining letters in the usual columnar man-
ner, omlttlng the letters which have already been taken, or, again, if spec-
ially agreed u»non, repeating them every time they are encountered. If the
latter is done, the inclusion of such letters not only serves as a check upon
accuracy but ‘also materially increases the difficulties of solution, since
in this case these letters act like nulls. The cryptographing process will
become clear upon the study of the exemple in Fig. 6. '

Messag?: ENEMY BATTERY LOCATED-AT.WOODS 1000 YARDS SOUTHEAST OF

MUMYASBURG HEAVY ARTTLLERY STOP THEY ARE FIRING AT RATE
OF THREE ROUNDS PER MINUTE FOR THE BATTERY X WILLS, MAJ.
Keyphrase: MIINIGHT RIDE OF PAUL REVERE

Enciphering diagram:

on:

MIDNIG .T R-I D.E-O.F P AU L RE-V ERE
15-11-~2-16-12-~9-10-22-19~13==5=-4-17 =-8-18=~1~23-14~20—-~5=24~~6-21-~7
2 FUEILM YB AT T-E-REL O CIA T E.D @l E. W0 O
Disior ETHOU siAl/l' DY AoriIDlSsS s olll T HE
Als T o P M U N M@EA S B@RGCGAIEBDMVEART I
LLERY ST O®RTPHET TYRRETFIRIUNGGRT
R ATEOTFTTHREEROUNDIDsPERMIF U
T-E'F'0 R T{HE BaAaTTERT YMXIME:ILLEMA7T
Cryptogram: . .

ADARR SESAR FKUALX_ YAAPH HAURA. UWYPW
RHEDO TETFS HETBE.RTOIL T:GIMO EITJO
YRURB THMSFT AHUTT NSLAE YEFYO RESTE
AESII EDLRT MNORE OLDYO ECAGR YTUMR
BDSVE LOHTN ATOMO ETEFS TANM

Fig. 6
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7. Interrupted keyword transposition. - a. This method of trmms-
position is a.develoumént of a more -simple method wherein the transposition
follows a numerlcal key. The latter must first be deseribed. A keyword or
keyphrase ‘of fair length is selected and a nunerical key derived from it.
Let this key be the phrase UNIFO?HITY OF METHOD._,

Key phra-se-- 'UN I FORMITY 0O F.ME.T H O D
Mumerical key: 17=l0==f==3=11l=]4w-8=s?=]5~18=12~~benfeaeB=lfws5-1F~~1

The plain text is then written out in horizontal lines corresponding to. the
length of the key; then transposition is effected within each row, accordlng
to the sequence of numbers applicable, as shown in Fig.:7..

Message: ADMINISTRATIVE ORDIRS MUST- BE COMPLETED AND READY TO-ACCOMPANY
FIELD ORDERS NOT LATER THAN 5:00 P.M. THIS DATE.
Eneiphering diagram:

17-10=—6==3-11-14~=8=~7=15-18-12=-4—-—-0-—2-16-=5=15~~1

A DMIDNTISTU RATTITYVETORTIDE
"R S 1'U 8T BE C 0 M- P L E-T E:D-A

"N*D R E AD-YT O A CCO MPAUN.Y .
FI EL D ORDEUR R.SNOTTILATE
R"THANF-I VEPUMNMNTHIS:DAT

Cryptogram:
EEIIR MTSVD NTDIR OAAAE UPEME BLSSM

'.,-r N

DTCTR OYMEG ART o"'“ ‘DACND o'P'N"A'E-'_'TLNAE
DRO_'];:D_ -'STO--EL FRTIA PTDPHVI HTNMA FESRP

b. In the foregoing case the encipherment takes place only by trans-
pos1t10n w1th1n rows, .bvub At is .possiblé to: eompliecate -the: method by trans-
posing, in additlon, +the rows as a whole, employlng the same key or only a
portion of it, as much as is required. Thus, if the message contained 18
rows of 18 letters each, then the transposition of rows could be effected
according to keynumber order, the last row being teken first (since the num-
ber 1 of the numerical key happens in this case to be at .the end of the num-
erical key), the l4th row being taken second .(since. the number 2 of the num-
erical key YTs the 14th number), and .s0 on. 'heré the message does not contain
as many complete rows as there are numbers in the Key, the trensposition tekes
place in keynumber order nevertheless, the. rows being taken in the numerical
order of the numbers present. Using the same key end message as in the fore~
going case, the enciphermenv would be“as sHown in Fig. 8w -l o7
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21
Encipherlng dlagram°
Tt :17-10--6--3-11-].4--8--'7-15-18-12--4--9-2»16*‘-—5-15-_-1
B N :' ‘A DM I'N I ST RATTIT VI ORTDE
"0 F''R°8S M U S T B'E C 0O M PL ETED A
6: N DREADTY¥2@ 0A CC O MPANTY
3: P I ELDORDERS SDNO OTTULATE
S 11 s R.THANF_IVEPMTHISDA.:"T
S 7 SRR (RN ee e IPTOTE PR N . . R
CrﬁptOgram

v

ETLNA -E PROI DSTOE LFRYM ECART .Y O0DAC
CINDOPN AAEUP EMEBL SSMDT CTROT ‘IATDH

VIHTN. MAFES - RPEEE IIRMT SVDNT DIROA

'l ".'

c.. From the preceding method i‘t is but a step to the method of inter-
rupted Xey* ‘transposition now to be described.. Instead of writing the text in
regular-length groups corresponding to the length of the key,. it is written
out in irregular groups the lengths of which vary according to some prearranged
plan.. For example, note the basis of the variable grouping in the following
diagram, which uses the same message and key as under a.of this paragraph:’

""“"*"""'-""‘:;1 T Fis- = I,

Enc iphering diagrarrr :

17=-10=«6~~3-11~14--8-—7-15-18-12 -—4-—9--2 -16 --5—15--1 i

A°'D MI NI STRAT.I V'E O:R D'E

R S MU STDBEG COMP®PTLZETUETDA

N DREADYTOATCCOMPADNTY.
F I ELDORDER RS SDNUOTTLATE

RTHAUNV FPIUV.EPMTHTIS ST DA AT

E

: 17-10--6--3—11-14--8-—7-15-18-12-—-4--9--2-16--5-13--1

-A.D~MINISTRAT-IVEOR.D.E.
R S MU S T B E.C O MPULE « o o« o.
T B D A & ¢ e e ¢ o oie o o a .0 - o
. N DR E A DY T 0 A:CC' . o o .ve & o
-0 M P A YWY Y FI ELDOIRDZER .. .
"8 N O s e & e e e e e T e e v & -
P LA T B R TooH o diie gie b a ol e e file e
R R B I A A N T S U R A S L T
- E.M.'-‘-.--TA ,H_'.':I'.-. S '..-'D':‘ :A:' 'T, "B (Lo E.OR)X. e e e
SO SIS R A o Conioag SRt ; - .

(*The four rinal 1etters M:EP are: nulis, o complete;_--.i:ﬁe;- ;'Qw..)_
) Fig. .9
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Cryptogram (columnar transpos:tion in key-number sequence)
-E E E D I UAEAT 11 I PC OERRM M D R P 0 AT it T E

PTIHTS BYFTP AVLRP DSEDM X L NTN S ANE IV

STMCD GDITD YREDR COEEO EARTN OSTAM

AOCALIL
Fig. 9 (“ont d)

4. This method may be comblned W1th that shown under b of this paragraph
thus further complicating the system. In decryptographing- ‘such a message it
‘is best to use crpss-section pesper, block out the cells to be occupied by let~
ters in the deciphering diagram, and indicate .the key numbers applicable to
each line., This will facilitate the process materially and help eliminate
errors. o - T

€. Another method of interrupted transposition is that which employs a
rather long sequence of digits to controi the interruption. 1In order to avoid
the necessity of carrying around such a written sequence, it -is possible to
agree upon a numbér whose reciprocal ‘when converted by actudl division into
Its equivalent decimal number will give a long series of digits. +For exdmple,
the reciprocal of ‘7, or: 1/7 yields a repeating sequence of six digitsf
142857142857, ,..; -the reciprocal of 49, 1/49, yields a repeating sequence of
42 digits, etc. Zeros, when they appear, are omitted from the sequence. ' Sup-
pose the number 19 is agreed upon, the reciprocal of which yields the- sequence
(0)52631578947368421. On cross—-section paper mark off sets of cells corres-
_pondlng in number to:the successive digits. Thus' PR

-....-. . 5 : . 5 .- e s ...._-_.‘
.,LI!]]M[D([rilllM lDS‘LM HFT".ét,c.
Let the message be ATTACK HAS BEEN POSTPONED. -

Ehciﬁherment{

5 2 6 . 31
(alHE[sToqr [a IXI s & (7 (W D DXIA[B P CIXIKIEI Q[P & |
Cryptogram: - _ a
AHESO TATSN TNDAB PCKRO PE

f. To decryptograph such a message, the cryptogram is written down in
@ serigs of creosg-section. cells, -which .are. then ‘blocked - eff in sets according

o the mumerieal kéy: -« - - e to o e

-

SRETEOIFE]




a

Taking the 1etters in consecutive order out of the success1ve sets, and
crossing them off ‘the series at the same tine .as théy .are. boing written:
down to construct the -plain text the message 1s found to begln w1th the
following two Words° ’ “ - .. L oo .

2 ‘3. li i 0 B -
ng[Elofomu‘uog;‘nglulmnrnT\m B [PDXTgINKIE 01P |

ATTACK HAS ’

5. Preparatory ‘+o cryptographlng, it is necessary to- find the length
of . the message to be" enclphered and -then. to'mark off as meny:eells as will
“be required for encipherment,: Nulls ere used to f£ill in. cells that are.not .
_oceupied after enclpherlng the whole' message.. The secrecy of the method de-
pends, of course, upon thé reciprocal 'selected,.but there is no- reason why
any fraction that will yield a long series of digits cannot be employed.

If the selection of key numbers were restricted to reciprocals, the secrecy
_.would be more 1in1ted in scope than is actually necessltqted by. the method
'1tsalf. ’ . . . .

.8 ‘Permuitat ion method.. = 8. -An 0ld method, known-in literature as’

" the aerial telagraphy method, 1 forms the basis of this system. A set of
permutat ions of:3, 4, ... 9 digits is agreed upon: “and - these permutatlons are
listed in a definite series. As.an example, let these- permutations be made .
~ of the diglts 1 to 5; selecting only four of the: possible. 120, - Suppose those
""selected are the follow1ng, sét down in successive lines .0of the dlagram in
Fig. lO a.f : . ) .

Permutation

25154 z 3 I 5 Z

325014 3 2 5 1 4

15524 1 5 3 2 4

25152 n 3 1 5 2
Flg. 10 a

The letters of the plain -text, taken in sets of flves, are distrlbuted with-
in the sections of the diagrum in accordunce with the permutations indicated
above the sections and also at.the left. Thus, the first five letters of the
text, supposing them to be the inltial letters of the word RECOMMENDATIONS,
are 1nserted in the follow1ng pos1t10ns‘ o .

Permutation '
23154

¢ ); SN A 1o

1 50 named'becouooiii;roolﬁiréi deriééd;éha7em§loyédfiﬁ"méééagéé“transmitted
by a system of semaphore signaling in practical usage in Burope before the
electrical telegraph was invented.
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- The next flve letters are 1nscr1bed in the secowd 11ne qf the dlagram 1n the
Sﬁctlons indiecated by, the permutatlon above and at the . left of the line., Thus:

e’ . L3

Permutation f

2'; g 1 ) T
2315 4=y 7 S 0
1325 14N~4 E T M 1D

Thls process 1s continued for each line and for as many llnes as there are
permutations indicated at the left. In the: fcregoing case, after twenty let=~
ters have been inserted, one inserts a second set of five letters again on
the first line, placing the-letters of this second set immediately to the
right of thoss of the first set, respectlvely in keynumber order. The suc-
ceeding lines are treated in 51mllar fashion until the whole message has
been enciphered. The following example will illustrate the process:

Message: R’:‘COM-/E\IDATIONS FOR LOCATIOI‘TS OF I\TEW BALLOCN POSITIONS
; NUST BE SUBMITT“D BEFO 12TH AIﬁPROME COMPAﬁY CHANGES
commm Dos'r TOORROW - -
Enciph;;lng dlagram: |
Permutation -

251 58 B - 1.5 1 — 5 4
FASSON|CTIDMA|RCOTRM|MOIBCD|OITBEN

- 3 . IR 5 1. Z
52514 S APS FORONO AN UTF T NN OFOP|[DFHS AT
i

T 5 Z ) ry
153 24 F TS WY oS LS TNR|[OBBLE0IVTECUINEEF
Z - T I W R ~ 2
431l 5 2T T T ARG RONISC FLULCCO 0P TDODO0OBAEW

*The letters B, C and D are nulls, to complete the figure.
Flg. 10 b
The 1etters of the clnher text are taken from the diagram according to any
prearranged route, the most sirple being te transcribe the lines of letters
in groups of fives, thus:
EAS®ET0 MCTID HMARGCO TRMMO IECDO ITBEN
NOSRP SESNO. HOANKU INTHMN OFOPD FMEAT
‘TESWY 0SLST NROBB LHOIW TECMN AEF AR

LNIRC BROME SCFLU HGOODP TDODO OBAEW




b. The foregoing method, when employed in its most simple form, does
not yield eryptograms of even a moderate degree of security; but if the method
of inscription and trenscription is varied and mede more complex, the degree
of security msy be increased quite noticeably. It is possible to use longer
permutations, based on sets of 6, 7, 8; or 9 digits, but in every case the
-successive permutations mst be prearranged as regards both their. exact com-
p0sition and their order or arrangement in the diagram. ;

""" 9. Transpositlon methods using speclal fzgures. - 8. The method now
to be described .is useful only in speclal cases where the correspondence is
restricted t0 brief communications betyeen a very limited number of personss
It is necessary to agree in advance on certain particulars, as will be seen. .
Let the message to be enciphered be the following: _

FOUR TRANSPORTS VILL BE COMPLETED BY END OF APRIL AND SIX MORE BY
ERD OF JULY.

Note the following'figures and encipherment:

_ R . P s L -
A4y o e ok
T—t—4 .S——0 T W oL B C M
<N R 1 E
A
D

\ e’

o

Cryptogram" . . .
ORPSL OFUTA SOTWYL BOMRN RIEPE BDPAI

T

LTDYN OARLN SXEEP IDMRE FYOEY NOJLB

DU
Fig.- 11

b. It will be noted that it is essential to agree in advance not only
upon The nature of the figure but also ipon the number of figures per lins.

s. The next series is a modification of the preceding. The same message
will be employed, with a double-sross figure, five figures per line.
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o 3 U | P o L‘B’ _;_::‘.- ET . ) . D O

M —_8 D j i Y "L '.__— ) ;.‘ B :I-J".\:. -

XI ., N E Y

Cryptogram: '

OUPOL BETDO FRSRL ELENF FTITP CEDIA
ARYSM OYBRP ANREF -JLDOB OUMSD YLXIN

g:.‘- | St‘ij‘-l anOther ' Serlesmay ‘be- fo‘md’ : ;a'é_'fQIlOWs-:': o
F e e S :"-..::.;-.“' r'l.:.'..'.::"! L R L rrore N

N—-4—-0 I—4—7p P __‘.__~L Ly B -______ E . I___.___. D
A—+—T W—t1—0 M —t- B Yo—t— T  Rediso

-é}y_ptqgram: S _ L
 FSLLN NOIPP LEEID AUWOM BYTRO RRSRO
' EBEPF TTCDA LOOMA K DRFXN NEJID EBYUS

YL

Fig. 13
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e. A figure of different form than thepreceding forms the basis of
~the next type.

©0BEDRTOYRUWPNZXNLE
- I\

/N N
FPBEURTCE BTS M E

F oI

RO PSBJ
s

N\, .

N\ . "
O AODAUDTETFR Y UL HN Y

Cryptogram:
OOEDR TOYRY PIUFLE FPBEU RCBTS MEAIL
DSLT.F W Rfo PS BJIXE LOAOD ADEFR IYULM

NYy
Fig. 14

I, Fron the foregoing examples, it is obvious that many other figures
may be used for effecting transpositions of this kind, such as stars of vary-
ing numbers of points, polygons ~f various symmetrical shapes, etc. It is
merely necessary to'agrgg upcon the figures, the number of figures per line,
the ‘starting points of the inscription and transcription processes.

&+ The method lends itself reedily to combination with simple mono-
alphabetic substitution, yielding cryptograms of a rather high degree of
security. .

SECTIOIF III.
1 o STEIi
POLYPHASE TRAI'SPOSITIOIT SYSTEIS Paragraph

Polyphase transposition methods in general seeesecsccssccssccsss 10
True and false polyphase transpoSitions ceessessccesscsesosssaes 11
TI'ue double transposition I....-u.--..-..-..u-o‘n--.;-a--..i-.---. 12

10. Polyphase transposition methods in general. - 8. In Paragraph 32
of Special Text No. 165, brief mention was made of transposition systems in
which two or more processes of rearrangement are involved. It was stated that
only a very limited number of such transposition methods are practicable for
military use, but that the degree of security afforded by them is considerably
greater than that afforded by certain much mocre complicated substitution meth-~
ods, The methods réferred to are those Thich involve two or more successive
transpositions, and merely for purnoses of brevity in reference they will here
~be called polyphase transposition methods to distinguish them from the single

or monophase methods thus far described. T
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b. It is obvious that a polyphase transposition method may involve
2, 3, ... Successive transpositions of the letters of the plain text. To
describe these methods in general terms, one may indicate that the letters
resulting: from a first {rensposition, dn-ignated as the T-1 transposition,
form the basis of a second, or T-2 transposition. If the process 1s con-
tinued, there may be T-3, T-4 ... transp-sitions, and each may involve the
use of a geometric figure or design. Fo convenience, the design involved
in accomplishing the T-l1 transposi*ion m:y be designated as the D-1 design;
that involved in accomplishing the T-~2 t2ansposition as the D-2 design, ete.
However, it may as well be stuted at this point that, so far as military
eryptography-is concerned, methods which involve more than D-2:and T-2
elements are entirely 1mpreet1cal and often those-which -involve no more- than
D~2 and T-2 elemsnts are also impractical for sueh uses i T

11, True and false polyphase transp051t10ns. -~ a. It ts possidble to
perform two or more transpositions with the letters of a text and yet the
final cryptogram will be no more difficu.t to solve than if only a single
transposition had been effected. The equivalent of this in the case of
substitution ciphers is to encipher a monoslphabetic eryptogrem by means
of a second single alphabet: the final result is still a monoalphabetic
substitution cipher. Likevise, if e messnge has been enciphered by a
sinple form of route transnosition and & ~econd end similar or spproximately
similar form of simmle route transpositinn is agein applied to the text of
the first transposition, the final text is still that of & monophase trans-
position eivhwr. Agein, two transpositiohs may be accomplished without
really efoctlnu a most thorough scrambllng ~f the letters composing the
orlginal text. uxamnles will serve to clarify the ui’ference between false
and true poljnhase transp051t1on., L

b. Tote the ollOW1ng simnle columnar transposition c1pher prepared
accordins to the method described in par 3ranh 26 of Special Text o, 185:

Message: DELIVIR ALL AIPMUTITION TQ 4'.LII _DWISIOH DUMP

Keyword: SCHEDULE =- SCHEDUL ™ , _ o -
. T i 5p-g-8-6-

Enciphering rectangle:

'3 2
1V
M'M
T
H]D
71D

m!zgga:

D=1

ol|ojrxljor
1 5] Lo (51 3 PN

g (5] 5V 1O P o) [
- gi=lojcisdlo

olaialelol,

Cryptogram (T-l)
ELIRI VMTDD IMITHNM AIOIP LAOTO RNFVM-
DLTUS E U01IU .
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In producing the foregoing cryptogram only the columms were transposed. _
Suppose that by prearrangement, using the keyword BREAK (derived numerical .
key = 2-5-3-1~4), the horizontal lines of the foregoing enciphering rectangle
were alsa to be transposed. For exemple, let the horizontal llnes of the
rectangle J-1 be transpvosed irmediately before taking the 1°tters out of the
columns of the design (in keyuumber order) to form the cipher text. Thus:

7 1 55‘29 64'

g IDIEJL{IjVIEIR A vu{RIT[HIDII V]I

5 |[LIL|AjM][M]UIN]TI D|EJL|I |V IE|R]A

3 [Tlriolw|Tlolr]o TII]JOIN T |O0.]F |0 ]

1 fulriTlalnizlv]i: s{tToluiplulMiP

4 {slTjolNIDlUlM]P LiLfaAluMliMjolNiT
b-1 o De2-

cryptogram (T-2):
REIIL.DVTDﬂ:HINNM IAOPI TLo6AuvaMn
UDTSL ITOUU : D
o Fig. 16

¢. The foregoing, however, is not a case of true polyphase. or so~called

double transposition. The same final result may be accomplished in a way
which will at first glance appear quite different, but is in reality one that
accomplishes the same two overations by combining them in one operation.  Let
the messaege be inscribed as before, but this time with both numerical keys
applied to the top and side of the rectangle. Then let another rectangle of
the same dimensions, but with numbers in straight sequence instead of key-
number sequence, be set alongside it. Thus:

7 1 5 3.2 8 6 4 1L 2 3 4 5.6 7 8
2iD|ElIL]IlIv]IEIR[A 1 -
s{LILTATMIUu] U] T 2
3[T|{IJO{N]TIO|F|O 3
1{UlRIT|HID| I V]I 4
4[sTTIlOINIDIUIMIP 5. J

D-1 ' . D-2

Fig, 17

Each letter in D=1 is now transferred to that cell in D-2 which is indicated
by the row and columm indicators of th: letter in D=1, For ‘example, the
first letter, D, of D=1, has the indicators 2 - 7 and it is placed in the

2 -~ 7 e31l in D=2: - the second :lgtt=r of D=1, which is'E, is placed in the

2 - 1 cell of D-2, and so on. The final result is as follows:
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7 1 5 3 3 8 6 4 123 456 78
(DI [IIVIZ]R]A \EDEEEITIvu]T
s[LiT[A{M[]u|N]T 2{zlvir(ali{R]D]E
3|T]T]o]E]T]o]lFl0 slzlrlejololrlmlo
LTIRIT[HE|D]T|V]IT alT|plwlelolulsu
afS]T]olm DU M]> s LIMIM|I{A [N |L]U

D-1 - .. D=2
Fig. 18-

It will be seen that if the colums of D-2 are now read downwards in straight
order from left to right the final crj'oto-g‘fam is identical with that obtained
'underbabove ‘-‘{BI"'L DYT ete, . .

g_.- ' The fore*cnnu cibhul‘, of’cen called the Tfihilist- Cl’oher, is re ferred _
‘'to in some of the older literature as a double transrmsitlon eioher because
it involvss a transposition of both colums aad rows; aad indeed as: described..
under subparagranh b above, it seems to involve a doubls process.. It.is, .
however, not an exa~1")le of trus double transpobition. ‘Then the aechanism of -
this ciphsr is compered with that iaow.to be’ deseribed, the; zreat’ diherence
‘in the ceryptogranhic security of the two .Bthods mll become a'marent. :

12, True double traansposition. - a. In the form of the false double
traasposition described above, it is only entire columms and entire rows
that are transposed. The disarrangement of the letters is aftsr all not
very thorouzh. In true double traasnosition this is no loagsr the casse,
for here the lettars of colums, axd rows become so. therou\,nlj rearranged
that the final text wressats a co-.r)lete scrambling dlmost as though the let-
ters of the message had been tossed into a hat and then drawn out at random,

S"'(;TIOH v, .

TR DOURLE T: §1SP0STTION -
Paragraph
True double tra: 1s13031tion of the columar t‘r'oe Gseestesnsasescsanen 13
General remarks on true pOlyphase transnOsition eeesssevescesesccass 14

13. True double transposition of the colwmmar tyne. -~ a. It is by
what is apparently a siimpls modification of certain of the colummar methods
alrzady described that an exceedin;ly ;00d true double traasposition can be
eff:cted. Let a2 numerical key be cerived from a keyword in the usual manner,
and let the message be written out uader this key to form a rectangle, in the
usual manner for columar transposition. The lensth of the messaze itself
Ceterminzs the sxact diaénsions of the ractanzle thus for.ned and whether or
not it is completely or incouplstely filled,

b. In its most effective form the double transposition is bassd upon
an incompletely filled rectansle, that is, one in which one or more cells in
the last line remain unfilled. An example of the method now follows., Let
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the keyword be. LITTUIATIONAL; the message to be enciphered as follows:
: QUR ATTACK SLOTLNG UP TI¥ FRONT OF HILL 1000 YARDS aOUTKuAST

OF GOLD’WVIELm STOP EQUasT ??OM”T ?EEVJQ?GEM:FT.__

PR

Keyword: - = '-IN T 2 R H.A T 1. 0'N. 4 L
Derived numerical xev' 4--7-12--5-11--8—-1—13--5-10--9--2—-6

The first, or D=1, rectanzle is inscribed in the usual manner‘of'sinple num=-
erical key eolumnar transwosition. It is shown as D=1 in the accompanying
figure. The lstters of the T-1 transposition are then inscribed in the second

4 =1ZmeBml ) ~eBwml=lBenr5=l0 =m0 =R =ub 4718 ==3=11 -=B=1-13-=5-10--9==2--6
OJURJAJT[T]AJcIx]s]E]o] 7] [A[E]NID]clo]P[]O]T]U]T|N
TN |elulesli|r]|F|alol]Tio] |Ulmw -
FIE|I|L|L]olF|E[T1H]0]UlS
AT D|Y|AIR|DIS|s|0]v]TH I
ANESREEIR IR
IL[L[E|SIT o P [RIE|o|U
s|T|P|[R|O(T|P[T[R][EI®IN]F]| [ |
o[RICIE|[I|E[T (T

D-1 | D=2

Fig. 19-a

or D-2, rectangle in the normsl manmer of writing, that is, from left to right
and from.the top downwards. This is shown in D-2 of Fig., 19-a for the first
two colurms of D=l (in numerical kew order) after transfer of their letters
into D-2. . The letters of the remaining colurms of D-1 are transferred in the
" same manmer into D-2,yielding the following rectangle:

4-=7=12-=3=1] ~=BewlmlBmmB5=l0==Q==2 =5

AIN|N|D]GJO]P]N[O][T]U]TIN
UIN|A|U|L|Y|T[B[R|B|O|T|F|
AlE|I[S|OJK|R|TISILIRIARIW
0|S|HE[VI|E|F]UIN|H|N]|AILIT
R[T|T|0|R|F|TIH|E|LIN 0|0
........ E|Q|E|S|OJH|OIDIEJEIT]| DL
e LA[0]s|o|HIR][G[T|DPIsSItT|P]lC
ClFIEIS|OlE|TI|T -
Fig, 19-b

For the T=-2 text the letters are transcrived from the D-2. rectangle, reading
 Gown the colwums in keynumber order, anc grouping the letters in fives. The

" - - cryptogram is as follows

PTRUT:OGTTI”RLOPP DUSVO SOSAU AOREA
CORSE EEDIF JTULC WNEST QOFOY KFFHR
PUORA I’TL T LWLZIS GLOZIR OHONA-IHIES

EFETN HD I T




REF ID:A56230

| - 21 -

e 'In Per raph 28. of Special Text ¥o. 165 a. varlatlon of the simple

oolumnar ‘key method of transposition was desorlbed. If the process tHerein

indicated is repeated, double transposition’is. effected. The following ex~
ample w1ll serve to ‘iXlustrate the method, using the’ s8me me SsS3ge end key
as_ were used in. the paragraph to which reference -was mede-. :

.Message' R:.Q,UEST I"II“T‘DIAT“ B.J..L G“‘ I{ITTS

Keyword: SR 20DUCT .
) 'Derived numerlcal key 4—5~5-2-7-1-6

'P-Encipherment' SV . -_-m;.e, R .
- fuBmBaRmlwl el | AmDaBaaTaled , A4=BeBeBalelef = 4=bwB=d=7=l- 45
Text: REQUEST IMMEDIA TEREENF ORCEMNEN T8

‘el + STNEUEEZ BQMRCRI TOTEHER S T AFYED EM

12 ER E_"E.ERE FYMTASE TSEIQOT _M TRDUG MW

Gryptogram
EREZ®R REFNM TASEF SEFQO THEIR

DUCMN

d. In some respects this modified method is simpler for the novice to
perform correctly than is that employlng rectanzles, Experience has shown
that many inexpert cryptographic clerks fail to perform the two transpositions

. correctly,when'D-l and D=2 rectanbles are employed in the work.

"'-i4.. General remarks on “true polyphase transp051tlon. - a. The crypto~
gmaghme aecurlty of the true double trans9031ﬁlon method deserves discussion,
Careful study ‘of & oryptogram enciphered by the double tiransposition method
Eet forth .in, parag raohs 13b and e, will convince the student that an extremsly
thorough scrambllng of the letters is indeed brought about by the method,
Basically, its principle is the- splitting up of the adjacent or successive
letters qonstitutlnb the plaln text bj'jgg_sets of "ecuts", the second of which

is in a direction that is perpeadicular to the first, with the individual

"cute" of both sets arranged in a variable and 1rregular order, It is well
adapted for a regular end voluminous exchange of cryptograms between corres-

,pondents, because even if many messages in the same le! are intercepted, so

long 83 no two nessages are identical in length, they can only be crypt-

analyzed after con31derable effort. o

_.RJ TPriple and quadruole tra353051tlons of the same nature are possible
but not practical for. seriqus usage., Theoretically, a continuation or repeti-
tion of the tLa1e9051tlon process will ultimately bring about a condition
wherein the Din _rectanzle is identical with the D-1 rectanzle; in other words,
after a certaln numbsr of transnositlons the.rectangle produced by a repeti-~

“tion.of the eryntogranhing nrocess results finally in decrystogravnhing the

message. Axactly how .many reoetitlve transpositions intervene in such cases
is extremely variable and denends unon. factors lylnu outside the scope of this

text.,
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¢. In the example of eryptographing given in Par. 13-b, the D-1 and
D=2 rectaﬂgles are 1dent1cal in dimensions and identical numerical keys
“are applied to effect the T~1 and T-2 transp051t10ns. It is obvious, how-
ever, that it is not necessary t0 maintain these identities; D-1 and D=2
rectangles of different dimensions may readily be employed, and even if it
is agreed to have the dimensions identical, the numerical keys for the two
transpositions may be different. Iurther1ore, it is »nossible to add other
variable elements., (1) The direction or manner of 1nscr1bing the letters
in the D-1 rectangle may be varied; (2) the direction of reading off or
taking the letters out of the D=1 rectanzle in effecting the T-1 trans-
position, that is, in transferring them into the D-2 rectangle, may be
varied; (3) the direction of inscribing these letters in the D=2 rectamgle
may be varied; (4) the direction of reading off or taking the letters out
of the D=2 rectangle in effecting the T-2 transposition may be varied.
Finally, one or more nulls may be inscribed at the end of .either the D-1
or the D-2 rectanzle (but not both) in order that the total number of let-
‘ters involved in the two tramsppsitions be different, a factor which still
further inecreases the degree of cryptographic security. o

d. The solution of eryptograms enciphered upon the double transposi~
tion princlple is often made possible by the presence of certain plain-text
combinations, such as QU and CH (in German). For this reason, careful
eryptographers substitute a single letter for such combinations, as de-
cided upon by preagreement. For example, in one case the letter Q was in-

variably used as a substitu¥e for the compound CH, with good effect.

SECTIG V.-
CRILLES
Paragraph

'Types of cryptograt)hlc grllles ....l...l......ll.c--...lltcll'l..l 15
. Slm'Dle grilles ...l...l.'...'..l.‘l..l....-n.-g..-l..-nl.-.'.l.." 16
Re’VOlVing "rilles .-.o---t-----.-o-oo-.oo-o-co-n-o-----o-.oo-‘o.-o 17
-Grilles of other zeomstric fOIMS seeesessssescsascscconccccnsscrnans 1B
" Polyphase trégsnosition DY GTilleS seessescssccccossssacssssssesses 19
Increasing security of revolving grilles ......;.................., 20
Construction of Tevolving GrillesS eeeeeesseesceccsscsssssccaescess 21
Honperforated STI11ES .vesersevecoscaccencocsonassasssscscesssssas 22
Rectangular or #10st ‘card? GrilleS cescecssssscccsscssssancssssses 23
Construction of rectanzular or #post card” grilles eecsescscescces 24

15, Types of cryntogranhlc 3rilles, =~ Broadly spea ting, crypto graphic
grillesl are sheets of »paper, cardboard, or thin metal in which perforations
have been made for the uncovering of spaces in which lettars (or grouns of
letters, syllables, entire words) may be written on another sheet of papar

--upon which the zrille is suverimposed., This latter sheet, usually made also
- of cross-section paver, will hereafter be desiznated, for purposes of brev-

ity in refereiice,-as the grille grid, or grid. Its external diusensions are
- *the same as those of the zrille, Grilles are of several types depending
.upon their construction and maaner of employment. They will be treated here
.under the titles of (1) simple grilles, (2) *evolv1ag srilles, (3) nonper-
forated grilles, and (4) "post card?® frllles.

1 Also often ealled “gtencils,”



REF ID:A56230

- 33 -

x;'le; Simple grilles. - a. ‘These cormsist usually of a Bsquare in which
holes cr—anertures have baan cut -in prearx anged p051t10ns; when the "rllle
is superimposed upon the zrid, these apertures disclose cells on-the brid
in which cells letters, grouns of letters, s llables, or entire words may ‘be
inseribed. An example is shown in Fig. 20. The four’ ‘sides of the obverse
surface of the grille are desisnatad by the figures 1, 2, 3, 4; the four
sides of the reverse surface, by the figures 5, 6, 7, 8., These figures are

16@plOJed to 1nd1cate the DOSltlon of the grille upon the zrigd iu enclohornedt.

. i M
N /
Wiinng Wl

7 7

Wi 7

g W
- i
77
Ll :
/ A
o 7

'frig. 20

b, (1) Im cryﬁtogranhlng a nessab“ the gﬁllle 1s nlaced unon the ~r1d
in one of the. .eight’ possible positions: obverse surface up, with Tigure
1, 2, 3, or 4 at the top laft; or reverse surfdee up, with figure 5, 6, 7, or 8
at the top Jleft. The lett:rs of the plain text ars then inscribed in the
¢ells disclosed by the apsrtures, following any Hx earranupu route. In Fig.21,
the normal meansr of writiag, from left to risht, .and from the top downwards,
has been followed in ths inscrlntlon, the aessage bein" ALL DJISTROY R3S OUTSIIE.
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{2) The transcription process now follows. The cipher text is.
written down, the letters being taken by following any prearranged route,
which must be perpendicular to the route of inscription, otherwise the let-
ters will follow in plain~text order, In the following, the route is by
colums from left to right..

Cryptogram: , ST -
"LRTAD .TSSER YOIDS ELOETU

: (3) 1If the number of letters of the plain-text message exceeds the
number of cells disclosed by one placement of the grille, the letters given
by this placement are written down (in cryptographic order) and then .the
grille is placed in the mext position on a fresh grid; the process is con-
tinued in this manner until the entire message has bsen cryptographed. The
several sections of the cipher letters resulting from the placemgnts of the
grille on successive grids merely follow each other in the final. cryptogram.
In this manner .of ‘employment it is only necessary for the correspondents to
agree upon the initial position of the gzrille and its successive positions
or placements,

¢+ It is obvious that by the use of a simple grille the letters of a .
message to be cryptographed sy be distributed within an enveloping message
consisting mostly of “dumy" text, inserted for purposes of enabling the
message to escame suppression in censorship. TFor example, suppose the grille
shown in Fig, 20 is employed in position 1, and the message to be conveyed is
ALIL DESTROYERS QUTSIDE. The letters of this message are inseribed in their
proper places on the grid, exactly as showmn in Fig. 21, An "open” or disguise-
ing text is now to be composed, the latter serving as an envelope or "cover®
for the letters of the secrst text, which remasin in the positions in which
they fall on the zrid. The open or disguising text, in other words, is
built around or superimposed on the secret text. Iilote how this is done in
Fig. 22, with an apparently innocent message reading:

I HAVE TORKED VERY JELL ALL DAY, TRYDIG TO. GET EVERYTHING STRAIGRTENED
UP BEFORE GOLYG O MY iTZXT TRIP SCUTH, BUT INSIDE TEW DAYS «..

_1(5) _ -
I|HE|A|VI|ElI®F]O]lRIK Eg‘i‘
plvielrly|{wlzl]L]|a
Liz{plalYylTi{Rri{Y|I|N
G|T|O|G|E|T|E ViE|R
ylr|{a|1|r|cf{s|T|R}|A
I1jelE {23 |E|{D|OT]| P
Blelrlolr|Ele]of{1l|N
GlOo|N [UJYINJE |X|T|T
drltirls|ofulr]r]s|v
ajr N |lslitipliziT|E|W
e

Fig. 22
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4. The foregoing method naturally requires the transmission of consider=-
ably more text than is actually necessary for conveying the message intended,
Where questionsg of censorship are not. involved, the method 1s therefore imprac-
tical. A modification of the method suggests itsalf in-the use of a transpar=~
ent sheet of paper superimposed upon a square or other,figure in which the
individual cells are irregularly numbered and the inscrintion process follows
the sequence of numbers, An example -is. shown in Fig. 23, using the message
ROCK CREEX BRIDGE VILL B DESTROYED THEN TAIL HAS.CROSSED.

16 | 3125|121 139 (441 7] 15. WIS ITIETHRITO &

6 |37 129 | 41 ] 1 |11 J45] 31 "Rl I]|B] SIRI[RISITT

25 118 [43 (10 |24 |20 | 28] 14 "TElL|[RIBIS|BIYTW®

34 J12 | 842148 | 433|387 W[ I|E[C|DI[XK[E|L.

2 |35 147 |30 | 6 (46 (26] 17 | O T E{D[CISIRITI.

27 119 |13 132 |22 |40 36! 91 0| L|D| BH|DJAJTETEK |
a ‘Fig, 23 ' b

The transcription may now follow any prearranged route, The normal method of
reading would produce the cryptogram begimning WCTEH OEERTI, etec. It
is obvious that the correspondents must possess designs with identically nume
bered cells™,

17. Revolving grilles., - a. In this type of grille ( see Fig. 24-a)
the apertures are also formed by perforating a sheet of cross-section paper
according to prearrangement, but these apertures are so distributed that
when the grille is turned four times successively through angles of 90° and _
set in four grille positions on the grid, all the cells on the grid are dis-
closed in turn, (The preparation of such grilles will be discussed in Para-
graph 21,) - If letters are inserted in the cells s0 disclosed, then after a
complete revolution of the grille every one of the cells of the grid will
contain a letter and thns the grid will be completely filled, For this
reason such a grille is also called a self-fillingz, or an automatic-completion
grille. The secrecy of messages enciphered by its means is dependent upon
the distribution or position of the apertures, the sequence of grille posi-
tions on the grld (i.e., whether in the order 1, 2, 3, 4 clockwise; or 1,

3, 4, 2 etc,) and the route followed in inscribing and transeribing the let~
ters in the cells of the orid. For each position of the grille one~fourth
the total number of letters of the text is inscribed; hence it is convenient
to refer to "sections” of the text, it being understood that each section
consists of one-fourth the total number of letters.

b. . There are two possidble procedures so far as the insoription-trans-
cription sequence is concerned. . (1) The letters of the plain text may be
inseribed in the cells of the grid throuzh the apsrtures disclosed by the
grille and then, when the zrid bhas been complately f£illed, the grille re-
moved, and the letters transcribed from the grid according to a prearranged
route; or, (2) the letters of the plain text may first be inscribed in the
cells of the grid according to a prearranzed route and then the zrille ap-
plied to the completely~-{illed grid to’give the sequence of letters forming
the cipher text of the transeription process. The first method will be ‘
described in subparagranh e, the second in subparagranh 8.

1 mpe system employed hy the French Army in 1886 was of the nature here de-
scrlbed.
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L . ‘Peking the simplest manner of inscribing the letters, ‘that is, from
left to right and from the top downwards, the letters of the first section of
the text are inscribed in the cells disclosed by the apertures, the grille -
being in the first position. This is shown in Fig. 24-b. The grille is then
glven 1/4 turn clockwise, bringing figure 2 to the top left. 1f the grille
has been correctly prepared none of the cells disclosed in the second grille
position on the grid will be occupied by a letter. The letters of the second
section are then inscribed, this being shown in Fig. 24-¢. In Fig. 24-4 and
e, the results of insé¢ribing the third and fourth sections. respectively. are -
shown. ' "The letters of the cryptogram are then taken out of the completed grid
by following any prearranged route of transcription.  The cryptogram below has
been transcribed by following d.own the columns in succession from left to right

_ Mgssa.g,e. HOSTILE 75—-MM ARTILLERY IN ACTION AT FABMHOUSE 350 YARDS

" SOUTHWEST OF HAMILTON SCHOOLHOUSE.

W T %X% ///WW 4
i) ¢ J%-

-I%IW.

7 /AM’ /- .// //’

’/

iiml e
g .///z{/é. //;I
Gl /,I"f
_ . -
1L H R|EJR|E|Y BV
gl1{u]o w|s|w|p|T
1L |R{EV//] s|® A
‘ ' ' . T| D| E| ¥ I
E%Z/E vy A E| T|N I
v Yir | Y| T Al
2 7, Wﬂl%l%lw = 6| F|l Al 1 ®
o o[ Gl - OE e LDl
t/m%%ﬂl%l%ﬂ.ﬁ”mﬁ ol o[z o 2Jl =
. _:. iy g " EE
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jr|wigiriz{r [B2ijriE{E}M . . Gryntogram- , _

H|L|U|O{S|N|SIN(D|T LHIGV Y_"a-o*-'o 75 TILEN
{zfe{r]z[r]s |8 ]o]F|a | e

S B PR i gy Py g i s FSOMT HURTI TCULO

.-'%v'l\f -If'-A_' L."EET.fN T It ROEDA TMVUI ESTEL
grirfr ety [F (ofa|v (%] YFRMU RENSTE -FASES

RISICAM|FIATIHITION "ESEAT OIDTL '-YNOIN
‘jolofu{v|r|s|D|E|s]|s R ;

AR ER AN EIEY AEEAE EDFOT Ng_gﬁﬂ

rlrlolr|uls|r|ufnzm ETAMI YOSRE.

= N
(]

. Tig, 24 (Contd. )

T d.- To decryntograah such a mssage the cipher letters are mscrlbed
columwise .in a grid 10x10 {i.e., one composéd of 100 cells, 10 per side)
and then the- arllle applied to the square in four consecutive positions
corresponding to those used in crjntobraphing. The letters' disclosed by
each placement of the grllle are wrltten down as they apnear, sectlon af‘cer
section. S o TR

X ,e.- The second menner- of emroloyinb a revolving ~rille is mrsl*’y the

) reclprocal of the first, The prooedure followed in the ' fir'st mEthod to-.

.. Gecrynlograph.a message is fqllowed in the sécond method to armt 21_1_ a

- message; and. t’pe proced.lre foJ.lowed "in “the" first iethod o éry’otograph is
followed in the second method to decrfoto raph. - .

——— s . e .

b 18. . Gr:tlles of other 5eozre1.r1c forms. = Grilles. are x;ot lm1ted to
Square-shaped :f'lgures. They” may ‘be. equilateral trlangi.es, pentagons, hex-
dgons, and 8o on. Any figurewhich can be pivoted upon & central .point
and . which when:revolved upon this pivot can be placed in a' succession of
homologous positions over a grid corresvonding to the grille will serve
equally well, A t,x_-,lan_gle _g_ifroxjds three grille posit:.ons, a pentagon, five,
and so on. ' ‘ : - .

19.. Polfphase tran5pos1t10n bJ arilles, - One gr:ulle may. be employed
to inscrlbe the létters of the message on the grid and a second, and dif-
ferent grillé “sriployed to- transcribe them from the grid to form the final
text of the cryptogran. This would constitute a real double transposition
method of ‘great’ conrolexity. ,I?ol:rohase transposition by a series of grilles
is of course posmble. ST E

20, Increasing the securlty of revolving grilles, - a. The total
nurber of letters which d"grille Will exactly emncipher is termed its cap-
acity. If the number of letters of a message is always equal to the Total
capacity of the grille, this information is of great aid in solution by

- -
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the enemy. For example, a message of 64 letters indicates a grille 8x8 with
16 apertures; one of 144 letters, a grille 12x12 wita 36 apertures, and so on.
There sare, however, methods of employing a grille so that it will serve to
encipher 'messages the lengths of which are greater or less thean the capacity
of the grille.

b. "Then the total number of letters is less than the capacity of the
grille, no medification in method of use is meeessary, .JFEncipherment of such
a message comes to a close when the last plain-text letter has been inseribed.
In decryptographing such a message, the recipient must strike out, on the grid
upon which he is to inscribe the cipher text, a number of cells corresnondlng
to the difference between the number of letters of the text as received and
the total capacity of the zrille., The location of the cells to be thus eli-
minated imst be prearranged, and it is best usually to strike them off from
the final positions of the grid.

&+ then the total number of letters is equal to or greater than the
capacity of the grille, a grid of greater capacity tham that of the grille
can be prepared, on which the grille may be positioned seversl times, thus
forming & large or composite grid composed- by the juxtaposition of the seve
eral» small grids. If there are a few cells-in excess of the -actual number
required, these may be struck off from the large grid at prearranged points,
for example, from the last colum end row, as shown in Fig., 25-b, The
grille is then placed in its first position in turn on each of the component
grids, then in its secomd position, and so on, An example will serve to
illustrate. A message of rifty-two letters is to be enciphered with the
grille shown in Fig. 25-a, the -capacity of which is sixteen letters. The
number of letters of the message being greater than three times sixteen,
the composite grid must be composed of four small grids containing a total
of sixty~four cells. Therefore, twelve of these cells must be eliminated.
These are shown in Fig. 25~b, together with the nurber indicating the posi-
tions occupied by the letters of the text.

jo
lo-

Fig. 25
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2L, Constructlon of revolv1ng grllles.’- &. - There are several ways
of preparing revolving grilles, of which the one  deseribed: below is .the most
s1mple. All methods meke use of cross-ssction paper: - v

be Suppose a revolving grille with a capacity of 100 letters is to be
* constructed. The cells of a sheet of cross-section paper 10x10 are numbered
consecutively . in:.bands fiom the outside to the center, in ‘the ‘menner shown
in Fig. 26-a. It will be noted that in each band, if n is the numher of .
eells- formlng one side of the band the hlrhest nurber ¢ assigned to -the . cells
‘ in each band is n-l. L

'12'54-'_'56'7891- .
ol1{2i3|4(5|6]|7]|1]2

BN EEEINERBE )
J7lse]s[1]z|sl1|2]3] 4 i
slsla|z]al1]2]3]4]s

. 5(a(3[2|1[1|{3([4|5]|® :

' a|z|2l1{z]|2l1]l5]|6]|"
sl2{1]s]a[3]2]1]7]s
2|1{7le[5|alz3]2l1]9
1ioi{s|7|8|5]al3]2]1

Fig. 26-a

c. It W1ll be noted that in each band there is a quadrupllcatlon of
each d1g1t° the. figure 1 appears four times, the figure 2 sppears four times,
and- s0 on., From each recéding band there is to be cut out (n-l) cells: from

.- the outermost band, therefore, nine cells are to be cut out; from the next

band, seven; from the next, five; from the next, three; and from the last,

one cell, In determining specifically what cells are to be cut out in each
band, the only rules to be observed are.these: (1) one and only one cell
bearing the figure 1 is to be cut out, one .and only one cell bearing the fig- -
ure 2 is t0 be cut out, and so on; (R) as random a selection as possible is

to be made among the cells available. for selection for perforation. In

Fig. 26-b is shown a-sample grille prenared in this way,
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" 4. -If the. side of the grille is composed of sn odd number of cells,
the innermost ‘band will condist of but ‘one- cell. In such case this central
cell must not be perforated. ' S . -

6. It is obvious that millions of dlfferently perforated grllles may
be' ¢onstructed. Grilles of fixed external dimensions. may be designated by
indicators, as was done ‘by the Germsn Army im 1915, when this system was
employed, TFor examnle, the FRI'PZ grille might indicate a 10x10 grille;. .
serving to encipher message’s ‘f about 100 letters; the- ALBERT grille might -
indicate a 12x12 grille, serving to encipher messages of about 144 letters, :
and so on, Thus, with a set of grilles of various dinens.rons, all construct-
ed by a centyal headquarters and-distributed to lower units, systematic use’
of grilles for messages of'var'ying lengthS'can b_e afforded.

£. A system for designating the p051tions of the verforated cells of
a grille may be established between c_orresnondents, so that the necessity
for physical transmission of grilles for intercommmication is eliminated.
An example of a possible system is that which is based upon the coordinate
method of indicating the perforatlons. The. colums from left to right and
the rows from bottom to top are designated by the letters A, By, C, ess
Thus, the grille shown :Ln Fige ze-b would have the following formla:

ADG; BBEH; CDJ; HEG' .EAGH, FFI, G- HBDHJ', -IDG, JABFI.

g. Given the formula, the elght corners of the grille can be labelled
in various ways by prearrangement. But the s:uaplest mthod is that shown in
connection with Fig. 26-b, Then the initial position of the grille can be
indicated by the number which appears at the upner left-~hand corner when the
grllle is placed on, the grid, ready for use., Thus, position 1 indicates that

'-_' :';f,__the -grille is in. position vuth the f:.g:.re 1 at the upper left~hand cormer;
- 'positlon 3 w1th the figure 3'at the upper left-hand carner, etc.

) h. The d:rectlon of revolvnlg the srille can be clockwise or coun'ber—
clockwise , 50 that correspondents -m,st make arrangexents beforehand as to

‘ ,whlch direction is to be followed.

i. RQevolving grilles can be c’onstructed so that thej have two meratlng
races, -an obverse and a reverse face.- They mey be terwed revolving-reversible
grilles, The pnrinciples of their construction .erely involve a modification
of those described in comnection with ordinary revolving grilles. A revolving-
reversible grillewill have eight nossible placement indicators; usually posi-
tions 1 and 5, 2 and 6, etc., corresyond in this obverse-reverse relationship,
as shown in Fig. 20.

J. The principles of constructi_on described in the preceding paragraphs
apply also to grilles -of other shapes, such as triangles, pentagons, etc.

22, Nonperforated grilles., - &, All the effects of a grille with
actual perforations may be obtained bJ the modified use of a nonperforated
grille. Let the cells that would nommally be cut out in a grille be indicated
merely by crosses thereon, and then én a sheet of cross-section paper let the
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distribution of letters resultmg from each place.ent of the grille on a grid
be 1nd1cated by msertlnb crosses m the approPriate cells, as shown m Fig. 274

B - _ -Grille N
_ Grlll‘? o ‘Position * 7
l ’ _,'. ( ’
2 b 2t ,
. g AN
4 X
2 R
Flg. 27

. b. Note should be made bf the fact that in 'Fig. 27-b the d:.str:.bution
of ‘crosses shown .in the third ¥gw .of:cells is the reverse of that shown 'in
the first; the distribution shown in! the fourth row 1s thé reverse of - that
shown in the second. This rule is ap-allcable to all revolvmg grllles and
is oi‘ 11.130rtance in solLt1on. 1

_ “TIf the letters oi‘ the text are now 1nscr1bed (noxmal manner of
wrlting) in the cells not eliuminated.by crosses, and the letters trans-~
cribed from columms to form the G¥yptogram, ‘the results are “the same ‘as
though a perforated grlll.e had” beea emnloved. Thus '

‘. W 2B ._A_ / S //l | A :D

E Lo UK TN ALK )
AKX rX BXERP0K o XX
AP ‘ ) {0 D/ ) 1) .-.A.' N v

EWCRAEOTLDARDTDALTY.
:Cryptogram: | R o
EWCRA EZOLDA R DDAT Y

| Fig.fzv-c

‘4. It is obvious that a nwnerlcal ey ma,,r be annlied to effect a
columnar transpos1tion in the foregoing method, C,lving add:.tlonal securlty.

e. The method is applicable to grilles of other sha'oes such as
trlangles, pentaoens, hexapons, octabons etc.. . ,

t. In T “1g. 27—c it is noted that there are nany cells that mlght be
occupled by letters but are not., It is obvious that these may be filled
with nulls so that the grid is completely filled with letters. Long messages
may be enciphered by the supsrposition of several dlagrams of the same d:.men-
sions as Fig. 27-c,.
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23, Rectangular or "post-card" grllles. - a8, The grille shown in Flg. ‘28
dlffers from the ordinary revolving grille in that (1) the epertures are rect-
angular in shape, and are greater in width, thus permitting of inscribing sev-

_ eral letters in the cells disclosed on the grid by each perforation of the

- grille;-and (2) the grille itself admits of .but two positions with its obverse
side up and two with its reverse side up, In Fig. 28 the apertures are num-
bered in succession from top fo bottoir in four series, each applying to one
position of the grille; the numbers L

in parentheses apply to the aper- 1 _ (3)
tures when the grille is reversed; (I _ 13
the numbers at the corners apply '
to the four positions in which the
grille may be placed upon the grid,

b. One of the ways in which
such a grille may be used is to
write the first lstter of the text - f%g?%ﬁ (z9)og
at the oxtreme left of the cell
disclosed by aperture 1, the sec- (19)62 ' : Eféiﬁ
ond letter, at the extreme loft of '
the cell disclosed by apcrture 2,
and so on. The grille is retained

in the same position and the 17th (6g)d2. 7(39)
lettoer is written immediately to ' 8(20) : (Eé%%%;
the right of the lst, the 18th im- E::::]
mediately to the right of -the 2nd, (AQ)QE

and so on. Depsnding upon the
width of the aperture, and thus of -
the cells disclosed on the :rid, . o (_ )
2, 3, 4 ... letters may be in- ;

serted in these cells.: ’'hen all - . 11(43) : _‘(gg)gz
the cells have been filled, the
grille may then be placed in the
second position, then the third,
and finally, the fourth.

..(59 22 o 12(44)
- 13(45) (€8)12 .

¢+ Another way in which 14(46) (eg)og

the grille aay be used is to
change the position of the grille
after the 15th lstter has been

(TSY6T  15(47)

inserted, then after the 32nd, (os)et 16(48)
45th and 64th; the 65th letter

is then inserted to the right of (67)4T
the 1lst, the 8lst, to the right (%) ]
of the 17th, and so on until the

grid is completed. : _ Fig. 28

d. Whole words may, of éourée, be inserted in thé cells disclosed by
the apertures, instead of individual letters, but.the securlty of the latter
method is mueh lower than that of the Xormer. .

8« The: text of the grid may bs transcribed (to form the cryptogram) by
follow1ng any prearransed route.
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I. The successive nositions of a post-card zrille may be prearranged.
The order 1, 2, 3, 4.is but one of 24 dlfferent sequences in which it may
be supnrlmaosed upon the crid.'d B o -

24. Construct1on of rectannular or "post-card" grilles. - a. A mod-
ification of the 3r1nclnles set forth in Paragraph 21, dealing with the con-
struction of revolving grllles, is anplled in .the construction of rectenpular
or "post-card” grilles. :} ote thae menner .in which the cells in Fig., 29-a are
assicned numbers: nomologous ‘ealls in each band receive the sane AU er .

In Fig. 29-a there are three bands, numbered from 1 to 8, 9 to 16, and 17 to
24, Then in sach band one and only- one-cell.of the same—numbered set of four
cells is cut out. For example, if cell la is. selected for perforation from
band 1 (as indicated by.the eheck merk in that céll), then a cross is written
in the other three homologous ¢ells, 1b, e, .and d, to indicate that they ere
not available for selectlon Por nerforatlon. Then a cell bearing the nuwmber 2
in band 1 is selected, for example, 2¢, and at once 28, b, and 4 are crossed
off as being ineligible_fp?fseléction,:and.so_on.

Band 1
Band 2

TN

172 {1%¢ | 9¢ | le{ =~ |1 . .
2a {10a |18a |18¢|10¢ | 2e | - . " P - L
%a {11la [19a {19c | 1llc. | 3c | ' o IR | -
4a |12a {202 |120c | 12c | 4c
.5a |13a [2la |21c {13¢ | 5c¢
6a {14a {22a |22¢ | 14c 6c
7a 113a |23a |23¢c |15¢ | 7c
8a |16a |24a |24¢c [ 16¢c | 8e -
B8a_|16d |24d | 24b | 16b
7d |15d {234 {25b | 15b 7b
6d | l4d {224 |22b 14b 6b
58 |1%a | 214 |21ib | 13b 5b
44 {124 {204 |20b | 12b 4b-
3d {11d [13d [|19b t11b 3b
2d {104 {184 [18b {10b 2b |-
1ld | -9d {174 [17b 9b 1b

b
o

 Fig. 29 |

In Flg. 29-c is shown a grille as flnally prepared, the nonshaded cells rep-
resenting apertures.
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Fi{_’,’. 29"_(_3'

b. The foregoing grille is a “six-colurm® one, that is, the cells
form six coluims. It is obvious that grilles with any even number of
colums of cells are possible, The number of apertures in each band should
be equal and this number mltiplied by the nwiber of bands and then by 4
should equal ‘the capacity of the grills. In the case of the one shown. 1n
Fig. 29-c the capacity is 8 x 3 x 4 or 96 cells; this is the same as is ob-
tained merely by multinlying the heizght (in cells) by the number of columns;.
l6 x 6 = 90.' If 4 letters &re inscribed in each rectangle, the capacity of"-
the grille in tems of letters is 384, The grii in this case would, after
completion, »resent 24 ‘colwims of letters, to whieh a numerical key for a
second transposition c¢an be anullec in transcrintion to produce the final
t2xt of th° crjjtogran.

ZCTION VI.

MISCTLLANEOUS TRANSPOSITICH SYSTEMS . -
: : Paragraph

GOInplSX' route trans}_)osition ®eeccescscsssssaracsassansassssneses 25
Transposition of zgrouns of letters, syllzbles, and WOrdS eescae 26
Disguised tranSDOSition STNOGAS eesecacasassunsacssssscsncsacnse 27
Civher machines for effecting transHosition sesscsccscecssecses 28

254 Complex route transposition. -~ a. In Fig. 30 a route for in-
scribing letters within a rectan: ~le is ind{cated by a sequence of nunbers,
The initial point may be at any of the four corners of the rectangle, or,
indeed, it may be at any other point, as prearranged. The letters may be
inscribed to form the rectangle by following the route indicated and then
transcrived from the rectanile to form the cryptogram by following another
route, Or the letters may be inscribed accordin;; to one route and trane
seribed accordin-, to the numerical route indicatad.
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b. A variation of the fore- 90 |61 160 131 |30 | 1
goinc, is.that; 1llustrated in . . . L2129.132 {59 162 189
Fig. 31, wasrein the. insepiption - 88 (83 I'58 (33 [28°| 3
follows the -route shopn by the, 4127 134 |57 |64 |87
arrows. .The .initial point. of in- .. *' {86 (65 |56 135126 | 6
seription is indicated by the fig-." 6125 1% |55 66 1851
ure 1, end the. final 3oint, by the . ''"|B4 {87 |54 |37 |24 ] 7
fj_é-u’re Be L T AI {. 8123 |38 [53 |68 83_'
ot Fee Tee 52 139 8]0 ] -
,__c_. In.t-he- foregaing-case, .. .4.20121 140 151 170 {81 "
the route is 'a siccession: of the... . |80 {71 {50 141 |20 {11
moves made by the king 4n the : - : ... |12 |19 {42 149 723 |79
game of chess; it forms the so- 78 |75 {48 |45 |18 |13
called "king's -tour”,. in which :.. ., |14 |17.144 147 |74 {77
the playing piece makes a complete.. - 1,76 |75 |46 {45 116 |15 |
or reentrant journey eqwering all ;... .. ... . ... . .
cells of the chessboard, each cell..; . - .. -. .. : Fige 30 .. .

being travsrsed only once, with . . . .
+the last mowe placing-the plece - .. . ..-
in a cell from which it may next

move "into the c¢ell from :which:.the .- . -
Journey started:. A route.com—: :
possd of a succession df moves made .
by the knight, or.the so-called --:..; . {
"knight's tour", ‘is-dlsq-possible, - - . ;
but in-.order to ‘be nractical-a
grid‘with the eslls numbered in . - - -
succession would have to be mre-
vared for the corresnondents,

since millions .of differeat-reo--.:
entremt knisht's- tours ecan be ..+ ... -
construected’: .on a-chessboard of..: --.. .
the usual 64 cells,

F

-1
2

Fig. 31

256, Transposition of grou-:s of letters, syllables, and words., = There
is nothing in the wvreviously describved 'methods which mrecludes the possibility
of their apvlication to pairs of lettors; sets of three or more letters, or
even srllables and whole words. Nor, of. course, is their use limited to ope=-
rations - with plain text: they may‘ be applied as sccondary steps aftor a sub-

.............................

...................

27, Disguised, tremsposition .aethods.' - a. The nystem often enccuntered
in romances and aystery stories, wherein the messa"e to be conveyed is in-’
“serted in-a series of nonsigmificant: words copstructed with the.purpose of
'avoiding or evedinyz suspicion, is a speciés of this form of "open” crypto-.
gram involving transposition.. The’open" or: enveloping, apparently innocent
toxt may be designated as the:external - text; the secrst -oz.-.eryptographio text
may be designatéed as-the internal text. A complicated example-of external or
0pen and intemal or. secrc.t texb is that shown in Paragraph 16.

.‘l- Little need be said of the methed based upon construeting external
text the letters of whieh, at prearrsmged positions oxr intervals, spell out

"1'Ses Ball, W. Wi R, Mathematical Recreations end Essays; London, 1928,
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the internal text., For example, it may be prearranged that every fourth
letter of the external text forms the series of letters for spelling out
the internal text, so that only the 4th, 8th, 12th ... letters of the ex-~
ternal text are significant, The same rule may apply to the complete words
of the external text, the n, 2n, 3n, .. words form the internal text. The
preparation of the external text in a suitable form to escape suspicion is
not so easy as might be imagined, when efficient, experienced, and vigllant
censorship is at work. Often the paragraph or passage contgining the secret
text is sandwiched in between other paragraphs added to pad the letter as a
whole with text suitable to form introductory end closing matter to help
allay suspicion as to the presence of secret, hidden text,

. A modification of the foregoing method is that in which the lst,
3rd, 5th, ... words of a secret message are transmitted at one time or by
one agency of coummnication, and the 2nd, 4th, 6th, ... words of the mes~
sage are transmitted at another time or by anothsr agency of communication.
Numerous variations of this scheme will suggest themselves, but they are not
t0 be considered seriously as practical methods of secret intercommunication.

4. Two correspondents may sgree upon a specific size of paper and a
special diagram drawn upon this sheet, the lines of which pass through the
words or letters of the internal text as they appear in the external text.
For example, the legs of an equilateral triangle drawn upon the sheet of
paper can serve for this purpose, This method is practicable only when
messages can be vphysically conveyed by nessenger, by the postal service, or
by telephotographic means, Many variations of this basic scheme may perhaps
be encountered in censorship work.

28. HMachines for effecting transposition. - These may be dismissed with
the brief statement that if any exist today they are practically unknown., A
few words are devoted to the subject under Paragraph 71, Section XIV.

B. SUBSTITUTION SYSTEIS
SECTION VII.
POLYCRAFYIC ‘SYSTEMS

Paragrsaph
Proliminary remarks ececcesnccssconscsscsescosncsnssesscassssoscns 29
Monographic and polygrapnhic substitution seesesesscesccsscassncen 30
Polygraphic substitution by means of t801eS cecevveanscocsensrsnass 3L

29, Preliminary remerks. - a. It is assumed that the student has ab~
sorbed the information contained in Sections VII -~ VIII, inclusive of Special
Text No. 165, Elementary :iilitary Cryptography. These sections deal with the
various types of cipher alphabets, simple monoalphabetic substitution, mono-
alphabetic substitution with variamts, the more simple varieties of poly-
alphabetlc substitution, cipher disks and cipher tables. The present study
of substitution is a continuation of the former, a thorough understanding of
which is a requisite to the examination of the more complex types of substi-
tution now to be set forth.

2, Before enterihg upon the study referred to, it will be advisable to
explain several terms which will be used., Substitution methods in general may
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" be ‘deseribed as ‘being monoliteral .or polyliteral in character, In the former
- “"there is & strlct letter-for-letter replacement or, to 4nélitde numerical end
symbol.nethods, there is a "one~to-one® correspondence between the lemgtll of
:;the units of the ‘pldin text and those of the. cipher text; no matter. whether-
the subst1tut1on ‘is monoalphabetiec. -or -polyvalphabetic in character. In poly~
RS méthods, however, this "one-to-one” correspondence no longer holds:
a“comBination of two letters, or of two figures, or of a 1etter and a- figure,
-may represent a single letter of the plain text; there ‘is here a "two~to=-one”
correspondence, two charactérs of the cipher text representing one of the
"~ plain text, The methods described under=Section X of Special Text No, 165,
*lementary 4ilitary Crydtography, fall under the latter de31gnat1on' the ci-~
pher eguivalents there shown are, properly speaking, blpartlte in “charscter.
Trlpartlte clpher equlvalents are also encountered. Polylitsral. methoﬂs, '
therefore, are said to employ polypartite alphabets, of which the bipartite
type is by far the most common, ‘Further on in tkis texs; polyliteral methods
of ‘gréater complexity than those illustrated in Section X of Special Text
.. No., 185 will be discusseds Attention now will be. dlrected more .particularly
o ..~%0 a,; dlfferent tyce of substltution 6951gnated as monographic and polygraphic
" substitutiom,. - : . ) ] _

30. Monographic amd polygraphic substitution, ‘'~ a. All the'methods
of substitution heretofore described are monographic in nature, that is, in
_ the - enclphering process ‘the individual units mibjected to treatmént ere
single letters; there is a letter-for-letter substitution, or, to inolude :
‘numerical : and symbol msthods, .there is, as in the case of monollteral sub=-
stltutlon, a, "one-to-one” correspondence . between units of the plain text and
those of:the cipher text.. In polygrephlc substltutlon, however, combinations
of letters of the. plain text, ‘considered as’ indivisible’ compounds,  constitute
the units for treatment "in: enc1phertent. If the units consist of pairs of
plaln-text letters, the encipherment is ‘pair-for-pair, and is said to be :
. digtaphic in character; if the units .consist of sets of three.letters, it is
. Irigraphicin character,:and so on. "There is still a Mong-to-one” corres-.
pondence- involved, but, the units in these cases are composite in character
and the mnd1v1dual elements comQOslng the units affect the cipher equivalents
101ntly,rather than separately. The basic important- factor in truepoly-
grephlc substltutlon 1s thet all thée letters of the group partlclpate in the

*

letter of the nlaln-text grpup affeots the comn051tion of the whole cipher
group. Thus, in a certain digranhic systeém "may be enciphered as XPa,

- and ACyx, on the other hand, may be enciphered as NK,; a difference in the
identlgy of but bné .of the: letters of the- plain-text pair here produces a
difference in the 1dent*ty of both letters of the. cipher nair. )

K For praotlcal usage polygreohic substitution is limited to the
handllng of d1grephs and tri;:ephs although very -occasionally groups of
more than three letters mav be enmloJed for speclal purposes. :

< c. The funﬂamental ourpqse of polybraphlc substltutlon is the’sup-
pres31on or rather the elimination of the frequency é¢haracteristics of
ordinary plain text. It is these frequency characteristics which lead,
sooner or later, to the solution of practically all substitution ciphers.
When the substitution involves only individual letters in a monoalphabebic
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- system, the- cr}ptogrsm can be sdlved very .gquickly; when it involves individ-
"_ual letters in a polyalphabetic system, .the. cr'yptograni can ususlly be solved,
] "but only after a mich longer time and much more study, dependmg upon the
:complexlty of the method. The basie prlnclple in the solution, however, is
-+ to . reduce the poljalphabetlc toxt to the terms of monoalnhabetic ciphers and
+thén £o solve the latter. In true polygraphlc substitution on the’ ‘other
hand, the solution does not rest upon the latter basis at all because it is
‘pot a mestion of ‘breaking up a complex text into simpler elements;: 1%, rests,
.- 88 a rule, upon the possibility of analysis on the basis of the frequency of
‘the mggumts concerned. If the substitution . is digraphic, then .the
uhits_ are pairs of letters and the normal frequei_lcies of plain-text pairs
become of first consideration; if the substitution is trigraphic, the units
are sets of three letters and the normel frequencies of plain-~text trigraphs

.+ are involved, - In the last two cases the data that can be elnplOJed in the

solution are meagre, 'and are far from definite or unvarying in their signif-
icance, end that is why solution of polygraphic subgtitution ciphers is often

: extremely diffieuylt. ..

) a. -Tust as in typography, when certain combinations of letters, such as
Pi, 1, Iah_d'ffi,‘ .are mounted on one-snd the same pisce of type, they are called
logotypes or ligdtures, so in eryptography, when combinations of two -or more
letters. are to be treated as a unit in a cryptographie process, they may also
be called ligatures and can be convenlentlj 1nd1cated as being so by placing a
bar across the top of the combination. Thus, (‘Op represents’ the digraph CO
of the plain text, ‘It will also be conveniemt to use the Greek. letter e to
represent a 1etter of the alphabet, without indicating its identity. Thus,
instead of the clrcumlOcution Yany letter of the plain text",. the symbol Op
will be used; and for the expression "any letter of the cipher tert" " the
symbol -84 will be used. The symbol qep then means "eny plain-text’ dlgraph";
the symbol ee s "any cipher-text digraph". To refer speclfically to the-
lst 2nd 31'& voo member of a ligature, the exPonent 1, 2, 3 ioe Will be used,

Thus; ep of REMP is the letter E; @3 of mz,, 18 Z

31, Polygraphlc substitution by meens of tables. - a, The most simple
method of effecting polygraphm substltutien involves the use of tables sim~
1lar to that shown in Table l. .This table merely presents equivalents for

digraphs and is to ba‘employed upon the coordinete system, e% of @ ép being
sought in the column at the.left or right, Qp in the row at the top or bot-

.tom. The cipher pair, © 9% is then found at the 1ntersection of the row
and eolum thus indicated. For example, AFP -YGG : FHP = 1%, , ete.
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o Tahle 1, o
__(Showing only a partlally fllled table, )

Flnal letter (Qp)

A_B C D E F G ¥ T J X. X Y 'z
A [FX[cH| XB| Y¥[ ZA] YG | ¥B| Cn] EF] Xi| ZX| ... [EA] DJ] FH]| A
A B [NY|DC| NB[ AL XX DX s B
2 ¢ AH AB| ND c
8 D BB [ ¥k AV EFE D
g B T— Lo AT} . . S B
g F . [ AG’ ’-.NZ . . L] lV..AZ: .- [ [ ] oo IAA:I D . F
W v [TBel Tor[ T T T T 1T [, [ BA[FE] N

R e R - S DR DO
3 X 3¢l [ - AT oEE p
-z BE[ 1 . iBnl LEr z

' - B ' ' I : X Y 2z

__ b._ 'The foregoing table is reclnrocal in nature; that . is, _p - YGc and
YG, = AF Thus, a. sln.cle table strves for enciphering as. well as for de-
cipherlhg. The word TEFEND would be enclphered as YA NZ CY, and then grouped
in fives:” YANZC Y ee: . ‘When a final sinzle letters occurs, a null is added
in order to make a palr of letters capable of being enciphered by the method,
"Reciprocity is, however, not an essential factor -and for greater security
nenreciproeal tables are more advisable. In such cases an encl'onerlng table
mist have -its complementary deciphering table,

.o Until the amount of text enclphe *ed by means of such a table becomes
great enough to dlsclose the cipher equl’valenus of the most frequently used
digranhs, such as EN, ER, RE, TH, ON, etc., eryptogramd based upon the table.
-are relatlvely secure against solut ion. -

4. A simple method for hreventmu the establisiment of the- frequencles
characterlzln.g these commonly used dlgraphs and thus eliminating the prlnclpal
basis for their identification is siven in Paragraph 52-e, Section XI.

. Le The factor that contributes most to the relatively high degree of
securlty of the digraphic method described.in subparagraphs aand b is the ab=
sence of symustry in' the tgble employed,  for thls table is éonstructed by ran~
. Gom assignment of values and .shows no svmmetry whaus‘oeVer in its arrangement
of contents. Henee, even -if 9% in a first case of 9&% 9§ is identical

with ol in'a second case, 9193 in th.e flrst case is wholly d different from

glgz in - ~the ‘second case. For “example, Table 1 shows that ACP = XE and
YY ; the cipher resultants fail to give any hint thet the pla:.n-text
palrs contaln an identical letter.
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upon the keyphrase GENERAL

solution is somewhat facilitated.
The word FIRE would be enciphered as KIQA,

in which two mixed sequences are
.One mixed sequemce is based

A56930

Table 2. ..

REFEF ID

the latter is not.the case and the table exhibits

If, however,
symmetry in its arrangement of contents,

£f.

—

the keyphrase WESTINGHOUSE AIR BRAKE; the other,

ELECTRIC COMPANY.

Note the following Table 2, for example,
employed to form the cipher equivelents.

R8T UV W XY Z

o
. o

=

Y e

1

%

B

=

e
_._w
A

O

m

‘EEEEEEEEEEEEEEEECEEEEESEE
R R P L B !
EEREEREEEEEEESEREEEEESEREE
ERERERBEREBREEEEREBREREER S|
SPRERRERERREBRBBSRRERRERRER|
ESPRRARARENLBRSBYBANBREEAA|
IR SRS EggeoegRgsgIdgedesy
e e P e T

BRSRoRRRRREEERRBEBBIRRRBBREA

EEHEE RN EBEBESEREER

NERNERB LR RSB R R
BAERAERSEAARARAEALEABRARAS
NBREEAYRSEANABERERLBREETEE
TP R R UL L LLEE
L CLE L L L EEECL L
R EEEEEEEEREFEEEEEEEE

OOOOO 00 0
BI2RE8 PSR IRRERERABESEERS

BENE RS AR E RS RE RS E B
HEEYEEHE RN ERSPEEREEHEREE
SHSBYSRYSRERERILBRERRRERE
EEEEEE FEFEE I TSI
Agdadd2AddAddAsasdsda4|
R LR LRI T:
BEREBREESEREEAEEAERBERERER

HEEHEBHEEYERNEEEEHYNBERERE

R BB RSB RS REEYRSREER

<OMOARNKMOMALM,] S ZOMRE S WE D b RN
. -

Described in

in character.
& is polyalphabetic in character

A more obvious picture of this con-

» I,the encipherment of
is monoalphabetie,

e2.

&+ A cursory _examination of Table 2 shows that when eg is identical
dition is brought aut in the following rearremgement of Table 2.

© in tWo cases then @3 is 1dentical in these cases, so that in reality the

encipherment is by no means truly digraphi

 eryptographic te
whereas that of
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" Table 3.

.1.-'7'-' X Y z

Q R S-__ Ty .'v.

P

0

Hy

HI-’J’KLI-.‘I

G

B

A B "c D

PQVXYZ?ESTI

EOHOD<AKMAMOARP SN T M

NEHOHHZOHMODdAXMMOARB IS M TE MR

YZWESTINGHOUARBKGDFJL M M

.XYZWESTINGHOUARBKCDF_JL.APQ.V
VXYZ.VESTINGHOUARBKCDF.JLJPQ.

QVXYZ ESTINGHOUARBKCDFJL P
BHMOD < mt nnunuw.J_L"M

MPQ«VXYZWESTINGHOUARBKCDFJL.
PQVXYZWESTINGHOUARBKGDF.J.
[PAEMSE MM ZWESTT_ BEHop4m 5 MO AR

ORI - < Pl Y“V¢numw MOEHZO moOP4@mmido A

DFJLAPQVXYZWESTINGHOUARBKC

o n,w*TUTL D_nWwv_A V_zuw.raqum*Tﬁm.nun“n_nvAnQ.B
CDFJLBPQVXYZVESTINGHOUARB
,AGDFJL PQVX ZJES B mNobdm

RB&CDFJL PQVTYZWESTIVGHOUA.
<4 om M CDFJLMPQV Y&VESTIIGHOU
UARBTCDPILMPQVXYZ,TESTINGHO.

O adm ngv“nunuﬂx.a_h 1*n¢nvavAv1~L EHOBHZOH
HOUARBKCDFJLLPQVXYZWESTING
BHOD<4MMMO A M SR @b b b E0E
. b4 31T PR O B H
INGHOUAREKGDFILMPQVXYZWEST
TITGHOUARBKGDFILMPQV $HNEE O
STIiGHOUARBKCDFJL RO M NER
ESTINGHOUARBKCDFJL}PQVXYZW

W.ESTINGHOUARBKCDF_JL“.PQVXYZ.

.ABCDEFGHIJKLMNOPQRSTUVW.XYZ

%

T

Q s'U'.v.' WX Z

e

.M P Y BDPFPUH T

2 ¢ ¥ B A'.L.-.C_T.I 0

e in basie: :

sy 80 fer as gp is con-

By a slight modification in arrengement, but with.no cha

h.

*

‘Note Table 4,.

pherment can be made monoalphabetie

-~

principle, the enci
,cerned, and polyalphabetic, so far as'g% is concerned,.
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Tablé 4.

MN 0O PQRSTUTVWIXYZ

2
ep_l....

K L

_AB C DEF GHTIJ

- ©
L]

- o .
nv.A“uﬁunuwﬂw~a“ua*¢*u,xraumn“n,n¢nwnngwm¢nvv.wnv“v‘7ui;

aunumumun“Anfunum*T*nvab.v.nunuw.nﬂfuw“anUnuv.w"

XZGENRALCTIO.APYBDFH.J QSUVW.

WXZGENRALCTIO PYBDFHJ

PPEMNNOREMNCGADHHOIAMAMMARTH M@0
NPPENNOREMAIOEHOSEMMMAEDR M|

cocnp v.w"vaouﬁu_m ZadA0OEHHO S AMMARIR M

MonppeE quunu_ﬁ BdA0HHOE MMM AR R

PMOUDEENNUREN4AOHHOSAMMA KX
HhMIdUDPEKNOURMEM G 3O EHO

AR MANPDPERNOUHEEN 4R OBHMHO S MMM
MARMEHLMONDEENNGME M 40 HO S A b

HOARERLMPNDEEMNOMEZAdAODEHHO S M

niv‘nunywﬁnuru“ CRPRPPEMNUOLREMAIONHO

MOUOUDPEPEMNORS
BAMOARThRMOUDEENNORME M OEH
SAMOARITRMCDPREEMNNURZL 40D H
HHOZEMAMMMOIARNhMONPRPEERNODEZM <D

OHHOSBAMMAREhLMINDEEMNG®ZM <

Dﬁv*uunuw‘ M4l OBHMHO

HO

HOBHHOSEMAMMMARNHMOUDERMNOGEEEM]

<HOBHHOEMAMMAERKNRAMTODEENNGME M
FEARDBEROBEAMNMARTDHRKMINDEEHNNG RS
NRALCTIOMPYBDFHI CUDEEMNGE
ENRALCTIOﬂPYBDFHJKQSUVWXZG

GENRALCTIOMPYBDFHJKQSUVWXZ.

anunvv..
v.m"quanu_ﬁ Nﬂn“Anrunum¢,1.U FrpmarEbRMIn D

SR mAE]
FEhMPNDEEXRNUMEEdADHHOSbMmAl

The,reéults givén by Table 3 or Table 4 may be duplicated by -using -

il

WESTINGHQUARBKCDFJLMPQV.XYZ

.is
Ba

beneat

on the -same
of @
d under it on

3
15

1
Rn

RE the successive posi-

In the former, which corresponds
will be £

eleg

-III are shifted so that
nhabet I and
Thus, for the word FI

“To use these alphabets in encipherment,

is now sought in Al

_ IV, respectively. T
tions of the alphabet strips are as shown below, yielding the cipher resultant.

KIQ&.-

et IT and Alphabets II

K

on Alphabet I

-%o Teble 3, Alphebets I and IV are: fixed, II and IIT are mounted up
Alphabets III

- strip, which is movable.

. sliding alphabets, as shown in Figs. 32 and 33,
" loeated on Alpha

- '~ Fized alphabet

Movable alphabetb
- = Fixed alphabet

Y 2
DE
T 1)
X2z

X
c
S
i

=

BE@AP>
Pa=bp

b NN w
HHHo
0 M e
ol nl -l o

or o

L=
OoRHSEA

Bmundam
e by
S ey e
MO S
.TuOCO
HE2ZMH

Heme
BImo
B o

TRk D<d
AHOmM
C ombEE
- R CRCR
ARz

1T 1011

Do

H e
-

I
[ 4]

A

Z - = Fixed alphabet _
fovable alphabel
- ~ Pixed alphabet -

)
Z

A M
Mo O
EEaMdb
2 mb
PHAMw®W
HiM @
nkpid
mMHOPR
(e g == lisaf
IR CR LN
OmEM
ZMRHM
= A e
MOV
MRS
b abzo
NN
oo B
OHMO
B b= bl
Flbod
APAM
OHSEE
Mmun L=
MmO
(O T I |
-
H
[
_mc
7]
]

|Ed

Fig, 32
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IR I N mg ‘correspond with Table 4 the alphebet strips are. arranged as. shown
: _;-'____in Fig. 55. Here Alphabets I and IT are fixed, III &and IV ere mouBted upon
" . 'the sama movable stripe To use these alphabets in encipherment, of I 2 is
" located on ‘Alphabet IV cnd Alphabets ITI-IV are shifted so that oF (I.) ®ioPbom
neath A on Alphabet I' (F_) is now sought in Alphabet I and gs Will be
found under it on Alphabgts fI and III,respectively. Thus , far thg word FIRRE,
the successive positions of. the alphabet strips are as shown below, yielding
tha cipher resultent NBJU, . -

- = Fixed alphabet

- I~-ABCDEFGHIJKLMNOPQRSTUVWIXYZ
. -7, I~WESTINCHOUARBKCDFJLMPQVXYZ~ = Fixed alphabet
P~ III~IOMPYBDFHJKQSUVWXZGENRALCT
: N-1JKLMNUPQRSEUVWXYZABcDEFGﬁ,m“ueﬂ”““
'I;ABCDEFGHIJKLMNOPQRSTUVWXYZ--mmdumww
__.__iII-WESTINGHOHA%Q%Q?FJLMPQVXYZ--mmdﬂm%ﬂ
RE, ZJU, ITI'-ALCTIOMPYBDFHIJXKQSUVWXZGENR
¢} ? Al B V .
P -N}EFGHIJKLMNGPQRSTUVEX?ZABCM’mmmeum““

. k. Neither Table 31br Table 4 presents the 3oss1b111ties such tables
- might afford for: digraphlc sabstitution., They inay, however, be rearrmged 80
as to give results that will ‘approach mare closely to the desired ideal as to
,nonrelationshi,p between civher equivalents of plam—text pairs having an iden~
ticel letter in common.. Note that in Table 5, wiiich is based upon the same
primary alphsbets as Table 3 and Table 4, the cipher equivelents are the same
as in the lattér tables, but they have been so distributed as to eliminate
the undesirable and extermally obvious re‘latlonshlp referred to. - (In sny table
of this nature there can be only 676 different -pdirs of equivelents, since the
table presents merely the ‘perrmtations of the 26 letters taken twoet a time.
It is the distribution of the pairs which is immortant.)’ ' _
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Table S.

e

-

R

ZZGWEENS TAP&NCGTHIOOUMAPRYWXZWYVXUVSQQPKMJLHJFFDDBCY
I R R e T e e o T o e O o =) s S s P
xXNYRZAWLEc&TTIIONMGPHYOBUDSVEUWSW. ﬁiIVHQFPDMBLYJPFM
i fio g s Mo Ol S Tl Oes Ft Ml Pl Pl Plo Mes Plor 2l e Ml Pl Bl M Pl Ba M Ma B ©
VQJTLXDTTZIWWEMSEIYIBNDGFHHISTQSKEJWHZFYDXBVYQPPMMOLI
5 a Pl Fld Pl Ol e Mea Mo Ple O B Fle Pl Fe e Pl Bl e Pl 2 Pl Ml Fo Ol Bl E
TMCPTQJVOXMT?ZYWBEDSFTHIJNKGKNJIHTTSDEBWYZPYMXOVIQTPG
SLTMiPﬁQMVPIT?BZDWFEHSJ?KI:HJGHﬁELDTBSYEPWMZOYIXTVCQL
RJILJMMPPQYVBXDTFZHWJEKSQTSOHHFGDNBIYTPSMEOWIZTYCXLVA
QFOIM&PMY?BQDVTXﬂYJZKWQESSUWEODEBGYNPIMTOSIETWCZLYAXR
afa T e Pl P Pl Hlo M Pl M Tl 2l Pl Pla Ol o i Mo e Oa e Bla Ol Pl < S =
OCEDYPBTDLFMHPJQKV XSYUzVWWRBkYUPmMHOGINTIGTLSAERWNZE
2 Mo Ba Pl Bl Bha Pl Ma Fo P Pl Pl Bl Ml Ml Ma Sl Clo Ml Bl s Ple e o Bl Ml @
s la Pl Ao Fla Hle Pis Blha Os Ya Plo Ple Bl e Da Mla Fm Cla Pl Flo O Pl e Tl Fle Bl O N
ale Ala™ o Pla Ms Te s Pl Pla Flo M N Cle Fx Ofn Ple Hla Olb Plo Hw Mo Bl #in Dle N X
s e T P Mo Cla P Pl Pla Tl Mle Vo e Fla @l Pk Fim s Hia 2le Flo Flm Flo @l N M E
5 470t M 2o Pla Ple Bl Ma Nl e Plo Ble Hla Plo O Plm 4w Fla Blo Blo ©lm N Ml Elu P
rlo: Pl Mg Tl Pla Pha Plo Bla M N ©La Pl Bla, Do Fle Ola o < ®la Bl Ble Ols Mo Mim Blo Pl P
HEKWQUSAURVBWKECZDGFEJNLRMALCJLFADRCNKEBGRZAXUWOVHUGS
o P e P e P T T VT A G O e P P O O P Ve ) P P S ) e
f i APl Plo Blo Ml N Cla Bl Blo Sla <le b Ol Y Tha Bls Mls Pla Mo M Bla Pl Pla @b o M
lIﬂNYQWTXOZUGkERNERKACLDJPT%R?NMJLGJZFXDWCVKUBSRQAKUJ
ailer PIn = Mo Nw Plo Blb B« e Ha Y Plo Hla Pl Flo Plen Sl Na Hs Fle Pla Plo 2w Pla e Pl
@ﬁWM1¥ZﬁGGETWQRUAAERGBTKICOIEWGQZPXMWLVJUTSD o Ml Plm Him ™
mlm Mo Mei Pl Blm Bl flm <o e Olw Bla Pla D FHos D N Ko Ele s Pla s Tl Ma Plo Bl Bm ©
AWEE&SETNIRTAGQHQO&UIAORMﬁPZ%YxxmvaUPSMQLKJJFHDFCDKB
mk.?mb A =M FwG“ﬁmL_J Moo S

.13'

N”Oifmw Fom B P BB M M N
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REF ID

Teble 5.étill_shoé; s&ﬁﬁe£:&”in:fﬁs:céhsﬁfdbffbn}=hhd:afsuspicion of

its existence formed during the preliminary stages'cf ctyptanalysis would aid

materially in hastening final solution.’

Lle

IS NOHMZARYHAOEBEHOZEAMAAKRTDRMTRD B M
P KM RMR GO OSSN HMARE M 0D &
.XX.. : .w.XZG.E.T,.....R.ALCT.I.UM.FYBDFHJKQSUV.
BB, e RN NES SN RO R MM RARE L M WD
CEE (PR omMBaddoEHO R MMmA KT m Mo

DD 0D NGB 4,3 OO MM A & b Mo

BB | CubEr e MOt a 4o HO S AMNM AR M}

wn o NMOoUuDP,P LI ONEN YA OEHHOZE M A K-
o ..WAAWeuJVV M- O W 4R OEHHONA MM AN
- O HJIQSUV.VXAGE; 4

. ROBHOEMMMA K
Pk FHJLQSUN&LZGEHRALCTIOWﬁﬁKl
hom.DPHIKQSUTWIZGEHhALWTLNHNﬁW
”.”Nww. BDF.H.JKQ..SU.THKZGENR...ALCT...M..O.HP.Y
‘e HEoARERMPODE Ml cREY 430 B IOIP

N p.v‘nun,w.ﬂ.d"nﬂueunvv LMo 4O H O

Teble 6.

b4 IPYBDFHJ:QSUV\X?GEHR#ﬁcmiﬁ.
R 6LPYBDEHJKQSUNWKZGEHR£¥CTI

- Ve, ﬂIOJPYBD MERMTNDE N EEA06

The foregoing tabi;é"ﬁa'.%é all’ beér’z"diéfaﬁhﬁc in nature, but a kind

HT;TTIOHPYBDFHJKQSJvacL B.RALC.
.GP CTIO..PYBDFHJKQSUV\:?GENHAL..
o, LCQIO}PYBDFHJYQSUVWLZCEMRL
“..“ALCTIOHPYBDFHJh FubbEiinobEn

AN QRALCTIOIPYBDFHJIQSUV\.JZGEN

2
c?

v

Thus, FIKE LINES

pl

2
It is 'obl"v_i'djnifs,.: however, that only the en-

e ma.depwith respect to the

and 6% are enciphered pure

1

:ogg

-
-
?

{h ‘churacter

the column deterpined. by @
Various other sgreements mey.

ov.:

is located in ilphabet III, and its equivalent,

-
v
'

I
*

‘82 is located in-Elphsbet I, and 1ts equivalent,.

2

Is' e
3’
(+]

e .
1s the letter lying &t the intersection of the row

NZ . IEq. KOV.:
is polyalphabetic

Y

@y in klphabet I and:
3
%1

P

In using this table,
3

ken from ilphabét I

n.

of false trigraphic substitution may be also accomplished by means of such
tables, as illustrated in the accompanying Turle 6, which is the same as
Table 5 with the addition-of one more alphabet at the top of the table.

oA |= RALCTIOIPYBDF{JLQS b b i3 549 B M
. M < ENRALCTIOiPYBDFHJKQSUVWXZG
B 4 JOREMAIAOBHHOUMAMNMAREAMIND > KN
mNEW£STPWGHOUAKBKCDFJLMPQVXYZ

ABCDEF SR MUERO0OMPHENEHEDE MMM

indicated by

1

0.5 ta
the ®asic cryptogruphic principles are the same as in the case described.

alphebets in which the rlain-text .letter will be sought in such & tuble, but

taken from _A}pha'be-t Vs 9
would be enciphered HW

cipherment of @
monoalphabetica
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. Os. . Digraphic tables employing numeric"al equivalents instead of letter
equiv‘alents are, of eou.rse, possidble: but- in this case:the number .of equivalents
required, 676; medns that dmtbimtiqns of three figures mzst be useé. .

SEGTION VIII ISR

biid-s 2o i CT-IEGKERBOARD DIGRAPEIG SUBSTITUTI(IN T

fAede 1o &: : o " Paragraph
Disadvaﬁtﬂ Of JJge t"b es .Cl....l;.l..‘ll..l.'l..l!l....l.l. 52
Four-alphd 3t CHOCKETDOOTAS eesssvssasesonessaasoncassscnssncens 33
TWO"alphabﬁt ChQCkerbO'lrdS o-----c--.o-----no--‘oo----o---o-.-c-o'. ",-54 S
. One-ﬂlphnbet checkerbonids- ...CIIIII...I.I.'lll‘l.l.l‘.'..l...h..l B 4

_:.'-‘:Rectangular sti@.s -..-ll..t.....‘.l'l...l......l.l.l...l.'l.l.'.lc . 56 ! .
__-_Comhined al_phnbetical and numerlcal chéckeérboar e esseserensocae .07 T T

- BB, bi,scdvan ges of 1rn-ge t"bles. - Digraphlc substitution by meuns! of
ables such’as those iliustrated.in Tables 1, 2, cnd 5, is 1mpr'lctical for !

‘military use on ngcoimt of.the relatively large size that the .table .takes, and

‘ the inconvenience’ in their production, chrnge, distribution and handling, : .‘J’ st
as it his becn noted in Special Text 165, Eleme‘nt"ry Militory Gryptography,

© Section XII, that simple sliding alnhabct strips can replace large quadricd-la;t'

tables, 'so :lt will be found that smnll designs 'similear to a checkerboard cdn .

replace :the lnrge qusdricular tnbles in dlé,rnphic substitution. Although. the
. ' usual chess or checkerbonrd is based on n sguare 8 x 8, with 64 cellg, the'!term

checherbourd will here be -used to dc,signate any square design with n® cells. .

33, Four-alph'xbet checkerboards. =~ a. The simple or single-alph'!be't
chieckerboard consists of o square 5 x 5, containing 25 eells in which the
letters of a 25-slement alpbabet (I ond .T being interchangeablo) ere inserted’
in any prearrang=d order. When fowr such checkerbonrd alphabets ‘are '1rr'mged
in a.larger square as shown in Fig, 34, the latter may be employed for digraphic

qubstltution t0o yield the same cipher_ _z-csult"nts as doss tl_-xe rach lorger Tdble 1

|T{wlE|N|Y |IF|O|U|R| T}
co - KiL|IMlols [[LlulPlql|E o
seov 1 () [E[vIzl2 |1 [IXI¥[2]s]W| sec. 3 (6F)
GIUR|Q X |[I|X|W|V]A] - :
iafrlele [{2ie{v]Ela
. . ". ._ 0- P Q _S.- N_- T P Q ,I‘L _S_’ ‘B L ' .
s 4(ed) WY 2 [T [x [[o[¥]z{T]a] sec,z (83 -
- o o LiX|WIVvIR [IN|XIW]|U|D - L
1, M o-elxfedrlole. tluly klgle

Tt e L. - L Fig. .54 - .. - -'.'.'.‘ ."-
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of Parogroph 31, ﬁ thls; sou'*re, QI ef— :Ls. sough'l: in Section 1; 9 in
Section 8, Thus, u.nd. 8 wiil c.],gnys fo $ho; nor{hwést ~ southoast corners

of an jmnginary recg'\:qgle ellmt&d by 'bhase tm* letté"s as located in these
two sodtdons of the squine.  Theh’ .9 ana-ao fre;: respbctively, the lettera at the
northonst - soutl'xwest comk.x"s -of.. 'b'his anmp: rec:l:angle. Thus, T6, = TK'c" WDg = Txc;
Uﬁgn ﬂﬁg , Gte, Inf dedryptographing 9-1 and,x 93 are sought in séctions

d 4, resp ctweiy, nnd thei.r qqulmlmts 9'1 -, notad in Sections 1 and
2, respactlvely. It may; of cQurse, 've pre-xrr:msed t.b.at 6l should be sought in
the section now labeled é g8 » In; that ‘labeled £, _awhereupoﬁ 9% would be located
in the section now L beled !L aae, in hey now 1pbelod 2. .

i i : . |
b. It is possi,ble to épLstruct a. digrnphﬁc su’dstltutlon checkerboard

that “shows rogq Aproctty, in-its 06, T 86, ‘rolgtidislip;so thet if KB, = X¥,, for
exomple, thon XY- ABc “TPyo- cond:.t:i,ons are esscntial to assurc roci:proclty.
These are trken imto consider':tion 11 tho cétoblighnent of the 9195, or decipher-
ing sections, and an-° ex'mplo w111 serve to ex:pini:n the procoess,

p S Two enciphering '\lphn'beta are first constructud onc in section 1 for
8, the other in section 2 for 62, as shown in Fig. 35-n. The alphabet in Sec~
tion 3 is now to be constmcted._P Any horizontal row of Scetion 1 is taken,

2.3..4 5

R S -
1B lefr]u ]
- L e N IvIxE i :
Sec. 1 (83) 3 (5 [T [C [T |K " séc. 3 (6)
L4 |U P D& O} 7]
5 D]z {FiefE || | 1L
I - |Felxix|?|B|2
: Loy M1YID|V| 2 .
Sec, 4 (63) T s[ATE[W|L] 3 scc. 2 (63)
I N EIEIBICE
: ..flii.s_."_-'.ss_-}n e T

+ : ] : : '.‘ H
'...'....'-

for example, the row 1'19c>luct 1, cousa.sblng of the 1ettars BWGRM, and these
letters ars written on ony horizontanl row of Section 3, in any transposed order,
which is immediately written at tho top of Section 3, as shown in Fig. 35~b.

[,
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1 2 3 45 5 2 41 3
1|B|w|G{R |M |
- 2 N (Y|{V|X (E Co
sec. L (61): 3 [s|T[c|T [k T | sec. 3 (63)
' 4 |U |P|IL|A |0 f M|W|R|B}G|L " - -
5{Djz|FlQ {H '
' CIXIXIP|B|1
: olM|Y|D (V]2
Sec. 4. (9‘:‘) §latE |w "L' 3 Sec.'2 (e'f,_)
' G|Z2[Q [N |R |4 :
PiE|I |FiU|S5
1 2345

Fig. 35-b

Row 1 of Section 1 was inserted in row 4 of Seotion 3.
tion of 1 4 is 4 1, and therefore yow 4 of Section 1 must now be inserted in
row 1 of Section 3, and in'the transposed order 5-2-4-1-3, as indiceted at the
top of Section 3. The result is shown- in Fig. 35-g. Then.row 2 of Section 1

"

.The reciprocal permuta-

1. 2°'3.45 53 413
1{BIW|GIR[M {{O|P|A|T|L |2
R[N [TV X B
Sec. 1 (e7) sis|zictrix §[ |1
S 41UlP|Ljalo [MIW|R ;B |G
siplz|rleE || | 1 |
clxix|z|B 1
olM|Y|D |V |2
Sec-4(9§) . S|A{E{W{L |3
¢lz|o[N (R |4
rluliiriu]s
12 3 4 5
Fig. 35-c

Sece 3 (‘%)

M

Sec, 2 '(eg)

1s transferred to another row of Section 3, for example, the fifth, and the

letters inserted in the already indicated transposed order.

Tmmediately

thereafter, in order to continue the reciprocel permutation reletionship,
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row 5 of Section 1 becomes row2 of Section 3. This leaves row 3 of Section 1
to become also row 3 of Section 3, and to be reciprobal to itself. The result
is shown in Flg,. 55-d, .where Sectmn 3 is comple'bely constructed. The fore-

2.3 45 52 415
¥la|w|efr |u [[o] la]vlL]e
2{w|y[vix |z [[=|z]e|D]r|s

Sec. 1 (9:;) sis|{rjc|T K ||K[:I|T|s{c |3 Sec.3 (-93,')
4(U|P{L|a (0 [[M{F|R]BlG|L
5(D|Z|F|Q IH [ B|T}|X]|m| V|2
clx{kip|B|1
o|m|y[p]|v]e

Sec. 4 (ei) S|AJE|W{L |3 Sec. 2 (_Gi)
clzlolw|r |4
HEBEEER:

1233 45 :

Fig., 35-d4

going principle of permibtation reciprocity applies equally to the rows of Ssction
4. Suppose the pemtgtiqn 3-5=1-4~2 is decided upon for the. rows of Section 4.
This means that rows 1 and 3 of Section 2 becoms rows 3 and 1 of Section 4; rows
2 and 5 of Section 2 bgcoms., 5 and 2 of Section 4; row 4 of Section 2 becomes row
4 of section 4, As regards the transposed order within the rows of Section 4, -
the following rule applies: : the lotters forming a complete colum from the top
of Section 3 to the bottom of Section 2, whatever their order, must also form
a complete column from the top of Section 1 to the bottom of Section 4. For _
example, the column designated by the number 5 of Section 3 ebntains the letters.
OHKMECOSGT' ; column 5 of Section 1 contains five of these le'bteu:-s , MEKOH; there-
fbre, the completed ‘cOlum must contam the 1etters, COsar’ but in the trans-
posed arder.given by the permutat 1on selected for the rows of Seetion 4-, viz.,
F=5-1-4-2, :

. The completed square is than as  showm ‘in Flg. 5-e, and exhibits reclprocity
thrcughout. Exanmlcr 1_3§ and IW = ﬁ' - : v
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-.m‘-
712 345 52 418 7
, - 1lBlwlglrlu || ojplalulL |4 .
o 2IN|Y|v(x|E {|mlz|e]|D|F |5
Sec..l(e-ll,) sisjrjfcjri|x.[|xix|T|S[C |3 Sec.b'(eb
4luipi{L|a|o || M{w|R|B|G |1
siplz|rle B {|E{Y|X|N]|V |2
5w.a'1.'g_+§. gix|xlpip l1
. s|Fla]ulz|r || olulx|pnlv |2 :
Sec. 4.(6;) LiPix{B|K|c || StA|E|W L |5 . Sec. 2 (eg)
4/vjzirlgla i alz N IR 4
2lplMlvivio jolajr(rlu|s
42 5 3.1 12 3 465
Fig.. 35-0
4, The total number of reciprocal nermtations of five elements is 26,
as follows:.
(1) 12345
{2) 12354 (7) 14325 . (12) 21354. (17) 34125 (22) 45312
(3) 1335 . (8) 14528 (13) 21435 (18) 35142 (23) 52341
(4) 12543  (9) 15342 (14) 21543 (19) 42315 (24) 52431
> (5) 13245 (10) 15432 (15) 32145 (20) 43215 (25) 53241
(6) 13254 (11) 21345 (16) 32184 (21) 42513 (28) 54321

Since the row pormutations of Sections 2 and 4 are independemt, the total num- _
ber of' different four-alphebet squares as regards row permutetions is 262 = 676,
Taking into account the columm parmutations, . 5x4x3x2xl in number,.it 'is there-~"
g?pre;. peesible to have 676x120 or 81,120 different, four-alphsbet checkerboards
of this naturo, based upon the same two slphabets in Sections 1 and 3. With -
changes in the latter, the number,.of ‘course, becomes very mch greater.

' 34, 'Two-alphsbet checkerboards, .- 8, It is ppssible to effect digraphic
substitution with a checksrboard consisting of but :two sections by a modificetion

in the method of finding equivalents.. In the checkorboard shown in Fig. 36, 9%
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of eleg is located in the square at the left, 9?{ in the square at fhe_right.
Mlalw]ur [[alulr]olu . a
o Jedrir]z e lIBlI|Ll=E]|S

1.2 i By o L S SRS 3

;67 {B|D|E|H|K || C|D|F|GjH 6pfc .
Injolrpia s |{xlw|r|aQlRr : '
drlwixiy iz llviwlx|¥lz|-

Fig. 56 '

When e:ep are at the oppos1te ends of the dlagonal of the imaglnary rectangle
defined py the letters, glg% are at the opposite ends of the other diagonal of
the same rectangle, Just as in the: precedin° case. For exampile, ALp TTG,

™0, = ®&,; AT, TAC,EHP HEc. |
b. Reciproclty may be 1mparted to the 2-section checkerboard by recip-
rocal permutation of the rows of the checkorboard no attempt being made to

effect any reciprocal Dermutatlon or cblumns. Fig. 37 shows such & checker=
board,

1]MJaA N U F.Jo|s[q|L][P| 4
2lelrlrir o ||wiz|y|v{x|s
sis|ple g [k {{plx|{a(Blz 3]
s|Llo|Ple s ||a|{F{U{M[N|2
slviwlx ly iz {irici1jc|Rr[2
C '."... . . _Flg. B
Here, for cxample, -W O'I' and‘(?f EIP = IL, andT)E' BAG, etc.

. Ce In two-alphabet checkerboards in which one sectlon is directly above
the. other, reciprocity already exists Wlthout snec1a¥_greparatlons for its pro-
&ucthn.- In Flg. 58, Nﬁ' 'UK and'UK MD MA =M, and MAG = MAP. When

[ufa]n]u
I
H

Q

ﬂ_OUH'
xm&:m’z
NjunlHlq |

gl |wiQ,
]

Wi | A

dlwjalw {=
=5 |=itg|H g
Hilo [eldjo
S RER R R

Fig. 38
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both 1 and 9% happen to be in the seame columm there is really no encipherment,
a fact which constitutes an importent disadvantage of this method. This dis-

advantage is only slightly less obvious in the preceding cases where the cipher
equivalent of such a case of'“I?E congists merely of the plain-text letters in
reversed order, yleldlng & .

35. One-alphabet checkerboards; Playfalr Clpher¢ ~ a. By reducing the
checkerboard to one alphabet, there results the square of the well-known Playfair
Cipher, used for many yesrs as & field cipher in the British Army. For a short
time, 1917-18, it was prescribed as.& field.cipher for use in the United States
Army, 4 modlflcatlon in the method . of finding cipher equivalents has been found
useful in imparting a greater degrec of security than that afforded in the pre-~
ceding types of checkerboard yethods. Fig. 39 shows a typical Playfair square.

=

Mg im | =

Hio v ld
IR

HiElaTaTe

o
Cod

Fig. 59"-[?-‘ N mg'g

The usual method of enclphcrment can be bcst explalned by examples given under
four categories: : ; . ) ) .

(1) Members of the plaln-text palr, 9 and 9 aré at opposite ends of
the diagonal of an imaginery rectanglc deflneg by the two letters;
the members of the cipher~téxt pair, 65 and 63, are at the opposite
.endsof ‘the: :other didgonal o6f-this 1mag1nary rectangle... E;amp;eg,-

WO, =L WL 2 WO W0, DWW VL =T,

(2) Qp and 9 are 1n the sam@ row, the lotter immediately to the rlght
of forms 9% the lettor immediately to the right of 62 forms
When either ol or Qg is:at the cxtreme right of the row, the
flrst letter in ths row bocores its ©,. Examples: MAP = IN,;

NMb AF : AF ﬁﬁ' EAP - MN .

(3) ep ind 82 are in the same column, the lotter immediately below G% forms
05, the lettor immediately below €2 forms eﬁ. When either 6% or &
1s at the bottom of the column, tng top letter in that columh becomes
its 8,. Examples: Mcp =.CB, AW = Thys WA, = AT S QU = YI,.
and 92 are identical; thcy are t0 be separatcd by inserting a null,
nll? the lstter X or Q. TFor example, the werd BATTLES would be
enclphercd thus: R

(4) Sp

BA TXTL S
DM RW; COKP
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: b.. The Playfair Square. is automntically reciprocal so far as encipher-
ments of. type (1) above are concorncd but this is not true of encipheraents

of type (2) or (3).

36. Rectangular designs. - Q. It is not essential that checkesrboards
for dlgr'\p‘uc substltutlon by in, t“m shape of perfect squares; 1‘ectangular de-
signs will serve equally well, with little or no modifiecation in procedure. In
four-alphabet ~nd two-alphabet rectangles reciprocity con be produced by fo.Llow-
ing the method indicated in Paragraph 3l.

_‘g.- In . the acco*rm'mylng Flgs. 40 and 41, there nre shown two excmpmles of
such rectangles, togcth or with illustrations of encipherments. Since the
English =lphabet consists. of 26 letters, o number which can only form an ime-
practicable rectangle leB 2nd since the addition of any symbols suclh ns the
digits 1, 2, 3 ... to ougmont the number of elements to 27, 28, 30, 32, 35, or
36 char"ctors would result in producmg ery'pto'vr'"ns con’c'unlng 1ntorunxtnrvs
of lotters and figures, the only practicable schcn"' is to reducc the oclnhnbet
to 24 lotters ns shown in the flgures, wherce I scrves nlso for J and U nlso
for V.

1 2 3 4 s.s-.s.-z_:'s 1 5 4
Lt [wlolalulN Tz M P[nLIY[ Q| 4
1 2 [plrl(zlslrIx{®I{Blc{A[GlTF| 3 1
Sce. 1 (6]) slalBlciFlclR IX|RIE[DIT[sS| 2 Soc. 3 (67)
a [LTulple|Y|z{[w]wlo[T|u[H| 2
Calxir|wlzlyloljo|wlEiTlHlUl 1 .
2 sl lx|plulellsialnlBlc]F 2 S
- Beeo 4 (8)) Ty LETAlD|F[cIS|lGl I|K[L|u[P| 3  Sec. & (ep)
' e oooririylzluleloletRIw X [Y (7] 4
* . .4 23%6 5.1 1 2 3 4 5 6 -
SRR :5’15;.40
Exomples: T : o
Plain: TH ER FA RE-BE TT ER CR YP TO GR AM
"Cipher: ¥X BE BK CR ER IX BE RE HC ZX RH IB
12 3 4 2 3 4
L|TIA|O0O{HI|IBIC{A|T| 4
.20 N|D[R[[Q[Y|P|%]|6 : _
1, ~ B{E|S|IIIZXITIG[H 5 1
oo e L&) wTETEFwOTE A 1 - Seer 8 (%!
ST 5 [GIE[L[MI[s[I|®]X]|3
6 [P|Q|Y|Z([N|D|UIR|2
selulep|rllolnlz(n!1
o 2 sl [l"5{U[STA] 2 |
402y . 3|C|IDI|BIFIIDIB|C|F| 53 a2
Sec. 4-.(_9_0._) 6 (Y W x|z lGlI X |L| 4 Se_c‘:-.-.z-(ep).--
N LIEJOINIT IMIP|Q R[5 s T
s KTl wixlylzle
5 1 2 4 1 2 3 4
o Mgl T D
Examples: e
Plain: TH ER .EA RE.BE TT ER.CR.YP TO GR AM
Cipher: BS ME MS PR TM FQ ME 'HN -IN BQ XE:HWE'
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C. Two-alpnhabot roctangleé arc alsc possible; it is thought unnccessary
to demonstrate them by.specific examples. The general examples shown in the
preceding subparagraph are considered sufficient.

‘ds- . It is possible, howevser, and it may be practicable to extend the
alphabet to 28, 30, or more zharacters by the subterfuge now to be explainsd.
Suppose one - -of ‘the lettérs of the alphabet be omitted from the set cf 26 lst-
-~ters, amd suppose it to be renlaced by 2, 3, or more pairs of letters, each
pair having as one of its members the.omitted single letter. Thus, in the
cz2se of a one-alphabet Playfair design of rectangular shape, in which the
letter K is omitted as a single letter, and. the nmunber of characters in the
rectangle is made a total of 30 by the addition of five combinations of X
with ‘other letters, the rectasngle shown in Fig. 42 may:be constructed.

Hf;l"N

W{ A|S)

¢l Tio| B ¢ D

El 7l.7iralxslxr]

xo|xw [ Ll ul B| q '

R} U v} X Y| 2Z

_Fig. 42

An £\%Eresting consequence of'thlsrﬁbdlflcatlen'ié:fhat certain irregularities

are_jintr dun?d~341'tne eryotogram, consisting in (1) the occasional replacement
of gls> by .ole2e3, that is, of a digraph by a trigraph, (2) less frequently,

the replacement of a16285 by © 1529594, that is, of a tr1graph by a tetragraph,
end (3) the appearance of variant values. For: example, | ﬁIT = HRU,; TL, = OKOa;
JK_ = KAKEC; K = BKE,, or KEP, or IKE,, or [ y OT TPC. Sofar as the de-
cr??tograph1ng s concerned there would be no difficulty, because the operator
always considers any K occurring in the cipher text as invariably forming a
ligatuwre with the ‘succeeding letter, taxlng the pair of letters _as a unit.

In decryptographing a set -of letters; such as GP he obtains CKO.; he dis-
regards the O, S P

&. As a final note it mdy be.added that it is, of course, possitle to
insert the letters within a: oheckerboard or a rectangle in a less gystematic
order than that indicated in the various examples. The letters may be in-
serted at random or by following the princivleés of systematically-mixed alpha-
bets, so that no definite sequance is- annar‘nt in the checkerboard or rectangle.

37. Combined 1lnhwbet1cal md num,rlcal checkcrbourd. - 8. In Fig. 43
there is shown a four-scction checkerboard which presents a rather interesting
feature in that it mokes nossible the substitution of 3-figure combinations
for digrophs in' o unique mamner. To g¢ncipher a mossage one proceeds us usual
to find the numsrieal eoulvalents of Q- Dulr, and thun these numbers are added
together. Thus: - :

Plain text: PR 0 FE DI NG
275 350 100 @7 325
9 13 24 18 7

Cipher toxt: 284 363 124 093 332
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R ERERERE: 000 -[c25- [o50 |o75 [10n}
r le ] w5l 1] & |15 |150 |17 |200 [225
__Sec; 1 (e;) r lul{xdlol . ||as0|ovs {300 |325 [35n]  sec. 5'£eﬁ)
ezl sl o]uv ||a7s 200 {azs |asc|ams|.
vi{w.l x| vz -s00]ses |sw0 |5v5 o] . .
olrlaelslallv]la o lz]al
|sle v nlo llw]|rR |N B -
Sec. 4 (6%) |1v |ax-daz Jas [14 || x |5 |W.|® ¢ ff;féegdzz;(os)
15 |15 |17 {18 {1¢ LR R E
{20 |22 122 {28 |22 z o e x| ®E

Fig. 43

b. Te decipher such a oryptogrém, take itle greatest multiple of 25 con-
tained in the group cof three digits; this multiple amd its remainder fomm the
elements for deteruunlng the plaln-tett pair’ in tbe ususal manner. Thus, .

284 = 275 4 9 = PR. - - :

SECTION IX -

e COMELA. SUESPITUTIOH S“ST“MS S
. . o Paragr&pu T
lemﬂmmyrmmﬂm n.u.”.n.“.“.".".u.".".n.u.”.L 38 .
Continuous or nonrepeating-iey SyStemS seecscssccescsscececssce - EE
Auto’key SYStGmS or-o--o...l-....a.0--....-........-.0,.;l.-....'. 40
ProgreSSlve—al'Ohnbet S"stemu -;.--.oo..-.co---.----.-.o-o-o--.o ) 41
Interrupted or varisble-key systems .,....cceevsesscesccescanne 42
Suppressing nerlodinlty by encipherment of varisble~length L
g]‘.‘OU.pln:,S of tne plaln text ssseesassesvenssrsssesn’e 45
Suppressing veriodicity by enciphernent by variable-length o
moupln{:s of the key ..-l...ll.....l.l.l.....'..l.. 44
Mechanical cryptogrephs in which periodicity is avoided .eeeeee 45

33. Preliminary remerks. - In Paragraph 63 of Special Text No. 165,
Tlementary Military Cryptography, brief reference was made to more complex
suhstitution systems. It was statad that there are certain polyalphabetic
methods in whlch.Pnrloulclty is absent; there are other methods in which the
external manifestation of neriodicity in cryptograms is prevented, or in
which it is suppressed or disguised. Slizht hints were then given as to the
nature of some.of these ‘mzthods. This and@ the next two sections of the pres-
ent text are devoted to a more detailed description and discussion of the
methods indicated, which, as a class, may be designated as aperiodic systeus,
as contrasted with the prev1cusly descrihed more- simnle Bgrlodlc SVSteUS-
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39. - Gontinubus or nonrepeating-;.ey systeu:s. - 8. One of the simplest
methods of avoiding nerlodiclty occasionsd by the employment of more than one N
substitution alpb,abat is_to.use -as thu kdy for the encipherment: of one or '
moro -messages 'a serles of lstters or c‘la..acters that .does mot repeat itsvlf.
The running: text of_a book, .identical ‘copiés of which are in possession of
the corrospondents, pay sorve as ths koy for this pyrpose.. It is only necessary
for the corre¢spondonts to ggree -as to the startinz point of the key, or to
arrange a system of indicating this starting poin“b in the..toxt of. th:—: croto-
gram, Such a system is callzd a .eontinuous-~ko _1 s,/st.,m. Other names appl:.ed
to it are nonrepsating, running, or 1_1duf1n1te—kcl systcms. Telephonu direc-
tories, thoe Biblo, ' staadard: rnferenm warks; cte., ars of‘ten used as source
books for such kcyis. . !

b. Various typss of cinhar al“h.db-a'ts my be e*xpl'ojqd in this s'rstem,'
dlrect or reversed standard alphabsts,. mixed alphebots drawh up at random,
or s..condary mixod alp‘labsts result 1.1._, fror.the 1n’turaotion pf two prlmary
sliding mixod alphab ts. o ) ) e :

&. Asan exa“rt:lu of the m,thoa of cr,,'ptographln,b, suppose the follow:.ng,
message 1s to bo sneibhzrod on tho ¢ontinuous ksy orineiplc, using as the koy
the toxt of this subparagraph, boginning AS AN EXAMPLE ..., 8nd revursed
standard alphabets:

HEAVY . INTERDICTION FIRE FAILING AT esee . —_—

Xoy toxt: ASANE" XATPL EOFTH . T.ETH ODOFC SYPIO ...
Plain text: HEAVY INTER DICTT OWFIR K EFALL - INGAT ...
Cryptogram: TOASG PNTLU BGDAZ Q4ZLE KYOUR JLJIV ...

40. Auto-key systems. - a. The eiphor letturs of a cryptogram may
servs as key lottoers, thus automaticau' furnidhing o key. Supposc, for ex-
ampls, that two corrnsucndvnts agrcoe to uss tho word TRUE-as an initial key,
and supposc the nisssazs to bs encipherJd \wrth the obsolete U, S. Arny clphor
disk) 1sasfollows- ".".:' . e A )

HEAVY II‘I']?"R]jICTIOT\' FEL. FAI.L‘I"TG AT e
Tha first four _lott-.zx;s are a.1q1phe;qqq.._a§.shown‘-

Koy toxt: TRUE . | e e U
Plain toxt: HEAVY = .INTZR- DICTI ONFIR ZFAL  TNGAT ...
Cryptogram: wNUT o . a

Tho ciphor luotters MNUJT now fom tho m'rl.;ttars i‘or encroh ering the noxt four
plain-text lettcrs, YINT, yielding OFM). Ths latter then form -tho ke lotters
for cneiphering the noxt four lettors, and so om, rislding.the following:

Koy toxt: TRUEH NUJOF HQKOR - - ITVWU VQODR  LOSGD, . .

Plain toxt: HEAVY 'IMTER DICTI . ONFIR EFALL  INGAT ...

Cryptogram: M\TUJ'O FHOQKO 3IITVW UVQ,OD ‘TLOSG DBMEK' va.

b. Instcnd of using the ciphour lutt;,rs in- s\,ts, as shown, thec last ci-
phor Tottor given by thy uss of tho korword mcy bocoms the koylettor for on-
eiphoring the noxt plain-text lettor; tho ciphar resultant of the latter then
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bocom.s tHo kcyl.zttv‘r for unciph ring tho i‘o'Llow:.nb Isttor, amd so on tb- tho
ond of the mossaga. Thus:

Koy toxt: TRUEJ  LDQXT GZRHV OANIA JFALP. EWJDA ...
Pln in toxbt: HEAVY INTER DICTI ONFIR EFALL  LWGAT ..
Cryptogron: INUJL DQ,XTC ZRPIC ANLAJ TFAAPE WJDAH-, . '

Cs Tt is obvious thot an initial koyword is not noeossary; o singlo
prcarrg.nged lotber will do. :

4. Tho plain toxt. itsolf moy sorve as d LUJ, L.ftor on -initial group or
an initicl letter. This is shown in tho followlng oxamplo, whzrein the toxt of
the mosscge itsolf, aftor tho prucrrangod initial keyword TRUE, forms tho kery

" teoxt:

Koy toxt:: TRUEH EAVYI NTZRD ICTIO NFIGE - ELLL ...
Ploin text: HEAVY INTER . DICTI ONFIR EFML INGT ...,
Crypt ogram: MIIJT WNCUR - ‘{LC'Y'V UMAX  JAIGT  XNFLP ...

o. "‘Although roverssd standard "lph..bets havo bccn used in all the fore-
going ex:\mples, it is obvious that vricus t,rncs of '\lphﬂb sts may be omployed,
as prearrangod ., .

f. The following rocthod, though it nay ot first apnmr $o bo q_ulto dif-
forent, is in renlity 1dnntin'ﬂ. with those just deseribed. A mixed sequonco is
prep".red and its elements numbored in scquoncc. Let the mixsd sequence be de=-
nved fram the keyword PERMUT ABLY SN .

8 3 7 5 9 8 1 2 4 10

P 3 R X UTADBTUL Y-

C DF.GHI JKWNTD

Q@ S VW X Z .o ‘

A JTBEXKEDSTILNMGTWFPOCOCQ FVTIZUHIXTYO
1 2 %3 4586 7 8 91011121314151617181920212225242526

Let. the message be tho s“me as boforc, ond lat the first lstt&,r be its own

- eipher equivalent, Tach cipher letter fram that point on is produced in turn

by finding the sum of the numorical equivalents of the pruceding cipher lettor
and the plain~text lutter to e onciphorcd., ihon this total oxeceds 26, the
lotter mmount is deductod ond the lattor cquivtlont of the remaindor 1s teken
for the cipher lstter. Thus:

Key text: 0 2% 2 3 21 20 14 23 16 .21 11 .17 11 25 18 12
Plain toxt: E. . A V Y I N T E R D I ¢ T I O
Numerienl value: 23 5 1 18 25 20 9°19 5 16 6 20 14 19 20 26
Koyed valuo: 28 3 21 46 40 23 42 21 37 17 37 25 44° .38 38

(less 26 or 52 28 2 & . e
if necessary) : -

Cipher toxt: E T B Z I ¢ H R 2 66 FP G Y V W W %
Koy text: 21 12 6 22 1 18 19 1 9 3 12 23 24

Plain text: P I R E P A L L I N G A T

Numericol wnlue: 17 20 16 5 17 1 8 8 20 9 11 1 19

Xoyed value: 38 32 22 27 18 19 27 9 29 12 23 24 43

(less 26 or 52 18 6 22 1 18 19 T © 5 12 23 24 17

if necessary ]

Ciphor text: " D U A vV T AN B W H X .F




Plain Cipher

CHERZHE e E RO H A By 2 N

E+ In the foregoing example the successive cipher letters form the suc-
cessive keyletters; but, us noted in subparazreph d, the successive pLu;nftext
letters may serve us the successive keylettsrs. .

he same-results can be obtained by the use of sliding strips bearing

he T 1 :
the mIxed alphuket, Study the following diagrum shewing the successive pOSlthﬂB

of the movable strip und compare the resulis with those obtained in subparagrap
f above, ' ' '

E |

ZoRNPAQRHOXNRYIRNREID ZRYHOY aiy N Hol

HUPQEOM Y RN QW OoNGHKOH n

ST TATHQZRWE MG RME W EY o .o B
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PO ODANPREPPUNQOTUOEN AW 2 o wx

-l
-y

A G,

R HMURE G HE QDO YUY O < € MO N X
éb«dg&ﬁuﬂyanmnaH}weiw<xpgmuaau
Hboé&gﬁquguzaxooqnoHagabwmxumom
NG TN THIQHORY NN Y AWO NO R HB<dMN<n px
R A Z o DN B A N e O W OB 2 o
HMAEARHEDHORKP WY HGNARD X d, m NNy B2 xon
OB HA N ZPOZRANTHHONA AN XEG LW o K
CUYNE<SELDP RHONRANNEPEHOHR Y WX Qe
brmﬂwamwnmuwﬁudduZNbNHohNHHWEdE
HEPLOHUARLOMIONNIWECS LAY B EY 0 Y@
WEZRONTHATHdNONMNRAQIO NO S Z0o00uo a 2l
WO ito N RHOZ OO U UM <2 M@ e EE o ala”.
R L L R O T LR Py P
B HE@HOo<EQEN Q<X EXRQ =00 Yo d
m<wumwNmanoﬂauuﬂﬁmmgaggrhoméqH
AH<SOHNAC QU AP AN NN T HY BU O <20 M
HHAP<GEDIOoOQIE G PRt N aNG TN o AR s Al
ONHZOUMBDONHEZLZZOAHQH < W HG M O Hi

v

MM NEE L HG P AU UNSE <R RN XA HN W e

W ey QD

L Bt H]

3

DGNHPmHﬁNHHNEHHHNEZDZHQNﬂ<HbONN
wmcmhvo4w0NHpHopqx:wzHoawHqudn

1. -One;serious cbjecticn to cuch auti-key systoms is that the results of

“:.error&_arercugquﬁing. one error affeacts ull Lhe sucueediny letters, und if

Severul errors ure mude thc messages are difficult te desryptogruphs It is

possible that this disadvuantage cun be minimized ty the use of automutic ¢cipher °

devices suitably cemstructed to uccemplish the encipherment with:speed .and
4accuracys

4l. Progressive-ulprabet systems. - 4. The speciul churacteristic of
these aystems is that the members of u whcle set of cipher- alphabpts ure em=
ployed one after the otker:in:pregression and-in a definite sequgncé.:'These
systems are periedic in natirc urd thé lergth ‘of the “peried is vapally equal
tc the total number of differcnt cipher alphubets empleyed in the system. ' The
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sequence in which the vorious ciphcr clphibets aru used may -or muy. not change
with ewch messuge; if it does, this constitutes «n wdditionsl elegment of  secrecy.

b, ' To illustrute what is meuant by a progressive system 't simple vxumple
will be given, employing the obsolets U, S. Army Ciphor Disk. Sterting with
the disk set so thut A S A {or with wny other precrringed initial setting), the
first letter of the mcssuge is cnciphered; the revolving alphtbet. is. then moved
one step 0100kw1s» (or counterclockwise) a«nd the second letter is. enc1phgred
end so on. After 26 letters hive been encipherecd, the disk hi.s returncd to
its initicl sturting point «nd « second cycle begins {if the message is longer
thin 26 letters). Thus, the period in this cuse is 26 letturs., It is obvious
thet the displucement of.the revolving disk m.y occur after every 2, 3, 4 ...
letters, &s prewrr“nged, in which case the period incretscs corrcspondingly in
length. The displucement may, however, be more complicited then this, and moy
occur &fter & constantly varying number of letters hi.s been enciphered, where-
upon periodicity is suppressed.

c. Two sliding mixed components mey be cmployed, producing a set of 26
secondiry mixed slphabets.

d. ° Another veriution is morc complicited. Suppose the correspondents
drow up ¢« set of 100 rundom~-mixed cipher olphubets, ecch cccompanied by a
designating number from 00 to 99, «nd a set of numerictl keys composed of
rundomized. sequences of rumbers from 00 .to 99, . Ecch such numerical key is
designi.ted by .an indicator of some sort. To encipher o messuge, a key se~
quence is selected ond the cryptogrim is prepured by meins of the -sequence
of alphubets indicated by the key sequence. If the messuge is 100 or less
letters in length, the clphcbets do not repent; if it is more then 100 lot-
ters long, either the sequence of alphubets muy repuet or else & new sequence
is selected, &s prearranged. It is possible to opcrcte the system by means
of indicators inserted in the text of the cryptogrim.

42, Interrupted or vurisble~kcy systems. ~ In cert: in of the foregoing
systems it wss noted thuat periodicity is entirely avoided by thc use of & key-
which is so long thot it does not repeat itself; often such & system is re-
ferred to us operating in connection with &n indefinite, infinite, or unlimited
key as oontrasted with one that operctes in connection with a definite, finite,
or limited key. But periodicity mey also be avoided by special manipulation
of & limited key, Several such methods will bc explained below.

43, Suppressing periodicity by encipherment of verisble-length groupings
of the plcin text. - a. A keyword, though limited in length, mey nevertheless
be applied to voriable or inveriablc-~length scciions of the plain tcxt. ¥hen,
for example, cuch letter of the key serves to encipher a single letter of the
plain text, the encipherment is s&id to be invaricble or fixed in this respcct.
The same is true even if & single letter of the key serves to encipher regular
scts of letters of the plain text; for exsmple, ecch letter of the key may serve
to encipher 2, 3, 4 ... lctters of the text. In these ctses periodicity would
be manifested externclly by the cryptograms,. providing there is a sufficient
cmount of text to be examined. But if each letter of the key scrves to encipher
1rrn§ulur or varitble-length groupings of the plein text, then periodicity cean-
not appear except under rather remote contingencies. Suppose, for extmple, that
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80 simple a -scheme.as letting cach letter of the key serve to encipher a
complete word of. the text is uscd; since words are of irregulur lengths &nd
there 1s little or no regularity whetcver in the sequence of words with re-
.8pect only: to their lengths, per:lodicity cannot uppesr. An exzmple of en-
cipherment will, be useful, . : ".'

b; In ths following excmple the simple ciphor disk (direct sequence
.sliding egeinst reverscd sequencc) is used, with the keyword DEBARK, to en~
cipher the following messege, according to the scheme described above.

. Study it carefully. . g ) '

Keys . . D E CooenteB A R
Plaln_Text:OOLLEcT ALL STRAGGLERS STOP SEND T
Cipher: ‘BPSSZBK - ETT JIKBVYVQXKJ IHML ZNEO R
Koy: . 5)) B B

Plain Text: PORWAERD AT ONCBE

Clphér; - YPUMHDMA. EL XN O0ZX

X
HEM
DGY

Cryptogram: BEPSSZ BKETT JIKBV VQXKJ IHMLYZ NEORD

GYYPM HDMAE LNOZX

C. Instead of enciphering cecording to netural word lengthe, the 1rreg—
uler groupinga of the text may be regulated by other a.greementa. For example,
suppose that it 1s egreed thit every keyletter will encipher & mumber of ‘let- -
ters corresponding to the numericsal velue of the keyletter in the norme.l Llpha-

bet. The foregoing vxample then becomes s followss

Kay: ' D. E B - A - R o : -
Plain Text: COLL ECT AL LS 7 RAGGLERSSTOPS-EN_DTH
Cipher: BPSS ACLET QJ H ARLLGNALZZYDCZNEOYK
Key: K D .
Plein Text: EMFORVARDAT. ONCE
Ciphers GYFWTOKTHEKR PQB3Z

Cryptogrem: BPSS LA CLETGQ JHARL LGNAZ ZYDCZ NEOTK

GYFVT OKTHK BPQBZ

.- -de The foregoing excmple employed, rcv;rsed stt.ndnrd alphubets, but
mixed alphabets of &ll typss mw readily be used. ) .

' &+ -If the kcyword :ls .short, and the mssagc 1ong, per:.odic:lty ‘may creep
. 1n despite. the irreguler groupings in the encipherrent. Suffu;:_tent evidence

.mey even be obtained to lessd to & disclosure of the length of .the key. But

- -if the key consists of & long word, or .of & complete phrase or sentence, the
text would have :to be very long in order thet sufficient evidences of periodicity

. be found f.o moke - possible the determinution of the-length of the key.
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44. Suppressing periodicity by’enciphermcnx by veriable-length group-
ings of the key., - a. In Per, 4-5-'b periodicity wus suppressed by enciphering
veriable-length groupings of tho tuxt in this pcragreph it will be shown how
periodicity mey te suppressed.by enciphering by vuriubhe-length groupings of
the key. The method consists in interrupting the key. -

LI Given a keyword, it can ‘become & veriable-length key by interrupting
it tccording to .sone prearrtngud plan, so thet -it becomes equivilent to 1o ser-
les of keys of . diffcrent lengths. Thus, the single keyword UHRPREPAREDNESS may
be expanded to & sequence of irregular lcngtha, such ‘as UNPREP / UNP / UNPREPLR /
UNPR / UNPREPLRE / UNPREPAREDN / U / UNPRE; étc.. Verious schemes for indicating
or determining the interruptions msay be adopted. For extmple, suppose it may
te egreed that the interruption will teke plece irmediately after and every bime
thet the letter R occurs in the plcin text. The key would then be interrupted

es shown in the following excmplec.

Key: UNPUN UNPRE

P PRU NP
Plain Text: OURPFR ONTLI' "N ORT ED

A B E
.E.S A

Wt

NP UN
NOW E-P

t4

D
R

cs It is possible to epply an intcrrupted key to vuriable length group-
ings of the plain text. ' Id TYlustreting thie method, an indicator, the letter

X, will be inserted in ‘the plain text' to show when the interruption takes place.
The plain text is enciphered by naturul word lengths. - i .

Key: ::,1_'.1_'__' Nt T K N P : U
Plain Text; OUR FRONTX LINES LRE NOYX REPORTED

4. It is also possiblc to ‘interrupt the key regulerly, cutting it up
into equal length sections.os, for exemple, with the keyword EXTINGUISHER:
m/xr,x/mm/me/mu/cux/uxs/Isn/sm:/m Each set of three
keyletters mey serve to encipher & set of three plcin-text letters. But it
is possible to makc ctch set of three keyletters cpply to more than three.
plein~text letters, or to irrsguler groupings of plein-text letters. For
extmple, suppose & numerical key be ‘derived from the keyvord:

E X T I N ¢G.U I S HE R
1+12-10w=5vsfemFwlle—bom et~ =R

Let this numerical suquence determine how many letters will be enciphered by
each grouping of the key. The excmple below will illustrite (reversed stond-
ard zlphcbets cre used):

Nurmbers: . 1 _ 12 - . . . 10 5
Key: E X?7IXTIXTIXTI TINTINTINT INGIN
PleinText: ¢ OLLECTALLSTRE AGGLERSSTO PSEND
Ciphers C JIXTRPXIXFLR TCHIEVBQUF TVCVK
Nurbers: 7 3 11

Key: NGUNGUN GUI UISUISU

PleinText: THEMFOR WAR DALATONCE

Cipher: UZQBBGW ‘KUR RIZGVQQ .

Cryptograms CJ IXT RPXIX FARTC HIEWB QUFTYV

CVKUZ QBBGY KURRI 2GVQQ
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&«  Another simple method:of prearrcnging the interruption of a. keyword,
‘or.of plain text 1s to: employ the sequonce. of pumbers given by feduclng an in-
cormensurate fraction to decimels.. For excmple, the fraction 1/7 yields the
sequence 142857142857 ... This froction may be represenied by the 1ndicator
letter H given cs the initicl letter- of the cryptogrtn. .

45. - Mcchanicul cryptographs.in which periodicity is avoided. — There &re
‘certain cryptographs which operite in such & monaner thot periodicity is avoided
or .suppressced. Some of them will be discussed in Section XII. Among them one
- of the most interesting is that invented by Sir Charles Wheatstone in 1867.

As ¢ rule, however, mcchuniccl cryptogriphs, by their very nature, can hardly
evold being cyclic in operution, thus cuausing periodicity to bs exhibited in
the cryptograms e _

SECTION X

. * REPEMITIVE, supmposm), AND COMBINED SYSTEMS.

. Paregraph
Superenciphement o.....o'ocouooc--o-ooo.o-noc.na--ao.oo-o.o'ooooo.o_--'-_- .. 46
" Repetitive monoclphabctic substitution systems ecesceccecscsccecsee . 47
Combined monoalphabetic wnd polyalphubetic substitution systems ,. 48
Repetitive polyulphebetic substitution systoms ceececcesscccsnces 49
Repetitive trmspOSition systems eencescpessenceesBIBRREROTIOIIOIETS 50
Combined substitution end transposition systcris seeececcscecsccase 51

46, Superencipherment. - 2. Vhen, for purposes of gugmenting the degree
of cryptogrephic security, the plain tcxt of a message undergoes a first or.
prinery cncipherment and the resulting ciphcr text then-undergoes o second -or
secondury -encipherment, the system as a whole is often referred to as one in-
volving superenciphernsnx. If the two or nore processes &re well selected .the
cbjecetive is actually reschcd, &nd the resulting- cryptograms prcscnt a relatively
grect degree of cryptogruphic security; but sometimes this is_not accomplished
and the augnented security is of a puruly illusory charccter. The finel crypto-
grephic security may, in foet, be no grecter in degree than if ¢ single encipher-
ment hcd been e¢ffccted, and in unusurl ccusés, it mey even be lcss then before.

b. It 1s impossible to describe &1l the conbinations thnt might be em=-
ployed- only a very few typiccl cuses ctn here be trcateq, and these will be
selected with ¢ view to illustreting generzl principles. It is possible to
poss & messtge through 2, 3, ... successive processes of substitution; or
through 2, 3, ... succsssive processcs of transposition; or- substitution -mey
be followed by transposition or vice verse.' in exanple of ecach type will be
glven, ' .

C. It will be convenient to odopt the symbol C to reprcsent the cipher

text produced by tny unspecified praocess of .encipherment. The symbols Cys C,»

» ses, Will then represcnt the successive-texts produced by .successive pro<
césses in superencipherment. The subscript lctter_g or t mey be prefixed to
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g
the G to indicate thc.t a g:lven procecss is onc of substitution or of trr.napos:l-
tien. Thus, the.. ste.ps in e systun where & first substitution is followd‘by
& sscond s.zbstitution cwn be rcpresunted symbolic:lly by 8Cy —> 80z, Ina
similer’ manngr, tcl —> %C, represcnis’ double transposition. Tho’ s_nnbol 8C; —>
t0, moans thtt the “toxt from & first process of sabstitution u.ndargocs trr.ns-
position as a sucond proc\.ss.

47, Rc.pet:ltive monoalph:.betic subgtitution systems. - Supposc & mesaggc
undsrgoes & primury vnceipherment by mcons of & single-mixed, nonreciproesl
tlphcbet, tnd the priméry cipher text undergocs & sccondary encipherment by.
mecns of the' ac.n\. or.e differcent mixed clphchet, Tho resulting eryptogrcm is
5till monot 1plmbe.tic in cherzeter, . cnd . presonts.; very little, if cny cdugmenta-
tion in the degree of security-(dcpending upon'the: type: of -¢lphabct cmployed).
Here an entirely illusory inercosc in sccurity is. involved end an ineffectusl
.complaxity is introduced;.the proocss may indeed be repotted indcfinitely with-
- ‘out producing the depired rosult. This is hecansc the fandementel nriure of .

mono&lph:betic substitution -hgs not ‘bcen teken into considerution in the &fe.:
tempts at superenciphc.rmc.nt- scl —— scz —-) 305 esey ., st.tll re,nains monoc.lphr.
betic 1n che.racter. . ) S . Lk

"48, combineq. monoc.lpnrbi.tic and Polyclphubutic substitution systems. - &
If & messcge undergoes a primary enciphement by the repeating-kcy method, naing
standard alphcbets, end the primary cipher text then undergoes & secondcry en-
ciphorment by meana of e singla—mzxc.d alphebet, the degree of cryptogrephic
séeurity i incrgised to thu sefic’cxtent thet it would be'if the original mes-
stga had undergone the samc primury onclphorment vith secondiry clphebets Te—
sulting ‘from-the¢ siiding of ¢ mixed primery sequeme nguins»t the narmt]. Sequence.
This increcse in security 1s not very graect. .. .. s L. o Lo ooy

«.'by- The seme is true if thc primery cncipharnent, is monoglphibetic and the,
secondary enciphurmant ia polyt lphc.b\.t;lc bJ’ the xm.thod desc;‘ﬂmd. _ P
c. D In .generel, thie c160 appliol to ‘othar typea of" pol,fal‘phabetic und

monoclphabctic conmbins. tions. The irercuse in se.eurity is not very grent, end is,
B indeed much Iu‘ss 'thp.n th(. un:niti&teé‘suspect. e

49. Re.petitive polye.lph;butic subat:ltuti-on a,rstems. - u. If the primery

.\.nci.phemunt is by mecns of the repecting-key pr:mciplt., with stendard a.lphabe.ts,
¢nd the secondery.encipherment is sinilur in cherecter, with similer slphebets,
end a key of similar length, the finil cryptogmm prcesents no increocsc in secur-'
ity ot &ll. Thas, if the key BCDE 'is used in the ‘prinary encipherment (Vigenere
Method) and ths koy FGHI is uscd in'the sdcondsry encipherment, the fingl result.
is the seme &s though tho key GHIS hod bean used -in ¢ single encipherment.

b. If mixed clphatets arc uued end if those of the primery and the sce-
ondn:r:r cnecipherment belong to the seme scries of secondary slphcbets resulting
from the sliding of two primery ssquencces &gaingt each other, the results are
similer in cheracter to those described under subperagreph & sboves they are
identicel with thosc thet would bu obtained by en equivelent single enciphcr-
nent by the eppropricte secondiry alphabets,
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c. If the key for the sccondery enclpherment is of & dlffhrunt length '
from that for the prinmery encipharrient, the results &are, however, sonewhat
different, 4n thet. the period of the resultent cryptogron, becomes the leost .
* ‘common multlple of ‘the two koy 1bngths. For exinplc, if the lcngth of the
key for the priniry ¢nciphcrment is 4, thet for the sccondary, 6, the result
is the swme ws though & key of 12 clemonts had beun cmployed in & single
enciphernment. This cen be demonstreted s follows, using the keyu 4—1&2—5
cnd 5-2-6-1-4-3; - ' '

3l4 123 ...

412341234125314125354123412
' 526143526143/5261435261435261 .00
,95848475102569384847510256!9334....-

" .d.- The dogrec of cryptographic sccurity is, without doubt, 1ncrctsed by
such. & method. If the key lcngths cre properly selected, th&t is, if they pre-
sent no common multiple luss- than their product, tho method mey give crypto-
grams of great security. For cxcmple, two keys that cre 17 whd 16 charccters
in length would give a cryptogr:m thet is cquivelent in period to that of &
.eryptogrim enciphered once by a kay 17 x 16, or 272 clements in length. The

- fundamental. principle of an excellent, though complicated printing telugraph _
cipher system is this very prlnclple.

50, Repetitive transposition s&stcms. - These have been dotlt with in -
Section III cnd nced no further discussion &t this point. It wus thcre shown
that properly sclccted trensposition methods when ropetitive in churzeter can.
produce cryptogroms of very grect sccurity.

51, Combined substitution tnd tronsposition systems. ~ These ere im-
portant enough to warrant thcir detailed study, to which the next section is

devotud. Comblnatlons of substitution and trensposition methods con toke nany .
differcnt’ forms, and only & fow examples cin be illustroted herein., It is.
possible, of course, to apply substitution first, then transposition, or trans-
position first, then substitution, The most commonly cncountered systcms, how-
ever, are of- the former type, that is, sc R tC . Furthermore, it can be
stated that as- & rule procticable systcms in whlch both processes are combingd
use methods th«t arc relatively simple in themselves, but erc so sblected €8s

to produce'cryptograms of great sccurity as a result of the combination:; To
give &, very rough- anulogy, in certain combinations the effect is much mere than
equivelent to the simple addition of complexities of the ordnr x and Y, g1v1ng
X+Y 11'. is nore of the order X, or. cven anz T
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SECTION XI. ;
COMBINZD SUBSTITUTION - TRANSPOSITION SYSTENS. |
Par;érﬁph

Monosalphabetic and polyalphabetic substltutlon combined with
transposition seesevecessercvecsecssscsscsnscsnsssscsscocssans b2
Polyliteral substitution combined with trensposition .seeecececsess 53
o Fractlonatlng Systems ;-.-onncotnoool-n---o-ao-ooo-¢.oot..ooo.-oc-- 54

Comparison of foregplng‘fractlonating systen with certain digraphic-
systems l.l..‘l'lll..li....lll'...l...l.l..l...l‘.l.l‘.ll'.l" . 55

Fractionating systems as forms of comblned substitution and trans-

pOSltlon .b..l..l.l.'..l...0‘..Ul...l.l..l'...-.ll'l‘.l..l.. 56
Fractionation and recombination within regular or verisble groupings
' . of fractional elements eseseseriocrisereecstcttstesaentansns 57
Fraction&tlon combined with columnar trensposition ssececsvisncense 5B

-52. honoalphabetic and pol;alphabetlc substitutlon combined with trans-
position. - a. A messsge may undergo simple nonoalphubetic substitut fon;
complex - polyalphubetlc substitutlon end’ The resulting text pussed through -3
simple transposition. 0bv1ous1y, dither standerd’ oY mixecd alphabcts may be
employcd for the substitution phose wnd for the trensposition phese eny ‘onc
of the simple varieties of. guomutrlc-dc51gn mnthods may be appliecd.

b. As en cxamplc, note thu fOIIOW1ng s1mple combinction; using the messige
ALL ACTION AT LANDING BEACH HAS CuAQED,

1st step: sC (moqoqlphabgt;c,;b :&iiud'ﬁ;phubgt};'

1 4
Plaing ABCDEPFPGHIJK L MNO PQR.S T'U YWXY 2
Cipher; T DRAMOBNILPEZ Y'x WYUSQKJHGFC _
Message: ALLAC TIONA TLAND INGBE ACHHA SCEAS
Ciphcr: T EETR QIXYT QETY A IYBDHM TRNNT SEMTS
'Hbssége;.E D
Cipher:. M A
2nd stcb: tC, (as pféi;rdngéd‘hctween COfrcspbhdénfs):
“TEETRQIX  (For the inseript i'dn;'tz:fec'fahglé of cight columns.)
YTQETYATI

YBDMTRUNUN (For the trunscription; counterclockw1sc route beginning

. TSR M_T.S M & 77 at lowur right hund corner ) . : -

. ryptogrem: ANIXI: QRTEE. T Y Y s RII 0 s g'ﬁ;;;.x'jr_z

s r e

QTBDM T R

c. A simple subtcrfugc often adopted betwcen correspondents is to writc
the substitution text backwerds to form the finsl cryptogrem (& case of simple
reversed writing).
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d.  An extremely simple, and yet effective transposition mcthod (when its
prescnce is not suspected), sometimes employed as a preliminary to substltution
is that in which the text of a message is first divided into halves, the second
being placed under the first as in ¥ail-fence writing. Thus:

P 0 E D'---O-O-’T--'F--M-- A~ K T 0
.R...C...E...T..-P.-- --cG 't'{i B fli:.uAr-.I N
Then enclpherment.by simple monoalphabetlc methods ‘may -be effected, and the’ ci-
pher text taken from the -two separate Yines. - Thus, if & standard alphabet one
letter. in adtance werenused, the texﬁ woulkd be -88 - follows-~‘-

Q. P F.- &E..P "P"'U“'G"“N"B"'Ii"'_U"‘P"'
.S D:R. U .Q@ S P ‘¥ C' B B -_J- 0
Cryptogram:. Q PFEP..PUGNB LUPSD PUQSP FCSBJ O
..« . A simple veriation of the foregoing method, which is frequenty effect-
ive with true digrephic methods of substitution is. to write 62 under - -@} -and then
encipher the sets of Juxtaposed'arag letters digraphically, then the seﬁs of - jux-
taposed g<pf. letters. Thus," let the message be WILL RETURN AT ONCEj; it’ would be
written down as follows-1 B
W L R T R A O c
Then the following pairs would be enciphereds W -", RT. RAg oC_, ILp etc. The
foregoing message enciphered in this mennér by means of th Pla?fair Square shown
in Fig. 39, for example, Jlelds the follow1ng cryptogram-

Plain text:s WL RT RA OC "IL EU WF NE
Cipher- VO IR TN LT CQ HN AR RP

Cryptogram- vo I RT N L TCqg HNARR P

f. Neturally the transposition process may involve groups of letters- a
simple type of disarrangement is to reverse the order of thc letters in 5=letter
groupse. Or, within 5-lctter groups & transposition suwch as 3-2-1-4-56, or
2=1-5-3-4 (any of 120 different arrengements) is possible,

« . Columnar transposition methods :lend themselves especiglly well to com~
binatfon with substitution mcthods. An excellent example will .be’ considered
under- the next sectien. . . . T

l Dl .
In preparing. the text for encipherment, the clerk must bear in mind that if a

Pleyfair Square is 10 be used no doublets can be enciphered. The message WE WILL
LEAVE ... would be arranged thus: '

WXILXETV |
B WL XL OAE S
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563. Polyliteral substitution combined with transposition. ~ &, 1In
Par. 30-b the essential nature of polyliteral substitution as contrasted with
monolitersl substitution was discussed. Polyliterail methods meke usé of. poly-
partite alphabets in which the cipher equivelents are composed of two. or more
perts. This being the case it is & natural extension: of cryptographic processes
to separcte these parts or to distribute them throughout the cipher text so that
the components, or, so to speak, fractional parts ‘of the cipher equivalents are
thoroughly disarranged and distributed evenly or irregularly throughout the text.
Such systems may be called fractionating systems.

54, Fractionating systems. = &. A simple example will first be shiown.
Let the following bipertite .cipher alphabet be drawn up by assigning nuimerical
equivalents from 01 to 26 in mixed sequence to the letters of the normal sequence,

Thus: _
A B CDE F. ¢ H I JXILMDNTOP Q RS TUVVIXY. %
102 11 061218 05 10 14 09 15 16 17 01 05 18 19 20 oe 21:07 04 22 23 24 25 26

Each letter is represented by a comhination of two digits- in preparing the mes-
sage for cryptographing, the two :digits comprising the" cipher equivalent of a
letter are written one below the other, thus:

Plain text: ONE PLANE REPORTED  LOST
Cipher {057 101712001 611100117 1120
(65: 833 97233 835988732 : 7817

By recombining the single digits in pairs, reading from horizontal lines, .and
writing down the pairs in-unchenged numerical form, one obtains the following-

10 11 lO 01 Gl 11 00 ll ll 20 85 39 72 33 83 98 87 32 78 . 17

b. The foregorng cipher text can Ve trensmitted in 5-figure groups, or
it can be reconverted into letters by one means or another, but some difficulties
are encountered in the latter case because every one of’ 100 different pairs of
digits has to be provided for, thus necessitating a 2-letter substitution, which
would make the cipher te;t twice as long &s the plain text.

Ce In the methods to follow presentlj, these difficulties are svoided by
a simple modificetion.: This modification consists in the employment of true
polyfid cipher alphabeéts, that’ is,” polJpartite alphabets in which the. plain com=~
ponent is the normal sequence and the’ ¢ipher component consists of a sequence . of
equivalents composed of 'all the permutations of 2, 3, 4, ... symbols taken in
definite. groups.' For- examble, e’ bifid alpha‘betl conposed of permutations of. five

1 Such an alphabet should.he clearl; differentiated from a biliteral alphabet.

In the lsatter two and.: only two elements are employed, in groups of fives,

yielding 25, or 32 permutaticns.; The Biliteral Cipher of Sir Francis Bacon -&nd

the Baudot’ Alphabet of modern printlng telegraph. systems are based upon alphabets

' that are typical examples of biliteral alphabets. The designation: digraphic :alpha-
-bet will be applied to one 'in which the cipher equivalents are composed of any
number of symbols’,. d, taken s1mply in groups of two, these symbols not being per-
muted in systematic fashion to produce a complete set of 20 equivalents.,
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digits taken two at .8 time can be constructed, yielding a set of 25 equivalents
for a 25-letter alphabet:(I and J being usuelly considered as one letter). A
trifid alphabet of 27 equivalents can.be. constructed from all the permutations
of the 4digivs 1, 2, 3,.taken three -at atime; an extra character must, however,
be added.to- represent the.27th element of the alphabet., It is convenlent to
represent the parts of & bifid equivalent by the. symbols 9% and ec, the parts of
a trifid equivalent, .by the. sgmbols Gc, .62 and 3. . o .

d. Polyfid cipher alphabets may be systenat1celly-mlxed alphabets based
upon keywords and keyphrases, .. For example, note how the following bifid alpha-
bet is derived from the keyphrese XYLOPHONIC BEDLAM.

XYLOPHNICBEDAMFGKQRSTUVWZ:
11 12 13 14 15 21 22 23 24 25 31 32 33 34 35 41 42 43 44 45 51 52 53 54 56

The seme principle may be applied to trifid. alphabets, employing the permutations
of the three digits, 1 2 and 3, teken in groups of three.

€ Note the following bifid alphabet and the . example of its use in enc;—
phering a messege: _ S

A BCDETFOCHTIJ KL MNOPGQRSTUY VXY Z

12 31 21 32 33 15 25 34 24 35 41 11 13 42 43 44 23 45 22 14 51 52 53 54 55

Messege: . ONE PLANE REPORTED LOST
91:,41_5,_‘,44113 23442233 4442

Cipher eé: 283 3123535 88323282 1252

The bifid elements, 9 -and 02, gre now recombined horizontally in pairs and the
pairs are reconverted into letter equxvelents of the basic alphabet, which, ‘for
the sake of convenience, .is here. arranged.in the form of & deciphering alphabet-

11 12 13 14 15 21 22 23 24 25 51 32 53 54 35° 41 42 43 44 45 51 52 53 54 55
M ANTUFC T. R\ I G B D E H K L O P Q s vV W X Y 2

Cryptogram: LHLNR QTEQO REAEE TDDDAV

f. It will be noted that there are four basic steps involved in the fore-
going encipherments. (1) a_process of decompositlon, substitutive in cheracter,
- in which each. 6. is replaced by a. b1part1te 9 » composed of two parts; 01 and 6
according to a gifld alphg et; (2) e process of separation, transpos1t1ve in .
character, in which each @  1s separated from the e§ with which it was originally
associated iS) & process of recombination, also transpositive in character, in
which each 8; is-combined with a 92 -with which it -wes not -originally assooiated-
and, fmailyé {4)- a-process of recompositlon, substitutive in character, in which
each new 6l - .cémbinetion is- given a letter:value according to & bifid alphabet.:
In the foregoing éxample - (sdbparagraph e), the alphebet -for the recomposition was
the same as that for the decomp051tion- thls, of course, is not an- inherent ne-
cessity of ‘the SJstem-“ thc decomposition and recomp051tion alphebets may be en-
tirely different. This 13 shown An’ the example in'Par. 55-d. o N

Ei',
e )
O
W
a0

f

i
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55. Conmparison of foregoing- fractiéﬁating system with certain digraphic
systems. - &. The method described under Parcgradh 54-e cen be iduntified with
some of the dlgraphlc substitution systems discussed in Section VII.

b. Teke the message of Par. 54-e and let a slight modification in the meth-
od of recombining Gé and 9c be nade. Speclflcally, let the first halves and the
second halves of the bifid equivalemts-of the plain-text letters be conbined in
the following manner; using the blLid alphabet of Par. 54-e:

Message: ONE PLANE REPO RTED L.O g C

(w]
m";.."i
o

E P LA N E RE - PO RT. ED L
=L 34=H 41=1L 13=N 23=R 44=Q 22=7T 33=E 44=Q 42z
=R 3%=F 1224 33=E 88=E 323D 323D 322D 1224 527

3

cryptogfrAmg'LRHE ANERE QD DX DQAow
If the cryptogram given in Par. 54—e ¥%erc 8plit in the middle into two sections,
and the letters teken alternately, the result would be identical with that ob-
tained in this subparagraph. The identification referrcd to in sdbparagraph a
above is now to be demonstratcd in the following subparagraph.

E: Note the two-alphabet checkerboard shown in Fig 44.  If the same mes-
sege is now enciphered by -its means, & cryptogram iﬁentlcal thh that obtalned ;

' .» in subpzragraph 55-b will be obtained. Thus:

MANUPF Message:

CTRIG N < L s
B D E-H K| OFE PLAKE REPORTED "LOST.
LoprPgs i : A e T A
vuxyY?z Substitution of pairs: o
MCBLYV : . aoah - LT
ATDOW ON, = LR,; EP, Z HE,; LA = 1A ; NE_ = NE.; = RE.; etc.
NREPX P P- el Tp “e? Up c? c
UIHQY t 0 rrams

FGEKS Z Cryptogrem:

Pig. 44 LREHEL. AHER etc..

4. In the example in Par. o4—e, the seme bifid alphabet was used for the
recomposition as for the decomp031t10n., Instead of converting the combined Scec
elements into letters by meesns of the origlnal bifid alphebet, suppose & second
bifid alphabet specifically drawn up for this recompositlon is at hand (see Par.
54-f). Thus:

11 = A 21 = B 31 =¢C 41 = K 51z V

12 =0 221 32D 42 = N 52 =W

13 .= B3 =L 33 = F 43 = P B3 = X* -

1420 24 -E .3=¢C 44 = Q 54 = Y& T
15 = M =S = H 45 = R 55 =

25 35

=0




-0 -
The encipherment of the message is then as follows:

Message: ONE PLANE REPORTED LOST.

Alphabet for decomposition

Alphabet for recomposition

= =

A= 12 N=13 11 = A 34 =G

B = 31 0 = 42 12 =U 3 = H

cz- 21 P = 43 13 =7 41 ” K

D= 32 Q = 44 14=0 42 = N

E= 33 R =23 15 = 1 43 = P

FP=x-15 S =45 21 = B 4 =z Q

G =25 T = 22 22 = I-J 45 = R

H = 34 U=14 23 =L 51 =V

I-J = 24 V=51 24 = E 52 = W

Kz 35 W - 52 25 = § 53 = X

L=z41 X = 53 31=¢ 54 = Y

M=z Y = 54 32 =D 556 = 2

Z = 55 33 =F
Encipherment:
ON EP LA N E RE PO RT ED Lo ST
41K 34=6 41K 13="7 23=L 44=Q 22=I 33=F 44=Q 42
23=L 33=F 1l2=U 33=7 33=F 32=D 32=D 32=D 12=U 52
Cryptogrem: KLGFEK UTFLF QDIDF DQUNW

Now encipher the same plain-text message by means of the four-alphabet
The results are as follows:

e.
checkerboard shoun in Fig. 45.

Message: ON.E PLANE REPORTED LOST.
IMANUF[AUT OM
CTRIG|BILES
BDEHE|CDFGH
LOPQS|{KNPQR
VWVWXYZ|VWXYZ
ABCKVI|UMCBLYV
UIDNVW|ATDOW
PTLFPXINREPX
OEGCGQY!UIHQY
IMSHRQ!FGKS Z
Fig. 45
PlainText: ON EP LA NE RE PO RT ED LO ST
Cipher Pairs: KL GF KU TF LF QD ID FD QU KW
Cryptogram: KLGFK UTFLF QDIDF DQUNWV

The results are identical with those obtained under subparagraph d.
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f. If the successive letters of the cryptogram of subparagraph b are
enciphered monoalphatetically by means of the following alphabet, the results
&gain coincide with those obtained under subparagraph gland.E?

Alphabet
01. AB. G- IJK
Cz. U C S G H

x PQRSTUVWIXY.Z
E PQLREIOVWXYZ

P\‘L"

CDEF
BDFU
First cryptogram-: LREHEL ANERE QDTD E DQADW
Final ‘eryptogrem: KLGFXK UTFLF QDI n F. DQUYFW

56. Fractionating systems as forms of combined substitution and trans-
position. « In studying the various types of checkerboard ‘substitution discussed
in Section VIII, it was not apparent, and no hint was given, that these systems
combine both substltutlon and trensposition methods inte & single method. But
the analysis presented in Per.: 55 shows ¢learly that. there 1s 8 kind of trens-
position involved in checkelbOer methods of cryptographing.

57, Fractlonation and recomblnation within regular or veriable groupings
of frectional eclements. -~ a. This method is an extension or modification of
that illustreted in Par. 54-e. Let the text be written out in groups of
3, 4, 5, es.-letters, as prearranged between the correspondents. Suppose
groupings of five letters are sgreed upon; & bifid alphsbet (that in Par, 54-e)
is used for sdbst;tuxlon, thus:

Messages ONEPL ANERE PORTE D L0's T
41344 11323 44223 34442
23331 28333 52323 21262

Then, let the recomblnations be’ effected w1th1n the groups, horizontally. ‘Thus,
for the first group, the recombinations are 41, 34, 42, 33, and 31. The entire
message 1s as follows:

41,34.4 11;52,3. 44,223 34.44.2
2,33,31 2.33,33 .3,23.25 2,12.52

Recomposition{using the same bifid alphabet as was used for the decomp031t10n)
yields the cryptogram: .o

L H O'“ B MDDEE Q T E R R.HQTAVWV

he As 1nd1cated other grouplngs may. be employed. Furthermore, & dif-
ferent bifid alphabet for the recomposition may te used that was employed for
the originsl substitution or decomposition. It is &lso clear thet sequences
of variable-length groupings mey also be employed, as determined by a subsidiary

key.
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-Trifid. alphabets also lend themselves to these methods.

follow1ng'example-

HEQR O OWE

Wittt qert s o1

Alphsebet for dscomposition

222
322
121
133
321
123
332
213

111

Message-

-

3
Cipher Texf&

Final cryptogram:

with appropriate groupings,

d.

-T2 -

Note the

‘Alphebet for recomposition

oo =R uluigﬂtq<4

J=312 §=131 111=1 211=U 311
K=31l12 T=l22 112K 212=N 312
L=23 U-=z2l1 113=W =23=H 313
M =325 ¥zl 121=¢ =221=X 321
N =212 W= 113 122 =17 222=A 322
0z333 Xz 22 123 =F 223°= Y 323
Pz 283 Y = .223 131=s  251=1L 331
Q=331 %z 132 132 = 7K =232 =R 332
R=282. ¢zl 133=D 233:=P 333
HAS, AIRPLANE RETURNED YET?
HASAI RPLAN ERETU RNEDY ET?
221,21 222,22 32312 22312 3515
:102 3 201 3.5 3 2.1 2.5 22.1 5.1 2 3.2 2 2 1 .
2,121 23122 1/2.121 2 2133 123
XURZEC. AYGFT MTBKC Y FF AD ZB X F
XURZA GAYGF TIT BK CYFF A DB x F

Bifid and. trifid alphabets may be coribined within a single system

impracticable for mllitary usage.

58.

' Fractionation combined with columnar transposition. - a.
aellent system -of. combined subst1tu$1on-transp051tlon that has stood the test
of practical, wartime usage, is thaet now to be described.
bipartite alphabet square be drawn up, and a message enciphered, as follows:

but such combinations may be considered a&s rather

An ex-

Let a 36-charsacter

1

The reason for the regroupihg shown in the final cryptogram requires a con-

sideration of the fact that a trifid slphebet involves the use of 27 cheracters.
Since our alphsbet contains but 26 letters, either an extra symbol would heave

to be used (which is impracticel) or some subterfuge must be adopted to circum-
vent the difficulty.

represent two of the permutations in the recomposition elphcbet.

This hus been done in this case by using ZA and B to
In decrypto-

grephing, when the clerk encounters the luetter Z in the text, it must be followed

. . elther by A or by B; eccording to the alphebet

- tion 132, and ZB represents permutation 313.
in the regulation 5=letter grouplngs of gipher text, the final cryptogram is re-
grouped strictly into flves._

t here used, ZA represents permuta-

In order net to introduce a break
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M 0N T H
W[E 8 £ 1 1 9 ' ¢ - -
Y _ Key for internal alphabet-
S HAIL COLUMBIA HAPPY LAND.
NIB 2 P Y N D Digits are inserted inmediately
74 E 5 F 6 & after ‘each letter from A to J,
. . o . A bei 1, B, 2, etc,
"s8l7 7 4 k. q R . Abelng 1, B, 2, etc.})
RS T VW X 3
Hessage:

ADVANCE PROGRESSING SATISFACTORILY OVER 400 PRISONERS AND 5 - 75 MM

GUNS CAPTURED. SECOND OBJECTIVE REACHDD AT 5:15 P. M.

Substitution:

4DV ANGC-EPROGRESSTIZNGSATISF R
VN NS RN WK M 10 T g ES IT-TS ES TO RM RM WH NH TS il VI ‘RO WH RM TIT WN
T ORI L.YOYGE.R4 g § PR I S ONZERSAND
RO T ES. WH IM NT IT:RN TO ES TM kN EN NN ES WH RM IT NH 70 ES RI WN NH NS
7.5 M Me UN S c AP T UREDSECONTDOBR T
B TN.IS.IS TS IH NH RM IO WN NN RO IH ES TO NS R T0 I0 IT WH NS IT NM EQ
CTIVEEREACGCEHED A ETS IG5 P K
I6 RO WH RN TO ES TO WN IO WM TO:HS WN.RO TN WT TN NN IS

The Cl text is now 1nscribed in. a rectangle of predetermined aimensions.

-
oa

-}3!€fgjg.m

mransposition reptgngle: (columnar, hased‘on,key:HAIL.COLUMBIA HB?PY.LAND)' o

HATTILOGCOTLTUMBTIABNAPTPTYTILI AENKTD.
8-=1-10=12--6-17-13-20=15wm5=11eeRee0mm3=18=19-21~14—-4m16-=7

W ¥ N S RN WUNUNJ SHBTIO-T"0-NNETZ ETITST
S ES T ORMBEBRMWHIUNUHETSZRMUWWUEU RDO

“ H R M TT VXN IORUOTI®TESTWHTIMTEI

T I T RN T 0 ES T KEUNENNDNNESVH
R.M I "™ NHT 0 E S RMWUNUNIU HENSTTNE
M T ¥.I..S I.8.7..S..L.H.N.H R. M. I 0O W N N N
R O IH-E-8&-7-0-%:&-R.N.0.0.1.0..1I T XN :H N}:
S I T NMKBO T O T O-ROV -H-B N.Twd!E. S|
T OW ¥ I'0'W H'T O ¥ § V'K B 0D N'¥W T 9
K N X I S

L PO A Y M O R S R
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Cryptogram:
NEHIM TOION ONOEM NKRSO TTENR 'OI'WNIN
Is TN.:N".'.owHrz'or-"".::'m::e::x..s.x OROTN NSEMI STONEH
ENNST WSVWOR MI{;smN THINW. H;T':,ow'.n SRTIN
ITWNI HRMRH RONST MRTIH NNIWM VOTST
OVSVH ESWTT NNMIS ESNOT 'T'R'I:T'WN.H.HETN
RTTHI SEONS ENNMI HRNRS NHIOR ONZ:RNE:
0T OTM ' OINT |

ELWNN
T " Fig. 46 (Cont d)

b. One of the important advantages of this type of cipher is that 1t
affords accuracy in transmission, since the text is composed of a limited num-
her of letters. In fact, if the horizontal and vertlcal coordinates of the
cipher square are the same letters, then the cryptographic text is composed
of permutations of but six different letters, thus aiding very materielly in
correct reception.. Indeed, it is even possable to reconstruct completely a "
message that has been so badly garbled that only ‘helf of it is present. ‘Phis
cipher -system was used with considerable success by.the German Army in 1917-18,
and was known to the Allies as the ADFGVX Cipher, Yecause these were the letters -
used as horizontal and vertical coordinates of the cipher square, and conse~
quently the cipher text consisted solely of these six let{ers. N

€. The cipher text of the foregoing message is, of course tW1ce as long
X the plain text. But it can be reduced to exactli the original plainptext
length by comblning ‘the distributed or transposed 67 ‘and’ 9 elements in pairs,
referring to the-original (or a different) polypartite square, and recomposing
the pairs into letters. In this case, the ‘horizontal and vertical coordinates
must be identical in order to permit of finding equivalents for all possible
palrS- : N . B A PR

SECTION XII.

~ CRYPTOGRAPHS -
Paragraph

Prellmln&ry remarks l.........l...'...Q...I....".'I..Q...Il.‘l.ll' -59

The v’heatstone cipher l'.......'......’ll-..‘l..".I.'..O..'l.'..... 60
The Jefferson Cipher lb....v.l....Q.....'.........‘.O..l...lll.l.. - 61
The U. 5. Army Cipher Device, Type M~94 ..........................'“ 52

59. Preliminary remarks. - The cipher systems descrihed in the preceding »

sections by no means exhaust the category of complex systems, but it is im-
possible to deseribe them all. Furthermore, each one presents innumerable pos-~
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sin:.litles for mciification 1n minoz‘ respects. an.d for combination with other
msthnds. In the paragraphs to follow, .the principlea upon which certain of the
xcre simple mechanical cryptographs have ‘been based will be. descri'bed

60. The Wheatstone Gipher - a. “The _dev_ice is a _little' more, than four
inches in diemeter, . T ' , L

and consists of a . .
dial with two. hands,

as saown in Fig, 47. .
The dial is cumosed
of two .incevenfent,
circles 0%, letters.’

. In the outer. cirele

clockmse in normel
", but: there is sn extra

.._.Z and the A, mak:.ng a
_total of 27. characters,

.- Some of the spaces- aleo ..
. have digits inscribed

ing numbers In the

inner circle the letters .
are arranged in mixed ) .
alphabetic sequence and |

are inscribed either on

a surface which permits;;

of erasure, or on a de-
tachable cardboard cir-

cle which can be removed

‘and .replaced by another

.gircle bearing a differ-

ent sequence. In Flg. 47 ..
this inner sequence is a Fig. 47
systematically—mixed se~

quence derived from the kayword FRANCE. as follows:

1 2 3 4 5 5
T R AYC E
B DG HTIJ
KL MOZP Q
8§ T UV WX
Y z -

FBKSYRDLTZAGMUNHOVCIPWEJQX

. b The two ha.nds are pivoted concentrically. as are "the “hour and minute
ha.nds of .& clock. . Now, in a-clogk, .the. minute hand makes a complete revolution,
‘while the hour hand mekes: only 1]12 of a complete revolutien. the actlon in the
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case of this device, however. is somewhat different. The short hand is free to

‘move independently of the long one, although the motion of the latter affects

the former. Since the outer circle has 27 spaces-and the inner one only 26, by

& simple mechanical contrivance each completé revolution of the long hand ceauses

the short hand to make 1-1/26 revolutions, thus causing the short hand to point
one place-in ‘advance of where it pointed at the end of the preceding revolu-

tion of the long hand. For example, when the long hand 'is over B of the outer

circle and the short hand points to R of the inner circle, if the long hand is

.pushed clockwise around the dial, making a complete revolution, the short hand

will also maké'a complete.revolution clockwise plus one space, thus pointing to D.

. c. To encipher a nessﬁge, the long hand and the short hand are set to pre-~

arranged initial positions‘ I+ is usuel to agree that the plain-text letters

will be s0ught XK & XSUHKAN X KKK X & XK X KKR(g XKoo KhCao0 ik Xarsera XKUea i XRNacK XX
BB XX KA XX SRR HKLUNOMAXEXKUAKAAK in the outer circle of letters, their cipher

-equivalents in the inner circle; and that the long hand is invariably to be moved
in the seme direction, usually clockwise. Suppose the message to be enciphered
is SEND AMMUNITION FORWARD. The long hand is moved clockwise until it is direct-
- 1y over S on the outer sequence. The letter to which the short: hand points is
_the cipher equivalent of S and is written down. Then the long hand is moved
clockwis¢ to & position over E, the letter to whicl the short hand points is
noted and written down. *When a double letter occurs in-the plain text, as in
the case of the double M of AMMUNITION, some infrequently used letter, such as
Q, must be substituted for the ‘sacond occurrence of -thé letter. To decipher a
message, the hands are returned to their initial prearranged positions, and then
the long hand is moved clockwise until the short hand points to the first cipher
letter; the long hand is then directly over the plain-text letter. The process
is continued until all the letters have been deciphered.

d. Azconsideration of “the foregoing details shows that the encipherment
of a message depends upon a combination of the following variables:

(1) The sequence of letters in the outer circle. In the case just
considered, this sequence must be regarded as a known sequence,
since ‘it consists merely of the normal alphabet plus one char~

acter,
(2) The sequence of letters in the inner circle.
(3) The initial juxtaposition of the two sequences.

(4) The exact composition of the text to be enciphered, since this
will determine the number of revolutions of the long hand re-
quired to encipher a given number of letters of the message.

e. It is obvzous that if the outer alphabet is made & mixed alphabet, as
well as the inner, both ‘being different, the cryptograms will be made more se-
cure a.gainst cryptanalysis.

f. The same results as are obtained by using the device can be obtained
© by u31ng sliding strips of paper, providing the’ oparator will bear in mind that
every time a 6, on the plain component is situated to the left of the preceding

'ep, he must displace the eipher component one interval to the left, if the cor-
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respondents have agreed upon a clockwise movement of the long handy or to the
right, if they have agreed upon.a.counterclockwise movementﬁofeghe.long hand.

6le The Jefferson Cipher. - a. Credit for the invention of the cipher
system and device now to-be descrlbed belongs to Thomas Jefferson™, the original
inventor, although it was independently invented many years later (1891) by a
French cryptographer, Commandant Bazeries, and still later (1914} by Caeptain
Parker Hitt, U. S. Army {now Colonel, U. S. Army, Ret.). Because it was first
described in print (1901} by Bazeries, the principle upon which the cipher sys-
tem is based is usually referred to in the literature as the Bazeries principle;
for the sake of hlstorlcal accuracy, however, it 1s herein called the Jefferson

principle.

b, The besis of this principle is the use of a set of 20 (or more, if de-
siredT'mixed alphabets arranged in a sequence that can readily bve, changed these
céan be used in the encipherment of & whole set of 20 letters with oné and the
seme displacement of the alphabets. Successive encipherments are accomplished

with different displacements of the alphabete.'

€. Vhereas Jefferson contemplated a device using a totel of 56 different
alphabets mounted on revolveble ‘disks, the one Bazeries described used only 20

alphsbets mounted in the same manner.

62. The U. S. Army Cipher Device, Type M-94. - This cryptograph is based
upon the Jefferson principle, using 25 mixed alphabets on cipher disks. 1In the
following section the latest description of the device and its method of use Is
the same as that contained in Vol. IV of U. S. Army Basic Fleld.hanual. o

SECTION X111

U. Se AR!.IY CIP‘-IER DEVICE ‘TYPE L-94

..Paragraph
PU-TPOSG' and diSt‘rlbU.tion ooo--o-oooooa.otoqp-o'oo-v-.o.-.-o-p-‘c.o 63
General d.escrlptlon P N N Y R AR . 64
Necessity for key and providing for changes therein ....escsiseeee 65
Detailed instructions for setting the device to & prefetermined
key co-cooo-.-oo--o_-_o-_-.o.op_opologppos--oo-o..o-p..oo-..p---:. 66
Cryptographing &8 . MESSEEE eeesscssesccscrssvssosceccoscntasssvcccne 67
Cryptographing abbreviations, punctuation signs, and numbers .... 68
Decryptogra‘phlng a message. .oc-oo'oo-ocap.oon--ao.--oooonco.ooopl 69
70

Precaution D....ll....l.'i.l...I.'.‘.......’......I...O.........‘

63 Purpose and distribution. - Cipher device type #~94 is a crypto-
graphic instrument that is an item of equipment issued by the Signal Corps
to all message centers as one of the authorized means for secret. communica-
tion.. It is also an item of equipment possessed by all Naval units:and sta-
tions, including those of the lMarine Corps, and caen be employed in certain
classes of secret intercommunication betveen the Army and the Nevy when spe-
cific arrangements therefor have been made by the appropriate commanders.

1 John M. lianly, Ph.D., formerly Captaln, Militery Intelligence Division, U.S.4.,
discovered, in 1922, a description of the device among Jefferson's Papers in
the Library nf Congress (Vol. 232, Item 41575, Jefferson's Papers).
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64, General description. - a. ' The'device is made of 51uminnn eIloy and
consists of the following parts: .

. (1) A central shaft, the 16t end of which termirates _w:Lth a !
T ;_proaeoting shoulder, the right ‘end of which is threaded;

. (2) A set of 25 alphabet disks, en the rim of each ‘of which
there is stamped a different, completely disarranged alphabet-

(3) A guide-rule disk, oonsxsting ‘of & blank or unletteredp
disk from which there proaects a guide ruley

(4). 4 retaining plate, consisting of & thin disk upon one
surface of which is stamped the name and type number of the device;

(5) A knurled thumb nut.

b. Each disk has a hole at the center suitable for mounting it upon the
‘central shaft upon which the disk can be revolved forward or backward. The
left face of each alphabet disk is provided with a circle of 26 equidistant
slots; the right face is cupped, and carries &t one point on the inside rim
of this cup a small prosecting lug. The guide-rule disk also carries such a
lug. When the disks are assembled upon the shaft, the lug on each disk en-
geges with one of the slots on the adjacent disk on the right and thus the
disks can Ve held in engagement in any desired relative positions by screwing
down the knurled thumb nut against the retaining plate which is inserted bet-
ween the last alphabet disk and the nut.

C. VWhen the thumb nut end the retaining plate are removed and the alpha-
bet disks are taken off the shaft, 1t will be noted that each alphabet is
stamped on its inside or cup surface with an identifying symbol consisting of
& number that is ebove the central hole and a letter that: is below it. The
numbers run from 1 %o 25, 1nclu31ve, the letters from B to Z, inclusive., These

a8 ‘described in Paregreph 66 below. Either stbol may be used for this pur=
pose (as prearranged) bﬁt for the present only the numerical identifying symbols
will be so used. : Ceras e

65. Necessity for key and providing for changes therein. -~ a. Messages
.eryptographed by -“the seme sequence of -alpheabet ‘disks can remsin secure againss
solution by a well-organized and-efficient -enemy -cryptanalytic -seotion:for
only a relatively short time. It is impossible to state exactly how long,
becanse solution depends upon & number of variable factors; a conservative
estimate would place the minimum at six hours, the maximum at twe or three -
deys. For this reason it is necessdry to change the sequence from time to
time, &nd the method for determining or indicating the new sequence must be
agreed upon in advance and thoroughly understood by -&ll who are to use -the
instrument. )

_ b. “The sequence in which ‘the alpha.bet disks are assembled upon the shaft
constitutes the key in this eipher system._.When ‘a change in'key is to teke plece,
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exscfly what the new key will be and the exact moment that it is to supersede
the old key will be determined by the proper commander and wiIl be communiceted
in signal operation instructions. -

. 66. " Detailed instructions for settirg the ‘device to a predetermined..
key. - 8.. The method prescribed herein is based upon & keyword -or k;yphrase
from which the sequence of numbers constituting the key for assembling the
alphebet disks can be obtained by following & simple, standardized procedure,
The reason for empleying such & .procedure.is that it makes it possible to
derive, at will, a relatively long sequence of numbers (which would be dif-
ficult to remember) from a word or phrase-(which is easy to remember) and
thus eliminates the necessity of carrying the key in written form upon the
person., It is this basic keyword or keyphrase vhich is communicated through-
out the command in signal operation instructions. The exact method of deriving
the- numerical key sequence from the keyword or keyphrase is given step by step
in the folloWing subparagraph. A : -

: bu Assume_that the keyphrase 80 communicated is CHINESE LAUNDRYa The
fOIIOW1ng are the detailed steps to be followed in deriving the numerical key
sequence"' ; : P

(1) A set of rows of cross-section squsres, 25 squares in each row,
is prepared. ‘(Prepared sheets of-% squares are suitabls )

{2) In the top Tow: the series of numbers 1, 2, 3, ... 25 are inserted.
Thuss : S :

TTe 3[4 5] 57 1A o]0 11 12 [13 14 I5]15 (17 [18 15]20 [21 |22 [25] 28] 25

rio—

(3) Beginning under: the number 1 the successive letters of the key-
phrase are written in the. second row pf squares, under the successive
_ numbers. Thus- .

T TETETATs AL STI0]TI (12 (1511 (16116 [17 ia TE B
ClE|I| N[ E[S|E|L Al Ul N[ D[R Y 1T

(4) The keyphrase is extended by rebetition.until'ﬁheie is a letter
under the number 25, making a key sequence of 25 letters,™ Thus:

1 BT 617181 910 111121312 1516117 |18 [19]20 21122 2524
—— — e —— — U

2131415
[CIEIIIRIEISIE[LI Al Ol NI DI RI Y[ Cl B[ I| NI E[S|E[ LI 2

{5) The letters of ‘the - key sequenCe are now to be numbered. serially
from left to right in accordancé with the relative position thét. @ach
letter occupies in the ordinary . alphebet. Since the letter A comes first
in the ordinary alphsbet, and since this letter occurs twice in the il-

1 15 the key consists ef a word or phrease. containing more thsn 25 lstters,
those after the 25th.1letter are merely omitted.‘ +
L
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lustrative key sequence, the number 1 is written under the first appear-
ance of A in this sequence, and the number 2 is written under its second

appearance. Thuss
24]

T ]2 |3 ]4[6]6] 7] 6] ][10[11]12[13[14]15]16]17] 18] 13]20]21] 22| 25]24] 25
CIlH|TIN|IE|S|EILI AUl N D| B[ Y/ C| H| I| X| E| S| B] L| A] O ¥
1 i L. 2 ;

(6) The next letter in the ordinary alphebet is B. The key sequence
d8 carefully examined to see if it contains the letter B. Since this let-
ter does not appear in the illustrative key sequence, the latter is ex-
aemined to see if it contains the letter C. This letter occurs twice in

.. %he illustrative key sequence and the first C, therefore, is assigned the
- humber 3, the second C, the number 4, Thus: .

Tz 13 [A 15 (67 B o]0 II 12 I3[ 14| 5[ 16|17 18 [19] 20| Fi[ 22 24@*
T BT e Al S o or =l 11 oL H T #] Bl SL &l TL Al oL ¥
3 . 1 z z

(7) The next letter in the ordinary alphebet is D, which, being pres-
ent in the key sequence, is assigned the next number, and so on. Thus,
the process. is continued ubtil each letter has been assigned & number,
The work must: be done carefully so as not to overlook e single letter.

If an error is made in the early stages of the work, it necessitates

- starting -afresh., .The operator should be especially careful with the let-

ters which immediately follow one another in the ordinary alphabet but are
present in the key sequence in reversed order, such as ED, FE, ON, and so

.on, It is easy to make a mistake in such cases and to assign these let-

ters numbers in a sequence that is the reverse of what it should be.’

" (8) When the numbering process has been completed, and if the work '
has-been correctly performed, it will be found that every letter of the

‘key sequence has a number under it, end that the greatest number that

sppears is 25, If this is not the cease, it is an immediate signal that
an error has been made. It can not, however, be assumed that so long
as every letter has & number under it, with the greatest number 25, this
is immediste and conclusive proof of accuracy in the work., 'The opersator

 should invariably check his work; better yet, if two clerks are available

each one should derive the numerical key independently and the final re-
sults checked by comparison.

(9) The keyphrase selected as an example in the foreg01ng descrlption

‘yields the following numerical key:

(1] 2[ 3] 4] B[ 6] 7] B 91011121514151617181,972?)'2122"'."?'27:25
Cl| H| I| N| B[ ST E] L A] Ul §] D] R| Y| C|] H| I] N| E] ST E[ L] A] U
sJ10]1=2116] 61217 7(14 1 1]23]17| 5]20|25] 4|11[13]18] 8]22] 9]15] 2[24]19

(10) It is this sequénce of numbers which indicates the order in which
the successive alphabet disks are to be assembled upon the shaft from left
to right. Thus, according to the foregoing key sequence, alphabet disk

“No. 3 comes first, that is immediately to the right of the guide-rule disk;

elphabet disk No. 10 comes next, and' so on. Alphabet disk No. 19 1s the
last in this particular key, and after it has been placed on the shaft,
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'the ‘retaining plate and thumb nut are edded and the latter s¢rewed down

& distance :sufficient to.keep ths assembl; together and yet permit of re~-
: volving individual disks freely upon the. shaft. The 1nstrument is now

- reacw for use :ln exther cryptographing or decryptographing messages.

67, Gzyptographing a mesgsage. - Suppose the following msssage is to he '
enciphered with the key derived in the preceding paragraph:

GO SED INF ' | A,
HAvE JUSE REACHED EASTERN EDGE OF WOODS .ALONG 552-592

e ROAD. WILL REMAIN IN OBCBRVATION. '

€O 2D BN

T ‘8. - "The message is written dcwn on the work sheet underneath ‘the key in
lines ¢ of 25 letters each..:Space is left under each line for the imsertion .of

cipher letters. (For procedure in connection with abbreviations and numbers

appearing in the text of messages, see Paragraph 68 below.} Thus:

D)
o

25
=

19
D

I5TI6] 17167 19] 20 21} 22

13 21 29,

‘C} Hi I] H| Ej S} Ej Lt &
9 2
A H

"R
20
v

10T 11
O N[
_R3117
¥ H

4
N
16|

H.

+I TN Oy

Z[11[13[18[ 8f22] 9l15].
T O ST T Rl B A Cl ¢

] |83 1< ~

Q) | R 3| 14
' o
Sl
.'ﬂ 3]t en
] [-af =] -3
- )
2 ||| 0o

e
el | ¥

- jolul®

E| &] S| T| B[ B| W] B[ D| G| E[ 0] F| %] 0] 0| | S| & L] O ®| G ¥ I

o k. By revolV1ng the dlsks upon the shaft, one by one, the first 25 let-
ters of the message. are aligned to form a.continuous horizontal row of letters
reading from left.to right ‘along the outside of the cylinder. The guide-rule
‘will be found very convenlent in marklng the row upon which the letters are
being aligned, thus re11ev1ng the eyes of unnecessary strain and reducing the
chance of making errors., After all 25 letters‘have been.sligned, the assembly
is locked in position.so that' no disk can become displaced accidentally.in
further manipulation. of. the'Cylinder. The row ¢f letters .is immediately check-
ed to make sure that no displacemént has occurred among-the Iirst few disks
while manipulating the last few,
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. 6. The outside of the cylinder now presents a series of 26 rows of let-
ters, of which 24 rows. are fully visible, the other. two being hidden or par-
tially oBscured by the guide-rule. One of the 24.visible.rows is the plain-

- text row that has just been set up, -and the other. 23 rows are cipher-text rows
any one of which may. be select&d to represent the plain-text row., One of these
cipher-text rows is selected at random and the letters composing this- ‘TOW &are
written underneath the row of plein-text letters on the work sheet. : Thus,
suppbsing the row beginning LYEUJ ..., has been selected the flrst cipher

line will read as follows: :

1] 2] B[ 4[ B] 6] 7] B8] 9]10]11]12[18[14]16]16] 17| 16]19]20] 2] 22 23] 24 25]
ClHl I| NI E]| ST E[ LI A U] N| D| K| ¥| C| B[ I| N| %[ S| E| L| Al Ul N
3[T0[12[16] 6|21] 7[14] 1[83]17] 5]20|26] 4| 11| T5]16] B[2e| O[16] 2[2A[19
Clo ™ HI I/ RIDJ Y/ N| ¥| H| A] V| E| J] U] S| ?| R| E| A] G| H| E
L?EUJDJNY_,PQBFYNE*GNHPFAGPG

It is not necessary to make any record on the work sheet &s:to wh;ch cipher-text
row (above.oxr below- ‘the plain—text row) -wes. selected, nor is it necessary to -
indicate it in any manner whatever in the eipher message. .

4. The thumb nut is’ loosened, but not removed from.the shaft.- The next
25 letters of ‘the- message are aligned, the thamd nut screwed down against the
retaining plate, the letters in the alignment ire cnecked, and again any one
of the 23 visible cipner-text rows, except the one used to encipher the first
line,is. selected ‘at random for the ciphér text. The letters in the row se-
lected are written down Under the ‘second line .ef plain—text Tetters on the .
work ‘gheet. ‘Thus;- supposing the row beginnxng KZBYJ <es, WBS seIected, the
work- eheet now eppears as folloWs- .

T E"E__t_?{_ B 7 B 9[10[1iL] 2] 15[ 141516 EPTEEED Fg_l__gztzs ZA] 28] -
CL A I W B ST E| LI &l O] N[ DI'R| Y| O| BRI ;1|'N| Bf S| E| L] Al 0] N
[B[30]T2 16| 6181 | 7 14| 1[25|17| 5|20|25] 4[1x|¥5[18] B|22| O[ib] 2| 24[19 |
(Gl 6] ®| B| I[ R D] I| BL.F| A| A| V| B| J| U] S| T| B| E| A| CI H| E| D *
AT Y[ B[ U[J| Dl J N/ Y|.P|.Q| B F| Y| K| E| G| §| A| P| *| A[-6] P| 6.~

Kl ST X E[ W N/ B O G| B[ O ¥| W[ O/ 0l Dl SL A L[ O[ W[ O] ¥ TJ

I A A AW 5| R[4 i D] Sy M| E[F{ 5L RLI[ T SI'W

€. ° This process is. continued in similar manner with the third and fourth
lines of the plain—text message. -It should never be ‘made & practice to "favor”,
that is," frequentlz_to select & particular cipher-text row above or: below 'the
plain-text- row., As irregular a selection as_possible shonld be made, apnd the .
selection of the cipher-text row 1mmediate1y sbove the: plain—tbxt row or imme-~
diately below the lovier edge :of the guide rule :should be avoided. Supposing
these instructions £6 -have been' followed and that there has been selected for
the cipher-text Tow representing ‘the third plain-text line of the message the
row heginning RAMTF ..., and for" that representing the: fourth line, the ‘one
beglnning PJNSY coey the message now atands as - follcws: S

L Ay . Ce . R
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[ 2 5| 4] 5] & 7] 6] 9[I0[11[12[15]14]15] 6] 1716 19|20 [21[ 22| 2824 5
G| H| I| §| B 5| B| L] A U] N| D] B| Y| C| H| I| N| B| S| E| L| 4] O] §
3(10] 12]16] 6|21] 7[14] 1]23]|17] 5|20]25] 4]11]|15(18] 8]22| 9|15| 2|Z4|19|
C| O T| | I| B[ D[ I| N[ ¥ W] A V[ B[ J| Ul S| @| | B[ &| G| H| B |
Y| B[ U] J| D] J NI Y[ PIQI B F| Y| N| E[CIN|H|P|F| A G| P| G
B A| 5| 7| E| K| N| E| D| G| E[ O] F| V{0| 0] D[ S| A| L] 0| F| G| & L
(K| 2] B| Y| J| I| A|H| N| S| R[A| NI D|J| M| E| F| S| Y| R| I| T| S| §|.
VI E[F[ I V| E| T| W O] D] A| S| B[ FII| V| E| B| I[ ¥ B[ I W] O] §
R| A| M| T| ¥| O] M| O K| B| W| C| S| H| C| s] P| | X| 6] T| & X| G|
Ol A| D| W] T L] L] ®| B| M| &] T| N| T|N| 0] B| 5| =] R] V] &] T] 3] ©
Pl W SUY[ V[ AW Ol I m Yl Pl K[ B[ Y[ T Bl el P[ Y[ K[ c{ W[ G

f. There are left cnly 8 letters to be enclphered not enough to meke a
complete rcw of 25 letters. ‘This, howexer, mekes no difference in procedure-
these B8 letters are merely aligned and s cipher-text row is selected to rep-
resent them. Supposing the row beginning URZGH 0oy 18 selected, the message
now stands ag folloviss

I I I I G ESL PN R R L B ;ie 19]20]21]22 23124 75
O H TI N Bl S| E| LA U] N| D[ ®[ Y| O] H| I| N/ B| S| E] LI 4] U] N
S[10[12|16| B 21| 7|14| I|23|17| 5]|20[25| &|11[13|18] B]22| 9|15] 2| 24[19
ClOl T|BLI|R| DI I|N|F|H|A|VIE|JfU| S| T|{R[E| A| C| H| B D
LI Y E[U|J[D|J[N[Y[P| QB[ F| Y N|E[|C|{N[H|P|F[A[G] PTG
Bl A S| T| E| R N[ E|D| G| E| O] F| %] 0/ 0] D| S| & L] 0] N] G| ¥ 1|
K| 2] B| Y| J| I| A|H|N|S|R|A|N|D| J[ M| E| F| S| Y| R| I| T| S| N
VI E Fl I VI E|T|W| O D| Al S| H| ¥| I| V| E[N| I| N| B[ T| %] O| R
R! Al M| T F| O/ M| O[K| E| N| C| S| H| C| S| P|M| X| B] T/ E]| X]| 6] M
O &] D| W] I| L] L] R[ Bl M| A] T| K| T| N| O] B[ S| &| K| v| A T| 1] O
PYJ N s{y] vlajwlulol Bl YT Fl H] E|] Y] ®] B] 6] ¥| Y| K[ G| M| G
Nicl ol]s|El cl o] N|D| Bl N

UIR Z| Gl H E J] QS| M D

. The cipher text is now to be copied on the message form, in 5-letter
groups. It is as follows: ’ S

LYEUJ DJNYP QBFYN ECNHP FAGPG
-”;KZBYJ IAHNNS RANDJI MEFSY RITSN -
" RANTF OMOKE NESHC SPMXE TEXGM . - ...
PIWNSY VAWUC HYFPHE YTBGCP YKGUC -
URZGH EJQSM D
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" h. -The last. group of the cipher ‘message is, -however,.not & complete
group of. 5, letters. It is made so by. adding four X's.... These are not to-be

cryptographed- they are added merely to complete
final message becomes &8s shown below~,

LYEUJ DJINYP QBFYN EQ)

the last cipher group. 'I'he'_

NAP FAGPG

'-_KZBYJ IAHNS RANDJ MEFSY RITSN

. RAMTF OMOKE NCSHC SPMUXH TEXGM

PINSY VAWUC HYPHE YTBEP YKGUG

--.URZGH -EJQSM n'i'xxx'_'""

The . message a8 it now reads ig but one of many d1

fferent forms in which this

same message ¢ould ‘appear externally, depenhding on exactly which of the.

available oipher-text rows is seleoted for each 1

68. Cryptographing abbrev1at10ns, punctuat

ine of the enclpherment. '

ion slgns, and numbers.'-

&a. huthorized abtreviations appearing in the original plain-text message

may be. enciphered as sbbreviations, W1thout perlod
E. Vi Brown Sch = EVBROWNSCH.

Se Examplesa Am Tn = AMTN;

b. Nermally, the writer of & message ‘spells out the punctuation signs
he wishes transmitted, as, for example, STOP, COMMA, COLON, etc. If & mes-
sage contains punctuation signs not so spelled out, the message-center chief
must lndicate whether they are to be omltted or spelled out and transmitted.

: c.._ Cardinal and ordinal numbers when spel
orlginal plaln-text message are always enciphered

led out in letters in the
exaetly as spelled. :

d.,. Cardinal numbers when expressed in figures in.{he orlgjnal plain~

text messege must alwavs be spelled out diglt by
Exemples-

dlglt in cryptographlng.

4 = FOUR '
' 40 = FOURZERO (a.nd not FORTY) o
400 = POURZEROZERO (and not FOUR HUNDRED)
... . . 455 Z FOURFIVEFIVE -
450,7-758,8 = FOURF IVEZEBOPOINTSEVENDASHSEVENFIVEEIGH’I’POINTEIGHT
. 2005. =. TWOZEROZEROFIVE
12:01 a.m, = ONETWOZEROONEAM
5:15 p.m, = FIVEON“FIVEPM
e. Ordinal . numbers above the ordinal numb

figures followed by "d", or “th", are cryptograph
out, without adding the "d" or "th". The nmissio
will cause. no confusion nr ambiguity. Examples~

SEVENTHPACKTN; 11th Regt = ONEOWEREGT; 4034 Am Tn =

er lOth when expressed in
ed merely ‘ag diglts spelled
n of the "d" or the "th"
'3d Bn = THIRDBN;-7th Pack Tn =
FOURZEROTHREEAWTN .
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. 69. Decryptographing a‘'message. «;a.-  Knowing the keyword or keyphrase,
‘the numerical key is devaloped as described under Paxagraph 66; and the set::
of alphabet. disks is assembled accordingly... The messqge to be decr;ptographéd
is written down in lines’of 26 letters; on arUss-section paper, if availaeble,
space being left under each line for the insertion of plain-text letters.
Using the cipher message given under Paragraph 67-h, it appears under the key
“in the following form: .

18] 10 ‘2'0‘ 21 22] 25

T| 2] 3] 4] 5] 6] 7] 8] 9] 10]|11[12]13 '131-‘6"1"7 2] %5
(G| B[ I| N| E| 5| E| L] A| U] W| D| R Y| C| B 1| N| E| 6] E| L] &A] O] ¥
5|10 |12]16] 6|21] 7|14 1| 23[17| 5}20]25] 4]11]13] 18] e|22| 9| 15| 2| 24|13
[T Y[ E[ O I Dl 3f M| P| ] B[ F| Y| N| B[ ¢| ®| °| B| ¥| A G| P| G

R

“"bas ° The flrst 25 1etters of the chptogram are set up on the device, the
letters being aligned in a row from left to right, just above the guide-rule.
Fixing the disks in this position by screwing down the thumb nut, the whole
cylinder is turned slole, forward or ‘backward, and each row of. letters is
carefully examined. One of these rows and only one will read intelligibly all
the way across from left to right. That 'is the row which gives the plein text
for the first ‘25 cipher letters. These letters are inserted in their proper
place on the work sheet, giving the following:

24

12T 3]4[ 5] 6] 7[ 8] 910 TI[T2[ I3[ T 5] 16 17] 18] 19] 20] 21] 22] 23] 24] 25]
[ CIH|I|N[E S| 8] LI Al U] 5| D} K| ¥| ©f H| I| N| E| S| E] L] A] Ul N
3|10 |12 [16[ 6]=1} 7{14 | 1|23|17; b|20|e5] 4[11]13[316[ 8{22] 9[15] 2[24]19
LYiU"Di_y_l'-PQTFlNE'_EE*HPFA.GPG
CO'I'HIBDI-.N'FH;AVEJUSTR—EAC.HET_D

-~ €. The thumb nut is then loosened, " the next 25 cipher letters are set up, .
%he assembly is locked into position, .agein the whole cylinder is slowly re-
volved, and the plein-text row of letters .found. These ‘are written down in
their proper place: and the process is continued with the rest of the cipher
.-letters until the mess&ge nas ‘been completelJ decryptographed. '

_ d. . In the case of a cryptogram the last few letters of which do not -form
8. complete set of 25, if any difficulty is experienced in picking out the plain- -
text row, the context-of the preceding pa;t of the message should gzve a good
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clue. In the case of the illusprative message above, it should. be realized
that the last four letters of the ¢ryptogrem aré not to be: decryptographed,
singe they were merely added’ after cryptographing to make the last: group. of
the cryptogram a. complete group up of five letters. They are omitted from the

work: sheet.

e. The plain-text message is then copied on &a message form. The code
clerK may, {f authorized to do me- by- the message-center chief, converi numbers,
which had to be spelled out fi- letters to permit of their ‘cryptographing, “into
their equivalent Arabic figures. Abbreviations and punctuation signs are,
however, copied exactly as they stend in the decryptographed message.

. 70, Precaution. - When in damger of capture, the alphsbet. .disks of a
device that has recently been used to cryptograph or decrgptograph & message
mnst be taken off, thoroughly disarranged, and reassembled. c

SECTION XIV
CIPHER MACHINES
Paragraph
Transposition—clpher machines R S F XX TPE PR PRY P 71
Substitution—cipher machines .-.o-.--oou.c-ooo-oo.---.o--.o---o- 72
Mechines -affording only monoalphabetic substitution eeeeevecsiee 73
Machines -affording polyalphabetic substitution suecesiéssessenssse 74
75

Disadvantages of cipher machines Gesssssensscniscsccsncssrsaenns

71.. Transposxtionpcipher machines. - These are rarely encountered- the
files of U, S. patents disclose but one example and so far as is known no '*_%
actual machine has been constructed conforming to the specifications covered
therein. It may be said that substitution methods lend themselves so much
more readily to automatic encipherment than do transposition methods that
the possibilities for the construction of cipher machines for effecting
transposition are almost completely overlooked, Basically it would seem
that & machine for effecting transposition would have to include some means
for “storing up™ the letters until all the plain text has been "fed into the
machine"”, whereupon the transposing process is begun and the letters are .
finally hrought cut in what externally appears to be a randomized order. It
is conceivable that a machine might be devised in which the disarrangement
of the letters is a function merely of the number. of letters comprising the
message; daily changes in the randomizing machinery could be provided for by .
'resetting the elements controlling the process.

72 - Substitution—cxpher machines. '= &, - The substitution principle lends
itself ‘very readily to the construct ion of machines for effecting it. The
cryptographs described in the preceding two sections, as well as the simpler
varieties making use merely of two or more superimposed, concentric disks, are
“ih- the pature of hand-operated substitution-cipher mechanisms that are difficult
to- use, cannot.be employed for rapid or autometic cryptographic manipulations,
and- are quite markedly ausceptible %0 errors in their operation. For a long
time these defects have been recognized and inventors have striven to produce
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and to perfect devices moreJauxomatic in-their functioning.  The success.that
has attended their ‘efforts caiinot-be said to be greet, : Several reasons for
this ‘can be cited, chief among which is the fact :that these inventors have ...
not, as a rule, realized 'thé complexity of the.problem confrontlng_them,_nor_.
have they approached the problem with the necessary thorough knowledge of . -
both practical cryptogrephy, with its many limitations, and theoretical
cryptanalysis, with its widé pessibilities for the exercise of human ingenuity.
Perhaps the day will come, however, when the problem will be attacked by com-
petent, large, and skilled staffs of experts, with the result that highly
efficient cipher machineés will be developed and will actuslly -be used for .

practical secret conmunication.

b. It is obv1ous thet automatic. devices of this nature must be equipped
with & keyboard of ‘some kind, resembling or duplicating that of the ordinary
typewriter.- Furthermore ‘for rapid manipulation these :machines must be ac-~
tuasted by mechanisms affordlng speed in operation, such as electric or sprlng
motors, compressed air, electro-magnets, etc. :

. 73. Machines affordingénly moriGalphabetic substitution. .~ Little need
be seid of those machines in which the ordinary keys of the. keyboard are merely
covered with removable caps bearing other letters or characters. They yleld
.only the s1mplest type of substitution known and have little to recommend them.;
Even when the mechanism is such that a whole series of alphabets can be brought-
into play, if the encipherment is monoalphabetic for & succession of 20 or more
letters before the alphebet changes, the degree of eryptographic security is
relatively low, especially if the various alphabets are interrelated as @ re-a
sult of thelr derivation from a limited number of primary components. '

4. Machlnes affording polyalphabetlc substitution., --a.. .In recent .
years there have been placed upon the commereial market many clpher machines
of more than ordinary interest, but they cannot be described here in detail..
In some of them the number of secondary alphabets is. quite limited, but the
method of their employment or rather the menner in which the mechanism operates
to bring them into play is so ingenious that the solution of cryptograms pre-
pared by means of the machine is exceedingly difficult. This point should be
clearly recognized and understood; other things being equal, the manner of
shifting alphebets contributes more to cryptographic security than does the
number of alphabets involved, or their type. ZFor example, it is quite possible
to employ 26 direct standard alphabets in such a way es to yield greater secu-
rity than is afforded by the use of 100 or more mixed alphabets in an easily
snalyzeble method. The importence of this point has not been recogniged py '

inventors.

- b. One of the serious llmltat;ons upon the development of good machines
is that the' number of letters in our. alphabet, 26, does not lend itself well to
mechanical manipuletion because it has but the factors 1, 2, and 13; nor is‘it
a perfect. square. If the alphabet consisted of 25, 27, or 56 characters, much
.- more could be done.l’mhe addition of figures or symbols to.the 26-letter alpha-
bet introduces the serious practical difficulty that the cryptograms w111 con-
tain. characters other then letters, and the cost of transmitting 1nterm;xtures
of letters,. flgures and symbols is prohibitive. Subterfuges of one.sort or.
-another, employed to’ circumvent thls difficuwlty, are usually 1mpract1cal and

expensive.
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g + - The: prin01ples underlying the various mechines which have thus far
been developed are, so diverse that no descriptiofn of thiem cen here ‘be. under-. .
takeni: -Nor are they. important from the standpoint ‘of: practical cryptography
today, gince so: far as is known, none have even beén or are now ueed by. any
of the: large sommercial or gavernmental offices. R ; .

75, R Disadvantages of cipher machines._- In addition to the fact that
until very regently the cryptographic security of cipher mashines was not very
gresat ;. there are three more- conditions or circumstanoes which. militate against
the use: of eipher apparatus for commercial or governmental usege. R ;JL.

8. The first is that cipher cannot compete with code, from the point of
view 'of condensation or sbbreviation. A cipher messege is alweys at least as
long a8 the original plain-text meesage whereas & code message is usually much
shorter than the equivalent original plain-text message; this arises from the
faet that in,well-construeted codebooks a single group of five (or sometimes
less) characters may represent & long phrase or even a whole sentence..

b. - 'The.-second ‘very important economic disadvantage of cipher as compared
“with code is that the cost of transmitting the former by telegraph is- usually
twice as much as that of. the latter, this arising from the difference in ex-
‘ternal ‘appearance of cipher text as compared with code text. Students who are
‘interested - in this phase of the question are referred to the following trestise:
‘The history of codes and code language, the international telegraph regulations’
pertaining-thereto, and the bearing of this history on the Cortina report, by
Hejor Villiam F... F.: Friedman, Sig-Res., Government Printing Office, 1928, ,

c. Cipher machines are expensive, they are delicate mechanisms that ‘re~
quire frequent gervicing and they cannot be readily transported. Often they
require electric current for operation, the availability of which is sometimes
in question., .If the nechanism ié at all complicated to set up for enciphering
or deciphering, errors are easy to make and call for costlj "exchanges of mes-
~*sages relative tc their correction. :

. .~~ CODE SYSTEHS
" SECTION XV
CODE LANGUAGE' AID THE_INTERNATIONAL TELEGRAPH REGULATIONS.

Lo : . . Paragreph
Préliminaryremarks ...‘.l-...l-ll..‘Il..l...........lI......l......,.l'..t 76
International and domestic regulastions governing construction of oo

cod-e groups III.............I'I......O...l..l...'....'.." 77
Principal effect of the new regulations ceseccscsscsssecsssccssecns ‘ 78
7

.. Intermixtures of code and cipher text .............................

- 76, Preliminary remarks. - Sections XIV—XVIII of Special Text No. 165
'*-Elementary Military Cryptography, were dévoted to:a.general consideration of
“‘eode: systems and enciphered code, It was there ‘indicated that code systems are
“gystems .of substitution whére the elements of the substitutive process, com=—
prising: letters,:. syll&bles, words, phrases, and sentences are .so. numerous, that
‘1% 18 -iimpossible to memorize them or to reconstruct them at will. when necessary,
so that printed books containing these eleméents and their code, equivalents must
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be at hand in order to cryptograph or- decryptograph '‘mgssages. The various t pes
of code groups were indicated, together with methods for their cénstruction
means- of permutation tables. One-part and two-part codes were briefly discussed.
Finally, a few words were &dded vith a view merely t¢" indicating various types
of enciphering code for greater cryptogrephic securitjn Lo _

774 International and dbmestid ‘regulations governing construction of code
groups. - &. Rules for. the corstruction of code. groups and the general:composi-
ion of code and cipher telegrams of internationel traffic are drawn up from time
to time by International Telegraph Conferences to which delegates are sent by all

governments adhering to the Internat
is"not-a-signatory to the Canvention

{onal Telegraph Convention. The United States
Hovever, it is usual for this country to

receive :an invitation to pafticipate in the Conferences, and to send delegates to
attend, but without the right to vote. The last conference was held in Brussels
in 1928. Because messages exchanged between the United States and foreign .counw
tries are subject to international regulations when they arrive or originate in
those countries, for all practical purposes these rules.apply to those messages
with as much force as though this country were one of the signatories to the con-

vention.

b, The- foIIOW1ng is & résuné of the rules adopted by the last conference,
arranged in the form: of an outline of the protocol that was adopted. It should
_be carefully studied by all students 1nterested in the practicael aspects of mod-

‘ern cryptography: . .

OUTLINE OF THE PROTOCOL ADOPTED BY THE INTERNATIONAL TELEGRAPH CONFERENCE, 1928,
-The following outiine of the protocol will succinctly show its most

important featureS° .
3 Types of L@nguages

i Sl
' Cd e e, -

R

] R E ST

e
L

4

.- 1. Plain language is that .which

"y Presents &n intelligible meaning

"> in one or more of the languages

* authorized:for international tel-
egraph correspondence, each word

- - and: eagh expression having the
meaning which is normally ettrib-
-uted to it in the 1 e 1o
which it belongs. Ianguag

Principal Features

1. Requirenents and conditions:

i ; Maxinum length of word--15 letters,

b) Must present intelligible meaning;
each word and expression must have
meaning normally atiributed to it
in languege to which it belongs.

(c) Telegrams of this class must be
wholly in plaeih language but
presence of bona fide commercial
moarks or commérciel abbreviations
in current use, registered ad-
dresses, or check words in bank-
ing telegrams permitted.

(d) Unions of plain-language words
specifically prohibited.,

2. Teriff (same as at present) at rate of
15 letters per word or authorized
compound word. (Check word in banking
telegrams must not exceed 10 characters
in length.)

. The United States, is, however a signatory to the International Radiotelegraph
Convention; which governs radio. traffic in its international aspects. The rules

contained in the International Tele
cipher, end word count, are carrie

telegraph Convention.

¢

raph Convention, in connection with code,
over in toto into the International Radio-

2

Prepared by the writer, in his official capacltj &s Secretary of the American

Delegation.



II. Secret-language.is ciaﬁsgfied 1nto'code langaaée'ahh cipher language.

A. Code language . is that shich is composed of (e) artificial words; or (b)
bona fide words not hawlng the meaning normally ettributed to them in the
language to which they belong and accordingly not forming comprehensible
phrases -in one or more of the languages anthorized for telegraphic corres-
pondence in plain larnguege; or (c) a mixture of bona fide words thua de-
fined and artificial’ words. -

. Code-language telegrams are classif;ed into two caxegories, A and B.
.. As to taxation, a code-language telegram can not be considered as. belong-
- ing partly to Category A and partly to Category B. From this standpoint .
it must be classified in one of the two categories, the other being ex-
cluded (Art 9, Par. 5) % o _

l. Requirements and conditionsz
(a) Maximum length of word--10 letters
(b) Words of 5 letters must contein at
least 1 vowel. Vords of 6, 7, or
8 letters must contain & minimum
of 2 vowels; at least 1 vowel must
appear in the first 5 letters and
at lezst 1 in remainder of word. .
Vords of 9 or 10 letters must con-
T . ) tain a minimum of 3 vowels; at
T R least 1 vowel must appear in first
AT ' " b letters and at least 2 vowels in
remainder of word or vice versa, at
least 2 vowels must appeer in first
5 letters and at least one vowel in
The vovels are

L Gate 0 A. : : remainder of word.
ilo-letter system) . ' a8, e, i, o, u, y; code words ca.nnot
‘ 8, i, and the combinations 3%, ae,
aa, 80, ue, ch are each counted as
two Tetters.
(¢) Mixture of plain,code, and cipher-
languege words permitted. -
(d) Unions of plain-language words spe-
cifically prohibited,
- (e) Code book must be shown if requested
by authorized offices.
2. Tariff (same as at present) at rate of 10
- letters per code word. Plain—language
words inserted in code text at'rate of
10 -letters per ‘word. Cipher—language
-{ + words inserted in code text at rAte of
}1.:.: b characters per word, .: e

o -
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Ff-jhequirements and condltlons-
! (a) ileximum length of word--5 letters.
i- .{b) No conditions or restrictions ss to
! construction of words, except that
i they cannot contain the accented
letters 4, a, &, e é, f, 5, §, and

ch are each counted as two letters.
M . (¢) Unions of plain-language words not
26 Category B C - . . specifically prohibited.l
' 35-1etter system) 1. (4) Mixture of only plain and code-lan-
: ; guage words permitted; figures or-
groups of figures, except bona-fide
commercial marks, prohibited.
R, Tariff, word count at the rate of 5 let-
. ‘texs per word,. charged for at'two-thlrds
. full rate in extra-Puropean regime, and
.at three-—fourths full rate in European
régime. A minimum cherge for four words
compulsorily collected. rlaln-language
viords inserted in code text counted at
rate.nf 5. 1etters per word. .. T

[ AS———

1. Requirements and cond1t10ns~

. (a) No fixed meximum. length of word or
group. .

(b) No condltlons or restrlctlons as to
construction of groups, except that
the mixture, within the same group,

. of letters and figures. is prohiblted.
(Art. 10, Par. 2).

(e) Mixture of plain and cipher-language

vords permitted.:

P

B. Cipher languege is that
which consists of (a) Arabic
figures, groups, or series of
Arebic figures having a se-
cret meaning, or (b) words, ]
names, expressions or com-

binations of letters not ful- {4) Unions of plaln-language words spe-.
filling the conditions of . cifically prohibited.
2. Tariff, same ms at present, at rate of 5

plain language - or code 1an—

guage. figures or letters per word, charged for

at full rete. Plain-language words in-
serted in cipher text counted at rate of
15 letters per word. :

ettt =

1 . . o
The failure to prohibit (by specific wording) the unions of plain-langusge words

in this category was not due to an oversight. The ‘intention wes to0 leave the way

open to users to run plein-language words together ‘and "chop" the- text into 5 let-~
ter groups.. Thus, the folloming is permissible under this category.

CANYO UMEET NOTHE RATFI. VEPM_._"

(Can Jou meet mother at five P. h.)

Telegrams from the United States to all other coéntrles -except Canade and Mexico
belong to the extra-European reglme or system.
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No change is made in the present method of counting and charging for words
in the address and signature in all telegrams.

The :new regulations beceme effective on October 1, 1929,

e -”he foregoing rules do not apply to domestic telegrems within the
United Stdtes. . Here the rules are that code words (bonafide words, including
_,authorlzed compound words) taken from the English, French, German, Spanish,

. Italian, Dutch, Portuguese, or Latin dictionaries count as single words re-
gardless of their length; all other kinds of groups of letters, whether pro-
nounceable. or not, are counted at the rete of 5 letters per word; figures are
counted at the rate of one word per figure. In domestic practice code may be
used in the deferred services (such as day letters end night letters), but not

in internetional practice.-

4. International telegreph régulations, insofar as they do not conflict
with The provisions of the. International Rediotelegraph Convention, or the
Regulations pertaining thereto, apply with equal force to international radio-
telegrams. In particular, these apply to the matter of types of languages,
‘word count, method of counting words in address and signature, etc.

78. Prlncipal effect of the new regulatlons. - a. In order to appre-
ciete the causes and events that led to the formulation of the foregoing regu~
lations, one must understand the history of the use of code language in tele-

graphic communication, for a résum® of which the student is referred to the
brochure mentioned on page 68, Suffice it here to indicate that as a result
of an unforeseen loophole in. the regulations drawn up by an International
Telegraph-Conference in 1903, it became possible for correspondents to join
-B-letter code groups in pairs to form singly-charged-for 10-letter words,
.thus cutting the cost of messages in half. This practice is.now almost. uni-
versal«in:cablegrams and radiogrems. The regulations with respect to Cate-
gory A code words; as outlined in;the preceding paragraph, are an outgrowth
of the conditions that were brought gbout by the practice of Joining two. .
5~letter groups. Since under the .Category A rules each 10~letter code word
must contain-at least three vowels, it'is obvious that in order tc be &s-
sured that every case.of the pairing of two 5-letter groups will result in
forming a 10-letter word with the required number of vowels, each 5-letter
"code group in the code must contain a minimum of two vowels. o

Address end signature are transmitted free of charge in domestic telegrams
within the United States, but in cablegrams and international radiogrems these
are invariably counted and charged for in determining. the ‘cost of trensmission.
This gives occasion to- the ‘practice of employing registered dode addresses,
f'Which, in a single word, indicate the name, and street address of the addressee.
The city (state and county, if’ necessary) are added to the code address and are
included in the word count. The charge for registering a code address is'$2,50
per year, per code address. .This is paid to the local telegraph company, with
whom the code address pust be registered. 4 publication listing registered
.code addresses of the most important commercial firms in the world is privately
_puhllshedﬂunder the title: "International Register of'melegraphic and Trade j

Addresses."
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oo Lebe Por isome:-fdme, to: come,:Category A will be of fan greater importance
to code compilers -and .code -ugers. thap eigher. Category B: code language ar ci-_:
pher 1anguage” both of which are- more expen31ve to use than is Category‘A,'._
s K
- The new regula&lons were deslﬁned to pq&uep end to the endiess dis-};
putes and argument 8- oceasioned by the old. rules vhich were practzcally un~. .
enforceable hecause of  the:lack of precxslon An. deflning tbe types. of. lanp
. iguages- and the rules. for their composition.; &here was also; some thought of
making the cost of code~language telegrams, more in. confo*mitJ with the eg—
pense enmtailed in their handling by the communication egencies, but thé new
rules fail in this object, for reasons. 'which cannot. here be detailed.

79. Intermlxtures of . code tett and cipher text. - a. "It often happeps
that correspondents employ a code which mekes no prov151on for encoding proper
nemég:0r unusual words not included in the yocabulary of ;the .codekhaok. Rgther

. -than leave the unencodable- text in plaln language : in. the message. .singe’ itg_ap-
pearance will aurely lead to clues to unauthorized. reqdlggfof the mesaage, the .

cipher gystem, Also, in some cases, when the coge is llmlted 1n 1ts vocabu}ary
- and -the -various inflections of words are. not represented the cqrrespondente
may -suffix the proper inflections ("ed?, "ing!, "tion", etc.) in’ cipher.. Thls
procedure, however, is not to be recommended because it considerably reduces

jthe cryptographlc security of the whole s;stem._1ﬂ+,_ SESERERE -,

e q_b.x Sometlmes correspondents meke use of two or more codes within t%eﬁ;”m
same message. This is occasionally the case when they are making use.of & ;“;;
general or commercial code which does not have all the special’ expreslions s
-‘necessary for their business the latter expressions being contained in a
-small private .code. Sometimes, however, the intermixture of code text frem__“ﬁ
several codes is done for the purposes of aeorecy, though 1t 1s, as a rule,frj“

a rather poor subterfuge.

SECTION XVI . , .

ENCIPHERED CODE .

' ' - : . Paragraph
Purpose of enciphered.-code eeicescesscsssesscnesessisccssntcescnas 80 .-
}Mnoalphabetic mthods o‘.ooocoodoo-c-coooaoccoocoo’oo_ogqoo.o.‘ooo.lo 81
Poiyalphabetic methods ...'.................-'....u'.-..'....9........_ . 82
Additive and subtractive methods essesecssrsseestresscsssssnsnnsse 83
84

: Ijisdellanzeous'mthods".'..;..l'........l.'..'l...l'.&’.‘..’...ll.‘..':

" 80, Purposes of ‘énciphered code. :-. &.:. The purposes of enclphering code
“heve already been explained in the puevious text, together w1th br;ef indica-}_
* $iong of methods.  -PHe superimpositionof 'a.goed cipher system upon the code.__
text of a mesgsage is today the safest and most pract1ca1 of all methods of
cryptography for: ‘goverrnmental use. :-As.indicsted,:all sorts. of cipher methods
mey Ye® applied ‘put the:Fules imposed.by. internatlonal and donestic telegraph N
regulatibhs serve ‘46 limit.-the. choiog for practical DUrpo®eBe ., © ; . ... .. .
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b. Transpositicn methods where ‘whole- groups are. rearranged are useful but
not frequently encountered. The rdason why transposition.inwolving the letters
of a code message taken &s a single sequence is not used is that it destroys the
form of the groups so that they no longer conform to the required regulations.
Transpositions strictly within the .groups themselves are, however, feasible un~
der the new regulastions in internationsl practice. v{here these regulatlons are
not applicable, or in communications passing purely through military channels -
and egencies, all kinds of transposition methods may be applied with geod effect
providing the system ag-& whole is. of 8 practical nature.

C Substrbutlon nethods ma.y e.lso be used with the same limltat ions as
referred to.sbove. Space forbids an exposé. of &ll the methods that have. been
employed and only two or. three ca.n be briefly mdicated:

i i v, : B g o
.. Bla - Mcnoalphabetic methods.;_- It is. of course easy to draw up. a single—:--
mixéd, aa.phabet in which:vowels.are -replaced by vowels, consonants by: consonants.

When t4e ;codeébook is in possession of’ the enemy. cryptenalysts and the original.’
csde words ;are therefore: at -hand, this method does not. .yield much security, for.
reesons not necessary here to- indlcate. Even :when the. actual codebook is not:.
knawn, byt it is knqwn .thet it -is one of a.set of commercial codesof the 2-let-
ter.differense type, the. reconstructn,on of; the- cipher alphabet ris not d.ifficult.

82. Polyalphabetic methods. - _a_,. | A very simple polya.lphabetlc method is
to have five alphabets which are used:in succession; or there:msy be:a series of
sets of 5.alphebets, the individuel set to be- used being determined by mdicators

inserted in. the message it self.

Any sort of polyal phabetic meth.od in vhich the individual alphabeta are
constructed 80’ thet. vowels .replace vowels, ‘consonents replace consonants, mey be
used. For example, the repeating key method, the running or continuous key :
method, the interrupted key method, etc., can be applied. Digraphic methods may
also be used, providing they are-such that -the .particular pairs used to replace
code pairs conform to the vowel-consonant arrangement of the original.

c. Tables of various sorts are often employed. For example, using a table
applicable to code groups of 5 figures, a table giving pronounceable combinations
of letters for the combinations of digits may result in converting a group such
as 75152 .into the letter group KOBAL.  Tables for substituting combinations of
letters into other comblnations of 1etters are, of course, equally feasible. °
The substitution may be strictly digraphic, comb1ning two 5-letter or 5-figure

groups into a series, of 10 digraphs; or it may, be 8 combinatlon of trigraphic and
a 3-character

and a z-cha.racter comblnatlon. Other combinations are, of course, also p0351b1e.
4. In.all the foregcmg methods the chief ob,]ect ion is that the advantage
of the 2~letter differential feature ig more, L0 1ess dlselpa.ted b,,r the enclpher-.
ment, bnt this lS true of every substltutlve method. that ds. superimpoeed on . code.
I ' . :
'I'he disadvantage referred, to . in the precedmg subparagraph 1s absent
in those cases on whigh.the: ,gnciphement operates. merely:to substltute other
code groups of the same book for the message code groups. The most common
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methods. of this type make use of the figure-code groups, fhe latter being man-
ipulated in various ways to change them and the resulting groups: then beéing
given their-letter—code equivalents. Some of: these methods. are- explained below.

83. Additlve and subtractlve methods. - & If the code groups are -
merical, the addition of an arbitrarily agreed-upon number to each code group
is » simple matter.. If the book contains 25,000 code grouwps, for example, the
tddition of . a number such &s. 1000 to a code group. 24,789 would produce. 25,789,
and this-would be represented in the final message bj the group 00789 (bJ sub-
tractlng 25 ,000).

b, - Where the code groups are composed of letters onlj, and are nob ac=
companied by numbers, additives are rather limited in size, by practical con-
sideration.. ‘It would be extremely laborious t¢ count 500 groups~fcrward;_for
-example. In these cases, additives from 1 t0.10 or-20 are :common.. But vhere.
the eode groups are also numbered, there is.opportunity for full play.of ad-
ditives. For example, in a certain code the code group. ADCOD bears the num-
ber 00869; the additive agreed upon is 1500; the code .group corresponding to
the numer1ca1 value 02369 is BANIL and this is the group transmitted. S

c. Combined addition and subtraction may be used within the same system.
For example, addition and subtraction of a fixed number may be alternated.

4. Keyed additive systems are also used. For example, the additive cor-
responding to the keyword BAD might be (by agreement) 200, 100, 400, These
would be used in repetitive fashion. Or, it might be agreed to use the numbers
additively and subtractively alternately; + 200, - 100, + 400, - 200, + 100,

- 400, + 200, etc.

84. HMiscellaneous methods., - a. Among various more complex methods,
mathematical manipulation of code numbers by complex methods suggests itself.
For example, the addition of a long series of digits to the digits of the code

groups, and the conversion of the sums into letter-code groups is possible.
Phus, suppose the code groups (and their numerical equivalents) of a message
ere as follows:

o b

CABO
1854

""b\

0T ARCI
07 098

[ i)

YO
8 3

(S -5}

R
7

» =
0 H

Suppose the sequence of digits 4 328 0 97 2 1 is used as an additive:

18541 42107 09851 B83572...
43280 97214 32809 72143 ...
61821 139321 42660 155715

Two of the totals obtained in this example are greater than the total number
of groups contained in the code, which, let us assume in this case, is 100,000.
The totals which exceed this number are therefore merely decreased by 100, 000

and the final result is:

61821 39321 42660 55715
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The code groups corresponding to these nunbers are now sought in the codebook
itself and these letter-code groups form the final message. The .numbers re-
sulting from addition or subtraction of key numbers may, however, be sought
“in another and different-numbered code and the code groups corresponding to
the keyed code numbers transmitted. o

b, * The use of a numbered code lends itself readlly to columnar trans—

" position meéthods. The code numbers are written in a rectangle, keyed. columnar
transposition applied, the code groups resulting from this process reconrerted
into letter groups and the latter transmitted. This is only. possible, however
where the codebook contains exactly 10,000 groups and, of course, the process
of encipherment and decipherment requires care and tlme in order to avoid errors.

c. Fractionation methods, and cipher squares (of the l-part 2-part, or
4—part type, ‘asing peirs of digits from 00 to 99) can be readily used with num-
'hered codes. They would yield enciphered code messages of great security.

' d.- Very occasionally cipher maohines or hand-operated anptographs are
_used to encipher code. : Lo

-----
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PARD II
THE SIGNAL INTELLIGLNCE SERVICE *

IS e . . . Paragraph ,
SeCt.iOﬁ XVII- "Genel‘a.l information .D............O.'.lu.'....l. 85“'88
XVIII. Specific functions of the Signal .ntelllgence e _ .
servloe .....'O..PQI....D...'.I.............ll. . 89-95 l
XIX. Types and activities of signal intelligence
units ..}.--...--.....-..........-..----..-..o. 96-~100
.. XX, Generel organization and operation s..eceevessess 101-102
XK1 General Staff responslbillty Certersencciianoaay 103

SECTION XVII.

GENERAL INPORMARTON. [
¢ c - H . - . ol ‘ P‘a‘ragraph

Definition .l......l....._'....'l.....‘...‘...I.‘....'..'......._... 85
Basic authority ........III.I‘.I‘..Il...........I.‘.‘.‘...-..‘.. 86
Relations with the General Staff ..ceevecacsvecceecccnccccences 87

_Helatlons mith “the AdJutant General's Department ...;..........‘ .88

85. Definition. - a. Up to this point the student has been concerned

principally with theoretical considerations in the preparation and proper
manipulation of various types of codes and ciphers. In Special Text No. 165
(1931}, Elementayy HMilitary Cryptography, brief mention was mad2 of the way
in which cryptographic work in the Army is allocated to different agencles
of the mllltery establishment. It wag there hoted that most of the activ-

“ities connected with this’ work are funct1ons of the Signal Corps. . This part

of the present text is devoted t0" a more detalled exp031t10n of the alloca-
tion mentloned so far as concerns the Sig nal corps._f”

b.  The Signal Corps personnel assigned to fulfill the Signel Corps
functlons connected with cryptography are organlzed into* unlts of 'a special
service, called the Signal Intelligence Service, which ‘méy be defined a5 an
operatlng sérvice concerned with (1) the pregaration of all codes,_ciphers,
and other means of secret communication employed by the Army, and (2) the
detection and solution of all enemy secret communications.

c. The Signal Intelligence Service forms the subject matter of this
and the succeeding sections of this text, which deals with the way in which
this service is organlzed coordinated, and supervlsed, 1n order that i%
may function in as efficient & manner as possible.

86, Basic authorltj. - The functions of ‘the Signal Corps referred to
in Par. 85a are those which are assigned to it bJ the Secretary of War under

“the following paragrapns of AR 105-5

.*Thls part of tke text wae prepared under the 301nt dlrectlon of the Chief
Signal Officer and the . Asgistant Chief of Stuff, J‘Z' T P
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"SIGNAL CORPS
GEIERAL PROVISIOWS

* S T * * * *

2, Duties of the Chief Signal Officer. - In addition to such
other duties a&s may be prescribed, the Chief Signal Officer will have
immediate .charge, under- the dlrectlon of mhe Secretary -of War, of the
follow1ng- T : S AN

*\‘.'-_"33 A T .o, . » ™ ‘o
: {Aa.amended by Changes No. 1, hay 10 1929) The preparation
and xev1sion of all codes and ciphers required by the Army end in time
of war the interception of enemy radio and wire traffic, the gonio=~
metric location of enemy radio stations, the solution of intercepted
enemy code and cipher messages, and laboratory arrangements for the
employment and detection. of secret inks.

e ML E A e . % s L . T
J. . The general superv1sion, coordination, and standardization

- of all-radio operations and the enforcement of regulations concerning

the same, .

R * T * : * *

'* 3¢  Unit.signal officers. - a. A chief signal offioer will be de~
tailed for .every expeditionary force and a Signal Corps officer as unit
- 8ignal officer will normally be detailed for each corps area, department, ...
- and every tactical unit larger than a brigade containing Signal Corps. =
" troops ... .- THe unit signal officer will be 'a member of the staff of his
commanding officer. ‘He will be charged,iunder the direction of his com-
manding officer, with the commend of such portions of the Signal Corps be-
longing to his unit as are not placed by competent authority under some
‘other commander or-assigned to some tactical unit containing other than
Signal Corps troops., The unit signal officer is also charged with specific
duties -as followss : : S

* . L o * * *

(5)-He will exercise direct technical supervision over
all signal work done by the command, whether executed by.
Signal Corps troops or troops of other branches.

b, The corps area and depertment signal offlcers are &also responslble
under the policy of the War Department and the instructions of the Chief
- Signal Officer for all matters concerning the Signal Corps in their respec-
tive corps areas or departments, including such matters .in those .posts, .
.. .campg,. and - stations.not. . within the jurisdiction-of the .corps area.or-depart-
- ment commander, hut within the territorial .limits of their respective com-
" mands, and excepting only those functlons directly under the control. of the
Chief Signal Officer.”
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87. Relations with the General taff. - The HMilitary Intelligence (G-2)
Division of each headquarters where. signal’ intelligence activities are con-
ducted exercises general staff suporvision over the Signal Intelligence uervice
thereat, in ‘accordance with the following paragraphs of AR 10-15:

"SECTION I.
WAR DEPARTLENT GINJRAL STAFF

* o » * » " »

- 9 Militar; Intelligence Division, general duties. - &, The

Military Intelligence Division is charged, in general, with those
duties of the Viar Department General Staff which relate to the col-..’
lection, evaluation, and diesenlnaxion of ﬂilitary information. . :

b. The Military Intelliaence Dlvlsion is specifically charged
with the preparation of plans and policies and tne supervision of all-

“activities concerning:

* *, » * * - s T

‘ (6)'00des- and ciphers, .

» * - » * * *

SECTION II.
GILERAL STAFF WITH TROOPE

14, Organization, distribution of duties., - The organization of
the General Staff at headquarters of corps areas will be as herein pre~
scribed for tne Var Departinent General Steff. At all cther hesdquarters
the General Staff will be divided into four divisions, among which shall
be distributed, in .accordance -with "the priiciples enunciated in these
regulatians, such .of the duties of tne Ver Department General Staff as

apply to smaller units. ..." """ S s

- .

88. Relations with the Adauxant General's Departnent. - 2. . As quoted
above, under Paragraph 2e of AR 105-~5, the Chief Signal officer haes charge of
"*the preparation and revision of all codes ‘and ciphers required by the Army."
This covers only the preparation of the manuscript for such codes and ciphers
as require publicetion by printing. The actual printing of codes and ciphers
eand their issue is a function of the Adjutant General's Department, in accord-
ance with the following paragraphe of AR 15-5, pertaining to that Department:

"SECTION II.
DUTIES OF THE ADJUIANT GENERAL

2. Generel. — 8. ... The Adjutant General is charged with the
duty of — -

* » " » * * T
(6) Publishing and distributing —

* L] * * . *® * %

(d) Codes and ciphers,

L " e L] ] * *
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. SECTION V . -
ADJUTANTS GENERAL

9. : General. - The adjutant general of a corps area, district, ex- -
peditionary force, division, or higher tactical unit is a mémber of the
speclal staff of the Commander thereof and operates under his direction
and control.

10. Duties. ~ The dutiés of the adjutant general of a corps area,
district,; expeditionary force, division, or higher tactical unit are
those outlined for The Adjutant General in these regulations as far as
they may be applioable to the Command with which he is serv1ng. oo™

b. The Adjutant General has charge of the accounting for. codes and ci-
phers, in accordance with Paragraph 11 of AR 105-25, dealing with the methods
of receipting for codes, reports thereon, etc. In the absence of specific
regulations on the subject, The Adjutant General also has charge of the storage
of reserve editions of codes and clphers and such parts of current editions as
have not been issued for use,

c. The Adjutant General may call upon the Chief Signal Officer to pre~
pare distribution tables covering the issue of codes and ciphers to specific
organizations and offices; but normelly the type and number of copies of
authorized codes and ciphers to be issued to regular units are shown in Tables-
of Basic Allowances. Such tables indicate, of course, the number of copies
that should be printed for each edition of a code or cipher.

SECTION XVIII.
SPECIFIF FUN"“IOLS OF THE SIGNAL INTELLIGENCE SVRVICE._

Paragraph

Derivation of functions Pesessecvasssseccteettetectstrenrarasarescanae 89
Code angd Clpher Compilation .oooo.o..o-.oto-o-oo.o.o.o...o.oooooo'o.-. 90
Interception of enemy commnnicaxions R R L 91
Radiogoniometry .‘......'..........'.................-.......Q........ 92
" Code and cipher 301ufion ...ecsseecsncescssctencaccsccsaccccancasacses. 93
Secret inks oooooo.ooo-uo..-ooooo.ooooco-o-ooooo.-—-o-o-o....ooo.oo.oo 94

. 95

= com‘mications Security oouoooo-ocoo...ooo-..oo....-n----o.oo-cooo.coo

89. Derivation of functions. ~ a. The speciflc_funotzons and duties
of the Signal Intelligence Service are derived from the wording of the gov—
erning paragraphs in AR 105-5 quoted in Parsgreph 86 of this text. They are
six 1n number, as follows:

(1) Compilation and revision of codes and ciphers employed by our
own forces,

(2) Interception of enmmy radio and wire traffic by electrical
means. :

(3) Location of enemJ radlo transmitting stations by goniometric
mesns.

(4) Solution of enemy codes and ciphers.
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(5{ Ldboratory arrangements ‘for ‘the selection and preparation of
. 8secret inks to be employed by our own guathorized agents- and .
for the detection,of the presence of secret-ink writing in .m;f“

enemy documents. . ..

(6) Interception and mon}toring of our’ own radio traffic in orders '_
~ to detect violations of regulations, and, from the, p01nt Qf
view of communications aecurity. : S e

b. . Each of the foregoing functlons Wwill be dlscussed separately in the:i
subsequent paragraphs. .. L .

... 90. Code and clpher compllatlon. ~ This function 1nvolves, in time of'"j
var es well as in time of peace, the preparatlon end revisgion of all codes, .
ciphers and other means of secret conmunlcatfons which are to be employed by o

the Army. As noted in Paragraph 88 of this text, The ‘Adjutant ‘General is LT
respon51ble for the printing of codes end ciphers, for their atorage, dis-_.;f

tribution and accounting. . . :

91.. Interceptlon of enamy communlcations._- This function inyolves, 1n. ;
time of war, the interception, by electrical means, of enemy communications,_ '
including their press reports; in time of peace, the necessary orgenization
and training of personnel and the necessary development of equipment to
enable the Signal Corps to conduet intercept work successfully immediately
upon the outbreak of war. In this connection, it should be noted that the
Signal Corps is responsible for the interception of eneny messages by elec-
trical means only. It has no responsibilitiy for the interception of enemy
communications through postal' censorship measures or by means: of bersonel k
contact with enemy agbhts;'with prlsoners bf war or by any other personal

contacts. . T

............

92, Radiogohiometry., -~ This funttion involves, in' time of war, the loca-
tion of enemy radio transmititing stations by radiogoniomeiry; in time of peace,
the necessary orgenization and tralning of personnel and the necessary devel-
opmeént of equipment {see AR 105-5, Paragraph 2b) ‘to enable the Signal Corps
to conduct this work successfully immediately upon the outbresk of war.

93. Code and cipher solution. - This function involves, in time of war,
the solution of all code, cipher, or other disguised enemy messages or documents
thet may be intercepted by the Army or forwarded by other agencies to the Army
for solution; in time of peace, the necessary research work and the organizé—
tion and training of personnel to enable the Signal Corps to conduct thls work
successfully immediately upon the outbreak of War,

9%. Secret inks. -~ This function involves, in time of war, 1aboratory
arrangements for (1) the selectlon and preparatlon of secret 1nks to be em~
ployed by authorized agents of our own forces, ‘and (R) the detectlon of the -~

presence of secret-ink writing in’ 1ntercepted enemy docunents‘ in time of_ S

peace, the necessary research work and thé organization’ and’ training ‘of ¢
personnel to enable the Signal Corps to conduct this work_successfully

immediately upon the outbreak of war.
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95. Communications security. - Under current regulations, the actual
employment of codes and ciphers within the organization to which they are
distributed for use in enccding or enciphering and decoding or deciphering
nessages: is & function of the message ceanter of that organization. 1In or-
genizations down to and including Division, the message centers are operated
by Signal Corps personnel, in those below Division, they are ‘operated by
personnel assigned by the commanders of the organizations to serve under
the unit signal officer. Although message centers are in no way organicelly
related to the Signal Intelligence Service and the work done at message
centers is not performed by signal intelligence personnel, nevertheless the
proper employment of codes and ciphers by all message center personnel is an
important phase of secret communication. Should they be employed improperly,
their secrecy and the secrecy of the entire code or eipher system iB jeopard-
ized. As an outgrowth of AR 105-5, Paragraph 2j, in time of war -as well as
in time of peace, the supervision of the use of codes and ciphers by all Army
personnel, with a view to insuring their proper employment, is & responsibility”
of the Signal Corps and is a function of specially assigned personnel of the
Signal Intelligence Service. This duty, by inference at least, requires the
interception of our own radio traffic from time to time with a view to its
examingtion for infractions of regulutions established to preserve secrecy

of codes and clphers.
SECTION 'x1x.

TYPES AHD AC”IVITIES OF SIGIAL IN”LLLIGHNCE UNETS. :

, Paragraph 3
. Number of types ................................................. 96 .
The Var Department UNit eeseeeecscecrscccseoscsscencacaiossnones 97 .
A corps area or department unit-................................ 98"’
A general headquarters UNit .eeesesssecessccsssscccsccsscavossans 99
100

A field arm unit ..........I-..O..'..'l.......-..l......II.O... .

96. Number of types. — a. Dependlng upon where 51gnal 1ntelligence pc~
tivities are conducted there are four types. of sighal intelligence units,. w1th
somewhat dlfferent duties. These four types of unlts are as follows-“

{1) Var Department unit.

(2) Corps area or department unit.
(3) General headguarters unit.

(4) Field army unit. .

b, Zach type of unit . is dlscussed 1n the succeedlng four paragraphs, '
but only general outlines can be indicated. '

97. . The Var Department unit, - a, The Var Department signal intelligence
unit operates at the Var Department in.Washington, under the direct control of
the Chief Signal Officeér, General staff supervision over its actlvitles 1s exer-
cised by the G=2 D1v1510n of the Var Department General Staff. S

o
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b. The duties of the War Department unit arezas follows:
- ~+. (1) The compilation of all .codes and ciphers and other means of
.secret communlcation empIOJed by the Army, except that when
_ .established the signal intelligence unit at the general
. headquarters of fi€ld or expeditionary forces will take
over -the preparatlon ‘of such field codes and ciphers as are
. required for’ current replucement w1thin the Theatre of Ope-~
rations,
(2) The interception, by electrical means, of enemy comaunications
. emanating from stations not in the Theatre of Operations.
(3) The radiozonicmetric lccation of the enemy stutions from which
... - thege intercepted commanlcatlons enanate. : -
(4) The solution of secret or dwsgulscd enemy communications includ-
Cing those written in code or clpher or those employing other
_ means. for dlsguisement. N
(5) Work with secret inks, to consist in- the establishment of a lab-
oratory for -the detection of secret~ink’ writing in intercepted
-enemy communlcatlons and for the aelection and preparation of
suituble secret ‘inks to be employed by authorized sgents of
. . . the Var Departﬂent._
(6) The superv1sion of Army radlo and, wire traffic within the Zone
of the Interior from the po;ﬁt of View “of conmunlcations se-

curity.

98, A corps ures or department un1t._— a. A s:gnal 1nte111gence wnit
- is. assigned to each of such corps areas “and dencrtments 4d ray be’ .directed by
the Var Departnent. nhe unit operatés under the dlrect control of the Corps

Area (or Department) Signal O0fficer. Geéneral Staff supervision over its

- activities is exercised by the G-2 D1v1310n of the Corps Area (or Department)

General Staff.,

B} . The duties of a corps area or department unit are as follovs-

(1) The interception, by electrical*means, of enemy communications-é
emanating from stations not in the Theatre of Operations.

(2) The radiogoriometric location of the enemy stations from which
these intercepteu communications emanate,

(3) The solution of secret or-disguised enemy communicetions includ-
. ing those written in code or crpher, or- those employ;ng other
neens for disguisement. '

(4) The supervision of rcdio and wire traffic from the p01nt of view

of communicatlons sepurltJ.

99. A general headquarters unit. = a." A 51gna1 1nte111gence unit is
organlzed promptly upon the’ establisnment of, and is assigned to,!the general
headquarters of field or expedltlonary forces. " A GHY signal intelligence unit
operates under the direct control of’ the Chief’ ‘Signal ‘0fficer ‘of the field or
expeditionary forces. General staff supervision over its activities is ex-
ercised by the G-2 Division of the GHQ General Staff.
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The duties of a GHQ unit are as follows-

(1) The compiletion of such field codes end ciphers as are required
.a8 replacements for those issued by the War Department to units
of the field forces upon their mobilization; and, as directed
by the Commanding General of the field or ‘expeditionary forces,
.the compilation of ‘such special codes and ciphers as may be
necessary.to meet local or special needs in the Theatre of Ope-
rations. _

(2} The interception, by electrical reans, of enemy communications

.. emanating from the larger: or more important stations in the
' Theatre of Operations.

(5) The radiogoniometric location of the enemy stations from which
these intercepted communications emanate.

(4) Solution of secret or disguised enemy communications including
those written in code or cipher or those employing other means

for disguisement.

(5), Work with,secret inks to consist .in the establishment of & lab-

" oretory for the detection of secret-ink writing in intercepted
- enemy communicetions and for the selection and preparation of
suiteble secret inks to be employed by authorized agents of
-the Commanding General of the field or -expeditionary forces.
(6) Supervision of the radio and wire traffic of organizations sub-
ordinate to the GHQ, from the point of view of communications
security.
(7) Study of such captured enemy documents as relate to the signal
service of the enemy and are forwarded to it by the G-2 Division

' of the GHQ General Staff,
A field army unit. - a, A signal intelligence unit is assigned to

each field army. The unit operates as a part of the Army Signal Service under

the direct control of the Army Signel Officer,

General staff supervision over

its activities is exercised by the G-2 Division of the General staff of the
field army which the unit serves, :

.B.

Its duties are:

(1) The interception of enemy radio and wire communications by

electrical means,
(2} The radiogoniometric location of enemy radio transmitting

stations in the Army sector.

- {3} Code and cipher solution to inciude only the translation of

intercepted enemy code or cipher messages by the assistance
. of information furnished by the GHQ signal intelligence unit.
(4) Superviaion of the radio ‘and wire traffic of orgeanigzations
.subordinate to the field army concerned from the point of °
- view of communications security.
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SECTION XX.

'GENERAL ORGANIZATION AND 'GPERA'.DION '
B ' Paragraph
101

General Organlzation -.o.-o.o.-oot-otooo.a.-o--‘---oo...-n--ao-oonobu
102

General Operatlon .I.'.................D...‘......0‘.................

101; _ ' General organization. - a. " Each of the four types of signal intel-
llgence anits mentioned in the preceding four paragraphs is organized in accord-
ance with auth011zed tables of organization applicable to the headquarters to
which the unit 'is assigned. Tdbles applicable tn GHQ and Army signal 1ntelligence
units are shown in Appendix 1. "It will be noted that signal intelligence work
is conducted by Signal Corps personnel organized into specific sections which,
taken as. a group, comprise the signal intelligence service unit under the signal
Service (Army, GHQ, etc.) of those headquarters. It will further be noted that
radio interception and radiogoniometry are performed by regularly constituted
Redio Intelligence Companies (T. of 0. - 211 W}, which are, however, under the
technical and téctical control of the offieer in charge of the Signal Intelli-
gence Service at the headquarters ts which they are assigned.

b.' War.Debartmént and Corps Area and Départﬁent signal intelligence units
are organized in accordance with the services each is intended to perform, follow-
ing, in general, the pattern set up for the GHQ and Army signel intelligence units,

102, General operatlon. - &, ' The signal 1nte111gence unit at each head-
quarters to which it is assigned operates as a aigna‘ Curps activity directly
under the,adminlstratlve control of the (Cr'e?) Signal Officer ol that head-
quarters. As in all other slmllar cases, .the unit - conducting the activity &t
eny headquarters is under control ‘of the commanding general thereof. The G-2
Division of the. heaoquarters staff exercises close general staff supervision over
the unit and ooordinates its activities, for rezsons which will soon become ap-

parent.

E: Specific detasils concerning the wey in Whioh the various activities of
the 8ignal Intelligence Service are conducted cannot, of course, here be given;
only brief outlines are presented below:

(1) Code end cipher compilation. During time of peace the Viar
Department signal intelligence unit, under the Chief Sig-
nal Officer of the Army, prepares and revises all codes,
ciphers and other means of secret cormunication employed
by the Army in time of peace, and also prepares field
codes for employment by combat units on active service,

It prepares & sufficient number. of editions of the field
. .codes to the end that troops may have certain editions
~_for peace time tralning, and that certain editicns may be
_E_held in reserve for prompt issue to troops upon mobiliza- -
. tion for active service. Upon mobilization the Ver Depart-
, rment signal intelligence unit continues the. preparation and
. revision of all means, ‘of secret communication, except that
. after mobilization the preparatlon and revision of field
. codes, and of such special codes and. oiphers a8 are



-«

(2) Interception of -enemy communlcatlons...
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specifically for use in the Theatre of Operations, becomes
a responsibility of the GHQ sxgnal intelllgence unit. It

formed only by the Var Department and GHQ 31gna1 intel-

ligence units. . _
'L‘he .interceptmn;of .

enemy communications by electrical means is primarily radio
interception, but, in the Combat Zone especially, alsa en-
tails the dinterception. of enemy communicetions by -any other -
electrical means, such as inductive or direct contact with
electrical circuits carrying enemy messages whenever and
wherever this procedure is practicable. A certain amount
of radiogoniometric work is required in connection with
redio interception for the purpose of locating and iden-
tifying the enemy station the traffic of which is being-
intercepted. 'The close relationship between interception
‘and. goniometric location is evident. The (Chief) Signal
Officer of the headquarters routes messages or press re-
ports intercepted in clear language to the G-2 Division

of the headquarters staff, and routes messages intercepted
in code or cipher to-his signal intelligence unit for solu-
tion. It will be noted that, in time of war, intercept
activities are conducted by all four types of signal intel-
ligence units.

(3) -Radiogoniometry. - .This activity entails the location of

enemy rédio transmitting stations by means of radiogonio- :
metric stations located at critical points within the area ...
under the ‘jurisdiction.of the headquarters te which this ac-..

- tivity is: assigned.-:-Location of the enemy transmitting
."stations. and the. determination of the-tactical uynit.which -

‘edch such station serves, that. is, -whether it is an Army, .
Corps, Division, Brigade, Regimental, or Battalion station,. ..
indicates the tactical disposition of the enemy and the '
determination of enemy -stations as belonging to- particular
units indicates the enemy battle order. The obtaining of
this very important information is .one of the major func-
tions of the Radio Intelligence Company serving a field
army. To a lesser extent this may also be a function of
the Radio Intelligence Company serving GHQ. The (Chief)
Signal Officer of the headquarters routes the information
collected by this activity to the G-2 Division of the
headquarters staff; he also, of course, supplies this
informetion directly to his solution section. It will

be noted that, in time of war, radiogoniometric activities
are conducted by all four types of signal intelligence
units, but radiogoniometric work specifically connected

. with the determination of the enemy order of battle is

conducted primerily by Army Signal Intelligence tervice,

© '« secondarily by GHQ Signal. Intelligence Servigce. Very
ewiilibble, if any, such work is conducted by, thq»har De-~
i :partment-or & Corps Area, (or department) Signal In-

*telligence. Service. The latter conduct. only such radio-
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goniometric studies as are needed to identify the
particuler radio.stations whose trafflc 1s being

wtne fntercepted by them.

(4) Code and cipher solution.. At any headquarters to which
'_a sxgnal intelllgence unit ‘is assigned all enemy com-
"munlcatlona wh;ch are in secéret or dlsgulsed form and

o whlch are obtaaned either by radio interception or
: from ‘other soyrces ultimately reach the code and cipher
‘sélution section of the’ sighal intelligence unit. for
- " soluticr, Solved -cormunications ‘are routed By the
* (Chief) Signal. Officer .of the: headquarters to the.G-2
"' Division of the headquarters” ‘'staff. "It should ‘be
* noted that solu,ton activit les- are conduofed bv all
N _four types of signzl 1ntelllgence units, but with -
-, 'sections dlfferlng in scope and personnel, It is.
_-'_probable that, .as regards .solution acb1v1t1es, (a)
* " the Var Department signal. 1nte111gence unit, ang -
~ (b)'a Corps Area.or Departéent s1gﬁa1 intellzgence
;unit will deal mostly with cryptograns ¢onveying.
i'“dlplomatic or geperal informaetion, while (c) a GHQ:
' 'signal 1ntelllgence anit and (4)- the respective
. signal 1nte111gence units ‘cf the séveral field armies
:"under GHQ will. deal: primarily with- cryptograms con~- -
p Zveylng combat or .tactical 1nformat10n. Therefore,
it is evident that, as regards golution activities,.:
" the tmo former types of signal intelligence units,
(&) #nd (b), should operate rndependentld'or the .
~ two latter types, (¢)-and (4}, ‘excépt that technical
1nformat;on Should be! fireely: 1nﬁerchanged bet eén
~all unlts. It is further evident that, &s regards
~ the. solution of enemy codes and clphers, the iar:
DeQartment -signal intelligence “anit and the respective
" corps area or ~department - sighal: 1nte111gence units.
deal with the. seme types-of. enemy codes and clphers :
(dlplomatlc) and seek the samé kind of information,
‘ahd that the solution sectlons ‘of theSe two types of -
‘units should, for-the sake ‘of eff1ciencJ, work in the -
“'closest cooperatlon- likewise,- &nd in the seme . regard,
it is e71dent that a GHQ §ignal intelllgence unit and
the resnectlve signal . intelllgenqe unlts of the several
fleld armies under GlQ deal with the same- thes of
: eﬂemy codes and ciphers (tactical) ‘and’ seek the :seme
. kind of 1nformat10n, and that: the soiu ien’ sect;ans
of these two thes of, units should for the sake of
'efficlency, work in the closest eooperation. There-
fore, the. Uar Department 31gnal ‘intelligence unit,
and ' g GHQ slgnal intelligerice unit ‘should be. organlzeﬂ
to carty dut to the-fullest’ axtent ‘the work: 6F solving
any and all disguised enemy communications which may
be received, while corps area or depariment signal
intelligence units and field army signal intelligence
units may be organized viith less personnel and may
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operate in & less extensive manner, placing ‘dependence
upon the solved enemy ¢odes and cipher-kéys which have
_ been prev1ously worked out, ‘and furnished- “fhem by the
solution section of the larger 51gna1 1ntelllgence anit
with which they are most closely aliied.:' In case the
solution section of a corps area or ‘departmént signal
1nte111geqce unit or that of fieXd Army ‘signél intel-
ligence unit obtains messages in & code or-cipher con-
cerning which it'Las'reééived no déte or which it is
-unable to solve, ‘such messages are to be forwerded to
the solution section of the larger signal intelligence
unit (War Departuent or GHQ, respectively)for solution.
(5) Secret inks. Secret ink labordtories are assigned only
to the War Depertment 515nal intelligence unit and to
a GiQ 31gna1 intelllgence unit, These ére small labo-
- ratories which serve two main purposes: (&), the de-
tectlon of secret-ink writing in-intercepted enemy
_ commun;catlous, and (b}, the selection &and preparation
of certain inks suitable for our own use. Thése labo-
ratories condunt research work which will ‘enable them
... to draw up instructlons ‘for certain simple and general
. measures o be employed by such persornel &s censorship
.officnals, and others who come 'in contact with suspected
documents. In case these measures fail, the documents,
if still suspected, are forwarded to the laboratory for
final test. The laboratories also conduct research work
which will enable them to select and drew up instructions
Tfor the use of suitcble secret inks by such of our own
agents who may be authorized to employ them.
(6} Supervision of radio end wire traffic. The (Chief) Signal
- . Officer establishes & communications security section as
& part of his S1gna1 intelligence ‘unit. This section
conducts 1ndependent radio and wiite iutercept operations
directed toward obtaining saaplés of our own traffic.
The (Chlef) Signal Officer assigns 'specifiec periodswhen
personnel of his Radio Intelligence Company direct their
attention to transmissions by our .own forces, ~Traffic
from this source is turned over to the solution section
‘for study and examination. If infractions of rules for
the use of codes and ciphers, or carelessness and blunders
are ‘noted, the matter is teken up through normal official
channels with a view to their correction or, if persisted
in, the appllcation of disciplinary measures. In addition
to such intercept activities, the monitoring of telephone
lines, in order to eliminute or reduce:imprudent conversa-
tion over this 1mportant source of information, mey be
conducted by spe¢ially designeted personnel, -
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SECTION XXI.

GENERAL STAFF RESPONSIBILITY
_ Paragraph
Genersl Staff responsibility esssdscbroencsncoconsesdbbbodoeisnsnsne 105

103. General Staff responsibility. - a. The Military Intelligence
(G-2) Division of the headguarters to which signal intelligence activities
are assigned is responsible for policies with reference to and the general
staff supervision of the Signal Irtslligence Service aht that headquarters.
The point of contact is the Commuunicationc Section of the (-2 Division.

The contact between the G-2 Division of tlie General Stert and the unit
rendering the signal intelligence is perhaps closer than betveen any other
general staff division and an operating branch, sinze, in a very real sense,
the signal intelligence unit operates largelyr as an information collecting
egency for the G-2 Division and the latter depends upon the former for the
very vital information that a well-organiced signal intelligence unit can
furnish. Communications between the G-2 Division end the signal intelligence
unit are handled by the G-2 Communications Section. Information of interest
to G~2 obtained by the signal intelligence unit is routed by the (Chief)
Signal Officer of the headgquarters to the office of G-2 where it is handled
by the G-2 Comnunications Section znd distributed by that section to other
interested G-2 branches, unless a more direct routing has been previously

arranged.

b. Close personal liaison should be mainvained between the G-2
Communications Section and the signal intelligeace unit. The Ceneral Staff
officer bears in mind that general staff policies with reference to an ope-
rating branch must be general in character, and that in forming them every
consideration must be given to the requirements of the technique of the
operating branch, with which the General Staff ofiicer should be in general
familiar, General Staff policies determine vhat result is desired from the
operating branch, the operating branch determines how this result is to be
accomplished. The result desived having been enunciated, the General Staff
officer bears in mind that he is & coordinating agent and not a directing
one. He coordinates the activities of the operating agency with the &ctiv-
ities of other operating agencies over whicihh it has no control. The above
may be considered as a definition of General Staff supervision.



