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SECTION I 

INTRODUCTORY REMARKS 
Paragraph 

Scope of this text. •••... ---------------·-------------········-··-·-·······--------------·-········-----------------·-··-·--- 1 
Mental equipment necessary for cryptanalytic work.----·-·······----------------------------------------------- 2 
Validity of resUlts of oryptanalyaia..---··-----·--··········-···---------------·--······-·---------------------------- 8 

1. Scope of this text.--a. It is assumed that the student has studied the two preceding 
texts written by the same author and forming part of this series, viz, Elementary MuiJary Cryp­
tography, and Adtoanced MiJ.vary Cryptography. These texts deal exclusively with cryptography 
as defined therein; that is, with the various types of ciphers and codes, their principles of con­
struction, and their employment in cryptographing and decryptographing messages. Particular 
emphasis was placed upon such means and methods as are practicable for military usage. It is 
also assumed that the student has firmly in mind the technically precise, special nomenclature 
employed in those texts, for the terms and definitions therein will all be used in the present text, 
with essentially the same significances. If this is not the case, it is recommended that the student 
review his preceding work, in order to regain a familiarity with the specific meanings assigned 
to the terms used therein. There will be no opportunity herein to repeat this information and 
unless he understands clearly the significance of the terms employed, his progress will be retarded. 

b. This text constitutes the first of a series of texts on cryptanalysis. Although most of the 
information contained herein is applicable to cryptograms of various types and sources, special 
emphasis will be laid upon the principles and methods of solving military cryptograms. Exeept 
for an introductory discussion of fundamental principles underlying the science of cryptanalytids, 
this first text in the series will deal solely with the principles and methods for the analysis of 
monoalphabetic substitution ciphers. Even with this limitation it will be possible th discuss 
only a few of the many variations of this one type; but with a firm grasp upon the general prin­
ciples no difficulties should be experienced with any variations that may be encountered. 

c. This and some of the succeeding texts will deal only with elementary types of cipher 
systems not because they may be encountered in military operations but because their study is 
essential to an understanding of the principles underlying the solution of the modern, very much 
more complex types of ciphers and codes that are likely to be employed by the larger govern­
ments today in the conduct of their military affairs in time of war. 

d. All of this series of texts will deal only with the solution of visible secret writing. At 
some future date, texts dealing with the solution of invisible secret writing, and with secret 
signalling systems, may be prepared. 

2. Mental equipment necessary for cryptanalytic work.-a. Captain Parker Hitt, in the 
first United States Army manual 1 dealing with cryptography, opens the first chapter of his 
valuable treatise with the following sentence: 

Success in dealing with unknown ciphers is measured by these four things in the order named: perseverance, 
careful methods of analysis, intuition, luck. 

1 Hitt, Capt. Parker, Manual for the Solution of Military CipherB, Army Service Schools Press, Fort Leaven• 
worth, Kansas, 1916. 2d Edition, 1918. (Both out of print.) 
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These words are as true today as they were then. There is no royal road to success in the 
solution of cryptograms. Bitt goes on to say: 

Cipher work will have littJe permanent attraction for one who expects results at once, without labor, for 
there is a vast amount of purely routine labor in the preparation of frequency tables, the rearrangement of 
ciphers for examination, and the trial and fitting of letter to letter before the message begins to appear. 

The present author deems it advisable to add that the kind of work involved in solving 
cryptograms is not at all similar to that involved in solving "cross-word puzzles", for example. 
The wide vogue the latter have had and continue to have is due to the appeal they make to the 
quite common instinct for mysteries of one sort or another; but in solving a cross-word puzzle 
there is usually no necessity for performing any prelimin&.ry labor, and palpable results bec~me 
evident after the first minute or two of attention. This successful start spurs the cross-word 
"addict" on to complete the solution, which rarely requires more than an hour's time. Further­
more, cross-word puzzles are all alike in basic principle and once understood, there is no more to 
learn. Skill comes largely from the embellishment of one's vocabulary, though, to be sure, con­
stant practice and exercise of the imagination contribute to the ease and rapidity with which 
solutions are generally reached. In solving cryptograms, however, many principles must be 
learned, for there are many different systems of varying degrees of complexity. Even some of 
the simpler varieties require the preparation of tabulations of one sort or another, which many 
people find irksome; moreover, it is only toward the very close of the solution that resuits in the 
form of intelligible text become evident. Often, indeed, the student will not even known whether 
he is on the right track until he has performed a large amount of preliminary "spade work" 
involving many hours of labor. Thus, without at least a willingness to pursue a fair amount of 
theoretical study, and a more than aV6rage amo-unt of patience and per8efJ6rance, little skill and 
experience can be gained in the rather difficult art of cryptanalysis. General Givierge, the author 
of an excellent treatise on cryptanalysis, remarks in this connection: J 

'J'he cryptanalyst's attitude must be that of William the Silent: No need to hope in order to undertake, nor 
to succeed in order to persevere. 

b. ~. regards Hitt's reference to careful methods of analysis, before one can be said to be a 
cryptanalyst worthy of the name it is necessary that one should have firstly a sound knowledge 
of the basic principles of cryptanalysis, and secondly, a long, varied, and active practical experi­
ence in the successful application of those principles .. It is not sufficient to have read treatises 
on this subject. One month's actual practice in solution is worth a whole year's mere reading 
of theoretical principles. An exceedingly important . element of success in solving the more 
intricate ciphers is the possession of the rather unusual mental faculty designated in general 
terms as the power of inducti~e and deductive reasoning. Probably this is an inherited rather 
than an acquired faculty; the best sort of tra.ining for its emergence, if latent in the individual, 
and for its development is the study of the natural sciences, such as chemistry, physics, biology, 
geology, and the like. Other sciences such as linguistics and philology are also excellent. Apti­
tude in mathematics is quite important, more especially in the solution of ciphers than of codes. 

c. An active imagination, or perhaps what Hitt and other writers call intuition, is essential, 
but mere imagination uncontrolled by a judicious spirit will more often be a hindrance than a 
help. In practical cryptanalysis the imaginative or intuitive faculties must, in other words, be 
guided by good judgment, by practical experience, and by as thQrough a luiowledge of the general 
situation or extraneous circumstances that led to the sending of the cryptogram as is possible 
to obtain. In this respect the many cryptograms exchanged between correspondents whose 
identities and general affairs, commercial, social, or political, are. known are far more readily 

a Givierp, 06n6ral Marcel, Co~rf df CryptofiTaphie, Paris, 1925, p. 301. 
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-solved than are isolated cryptogra.ID.s exchanged between unknown correspondents, dealing with 
unknown subjects. It is obviQus that in the former case there are good data upon which the 
intuitive powers of the cryptamalyst can be brought to bear, whereas in the latter case no such 
data are available. Consequently, in the absence of such data, no matter how good the imagina,. 
·tiQn and intuition of the cryptanalyst, these powers are of no particular service to him. Some 
writers, however, regard the intuitive spirit as valuable from still another viewpoint, as may be 
noted in the following: 8 

· · · Intuition, like a ftaah of lightning, lasts only for a aecond. It generally comes when one Ia tormented by 
a· diflioul~ deoiph~en~ and when on~ reViews in his mind the fruitless experiments already ~ed. Suddenly 
the licht breab through and one 1lnds after a few minutes what previous days of labor were unable to rev..,l. 

This, too, is true, but unfortunately there is no way in which the intuition may be sum­
. moned at will, when it is most needed.' There are certain authors who regard aa indispeQ&able 
the possession of a somewhat rare, rather mysterious faculty that they design&~ by .the word 
·"fla.ir",- or by the expi'ession "cipher brains." Even so excellent an authority as General 
.Givierge,1 in referring to this mental facility, uses the following words: ·"Over and above per­
se~eranee and this aptitude of mind which some authors consider a special gift, and which they 
call intuition, or even, in its highest manifestation, clairvoyance, cryptographic studiea will 
continue more and more to demand the qualities of orderliness and memory." .Although the 
·present author believes a special aptitude for the work is essential to cryptanalytic success, he is 
sure there is nothing mysterious about the matter at all. Special aptitude is prerequisite to 
success in all fields of endeavor. There are, for example, thousands of physicists, hundreds of 
. excellent ones, but only a ·handful of world-wide fame. .. Should it be said, then, that a phyaicist 

a Lange et 8oudart, TraiU _d, CryptOf/TtJPhu, Librairie F~lix Alean, Paris, 1925, p. 104. 
• The following extracts are of interest in this connection: 
The fact that the scientific investigator works 50 per cent of his time by non-rational means is, it seems, quite 

insufficiently recognized. There is without the least doubt an instinct for research, and often the most successful 
investigators of nature are quite unable to give an account of their reasons for doing such and such an experi­
ment, or for placing side by side two apparently unrelated facta. Again, one of the most salient traits in the 
character of the successful acientific worker is the capacity for knowing that a point is proved when it would not 
;&ppear to be proved to an outside intelligence functioning in a purely rational manner; thus the investigator 
feels that some proposition is true, and proceeds at once to the next set of experiments without waiting and wasting 
time in the elaboration of the formal proof of the point which heavier minds would need. Queationleaa such a 
scientific intuition may and does sometimes lead investigators astray, but it is quite certain that ii they did 
not widely make use of it, they would not get a quarter as far as they do. Experiments confirm each other, and a 
false s~p is usually soon discovered. And not only by this partial replacement of reason by intuition does the 
work of science go on, but also to the born scientific worker-and emphatically they cannot be made-the struc­
ture of the method of research is as it were given, he cannot explain it to you, though he may be brought to agree 
a po1tiori to a formal logical presentation of the way the method works.-Exeerpt from Needham, Joseph, 
· T1&e Sceptit:tJl Biolo,Ut, London, 1929, p. 79. 

The essence of scientific method, quite simply, is to try to see how data arrange themselves into causal 
configurations. Scientific problems are solved by collecting data and by "thinking about them all the time." 
We need to look at strange things until, by the appearance of known configurations, they seem familiar, and to 
look at familiar things until we see novel configurations which make them appear strange. We must look at 
events until they become luminous. That is scientific method . . ; Insight is the touchstone . • • The appli­
Cation of insight as the touchstone of method enables us to evaluate properly the role of imagination in scientific 
method. The scientific proceaa is akin to the artistic process: it is a process of aelecting out those elements of 
experience which fit together and recombining them in the mind. Much of this kind of research is simply a cease­
less mulling over, and even the physical scientist has considerable need of an armchair. . • Our view of scien­
ti11.c method as a struggle to obtain insight forces the admission th&t science is half art . • • Insight is the 
unknown quantity which has eluded students of scientific method.-Excerpts from· an article entitled Inrifht atwl 
Scientific Method, by Wfllard Waller, in The.American Jov.f'f&IJl of8ociol0f111 Vol. XL, 1934, 

I Op. cit., p. 302. 
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who has achieved very notable success in his field has done so because he is the fortunate posesssor 
of a myBfBTiou faculty? That he is fortunate in possessing a special aptitude for his subject is 
granted, but that there is anything mysterious about it, partaking of the nature of clairvoyance 
(if, indeed, the latter is a reality} is not granted. While the ultimate nature of any mental 
process seems to be as complete a mystery today as it has ever been, the present author would 
like to see the superficial veil of mystery removed from a subject that has been shrouded in 
mystery from even before the Middle Ages down to our own times. (The principal and easily 
und8l'Btandable reason for this is that governments have always closely guarded cryptographic 
secrets and anything so guarded soon becomes "mysterious."} He would, rather, have the 
student approach the subject as he might approach any other science that can stand on its own 
merits with other sciences, because cryptanalytics, like other sciences, has a practical importance 
in human affairs. It presents to the inquiring mind an interest in its own right as a branch of 
knowledge; it, too, holds forth many difficulties and disappointments, and these are all the more 
keenly felt when the nature of these difficulties is not understood by those unfamiliar with the 
special circumstances that very often are the real factora that led to success in other cases. 
Finally, just as in the other sciences wherein many men labor long and earnestly for the true 
satisfaction and pleasure that comes from work well-done, so the mental pleasure that the 
succMsful cryptanalyst derives from his accomplishments is very often the only reward for much 
of the drudgery that he must do in his daily work. General Givierge's words in this connection 
are well worth quoting:• 

Some studies will last for years befc_>re bearing fruit. In the case of othBl'l, cryptanalysta undertaking them 
never get any reBUlt. But, for a cryptanalyst who likes the work, the joy of discoveries effaces the memory of his 
hours of doubt and Impatience. 

d. With his usual deft touch, ffitt says of the element of luck, as regards the role it plays in 
analysis: 

As to luck, there is the old miners' proverb: "Gold is where you find it." 

The cryptanalyst is lucky when one of the correspondents whose ciph81'8 he is studying 
makes a blunder that gives the necessary clue; or when he finds two cryptograms identical in 
text but in different keys in the same system; or when he finds two cryptograms identical in 
text but in different systems, and so on. The element of luck is there, to be sure, but t'M Cf"JJPP­
analyBf muBf be on I'M al8rl if he is to profit by these lucky "breaks." 

e. If the present author were asked to state, in view of the progress in the field since 1916, 
what elements might be added to the four ingredients Bitt thought essential to cryptanalytic 
success, he would be inclined to mention the following: 

(1) A broad, general education, embodying interests covering as many fields of practical 
knowledge as possible. This is useful because the cryptanalyst is ·often called upon to solve 
messages dealing with the most varied of human activities, and the more he knows about these 
activities, the easier his task. 

(2) Access to a large library of current literature, and wide and direct contacts with sources 
of collateral information. These often afford clues as to the contents of specific message&. For 
example, to be able instantly to have at his disposal a newspaper report or a peraonal report of 
events described or referred to in a message under investigation goes a long way toward simpli­
fying or facilitating solution. Government cryptanalysts are sometimes fortunately situated in 
this respect, especially where various agencies work in harmony. 

(3} Proper coordination of e1fort. This includes the organization of cryptanalytic peraonnel 
into harmonious, efficient teams of cooperating individuals. 

• Op. cU., p. 301. 
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(4) Under mental equipment he would also include the faculty of being able to conoentrate 
on a problem for rather long periods of time, without distraction, nervous irritability, and 
impatience. The strain under which cryptanalytic studies are neceasarily conducted is quite 
18'Vere and too long-continued application has the effect of draining nervous energy to an 
unwholesome degree, so that a word or two of caution may not here be out of place. One should 
continue at work only so long as a peaceful, calm spirit prevails, whether the work is fruitful or 
not. But just as soon as the mind becomes wearied with the exertion, or just as soon as a feeling 
of hopelessness or mental fatigue intervenes, it is better to stop completely and turn to other 
activities, rest, or play. It is essential to remark that systematization and orderliness of work 
are aids in reducing nervous tension and irritability. On this account it is better to take the 
time to prepare the data carefully, rewrite the text if. ne6essaly, and so on, rather than work 
with slipshod, incomplete, or improperly arranged material. 

(6) A retentive memory is an important asset to cryptanalytic skill~ especiaUy in the solu­
tion of codes. The ability to remember individual groups, their approximate locations in other 
messages, the assooiatiODS they form with other groups, their peculiarities and similarities, saves 
much wear and tear of the mental machinery, as well as much time in looking up these groups in 
indexes. 

f. It may be advisable to add a word or two at this point to prepare the student to expect 
slight mental jars and tensions which will almost inevitably come to him in the conscientious 
study of this and the subsequent texts. The present author is well aware of the complaint of 
students that authors of texts on cryptanalysis base much of their e;xplanation upon their fore­
knowledge of the "answer';-Which the student does not know while he is attempting to follow 
the solution with an unbiased mind. They complain too that these authors u8e such expressions 
as "obviously", "naturally", "of course", "it is evident that", and so on, when the circumstances 
seem not at all to warrant their use. There is no question but that this sort of treatment is apt 
to discourage the student, especially when the point elucidated becomes clear to Aim only after 
many hours' labor, whereas, according to the book, the author noted the weak spot at the first 
moment's inspection. The present author can only promise to try to avoid making the steps 
appear to be much more simple than they really are, and to suppress glaring instances of unjusti­
fiable "jumping at conclusions." At the same time he must indicate that for pedagogical reasons 
in many cases a message has been consciously "manipulated" so as to allow certain principle& to 
become more obvious in the illustrative examples than they ever are in practical work. During 
the course of some of the explanations attention will even be directed to cases of unjustified 
inferences. Furthermore, of the student who is quick in observation and deduction, the author 
will only ask that he bear in mind that if the elucidation of certain principles seems prolix and 
occupies more space than necessary, this is occasioned by the author's desire to carry the 
explanation forward in very short, easily-comprehended, and plainly-described steps, for the 
benefit of students who are perhaps a bit slower to grasp but who, once they understand, are 
able to retain and apply principles slowly learned just as well, if not better than the students 
who learn more quickly. 

8. Validity of results of cryptanalysis.-Valid, or authentic cryptanalytic solutions cannot 
and do not ~present "opinions" of the cryptanalyst. They are valid only so far as they are 
wholly objective, and are susceptible of demonstration and proof, employ4lg authentic, objective 
methods. It should hardly be necessary (but an attitude frequently encountered among laymen 
makes it advisable) to indicate that the validity of the results achieved by any serious crypt­
analytic studies on authentic material rests upon the same sure foundations and are reached by 
the same general steps as the results achieved by any other scientific studies; viz, observation, 
hypothesis, deduction and induction, and confirmatory experiment. Implied in the latter is the 

I 

ll':l I I . ' 



il 
·r ,, 
I! 
il 

ij 

/ 

'i-
.i 

REF ID:A64646 
-__,...,~ ......... _______ ...,.'' " 

6 

poasibility that two or more qualified investigators, each working independently upon the same 
material, will achieve identical (or practically identical) results. Occasionally a. pseudo-crypt­
analyst offers "solutions" which-cannot withstand such tests; a. second, unbiased, investigator 
working independently either cannot comiate11tly apply the methods alleged to have been applied 
by the pseudo-cryptanalyst, or else, if he can apply them at all, the results (plain-text tran!da.­
tions) are far different in the .two cases. The reason for this is that in _such cases it is generally 
found that the "methods" are not clear-cut, stra.ightforwa.rd or ma.thematica.l in character. 
Instead, they often involve the making of judgments on matters too tenuous to measure, weigh, 
or oth~ subject to careful scrutiny. In such cases, the conclusion to .which the unpreju~ced 
observer is forced to come is that. the alleged "solution" obtained' by the first investigator, the 
pseudo-cryptanalyst, is plirely subjective. In nea.rly all cases where this has happened (and they 
occur from time to time) there has been uncovered nothing which can in· any ws.y be used to 
impugn the integrity of the pseudo-cryptanalyst. The worst that can be said. of him is that he 
has become a. vic.tim of a. special or peculiar form of self-delusion, a.nd that his desire to solve the 
problem, usually in accord with some previously-formed opinion, or notion, _has over-:ba.la.nced, 
or under.mined, his judgment and good ~.7 · 

. ' 

' Specific .reference can be m&de to the following typical "case histories": 
.Donnelly, Ignatius, The Cheo.t CrrJptogra.m. Chicago, 1888. 

'· 

OWen, Orville W., Sir Fra.t&Cia Ba.coft'a Cipher Story. Detroit, 1895. 
G&llup, Eliabeth Wella, Frt~tw:ia BGCon'a Bil.ilflrfll Cipher. Detroit, 1900. 
MargoUouth, D. S .• The Homer of Ariaeotle. Oxford, 1923. 
Newbold, William Romame, The Cip]uw of Boger Bacon. PbiW:ielpbia, 1928. (For a scholarly and 

com-plete dem,oUtion of Professor Newbold's work, see an article entitled Boger Bacon and 
. the Vopich MS, by John M. Manly, in Speculum, Vol. VI, No. 3, July 1931.) 

Arensberg, 'Walter Conrad, _The ~ph71 ofSIIoJcupe4re. Los ,Angeles, 1922. 
The Sookeapea.rea.n MyltBr1J. Pittsburgh, 1928. 
The Bflconia.n Keya. Pittsburgh, 1928. 

'Feely, Joseph-Martin, The Slla.keapea.rean Cypher. Rochester, N.Y., 1931. 
Decipheriftg BM.lcapea.re. B.Ochetter, N.Y., 1984 • 
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SECTION II 

FUNDAMENTAL PRINCIPLES 
Pllralraph 

The four basic operations in cryptanalyais.----------------------------------------------------------------------------.,-----~. 4 
The determination of the language employed-------------------------------·-----------------~------------------------------- . 5 
The determination of the general system. ____________________________________________________________________ ~------------------ 6 
The reconstruction of the specific key-----------------------------------------------------------------------------------------~~· · '1 
The reconstruction of the plain text·-------------------------------------------------------------------·---------------------- · 8 

4. The four basic operations in cryptanalysis.--a. The solution of practically every crypto-
gram involves four fundamental operations or steps: · · 

(1) The determination of the language employed in the plain-text version. 
(2) The determination of the general system of cryptography employed. 
(3) The reconstruction of the specific key in the ease of a cipher system, or the reeon.Struc­

tion, partial or complete, of the code book, in the ease of a code system; or both; in the ease cif an 
enciphered code system. 

(4) The reconstruction or establishment of the plain text. 
b. These operations will be taken up in the order in which they are given above and in which 

they usually are performed in the solution of cryptograms, although occasionally the second 
step may precede the first. . 

5. The determination of the language employed.--a. There is not much that ·need be said 
with respect to this operation except that the determination of the language employed seldom 
comes into question in the ease of studies made of the cryptograms of an organized enetny. 
By this is meant that during wartime the enemy is of course known, and it follows, therefore, 
that the language he employs in his messages will almost certainly be his native or mother tongu~. 
Only occasionally nowadays is this rule broken. Formerly it often happened, or it might have 
indeed been the general rule, that the language used in diplomatic correspondence was not the 
mother tongue, but French. In isolated instances during the World War, the Germans used 
English when their own language could for one reason or another not be employed. For example, 
for a year or two before the entry of the United States into that war, during the time America 
was neutral and the German Government maintained its embassy in Washington, some of the 
messages exchanged between the Foreign Office in Berlin and the· Embassy in Washington were 
eryptographed in English, and n. copy of the code used was deposited with the Department of 
State and our censor. Another instance is found in the ease of certain Hindu conspirators who 
were associated with and partially :financed by the German Government in 1915 and 1916; they 
employed English as the language of their cryptographic messages. Occasionally the crypto­
grams of enemy agents may be in a language different from that of the enemy. But in general 
these are, as has been said, isolated instances; as a rule, the language used in cryptograms' ex..: 
changed between members of large organizations is the mother tongue of the correspondents. 
Where this is not the ease, that is, when cryptograms of unknown origin must be studied, the 
cryptanalyst looks for any indications on the cryptograms themselves which may lead to a 
conclusion as to the language employed. Address, signature, and plain-language words in the 
preamble or in the body of the text all come under careful scrutiny, as well as all extraneous 
circmnstn.nces connected with the manner in which the cryptograms were obtained, the p~on 
on whom they were found, or the locale of their origin and destination. · 

(7) 
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6. In special cases, or under special circumstances a clue to the language employed is found 
in the nature and composition of the cryptographic text itself. For example, if the letters K and 
W are entirely absent or appear very rarely in messages, it may indicate that the language is 
Spanish, for these letters are absent in the alphabet of that language and are used only to spell 
foreign words or names. The presence of accented letters or letters marked with special signs of 
one sort or another, peculiar to certain languages, will sometimes indicate the language used. 
The Japanese Morse telegraph alphabet and the Russian Morse telegraph alphabet contain 
combinations of dots and dashes which are peculiar to those alphabets and thus the interception 
of messages containing these special Morse combinations at once indicates the language involved. 
Finally, there are certain peculiarities of alphabetic languages which, in certain types of crypto­
grams, viz, pure transposition, give clues as to the language used. For example, the frequent 
digraph C H, in German, leads to the presence, in cryptograms of the type mentioned, of many 
isolated C's and H's; if this is noted, the cryptogram may be assumed to be in German. 

c. In some cases it is perfectly possible to perform certain steps in cryptanalysis before 
the language of the cryptogram has been definitely determined. Frequency studies, for example, 
may be made and analytic processes performed without this knowledge, and by a cryptanalyst 
wholly unfamiliar with the language even if it has been identified, or who knoW& only enough 
about the language to enable him to recognize valid combinations of letters, syllables, or a few 
common words in that language. He may, after this, eall to his assistance a translator who may 
not be a cryptanalyst but who can materially aid in making necessary assumptions based upon 
his special knowledge of the characteristics of the language in question. Thus, cooperation 
between cryptanalyst and translator results in solution.1 

8. The determination of the general system.-a. Except in the case of the more simple 
types of cryptograms, the determination of the general system according to which a given crypto­
gram has been produced is usually a difficult, if not the most difficult, step in its solution. The 
reason for this is not hard to find. 

b • .As will become apparent to the student as he proceeds with his study, in.th8ji:nol anolysia, 
IM solution of ewt'7J Cf"J/PPogra,m inoolvin.g a form of sub81itution. depuuls upon its reduction. to mon.o­
alpll.abetie terms, 'if it iB not origi'IWlJ,y in-those terms. This is true not only of ordinary substitution 
ciphers, but also of combined substitution-transposition ciphers, and of enciphered code. If the 
cryptogram must be reduced to monoalphabetic terms, the manner of its accomplishment is 
usually indicated by the cryptogram itself, by external or internal phenomena which become 
apparent to the cryptanalyst as he studies the cryptogram. If this is impossible, or too difficult 
the cryptanalyst must, by one means or another, discover how to accomplish this reduction, 
by bringing to bear all the special or collateral information he can get from all the sources at his 
command. If both these possibilities fail him, there is little left but the long, tedious, and often 
fruitless process .of elimination. In the case of transposition ciphers of the more complex type, 
the discovery of the basic method is often simply a matter of long and tedious elimination of 
possibilities. For e!!yptanalysis has unfortunately not yet attained, and may indeed never 
attain, the precision found today in qualitative analysis in chemistry, for example, where the 
analytic process is absolutely clear cut and exact in its dichotomy. A few words in explanation of 
what is meant may not be amiss. When a chemist seeks to determine the identity of an unknown 

I The writer haa seen in print statements that "during the World War .•. decoded messages in Japanese 
and Rusafan without knowing a word of either language." The extent to which such statements are exaggerated 
will soon become obvious to the student. Of ooU1'118, there are occasional instances in which a mere clerk with 
quite limited experience may be able to "solve" a message in an extremely simple system in a language of which 
he baa no knowledge at all; but such a "solution" calla for nothing more arduous than the ability to recognize 
pronounceable combinations of vowels and consonants-an ability that hardly deserves to be rated 88 "crypt­
analytic" in any real sense. To say that it is poaaible to solve a cryptogram in a foreign language "without 
knowing a word of that language" is not quite the same 88 to say that it Js possible to do so with only a slight 
knowledge of the language; and it may be stated without cavll that the better the cryptanalyst's knowledge of 
the Janguap, the greater are the ohanoea for hl8 auooeea and, In any case, the easier is bJs work. 
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substance, he applies certain specific reagents to the substance and m a specific sequence. The 
first reagent tells him definitely into which of two primary classes the unknown substance falls. 
He then applies a second test with another specific reagent, which tells him again quite definitely 
into which of two secondary classes the unknown substance falls, and so on, until ~ he has 
reduced the unknown substance to its simplest terms and has found out what it is. In striking 
contrast to this situation, cryptanalysis affords exceedingly few "reagents" or tests that may be 
applied to determine positively that a given cipher belongs to one or the other of two syatems 
yielding externally si.m.ila.r results. And this is what makes the analysis of an isolated, complex 
cryptogram so difficult. Note the limiting adjective "isolated" in the foregoing sentence, for it 
is used advisedly. It is not often that the general syst8m fails to disclose itself or cumot be 
discovered by painstaking investigation when there is a great volume of text accumulatiDg from 
a regular traffic between numerous correspondents in a large organization. &un,r 01' laW the 
system becomes known, either because of blunders and carelessness on the part of the personnel 
entrusted with the cryptographing of the messages, or because the accumulation of text it.telf 
makes possible the datermination of the general system by cryptanalytic studies. But in the 
case of a. single or even a few isolated cryptograms concerning which little or no information can 
be gailied by the cryptanalyst, he is often unable, without a knowledge of, or a shrewd guess 88 to 

.. tbe general system employed,. to decompose the heterogeneous text of the ceyptogr&Jil into 
homogeneous, monoalphabetic text, which is the ultimate and essential step in analysis. The 
only knowledge that the cryptanalyst can bring to his aid in this most difficult step is that iained 
by lo• experience and practice in the analysis of many different types of systems. 
. c. On a.ooount of the complexities surrounding this particular phase of oryptanal.ylds, ~d 
because in any scheme of analysis based upon successive eliminations of altematives the crypt­
analyst can only progress so far 88 the extent of his own knowledge of all the possible alternatives 
will permit, it is necessary that detailed discussion of the eliminative process be postponed until 
the student has covered most of the field. For example, the student will perhaps want to know 
at once how he can distinguish between a cryptogram that is in code or enciphered code from one 
that is in cipher. It is at this stage of his studies impracticable to give him any helpful indica­
tions on his question. In return it may be asked of him why he should expect to be able to do 
this in the early stages of his studies when often the experienced expert cryptanalyst is baflled on 
the same score I . . · 

d. Nevertheless, in lieu of more precise tests not yet discovered, a general guide that may be 
useful in cryptanalysis will be built up, step by step as the student progresses, in the form of a 
series of charts comprising what may be designated An Analytical Keg FOI' Ort/plo,Mlyris. (See 
Par. 50.) It may be of assistance to the student if, 88 he proceeds, he will carefully study the 
charta and note the place which the particular cipher he is solving occupies in the general Qrypt­
analytic panorama. These charts admittedly constitute only very brief outlines, and can 
therefore be of but little direct assistance to him in the analysis of the more complex types of 
ciphers he may encounter later on. So fBZ as they go, however, they may be found to be quite 
useful in the study of elementary cryptanalysis. For the experienced cryptanalyst they can 
serve only as a means of assuring that no possible step or process is inadvertently overlooked in 
attempts to solve a difficult cipher. 

'· Much of the labor involved in cryptanalytic work, as referred to in Par. 2, is connected 
with this determination of the general system. The prepBZation of the text, its rewriting in 
different forms, sometimes being rewritten in a half dozen ways, the recording of letters, the 
establishment of frequencies of occurrences of letters, comparisons and experiments made with 
known material of similar character, a.n.d so on, constitute much labor that is most often in­
dispensable, but which sometimes turns out to have been wholly unnecessary, or in vain. In a 

'I 
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recent treatise 1 it is stated quite boldly that "this work once done, the determination of the 
system is often relatively easy." This statement can certainly apply only to the simpler types of 
ciphers; it is entirely misleading as regards the much more frequently encountered complex 
cryptograms of modern times. 

· 7. The reconstruction of the apeci1lc key.-a. Nearly all practical cryptographic methods 
require the use of a specific key to guide, control, or modify the various steps under the general 
system. Once the latter has been disclosed, discovered, or has otherwise come into the possession 
of the cryptanalyst, the next step in solution is to determine, if necessary, and if possible, the 
specific key that was employed to cryptograph the message or messages under examination. 
This determination may not be in complete detail; it may go only so far as to lead to a knowledge 
of the number of alphabets involved in a substitution cipher, or the n"!JJnber of columns involved 
in a transposition cipher, or that a one-part code has been used, in the case of a code system. 
·But it is often desirable to determine the specific key in as complete a form and with as much 
detail as possible, for this information will very frequently be useful in the solution of subsequent 
cryptograms· exchanged between the same correspondents, since the nature of the specific key 
in a solved case may be expected to give clues to the specific key in an unsolved case. 

b. Frequently, however, the reconstruction of the key is not a prerequisite to, and does not 
constitute an absolutely necessary preliminary step in, the fourth basic operation, vis, the recon-

. struction or establishmeri.t of the plain text. In many cases, indeed, the two processes are 
·carried along simultaneously, the one assisting the other, until in the final stages both have been 
completed in their entireties. In still other cases the reconstruction of the specific key may 
aucceeci instead of precede the recOnstruction of the plain text, and is accomplished purely as a 
matter of academic interest; or the specific key may, in unusual cases, never be reconstructed. 

· · 8. Th~ reconstruction of tlie plain tezt.-a. Little need be said at this point on ·this phase 
of cryptanalysis. The process usually consists, in the case of substitution ciphers, in the estab­
lishment of equivalency between specific letters of the cipher text and the plain text, letter by 
·letter, pair by pair, and so on, depending upon the particular type of substitution system 
. involved. In the case of transposition ciphers, the process consists in rearranging the elements of 
the cipher text, letter by letter, pair by pair, or occasionally word by word, depending upon the 

:particular type of transposition system involved, until the letters or words have been retUrned 
to their original plain-text order. In the case of code, the process consists in determining the 
meaning of eaCh code group and inserting this meaning in the code text to "reestablish the original 
•plain text. . 

b. The foregoing processeS do not, as a rule, begin at the beginning of a message ·and 
· edntinue letter by letter, or group by group in sequence up to the very end of the message~ The 
·establisbm.st of vilues of cipher letters in substitution methods, or of the positions to. which 
, cipher' letterS 'should be trailsferred to form the plain text in the case of transposition methods, 
· eomes ·at ·very irregular intervals in the process. At first only one or two values scattered here 
ahd:there:th:rotighout the text may appear; these then form the "skeletons" of words, upon which 

·further Work,· by a continuation of the reconstruction process, is made possible; in the end the 
complete or nel.rly·eom:plete 8 text· is established. 

c. In the case of cryptograms in a foreign language, the translation of the solved messages 
·is a. filial a.nd necessa.ey step, but is not to be considered as a. cryptanalytic process. However, 
it is commonly the case that the translation process will be carried on simultaneously with the 
cryptanalytic, a.nd will aid the latter, especially when there are lacunae which ma.y be filled in 
from the context. (See also Par. 5c in this connection.) 

. • t&nge et Soudart, op. cit., p. 106. 
· · • sODietunes In the case of code, the meaning of a few code groups may be lacking, because there is JnsumcJent 

text to establish their meanJng. 
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SECTION III 

FREQUENCY DISTRIBUTIONS 
. . . . . . . Paralraph The simple or uniliteral fl'equenoy distribution. _________________________________________________________________ ~..... . 9 

·Important features of the normal Uniliteral frequency distn"bution_ ___________________________ ·------·---------------- 10 
·Constancy of the standard or n~rmal uriiliteral fl'equency diatributf.on. ______________________________ ;,-.:... _________ _.. ·u 

9. The simple or unilit~al freque:a.cy distribution.-:-a. It has long beeh.Imown to. ~tOg­
·:raphers and typographers that the letters compoBiD.g the words of any intelligible 'written text 
COJD.posed in any.language which is alphabetic in constru~tion are employed with gre$tly v:a,ryiug 
frequencies. For. example, if on cro88-Section paper a simple tabulation, shown in Fig. 1, ca.lled a 
v:n:ilit.eral frelJ.1Uncy diBtrilruticm, is made of the letters oomposlng the words of the preceding sen­
tence, the variation in frequency is strikingly demonstrated~ It is seen that whereas .certain 
letters, such as A, E, I, N, 0, R, S, and T, are employed very frequently, other letters, such as 
C, G, P, and Ware employed not nearly so frequently, while stiH other letters, such as F, J, Q, V, 
and Z are employed either seldom or not at a.ll. · 

=== . .I' 

~ ~ ~ 
~ ~ ~ ~~ ~- ~ 
~ ~ ~ ~~~ ~ ~~~ ~~~ -
~~~~~-~~~ ~~~~~~-~~~~-~·-~ ABC D .E F G H· I J K L M.N 0 P Q R S ~ U V W X Y Z 
a a 1 ' ~ 2 8 w u o .1 a a u u 1 1 u w ~ a 1 a. 1 7 o 

(Tota.l=200 letters) 
:J'JGVUl. · 
: · .. 

b, If a similar 'tabulation is a.ow made of the letters comprising the wo~ of the second 
sentence in the preceding p~agraph, the giaph shown in Fig. 2 ~obtained. Both sentences 

·have FCtly the same number of letters (200). 

~ 

~ ~ - -- -~ .· ~ ~ ~ ~ ~ ~ 
·~ ~-~- ~ ~ ~~- ~~~ 
~-~~-~~~~ -~~~~~-~~~~---~. ABCDEFGHIJKLMNOPQRSTUVWXYZ 
a 2 a 7 • 7 ' a ~ o 1 8 a u u e 2 u u u a 1 • 1 a o 

(Tota.l=200 letters) 
J'JG17B• 2. 

•· . cl Althongh e~h of these two graphs exhibits great variation in th.e. r~lative frequencies 
. wjtll. which different letters are employed in the respective.sentences to which they apply, no 
mti.rked differenCes are exhibited between the frequencies of the same letter in the two graphs . 

. Coinpare, for example,·the frequencies of A, B, C ... Z in Fig. 1 with those of A, B, C, ... Z 
.j.J:!.Fig. 2 ... Aside from one or two exceptions, as in the case of the letter F, these two graphs.~ 
. rather strikingly. . . . . . . 

(11) 
., 

. J 

I 
i I 

,. I 
. 1!: I 
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d. This agreement, or Bimilarify, would be practically complete if the two texts were much 
longer, for example, five times as long. In fact, when two texts of similar character, each con­
taining more than 1,000 letters, are compared, it would be found that the respective frequencies 
of the 26 letters composing the two graphs show only very slight differences. This means, in 
other words, that in normal text each letter of the alphabet occurs with a rather ctmllant or 
charaeltri8tie frMJ:IU'IICII which it tends to approximate, depending upon the length of the text 
analyzed. The longer the text (within certain limits), the closer will be the approximation.• 

e. An experiment along these lines will be convincing. A series of 260 official telegrams 1 

passing through the War Department Message Center was examined statistically. The mes­
sages were divided into five sets, each totaling 10,000 let~, and the five dillt.ributions shown 
in Table 1-A, were obtained. 

J, U the five distributions in Table 1-.A are summed, the results are as shown in Table 2-.A. 

TABLE 1-.A.-Ahaol'f.&lejr~ of letler• appearing inji.JJe BdB of GmJemmental :plain-lu:l Uk­
{/rtlm8, eaci Bel etmlaining 10,000 kiter•, arrrsng«l al:p~v 

:y_.No.l K-..No.ll X.... No.I X.... No., X.... No. a 

A'bloklte Li&ter Ablo1ate Ablolute Ablolute Abllolate x..u- l'nQuiDciJ' :JnqueuoJ Llt&er l'nclaiDCI7 Llt&er hlq118DCJ l'Attllr :rr. 
QUIIUI7 

A 738 A 783 A 681 
A_ __ 

740 A 741 
B. 104 B. 103 

B ____ 
98 B 83 B 99 

c 319 
c ____ 

300 c 288 c 326 c 301 
D. 387 D. 413 D 423 D 4:51 D 448 
E. 1,367 R_ 1, 294 E 1,292 E 1, 270 E 1,275 
F 258 F 287' F . 308 F 287 F 281 
G 166 G 175 G 161 G 167 , G. 150 
H 310 H____ 351 H . 385 H.. 349 H 34:9 
I. 74:2 I 750 I 787 I 700 

I ___ 
697 

J 18 J 17 J . 10 J 21 J 16 
K 36 K 38 K 22 K 21 It 31 

'· 365 L 893 [, 338 L 886 L 344 
u 24:2 u 240 II . 238 II 249 II 268 
N 786 N •. 794 N 815 N 800 H 780 
0 685 0 770 0 791 0 756 0 762 
p 241 p 272 P. 317 p 24:5 p 260 
g 40 Q 22 Q 45 Q 38 Q 80 
R 760 R 745 R 762 R 735 R 788 
s. 858 s 583 s 585 s 628 s 604 
T 938 T 879 T 894 T 958 T 928 
u 270 u - 233 u 312 

u ____ 24:7 U. 238 
v 183 v 173 '----- 14:2 V. 133 v 155 

• . 166 • 163 • 136 11 133 • 182 
X 4:3 X 50 X - 44 X 58 X 4:1 
y 191 y 165 

y ___ 
179 

y ______ 
213 y 229 

Z:. u. z.,... 17 7! 2 z 11 
z__ __ 

6 
--

Total_ 1o;ooo - 10,000 -··---- 10,000 ---·-· 10,000 ·- 10,000 

• See footnote 5, page 16. 
• Theile compriaed meaaagea from several departments ln addition to the War Department and were all of 

an admlniltrative character. 



REF ID:A64646 

13 

TABLI!l 2-A.-Absol'Uiefretfi.U'IU:ia of Idlers appeari""f' in 1M combimd.:/ifM sus of m~s8tlju lolaling 
60,000 utters, arrolng«l alpWtJtWJoJJ.y 

A_ ____ 
B _____ 
c ______ 
D ______ 

E.. _____ 
F ...... 

3,683 G _____ 819 L. ____ 1 ,821 Q.. ___ 175 
y __ 

487 
H. _____ 1, 694 Jl _____ 1 ,237 

R_ _____ 
3,788 w ______ 

1,534 I ______ 3, 676 
N _____ 3,975 s ______ 3,058 x_ _____ 

2,122 J ______ 82 o ______ 3,764 T ______ 4,595 y _____ 

6,498 K._ _____ 148 p ______ 1 ,335 
u _____ 

1,300 
z_ _____ 

1,416 

UWUU~~~MU23M~Nn~anMWZU~6Wl 

FlG"OBK8. 

766 
780 
231 
967 

49 

10. Important features of the normal Ullilitera.l frequency distribution.-a. When the graph 
shown in Fig. 3 is studied in detail, the following features are apparent: 

(1) It is quite irregular in appearance. This is because the letters are used with greatly 
varying frequencies, as discussed in the preceding paragraph. This irregular appearance is often 
described by saying that the graph shows marked cruts a'!Ul trO'U!Jhs, that is, points of high fre­
quency and low frequency. 

148274-38--2 

: 1· i 
'!I' 
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(2) The relative positions in which the crests and troughs fall within the graph, that is, the· 
spatial relations of the crests and troughs, are rather definitely fixed and are determined by cir­
cumstances which have been explained in a preceding text.S 

(3) The relative heights and depths of the crests and troughs within the graph, that is, the 
linear mensions of the lines marki.ng the respective frequencies, are also rather definitely fixed, 
as would be found if an equal volume of similar text were analyzed. 

{4) The most prominent crests are marked by the vowels A, E, I, 0, and the consonants 
N, R, S, · T; the most prominent troughs are marked by the consonants J, K, Q, X, and z. 

{5) The important data are summarized in tabular form in Table 3. 

TABLE 3 

Frequency 

6 Vowels: A E I 0 U Y ---------------------------------------------------------
20 Consonants: 

398 

5 High Frequency (D N R S T)--------------------------------------- 350 
10 Medium Frequency (B C F G H L M P V W) ______________ _ 238 
5 Low Frequency (J K Q X Z>--------------------------------------- 14 

Total ______________________________________________________________________ _ 1,000 

{6) The frequencies of the letters of the alphabet are as follows: 

A__________ 7 4 

B--------- 1 0 c_________ 31 
o__________ 4 2 
E__________ 13 0 

F --------- 2 8 

G__________ 16 
H__________ 3 4 
I__________ 7 4 

J ---------- 2 
K__________ 3 

L_________ 3 6 

M__________ 2 5 
N_________ 7 9 
o__________ 15 

p --------- 2 7 

Q__________ 3 
R__________ 7 6 
s_________ 61 
T________ 92 
u__________ 2 6 

(7) The relative order of frequency of the letters is as follows: 
E. ________ 130 I ... ~------ 74.' " c~--------- 31 y ---------- 19 
T ---------· 92 s __________ 61 F ---------- 28 G~--------- 16 
N __________ 79 o __________ 42 p ----·----- 27 w ---------- 16 
R_ _________ 76 L __________ 36 u __________ 26 

v _________ 
15 o __________ 

75· R--------- 34 M_ _________ 25 B __________ 10 
A_ _________ 74 

Percent of 
Percent of total in 

total round 
numbers 

39.8 

35.0 
23.8 

1.4 

100.0 

v ----~----- 15 w_________ 16 
x_________ ' 5 

y --------- 19 z__________ 1 

x. ________ 
5 

Q_ ________ 
3 

K_ ________ 3 
J ---------- 2 z __________ 1 

40 

35 
24 

1 

100 

(8) The four vowels A, E, I, 0 (combined frequency 353) and the four consonants N, R, S, T 
(combined frequency 308) form 661 out of -every 1,000 letters of plain text; in other words, les8 
than ~of the alphabet is employed in writing %of normal plain text. 

• Section VII, BlettNntar71 MilitaT7J Cr71ptograph7J. 
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. b. The data given in Fig. 3 and Table 3 represent the relative frequencies found in a. large 
volume of English telegraphic text of a governmental, administrative character. These b:e­
quencies will vary somewhat with the nature of the text a.na.lyzed. For example, if an equal 
number of telegrams dealing solely with commercial transactions in the uather i'lldu8try were 
studied statistically, the frequencies would be slightly different because of the repeated occurrence 
of words peculiar to that industry. .Again, if an equal number of telegrams dealing solely with 
muitary messages of a tactical character were studied statistically, the frequencies would differ 
slightly from those found above for general governmental messages of an administrative character. 

c. If ordinary English literary text (such as may be found in any book, newspaper, or printed 
document) were analyzed, the frequencies of certain letters would be changed to an appreciable 
degree. This is because in telegraphic text words which are not strictly essential for intelligibility 
(such as the definite and indefinite articles, certain prepositions, conjunctions and pronouns) are 
omitted. In addition, certain essential words, such as "stop", "period", "comma", and the like, 
which are usually indicated in written or printed matter by symbols not easy to transmit tele­
graphically and which must, therefore, be spelled out in telegrams, occur very frequently. Fur­
thermore, telegraphic text often employs longer and m9re uncommon words than does ordinary 
newspaper or book text. 

d. As a matter of fact, other tables compiled in the Offic~ of the Chief Signal Officer gave 
slightly different results, depending upon the source of the text. For example, three tables b~ 
upon 75,000, 100,000, and 136,257 letters taken from various sources (telegrams, newspapers, 
magazine articles, books of fiction) gave as the r.ela.tive order of frequency for the first 10 letters 
the following: 

For 75,000 letters---------------------- E T R· N I 0 A S D L 
For 100,000 letters---~---~~--------·-- E T R I N 0 A S D L 
For 136,267· letters---------------------- E T R N A 0 I S L D 

TABLE 4.-Frequmcy tablsjor 10,000 letfers of literary English, as compiled by Hi# 

ALPHABETICALLY ARRANGED 
A_ ___ _ 

B ____ _ 
c ____ _ 
o _____ _ 
E_ ____ _ 

F _____ _ 

E_ _____ 

T •••.•• o ______ 
A_ _____ 
N ______ 
I ______ 

778 
141 
296 
402 

1 ,277 
197 

1,277 
855 
807 
778 
686 
667 

G_________ 1 7 4 

"--------- 6 9 5 I _________ 667 

J --------- 51 
K.________ 7 4 

L_ _______ 372 
){__________ 2 8 8 
N __________ 686 
o _________ 807 
p_________ 223 

Q__________ 8 

R-------· 6 51 s __________ 622 
T__________ 855 
u__________ 308 

ARRANGED ACCORDING TO FREQUENCY 

R _________ 651 u __________ 308 
y __________ 196 s __________ 622 c __________ 296 w ---------- 176 

"---------- 595 
M_ ________ 288 G __________ 174 o __________ 402 p _________ 223 B __________ 141 

L_ _________ 372 F---------~ 197 v __________ 112 

v ___ 112 
, __ 176 
x_ ___ 27 

y_ 196 
z_ ___ 17 

K. ______ 
74 J _______ 
51 x_ ______ 
27 z_ _______ 
17 

Q_ ______ 
8 

; ' 
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Bitt also compiled data for telegraphic text (but does not state what kind of messages) and 
gives the following table: 

TABLE 5.-Freg_uency table for 10,000 letters of telegraphic English, as compiled by Hi# 

A_ _____ 813 
B ______ 149 c ______ 306 o _____ 417 
E ______ 1 ,319 
F ______ 205 

E ______ 1 ,319 
Q ______ 844 
A_ _____ 813 
N ______ 718 
I _____ 711 
R. ____ 677 

I 

ALPHABETICALLY ARRANGED 

G__________ 2 0 1 
H__________ 3 8 6 
!__________ 711 

J ---------- 4 2 
K_________ 88 

L__________ 3 9 2 
M__________ 2 7 3 
N__________ 718 

0---------- 8 4 4 
p ---------- 243 

Q..________ 3 8 
R.________ 6 7 7 
s__________ 6 s 6 
T__________ 634 
u_________ 321 

ARRANGED ACCORDING TO FREQUENCY 

s__________ 656 u __________ 321 F __________ 2os 
T __________ 634 C __________ 306 G __________ 201 
o __________ 417 M.._________ 273 w__________ 166 
L_ _________ 392 p__________ 243 B__________ 149 
a _________ 386 y __________ 208 v __________ 136 

v ---------- 13 6 
w__________ 16 6 
x__________ 51 
y__________ 208 
z__________ 6 

K__________ 8 8 
x__________ 51 

J ---------- 4 2 
Q.._________ 3 8 
z__________ 6 

e. Frequency data applicable purely to English military text were compiled by Hitt,4 from 
a study of 10,000 letters taken from orders and reports. The frequencies found by him are given 
in Tables 4 and 5. 

11. Constancy of the standard or normal, UDiliteral frequency dQtribution.--a. The 
relative frequencies disclosed by the statistical study of large volumes of text may be considered 
to be the standard or normal frequencies of the letters of written English. Counts made of 
sma.ller ·volunies of-text will tend to approximate these nonrial frequencies, and, within certain 
limits,6 the smaller the volume, the lower will be the de~~ of approximation to the normal, 
until, in the case of a very short message, the normal proportions may not obtain at all. It is 
advisable that the student fix this fact firmly in mind, for the sooner he realizes the true nature 
of any data relative to the frequency of oceurrence of letters in text, the less often will his labors 
toward the. solution of specific ciphers be thwarted and retarded by too strict an adherence to 
these generalized principles of frequency. He should constantly bear in mind that such data 
are merely statistical generalizations, that they will be found to hold strictly true only in large 
volumes of text, and that they may not even be approximated in short messages. 

b. Nevertheless the normal frequency distribution or the "normal expectancy" for any 
alphabetic language is, in the last analysis, the best guide to, and the usual basis for, the solution 
of cryptograms of a certain type. It is useful~ therefore, to reduce the normal, uniliteral 
frequency distribution to a basis that more or less closely approximates the volume of text which 
the ceyptanalyst most often encounters in individual cryptograms. As regards length of mes­
sages, counting only the letters in the body, and excluding address and signature, a study of the 

• Op. cit., pp. 6--7. 
1 It is useless to go beyond a certain limit in establishing the normal-frequency distribution for a given 

language. As a striking instance of this fact, witness the frequency study made by an indefatigable German, 
·Kaeding, who in 1898 made a count of the letters in about 11,000,000 words, totaling about 62,000,000 letters in 

German text. When reduced to a percentage basis, and when the relative order of frequency was determined, 
the results he obtained differed very little from the results obtained by Kasiski, a German cryptographer, from a 
count of only 1,060 letters. See Kaeding, HaeufigkeitBwoerterbu.ch, Steglitz, 1898; Kasiski, Die GeheimBchrijten 
und die Dechijfrir-Kunst, Berlin, 1863. 
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260 telegrams referred to in paragraph 9 shows that the arithmetical average is 217 letters; 
the statistical mean, or weighted average,• however, is 191 letters. These two results are, 
however, close enough together to warrant the statement that the average length of telegrams 
is approximately 200 letters. The frequencies given in Par. 9j have therefore been reduced to 
a basis of 200 letters, and the following uniliteral frequency distribution may be taken as showing 
the most typical distribution to be expected in 200 letters of telegraphic English text: 

~ 
~ ~ 

iii! ~ 'i! ~i! ii!!~ii!! 
i! -~~ -~ ~ ~~ ~~~ 
~~~~~~~~~ ~ii!!~~ii!! ~~~~~~-~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ . ' 

c. The student should take. careful note of the appearance of the distribution 7 shown in 
Fig. 4, for it will be of much assistance to him in the early stages of his study. The manner of 
setting down the tallies should be followed by him in making his own distributions, indicating 
every fifth occurrence of a letter by an obliq1.1e tally. This procedure almost automatically 
shows the total numbet of occurrences for each letter, and yet dbes not destroy the graphical 
appearance of the distribution, especially if care is· taken to use approximately the same amount 
of space for each set of five tallies. Cross-section paper is very useful for this. purpose.· 

d. The word "uniliteral" in the designation "uniliteral frequency distribution" me~s 
"single letter", and it is to be inferred that other types of frequency distributions may be encoun­
tered. For example, a distribution of pairs of letters, constituting a biliteral frequency distri­
bution, is very often used in the study of certain cryptograms in which it is desired that pairs 
made by combining successive letters be listed. A biliteral distribution of A B C D E F would 
take these pairs: AB, BC, CD, DE, EF. The distribution could be made in the form of a large 
square divided up into 676 cells. When distributions beyond biliteral are required (trlliteral, 
quadraliteral, etc.) they can only be made by listing them in some order, for example, alpha­
betically based on the 1st, 2d, 3d, .•• letter. 

• The arithmetical average fa obtained by adding each different length and dividing by the number of 
different-length messages; the mean is obtained by multiplying each different length by the number of Jnesaagea 
of that length, adding all products, and dividing by the total number of Jneasagea. 

7 The use of the terms "distribution" and "frequency distribution", instead of "table" and "frequency 
table", respectively, is considered advisable from the paint of view of consistency with the usual statistical 
nomenclature. When data are given in tabular form, with frequencies indicated by numbers, then they Jn&y 
properly be said to be set out in the form of a table. When, however, the same data are distributed in a chart 
which partakes of the nature of a graph, with the data indicated by horizontal or vertical Unear extensions, or 
by a curve connecting points corresponding to quantities, then it is more proper to call such a graphic represen­
tation of the data a diatrilndion. 
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SECTION IV 

FUNDAMENTAL USES OF THE UNILITERAL FREQUENCY DISTRIBUTION 

P&raiii'IIPh 
The four facts which can be determined from a study of the uniliteral frequency distribution for a crypto-

gram _______________________ --------------------------------------------------------------------------------------~-------------- 12 
Determining the class to which a cipher belongs.____________________________________________________________________________ 13 
Determining whether a substitution cipher is monoalphabetic or polyalphabetic________________________________ 14 
Determining whether the cipher alphabet is a standard," or a mixed cipher alphabet____________________________ 15 
Determining whether the standard cipher alphabet is direct or reversed---------------------------------------------- 16 

19. The four facts which can be determined from a study of the uniliteral frequency dis­
tribution for a cryptogram. a. The following four facts (to be explained subsequently) can 
usually be determined from an inspection of the uniliteral frequency distribution for a given 
cipher message of average length, composed of letters: 

(1) Whether the cipher belongs to the substitution or the transposition class; 
(2) If to the former, whether it is monoalphabetic or polyalphabetic in character; 
(3) If monoalphabetic, whether the cipher alphabet is a standard cipher alphabet or a mixed 

cipher alphabet; 
(4) If standard, whether it is a direct or reversed standard cipher alphabet. 
b. For immediate purposes the first two of the foregoing determinations are quite important 

and will be discussed in detail in the next two subparagraphs; the other two determinations will 
be touched upon very briefly, leaving their detailed discussion for subsequent sections of the 
text. 

lS. Deter:minblg the class to which a cipher belongs.-a. The determination of the class 
to which a cipher belongs is usually a relatively easy matter because of the fundamental difference 
in the nature of transposition and of substitution as cryptographic processes. In a transposition 
cipher the original letters of the plain text have merely been rearranged, without any change 
whatsoever in their identities, that is, in the conventional values they have in the normal alpha­
bet. Hence, the numbers of vowels (A, E, I, 0, U, Y), high-frequency consonants (D, N, R, S, T), 
medium-frequency consonants (B, C, F, G, H, L, M, P, V, W), and low-frequency consonants (J, K, 
Q, X, Z) are exactly the same in the cryptogram as they are in the plain-text message. Therefore~ 
the percentages of vowels, high, medium, and low-frequency consonants are the same in the 
transposed text as in the eqUivalent plain text. In a substitution cipher, on the other hand, the 
identities of the original letters of the plain text have been changed, that is, the conventional 
values they have in the normal alphabet have been altered. Consequently, if a count is made 
of the various letters present in such a cryptogram, it will be found that the number of vowels, 
high, medium, and low-frequency consonants will usually be quite different in the cryptogram 
from what they are in the original plain-text message. Therefore, the percentages of vowels, 
high, medium, and low-frequency consonants are usually quite different in the substitution text 
from what they are in the equivalent plain text. From these considerations it follows that if in 
a specific cryptogram the percentages of vowels, high, medium, and low-frequency consonants 
are approximately the same as would be expected in normal plain text, the cryptogram probably 
belongs to the transposition class; if these percentages are quite different from those to be 
expected in normal plain text the cryptogram probably belongs to the substitution class. 

(18) 
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· b. ·In the preceding subparagraph the word ''probably" was emphasized by 'italicizing it, 
for there can be no certainty in every case of this determination. U8'11111J,y these percentages ·in 
. a transposition cipher are close to the normal percentages for plain text; '11.81.1.ally, iri. '& aubstitu­
tion cipher, they are far different from the normal percentages for plain text. But occasionally 
a cipher message is encountered which is difficult to classify with a reasonable degree· of certainty 
because the message is too short for the general principles of frequency to manifest themselves. 
It is clear that if in actual messages there were no variation whatever from the normal vowel 
lmd consonant percentages given in Table 3, the determination of the class to which a specific 
cryptogram belongs would be an extremely simple matter. But unfortunately there is always 
some variation or deviation from the normal. Intuition suggests that as messages decrease in 
iength there may be a greater and greater departure from the normal proportions· of vowels, 
high, medium, and low-frequency consonants, until in very short messages the normal propor­
tions may not hold at all. Similarly, as messages increase in length there may be a leiiaer and 
lesser departure from the normal proportions, until in messages totalling a thousand or more 
letters there may be no difference at all between the actual and the theoretical proportions. 
But intuition is not enough, for in dealing with specific messages of the length of those commonly 
encountered in practical work the question sometimes arises as to exactly how much deviation 
(froni the normal proportions) may be allowed for in a cryptogram which show& a considerable 
amount of deviation from the normal and which might still belong to the transposition rather 
than to the substitution class. 

c. Statisticil studies have been made on this matter and some graphs have been constructed 
thereon. These are shown in Charts 1-4 in the form of simple curves, the use of which will now 
be explained. Each chart contains two curves marking the lower and upper limits, respectively, 
of the theoretical amount of deviation (from the normal percentages) of vowels or consonants 
which may be allowable in a cipher believed to belong to the transposition class. 

d . .In Chart 1, curve V1 marks the lower limit of the theoretical amount of deviation from the 
normal number of vowels to be expected in a message of given length; curve Vs marks the upper 
limit of the same thing. Thus, for example, in a message of 100 letters in plain English there 
should be between 33 and 47 vowels (A E I 0 U Y). Likewise, in Chart 2 curves Ht and Hs 
mark the lower and upper limi~ as regards the high-frequency consonants. In a message of 100 
letters there should be between 28 and 42 high-frequency consonants (D N R S T). In Chart 3, 
curves M1 and M 2 mark the lower and upper limits as regards the medium-frequency consonants. 
In a message of 100 letters there should be between 17 and 31 medium-frequency consonants 
(B C F G H L M P V W). Finally, in Chart 4, curves L 1 and ~ mark the lower and upper 
limits as regards the low-f:r,equency consonants. In a message of 100 letters there should be 
between 0 and 3 low-frequency consonants (J K Q X Z). In using the charts, therefore, one 
finds the point of interseetion of the vertical coordinate corresponding to the length of the 
message, with the horizontal coordinate corresponding to (1) the number of vowels, (2) the 
number of high-frequency consonants, (3) the number of medium-frequency consonants, and 
(4) the number of low-frequency consonants actually counted in the message. If all four points 
of intersection fall within the area delimited by the respective curves, then the number of vowels, 
high, medium, and low-frequency consonants corresponds with the number theoretically expected 
in a normal plain-text message of the same length; since the message under investigation is not 
plain text, it follows that the cryptogram may certainly be classified as a transposition cipher. 
On the other hand, if one or more of these points of intersection falls outside the area delimited 
by the respective curves, it follows that the cryptogram is probably a substitution cipher. The 
distance that the point of intersection falls outside the area delimited by these curves is a more or 
less rough measure of the improbability of the cryptogram's being a transposition cipher. 

·. •. .. 

\ 

i . ! .~. 
1:. 
··. \ 



REF ID:A64646 

20 

e. Sometimes a cryptogram is encountered which is hard to classify with certainty even with 
the foregoing aids, because it has been consciously prepared with a view to making the classifica­
tion difficult. This can be done either by selecting peculiar words (as in "trick cryptograms") 
or by employing a cipher alphabet in which letters of approximately similar normal jreg:u,enciu 
have been interchanged. For example, E may be replaced by 0, T by R, and 80 on, thus yielding 

0 10 20 30 40 so 60 

Number of letters In m--... 

OHDT No. 1.--<lurftl markln1 &be lo-aud I1PJIII" lfmlta of &be theontlaal amount of deviation fJvm &be narmal number of vowels to be upec&ed 
In m--..s of Vll'loal ~eactbs. (See Par. 13d.) 

a cryptogram giving external indications of being a transposition cipher but which is really a 
substitution cipher. If the cryptogram is not too short, a close study will usually disclose what 
has been done, as well as the futility of 80 simple a subterfuge. 

f. In the majority of cases, in practical work, the determination of the class to which a 
cipher of average length belongs can be made from a mere inspection of the message, after the 
cryptanalyst has acquired a familiarity with the normal appearance of transposition and of 
substitution ciphers. In the former case, his eyes very speedily note many high-frequency letters, 
such as E, T, N, R, 0, and S, with the absence of low-frequency letters, such as J, K, Q, X, 
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and Z; in the latter case, his eyes just as quickly note the prelienee of man,. low-frequency letten, 
and a. corresponding absence of the usual high-frequency letters. 

g. Another rather quickly completed test, in the case of the simpler varietiea.of ciphers, is 
to look for repetitiom of groupB of letterB. As will become apparent very soon, recurrences rif 
syllables, entire words and short phrases constitute a characteristic of all normal plain text. 
Since a transposition cipher involves a change in the Be!l!Unce of the letters composing a plain-

• 
• 
• 

30 .o40 so 60 

Number of Jetterllln m81181118. 

OJwl'l' No. 2.-Cam~~ markln1 tbe lower ad upper limits of tbe tbeoretleal amount of deviation from tbt normal numblr ollllch.tnq-• 1111810 
DIDts to beupectedln -.ee ofvarioua)lmgtbs. (Bee Par.1311.> 

text message, such recurrences are broken up so that the cipher text no longer will show repetitions 
of more or less lengthy sequences of letters. But if a cipher message does show many repetitions 
and these are of several letters in length, say over four or five, the conclusion is at once warranted 
that the cryptogram is mc>st probably a substitution and not a transposition cipher. However, 
for the beginner in cryptanalysis, it will be advisable to make the uniliteral frequency distribution, 
and note the frequencies of the vowels, the high, medium, and low-frequency consonants. Then, 
referring to Charts 1 to 4, he should carefully note whether or not the observed frequencies for 
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these categories of letters fall within the limits of the theoretical frequencies for a nonnal plain-
text meBBage of the same length, and be guided accordingly. · 

h. It is obvious that the foregoing rule applies only to ciphers composed wholly of letters. 
If a meBSage is composed entirely of figures, or of arbitrary sigD.s and symbols, 'or of intennixtures 

.:I 7 

Is 
I 
I 3 ,. 
13 
! 2 

!2 
llil 

10 20 30 40 50 60 110 120 130 1410 I 180 170 180 I 

Number of letters b1 J1181i11118· 

CanTNo.a.-curve.marldngtbelowwand UPJI81' Umlta of the tbeontlcal amount of devi&tton from tbe normal number of medium-fnlquenCJ' 
consonants to beupectedlnmeB~&psofvarlousJeqtba. (See Par.13d.) 

'of letters, figures and other symbols, it i$ immediately apparent that the cryptogram is a sub-
stitution cipher. · 

i. Finally, it should be mentioned that there are certain kinds of cryptograms whose class 
cannot be determined by the method set forth in subparagraphs b, c, d above. These exceptions 
will be discuBBed in a subsequent section of this text.1 

. . 14. De~ermi.J1iDc whether a substitution cipher is monoalphabetio or polyalphabetic,""'--(J. It 
will be remembered that a monoalphabetic substitution cipher is one in which a single cipher 
-.J,phabet is employed throughout the whole·meBSa.ge, that is, a given plain-text letter is invari$.bly 
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represented throughout the message by one and the same letter in the cipher text •. ~ the·oihe!: 
hand, a polyalphabetic substitution cipher is one in which two or more cipher alphabets ·&Te 

employed within the same message; that is, a given plain-text letter may be represented ·by two o:r 
more different letters in the cipher text, according to some rule governing the selection of the 
equivalent to be used in each case. From this it follows that a single cipher letter may represent 
two or more different plain-text letters. 

b. It is easy to see why and how the appearance of the uniliteral frequency distribution for 
a substitution cipher may be used to determine whether the cryptogram is monoalphabeiic or 
polyalphabetic in character. The normal distribution presents marlted crests .and troughs by 
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0 10 20 30 40 50 60 70 80 90 100 I 1<40 150 160 I 

Number of letters In m88118p. 

Cll.t.BT No. 4.-Curves marking tbe lower and upper Umlta of the theorettcal amount of devlattou from tbe normal number of low-trequenoy OODIIO­

uauta to be upected In ID8IIIIIIPI of various lengths. (Bee Par.l311.) 

virtue of two circumstances. First, the elementary sounds which . the symbols represent are 
used with greatly varying frequencies, it being one of the striking characteristics of every alpha­
betic language that its elementary sounds are used with greatly varying frequencies.• ~ the 
second place, except for orthographic aberrations peculiar to certain languages (conspicuously, 
English and French), each such sound is represented by the same symbol. It follows, therefore, 
that since in a monoalphabetic substitution cipher each different plain-text letter (=elementary 
sound) is represented by one and only one cipher letter (=elementary symbol), the uniliteral 
frequency distribution for such a cipher message must also exhibit the irregular crest and trough 
appearance of the normal distribution, but with only this important modification-the absolute 

1 The student who is interested in this phase of the subject may find the following reference of value: Zipf'. 
G. K., Selected StudieB of the Principle of RelatiiJe Frequeney in Laflg1Ulfe, Cambridge, M&BB., i932 • 
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posifion8 of the cr~sls and lrO'UfiM 'fl1ill not be the Bam~ aB in the normal. That is, the letters accom­
panying the crests and the troughs in the distribution for the cryptogram will be different from 
those accompanying the crests and the troughs in the normal distribution. But the marked 
irregularity of the distribution, the presence of accentuated crests and troughs, is in itself an 
indication that each symbol or cipher letter always represents the same plain-text letter in that 
cryptogram. Hence the general rule: A marked crest and lrO'Uflh, app6arance in the uniliteral 
fr~fJUt'ftC'II tliltribulion for a gimen cryptogram indical~s tlw.l a Bingle cipher alph,abst iB invdved and 
~" one qf ths t~81B for a m()f'I,()(J},pkab61ic 811.b81itv.tion cipher. 

c. On the other hand, suppose that in a cryptogram each cipher letter represents several. 
different plain-text letters. Some of them are of high frequency, others of low frequency. The 
net result of such a situation, so far as the uniliteral frequency distribution for the cryptogram 
is concerned, is to prevent the appearance of any marked crests and troughs and to tend to reduce 
the elements of the ·distribution to a more or less common level. This imparts a "flattened 
out" appearance to the distribution. For example, in a certain cryptogram of polyalphabetic 
construction, K.=Ep, Gp, and Jp; R.=A.,, 0.,, and Sp; X.=Op, Lp, and Fp. The frequencies of 
K., R., and X. will be approximately equal because the summations of the frequencies of the several 
plain-text letters each of these cipher letters represents at different times will be about equal. 
If this same phenomenon were true of all the letters of the cryptogram, it is clear that the 
frequencies of the 26 letters, when shown by means of the ordinary uniliteral frequency distribu­
tion, would show no striking differences and the distribution would have the flat appearancP of 
a typical polyalphabetic substitution cipher. Hence, the general rule: The absrnce of marked 
crul8 and lrO'U{JM in the uniliteral freg:u,ency diBtribution indicates tlw.l two or more cipher alpkabsts 
are if&f10ltled. The jlaftend-ov.t appearance of the diBtribv.tion conBiitv.tes ons of th6 t~81s for a poly­
alpkabdic nbBiitulitm cipher. 

d. The foregoing test based upon the appearance of the frequency distribution constitutes 
only one of several means of determining whether a substitution cipher is monoalphabetic or 
polyalphabetic in composition. It can be employed in cases yielding frequency distributions 
from which definite conclusions can be drawn with more or less certainty by mere ocular exami­
nation. In those cases in which the frequency distributions contain insufficient data to permit 
drawing definite conclusions by such examination, certain statistical tests can be applied. These 
will be discussed in a subsequent text. 

~. At this point, however, one additional test will be given because of its simplicity of appli­
cation. It may be employed in testing messages up to 200 letters in length, it being assumed that 
in messages of greater length ocular examination of the frequency distribution offers little or no 
difficulty. This test concerns the number of blanks in the frequency distribution, that is, the 
number of letters of the alphabet which are entirely absent from the message. It has been 
found from statistical studies that rather definite "laws" govern the theoretically expected num­
ber of blanks in normal plain-text messages and iii frequency distributions for cryptograms of 
different natures and of various sizes. The results of certain of these studies have been embodied 
in Chart 5. 

f. This chart contains two curves. The one labeled P applies to the average number of 
blanks theoretically expected in frequency distributions based upon normal plain-text messages 
of the indicated lengths. The other curve, labeled R, applies to the average number of blanks 
theoretically expected in frequency distributions based upon perfectly ra1Ulom assortments of 
letters; that is, assortments such as would be found by random selection of letters out of a hat 
containing thousands of letters, all of the 26 letters of the alphabet being present in equal pro­
portions, each letter being replaced after a record of its selection has been made. Such random 
assortments correspond to polyalphabetic cipher messages in which the number of cipher alpha-
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bets is so large that if uniliteral frequency distributions are made of the letters, the ~butiolis 
are practically identical with those which are obtained by random selections of letter. out of a hat. 

g. In using this chart, one finds the point of intersection of the vertical eoordinate corre­
sponding to the length of the message, with the horizontal coordinate corresponding to ·the 
observed number of blanks in the distribution for the message. H this point of intersection falls 
closer to curve P than it does to curve R, the number of blanks in the message approximates or 
corresponds more closely to the number theoretically expected in a plain-text message than it 
does to a random (cipher-text) message of the same length; therefore, this is evidence that the 
cryptogram is monoalphabetic. Conversely, if this point of intersection falls closer .to curve B· 

30 40 

Number or !etten ID lllei88JII. 

CJr.&B'l' NO • .'I.-curves showl.ag the 8981'11&8 Dumber or biBDb theoretlllBII:v expected ID distributions for plaiD tat (P) aud for random tat (B) b 
llillllll&eS or variOallqthL (Bee Par. 14/.) 

than to curve P, the number of blanks in the message approximates or corresponds more closely 
to the number theoretically expected in a random text than it does to a plain-text message of the 
same length; therefore, this is evidence that the cryptogram is polyalphabetic. 

h. Practical examples of the use of this chart will be given in some of the illustrative messages 
to follow. 

16. Determining whether the cipher alphabet is a standard, or a mixed cipher alphabet.­
a. Assuming that the uniliteral frequency distribution for a given cryptogram has been made, and 
that it shows clearly that the cryptogram is a substitution cipher and is monoalphabetic in 
character, a consideration of the nature of standard cipher alphabets 8 almost makes it obvious 
how an inspection of the distribution will disclose whether the cipher alphabet involved is a 
standard cipher alphabet or a mixed cipher alphabet. If the crests and troughs of the distribu-

• See Sec. VIII, Elememary Military Cryptog1-aph71. 
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tion occupy positions which correspond to the relative positions they occupy in the normal 
frequency distribution, then the cipher alphabet is a standard cipher alphabet. If this is not the 
case, then it is highly probable that the cryptogram has been prepared by the use of a mixed 
cipher alphabet. 

· b. A mechanical test may be applied in doubtful cases arising from lack of material available 
for study. Just what this test involves, and an illustration of its application will be given in the 
next section, using specific examples. 

18; Determing ·whether the standard cipher alphabet is direct or reversed.-Assuming 
·that the frequency distribution for a given cryptogram shows clearly that a standard cipher 
alphabet is involved, the determination as to whether the alphabet is direct or reversed can also 
be made by inspection, since the difference between the two is merely a matter of the direction 
in which the sequence of crests and troughs progresses-to the right, as in normal reading or 
writing, or the left. In a direct cipher alphabet the direction in which the crests and troughs 
of the distribution should be read is the normal direction, from left to right; in a. reversed cipher 
alphabet this direction is reversed, from right to left. 
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SECTION y 

UNILITERAL SUBSTITUTION WITH STANDARD CIPHER ALPHABETS.·. 
' ' ' Panctaph. 

Principles of solution by constru,ction and analyllis of the uniliteral frequenpy distrib~tion ______ "_, __ ~----~- · ~ 7 
Theoretical example of solutiotL--------------------------------------------·----------------------------------~ .... ------------ 18 
Practical e:i:ampie of solution by the freque~cy method. _____________________________ ~------------------~----~-----~-- 19 
Solution by completing the plain-component sequence.~---------------------------------------"~-------~~----~--------·~-- · 20 · 
Special remarks on the niethod of solution by completing the plain-component sequence ••••• .:"--~-----~----•-·----,; .fn 
Value of mechanical solution as a short cut·-----------------------·----------------------~---·-----------~.:.-~.-~.;.. .... -.:.· · 29 

17. Principles of solution by construction and analysis of the uniliteral frequeno7 dittri•' 
btttion:-a. Standard cipher alphabets are of two sorts, direct and reversed. Tlie anaiysis of 
monoalphabetic cryptograms prepared by their use followa almrist directly :from a considerati,on of. 
the nature of such alphabets. Since the cipher component ·of a standard cipher alphabet· conSists 
either of the normal sequence merely displaced 1, 2, 3, .. ~intervals from the nOrmal po:irit _,f. 
cofucidence, or of the norms.l sequence proceeding in a reversed-normal direction, it is obvious· 
that·the·uililiteral frequency distribution for a cryptogram prepai'ed. by melns of such a cipher 
aiphabei ·employed monoalpli.abetically will show crests and troughs·whose relilti~·,·p'ositions· 
and-frequencies will be'exactly the same as in the uniliteral frequency distributicni fo~ the•pl8in 
text of that cryptogram. The only thing that has happened is that the Whole set of crests and 
troughs of the distribution has been displaced to the right or left of the position it occupies in the 
distribution for the plain text; or else the successive elements of the whole set progress in the 
opposite direction. Hence, it follows that the correct determination of the plain-text value of the 
letter marking any crest or trough of the uniliteral frequency distribution will result at one 
stroke in the correct detemunation of the plain-text values of aJJ, the remaining 25 letters respec­
tively marking the ot4er crests and tro-q.glul in tha.t distribution. Tlma, hav.ing determin~ the 
value "of ·a single element of the cipher component of the cipher alph&.bet,· the values of all the 
remaining letters of the cipher component are automatically solved at one stroke. In more 
simple language, the correct determination of the value of a single letter of the cipher text 
automatically gives the values of the other 25 letters of the cipher text. The problem thus 
resolves itself into a matter of selecting that point of attack which will most quickly or most 
easily lead to the determination of the value of one cipher letter. The single word identification 
will hereafter be used for the phrase "determination of the value .of a cipher letter"; to identify a 
cipher letter is to find its plain-text value. · · · · 

b. It is obvious that the easiest point of attack is to assume that the letter marking the crest 
of greatest frequency in the frequency distribution for the cryptogram represents E.,. Proceeding 
from this initial point, the identifications of the remaining cipher letters marking the other crests 
and troughs are tentatively made on .the basis that the letters of the cipher component proceed 
in accordance with the normal alphabetic sequence, either direct or reversed. If the actual 
frequency of each letter marking a crest or a trough approximates to a f~y close degree the 
normal theoretical frequency of the assumed plain-text equivalent, then the initial identification 
90=Ep may be as8'Umed to be correct and therefore the derived identifications of the other cipher 
letters may be assumed to be correct. If the original starting point for assignment of plain-text 
valu~s is not correct, or if the direction of "reading" the successive crests and troughs of the 
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distribution is not correct, then the frequencies of the other 25 cipher letters will not correspond 
to or even approximate the normal theoretical frequencies of their hypothetical plain-text equiva­
lents on the basis of the initial identification. A new initial point, that is, a different cipher 
equivalent must then be selected to represent Ep; or else the direction of "reading" the crests and 
troughs must be reversed. This procedure, that is, the attempt to make the actual frequency 
relations exhibited by uniliteral frequency distribution for a given cryptogram conform to the 
theoretical frequency relations of the normal frequency distribution in an effort to solve the 
cryptogram, is referred to technically as "fitting the actual uniliteral frequency distribution for a 
cryptogram to the thoretical uniliteral frequency distribution for normal plain text", or, more 
briefly, as ''fitting I'M jNI[IUM!J distribution for lh8 cryptogram to t'M normal fref[IUncy distrilrution", 
or, still more brie:O.y, "jittifl,fJ t'M diafribution to,, normal." In statistical work the expression 
commonly employed in connection with this process of fitting an actual distribution to a the­
oretical one is "testing the goodness of fit!' The goodness of fit may be stated in various ways, 
mathematical in character. · 

c. In fitting the actual distribution to the normal, it is necessary to regard the cipher com­
ponent (that is, the letters A . . . Z marking the successive crests and troughs of the distribution) 
as partaking of the nature of a wheel or sequence closing in upon itself, so that no matter with 
what crest or trough one sta.rts,.the spatial and frequency relations of the crests and troughs are 
constant. This manner of regarding the cipher component as being cyclic in nature is valid 
~we it i8 obtlious llw.l t'M relatiw pofttionB OiM~ of I'M cruta a-nd lrougha ofollltiJUfltilite,.,. 
fref[IU'MIJ disfribulion mu remain I'M aame regardlaa of whalleUer i8 employed aa I'M initial point 
of 1M dialribution. Fig. 5 gives a clear picture of what is meant in this connection, as applied to 
the norm,al frequency distribution. 

li'IGVBJI a. 

d. In the third sentence of subparagraph 6, the phrase 11assumed to be correct" was ad­
visedly employed in describing the results of the a.ttempt to fit the distribution to the normal, 
because the final test of the goodness of fit in this connection (that is, of the correctness of the 
assignment of values to the crests and troughs of the distribution) is whether the C0118iatem 
substitution of the plain-text values of the cipher characters in the cryptogram will yield intelli­
gible plain text. If this is not the case, then no matter how close the approximation between 
actual and theoretical frequencies is, no matter how well the actual frequency distribution fits 
the normal, the only possible inferences are that (1) either the closeness of the fit is a pure coin­
cidence in this case, and that another equally good fit may be obtained from the same data, or 
else {2) the cryptogram involves something more than simple monoalphabetic substitution by 
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means of a single standard cipher alphabet. For example, suppose a transposition has been 
applied in addition to the substitution. Then, although an excellent coiTeSpondence. ~tween 
the uniliteral frequency distribution and the· normal frequency distribution has been obtained, 
the substitution of the cipher letters by their assumed equivalents will still not yield plain text. 
However, aside from such cases of double encipherment, instances in which the uniliterfLI fre.. 
quency distribution may be easily fitted to the nomi.al frequency distribution and in which at 
the same time an attempted simple substitution fails to yield intelligible text are rare. It may be 
said that, in practical operations whenever the uniliteral frequency distribution can be uia.de to 
fit the normal frequency distribution, substitution of values will result in solution; and, -.a a 
corollary, whenever the uniliteral frequency distribution cannot be made to fit the norlnal 
frequency distribution, the cryptogram does not represent a case of simple, monoalphabetic 
substitution by means of a standard alphabet. 

18. Theoretical example of solution.-a. The foregoing principles will become clearer by 
noting the cryptographing and solution of a theoretical example. The following message is to be 
cryptographed. 

HOSTILE FORCE ESTIMATED AT ONE REGIMENT INFANTRY AND TWO PLATOONS CAVALRY 
MOVING SOUTH ON QUINNIMONT PIKE STOP HEAD OF COLUMN NEARING ROAD JUNCTION SEVEN 
THREE SEVEN COMMA EAST OF G~ACRE SCHOOL FIRED UPON BY OUR PATROLS STOP 
HAVE DESTROYED BRIDGE OVER INDIAN CREEK • 

6. First, .solely for purposes of demonstrating certain principles, the uniliteral frequency dis­
tribution for this message is presented in Figure 6. 

~· 

I'IOUBII G. 

c. Now let the foregoing message be cryptographed monoalphabetically by the following 
cipher alphabet, yielding the cryptogram and the frequency distribution shown below. 

Plain _____________ A B C D E F G H I J K L II N 0 P Q R S T U V W X Y Z 
Cipher___________ G H I J K L M N 0 P Q R S T U V W X Y Z A B C D E F 

Plain ______________ .HOSTI LEFOR CEEST IMATE DATON EREGI IIENTI NFAN'l' RYAND 
Cipher ----------~--NUYZO RKLUX IKKYZ OSGZK JGZUT KXKIIO SKTZO 'l'LGTZ XEGTJ 

Plain _______________ TWOPL A TO ON SCAVA LRYMO VINGS OUTHO NQUIN NIMON TPIKE 
Cipher ____________ ZCUVR GZUUT YIGBG RXESU BOTMY UAZNU TWAOT TOSUT ZVOQK 

Plain _______________ STOPH EADOF COLUM NNEAR INGRO ADJUN CTION SEVEN THREE 
Cipher ______ ------yzUVN KGJUL IURAS TTKGX OTMXU GJPAT IZOUT YKBKT ZNXKK 

Plain ______________ SEVEN COMMA EASTO ·FGREE .NACRE SCHOO LFIRE DUPON BY OUR 
Cipher ____________ YKBKT IUSSG KGYZU LMXKK TGIXK YINUU RLOXK JAVUT HEUAX 

PJain _______________ PATRO LSSTO PHAVE DESTR OYEDB RIDGE OVERI NDIAN CREEK 
Cipher _____________ VGZXU RYYZU VNGBK JKYZX UEKJH XOJIIK UBKXO TJOGT IXKKQ 

148274-38-S 
I 
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CRYPTOGRAM 

NUYZO RKLUX IKKYZ 0 S G Z K JGZUT KXKIIO 
S K.T Z 0 TLGTZ XEGTJ ZCUVR GZUUT YIGBG 
RXESU BOTIIY UAZNU TWAOT T 0 S U T. ZVOQK 
Y·ZUVN .KG J U L IURAS TTKGX OTMXU GJPAT 
IZOUT YKBKT ZNXKK YKBKT IUS S G KGYZU 
LNXKK TGIXK YINUU RLOXK JAVUT HEUAX 
VGZXtJ RYYZU VNGBK JKYZX UEKJH XOJIIK 
uaxxo T J 0 G T IXKKQ 

I'IGVIUI 'I'. 

d. Let the student now compare Figs. 6 ·and 7, which have been superimposed in Fig. 8 
for conveui,ence in examination. Crests and troughs are present in both distributions; moreover 
their relative positions and frequencies have not been changed in the slightest particular. Only 
the absolute position of the sequence as a whole has been displaced six intervals to the right in 
Fig. 7, as compared with the absolute position of the sequence in Fig. 6. 

I'IGVIUI 8. 

. · ·. ~~.If 'thf) tWo distributions are oompared in detail the student will clearly understand how 
easy the solution of the cryptogram would be to one who knew nothing about how it was prepared. 
For examplei. the frequency of the highest crest, representing Ep in Fig. 6 is 28; at an interval of 
four letters before E;-there is another crest repre8enting Ap with frequency 16. Between A and E 
there is a trough, representing the low-frequency letters B, C, D. On the other side of E, at an 
Q1terv8.1 of four.letteis1 comes another crest, representing I with frequency 14. Between E and I 
th'ere· is anothei' trough, representing the low-frequency letters F, G, H. Compare these crests 
~4 troughs with their homologous crests .and troughs in Fig. 7. In the latter, the letter K 
markS the' highest crest".in the. distribution.with a frequency of 28; four letters before K there is 
aiilother crest, frequency 16, iuld four letteis on the other side of K there is ari.other crest, frequency 
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14: .. ·Troughs corresponding.to B, C, D and F, .G, Hare seen at H, I, J and L, M, N.in Fig.~7~ · ·Iri 
fact, the two distributions may be made to coincide exactly; by shifting the frequency distribution 
for the cryptogram six intervals to the left with respcet to the distribution for the .equiva.lent 
plain-text message, as shown herewith. 

l!'mvull. 

f. Let us suppose now that nothing is known about the cryptographing process, a.nd that 
only the cryptogtam ·and its uniliteral frequency distribution is at hand. It is clear that· simply 
bearing in mind the spatial relations of the crests-and troughs in a normal frequency distribution 
would enable the cryptanalyst tO ·fit the distribution to the normal in this case. He would 
naturaHy first assume that G.=.Ap, from which it would follow that if a direct standard alphabet 
is involved~ H.=Bp, I.=Cp, and so on, yielding the following (tentative) deciphering_alphabet: 

Cipher ....• ______ A B C 0 E F G H I J K L II t{ 0. P Q R S T U V W X Y Z 
Plain------------ U V W X Y Z A B ··c D E F G H I J K L II N 0 P Q R S. T 

g. Now comes the final test: If these assumed vilues are substituted in the cipher text, 
the plain text immediately a.ppears. Thus: · · · · 

NUYZO RKLUX IKKYZ OSGZK JGZUT .•• 
HO~TI LEFOR CEE.ST IMATE. DATON e~ 

h. :.It should be clear,.. therefoxe, :t.Qa,t the selec.tion of G •. to represent As, in the. cryptOgra.phing 
process has absolutely no effect upon the relative spatial and frequency relations of the crests 
and troughs_ of ~e frequ~cy distribption for the Cijpto~am. If Q0 had been selected to repre­
sent A.p, these .reiations would still remain the sa:ine, "the whole series of crests an.d tro~ghs being. 
merely displaced frirther to the right of the poSitions t4ey occupy when Ga=4P· · . 

· 19. · Practicil example of solution· by the frequency Di.ethod.-a; Tke ca8e of direct standard 
alphabet ciph.ers.-(1) The following cryptogram is to be 80lved by applying the foregoing 
principles: 

IBM Q 0 p-8 I U 0 M B B G A 
zw·tL~ QTTML EQBPU 

.. 
J C Z 0 F · 'II U U .Q B 

Iz·Kp·Q 'VOQVN 
A J C Z 0 

I"V B Z G 

{2) From the presence of repetitions and so many low-frequency letters such as B, Q, and 
Z it is at once suspected that this is a substitution .cipher. But to illustrate the steps .that must 
be t.aken _in diffic~t cas_es in order to be ~ertain iJ1 ,this ~~ect, a uniliteral ~equency distribution 
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is constructed, and then reference is made to charts 1 to 4 to note whether the actual numbers 
of vowels, high, medium, and low-frequency consonants fall inside or outside the areas delimited 
by the respective curves. 

~ -
~~~ ~~~ ~~~~~~~~~ ~~~~ ~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

I'IOVIUI: 1011. 

Letters Frequency Position with respect to areas 
delimited by curves 

Vowels (A E I 0 U Y)------------------------------------------------ 17 Outside, chart 1. 
High-frequency Consonants (D N R S T>----------------------- 4 Outside, chart 2. 
Medium-frequency Consonants (B C F G H L M P V W) _____ 25 Outside, chart 3. 
Low-frequ~cy Consonants (J W Q X Z>------------------------ 14 Outside, chart 4. 

TotaL ___________________________________________________ ~------ 60 

(3) All four points falling quite outside the areas delimited by the curves applicable to these 
four classes of letters, the cryptogram is clearly a substitution cipher. 

(4) The appearance of the frequency distribution, with marked crests and troughs, indicates 
that the cryptogram is probably monoalphabetic. Reference is now made to Chart 5. The 
message has 60 letters and 6 blanks. The point of intersection on the chart is closer to curve 
P than. .it is .to curve B; therefore, this is additional evidence that the message is probably 
monoalphabetic. 

(5) The next step is to determine whether a standard or a mixed cipher alphabet is involved. 
This is done by studying the positions and the sequence of crests and troughs in the frequency 
distribution, and trying to fit the diStribution to the normal. 

(6) The first assumption to be made is that a directstandard is involved.' The highest crest 
in the distribution is marked by B.. Let it be assumed that B.=Ep. Then c., 00 , E., • • .=F., 
Gp, lip, ••• , respectively; thus: 

~ -
~i~ ~~~ ~~~~~~~~~ ~~~~ ~ 

Cipher---------- A B C D E F G H I J k L II N 0 P Q R S T U V W X Y Z 
Plain ____________ - D E F G H I J K L M N 0 P Q R S .T U V W X Y Z A B C 

l'lovu lot. 

At first glance the approximation to the expected frequencies seems fair, especially in the region 
F G H I J Kp and R S Tp. But there are too m&ny occurrences. of Lp, Pp, X.. and c. and too few 
occurrences of .Ap, Ip, Np, OP. Moreover, if a substitution is attempted on this basis, the following 
is obtained for the. first two cipher groups: 

Cipher.------------------------ I B II Q 0 P B I U 0 
• "Plain text"------------------ L E P T R S E L X R 

This is certainly not plain text and it seems clear that B. is not E.. A different assumption will 
have to be made. 

(7) Suppose Q.=Ep. Going through the same steps as before, again no satisfactory results 
are obtained. Further trials 1 are made along the same lines, until the assumption II0=Ep is tested. 

1 It Ia unnecesaary, of course, to write out the alphabets aa shown In Figs. lOb and c when testing assumptions. 
Thla fa usuaJly all done mentally. 
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~ -~~~ ~~~ ~~~~~~~~~ ~~~~ 2 
Cipher__________ A B C D E F G H I J K L M N 0 P Q R S T U V I X Y Z 
Plain______________ S T U V W X Y Z A B C D E F G H I J K L M N 0 P Q R 

FIOVUlOe. 

(8} The fit in this case is quite good; possibly there are too many occurrences of GP and lip 
and two few of Ep, Op and Sp. But the final test remains.: trial of the substitution alphabet on the 
cryptogram itself. This is immediately done and the results are as follows: 

Cryptogram_... I B M Q 0 P B I U 0 N B B G A J C Z 0 F M U U Q B A J C Z 0 
Plaintext ______ ATEIG HTAMG ETTYS BURGX EMMITSBURG 

Cryptogram •••• ZWILN QTTML EQBPU IZKPQ VOQVN IVBZG 
Plaintext ______ ROADF ILLED WITHM ARCHI NGINF ANTRY 

AT EIGHT All GETTYSBURG-EMMITSBURG ROAD FILLED WITH MARCHING INFANTRY. 

(9} It is always advisable to note the specific key. In this case the correspondence between 
any plain-text letter and its cipher equivalent will indicate the key. Although other conventions 
are possible, and equally valid, it is usual, however, to indicate the key by noting the cipher 
equivalent of .Ap. In this case A.= I •. 

b. TM case o/re'D81"BM Blarulard oJ,plw.bel ciphers.-
(1} Let the following cryptogram and its frequency distribution be studied. 

IPEAC BPIWC EPPKQ HORCL EWWAP QHORC 

RUIFD AXXEF MAPBW IRGBA VCAVD IVPRK 

(2} The preliminary steps illustrated above, under subpar. a (1} to (4} inclusive, in connec­
tion with the test for class and monoalphabeticity, will here be omitted, since they are exactly 
the same in nature. The result is that the cryptogram is obviously a substitution cipher and is 
monoalphabetic. 

(3} Assuming that it is not known whether a direct or a reversed standard alphabet is in­
volved, attempts are at once made to fit the frequency distribution to the normal direct sequence. 
If the student will try them he will soon find out that these are unsuccessful. All this takes but a 
few minutes. 

(4} The next logical assumption is now made, viz, that the cipher·alphabet is a reversed 
standard alphabet. When on this basis E. is assumed to be Ep, the distribution can readily be 
fitted to the normal, practically every crest and trough in the actual distribution corresponding 
to a crest or trough in the expected distribution. - ~ ~~~~~~~~~ ~~~ ~~~~ ~~~~ 

Cipher---------- A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Plain.............. I H G F E D C B A Z Y X W V U T S R Q P 0 N M L K J 

J'IGUBIIllld. 

{5} When the substitution is made in the cryptogram, the following is obtained. 
Cryptogram__________________ I P E A C · B P I W C E P P K Q 
Plain text_____________________ A T E I G H T A II G E T T Y S 

(6} The plain-text message is identical with that under paragraph a. The specific key in 
this case is also Ap=I •• If the student will compare the frequency distributions in the two cases, 
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he will note that the relative positions and extensions of the crests and troughs are identical; 
they merely progress in opposite directions .. 

10. Solution by completing the plain-component sequenoe.---a. ·TM. cass of direcl Bfandard 
alphabet ciphers.-(!) The foregoing method of analysis, involving as it does the construction of 
a uniliteral frequency distribution, was termed a solmion by the freg:uency method because it in­
volves the construction of a frequency distribution and its study. There is, however, another 
method which is much more rapid, almost. wholly mechanical, and which, ~oreover, does not 
necessitate the construction or study of any frequency distribution whatever. An understand­
ing of the method follows from. a consideration of the method of encipherment of a message 
by the use of a single, direct standard cipher alphabet. 

(2) Note the following encipherment: 

Message _________ REPEL INVADING CAVALRY 

ENCIPHERING. ALPHABET 

Plain_____________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher ___________ G H I J K L M N 0 P Q R S T U V W X Y Z A B C D E F 

Plain text_______ R E P E L 
Cryptogram ____ X K V K R 

ENCIPHER:U:ENT 

INVADING 
0 T B G J 0 T II' 

CBYPTOGRAK 

CAVALRY 
IGBGRXE 

XKV.KR OTBGJ OTMIG BGRXE 
. (3) The enciphering alphabet shown above represents a case wherein the sequence of letters 

of both components of the cipher alphabet is the normal sequence, with the sequence forming the 
cipher component merely shifted six intefvals in ~tard (or 20 interVals jn advance) of the posi­
tion it occupies in the normal alphabet. If, therefore, two strips of paper bearing the letters of 
the normal sequence, equally spaced, are rega.rded as the two components of the cipher alphabet 
and are juxtaposed at all of the 25 possible points of coincidence, it is obvious that one of these 
25 juxtapositions muBt correspond to the actual juxtaposition shown in the enciphering alphabet 
directly above.• It is equally obvious that if a record were kept of the results obtained by ap­
plying the values given at each juxtaposition to the letters of the cryptogram, one of these results 
would yield ~he plain text of_ the cryptogram. 
· (4) Let the work be systematized and the results set down in an orderly manner for exam­
ination. It is obviously unnecessary to juxtapose the two components so that A.=Ap, for on 
the assumption of a direct standard alphabet, juxtapo~ two direct normal oomponents at 
their normal point of coincidence merely yieldS plain text. The next possible juxtaposition, 
therefore, is A,=Bp. Let the j:uxtaposition of the two sliding strips the~ore be A,=Bp, as shown 
here: 

Plain_______________ ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWxtZ 
Cipher------------- ABCDEFGHIJKLMNOPQRSTUVWXYZ 

The values given by this juxtaposition are substituted for the first 20 letters of the cryptogram 
and the following results are obtained. 

Cryptogram _____ ~-"--------- X K V K R 0 T B G J - 0 T M I G B G R X E 
ls~Testr-"Plain text"--- Y L W L S P U C H K P U N J H C H ·S Y F 

I One Of the strips should bear the sequence repeated. This permits juxtaposing the two sequences at an 26 
possible point.i of ooincfdenee eo aa to have a complete cipher alphabet showing at all times.. · 
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This certainly iS not intelligible text; obviously, the two components were not in the- poSition 
indicated in this first test. The cipher component is therefore slid one interval to the right, 
making A.=Cp, and a second test is made. Thus · · 

Plain..______________ ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ 
Cipher_____________ ABCDEFGHIJKLMNOPQRSTUVWXYZ 
Cryptogram__________________ X K V K R 0 T B G J 0 T M I G B G R X E 
2d Test-"Plain text"----- Z M X M T Q V D I L Q V 0 K I D I T Z G --

Neither does the second test result in disclosing any plain text. But, if the results of ~e _two 
tests are studied a phenomenon that at first seems quite puzzling comes tn]igbt. Thus, suppose 
the results of the two tests are superimposed in this fashion. -

Cryptogram__________________ X K V K R 0 T B G J 0 T M I G B G R X E 

1st Test-"Plain text"---- Y L W L S P U C H K _- P U N J H C H S Y F -
2nd Test-"Plain text"--- Z M X M T Q V D I L Q V 0 K I D I 't Z . G 
(5) Note what has happened. The net result of the two experim.~ts was mer8Iy to continue 

the normal sequence begun by the cipher letters at the heads of the several columna. · It is 
obvious that if the normal sequence is completed in each column the re8'11118 V1ill be emctly the sams 
as though the whole set of 16 possible IBBIB had acf'UJJlJ,y been performed. Let the columns therefore 
be completed, as shown in Fig. 11. 

XKVKROTBGJOTMIGBGRXE 
YLWLSPUCHKPUNJHCHSYF 
ZMXMTQVDILQVOKIDITZG 
ANYNURWEJMRWPLJEJUAH. 
BOZOVSXFKNSXQMKFKVBI 
CPAPWTYGLOTYRNLGLWCJ 
DQBQXUZHMPUZSOMHMXDK 
ERCRYJAINQVATPNINYEL 
FSDSZWBJORWBUQOJOZFM 
GTETAXCKPSXCVRPKPAGN 
HUFUBYDLQTYDWSQLQBHO 
IVGVCZ~MRUZEXTRMRCIP 
JWHWDAFNSVAFYUSNSDJQ 
KXIXEBGOTWBGZVTOTEKR 
LYJYFCHPUXCHAWUPUFLS 
MZKZGDIQVYDIBXVQVGMT 
NALAHEJRWZEJCYWRWHNU 
OBMBIFKSXAFKDZXSXIOV 
PCNCJGLTYBGLEAYTYJPW 
QDODKHMUZCHMFBZU·ZKQX 

*R E P E L I N V A D I N G C A V A L R Y 
SFQFMJOWBEJOHDBWBMSZ 
TGRGNKPXCFKPIECXCNTA 
U H S H 0 L Q Y D G L Q J F D Y D 0 U' B 
VITIPMRZEHBRKGEZEPVC 
WJUJQNSAFINSLHFAFQWD 

I'JGVU 11. 

An examination of the successive horizontal lines of the diagram discloses one a'IUl Oflly One line 
of plain text, that marked by the asterisk and reading R E P E L I N V ~ D I N G C A V A L R Y • 
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(6) Since each column in Fig. 11 is nothing but a normal sequence, it is obvious that instead 
of laboriously writing down these columns of letters every time a cryptogram is to be examined, 
it would be more convenient to prepare a set of strips each bea.rhig the normal sequence doubled 
(to permit complete coincidence for an entire alphabet at any setting), and have them available 
for examining any future cryptograms. In using such a set of sliding strips in order to solve a 
cryptogram prepared by means of a single direct standard cipher alphabet, or to make a test to 
determine whether a cryptogram has been so prepared, it is only necessary to "set up" the letters 
of the cryptogram on the strips, that is, align them in a single row across the strips (by sliding 
the. individual strips up or down). The successive horizontal lines, called generatrices (singular, 
g~), are then examined in a search for intelligible text. If the cryptogram really belongs 
to this simple type of cipher, one of the genera.triees will exhibit intelligible text all the way 
across; this text will practically invariably be the plain text of the message. This method of 
analysis may be termed a sol-ulion by completing the plain-component sequence. Sometimes it is 
referred to as "running down" the sequence. The principle upon which the method is based 
constitutes one of the cryptanalyst's most valuable tools.• . 

b. The case of r6fJ6f'sed standard alphabelB.-(1) The method described under subpar. a may 
. ~ be applied, in. slightly modified form, in the ease of a cryptogram enciphered by. a single 
reversed standard alphabet. The basic principles are identical in the two eases. 

(2) To show this it is necessary to experiment with two sliding components as before, except 
that in this ease one of the componen~· must be a reversed normal sequence, the other, a direct 
normal sequence. 

(3) Let the two components be juxtaposed A to A, as shown below, and then let the resultant 
~alues be substituted for the letters of the crypt.ogra.m,. Thwt: 

CBYPTOGBAJI 

P C R C V- Y T L G D Y T A E G L G V P I 
Plain _________________ . ABCDEFGHIJKLMNOPQRSTtJVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ 
Cipher--------·----- ZYXWVUTSRQPONMLKJIHGFEDC~A ·. 

Cryptogram ______________ ~---· P C R C V . Y T L G D . Y T A E G L G V P I 

1st Test-"Pla.in text"--- L Y J Y F C H P U X C H A W U P U F L S 

(4) This does not yield uitelligible text, and therefore the reversed· component is slid one 
space forward and a second test is made. Thus: 

Pla.in_______________ ABCDEFGHIJ.KLIINOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ 
Cipher_____________ znwvtJTSRQPONMLKJIHGFEDCBA 

Cryptogram_ _______ .. __ ; __ ;"~ __ P. C R C V . . Y T L. G D Y T A E G L G V P I 

2d Test-"Plain text"~---. M Z K: Z G · D I · Q V Y D I B X V Q V G M T 

(5) Neither does the se®nd 'test yield intelligible text. But let the results of the two tests 
be superimposed. Thus:. · 

Cryptogram__________________ P C R C V 

1st Test-"Pla.in text"--- L Y J Y F 
2d Test-"Pla.in text"--- M Z K Z G 

YTLGD 
c H P u x· 
D·I Q V Y 

YTAEG 
CHAW U 
DIBXV 

L G V PI 
P U F L S 
QVGMT 

•. : · 
1 It fa recommended that the student prepare a set of 25 strips * by * by 15 inches, made of well-seasoned 

wood, and Blue alphabet striP. to the wood. The alphabet on each strip should be a double or repeated alphabet 
\t'lth· an ·~etter~~ equally 8p&Ced. 
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~··, (6) It is seen that the letters of the "plain text" given by the ueond. trial are m~ the 
epntinua.nts of the normal sequences initiated by· the letters.of the "plain text" given by the first 
trial. If these sequences are "run down"-that is, completed within the columns-the results 
,P,ust obvi,ously be the same as though _successive tests euctly similar to the first two were 
~plied to the cryptogram, using one reversed normal and one direct normal component. If the 
.,...yptogram has really been prepared by means of a single reversed standard alphabet, one of 
~ generatrices of the diagram that results from completing the sequences mu yield intelligible 
.t. 
''· : {7) ~t the diagram be made,. or better yet, if the student has already at hand the set of 
~iding strips referred to in the footnote to page 36, let him "set up" the letters given by the · 
,1#11 trial. Fig. 12 shows ·the diagram and indicates the plain-text genera.trix. 

~:· ~CRCVYTLGDYTAEGLGVPI 
M:\ ,· 
\ ~ . 

.. , 

;·-: 

LYJYFCHPUXCHAWUPUFLS 
MZKZGDIQVYDIBXVQVGMT 
NALAHEJRWZEJCYWRWHNU 
OBMBIFKSXAFKDZXSXIOV 
PCNCJGLTYBGLEAYTYJPW 
QD9DKHMUZCH.MFBZUZKQX 
~EPELINVADINGCAVALRY 
.SFQFMJOWBEJOHDBWBMSZ 
TGRGNKPXCFKPIECXCN.TA 
tiHSHOLQYDGLQJFDYDOUB 
VIT.IPMRZEHMRKGEZEPVC 
WJUJQNSAFINSLHFAFQWO 
XKVKROTBGJOTMIGBGRXE 
YLWLSPUCHKPUNJHCHSYF 
ZMXMTQVDILQVOKIDITZG 
ANYNURWEJMRWPLJEJUAH 
BOZOVSXFKNSXQMKFKVBI 
C P A P W T Y G L 0 T Y R N L G.L W C J 
DQBQXUZHMPUZSOMHMXDK 
ERCRYVAINQVATPNINYEL 
FSDSZWB~ORWBUQOJOZFM 
GTETAXCKPSXCVRPKPAGN 
HUFUBYDLQTYDWSQLQBHO 
IVGVCZEMRUZEXTRMRCIP 
JWHWDAFNSVAFYUSNSDJQ 
KXIXEBGOTWBGZVTOTEKR 

FIGUU12. 

. (8) The only difference in procedure between this case and the preceding one (where the 
cipher alphabet was a direct standard alphabet) is that the letters of the cipher text are first 
'~deoipheredu by means of any reversed standard alphabet and then the columns are "run down", 
~ to the normal A B C • . • Z sequence. For reasons which will become apparent very 
soon, the first step in this method is technically termed coofJBrling tAl cipw lstlers inlo their 
plain,.compotUnl equirolmtB; the second step is the same as before, mz, completing the plain-com­
pO'MIII IB~. 
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11. Bpeoial remarks ·on the method of solution by completing the pla.iJi..component sequenoe.­
a. The terms employed to designate the steps in the solution set forth in Par. 20b, viz, "con­
verting the cipher ·letters into their plain-component equivalents" ab.d "completing the plain­
component sequence", accurately describe the process. Their meaning will become more clear 
as the student progresses with the work. It may be said that whenever the piain component of 
a cipher alphabet is a lmo1Dn sequence, no matter how it is composed, the difficulty and time 
required to solve any cryptogram involving the use of· that plain component is practically cut 
in half. In BOmB co.BeB thiB knowledge jOcilitateB, and in other co.BeB iB the Oflly thifi,(J that malt:a 
poBBibk. Ike Borution of a wry Bhorf cryptogram that mighl othflrtoiBB aejy Bolution. Later on an 
example will be given to illustrate what is meant in this regard. 

b. The student should take note, however, of two qualifying expressions that were employed 
in a preceding paragraph to describe the results of the application of the method. It was stated 
that "one of the generatrices will exhibit intelligible text aU the 'IJJ(J,y acrOBB; this text will practically 
inmriably be the plain text." Will there ever be a case in which more than one generatrix will 
yield intelligible text throughout its extent? Thai obviously depends Blmost entirely on the 
number of letters that are aligned to form a generatrix. · If a generatrix contains but a very few 
letters, only five, for example, it may happen as a result of pure chance that there will be two or 
more generatrices showing what might be "intelligible text." Note in Fig. 11, for example, that 
there are several cases in which 3-letter and 4;..letter English words (ANY, VAIN, GOT, TIP, etc.) 
appear on generatrices that are not correct, these words being formed by pure chance. But there 
is not a single case, in this diagram, of a 5-letter or longer word appearing fortuitously, because 
obviously the longer the word the smaller the probability of its appearance purely by chance; 
and the probability that two genera.trices of 15 letters each will both yield intelligible text along 
their entire length is excOOdingly remote, so remote, in fact, that in practical cryptography such 
a case may be considered nonexistent.' · · 

c. The student should observe that in reality ~ere is no difference ~hatsoever in principle 
between the two methods presented in s~bp~. a and b of Par. 20. In the former the preliminary 
step of converting the cipher .etters into their plain-eon;tponent equivalents is apparently not 
present but in reality it is there. The reason for its apparent absence is that in that case the 
plain component of the cipher alphabet is identical in all respects with the cipher component, so 
that the cipher letters require no conversion, or, rather, they are identical with the equivalents 
that would result if they were converted on the basis A,=Ap. In fact, if the solution process had 
been arbitrarily initiated by converting the cipher l~tters into their plain-component equivalents 
at the setting A,= Op, for example, and the cipher component slid one interval to the right there­
after, the results of the .first and second tests of Par. 20a would be as foll~WB: 

Qryptogram.. .. ~-------~------------ x· K V K R 0 T B G . J 0 T M I G B G R X E 
1st Test--"Plain text"-~--- · L · Y J Y F C H P U X C H A W U P U F L S 
2nd Test--"PI8.in text'''----- M Z K Z G D I Q V Y D I B X V Q V G M T 

Thus, the foregoing diagram duplicates in every particular the diagram resul~ from the first 
two tests·Un.der Par. 20b: a first line of cipher letters, a second line of leiters derived from them 
but showing extemally no relationship with the first line, and a third line derived immediately 
from the second line by continuing the direct normal sequence. This point is brought to attention 
only for the pmpose of showing that a single, broad principle is the basis of the general method of 
solution by completing the. plain-component sequence, and once the student has this firmly in 

'A penon with patience and an inclination toward the curiosities of the science might construct a ten of.lli 
or more letters which would yield two "intelligible" tens on the plain-component completion diagram. 
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mind he will have no difficulty whatsoever in realizing when the principle is applicable, what a 
powerful cryptanalytic tool it can be, and what results he may expect from its application in 
specific instances. 

d. In the two foregoing examples of the application of the principle, the plain component 
was a normal sequence but it should be clear to the student, if he has grasped what has been said 
in the preceding subparagraph, that this component may be a mixed sequence which, if known 
(that is, if the sequence of letters comprising the sequence is known to the cryptanalyst), can be 
handled just as readily as can a plain component that is a normal sequence. 

e. It is entirely immaterial at what points the plain and the cipher componentS are juxtaposed 
in the preliminary step of converting the cipher letters into their plain-component equivalents. 
For example, in the case of the reversed alphabet cipher solved in Par. 20b, the two components 
were arbitrarily juxtaposed to give the value A= A, but they might have been juxtaposed at any 
of the other 25 possible· points of coincidence without in any way B.ffecting the final result, tris, the 
production of one plain-text generatrix in the completion diagram. 

11. Value of mechanical solution as a short cut.-a; It is obvious that the very first step 
the student should take in his attempts to solve an unknown cryptogram that is obviously a 
substitution cipher is to try the mechanical method of solution by completing the plain-component 
sequence, using the normal alphabet, first direct, then reversed. This takes only a very few 
minutes and is conclusive in its results. It saves the labor and trouble of constructing a frequency 
distribution in case the cipher is of this simple type. Later on it will be seen how certain varia­
tions of this simple type may also be solved by the application· of this method. ThtiS, a very 
easy short cut to solution is affQrded, which even the experienced cryptanalyst never overlooks 
in his first attack on an unknown cipher. 

b. It is important now to note th.&t if neither of IM t'WO foregoing attempts is ~J'UCCUI!f'lll i• 
bringing plain. tnt to light and IM cryptogram is g:uite obviO'UBly mon.oalphabelic in. character, tiN 
cryptan.alyst is warran.ted in. as8'Uming tkat tM cryptogram i1WOlNs a mized cipher alphabet. 1 The 
steps to be taken in attacking a cipher of the latter type will be discussed in the next section. 

• There fa but one other poaaibDity, already referred to under Par. 17d, which involves the case where trana­
poeltion and monoalphabetic substitution procesaea have been applied in succesaive atepe. This fa unusual, 
however, and will be diacUBBed in ita proper place. 
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SECTION VI 

UNILITERAL SUBStiTUTION WITH MIXED CIPHER ALPHABETS 
Parqraph 

Basic reason for the low degree of cryptographic security afforded by monoalphabetic cryptogr&IDB involving 
standard cipher alphabets---------------------------------------------------------------------------------------------- 23 

Preliminary steps in the analysis of a monoalphabetic, mixed-alphabet cryptogram.................................. 24 
Further data. concerning normal plain text •••• ------------------------------------------------------------------------------- 25 
~aration .of the work eheet •• ----------------------------------------------------------~-------------------------- 26 
Triliteral-frequenoy diBtributions------------------------------------------------------------------------------------------ 27 
Classifying the cipher letters into vowels and consonants-------------------------------------------------------------- 28 
Further analyBiB of the letters representing vowels and consona.ntB.. •••••• ___________________________________________ 29 

flubatituting deduced values in the cryptogr&m-------------------------·-----------------------~---- 30 
Completing the solutioD----------------------------------------------------------------------------------- 31 
General remarks on the foregoing soll~tion._______________________________________________________________________ 32 
The "probable-word" method; ita value and applicability. __________________ .,.. _______ ~-------------------------------- 33 
Solution of additional cryptogr&IDB produced by the laDle cipher component ••... -----------·------~---·------------- 34 

28. Basic reason for the low de1fee of crypto1faphio seouritr d'orded by monoalphabetic 
oryptolf&JIUI invol'rinc standard cipher alphabets.-The student has seen that the solution of 
mqnoalphabetic cryptograms involving standard cipher alphabets is a very easy matter. Two 
methods of analySis were· described, one involving the construction of a frequency distribution, 
tlla other not requiring this kind of tabulation, being abxlost mechanical in nature and corre­
spondingly rapid. In the first of these two methods it was necessary to make a correct assumption 
~ to the value of but one of the 26letters of the cipher alphabet and the values of the remaining 
25letters at once become known; in the second method it was not necessary to assume a value 
for even a single cipher letter. The student should Understand what constitutes the basis of this 
situation, flis, the fact that the two components of the· cipher alphabet·are·~mposed of !mown 
segr/.l'llas. What if one or both of these components are; for the ceyptanalyst, unknotm sig:rumes? 
In other words, what difficulties will confront the cryptanalyst if the cipher component of the 
cipher alphabet is a mixed sequence? Will such an alphabet be solvable as a whole at one stroke, 
or will it be necessary to solve its values individually? Since the determination of the value of 
one cipher letter in this case gives no direct clues to the value of any other letter, it would seem 
that the solution of such a cipher should involve considerably more analysis and experiment than 
has the solution of either of the two types of ciphers so far examined occasioned. A typical 
example will be studied. 

M. PreHminary steps in the analysis of a monoalphabetic, mixed alphabet oryptolfam.-
a. Note the following cryptogram: 

SFDZF IOGHL PZFGZ DYSPF HBZDS GVHTF UPLVD FGYVJ VFVHT GADZZ AITYD 
ZYFZJ ZTGPT VTZBD VFHTZ DFXSB GIDzy VTXOI YVTEF VMGZZ THLLV XZDFM 
HTZAI TYDZY BDVFH TZDFK ZDZZJ SXISG zyGAV FSLGZ DTHHT CDZRS VTYZD· 
OZFFH TZAIT YDzyG AVDGZ ZTKHI TYzys DZGHU ZFZTG UPGDI XWGHX ASRt.JZ 
DFUID EGHTV EAGXX 

b. A casual inspection of the text discloses the presence of several long repetitions as well as 
of many letters of normally low frequency, such as F, G, V, X, and Z; on the other hand, letters of 

(40) 
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normally high frequency, such as the vowels, and the consonants N and R, &te 'relatively scaroe~ 
The cryptogram is obviously a substitution cipher and the usual meehanical teste for determining 
whether it is possibly of the monoalphabetic, standard-alphabet type &1'8 applied. The results 
being negative, a uniliteral frequency distribution is immediately constructed and is as shown 
in Figure 13. 

~ 
~ 

::: ~ 
~ ~ 
~ ~ ·§'§ i@ 

~~ ~ :::~~ 
~~-~~~~~~~==~== ~~ ==~~~i-~~~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

. 8 t 1 111 a 10 10 111 ·1o a 2 11 2 o a 11 o 2 10 ll2 a 11 1 8 1t u 

c. The fact that the frequency distribution shows very marked crests and troughs means 
that the cryptogram is undoubtedly nionoalphabetic; the fact that it has already been tested 
(by the method of completing the plain-component sequence) and found not to be of the mono­
alphabetic, standard-alphabet type, indicates with a high degree of probability that it involves 
a mixed cipher alphabet. A few moments might be aevoted to making a C&1'8ful inspection of the 
distribution to insure that it cannot be made to fit the normal; the object of this would be to 
rule out the possibility that the text resulting from substitution by a standard cipher alphabet 
had not subsequently been transposed. But this inspection in this case is hardly necessary, in 
view of the presence of long repeti~ons in the message.1 {See Par. 13g.) 

d. One might, of course, attempt to solve the cryptogram by applying the simple principl~ 
of frequency. One might, in other words, assume that z. {the letter of greatest frequency) 
represents E, D, {the letter of next greatest frequency) represents TP, and so on. H the message 
were long enough this simple procedure might more or less quickly give the solution. But the 
message is relatively short and many difficulties would be encountered. Much time and effort 
would be expended unnecessarily, because it is hardly to be expected that in a message of only 
235 letters the relative order of frequency of the various cipher letters should exactly coincide 
with, or even closely approximate the relative order of frequency of letters of normal plain text 
found in a count of 50,000 letters. It iB to be emphaaized tAm the beginner m'IUit r~prua the natural 

· te7Ulency to place too much con.fidence in the generaliud principles of jreg:us'IU:JI a'iul to rely too much 
upon them. It is far better to bring into effective use certain other data concerniD.g normal 
plain text which thus far have not been brought to notice. · 

26. J'urther data concel'Dinc normal plain text.-a. Just as the individual letters constituting 
a large volume of plain teXt have more or less characteristic or fixed frequencies, so it is found 
that digraphs and trigraphs have cha.ra.cteristic frequencies, when a large volume of text is 
studied statistically. In Appendix 1, Table 6, &1'8 shown the relative frequencies of aJl digraphs 
appearing in the 260 telegrams referred to in Paragraph 9e. It will be noted that 428 of the 676 
possible pairs of letters occur in these telegrams, but whereas many of them occur but once or 
twice, there are a few which occur hundreds of times. · · 

b. In Appendix 1 will also be found several other kinds of tables and lists which will be useful 
to the student in his work, such as the relative order of frequency of the 50 digraphs of greatest 

., This possible step fs mentioned here for the purpose of lnaking it clear that the plain-component sequence 
completion method C&IlllOt solve a case in which transposition hsa followed or preceded monoalphabetici substi­
tution with standard alphabets. Caaes of this kind will be discussed in a later text. It is su11icient to indicate 
at this ·point that the frequency distribution for such a combined substitution-transposition cipher would present 
the charaoteristics of a standard alphabet cipher-and yet the method of completing the plain-component 
sequence would fail to bring out any plain text. . . . . . 
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frequency, the relative order of frequency of doubled letters, doubled vowels, doubled consonants, 
and so on. It is suggested that the student refer to this appendix now, to gain an idea of the 
data available for his future reference. Just how these data may be employed will become ap­
parent very shortly. 

26. Preparation of the work sheet.-a. The details to be considered in this paragraph may 
at first appear to be superfluous but long experience has proved that systematization of the 
work, and preparation of the data in the most utilizable, condensed form is most advisable, even 
if this seems to take considerable time. In the first place if it merely serves to avoid interrup­
tions and irritations occasioned by failure to have the data in an instantly available form, it 
will pay by saving mental wear and tear. In the second place, especially in the case of com­
plicated cryptograms, painstaking care in these details, while it may not always bring about 
success, is often the factor that is of greatest assistance in ultimate solution. The detailed 
preparation of the data may be irksome to the student, and he may be tempted to avoid as much 
of it as possible, but, unfortunately, in the early stages of solving a cryptogram he does not know 
{nor, for that matter, does the expert always know) just which data are essential and which 
may be neglected. Even though not all of the data may turn out to have been necessary, as a 
general rule, time is saved in the end if all the usual data are prepared as a regular preliminary 
to the solution of most cryptograms. 

6. First, the cryptogram is recopied in the form of a 'WM'lc sheet. This sheet should be of a 
good quality of . paper so as to withstand considerable erasure. If the cryptogram is to be 
copied by hand, cross-section paper of ~-inch squares is extremely useful. The writing should 
be ·in ink, and plain, carefully made roman· capital letters should be used in all cases. If the 
cryptogram is to be copied on a typewriter, the ribbon employed should be impregnated with an 
ink that will not smear or smudge under the hand. 

c. The arrangement of the characters of the cryptogram on the work sheet is a matter of 
considerable ·importance. If the cryptogram as first obtained is in groups of regular length 
(usually five characters to a group) and if the uniliieral frequency distribution shows the crypto­
gram to be monoalphabetic, the characters should be copied without· regard to this grouping. 
It is advisable to allow twl> spaces between h!tters, and to ·write a constant number of letters 
per line, approximately 25. At least two spaces, pJ"tPerably three spaces, should be left between 
horizontal lines. Care should be taken to avoid crowding the ·letters in any case, for this is 
not only confusing to the eye but also !Jlentally irritating when later it is found that not enough 
space has beenlefUor making various sorts of marks or indications. If the cryptogram is origi­
nally in what appears to be word lengths (and this is the case, as a rule, only with the cryptograms 
of amateurs), natuJ,"ally it should be· copied. Oli the· work·sheet in the original groupings. If 
further study of a cryptograni shows 'that some special grouping is required, it is often best to 
recopy it on a fresh Work sheet rather than W attempt to indicate the new grouping on the old 
work sheet. · · · : 

d. In order to be able to locate or refer to specific letters or groups of letters with speed, 
certainty, and without possibility of confuSion, it is advil!!lable·to use coordinates applied .tQ the 
lines and columns of the text·as it appears· on the work Sheet; To minimize possibility of con~ 
fusion, it is best tQ apply letters to t:4e horizontal lines of the text, numbers to _the vertical columns. 
In-referring to a letter the horizontal line in which the letter is located is usually given first. Thus, 
referring to the work sheet ShoWn below, coordinates A17 designate the letter Y,·the 17th letter 
in the first line. The letter I is usually omitted from the series of line indicators so as to avoid 
confuSion.with the figure· 1. ·If lines are limited to 25letters each, the:ri each set of 100 letters of 
the text is autoD.J.&tically blocked off by reme:m:bering that 4lines constitute 100 letters. 

~. Above e~h character of the ciphe,r ~ may be some indication of the frequency of that 
charaet.er in the whole· erypt.Ogr&m. This indication may he the ~tual number of times the 
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cha.r~tAn- OO.ClU'S, or,. if ~~ored pencils are used, the cipher letterll may be divided up into three 
categories or groups-high frequency, medium frequency,. and low frequency. It is perha.ps 
simpler, if cleriea.l help is· available, to indicate the actual frequencies. This eaves constant 
reference to the frequency tablee, which interrupts· the train of thought, and eaves considerable 
time in the end. 

f. Mter the apecial"frequeney distribution, ~lained in Par. 27 below, has been constru.cted, 
repetitions of digraphs and trigrapha should be underscored. In ao. doing, the student should be 
particularly watchful of trigraphic repetitions which Q&n. be further extended into tetragraphs 
and polygraphs of greater length. Repetitions of more than ten characters should be set off by 
heavy vertical Jines, as they indicate · repeated phrases and are. of considerable assistance in 
aolution. If a ~petition continues from one line fi9. the next, put an arrow at the end of the 
underscore to signal this -fact. Revel'ldble digraphs should also be indioaU)d. by an undel'BOOre 
w.ith an arrow pointing in both directions. Anything which strikes the eye as being peculiar, 
unusual, or significant as regards the distribution or reoummee of the characters should be 
noted. All these marks should, if convenient, be made with ink so as not to cause smudging. 
The work sheet will now appear as shown herewith (not all the repetitions are undersoored): 

1 I I 4 I 8 7 8 0 10 11 11 D 14 II 18 17 18 10 10 21 II 2S I& II 

m u 211 as u m 8 u 11 1 1 as u u as 211 H m 1 u u 4 as 211 m 
A SFDZFIOGHLPZFGZDYSPFHBZDS ..,._...... . -

U1SUIIUI~Ili2SUUH11811Uliii.IIU12Sasas 
B G·V H T F U P L V D F G Y V J V F V H T G A D Z Z ·---·. ·-

·.8 ·m 11· 1' 2S as 1' U as I II II U I II 18 II ali '· 2S II U II II II 
C A I T Y D Z Y F Z J Z T G P T V T Z B D V F H T Z 1 ..,._...... 
2SU8m'•~~as~ull81muu•aullau•• 

Jj" D F X S B G I D Z Y V 'l'.X 0 I Y V T E F VM G Z·Z 
"+--

II II ~ I II 8. as 2S U I U II as 8 m II H 2S as H 4 2S II U II 
E T H L L V X Z D F M H T Z A I T Y D Z Y B D V F H 1 

11 as • u 1 as 21 as as 8 m 8 m m u as H u 8 11 u m 1 u as 
F •T ~ K Z D Z Z J S X IS G Z Y G A V F S L G Z 

2S II U U II 1 2S as I m U II H as 2S 8 as U U II II as 8 m II 
G DTHHTCDZRSVTYZDOZFFHTZAIT 1 

H2SasHU8112SUasas2SIIIWIIHasHm2SasUIII 
H•YDZYGAVDGZZTKHITYZYSDZGHU 

II U as II U I I U 2S W 8 1 U U 8 8 ro I I II 2S U I W 2S 
J Z F Z T G·u P G D I X W G H X A S R U Z D F U I D 

8 U II II II I 8 U 8 8 
K EGHTVEAGXX 

27. Triliteral-frequency distributions.--a. In what has gone before, a type of frequency 
distribution known as a uniliteral frequency distribution was used. This, of course, shows only 
the number of times each individual letter occurs. In order to apply the normal digraphic and 

ir 
i! 
ii 

!i 
I 
I 
i 

I 



; i 
: i 
. i 

)! ) 

i· ·; 

!'! 
: ~ ; 

j i 

REF ID:A64646 

~ 

trigraphic frequency data (given in Appendix 1) to the solution of a cryptOgram of the type now 
being studied, it is obvious that the data with respect to digraphs and trigraphs occurring in the 
cryptogram should be compiled and should be compared with the data for normal plain text. In 
order to accomplish this in suitable manner, it is advisable to construct a slightly more com­
plicated form of distribution termed a lrilileralf"tJ:IU'fltll dislribvlitm.1 

6. Given a cryptogram of 50 or more letters and the task of determiniilg what trigraphs are 
present in the cryptogram, there are three ways in which the data may be arranged or assembled. 
One may require that the data show (1) each letter with its two succeeding letters; (2) each letter 
with its two preceding letters; (3) each letter with one preceding letter and one succeeding letter. 

c. A distribution of the first of the three foregoing types may be designated as a "triliteral 
frequency distribution showing two suffixes"; the second type may be designated as a "tri~ 
literal frequency distribution showing two prefixes"; the third type ·may be designated as 
a "triliteral frequency distribution showing one prefix and one suffix." Quadriliteral and 
pentaliteral frequency distributions may occasionally be found useful. 

d. Which of these three arrangements is to be employed at a specific time depends largely 
upon what the data are intended to show. For present purposes, in connection with the solution 
of a monoalphabetic substitution cipher employing a mixed alphabet, possibly the third arrange­
ment, that showing one prefix a11d one suffix, is most sati,sfa.ctory. 

e. It is convenient to use *-inch cross-section paper for the construction of a triliteral fre­
quency distribution in the form of a distribution showing crests and troughs, ·such as that in 
Figure 14. In that figure the prefix to each letter to be recorded is inserted in the left half of the 
cell directly above the cipher letter being recorded; the suffix to each letter is inserted in the right 
half of the cell directly above the letter being recorded; and in each case the prefix and the 
suffix to the letter being :reoorded occupy the same cell, the prefix being directly to the left of the 
suffix. The number in parentheses gives the-total frequency :for each letter. 

• Heretofore such a distribution baa been termed a "trfgraphic frequency tabl,e." It fa thought that the word 
"trlllteral" fa more suitable, to OQrreBPODd with the deefgnatjon "unlliteral" in the o&IJe of the distribution of the 
single letters. A trigraphlo distribution 01 A B C D E F would ooDBlder only the trlgrapha A B C and D E F, 
whereas a trillteral distribution would coDBlder the groups A B C, B C D, C D I, and ~ I F. (See also Par. lltl.) 
The use of the word "distribution" to replaCe the word "table" baa ~y been explained. 
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CONDENSED TABLE OF REPETITIONS F'1' 
l: DigrGph.a nigrapu LrmgiW' Polwraph.a UF 
~ DG ;.! 

t 
oz-9 Tz-5 VF-4 ozy-4 FHT-3 HTZAITYDzy-2 yy 
ZD-9 TY-5 VT-4 HTz-4 TYD-3 BDVFHTZDF-2 ZT 
HT-8 FH-4 ZF-4 ITY-4 mz-a ZAITYDzy-3 GZ 
ZY-6 GH-4 ZT-4 ZDF-4 ZAI-3 FHTZ-3 DY 
DF-5 IT-4 zz-4 AIT-3 TA 
Gz-5 OF 

YD 
DR 

IE GD 
ZF HV GY 
GI ZG ZJ 
sz IY DZ 
VG DU AX ZK KD 
YZ zz EH IY TD 
zo FH WH HZ DY 

~ cz ZF PD VY TE TA 
ZT vs TU GT HC AD XD 
zz DK ZH GX DH ST zs ZT. 
ZF VH DZ GU HZ AF TZ GZ 
BV DM YA KI IY DF ZG DY 
YZ EV LZ FT HZ LX TD TD 
ZF DX YA HT UD AR ZH FM TZ TB 
IZ VH sz FH DX YD VE YT ZG JT 

EG ZF YZ MZ TT HT RV vx YT X- ZB FJ 
xs BV vv BI M'l' AT FL HZ DF GX TD DY 
GV YZ DG TP TL xs IG vz '1"1' HA IV ZA 
ZI AZ TU TA FT AT SG UG JX PV FI FH IW zv DZ 
GV YD VF PH FY VT OY LV GT XB ZG RZ JF SI ZF BD 
ZI SG zs VA ZG sv VT GD zs HL DZ UL . DG IY GP YJ vz TD GD 
ZI ZD ZY DG ZI FZ FB AT zz TH PV FH XI SF su yp H(; HZ LO TO GV PF 
GD HZ TD FZ TF SD OH GL FO vv FZ HP VG IG J.,Z zs -F HF FP GH XG FS DS DF 

A B c D E F G H. I J K L II N 0 p Q R s T u v w X y z 
(8) (4) (Q 01) (I) Cll) (II) (1J) (J8) (I) ~ (I) tl) (0) (I) (G) (0) (ll) (18)" .PI) (I) (l8) (1) (8) (lf) (II) 

l"'llvuH. 

~~--"·s·-;~ ---··--··-~ ···:=:::.::.-'· .. -= 
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f. The trilitera.l frequency distribution is now to be examined with a view to ascertaining 
what digraphs and trigraphs occur two or more times in the cryptogram. Consider the pair 
of columns containing the prefixes and suffixes to D, in the distribution, as shown in Fig. 14. 
This pair of columns shows that the following digraphs appear in the cryptogram: 

Digraphs baaed on preji:ul (arraft(led Digropl&a baaed on au.f/i:HI (GrrGft(led 
Gl OM read~ up eha column) Gl OM r«Jda up eM column) 

rn,m,m,m.~.m.oo, ~.~.oo.w.~.~.~. 
m,m,m,m,oo,m,m, w.~.w.~.~.w.~. 

m.~.m.m,m.~.®. M.~.oo.~.oo.~.m. 
m.m w.~ 

The nature of the triliteral frequency distribution is such that in finding what digraphs a.re 
present in the cryptogram it is immaterial whether the prefixes or the suffixes to the cipher 
letters a.re studied, so long as one is consistent in the muly. For example, in the foregoing list of 
digraphs based on the prefixes to D,, the digraphs FD, m, m, m, etc., are found; if now, the 
student will refer to the suffixes of F., Z., V., etc., he will find the very same digraphs indicated. 
This being the case, the question may be raised as to what value there is in listing both the 
prefixes and the suffixes to the cipher letters. The answer is that by so doing the trigra.phs a.re · 
indicated at the same time. For example, in the case of D., the following trigraphs a.re indicated: 

rnz, mY, ZDS, VDF, ~z. YDZ, BDV, ZDF, IDZ, mF, IDZ, BDV, ZDF, 
~.~.~.~.~.~.~.~.~.~-

g. The repsated digraphs and trigraphs can now be found quite readily. Thus, in the case 
of D.,. examining the list of digraphs ba.sed on suffixes, the following repetitions are noted: 

DZ appears 9 times 
DF appears 5 times 
DV appears 2 times 

Examining the trig:raphs with D, as central letter, the following repetitions are noted: 
mF appears 4 times 
mz appears 3 times 
BDV appears 2 times 

A, It is unnecessary, of course, to go through the detailed procedure set forth in the pre­
ceding subparagraphs in order to find all the repeated digraphs and trigraphs. The repeated 
trigraphs with D, as central letter can be found merely from an inspection of the prefixes and 
suffixes opposite D, in the distribution. It is necessary only to find those cases in which two or 
more prefixes are identical at the same time that the suffixes a.re identical. For example, the 
distribution shows at once that in four cases the prefix to D. is z. at the same time that the 
suffix to this letter is F.. Hence, the trigraph ZDF appears four times. The repeated trigraphs 
may all be found in this manner. 

i. The most frequently repeated digraphs and trigraphs are then assembled in what is 
termed a CO'Iulemed table of repetitions, so as to bring this information prominently before the eye. 
As a rule, digraphs which occur less than four or five times, and trigraphs which occur less than 
three or four times may be omitted from the condensed table as being relatively of no importance 
in the study of repetitions. In the condensed table the frequencies of the individual letters 
forming the most important digraphs, trigraphs, etc., should be indicated. 

28. Clasllifying the cipher letters into vowels and consonants.---a. Before proceeding to a 
detailed analysis of the repeated digraphs and trigraphs, a very important step can be taken which 
will be of assistance not only in the analysis of the repetitions but also in the final solution of 
the cryptogram. This step concerns the classification of the high-frequency letters into two 

-~ 
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groups-vowels and consonants. For if the ceyptanalyst can quickly a.scertain the equivalents 
of the four vowels, A, E, I, and 0, and of only the four consonants, N, R, S, and T, he will then 
have the values of approximately two-thirds of all the cipher letters that occur in the cryptogram; 
the values of the remaining letters can almost be filled in automatically. 

b. The basis for the classification will be found to rest upon a comparatively simple phe­
nomenon: the associational or combinatory behavior of vowels is, in general, quite different 
from that of consonants. Han examination be made of Table 7-B in Appendix 1, showing the 
relative order of frequency of the 18 digraphs composing 25 percent of English telegraphic text, 
it will be seen that the letter E enters into the composition of 9 of the 18 digraphs; that is, in 
exactly half of all the cases the letter E is one of the two letters forming the digraph. The 
digraphs containing E are as follows: 

ED EN ER ES 
NE RE SE TE VE 

The remaining nine digraphs are as follows: 

AN ND OR ST 
IN NT TH 
ON TO 

c. N011.6 of tht .18 digra,pka ia G combination of tJOtD&a. Note now that of the 9 combinations 
withE, 7 are with the consonants N, R, S, and T, one is with D, one is with V, and ftO'II.6 i8 tDilh Gn1J 
fJO'Wel. In other words, Ep combines most readily with consonants but not with other vowels, or 
even with itself. Using the terms often employed in the chemical analogy, E shows a great 
"affinity" for the consonants N, R, S, T, but not for the vowels. Therefore, if the letters of hi~est 
frequency occurring in a given cryptogram are listed, together with the number of times each of 
them combines with the cipher equivalent of Ep, those which show considerable combining power 
or affinity for the cipher equivalent of Ep may be assumed to be the cipher equivalents of N, R, S, 
Tp; those which do not show any affinity for the cipher equivalent of Ep may be assumed to be the 
cipher equivalents of A, I, 0, UP. Applying these principles to the problem in hand, and examin­
ing the triliteral frequency distribution, it is quite certain that Z.=Ep, not only because z. is the 
letter of highest frequency, but also because it combines with s6fJBral other high-frequency letters, 
such as D., F., G., etc. The nine letters of next highest frequency are: 

a D a a u u u ro ro 
D T F G V H Y S I 

Let the combinations these letters form with z. be indicated in the following manner: 

Number of times z. occurs as prefix._ : ~ ~ _ i 
Cipher Letter---------·---·-·-····----------- D(23) T(22) F(19) G(19) V(16) H(15) Y(14) 8(10) I(10) 

~ ~ ~ ~ ~ 
Number of times z. occurs as suffix.. ;::::: 

::::: 

d. Consider D.. It occurs 23 times in the message and 18 of those times it is combined with 
z., 9 times in the form Z.O. (=E9p), and 9 times in the form D.Z. (=9Ep). It is clear that D. 
mustbe a consonant~ In the same way, consider T., which shows 9 combinations with z., 4 in the 
form z.T. (=E9p) and 5 in the form T.Z. {=9Ep). The letter T. appears to represent a consonant, 
as do also the letters F., G., and Y •· On the other hand, consider v., occurring in all16 times but 
never in combination with z.; it appears to represent a vowel, is do also the letters H., s., and I •. 
So far, then, the following classification would seem logical: 

VotHll Con~M&tJftta 

Z.(=Ep), V., H., s., I. D., T., F., G., Y. 
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19. Further analysis qf. the letters representing vowels and consonets.-a. o. is usually 
the vowel of second highest frequency. Is it possible to determine which of the letters V, H, S, I. 
is the cipher equivalent of Op? Let reference be made again to Table 6 in Appendix 1, where it 
is seen that the 10 most frequently occurring diphthongs are: 

Diphthong ________ ~IO OU EA EI AI IE AU EO AY UE 
Frequency ________ .41 37 35 27 17 13 13 12 12 11 

If V, H, S, I, are really the cipher equivalents of A, I, 0, u. (not respectively), perhaps it is possible 
to detennine which is which by ezaminifl,{/ the combinatiom thsy make amofl,{/ th6'11Utelves arul 'IIlith 
Z, (=~). Let the combinations of V, H, S, I, and Z that occur in the message be listed. There 
are only the following: 

zz.-4 
VH-2 
HH-1 

HI-1 
SV-1 
IS-1 

zz. is of course EE:p. Note the doublet HH.; if H. is a vowel, then the chances are excellent that 
H0=0• because the doublets AA., II., uu., are practically non-existent, whereas the double vowel 
combination oo. is of next highest frequency to the double vowel combination EE.. If H0 =0., 
then V • must be I. because the digraph VH. occurring two times in the message could hardly be 
AO., or uo., whereas the diphthong IO. is the one of high frequency in English. So far then, the 
tentative {becaUse so far unverified) results of the analysis are as follows: 

Z.=E., H.=O• V.=I• 

Thi& leaves only two letters, I. and So (already classified as vowels) to be separated into !p and 
Ur Note the digraphl: 

Only two a.ltematives are open: 
(1) Either I,=!p and S0 =U., 
(2) ·Or Ia=U• and S0 =!p. 

If the first alternative is selected, then 

If the second alternative is selected, then 

HI0=00• 
SV0 =9Ip 
IS,=aa. 

HI,=O!p 
SV,=Uip 
IS0 =AUp 

·HI.=OUp 
SV.=AI. 
IS0=UA• 

The ey~ finds it difficult to c_hoose between these alternatives; but suppose the frequency values of 
the plQin-text diphthongs as given in Table 6 of Appendix 1 lire added for each of these alternatives, 
giving the following: 

· HI,=OA., frequency value= 7 
SVc,=UI., frequency value= 5 
IS.=AU., frequency value= 13 

Tot~-------~---- 25 

HI.=OU., frequency value=37 
SV ,=AI., frequency value= 17 
IS,=U!p, frequency value= 5 

TotaL___________ 59 

J 

I 
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Mathematically, the second alternative is more than twice as probable as the :first. Let it be 
assumed to be correct and the following (still tentative) values are now at hand: 

Z.=Ep H0 =0p V0=!p S0 =Ap I 0 =Up 

b. Attention is now directed to the letters classified as consonants. How far is it possible 
to ascertain their values? The letter D., from considerations of frequency alone, would seem 
to be Tp, but its frequency, 23, is not considerably greater than that for T.. It is not much 
greater than that for F. or G., with a frequency of 19 each. But perhaps it is possible to ascer­
tain not the value of one letter alone but of two letters at one stroke. To do this one may make 
use of a tetragraph of considerable importance in English, fliz, TIONp. For if the analysis per­
taining to the vowels is correct, and if VH,= IOp, then an examination of the letters immediately 
before and after the digraph YH. in the cipher text might disclose both Tp and Np. Reference 
to the text gives the follo'Wing: 

GVHT. 
eiOOp 

FVHT. 
9I09p 

The letter T. follo'WS VH. in both cases and very probably indicates that T.=Np; but as to whether 
G0 or F. equals Tp cannot be decided. However, two conclusions are clear: fi.rst, the letter D. 
is neither TP nor Np, from which it follows that it must be either Rp or Sp; second, the letters 
G0 and F0 must be either '~'• and s., respectively, or SP and 'rp, re$pectively, b~cp.use the only 
tetragraphs usually found (in English) containing the diphthong IOP as central letters are SIONp 
and TIONP. This in turn means that as regards D0, the latter cannot be either Rp or Sp; it m'U81 
be Rp, a conclusion whi.ch is corroborated by the fact that ZD. (=E:Rp) and DZ. (=REp) occur 9 
times each. Thus far, then, the identifications, when inserted in an enciphering alphabet, are 
as follows: 

Plain ____________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher ___________ _s Z V T H D G F I 

FG 

30. Substituting deduced vaJ,ues in the cryptogram.---a. Thus far the analysis has been 
almost purely hypothetical, for as yet not a single one of the values deduced fro~ the foregoing 
analysis has been tried out in the cryptogram. It is high time that this be done, because the 
final test of the validity of the hypotheses, assumptions, and identifications made in any crypto­
graphic study is, after all, .only this: do these hypotheses, assumptions, and identifications 
ultimately yield verifiable, intelligible plain-text when consiatently applied to the cipher text? 

b. At the present stage in the process, since there are at hand the assumed values of but 9 
out of the 25 letters that appear, it is obvious that a continuous "reading" of the cryptogram 
can certainly not be expected from a mere insertion of the values of the 9letters. However, the 
substitution of these values should do two things. First, it should im.mediat~ly disclose the 
fragments, outlines, or "skeletons" of "good" words in the text; and second, it should disclose 
no places in the text where "impossible" sequences of letters are established. By the first is 
meant that the partially deciphered text should show the outlines or skeletons of words such 
as may be expected to be found in the communication; this will become quite clear in the next 
subparagraph. By the second is meant that sequences, such as "AOOEN" or "TNRsENO" or the 
like, obviously not possible or extremely unusual in normal English text, must not result from 
the substitution of the tentative identifications resulting from the analysis. The appearance 
of several such extremely unusual or impossible sequences at Q~¢e Signifies 't]lat.Q~e or :plQf~ Qf 
the assumed values is incorrect, · 

I 

I. 

j. 

! I 
'I 

I' 
I 

I' 

i i 

'I 
' i 

'i i. 

I 

i: 



I 
i 

i i 
' ' 

I i 

.. 
i 

I 

'i 

' ' i 

I ; .. ' .. 
~ .; ? 

REF ID:A64646 

50 

c. Here are the results of substituting the nine values which have been deduced by the 
reasoning based on a classification of the high-frequency letters into vowels and consonants 
and the study of the members of the two groups: 

1 2 a 4 1 e 7 a e m n u u u u u u u w • u ~ • ~ u 
m w • u w m a w u 1 1 u w w u • u m 1 w u 4 u • m 

A SFDZFIOGHLPZFGZDYSPFHBZDS 
ATRET SO ETSER A TO ERA 

S S T ST S 

wuu~w•••~•wwuu1uwuu~u8•uu 
~ GVHTFUPLVDFGYVJVFVHTGADZZ 

SIONT IRTS I ITIONS REE 
T S ST S T 

8 D D U • U U U U I A ~ U a ~ U ~ A 4 • U U U ~ U 
C AITYDZYFZJZTGPTVTZBDVFHTZ 

N RE TE ENS NINE RITONE 
S T S 

• U 8 U ' U U S A H U ~ 8 a U U U D a U H 2 U U U 
D DFXSBGIDZYVTXOIYVTEFVMGZZ 

RT A S RE IN IN TI SEE 
S T S T 

DUIIU8U.U2UDU8UDU.UH4.HUU 
E THLLVXZDFMHTZAITYDZYBDVFH 

NO I ERT ONE N RE RITO 
s s 

• A • u 2 u • u u • u 8 m u u u u u 8 u u u a u u 
F TZDFKZDZZJSXISGZYGAVFSLGZ 

NERT EREE A ASE S ITA SE 
S T T S T 

• • u u • 1 • u 2 m u • u u • 1 u u u u • u 8 m • 
G DTHHTCDZRSVTYZDOZF~HTZAIT 

RNOON RE AIN ER ETTONE N 
s s 

u•uHU8U.UUUD2UUDHUHU.UUUI 
H YDZYGAVDGZZTKHITYZYSDZGHU 

RE S IRSEEN 0 N E ARESO 
T T T 

u u u • u a a u • u 8 1 ~ u 8 8 m 2 a u • u a u • 
J ZFZTGUPGDIXWGHXASRUZDFUID 

ETENS SR SO A ERT R 
S T T T S 

I U U D U I 8 U 8 8 
K E G HT V E A G X X 

S 0 N I S 
T T 
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d. No impossible sequences are brought to light, and, moreover, several long words, nearly 
complete, stand out in the text. Note the following portions: 

All 
HBZDSGVHTF 

(1) 0 ? E R A S. I 0 N T 
T S 

011 
TVTZBDVFHTZDF 

(2) N I N E ? R I T 0 N E R T 
s s 

1!'23 

SLGZDTHHT 
(3) A ? S E R N 0 0 N 

T 

The words are obviously OPERATIONS, NINE PRISONERS, and AFTERNOON. The value G, si 
clearly TP; that ofF, isS.,; and the following additional values are certain: 

B,=Pp L.=Fp 
31. Completing the aolution.---G. Each time an additional value is obtained, substitution 

is at once made throughout the cryptogram. This leads to the determination of further values, 
in an ever-widening circle, until all the identifications are firmly and finally established, and the 
message is completely solved. In this case the decipherment is as follows: 

1 2 8 ' I 8 7 8 D W U U 11 U 11 11 U 11 ~ • 11 D • ~ U 

A SFDZFIOGHLPZFGZDYSPFHBZDS 
ASRESULTOFYESTERDAYSOPERA 

B GVHTFUPLVDFGYVJVFVHTGADZZ 
TIONSBYFIRSTDIVISIONTHREE 

C AITYDZYFZJZTGPTVTZBDVFHTZ 
HUNDREDSEVENTYNINEPRISONE 

D DFXSBGIDZYVTXOIYVTEFVMGZZ 
RSCAPTUREDINCLUDINGSIXTEE 

E THLLVXZDFMHTZAITYDZYBDVFH 
NOFFICERSXONEHUNDREDPRISO 

F TZDFKZDZZJSXISGZYGAVFSLGZ 
NERSWEREEVACUATEDTHISAFTE 

G DTHHTCDZRSVTYZDOZFFHTZAIT 
RNOONQREMAINDERLESSONEHUN 

YDZYGAVDGZZTKHITYZYSDZGHU 
H DREDTHIRTEENWOUNDEDARETOB 

J 
ZFZTGUPGDIXWGHXASRUZDFUID 
ESENTBYTRUCKTOCHAMBERSBUR 

K EGHTVEAGXX 
GTONIGHTXX 
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Message: AS RESULT OF YESTERDAYS OPERATIONS BY FIRST DIVISION THREE 
HUNDRED SEVENTY NINE PRISONERS CAPTURED INCLUDING SIXTEEN OFFICERS ONE 
HUNDRED PRISONERS WERE EVACUATED THIS AFTERNOON REMAINDER LESS ONE HUNDRED 
THIRTEEN WOUNDED ARE TO BE SENT BY TRUCK TO CHAMBERSBURG TONIGHT 

b. The solution should, as a. rule, not be considered complete until an attempt has been 
made to discover all the elements underlying the general system and the specific key to a. message. 
In this case, there is no need to delve further into the general system, for it is merely one of 
monoalpha.betic substitution with a. mixed cipher alphabet. It is necessary or advisable, how­
ever, to reconstruct the cipher alphabet because this may give clues that later may become 
valuable. 

c. Cipher alphabets should, as a. rule, be reconstructed by the cryptanalyst in the form of 
MU:iphering alphabets because they will then usually be in the form in which the encipherer 
used them. This is important for two reasons. First, if the sequence in the cipher component 
gives evidence of system in its construction or if it yields clues pointing toward its derivation 
from a. keyword or a. key-phrase, this may often corroborate the identifications already ·made 
and may lead directly to additional identifications. A word or two of explanation is advisable 
here. For example, refer to the skeletonized enciphering alphabet given at the end of par. 29b: 

Plain _____________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher___________ S Z V T H D G F I 

F G . 

Suppose the cryptanalyst, looking at the sequence DGFI or DFGI in the cipher component, sus­
pects the presence of a. keyword-mixed alphabet. Then DFG:t is certa.inly a. more plausible 
sequence than DGFI. Again, noting the sequence S • • • Z • . . V • • • • TH . . D, he might 
have an idea. that the keyword begins after the Z and that the TH is followed by AB or BC. This 
would mean that either P, Qp=A, B. or B, c.. Assuming that P, Qp=A, B., he refers to the fre­
quency distribution and finds that the assumptions PP=A0 and Qp=Bo are not good; on the other 
hand, assuming that P, Qp=B, c., the frequency distribution gives excellent corroboration. 
A trial of these values would materially hasten solution because it is often the case in crypt­
a.na.lysis that if the value of a. very low-frequency letter can be surely established it will yield 
clues to other values very quickly. Thus, if Qp is definitely identified it almost invariably will 
identify UP, and will give clues to the letter following the UP, since it must be a vowel. In the 
case under discussion the identification PQP=BC. would have turned out to be correct. For the 
foregoing reason an attempt should always be made in the early stages of the analysis to deter­
mine, if possible, the basis of construction or derivation of the cipher ·alphabet; as a. rule this 
can be done only by memis of the enciphering alphabet, and not the deciphering alphabet. For 
example, the skeletonized duiphering alphabet corresponding to the enciphering alphabet 
directly above is as follows: · 

Cipher----------- A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Plain ________ .;_____ R T S 0 U A N I E 

S T 

Here no eviderices of a keyword-mixed alphabet are seen at all. However, if the enciphering 
alphabet has been examined and shows no evidences of systematic construction, the deciphering 
alphabet should then be examined with this in view, because occasionally it is t.Jie deciphering 
alphabet which shows the presence of a key or keying element, or which has been systematically 
derived from P.o word or phrase. The second reason why it is important to try to discover the basis 
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of construction or derivation· of the cipher alphabet is that it aifords clues to the general type of 
keywords or keying elements employed by the enetny. This is a psychological factor, of course, 
and may be of assistance in subsequent studies of hie traffic. It merely gives a clue to the general 
type of thinking indulged in by certain of his cryptographers. · 

d. In the case of the foregoing solution, the complete enciphering alphabet is found to be as 
follows: 

Plain ______________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher___________ S U X Y Z L E A V N W 0 R T H B C D F G I J K M P 

Obviously, the letter Q, which is the only letter not appearing in the cryptogram, should follow 
Pin the cipher component. Note now that the latter is based upon the keyword LEAVENWORTH, 
and that this particlilar cipher alphabet has been composed by shifting the mixed sequence based 
upon this keyword five intervals to the right so that the key for the message is A..=S0• Note 
also that the deciphering alphabet fails to give any evidence of keyword conetruction based upon 
the word LEAVENWORTH. 

Cipher___________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Plain ______________ H P Q R G S T 0 U V W F X J L Y Z M A N B I K c· D E 

e. If neither the. enciphering or the deciphering alphabet exhibits characteristics which 
give indication of derivation from akeyword by some form of mixing or disarrangement, the 
latter is nevertheless not :6.nally excluded as a possibility. The student is referred to Section IX 
of l!.:lememary Military Oryplography, wherein will be found method!~ for deriving mixed alphabets 
by transposition methods applied to keyword-mixed alphabets. For the reconstruction of such 
mixed alphabets the cryptanalyst must use ingenuity and a knowledge of the more co:ounon 
methods of slq)pressing the appearance of keywords in the mixed alphabets. 

82. General notes on the foregoing solution.-a. The example solved above is admittedly 
a more or less artificial illustration of the steps in analysis, made so in order to demonstrate 
general principles. It was easy to solve because the frequencies of the various cipher lettel'S cor­
responded quite well with the normal or expected frequencies. However, all cryptograms of 
the same monoalphabetical nature can be solved along the same general lines, after more or less 
experimentation, depending upon the length of the cryptogram, the skill, and the expe:rlence of 
the cryptanalyst. 

b. It i,s no cause for discouragement if th~ student's initial attempts to solve a cryptogram of 
this type require much more time and effort than were apparently required in solving the fore­
going purely illustrative example. It is indeed rarely the ease that f!D61"JJ assumption made by the 
cryptanalyst proves in the end to have been correct; more often is it the ease that a good many 
of his initial assumptions are incorrect, and that he loses much time in casting out the erroneous 
ones. The speed and facility with which this elimination process is conducted is in many cases 
all that distinguishes the expert from the novice. 

c. Nor will the student always find that the initial classification into vowels and consonants 
can be accomplished as eaSily and quickly as was apparently the case in the illustrative example. 
The principles indicated are very general in their nature and applicability, and there are, in 
addition, some other principles that may be brought to bear in ease of difficulty. Of these, per­
haps the most useful are the following: 

(1) In normal English it is unusual to find two or three consonants in succession, each of high 
frequency. If in a cryptogram a succession of three or four letters of high-frequency appear in 
succession, it is practically certain that at least one of these represents a vowel.• 

8 Sequen* of .even consonants are not impollllible, however, as in STRENGTH THROUGH. · 
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{2) Successions of three vowels are rather unusual in English.• Practically the only time 
this happens is when a word ends in two vowels and the next word begins with a vowel.11 

{3) When two letters already classified as vowel-equivalents are separated by a sequence of 
six or more letters, it is either the case that one of the supposed vowel-equivalents is incorrect, 
or else that one or more of the intermediate letters is a vowel-equivalent.• 

{4) Reference to Table 7-B of .Appendix 1 discloses the following: 

Dialn"bulion of :fir-' 18 tli{rraply /~i"' 16 percltll of Bftglilla l«rr 

Number of CODSOD&o~nsonant digraphs.._______________________________________________________ 4 

Number of con10nant-vowel digraphs.. •• --------------------------------------------------------------- 6 
Number of vowel-consonant digraphs.....-------------------------------------------------- 8 . 
Number of vowel-vowel digraphs..------------------------------------------------- 0 

Dialn"bulion of jiral 68 tli{rrapl&tr formi"' 60 percem of BngZilla l«rr 

Number of consonant-consonant digraphs.------------------------------------------------------------ 8 
Number of consonant-vowel digraphs---------------------------------------------------------- 23 
Number of ·vowel-consonant digraphs.·------------------------------------------------:.·-------------------- 18 
Number of vowel-vowel digraphs •• ___ • ------------------------------------------------------------------- 4 

The latter tabulation shows that of the first 53 digraphs which form 50 percent of English text, 
41 of them, that is, over 75 percent, are combinations of a vowel with a consonant. In short, 
in normal English the vowels and the high-frequency consonants are in the long run dis­
tributed fairly evenly and regularly throughout the text. 

(5) .As a rule, repetitions of trigraphs in the cipher text are composed of high-frequency 
letters forming high-frequency combinations. The latter practically always contain at least one 
vowel; in fact, if reference is made to Table lo-A of .Appendix 1, it will be noted that 36 of the 56 
trigra.phs having a frequency of 100 or more contain one vowel, 17 of them contain two vowels, 
od only three of them contain no. vowel. In the case of tetra.graph repetitions, Tabie 11-A of 
.Appendix 1 shows that no tetra.graph listed therein fails to contain at least one vowel; 28 of them 
contain one vowel, 25 contain two vowels, and 2 contain three vowels. 

(6) Quite frequently when two known vowel-equivalents are separated by six or more letters 
none of which seems to be of sufficiently high frequency to represent one of the vowels A E I 0, 
the chances are good that the cipher-equivalent of the vowel U or Y is present. 

(7) The letter Q is invariably followed by U; the letters J and V are invariably followed by a 
vowel. 

d. In the foregoing example the amount of experimentation or 11cutting and :fitting" was 
practica.lly nil. (This is not true of real cases as a rule.) Where such experimentation is neces-

4 Note that the word RADIOED, past tense of the verb RADIO, fa coming into usage. 
1 A sequence of seven vowels fa not impollllible, however, u in THE WAY YQU EARN· 
• Some cryptanalyste place a good deal of emphaida upon this principle u a method of locating the remaining 

vowels after the first two or three have been located. They recommend that the latter be underlined throughout 
the text and then all sequences of five or more lettera showing no underlines be studied attentively. Certain 
lettera which occur in several such sequences are sure to be vowels. An arithmetical aid in the study is u follows: 
Take a letter thought to be a good poi!Bibillty ail the cipher equivalent of a vowel (hereafter termed a posn"Wtt 
1101DeHquiRlent) and find the length of each interval from the poi!Bible vowel-equivalent to the next known (fairly 
BiUely determined) vowel-equivalent. Multiply the interval by the number of times this interval fa found. Add 
the products and divide by the total number of intervals considered. This will give the mean interval for that 
poaaible vowel-equivalent. Do the same for all the other poBBible vowel-equivalents. The one for which the 
mean is the greatest fa moat probably a vowel-equivalent. Underline this letter throughout the text ~cl re~t 
the process for locating additional vowel-equivalents, if any remain to be loca~. 
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sa.ry, the underscoring of all repetitions of several letters is very essential, as it calls attention to 
peculiarities of structure that often yield clues. 

e. After a few basic assumptions of values have been made, if short words or skeletons of 
words do not become manifest, it is necessary to make further assumptions for unidentified letters. 
This is accomplished most often by assuming a. word. 7 Now there are two places in every message 
which lend themselves more readily to successful attack by the assumption of words than do 
any other places-the very beginning and the very end of the message. The reason is· quite 
obvious, for although words may begin or end with almost any letter of the alphabet, they 
usually begin and end with but a. few very common digraphs and trigraphs. Very often the 
association of letters in peculiar combinations will enable the student to note where one word 
ends and the next begins. For example suppose, E, N, S, and T have been definitely identified, 
and a sequence like the following is found in a cryptogram: 

• ENTSNE. 
Obviously the break between two words should fall either after the S of E N T S or after the T 
of E NT, so that two poBBibilities are offered: . . . E NT S I N E • • ., or • • . E N T I S N E 
• • •. Since in English there are very few words with the initial trigraph S N E, it is most 
likely that the proper division is ... EN T S IN E • • .. Obviously, when several word 
divisions have been found, the solution is more readily achieved because of the greater ease with 
which assumptions of additional new values may be made. 

33. The "probable word'' method; its value and applicability .-a. In practically all cryptan­
alytic studies, short-cuts can often be made by assuming the presence of certain words in the 
message under study. Some writers attach so much value to this kind of an "attack from the 
rear" that they practically elevate it to the position of a. method and call it the "intuitive method" 
or the "probable-word method." It is, of course, merely a. refinement of what in every-day 
language is called "assuming" or "guessing" a word in the message. The value of making a 
"good guess" can hardly be overestimated, and the cryptanalyst should never feel that he is 
accomplishing a solution by an illegitimate subterfuge when he has made a fortunate guess 
leading to solution. A correct assumption as to plain text will often save hours or days of labor, 
and sometimes there is no alternative but to try to "guess a. word", for occasionally a system is 
encountered the solution of which is absolutely dependent upon this artifice. 

b. The expression "good guess" is used advisedly. For it is "good" in two respects. First, 
the cryptanalyst must use care in making his assumptions as to plain-text words. In this he 
must be guided by extraneous circumstances leading to the assumption of proba/Jls words-not 
just any words that come to his mind. Therefore he must use his imagination but he must 
nevertheless carefully control it by the exercise of good judgment. Second, only if the "guess" 
is correct and leads to solution, or at least puts him on the road to solution, is it a. good guess. 
But, while realizing the usefulness and the time and labor-saving features of a. solution by assum­
ing a. probable word, the cryptanalyst should exercise discretion in regard to how long he may 
continue in his efforts with this method. Sometimes he may actually waste time by adhering 
to the method too long, if straightforward, methodical analysis will yield results more quickly. 

c. Obviously, the "probable-word" method has much more applicability when working 
upon material the general nature of which is known, than when working upon more or less 
isolated communications exchanged between correspondents concerning whom or whose activities 

'This proceu doea not involve anything more mysterious than ordinary, logical reasoning; there is nothing 
of the subnormal or supernormal about it. If cryptanalytic success seems to require proClel!llell akin to those of 
medieval magic, if "hocus-pocus" is much to the fore, the student should begin to look for items that the claimant 
of such succeu hae carefully hidden from view, for the mystification of the uninitiated. (Bee Par. 33 m thie 
09~n~ction.) 

.; 
:: 

I 

I 
I. 
I 



i 
I 

i 
J 

:L 
i i 

I 
I 

I
; 1 i ., I 

" , ~ I 
: 

I ' 

i 
i 1 

' 
t J 

I ;. 
I . 
· .. ,. 

REF ID:A64646 

56 

nothing is known. For in the latter case there is little or nothing that the imagination can seize 
upon as a background or basis for the assumptions.8 . 

d. Very frequently, the choice of probable words is aided or limited by the number and 
positions of repeated letters. These repetitions may be patent-that is, externally visible in 
the cryptographic text as it originally stands-or they may be latent-that is, externally invisible 
but susceptible of being made patent as a. result of the analysis. For example, in a. monoalpha.­
betic substitution cipher, such as that discussed in the preceding paragraph, the repeated letters 
are directly exhibited in the cryptogram; later the student will encounter many cases in which 
the repetitions are latent, but are made patent by the analytical process. When the repetitions 
are patent, then the pattem or jorm'llla to which the repeated letters conform is of direct use 
in assuming plain-text words; and when the text is in word-lengths, the pattern is obviously of 
even greater assistance. Suppose the cryptanalyst is dealing with military text, in which case 
he may expect such words as DIVISION, BATTALION, etc., to be present in the text. The 
positions of the repeated letter I in DIVISION, of the reversible digraph AT, TA in BATTALION, 
and so on, constitute for the experienced cryptanalyst tell-tale indications of the presence of 
these words, even when the text is not divided up into its original word lengths. 

e. The important aid that a study of word patterns can afford in cryptanalysis warrants the 
use of definite terminology and the establishment of certain data having a bearing thereon. The 
phenomenon herein under discussion, namely, that many words are of such Construction as 
regards the number and positions of repeated letters as to make them readily identifiable, will be 
termed idiomorphism (from the Greek "idios" =one's own, individual, peculiar+ "morphe" =form). 
Words which show this phenomenon will be termed idiomorphic. It will be useful to deal with 
the idiomorphisms symbolically and systematically as described below. 

f. When dealing with cryptograms in which the word lengths are determined or specifically 
shown, it is convenient to indicate their lengths and their repeated letters in some easily recog­
nized manner or by formulas. This is exemplified, in the case of the word DIVISION, by the 
formula. ABCBDBEF; in the caae of the word BATTALION, by the formula ABCCBDEFG. If the 
cryptanalyst, during the course of his studies, makes note of striking formulas he has encoun­
tered, with the words which fit them, after some time he will have assembled a quite valuable 
body of data. And after more or less complete lists of such. formulas have been established in 
some systematic arrangement, a rapid comparison of the idiomorphs in a specific cryptogram 
with those in his lists will be feasible and will often lead to the assumption of the correct word. 
Such lists can be arranged according to word length, as shown herewith: 

3/aba 
abb 

4/abao 
abca 
abbe 
a bob 

DID, EVE, EYE. 
ADD, ALL, ILL, OFF. etc. 
ARAB. AWAY, etc. 
AREA. BOMB, DEAD, etc. 

etc. etc. 
8 General Givferge in his Coura de Cryptograpkie (p. 121) says: "However, expert cryptanalyst& often 

employ such details as are cited above [in connection with assuming the presence of 'probable words'], and the 
experience of the years 1914 to 1918, to cite only those, prove that in practice one often has at his disposal ele­
ments of this nature, permitting assumptions much more audacious than those which served for the analysis 
of the last example. The reader would therefore be wrong in imagining that such fortuitous elements are 
encountered only iri cryptographic works where the author deciphers a document that he himself enciphered. 
Cryptographic correspondence, if it fs extensive, and if sufficiently numerous working data are at hand, often 
furnishes elements so complete that an author would not dare use all of them in solving a problem for fear of 
being accused of obvious exaggeration." 
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g. When dealing with cryptographic text in which the lengths of the word!~ are not indicated 
or otherwise determinable, lists of the foregoing nature are not so useful as ·lists in which the 
words (or parts of words) are arranged according to the intervals between identical letters, in the 
following manner: 

34. Solution of additional cryptograms produced by the same cipher component.-a. To 
return, after a rather long digression, to the cryptogram solved in pars. 28-31, once the cipher 
component of a cipher alphabet has been reconstructed, subsequent messages which have been 
enciphered by means of the same cipher component may be solved very readily, and without 
recourse to the principles of frequency, or application of the probable-word method. It has been 
seen that the illustrative cryptogram treated in paragraphs 24-31 was enciphered by juxtaposing 
the cipher component against the normal sequence so that Ap=Sa. It is obvious that the cipher 
component may be set against the plain component at any one of 26 different points of coinci­
dence, each yielding a different cipher alpha be~. ·After a cipher component has been reconstructed, 
however, it becomes a known sequence, and the method of converting the cipher letters into their 
plain-component equivalents and then completing the plain-component sequence begun by 
each equivalent can be applied to solve any cryptogram which has been enciphered by that 
cipher component. 

b. An example will serve to make the process clear. Suppose the following message, passing 
between the same two stations as before, was intercepted shortly after the first message had 
been solved: 

lYEWK CERNW OFOSE LFOOH EAZXX 

It is assumed that the same cipher component was used, but with a different key letter. First 
the initial two groups are converted into their plain-component equivalents by setting the 
cipher component against the normal sequence at any arbitrary point of coincidence. The 
initial letter of the former may as well be set against A of the latter, with the following result: 

Plain _____________ A B C D E F G H I J K L II N· 0 P Q R S T U V W X Y Z 
Cipher ___________ L E A V N W 0 R T H B C D F G I J K M P Q S U X Y Z 

Cryptogram____ I Y E W K 
Equivalents____ P Y B F R 

CERNW 
LBHEF 

The normal sequence initiated by each of these conversion equivalents is now completed, with 
the results shown in Fig. 15. Note the plain-text generatrix, CLOSEYOURS, which manifests 
itself without further analysis. The rest of the message may be read either by continuing the 
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same process, or, what is even more simple, the key letter of the message may now be determined 
quite readily and the message deciphered by its mea.n.s. 

IYEWKCERNW 
PYBFRLBHEF 
QZCGSMCIFG 
RADHTNDJGH 
SBEIUOEKHI 
T C F J V P F L I J 
UDGKWQGMJK 
VEHLXRHNKL 
WFIIIYSIOLM 
XGJNZTJPMN 
YHKOAUKQNO 
ZILPBVLROP 
AJIIQCWIISPQ 
BKNRDXNTQR 

*C L 0 S E Y 0 U R S 
DIIPTFZPVST 
ENQUGAQWTU 
FORVHBRXUV 
GPSWICSYVW 
HQTXJDTZWX 
IRUYKEUAXY 
JSVZLFVBYZ 
KTWAMGWCZA 
LUXBNHXDAB 
MVYCOIYEBC 
NWZDPJZFCD 
OXAEQKAGDE 

c. In order that the student may understand without question just what is involved in the 
latter step, that is, discovering the key letter after the first two or three groups have been deci­
phered by the conversion-completion process, the foregoing example will be used. It was noted 
that the first cipher group was finally deciphered as follows: 

Cipher----------- I Y E W K 
Plain_____________ C L 0 S E 

Now set the cipher component against the normal sequence so that Cp= I,. Thus: 

Plain_____________ A B C D E F . G H I J K L II N 0 P Q R S T U V W X Y Z 
Cipher ___________ F G I J K II P Q S U X Y Z L E A V N W 0 R T H B C D 

It is seen here that when Cp=I0 then Ap=F0 • This is the key for the entire message. The 
decipherment may be completed by direct reference to the foregoing cipher alphabet. Thus: 
Cipher __________________ I Y E W K C E R N W 0 F 0 S E L F 0 0 H E A Z X X 
Plain-------------------- C L 0 S E Y 0 U R S T A T I 0 N A T T W 0 P II X X 
Message: CLOSE YOUR STATION AT TWO PM 

d. The student should make sure that he understands the fundamental principles involved in 
this quick solution, for they are among the most important principles in crypta.nalytics. How use­
ful they are will become clear as he progresses into more and more complex cryptanalytic studies. 

.; 
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SECTION VII 

MULTILITERAL SUBSTITUTION WITH SINGLE-EQUIVALENT CIPHER ALPHABETS 

1"-.nPh 
Analyaia of multUiteral, monoalpbabetic substitution systems..·-------------------------------------------- 86 
Historically interesting examples__·-·---------·--·----------··-·------------------------------------------------------- 36 

86. Analysis of multiliteral, monoalphabetio substitution systema.--a. Substitution methods 
in general may be classified into uniliteral and multiliteral systems.1 In the former there is a 
strict "one-to-one" correspondence between the length of the units of the plain and those of the 
cipher text; that is, each letter of the plain text is replaced by a single character in the cipher text. 
In the latter this correspondence is no longer lp:l 0 but may be lp: 2., where each letter of the plain 
text is replaced by a combmation of two characters in the cipher text; or lp: 3., where a 3-eha.ra.eter 
combination in the cipher text represents a single letter of the plain text, and so on. A cipher in 
which the correspondence of the lp:l 0 type is termed uniliteral in character; one in which it is of 
the lp:20 type, biliteral; lp:3., triliteral, and so on. Those beyond the lp:l. type are classed to­
gether as mvJJiliterat 

b. When a multiliteralsystem employs biliteral equivalents, the cipher alphabet is said to be 
bipartite. Such alphabets are composed of a set of 25 or 26 combinations of a limited number of 
characters taken in pairs. An example of such an alphabet is the folloWing. 

Plain---------------- A B C D E F G H I J K L M 
Cipher ______________ ft WH WI WT WE HW HH HI HT HT HE IW IH 
Plain ________________ N 0 P . Q R S T U V W X Y Z 

Cipher --------------II IT IE TW TH TI 'l"l' TE EW EH EI ET EE 

This alphabet is derived from the square shown in Fig. 15. 

(2) 

W H I T E 

w 
H 

(1) I 

T 

E 

A 

F 

L 

Q 

v 

B 

G 

M 

R 

w 

c 
H 

N 

s 
X 

D E 

I-J K 

0 p 

T u 
y z 

c. H a message is enciphered by means of the foregoing bipartite alphabet the cryptogram is 
still monoalphabetic in character. A frequency distribution based upon pairs of letters will 

1 See Sec. VII, Adrlancetl Militar11 Cr1Jplograph.1J, 
(59) 
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obviously have all the characteristics of a simple, uniliteral distribution for a monoalphabetic 
substitution cipher. 

d. Ciphers of this type, as well as of those of the multiliteral (triliteral, quadraliteral, .•. ) 
type are readily detected externally by virtue of the fact that the cryptographic text is composed 
of but a very limited number of different characters. They are handled in exactly the same man­
ner as are uniliteral, monoalphabetic substitution ciphers. So long as the same character, or 
oombination of characters, is always used to represent the same plain-text letter, and so long as a 
given letter of the plain text is always represented by the same character or combination of 
characters, the substitution is strictly monoalphabetic and can be handled in the simple manner 
described under Par. 31 of this text. 

e. An interesting example in which the cipher equivalents are quinqueliteral groups and yet 
the resulting cipher is strictly monoalphabetic in character is found in the cipher system invented 
by Sir Francis Bacon over 300 years ago. Despite its antiquity the system possesses certain 
features of merit which are well worth noting. Bacon • proposed the following cipher alphabet, 
composed of permutations of two elements taken five at a time: 1 

A=aaaaa I-J=abaaa 
B=aaaab K=abaab 
C=¥abc:~. L=ababa 
D=aaabb M=ababb 
E=aabaa N=abbaa 
F=aabab O=abbab 
G=Sabba P=abbba 
H=aabbb Q=abbbb 

R=baaaa 
S=baaab 
T=baaba 

U-V=baabb 
W=babaa 
X=babab 
Y=babba 
Z=babbb 

If this were all there were to Bacon's invention it would be hardly worth bringing to -attention. 
But what he pointed out, ~th great clarity and simple examples, was how such an alphabet 
might be used. to convey a secret message by enfolding it in an innocent, external message which 
might easily evade the strictest kind of censorship. As a very crude example, suppoSe that a 
message is written in capital and lower case lettem, any capital letter standing for an "a" element 
of the cipher alphabet, and any small letter, fo~ a "b" element. Then the external sentence 
"All is well with me today" can be made to contain the secret message "Help." Thus: 

A L 1 i s W E 1 L. w· I t H .. m E T o d a Y 
·aab bb aaba aaba ba abbba 

H E L P 
.. 

Instead of employing such an obvious device as capital and small letters, suppose that an "a" 
element be indicated by a very slight shading,· or a very slightly· heavier stroke. Then a secret 
message might easily be thus enfolded within. an external measage of exactly opposite meaning. 
The number of possible variations of this basic scheme is very high. The fact that the characters 

• For a true picture of this cipher, the explanation of which is often distorted beyond recognition even by cryp­
tographers, see Bacon's own description of it aa contained in his De Augmemi• Bcitmtiarum (The AdtiGnc:ement of 
Learning), aa translated by any first-cliiBII editor, such aa GiJbert Watts (1640) or Ellis, Spedding, and Heath 
(1~57, 1870). The student is cautioned, however, not to accept as true any alleged "decipherments" obtained 
by the application of Bacon's cipher to literary works of the 16th century. These readings are purely subjective. 

• In the 16th Century, the letters I andJ were used interchangeably, aa were also U and v. Bacon's alphabet 
was called by him a "biliteral alphabet" because it employs permutations of two letters. But from the cryptan­
alytic standpoint the significant point is that each plain-text letter is represented by a 5-charaoter equivalent. 
Hence, present terminology requires that this alphabet be referred to aa a quinqueliterlll Glpl&Gbd. 
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of the cryptographic text are hidden in some manner or other has, however, no effect upon the 
strict monoalpha.beticity of the scheme. · . 

36. Historically interesting exa.mples.-a. Two examples of historical interest will be cited 
in this connection as illustrations. During the campaign for the presidential election of 1876 
many cipher messages were exchanged between the Tilden managers and their agents in several 
states where the voting was hotly contested. Two years later the New York Tribune ' exposed 
many irregula.rities in the campaign by publishing the decipherments of many of these messages. 
These decipherments were achieved by two investigators employed by the Tribune, and the 
plain text of the messages seems to show that illegal attempts and measures to carry the election 
for Tilden were made by his managers. Here is one of the messages: 

JACKSONVILLE, Nov. 16 { 1876) • 
GEO. F. RANEY, Tallahassee. 

Ppyyemnsnyyyp1mashnsyyssitepaaenshns 
pensshnsmmp1yysnppye~~p~eissyesha1nsssp 
e e 1 y y s h n y n s s s yep 1 a a·n y ·1 t. n s s h y y s p y y p 1 n s y y 
s s 1 t em e 1 p 1m me iss e i y y e 1 s s 1 t e 1 e p. y y p e e i a a s s 
imaayespnsyyianssseissm~ppnspinssnpinsim 

1myy1tem¥ysspeyy•mnsyyssitspyypeepppma 
a a.y y p i 1 t · 
L'Engle goes up tomorrow. , 

DANIEL. 

Examination of the message discloses that o'nljr ten'di1ferent letters are used. It is probable, 
therefore, that what one has here is a cipher which employs a. bipartite alphabet and in which 
combinations of two letters represent single letters of tlte plain text. The message is therefore 
rewritten in pairs and substitution of arbitrary letters for the p~ is made, as seen below: 

PP YY EM NS NY YY PI. IIA SH NS .yy 'ss eto. 
A B C D E B F G H D B · ·I· eto. 

A trilitera.l frequency distribution is then made and analysis of the message along the lines 
illustrated in the preceding section of this text yields solution, as follows: 

JAcxsONVILLE, Noo. 16. 
GEo.F.RANE~T~su: 

Have Marble and Coyle telegraph for influential men from Delaware and Virginia.. Indi­
cations of weakening here. Press advantage and watch Board. L'Engle goes up tomorrow. 

s. 

b. The other example, using numbers, is as follows: 
JACKSONVILLE, 

PASCO and E. M. L'ENGLE: 

84 55 84 25 93 34 82 31 31 75 93 82 

93 20 93 66 77 66 33 84 66 31 31 '93 

52 48 44 55 42 82 48 89 42 93 .31 82 

• New York Tribune, Extra No. 44, The Cipher Diapatc1&u, New York,1879. 

148274-38----G 

77 33 

20 82 

66 75 

DANIEL. 

Nov. 17. 

55 42 

33 66 

31 93 

DANIEL. 

; ' 
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There were, of course, several messages of .like nature, and examination disclosed that 
only 26 di1lerent numbers in all were used. Solution of these ciphers followed very easily, the 
decipherment of the one given above being as follows: 

JACXBONVILLE,}VOD; 17. 
8. PAsco and E. M. L'ENGLE: 

Cocke will be ignored, Eagan called in. Authority reliable. 
DANIEL. 

c. The Tribune experts gave the following alphabets as the result of their decipherments: 

AA=O EN=Y IT=D NS=E PP=H SS=N 
AI=U EP=C IIA=B NY=M SH=L YE=F 
EI=I IA=K MII=G PE=T SN=P YI=X 
EM=V IM=S NN=J PI=R SP=W YY=A 
20=0 33-=N 44=H 62=X TT=G 89a:Y 
25=K 34=W 48=T 66=A 82=I 93=E 
ZT=S 39=P 52=U 68=F 84=C 96=11 
31=L 42=R 55=0 75=B 87=V 99=J 

They did not attempt to correlate these alphabets, or at least they say nothing about a possible 
relationship. The present author has, however, reconstructed the rectangle upon which these 
alphabets are based, and it is given below (fig. 16). 

H 1 

I 2. 

fa S3 

'S 
::s 

P4 

z A 5 ... 
0 ... Y6 .! .... 
.3 117 
"i: ES .-4 

N9 

TO 

2d Letter or Number 
H I·.· : s I p.;.;. A y II E N T 
1 2 3 4 5 6 7 8 9, 0 

.• K s D 
1- - -

L 
; 

N ·w p 
1-- - - -

R H T 
- - - - -

u 0 

X A F 
- - - 1-- -

B G 

I c v y 
- - - - - 1-

E M J 
..--- 1-

I'IGUBJi 18. 

It is amusing to note that the conspirators selected as their key a phrase quite in keeping with 
their attempted illegalities-HIS PAYMENT-for bribery seems to have played a considerable 
part in that campaign. The blank squares in the diagram probably contained- proper names, 
numbers, etc. · 
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SECTION VIII 

MULTDJTERAL SUBSTITUTION WITH MULTIPLE-.IQmV ALENT CIPHER 
ALPHABETS 

. hnpaph 
Puri>ose of providing multiple-equivalent cipher alphabets.. •• _. _______________ _:. ________________ ..__ 87 

Solution of a simple example--------------------------------------------------~--~~----~---------------······---------- as 
Solution of more complicated e:ram.ple--···----·------~---···-----•-·--·•---•------··-----·---···---··--·-····""·-- 89 
A subterfuge to preVent deeompoaition of oipher text in~ oompooen~ unitL----·-··•·---·---------.-.:... 40 

87. Purpoae .. ot providing multiple-equivalent cipher alphabets.--G. Ii has been seen ~t 
the characteristic frequencies of letters ·composing normal plain text, the associations they,loim 
in combining to forni words, and the peculiarities certain of them manifest in such text all afford 
direct clues by means of which ordinary monoalphabetic substitution encipherments of such 
plain text may be more or less. speedily solved. This has led to the .introduction of simple 
methods for disguising or suppressing the manifestations of monoalphabeticity, so far u possible. 
Basically these methods are multiliteral and they will now be presented. 

b. Multiliteral substitution may be of two types: (1) That wherein each letter of the plain 
text is represented by one and only one multiliterltl equivalent. For example, in the Francis 
Bacon cipher described in Par. 36e,, the letter K, is invariably represented by the permutation 
abaab. For this reason this typ~ of system may be more completely described as mcmoalphrr 
betic, m~ilfral ~tilution 1Dith aingle-eg:uifJalent cipher alphabets. 

{2) That wherein,. because of the large number of equivalents made available by the com­
binations and permutations of a limited number of elements, each letter of the plain text may be 
represented by several multiliteral.<equivalents which may be selected, at ~~dom. For example, 
if 3-letter combinati6DS are ~ployed there are available 268 or 17,676 -equivalents for the 26 
letters of the plain text;; they may be assigned in equal numberS of differel).t equivalents for the 
26 letters, in which case each letter would be representable hy 676 cillterent 3-letter equivalents! 
or they may he assigned on some· other basis, for example, proportionately to the relative 
frequencies of plain-text letters. For this reason this type of system may be more completely 
described as monoalphab6tic, mu.Ztilite.ral II'Ubstitution with mtdti~nt cipher alphabets. 
Some authors term such. a systexn "simple substitution with multiple equivalents"; others term 
it monoolphabetic 8'Ubstitulion with mriams. For the sa.k~ of brevity, the latter designation.will 
be employed in this text. .· . 

c. The primary object of monoalphabetic substitution with variants. is, as has been men­
tioned above, to provide several values which may be employed at random in a simple substitution 
of cipher equivalents for the plain-text letters. In this connection, reference is made to Section 
X of Ekmentary Military Oryptograph1/, wherein several of the most common methods for 
producing and using variants are set forth. 

d,. A ·word or two concerning the underlying theory from the cryptanalytic point of view of 
monoalphabetic substitution with variants, may not be amiss. Whereas in simple or single­
equivalent, monoalphabetic substitution it is seen that-

(1) The same letter of the plain text is invariably represented by but one and always the 
same character of the cryptogram, and 

(63) 
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(2) The same character of the cryptogram invariably represents one and always the same 
letter of the plain text; 

In multilitera.l substitution with multiple equivalents (monoa.lpha.betic substitution with 
variants) it is seen tha.tr--

(1) The same letter of the plain text may be represented by one or more di1ferent characters 
of the cryptogram, but 

(2) · The same character of the cryptogram nevertheless invariably represents one and always 
the same letter of the plain text. · 

· 88. Solution of a. simple e:mmple.-a. The following cryptogram has been enciphered by a. 
set ~~ four alphabets similar to the following: 

A B C D E F G H I-J K L M N 0 P Q R S T U V W X Y Z 
08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 01 02 03 04 05 0.6 07 
35 36 37 38:59 40.4142 4:5 44 45 46 47 48 49 50 26 27 28 29 30:51 :52'3:5 :54 
68 69 70 71 72 7:5 74 75 51 52 53 54 55 56 57 58 59 60 61 62 63 64 65 66 67 
~~~~n~~·~~~.~~~oo~nm~oom~~~~oo 

The ke)word h81'8-is TRIP 1• In enciphering. a. message the. equivalents are to be selected at 
random from among the four variants for each letter. The steps in solving a. message produced 
by such a. scheme will now be scrutinized. 

CBYPTOGBAlrl 

6~21 09022 48057 65111 88648 42036 45235 09144 05764 226~ 
00225 5700:5 ~:557 14074 82524 40768 5i058 9:5074 92188 47264 
09:528 04255 06186 79882 85144 45886 :52574 55136 56019 45722 
76844 6~50 45219'71649 90528 65106 11886 44044 89669 70553 
18491 06985 48579 3:5684 50957 70612 09795 29148 56109 08546 
62062 65509 :52800 :52568 9'7216 44282 :54031 849~ 68564 53789 
:1253o 774ol ·68494. :sss44 11:sss ~s1a sssos 20710 58864 67472 
22490 091:56 62851 24551 :55180 142:50 50886 440~ 062:51 12~6 
05579 ~8900 2950:5 99713 32720 :564:53 82689 04516 5226:5 21175 
06445 72255 68951 86957 76095 67215 53049 08567 ~30 

b. Assuming tb.i.t the foregoing remarks had not been ina.de and that the cryptogram has 
just· been submitted for solution with no information concerning it, the first step is to make a. 
pJ..elimina.ry study 'to determine whether the cryptogram involves cipher or code. · The crypto­
gram appears in 5-figure groups, which may indicate either cipher or code. A few remark& will 
be made at this point With reference to the method of determjning whether a. cryptogram com­
poSed of figure group& is in code or cipher, using the foregoing example. · 

c. In: the first place, if the cryptogram contains a.n even number of digits, as for example 
494 m the foregoing message, this leaves open ihe possibility that it may be cipher, eoinposed of 
247 pairs of digits; were the number of digits an exact oM. multiple of five, such as 125, 135,-etc., 
the possibility that the cryptogram is in code of the 5-figure group type must be considered. Next, 
a preliminary study is made to ~ if there are many repetitions, a.nd what their characteristics 

. ; • The letter corresponding to the lowest number in each Une of the diagram showing the cipher alphabets 
iii a key letter. Thus, in the lat Une Ol=T; in the 2d line 26=R; etc. 
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are. Ifthe cryptogram is code of the.5-figure group type, then such repetitions as appear should 
ge'TIMOlly be in whole groups of five digits, and they should be visible in~ the text just as the mes­
sage stands, unless the code message has undergone encipherment also. If the cryptogram is in 
cipher, then the repetitions should extend beyond the 5-digit groupings; if they conform. to any 
definite groupings at all they should for the most p.-.rt contain even numbers of digits since each 
letter is probably represented by ·a pair of digits. If no clues of the .foregoing nature are present, 
doubts will be dissolved by making a detailed study of frequencies •. 

d. A simple 4-pa.rt frequency distribution is therefore decided-upon. Shall the alphabet be 
assumed to be a 25- or a 26-character one? If the,foriner, then .the 2-digit pairs from 01 to 00 
fall into exactly four groups each corresponding to an alphabet. . BUice this is the most common 
scheme of drawing up such alphabets,_ let it be assQJDed to be tljxe of the present case. The 
following distributions result from the breaking up of the text into_ 2:<figit pairs. 

01-/// ·. 26-1// · 51~l'HI 76-l'HI I 
02- 27- 52-l'HJ 77-/ 
03-//// 28-/ 53-1// 78-
04-/ 29-/ .. ~ ·. ,. 79-/ 
os-l'HJ 3o-l// 55-1/// 8o-l// 
06-l'HII 31- 56-l'HI 81-
07-/// 32-l'HI I 51-l'HI I 82-1/1/~ 
08- 33-l . 5&--// 83-/ 
09-//// -· 34-/ 5~ 84-l'HI I 
1o-//// 35-// 6o-.- . . 85-l'HI I 
11-l'HJ 36-l'HI 61- 86-/// 
12-/// 37-l 62--// 87-
13-l 38- 6s- 88-//// 
14-l 39-l 64-l'HI I 89--l'HI 
15-l 4o-fl/ 65- 9o-l'HI I 
16-/1/ 41- 66-/ 91-///. . 
17- 42-//// 67_;,.// 92-/ 
18-l'HI I 43-/ 68-l'HI II 93-l 
19- 44-l'HI I 69--1/ 94-/ 
2o-1 45-l'HI I 1o-1 95-/// 
21-11 46-1// n~t 96-
22-l'HI 47- · _ 72-//// 97-l'HI I 
23-// 48-/// 73- 98-/ 
24- 49-l'HI 74-//// 99-
25-/ so-l'HJ 75-l . oo-11 

e. If the student will bring to bear upon this problem the principlM he learned i.ri. Section V 
of this text, he will soon realize that what he now has before him are four, simple, monoalpha­
betic frequency distributions similar to those involved in a monoalphabetic substitution cipher 
using standard cipher alphabets. The realization of this fact immediataly provides the clue to 
the next step: "fitting each of the distributions to the normal!' (See Par. 176). This can be 
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done without difficulty in this case (remembering that a 25-letter alphabet is involved and 
assuming that I and J are the same letter) and the following alphabets result: 

01-I-J 
02-K 
03-L 
04-M 
05-N 
06-0 
07-P 
08-Q 
09-R 
1o-5 
11-T 
12-u 
13-V 
14-W 
15-X 
16-Y 
17-Z 
18-A 
19-B 
2o-C 
21-D 
22-E 
23-F 
24~ 

25-H 

26-u 
27-V 
28-W 
29-X 
so-Y 
31-Z 
32-A 
33-B 
34-G 
35--D 
36-E 
37-F 
3~ 
39-H 
4o-I-J 
41-K 
42-L 
43-M 
44-N 
45--0 
46-P 
47-Q 
48-R 
49-S 
so-T 

51-N 
52-Q 
53-P 
54-Q 
55--R 
56-S 
57-T 
58-U 
59-V 
6o-w 
61-X 
62-Y 
63-Z 
64-A 
65--B 
66-c 
67-D 
68-E 
69-F 
7~ 
71-H 
72-I-J 
73-K 
74-L 
75-M 

76-E. 
77-F 
7~ 
79-H 
8o-I-J 
81-K 
82-L 
83-M 
84-N 
85-0 

.86-P 
. 87-Q 

88-R 
89-S 
9o-T 
91-u 
92-V 
93-W 
94-X 
95-Y 
96-Z 
97-A 
98-B 
99-G 
oo-o 

j. The keyword is seen to be· JUNE and the first few groups of the cryptogram decipher as 
follows: ·· 

68 32 10 90 22 48 05 76 51 11 88· 64 84 20 36 45 23 
E A S T E R N E N T R A N C E 0 F 

g. From the detailed procedure given above, the student should be able to draw his own 
conclusions as to the procedure to be followed in sOlving cryptograms produced by methods 
which are more or less simple variations of that just discussed. In this connection he is referred 
to Section X of El6mtnlary Muilary Oryplogralplvy, wherein a few of these variations are mentioned. 

h. Possibly the most important of the variations is that in which a rectangle such as that 
shown in Fig. 17 is employed. 

1 2 3 4• 5 6 7 8 9 0 
F= = - -

1, 4, 7 A B c D E F G H I J 
r-- - - 1--- r-- -

2, 5, 8 K L M N 0 p Q R s T 
- - - - - - - - -

3, 6, 9 u v w X y z - , : ; 

FIGUU 17 
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In the solution of cases of this kind, repetitions would play their usual role, with the modifications 
noted below in Par. 39. Once an entering wedge has been forced, thrQugh the identification 
of one or more repeated words such as BATTALION, DIVISION, etc., the entire enciphering 
rectangle would soon be reconstructed. It may be added that the frequency distributiqn for 
the text of a single long message or several short ones enciphered by such a system would show 
characteristic phenomena, the most important of which are, first, that the distribution for a 
rectangle such as shown in Fig. 17 would practically follow the normal and, second, that the 
distribution for the 2d digit of pairs would show more marked crests and troughs than the 
distribution for the 1st digit. For example, the initial digits 1, 4, and 7 (for the numbers lo-19, 
4o-49, and 7o-79, inclusive) would apply to the distribution for the letters A to J, inclusive; the 
initial digits 2, 5, and 8 would apply to the distribution for the letters K toT, inclusive. The 
total w:eighted frequency values for these two groups of letters are about equal. Therefore, 
the frequencies of the initial digits 1, 2, 4, 5, 7, arid 8 would be approximately equal. But 
consider the final digit 5 in the numbers 15, 45, 75, 25, 55, and 85; its total frequency is com­
posed of the frequency of Ep plus the frequency of Op; whereas in the case of the final digit 6, 
its total frequency is composed of the frequency of F P plus the frequency of Qp. The two cases 
would show a marked difference in frequency. Of course, the letters may be inserted within 
the enciphering rectangle in a keyword-mixed or even in a random order; the numbers may be · 
applied to the rectangle in a raridom order. But these variations, while increasing the difficulty 
in solution, by no means make the latter as great as may be thought by the novice . 

39. Solution of a more· complicated example.~. As soon as a beginner in cryptography 
realizes the consequences of the fact that letters are used with greatly varying frequencies 
in normal plain text, a brilliant idea very speedily comes tO him. Why not disguise the 
natural frequencies of letters by a system of substitution using . many equivalents, and let 
the numbers of equivalents assigned to the various letters be more or less in direct proportion 
to the normal frequencies of the letters? Let E, for example, have 13 or more equivalents; T, 10; 
N, 9; etc., and thus (he thinks) the enemy cryptanalyst can have nothing in the way of tell-tale 
or characteristic frequencies-to use as an entering wedge. 

b. If the text available for study is Biiiall in amount and if the variant values are wholly 
independent of one another, the problem can become exceedingly difficult. But in practica.l 
military communications such methods are rarely encountered, beCOOBe fhe t10lume of ta:l iB 'UB'UOlly 
greiU B'IW'IJ.(Jh lo permit of tM e&tabliBAment of equimUnt mlues. To illustrate what is meant, 
suppose a set of cryptograms produced by the monoalphabetic-variant method described above 
shows the following two sets of groupings in the text: 

SETA 

12-37-Q2-79-68-13-Q3-37-77 
82-6~3-79-13-68-23-37-35 
82-69-51-16-13-13-78-oS-35 
91-Q5-o2-Ql-68-42-78-37-77 

SETB 

71-12-o2-51-23-05-77 
11-82-51-Q2-o3-Q5-35 
ll-91-Q2-o2-23-37-35 
97-12-51-Q3-78-69-77 

An examination of these groupings would lead to the following tentative conclusions with regard 
to probable equivalents: 

12, 82, 91 
05, 37, 69 
02,and51 

01, 16, 79 
13, 42, 68 

03, 23, 78 
35,and 77 

The establishment of these equivalencies would sooner or later lead to the finding of additional 
sets of equal values. The completeness with which this can be accomplished ·will determine 
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the ease or difficulty of solution. Of course, if many equivalencies can be established the 
problem can then be reduced practically to monoalphabetic terms and a speedy solution can 
be attained. 

c. Theoretically, the determination of equivalencies may seem to be quite an easy matter, 
but practically it may be very difficult, because the cryptanalyst can never be certain that a 
combination showing what may appear to be a variant value is really such, and is not a different 
word. For example; take the groups---

17-82-31-82-14-63, and 
27-82-4o-82-14-63 

Here one might suspect that 17 and 27 represent the same letter, 31 and 40 another letter. But 
it happens that one group represents the word MANAGE, the other DAMAGE. 

d. When reversible combinations are used as variants, the problem is perhaps a bit more 
simple. For example, using the accompanying Fig. 18 for encipherment, two messages with 
the same initial wohis, REFERENCE YOUR, may be enciphered as follows: 

(1) 

(2) 

R E 
NHWDR 
CHDWR 

K,Z Q,V B,H M,R D,L 

w,s 
F,X 

G,J 

C,N 

P,T 

N 

D 

Q 

G 

z 

F E R 
XLSHC 
XSLHN 

H A 0 E -
T M F p 

B u I v - -
X R c s 
L y w K 

E N C E Y 
[)WiZN. RSLHP 
DWZWN RLSHP 

0 U. R 
SRBJC H 
RWJBN H 

The experienced cryptanalyst, noting the appearance of the very first few groups, assumes that 
he is here confronted with a case involving biliteral reversible equivalents, with variants. 

e. The probable-word method of solution may be used, but with a slight variation intro­
duced by virtue of the fact that, regardless of the system, leftna of low freg:u,eru:g in plain tezl 
remain injreg:u,enf. Hence, suppose a word containing low-frequency letters, but in itself a 
rather common word strikingly idiomorphic in character is sought as a "probable word"; for 
example, words such as ·QAX.ALRL ATTACK, and fREfARE. WritiDg such a word on a slip of 
paper, it is slid one interval at a time under the text, which has been marked so that the high 
and low-frequency characters are indicated. Each coincidence of a low-frequency letter of the 
text with a low-frequency letter of the assumed word is examined carefully to see whether the 
adjacent text letters correspond in frequency with the other letters of the assumed word; or, if 
the latter presents repetitions, whether there are correspondences between repetitions in the 
text and those in the word. Many trials are necessary but this method will produce results 
when the difficulties are otherwise too much for the:cryptanalyst to overcome. 

40. A subterfuge to prevent decomposition of cipher text into component UDits.-a. A few 
words should be added with regard to certain subterfuges which are sometimes encountered in 
monoalphabetic substitution with variants, and which, if not recognized in time, cause con­
siderable delays. These have to deal with the insertion of nulls so as to prevent the cryptanalyst 
from breaking up the text into ito :rep.! cryptographic units. The student should take careful 
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note of the last phrase; the mere insertion of symbols having the same characteristics as the 
· symbols of the cryptographic text, except that they have no meaning, is not what is meant. 
This class of nulls rarely achieves the purpose for which they are intended. What is really meant 
can best be explained in connection with an example. Suppose that a 5 x 5 checkerboard design 
with the row and column indicators shown in Fig. 19 is adopted for encipherment. Normally, 
the cipher units would consist of 2-letter combinations of the indicators, invariably giving the 
row indicator first (by agreement). . 

V,A,T,F 

G,H,O,U 

I,P,E,R 

. W,S,B,L 

D,M,N,C 

V G I W D 
A H P S M 
T 0. E B N 
F U R L C 

A B c D E 
.· ~ . 

~ 

F G H I-J K 

L M N 0 p 

Q R s T u. 
-

v w ·X y z 
. J'aiVa lt. 

The phrase COMMANDER OF ·sPECIAL TROOPS might be enciphered thus: 

C 0 M ·y A N. ~ E R 0. F 
n m ~ ru n m ~ m -~ N m 

These would normally then be arranged in 5-letter groups, thus: 

VIEBP HIUFT IEABT MWOPW GT 

• • • 

b. It will be noted, however, that only 20 of the 26letters of the alphabet have been employed 
as row and column indicators, leaving J, K, Q, X, Y, and Z unused. Now, suppose these five letters 
are used lUI nulls, noHn. pairs, btd as indiuid'I.Ullletfers imerted at r~ndom just before the real text is 
arranged in 5-letter groups. Occasionally, a pair of nulls is inserted. Thus, _for ex&mple: · 

V I EX B PH K I U F J X T I· E A.J B T M W 0 Q P W G K T Y 

The cryptanalyst, after some study, suspecting a biliteral cipher, proceeds to break up the text 
into-pairs: ' 

·. VI EX BP HK IU FJ XT IE AJ BT MW OQ PW GK TY 
CoJnpare this set of 2-letter combinations with the correct set. Only 4 of the 15 pairs are "proper" 
units. It is easy to see that without a knowledge of the s:tislence of the nulls, and even with a 
knowledge, if he does not know wkU:h letters are nulls, the cryptanalyst would be confronted with 
a problem for the solution of which a fairly large amount of text might be necessary. The 
careful employment of the variants also very materially adds to the security of the method b&­
cause repetitions can be rather effectively suppressed. 

c. From the cryptographic standpoint, the fact that in this system the cryptographic text 
is more than twice as long as the plain text constitutes a serious disadvantage. From the 
ceyptanalytic standpoint, the masking of the cipher units constitutes the mo&t important source 
of strength of the system; this, coupled with the use of variants, makes it a bit more difficult 
system to solve, despite its monoalphabeticity. 
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SECTION IX 

POLYGRAPHIC SUBSTITUTION SYSTEMS 
ParBiftph 

Monographic and polygraphic substitution syatemB------------------------------------------------------------------------- 41 
Testa for identifying digraphlc substitution----------------------------------------------------------------------------- 42 
General procedure in the analysis of digraphic substitution cipherB---------------------------------------------------· 43 
Analysis of digrapbic substitution ciphers baaed upon 4-Bquare checkerboard design&------------------------------ 44 
Analysis of ciphers baaed upon other types of checkerboard deaigDB-------------------------------------------------- 45 
Analysis of the Playfair cipher system.·--------------.--------------------------------~------------------------------------------ 46 

41. ][onographic and polygraphic substitution systems.-a. The student is now referred 
to Sections VII and VIII of Admnced MiJitary Oryptography,·wherein polygraphic systems of 
substitution are discussed from the cryptographic point of view. These will now be discussed 
from the cryptanalytic point of view. · 

b. Although the essential differences between polyliter~ and polygraphic substitution are 
treated with some detail in Section VII of Admnced Military Cryptography, a few additional 
words on the subject may not be aniiss at this point. 

c. The two primary divisiOns of substitution systems into (1) uniliteral and multiliteral 
methods and into (2) monographic and polygraphic methods are both based upon considerations 
as to the number of ele'~Mf~JB constituting the plain.otext ap.d the equivalent cipher~text units. . In 
uniliteral as well as in monographic substitutiQD, each plain~text unit consists of a single element 
and each· cipher-text unit. consistS of a single element. The two terms uniliteral and mono­
graphic are therefore identical in significance~ as defined cryptOgraphically. 'It is when the 
terms multiliteral and polygraphie are exaniined ·th.at an essential difference is seen.. In multi­
literal sub~Jtitution: the plain-text unit always consi~Jts ota eingle •ment (one letter) and the 
cip)ler-text unit consists of a group of two or more elements; when bi.Uteral, it is a pair of elements, 
whe,n triliter~, it is a set of three el~meniS, arid so on~ In what will herein, be .designated as 
tnJ,e or complete polygraphic substitution the plain;.text unit consists of two or more elements 
foi:ming an iiuliuisible compouna; the ciplier-text unit usually consists of a corresponding number 
of elements.1 When the number of elements Comprising the plain-text umts is fixed and always 
two, the system is digro,phic; when it iS three, the system is trigraphic; when it is four, tetra.­
grophic; and so on.a It is important to note that in true.or· complete polygraphic substitution 
the elements combine to form indivisible compounds having properties different from those of 
either of the constituent letters~ For example, in uniliteral substitution ABP may yield XYo and 
ACp may yield XZ~; but in true digraphic substitution .ABp may yield XY 0 and ACP may yield QN0 • 

A difference in identify of one letter affects· the whole result.• An analogy is found in chemistry, 
when> two ·elements combine to form a molecule, the latter usually having properties quite 
different from those of either of the constituent elements. For example: sodium, a met&l, and 

1 The qualifying adverb "usually" is employed because this correspondence is not eaaen.iial. For example, 
if one should draw up a set of 676 arbitrary single.signs, it would be possible to represent the 2-letter pairs from 
AA to ZZ by single aymbo.la. This would still be a digraphic system. · . 

J'ln this aenae a code system is merely a polygraphic substitution system in which the number of-elements 
eoDitituting the plain-ten units is variable. 

• For tlrle ~on the two letters are marked by a ligature, that ie, by a bu- aoroea their tops. 
(70) 
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chlorine, a gas, combine to form sodium chloride, common table salt.· Furthermore, sodium ani 
fluorine, also a gas similar in many respects to chlorine, combine to form sodium fluoride, whiCh 
is much different from table salt. Partial and pseudo-polygraphic substitution will be treated 
under subparagraphs d and e below. 

d. Another way of looking at polygraphic substitution is to regard the elements comprising 
the plain-text units as being enciphered individually and polyalphabetically by a fairly large 
·number of separate alphabets .. For example, in a digraphic system in which 676 pairs of plain­
text letters a.re representable by 676 cipher-text pairs assigned at random, this· is .equivalent to 
having a. set of 26 different alphabets for enciphering one member of the pairs, and another .set 
of · 26 different alphabets for enciphering the other member of the pairs. Aecording to this 
viewpoint the different alphabets a.re brought into play by the particular combination of letters 
forming each plain-text pair. This is, of course, quite different from systems wherein the various 
alphabets a.re brought into play by more definite. rules; it is perhaps this very absence of definite 
rules guiding the selection of alphabets which constitutes the cryptographic strength of this type 
-of polygraphic system. , . 

. e. When regarded in the light of the preceding remarks, certain systems which at first glance 
seem to ·be· polygraphic, in that groupings of plain-text letters are treated as units, on closer 
inspection are seen to be only pa.rtia.lly polygraphic, or pseudo-polygraphic in character. . For 
·.example, in a system in which encipherment is by pairs and yet one of the letters in each pair is 
.enciphered monoalphabetically, the other letter, polyalphabeticaJly, the method is only pB'IUdo­
polygraphic. Cases of this type are shown in Section VII of Admnced Military Oryplography. 
Again, in a system in which encipherment ·is by pairs and the .encipherm.ents of the left-hand 
and right-hand members of the pairs show group relation8hips, this is not pseudo-polygraphic 
but only parliaUy polygraphic. Cases of this type are also shown in the text refen-ed to above. 

f. The fundamental purpose of polygraphic substitution ~ again the suppressiOJJ. of ,the 
frequency characteristics of plain text, just as is the case in monoalphabetic substitution with 
variants; but here this is accomplished by a different method, the latter arising from a somewhat 
difterent approach to the problem involved in producing cryptographic security. When the sub­
stitution involves replacement of Bingle letters in a. monoalphabetic system, the cryptogram ca.n 
be solved rather readily. Basically the reason for this is that the principles of frequency and the 
laws of probability, applied to individual units of the text (single le~), have a very good 
·opportunity to manifest themselves. A given volume of text of say n plain-text letters, enciphered 
purely monoalphabetically,. affords n cipher characters, and the same number of cipher units. 
The same volume of text,. enciphered digraphically, still ~ords .n cipher characters but only 
~ cipher units. Statistically speaking, the sample within which the laws of probability now apply 
has been cut in half. Furthermore, from the point of view of frequency, the very noticeable 
diversity in the frequencies of individual letters, leading to the marked creSts and troughs of 
the unilitera.l frequency distribution, is no longer so strikingly in evidence in the frequencies of 
digraphs. Therefore, although true digrapliic encipherment, for example, cuts the cryptographic 
textual units in half, the difficulty of solution is not doubled, but, if a. matter of judgment arising 
from practical experience can be expressed or approximated mathematically, squared or cubed. 

g. Sections VII and VIII of Adoo;nced Military Oi-yplography show various methods for the 
derivation of polygraphic equivalents and for handling these equivalents in cryptographing and 
decryptogra.phing messages. The most practicable of those methods ·are digra.phie in character 
and for this reason their solution will be treated in a. somewhat more detailed m~er than will 
trigraphic methods. The latter can be pa.ssed over with the simple statement that their analysis 
requires much text to permit of solution by the frequency method, and ha.rd labor:. Fortunately, 
they are infrequently encountered because they are difficUlt to manipulate without eXtensive 
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tables.• If the latter are required they must be compiled in the form of a book or pamphlet. If 
one is willing to go that far, one might as well include in such document more or 1~ extensive lists 
of words and phrases, in which case the system falls 'imder the category of code ·and not cipher. 

42. Tests for identifying digraphic substitution.-a. The tests which are applied to deter­
mine whether a given cryptogram is digraphic in character are usually rather simple .. · If there 
are ·many repetitions in the· cryptogram and yet· the uniliteral-frequency diStribution gives no 
clear-cut indications of monoalphabeticity; if most of the repetitions contain an. even number 
~f letters; and if the cryptogram contains an even number of letters, it may be assumed to be 
digraphic in nature. · · 
. 6. The student should first try to determine whether.the substitution is completely digraphio, 

« only partially digrapbic, or pseudo-digraphic in character. ·As mentioned above, there are 
cases in which, although the substitution is effected by taking pairs ofletters, one of the members 
of the pairs is enciphered monoalphabetically, the other member, polyalphabetically. A dis­
tribution based upon the letters in the odd positions and one based upon those hi the even 
positions should be made. If one of these is clearly monoalphabetic, then this is evidence that the 
message rep.reseD.ts a case of pseudo-digraphism of the type here described. By attacking the 
·monoalphabetic portion of the messages, solution can soon be reached by slight variation of the 
usual :tnethod, the polyalphabetic portion being solved by the aid of the context and considera­
tions based upon the probable nature of the substitution chart. ·(See Tables 2, 3, and 4 of 
Admru:«l Military Oryplogro,phy.) It will be noted that the charts referred to show definite 
symmetry.in their construction. 

c. · On the other hand,· if the foregoing steps prove fruitless, it may be assumed that the 
cryptogram is completely digraphic in character. 

d. Just as certain statistical tests may be applied to a cryptogram to establish its· mono­
alphabeticity, so also may a statistical test be applied to a cryptogram for the purpose of-estab­
lishing its digraphicity. The nature of this test and its method of application will be discussed 
in a subeequent text. 

68. Geaeralprooedure iD. the analysis of digraphio substitution olphers.~. The analysis of 
cryptograms which have been produced by digra.phic substitution is accomplished largely by 
tile application of the simple principles of frequency of digraphs, with the additional aid of such 
special circumstances as may be known to or suspected by the cryptanalyst. The latter refer 
to peculiarities which may be the result of the particular method employed in obtaining the 
equivalents of the plain-text digraphs in the cryptographing process. In general, however, 
only· if there is sufficient text to disclose the normal phenomena of repetition will solution be 
feasible or possible. 

6. However, when a digraphic system is·employed in regular service, there is little doubt 
but that traffic will rapidly accumulate to an amount more than sufficient to permit of solution 
by simple principles of frequency. Sometimes only two or three long messages, or a half dozen 
of average length are sufficient. For with the identification of only a few cipher digraphs, 
la.rier portions of messages may be read bceause the skeletons of words formed from the few 
high-frequency digraphs v.ery definitely limit the values that can be inserted for the interveniDg 
unidentified digraphs. For example, suppose that the plain-text digraphs TH, ER, IN, IS, OF, 
NT, and TO have been identified by frequency considerations, corroborated by a tentatively 
identified long repetition; and suppose also that the enemy is known to be using a quadricular 

. • A patent baa been granted upon a rather ingenious machine for automaticalJy aocompliablng true poly­
graphic aubatftutloo, but it hall not been placed upon the market. See U. B. Patent No. 1846947·1saued In 1932 
·&o Weisner aad Hm. In U. B. Patent No. 1li15680 f.aaued to Henkels In i924, there Ia describCm a mechanism 
which aJao producee polypaphic substitution. 
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table ()f 676 eeUa containing digraphs showing J:eCiprocal equivalence between plain and cipher­
text ~aphs., Suppose the message begins as follows .. (m which the IUI8UIIl8d values have been 
inserted):· . 

XQ VO ZI LK . AP OL ZX PV . QN IK OL UK AL HN LK VL 
FO TH IN NT RE NT NO IN 

BN OZ KU DY EL LE YW 
··si oN · 'i'o 

The words FOURTH INFANTRY REGIMENT are readily recognized. The reciprocal pairs EL. 
and LE. suggest AT'l'ACK. The beginning of the message is now completely disclosed: FOURTH 
INFANTRY REGIMENT NOT YET IN POSITION TO ATTACK. The values more or less automati­
cally determined are. V00=\JRp, AL.=TYp, HN0 =ETp, VL.=POp, OZ.==Tip, YW.==Cf4. 

c. Once a good start has been made and a few words have been solved, subsequent work 
is quite simple and straightforward. A knowledge of. enemy coiTeSpondence, including data · 
rega.i-d.ing its most common words and phrases, is of great assistance in breaking down new 
digraphic tables of the same nature but with different equivalents. · 

· d.· The· foregoing remarks also apply to the details of solution in cases of ·partially 
digr~phic substitution. . . . . . 

·44. An11Jaia of diciaphic substitution ciphers based upon 4-square checkerboard designs.­
a. In Section VIII of Ad~afteld Mililary Oryplegrap,.1J there are shown various exampJes of di­
graphic substitution ba.Sed upon the· 'i1se of checkerboard designs. These may be considered 
cases of partially digraphic ~SUbstitution, in that in the checkerboard system there are certain 
relationships between plain .. text digraphs having common elements and their corresponding 
cipher-text digraphs, which will also have common el8JD.ents. For example, take the followinl 
4-square checkerboard design: . 

B w G R M 0 p A u L 
- - I--
N y v X E H z Q D F 

-
1 s I c T K K I T s c 3 

-
u p L A 0 M w R B G 

D z F Q H E y X N v 
w A L E s c X K p B 

-
F H u I T 0 M y D v 

- -
2 p X B K c s A E w L 4 

- - -
N z R Q G G z Q N R 

- - - 1----

D M v y 0 T H I F u 
I'IG11U liO. 

Here BCp=OW., BOp=OF., BS.,=OP., BG,=ON. and BTp=OD.. In each case when 8p is the initial 
letter of the plain .. text pair, the initial letter of the cipher-text equivalent is o •. This, of course, 
is the direct result of the method; it means that the en.cipherment is monoalphabetic for the 
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first half of each of these jitJe plain-text pairs, polyalphabetic for the second half. This relation­
ship holds true for four other groups of pairs beginning with :Bp. In other words, there are five 
alphabets employed, not 25. Thus, this case differs from the case discussed under Par. 42b 
only in that the monoalphabeticity is not complete for one-half of all the pairs, but only among 
the members of certain groups of pairs. In a completely digraphic system using a 676-cell 
randomized square, such relationships are entirely absent a.ild for this reason the system is 
cryptographically more secure than the checkerboard system. 

b. From the foregoing, it is clear that when solution has progressed sufficiently to disclose 
a few values, the insertion of letters within the cells of the checkerboard design to give the plain­
text and cipher relationships indicated by the solved values im.mediately leads to the disclosure 
of additional values. Thus, the solution of only a few values soons leads to the breakdown of 
the entire checkerboard design. 

c. (1) The following example will serve to illustrate the procedure. Let the message be as 
follows: 

1 2 a • li 8781110 11 12 18 14 111 18 17 18 111 20 21 22 211 24 25 ll8rt28•30 

A. HFCAP G 0 Q I L BSPKM NDUKE OHQNF BORUN 

B. Q C L C H Q B Q·B F HMAFX S I 0 K 0 QYFNS XMCGY 

c. X IF BE XAFDX LPMXH HRGKG QKQML F E, Q Q I.· 

D. ,..G 0 I H M U E ·o R D CLTUF E g. g C G QNHFX IF BE X 

E. FLBUQ ' C•H Q 0 QMAFT X S.Y C B EPFNB SPKNU 
" 

F. Q IT X E UQMLF E Q gIG 0 I E U E. 'H PI AN YTFLB 

G. FEE PI D H PC G N Q I H B FHMHF XCKUP D G Q P N 

H. C B C Q L QPNFN P N I T 0 R T E.N C O$CNT FHHAY• 
I. .z L g C I A A I~ U C H T P C B IF G W KFCQS L Q M C B 

J. 0 Y C R Q Q D P R X FNQML F I D G C C G I 0 G 0 I H H F 

K. I R C G G G N D L N OZTFG E ERR P IF H 0 T FHHAY• 
L. ,..z L g C I A A I g U CHTf 

(2) The cipher having been. tested for standard alphabets (by the method of completing 
the normal components) and found to give negative results, a uniliteral-frequency distribution 
is made. It is as follows: 

-~ - ~ ~ 
~ ~ ::::: ~ i!li' 

i!li -iili:::::i!lii!li ::::: -iili 

-~~ i!lii!lii!li~i!li ~-~~~~ -- ::::: 
~~i!li~i!lii!lii!lii!lii!li ~i!lii!lii!li~i!liiili~-~i!li i!li::::: 
~i!li~~i!lii!lii!lii!lii!li ~i!lii!lii!lii!lii!lii!lii!liiilii!lii!li -~i!li::::: 
A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
11 u • 8 18 ao u 22 24 o 8 u 11 18 u u 211 11 s 11 11 o 1 a 7 a 

Ji'JGtiBII 21. 

(3) At first giance this may appear to the ~trained eye to be a monoalphabetic frequency 
distribution but upon closer inspection it is noted that aside from the frequencies of four or five 
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letters the frequencies for tlie remaining lettel'B are not very d.Wrimilar. Thete are, in-re&n~y, no 
very marked crests and troughs, certainly not as many as would be ~ected in a monoalphabetic 
substitution cipher of equal length. 

(4) The message having been carefully examined for repetitions of 4 or more letters, all of 
them are listed: · 

i I 
0 

TFHHAYZLQCIAAIQUCHTP (20 letters)---------------------------------~---­
QMLFEQQIGOI (llletters)--------------------------"'---------------------------
XIFBEx (6 letters)---------------------------------------------------------------­
FEQQ.;._~-------------------:-----·-------------------------------------------------~--~­
QMLF ·------~-------------------------------·-------------------------------------------~ 
BFHIL ••.•••••• ·------------------------------------------------------------------------BSPK.. __________________________________________________________________________ ~------

GOIH!.-------------.----------------------------------·--------------------------------

Frequency Located iD. linea 

2 Hand K. 
2 .Cand.F. 
2 C and D. 
3 · C, D, F; : 
3 C, F, J. 
2 Band G. 
2 A and E. 
2 D and J. ' 

Since there are quite a few repetitions, two of considerable length, since all but one of them 
contain an even number of letters, and since the message also contains an even number of letters, 
344, aigraphic substitution is suspected. The cryptogram is transcribed in 2-letter groups, for 
greater convenience in study. it is as follows:. · 

Message transcribed in pairs 
I I I ~ I I 7 8 8 W U U . U U U 

~~ ~ ro ~ ~ M·~ woo u ~ ~ ~·~ w 
B. QC LC HQ BQ BF HM AF XS IO KO QY · FN SX MC GY . 

C. XI ~ EX AF DX LP MX HH RG KG QK QM LF EQ QI 

D. GO IH MU EO RD CL TU ·FE QQ CG QN ~ XI ~ EX 

E. FL BU QF CH QO QM AF TX SY CB EP FN BS ~ NU 

F. QI TX EU QM LF EQ ··QI GO IE UE HP IA NY TF LB 

G. FE EP ID HP CG NQ IH · BF HM ~ XC KU PD GQ PN 

H. OB CQ LQ PN · FN PN IT OR TE NC CB CN TF HH AY 

J. ZL QC IA AI QU CH TP CB IF GW KF CQ SL Qll CB 

K. OY CR QQ DP RX FN QM LF ID GC CG IO GO IH . HF 

L. IR CG GG ND LN OZ TF GE ER RP IF HO TP" HH AY 

M. ZL QC IA AI QU CH TP 

It is noted that all the repetitions listed above break up properly into digraphs except in 
one case, viz, FEQQ in lines C, D, and F. This seems rather strange, and at first ·thought one 
might suppose that a letter was dropped out or was added in the vicinity of the FEQQ in line D. 
But it ia immediately seen that the FE QQ in line D has no relation at all to the . F EQ Q. in 
lines C and F, and that the F EQ Q in line D is merely an accidental repetition. 
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(5) A digraphic frequency distribution 1 is made and is shown in Fig. 22. 

A B C DE F G H I K L II N 0 P Q R S T. U V W X Y Z . 

A 8 2 2 

B 
r-- - - -

2 1 2 1 

c 1 5 4 3 1 1 2 1 
' -

D 1 1 1 

E 
f-- - -

1 2 2 1 1 2 
- - -F 3 2 1 4 

G 
·~ - ·-- 1 - 1 - -

1 3 1 1 1 

H 
f-- - - - - - - - - - - - - - - - - - -

4 8 2 1 2 1 
- - -I 3 2 1 2 3 1 2 1 1 

K 
.-- 1-- - - - - - - - - - - - - - - - - - - - - - -

1 1 1 1 1 

L - - 1- -
1 1 3 1 1 1 

- - - - - - - - - - - - - - - - -II 1 1 1 1 

N 
1-- 1- -

1 1 1 1 1 -0 1 1 2 1 1 
- -p 1 1 2 3 

Q 
1-- - - - - - - -

3 1 3 1 5 2 1 t 2 1 

R 
f-- - - - f-- -

1 1 L 1 

s - - 1-- - - 1-- - :-- - - -
1 1 1 

T - 1--
1 4 2· . 1 2 

u f-- - - - - - 1---:-:- -
1 1 . 

- - - - - -v 
w - - ---- - - - - 1-- - 1-

X - - f-- - 1-
1 2 1 - -y 

z 1-- 1-- - -2 

(6) The appearance of the foregoing distribution for thia message is quite obaracteristic of 
that for a digraphic substitution cipher. There are many blank cells; although there are many 
cases in which a digraph appears· only once, there are quite· a few in which a digraph appears 
two or three times, fo-qr cases in which a digraph appears four times, and two cases in which a 
digraph appears five times. The absence of the letter J is also noied; this is often the case in a 
digraphic system based upon a checkerboard design. 

I The distinction between "digraphic" and "biliteral" ia. baaed upon the following coDBideration. In a 
blliteral (or diliteral) distribution every two aucceaalve letters of the text would be grouped together to form a 
pair~ J'or uample, a biliteral distribution of ABCDEF ·would tabulate the pairs AB, BC, CD, DB, and Ell'. In a 
digraphfe. dtatribution only auoceaaive pairs .of the text are tab~ted. For example, ABCDBII' would yield only 
~~~~ ' 
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(7) In another common type of checkerboard system knoWJi u·.the Playfair cipher, desmibed 
·in Par. 46, one of the telltale indications besides the absence ohhe letter J is the absence of double 
letters, that is, two successive identical letters. The oceurrenee of the double letters: GG, HH, 
and QQ in the message under investigation eliminates the possibility of its being a Plfi.yfair 
cipher. The simplest thing to assume is that a 4-square checkerboard is involved. One-with 
normal alphabets in Sections 1 and 2 is therefore set down (Fig. 23a). 

A B c D E 
1-- - - 1-

F G H I-J K 
1-- - - -

1 L II N 0 p 3 
1--- - -

Q R s T u ,___,. 
v w X y z 

1--- ,_ - - 1---A B c D E 
1-- - - 1-

F G H I-J K 
- - - - 1-

4 L II N 0 p 2 
1-- - 1- - 1-

Q R s T u 
1-- - 1-- 1-

v w X y z 

I'IGUBJ: 2811, 

(8) The recurrence of the group QMLF, three times, and at intervils suggesting ~tit might 
be a sentence separator, leads to the assumption that it is the word. STOP. The letterS Q, 11, L, 
and Fare therefore inserted in the appropriate cells in Sections 3 and 4 of the:diagrtUD.. Thus 
(Fig. 23b): 

A B c D E 
- - 1-

F G H I-J K 
- (-

1 L II N 0 p L 3 
- - - - - 1-

Q R s T u Q 

v w X y z 
- - - - -

A B c D E 
- -

F G H I-J K 
- 1- 1-- -

4 F L II N 0 p 2 
- -

II Q R s T u 
f-- - -

v w X y z 

I'IGUBJ: 2811. 
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These placements seem logical. Moreover, in Section 3 the number of cells between L and 
Q is just one less than enough to contain all the letters M to P, inclusive, and suggests that either 
N or 0 is in the keyword portion of the sequence, that is, near the top of Section 3. Without 
making a commitment in the matter, suppose both Nand O, for the present, be inserted in the 
Cell between M and P. Thus (Fig. 23c): 

A B c D E 
- - - - -

F G H I-J K 
- - - - -

1 L M N 0 p ·L 3 
- - - --- - -

Q R s T u M n p Q 
- - - - - -
v w X y z 

r--- - - - - - 1-
A B c D E 

r-- - - 1-
F G H I-J K 

1-- - - 1-
F L M N 0 p 2 

- - - - - 1-

M Q R s T u 
- - -. - ·-

v w X y z 

I'm VB& 23c. 

{9) Now, if the placement of Pin Section 3 is correct, the cipher equivalent of TH11 will be 
Pe., and there should be a group of adequate frequency to correspond. Noting· that PN. occurs 
.thre(, times, it is assumed to be '!'Hp and tht? letter N is inserted in the appropriate ceH in Section 4. 
·Thus (Fig. 23d): · 

A B c D E 
r- - -· - 1-

F G H I-J K 

1 L M N 0 p L 
r- 1-- 1-

Q R s T u M K p Q 
r- - - - 1-

v w X y z 
A B c D E 

r--- - - 1-

N F G H I-J K 

4 F L M N 0 p 2 
r- - - - 1-

M Q R s T u 
r-- - - 1-

v w X y z 

.,. 
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· (10) it is abOut ·time to try out· the&e 8SSUlll8d values' in ·the message~ 'The :proper:inaertiona 
are made, with the following results: 

l I I ' I • 7 8 I JO u II ~ lt 11 

A.. HF CA PG OQ IL BS PK ·-liN DU. KE OH •· QN FB. OR UN 

B~ QC LC HQ BQ BF HM AF xs IO . KO QY FN sx MC GY 

c. XI tB g· AF D:X: LP· MX HH ad· KG QK _·QM LF EQ QI • .. ·sT OP 
D. I GO IH MU EO RD CL TU FE .. QQ. OG QN HF ~I FB EX 

E. FL BU QF CH QO QM AF''l'X SY CB EP FN BS PK NU 
ST 

F. QI TX EU 9! LF EQ QI GO 'IE. UE HP IA NY TF LB 
ST. OP 

G. FE EP ID HP CG NQ IH BF Hll HF :x:c KU PD GQ PN 
TH 

H. CB CQ LQ PN FN PM IT: OR TE NC CB CN TF HH AY t 

TH TH 
J. I ZL gc IA AI gu CH TP CB IF GW KF I CQ SL Qll CB 

.. ST 
K. OY CR QQ DP RX FN QM· LF ID GC CG IO GO IH HF 

S'l' OP 
L. IR CG GG ND LN oz TF GE ER RP IF HO TF HH AY, 

M. ,ZL QC IA AI gu CH TP 
.. 

B~ With group .H4 in the (ll) So far no impossible combinations are iD. e:ndence. 
.meSsage is seen the following. sequen.ce: 

PNFNPN 
.T H . . TH . ·. 

Assume it to be THAT THE. Then ATp=.FN., lind the letter N is to be inserted in row 4 column 1. 
But this is inconsistent with previous assumptions, since N in Section 4 baa already been tent&-
tively placed in row 2 column 4 of Section 4. Other assumptions for FN0 are made: that it is, 
ISp (THIS TH .... ) ; that it is EN» (THEN ·TH .•. ) ; but the same inconsistency is apparent. In fact 
the student will see that FN0 must represent a digraph endirig in ·F,· G, H, I...J, or K, since N0 is 
tentatively located on the same line as these letters in Section 2. Now FN, occurs 4 times in 
th8 message. The digraph it represents mu be one of· the following: 

DF, DG, DH, DI, DJ, DK 
· IF, IG, IH, II, IJ, IK 
JF, ·JG, JH, JI, JJ', JK. 
OF, OG, OH, OI, OJ, OK 
TK, 
YF, YG, YH, YI, YJ, YK 

:I 
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I. 
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Of these the only one likely to be repeated 4 times is OF, yielding T _ H . 0 F. T H whi,ch m,ay be 
. PNFNPN . 

a part of 
• N 0 R T H 0 F T H E • ·• S ·o U T H'O F .T H E •. 
C Q L Q P N F N P N I T or C Q L Q P N F N P N' I T 

In either case; the position of the F in Section 3 is excellent: F ~ • • Lin row 3. TJ:w'e are 3 
cells intervening between F and L, into which G, H, I-J, and K may be inserted. It is not nearly 
so likely that G, H, and K are in the keyword as that I should be in it. . Let it be assumed that 
this is the case, and let the letters be placed in the appropriate cells in Section 3. Thus (Fig. 23e): 

A B c D E 

F G H I-J K 

1 L M N 0 p F G H K L 3 
f--

Q R s T u II II p Q 0 
I-- - I-- I-- - 1-

v w X y z - :-
A s· c D E ,___ - - I--

N F G H. I-J K 
,..--- - -

F L II N 0 p 2 

II Q Q R s T u 
- - - - - - - - - 1-

v " X ·y :z 
I'IGVU 2111. 

Let the resultant derived v.Uues be checked against the frequency distribution. If th~ position of 
H in Section 3 is correct~ then the digraph ONp, normally of high frequency should be ~presented 
several times by HF.. Reference to Fig. 22 shows a frequency of 4 times.· ·And HM., with 2 oCcur­
rences, represents NSp. There is no need to go through all the possible corroborations. 

(12) Going back to the assumption that T H ·• • T H 
PNFNPN 

is part of the expression 

• NORTHOF'l'HE. , SO.UTHOF'l'HE. ;· 
CQLQPNFNPNI'l' ~ CQ.LQPNF·N~NI·~·. 

it is seen at once from Fig. 23e that the latter is apparently correct lmd not the form~, beCause 
LQ. equals OUp and not ORp. If 9Sp= CQ., this means that the letter C of the digraph CQ. mtist be 
placed in row 1 column 3 or row 2 col:wnn 3 of Section 3 •. Now the digraph CB. occurs 5 times, 
CG,, 4 times, CH., 3 times, CQ., 2 tim~. Let an attempt bf;rmade to deduce the exact position of 
C in Section 3 and the positions ~f B, G,- and H in Section 4~ _ Since F is already placed in Section 

!·• 

.. 
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4, BSSUiD.e G and H directly follow it, and that B eomes before it. How much before? Suppose a 
trial be -made. ~- Thus (Fig. 23./): 

A B c D E ·c .. 
f-- - r-- ~ -
F G H .I~ K c 

1 
r--

L II. N o. p F G H .. K L 3 
~ ~ - t---

:· ··Q·· R ·S. ·.T. u ·M w -P Q 

v· w X y z 
. f---.i. - - 1-- 1-- ~ ··-- - A B c .D. .E 
• f-- - ~ ~ - ~ 

N F G H I-J K 

4 ·B B B F G L II N 0 p 2 

H M Q .Q R .s .T :u 
.... r---- .. 

.. .. V. w X y z 

By referring-now to the frequency distribution, Fig. 22, after a very few minutes of experimenta­
tion it~mes ap~t that_ th~ follo~ is correet: 

A B c D E c 
' 

F. G .H I-J K 

"1 
~ - - - ---:- -. 
L M N 0 P· F G ··H ·K L 3 

·' ... 

~ R ~- T u M ft p Q .__..__ -v. w X .Y ... z 
A B c .Jj E· 

.r-- - - -.-1- - 1-
N F G H I-J K .. . , . ·r--~ -

B F G. L M N 0 .P 4 2 

H M Q Q R s T u 
~ - - - 1-

v w X y z 

I'IGVU21f, 

I 

i· 
I' 

!I . 
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(13) The identifica.tlons·,Pven: by.these .. p~ments are inse~d in the text, and ~lution 
is very' rapidly completed. The final checkerboard and deciphered .fiext are given below. 

A B c D E s 0 c I E 
- - -- - - I___,. 
F .G H I-J K .T y A B D - ___._ - - - 1-

1 L· II N 0 p F G H K L 3 - - - - - -Q R s T u II N p Q R 
- - - - - 1-v w X y z u v w X z 
1-- ___,.. - I-- 1-

E X p u L A B c D E - 1- - - 1-
s I 0 N A F G H I-J K 

1-- - --1- - - - - 1-
B c o· F G' L II N 0' p 

- - 1-
H K M Q ·R Q R s T u 2 

'T· v w y z v w X y z 
PIGuu-. 

A. H F CAP G 0 Q I L 
.. 
B s P.K M N D U .k E OHQNF BORUN 

0 N E H U NORED FIR'S T FIELD ARTIL LERYF 
.. B. Q·c ;L C H QBQBF 

,. 

HIIAFX S I 0 K 0 QYFNS XMCGY 
R 0 II P 0 SIT I 0 NSiltV I·c I'N'I •fy or s " ARLOW 

- ... . - .. 
C. X IF BE XAFDX LPIIXH HRGKG QKQIIL FEQQI 

WILL B EINGE NERAL sup p 0. RTSTO PDURI 
' ' D. G 0 I H M UEORD CLTUF EQQCG QNHFX IFBEX 

NGATT A C KS· P E 0 I A L~ A T T E N TIONW ILLBE 
E. F L B U Q F 'c H Q· 0 QIIAFT XSYCB EPFNB SPKNU 

PAID T OASSI STING ADVAN CEOFF IRSTB 
F. Q IT X E UQIILF E Q Q.I G 0 IE U E HPIAN YTFLB 

RIGAD E S T·O P DURIN GAD VA N C E IT WILLP 
G. FEE PI D H P C G .. N Q I H B FHMHF XCKUP DGQPN 

LACE C 0 N .c· E .. N. T RAT I 0 N S 0 N. W 0 0 D S NORTH 
·- \ 

CBCNT H.CBCQL QP.-NFN P N I 'T 0 R T.E N C FHHAY 
ANDSO U T H O·F T II A Y :E R.F• A R II ANDHI LLSIX 

J. Z L Q C I AAIQU CHTPC BIFGW KFCQS LQIICB 
ZEROE IGRT.D ASHAA N 0 O.N W 0 0 D S E A STAN 

K.OYCRQ QDPRX FNQML·FIDGC C G I 0 G OIHHF 
DWEST THERE 0 F S T 0 PCOMM ENCIN GAT ON 

L.IRCGG GNDLN 0 Z T F G EERRP IF H 0 T FHHAY 
ETENP MSIIOK EWILL BE USE DONHI LLSIX 

M. Z L Q C I AAIQU C H T P -ZEROE IGHTD ASHA 

ji"l ·;I ., 
.! 

) 

J 
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d. (1) It is interesting to note how .much simpler the matter becom.es wheil· th& :r;toliflioils 
of the plain-text and cipher-text sections are reversed, or, what amounts to the ume thing, 
when in encipherment the plain-text pairs are sought in the sections containing the:mied alpha,­
bets, and their cipher equivalents are taken from the sections containing the normal alphabets. 
For example, referring to Fig. 23h, suppose that sections 3-4 be used as the source of the plain­
text pairs, and sectioils 1-2 as the source of the cipher-text pairs. Then OND=DG., Elip==AU., etc. 

(2) To solve a message enciphered in that manner, it is necessary merely to make a square 
in which all four sections are normal alphabets, and then perform two steps. First, the Cipher tut 
pairs are converted into their normal alphabet equivalents merely by "deciphering~' the meaaage 
with that square; the result of this operation)1elds ,two monoalphabets, one compoSed of the odd 
letters, the other of the even letters. The second step is to solve these two mon<Hlphabets.' 

(3) Where the same mixed alphabet is inserted in sections 3 and 4; the problem is atill 
easier, since the letters resUlting from the conversion into normal-alphabet equivalents all belong 
to the same, single--mixed alphabet. 

46. Analysis of ciphers based upon other types of checkerboard deaipa.-The solution 
of cryptogranis· enciphered· by other-types of checkerboard designs is a.coomplished.along lines 
very similar to those set forth in the foregoing example of the solution of a message prepared by 
means of a 4-square checked~oard design. There are, unfortunately, no means or tests which ean 
be applied to determine in the early stages of the analysis exactly what type of design is involved 
in thefo'a case under study. The author freely admits that the solution outlined in subparagraph 
cis quite artificial in that nothing is demonstrated in step (7) that obvio1181y leads to or warrants 
the 888umption that a 4-square checkerboard is involved. This ])Oint was passed over with tJie 
quite bald statement that this was "the simplest thing to assume"-and then the solution 
proceeds exactly as though this mere hypothesis has been definitely established; For example, the 
very first results obtained wtri based upon assuming that a certain 4-letter repetition represented 
the word STOP and imm.edi41ely inserting certain. ·~.etters in. approprio,IB cells·in. tJ 4-f!11111"6 c~Nck,... 
board. Several more a.Ssumptions were bUilt on top of that and very rapid strides were made. 
What if it had not been a 4-square checkerboard at all? What if it had been a 2-square checks­
board of the type shown in Fig. 24? 

M A 1_1!_ u I_!_ 0 s Q L p 

c T R I G w z y v X - - - - -
B D E H K D K H . ....!... E - -
L 0 p Q s A F u M N - - - - IT - -v w X y z T G c R 

The only defense that can be made of what may seem to the student to be purely arbitrary 
procedure based upon the author's advance information or knowledge is the following: In the 
first place, in order to avoid making the explanation a too-long-drawn-out affair, it is necessary 
(and pedagogical experience warrants) that certain alternative hypotheses be passed over in 
silence. In the second place, it may now be added, after the principles and procedure have been 
elucidated (which at this stage is the primary object of this text) that if good results do not follow 
from a first hypothesis, the only. thing the cryptanalyst can do is to reject that hypothesis, and 
fonnula.te a second hypothesis. In actual practice he may have to reject a second, third, fourth, 
. . . nth hypothesis. In the end he may strike the right one-or he may not. There is no 
guaranty of success in the matter. In the third place, one of the objects of this .text is ~ show 
how certain systems, if employed for military purposes, can readily be broken d~wn. A.$suming 
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that a checkerboard system is in use, and that daily changes in keywords a.re made, it is possible 
that the traflic of the :first day might give considerable difficulty in solution, if the type of 
-checkerboard were not known to the cryptanalyst. But the second. or third day's traffic would 
be easy -to solve, because by that time th,e cryptanalytic personnel would have analyzed the 
·system and thus learned what type of checkerboard the enemy is using. 

48.. Analysis of the Playfair cipher system.-a. An excellent example of a practical, partially 
digraphic syatem is the Playfair cipher.• It was used for a number of years as a field cipher by 
the ·British Army, before a.nd during the World War, and for a short time, also during that 
war; by certain units of the American Expeditionary Forces. 

b. Published solutions 7 for this cipher are quite similar basically and vary only in minor 
details. The earliest, that by Lieut. Mauborgne, used straightforward principles of frequency to 
e&tablish the values of three or four of the most frequent digraphs. Then, on the assumption 
that in most ea.seB in which a keyword appears on the first and second rows the last five letters 
of the normal alphabet, VWXYZ, will rarely be disturbed in sequence and will occupy the last row 
of ·the square, he "juggles" the letters given by the values tentatively established from frequency 
corisidera.tions, placing them in various positions in the square, together with vwxyz, to correspond 
to the plain-text cipher relationships tentatively established. A later solution by Lieut. Frank 
Moorman, as described in IDtt's Manual, assumes that in a Playfair cipher prepared. by means 
of a square in which· the keyword occupies the first and secc)nd rows,· if a digraphic frequency 
distribution is inade, it will be found that the letters having the greatest combining power are 
very probably letters of the key. A still later solution, by Lieut. Commander Smith, is perhaps 
the most lucid and systematized of the three~ He sets forth in definite language certain con­
siderations which the other two writers certainly entertained but failed to indicate. 

c. The following details have been summarized from Commander Smith's solution: 
(1) .The Playfa.ir cipher :oiay be recognized by virtue of the fact that it always contains an 

even number of letters, and that when divided into groups of two letters each, no group contains 
a repetition of the same letter, u NN or EE. Repetitions of digraphs, trigraphs, and polygraphs 
-will be evident in·fa.irly long messages. . 

(2) Using the square 1 shown in Fig. 25a, there are two general cases to be considered, as 
regards the results of encjpherm.ent: 

B A N K R 
~ - - - -·o E F G H -
I-J L M 0 Q 
u p T c y 

rs- v w· X z 
J'IGvu Jllc. 

• Thia clpt:ier waa really Invented by Sir Charles Wheatstone but reoelves its name from Lord Playfalr, 
who apparently waa its epolilor before the British Foreign Office. See Wemy88 Reid, Memoirs of L11on Pla.'JftJir, 
London, 1899. A detailed description of this cipher will be found in Sec. VIII, Adta.Aeed Mil.ita.ry Oryptogra.ph11. 

'· Mauborgne, Lieut. J. 0.; U. 8. A. An a.dta.fleed problem in cr11ptogra.ph1/ a.nd ita solution, Leavenworth,1914:. 
Bitt, Captain Parker, U. 8. A .. Ma.nual for Uae aolueion of milita.ry ciphers, Leavenworth, 1918. 
~th, Ueut. Col:nmander W. W., U. S. N. In Cryplogra.phy by Andre Lan.gie, translated by J. 0. B. 

Macbeth, New York, 1922. 
• The Playfalr aquare aooompanying Oo:mmander Smith' a solution Ia baaed upon the keyword BANKRUPTCY .• 

"to be distributed between the firlt and fourth Hnea of the square." Thfa Ia a simple departure from the origfnal 
.Playfalr aoheme· In which the letters of the keyword are written from left to right and in oonsec:~~tive Unea from 
the top downWard. · · · · 

l 
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CASII 1. Letters at opposite comers of a rectangle •. ·The following illustrative relationships 
are found: 

THr=YFe 
HTr=FYe 
YF.,=TH. 
FYr=HTe 

Reciprocity is complete. 
CAsE 2. Two letters in the same line or column. The following illustrative relationships 

are found: · 
ANr=NKe 
NAp=KNi 

But NKp does not-: AN., nor does KN.=NA... . 
Reciprocity is only partial. 
(3) The foregoing gives rise to the following: 
R ULII I. (a) Regardless of the position of the letters in the square, if 

1.2=3.4, then 
·2.1=4.3 . 

(6) If 1 and 2 form opposite comer& of a rectangle, the following equations 'obtain: . 

1.2=3;4 
2.1=4.3 
3.4=1.2 
4.3==2.1 

(4) A letter considered as occupying a position in a row can be combined with but four other 
letters in the same row; the same letter considered as occupying a position in a crilum:n can be 
combined with but four other letters in the same column. Thus, this letter cin be combined with 
only 8 other letters all told, under: Case 2, above. But the same letter considered as occupying 
a comer of a rectangle can be combined witli 16 other letters, under Case 1, above. Commander 
Smith derives from these facts the conclusion that i'it would appear that Case 1 is twice as prob­
able as Case 2." He continues thus (notation my own): 

"Now in the square, note tha~: 

. ANr=NK. 
GNr~ 
ON.=MI(. 
CNr=TK. 
XNr=WK. 

ENr=FA. 
EMv=FL. 
ET.,=FP. 
EWr=FVe 
EFr=FG. 

"From this it is seen that of the 24 equations that ea.n be formed when ·each letter of the 
square is employed either as the initial or final letter of the group, five will indicate a repetition of 
a corresponding letter of plain text. 

"Hence, RULE II. After it has been d~term.i.D.ed, in the equation 1.2 =3.4, that, say, EN.=FA., 
there is a probability of one in five that any other group beginning with F • indicates Eep, and th&t 
any group ending in A, indicates eNP. 
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. ~'Alter such combinations as E:Rp, Oftp,. and ENP have been assumed or determined, the above 
rule may be of use in discovering additional digraphs and partial words." 0 

RuLE III. In the equation 1.2=3.4, 1 and 3 can never be identical, nor can 2 and 4 ever be 
identical. Thus, ANp could not possibly be represented by AY ., nor could E:Rp be represented by KR •• 
This rule is useful in elimination of certain possibilities when a specific message is being studied. 

RuLE IV. In the equation 1.2p=3.4., if 2 and 3 are identical, the letters are all in the same 
row or column, and in the relative order 124. In the square shown, ·~p=NK8 and the absolute 
order.~ ANK:. .. ',l'he relative order 124 includes five ab~lute orders which are cyclic permutations 
of one another. Thus: ANK .. , NK .. A, K •. AN, .. ANK, and .ANK .• 

RULE V. In the equation 1.2p=3.4., if 1 and 4 are identical, the letters are oll iD. the same 
row or column, and in the relative order 243~ in the square shown, KNp=RK. and the absolute 
order is NKR. The relative order 243 includes five absolute orders which are cyclic permutations 
of one another. Thus NKR .. , KR •• N, R .. NK, •• NKR, and .NKR .. 

RULE VI. "Analyze the message for group recurrences •. :Select the groups of· greatest 
recurrence and assume them to be high-frequency digraphs. Substitute the· assumed digraphs 
throughout the message, testing the assumptions in their relation to other groups of the· cipher. 
The reconstruction of the square proceeds simultaneously with the solution of the message and 
aids in hastening the translation of the cipher." 

a. (1) When solutions for the Playfair cipher sy8tem were first developed, based upon the 
fact that :the lettem w,ere ~in the ealls in keyword~ ·order, cryptographers thought 
it desirable to place stumbling blocks in the path of such solution by departing from strict, 
keyword-mixed order. Playfair squares of the latter type are designed as "modified Playfair 
squares." One of the simplest methods is illu8trated in Fig. 25a, wherein it will be noted that 
the last five letters of the keyword proper are inserted in the fourth row of the square instead 
of the second, where they would naturally fall. · Another method is to insert the letters within 
, the cells from left to· right and top downward but use a sequence that is a keyword-mixed sequence 
·dev.eloped by.a.col~ transposition b~ upon the keyword proper. Thus, using the key-:word BANKRu.PTcJ: · ·· · · ·. . · · · . . .. · 

2 1 5 4 7 9 . 6 8 310. 
BANKRUP'l'CY 
DEFGHILIIOQ 
S V 1'1 X Z· .. 

Sequence: A E V B D S C 0 K G X N F W P ·L R H Z '1' 11· U I y··Q· ----
• There is an error in this reumdng; Take, for eumple, the 24 equationa having F as an initial letter: 

c.. 0111 c.. . . o. 
1. FB.=DNII . 2. FE=ED 2. F'l'--NII . 1. Ji'X=GW 
2. FD =EH 1. FL-EII 2. FI=N'l' . , 1. FR=HN 
1. I'I -DII · ~. :FP-ET 1. I'K=GN. 2. I'H=EG 
1. ru =D'l' 1. rv-a 2. J'G=Bll" · 1. rQ=HII 
1. rs =DW 2. I'N=NI 1. 1'0=011 1. FY=HT. 
t; ·I'A ·-EN J. rii=HP' 1.' I'C=G'1' 1. rz,.itftf 

·aere, the mltfalletter F. re~reaente the following mitfal iettera ·of plafn-text digraphs: 

DEHGH 

It i.e II88D that I'. represent. D11, H11, G111 H11 4 times each, and E11, 8 times. Consequently, auppoaing that it baa 
been determined that I'A.=£H11, the probabUity that r. will represent E11 fa not 1 in 5 "ut 8 in 24, or liD 3; but 
supposing that it baa been determined that rw .=NT 11, the probability that I'. will· represent H P ia 4 in 24: or 1 in 6. 
The difference 1D these probabilities ia occasioned by the fact that the first lnatance, FA.=EH11 corresponds to a 
Case 1 encipherment, the second instance, I'I.=HT11, to a Case 2 encipherment. But there ia no way of knowing 
initially, and without other data, whether one is dealing with a Case 1 or Case 2 encipherment. Only as an 
approximation, therefore, may one say that the probability of I' • representing a given 9 11 is 1 in 5. 
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The Playfail' Square bu~s folloW&: ·· 

A E v B D 
'1--- - 1-- r--

s c 0 K G 
r-- - - - -.-

X N F w p 
- -

L R H z T 
1----

M u I y Q 

I'JoUU2116. 

(2). ·:rn. the foregomg 8quare· practica.lly an indications that the square has been deftlopM 
from a· keyword have disappeared. The principal disadvantage of sueh an e.rra.rigement is that 
it requires more time to locate the letters desired, both in cryptographlng and decrypf!ogra.phing, 
than: 'it usually does wheri, li semblance of normal alphabetic order is preserved in the square . 

(3) Note the following ·three squares: 

...... 

.. ' 

·'z' T L r(H 
I-- --1--1--1--1 
y: 'Q M U ·I 

~.,..1-~-----:' ...... :.::;_+ __ ,:_ . 
B D A E V 

1---1-:..........1--1--1---. 
K G. S .. C Q .. , 

~-·-··-··-·--· -·· .. 

'w. pI X. N F : 

. :rillvu .e. . 

0 K 
I-- -H. ·z 

v B 

F " ·r-:- -
I y 

G 
-

T 

·o 
p ,_ 
Q 

s c N F w p X 
- 1- ~ 

L R" R H z ·T L 
.. 

--~~ 

A E 7 -
u I y Q 

I--
X N E v B .D A 

- 1--- 1-. 

M u c .o K G s 
:riaVIIJillllf. 

I. 

I,: 

' ,; I 
ji ' 

i ~ ~: 
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At first glance they all appear to be different, but closer examination shows them to be cyclic 
pmntdations of one another and of the square in Fig. 25b. They yield identical equivalents in 
all cases. However, if an attempt be made to reconstruct the on,inal keyword, it would be 
much easier to do so from Fig. 25b than from any of the others, because in Fig. 25b the keyword­
mixed sequence has not been disturbed as much as in Figs. 25c, d, e. In working with Playfair 
ciphers, the student should be on the lookout for such instances of cyclic permutation of the 
original Playfair square, for during the course of solution he will not know whether he is building 
up the original or a.n equivalent cyclic permutation of the original square; only after he has 
completely reconstructed the square will he be •hie to determine this point. 

(4) It can readily be shown that the columns of a Playfair square may be cyclically permuted 
(see subpar. cl) to produce a first set of 25 squares all of which, though at first glance apparently 
different, will yield identical equivalents; likewise, ·the rows of such a square may be cyclically 
permuted to produce a second set 9f 25 squares all of which will also yield identical equivalents. 
Th'!;IS there may be a total of 50 cyclic permutations composed of two, sets of 25 each. The 
cipher equivalents yielded by Case 2 encipherments _ (letters in the same row or in the same 
colUDlD,) will be· identical for. any two of these 50 different Playfair squares; but the cipher equiv­
alents yielded by Case 1 · encipherments (letters at diagonally opposite comers of a rectangle) 
will be identical only for two squares belonging to the same set of 25 cyclic permutations. 

e.' (H_ The steps in the solution of a typical example of this cipher may be useful. Let 
the mesSage be as follows: · 

1 t . I t I 878110 11 It 11 11 11 18 17 11 Jl 10 tJ •••• •~'~••• 
A• _V T ,Q E U HI 0 F T CHXSC AKT!T R-AZE V TAGAE 

; 

B .. O X T Y If HCRLZ ZTQTD UIICYC XCTGII TYCZU 
C.SNOPD GXVXS CAKTV TPKPU TZPTW ZFNBG 
D. ·p T R K X IXBPR ZOEPU TOLZE KTTCS NHCQII 
E. V T R·K·K WCFZU BHTVY A B G I P R Z K P·O .Q: F N LV 
F. 0 X 0 T U ZFACX XCPZX HCYNO TYOLG XXIIH 
G. T II S II X CPT 0 T C X 0 T.T CYATE XHFAC X XC P z. 
H.

4
X H Y C T XWLZT SGPZT VYWCE TWGCC IIBHIIQ 

J. Y X Z P W G R T IV UXPUII QRKIIW CXTIIR SWGHB 
K.XCPTO T C X 0 T IIIPYD NFGKI T C 0 LX UETPX 

/0 

L.XFSRS UZTDB H 0 ZIG XRKIX ZPPVZ IDUHQ 
M.OTKTK CCHXX 
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(2) · Without gomg through the preliminuy testa in detail, with ·which· it wilt btt UJumed 
tha.t the student ia now familia.r,10 the conclUsion is reached that the cryptogr8.1Ii is digtapbio in 
nature, and a digraphie frequency distributio~ is made ~- ~,6). 

A B ·C D· E F Q H I K L II N 0 P Q R S T U· V- W X Y Z 

A .. 1 1 .. 
f--

B 2 2 .. .. 
c 2 1 J 2 1 1 1 5 1 

D 1 1 1 2 

E 1 1 

2 1 2 1 
,. .. 

F 

G 1 2 '. 

H 1 1 1 1 

I 1 1 1 1 1 

K 1 1 1 4 

L 1 1 
I--

II .1 1 1 2 1 .2 

N 1 ·. 

0 3 1 6 2 

p 1 1 4 2 1 1 1 3 -· 
Q 1 1 1 

R 1 4 1 1 1 

s 1 1 2 1 1 

T 3 1 1 2 2 1 1 2 1 
1-

1 1 1 1 u - - - 1-
5 v 

w 2 1 1 

X 
!--

1 5 1 3 2 2 1 1 
y 2 3 .1 1. 

z 2 2 1 2 3 2 
.. ''· 

10 See Par. 44c. 
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Since there are no double-letter groups, the conclusion is reached that a Playfair ·cipher -~ 

is involved arid the message is rewritten in digraphs. 

I I I 4 I • ' I • JO 11 IJ 11 14 Jl 

A . V'1' QE UH IO F'l' CH I§ CA KT VT RA ZE VT ·AG AE 

B. ox rt IIH CR LZ ZT QT DU MC YC XC TG MT YC zu 
c. SN. OP DG XV xs QA KT VT PIC PU TZ PT wz FN BG 

D. Pl' RK XI XB PR zo EP UT OL ZE KT TC SN HC QM ! 
E. VT RK MW CF zu BH TV YA BG IP RZ KP CQ FN LV ! 

F. ox OT uz FA ex XC PZ XH CY NO TY OL GX XI IH 

G. TM SM XQ PT OT ex OT TC YA TE XH FA ex XC PZ• 
H .• m YC TX WL ZT SG PZ TV YW CE TW GC CM BH MQ. 

J. YX ZP WG RT IV ux PU MQ RK MW ex TM RS WG HB 

K. XC PT OT ex OT III py DN FG KI TC OL xu P:r PX 
.. 

L. XF SR su ZT DB HO ZI GX RK IX ZP PV ZI DU HQ 

M. OT KT KC CH IX 

(3) The following three fairly lengthy repetitions are noOOd: 

l..blll 
F. OT uz FA ex XC PZ XH CY. NO - -G. TE XH FA ex XC PZ XH YC TX 

A~ F'l' CH :rs CA KT VT RA ZE 

c. DG IV I§ QA KT VT PIC PU 

G. Til SM XC PT OT ex OT TC 

K. WG HB XC PT OT ex OT III 
~ II· 

.. 

The first lo111 repetitio~, with the sequent reversed digraphs CX and. XC immediately suggests 
the wqrd BATTALION, split up into -B AT TA LI ON and the seq,uence con~ thiS repeti-
tion b:i linea I' arurG-becomes as follows! 

... 

line F ---------------------- ox OT uz FA ex XC PZ XH CY NO ·TY 
B AT TA LI ON 

line 0 •.•.••••• ------------- YA TE XH FA ex XC PZ XH YC TX WL 
ON B AT TA LI ON 

(4) Because of the frequent use of numerals before the word BATTALION and because of 
the appearance of ON before this word in line G, the possibility suggests itself that the word 
before BATTALION in line G is either ONE or SECOND. The identical digraph FA in both cases 
gives a hint that the word BATTALION in line F may also be preceded by a numeral; if ONE is 
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correct in line G; then THREE is possible in lliie F. On the other hand, if SECOND. is correct in 
line G, then THIRD is possible in line F. Thus: 

:Line F----------------------- ox OT uz FA ex XC PZ XH CY NO TY 
1st hypothesis_ ____________ TH RE EB AT TA LI. ON 
2nd hypothesis.. ___________ -: TH IR DB AT TA LI ON 

:Line 0---------------~------ YA TE XH FA ex XC. PZ ... XH YC TX WL 
1st hypothesis.. ___________ ON EB AT TA I.I ON 
2nd hypothesis_ ___ ~~---': -s EC ON DB AT TA LI. ON 

First, note that if either li;Ypothesis is true, then OT. 'THp. The frequency distribution shows 
that OT occurs 6 times and· is in fact the most frequent digraph.in the message. Moreover, by 
Rule I of subparagraph b, if. OTi.=TIIp then TO.=HT». Since HTP is a very rare digraph in normal 
plain text, T00 should either not QCCur at all in so short a message or else it should be very infre­
quent. The frequency_ distribution. shows its entire absence. Hence, there is nothing incon­
sistent with the possibility that the werd in fro11t ef BATTALION in.line F is THREE or THIRD, 
and some evidence thaHt is actually o:ne or the. other. · 

(5) But can evidence be found for the support of o:ne ·hypothesis against the other? Let 
the frequency distribution be examined with a view to throwing light upon this· point; If the 
first hypothesis is true, then UZ.=R!p, and, by Rule I, ZU.=ERp. The hequency distribution 
shows but one. o~~ce ~ uz. and but two QCC,W'J'8DC8!1 of zu.. Th~ dq nptloqk ~ery good for 
RE and ER. On th~ other hand, if the second ~ypothesis is true, then_ U2lo---:-~ and, by Rule I, 
ZU0 =RI». The frequ~Qies are much more fa:vorable jn_this case. Is th~ &Jlyth\nginconsistent 
with the &SJ5~ptioni:' oq. the basis of the second hyp9thesis, that. TE.=EC.if .T4e frequency 
distribution shows ~o.incon,sistency, forTE. qccurs on~ and ETo (=CEp, 'by Ruls I) .occurs once. 
As regards whether FA.=EB. or DSp, both hypotheses are tenable; possibly the _second bypothesis 
is a shade better than the first, on the following reas<)ning: By Rule I, if FA.=E8p then AF .. ::=.BE., 
or if FA.=DSp then AF.=BI>p. The fact that no AF. occurs, whereas atleast one BEp may be 
expected in this message, inclines one to the second hypothesis, since BD.; 'is very rare~ . . 

(6) Let the 2nd hypothesis be assumed to be correct. The additional values are tentatively 
inserted in the text, and in lines G and K two interestitig repetitions are noted: 

.Line 0---------------------- TM SM XC PT OT. ex OT. TC YA TE IH FA CX XC PZ IH 
T.l TH A~ TH -s EC ON DB AT TA LI ON 

lAne K. ____________________ _ WG HB XC PT OT ex OT MI PY DN FG KI TC OL XU ET 
TA THAT TH 

This certainly looks like STATE THAT THE ••• , whiCh would make TEp=PT.. Furthermore, in 
line G the sequence STATETHATTHE •• SECONDBATTALION can hardly be anythlng ·else than 
STATE THAT THEIR SECOND BATTALION, which would make TC.=EI» and YA.=ftsa,. Also 
SM,=--Sp. 

i'' 
I' ~ i 
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(7) It is perhaps high time that the whole list of tentative equivalent values be studied in 
relation to their consistency with the positions of letters in the Playfair square; moreover, by so 
doing, additional values may be obtained in the process. The complete list of values is as follows: 

.ANumed Nluea DeriHtl brl RW. I 
AT.,-CX. TAr=XC, 
Liv=PZ, IL..-ZP, 
ON.,=XH. NOr=HJ[, 
TH,=OT, HT,=TO, 
IRr=UZ, Riv:ZU, 
D:Br=FA, BDr=AF, 
ECJFTE, CEJFET, 
TEr=PT, ET,=TP, 
EIJFTC, IEJFCT, 
RSr=YA, SRp=AY, 
-SJFSM, 5-p=MS, 

_ (8) By Rule V, the equation TH.,=OT, means that H, T, and 0 are all in the same row or col­
umn and in the relative order 2---4-3; similarly, C, E, and Tare in the same row or column and in the 
relative order 243. Further E, P, and T are in the same row and col~ and their relative 
order is also 243. That is, these sequences must occur in the square: 

0) ~) 
HTO •• or CET •• or 
T 0 •• H- or E T •• C or 
O •• HT,or T •• CE,or 
•• H'l'O,or •• CET,or 
.HTO. .CET. 

(3) 
E T P •• 
T·P •. E 

or 
or 

P •• ET,or 
•• ETP,or 
• E T P . 

(9) Noting the common letters 8 and Tin the secOnd and third sets of relative orders, these 
may be eombined into one sequence of four letters. Only one position remains to be filled and 
noting, in the list of equivalents that Eip='l'C., it is obviouS that the letter I belong& to the CET 
sequence. The complete sequence is therefore as follows: 

C-E T PI or 
ETPIC,or 
TPICE,or 
PICET,or 
ICE T P 

(10) Taking up the HTO sequence, it is noted, in. the list of equivalents that ONP=XH,, an 
equation containing two of the three letters of the HTO sequence. From this it follows that 
N and X must belong to the same row or column as HTO. The arrangement mu8t be one of the 
following: - · 

HTOXN 
TOXNH 
OXNHT 
:X:NHTO 
NHTOX 

(11) Since the sequence containing HTOXN has a common letter (T) with the sequence 
CETPI, it follows that if the HTOXN sequence occupies a row, then the CETPI sequence must 
occupy a column; or, if the H'l'O sequence occupies a column, then the CETPI sequence must 
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occupy a row; and they may be combined by mea.ns of their common letter, If. According to 
subpar. d (4), the two sequences may be inserted within a Playf&ir square iD 26 clifferenl ways 
by cyo1ically permuting and shifting the letters of one of these two sequences; and the I&1Jle 

two sequences may be again inserted in another set of 25 ways by cyclically pennuting and 
shifting the letters of the other of these two sequences. In Fig. 27 the diagrams labeled (1) 
to (10), inclusive, show 10 of the possible 25 obtainable by making the HTaXN sequence one 
of the rows of the square; diagrams (11) and (12) show 2 of the possible 25 obtainable by making 
the HTaXN sequence one of the columns of the square. The entire complement of 25 81T8Ilg8-

ments for each set may easily be drawn up by the student; space forbids their being completely 
set forth and it is really unnecessary to do so. 

(1) (2) (3) (4) 

c c c c 
I- - - - 1- 1--- :,....-- r-- - 1-- 1---

E E E E 
1-- - - r--

T a X N H 
1--- - -. 1-

H T 0 X N 
-

N H T 0 X X N H T 0 
I- - - - :- I- - - - I_;__._ 1-- - - - 1- r-- - - - 1-

p p p p 
1-

I I I I 

(5) (6) (7) (8) 

·C p p p 
- 1-

I 
1-

I 
r-- -

I 

c 1-c r-- - ~a- - :-

I-- - - - 1-
E 

1-
E 

1-
E 

1-- - 'x - 'If T 0 N I 
1-

H T 0 X N 
r-- -

N H T 0 X 

(9) (10) (11) (12) 

p p N N 
f.-- -

I 
1-- -

I 
1---

H H 

c rc- t-p - I c E T T p I c E 
1-

E 
- -·-- - -

E 
r-- -

0 
- 1-

0 
I- - - - ,____ 

X N H T a 0 X N H T 
r-- - - ...---x r-x 

Flovufl. 

1f82'lc-as--T 

il: 
I 
; 
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(12) Before trying to discover means whereby the actual or absolute arrangement ·may 
be detected from a:mong the full set of 50 possible arrangements, the question may be raised: is 
it necessary? So far as concerns Case 2 encipherments, since any one of the 50 arrangements 
will yield the same equivalents as any of the remaining 49, perhaps a relative arrangement 
will do. · 

{13) Let arrangement 8 be arbitrarily selected for trial. 

p 
1-- - - - -

I 
- - - - -

c 
1-- - - 1----:-

E 
-

N H T 0 X 

.hGVB'128G. 

(14) What additional-letters can be inserted, using as a guide the list of equivalents in sub­
paragraph (7)? There is AT11=CX0, for example. It contains only ·one letter, A, not in the 
arrangement selected for trial, and this letter may imm:ediately be placed, as shown:10 

.P 
-

I 

c A 

E 

N H T () X. 

Flauu280. 

Scanning the list ior additional cases of this type, none are found. But seeing that several high­
frequency letters have already been inserted in the square, perhaps reference to the cryptogra.l:n 
itself in connection with values derived from these inserted letters may yield further clues. For 
~xan;tple, the vowels A; E, I, and 0 are all in position, as are the veiy frequent consonants Nand~· 
The ~following combinations may be studied: · 
1 
i 

' 

ETrTP., 

ITrCP., 

OTrXOa 

NErT9o 

NirT9o 

NOrHXo 

TErPTa 

TirPC., 

TOrOXa 

AT11 ( =CX0), TA11 ( =XC.), ON11 ( =XH.,), TE11 ( =PT.,) and ET11 ( =TPa) have already been inserted in the 
text. Of the others, only OX.(=T011) occurs two times, and this value can be at once inserted in 
the text. But can the equivalents of AN, EN, or IN be found from frequency considerations? 

1• The fact that the placement of A yields ATD=CX. means that the outline selected for experiment really 
belongs to the correct set of 25 p,<lSSible cyclic permutations, and that the letters of the NHTOX seq~ence belong 
in a row, the letters of the PIC~ sequence belong in a colu~ of the original Playfair 1!9,Uare. ~ t~l! reverse 
were the case, one could not obtain ATD=CX.. but would obtam ATD=XC.. · - · · 

-.. 
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Take END, ior example; it is represented by aT.. What combination of 9T is most likely to repre-
sent EN11 among the following candidates: · 

KT, (4 times); by Rule I, NEp would=TK0 (no occurrences) 

VT, (5 times); by Rule I, NE11 would=TV0 (2 times) 

ZT0 (3 times); by Rule I, NEp would=TZ0 (1 time) 

VT, certainly looks good: it begins the message, suggesting the word ENEMY; in line H, in the 
sequence PZTV would become LINE. Let this be assumed to be correct, and let the word ENEMY 
also be assumed to be correct. Then E!Mp=QE0 and the square then becomes as shown herewith: 

p 

I 
r- - - - 1-

c A 
I--

v M E Q 
f-- - - - -

-N H T 0 X 

(15) In line E is seen the followUig sequence: 

Line E: ••••••• VT RK MW- CF ZU BH TV YA BG IP RZ KP CQ FN LV 

EN RI. NERS PT E 

The sequence ... RI .. NERS •. PT. . . suggests PRISONERS CAPTURED, as follows: 

MW CF ZU BH TV YA BG IP RZ KP 

P RI SO NE RS CA PT UR ED 

This gives the follo~g new va.J,ues: 9P11=CF,; S011=BH,; C!p=BG,; Uftp=RZ.; El>p=KPa. 

The letters B ~d G ~ be placed in position at once, since the positions of C and A are already 
known. The insertion of the letter B immediately permits the placement· of the letterS, from the 
equation SO.,=BH,. Of the remaining equations only ED11=KP, can be used. Since E and Pare 
fixed and are in the same column, D and K must be in the same column, and moreover the ~ mW!t 
be in the same row as E. There is only one possible poSition forK, viz, immediately after Q.. This 
automatically fixes the position of D. The square is now as shown herewith: 

p D 
1-- - - 1-

I 
1-- - 1-

G s c B A 
~ - 1-

v M E Q K 
I--

N H T 0 X 

,!, 

! ' 
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(16) A review of all equations, including the very first ones established, gives the following 
which may now be used: DS.,=FA0 ; RSp=YA0 • The first permits the immediate placement ofF; 
the second, by elimination of possible positions, permits the placement of both R and Y. The 
square is now as shown herewith: 

p F D 

y I R 
-

G s c B A 
-
v M E Q K 

- -
N H T 0 X 

J'IGV .. llle. 

Once more a review is made of all remaining thus far unused equations. Lip=PZ0 now permits 
the placement of L and Z. IRp=UZa now permits the placement of U, which is confirmed by the 
equation URp=RZo from the word CAPTURED. 

L p F D 

z y I u R 
-

G s c B A 

v II E Q K 
1-

N H T 0 X 

. li'IGvaa 21/. 

There is then only one cell vacant, and it must be occ~pied by the only letter left unplaced, 
viz, W. Thus the whole square has been reconstructed, and the message can now be decrypto-
graphe4. . .. . . . . . 

(17) Is the square just reconstructed identical with the original, or is it a cyclic peimuta­
tion of a keyword-mixed Playfair square of the type illustrated in Fig. 256? Even tholigh the 
message can be read with ease, this point is still of interest. Let the sequence be written in five 
ways, each composed of five partial sequences made by cyclicly permuting each of Ule hoJUontal 
rows of the reconstructed square. Thus: 

Row 1 Row 2 Row 3 Row 4 Row 5 

(a) L W P F D Z Y I U R G S C B A V M E Q K N H T 0 X 
(b) W P F D L Y I U R Z S C B A G M E Q K V H T 0 X N 
(c) P F D L W I U R Z Y C B A G S E Q K V M T 0 X N H 

(d) F D L W P U R Z Y I B A G S C Q K V M E 0 X N H T 

(e) D L W P F R Z Y I U A G S C B K V M E Q X N H T 0 
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By· ·experimenting with the8e five ~uences, in an endeavor to reconstruct ~ ira.nsposition 
rectangle conformable to a keyword sequence, the last sequence yields the following: 

PYACMN 
DFIGBEH 

LRUSKQT 
WZ V·XO 

By shifting the 0 from the last position to the first, and rearranging the columns, the following 
is obtained; 

2536147 

COMPANY 
BDEFGHI 

KLQRSTU 
vwxz 

'.rhe original square must have been this: 

A G s c B 

K v M E Q 

X N H T 0 
-

D L w p .F 

R z y I u 

I'IGVU., 

.. 'f. Continued practice in the 8olution of Playfair ciphers will make the student quite expert 
in .~e :matter and will enable .. him to solve shorter and shorter messa.ges.11 Also, with practice 
it will becGme a matter of indifference to him as to whether the letters are inserted in the square 
with a.nY sort of regularity, such as simple keyword-mixed order, columnar transposed keyword­
mixed order, or in a purely random order . 

. g. It may perhaps seem to the student that the foregoing steps are somewhat too artificial, 
a bit too "cut and dried'' in their accuracy Y> portray the process of analysis, as it is applied in 
practice. For example, the critical student may well object to some of the assumptions and the 
reasoning in step (5) above, in which the words THREE and ONE (1st hypothesis) were rejected 
in favor of the words THIRD and SECOND (2nd hypothesis). This rested largely upon the 
~jection of REp and ERa, e.s the equivalents of uz. and ZUo, and the adoption of IRp and Rip as 
iheir equivalents. Indeed, if the student will examine the final message with a critical eye he 
will find that while the pit of reasoning in step (5) is perfectly logical, the assumption upon which 
it is based is in fact wrong, for it happens that in this case ERp occurs only once and REp does not 
occur at all. Consequently, although most of the reasoning which led to the rejection of the let 
hypothesis and the adoption of the 2nd was logical, it was in fact based upon erroneous assump-

st The author once had a student who "specialled" In Playfair oiphen a~ad became 110 adept that bo oould 
solve melll&gt's containing as few as 5G-60 letters within 30 minutes. 
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tion. In other words, despite the fact that the assumption was incorrect, a correct deduction 
was made. The &tudent Bhould take note that in cryptanalyBiB Bituatiom of tkiB &orl are not at all 1116-

mual. Indeed they are to be expected and a few words of explanation at this point may be useful. 
h. Cryptanalysis is a science in which deduction, based upon observational data, plays a 

very large role. But it is also true that in this science most of the deductions usually rest upon 
assumptions. It is most often the case that the cryptanalyst is forced to make his assumptions 
upon a quite limited amount of text. It cannot be expected that assumptions based upon 
statistical generalizations will always hold true when applied to data comparatively very much 
smaller in quantity than the total data used to derive the generalized rules. Consequently, as 
regards assumptions made in specific messages, mo8t of the time they will be correct, but occa­
Bionolly they will be incorrect. In cryptanalysis it is often found that among the correct deduc­
tions there will be cases in which subsequently discovered facts do not bear out the assumptions 
on which the deduction was based. Indeed, it is sometimes true that if the fact& had been known 
before the deduction was made, this knowledge would have prevented making the correct deduc­
tion. For example, suppose the cryptanalyst had somehow or other divined that the message 
under consideration contained no RE, only one ER, one IR, and two RI's (as is actually the case). 
He would certainly not have been able to choose between the words THREE and ONE (1st hypo­
thesis) as against THIRD and SECOND (2d hypothesis). But because he assumes that there 
should be more E:Rp's and REp's than IR's and RI's in the message, he deduces that uz. cannot 
be REp, rejects the 1st hypothesis and takes the 2d. It later turns out, after the problem has been 
solved, that the deduction was correct, although the assumption on which it was based (expectation 
of more frequent appearance of REp and Eftp} was, in fact, not true in this particular case. The 
cryptanalyst can only hope that the number of times when his deductions are correct, even though 
based upon assumptions which later turn out to be erroneous, will abundantly exceed the num­
ber of times when his deductions are wrong, even though based upon assumptions which later 
prove to be correct. If he is lucky, the making of an assumption which is really not true will 
make no difference in the end and will not delay solution; but if he is specially favored with 
luck, it may actually help him solve the message-as was the case in this particular example. 

i. Another comment of a general nature may be made in connection with this specific 
example. The student may ask what would have been the procedure in this case if the message 
had not contained such a tell-tale repetition as the word BATTALION, which formed the point 
of departure for the solution, or, as it is often said, permitted an "entering wedge" to be driven 
into the message. The answer to his query is that if the word BATTALION had not been repeated, 
there would probably have been some other repetition which would have permitted the same 
sort of attack. If the student is looking for cut and dried, straight-forward, unvarying methods 
of attack, he should remember that cryptanalysis, while it may be considered a branch of mathe­
matics, is not a science which has many "general solutions" such as are found and expected in 
mathematics proper. It is inherent in the very nature of cryptanalytics that, aB a 'f'llk, only 
general principles can be established; their practical application must take advantage of peculi­
arities and particular situations which are noted in specific messages. This is especially true in 
a text on the subject. The illustration of a general principle requires a specific example, and the 
latter must of necessity manifest characteristics which make it different from any other example. 
The word BATTALION was not purposely repeated in this example in order to make the demon­
stration of solution easy; "it just happened that way." In another example, some other entering 
wedge would have been found. The student can be expected to learn only the generol principle& 
which will enable him to take advantage of the specific characteristic8 manifested in specific ea&es. 
Here it is desired to illustrate the general p:riitciples of solving Playfair ciphers and to point out 
the- fact that entering wedges mus* .m.d can be found. The specific na.t~ of the entering wedge 
vari~ with specific eJ!!'-'~:P·es~ 
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SECTION X 

CONCLUDING REMARKS 
. ~~ 

Special remarks concerning the initial clallsification of cryptogramB--------------------------------------------------~---- 47 
Ciphers employing characters other than letters or figures .•.••• -------------------------------------···-------·-··-------- 48 
Concludfns remarka concerning monoalphabetic substitution •••••••..••••••••••••• _______________________ ~---------------- 49 
Analytical key for cryptanalysis. ••••• __________________ ·-------------------------------------------------~-------.------------------ 00 

47. Special remarks co:ncerJliDc the initial. classiAcatio:n of ,cryptograms.-a. The student 
should by this time have a good conception of the basic nature of m~noalphabetic substitution and 
of the Inany "changes, which may be rung upon this simple tune. The :first step of all, naturally 1 

is to be able to classify a cryptogram properly and place it in either the transposition or the 
substitution class. The tests for this classification have been given and as a rule the student 
will encounter no difficulty in this respect. 

6. There are, however, certain kinds of cryptograms whose class cannot be determined in the 
usual manner, as outlined in Par. 13 of this text. First of all there is the type of code message 
which einploys bona-fide dictionary words as code groups.1 Naturally, a frequency distribution 
of such a message will approximate that for normal plain text. The appearance of the message, 
however • gives clear indications of what is involved. The study of such cases will be taken up in 
its proper place. At the momtmt it is o:nly necessary to point out.that these are cod£ messages and 
not·cipher, and it is for this reason that in Pars. 12 and 13 the words "cipher" and "cipher me&­
sages" are used, '&he word "cryptogram" being used only where technically correct. 

e. Secondly, there come the unusual and borderline cases, including cryptograms whose 
nature and type can not be ascertained from frequency distributions. Here, the cryptograms are 
technically not ciphers but special ·forms of -disguised secret writings which are rarely susceptible 
of being classed as transposition or substitution. These include a large share of the cases wherein 
the cryptographic mess&ges are disguised and carried under an external, innocuous text which is 
innocent and seemingly without cryptographic content-for instance, in a message wherein 
specific letters are indicated in a way not open to suspicion under censorship, these letters being 
intended to constitute the letters of the cryptographic message and the other letters constituting 
"dummies." Obviously, no amount of frequency tabulations will avail a competent, expert 
cryptanalyst in demonstrating or disclosing the presence of a cryptographic message, written and 
secreted within the "open" message, which serves but as an envelop and disguise for its authentic 
or real import. Certainly, such frequency tabulations can disclose the existence neither of sub­
stitution nor transposition in these cases, since both forms are absent. Another very popular 
method that resembles the method mentioned above has for its basis a simple grille. The whole 
words forming the secret text are inserted within perforations cut in the paper and the remaining 
space filled carefully, using "nulls" and "dummies", making a seeiD.ingly innocuous, ordinary 
message. There are other methods of this general type which can obviously neither be detected 
nor cryptanalyzed, using the principles of frequency of recurrences and repetition. These can 
not be further discussed herein, but at a subsequent date a special text may be written for their 
handling.2 · 

1 Se.e See. XV, Elementary Military Cryptography. 
'The subparagraph which the student has just read (47c:) contains a b.,~dden cryptographic message. Wi~h 

the hints given in Par. 35e let the student see if he can find it. · · · · 
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48. Ciphers employing oharacters other than letters or figures.-a. In view of the fore­
going remarks, when so-called symbol ciphers, that is, ciphers employing peculiar symbols, 
signs of punctuation, diacritical marks, figures of "dancing men", and so on are encountered 
in practical work nowadays, they are almost certain to be simple, monoalphabetic ciphers. 
They are adequately described in romantic tales,• in popular books on cryptography, and in 
the JD.Ore common types of magazine articles. No further space need be given ciphers of this 
type in this text, not only because of their simplicity but also because they are encountered 
in military cryptography only in sporadic instances, principally in censorship activities. Even 
in the latter cases, it is usually found that such ciphers are employed in "intimate" correspondence 
for the exchange of sentiments that appear less decorous when set forth in plain language. They 
are very seldom used by authentic enemy agents. When such a cipher is encountered nowadays 
it may practically always be regatded as the work of the veriest tyro. when it is not that of a 
"crank" or a mentally-deranged person. 

b. The usual preliminary procedure in handling such eases, where the symbols may be some­
what confusing to the mind because of their unfamiliar appearance to the eye, is to substitute 
letters for them consistently throughout the message and then treat the resulting text as an ordi­
nary cryptogram composed of letters is treated. This procedure also facilitates the construction 
of·the necessary frequency distributions, which would be tedious to construct by using symbols. 

c. A final word must be said on the subject of symbol ciphers by way of caution. When 
symbols are used to :replace letters, syllables, and entire words, th81l the systelns approach code 
methods in principle, and can become difficult of solution.• The logical extension of the use of 
symbols in such a form of writing is the employment of arbitrary characters for a specially 
developed 11shorthand" system bearing little or no resemblance to well-known, and therefore 
nonsecret, systems of shorthand, such as Gregg, Pitman, etc. Unless a considerable amount 
of text is available for analysis, a privately-devised shorthand may be very dillicult to solve. 
Fortunately, such systems are rarely encountered in military cryptography. They fall under the 
heading of cryptographic curiosities, of interest to the cryptanalyst in ·his leisure moments.• 

d. In practical eryptogtaphy today, as has been stated above~ the use of characters other 
than the 26 letters of the English alphabet is comparatively rare. It is true that there are a 
few governments which still adhere to systems yielding cryptograms in grc)ups of figures. These 
are almost in every ease code systems and will be treated in their proper place. In some·oaseB 
cipher systems, or systems of enciphering code are used which are buically mathematical in 
character and operation, and therefore use numbers instead of letters. Some persons are 
incHned toward the use of numbers rather than letters because numbers lend themselves much 
more readily to certain arithmetical operations such as addition, subtraction, and so on, than 
do letters. 1 But there is usually added some final process whereby t.he figure groups are con­
verted into letter groups, for the sake of economy in transmission. 

1 The moet famoUII: Poe's T/wJ Gold B'Ufl; Arthur Conan Doyle's The 8ip of Four. . 
' The use of symbols for abbreviation and speed In writing goes baek to the days of antiquity. Cicero is 

repOrted to ~ve drawn up "a book like a diotfonary, In which he placed before eaeh word the notation (symbol) 
whicb should represent it, and so great was the number of notations and words that whatever could be writteD In 
Latin eould. be expreesed in hJe notations." 

1 An example is found In the famo1111 Pepys Diary, which was written in shorthand, purely for his own eyes 
by Samuel Pepys (163s-;1703). "He wrote it iu Shelton's system of tachygraphy (1641), which he complicated 
by U8lng foreign languages or by varieties of his own invention whenever he had to record passages least Jit to be 
seen by his aervants, or by 'all the world.' " 

• But, ibil of ooune, Ill beaaule we are taught arithmetic by using numbers, based upon the decimal synem 
as a rule. By speeial training one could learn to perform the usual "adthmetioal" operations using letters. 
For emmple, using our Eng]Jsh alphabet of 26letters, where A=l, B=2, 0=3, etc., it is obvious that A+B-C, 
just as 1+2=3; (A+B)•=I, etc. Thla sort of cryptographic arithmetic could be learned by rote, just as 
multlplicatloP ~NO ~eel. 
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· '· The only notable exceptions to the statement contained in the first Hlltence of ih.tt pte­
ceding subparagraph are those of Russian messages transmitted in the Russian Morse alphabet 
and Japanese messages transmitted in the Kata Kana Morse alphabet. As regards Chinese, 
which is not an alphabetical language im.d comprises some 40,000 ideographs, since the Morse 
telegraph code comprises only some 40 combinations, telegrams in Chinese are usually prepared 
by means of codes which permit of substituting arbitrarily-assigned code groups for the char­
acters. Usually the code groups consist of figures. One such code known as the OjJiciaJ, Ohinu; 
T~ph Ootk, has about 10,000 4-figure groups, beginning with 0001, and these are arranged 
80 that there are 100 characters on each page. Sometimes, for purposes of secrecy or economy, 
these figure groups are enciphered and converted in letter groups. 

49. Concluding remarks conceming monoalphabetic substitution.-a. The alert student will 
have by this time gathered that the solution of monoalphabetic substitution ciphers of the simple 
or fixed type are particularly easy to solve, once the underlying principleS are tho1'0'Ughly: under­
stood. As in other arts, continued practice with examples leads to facility and skill in solation, 
especia.lly where the student concentrates his attention upon traffic all of the same general nature, 
so that the type of text which he is eontinually encountering becomes familiar to him an.d ita 
peculiarities or cha.ra.eteristics of construction give clues for short cuts ·to solution. It is true 
that a knowledge of the general phraseology of messages, the kind of words used, their sequences, 
and so on, is of very great assistance in practical work in all fields of cryptanalysis. The student 
is urged to note particularly these finer details in the course of his study. 

b. Another thing which the student should be on the lookout for in simple monoalphab6tic 
substitution is the consecutive use of several different m.ixed cipher alphabets in a ogle long 
message. Obviously, a single, composite frequency distribution for the whole message will not 
show the characteristic crest and trough appearance of a simple monoalphabetio cipher, since a 
gi.Ten cipher Ietter'will represent different plain-text letters in different pa.rtB of the message. 
But if the cryptanalyst will carefully observe the distribution as il is b'ift!l compikd, he will 
note that at first it presents the characteristic crest and trough appearance of monoalphabeticity, 
and that after a time it begins to lose this appearance. If possible he should be on the lookout 
for some peculiarity of grouping of letters which serves as an indicator for the shift from one 
cipher alphabet to the next. If he finds such an indicator he should begin a second distribution 
from that point on, and proceed until another shift or indicator is encountered. By thus isolating 
the different portions of the text, and restricting the frequency distributions to the separate 
monoalphabeta, the problem may be treated then as an ordinary simple monoalphabetic sub­
stitution. Consideration of these remarks in connection with instances of this kind leads to the 
comment that it is often more advisable for the cryptanalyst to compile his owli data, than to 
have the latter prepared by clerks, especially when studying a system tk nooo. For observations 
which will certainly escape an untrained clerk can be most useful and may indeed facilitate 
solution. For example, in the case under consideration, if a clerk should merely hand the uni­
literal distribution to the cryptanalyst, the latter might be led astray; the appearance of tlie 
composite distribution might convince him that the cryptogram is a good deal more complicated 
than it really is. · 

c. Monoalphabetic substitution with variants represents an extension of the basic principle, 
with the intention of masking the characteristic frequencies resulting from a strict monoalpha­
beticity, by means of which solutions are rather readily obtained. Some of the subterfuges 
applied on the establishment of variant or multiple values are simple and more or less fail to 
serve the purpose for which they are intended; others, on the contrary, may interpose serious 
difficulties to a straightforward solution. But in no case may the problem be considered of more 
than ordinary difficulty. Furthermore, it should be recognized. that where these subterfuges 
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are really adequate to the purpose, the complications introduced are such that the practical 
manipulation of the system becomes as difficult for the cryptographer as for the cryptanalyst. 

d. As already mentioned in monoa.lphabetic substitution with variants it is most common 
to employ figures or groups of figures. The reason for this is that the use of numerical groups 
seems more natural or easier to the uninitiated than does the use of varying combinations of 
letters. Moreover, it is easy to draw up cipher alphabets in which some of the letters are 
represented by single digits, others by pairs of digits. Thus, the decomposition of the cipher 
text which is an irregular intermixture of unilitera.l and multiliteral equivalents, is made more 
complicated and correspondingly difficult for the cryptanalyst, who does not known which 
djgits are to be used separately, which in pairs. 

e. A few words may be added here in regard to a method which often suggests itself to lay­
lnen. This consists in using a book possessed by all the co~pondents and indicating the letters 
of the message by means of numbers referring to specific letters in the book. One way consists 
in selecting a certain page and then giving the line number and position of the lettet in the line, 
the page number being shown by a single initial indicator. Another way is to use the entire 
book, giving the cipher equivalents in groups of three nwnbers representing page, line, and 
number of letter. (Ex.: 75--8-10 means page 75, 8th line, lOth letter in the line.) Such systems 
are, however, extremely cumbersome to use and, when the cryptographing is done carelessly, 
can be solved. The basis for solution in such cases rests upon the use of adjacent letters on the 
same line, the accidental repetitions of certain letters, and the occurrence of unenciphered words 
in the messages, when laziness or fatigue intervenes in the cryptographing. 7 

f. It may also be indicated that human nature and the fallibility of cipher clerks is such 
that it is rather rare for an encipherer to make full use of the complement of variants placed 
at his disposal. The result is that in most cases certain of the equivalents will be used so mueh 
more often than others that diversities in frequencies will soon manifest themselves, affording 
important data for attack by the cryptanalyst. 

g. ln the World War the cases where monoa.lphabetic substitution ciphers were employed 
in actual operations on the Western Front were exceedingly rare because the majority of the 
belligerents had a fair knowledge of cryptography. On the Eastern Front, however, the ex~­
sive use, by the poorly prepared Russian Army, of monoalphabetic ciphers in the fall of 1914 
was an important, if not the most important, factor in the success of the German operations 
during the Battle of Ta.nnenberg.8 It seems that a somewhat more secure cipher system was 
authorized, but proved too difficult for the untrained Russian cryptographic and radio personnel. 
Consequently, recourse was had to simple substitution ciphers, somewhat interspersed with 

. plain text, and sometimes to messages completely in plain language. The damage which this 
, .. ~ty use of cryptography did to the Russian ~y and thus to the Allied cause is incalculabl 

'· Many of the messages found by censors in letters sent by mail during the Wo:rld War 
were cases of monoalphabetic substitution, disguised in various ways •. 

7 :In 1915 the German Government conspired with a group of Hindu revolutionaries to stir up a rebellion in 
India, the purpose being to cause the withdrawal of British troops from the Western Front. Hbidu conspirators 
in the United States were given money to purchase arms and ammunition and to transport them to India. Fo:r 
communication with their superiors in Berlin the conspirators used, among others, th~ system described in this 
paragraph. A 7-page typewritten letter, built up from page, line, and letter-number references to a book known 
only to the communicants, was intercepted by the British and turned over to the United States Government 
for·use in connection with the prosecution of the Hindus for violating our neutrality. The author solved this 
mesnge without the book in question, by taking full advantage of the clues referred to. 

1 Gyld6D, Yves. Chiff•by4smallmat1Br I V4rldakriget TiU Landa, Stockholm; 1931. A translation under 
the title The Ctmtrilnction of the CTyptographic Bureaus in the World War, appeared in the Signal Corps Bulletin 
in seven suc~ssive installments, from November-December 1933 to November-December 1934, incl11sive. 

· Nikolaieff, A. M. Secret Causes of GBrmtJft success Oft the Eastern Frtmt. Coast Artillery Journal, September­
October, 1935. 

... 
' ' -:~ .. , ., 

. ~ 



I 

I 

REF ID:A64646 

103 

60. Analytical key for oryptanalylis.--a. It may be of BsBistance to indicate, by mei.nl of an 
outline, the relati~nBhips existing among the various cryptographic systellis thus far considered. 
This graphic outline will be augmented from time to time as the different cipher syatems are 
examined, and will constitute what has already been .alluded to in -Par. 6d and there termed an 
imalytica.l key for cryptanalysis. 8 Fundamentally its nature is that of a schematic olassitication 
of the different systems examined. The analytical key forms an insert at the end of the book. 

b. Note, in the analytical key, the rather clear-cut, dichotomous method of treatment; that 
is, classification by subdivision into pairs. For ·example, in the. very first step there are only 
two alternatives: the cryptogram is either (1) cipher, or (2) code. If it is cipher, it is either 
(1) substitution, (2) transposition. If it is a substitution cipher, it is. either (1) monogre.phic, 
or (2) polygraphi(}-&nd so ori. If the student will study the analytical key-attentively, it will 
assist him in fixing in mind the manner in which the various systems covered .thus far are related 
to one another, and this will be of benefit.in clearing away some of the mental fog or haziness 
from which he is at first apt to su1fer. · 

c. The numbers in parentheses refer to specific pi.ragrapl:is in this text, so that the atudent 
may readily turn to the text for detailed information or for purposes.o:f refreshing-his memory 
as to procedure. . . . · · . 

d. In addition to these reference numbers thel-e have been affixed to the succesSive steps 
in the dichotomy, numben that mark the "routes" on the cryptanalytic map (the a.n.a.]:ytieal 
key) which the student cryptanalyst should follow if he wishes to facilitate his travels along the 
rather complicated and difficult road to success in cryptanalysis, in somewhat .the .same· way in 
which an intelligent motorist follows the routes indicated on a geographical map if he wishes to 
facilitate his travels along unfamiliar roads. The analogy is only partially valid, however. 
The motorist usually knows in advance the distant point which he desires to reach and he pro­
ceeds thereto by the best and shortest route, which he finds by observing the route indications 
on a map and following the route marken on the road. Occasionally he encounters a detour 
but these are unexpected difficulties as a rule. Least of all does he anticipa.te any necessity for 
journeys down what may soon turn out to be blind alleys and "dead-end" streets, :forcing him 
to double back on his way. Now the cryptanalyst also has a distant goal in mind-the solution 
of the cryptogram at hand-but he does not know at the outset of his journey the exact spot 
where it is located on the cryptanalytic map. The map contains many routes and he proceeds 

• This analytical key is quite analogous to the analytical keys usually found in the handbooks biologists 
commonly employ in the classification and identification of living organisms. In fact, there are several points 
of resemblance between, for example, that branch of biology called taxonomic botany and cryptanalysis. In 
the former the first steps in the classificatory proceBB are based upop. observation of externally quite marked 
differences; as the proceBB continues, the observational details become finer and finer, involving more and more 
difficulties as the work progrell&eB. Towards the end of the work the botanical taxonomist may have to dissect 
the specimen and study internal characteristics. The whole process is largely a matter of painstaking, accurate 
observation of data and drawing proper conclusions therefrom. Except for the fact that the botanical taxonomist 
depends almost entirely upon ocular observation of characteristics while the cryptanalyst in addition to observa­
tion must use some statistics, the steps taken by the former are quite similar to those taken by the latter. It is 
only at the very end of the work that a significant dissimilarity between the two sciences arises. If the botanist 
makes a mistake in observation or deduction, he merely fails to identify the specimen correctly; he has an 
"answer"-but the answer is wrong. He may not be cognizant of the error; however, other more skillful botanists 
will find him out. But if the cryptanalyst makes a mistake in observation or deduction, he fails to get any 
"answer" at all; he needs nobody to tell him he has failed. Further, there is one additional important point of 
difference. The botanist f.i studying a bit of Nature-and she does not consciously interpose obstacles, pitfalls, 
and dissimulations in the path of those trying to solve her mysteries. The cryptanalyst, on the other hand, is 
studying a piece of writing prepared with the express purpose of preventing its being read by any persons for 
whom it is not intended. The obstacles, pitfalls, and dissimulations are here consciously interposed by the one 
who cryptographed the JDe&II&P'· These, of course, are what make cryptanalysis different and difficult. 
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to test them one by one, in a sueceasin ehain. He encotmten many blind alleys and dead-end 
streets, which force him to retrace his steps; he makes many detours and j~ps many hurdles. 
Some of these retracings of steps, doubling back on his tracks, jumping of hurdles, imd detours 
are una~idable, but a few are avoidable. H properly employed, the analytical key will help 
the careful student to avoid those which should and can be avoided; if U does that much it will 
Hn'e the principal purpose for which it is intended. 

'· The analytiCal key may, however, sene another purpose of a somewhat different nature. 
When a multitude of cryptographic syatems of diverse types must be filed in some systematic 
manner apart from the names of the correspondents or other reference data, or if in conducting 
inswctional activities classificatory designations are desirable, the reference numbers on the 
analytical key may be made to serve as "type numbers." Thus,.instead of stating that a given 
cryptogram is a keyword-eystem.atieally-:mixed-uniliteral-monoalphabetiC-monographic substitu­
tion cipher one may say that it is a "Type 901 cryptogram." 

j. The method of assigning type numbers is quite simple. If the student will examine the 
numbers he will note that successive levels in the dichotomy are designated by successive hun­
dreda. Thus, the fint level, the classification into cipher and code is assigned the numbers 101 
and 102. On the second level, under cipher, the classification into monographic and polygraphic 
aystems is assigned the numbers 201 and 202, etc. Number& in the same hundreds apply 
th~ore to systems at the same leTel·in 1he eJasaifi.cation. There is no particular virtue in this 
acheme of asigning type numbers except that it provides.for· a oonaiderable degree of expansion 
in future studies. 
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1-A. Absolute frequencies of le~ters appearing in five sets of Government plain-text telegrams, each 118t 
containing 10,000 letters. Arranged alphabetically ----------·-········-----·-··--------·····------·--•-····· . 108 

1-B. Absolute frequencies of letters appearing in five sets of Government plain-text telegrams, each set 
containing 10,000 letters. Arranged according to frequency----------------------------------------- 109 

1-C. Absolute frequencies of vowels, high frequency consonants, medium frequency consonants, and low 
frequency consoJl&Jlta appearing in five seta of Government plain-ten telegr&Dul, each set oon- . 
taining 10,000 letters·------------------------------------------------------------------------------------------- 110 

2-A. Absolute frequency of letters appearing in the combined five seta of meaaagea totalling 150,000 
letters. Arranged alphabetically.---------------------------------------------------------------------· 109 

2-B. _Absolute frequency of letters appearing in the combined five seta of messages totalling 150,000 
letters.· Arranged according to frequency--------------------------------------------- . 110 

2-C. Absolute frequency of vowels, high frequency consonants, medium frequency consonants, and low 
frequency consonants appearing in the combined five seta of :messages totalling 150,000 letters ___ :_ . 110 

2-D. Absolute frequencies of letters as initial letters of 10,000 words found in Government plAin-text tele-
grams. (1) Arranged alphabetically, and (2) according to absolute frequencies_____________ 111 

2-E •. Absolute frequencies of letters as final letters of 10,000 words found in Government plain-ten tele-
ifams. · (1) Arranged alphabetically, and (2) according to absolute frequencies.. ______________ ~----- 111 

3. Relative frequencies of letters appearing in 1,000 letters based upon Table 2. (1) Arranged alpha-· 
betioally, (2) according to absolute frequency, (3) vowels, (4) high frequency consonants, (li) med-
ium frequency consonants, and (6) low frequency consonants._____________________________________________ 112 

4. Frequency distribution for- 10,000 letters of lit.en.ry English. (1) Arranged alphabetically, and· 
(2) aooording to absolute frequencies...---------,,-------------:..------------------,--------------------- 113 

6. Frequency distribution for 10,000 bitters of telegraphic English. (1) Arranged alphabetically, and 
(2) according to absolute frequenoia _________________________________________________________________ ....,.,__ 113 

6. Frequency distribution of digraphs, based on 50,000 letters of Government plain-text telegrams, 
reduced to 6,000 digraphs. ................................. --------------------------------------------------··· 113 

7-A. The 438 different digraphs of Table 6. Amnged according to their absolute frequencies. •.•• ---------- 114 
, 7:-B. The 1~ ciigraphs Ct!mposing 25% ofthedigraphsin_Table 6. ArrangedalphabeticallyaccordiDg to 

their initial letters, (1) and according to their final letters (2) and aooording to their absolute 
freq~encies. ••••••••••••...•.•••• ~~------------------------~-----------------·----------------"·----------...;.----------- 116 

7-C. The 53 digraphs composing 50% of the digraphS in Table 6. Arranged alphabetically according to 
their. initial letters, (1) ~d according to their final letters (2) and according to their absolute 
frequen_cies.. _____________ -------·cc--:--·····-~---------"-----------··----------------"------------------·--"000'.,.... 117 

7-:-D. The 117 digraphs composing 75% of the digraphs in Table 6. Arranged alphabetically according ~. 
their ~itial1etters, (1) and according to their final letters (2) and aooording to their absolute fre-quencies. ____________________________________________________________________________________________________________ ""--" 118 

· 7-E. All the .438 digraphs of Table 6. Arranged first alphabetically according to their initial letters and 
then alphabetically according to their final letters ________________ .____________________________________________ 119 

(See Table 6. Read aoroBB the rows)-----------------------~--------------------------------------------------- 118 
8. The 438 different digraphs of Table 6. Arranged first alphabetically according to. their initial 

letters, and then according to their absolute frequencies under each initial letter ••.•. ~------------- 120 
9:-A. The 438 different digraphs of Table 6. Arranged fi.rst.alphabeti~ally according to their final letters 

and then according to their absolute frequencies---------------------c-----------"·---------------------------· 123 
9-B. The 18 digraphs composing 25% of the 5,000 digraphs of Table 6. Arranged alphabetically according 

to their final letters, (1) and according to their initial letters, (2) and according to their absolute 
frequencies .•.•.•.• -----------~------------------------------------------------------------------------------------------- 126 

9-C. The 53 digraphs composing 50% of the 5,000 digraphs of Table 6. Arranged alphabetically according 
to their final letters, (1) and according to their initial letters, (2) and according to their absolute 

. frequencies---------------------------------------------------------------------------------------------------------------- 126 
9-D. The 117 digraphs composing 75% of the 5,000 digraphs of Table 6. Arranged alphabetically accord­

ing to their final letters, (1) and according to their initial letters, (2) and according to their 
· absolute frequencies----------------·-----------------------------------------------------------------------------~-----· 127 

. , 9-E. All the 438 different digraphs of Table 6. Arranged alphabetically first according to their final letters 
. and then according to their initial letters________________________________________________________________________ 129 

.'J' · (See Table 6. Read down the columns)-----------·----------------·---------------------------------------- 113 
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Table No. 

10- The 56 trigrapbs appearing 100 or more timea In the 50,000 letters of government plain-text tele­
grams-

-A. Arranged according to their absolute frequencie&..------------------------------------------------------
-B. Arranged first alphabetioally according to their initial letters and then according to their absolute 

frequencieL.------------------------------------------------------------------------------------------
-C. Arranged first alphabetically according to their central letters and then according to their absolute 

frequenclea..---------------------------------------------------------------------------------------
-D. Arranpd first alphabetically according to their final letters and then aocordiDg to their ablolute 

frequencies--------------------------------------------------------------------------------------
11- ~ 54 tetragrapha appearing 50 or more times in the 50,000 letters of government plain-text 

telegrame-
-A. Arranged according to tooir absolute fJJequenciee.. ••••.••••••••• --------------------------·--
-B. Arranged first alphabetically according to their initial letters and fihen acoording to their ablolute 

freque.uci• ---------------------------------------------
-0. Arranged 1rat alphabetically aceording to their second letters and then according to their abaolute 

frequenoiea-----------------------------------------------------------------·-----
-D. Arranged first alphabetically according to their third letters and then according to their abaolute 

frequenciea..-----------------------------·-------------------------------·-------··-··---··----
-E. Arranged first alphabetically according to their fin&llettera and then according to their abaolute 

· frequenait!ll •••.••.•..• ------------------------------------------------------
12. Average and mean lengtha of wordL----------·---------------------------------

Pa&e 

129 

130 

130 

131 

132 

132 

133 

133 

134 
135 

TABL•l-A.-.ANol'UU~ ojltJIWs ~inflN BtfB of Go'D6mnun~Gl~~ 
«U:h "' confaining 10,000 ldt8TB, arranged olplwJJdically 

Se&No.l Be& No.I Be& No.8 Be& No. !I laC No.I 

LetW Ablolute Letter Ablolute Letter Ablolute Le&t.er Alllolute r.u.r Ablolute 
~ ~ ~ ~ ~ 

A. 738 A._ __ 783 A 881 A 74.0 A 741 
B. 104 B 108 B 98 B 88 

B ___ 
99 

c· 319 c 300 
c ____ 

288 c 326 c 801 
D. 387 D 4:13 D_, 4:28 D 4:51 D 448 
E. 1,367 E 1,294: E 1, 292 B 1, 270 B 1,275 
p 253- F 287 F 308 F 287 F 281 
G 166 CL 175 G . 181 

G ____ 
167 G 150 

H 310 H_. __ 351 H 335 H 34:9 H 349 
I 742 I 750 I '187 I 700 I 697 
J. 18 J 17 J 10 J 21 J 18 
K 36 K___ 38 K 22 K 21 K 31 
L 365 L . 393 

L_ ___ 
333 L 886 L 344: 

II 242 II 240 
..__ ____ 

. 238 II .. 24:9 II 268 
H 788 H 714 H 815 •--- 800 H 780 
0. 685 0 770 o ___ 791 0 756 . 0- 782 
P. 24:1 

p ______ . 
272 p 317 p 245 p 260 

Q. 40 Q. 22 Q - 45 Q.. . 38 0 80 
R 760 R 745 R 762 

R... ___ 
735 It 786 

s 658 s 583 s 585 s ___ . 628 s 604 
T 988 

T ____ 
879 T 894 T ____ 958 T 918 

u 270 
u _____ 

233 u 312 u 247 u 238 
v 163 v - 173 

v ____ 
142 v 133 

v ____ 
155 

'----- 166 " 163 w 136 " 183 w . 182 x_ __ 
43 X 50 

x._ ____ 
44 x___ 53 X 4:1 

y 191 
y ____ 

155 y .. 179 y 218 y . 229 
z 14: z_ __ 17 z... 2 z 11 z 6 

Total_ 10,000 10,000 10,000 10,000 . 10,000 

-~ 

"'I 
11 
"l, 

~ 
~ .. 

. I .. 
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TABLE 2-A.-AbBoluU fr~ of Idlers appeari:ng in lhl combin«l jifJ6 sdl oj messagu lolalling 

A______ 3, 683 
B...... 487 
C...... 1, 534 
D .•.... 2, 122 
E...... 61 498 
F •...•. 1,416 

60,000 letters, arranged oJ,pWetically 

G...... 819 L....... 1, 8 21 Q______ 1 7 5 
fL .... 1, 694 L" ___ 1, 237 R. ____ 3, 788 
I ....•. 3, 676 N ...... 3, 975 S ...... 3, 058 
J______ 82 o______ a, 764 T ______ 4, 595 
K..____ 148 p ______ 1, 335 u______ 1, 3oo 

'---------- 766 
"--------- 780 x__________ 2 31 
y__________ 967 

z______ 49 

TABLE 1-B.-Absolulefr~ of lefters appearing injifJ6 sels of Go'IJ61'11,ment plain-tezl telegrams, 
each sel containing 10,000 letters, arranged according to freg:uency 

Set No.I Bet No.I Bet No. a Bet No.4 Be& No.I 

Letter Absolute Letter Absolute Letter Absolute Letter Absolute Letter Absolute 
Frequency J.l'requenoy Frequency Frequency Jrreqaency 

E.__ ______ 1, 367 E. - 1, 294 E_ _____ 1,292 E------·-·-·- 1,270 E __________ 1,275 
T 936 

T _____ 
879 T ____ 894 T ______ 958 T _________ 928 

H . 786 H---- 794 H 815 H----- 800 R.. ____ 786 
R 760 

A_ ________ 
783 o _____ 791 o _____ 756 H---- 780 

I 742 0 770 
z _____ 

787 A__ ____ 740 0. 762 
A 788 I - 750 

a_ _____ 
762 R.. ____ 785 A.___ 741 

0 685 R.. 745 
A._ ______ 

681 I. - 700 I--- 697 
s 658 s __ 583 

s ____ 
585 

s ______ 
628 s ______ 604 

D 387 D ______ 413 
D ____ 

423 D ______ 
451 D _____ 448 

L 365 L_ ___ 393 
H._ ______ 335 L_ _______ 386 It_ ___ 349 

c 319 H 351 L__ __ 333 "------ 349 L. _____ 344 
H 310 c __ 300 p ___ 317 c ___ _:_ ___ 326 c _____ 301 
u 270 

, ___ 
287 u 312 , ___ 287 

, _________ 
281 

F 253 p 272 F - 308 II . 249 .._ _____ 
268 

II 242 II. 240 c 288 u _____ 247 
p _________ 

260 
p. 241 u ___ 233 II. 238 p ____ 245 u ______ 238 
T. 191 

G ____ 
175 

y ____ 
179 y_ 213 y - 229 

G 166 v_ 173 
G ____ 

161 G ___ 167 • - 182 

• 166 w ___ 163 '--------- 142 '---- 133 v - 155 
v 163 y _____ 155 w ______ 136 

w _____ 
133 a_ __ 150 

B 104 B 103 B ______ 98 B. 83 B __ 99 
J: -- 4.3 

.x_ __ 
80 Q 45 X 53 L------- 41 

Q__ __ 40 K_ _________ 38 L_ ___ 44 Q_ ______ 38 K-------- 31 K. ___ 36 
Q. ____ 

22 JL._ __ 22 It_ _____ 21 Q_ __ 30 J ___ 18 
J ______ 

17 
J ____ 

10 
J _________ 21 J ____ 16 

z 14 
z_ ____ 17 

z_ _______ 
2 z_ ___________ 

11 z _________ 5 

TotaL_ 10,000 -------- 10,000 ----------- 10,000 -----------·-- 10,000 -------- 10,000 

148214 88 8 

. ,, .. 

j 
~ : 
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' 
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TABLE 1-C.-Absolute freg:uencies of vowels, high jreg:uency consonants, medium frequent!J con­
sonants, and low frequency consonants appearing in fiN sets of Government plain-text tele­
grams, each set containing 10,000 letters 

Bet No. 

~_ _____________________________________________________________________ _ 

2-----------------------------------------------------------------------3 .. ____________________________________________________________________ _ 

'----------------------------------------------------------------------
5 .....•.••• ------------------------------------------------------------

Total 1------------------------------------------------------

I Orand total, 110,000. 

Vowela 

3,993 
3,985 
4,042 
3,926 
3,942 

19,888 

H'f,h Frequency 
OIIIIODIIDta 

3,527 
3,414 
3,479 
3, 572 
3,546 

17,538 

Medium J're. Low Frequency quency Ccmao-
nanta COIIIIODIIDta 

2,329 151 
2,457 144 
2,356 123 
2,358 144 
2,389 123 

11,889 685 

TABLE 2-B.-Absolutejrequencies of letters appearing in the combinedjifJe sets of messages totalling 
60,000 letters arranged according to freg:uencies · 

E _________ 6,498 I .......... 3,676 c _________ 1, 534 y ----~----- 967 :x_ _________ 231 -. 

T ---------- 4,595 s. ________ 3,058 F _________ 1,416 G.~------- 819 Q_ _________ 175 
N _________ 3,975 D •••.•••••• 2, 122 p __ . ________ 1,335 W--oo;-····· 780 K. •••••••.• 148 

R. --------- 3,788 L_ _________ 1, 821 u __________ 1, 300 v _________ 766 J-----~--- 82 o _________ 
3,764 H_ _________ 1, 694 II_ _________ 1, 237 B~---"·-··· 487 Z. ••• c •• ~ •• .... 49 

A •...•••••• 3,683 . .. -- .'4 

TABLE 2-C.-Absolute freg:uencies (Jf ?Jowels, high frequency conscmants, medium freg:uencv con:. 
sonants, and low frequency consonants appearing in the combined ji?Je· sets of melsage8 totidling 
60 ,(}(j(J iett6rs ·· · · · ·· · · · · · · · · 

Vowels ....... ~,--------•...... --____ -~-...•. ________________ ... , ..• :.--~-------------~-~-~~~-;~~-------'--------;.,. .. )~~ . 88$ 
High Frequency Consonants (D, N, R, S, and T)- __ ------ _ ---------------------·-------------~--. 17, 538 
Medium Frequency Consonants (B, C, F, G, H, L, M, P, _V, and W)--"-"---~'---"---------------··-' -11, 881} 
Low Frequency· Consonants (J, K, Q, X, and Z)--~----------------------~--~:.:.:..:~_: ________________ :_:. · ·· · · 6§ 

....... 

T()t&l.~~----···········-c·----------•----------···•·······••·.-~-----~-------~---·-···-~---·····•-'·····•··· ·.50, 0.00 

;.:.·• I 

•II 

1 
l ... 
< 
' 



I 
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TABLE 2--D.-Absolut' freg:u.encies of letters aa initiallil~Nrs of 10,000 'IDOid. fO'UM in GoNmmenl 
plain-tm telegrams 

A..~-------
.a _________ _ 
.c ________ _ 

' D----------

·'· ;...: 

!,• ;_~ 

E..----·---­
. F -----~----

T---------·,s __________ 
A.. _________ 

F ----------c _________ 

u ... Q-----·----

(1) ARRANGED ALPHABETICALLY 

905 Q __________ 109 L_ ________ 196 Q. _______ 30 
y _________ 

77 
287 "---------- 272 M_ ________ 384 R _______ 611 '--------- 320 
664 ! __________ 344 N _________ 441 s _________ 965 x_ ______ 4 
525 J ---------- 44 o _________ 646 

T __________ 
1,253 

. y _______ 
88 

390 K.. ••..•••.•• 23 p ---------- 433 u __________ 122 z.. _______ 12 
855 

TotaL.. 10, 000 

(2) ARRANGED ACCORDING TO ABSOLUTE ·FREQUENCIES 

1, 253 R. ________ .. 611 IL~------- 384 L.. _________ 196 J ________ ~ 44 
965 D ••••.••••• 525 I-~-------- 344 u _________ 122 Q.---~--- 30 
905 N ••........ 441 

w _________ 
320 G __________ f09 

K_ ________ 
23 

855 p ---------- 433 a __________ 287 y ---------- 88 Z..----~---~ 12 
664 E---------- 390 H_ _________ 272 v ---------- 77 X.----~---~ 4 
646 

TotaL. 10,000 

.TAllLE ~E . .:_Absolute freg_utJ~ of letters as final letters of 10,000 words jO'UM in 001Jernment 
·: . · plain-tnl telegrams 

·. A_ ________ _ 
a _________ _ 
c_ .. _______ _ 
o ________ _ 
E.. ________ _ 

F ·---------

E.. ••.•••••• 
T ----------o __________ 
s .......... 
N •••.•••••• 
y _________ 

269 
22 
86 

1,002 
1,628 

252 

(2) 

1,628 
1,007 
1, 002 

962 
872 
866 

(1) ARRANGED ALPHABETICALLY 

G ........•• 
H. •...•.••• 
I ________ _ 
·J _________ _ 

K.. •••• --~--

ARRANGED 

R ......... o __________ 
}{_ _________ 

L. .•.....•. 
A. •••..•.•• 

225 
450 

22 
6 

53 

L_ _______ _ 

IL _______ _ 

N ..•. ~-----0 _________ _ 

p ----------

ACCORDING 

769 F ----------
575 G __________ 

450 p ----------
354 IL ________ 

269 x_ _________ 

TO 

354 
154 
872 
575 
213 

Q. _______ _ 
R _______ _ 
s ________ _ 
T ----------
U _________ _ 

8 
769' 

. 962 
1,007 

31 

y _______ _ 
w _______ _ 
x. _____ _ 
y _______ . 

Z.. ......• 

4 
45 

116 
866 

9 

TotaL.. 10,000 

ABSOLUTE FREQUENCIES. 

252 c __________ 86 I ........ 22 
225 K. _________ 53 z.. _______ 9 
213 '---------- 45 Q.~------ 8 
154 u __________ 31 J ________ 6 
116 

a ________ . 22 y _______ 4 

TotaL .. 10,000 

, ...... ...,,_,..,, _ _, .... ,, ..... .,.,.... ......... ..,...,_.~---···~-~ .. --.----....._ .. ,.,._. ... ,_~,_,:, ..... ,,, 

'' j·: 

ii 
•!: 

f.! 

i i 

,i 

;: 

.· ! 
i I 
I; j 
. i 
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TABLE 3.-RSlatiN jreg_uencies of laUra appeari'fi,{J in1 ,000 letlers baaed upon Table 1-B 

(1) ARRANGED ALPHABETICALLY 

A •••••••.•• 73.66 G .••••••••• 16.38 L_ _________ 36.42 Q __________ 3.50 v ---------- 15.32 
B ...••••.•• 9.74 H _________ 33.88 M_ ________ 24.74 

R_ ______ 
75.76 "--------- 15.60 

C ..•.•....• 30.68 
! _________ 

73.52 N •.•••••••• 79.50 S .......... 61. 16 X. .•.•..•.• 4.62 
D ________ 42.44 J _________ 1. 64 o _________ 75.28 T _______ . 91.90 y __________ 19.34 
E_ _______ 

129.96 K._ _______ 2.96 p ---------- 26.70 u _________ 26.00 z_ ________ • 98 
F------ 28.32 

TotaL __ 1,000.00 

(2) ARRANGED ACCORDING TO FREQUENCY 

E-------- 129.96 ! _________ 73.52 c ________ 
30.68 

y ______ 
19.34 x_ ________ 4.62 

T _______ 91.90 s __________ 61. 16 F ---------- 28.32 G _________ 16.38 Q_ _______ 3.50 N ________ 79.50 D ________ 42.44 p _________ 
26.70 "--------- 15.60 K._ _________ 2.96 

R_ _______ 75.76 L_ ________ 36.42 
u _________ 

26.00 V •••••••••• 15,32 J ______ 
1. 64 o _____ 75.28 H_ ______ 33.88 M_ _________ 24.74 B ________ 9.74 

z_ _______ • 98 
A_ _____ 

73.66 

TotaL.- 1,000. 00 

(S) VOWELS 

A-----·--······------· 7 3. 6 6 
E------··---------·-··· 12 9. 9 6 !______________________ 73. 52 
o________________ 7 5. 28 
u__________________ 26. oo 
y __ ,;_____________ 19. 34 

TotaL______ 397. 76 

(4:) HIGH-FREQUENCY 
CONSONANTS 

D--··---------···-------- 42. 44 
N---·-··------------- 79. 50 
R---·-·-·--------·-··· 7 5. 7 6 s________________________ 61. 16 · 

T ------·-·-··----:----·· 91. 90 

TotaL________ 350. 76 

(5) MEDIUM-FREQUENCY 
CONSONANTS 

B---------------------- 9 • 7 4 
c ------------~---------~----- 3 0. 6 8 
F ------------------------- 2 8 • 8 2 
G-----·--·-·······-------- . 16. 38 
· H---------······-------··· 3 3. 88 
L _____________________ .; ____ .;_ 3 6. 4 2 

M-----·-·······--·---J··.:.... 2 4 ~ 7 4 
p ------·····-·------------· 2 6. 7 0 
v --------------------··-··- . 15. 3 2 
w ------------------------------ 15. 6 0 

TotaL ....•..... 237. 78 

(6) LOW-FREQUENCY 
CONSONANTS :x: _______________ _ 

Q ____________________ _ 

K-------------·····-· J ____________ _ 
z __________________ _ 

4.62 
3.50 
2.96 
1.64 

.98 

TotaL_____ 13 • 70 

Total (3), (4), 
( 5)' ( 6 ) __________ 1, 000. 00 

:\ .. 
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B 

c 

D 

E 

F 

G 

H 

I 

J 

K 

L 

M 

N 

0 

p 

Q 

R 

s 
T 

u 
v 
w 

X 

y 

49 14.' · 4 ·--· . ---~~T --~21_6_1~-4-ir-2-1:-1 2·~-~--~7-j 

:201·-RfrEI '--'i 1F~'tP~io-45i-11-1 41-j-~4-1144_1_1_ 
· a~· 4 41 8 aa' 812 2 27 <::: aj s: 4 16 sl 2

1 

12 13 16 5 a 4 _1_, __ , ___ , ___ , 

~~~ 32 60, 42 18 ~___2 27 _1:_ 29114i1111112 20
1

12]87 54 37 __.:20_7_1_7_1-41-11· ---1---1 

155 8J 

209 ali 
I 

1: 648 

! 5 2 11 10 11 1 39 2' 1j 40 1 9 3 11 3 1 1 

17_2_11 14;21 20 51_2_1 362-5342-1 -l----l-----1 
1----1-'----------!----i-------
1120 1 3 2i 20~ 5 33 1 2' 3 20 1 1 17 4 28 8 1 1 

82 22!6i1a. 1019 ___ 12 23 -9]75 417- 27 35 21~-25 -15 -2-r---r---u 
:-1 ---12,-----·--1-1_,2 _____ 2__ -1---1--11 

']----~--.---·----··-'---------
1 1 1 61 I 2 1 I 11 1 

l28ja al 9 37, a
1 
1 1 20:::::::: 27 21 1. 1a ·a:::_: 2

1 

6 8 2 2 2:::: w!_, ___ , _ _____c, 

I a6! 6 a
1 

1 26, 1j 1 9 1a 1o 8 2 4 2 2 2 

' 26]2 19: 52, 5l-9'27 4 30121558 18 314 24 82 733 5-l----l--__;l 
,-1--;-·1-------------------
1 7. 4 8, 12, a;. 25 2 a 5 1 2 19 25 77 6 25 64 14 19 37 7 8 1 2 

141 9i 
; 

82 7i 
I 

171 71 
I 

368 7 

7 221 

13 ~ 
183 5i

1 
I 

126 10;1 

397 2' 

376 2 
:----;-'-------1---------1-1- -1----1---1 

14 1 1 1 23
1 

2 3 6 13 4 1 17 11 18 6 8 3 1 1 1 135 6!1 

17 2a:l 
I 

--------------------------1----1-----il 
1 1 ~ 

382 3 

307 4 

Ja9 29 17 98 673 ao 11597 28 1a -11 a1 42 554-9 

1 24 a 1a 5 49l12 2 26 a4 1 2 a 4 15 10 5 19 63111~ 4 1-l---l----1 

i 28 3 6 6 71 7 1 78 45 5 6 7 50 2 1 17 19 19 5 36 41 1 454 4 
1--------------------------1----1------' 

53331118 5 6 5 21 1 2 31 12 12 1 130 9, 
;1--------------------------1----1---1 

6 57 12 1 1 77 21 

12 22 4 13 1 2 19 1 1 1 76 16 
~-------------·-------------1----1-----1 

2 2 1 1 1 1 2 1 1 2 1 1 7 23 13 
--------------------------1----1---1 

6 2 4 4 9 11 1 11 3 2 2 6 10 3 4 11 15 1 1 96 7 
:----------------------------1----1------' 

z ' 1 2 1 4 23 
-------·-------------------1----1---1 

Total________ 370 46 154 217 657 137 82 170 37 4 8 14 189 123 397 373 130 17 368 304 462 130 75 77 23 99 4 5,000 
-----------------------------1----1----

Blanks_______ 111 6 7 1 712 10 31819 61 6 7 3 821 4 4 5 71511231023 248 

148274-88 (Face p. 118) 

'i 
".I 

. .. 
~--
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T:ABLE 4.-Fr~ d~ for 10,000 Idler• of likmrv Englie_11,, G8 compi~Ml. by Hilt.'. 

A_ __ _ 

a ____ . 
c ____ _ 
D ____ _ 
E.. __ 
F ___ _ 

E.. ______ 
T ________ 
o _______ 

·A_ _____ 
N _______ 
! ______ 

.. 7.78 
141 
296 
402 

1,277 
197 

1,277 
855 
807 
778 
686 
667 : 

(1) ALPHABETICALLY ARRANGED 
G_______ 174 L_______ 3 72 Q. _____ _ 

H______ 5.95 M______ 288 R_ _____ _ 

I_______ 667 N..------ 686 s ____ _ 
J______ 51 o_____ 807 T ___ _ 
K.____ 74 p________ 223 u ___ _ 

8 
. 651 

622 
855 

.. 308 

(2) ARRANGED ACCORDING TO FREQUENCY 
R_ ____ _.__ 651 

u __________ 
308 

y ________ 
196 s ________ 622 c ______ 

296 w ___ ...;_.;__ 176 
H_ _______ 595 M.~------ 288 G------- 174 
D ..... ..:. ••• 402 

p _________ 
223 a _____ 141 L. ______ 

372 F _________ 197 v ---------- 112 

V~----w _____ _ 
x_ ____ _ 
y ______ _ 

~------

K_ ______ 

J _______ 
x_ ________ 

~-------- . Q_ ________ 

112 
176 

27 
196 

17 

74 
51 
27 
17 
8 

TABLE 5 • ...,....-Freg:t.~MU:~J diefributioo for 10,000 lefters of lelegrap~ic English, ae compiled by Hill 

(1) ALPHABETICALLY ARRANGED 

A--------- 818 G ••• _:___ 2 0 1 L____ 3 9 2 Q_ ______ _ .. a______ 14Q H._____ 386 M.._.___ 273 R. ______ _ 
c________ 300 · I_______ 711 N______ 718 s ______ _ 
o_______ 417 J_____ 42 o________ 844 T ________ _ 
E.. ______ 1, 319 . Jt ___ _,_ 88 p______ 243 u _______ _ 
F______ . 206, · 

38 
677 
656 
634 
321 

(2) ARRANGED ACCORDING TO FREQUENCY 
E.. _____ 1, 319 s _____ 656 u~-~--- 321 F ---···---- 205 o _____ 844 T _____ 634 _c _______ 306 G ________ 201 
A_ _____ 

813 D--·--- 417 
M_ ____ 

273 w ________ 166 
N ______ 718 

L_ _____ 
3.92 

p ____ 
243 

a _________ 
149 

! _______ ,_ 711 
H. _______ 

386 
y ______ 

208 v ---------- 136 
R. _____ 677 ... 

y ______ _ 
w _____ _ 
x__ ___ _ 
y ________ _ 

~------

It ________ 
x__ _______ 
J _______ 
Q_ _____ 

~------

136. 
166 
51 

208 
6 

88 
51 
42 
38 

6 

1 Hitt, Capt. Parker. Manual for ''" SoluUon of Milvsry Ciphers. Army Service Schools Preu, Fort; 
Leavenworth, Kansaa, 1916. 

·-· -· ...... .--~ ... ,. ........................ ,. ............... .,.., . .....,_,,_.,... ..... -. ·········~-.-·-··-----·-···-··· --.. ~-- .... , .. ______ ... _ ... ····- ·-------·-

1,,1 

~~ : ., 

. !.", 

., 
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TABLE 7-A.-i'M 488 dtfferw digraphs of lable 6 aN"anged according lo their abBol'Uie jrequencieB 
EN _____________ 111 EC ___________ 32 OL.. ________ 19 

us ______________ 12 
RE ____________ 98 RS-------------- 31 OT _________ 19 UT ---·---------- 12 
ER. ____________ 

87 
UR_ ___________ 

31 TS ___________ 19 VI.----------- 12 
NT·············· 82 NI _________ 30 wo ...•.........• 19 WA. •.•••••• ____ 12 
TH_ ____________ 78 RI ..•. ·-······- 30 BE. ••••• ____ 18 FF.---------- 11 
ON ••••••• ----- 77 

EL.. ___________ 
29 EF ···---~------ .18 PP ------------- 11 

IN ____________ 75 HT ____________ 28 NO _____________ 18 RR. •.•.•.....•.. 11 
TE_ ___________ 71 

LA_ _________ 
28 

PR_ ___________ 
18 UE •••••••••••••• 11 

AN------······· 64 RO ....•••.....•• 28 AI •.••••••• ____ 17 FT ------------- 11 
OR_ ___________ 64 TA __________ 28 HR._ _________ 17 SU .•.•.......... 11 
ST ----------- 63 

PO _____________ 
17 YF ······-······· 11 

ED----------- 60 1 2,495 
RD __________ 

17 Ys _____________ 11 
NE_ ___________ 57 Lt... ____________ 

27 
TR_ __________ 

17 YO.------------ 10 
VE. __________ 57 AD _____________ 

27 
DO ___________ 

16 FE_ _____________ 10 ES ___________ 54 DI ___________ 27 DT ------------- 15 IF---------....• 10 
ND _______ 52 EI ________ 27 

IX.. _________ 15 LY ••..... - .. - 10 
TO ___________ 50 IR. _______ 

27 
QU __________ • 15 MO ...........••• 10 

SE ..•.•••.•..... 49 IT····-------- 27 so ••• .., ______ .., 15 SP -------------- 10 
NG _____________ 27 YT _______ .,... 15 YE. ••••••••••.•. 9 

1 1,249 ME_ __________ 
26 

AC ____________ 14 FR. •...••••••••• 9 
AT----------- 47 NA. _________ 26 

AM_ ____________ 
14 IM.. ..• --------- 9 

TI ___________ 45 
Sfl. _________ 

26 
CH. _________ 

14 LD ••.•••••.••••• 9 
AR_ ____________ 44 IV ___________ 25 

CT _________ 14 MI.-~------···· 9 
EE. _____________ 42 OF ____________ 

25 ------------ 14 NP ~---------~~ 9 
RT •••.••••. - ... 42 01\l __________ 25 

GE._:_ ________ 14 Rc _____________ 9 
AS •• ·-······--· 41 OP __________ 25 

os ____________ 14 
Rll_ _________ 

9 
co ____________ 41 NS _________ 24 

p A_ ____________ 
14 RY.------------ 9 

IO •••....•••.... 41 SA. ___________ 
24 

PL.. __________ 13 DD.----····-- 8 

TY ----······· 41 IL..--"--······ 23 
Rf _____ _: 

13 NN •••••••••••••• 8 
FO ....... ------ 40 PE·---------·· 23 

sc __________ 13 DF ---"-········· 8 
FI _____________ 39 I C ••••..•.••.... 22 WI ..........•••• 13 IA_ ____________ 8 
RA_ ____________ 

39 
WE_ ____________ 

22 ------------- 13 JiU _____________ 8 
ET ------------- 37 UN _____________ 21 DS ......••.••... 13 LT.------------ 8 
OU .••.......•••• 37 CA. .••... ______ 20 AU ..........••.• 13 Mf _____________ 8 
LE_ _____________ 37 EP _____________ 20 IE .............• 13 oc •••....•....•• 8 
MA. •••••••••••.• 36 EV •• ·-···--···· 20 LO .•••••••••..•• 13 ow ______________ 8 

TW ----------··· 36 
GH. ____________ 

20 PT .............. 8 
EA. _____________ 35 

HA_ _____________ 
20 1 3,745 UG ..•....•...... 8 

IS .............. 35 HE_ _____________ 20 AP -------------- 12 AV -------------- 7 
SI ......•....••• 34 HO ...•.......... 20 DR. ..•.•......•• 12 BY •••....•...... 7 
DE .............• 33 LI ...••••.••••.. 20 EQ. •••••..•..... 12 CI _____________ 7 
HI ..••......•..• 33 ss _____________ 19 AY ••••....•••.•. 12 m_ _____________ 7 
AL. ............. 32 TT -------------- 19 EO .........•.•.• 12 OA. •...........• 7 CE. _________ 32 IG ____________ 

19 OD ••••.......... 12 EW .............• 7 DA. ___________ 32 NC. ___________ 19 SF--·······-··· 12 U..------------ 7 
I Tbe 18 clf&rapba abow this IIIII 00111]1018 211% of the total. 
• Tbe II dfarapblaboft this IIDe 00111]1018110% of the tocaJ. 
I 'fbe •17 dfarllpblabqve th!J U.. GOIII~ 71'Jr, of the llotal. 
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TABJ,.E -7-:A.-.'J:'he '.4$8 dijJetem digraphs of table 6 arranged acc{)rding to their oJJsolulefretJ.Wrr 
ciu:-Continued ·· 

GA..-------------. 7 sp ____________ , 5 DV ------------- 3 KI ___ 2 
Ir ------------- 7 SR----------- 5 AA-------------- 3 

IJl.. ________ 
2 NJJ ______________ 7 TL. ••..••.••• _. 5 EU .........•. _ ..• 3 

I.Ji. ___________ 
2 oy ______________ 7. TU------·-······ 5 OE .•••.......•.• 3 LU. _________ 2 

RG •.••....• ____ 7 
Ull ___________ '5 YI .............. 3 LV-------- 2 

RN----------.... - 7 AF----------.--. - 4 FS---------.--. ·a LW-------- 2 
T_E.. ............. 7 BA..--------.·-· ·4. FU •••••••••••••• ·a MR---------. 2 
TN ....•....•.•••• _ •7 so ______ .,. ___ 4 GN ...• ·-·-····· 3 

M',l' _______ 
2 

~----------- 7 CK. ...•• ·-···-- 4 GS ........•.•..• 3 
MU _________ 

2 

AJl-------------· ·6 Clt----------·- 4 HC-----------.... a· MY ______ 
2 

AG .••...••..•.•• 6 CU------------- 4 
HN ______________ 

3 
NB __________ 

2 
Bt.. ...•.......•.. 6 

o;a ______________ 
4 L:a------------- 3 

NK._ _________ 
2 oo ______________ 6 

DC _____________ 
4 LC .....•. _..,.,__ 3 OG __________ 2 

y A_ _____________ 6 DN ••. __________ 4 LF .............. 3 
OK. ____________ 

2 
GO .••••...•••.•. 6 ow ________ ···-- 4 LP -------------- 3 PF .............. 2 
IP-------------·- 6 E:a---------- 4 MC ..•........... 3 RB------------ 2 KE. _________ . ___ 

6 
EG_ _____________ 

4 NP ---------····· 3 
SG. ____________ 

2 
LS •••.•••••.•.•• 6 EY--------• .--.- 4 NV------------- 3 ' SL..----------· 2 
MEt ••• .::.. ________ -·. •' ·6 GT ----------··-- 4 NW ------------ 3 TP -------------- 2 
PI _____________ 6 HS •••••••.••.••• 4 

OH_ ___________ 3 UP------------- 2 
P$ •••• .::... •• .::...~ •. 6 MS~----------- 4 

AH._ ____________ 
2 WN ______________ 

2 
Rf _____________ 

6 NH_ ______ .;.;..;., 4 AK..~------- 2 
XA._ ____________ 

2 
TC. ________ 6 

NR_ __________ 
4 BI ___________ 2 

xc ____________ 
2 

TtL.~-------~ 6 
os ____________ 4 BR. ___________ 2 XI·-------~--- 2 

TM_ ____________ 6 Pill. __________ 
4 BU _____________ 2 XP ~----------- 2 

UL.;. __________ '6 RW----------- 4 
oo ____________ 2 ya ________ 2 a_ __________ 

6 SN _____________ 4 DH..~-------- 2 YL. ____________ 
2 

YN ______________ 
6 

sw ____________ 
4 

DO ______________ 2 
YM._ _________ 

2 
CL..~------------ 5 

m.:_ ________ 
4 

AO ______________ 2 
ZE._ __________ 

2 
Dill. ............. 5 YC-------------- 4 

oy ______________ 2 
oo ___________ 

1 
DP ------------- 5 m .............. 4 

FC _____________ 2 AJ ---------- 1 oo_· ___________ 5 
YR_ ____________ 

4 
FL.. _____________ 2 BJ ... __________ 1 

OI ....••..••..•• 5 PH_ _____________ 3 
GC _____________ 2 

BM.. ___________ 
1 

UA. _____________ 5 PU .••••••••••••• 3 GF ------------- 2 BS .•... ------- 1 
UI.~----------- '5. RH.. _____________ 

3 GL. ____________ 2 BT __________ 1 
FA. .•.•.•..••••• 5-- SB ______________ 

3 GP ------------- 2 co ______________ 1 
GI. _____________ 5 Sill. .•••••••••••• 3 GU ______________ 2 CF -·--·-------- 1 
GJt. _____________ l). TB •••••••••••••• 3 

HD ______________ 2 
CM. ____________ 

1 

HF ---··········· 5 
us ______________ 

3 HM. .•• ---------- 2 CN------------ 1 

NL,;.~---~------- 5 
uc_ _____________ -a IB _____________ 2 

cs ___________ 
1 

NM.. _____________ 5 
uo ______________ 

3 
IK ______________ 2 cw ----------··- 1 

NY ......••.••••• 5 yp ----------···· 3 IZ. ------------- 2 CY ---·····----- 1 
RL. ..•..••...... 5 cc ______________ 3 

JE ______________ 2 DJ ----------- 1 
RU ...•.......... 5 AW -------------- 3 

JO ______________ 2 DY ________ 1 

RV -·-············ 5 DL. ..•••....••.• 3 JU .••••.•.•....• 2 
}!:J ____ ,... ______ 

1 

i' 
··:. ,. 

.. ; 
•, 
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TABLE 7-A.-Tite UJB dijfeNfll digraphs of table 6 arranged according to their absol'llleff'B(j_fUn.­
cies-Continued. 

AE., ____________ 
1 HY---------- 1 PD----------- 1 

WL.. __________ 
1 uo ___________ 1 JA.. _______ 1 PN--------- 1 

WR_ ___________ 
1 

ytJ __________ 
1 

KA.___ _______ 
1 

py _______ 
1 

ws _____________ 
1 

EZ_ _______ 1 KC _________ 
1 

fl _______ 
1 

WY __________ 1 
FD ________ 

1 
KL_ _______ 

1 
py __________ 

1 XI) ____________ 1 
FG----------- 1 KN ________ 1 QIL ___________ 1 XE------------- 1 Fll_ ___________ 

1 
KS _________ 

1 
QR.. ________ 

1 xr -------------- 1 Ff _________ 
1 

LG ____________ 
1 

RJ ___________ 
1 

XH_ _____________ 1 FW _____________ 
1 

LH.. _______ 
1 

RK_ _____ 
1 

JN _____________ 
1 FY ______ 

1 
LN __________ 

1 
SJt ________ 

1 
xo _____________ 1 GD _______ 

1 
MD _______ 

1 sv ---------- 1 XJl ____________ 1 

GJ ------------ 1 
IIF _____ 1 SY-------- 1 

xs ______________ 
1 Gil ______ 

1 MH_ ___ 1 'l'G------ 1 YG ___________ 1' 
Ql' __________ 

1 NJ _______ 1 
TQ_ ______ 

1 
YH._ _____________ 1 

HB------ 1 NQ_ 1 
TZ_ _______ 

1 YW •• --------- 1 HL.. ______ 
1 

OJ ______ 
1 

ur ___________ 
1 

ZA._ ___________ 1 HP _______ 
1 

ox_ ________ 
1 

uv ________ 
1 ZI __________ 1 

HQ_ ___ 1 
PB _______ 

1 vo _______ 1 ---HW ____ 1 PC _______ 1 VT------------ 1 TotaL .... 5,000 

T.a.BLB 7-B.-.TI&e 18 digraphs composing 16% of ths digraphs in Table 6 arranged aJp/w,bdicoJJ1! 
tu:COrding to IAN inifial laler1 

(1) AND ACCORDING TO THEIR FINAL (2) AND ACCORDING TO THEIR ABSOLUTE 
LETTERS FREQUENCIES 

AM 64 Olf__ ______ 77 AN---------- 64 ON _______ 77 OR. _________ 64 OR_ ________ 64 .. 

EO ___________ 
60 RE.. _________ 98 

EN _______ 
111 

ftE.. ____________ 
98 

Elf ______________ 111 
BR,. ____ 

87 Ell ___________ 
87 SE. ••.•..•••.••• 49 ED----------- 60 SE_ ____________ 49 

Es ______________ 54 ST -------------- 63 ES------------- 54 ST -------------- 63 

TE. ___________ 71 TH.. ____________ 78 IN ________ 75 
TH.. ________ 

78 IN ______________ 75 
T£ ______________ 

71 
TO _________ 50 

TQ ____________ 
50 

ND ___________ 
52 VE_ ____________ 57 NT-------------- 82 VE.. ••••••••••••• 57 

NE_ ________ 
57 NE_ ____________ 57 

NT---------- 8~ Total ..•••• 1~24SJ ND--------·---~- ~3 · Total ...•.• 1,240 

•, 

l 
I 

I 
i 
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hil 
H. 
•,.1· 
;· ~ . . 

11f' :/; 
.I; 
IB 
;!, 

T.a.:ar.ll7o..C.-7'M 63 tligraphleompo8ift11 60%ofiM 6,(X)O~At of 7b&r. 8, atTa,fi,(J«l aLp~y 
.,. 

aceording fo IIW imtial ,... j';i 
·I; 

(1) AND ACCORDING TO THEIR FINAL (2) AND ACCORDING '1'0 THEIR ABSOLUTE 
lir 

LETTERS FUQUENCIES 
AL. ______ 32 

JIA.. __________ 
36 Alf.. ______ 

64 
JIA_ ___________ 

36 (! 
AH---- 64: AT------..- 47 ;.! 
All__ ___ ,, ND..__ 52 AR.----.- 4:4. 

H'l' _________ 
82 :-::i 

AS 41 NE 57 AS.. _____ 
·U ------ 67 i'~. AT _______ 4:7 

ra__ ___ 
30 

AL. _______ 
32 HD------- 62 'l NT _____ 

82 HI-------- 30 i! 
Cl.,__ ______ 32 co.. ____ 4:l ;,!![ 

C<L---.-.- u· Olf. ... _____ 71· 
CE_ _______ 

32 QH. ________ 
11 

i' 
.·: 
::! Qlt,._ __ 64• Oft.. ______ 

64 
::i 

1: 
DA.---.- 32 

ou _______ 37 IB_ __________ a a· ou ___________ 
37 :i 

DE---- 38 DA. ________ 32 

1 Q.__..., ____ 39 RE___ __________ 98 
il: EA_ ___ 31 RE 98 Elf ___________ 1ft R't.--------- 4:2 

EC_. ----- 32 
RI_ ______ 

30 ER_ ______ 87 RA----------- 39 
m~--- 60 

RQ_. ____ 21' El) ________ 
60 

RS,. ___ 
31 i i ~ ... ____ 41 RB------- 31 ES----------- 84 RI---------- 30 

J!L_ __ R'f.,;... _______ 41 1\Q _______ 28 
... 

21 m_ _______ .;..._ 42 !:; Elf,;_ ___ 111 ET ____________ 
37 ..__ 87 

Si..; ________ 
4;,9 EA., ________ 

35 ST----------- 63 
ns; lil 

sx., ... ____ 34• 10 _________ 32 ---------- 41_ 
~; 

ET_.__ 3T ST------- 68 J!:L.. _________ 
29 ~I..-------- 34 

FI _____ 39 
TL ___ 28 ro _____________ 40 1tt------,.- 78 

FO:.·-~ 40 
TE., _______ 

71 Fl. _________ 
39 TB.-------,.,.,.,.~, 71 

'l'il+--- 71 
TQ ___________ 

50 

H.~--- 3,3 T4------· 46 
~---------- 33 

TI.. _____ 46 
'!'()...,_ _______ . 50 'l'Y.-----·---- 41. H!'~ _____ _;, ___ •28 Tf _____________ 

38 
Ji'r _____________ 2"8 '1'1'-------------- 36 

I.~-----------

TY ____________ 
41 TA. ••••••••••••• 28 

75 IN.. ___________ 75 ~ IO __________ 
41 

j·. UR_ ____________ 
31 IO.----------- 41 UJt _____________ 31 Is __________ 

3$ lS ______________ 35 .·: 

VB.. ____________ 
57 

VE., ____________ 
57 

I..A ..... -.~--- ' 28 I.E. _____________ 37 
LE------------ 37 TotaL .... 2,495 LA_ _____________ 28 TotaL ____ 2,495 

: 

~ i 

; I 

I 
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TABLJI 7-D.-~ 117 dtigraphs ~poling 75% of lhe 5,00(}'(/,igrapis of Tabu 6, arrang~ alp4a--_ · 
. bdically according to I'Mir_ mitialleffer,.....,._ 

AC _____________ _ 

AD------------AI ____________ _ 
AI.:. _________ _ 
All ___________ _ 

AN~-----------AR.. ___________ _ 
AS _________ _ 

AT-----------AU __________ _ 

BE.. ...•••••.•... 

CA. __________ _ 
C& ____________ _ 
Cl{ ___________ _ 

co _____________ _ 

CT "·-----------

DA:. ___________ _ 
DE.. ________ _ 

DI~--------•----
00 .. -------· 
DS~--------I)T _________ _ 

EA:_ _________ _;. 

E<t------------• 
ED~--------•----EI[ __________ _ 

EF --------------
EI~------------
EL._ __________ _ 

Ell ________ "·---
EN _____________ _ 

(1) ·AND ACCORDING TO THEIR FINA~ LE'nERS 

14 
27' 
17 
32 
14 
64 
44 
41 
47 
13 

18 

20· 
32 
14· 
41 
14 

32 
33 
27 
16 
18 
15" 

36 
-32 
60 
42 
18 
27' 
29 
i-4·' 

Ill 

EP --------------
Elt ............. . 
ES ____________ _ 
ft ____________ _ 
gy _____________ . 

FI ____________ _ 

FO~-------------

GE... ___________ _ 
Gl{_ ____________ _ 

HA_ ____________ _ 

HE_ ____________ _ 

HI----------..,.­
HO-•.••••••....•• 
HR_ ____________ _ 

HT _____________ _ 

IC.-----------­
IE.. .. ---------­
I~-------------
IL. ............ . 
IN ____________ _ 

IO-------------
IR. .........• ~---
IS.------------
IT ............. . 
IV--------------IX... ___________ _ 

~-------------LJt ____________ _ 
LI _____________ _ 

Lt~-------------

20 
8'i 
S4 
at 
20 

ag 
40 

14 
20' 

20 
20. 
a a 
2(): 

17 
28 

2.2 
13 
19 
2a 
11l 
41' 
27 
3~. 

2l'; 
25 
15 ,. 

2~­

a7· 
20 
27 

LO _____________ _ 

MA_ ____________ _ 

ME~~------------

NA. .............. . 
NC .. --------"---ND ________ _ 
NE__ _________ _ 

NG.•---------·--. 
NI~-------------
NO .. '-----------
NS _____________ _ 

NT--·---------· 

0,--------------
01,.;~-----------­
OIL·---------" ON ________ _ 
op_:_ _____ _ 
OJt _________ _ 

os~~---------"--
OT -------------
OU~--------

p A_;, __________ .. 

Pl..~--------"'~- . 
PO~-------------
Prl~------------

QU _____________ _ 

RA_ ____________ _ 

RJ)_: ___________ : 
RE_ ____________ _ 

1a 

a6 
26 

26' 
1'9·: 
52 
57 
27 
30 
18 
24 
82 

25 
19 
25 
77 
26'· 
·64t 
14:; 
19 
3?,' 

14 
--23;· 
11, 
18'' 

15 

a9 
17:'/ 
98 .... 

·:·:·. ,} 

R!______________ a 0 
RO.~---------'---• 2 8 
RS~~------------ at:. 
R'r' __________ _.___ 4 2 

SA'.. _________ ·--"- 2 4 , 
SE.______________ 4 9 
51[ __________ "-· 2 6 

SI ..... ----"··•- · .. a 4 so_____________ 15 
ss ___________ "'"· . - . I9 ~ 
S'r~------------- 63 :. 

TA... ___________ _ 
TE... _____ _ 
Tfol. ____________ . 
TI .. ________ _ 

TO~---------
~----TS,; _____ _ 

'rl'~-----Tif..;_ ____ _ 
TY _____ _ 

· ... •), 

tJJ,L_----:~ UR. ___ _ 

Vi : -----~~~ 

WE.-----·------
wo~~--~-~~ ; { 

' ~· .. 

28. 
71 
78: 
u, 
50: 

.. l7 
11'' 
rt-r 

... 36. 
41 

•",! 

~l: 
31 

·,.;.~~; 

~-
1D 

fs1 
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TA.BLE 7-D, Concluded.-71H 117 digrap'M compriaing 75% of lkl 5,000 digmp'M of TaU. 6, 
an-anged alp/t,a,beticaJ.ly according to their inilialletter11-

AN ________ _ 

AT-------------­
AR------------·-AS ___________ -__ _ 

AL----·---------­
AD--------------AI ____________ _ 
AC _____________ _ 

Ail--------~-AU _____________ _ 

BE. __________ _ 

co _____________ _ 
cE_ ___________ _ 

Cl---------~--Cfl _________ _ 

CT ----------·· 

I>~----DA. _________ _ 

DI·------··--·­
DO ... - •. -------
01'.-----------os _____________ _ 

EH-----------·-ER.. ____________ _ 

ED--------·----ES ___________ _ 

EE-------------ET __________ _ 

EA-------------EC ___________ _ 

~-------------

(2) AND ACCORDING TO THEIR ABSOLUTE FREQUENCIES 

64 EI_____________ 27 MA------------· 36 RI _____________ _ 30 
28 
17 

4 7 EP------------- 20 ME______________ 26 RO ___________ _ 

4 4 EV -------------- 2 0 RD--------------
41 EF -------------- 18 32 El(______________ 14 

27 
17 
14.-
14 
13 

18 

41 
32 
20 
14 
14 

33 
32 
Z7 
16 
15 
13 

111 
8.7 
60 
54 
42 
37 
35 
32 
29 

FO ____________ _ 

FI _____________ _ 

G}l ____________ _ 

GE. ____________ _ 

HI---------~----
HT -------------HA_ _____________ 

HE-------------HO ___________ 
HR._ _____________ 

IN _____________ 
IO ____________ 
IS ______________ 
IR. _____________ 

IT.~-----------
IV------------IL_ ____________ 

I C~------------
IG·-··----------
IX.. _____________ 
IE ______________ 

LE--------------
LA-------------
LL--------------LI ______________ 
LO ______________ 

40 
39 

20 
14-

33 
28 
20 
20 
2() 
17-

75 
41 
35 
27 
27 
25 
23 
22 
19 
15 
13 

37 
28 
27 
20 
13 

NT-------------· NE_ ___________ _ 

NO------------· 
NI------------· 
NG------------· NA_ ___________ _ 

NS-------------· 
NC-------------NO _________ _ 

ON _____________ _ 
QR_ ____________ _ 
au _____________ _ 
OF ____________ _ 
oM.. ____________ _ 
OP _____________ _ 
QL_ ___________ _ 

OT --------------QS _____________ _ 

PE. ____________ _ 
PR_ ________ , ___ _ 

po ____________ _ 
PA-------------· 

QU _____________ _ 

RE., ____________ _ 
RT _____________ _ 
RA_ ____________ _ 

RS _____________ _ 

82 
57 
52 
30 
27 
26 
24 
19 
18 

77 
64 
37 
25 
25 
25 
19 
19 
l4 

23 
18 
17 
14 

15 

98 
42 
39 
31 

ST --------------SE. ____________ _ 
SI _____________ _ 
SH_ ____________ _ 
SA. __________ _ 
ss _____________ _ 
so _____________ _ 

63 
49 
34 
26 
24 
19 
15 

TH______________ 7 8 
TE______________ 71 
TQ______________ 50 
TI______________ 4 5 

'l'Y -------------- 41 ft____________ 36 

TA.____________ 28 
TS______________ 1 ~-

TT -------------· 1 9 TR__________ 1 7 

(JR._____________ 31 
UN______________ 21 

VE______________ 57 

WE______________ 2 2 
wo______________ 19 

YT______________ 15 

TotaL... 3, 7 45 

TABLE 1-E.-All Ike 1,.98 digraphs of Table 6, a.rranged.first alphabetically according to their initial 
·letters and then alphabetically according to their final letters. 

(BEE TABLE 6.-READ ACROSS THE ROWS) 

):' 
;: . 
l·:! 
1
,. 
·,! 

. \ 

·:i. 

!:-

j 
-,_ 

. t 

i 
i. 

j 

j 
I, 
\' 

i. 
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TABLE 8.-7'A6 488 diJ/61"em digraph~ of Tabl6 8, arranged firBI alp'/w,betically according lo their 
initialleflers, and fkeft, aooording fo their absol'Ufe fr~ und61" each initial l6Uer I 

AN _________ 
64 CT-------·· 14 

ED ___________ 
60 GH. _____________ 20 AT ____________ 

47 CI __________ 7 ES _____________ 54 GE.. ___________ 14 AR_ ____________ 
44 CL----------- s EE.. ••.....•..••• 42 GA ___________ 7 AS _________ 
41 

CK_ ___________ 
4 ET ------------ 37 GO-------------- 6 

AI._ __________ 32 
CR., ___________ 

4 
EA.. _________ 

35 GI •.••..•••••••• 5 
AD---------- 27 cu ________ 4 EC •••••••••.•••• 32 GR.. ___________ 5 
AI---------- 17 

cc ___________ 
3 EL.. •••••.••..••• 29 GT --------,·--- 4 

AC ___________ 14 
co ______________ 

1 EI .......•...... 27 GN ____________ ·a 
AIL _________ 

14 CF------- 1 
EP _______ 

20 GS ••..........•• 3 AU. ________ 13 Cll.. __________ 1 EV ------------- 20 Qc ____________ 2 
AP------- 12 CN.. ••....•...••• 1 EF -------------- 18 

GF ___________ 
2 AY __________ 12 

cs ____________ 
1 

EM.. ___________ 
14 GI, _____________ 2 AV ________ 7 cw ________ 1 

Eo ____________ 
12 GP. ___________ 2 

AB--------- 6 CY -----------·· l 
EQ.. _________ 12 GU ____________ 

2 
AG ___________ 6 

EH_ ____________ 
7 GD ...•••..•.•••• 1 

AF ·····-····-· 4 DE._ __________ 33 
EW ____________ 

7 GG_ ____________ 1 
"------------ 3 DA.. •••..•...•..• 32 EX_ ___________ 7 GJ -------------- 1 
AI.---------- 3 DI------------- 27 EB ..........•... 4 

Gil ____________ 
1 Aft ____________ 

2 DO ___________ 16 
EQ _____________ 

4 QW~---------- 1 AJt ________ 
2 DT-----------· 15 

EY ___________ 4 
AO 2 

os ___________ 
13 EU _______ 3 AE., ______ 

1 DR.. __________ 12 EJ ~------------- 1 AJ ______ 
1 oo _____________ 8 £Z.. __________ -- 1 H!~----------- 33 

D;F ------------- 8 
llr ___________ 

28 BE.. ___________ 
18 OIL _____________ 5 FO--------~- •o ~-----~-- 2() BY __________ 
7 DP ----------- 5 

FI __________ 3'9 H&. •••••••• .:.. ••• 20 BL_ _______ 6 DU~----------- s FF _______ u liD~---------- 20 sA. _____ 4 DB------------ 4 
F'f ___________ 

11 
HR.. ___________ 

i7 so __________ 4 DC ____________ 4 
FE_ _________ 

10 HtJ ______________ 
8 

BI. __________ 2 DN .. ------·-···· 4 FR.. __________ 
9 HF -------------- s BR.. ____________ 2 ow ______________ 

4 FA:_ ____________ 
5 HS ..•...•.•...•• 4 au _____________ 

2 DL_ ____________ 3 FS ••••••••..•.•• 3 HC~------------- 3 BJ ____________ 
1 DV ------------- 3 

FU ____________ 
3 HN~----------- '~ 

all_ _______ 1 
oo _____________ 

2 
FC ____________ 

2 
HI) ____________ . 

2 as _________ 
1 DH_ __________ 

.2 
FL_ ___________ 

2 
Hll ________ 

2 B'J.' ____________ 1 DQ.. _____________ 
2 FD.----------· .1 HB-----~- t· 

DJ -------------- 1 ~------------ 1 
HL.. ___________ 

t co ______________ 41 DY •••••••••••••• 1 
FM_ __________ 

1 HP~---------; .• ·1" 
CE.·----------- 32 FP _____________ 

1 HQ.. _____________ 1 
CA.. ______ • ____ 20 EN •••••••.••••• 111 FW_ ••••••••••• 1 HI----------·-· 1 CH_ ____________ 

14 
ER. ___________ 

87 "--------· 1 
flY ____________ . 

1 
1 For arrangement alphabetically first under IDtfallettera and then under final letters, see Table 6 • 

• 
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TABLII 8, Contd.-TM 488 diJferent digrapl&s qf Table 8, ona,ngedfirll alpAaHiictJlly according lo 

t 
their initial letters, and lhm according to tlwir ab1olule ~ 'IJifl.der each imnal later 1 

IN ___________ 76 LI ______________ 20 NE ___________ 57 OA _____________ 7 IO ___________ 
4:1 LO ______________ 13 ND-----·-----·-· 52 ov -----------· 7 

i'i!. IS ______________ 35 LY----·--··---- 10 NI _____________ 30 
oo _____________ 

6 
"' 

IR_ _________ 27 LD--·····-----· 9 NG ____________ 27 OI---··--------- 6 
~~ IT _________ 27 LT _______ 8 NA. _______ 2-6 

QB__ _______ 
4: . 

~ ' ~-

r IV---------- 25 
LS ________ 

6 NS ________ 24 OE __________ 3 
,!iii t 

!!.'" 
IL. ________ 28 LB------ 3 NC ______ 19 OH. _______ 8 f. ~ 

t 
IC ________ 22 LC _______ 3 NO ________ 18 QG ________ 2 

I' 
IG .•••••• --

LF ____ NF ________ 1'. 19 3 9 OK. _______ 2 ¥ 

I' IX. ______ 15 LP--····-- 3 NN ________ 8 
oy ______ 

2 
! IE. _________ 18 

IJL _____ 
2 

NU __________ 
7 OJ _____ 1 .; 

IF. ___ 10 LR._ _____ 2 IlL.. ______ 
5 ox_ _________ 1 IlL ______ 

9 LU _____ 2 --- 5 
IA_ _____ 

8 LV ____ 2 
NY _____ 5 PE_ __________ 28 

IP _______ 7 LW ____ 2 Nfl _____ 4 PR_ __________ 
18 

ID ______ 6 
LG_ ___ 

1 Nil ______ 4 PO ________ 
17 

Ul.:..... __ l 
HP ______ 

3 PA. _______ 14 
-IB ________ 2 ·LN _____ 1 

NV ______ 
3 PL. ______ 13 

I 
; 

IK_ _________ 2 •------ 3 
pp _________ 

11 IZ. _____________ 2 
IIA._ ______ 

36 
NB _________ 2 PT ________ 

8 
liE 26 NK_ ____ 2 PI 6 JE_ ________ 2 ---------·- 13 NJ _________ 1 PS ________ 6 

JO __________ 2 110. ____ 10 
NQ.. ___________ 1 PM_ _____ 

4 'Ju _________ 2 
III _____ 

9 
PH_ _______ 3 

JA_ __________ 1 liP __ 
8 ON __________ 77 PU ______ 

3 
JIB._ _____ 

6 OR.-----·-···-- 64 PF _______ 2 
KE_ __________ 

6 
liS ____ 

4 
.ou __________ 37 PB _____ 1 

i' KI----------- 2 IIC _____ 3 OF ________ 25 PC ______ 1 
KA_ __________ 

1 MR. 2 011. ________ 25 PD ••••• -- 1 
KC __________ 1 liT _____ 2 OP ----------- 25 PN ______ 1 
KL_ _________ 1 JIU __ 2 OL. _______ 19 

py _______ 
1 

KN__ ______ 
1 

JIY _________ 
2 OT __________ 19 PW ________ 1 

KS.·-·--·-- 1 
MD _______ 1 os __________ 14 

py ________ 1 JIF ________ 
1 

LE. ••• ..,. •••.•••• 37 JIH.. ___________ 1 
oo ___________ 12 QU •• ·-·---·· 15 

LA_ ________ 
28 oc __________ 8 Qll. _________ 1 

u.._ __________ 27 NT--·-··---···- 82 ow _________ 8 
QR_ _________ 

1 

I For arrangement alphabetically tint under initial letters and then under final letters, see Table 6. 
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TABLE 8, Concluded.-The 488 different digraphs of Table 6, arranged first alphabetwall:y according 
to thsir initial letters, and then according to thsir absolute jreg:u,encies 'llilt.der each initial letter 1 

. 
RE ...........•.• 98 SR. ••••••••.••.• 5 us ______________ 12 XI ..•••••••••••• 2 
RT -------------- 42 SN ______________ 4 UT -------------- 12 XP ------------- 2 
RA ______________ 39 sw ______________ 4 UE ______________ 11 XD ______________ 1 
RS ______________ 31 SB ______________ 3 UG ______________ 8 XE ______________ 1 
RI _____________ 30 SM_ _____________ 3 UL ______________ 

6 XF ______________ 1 
RO •••••••••••••• 28 SG ______________ 2 UA ______________ 5 Xli _____________ 1 RD _____________ 17 SL ______________ 2 UI ______________ 5 IN ______________ 1 
RP -------------- 13 SK. _____________ 1 Ull ____________ 

5 :x:o ______________ 1 RR. _____________ 
11 sv -------------- 1 UB ______________ 

3 XR_ _____________ 1 
RC ____________ 9 sy ___________ 1 uc ______________ 3 

xs _____________ 
1 

RM_ ____________ 9 uo _____________ 
3 

RY ----------- 9 
TH_ __________ 

78 UP------------ 2 YT ------------ 15 
RG ______________ 7 TE_ _________ 71 UF -------------- 1 YF -------------- 11 
RN ______________ 7 

TO ________ 
50 uo _____________ 1 YS __________ 11 

.RF ------------- 6 TI ____________ 45 uv ______________ 1 YO .............. 10 
RL __________ 5 TY ________ 41 

YE_ ___________ 
9 

RU ___________ 5 
TW ______ 

36 VE _____________ 
57 y A_ _____________ 6 

RV ------------ 5 
TA.. __________ 

28 VI ___________ 12 YN _____________ 
6 

RW __________ 4 TS _________ 19 VA _____________ 6 
YC ____________ "4 

RH_ __________ 3 
TT _________ 

19 vo __________ 1 YD •••• ~------- 4 RB ____________ . 
2 

TR_ _______ 
17 VT ---------- 1 YR. ___________ 4 

RJ ----------- 1 TF ---------- 7 YI __________ 
3 

RK_ __________ 1 ™----------- 7 WE _____________ 22 yp _________ 3 TC ___________ 
6 wo ______________ 19 YB--------- 2 

ST ------------ "63 ·m ____________ 6 WI ___________ 13 
YL_ __________ 

-~.2 
SE ____________ 49 ------------- 6 WA.. __________ 12 YJL _________ 2 si ____________ 34 

TL_ ___________ 
6 

·m _________ 
4 ·YG ____________ 1 

SH. ____________ "26 TU ____________ 5 
WN ____________ 

2 
YH. __________ 

1 SA. ___________ 
24 TB _____________ 3 WL.. ________ 1 YU _____________ . 1 ss _____________ 19 TP ------------- 2 

WR_ _________ 
1 YW _________ 1 so ___________ 15 TQ _____________ 1 ws ___________ . 
1 sc __________ 13 TQ_ ___________ 1 fi __________ 1 ZE_ _______ 2 SF ___________ 

12 TZ _____________ 1 
ZA_ _______ 

1 su _____________ 11 XT ---------- 7 
zi ___________ 

1 
-SP ------------ lO UR_ __________ 31 XA_ ___________ 2 ·so _____________ . 5 UN _____________ 21 :x:c ______________ 2 TotaL ... 5, 000 

I For.arrqement alphabetically first under initial letters and th~ under fi.MI letters, see Table 6. 

. .. 
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TABLlil 9-A.--.:The 438 dij/tf'em digrapha of Table· 6, arrang«l jirlll· altplll1MticaUr aecoraifi{J lo IW 
. ji:nal lellt1'8, and lhm auordifi{J lo lw·a,lnol'ti.Ufr~ 

n_ _____________ 39 EC ..•......••... 32 RE ......•....... 98 GF ----------·--- 2 
MA •••••....••••• 36 IC .•.. ---------- 22 TE_ _____________ 

71 PF _______ :. ....•• 1 
EA_ _____________ '35 NC ______________ 19 NE ....•....•..•. 57 

CF ______________ 2 DA ______________ 32 AC .... ---------- 14 VE_ _____________ 57 MF -------------- 1 
LA..----------·--- 28 sc ______________ 13 SE ______________ 4:9 tJF -------------- 1 
'l' A.------·------ 28 RC ______________ 9 ·EE_ _____________ 42 XF -------------- 1 
:NA.------------- 26 oc ____________ . 8 LE_ ____________ 37 
SA. _____________ 24 ·'l'C ______________ 6 DE.. __________ a·3 

-CA.------··-~--· 20 oo ______________ 4: CE ______ ......... 32 NG .......••••.•• 27 fiA.. ____________ 
20 ·YC ______________ 4 ME-----------~-- 26 IG •••....•.•.••• 19 ·p A_ ____________ ._ 

... 14 ·cc ___________ 
3 PE.. ____________ 23 UG.~---------· 8 

WA. ............... 12 He ____________ 
3 WE .....••••..••• 22 RG. ___________ 7 !A_ _______ ,.. _____ :.· ·8 LC __________ • __ • 3 JJE.. ____________ 20 AG. __________ 

6 
·GA.------·-·--· .. 7 IIC ................. .. .. 3 BE.. ____________ 18 EG. ____________ 4: 
OA.--------·- .. 1 uc ______________ 3 GE ......•.•..•.. 14 DG ____________ 2 .v A_ ____________ ,. 

... ... ·:·6 FC ___________ •• 2 IE.. _____________ 13 OG •••••....••••• 2 
. YA.----------- 6 GC ___________ 2 UE ________ • _____ 11 SG. ___________ 2 
.i' !.----------~ .. 5 ~------------- 2 

FE_ ____________ 
10 FG-------------· 1 

VA.------~-~~-~~--
.. 

i 'l{t:__ _______ ~--~- 1 YE _____________ 9 
·oo ____________ 

1 _BA.. ________ _: __ . 4 PC .... ---~------ .. 1 KE------------- 6 
LG _____________ 1 

~=~~~~~:=~= 
3 OE _____________ 3 TG ______________ 1 
2 JE.. ___________ ~ 2 ·YG .•.....••••••• 1 

J }._ __________ .• ,__ 1 ED .... ----~---- ~0 ZE---------~--- 2 
KA..--------·---- ::1 )1>. _____________ .. .62 AE...·---~------ 1 2:.\ ______________ 1 AD------------- ~7 ~----------·- 1 

RD .... -----~---- .p 'l'H.. _______ ~----- 78 
·AB-------··-··---· •' 6 OD .... -------~~- .12 SH------------- 26 
Mit.-----·-·--·· ..... 6 LD----------~~-~ 9 Glt ____________ 20 
'bB _______ ._., ____ .. ·4 DD--------~----- 8 OF _____ _: _____ 25 ca _____________ 14 
EB.------·-----·- 4 ID ______________ 6 EF -------------- 18 EH.. ________ ~_-___ 7 
08.---------·--- 4 :ro ________ ~---~- ·:6 SF ____________ 12 NH.. _____________ 4 
LB----------·-··- 3 .SO •••• --~----- 5 FF -------------- 11 WH.. _____________ 

4: 
'SB.--------~---· ~3 

yO _____________ 4 YF-----···------ 11 
oa ___________ 

3 
·'1'B--------·----- 3 UD ••.. --------- 3 .IF-----~-------- 10 

Pit ____________ 
3 ·UB ______________ 3 HD ______________ 2 NF ______________ 

9 RH. _____________ 3 
lB.-------···-·- r 2 CD _____________ 1 PF ------------- s AH. _____________ 2 
NB.--------·--·- 2 f'D --------·----- 1 'l'F ------------· 7 Dlt .••..••..•.•• 2 
RB .............. 2 ·co _____________ i ~ ------------- 6 

Lit ____________ ~ 1 
. YB .. -----·----·-

.. :2 MD--------~----- i tiF-------------- 5 -:MH_ ____________ ~- 1 
HB •• -----··---·· i PD .... ---~------ i. AF -------------- 4 m _____________ 1 
"PB ................ 1 Xo .... ---~-~---· 1 LF ----·····----- 3 YH.. _____________ 1 

.. . " . . . .... : ... ~:·;" .. 

:I 
i' 

:: ·., 
'I 
I 

,, ; 

I . 
I ' 
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TABLE 9-A, Contd.-H6 438 dtlfmm digrap"M of Table 8, arrM&ged.firlll alp~fl aceordift{l 
to IA.N fifllllletlera, cmd lhm ~ng fo IArir abaolule ~ 

TI-------------- 45 LL.. _____________ 27 AN ______________ 64 RP ------------ 18 
FI ______________ 39 IL-------------- 23 UN ______________ 21 AP ------------ 12 
SI ______________ 34 OL.. _____________ 19 NN ______________ 

8 
pp _________ 

11 
HI ______________ 33 

PL._ ____________ 13 ftN _____________ 7 SP ------------ 10 
NI ______________ 30 

BL ______________ 
6 

TN _____________ 
7 liP ____________ 

8 
RI ______________ 30 

UL_ ____________ 
6 

YN ____________ 
6 IP ------------- 7 

DI ______________ 27 CL------------ 6 
DN ______________ 4 DP -------------- 6 

EI ______________ 27 NL _____________ 6 SN _____________ 4 LP ----------- 3 
LI------------ 20 

RL_ ___________ 
.5 

GN ____________ 
3 NP ----------·-- 3 AI ______________ 17 TI,_ ___ 6 

HN ___________ 
3 yp --------- 3 

WI ______________ 13 DL.. ___________ 3 WN----------· 2 GP ---------- 2 
VI ____________ 12 Fl.,_ _______ 

2 
CN ____________ 1 TP _________ 2 

III ______________ 9 
GL_ _________ 2 KN ____________ 1 Uf _________ 2 

CI ____________ 7 SL.. __________ 2 LH------------- 1 Xf ______ 
2 

PI _____________ 
6 

YL_ _________ 
2 PH--------- 1 FP ________ 1 

GI ___________ 
6 HL..-------- 1 XN----------- 1 HP---- 1 

OI----------- 6 
KL. _______ 1 EQ._ _________ 12 UI ___________ 

6 
WL.. ____________ 1 TO __________ 

50 
DQ. ______ 2 YI __________ 3 co __________ 

41 HQ_ _______ 1 BI ___________ 2 OJL ________ 25 IO __________ 
41 

NQ_ _________ 1 KI _________ 2 All ___________ 
14 

FO _________ 40 'TQ_ ____________ 1 XI ______________ 2 ZI ____________ 1 -------- 14 
RO _____ 

28 fR _______ 87 ----------- 13 
HQ _________ 

20 OR. _________ 64 IJI.. ___________ 
9 

·wo ________ 
19 

AJ ---------- 1 Rll_ __________ 
9 

NO ______ 
18 

AR_ ______ 
44 

BJ ----------- 1 TJl ________ 6 
PO _________ 

11 
tJit_ ____ 31 

DJ ----------- 1 DJL _____ 
5 

oo _______ 
16 

IR. _____ 27 

EJ ------------- 1 ----- 5 ·so __________ 
16 

fR. ____ 18 
GJ _________ 

1 UIL _______ 
5 

to _________ 13 
Hft. _______ 

17 
NJ ________ 1 PM_ __________ 

4 EO ________ 
12 'l'R..----- n 

OJ _________ 
1 Sll.. _________ 

3 
110 __________ 10 

DR_ _______ 
12 

RJ ----------- 1 Hll_ ________ ~_ 2 yo ___________ 
10 

RR. ___ 
11 

FR._ __ 
9 IJl _____ 

2 
GO ________ 

6 .GR.------- 5 CK_ ______ 4 
Yll_ ________ 2 oo _______ 6 sa_ _________ 

6 ,AK_ ________ 
2 

BJL _________ 
1 

so ____________ 
4 ca_ ____ 

4 IJL _______ 2 
CJl __________ 

1 
AO ____________ 2 

MR.-------- 4 NK_ _____ 
2 

Fll.. __________ 
1 JO _____ 2 

YR.------ 4 OJL _________ 2 
GIL ________ 

1 
uo _______ 

1 BR_ _______ 
2 RK_ _________ 

1 
QIL __________ 

1 
vo __________ 

1 LR.------- 2 
SK.----------- 1 

xo __________ 1 -------- 2 EN ___ 111 
QR_ ____ 

1 
AL.._ __________ 

32 ON"--------- 77 OP ----------· 25 
Wit ____ 

1 EL.. __________ 
29 IN __________ 75 EP ---------- 20 

XR_ ________ 
1 
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TAiit;:m 9-A, €ecluded.-TM 488 tli.:l~rllli llig;itpAs. ~J<Tdbll B, lm'IM~ )fj.t ~~ 
according to their fi'Ml Wier •• w·~mm. ~iAI ld thaf tibsol'Uie jreg:uemiu 

ES ______________ 54 OT ______________ 19 Ju ______________ 2 
Ptl ........ 

--~--~~~-~~---· 
;. 

1 
AS ______________ 41 'rl' -------------- 19 LU ______________ 2 ""-------------- 1 
IS ______________ 8'5 M' -------------- 15 ·MU-------"------ 2 ' 

'1 ... 
_,;1.'1 

ftS ______________ 81 .ft ______________ i& 'Yt] _____________ " ; ·1 :)lk_ _____________ '!>5 
NS ______________ 24 CT -------------- 14 EX_ _____________ 7 
ss-------"------ 19 ~-------------- 12 IV ______________ -!6 1>1------------- :<~ 
TS ______________ 19 F'J' -------------- 11 EV -------------- 20 ,. 

. -~ .·,l·. os ______________ i4 LT-------------- 8 Av _________ "·"-- 7 ·~ -------------- ·~j 

tiS-----------"-" 18 f!;\' -------------- 8 ov --------"····" ·t 'Iii-------------- .J'I us ______________ 12 ~ -------------- 1 RV -------------- 5 f.,"f _____________ " :J\0 'Y$ _____________ ll G':\'-------------- 4 1)\r _______ ~-""~-~ 8 RY ______________ 9 
LS ______________ 

6 liT-------------- 2 NV-------------- 3 BY-------------- ,7 
. pg ______________ 8 :BT -------------- 1 tlV -------------- il NY-------------- 5 
.HS ______________ 4 VT -------------- 1 

t'\1 ______________ 1 EY ______________ 4 
MS-------------- 4 sv -------------- 1 .Mf -------------- 2 
PfL .. ___________ 3 ou ______________ n tN~------------- 1 OIY'~------------- ·I 
GS-~------~~---- a QU _____________ 15 cy _____________ 1 
BS-----~-------- 1 Ab~--------~---- 13 . T\t ____ ·----~----- ·'36 DY---~--~---~--- 1 cs _____________ 1 ~¥-~------~----- H ow ___ ~---------- ··.g FY ______________ 1 
KS ______________ 1 H\1.:----·-------- 8 EW. ____________ 7 HY -------------- 1 
.ws ______________ 1 ~=~~~~~~~~~~~ 7 ow .............. 4: ,P.Y ______________ .l ;XS ______________ 1 5 RW ______________ 4 . S,Y -------------- 1 

~TJ-------------- 5 S\V ______________ 4 ·n-----------~--
... 

1 
NT-------------- 82 '1'\1 ______________ 5 A\'1. _____________ 3 Iz_ _____________ 
ST -------------- 68 c(L ____________ 4 NW -------------- ~ 2 
AT------------- 47 su ______________ 8 LW -------------- 2 Ez---.----------- .1 
RT --------"·---• 42 ru ______________ 8 cw ______________ 1 'l'Z ______________ 1 

. ET -------------- 37 PU ______________ 3 FW ••...........• 1 

. HT ------------- 28 BtL ............ 2 Gw -------------- 1 TotaL ___ 5; 000 
IT-------------- 27 GtJ ______________ 2 HW -------------- 1 .. ' ·..i 

_;. 

148274--38-9 

i : 

' i 
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TABLE 9-B.-Tiwl 18 tligrq.phl composing 16% of t'M 6,000 digraph~ of Tabls 6, arranged alpho.-
. beticoJJ,y according to their .fi'IUd letterlt--

(1) AND ACCORDING TO THEIR INITIAL {2) AND ACCORDING TO THEIR ABSOLUTE 
LETTERS FREQUENCIES 

ED------------- 60 IN ______________ 76 ED-------------- 60 IH------------ 75 
ND.------------ 52 ON _____________ 77 ND ______________ 52 AN-------------- 64 

NE_ ____________ 57 
·TO _____________ .00 RE_ _____________ 98 

TO ______________ 50 
RE_ _____________ 98 

TE_ _____________ 71 
SE_ _____________ 49 

ER. _____________ 87 NE ______________ 57 
ER_ ____________ 87 

~-------------- ·71 
pR. ____________ 64 VE ______________ ·;57 

OR. ____________ 64 
.\'E_ ____________ 57 ,. SE ______________ 49 

ES .... --------- 5:4: ES------------- 54 
TH_ _____________ 78 NT-------------- 82 Ta------------- .78 _NT ______________ 82 

ST ------------- 63 ST ------------- 63 
AN _____________ . 64 EN ______________ 111 
EN ______________ 111 , Total _____ 1,2.9 ON------------ 77 Total. .... 1,249 

I '· . 

TABLE 9-C.-The 68 digraphs composing 60% of the 6,000 digraphs of Table 6, arranged 
a),phabeticaUy according to their .final letter~ 

DA.-------------EA. ____________ _ 
LA_ ____________ _ 

MA_ ____________ _ 
RA,__ __________ _ 

,.!_ ____________ ~ 

. ~:c ...... -------·-

ED------------­
ND.--------··--

CE_ ____________ _ 

DE. .•.•......... 
EE_ ___________ _ 

LE_ ____________ _ 
NE_ __________ _ 

32 
35 
28 
3~ 
39 
.28 

32 

60 
52 

32 
33 
42 
37 
57 

(1) AND ACCORDING TO THEIR INITIAL LETTERS 

RE______________ .' 9 8 ~N______________ ll1 
SE._____________ 4 9 IN______________ 15 
TE.____________ 71 ON______________ 7 7 
VE______________ 57 

'TH_ ____________ 78 
:PO ______________ 4•1 
.FO ______________ 4() 
.IO ______________ .u FI ______________ 39 RO ______________ 28 

HI .............. 3.3 TO ______________ ·50 
NI ......•.•.•.•• 30 
RI _____________ 30 
SI •........•..•• 34 

AR. ____________ 44 

TI .............• 45 
ER_ _____________ 87 
OR. _____________ 64 

AL. ••........... 32 
UR. ____________ 31 

EL. ____________ 29 
AS .............. 41 

AN •••••••.•••••• 64 ES •............. 54 

·Is __________ _ 

RS-----------

.AT ••• ______ _ 

·ET-----------HT. _________ _ 

·NT·------------RT. _______ _ 

81---------

ou __________ _ 

35 
31 

·'1 
·.37 
28 
8-2 
42 
63 

37 

TW---------- 36 

TY__________ 41 

Total...... 2, 495 
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TABLE 9-Q, Coneluded.-TAI 6S digra.p,., COJApoA'A{I60'fo fff·:-'M 6,000 d~ oj Tabl, 6., 
arranged alphabefictilly accord.i"'fflo. ~fiMI,, ,_,,,___ 

RA--------------IlA.. ___________ _ 
EA. ____ _ 
DA. ________ _ 
LA.. _________ _ 
T A. ___________ _ 

EC-----------~ 

ED----------NO ___________ ~ 

RE_ ____________ _ 

TE.. ___________ _ 
NE_ ___________ _ 

VE_ _________ _ 

SE.. ____________ _ 
EE_ ___________ _ 

(2) AND ACCORDING TO THEIR ABSOLUTE FREQUENCIES 

39 
36 
35 
32 
28 
28 

32 

6Q 
52 

98 
71 
57 
57 
49 
42 

I.E_________ 3 7 
DE.._________ 33 
CE..___________ 32 

TJi___________ 7 8 

TI_____________ 4o 
FI_____________ 3 9 
st..__________ 34 
HI_____________ 33 
NI_____________ 30 
RI-------------- 3 0 

AL______________ 3 2 
EL.._____________ 2 9 

EN •.• "---------- 111 

0~------- 1~ 
IN__________ '! o 
~---------- ~· ,. 
'i'o____________ 6o 
co_____________ ·41 
IO___________ 4f .-o ______ _:____ •o 
R6.__________ 28 

ER.____________ 8 7 
OR .... .:...__ 64 
AR-------------- 44 tJR______________ 31 

E5_____________ 54 
AS______________ 41 

IS ___________ _ 

R$----------~--
•. ~ 

"'*"----------
81.---------
.&'1'-------~-~~ 
R'f ------------~. 
ET--------­
~-------------
ou __________ _ 

TW -------------· 

TY --------------

····· . ·' 
37 

36 

TotaL.... 2, 495 

. TABLE 9-D.-.7'718117 digrapluJ composing 76% of the 6,000 digrapluJ of Tabk 6, arranged 
alp/w,betically according to eMir final ktterB---

(1) AND ACCORDING TO THEIR INITIAL LETTERS 

CA.------------· 20 ND------------- 52 EF ________ 18 SI ______________ 34 
DA.. ____________ 32 RP-----·· 17 OF ___________ 25 TI ______________ 45 
EA_ __________ .35 
HA. __________ 20 BE.. ___________ 18 IG _________ 19 AL_ _____________ 32 LA.. _____________ 28 CE. ___________ 32 NG. ___ 27 EL_ _____________ 29 JIA.. __________ 36 DE.. _____________ 33 IL. _____________ 23 NA. _____________ 26 EE_ _____________ 42 CH_ ________ 14 LL_ _____________ 27 p !._ ___________ 14 GE. _____________ 14 GH_ __________ 20 OL. _____________ 19 RA._ _________ 39 HE.. _____________ 20 

SH_ _____ 
26 

SL .••..•....• 24 IE.. _____________ 13 
TH_ _________ 

78 All _____________ 
TL---------· 28 

I.E_ _____________ 
37 14 

ME_ ___________ 26 A:t ________ 17 
EM_ ____________ i4 

AC _____________ 14 NE_ ____________ 57 DL ___ 27 
OM.. _____________ 25 

EC------------- 32 PE. _____________ 23 EL--------- 27 I c ______________ 22 RE_ ____________ 98 FI _________ 39 
AN ______________ 

64 NC ____________ 19 SE.. ____________ 49 HI ____________ 33 EN _____________ 111 TE.. _________ 
71 

LI ____________ 20 IN ______________ 75 
AD------------ 27 VE., ___________ 57 NI __________ 30 ON ______________ 77 
ED------------· 60 WE.._ ____________ 22 RI __________ 30 UN ______________ 21 

. i 
:! 

. i 

...... 
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TABLE· 9-l>, dontd.-TAe 111 di/ll'aphs eotn.poring 76% of IM 6,000 digrap'M of 7b&lt 6, a7'f'tJhged 
f1lpMh~l11 ttt~M'di'nl ,, tAeir fiMllMNri'--'-

(I) AND ACC10RDlN'G 1'0 THEIR; INITIAL LE't'i'EM-Cdntliiued 
co ____________ 41 AI\.. ________ 44 os ______________ 14 fi ______________ 13 
DO _____________ 18 Ti\.. _____________ 1'1 i:s ______________ 31S 
FO _____________ . 40 tnt _____________ Si ftS ______________ 31 

AU _____________ 13 
ko ______________ 20 ER_ _____________ 87 

ou _____________ 37 
l:o ______________ 41 CUt ____________ 64 AT ______________ 47 

QU _____________ 15 
1.() ______________ is fit. _____________ 18 CT ______________ 14 EV ______________ 20 Mo ______________ 18 Hfl _____________ 17 D'l' -------------- 15 
:flo ______________ iT Itl _____________ ~1 itT-------------- 8? IV-------------- ~6 

it() ______________ 28 .rr ______________ 28 ft -------------- 38 so ______________ 15 AS ••••••.••••.•• 41 IT ______________ 2'1 To ______________ 50 ss ______________ 19 ir1' -------------- 82 IX. _____________ 15 
wo ______________ 19 TS ______________ 19 OT -------------- 19 ns ______________ ia RT -------------- 42 TY ______________ 41 
EP -------------- 20 ES ______________ S4 $T ______________ 68 
OP -------------- ~5 NS ______________ 24 'f! -------------- 19 Total ..... 3· , 745 

(2) AND ACCORDING .TO THEIR ABSOLUTE FREQUENCIES 

RA ______________ 39 TE. ____________ 71 TH_ _____________ 78 AM_ _____________ 14 
IIA_ _____ ~------- 36 HE-----~-----·- 57 ·SI{ ________ ~---- 26 EM_ _____________ 14 
EA. _____________ 35 

. VE._ ____________ 57 GIL ... ~------- 20 
DA. _____________ 32 SE. •. ----•··"-- 49 

CH. ____________ 
14 EN ______________ 111 LA,_ _____________ 

~8 EE ______________ 42 !!. _____________ 28 t.E_ _____________ 37 
1'I ______________ 48 ON.-----~----.:... 77 

Hi.. _____________ 26 bE. _____________ 33 
:rt ________ ~---"- 89 

IR ______________ 15 
SA. _____________ 24 CE-------------- 32 

SI ______________ 34 AR-------------- 84 

CA. _____________ r.to ME.. _____________ 26 
KI ______________ a a UR ____________ 11 

HA_ _____________ ~0 
~£.. _____________ 23 

N:t ______________ ao 
:PA.. _____________ 14 WE_ _____________ 22 

lt:I ______________ ao '}'(:) ______________ 5o 
At_ _____________ 2() 

bt ______________ ln ljQ ______________ 41 
EC-------------- 32 !! ______________ ~'1 to ______________ 41 rc ______________ 22 $1!:.. _____________ 18 

Sat ______________ ao rtJ _____________ 40 NC ______________ 19 ~------------- 14: 
At ______________ 17 :ft() ______________ 28 Act _____________ 14 IE ______________ 13 ··- !tO ______________ ~0 -AL-------------- 8J 

·---------"·--- 80 Ill...----------·-- 29 
wo ______________ 19 

NI'-----·--··---- 52 OF-----------~-- 25 LL., _____________ 27 N(L ...... ~----- 18 

Ail------------- 1.7 ¢1i'------------- 18 IL.. _____________ 23 
p(] ______________ 17 

" oo _____________ 16 RD-------------- 17 
QI,._ ______________ 19 :RG ______________ 27 so ______________ u 

t(E ______________ 98 
j:'Q ______________ 19 ()y_ _____________ 25 LO •..... ________ 13 
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TA~Lii 9-ll, CoPclud.Qd,.....,.fke l17 ~ ~~~-·~·~'; .. ·. iil .. f./)()Q ~:~oT~ f}f 
(11'1'(!.'nfled .Z:ph4b~11~ Ce ,_fi.W:~a,. ~., ':"·'! ....... · -. 

(2) AND ACCORDING TO THEIR ABSOLUTE :i':ri.EQUE~OtECd~~~~.,\1' ·:,! ....... . 

OP.-.----------- 25 ~-------------- 54 AT·-----------~- 4 7 . QU------~~------ . !A· 
EP______________ 20 AS______________ 41 RT ...... ,~.._,.- 42 . AU______________ ·t.a· 

IS______________ 3 5 ET------~----~- 3 7 .. , .. 
RS______________ 31 H'I'------~~-~}_":._ 28 · . · : IV~---------~--- 2lf 

ElL____________ 87 NS______________ 24 IT·------·~- 27 ... I EV______________ -~~) 
OR_____________ 64 ss______________ 19 QT _________ :.,__ 19 ~ ·. 
AR______________ 44 TS______________ 19 TT-------~:..-- 19 Tl'------·------- 3,6. 
UR______________ 31 os_ _____________ . 14 DT-------~-... - 15' . IlL____________ . ll, 
IR.____________ 2 7 00-------------- 13 YT -------,....:.-- 15 . -· ... , 
PR------------ 18 CT--------.~..:.- 14' TY______________ .;..£t . 
HR______________ 17 'l'fl'______________ 82 ...• 

TR.-"----------- 17 -~-------------- 63 ou ______ ~~ 3 7 .. ;; ·:· _ To~at_____ 3,- Ws 

!I 
II 

TABLE 9-E.-AU Ike 488 dtflerem difra_phs of Table 6 arranged alpluJJJtticoJJJy fird accordi:r".io. 
fw ~nal Wiers ti/IUl then according fo fkeir initial l;tfers -~ ,. : 

''I • . • -~~. 

_(8~E TABL~ ·(1,-READ DOWN~~ COLUMNI)·. ~~~~-~-r< 

. • . • ._.,. ~ _':.' • j :. . . . ~. ~. -

TABLE to-A.-The 66 frigraphs appea"ng 100 or more limu 1.n the 60.~QQIJ Ullers of Gooml."""' 
plai'IHIZI fmgramB Q!T(J.nged according to thfir. absol'lde :~HgJU-nCisa · · · · 

SNT------------------------ li 6 9 'l'OP.~------------------·----· ~-1.4.;' ~1;~------------------------ 13,6: 
ION__________________________ 260. NTH.------------------------- 17'1 ~--------------------•----- ta·o· 
AND.-------------------·-·--· 22~ TWE..------------------------ 170 M!lf________________________ llll 
ING_________________________ 226 TWO .• ---------------·------·- 188·· SEV-----------------------·- 13l 
lVE.------------------------ 2 2 5 ATI__________________________ 16 0 ~--·-----··-----·---.. --. 1 ~ 6 
TIO.-------------·--------- 221 'llUt--------------------·--· 158 mtt»---------·-·--·--~---"·-~· i 2 S 
FOR..--------·-------------~- 218 NTY-------------------------- 157 NET------------·--~----~--~- 118 
OUR__________________________ 211 HRE__________________________ 153 ' PER-----------~--~------~-~~' '115 
~------------------------ 311 .__________________________ 1 ~. ~'tA----------7--~--:--------~ .. U,i: 
ONE._________________________ 210 FOU.------------------------- 152 TER..------------·-----------· 115 
NlN.------------------------- 307 QRT_________________________ l '6 Jr,QQ.________________________ l¥: 
STO-------------------------- ~02 REE-------------------------· 146 ·------------------------- il3· 
EEH------------------------- 196 ~XX.------------------------- 146 'l'lUl------------------------- U.J. 
Glfl'-------------------------- 196 Ami-------·----------------- 1 '3 ERI----------------~---------· l-0$ 
lNE:.------------------------- 192 D.AS..------------------------· 140 HIR-------------------~------ lOi 
VEli-------------------------- l ~o IGH._________________________ ao J;RT__________________________ ioi. 
EVE •• ------------------------ 177 EiRE--------------~----------- 1~8 ~------------------------- l0.l 
EST-------------------------- ~ 16 COM.._________________________ 1'3.6 J)RF.._________________________ lOG 

'ml---------~-------------- 174 ·~------------------------- 13q 

.. ' 
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TABL:m lo-B. The 68 trigraphs appearing 100 or more times in ths 60,000 letters of Government 
plain-tut telegrams arranged firal alphabetically according to thsir initial letters and then 
according lo I'Mir absolute jreg:uencies 

AND-------------------------- 228 GHT-------------------------- 196 
ATI-------------------------- 16 0 ASJl_________________________ 14 3 

ATE.. •••••• ------------------- 13 5 

COi.L________________________ 13 6 

DAS ••• ----------------------- 14 0 
DER.. .....•... "·-------------- 1 0 1 
DRE------------------------- 1 0 0 

ENT------------------------ 56 9 
EEN------------------------- 19 6 
EVE:.---------------------·-··. 1 7 7 
EST----~----·------·-··---·-·- 17 6 ERE. •••••• ___________________ 13 8 

EIG.--------------···---··-· 135 
ERS •••••••••.•••. -------······ 12 6 
EQU •• ----·---------------.-- 114 
ERI---------------···-·-··· ·1 09 ·· 

FOR. ............. ------------ 218 
FOU.----·-------------······ 152 
FIV -·--------·-·-------·-·-- 13 5 

HRE.------··-------·------·· 15'3 
HIR. .. -----·---------------- 106 

ION ... -----·-·--------------- 26 0 
ING__________________________ 226 
IVE ... ----------------------- 225 
INE. .. ----------------------- 19 2 
IGH. .....• ------------------- 14 0 
IRT -------------·------·--·-· 1 0 5 

MEN-------------------------- 131 

NIN •• ·-------------------- 20 7 NTH__________________________ 1 71 

NTY-------------~---------- 15 7 
NET-------------------------- 118 

OUR. _____________ .:__~------- 211 
qNE.________________________ 21 0 

ORT ..... --------------------- 146 

PER-------------------------- 115 

REE ••••.••.• ----------------· 14 6 
RED ••••••••• ----------·----- 113 

STO ......... ----------------- 202 
SIX.......................... 14 6 
SEV ------------------------- 131 
ST A.-------------·---------- 115 

TIO·-----~------------------- 221 
THI·--------------····---- 211 TEE__________________________ 1 7 4 

TOP-------------------------- 1 7 4 TWE__________________________ 1 7 0 
TW0 •.. ·2______________________ 163 
THR.;________________________ 158 

. TER__________________________ 115 

TED------------------------- 112 

UND-------·--·-------------·- 12 5 

VEN-------------------------- 190 

WEN-------------------------- 153 

TABLE lD-C.-The 6tl trigra,phs appearing 100 or more times in ths 60,000 leiters of Gowrn/t~nf 
· plain-te:z:t tekgrams arranged first alphabetically according to thsir central letters and IMn 

. auording to their absolute jreq:ue_ncies , 

DAS..--------------------·· 140 
' ' 

;SEN_________________________ 19 6 
vEN_______________________ 190 

----·--···--------------- 1 7 4 WJ!:N_________________________ 153. 

REit---------·----------.--- 14 6. MI!:N_______________________ 131 
S!:'/______________________ 131 
NET_______________________ 118·· 

PER.----·--·-------- 115 
TER.-------------- 115 
RED •• ·-····---------- 113 
TED______ --- 112 

DER..---------------------- 1 0 1 

IGR----------------------- 140 

'I'HI------------------------ 211 
GHT ------------------·-----· 19 6 THR.________________________ 158 

TJ;O ______________________ 221 

NIN •• -------------------- 207 
SIX. ....... ·-·--·---------- 14 6 
EIG •.. ---··---------------- 13 5 
FIV ----------------····· 13 5 

HIR.·----------------- 10 6 

ENT----------------------· 569 
AND------·--··----·-----"--- 228 
ING.......................... 2 2 6. 
oNE..________________________ 21 o 

INE. ..•.•.•• ----·-----·----- 1 9 2· 
um>--------------:~-------- 12 5 

I ON·-------------------·-··- 2 6 0 · 
FOR. •••••••• ---------------- 2·18 
TOP.·-------------·····-· 17 4 
FOU.·-·-··--···-------·-··· 152 
COM.___________________ 13 6 
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TABLE to-(), Coneluded.-Tit.e 66 trifii'atM'a~~·100·or more ti;nu m '~ 60/XJ() ~ 
00fJ6mment plain-tezt · teui/mtn.B arrfl;nged jirllt··ffl~y according· fo ,,,_. central Ulflf'B 
and (//,61/, according to their absolute frequencies , 1 

EQU.-------------------------. 114 

HRE---------------------- l53 
ORT ---------------------- 146 

ERE_________________________ i~3'8 

ERS-------------------------- · 126 
ERI------------------------- .. 1.0,9. 
IRT ------------------------- l QJ 

DRE-------------------------- J 00 

EST------------------------· 176 
ASH.------------------------- ... 143 

STO-------------------------- 2 0 2 
NTH.------------------------- . '17't: 
ATI-------------------------- · ·1:Uo 
NTY ------------------------- !'6'7 
ATE_________________________ t;a 5. 

~ !_ _________________________ ': (1j 
' _.: 

$~------~------------------ .. · tl•ll 
; ~. J 

::ttt .. ~-----C---------------- I j 6 EVE_ ________________________ . ·1 f. 7 
.. · ·. 

~--:·------~------------ :\~ 0 ftQ ____________________ ~,J;63 
.. : ·' 

TABLE l~D.-711.e 66 trigraph8 appearing 100. or more ti~ in the 60;(X!o Utflf'B of Oor1erfi:~ 
~ plain-tezt telegrams ar;ra,nged first alphabeticaUy accord:t"ng to their finid: letters and tkm accoNJJ,f&J 

to their absolute jre(jJU'nCies · · · · ·._ · · : 

STA------------------------ .. 115 

AND-----.-------------- 228 
UNO __ ._ _______ : ____ ~------- 12 5· 

RED----------------------- 113 
TED---------------------- 112 

I _,·.-r 

IVE.----------------------- :a 2 ~, 
ONE..·------------------------ 210 
INE.----------------------- 192 
EVE..----------------------- 1 7 7 
TEE •• --------------------- 17 4 
TWE..-----~---------- 170 HRE________________________ 15 3 
REE.________________________ 14 6 
ERE..________________________ 13 8. 

ATE.------------------------- 13 5 
DRE..------------------------- 100 · 

ING.____________________ 226. 

EIG---------------------- 13 5 

NTii.---------------------- 1 71 
ASH.----------------- 143 

IGH._______________________ 140 

TJ-IL--------------"·-----·--- 211 
. ATI--------------~~-.,.~-~--~- 1 flO 
ERI _________________________ _. 1 09 

COJL_________________________ 1~6· 

ION_________________________ 2fSO 
NIN__________________________ 207 

EEN------------------~------- .. 19 6 
VEN------------------------ 190 
~--------------------------. 153 
MEN·----------------------- 131 TI. o_________________________ 2-21 

STO------------------------- 202· 
TWO.------------------------- 163 

TOP-------------------------- 17 4 

FOR.________________________ 218 
OUR__________________________ 211 
THR__________________________ 158 

P~------------------------· ·115 

., : . . 

TER..----------------- .l.l'l; HIR. ___________________ ... 1 oe·· 
DER..~----~-------"-:-··- 1 0 1 

. . ·. . . ' ! ~ '· . . . 

bAS ... ·--··----------------~- . 14 0 
ERS------------------------ 126 

ENT------------------------ · 5'69 
GHT·--------------------- 196 
:EST-------------------------- . !]:. 7 6 
ORT·------------------------ -t46' 
NET-------------------------- 118 
IRT •••.• c.------------------ · i.f05· 

' ........ 
. J' •. 

r()u •.. ~------------------ .. 'i .52. 
EQU-------------------------· 114 

FIV ---------=-------------- .· Ua. 
SEV-------------------------- 131 

SIX.......................... -146. 

NTY------------------------ 157 

··'···· 
;:111 

fl•. 

r 
i: 

1!. 

•l'i ~ I 
-!. 
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T~a1l-A.~TAe 64. ~~~~hi fJppcori,g 60 or mot'-' linus in t~ 60,000 Z.'ll~rs oJ ~'"'"" 

p14in-te;r:l. ullgrama arrafi(Jed actJM'di11(J to fw aisolu.te jr~ruriu 

TION........................ 218 
~~N........................ 168 
TEEN________________________ 16 3 

ENTY ------------------------ 161 
STOP........................ 16~ 
WENT------------------------ 15 3 
N:ttm--,-~--~---~--------~--- 1 OS 
mN'------------------------ 162 
THRE........................ 14 9 

fOVR------------------------ ~ 4~ 
lGHT........................ 140 
FIVE........................ 13' 5 

~----·-·······-,··-'··· 184: 
EI~---------~----,···----- J 3 2 
DASH........................ 13 2 
SEVE........................ 121 
:&:N':rfl________________________ 11 ,. 

III:NT ------------------------ 111 ' 
. . 'l 

THIR._______________________ 1 04 
f;J;NT________________________ 1 o:a 
REQU _______________________ _ 

HIRT ------------------------CO..._. _____________________ _ 

QUES.-----------------------
U!;ST. ______________________ _ 
~QQE _______________________ _ 

=~~~~~~~~~~~~~~~~~~~~~~~ 
~-----------------------
OU.A ................ _______ _ 

~ ·---··------·----...:--··· 
DO~----... -·------~---·---
LARS ....................... . 
THIS _______________________ _ 

J'BRI ..•••••...........•...•• 
ERIO ________________________ _ 

98 
Q7 
93 
87 
87 
86 
77 

. 71. 
71 
70 
70 
68 
68 
68 
87 
66 

ASHT ... --------------------- 64 
litJND------------------------ ' 64 
DRED------------------------ 63 
RI oo________________________ 6 3 

IVBD--------------------- 62 
liNTS--------------------- 62 
FFIC·----------------------- 6 2 
FRQM.._______________________ 59 
IB.'J;'Y________________________ 59 

R.$------------------------ 5'9_ 
UNDR._______________________ 59 
NAUG________________________ 56. 

'. ~'f-~-----------·.··---·~-,. 56 
UGtlT "-·---··-------·-------- 56 
~·'f---··-----···-----"-' 54 AUGfL______________________ 52 

CENT--·-·------------------ 52 
FICE........................ 50 

TABLE 11-B.~The 64 .tetragrapks 4:J~pearing 60 or more li'lftU in the,._ 6Q,OOO letters of GoN~ 
.· ment plain-te:d telegrq.rns, arra'llffA first alphabeticaUy _fi1'C01'ding to tAfir initial letters, and t/t4ff. 
· · according to their a6aolute jreg:uenciu . --

ASHT •. ---------------------- 64 HREE------------------------ 134 REQU________________________ 98 
AIIQJi.. _______________ "______ -6~ HIRT ------------------------ 97 RIOD________________________ 63· 
. HUND.-----"-----"----------- 64 Rm_______________________ -lit 

~--------.------------~-- ~$ Cqlfl'________________________ oa·. 
.. 

~-----------------~-~--- 1:3fl DOLL...______________________ 6 8 

QR!fD------------------------ . ~a. 

MM---------~----·--------· 168-

=~~~~~~~~~~~~~~~~~~~~~~~ ~:~ ENTH________________________ . 1'14 

=~~~~~~~~~~~~~~~:::::~:: t_~. 
ERIO •. ·--------------------· 66 EN'l'S________________________ ~f2 < 

FOUR._______________________ 144 
FIVE._______________________ 13 5 

FFIC .... ------------·--·--·- 62 
FROM......................... 59 
FICE........................ 50 

IOHT ------ -----------------· 140 
IVI!JD________________________ -6li 
IR'l'Y •.. ~-------------------- 59 

LLAR...-----"---------------- . '11 LARS________________________ 68 

MENT ------------------------ 111 

NINE._______________________ 15 3 

NDIRE.."·"·------------------- .·., 7' 
NAUG________________________ '56 

. OMMA_______________________ '1; 
OLLA..______________________ 7 0 
OURT.·-------------------··· 56 

PERI________________________ 6 7 

QUES_______________________ 8 7 

. :-·. 

$T~P .••..... ~--------------- Ui4r 
~E---------------~-------- 1~ l 
S'.f. T ----------------------·. . Jj~, 

:. 

'liON________________________ ~ 18 
'lEEIN________________________ f63· 
'fWmN________________________ 15'1: 
THRE_______________________ 14 9 
'lHlR. ____________________ "_ '1 0~ 
'll-IIS •.••.•. _______________ ._. 68-

~T--------~---------~----- --~7 . .' 
UNDR. ______________ ~-------- 59 

UGHT·----------------------- 56 

VENT------------------------ 7 0 

WENT------------------------ 15 3 

• ) 
j 

J 
,I 

J 
.l 
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c;t'ABLE11....0 • ...-,.7'M 6~ lelrapa~M fJ~ ~,.-.,..,~1\'M' in. IM 60,0Q() ~w .• oj ~~ 
plain--fe:r:l tekgro,ms ananged .fir sf ,Uphabelieo1!:11 . ~.,. lo tMir seemul ~r.s affll, then 
according to their absolutefrBlJ:I.Unciu . 1; 

DASH.._______________________ l3 ~ 
LARS________________________ 68 
NAQG __________________ "_____ 36 

NDRE---·------------------·· 77; 

TEEN------------------------ 163 
~------------"""_________ 153 
SEVE •. ---------------------- 121 
JIENT ___________ "~---------· lll 

:E:EN'l'------------------------ 102 
REQU________________________ 98 
QEST________________________ 8 7 
VENT________________________ 70 
PERI________________________ 6'1 

CF;NT------------------------ ~2 
FFIC________________________ 62 

IGHT __________________ ~----- HO 

~------------------------ so· 
'l'HRE..______________________ 1. 9 
THIR.._______________________ 1 Q4 

THIS________________________ 6~ 

TION ____________________ 21J' 

NINE .. ---------···-··-- ~t U~ 
FIVE·----------------------· 13 5 
EIOH.. •.......... ____________ "131· 

HI!RT -----------·----------· 97; 
RIOD........................ . ·~·6·s·: 
FICE..---------------------- 50 

LLAit. ....... ----~----~----~ 1 i' 
OLLA________________________ 7 0 

QMMA------------------------ "71 

ENTY -·----------·----------- 161 
ENTH. ... -------------------- 114 
EN'I'S.----------------------. 61 
UNDR.._______________________ 59 

FOUR. ••• -------------------- ~ ~4 CQMM.._______________________ 9~ 

DOLL. ... -------------------- 68 

EQtJE... .. c-------------------- • ' ~6 
HREE________________________ 13 4 
B:R:no______________________ . '; i66'' 

DRBD----·-····--·······--- : .·63: 
PROM. ••...••......•..•••••••. : ·:· U r 
IR!'Y --------------------·-·· · .. ··,:·59. 

". . ' . . . . ' ' . ... ~ . ·. ' ·. 

. . . STOP-·----------~-~---~--~- :·154 
' "~---~~--~--~~~---------· ' 59 

~T·--····c·--------------· ; \4. 
. :·. ··'~ 

QUES·----------------------· 8 7 
HUND-----------------------· 64 
QURT ------------·····-······ · ._., · .s&· 
AUGH. ... -------------------· 52 

BVEN........................ 148~ 
IVED ________________________ . : ·. 81 

'liEN_______________________ ·152" 

TABLE 11-D.-TM 6.fWttagraph8 appearing 60 or more tifrliU in the 60,000 letferB of GotJemment 
· plain-ted telegra1M srrangedjirst alplw.betieolly aooOTdift.g lo their third litter• and then~: 

to their abBolute fre~s 

LLAR________________________ 71 

STAT------------------------ 54 

FICE·----------------------- 50 

UNDR.._______________________ 59 

EVEN-------------------·-· 168. 
TEEN •••••• ------------------ 163 
TWEN------------------------ 15 2 HREE________________________ 13 4 

QUES------------------------ 8 7 
DRED------------------------ 6 3 
IVED------------------------ 6 2 
RTEE._______________________ 59 

EIGH._______________________ 132 

AUGH. ....• ------------------ · .51 

:rGHT ------------------------ 14 o 
ASHT________________________ 64: 
UGHT________________________ 56 

TH,IR________________________ .i 04. 
THIS________________________ 68 

ERI 0------------------------ 6 6 
FFIC________________________ 62 

OLLA________________________ 7 0 
DOLL________________________ 68 

COMM.. ••...•••••••••••••••••• c·.Jta '. 
CiliA. ••••••.•...•. ________ .. ·n·: 

WENT........................ .1111·-. 
NINE. •• -·-···-············ . l·ft8 
MENT........................ 111 
EENT •••••• ------------------ 102 
VENT----------------··-····· 7 0 
HUND--·-·····---------·-· ·. 64 
CENT ••.••••••• -------------- 52 

TION ••.• ------------------- 218 
STOP---------·-------------- 154 
RIOD________________________ 63 
FROM........................ 59 

I 

II 

I 

I' 
! 
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TABL!: 11-D, Coneluded.-The 64- tettagraphs appearing 60 or more titms in the 60,000 letters of 
Government plain-ten telegrams 0/ITangetl.first alphabetically according to their third letters and 
then according to their absolute freq_uenr:ies 

REQU________________________ 98 

THRE________________________ 14 9 

HIRT------------------------ 97· NDRE...______________________ 77 

LARS------------------------ 68 
PERL______________________ 6 7 

OURT________________________ 56 

DASH..---------------------- 13.2 
UEST ------------------------ 8 7 

ENTY------------------------ 161 ENTH________________________ 114 

ENTS------------------------ 6 2 

IRTY·----------------------- 59 

FOUR._______________________ 144 

EQUE.---------------------- 8 6 
NAUG_______________________ 6~ 

FIVE·----------------------- 13 5 
SEVE.______________________ 121 

TABLE 11-E.-The 64- tetragraphs appearing 60 or more times in the 60,000 letters of Government 
plain-tezt telegrams arranged first alphabeticolJ,y according to their final/letters and then according 
to their absolute frefjlu~es 

OMMA.._______________________ .· 71 . 
OLLA._______________________ 7 0 

FFIC----------------------. 62 

HUND------------------------ 6.4 
DRED------------------------ 63 
RIOD------------------------ 63 
IYED------------------------ 62 

NINE-----------~~-----· . · 153 THftE.______________________ 14 9 

FIVE.--------------------- 13 5 HftEE______________________ 13 4 

SEVE.--------------------- 121 
EQUE.--------------------- 86 
NDRE..----------------- . . 7 7. 
RTm..----·------------- 59 
FICE..--------------------- 50 

NAUG.-------------- . ·&6 

DASH.______________________ 13 2 

EIGH.·---------------------- i 3 2 ENTH,_______________________ 114 
4UGH.._____________________ 52 

PERI---------------------- 67. 

DOLL.---------------------- 68 

COMM._______________________ 93 
li'ROM.._______________________ 6 9. 

TION •. ----•---------•-"·- 218 
. EVEN;.."------~--------- 168 
TEEN----------------------- 163 
TWEN.-------------------- 162 

ERIO.--------------------- . 66 

STo,P ----------------------- 164; 

FOUR..---------------- 144 · 
THIR._______________ 104 

LLAR.----------------- 71 UNDft____________________ 59 

QUES_______________________ 8 7 
Tftrs______________________ 6B 
LAfts________________________ 6 s 
J!:NTs______________________ a·2 

WENT------------------ 153 
I~---------------------- 1~0,. 
IIENT ------------------------ 111 
EENT------------------------ 1 0;1. 
HIR,T------------------------ : 9f~ 
UEST·-------------------·-- 87 

.. ~------------~-. . ---- . 7 Q· 
ASH'!'..-·----------------~ 64 tJGHT ____________________ . 56 

OURT ------------------------ 56 
t:rr AT--------------------- · 64;: 
CENT----------------------- 62: 

' :~ 

REQU •• ----------------- 98 

ENTY---------------- -16.1· IR'fY _____________________ . 59' 
.-

'. 
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TABLE 12.-AM"age and mean kngth8 of WOf"tl8 

Number of Number of Number of letters in time~~ word letters word appears 

1 378 378 
2 973 1, 946 
3 1,307 3,921 
4 1,635 6,540 
5 1,410 7,050 
6 1,143 6,858 
7 1, 009 7,063 
8 717 5,736 
9 476 4,284 

10 274 2,740 
11 161 1, 771 
12 86 1, 032 
13 23 299 
14 23 322 
15 4 60 

120 9,619 50,000 

(1) Mean length of measagea .•• ---------------------------------------------------------------------------------- 5.2 Letters. 
(2) Average length of message&---------------------------------------------------------------------------------- 217 Letters. 
(3} Mean length of meBBage&------------------------------------------------------------------------------------ 191 Letters. 
(4) Mode (most frequent) length.----------------------------------------------------·------·--------------- 105-114 Letters. 
(5) It ia extremely unusual to find 5 consecutive letters without at least one vowel. 
(6) The average number of letters between vowela ia 2. 

.. I 1 
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AcoenW le~n •••. ------------~----------------····---~~~-----··········· 6b--~~~-~~~ .~:' ''t·~·. ::·. 
Alphabets! . . . . . . ·~~·.:: . 

Bipartite.. •• __ ••••••••••••••• ·-··•·"·-·········-············-··················-·· 315c.. •• --••·•~c··-••··•-•..,. ~~. Deciphering ______________ . _______________________________________________ ..,.. ____ . 31C..---·---~-----·--"--..-~ 52;· .'. 
Dir8ct .tandard...-----------~-----------------------------------------------...:... 12a, 16, 19 ______________ .1~ .2~,.;n....aa. 

~;t~;L:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::: ~-~~~::::·.~:::::.~~. !:: 's2: .~· · · · · ·· · 
Mb:ecL---····-----------------------·-······--···--------------·-··---- 1211, 160,. 19, :21d, 22b1 1$, ~45, .1-38, 

. ~~ ... --~ 
·. . '. ' .. ' .. ·. . ' 52 •. · .... 

ReveRed atazid&rd.. ••••• ---------~---------------------------~--~--------~- 1'211, 16, '19b, 20~--... -'"':' 18.; ~ ~' ~­
BtandarcL---···------------------------------·-----······-----------------···- 12aaf!&~, 16, 10, 2®, 23, ~s3~.~ t 

. : ~-: . 
Byatemir.tically mixed. ••••••••• _ .... · •••.••••••••.•••••••••••••••••• _______________ 31c, e •••••• ,...----·-·-··---- · ~~; 1)3. · · . .• 

Analytic key for cryptanalysis. •.•••••••••••• ------------------------··--------------- 6d, 50-~----------··-~------ 9, 103-104. 
Arbitrary Bf!Dbole.. •••• - •• --------------------------------------------------------··· 131&, 48. •••• ---·····------.-- ~. 10Q-10~.-
Aaaumptiona •••••• ________________________________________________________________________ 461&..----------------------~-- 98. · 
A. ver&fle: length of Qle88&gea ••••• ..,.______________________________________________ 11b.---·--------··--···-., ~6. 

=a::~::;BIB;;.::.=:::::::::::::::::::::::::::::::::::::::::::::::::::::: :=:::::::::::::::::::::::::: . :: 
Biliteral aubatitution. •••••••.•••••••• -----------------··---------····-··------····-·-- 41.------·-------,.~r-r- .7«r7L. 
Bipartite alphabet ••••••••.•.••• ------------------------------------·-···--------·---· 3Gb, c. ••••••• ~-~-----~.:.:.. •. ~9; . 
Blanks, n~ber of-----------------------------·------·-----·-------··--·-· 1"-.-------------------· ,24-
Book syatema...------------··-~----------------------------------------- "~------------------~ .1~· . 
Censorship, methods for evadiDg_______________________________________________ 4Tc •• ---~-----····-----~- .eO.·.:,: , 
Characteristic frequency of the letters of a language. _________________________ 9d, 14b, 25.. •• ------------- ·12, 2$. 41. 
Cba:racterlstic frequency, auppreaaion of -------------------------·--------------- 37, 411-----------------·· $i.. 71; 
Checkerboard l!lyatema. •• -----------------------------·-------------···--· 44, 45 ••• -------------------- 78--83, 88. 
Checkerboal'da, 4-aquare.. •• --------------···---------------------------------·· «-------··-····--·-------· .7~ 
Chinese Official Telegraph Code. •.• -------------------·--·----·····--···------- 48e .. ----····-······--·-----~ 10~ 
Cipher: · 

~=-n"t:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::: =~~:::::::::::::::::::::::::. :~6l. 
Distinguished from code._____________________________________________________ 6c, 38c.---------------~---- 9; 64. . 
Text, length of, aa compared with plain texL--------------------------- 4&..-----------------~. 6.9. .. 
Unit. ••• ·-------····-····--------...:--·-----------------------··--------- 41c..-------~---.-·-···------ .70: . . ; 

Claaaifioation of oiphera ••• --------·-·--------------------·-··----·-··-------------· 1211, JS. 41, 60..!-----~ 18,1&-~ :oo, 
.. '10f.,104. . 

Code syatema ••••• _______________________________________________________________________ 40, 41g, 47b, 48d, •------~ · 7, 71. .9.9; .100, 
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SECTION I 

INTRODUCTORY REMARKS 
' hnpaph 

The e88811ti&l difference between monoalpha~etic and polyalphabetlc substitution.. _______ ~----.,...-"'"'"--·-·- . 1 
~ olass~fica~on of pol?'al~habetic systems. ____________________ _:_: _______________ ~--~---------~----~-------.--~-- . . ~ 
Primary classification of penodic systems__________________________________________________________________________ 3 
Sequence of study of polyalphabetic systems_ __________ •---------------------~---------------------------•--_: ___ .____ 4: 

1. The essential difference between monoalphabetio and 'polJ.alphab,etic subatituti.on • ...;,....a •. 
In the substitution methods thus far discussed it has been pointed out. that their basic feature 
is that of nionoalphabeticity. From the cryptanalytic standpoint, neither the nature of the 
cipher symbols, nor their method of production is an essential feature, although these may be 
clliferentiating characteristics from the cryptographic standpoint. Ii is true that in those eases 
designated as monoalphabetic substitution with variants or multiple equivalents, there is • 
departure, more or less considerable, from strict monoalphabeticity. In some of those ~' 
indeed, there may be available two or more wholly iridependeni sets of equivalen~, which, 
morepver, may even be arranged in the form of completely separate alphabets .. Thus,' wJ:rile a 
loose terminology might permit one to designate such systems as polyalphabetic, it is better to 
reserve this nomenclatUre for those cases wherein polyalphabeticity is the essence of the method~ 
specifically introduced with the purpose of imparting a positional variation in the substitutive 
equivalents for plain-text letters, in accordance with some rule directly or indirectly corinected 
with the absolute positions the plain-text letters occupy. in the message. This point calls for 
amplification. · · 

b. In monoalphabetic substitution with variants the object of having di1ferent o~ multiple 
equivalents is to suppress, so far as possible by simple methods, the characteristic frequencies 
of the letters occurring in plain text. As has been noted, it is by means of these cbaraeteristie 
frequencies that the cipher equivalents can usually be identified. In these systems the v~ 
equivalents for plain-text letters are subject to the free choice and caprice of the enciphering 
clerk; if he is careful and conscientious in the work, be will really make use of all the di1ferent 
equivalents afforded by the system; but if he is slip-shod and hurried in his work, he will.use the 
same equivalents repeatedly rather than take pains and time to refer to the charts, tables, or 
diagrams to find the variants. Moreover, and this is a crucial point, even if the indiVidual 
enC?iphering clerks are extremely careful, when many of them employ the same system it is entirely 
impossible to insure a complete diversity in the· encipherments produced .by two or Di.ore clerks 
working at different message centers. The result is inevitably to produce plenty of repetitions 
in the texts emanating from several stations, and when texts such as these are all available for 
study they are open to solution, by a comparison of their similarities and di1ferences~ 

c. In true polyalphabetic systems, on the other hand, there is established a rather definite 
procedure which automatically determines the shifts or changes in equivalents or· in the manner 
in which they are introduced, so that these changes are beyond the momentary whim or choice of 
the enciphering clerk. When the method of shifting or changing the equivalents is scientifically 
sound and sufficiently complex, the research necessary to establish the values of the cipher 
characters is much more prolonged and difficult than is the case even in complicated monoalpha.­
b~tic substitution with variants, as will later be seen. These are the obj~ts of true poly~pha.­
betic substitution systems. The number of such systems is quite large, and it will be :possible to 

(1) 
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describe in deta.il the cryptanalysis of only a few of the more common or typical examples of 
methods encountered in practical military communications. 

d. The three methods, (1) single-equivalent monoalphabetic substitution, (2) monoalpha­
betie substitution with variants, and (3) true polyalphabetic substitution, show the following 
relationships as regards the equivalency between piain-text and cipher-text units: 

A. In method (1), there is a set of 26 symbols; a plain-text letter is always represented by 
one and only one of these symbols; conversely, a symbol always represents the same plain-text 
letter. The equivalence between the plain-text and the cipher letters is constant in both enci­
pherment and decipherment. 

B. In method (2), there is a set of n symbols, where n may be any number greater than 26 
and often is a multiple of that number; a plain-text letter may be represented by 1, 2, 3, ... 
different symbols; conversely, a symbol always represents the same plain-text letter, the same as 
is the ease in method (1). The equivalence between the plain-text and the cipher letters is 
variable in encipherment but constant in decipherment.1 

C. In method (3) there is, as in the first method, a set of 26 symbols; a plain-text letter 
may be represented by 1, 2, 3, ... 26 different symbols; conversely, a symbol may represent 
1, 2, 3, ... 26 different plain text letters, depending upon the system and the specific key. 
The equivalence between the plain-text and the cipher letters is variable in both encipherment 
and decipherment. 

I. Primary classi1lca.tion of polya.lphabetic systems.-a. A primary classification of poly­
alphabetic systems into two rather distinct types may be made: (1) periodic systems and (2) 
aperiodic systems. When the enciphering process involves a cryptographic treatment which is 
repetitive in character, and which results in the production of cyclic phenomena in the crypto­
graphic text, the system is termed periodic. When the enciphering process is not of the type 
described in the foregoing general terms, the system is termed aperiodic. The substitution in 
both cases involves the use of two or more cipher alphabets. 

b. The cyclic phenomena inherent in a periodic system may be exhibited externa.lly, in 
which case they are said to be patent, or they may not be exhibited externa.lly, and must be un­
covered by a preliminary step in the analysis, in which case they are said to be latent. The 
periodicity may be quite definite in nature, and therefore detenninable with mathematical 
exactitude a.llowing for no v~ability, in which case the periodicity is said to be fiud. In other 
inStances the periodicity is more or less flexible in character and even though it may be deter-

a There is a monoalphabetic method in which the inverse result obtains, the correspondence being constant 
in encipberme 1t but variable in decipherment; this is a method not found in the usual books on cryptography 
but in an essay on that subject by Edgar Allan Poe, entitled, i.o. some editions of his works, A jtJtD worda on secret 
'IDf'ilint~ and, in other editions, CryP'ography. The method is to draw up an enciphering alphabet such u the 
following (ullng Poe's example): · 

Plain..----------- A B C D E F G H I J K L M N 0 P Q R S T U V W :X: Y Z 
Cipher __________ S U A V I '1' E R I N II 0 D 0 F 0 R T I T E R I N R E 

In .such an alphabet, bec&use of repetitions in the cipher component, the plain-text equivalents are subject to a 
oolllllderable d~ of variabi1ity, as wm be aeen in the deciphering alphabet: 

Cipher ______ A B C D E F G H I J K L II H 0 P Q R S T U V W :X: Y Z 

{

C IIGO E KJL HAFBD 
Plain___________ ~ ~ X ~ ~ ~ 

w y 
This type of variability gives rise to ambiguities in decipherment. A cipher group such as TIE, would yield 
such plain-text sequences u REG, FIG, 'l'EU, REU, etc., which could be read oDly by conic. No system of such a 
character would be practical for serious usage. For a further discullion of this type of cipher alphabet see 
Friedln&n, WUUNP. F., Edgar Allan Poe, Cryplographer, SJgnal Corps Bulletins Noe. 97 and 981 1937-38. 
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minable mathematically, allowance must be made for a degree of variability s1,1bject to limits 
controlled by the specific system under investigation. The periodicity is in this case said to be 
flu:ible, or variable within limits. 

S. Primary classi11.cation of periodic systems.-a. Periodic polyalphabetic substitution 
systems may prima.rily be classified into two kinds: 

(1) Those in which only a. few of a whole set of cipher alphabets are used in enciphering 
individual messages, these ilphabets being employed repeatedly in a. fixed sequence throughout each 
message. Because it is usual to employ a. secret word, phrase, or number as a. key. to d.etermine 
the number, identity, and sequence with which the cipher alphab~ts . are employed, and this 
key is used over and over again in encipherment, this method is often called the repefl#ng-:l£6'JI 
8'JIBiem, or the repeating-alphabet 81/Bfem. It is also sometimes referred to as the m'llbiple-alphat­
bel 8'JIBitm because if the keying of the entire message be considered as a. whole it is composed 
of multiples of a short key used repetitively.1 In this text the de&iPation "repeating-key 
system" will be used. . 

(2} Those in which all the cipher alphabets comprising the complete set for the system are 
employed one after the other successively in the encipherment of a. m~ge, and when the 
last alphabet of the series has been used, the encipherer begins over again with the first alphabet. 
This is commonly referred to as a progressive-alphabel 8'Jislem because the cipher alphabets are 
used in progression. 

4. Sequence of study of polyalphabetic systems.-a. In the studies to. be followed ~- con­
nection with polyalphabetic systems, the order in which the work will proceed conforma very 
closely to the classifications made in paragraphs 2 and 3. Perio«;Uc polyalphabetic substitution 
ciphers will come first, because they are, as a rule, the simpler and because a thorough under­
standing of the principles of their analysis is prerequisite to a comprehension of how aperiodic 
systems are solved. But in the final analysis the solution of examples of both types rests upon 
the oonversion or reduction of polya.lpha.beticity into monoalphabeticity. If this is possible~ 
solution can always be achieved, granted there are sufficient data in the final monoalphabetic 
distributions to permit of solution by recourse to the ordinary principles of frequency. 

b. First in the order of study of periodic systems will come the analysis of repeating-key 
systems. Some of the more simple varieties will be discussed in detail, with examples. Subse­
quently, ciphers of the progressive type will be discussed. There will then follow a. more or less 
detailed treatment of aperiodic systems. 

• French terminology calls this the "double-key method", but there is no logic In such nomenc1ature. 
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CIPHER ALPHABETS FOR POLYALPHABETIC SUBSTITUTION 
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&. Classi1lcation of cipher alphabets ':J.pon the basis of their derivation.-a. The substit~­
tion processes in polyalphabetic methods involve the use of a plurality of cipher alphabets. 
The latter may be derived by varioua schemes, the exact nature of which determineS the principal 
ch~teristics of the cipher alphabets and plays a very important role in the preparation and 
solution of polyalphabetic cryptograms. For these reasons it is advisable, before proceeding to a 
disc-on .of the principles and methods of analysis, to point out these various types of cipher 
ilphabets, shaw how they are produced, and how the method of their production or derivation 
may be made to Yield hnportant clues and short-cuts in analysis. · 

b • . A primary ~assification of cipher alphabets for polyalphabetic substitution may b~ made 
into the two tollowing ~ypes: 

(1) Independent or unrelated cipher alphabets. 
(2) Derived or interrelated cipher alphabets. 

. c. Independent cipher alphabets mity be disposed of in a very few words. They are merely 
separate and distinct alphabets showing no relationship to one another in any way. They may 
be compiled by the various methods discussed in Section IX of Elementary Military Oryptography. 
The solution of cryptograms Written by means of such alphabets is rendered more difficult by 
reason of the absence of any relationship between the equivalents of one cipher alphabet and 
those of any of the other alphabets of the same cryptogram. On the other hand, from the point of 
view of practicability in th~ir production and their handling in cryptographing and decryptograph­
ing, they present some ~culties which make them less favored by cryptographers thail cipher 
alphabets Of the second type. . 

d. Derived or interrelated alphabets, as their name indicates, are most commonly produced 
by the interaclioo of two primary components, which when j'uxtaposed at the .various points of 
coincidence can be made to yield Beccrrulary alphabetB.1 

8. Primary components and secondary alphabets.-Two basic, slidable sequences or com­
ponents of n characters each will yield n secondary alphabets. The components may be classi­
fied according to various schemes. For cryptanalytic purposes the following classification will be 
found useful: 

CAsE A. The primary components are both normal sequences. 
(1) The sequences proceed in the same direction. (The secondary alphabets are direct 

standard alphabets.) (Pars. 13-15.) 
(2) The sequences proceed in opposite directions. (The secondary alphabets are reversed 

standard alphabets; they are also reciprocal cipher alphabets.) (Par. 13i, 14g.) 
CASE B. The primary components are not both normal sequences .. 
(1) The plain component is normal, the cipher component is a mixed sequence. (The 

secondary alphabets are mixed alphabets.) (Par. 16-25.) 

' See Sec. Vllland IX, Blfmmtar, MUilaf11 Cryplograph71. 
(4) 
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(2) The plain :component is.· a :i:nixed &equence; the cipher component is normal. (The 
secondary alphabets are mixed alphabets.) (Par. 26.) . . 

(3) Both components are mixed sequences. 
(a) Components are identical mixed sequences. 

I. Sequences proceed in the same direction. (The secondary alphabets are 
mixed alphabets.) (Par. 28.) 

II. Sequences proceed in opposite directions. (The secondary alphabets are 
reciprocal mixed alphabets.) (Par. 38.) 

(b) Components are different.mixed sequences. (The'secondary alphe.bets are miXed 
alphabets.) (Par. 39.) 

7.· Primary components, cipher disks, and square tabies.~. In preceding texts it has 
been shown that the equivalents obtainable from the use of quadricular or square tables may be 
duplicated by the use of revolving cipher disks or of sliding primary components. It ·was also 
stated that there are various ways of employing such tables, disks, and sliding components. 
Cryptographically the results may be quite diverse from different methods of using such para­
phernalia, since the specific equivalents obtained from one method may be altogether different 
from those obtained from ·another met~d. But from the cryptanalytic point of view the 
diversity referred to is of little significance; only in one or two cases does the specific method of 
employing these cryptographic instrumentalities have an important bearing upan·the procedure 
in cryptanalysis. However, it is advisable that. the student learn.something about these different 
methods before proceeding with further work. 

b. There are, not two, but jour letters involved in every case of finding equivalents by means 
of sliding primary components; furthermore, the determination of an equivalent for a given 
plain-text letter is representable by two equations involving jour elements, usually letters. 
Three of these letters are by this time well-known to and understood by the student, viz, 0~~:, Op, 
and 0 0 • The fourth element or letter has been passed over without much comment, but crypto­
graphically it is just as important a factor ~ the other three. Its function may best be indicated 
by noting what happens when two primary components are juxtaposed, for the purpose of finding 
equivalents. Suppose these components are the following sequences: 

(1) A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

OOFBPYRCQZIGSEHTDJUMKV.ALWnox 

Now suppose one is merely asked to find the equivalent of Pp when the key letter is K. Without 
further specification, the cipher equivalent cannot be stated; for it is necessary to lmow not only 
which K will be used as the key letter, the one in the component labeled (1) or the one in the 
component labeled (2), but also what letter the K.11: will be set against, in order to juxtapose the 
two components .. Most of the time, in preceding texts, these two factors have been tacitly 
assumed to be fixed and well understood: the K~~: is sought in the mixed, or cipher component, 
and this K is set against A in the normal, or plain component. Thus: · 

Plain Index 
~ l 

(1) Plain __________ ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ 
(2) Cipher_______ : FBPYRCQziGSEHTDJUMKVALWNOX . 

f f . 
Cipher Key 

With this setting Pp=Z0• 



6 

c. The letter A in this case may be termed the i~ leiter, symbolized A1• The index letter 
constitutes the fourth element involved in the two equations applicable to the finding of equiva­
lents by sliding components. The four elements are therefore these: 

(1) The key letter, ~ 
(2} The index letter, e. 
(3} The plain-text letter, 9p 
(4} The cipher letter, e. 

The index letter is commonly the initial letter of the component; but this, too, is only a con­
vention. It might be any letter of the sequence constituting the component, as agreed upon by 
the correspondents. HO'W6ver, in the B'UbBBquem disC'U8si()fl, it 'IUiJl be assumed tlwl the i~ letter 
is the initialletler of the compO'n6m in which it is located, 'U:nkss otherwise stated. 

d. In the foregoing case the enciphering equations are as follows: 

(I) IC.t=Aa; Pp=Zo 

But there is nothing about the use of sliding components which excludes other methods of finding 
equivalents than that shown above. For instance, despite the labeling of the two components 
as shown above, there is nothing to prevent one from seeking the plain-text letter in the com­
ponent labeled (2), that is, the cipher component, and taking as its cipher equivalent the letter 
opposite it in the other component labeled (1). Thus: 

Clipher Index 
~ ~ 

(1) ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXyz 
(2) FBPYRCQZIGSEHTDJUMKVALWNOX 

f f 
Plain Key 

Thus: 
(II) K .. =A1; Pp=K. 

e. Since equations (I) and (II) yield different resultants, even with the same index, key, 
and plain-text letters, it is obvious that an oocurate formula to cover a specific pair of enciphering 
equations must include data showing in what component each of the four letters comprising the 
equations is located. Thus, equations (I) and (II) should read: 

(I) K .. in component (2)=Aa in component (1); Pp in Qomponent (1)=Z. in component (2). 
(II) K .. in component (2)=A1 in component (1}; Pp in component {2)= K. in component (1). 
For the sake of brevity, the following notation will be used: 

{1) KkJJ=Aan; Ppn=Ze/1 

(2) K~<11=Aani PpJJ=Ken 
f. Employing two sliding components and the four letters entering into an enciphering 

equation, there are, in all, twelve different resultants possible fo1' the same set of components 
and the same set of four basic elements. These twelve differences in resultants arise from a set 
of twelve different enciphering conditions, as set forth below {the notation adopted in sub­
paragraph e is used): 

(1) ~~~=eani S.,n=e.,. 
{2) ~~~=eani S.,JJ=ee/1 
(3) ~n=eaJJ; Spn=eo/1 
(4) ~n=eaJJi Spll=eo/1 
{5) ~~~=Spn; ean=ee/1 
(6) ~~~=e,n; ean=S.,.~~ 

(7) ~,.=ep/1; e,~~=e.n 
(8) ~11=e.11 ; e,11=ep11 

(9) ~n=S.,12; ean=eo/2 
(10) ~n=e,/2; ean=S.,/2 
(11) ~n=epf2j ea~t=eo/1 
(12) ~=e,/2; e~.~~=S.,n 
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g. The twelve resultants obtainable from juxtaposing sliding components as i.Jldicated under 
the preceding subparagraph may also be obtained either from one square table, in which case 
twelve different methods of finding equivalents must be applied, or from twelve different square 
tables, in which case one standard method of finding equivalents will serve all purposes. 

h. If but one table such as that shown below as Table 1-A is employed, the various methods 
of finding equivalents are difficult to keep in mind. 

TABLE I-A 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

F B p y R c Q z I G s E H T D J u M ~ v A L w N 0 X 
1- -· r- f--

rF p y R c Q z I G s E H T D J u M K v A L w N 0 ,.! ~ f--
y R c Q z I G s E H T D J u M ~ v A L w J!. 0 X F ,.!. 

~ c 1-r-- ~ R Q z ·I G s E 
~ J_ D ~ JI_ M v ~ L w N 0 X F B p 

~ 
f-- 1-

c Q z I G s E H D ~ u M K v A L w N 0 ~ !.. B p y 
t- --c Q z I G s E H T D J u M K v A L w N 0 X F B p y R 
1-

~ z I G s E H T D J ~ M K ;!.._ A L w N 0 X ~ B p y R I~ t- f-- t- f--

z I G s E H T D J u M K v A L w N 0 X F B p y R ~ ,.B. 
~ - - - - ~ - 7 - - - - 1-- -

G s E H D u M K v A L w N 0 X F B p y R c Q z 
t-
G s E H T D J ~ M K v A L w N 0 X F B p y R c J_ z ~ 1-s E H T D J u M ~ v A L w N 0 ~ F B ~ _! R c ,.B. z ..!_ ~ t- 1--
E H T D J u M K v A L w N 0 X F B p y R c Q z I G ,_!_ - '---1- - - -
H T D rij- u M K v A L w J!_ 0 X F ~ p y ~ c Q z I G s ,_!_ 
7 D J M ~ v A L w N 0 _! F B p y R c Q z I G s E H 
t- t- f-- t- -
D J u M K v ..!. L w N 0 X F B p y R c Q z I G s E H T 
7 ~ - - - - - -

u M K v L w N 0 X F B p y R c Q z I G s E H T D 
t- - - - - - - - - f-- - f-- - f-- - ~ - - - 1-- ~ -u M K v A L w N 0 X F B p y R c Q z I G ~ E H ~ D ~ - - - - - - -
~ K v I~ L w N 0 X F f ~ y ,!_ c Q z ~ ~ s E H T D J ,..!!. f--

K v A w N 0 X F B y R c ~ z I G ~ E H T D J u ,.!_ t- f--t- 1--v A L ri N 0 X F B p y R c Q z I G s E H T D J J!. M ,.!. 
~ L w ~ ~ F B p y R ,E. Q z J_ G s E H T D J u M K v 
t-1- - f-- f--
L w N 0 X F B 

~ 
y R c ~ z I G s E J!. T ~ ~ u ,_! ~ v A 

rw 'N t-
~ 0 X F B p R c z I G s E H T D ~ J!. M K v A 'L 

~ 0 X F B p y R c ..i z I G ~ E H ~ D ~ u M K ~ A L ,..! 1- I- 1- 1- f--

0 X F B p y R c Q z I G s E H T D J ~ M K v A L w ,..!! 1--
X F B p y R c Q z I G s E H T D J u M K. v A L w N 0 

For example: 
{1) For enciphering equations 9tn=Os11; Op11=0.n: 

Locate Op in top sequence; locate e. in first column; 
e. is letter within the square at intersection of the two lines thus determined. 

Thus: 



(2) For enciphering equations 9t11=e.11 ; e.,,.:._e,11: 

Locate a_ in first column; follow line to right to eP; proceed up this column; e, is 
letter at top. 

Thus: 

(3) For enciphering equations ~~~=eani ep/l=ean: 
Locate ~ in top sequence and proceed down column to e1; 

Locate e., in top eequence; e. is letter at .other comer of rectangle thus formed. 
Thus: 

Only three different methods have been shown and the student no doubt already has encountered 
difficulty in keeping them segregated in his mind. It would obviously be very confusing to try 
to remember all twelve methods. But if one sta.ndai-d or fixed method of finding equivalents is 
followed with several different tables, then this difficulty disappears. Suppose that the following 
method is adopted: Arrange the square so that the plain-text letter may be sought in a separate 
sequence, arranged alphabetically, above the square and so that the key letter may be sought 
in a separate sequence, also arranged alphabetically, to the left of the. square; look for the plain­
text letter in the top row; locate the key letter in the 1st column to the left; find the letter stand­
ing within the square at the intersection of the vertical and horizontal lines thus determined. 
Then twelve squares, equivalent to the twelve different conditions listed in subparagraph j, can 
readily be constructed. They are all shown in Appendix 1, pp. 96-107. 

i. When these square tables are examined carefully, certain interesting points li.re noted. 
In the first place, the tables may be paired so that one of a pair may serve for enciphering and the 
other of the pair may serve for deciphering, or vice versa. For example, tables I and II bear this 
reciprocal relationship to each other; III and IV, V and VI, VII &lld VIII, IX and X, XI and 
XII. In the second place, the internal dispositions of the letters, although the tables are derived 
from the same pair of components, are quite diverse. For example, m table 1-B the horizontal 
sequenc~s are identical, but are merely displaced to the· right a,nd to the left different intervals 
according to the successive key letters. Hence this square shows what may be termed a hor­
izontally-displaced, direct symmetry of the cipher component. Ve'rtically,it shows no symmetry, 
or if there is symmetry, it is not visib~e;2 But when Table I-Bis more ca.refully examined, an 
invisible; or indirect, vertical symmetry may be discerned where at :first glance it is not apparent. 
If one takes any two columns of the table, it is found that the interval between the members of 
any pair of letters in c;me column is the same as the interval between ·th~ members of ihe homolo­
gous pair of letters. in the other column, if. the distance is measured on the cipher component. For 
example~ consider the- 2d and loth columns (headed by I. and I, respectively); take the letters P 
and G in the 2d column, and J and Win the 15th coltmm. The distance between P and G on the 
cipher component is 7 intervals; the distance between J and Won the same ~mponent is cd&o 
7 interva.ls. This phenomenon implies a kind of hidden, or latent, or indirect symmetry within 
the cipher square. In fact, it may be stated that every table which sets forth in systematic fashion 
the various secondary alphabets derivable by sliding two primary sequences through all points of 
coincidence to find cipher equival~nts must show some kind of symmetry, both horizontally and 

1 It is true that the first Column within, the table Bh(lws the plain-component sequence, but this is merely 
because the method of finding the equivalents in this case is such that this sequence is bound to appear in that 
column, since the successive key letters are A, B, C, ••• Z, and this sequence happens to be identical with 
the plain component in this case. The II&Dle 18 true,of Tables V and XI; it is also applicable to the :first row of 
Tables IX and X. 
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vertically. The symmetry may be termed tJiBible or direct, if the sequences of letters in the rows 
(or columns) are the same throughout and are identical with that of one of the primary com­
ponents; it may be termed hidden or indirect if the sequences of letters in the rows or columns 
are different, apparently not related to either of the components, bqt are in reality decimations 
of one of the primary components. 

j. When the twelve table15 of Appendix 1 are eX8.JTiined in the light of the foregoing remarks, 
iJle type of synim:etry found in each may be summarized in the following manner: 

Horizontal Vertjaal 

Table 
Vlaible or direct Invlaibleor~ Vlaible or cUJaat Invlaible or iDdJnlot 

Follows Follows Follows Follows Follows Follows Follows Follows 
plain cipher plain cipher plain olpber plain cipber 

componant componant compoJIIIDt componant oomponant componant I!OIDJ1011811t · oomponent 

~------------------- --------- X --------- --------- --------- --------- --------- X 

llo.----------~------ --------- --------- X -•------- --------- --------- X ----.---·--
lll _________________ -------_;- X --------- --------- --------- X --------- ---------

IV-~--------------------------------- X --------- X --------- --------- ---------

V---~-----------·--- --------- X --------- --------- --------- ------------------ X VI _________________ ------------------ X --------- --------- --------- X ---------

VII________________ X --------- --------- --------- --------- --------- X ---------

VIll.:.______________ X --------- --------- --------- --------- --------- X ---------
IX _________________ --------------------------- X --------- --------- --------- X 

ii::::::::==~====== ========= ========= ----;---- ----~---- ----;---- ========= ========= ----~----
XII ________________ --------- X --------- --------- --------- X --------- ----.-----

Of these twelve types of cipher squares, corresponding to the twelve different ways of using a 
pair of sliding primary components to derive secondary alphabets, the ones best known and 
most often encountered in cryptographic studies are Tables I-B and II, referred to as being of 
the Vigen~re type; Tables V and VI, referred to as being of the Bea'IJfort type; and Tables IX 
and X, referred to as being of the Delastelle type. It will be noted that the tables of the Dela.­
stelle type show no direct or visible symmetry, either horizontally or vertically and because of 
this are supposed to yield more l!leclll'i;ty than do any of the other types of tables. But it will 
presently be shown that the supposed increase in security is more illusory than real. 

k. The foregoing facts concerning the various types of quadricular tables generated by diverse 
methods of using sliding primary components or their equivalent rotating cipher disks will be 
employed to good advantage, when the studies presently to be undertaken will bring the student 
to th~ place where he can comprehend them in the analysis of polyalphabetic systems. But in 
order not to confuse hiin with a multiplicjty of details which have no· direct bearing upon basic 
principles, one and only one standard method of finding equivalents by means of sliding compo­
nents will be selected from among the twelve available, as set forth in the preceding subpara­
graphs. Unless otherwise stated, this method will be the one denoted by the first of the formulae 
listed in subpar. j, viz: 

~11=9.11 ; 9pll=ao,. 

Ca.lling the plain component "1" and the cipher component "2", this will mean that the keyletter 
on the cipher component will be set opposite the index, which will be the first letter of the plain 
component; the plain-text letter to be enciphered will then be sought on the plain component and 
its equivalent will be the letter opposite it on the cipher component. 
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8. The three steps in the r.nalyais of repea.ting-key aystems.-a. The method of enciphering 
a.coording to the principle of the repeating key, or repeating alphabets is adequately explained in 
Section XI of Elemefllary MiliJary Oryptography, and no further reference need be made at this 
time. The a.na.lysis of a cryptogram of this type, regardless of the kind of cipher alphabets 
employed, or their method of production, resolves itself into three distinct a.nd successive steps. 

(1} Determination of the length of the repeating key, which is the same as the determination 
of the exact number of alphabets involved in the cryptogram; 

(2) Allocation or distribution of the letters of the cipher text into the respective cipher alpha­
bets to which they belong. This is the step which reduces the polyalphabetic text to mono-
alphabetic terms; . 

(3) Analysis of the individual monoalphabetic distributions to determine plain-text values of 
the cipher letters in each distribution or alphabet. 

b. The foregoing steps will be treated in the order in which mentioned. The first step may 
· be described. briefly as .that of determining the period. The second step may be described briefly 
as that of reduction to monoalphabetic terms. The third step may be designated as identification of 
cipher-tezl values. 

9. Jirst step: :ftnd.illa the lenph of the period.-a. The determination of the period, that 
· is, the length of the key or the number of cipher alphabets involved in a cryptogram enciphered 
by the repeating-key method is, as a rule, a relatively simple matter. The cryptogram itself 
usually manifests externaJ.ly certain phenomena which are the direct result of the use of a repeat­
ing key. The principles involved a.re, however, so fundamental in cryptanalysis that their 
elucidation warrants a somewhat detailed treatment. This will be done in connection with a 
short example of encipherm.ent, shown in Fig. 1. 

MESSAGE 

THE ARTILLERY BATTALION MARCHING IN THE REAR OF THE ADVANCE GUARD KEEPS 
ITS COMBAT TRAIN WITH IT INSOFAR AS PRACTICABLE. 

(10) 
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[Key: BLUZ, uaiDa dlnot lltaDdard alphabets) 

CIPHIIB ALPHABETS 

Plain..______________ A B C D E F G H I J K L M N 0 P Q R S T U. V W X Y Z 

l 
(1)--------- B C D E F G H I J K L II N 0 P Q R S T U V W x· Y Z A 

Cipher (2)________ L M N 0 P Q R S T U V W X Y Z A B C D E F G H I J K 
(3) _________ U V W X Y Z A B. C D E F G H I J K L II N 0 P Q R S T 

. (4) ________ E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C D 
·BLUE BLUE BLUE BLUE 
THEA ARDK THEA ARDK 

R'l'IL EEPS 

LERY I'l'SC 

BATT OMBA 

ALIO TTRA 

NMAR IN WI 

CHIN THIT 

GINT INS 0 

HERE PARA 

AROF SPRA 

THEA C T I C 

DVAN ABLE 

CEGU 

a a 
CBYPTOGB..Ul 

USYE BCXO 
RTIL 
SECP 
LERY 
MPLC 
BATT 
CLNX 
ALI 0 
B W C S 

NMAR 
oxuv 
CHIN 
DSCR 
GINT 
HTHX 
HERE 
I P L I 
AROF 
B C I J 

THEA 
USYE 
DVAN 
EGUR 
CEGU 
DPAY 

6 

EEPS 
FPJW 
ITSC 
JEMG 
OMBA 
PXVE 
TTRA 
UELE 
IN WI 
JYQII 
THIT 
uscx 
INS 0 
JYMS 
FARA 
GLLE 
SPRA 
TALE 
C T I C 
DECG 
ABLE 
BMFI 

6 

USYES ECPMP LCCLN XBWCS OXUVD SCRHT 

HXIPL IBCIJ USYEE GURDP AYBCX OFPJI 

JEMGP XVEUE LEJYQ MUSCX JYMSG LLETA 

LEDEC GBMFI 



b. Regardless of what tJystem is: used, identical plQ.in.-text .letters enciphered by the same 
cipher alphabet 1 must yield identical <;:ipher lettem. Refening to Fig. 1, such a condition is 
brought about ever.y time that identical plain-text letters happen to be enciphered with the same 
key-letter, or every time· identical plain-text let tel'S ftill into the same· column iii . the ei:tcipher­
ment/' . Now since the nlliD.ber of columns or positions with respect to the key is very limited 
(except in· the case of very long key words), and since the repetition of lettem is an inevitable 
condition in plain text, it follows that there will be in a message of fair length many cases where 
identical plain-text lettem must fall into the same column. They will thus be enciphered by the 
same cipher alphabet, resulting, therefore, in the production of many identical lettem in the 
cipher text and these will represent identical letters in the plain text. When identical plain-text 
polygraphs fall into identical columns the result is the formation of identical cipher-text poly­
graphs, that is, repetitions of gJ'()Ups of 2, 3, 4, ... lettem are exhibited in the cryptogram. 
Repetitions of this type will hereafter be called caUBal repetitiom, because they are produced by 
a definite, traceable cause, viz, the encipherment of identicallettem by the same cipher alphabets. 

c. It will also happen, however, that dijferem plain-text lettem falling in differem columns 
will, by mere accident, produce identical cipher letters. Note, for example, in Fig. 1 that in 
Column 1, Rp becomes S, and that in Column 2, Hp also becomes s.. The production of an identical 
cipher text letter in these two cases (that is, a repetition where the plain-text lettem are different 
and enciphered by different alphabets) is merely fortuitous. It is, in every day language, "a 
mere coincidence", or "an accident." For this reason repetitions of this type will hereafter be 
called accidental repetitioos. 

d. A consideration of the phenomenon pointed out in c makes it obvious that in polyalpha­
betic ciphers it is important that the cryptanalyst be able to tell whether the repetitions he :finds 
in a specific case are causal or accidental in their origin, that is, whether they represent actual 
encipherments of identical plain-text letters by identical keying elements, or mere coincidences 
brought about purely fortuitously. 

e. Now accidental repetitions will, of course, happen fairly frequently with individual letters, 
but less frequently wi,th digraphs, because in this case the same kind of an "accident" must take 
place twice in succession. Intuitively one feels that the chances that such a purely fortuitous 
coincidence will happen two times in succession must be much less than that it will happen every 
once in a while in the case of lringlelettel'S. Similarly, intuition makes one feel that the chances 
of such accidents happening in the case of three or more consecutive lettel'S are still less than in 
the case of digraphs, decreasing very rapidly as the repetition increases in length. 

f. The phenomena of cryptographic repetition may, fortunately, be dealt with statistically, 
thus taking the matter outside the realm of intuition and putting it on a firm .mathematical or 
objective basis. Moreover, oft~ the statistical analysis will tell the cryptanalyst when he has 
arranged or rearranged his text properly, that is, when he is approaching or has reached mono­
alphabeticity in his efforts to reduce polyalphabetic text to its simplest terms.· .. However, in 
order to preserve continuity of thought it is deemed inadvisable to inject these statistical con­
siderations at thiS place in the text proper; they have been incorporated in .Appendix 2 hereof. 
The student is advised to study the Appendix very carefully after he has finished reading this 
section of the text. · . 

g. At this point it will merely be indicated that if a cryptanalyst were to have at hand only 
the cryptpgram of Fig. 1, with the repetitions underlinedas below, a .. statistical stu~y of the 

' It is to be understood, of course, that cipher alphabets with single equivalents are meant in this case. 
t The frequency with whi.eh this condition may be especUd to occur can be definitely calcUlated. . A dis­

cussion of this point falls beyond the scope of the present text. 
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number and length of the repetitions within the message (Par. 5 of Appendix: 2) would tell him 
that while some of the digraphic repetitions may be accidental, the chances that they all are 
accidental are small. In the case of the tetrttgraphic repetition he would realize tQt the 
chances of its being accidental are very small indeed. 

A. J.l§IJi!S E C P M ~ C C L N X B W C S OXUVD 

B. SCRHT H X I tl I B C I J J.l§YitE GURDP 
c. A Y B C X 0 F P J W J EM G P XVEUE UUQ 
D. MUSCX JJMSG L LET A L E D ~...Q GBMJ'I 

h. A consideration of the facts therefore leads to but one conclusion, viz, that the repetitions 
exhibited by the cryptogram under investigation are not accidental but are oamal in their origin; 
and the cause is in this case not difficult to find: repetitions in the plain text were actually en­
ciphered by identical alphabets. In order for this to occur, it was necessary that the tetrasraph 
USYE, for example, fall both times in exactly the same relative position with respect to the key. 
Note, for example, that UYSE in Fig. 1 represents in both cases the plain-te::s:t polygraph THEA. 
The first time it occurred it fell in positions 1-2-3-4 with respect to the key; the second time it 
occurred it happened to fall in the very same relative positions, although it might just a; well 
have happened to faR in any of the other three possible relative positions with respect to the 
key, uiz, 2-3-4-1, 3-4-1-2, or 4-1-2-3. 

i. Lest the student be misled, however, a few more words are necessary on this' subjeot. 
In the preceding subparagraph the word "happened" was used; this word correctly expresSes 
the idea in mind, because the insertion or deletion of a single plahi.-text letter between the two 
occurrences would have thrown the second occurrence one letter forward or backward, respec.­
tively, and thus caused the polygraph to be enciphered })y a sequence of alphabets such as Call 

no longer produce the cipher polygraph USYE from the plain-text polygraph THEA. On the 
other hand, the insertion or deletion of this one letter might bring the letters of some other 
polygraph into similar columns so that some other repetition would be exhibited in case the 
USYE repetition had thus been suppressed. 

j. The encipherm,ent of similar letters by similar cipher alphabets is therefore the cam11 of 
the production of repetitions in the cipher text in the case of repeating-key ciphers. Wha. 
principles can be derived from this fact, and how can they be employed in the solution of crypto. 
grams of this type? 

k. If a count is made of the number of letters from and including the first USYE to, but not 
including, the second ·occurrence of USYE, a total of 40 letters is found to intervene between ths 
two occurrences. This number, 40, must, of course, be an exact multiple of the length of the key. 
Having the plain-text before one, it is easily seen that it is the lOth multiple; that is, the 4-lettel" 
key has repeated itself 10 times between the first and the second oceurrence of USYE. It follows, 
therefore, that if the length of the key were not known, the number 40 could safely be taken. to 
be an exact multiple of the length of the key; in other words, one of the factors of the number 
40 would be equal to the length of the key. The word "safely" is used in the preceding 18lltence 
to mean that the interval40 applies to a repetition of 4 letters and it has been shown. that the 
chances that this repetition is accidental are small. The factors of 40 are 2, 4, 5, 8, 10, and 20. 
So far u this single repetition of USYE is concerned, if the length of the key were not known, all 
t.bat oould be said about the latter would be that it is equal to one of these factors. The repeti­
tion by itself gives no further indications. How can the exact factor be selected from among a 
list of several possible factors? 

1152018 88 2 
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· · l. Let the intervals between all the repetitions in the cryptogram be listed. They are as 
·follows: • . 

Repetition 

1st USYE to 2d us'Yi!: ___________________________________________________ _ 
1st BC to .2d BC ••.•••• ·---------------------·--------------------------­
lst CX.:to 2d CX·----------·--·-·-------------------------·------------
1st EC to 2d EC·----------··----------------------------------------·-----
1st LE to. 2d LE--------------·--------------------------------------·-----
2d LE to 3d LE----------------------------------------------------------­
lst LE to 3d LE------------·----------------~-----------------------------

. . 1st JY. to. 2d JY -----·-·--------------------------------------------------­
l~~;t PL to 2d PL."-----·-----------------·---------------------------------1st sc to 2d· sc _________________________________________________________ _ 
(1st SY'to 2d SY, already included in USYE.) 

· (1st US to 2d US, already included in USYE.) 
2d us· to ad us:.-----"~---------------------------------------------------
(lst US to 3d US, already included in USYE.) 

. (1st·~ to 2d YE, alrea.dy.included in USYE.) 

Interval 

40 
16 
25 
88 
16 
4 

20 
8 

24 
52 

36 

. .Factors 

2, 4, 5, 8, 10, 20. 
2, 4, 8. 
5. 
2,· 4, 11, 22, 44. 
2, 4, 8. 
2, 4. 
2, 4, 5, 10 .. 
2, 4. 
2, 3, 4, 6, 8, 10, 12. 
2, 4, 13, 26. 

2, 3, 4, 6, 9, 18. 

m. Are all these repetitions causal repetitions·? It can be shown (Appendix 2, par. 4c) that 
·ihb odds. against a theory that the UYSE repetition is accidenta,l are. about 99 to 1 (since the 
probability for its occurrence is .01). It can also be shown that the odds against a ~heory that the 
10 digraphs which occur two· or more times are accidental repetitions are over 4 to 1 (Appendix 
2, par. 5c) i the odds against a theory that the two digraphs which occur 3 times are accidental 
x'ep~titions .l£I'e quite large. (Probability is calculated to be about .06.) The chailces ·are very 
'great, therefore, that all or neady all these repetitions are causal. Certainly tl;i.e chances against 
.th~ two occurrences of the tetragraph UYSE and the three occurrences of the two different digraphs 
(LE and US) being accidental are quite high, and it is therefore not astonishing that the' interVals 
}>etween all. the various repetitions, except in one case, contain th~ factors 2 and.4 . 
.. · , , n:' This means that· if the cipher is written out in either 2 ~;~oluinns or 4 columns, all th~e 
i-epe.~tions . (except the CX repetition) would fall into the sam~ columns .. From this it. f9ll~ws 
That the length of the key is either 2 or 4, the latter, on practical grolinds, being more probal)le 
~han the former. Doubts concerning the matter of choosing between. a 2-letter and a ~~letter 
k,ey ~be dis~lved when'the cipher· text is distributed into its component uniliteral frequency 
aistributions.·· . · · , · · • · · 

o .. The repeated digraph CX in the foregoing message is an accidental repetition; o.S will be 
~pparen'i' by :referring to Fig. 1. Had the message been longer there wotilq have been more 
~\ich accidental· repetitions, bu.t, on the other hand, there would be a proportionately greate~ 
~~her of catis'al repetitions. This is because the phenomenon of' repetition. in plain text ~ 
80 · all~ · ervadin : ' · · · · ·· · . , - .. P, ... g . .. 
. : .'P· Sometimes it happens that the cryptanfl.lyst quickly notes' a repetitio~ of a. polygraph ot 
to\u-' or more letters, th.e inteival between the :firSt and second occurrences of which, has onl,Y 
~w'o .fa~tors, of which ori.e ,is a r~latively small number, the other a relatively ~h incommen­
surable number. He may therefore.a.ssume at once that·the length of th~ key is equal io'1J!e 
'8m8.ller factor. Without ·searching for additional recurrences upon which to corroborate' his 
assumption ... Suppose, for example, that in a relatively short cryptogram the u;.tervafbe~weeP.. 
the first and second occurrences of a polygraph of five letters happens to' be a number such: as 
203, the factors of which are 7 and 29. Evidently the number of alphabets may .at. ~nee be 
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assumed to be 7, unless one is dealing with messages exchanged among correspondents known 
to use long keys. In the latter case one could assume the number of alphabets to be 29. 

g. The foregoing method of determining the period in a polyalpha.betio cipher is commonly 
referred to the literature as "factoring the intervals between repetitions"; or more often it is 
simply called "factoring." Because the' latter is an apt term and is brief, it will be employed 
hereafter in this text to designate the process. 

10. General remarki on factoring.-a. The statement made in Par. 2 with respect to the 
cyclic phenomena said to be exhibited in cryptograms of the periodic type now becomes clear. 
The· use of a. short repeating key produces a periodicity of recurrences or repetitions collectively 
termed "cyclic phenomeli.a.", an analysis of which leads to a determination of the length of the 
period.or cycle, and this gives the length of the key. Only in the case of relatively short crypto­
grams enciphered by a relatively long key does factoring fail to lead to the correct determination 
of the number of cipher alphabets in a repeating-key cipher; and of course, the fa.ct tha~ a crypto­
gram contains repetitions whose factors show constancy is in itself an indication and test of its 
periodic nature. It also follows that if the cryptogram is not a repeating-key cipher,· then 
factoring will show no definite results, and conversely the fact that it does not yield definite 
results at once indi~ates .that the cryptogram is not a periodic, repeating-key cipher. 

b. There are two cases in which factoring leads to no definite results.. One is in the case of 
monoa.lphabetic substitution ciphers. Here recurrences are very plentifUl as a rule, and the 
intervals separating these recurrences may be factored, but the factors 'U1iJJ, show no ccmstamy; 
there will.be several factors common .to many or most of the recurrences. This in itself is an 
indication of a monoalphabetic substitution cipher, if the very fact of the presence of many 
recurrences fails .to impress itself upon the inexperienced cryptanalyst. The other case in· which 
the process of factoring is nonsignificant involves certain: types of n:onperiodic, polyalphabetic 
cipb,ers. In certain of these ciphers recurrences of digraphs, trigraphs, ·and even polygraphs 
may be plentiful in a long message, but the intervals between such recurrences bear no definite 
multiple relation to the length of the key, such as in the case of the true periodic, repeating-key 
cipher, 'in which the alphabets change with successive letters and repeat themselves over and 
over again. 

c. Factoring is not the only method of determining the length of the period of a periodic, 
polyalphabetic substitution cipher; although it is by far the most ·Common and easily applied. 
At this point it will merely be stated that when the message under study is relatively short in 
comparison with the length of the key, so that there are only a few cycles of cipher text and no 
long repetitions affording a basis for factoring, there are several other methods available. 
However, it being deemed inadvisable to interject the data concerning those other methods 
at this point, they will be explained subsequently. It is desirable at this juncture merely to 
indicate ·that methods other than factoring do exist and are used in practical work. 

· d. Fundamentally, the factoring process is merely a more or less simple mathematical method 
of studying the phenomena of periodicity in cryptograms. It will usually enable the crypt.. 
analyst to ascertain definitely whether or not a given cryptogram is periodic in nature, and if 
so, the length of the period, stated in terms of the cryptographic unit involved. By the latter 
statement is meant that the factoring process may be applied not only in analyzing the periodicity 
manifested by cryptograms in which the plain-text units subjected to cryptographic treatment 
are monographic in nature (i.e. are single letters) but also in studying the periodicity exhibited 
by those occasional cryptograms wherein the plain-text units are digraphic, trigraphic, or 
n-grapbic in character. The student should bear this point in mind when he comes to the study 
of substitution systems of the latter sort. However, the present text will deal solely with cases 
of the former type, wherein the plain-text units subjected to cryptographic treatment are single 
letters. 
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11. Seoond 1t1p: diatributiq dle cipher text into the component monoalphabeta.-a. 
After the number of oipher alphabets involved in the cryptogram has been asoertained, the next 
step is to rewrite the message in groups corresponding to the length of the key, or in columnar 
fashion, whichever is more convenient, and this automatically divides up the text so that the 
letters belonging to the same cipher alphabet occupy similar positions in the groups, or, if the 
columnar method is used, fall in the same column. The letters are thus allocated or distributed 
into the respective cipher alphabets to which they belong. This reduces the polyalphabetic 
text to monoalphabetio terms. 

b. Then aepara.te uniliteral frequency distributions for the thus isolated individual alpha beta 
&re compiled. For example, in the case of the cipher on page 13, having determined that four 
alphabets are involved, and having rewritten the message in four columns, a frequency distribu­
tion ia made of the letters in Column 1, another is made of the letters in Column 2, and so on for 
the rest of the columns. &ch of the rtwlting distributiom is therefore a monoalphabetic fr•'J!U'ACY 
t'littribWion. If these distributions do not give the characteristic irregular crest and trough 
appearance of monoalphabetic frequency distributions, then the analysis which led to the 
hypothesis as regards the number of alphabets involved is fallacious. In fact, the appearance of 
these individual distributions may be considered to be an index of the correctness of the factoring 
proceu; for theoretically, and practically, the individual distributions constructed upon the 
totted hypothesis will tend to conform more closely to the irregular crest and trough appearacn.e 
of a monoalphabetic frequency distribution than will the graphic tables constructed upon a.u 
incorrect hypothesis. These individual distributions may also be tested for monoalphabeticity 
by statistical methods. 

11. Third atep: aolvinc the monoalphabeti.c diatributiona.-The difficulty experienced in 
analyzing the iDdividual or isolated frequency distributions depends mostly upon the type of 
cipher alphabets that is used. It is apparent that mixed alphabets may be uaed. just as easily as 
atanda.rd alphabets, and, of course, the cipher letters themselves give no indication aa to 1Vbich 
ie tile cue. However, just as it was found that in the case of monoalphabeticsubstitution ciphers, 
a mriliteral frequency distribution gives clear indications as to whether the cipher alphabet is a 
standard or a mixed alphabet, by the relative positions and extensions of the crests and tmugh.a 
in the table, 10 it is found that in the case of repeating-kt!y ciphers, unilitera.l frequency distribu­
tions.for the isolated or individual alphabets will also give clear indications aa to whether. these 
alphabets are standard alphabets or mixed alphabets. Only one or two such frequency diatribu­
tiona are neceaaary for this detennination; if they appear to be standard alphabets, aimilar distri­
butiOill can be made for the rest of the alphabets; but if they appear to be mixed alphabets, then 
it ia best to compile triliteral frequency distributions for all the alphabets. The analySis of the 
va.luea of the cipher lettert in each table proceeds along the same lines as in the ease of monoalpha­
betic ciphel'l. The analysis is more difficult only because of the reduced size of the tablea, but 
if tbe message be very long, then each frequency distribution will contain a sufficient number of 
elementa to enable a speedy solution to be achieved. 
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SEC'!ION IV 

REPEATING-KEY SYSTEMS WITH STANDARD CI~HER ALPIUBETS 
Parqraph 

l!lolutlon by applylns prinelples of frequency--------------------------------------------------------------------------------~~ 13 
Solution by cO!Qpletlng the plain-component aequenoe .••.•••••••• -----------------------------------·-··-------------- 14 
Solution by the "probable-word method" ------·-----------------·-·---------------•···············---------·-······--······-- 15 

13. Solution by applying principles of frequency.-a. In the light of the foregoing principle&, 
let the following cryptogram be studied: 

1 2 

A. AUK H Y JAM K I 

B. E T I M I 

C. D P V X K 

D. N L U F M 

MESSAGE 
a 

ZYMWM 

AYMZM 

LHVRM 
CHUA S 

4 I 

JMIGX Nl._MLX 

I L V M !!.E ----lJ~K U '1' G 
L_!Zt{G 

H K .Q.JLK 
E. A J Z X I 

F. AU H Y 

ZHBHR 
QUKHQ 
PZJNV 

GUM TV 

P 0 EX W 

Z I I V 0 
NLLLE 

DPTEJ 'ECMYS 

PVNYE EYXEE 

GZUE 

I P L W P 

QYBAV 

UOPXR 
G. B V Z VI SPTEG KUBBR QLLXP 

H. W F .Q.JLK P T I K W D J Z X I G 0 I 0 I 

J. ZLAMV 

K. N L MD F 

L. U A W P R 

K F M W F N P L Z I 
AAEXI JLUFM 

NVIW~KZA...§ 

OVVFM ZKTXG 

PZJNV CAIGI 

~!:...1 HS -.. -. 
A sea.rch for repetitions discloses the following short list with the intervals and factors 

above 10 omitted· (for previous experience may lead to the conclusion that it is unlikely that the 
cryptogram involves more than 10 alphabets, showing the number of recurrences which it does): 

Repetition Loeatlon 

LUFIIPZJNVC____________ Dl, K3 
JZXIG. ________________ :._____ El, H4 
EJK._________________________ B4' L2 

PTE .. --------·---·-------·------ E3, G3 
QGK. •••••.•••.•••.•••......•.••••• __ D4, Hl 
UKH..----------------------------- A1 , C2 ZI.,A___________________________ J 1 ' L4 

AS------------------------·--------- D:S, L3 
EJ ---------------------------------- B4, L2 
11'1L-------------------------- A5, D1 
FIL_____________________ A5, J2 

F1L----------------------- J2, J4 
F1L------------------------- J4, K3 FIL_____________________________ K3' L4 

J A.---------"------------------ A2 ' C4 
LA---------------------------------- F1 , J 1 
LA.................................... J1, L4 LL,_____________________ G5' H2 

NL.-------------------------- D1, H2 
NL. ...... ----------------- H2, K1 
VX.------------------- C1, C5 
Yll----·---·------------- A3, B:S 

(17) 

160 
90 

215 
50 
85 
55 
65 

175 
115 
57 

185. 
12 
20 
30 
60 

. 75 
65 
10 

106 
45 
20 
25 

2, 4, 5, 8, 10. 
2, 3, 5, 6, 9, 10. 
6. 
2, 5,10. 
5. 
5. 
5. 
3, 5, 7, 
5. 
3. 
5. 
2, 3, 4, 6. 
2, 4, 5, 10. 
2, 3, 6, 6, 10. 
2, 3, 4, 5, 6, 10. 
3, 5. 
5. 
2, 5. 
3, 5, 7. 
8, 5, 9. 
2, 4, 5, 10. 
5. 
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b. The factor 5 appears in all but .two cases, each of which involves only" a digraph. It seems 
almost certain that the number of alphabets is five. Since the text already appears in groups of 
five letters, it is unnecessary to rewrite the message. The next step is to make a uniliteral fre­
quency distribution for .Alphabet 1 to see if it can be determined whether or not standard alpha­
bets are involved .. It is as follows: 

ALPHABET 1 

- - -~~~~~ ~~~~~~ ~-~~ ~ ~ - ~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

\ ' . 

c . .Although the indications are not very clear cut, yet if one takes into consideration the 
small amount of data the assumption of a direct standard alphabet with W0 =Ap, is worth further 
test. Accordingly a similar distribution is made for .Alphabet 2. · 

ALPHABET 2 
:;::: 
~ 

~ ~ ~-~~~- ~~ ~~~~ ~~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

d. There is every indication of a direct standard alphabet, with Hc=Ap. Let similar distri­
butions be made for the last three alphabets. They are as follows: 

ALPHABET 3 
::::: ::::: 

~~ ~ ~~~~~~ -~ ~~~-~ ~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

ALPHABET 4 
~ 

::s : .... ..... ~ ~ S§ ~ ==: ~ .::: ::::: ....... - ._ ==: =:: ~ i§ ::::: ::::: 
A;B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

ALPHABET 5 
:;::: 

...... ::::: :::: 

l· il ::: ~ ~ ...... ~ ~ -- ::::: -- ~ ::::: ~- :::: ::::: :::: 
A;B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

e. Mter buti little experiment it is found that the distributions can best be made to fit 
the normal when· the following values are assumed: 

Alphabet !_ ________ Ar.=W
0 

Alphabet 2 _________ .Ar.=Ho 

Alphabet 3--------- Ax.= I • 
.Alphabet 4 _________ A.p=T o 

. .Alphabet 5--------- Ap=Eo 
j. Note the key word. given by the successive equivalents of Ap: WHITE. The real proof of 

the correctness o! the analysis is, of course, to test the values of the solved alphabets on the 
cryptogram. The five complete cipher alphabets are as follows: 

Plain________________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

{

L__________ W X Y Z A B C D E F G H I J K L M N 0 P Q R S T U V 
2___________ H I J K L M N 0 P Q R S T U V W X Y Z A B C D E F G 

Ciphe 3---~~------ I J K L M N 0 P Q R S T U V W X Y Z A B C D E F G H 
4----'~------ T U V W X Y Z A B C D E F G H I J K L M N 0 P Q R S 
5 •••• ·~~;-~;...:- ·B, ·f'~{J· H--l· J ·K L M N 0 P Q· R S ·T U V ·W· X ·Y ·Z A B C D 

I'IGUU 2. 
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g. Applying these values to the first few groups of our message, the f?llo~g i& fou~d: 
. 1 · 2 S . ~ II 1 2 8 4 II 1 2 8· 4 II 1 · 2 B ~ II · 1 2 8 4 II: 

Cipher ________ A U K H Y J A M K I Z ·y M W M J M I G X N F M L' X· • · • • . 
Plain._________ E N C 0 U N T E R E D R E D I N F A N T R Y E S ' T · • • • 

h. m~elligib_le text at once results, and the solution can now be completed very quickly. 
The complete message is· as follows: . . . . 

ENCOUNTERED RED INFANTRY ESTIMATED AT ONE REGIMENT AND MACHINE. GUN COM­
PANY IN TRUCKS NEAR EMMITSBURG. AM HOLDING MIDDLE CREEK NEAR HILL 543 SOUTH­
WEST OF FAIRPLAY. WHEN FORCED BACK WILL CONTINUE DELAYING REDS AT MARSH 
CREEK. HAVE DESTROYED BRIDGES ON MIDDLE CREEK BETWEEN EMMITSBURG;-TANEYTOWN 
ROAD AND RHODES MILL. 

i. i:n the foregoing example (which is typical of the systeinerroneouslyattributed, in cryp• 
tographic literature, to the French cryptographer Vigen~re, although to.· do him· justice, he 
made Iio claim of having "invented" it), direct standard alphabets were used, but it is obvious 
that r~v:ersed standard itlphabets may be used and the solution accomplished in the same 
manner. In fact, the now obsolete cipher disk used by the Uniiel States Army for a number 
of years yields exactly this type of cipher, which is also known in the literature as the Beaufort 
Cipher, and by other names. In fitting the isolated frequency distributions to the normal, the 
direction of "reading" the crests and troughs is merely reversed. · 

14; S~tution by completing the plain-component sequence.-a. There is another method 
of solving this.type of cipher, which is worthwhile explaining, because the underlying principles 
will be found useful in many cases. It is a modification of the method of solution by completing 
the plain-component sequence, already explained in Military Orypta'TUJlym, Part L · 

b. After all, ·the individual alphabets of a. cipher such a.s the one just solved are merely 
direct standard alphabets. It has been seen that monoalphabetic ciphers In w:liich standard 
cipher· alphabets are employed inay be solved almost mechanically by compl~ting the· plain­
component sequence. The plain text reappears on. only one generatrix and this generatrix is the 
sam~ f()r the whole message. It is easy to pick this generatrix out of all the other generfl,trices 
because it is the only one which yields intelligible text. Is it not a.ppareni that if ili.e same process 
is apPlied to the cipher letters of the individual alphabets of the cipher just solved that ·the' plafu­
text equivalents of these letters must all reappear on one and the same generatrix? But ho~ 
will the generatrix which actually contains the plain-text letters be distinguishable from the 
other generatrices, since these plain-text letters are not consecutive letters in the plain text but 
only letters separated from one another by a constant interval? The answer is simple. The plain .. 
text generatrix should be distinguishable from the others because it will show more and a better 
assOrtment of high-frequency letters, and can thus be selected by the eye from the whole set of genera­
trices. If this is done with all the alphabets in the cryptogram, it will merely be necessary to 
assemble the letters of the thus selected generatrices in proper order, and the result sould be 
consecutive letters forming intelligible text. 

c. An example will serve to make the process clear. Let the same message be used as before. 
Factoring showed that it involves five alphabets. Let the first ten cipher letters in each alphabet 
be set down in a horizontal line and let the normal alphabet sequences be completed. Thus: 
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ALPIIABK'l'l ALPII.UIK'l' 2 ALPII.UIST8 ALPIIABS'l'C Aua:una 

1 &ZZ:tZNEZAI!!Z UAYMF'l'HYLK KMMIMIBMVU HKW~LMHZMT YIMXXIRMEG 
2 BKAKOFABJK VBZNGUIZML LNNJNJCNWV ILXHMNIANU ZJNYYJSNFH 
3 CLBLPGBCKL WCAOHVJANM MOOKOKDOXW JMYINOJBOV AKOZZKTOGI 
4 DMCMQHCDLM XDBPIWKBON NPPLPLEPYX KNZJOPKCPW BLPAALUPHJ 
5 ENONRIDEMN YECQJXLCPO OQQMQMFQZY LOAKPQLDQX CMQBBMVQIK 
6 FOEOSJEFNO ZFDRKYMDQP PRRNRNGRAZ MPBLQRMERY DNRCCNWRJL. 
7 GPFPTKFGOP AGESLZNERQ QSSOSOHSBA NQCMRSNFSZ EOSDDOXSKM 
8 HQGQULGHPQ . BHFTMAOFSR RTTPTPITCB ORDNSTOGTA FPTEEPYTLN 
9 IRHRVMHIQR CIGUNSPGTS SUUQUQJUDC PSEOTUPHUB GQUFFQZUIIO 

10 JSISWNIJRS OJHVOCQHUT TVVRVRKVED QTFPUVQIVC HRVGGRAVNP 
1.1 KTJTXOJKST EKIWPDRIVU UWWSWSLWFE RUGQVWRJWD ISWHHSBWOQ 
12 LUKUYPKLTU FLJXQESJWV VXXTXTMXGF SVHRWXSKXE JTXIITCXPR 
13 MVLVZQLMUV GMKYRFTKXW WYYUYUNYHG TWISXYTLYF KUYJJUDYQS 
14 NWMWARMNVW HNLZSGULYX XZZVZVOZIH UXJTYZUMZG LVZKKVEZRT 
15 OXNXBSNOWX IOMATHVMZY YAAWAWPAJI VYKUZAVNAH MWALLWFASU 
16 PYOYCTOPXY JPNBUIWNAZ ZBBXBXQBKJ WZLVABWOBI NXBMMXGBTV 
17 QZPZOUPQyz KQOCVJXOBA ACCYCYRCLK XAMWBCXPCJ OYCNNYHCUW 
18 RAQAEVQRZA ~DWKYPCB BDDZDZSDML YBNXCDYQDK PZDOOZIDVX 
19 SBRBFWRSAB MSQEXLZQDC CEEAEATENM ZCOYDEZREL QAEPPAJEWY 
20 TCSCGXSTBC ~ DFFBFBUFON ADPZEFASFM RBFQQBKFXZ 
21 UDTDHYTUCD OUSGZNBSFE EGGCGCVGPO BEQAFGBTGN SCGRRCLGYA 
22 VEUEIZUVDE PVTHAOCTGF FHHDHDWHQP CFRCGHCUHO TDHSSDMHZB 
23 WFVFJAVWEF QWUIBPDUHG GIIEIEXIRQ DGSCHIOVIP !JiiJ;TlitU'Q 
24 XGWGKBWXFG RXVJCQEVIH HJJFJFYJSR EHTDIJEWJQ VFJUUFOJBD 
25 YHXHLCXYGH SYWKDRFWJI IKKGKGZKTS FIUEJKFXKR WGKVVGPKCE 
26 ZIYIMDYZHI TZXLESGXKJ JLLHUiALUT GJVFKLGYLS XHLWWHQLDF 

FIGVU 8. 

d. If the high-frequency generatrices underlined in Figure 3 are selected and their letters 
are juxtaposed in columnB the consecutive letters of intelligible plain text immediately present 
themielves. Thus: 

(

For Alphabet 1, generatrix 5------------------------- E N D N R I D E M N 
For Alphabet 2, generatrix 20_·--------------------- N T R F Y M A R E D 

Selected Generatrices For Alphabet 3, generatrix 19 _______________________ C E E A E A T E N M 

For Alphabet 4, generatrix 8------------------------- 0 R D N S T 0 G T A 
For Alphabet o, generatrix 23----------------------- U E I T T E N I A C 

1 2 3 4 5 
EN C 0 U 
NT ERE 
DR ED I 
NFANT 

Columnar juxtaposition of letters R Y E S T 
from selected generatrices ______ I M A T E 

D AT 0 N 
ERE G I 
MENTA 
N D MAC 
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Plain text: INCOUNTii:RED RED lNF~Y ·ESTIMATED AT ONE 

REGIMENT AND MAC • • • • . 

e. Solution by this me~od cu thus be achieved without the compilation of any frequency 
tables whatever and is very quickly attained. The inexperienced cryptanalyst may have diffi­
culty a.t first in selecting the. genera.trices which contain the most and the best assortment of 
high-frequency letters, but With increased practice, a high degree of proficiency is attained. 
After all it is only a matter of experiment,. trial, and error to select and 888emble the proper 
generatrices so as to produce intelligible text. · · 

j. If the letters on the sliding strips were ac~ompa.nied by numbers representing their relative 
frequencies in plain text, and these :riumberS Were added a.crOBB eaeh generatrix, then that gen­
eratrix with the highest total frequency wotild theoretically always be the plain-text generatrix. 
Practically it will be among the generatriees which show the first three or four greatest totals. 
Thus, an entirely ·m&~&JP&tical solution for this type of cipher may be applied. . 

g. If tJie cipher. alphabets ~ reversed standard alphabets, it is only necessary to convert 
the cipher letters of each ispla.ted alphabet into their normal, plain-component equivalents and 
then proceed as in the case of direct standard alphabets. . 

k. it basbeen seen how the key word may be discovered in this type of cryptogra~. UJtuoJly 
the key is made up of those lett,ers in the successive alphabet1J whose equivalents are ~P but otller 
conventions are of course possible. SomeWn.es & key num.ber is used, such as 8+7-1-12, 
which means merely that Ap is represented by 'the eighth letter from A (in the nol'Qlal alplul.bet) 
in the firat cipher alpha'bet, by the fourth letter from A in the second cipher alphabet, and so on. 
This modification is known in the literature as the Gronsfeld cipher. However, the method of 
solution as illustrated above, being independent of the nature of the key, is the same as befo~. 

15. Solution by the "probable-word method. "-a. The common use of key words in crypo. 
tograms such as the foregoing makes possible a. method of solution that is simple and can be used 
where the more detailed method of analysis using frequency distributions or by completing the 
plain-component sequence is of no avail. In the case of a very short message which may show 
no recurrences and give no indications o.s to the number of alphabets involved, this modified 
method will be found most useful. 

. b. Briefly, the method consists in assuming the presence of a probable word in the message, 
and referring to the alphabets to find the key letters applicable when this hypothetiolll word is 
auumed to be present in various positions in the cipher text. If the assumed word happens to 
be correct, and is placed in the correct position in the message, the key letters produced by 
referring to the alphabets will yield the key word. In the following example it is assumed that 
reversed standard alphabets are known to be used by the enemy. 

MESSAGE 

MDSTJ LQCXC KZASA NYYKO LP 

c. Extraneous circumstances lead to the assumption of the presence of the word AMMU­
NITION. One may assume that this word begins the message. Using sliding normal compo­
nents, one reversed, the other direct, the key letters are ascertained by noting what the succeaaive 
equivalents of Ap are. Thus: 

Cipher •• -~---·~---- M D ~ T J L Q C X C 
Plain text.......... A II M U N I T I 0 N 
"Key"-----·-··----- II P E N W T J K L P 

I: 
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The key does not· spell any intelligible word. One therefore shifts the: assumed -word one letter 
forward and another trial is made. 

Cipher----~-~------- D S T J L Q C X C K 
Plain text~--------- A M M U N I .T I 0 N 
"Key"--·-~------~--- D E F D Y Y V F Q X 

This also yields no httelligible key word. , One continues to shift the. ass_umed word. forWFd. 
one space at a time until the following point is reached. 

Cipher______________ L Q C X C K Z A S . A 
Plain text__________ A M M U N I T I 0 N 
"Key"-------------- L C 0 R P S S I . G N 

The key now becomes evident. It is a cyclic· permutation of SIGNAL CORPS. It should be 
clear that since the key word or key· phrase repeats itself during the encipherment of such a 
message~ the pla.in..;text word. upon whose BBiJu~ed presence in the meBBage this test is beiJig 
based may begin to be enciphered at any point in the key, and continue over into its next repeti.:. 
tion if it is longer than the key. When this is tlle case 'it is merely neceSS!U'Y to shift the latter 
part of the sequence of key letters to the first part~ a.S in the ca.se noted: LCORPSSIGN is trans­
posed into SIGN • • • LCORPS, and thus SIGNAL CORPS. 

d. It will be seen: in the foregoing method of solution _that the length of the key is of no 
particular interest or consequence in the steps taken' in effecting the solution·. . The determina-:­
tion of the length and elements of the key comes after the solution rather than before it. In this 
case the length of the period is seen w be elev~il, corresponding to thelength of the key (SIGNAL 
CORPS). , . ·. · 

e. The foregoing method is one of the other methods of determining the length of· the k~y 
(besides factoring), referred to in Par. tOe~ · ' · · · · · :' . . 
' f. If· the assumption. of reversed standard· alphabets yields· no goo~· results, then· direct 

sttmda:td alphabets are assumed and the test· made exactly in the same manner~ ·.·.As Will b~ 
shown subsequently, the method can also be used as a last resort when :Drlxed a.lph~bets are 
employed.· · · · 
· g. When the assumed word is longer than the key, the sequence of r~covered key letters will 

show ·a periodicity equal to the length of the key; ·that is, after a. certain number of letters th~ 
sequence of key letters \vin repeat. This phenomenon would be most useful in the case of keys 
that are not intelligible words but are composed of random letters or figures~ Of course, if such 
a key is longer than the assumed word, this method is of no avail. 

h. This method of solution by searching_ for a word is contingent upon the following cir-
cumstances: · · · 

(1) That the word whose presence is a.ss~ed actually occurs in the meBBage, is properly 
spelled, and correctly enciphered. , 

(2) That the sliding components (or equivalent cipher disks or squares) employed in the 
search for the assumed ·word are actually the ones which were employed in the enciphemnen~, 
or are such as to give identical results as the ones which were actually used. . 

(3) That the pair of enciphering equations used in the test is actua.lly the- pair which: was 
employed in the encipherment; or if a. cipher square is used in the test, the method of finding 
equivalents gives results that correspond with those actua.lly obtained in the encipherment . 
(See par. 9.) · ._. : · . .· :· . 

. ·, . . . ·' . . . . ~ 
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i. The foregoing appears to be quite an array of contingencies and the student may think 
that on this account the method will often fail. But examining these contingencies one by one, 
it will be seen that successful application of the method may not be at all rare-after the solution 
of some messages has disclosed what sort of paraphernalia and methods of employing them are 
favored by the enemy. From the foregoing remark it is tO be inferred that the probable-word 
method has its greatest usefulness not in an initial solution of a system, but only after successful 
study of enemy eomm.uilica.tions~y more· difficUlt processes;of·analysis has·tOld its story to the 
alert Cryptanalyst. .Although it is commonly attributed to Bazeri~, the .. Frenc~ cryptanalyst 
of 1900, the probable-word method is very old in cryptanalysis and goes b~k several centuri~. 
Its usefulness in pracqcal work may best be indicated by quoting from a competent observer 1: 

There is another [method) which is to this first method what tli.e ge(,metrlc method i~ to analysfa in' certain 
lloiences, and, according to the whims of individua.Ia, certain Oryptanatyatis prefer one to the other. Certain others, 
iJ).capable of getting the answer with one of the methods in the solution of a dff!icult problem, conquer it by me~ 
ot the other, with a disconcerting masterly stroke. T1W! other metbod is that of the probable word. We inay 
~ve more or less definite opinions concem,ing the iubjecit ot the cryptogram. We may know something about its 
date, and the correspondents,' who may have been indiscreet in the subject they have treated. On this basis, the 
hfP<>thesis is made that a certain word probably appears in ~e text. . . . . In certain classes of documeqts, 
m:flitary or diplomatic telegrams, banltilig and mining affain; eto.; it ill not ImPossible to :inake very ImpOrtant 
W\Jmptions about the Pl'!388DC8 of.certafn WOrds in the text. After a.eryptanal.yst bas w:orked for along time 
with the writ~ of certain correspondents, he gets used to their expressions. He gets a whole load of words 
to trY out; then the chanses ·of key, and sometimes of system, no longer throw into his way the dif!iculties of an 
abs9lutely new study, which might require the analytical method. 

1 Givierge, M., Co"" de Cryplograph.ie, P~, 1925, p. 30. 
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SECTIOJ!IT v 
REPEATING-KEY SYSTEMS WITH MIDD CIPBEB ALPHABETS. I 

. . l'arplpb 
Reason for the use of mixed alphabets___________________________________________________________________________________________ 16 
Interrelated miXed alphabets..._____________________________________________________________________________________________________ 11 
Prlnolplee of direct symmetry of position ________________________________________________ ~-----------------·-------------·---··· 18 

Initial steps in the solution of a typioal example.. ••••••• ------------------------·---·---·--------··----·-----··-·-·---·····-- 19 
Application of principles of direct aymmetry of position ••• --------------·-----·--·-··-----·-·------------·--·----------·-·- 20 
Subsequent atepa in aolution ••••• ---·--·-·-·-----------------·-·----------------------------------------·-·-------------·--·--·---- 21 
Completing the aolution .. -----------------------------------------------------------------------------·-----------·-·--·---------- 22 
Solution of subsequent meaaacea enciph~ by same cipher component________________________________________________ 23 
Summation of relative frequencies aa an aid to the ~eotion of the correct generatricea-----·-·---·-·------------- 24 
Solution by the probable-word method-------·--·--·-·-·-·· ... --·-··-----------------------------------------------------------· 26 
BolutioJl w~ plain component Ia miXed, the cipher ,qomponent, the normal.--------~------------------·-·--------- 26 

18. :Ieason for the use of mb:ed alpllabetl.-4. It has been seen in the examples eonsidered 
thus far that the use of several alphabets in the same meS&age does not greatly complicate the 
analysiS of 'such a cryptogri.m. There are three. reasOns why this is so. F'inltly, only relatively 
few alphabets were employed; secondly, these alphabets were employed in a. periodic or Fepe&ting 
manner, giving rise to cyclic phenomena in the cryptogro.m, by means of which the number of 
alphabets could be determined; and, thirdly, the cipher alphabets were known alphabets, by 
which is meant merely that the sequences of letters in both components of the cipher alphabets 
were known sequences. 

b. In the case of monoalphabetic ciphers it was found that the use of a mixed alphabet 
delayed the solution to a considerable degree, a.nd it will now be seen that the use of mixed alpha­
bets in polyalphabetic ciphers renders the analysis much more difficult than the use of standard 
alphabets, but the solution is still fairly easy to achieve. 

17. Interrelated :mixed alphabets.-tt. It was stated in Par. 5 that the method of producing 
the mixed alphabets in a polyalphabetic cipher often affords clues which are of great -tance 
in the analysis of the cipher alphabets. This is so, of course, only when the cipher alphabets 
are interrelated secondary alphabets produced by sliding components or their equivalents. 
Reference is now made to the classification set forth in Par. 6, in connection with the types of 
alphabets which may be employed in polyalphabetic substitution. It will be seen that thus far 
only Cases A (1) and {2) have been treated. Case B {1) will now be discussed. 

b. Here one of the components, the plain component, is the normal sequence, while the 
cipher component is a mixed sequence, the various juxtapositions of the two components yielding 
mixed alphabets. The mixed component may be a systettlatica.lly-mixed or a random-mixed 
sequence. If the 25 successive displacements of the mixed component are recorded in separate 
lines, a symmetrical cipher square such as that shown in Fig. 5 results therefrom. It is identical 
in form with the square table shown on p. 7, labeled Table 1-A. 
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Pla.in •••••••••• A B C D E F G H I J K L I -H 0 P Q R S T U V W X Y Z ·, . 
LEAVNIORTHBCDFGIJKMPQSUXY·z 
EAVNWORTHBCDFGIJKMPQSUXYZL 
AVNWORTHBCDFGIJKMPQSUXYZLE 
VHIORT~BCDFGIJKMPQSUXYZLEA 
NIOR~HBCDFGIJKMPQSUXYZLEAV 
IORTHBCDFGIJKMPQSUXYZLEAVN 
ORTHBCDFGIJKMPQSUXYZLEAVNW 
RTHBCDFGIJKMPQSUXYZLEAVNWO 
THBCDFGIJKMPQSUXYZLEAVNWOR 
HBCDFGIJKMPQSUXYZLEAVNWORT 
BCDFGIJKMPQSUXYZLEAVNWnRTH 
C D F G I J K M P Q S U X Y Z L ·E A v· N W 0 R T H B 
DFGIJKMPQSUXYZLEAVNWORTHBC 

Cipher ••• _ · F G I J K M P Q S U X Y Z L E A V N W 0 R T H B C D 
GIJKMPQSUXYZLEAVNWORTHBCDF 
IJKMPQSUXYZLEAVNIORTHBCDFG 
JKMPQSUXYZLEAVNWORTHBCDFGI 
KMPQSUXYZLEAVNWORTHBCDFGIJ 

PQSUXYZLEAVNWORTHBCDFGIJK· 
PQSUXYZLEAVNWORTHBCDFGIJKM 
QSUXYZLEAVNWORTHBCDFGIJKMP 
SUXYZLEAVNWORTHBCDFGIJKMPQ 
UXYZLEAVNWORTHBCDFGIJKMPQS 
X Y Z L E A V N W 0 R T H B C D F G I J K M P Q S- U 
YZLEAVNWORTHBCDFGIJKMPQSUX 
ZLEAVNWORTHBCDFGIJKMPQSUXY 

I'IOVBII I. 

c. Such a cipher square may be used in exactly the same manner as the V:~ge~re square. 
With the key word BLUE and conforming to the normal enciphering equations (e-'1=81,,; Ot~1= 
e.,,), the following Jines of the square would be used: 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
BCDFGIJKMPQSUXYZLEAVNWORTH 
LEAVNIORTHBCDFGIJKMPQSUXYZ 
UXYZLEAVNWORTHBCDFGIJKMPQS 
EAVNIORTHBCDFGIJKMPQSUXYZL 

I'IOUU611. 

These lines would, of course, yield the following cipher alphabets: 
(l) Plain ___________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

Cipher_________ B C D F G I J K M P Q S U X Y Z L E A V N W 0 R T H 

(2) Plain___________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher. ________ L E A V N 'I 0 R T H B C D F G I J K M P Q S U X Y Z 

(a) Plain .• ~-------· A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher_________ U X Y Z L E A V N W 0 R T H B C D F G I J K M P Q S 

(
4

) Plain.. __________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher ________ E A V N W 0 R T H B C D F G I J K M P Q S U X Y Z L 

J'IGVU 1111. 
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18. Principles· of direot symmetry ·of position • .,........:.a. It: wa.s sta;ted direttly above: that Fig. 5 
is a symmetrical cipher square, by which is meant that the letters ·in its ,successive horizontal 
lines show a 8'1Jmmetry of position with respect to one another .. They constitute, in reality, one 
and only one sequence or series of letters, the sequences being m.erely displaced successively 1, 
2, 3, ..• interva.IS. The symmetry exhibited is obvious and is said to· be visible, or direct. 
This fact can be used to good advantage, as has already been alluded .to·in par. 7j. 

b. Consider, for example, the pair of letters G, andy, in cipher alphabet {1) of Fig. 6b. The 
letter V0 is the 15th letter to the right of G.. In cipher alphabet (2),-Y,is also the 15th letter to 
the right o~ G8, as is the ease in each of the four cipher alphabets in Fig. 6b, since the relative 
positions they occupy are the same in each horizontal line in ·Fig. 6a, that is, in each of the suc­
cessive recordings of the cipher component ~ the .latter is slid .to. the right against the plain or 
normal component. If, therefore, the relative· positions occupied by ~wo letters, 9 1 and 92, in 
such a cipher alphabet, C11 are known, and if the position of e, ip another cipher alphabet, C2, 

belonging to the same sariS!~ is known, then 62 may at once be placed into its correct position in C2• 

Suppose, for example, that as the result of an analysis based upon qonsi~rations'of'frequency, 
the following values in four cipher alphabets have been tentatively determined: 

{l) P~--.:---~---- A B C D E F G H I J K L M N 0 _P Q .R S T U V W X Y Z 
Cipher_________ G Y · · V. 

(
2
) P~a.in---~------- A B C D E F G H I J K 'L M ·N 0 P .Q -~ S ~ U V W X Y Z 

Cipher_________ N G . . P 

(
3

) ~----------- A B C D .E F G H I J K L .M N 0 P .Q ~ .S .'» U V W X Y Z 
Cipher.-------- . L . . . B . . . I 

(
4
) P~---------- .. B _C D ·E F G H I ·J K L M N -~ .P Q R S .T U V W X Y Z 

Cipher________ W I . . Q 
F~o'DB• 711. 

c. The. cipher components of these four secondary alphabetlil may, f9r convenience, be assem­
bled into a cellular structure, hereinafter called a sequence reconstruction skeleton, as shown in 
Fig. 7b. Regarding the top line of the reconstruction skeleton in Fig~_ 7b _as bejng common to all 
four secondary cipher alphabets listed in Fig. 7a, the successive lines of the reco:psil'UctiO.n s}l:eleto~ 
may now be teimed cipher alphabets,· and may be. referred tO by the riumbets at the left: · 

. • ! .. • 

Plain_----------~- A B C D E F G H I J K L M 'N 0 . P Q ~ S T U V W X Y Z 
==F=F'== . . .. · =I::;:::,F.=:.___:..:_ .. :. · . ='== 

L-------- G . . y : .: .y . 
-. --1--1- ---f-- ----_1-1-::--.-.1--:-1--. -. -.. ----1-

2_________ -- N G ·p 
Cipher ·-~-1--·1-1---·· :· ~~---1---

3_________ L B I 
----1-----------~---.~-. --~--.,-

4_________ , W I · . .Q . 

:rrovu 7b. 

d. 'fhe letter G is common to Alphabets 1 and 2 •. · In Alphabe~ 2 it. is noted that N occupies 
the lOth position to the left of G, and _the letter P occupies. the 5th, position to the iight; of G. 
One DJ.&.l ther~fore place these letters, N 8.nd P, in their proper .pcisit~ons m Alphabet ·1, the letter N 
being place~ 1_0 letters before G, and the_ letter P, 5 letters after G. · Thus: · 

Plain .. --~-----
. . .. 

1 A~C DE F~H1 I J~L M N. ~• p Q T T~:rM! z 
_ G · ·P · Y · · VN L-~---- .. 
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Thus; the valu:es of two new lettera in· Alphabet 1, viz, P.=Jp, and ·N.-=Up have-~ automati­
cally determined; these values were obtained without any analylilis based upon thefr~ of 
P. and N.. Likewise, in Alphabet 2, the lettet:e Y and V may b~ inserted in these positions: 

Plain _________ _ 
A B c. D E ·p G H I J .K T N 0 ~ Q R s T u v " X y z 
~========~~-~== -========== 

VN . G.·· P Y 2 ____ ---
., 

This gives the new values V.=Dp and Y.=Y11,fu Alpha.Pet 2. Alphabets 3 and 4 have a common 
letter I, which permits of the placement of Q and Win. Alphabet 3, and of B and L in Alphabet 4. 

e. The new values thus found are of course i:mzqediately hiserted throughout the crypto­
gram, thus leading to the assumption of Jurlher values in. the cipher text. This process, viz, the 
reconstruction of the primary components', by the application of the principles of direct symmetry 
of position to the cells of the reconstruction skeleton, thus facilitates and hastens solution. 

f. It must be clearly understood that before the' principles of direct symmetry of position 
can be applied in cases such as the foregoing, it is necessary thoJ the plain component be a known 

. sequence. Whether it is the normal sequence or not is immaterial, so long as the sequence is 
known. Obviously, if the sequence is unknoWn., symmetry, even if present, cannot be detected 
.by:. the 'cryptanalyst ·-because ·he ··has no· base ·upon which to try out his as8umptioris .for 
syni.metry •· • In · other ·words, direct: ·symmetry of position is · manifested ·in·· ·the illustrative 
eKW:nple because . the· plain component is· a ·known sequenee, and not because it is the 
normal alphabet. The significance Gf this poiilt will become .apparent ·later on in connection 
with the problem discussed in Par. 26b. 

19. Initial steps in the solution of· a typical example.-a. In the light of the foregoing prin­
ciples let a typical message now ~e studied . 

. "I ... -

MESSAGE 
1 2 3 4 II 

A. Q W B R I V W Y c· A I. S P J L R B Z E Y · Q W Y E U 

B.· L ·w M. G ~~·----:I::......:.C J C I M T Z E I M ·t B K N ·9 W ~ R I '· 

C!, VWYIG BWN;BQ .QCGQ·H IW;J.:..:..K....z.:A:.-.-..::.GE.G··XN 

D. I D: M R U · V E Z Y G Q I G V N C. -T G Y 0 B P D B L · 

E. V. C . G X G B K . Z Z G .. ;t V X C U N '1' Z A' 0 B W F E Q 
·'• 

F ~ · Q L .F C 0 M. T ,LU .C C B Y Q 0 P D K ,A · G 10. -G I G =;;;;;_-
G. V P W M R Q I I E W I C G X G . B L G Q Q V B G R S 

H. M Y J J Y Q V F W Y R W N F L 

J. IPD.RU OP.JQQ Z.RHCN 

·.:x.:·s·xo·.s·N PXF-PU YX.NFG 

L. S E Z :z G I s·E, ~ U K D :H C A: 
M. M F D =Z-=T.__...::.C T'·J· R D M I Y Z Q 

N. Q Y ·~H Q V E D~-C Q L X N C L 

P. I V J. 'R N W N B R I V P J E L 

Q. A T Y E W C B Y ·z T E V G Q U 

R. X I N B A I K W J ...._Q____,R:.:...::;,D Z Y F 

S. Q W J Y Q I B W R X 

GXNFW ·MCJKX 

VWDYQ. RDGDG .. 
M.PJ&.L .SAN·c·o• 

M. i3 J l F K I 'L. C J 

A ·C J R-R 

L.V V C S 

't 'A G D N 

VPYHL 

K.WFZL 

S B G z··N 

~I:I 

I R G Q P 
L R Z N Q 
G W F J Q 

i 

I 

I 
' 

. 
I' I. 
i; 
!·I 
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b. The principal repetitions of three or more letters have been underlined in the message and 
the factors {up to 20 only) of the intervals between them are as follows: 

QWBRIVWY________ 45=3, 5, 9, 15. 
CGXGB________ 60=2, 3, 4, 5, 6, 10, 12, 15, 20. 

PJEL.._______ 96=5, 19. 
ZZGI ________ 145=5. 

BRIV ..••.•.. 285=3, 6, 15, 19. 
BRI________ 45=3, 5, 9, 15. 
KAG_______ 75=3, 5, 15. 
QRD ________ 165=3, 5, 15. 
QWB________ 45=3, 5, 9, 15; 
QWB ________ 275=5, 11. 
WIC _______ 130=2, 5, 10, 13. 
m________ 45=3, 5, 9, 15. 
YZT ______ 225=3, 5, 15. 
ZTC ________ 145=3, 5. 

The factor 5 is common to all of these repetitions, and there •ems to be every ind.ieation that 
five alphabets are involved. Since the message already appean in. groups .of five lettAml, ifl ia 
unnecessary in this cue to rewrite it in groups corresponding to the length of the key. The 
uniliteral frequency distribution for Alphabet 1 is as follows: 

:::::: -
- ~ ~ ·i!! i!! 

::::::~~ - ~ ~ ~~~-:::::-~i~- ~~--, 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

FIGvuL 

c. Attempt. to fit this distribution to the ·nonnal on the basis of a direct or rev~d standard 
alphabe~ do no~ give positive results, and it is assume«! tha~ mixed. ·atp~be~· are involved. 
Indiviclual triliteral frequency distributions are then compiled a.nd· are shown in Fig. 9. These 
tables are similar tD those made for single mixed alphabet ciphers, and are ma4e. in the same 
way except that instead of taking the letters one after the other, the let~ which belo:ng to the 
separate alphabets now must be assembled in separate tables. For example, in Alphabet 1, 
the trigraph QAC means that A occurs in Alphabet 1; Q, its prefix, OCCUI"B in Alphabet 5, and C, its 
suffix, ooours in Alphabet 2. All confusion may be avoided. by placing numbers indicating the 

. 1112 
alphabets in which they belong above the letters. thus: QAC 

A B C 
Qc··ar NT 
PT OP TC 

GKT'r 
OW D 
GL 
GX 

D B F G H I J 
n AE AS 

.AD we 
LX HW 
Ll liD 

GV 
we 
XD 
GB 
IV 
NR 
AK 
QB 

ALPHABET I 

K L M N. 0 P Q R· S T U 
UD ~ tT U'l QP IIX .o.w LB LA LA 
FI QX II UP YW YW DE 
Fl LV OT HW QD' RB 

LR SY Qe QD 
we GI 
GP QL 
AB RI 
JF YV 
DI NY 

Sl 
Ql 

V 1J X Y Z 

II Nil QI UX QR 
II 
UB 
LC 
GP 
QB 
HW 
QE 
IP 
.UP 
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ALIIIU.D'I S 

' B c D I F G H I J K L II N 0 
SN RZ IJ Ill GG liD JIB II QF WB 
TGVGQGGGVZ QO BZ BG 

IE VG ID SZ QI 
MJ CB RQ VD KL 
SG IG KH MY 
CYIIJRZ XN 
IW AJ 

A B c D 1!: F G H I J K 
YH WR PB BY WE CQ RC IE CC 

IK PK LC EX DC WK 
WR DR VI IV YJ 
CY n · XP TY CK 
WI D wz ex PQ 
NR FZ WJ DI PE 

!C ex BJ 
LQ TR 
BR CR 
DD VR 
BZ PE 
AD WY 
RQ 
VQ 

A B C D B F G H I J K 
ZO NQ YA GG zy NL IIW AQ YG PL BN 

DL JI GN '!U NW YL GG JY JA 
DN XU ZI NG BI JF DA 
NA FO FQ WQ JX 

HN I. FQ 
ND JL 
HA JL 
LJ Yl 
DQ 
NL 
vs 

112018-38--8 

ALPHABET 3 

L II N 0 
IC WG WB 

DR WF 
XF 
XF 
AC 
XC 
IB 

ALPHABET 4 

L u·N 0 
IR ZQ 

p Q R S '1' u 
BD ZH IP liZ 
OD IG 
vw LZ 
OJ 
MJ 
VJ 
VY 

p Q R 
SJ 

p Q R 
FU GH BI 

GQ BI 
JQ MU 
GP GS 
GU DU 

JD 
JR 

. JN 
BI 
wx 

ca 
NZ 
IIY 
CJ 
AY 

s T u 

S T U 

V W X Y z 
IX QB GN IIJ 
QF VY BD QA 
LV QY PF 
IJ LM YN 
EG QB LN 

VY 
BN 
IJ 
BF 
RN 
VD 
QB 
KF 
GF 
QJ 

v w X y z 
vc Pll vc we BE 

KJ IETE 
BR WI EY 

TZ KZ 
IZ TA 
TE EZ 
BZ RN 
PH DY 

V W X Y Z 
GN FY GN ZG ZG 

GG GO YT 
GG BQ ZG 

DQ DT 
EU YQ 
ZF GN 
JQ YT 

FL 



I 
i' 

~· 
I 
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A B c 
CI 
KG 
KG 
CM 
BI 
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ALPHABET 5 

D E F G H I J K L M N 0 p Q R s T u 
cs JK IB QI RV CM JR KQ YB QA BQ MQ RM ZC EL 
RM YK YQ CM BV XI AB EQ RS CQ ZC RV 

XB EM FG VC CM YO ZE CN 
ZI RV ES cv QV RO 
IV II CL BP QZ PY 
XB RV ET ZQ YR YK 
DB HI.. RW ZA QV 
FM ZG DI HV 
ZI CL 

NX 
JR 
JQ 
YI 

Condensed table of repetitions 

l-2-3-4-5-l-2-3 l-2-3 
Q W B R I V W Y-2 Q w B-3 

V W Y-2 
2-3-4-5-l 
CGXGB-2 2-3-4 

C G X-2 
2-3-4-1 p J E-2 
P J E L-2 W B R-2 

X N F-2 
3-4-5-l 
B-R-I-V 3-4-5 
z-z-c-I-2 B R I-3 

G X G-2 
J E L-2 
Y Z T-2 
z z G-2 

4-5-l 
K A G-2 
X G B-2 
Z G I-2 
Z T C-2 
R I V-3 

5---l-2 
I V W-2 
Q R D-2 
W I C-2 

FIGUBB 9 • 

v w X y z 
GI KI EQ 
EI R- JQ 
FM WR 
EC 

l-2 
Q W-5 
VP-3 
VW-3 

2-3 
c G-3 
c J-3 
PJ-3 
w B-3 
WF-3 
W Y-3 
X N-3 

3-4 
BR-3 
GQ-4 
GX-3 
J R-3 
N F-3 
y Z-3 

4-5 
R I-3 
YQ-3 
Z T-3 

5-l 
G B-4 
I V-3 
Q Q-3 
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d. One now proceeds to analyze each alphabet distribution, in an endeavor to establish 
identifications of cipher equivalents. First, of course, attempts should be made to separate 
the vowels from the consonants in each alphabet, using the same test as in the case of a single 
mixed-alphabet cipher. There seems to be no doubt about the equivalent of EP in each alphabet: 

1 2 3 4 5 

E= ! 0 , W., G0 , c., Q. 

e. The letters of greatest frequency in Alphabet 1 are I, M, Q, V, B, G, L, R, S, and C. I, 
2 5 

has already been assumed to beEp. If W0 and Q.=Ep, then one should be able to distinguish the 

vowels from the consonants among the letters M, Q, V, B, G, L, R, S, and C by examining the 
2 5 

prefixes of w., and the suffixes of Q.. The prefixes and suffixes of these letters, as shown by the 

triliteral frequency distributions, are these: 
2 2 5 II 

Prefixes of W0 (=Ep) Suffixes of Q, (=Ez,) 

....... =::::::: ............. ::::: .................. 
QGKVRBIL IQRXLVAZO 
~ ............. :;:::-.::::::- ...... 

1 2 II 

f. Consider now the letter Moi it does not occur either as a prefix of w., or as a suffix of Q.. 

Hence it is most probably a vowel, and on account of its high frequency it m11.y be assumed to 
1 2 

be Op. On the other band, note that Q. occurs five times as a prefix of W0 and t'hree times as 
0 

a suffix of Q.. It is therefore a consonant, most probably Rp, for it would give the digraph 
Ill 12 

ER (=QQ.) as occurring three times andRE (=QW.) as occurring five times. 
1 2 II 

g. The letter Va occurs three times as a prefix of w. and twice as a suffix of Q.. It is there-
1 

fore a consonant, and on account of its frequency, let it be assumed to be Tp. The letter B, 
2 6 

occurs twice as a prefix of W0 but not as a suffix of Q.. Its frequency is only medium, and it is 
1 2 

probably a consonant. In fact, the twice repeated digraph BW. is once a part of the trigraph 
51 2 5 

GBW, and G., the letter of second highest frequency in Alphabet 5,looks excellent for Tp. Might 
512 

not the trigraph GBW be THE? It will be well to keep this possibility in mind. 
1 2 II 

h. The letter G0 occurs only once as a prefix of W0 and does not occur as a suffix of Q.. It may 
1 2 

be a vowe~ but one can not be sure. The letter La occurs once as a prefix of W 0 and once as a 
II 1 2 

suffix of Q.. It may be considered to be a consonant. Ra occurs once as a prefix of W 0 , and twice 
II 1 1 

as a suffix of Q., and is certainly a consonant. Neither the letter S0 nor the letter c. occurs as a 
2 0 

prefix of w. or as a suffix of Q.; both would seem to be vowels, but a study of the prefixes and 
1 1 

suffixes of these letters lends more weight to the assumption that c. is a vowel than that s. is a 
6 6 II 

vowel. For all the prefixes of C, viz, N, T, and W, are in subsequent annlysis of Alphabet 5 classi-

fied as consonants, as are likewise its suffixes, viz, T, C, and Bin Alphabet 2. On the other hand, 
0 2 1 

only one prefix, L., and one suffix, B0 , of S·o are later classified as consonants. Since vowels are 

, I 

'i 

'l 

.'I 

,I 

; I 

'• ,, 

'i i 
·_; 

i 

I l·! 
! . 

F 
I· I' 
'h· 
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1 
more often associated with consonants than with other vowels, it would seem that C0 is more 

1 1 1 
likely to be a vowel than S0 • At any rate c. is assumed to be a vowel, for the present, leavings. 

unclassified. 
i. Going through the same steps with the remaining alphabets, the following results are 

obtained: 

Alphabet Consonants Vowels 

1 Q. v. B. L. R. G? I. M. c. 
2 B. c. D. T. W. P. I. 
3 J. N, D. Y. F. G. z. 
4 Y, z. J. Q. c. E?. R?. B? 
5 G. N. A. I. w. L. T. Q. u. 

20. Application of principles of direct symmetry of position.-a. The next step is to try 
to determine a few values in each alphabet. In Alphabet 1, from the foregoing analysis, the 
following data are on hand: 

Plain.________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher------ C? I C'l M Q V 

Let the values of EP already assumed in the remaining alphabets, be set down in a reconstruction 
skeleton, as follows: 

~~~~-r-r~~~r-~~~~-r-r-.~--r-~~~-r~~~~~ 

Plain..________________ A I B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
~ =================!= 

I
!__ _________ ~ ___ _:_ ___ C? _____ _!_ __ ~_!__ __ ,__ __ _ 
2___________ w 

r-----------------r----------
Cipher 3___________ G 

~------------------~~----~ 4___________ c 
~-------~----------------~ 5___________ Q 

FIGURB 10. 

b. It is seen that by good fortune the letter Q is common to Alphabets 1 and 5, and the 
letter C is common to Alphabets 1 and 4. If it is assumed that one is dealing with a case in which 
a mixed component is sliding against the normal component, one can apply the principles of 
direct symmetry of position to these alphabets, as outlined in Par. 18. For example, one may 
insert the following values in Alphabet 5: 

Plain _______________ _ 

Cipher{!_ ________ _ 

. 5---------

A B c D E F G H I J K L M N 

:F 
Q R s T u v w X y z 

- F= = I= F= '= I== '== 
_c? I C? Q v 

- - -
·M Q v C'l I C? 

FIGURIIi 11. 
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5 5 5 

c. The process at once gives three definite values: Mc=B11, V0 =G11, I 0=R11• Let these de-

duced values be substantiated by referring to the frequency distribution. Since B and G are 

normally low or medium frequency letters in "plain text, one should find that Mo and V0 , their 

hypothetical equivalents in Alphabet 5, should have low frequencies. As a matter of fact, they 

do not appear in this alphabet, which thus far corroborates the assumption. On the other hand, 
5 5 

since Io=Rp, if the values derived from symmetry of position are correct, I 0 should be of high 

frequency, and reference to the distribution shows that I 0 is of high frequency. The position of 

C is doubtful; it belongs either under N11 or V11• If the former is correct, then the frequency 
5 

of Co should be high, for it would equal N11 ; if the latter is correct, then its frequency should be 
5 

low, for it would equal V0 • As a matter of fact, Co does not occur, and it must be concluded 
1 

that it belongs under V 11• This in turn settles the value of Cc, for it must now be placed definitely 

under I 11 and removed from beneath A11• 

d. The definite placement of C now permits the insertion of new values in Alphabet 4, and 
one now has the following: 

Plain _______________ ~ B -~ D E F G H I J K L M N _ 0 P ~ R !: T U V I W X Y 
1

! 
!__________ I C , M Q V 

f------------f------1--------1-----
2__________ w 

f-----------------1--------1------
Cipher 3__________ G 

r------------------------r-----
4__________ I C M Q V 

------------------r----------
5__________ M Q v I I c 

F!OUBB: 12. 

1: 21. Subsequent steps in solution.-a. It is high time that the thus far deduced values, as 

.·.1 ,, 
) 

recorded in the reconstruction skeleton, be inserted in the cipher text, for by this time it must seem 
that the analysis has certainly gone too far upon unproved hypotheses. The following results 
are obtained: 

MESSAGE 

1 2 3 ' 5 

A. Q W B R I V W Y C A IS P J L R B Z E Y QWYEU 
R E R T E E E RE 

B. L W M G W I C J C I M T Z E I M I B K N Q W B R I 
E E ER 0 R 0 RE R 

c. V W Y I G B W N B Q Q C G Q H I W J K A GEGXN 
:u_ A E E R EN E E E 

li 
I· 

' :I 

i 
I 

l : 
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D. I D M R U V E Z Y G Q I G V N C T G Y 0 B P D B L 
E T R EP I E 

E. V C G X G B K Z Z G I V X C U N T Z A 0 B W F E Q 
T E E E E E 

F. Q L F C 0 M T Y Z T C C B Y Q 0 P D K A G D G I G 
R E 0 I E EA 

G. V P W M R Q I I E W I C G X G B L G Q Q V B G R S 
T K R E E ENE T E 

H. M Y J J Y Q V F W Y R W N F L G X N F W M C J K X 
0 R E 0 

J. IDDRU OPJQQ ZRHCN VWDYQ RDGDG 
E NE E TE E E 

K. B X D B N P X F P U Y X N F G M P J E L S A N C D 
0 E 

L. S E Z Z G I B E Y U K D H C A M B J J F K I L C J 
E E 0 E 

M. M F D Z T C T J R D M I Y Z Q A C J R R S B G Z N 
0 I 0 E E 

N. Q Y A H Q V E D C Q L X N C L L V V C S Q W B I I 
R E T EE E E RE AR 

P. I V J R N W N B R I V P J E L T A G D N I R G Q P 
E R T E E EN 

Q. A T Y E W C B Y Z T E V G Q U V P Y H L L R Z N Q 
I EN T E 

R. X I N B A I K W J Q R D Z Y F K W F Z L G W F J Q 
E E E E E 

S. Q W J Y Q I B W R X 
RE E E 
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b. The combinations given are excellent throughout and no inconsistencies appear. Note 
1 2 3 

the trigraph QWB, which is repeated in the following polygraphs (underlined in the foregoing text): 
1 2 8 4 & 1 

Q W B R I V 
R E R T 

3 

II 1 2 8 

S Q W B 
R E 

4 & 1 

I I I 
A R E 

c. The letter B0 is common to both polygraphs, and a little imagination will lead to the 
3 

assumption of the value Ba=Pp, yielding the following: 
1 2 3 4 6 1 

Q W B R I V 
R E P 0 R T 

& 1 2 a 4 6 1 
S Q W B I I I 
P R E P A R E 

4 6 1 2 3 4 
d. Note also (in F5) the polygraph I G V P W M, which looks like the word ATTACK. The 

A T K 
6 2 

frequency distributions are consulted to see whether the frequencies given for G0 and P 0 _ are high 
a 

enough for TP and Ap, respectively, and also whether the frequency of Wa is good enough for Cp; 
61 

it is noted that they are excellent. Moreover, the digraph GB 0 , which occurs four times, looks 
1 

like TH, thus making Ba=Hp. Does the insertion of these four new values in our diagram of 
2 1 

alphabets bring forth any incon,sistencies? The insertion of the value P a=AP and Ba=Hp gives 

no indications either way, since neither letter has yet been located in any of the other alphabets. 
6 

The insertion of the value G0 =Tp gives a value common to Alphabets 3 and 5, for the value 

G0 =Ep was assumed long ago. Unfortunately an inconsistency is found here. The letter I 

has been placed two letters to the left of Gin the mixed component, and has given good results 
3 

in Alphabets 1 and 5; if the value W.=Cp (obtained above from the assumption of the word 

ATTACK) is correct, then W, and not I, should be the second letter to the left of G. Which shall 
3 

be retained? There has been so far nothing to establish the value of G.=Ep; this value was 
assumed from frequency considerations solely. Perhaps it is wrong. It certainly behaves like 
a vowel, and one may see what happens when one changes its value to OP. The following 
placements in the reconstruction skeleton result from the analysis, when only two or three new 
values have been added as a result of the clues afforded by the deductions: · 

A B c D E F G H I J IK'!: M N 0 p Q R s T u v w X y z 
= f= ,= 

Plain ______________ _ 

rl__ _______ _ 
2 _________ _ 

s I G B c M p Q R v w 
:-- - - - - - - - - - r- - - - - - - - - - r- - - - - -
p Q R v w s I G B c M 

- - - - - - r-- - - - - - - - - - - - - - - - r- - - -
Cipher 3 _________ _ R v w s I G B c M p Q 

- - - - - - - - r- - - - - - - - - - - - - - - - - -
4 _________ _ I G B c M p Q R v w s 

r- - - - - - - - - - - - - - - r- - - - - - - - - - 1-

5 ---------- M p Q R v w s I G B c 
FIGUU13a, 
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e. Many new values are produced, and these are inserted throughout the message, yielding 
the following: 

1 
A. Q W B R I 

REP 0 R 

2 
V W Y C A 
T E E 

3 
I S P J L 
EMY 

4 
R B Z E Y 
S R 

5 
Q W Y E U 
RE 

B. L W M G W I C J C I M T Z E I M I B K N Q W B R I 
E W C H E S E R 0 R 0 0 P R E P 0 R 

C. V W Y I G B W N B Q Q C G Q H I W J K A G E G X N 
TE AT HE DE RSON EE G 0 

D. I D M R U V E Z Y G Q I G V N C T G Y 0 B P D B L 
E W 0 T T R 0 0 P I 0 H A D 

E. V C G X G B K Z Z G I V X C U N T Z A 0 B W F E Q 
TSO T H T ED E HE E 

F. Q L F C 0 M T Y Z T C C B Y Q 0 P D K A G D G I G 
R E 0 I S P E A G 0 A T 

G. V P W M R Q I I E W I C G X G B L G Q Q V B G R S 
T A C K F R 0 M H E S 0 T H 0 N E T R 0 0 P 

H. M Y J J Y Q V F W Y R W N F L G X N F W M C J K X 
0 RD Q SE G H OS 

J. I D 0 R U 0 P J Q Q Z R H C N V W D Y Q R D G D G 
E 0 A N E C E T E E S 0 T 

K. B X D B N P X F P U Y X N F G M P J E L S A N C D 
H D Q M T OA C E 

L. S E Z Z G I B E Y U K D H C A M B J J F K I L C J 
C T ER E OR 0 E 

M. M F D Z T C T J R D M I Y Z Q A C J R R S B G Z N 
0 I 0 0 0 E S 0 F C R 0 

N. Q Y A H Q V E D C Q L X N C L L V V C S Q W B I I 
R E T EE E DBEP REPAR 

P. I V J R N W N B R I V P J E L T A G D N I R G Q P 
E D 0 U P 0 R T A 0 E C 0 N D 

Q. A T Y E W C B Y Z T E V G Q U V P Y H L L R Z N Q 
H IR DON TA C E 

R. X I N B A I K W J Q R D Z Y F K W F Z L G W F J Q 
0 D E E . S E G E E 

S. Q W J Y Q I B W R X 
RE E ER 0 
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22. Completing the solution.-a. Completion of solution is now a very easy matter. 
The mixed component is finally found to b.e the following sequence, based upon the word 
EXHAUSTING: . 

EXHAUSTINGBCDFJKLMOPQRVWYZ 
and the completely reconstructed skeleton of the cipher square is shown in Fig. 13b. 

Plain _____________ _ 
- A B c D E F G H I J K L M N 0 p Q R s T u v w 
- - - - - - - - - - - - - = - - - - - - - - -

l_ ___ _ - A u s T I N G B c D F J K L M 0 p Q R v w y z 
- - - - - - - - - - - - - - - - - - - - - - -

2 ____ _ - p Q R v w y z E X H A u s T I N G B c D F J K 
- - - - - - - - - - - - - - - r- - - - - - - -

Cipher ___ 3 ____ _ - R v w y z E X H A u s T I N G B c D F J K L M 
- - - - r- - -4 ____ -- I N G B c D F J K L M 0 p Q R v w y z E X H A 
- - i-- - - - - - - - - - - - - - - -5 ____ _ - L M 0 p Q R v w y z E X H A u s T I N G B c D 

FIGUBB 136. 

X y z 
- - -
E X H 
- - -
L M 0 
- - -
0 p Q 

u s T 
- - -
F J K 

b. Note that the successive equivalents of Ap spell the word APRIL, which is the key for the 
message. The plain-text message is as follows: 

REPORTED ENEMY HAS RETIRED TO NEWCHESTER. ONE TROOP IS REPORTED AT HEN­
DERSON MEETING HOUSE: TWO OTHER TROOPS IN ORCHARD AT SOUTHWEST EDGE OF NEW­
CHESTER. 2D SQ IS PREPARING TO ATTACK FROM THE SOUTH. ONE TROOP OF 3D SQ IS 
ENGAGING HOSTILE TROOP AT NEWCHESTER. REST OF 3D SQ IS MOVING TO ATTACK 
NEWCHESTER FROM THE NORTH. MOVE YOUR SQ INTO WOODS EAST OF CROSSROAD 539 AND 
BE PREPARED TO SUPPOR'l' ATTACK OF 2D AND 3D SQ. DO NOT ADVANCE BEYOND NEWCHESTER. 
MESSAGES HERE. 

TREER, 
COL. 

c. The preceding case is a good example of the value of the principles of direct symmetry 
of position when applied properly to a cryptogram enciphered by the sliding of a mixed com­
ponent against the normal. The cryptanalyst starts off with only a very limited number of 
assumptions and builds up many new values as a result of the placement of the few original 
values in the reconstruction skeleton. 

23. Solution of subsequent messages enciphered by the same cipher component.-a. 
Preliminary remarkB.-Let it be supposed that the correspondents are using the same basic or 
primary component but with different key words for other messages. Can the knowledge of 
the sequence of letters in the reconstructed primary component be used to solve the subsequent 
messages? It has been shown that in the case of a. monoalpha.betic cipher in which a mixed 
alphabet was used, the process of completing the plain component could be applied to solve 
subsequent messages in which the same cipher component was used, even though the cipher 
component was set at a different key letter. A modification of the procedure used in that case 
can be used in this c.ase, where a. plurality of cipher alphabets based upon a sliding primary 
component is used. 
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b. The message.-Let it be supposed that the following message passing between the same 
two correspondents as in the preceding message has been intercepted: 

MESSAGE 

SFDZR YRRKX MIWLL AQRLU RQFRT IJQKF XUWBS MDJZK 

MICQC UDPTV TYRNH TRORV BQLTI QBNPR RTUHD PTIVE 

RMGQN LRATQ PLUKR KGRZF JCMGP IHSMR GQRFX BCABA 

OEMTL PCXJM RGQSZ VB 

c. Factoring and conversion into plain component equivalents.-The presence of a repetition 
of a four-letter polygraph whose interval is 21letters suggests a key word of seven letters. There 
are very few other repetitions, and this is to be expected in a short message with a key of such 
length. 
1 2 3 4 6 8 7 

SFDZRYR 
RKXMIWL 
LAQRLUR 
QFRTIJQ 
KFXUWBS 
MDJZKMI 
CQCUDPT 
VTYRNHT 
RORVBQL 
TIQBNPR 
RTUHDPT 
IVERMGQ 
NLRATQP 
LUKRKGR 
ZFJCMGP 
IHSMRGQ 
RFXBCAB 
AOEMTLP 
CXJMRGQ 
S Z VB 

FlolJ'IIBU. 
\ 

d. Transcription into periods.-Let the message 
be written in groups of seven letters, in columnar 
fashion, as shown in Fig. 14. The letters in each 
column belong to a single alphabet. Let the letters 
in each column be converted into their plain-com­
ponent equivalents by setting the reconstructed 
cipher component against the normal alphabet at any 
arbitrarily selected point, for example, that shown 
below: 

1 2 3 4 6 8 7 

FNMZVYV 
VPBRHXQ 
QDUVQEV 
UNVGHOU 
PNBEXKF 
RMOZPRH 
LULEMTG 
WGYVICG 
VSVWKUQ 
GHUKITV 
VGECMTG 
HWAVRJU 
IQVDGUT 
QEPVPJV 
ZNOLRJT 
HCFRVJU 
VNBKLDK 
DSARGQT 
LBORVJU 
F Z W K 

FiotJBB 15. 

Plain__________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher_______ E X H A U S T I N G B C D F J K L M 0 P Q R V W Y Z 

The columns of equivalents are now as shown in Fig. 15. 
e. Emmination and selection of gemratrices.-It has been shown that in the case of a mono­

alphabetic cipher it was merely necessary to complete the normal alphabet sequence beneath 
the plain-component equivalents and the plain text all reappeared on one generatrix. It was 
also found that in the case of a multiple-alphabet cipher involving standard alphabets, the plain­
text equivalents of each alphabet reappeared on the same generatrix, and it was necessary only 
to combine the proper generatrices in order to produce the plain text of the message. In the 
ease at hand both processes are combined: the normal alphabet sequence is continued beneath 
the letters of each column and then the generatrices are combined to produce the plain text. 
The completely developed generatrix diagrams for the first two columns are as follows (Fig.16): 



"•i 

•.-, 

-~· 

1 2 

c 0 
s Q 
NE 
R 0 
M 0 
0 N 
I V 
TH 
S T 
D I 
S H 
EX 
FR 
N F 
w 0 
ED 
s 0 
AT 
I C 
C A 

OOLtiJOI l 

FVQUPRLWVGVHIQZHVDLF 
1 GWRVQSMXWHWIJRAIWEMG 
2 HXSWRTNYXIXJKSBJXFNH 
3 IYTXSUOZYJYKLTCKYGOI 
4 JZUYTVPAZKZLMUDLZHPJ 
5 KA VZUWQBALAMNVEMAIQK 
6 LBWAVXRCBMBNOWFNBJRL 
7 MCXBWYSDCNCOPXGOCKSM 
8 NDYCXZTEDODPQYHPDLTN 
9 OEZDYAUFEPEQRZIQEMUO 

10 PFAEZBVGFQFRSAJRFNVP 
11 QGBFACWHGRGSTBKSGOWQ 
12 RHCGBDXIHSHTUCLTHPXR 
13 SIDHCEYJITIUVDMUIQYS 
14 TJEIDFZKJUJVWENVJRZT 
15 UKFJEGALKVKWXFOWKSAU 
16 VLGKFHBMLWLXYGPXLTBV 
17 WMHLGICNMXMYZHQYMUCW 
18 XNIMHJDONYNZAIRZNVDX 
19 YOJNIKEPOZOABJSAOWEY 
20 ZPKOJLFQPAPBCKTBPXFZ 
21 AQLPKMGRQBQCDLUCQYGA 
22 BRMQLNHSRCRDEMVDRZHB 
23 CSNRMOITSDSEFNWESAIC 
24 DTOSNPJUTETFGOXFTBJD 
25 EUPTOQKVUFUGHPYGUCKE 
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FIO'D'BB 16. 

COLmnr I 

NPDNNMUGSHGWQENCNSBZ 
1 OQEOONVHTIHXRFODOTCA 
2 PRFPPOWIUJIYSGPEPUDB 
3 QSGQQPXJVKJZTHQFQVEC 
4 RTHRRQYKWLKAUIRGRWFD 
5 SUISSRZLXMLBVJSHSXGE 
6 TVJTTSAMYNMCWKTITYHF 
7 UWKUUTBNZONDXLUJUZIG 
8 VXLVVUCOAPOEYMVKVAJH 
9 WYMWWVDPBQPFZNWLWBKI 

10 XZNXXWEQCRQGAOXMXCLJ 
11 YAOYYXFRDSRHBPYNYDMK 
12 ZBPZZYGSETSICQZOZENL 
13 ACQAAZHTFUTJDRAPAFOM 
14 BDRBBAIUGVUKESBQBGPN 
15 CESCCBJVHWVLFTCRCHQO 
16 DFTDDCKWIXWMGUDSDIRP 
17 EGUEEDLXJYXNHVETEJSQ 
18 FHVFFEMYKZYOIWFUFKTR 
19 GIWGGFNZLAZPJXGVGLUS 
20 HJXHHGOAMBAQKYHWHMVT 
21 IKYIIHPBNCBRLZIXINWU 
22 JLZJJIQCODCSMAJYJOXV 
23 KMAKKJRDPEDTNBKZKPYW 
24 LNBLLKSEQFEUOCLALQZX 
25 MOCMMLTFRGFVPDMBMRAY 

f. Combining the selected generatrices.-After some experi­
menting with these genera trices the 23d generatrix of Column 1 and 
the 1st of Column 2, which yield the digraphs shown in Fig. 17a, 
are combined. The generatrices of the subsequent columns are 
examined to select those which may be added to these already 
selected in order to build up the plain text. The results are shown 
in Fig. 17b. This process is a very valuable aid in the solution of 
messages after the primary component has been recovered as a 
result of the longer and more detailed analysis of the frequency 
distributions of the first message intercepted. Very often a short 
message can be solved in no other way than the one shown, 
if the primary component is completely known. 

1 2 a 4 s e 1 

C 0 F I R S T 
SQUADRO 
NENEMYT 
R 0 0 P D I S 
MOUNTED 
0 N H I L L F 
IVENINE 
THREE WE 
S T 0 F G 0 0 
DINTENT 
SHXLINE 
EXTENDS 
F R 0 M C 0 R 
N F I E L D T 
WOHUNDR 
EDYARDS 
S 0 U T H X I 
ATTACKR 
I C H A R D S 
C A P T 

g. Rec01Jery of the key.-It may be of interest to find the key 
word for the message. Assuming that enciphering method num­
ber 1 (see Par. 7f, page 6) were known to be employed, all that 
is necessary is to set the mixed component of the cipher alphabet 
underneath the plain component so as to produce the cipher letter 
indicated as the equivalent of any given plain-text letter in each 
of the alphabets. For example, in the first alphabet it is noted that 
Cp=S0 • Adjust the two components under each other so as to 
bringS of the cipher component beneath C of the plain component, 

J'Joll'BB 1111. thus: FIO'D'BB l7b. 
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Plain__________ ABCDEFGHIJKLMNOPQRSTUVWXYZABCQEFGHIJKLMNOPQRSTUVWXYZ 
Cipher________ EXHAUSTINGBCDF JKLMOPQRVWYZ 

It is noted that Ap=A.,. Hence, the first letter of the key word to the message is A. The 2d, 
3d, 4th, . . . 7th key letters are found in exactly the same manner, and the following is obtained: 

When C 0 F I R S T equals 
S F D Z R Y R then Ap successively equals 
AZIMUTH 

24. Summation of relative frequencies as an aid to the selection of the correct generatrices.­
a. In the foregoing example, under subparagraph j, there occurs this phrase: "After some 
experimenting with these generatrices ... " By this was meant, of course, that the selection of 
the correct initial pair of generatrices of plain-text equivalents is in this process a matter of trial 
and error. The test of "correctneBB" is whether, when juxtaposed, the two generatrices so 
selected yield "good" digraphs, that is, high-frequency digraphs such as occur in normal plain 
text. In his early efforts the student may have some difficulty in selecting, merely by ocular 
examination, the most likely genera trices to try. There may be in each diagram several gen­
eratrices which contain good assortments of high-frequency letters, and the number of trials of 
combinations of generatrices may be quite large. Perhaps a simple mathematical method may 
be of assistance in the proceSB. 

b. Suppose, in Fig. 16, that each letter were accompanied by a number which corresponds 
to its relative frequency in normal English telegraphic text. Then, by adding the numbers along 
each horizontal line, the totals thus obtained ·will serve as relative numerical measures of the 
frequency values of the respective generatrices. Theoretically, the generatrix with the greatest 
value will be the correct generatrix because its total will represent the sum of the individual 
values of the actual plaintext letters. In actual practice, of course, the generatrix with the 
greatest value may not be the correct one, but the correct one will certainly be among the three 
or four genera trices with the largest values. Thus, the number of trials may be greatly reduced, 
in the attempt to put together the correct generatrices. 

c. Using the preceding message a.s an example, note the respective generatrix values in Fig. 
18. The frequency values of the respective letters shown in the figure are based upon the normal 
distribution for War Department telegraphic text {see Ta.ble 3, Appendix 1, Military Crypt­
analysis, Part I). 
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CoLUMN 1 
FreqUI!IU!J' 

Generatrlx value 

0 FVQUPRLWVGVHIQZHVDLF 
3 2 0 8 3 8 4 2 2 2 2 3 7 0 0 8 2 4 4 3 57 

1 GWRVQSMXWHWIJRAIWEMG 
2 2 8 2 0 8 2 0 2 8 2 7 0 8 7 7 2 13 2 2 77 

2 HXSWRTNYXIXJKSBJXFNH 
3 0 II 2 8 II 8 2 0 7 0 0 0 8 1 0 0 3 8 a 66 

3 IYTXSUOZYJYKLTCKYGOI 
7 2 II 0 8 a 8 0 2 0 2 0 4 II 8 0 2 2 8 7 74 -~ i 

4 JZUYTVPAZKZLMUDLZHPJ 
0 0 3 2 8 2 a 7 0 0 0 4 2 a 4 4 0 a 8 0 49 

5 KAVZUWQBALAMNVEMAIQK 
0 7 2 0 .a 2 0 1 7 4 7 II a 2 13 2 7 7 0 0 74 

6 LBWAVXRCBMBNOWFNBJRL 
4 1 2 7 2 0 8 a 1 II 1 8 8 II 3 a 1 0 I 4 . 73 

7 MCXBWYSDCNCOPXGOCKSM 
2 a 0 1 2 2 II 4 8 8 a 8 8 0 2 8 3 0 II 2 66 

8 NDYCXZTEDODPQYHPDLTN , I 
8 4 2 3 0 0 II 13 4 8 4 8 0 2 3 3 4 4 II 8 91 

9 0 E Z D Y A U F E P E Q R Z I Q E 14 U 0 
8 13 0 4 2 7 a 8 13 3 13 0 8 0 7 0 13 2 3 a 110 

10 PFAEZBVGFQFRSAJRFNVP 

f! 3 3 7 13 0 1 2 2 3 0 3 8 II 7 0 8 3 I 2 a 82 

11 QGBFACWHGRGSTBKSGOWQ 
0 2 1 3 7 3 2 a 2 8 2 II 8 1 0 II 2 8 2 0 67 

12 RHCGBDXIHSHTUCLTHPXR 
8 3 3 2 1 4 0 7 3 8 3 II 3 8 4 9 8 a 0 8 82 

13 S I D H C E Y J I T I U V D M U I Q Y S 
6 7 4 3 a 13 2 0 7 II 7 3 2 4 2 3 7 0 2 I 90 

14 TJEIDFZKJUJVWENVJRZT 
9 0 13 7 4 3 0 0 0 a 0 2 2 13 8 2 0 8 0 II 83 

15 UKFJEGALKVKWXFOWKSAU 
:: ~ ,,j 3 0 8 0 18 II 7 4 0 2 0 2 0 3 8 2 0 I 7 3 65 

16 VLGKFHBMLWLXYGPXLTBV . !·! 

2 4 2 0 8 3 1 2 4 2 4 0 2 2 3 0 4 II 1 2 50 

17 WMHLGICNMXMYZHQYMUCW 
I' j,l! 

2 2 a 4 2 7 8 8 2 0 2 2 0 3 0 2 2 3 8 2 52 'I 
! 

18 XNIMHJDONYNZAIRZNVDX 
i: 0 8 7 2 3 0 4 8 8 2 8 0 7 7 8 0 8 2 4 0 86 

19 Y 0 J N I K E P 0 Z 0 A B J S A 0 W E Y 1 

8 7 103 
., 

2 8 0 0 13 3 8 0 8 7 1 0 6 7 8 2 13 2 

20 Z P K 0 J L F Q P A P B C K T B P X F Z i: 
0 3 0 8 0 4 3 0 3 7 3 1 8 0 9 1 a 0 8 0 51 I' 

21 AQLPKMGRQBQCDLUCQYGA 
7 0 4 a 0 II 2 8 0 1 0 a 4 4 a a 0 2 2 7 55 I; 

·!. 

22 BRMQLNHSRCRDEMVDRZHB 
1 8 2 0 ' 8 a II 8 8 8 4 13 2 2 ' 8 0 3 1 88 

23 C S N R M 0 I T S D S E F N W E S A I C :I a II 8 8 2 8 7 9 II 4 II 18 3 8 2 13 II 7 7 8 129 

24 DTOSNPJUTETFGOXFTBJD 
4 II 8 8 8 a 0 8 9 13 II a 2 8 0 8 9 1 0 4 102 

li : 
25 EUPTOQKVUFUGHPYGUCKE 

78 
~ : 

13 3 8 II 8 0 0 2 3 8 3 2 3 3 2 2 3 s 0 13 il . :l: ,, ' 

:! :! 

::[',i' 
:11, 

:f' 
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CoLUMN 2 
OeneratriE 

0 NPDNNMUGSHGWQENCNSBZ 
8348823263220138381110 

1 0 Q E 0 0 N V H T I H X R F 0 D 0 T C A 
8 0 u 8 8 8 2 8 9 ' 8 0 8 8 8 ' 8 0 3 7 

2 P R F P P 0 W I U J I Y S G P E P U D B 
3 8 3 8 3 8 2 7 3 0 7 2 6 2 8 13 3 3 4 1 

3 QSGQQPXJVKJZTHQFQVEC 
0 6 2 0 0 3 0 0 2 0 0 0 9 3 0 3 0 2 U 3 

4 RTHRRQYKWLKAUIRGRWFD 
89388020240787828284 

5 SUISSRZLXMLBVJSHSXGE 
6 a 7 6 8 8 o 4 o 2 412 o 6 8 o o 2u 

6 TVJTTSAMYNMCWKTITYHF 
9 209 9 6722828 2097923 3 

7 ·U W K U U T B N Z 0 N D X L U J U Z I G 
82083918088404808071 

8 VXLVVUCOAPOEYMVKVAJH 
2 o 4 2 2 3 8 8 7 a 8 u 2 2 2 o 2 1 o 8 

9 WYMWWVDPBQPFZNWLWBKI 
22222248108808242107 

10 X Z N X X W E Q C R Q G A 0 X M X C L J 
o o 8 o o 2 u o a 8 o 2 7 8 o 2 o a 4 o 

11 Y A 0 Y Y X F R D S R H B P Y N Y D M K 
2 7 8 2 2 0 3 8 4 6 8 8 1 3 2 8 2 4 2 0 

12 Z B P Z Z Y G S E T S I C Q Z 0 Z E N L 
018 0 0 2 2 6189 8 7 3 0 0 8 OU8 4 

13 A C Q A A Z H T F U T J D R A P A F 0 M 
7 3 0 7 7 0 8 9 8 3 9 0 4 8 7 8 7 8 8 2 

14 B D R B B A I U G V U K E S B Q B G P N 
148117732230188101288 

15 C E S C C B J V H W V L F T C R C H Q 0 
3188 8 31112 a 2 2 4 3 9 8 a a 3 o 8 

16 D F T D D C K W I X W M G U D S D I R P 
' 8 u 4 4 8 o 2 7 o 2 2 2 3 4 11 ' 7 8 a 

17 E G U E ED LX J Y X N H V E T E J S Q 
u 2 3 u u 4 4 o o 2 o 8 a 2 u 9 u o 8 o 

Frequency 
Vli1ue 

90 

119 

84 

46 

88 

79 

94 

68 

73 

50 

60 

75 

85 

93 

73 

79 

77 

108 
18 F H V F F E M Y K Z Y 0 I W F U F K T R 

3 3 2 a a u 2 2 o o 2 8 7 2 a 3 8 o 9 8 76 
19 G I W G G F N Z L A Z P J X G V G L U S 

272223804708002224 8 6 

20 H J X H H G 0 A M B A Q K Y H W H M V T 
a o o 8 a 2 8 7 2 1 7 o o 2 3 2 a 2 2 9 

21 I K Y I I H P B N C B R L Z I X I N W U 
7 o 2 7 7 a 3 1 8 8 1 8 4 o 7 o 7 8 2 8 

22 J L Z J J I Q C 0 D C S M A J Y J 0 X V 
0 4 0 0 0 7 0 8 8 ' 8 6 2 7 0 2 0 8 0 2 

23 K M A K K J R D P E D T N B K Z K P Y W 
0 2 7 0 0 0 8 4 8 D 4 9 8 1 0 0 0 8 2 2 

24 L N B L L K S E Q F E U 0 C L A L Q Z X 
4 8 1 ' ' 0 0 u 0 8 u 3 8 3 ' 7 4 0 0 0 

25 II 0 C II M L T F R G F V P D II B M R Ia. Y 
2 8 a 2 2 ' a 8 8 2 8 2 3 ' 2 1 2 8 7 2 

' J'rGVUl8. 

59 

59 

81 

56 

66 

85 

77 



REF ID:A64646 

d. It will be noted that the frequency value of the 23d genera.trix for the first column of 
cipher letters is the greatest; that of the first genera.trix for the second column is the greatest. 
In both cases these are the correct generatrices. Thus the selection of the correct genera.trices 
in such cases has been reduced to a. purely mathematical basis which is at times of much assistance 
in effecting a. quick solution. Moreover, an understanding of the principles involved will be of 
considerable value in subsequent work. 

25. Solution by the probable-word method.-a. Occasionally one may encounter a crypto­
gram which is so shor\ that it contains no recurrences even of digraphs, and thus gives no indi­
cations of the number of alphabets involved. If the sliding mixed component is known, one may 
apply the method illustrated in Par. 15, assuming the presence of a probable word, checking it 
against the text and the sliding components to establish a key, if the correspondents are using 
key words. 

b. For example, suppose that the presence of the word ENEMY is assumed in the message 
in Par. 23b above. One proceeds to check it against an unknown key word, sliding the already 
reconstructed mixed component against the normal and starting with the first letter of the 
cryptogram, in this manner: · 

When ENEMY equals 
SFDZR then AP successively equals 
XENFW 

The sequence XENFW spells no intelligible word. Therefore, the location of the assumed word 
ENEMY is shifted one letter forward in the cipher text, and the test is made again, just as was 
explained in Par. 15. When the group AQRLU is tried, the key letters ZIMUT are obtained, 
which, taken as a part of a. word, suggests the word AZIMUTH. The method must yield solution 
when the correct assumptions are made. 

c. The danger to cryptographic security resulting from the inclusion of cryptographed 
addresses and signatures in cryptographic messages becomes quite obvious in the light of 
solution by the probable-word method. To illustrate, reference is made to the message employed 
in Pars. 19-22. It will be noted in Par. 22b that the message carried a signature (Treer, Col.) 
and that the latter was enciphered. Suppose that this were an authorized practice, and that 
every message could be assumed to conclude with a cryptographed signature. The signature 
"TREER COL" would at once afford a. very good basis for the quick solution of subsequent mes­
sages emanating from the same headquarters as did the first message, because presumably this 
same signature would appear in other messages. It is for this reason that addresses and signa­
tures must not be cryptographed; if they must be included they should be cryptographed in a 
totally different system or by a wholly different method, perhaps by means of a special address 
and signature code. It would be best, however, to omit all addresses and signatures, and to 
let the call signs of the headquarters concerned also convey these parts of the message, leaving 
the delivery to the addressee a. matter for local action. 

26. Solution when the plain component is a mixed sequence, the cipher component, the 
norma.l.-a. This falls under Case B (2) outlined in Par. 6. It is not the usual method of 
employing a. single mixed component, but may be encountered occasionally in cipher devices. 

b. The preliminary steps, as regards factoring to determine the length of the period, are 
the same as usual. The message is then transcribed into its periods. Frequency distributions 
are then made, as usual, and these are attacked by the principles of frequency and recurrence. 
An attempt is made to apply the principles of direct symmetry of position, but this attempt 
will be futile, for the reason that the plain component is in this case an unknoum mixed sequence. 

:' i 

i I 
'I 

; i 

; ' 
[I 

'i , I 

'i 

.. ' 
:. I 

; i 

'.I 

·' l 

'I 

. ' 
; i 

' 

,·I 

! I 

i I 

: ! 
~: 

I·' I 

,I. 
i 

·'I 

'' ' 



I' 
! 

'' ! i 

i 
~; 

; I 
I 

j 
~: 

I' :I 

:I 

REF ID:A64646 

44 

(See Par. 18d.) Any attempt to find symmetry in the secondary alphabets based upon the normal 
sequence can therefore disclose no symmetry because the symmetry which exists is based upon a 
wholly different sequence. 

c. However, if the principles of direct symmetry of position are of no avail in this case, 
there are certain other principles of symmetry which may be employed to great advantage. 
To explain them an actual example will be used. Let it be assumed that it is known to the 
cryptanalyst that the enemy is using the general system under discussion, viz, a mixed sequence, 
variable from day to day, is used as plain component; the normal sequence is used as cipher 
component; and a repeating key, variable from message to message, is used in the ordinary 
manner. 

The following message has been intercepted: 

1 2 8 4 5 6 

A. Q E 0 V K L R M L Z J V G T G NDLVK E V NT Y ERMUE 
B. V R Z M 0 YAAMP D K E I J SF MY 0 YHMME G Q AM B 
c. UQAXR HUP'BU KQYMU NELVT K Q I L E K Z B U E 
D. U LIB K N D A X B XU D G L LAD V K P 0 A Y 0 DKKYK 
E. LAD H Y B V N F V U E EM E F F M T E GVWBY TV D Z L 
F. S P B H B XV A Z C U D Y U E LKMMA E U D D K N C F S H 
G. H SA H Y T M G U J H Q X P P D K 0 U E XU Q VB F V W B X 
H. NXALB T CD L M IV A A A N S Z I L 0 v w v p Y A G Z L 
J. SHMME G Q D H 0 Y HI V P NCR R E X K D Q Z G K N C G 
K. N Q GUY J I W Y Y TMAHW X R L B L 0 AD L G N Q GUY 
L. J U U G B JHRVX E R F L E G W G U 0 XED T P D K E I Z 
M. VXNWA FA AN E MKGHB S S N L 0 K J C B Z T G G L 0 
N. PKMBX HGERY T M W L Z N Q C Y Y T M WI P D KATE 
P. FLNUJ N D TV X J R Z T L 0 P A H C D F Z Y Y D E Y C L 
Q. G P G T Y T E C X B HQEBR KVWMU N IN G J I Q D L P 
R. J KATE GUWBR HUQWM V R Q B W Y R F B F K M W M B 
s. T M U L Z LAAHY J G D V K LKRRE X K N A 0 N D S B X 
T. XC G Z A H D G T L VKMBW I S A U E F D N W P N L Z I J 
v. S R Q Z L AVNHL GVWVK F I G H P G E C Z U K Q A P 

d. A study of the recurrences and factoring their intervals discloses that five alphabets are 
involved. Uniliteral frequency distributions are made and are shown in Fig. 19a: 

ALPHABET 1 

-::::; 
~ -~~ ~~~ ~ ~ ~ 
~~~~~~~~~~~~~- ~~~~ ~~ 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 

ALPHABET 2 

:::::: 
:::;: ::::r:: :::::: 

~ ~~ ~ ~ ~~ ~~ 
~ ~~~~~~~~~~~ -~~~~ ~~~~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 
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ALPHABET 3 
::::: 
~ :::: :::: 
~ ~ ~ ~~ ~ 
~~~~~~~ ~ ~~~~~ ~~~~~ ~~~~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

ALPHABET 4 

~ ~ ~ 

~ ~ ~~ ~~~ --
~~~~ ~~~~ ~~- ~~~~~~~~~~~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

ALPHABET 5 -~ ::::: 

~ ~ ~~ ~~ ~-
~~~ ~~~- ~~~~ ~~ ~ -~~~~~~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

FIOVBII lila. 

e. Since the cipher component in this case is the normal alphabet, it foUows that the .fi:oe 
fre(//Uncy distributions are based upon a sequence which is knoum, and therefore, the five frequency 
distributions shovld manifest a direct symmetry of distribution of crests and troughs. By virtue of 
thiS symmetry and by shifting the five distributions relative to one another to proper superim­
positions, the several distributions may be combined into a single uniliteral distribution. Note 
how this shifting has been done in the case of the five illustrative distributions: 

ALPHABET 1 
;:::: 
:::::: 

~ ~~~ ~~~ ~ ~ ~--- ~~~~~~~~~-~~:::::- ~~~~ ~~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

ALPHABET2 
;:::: ::::: :::::: :::: 

~ ~~ ~ ~~ ~ 
:::: ~~ ~~~~~~~~~~~ '~~~~ ~~~ 
XYZABCDEFGHIJKLMNOPQRSTUVW 

ALPHABET 3 
::::: 
~ ::=::: :::::: 

~ ~ ~ ~ ~~ 
-~ ~~~~~~~~~~~ ~ ~~~~~ ~~-
TUVWXYZABC DEFGHIJKLMNOPQRS 

ALPHABET4 - ::::: ....... 
~~~ ~ ~ ~~ 

===-~-~~~~~~2~~~~ ~~~~ ~~­
OPQRSTUVWXYZABCDEFGHIJKLMN 

ALPHABET 5 -
:::: ~ 
~~ ~ ~ ~~ ~~ 

~ -~-~~~~~~=== ~-~- ~~~~ ~~ 
RSTUVWXYZABCDEFGHIJKLMNOPQ 

J'JG'IIll'l lUll. 
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f. The superimposition of the respective distributions enables one to convert the cipher 
letters of the five alphabets into one alphabet. Suppose it is decided to convert Alphabets 
2, 3, 4, and 5 into Alphabet 1. It is merely necessary to substitute for the respective letters in 
the four alphabets those which stand above them in Alphabet 1. For example, in Fig. 19b, x. 
in Alphabet 2 is directly under Aa in Alphabet 1; hence, if the superimposition is correct then 

t 't. Therefore, in the cryptogram it is merely necessary to replace every X, in the second 
position by A,. Again Ta in Alphabet 3=A0 in Alphabet 1; therefore, in the cryptogram one 
replaces every T0 in the third position by A0 • The entire process, hereinafter designated as 
conwrsion into monoalphabetic terms, gives the following converted message: 

" 1 2 8 ' II I 

A. QHVHT L U T X I J Y N F P N G S H T EYUFH EUTGN 
B. VUGYX YDHYY DNLUS SIT K X YKTYN GTHYK 
c. UTHJA HXMND KTFYD N H S H C KTPXN K C I G N 
D. U 0 P NT NGHJK XXKSU LDKHT PRHKX DNRKT 
E. LDKTH BYURE UHLYN FIT F N GYDNH TYKLU 
F. S SIT K XYHLL UGFGN LNTYJ EXKPT NFMEQ 
G. HVHTH T P N G S HTEBY DNVGN XXXHK FYDNG 
H. NAHXK TFKXV I Y H M J NVGUU OYDHY YDNLU 
J. SKTYN GTKTX YKPHY NFYDN X N K C I GNU 0 P 
K. NTNGH JLDKH T PH T F XUSNU ODKXP NTNGH 
L. JXBSK JKYHG EUMXN GZNGX XHKFY D N LUI 
M. VA U I J FDHZN MNNTK svuxx K M J N I TJNXX 
N. PNTNG HJLDH T P D X I NTJKH TPDUY DNHFN 
P. F 0 U G S NGAHG JUG F U 0 S H T L DIG K H DHFOU 
Q. GSNFH T H J J K HTLNA KYDYD NLUSS ITKXY 
R. JNHFN GXDNA H X X IV VUXNF YUMNO KPDYK 
s. T PBX I LDHTH JJKHT LNYDN XNUMX NGZNG 
T. XFNLJ HGNFU VNTNF IV H G N F G U I Y N 0 GUS 
v. SUXLU AYUTU GYDHT FLNTY G H J L D KTHB 

The uniliteral frequency distribution for this converted text follows. Note that the frequency 
of each letter is the sum of the five frequencies in the corresponding columns of Fig. 19b. 

;:::: ::::: 
~ 
~ 

~ ~ 
~ ~ ~ 
~ ~ ~ 

~~ ~ ~ ~~ ~ - ~~ ~ ~ ~~ ~~ 
~ ~~~ ~ ~ ~~ ~~ 
~ ~~~ -~~ ~ ~~ ~~ 
~ ~~~~~~~ ~ ~~~ ~~ 
~ ~~~~~~~ ~ ~ ~~~~ ~~ 

~ ~~~~~~~~~~~~~ ~~~~ ~~ 
~~~~~~~~~~~~~~~~~~~~~~ ~~~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 
7 a 8 u 7 ~ H u ~ ~ • ~ s ~ u u 2 8 ~ a u u u n 3 

I'IGUBII 20. 
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g. The problem having been reduced to monoalphabetic terms, a triliteral frequency distri­
bution can now be made and solution readily attained by simple principles. It yields the 
following: 

JAPAN CONSULTED GERMANY TODAY ON REPORTS THAT THE COMMUNIST INTERNATIONAL 
WAS BEHIND THE AMAZING SEIZURE OF GENERALISSIMO CHIANG KAI·SHEK IN CHINA. 
TOKYO ACTED UNDER THE ANTICOMMUNIST ACCORD RECENTLY SIGNED BY JAPAN AND GER­
MANY. THE PRESS SAID THERE WAS INDISPUTABLE PROOF THAT THE COMINTERN INSTI­
GATED THE SEIZURE OF GENERAL CHIANG AND SOME OF HIS GENERALS. MILITARY OB­
SERVERS SAID THE COUP WOULD HAVE BEEN IMPOSSIBLE UNLESS GENERAL CHANG HSUEN 
LIANG HOTHEADED FORMER WAR LORD OF MANCHURIA HAD FORMED AN ALLIANCE WITH THE 
COMMUNIST LEADERS HE WAS SUPPOSED TO BE FIGHTING. SUCH AN ALLIANCE THESE 
OBSERVERS DECLARED OPENED UP A RED ROUTE FROM MOSCOW TO NORTH AND CENTRAL 
CHINA. 

h. The reconstruction of the plain component is now a very simple matter. It is found to 
be as follows: 

HYDRAULICBEFGJKMNOPQSTVWXZ 

Note also, in Fig. 19b, the keyword for the message, (HEAVY), the letters being in the columns 
headed by the letter H. 

i. The solution of subsequent messages with different keys can now be reached directly, by 
a simple modification of the principles explained in Par. 18. This modification consists in using 
for the completion sequence the mixed plain component (now known) instead of the normal alpha­
bet, after the cipher letters have been converted into their plain-component equivalents. Let 
the student confirm this by experiment. 

j. The probable-word method of solution discussed under Paragraph 20 is also applicable 
here, in case of very short cryptograms. This method presupposes of course, possession of the 
mixed component and the procedure is essentially the same as that in Par. 20. In the example 
discussed in the present paragraph, the letter A on the plain component was successively set 
against the key letters HEAVY; but this is not the only possible procedure. 

k. The student should go over carefully the principle of "conversion into monoalphabetic 
terms" explained in subparagraph} above until he thoroughly understands it. Later on he will 
encounter cases in which this principle is of very great assistance in the cryptanalysis of more 
complex problems. (Another example will be found under Par. 45.) 

l. The principle illustrated in subparagraph e, that is, shifting two or more monoalphabetic 
frequency distributions relatively so as to bring them into proper alignment for amalgamation 
into a single monoalphabetic distribution, is called matching. It is a very important crypt­
analytic principle. Note that its practical application consists in sliding one monoalphabetic 
distribution against the other so as to obtain the best coincidence between the entire seqmnce 
of crests and troughs of one distribution and the entire sequence of crests and troughs of the other 
distribution. When the best point of coincidence has been found, the two sequences may be 
amalgamated and theoretically the single resultant distribution will also be monoalphabetic in 
character. 'l'he successful application of the principle of matching depends upon several factors. 
First, the cryptographic situation must be such that matching is a correct cryptographic step. 
For example, the distributions in figure 19b are properly subject to matching because the cipher 
component in the basic sequences concerned in this problem is the normal sequence, while the 
plain componen.t is a mixed sequence. But it would be futile to try to match the distributions 
in figure 9, for in that case the cipher component is a mixed sequence, the plain component is 
the normal sequence. Hence, no amount of shifting or matching can bring the distributions of 
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figure 9 into proper superimposition for correct amalgamation. (If the occurrences in the various 
distributions in figure 9 had been distributed according to the sequence of letters in the mixed 
component, then matching would be possible; but in order to be able to distribute these occur­
rences according to the mixed component, the latter has to be known-and that is just what is 
unknown until the problem has been solved.) A second factor involved in successful matching 
is the num'her of elements in the two distributions forming the subject of the test. If both 
of them have very few tallies, there is hardly sufficient information to permit of matching with 
any degree of assurance that the work is not in vain. If one of them has many tallies, the other 
only a few, the chances for success are better than before, because the positions of the blanks in 
the two distnbutions can be used as a guide for their proper superimposition. 

m. There are certain mathematical and statistical procedures which can be brought to bear 
upon the matter of cryptanalytic matching. These will be presented in a later text. However, 
until the student has studied these mathematical and statistical methods of matching distri­
butions, he will have to rely upon mere ocular examination as a guide to proper superimposition. 
Obviously, the more data he has in each distribution, the easier is the correct superimposition 
ascertained by any method. 
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SECTION VI 

REPEATING-KEY SYSTEMS WITH MIXED CIPHER ALPHABETS, II 
Paragraph 

Further cases to be considered __________________________________________________ ···-·-----·-----·--------··--·--·--·-------------- 27 
Identical primary mixed components proceeding in the same direction·------------------~-------------------------- 28 
Cryptographing and decryptographing by means of identical primary mixed components------------------------ 29 
Principles of solution.----------------------------------------------------------------------------------------------------------- 30 

27. Further cases to be considered.-a. Thus far Cases B (1) and (2), mentioned in Para­
graph 6 have been treated. There remains Case B (3), and this case has been further subdivided 
as follows: 

CAsE B (3). Both components are mixed sequences. 
(a) Components are identical mixed sequences. 

(1) Sequences proceed in the same direction. (The secondary alphabet are mhed 
alphabets.) 

(2) Sequences proceed in opposite directions. (The secondary alphabets are 
reciprocal mixed alphabets.) 

(b) Components are different mixed sequences. (The secondary alphabets are mixed 
alphabets.) 

b. The first of the foregoing subcases will now be examined. 
28. Identical primary mixed components proceeding in the same direction.-a. It is often 

the case that the mixed components are derived from an easily remembered word or phrase, 
so that they can be reproduced at any time from memory. Thus, for example, given the key 
word QUESTIONABLY, the following mixed sequence is derived: 

Q U E S T I 0 N A B L Y C D F G H J K M P R V W X Z 
b. By using this sequence as both plain and cipher component, that is, by sliding this 

sequence against itself, a series of 26 secondary mixed alphabets may be produced. In encipher­
ing a message, sliding strips may be employed with a key word to designate the particular and 
successive positions in which the strips are to be set, the same as was the case in previous examples 
of the use of sliding components. The method of designating the positions, however, requires 
a word or two of comment at this point. In the examples thus far shown, the key letter, as 
located on the cipher component, was always set opposite A, as located on the plain component; 
possibly an erroneous impression has been created, viz, that this is invariably the rule. This 
is decidedly not true, as has already been explained in paragraph 7c. If it has seemed to be the 
case that 9~~: always equals Ap, it is only because the text has dealt thus far principally with cases in 
which the plain component is the normal sequence and its intital letter, which usually consti­
tutes the index for juxtaposing cipher components, is A. It must be emphasized, however, 
that various conventions may be adopted in this respect; but the most common of them is to 
employ the initial letter of the plain component as the index letter. That is, the index letter, 
911 will be the initial letter of the mixed sequence, in this case, Q. Furthermore, to prevent the 
possibility of ambiguity it will be stated again that the pair of enciphering equations employed 
in the ensuing discussion will be the first of the 12 set forth under Par. 7], viz, SJ2=9J1; 9p/t=9Ja. 
In this case the subscript "1" means the plain component, the subscript "2", the cipher 
component, so that the enciphering equation is the following: f:)J,=eJPi ep/p=9J,. 

(49) 
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c. By setting the two sliding components against each other in the two positions shown 
below, the cipher alphabets labeled (1) and (2) given by two key letters, A and B, are seen to be 
different. 

KEY LETTER=A 9 1 
J,. 

Plain component _____________ QUESTIONABLYCDFGHJKMPRVWXZQUESTIONABLYCDFGHJKMPRVWXZ 
Cipher component___________ QUESTIONABLYCDFGHJKMPRVWXZ 

t 
~ 

Secondary alphabet (1): 
Plain____________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher---------- H J P R L V W X D Z Q K U G F E A S Y C B T I 0 M N 

KEY LETTER=B 9 1 
J,. 

Plain component_____________ QUESTIONABLYCDFGHJKMPRVWXZQUESTIONABLYCDFGHJKMPRVWXZ 
Cipher component___________ QUESTIONABLYCDFGHJKMPRVWXZ 

t 
~ 

Secondary alphabet (2): 
Plain------------ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher __________ J K R V Y W X Z F Q U M E H G S B T C D L I 0 N P A 

d. Very frequently a. quadricular or square table is employed by the correspondents, instead 
of sliding strips, but the results are the same. The cipher square based upon the word QUESTION­
ABLY is shown in Fig. 21. It will be noted that it does nothing more than set forth the successive 
positions of the two primary sliding components; the top line of the square is the plain component, 
the successive horizontal lines below it, the cipher component in its various juxtapositions. The 
usual method of employing such a square (i. e., corresponding to the enciphering equations 
~10=91 /P; 9p1p=9010) is to take as the cipher equivalent of a. plain-text letter that letter which 
lies at the intersection of the vertical column headed by the plain-text letter and the horizontal 
row begun by the key letter. For example, the cipher equivalent of Ep with keyletter T is the 
letter 00 ; or Ep (T~~:)=08 • The method given in paragraph b, for determining the cipher equiva­
lents by means of the two sliding strips yields the same reslllts as does the cipher square. 
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QUESTIONABLYCDFGHJKMPRVWXZ 
UESTIONABLYCDFGHJKMPRVWXZQ 
ESTIONABLYCDFGHJKMPRVWXZQU 
STIONABLYCDFGHJKMPRVWXZQUE 
TIONABLYCDFGHJKMPRVWXZQUES 
IONABLYCDFGHJKMPRVWXZQUEST 
ONABLYCDFGHJKMPRVWXZQUESTI 
N A B L Y C D F G H J K M P R V W X Z Q U E S T I 0 
ABLYCDFGHJKMPRVWXZQUESTION 
B L Y C D F G H J K M P R V W X Z Q U E S T I 0 N A 
LYCDFGHJKMPRVWXZQUEST I ONAB 
YCDFGHJKMPRVWXZQUESTIONABL 
CDFGHJKMPRVWXZQUESTIONABLY 
DFGHJKMPRVWXZQUESTIONABLYC 
FGHJKMPRVWXZQUESTIONABLYCD 
GHJKMPRVWXZQUESTIONABLYCDF 
HJKMPRVWXZQUESTIONABLYCDFG 
JKMPRVWXZQUESTIONABLYCDFGH 
KMPRVWXZQUESTIONABLYCDFGHJ 
MPRVWXZQUESTIONABLYCDFGHJK 
PRVWXZQUESTIONABLYCDFGHJKM 
RVWXZQUESTIONABLYCDFGHJKMP 
VWXZQUESTIONABLYCDFGHJKMPR 
WXZQUESTIONABLYCDFGHJKMPRV 
XZQUESTIONABLYCDFGHJKMPRVW 
ZQUESTIONABLYCDFGHJKMPRVWX 

FioUB• 21. 

29. Cryptographing and decryptographing by identical primary mixed components.-There 
is nothing of special interest to be noted in connection with the use either of identical mixed 
components or of an equivalent quadricular table such as that shown in Fig. 21, in enciphering or 
deciphering a message. The basic principles are the same as in the case of the sliding of one 
mixed component against the normal, the displacements of the two components being controlled 
by changeable key words of varying lengths. The components may be changed at will and so on. 
All this has been demonstrated adequately enough in Elementary Military Cryptography, and 
Advanced Military Cryptography. 

30. Principles of solution.-a. Basically the principles of solution in the case of a. crypto­
gram enciphered by two identical mixed sliding components are the same as in the preceding 
case. Primary recourse is had to the principles of frequency and repetition of single letters, 
digraphs, trigraphs, and polygraphs. Once an entering wedge has been forced into the problem, 
the subsequent steps may consist merely in continuing along the same lines as before, building 
up the solution bit by bit. 

b. Doubtless the question has already arisen in the student's mind as to whether any 
principles of symmetery of position can be used to assist in the solution and in the reconstruction 
of the cipher alphabets in cases of the kind under consideration. This phase of the subject will 
be taken up in the next section and will be· treated in a somewhat detailed manner, because the 
theory and principles involved are of very wide application in crypt~ftlytics, 
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SECTION VII 

THEORY OF INDIRECT SYMMETRY OF POSITION IN SECONDARY ALPHABETS 
Paragraph 

Reconstruction of primary components from secondary alphabets------------------------~----------- 31 

31. Reconstruction of primary components from secondary alphabets.-a. Note the two 
secondary alphabets (1) and (2) given in paragraph 28c. Externally they show no resemblance 
or symmetry despite the fact that they were produced from the same primary components. 
Nevertheless, when the matter is studied with care, a symmetry of position is discoverable. 
Because it is a hidden or latent phenomenon, it may be termed latent symmetry of position. 
However, in previous texts the phenomenon has been designated as an indirect symmetry of position 
and this terminology has grown into usage, so that a change is perhaps now inadvisable. 
Indirect symmetry of position is a very interesting and exceedingly useful phenomenon in 
cryptanalytics. 

b. Consider the following secondary alphabet (the one labeled (2) in paragraph 28c): 

(
2
) {Plain________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

Cipher------ J K R V Y W X Z F Q U M E H G S B T C D L I 0 N P A 

c. Assuming it to be known that this is a secondary alphabet produced by two primary 
identical mixed components, it is desired to reconstruct the latter. Construct a chain of alter­
nating plain-text and cipher-text equivalents, beginning at any point and continuing until the 
chain has been completed. Thus, for example, beginning with Ap=J 0 , Jp=Q0 , Qp=Bc, ... , and 
dropping out the letters common to successive pairs, there results the sequence A J Q B • • .. By 
completing the chain the following sequence of letters is established: 

AJQBKULMEYPSCRTDVIFWOGXNHZ 

d. This sequence consists of 26 letters. When slid against itself it will produce exactly the 
same secondary alphabets as do the primary components based upon the 'word QUESTIONABLY. 
To demonstrate that this is the case, compare the secondary alphabets given by the two settings 
of the externally different components shown below: 

Plain component ______ QUESTIONABLYCDFGHJKMPRVWXZQUEST!ONABLYCDFGHJKMPRVWXZ 
Cipher component_____ QUESTIONABLYCDFGHJKMPRVWXZ 

Secondary alphabet (1): 

Plain___________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher_________ J K R V Y W X Z F Q U M E H G S B T C D L I 0 N P A 

Plain component ______ AJQBKULMEYPSCRTDVIFWOGXNHZAJQBKULMEYPSCRTDVIFWOGXNHZ 
Cipher component_____ AJQBKULMEYPSCRTDVIFWOGXNHZ 

Secondary alphabet (2): 

Plain--"'-------- A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher_______ J K R V Y W :X: Z F Q U M E H G S B T C 0 L I 0 N P A 

(52) 
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e. Since the sequence A J Q B K • • . gives exactly the same equivalents in the secondary 
alphabets as the sequence Q U E S T . . . gives, the former sequence is cryptographically 
equivalent to the latter sequence. For this reason the A J Q B K •.• sequence is termed 
an equivalent primary component.1 If the real or original primary component is a key-word mixed 
sequence, it is hidden or latent within the equivalent primary sequence; but it can be made patent 
by decimation of the equivalent primary component. The procedure is as follows: Find three 
letters in the equivalent primary component such as are likely to have formed an unbroken 
sequence in the original primary component, and see if the interval between the first and second 
is the same as that between the second and third. Such a case is presented by the letters W, X, 
and Z in the equivalent primary component above. Note the sequence. . . W 0 G X N H Z . . . ; 
the distance or interval between the letters W, X, and Z is two letters. Continuing the chain by 
adding letters two intervals removed, the latent original primary component is made patent. 
Thus: 

1 2 a ' & e 7 s 9 w u u ~ u u w u ~ w ~ ~ n ~ ~ ~ ~ 
WXZQUESTIONABLYCDFGHJKMPRV 

f. It is possible to perform the steps given inc and e in a combined single operation when the 
original primary component is a key-word mixed sequence. Starting with any pair of letters (in 
the cipher component of the secondary alphabet) likely to be sequent in the key-word mixed 
sequence, such as JK0 in the secondary alphabet labeled (2), the following chain of digraphs may 
be set up. Thus, J ,K,in the plain component stand over Q. U,respectively, in the cipher com­
ponent; Q, U, in the plain component stand over B,L, respectively, in the cipher component, and 
so on. Connecting the pairs in a series, the following results are obtained: 

~~~~~~~~~~u~~~~~E~ffi~~~~~u~ 

TI ~OF~ VW ~ IO ~ FG ~ WX ~ON~ GH ~ XZ ~ NA ~ HJ ~ ZQ ~ AB ~ JK 

These may now be united by means of their common letters: 

JK ~ ~ ~ MP ~ PR ~ RV ~ etc.=J K M P R V W X Z Q U E S T I 0 N A B L Y C D F G H 

The original primary component is thus completely reconstructed. 
g. Not all of the 26 secondary alphabets of the series yielded by two sliding primary compo­

nents may be used to develop a complete equivalent primary component. If examination be made, 
it will be found that only 13 of these secondary alphabets will yield complete equivalent primary 
components when the method of reconstruction shown in subparagraph c above is followed. For 
example the following secondary alphabet, which is also derived, from the primary components 
based upon the word QUESTIONABLY will not yield a complete chain of 26 plain text-cipher­
plain text equivalents: 

Plain ________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher------ C D H J 0 K M P B R V F W Y L X T Z N A I Q U E G S 

1 Such an equivalent component is merely a sequence which has been or can be developed or derived from 
the original sequence or basic primary component by applying a decimation process to the latter; conversely, 
the original or basic component can be derived from an equivalent component by applying the same sort of 
process to the equivalent component. By decimation is meant the selection of elements from a sequence accord­
ing to some fixed interval. For example, the sequence A E I M • • • is derived, by decimation, from the 
normal alphabet by selecting every fourth leHer. 
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Equivalent primary component: 
12 a' a e 7 8 &10111218112 a 
A C H P X E 0 L F K V Q T A C H . . . (The A ·C H sequence begins again.) 

h. It is seen that only 13letters of the chain have been established before the sequence begins 
to repeat itself. It is evident that exactly one-half of the chain has been established. The other 
half may be established by beginning with a letter not in the first half. Thus: 

1 2 a ' a 11 7 8 u 10 11 12 1a I 1 2 a 
B D J R Z S N Y G M W U I B D J . . . (The B D J sequence begins again.) 

i. It is now necessary to distribute the letters of each half-sequence within 26 spaces, to 
correspond with their placements in a complete alphabet. This can only be done by allowing a 
constant odd number of spaces between the letters of one of the half-sequences. Distributions 
are therefore made upon the basis of 3, 5, 7, 9, . . . spaces. Select that distribution which 
most nearly coincides with the distribution to be expected in a key-word component. Thus, for 
example, with the :first half-sequence the distribution selected is the one made by leaving three 
spaces between the letters. It is as follows: 

1 2 8 ' a II 7 8 D W 11 U 18 H a 18 U 18 ~ m M D 3 ~ • • 

A-L-C-F-H-K-P-V-X-Q-E-T-0-
J. Now interpolate, by the same constant interval (three in this case), the letters of the other 

half-sequence. Noting that the group F- H appears in the foregoing distribution, it is apparent 
that G of the second half-sequence should be inserted between F and H. The letter which imme­
diately follows Gin the second half-sequence, viz, M, is next inserted in the position three spaces to 
the right of G, and so on, until the interpolation has been completed. This yields the original 
primary component, which is as follows: 

1 2 8 ' a 8 7 8 9 W 11 ~ 18 H 18 18 U 18 N m M ~ 3 U • • 
ABLYCDFGHJKMPRVWXZQUESTION 

k. Another method of handling cases such as the foregoing is indicated in subparagraph f 
By extending the principles set forth in that subparagraph, one may reconstruct the following 
chain of 13 pairs from the secondary alphabet given in subparagraph g: 

· 1 2 a 4 s e 7 8 9 10 11 12 18 I 1 

CD -+ HJ -+ PR -+ XZ -+ ES -+ ON -+ LY -+ FG -+ KM -+ VW -+ QU -+ TI -+ AB -+ CD • • • 

Now :find, in the foregoing chain, two pairs likely to be sequent, for example HJ and KM and count 
the interval between them in the chain. It is 7 (counting by pairs). If this decimation interval 
is now applied to the chain of pairs, the following is established: 

1 2 8 ' a II 7 8 D ro 11 U 18 H 18 18 U 18 N m n D ~ M • • 
HJKMPRVWXZQUESTIONABLYCDFG 

l. The reason why a complete chain of 26 letters cannot be constructed from the secondary 
alphabet given under subpa.ragraph g is that it represents a case in which two primary com­
ponents of 26 letters were slid an even number of intervals apart. (This will be explained in 
further detail in subparagraph r below.) There are in all 12 such cases, none of which will 
admit of the construction of a complete chain of 26 letters. In addition, there is one case where­
in, despite the fact that the primary components are an odd number of intervals apart, the 
secondary alphabet cannot be made to yield a complete chain of 26 letters for an equivalent 
primary component. This is the case in which the displacement is 13 intervals. Note the 
secondary alphabet based upon the primary components below (which are the same as those 
shown in subparagraph d): · 
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PRIMARY COMPONENTS 

QUESTIONABLYCDFGHJKMPRVWXZ 
DFGHJKMPRVWXZQUESTIONABLYC 

SECONDARY ALPHABET 

Plain__________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher ________ R V Z Q G U E S K T I W 0 P M N D A H J F B L Y X C 

m. If an attempt is made to construct a chain of letters from this secondary alphabet alone, 
no progress can be made because the alphabet is completely reciprocal. However, the crypt.. 
analyst need not at a.ll be ba:flled by this case. The attack will follow along the lines shown below 
in subparagraphs n and o. 

n. If the original primary component is a key-word mixed sequence, the cryptanalyst may 
reconstruct it by attempting to "dovetail" the 13 reciprocal pairs (AR,BV,CZ,DQ,EG,FU,HS, 
IK, JT, LW, MO, NP, and XY) into one sequence. The members of these pairs are all13 intervals 
apart. Thus: 

• 1 I 8 ' I • 7 8 0 10 11 12 13 

A . . . . . R 
B v 
c z 
D . . . . . . . . Q 
E . . . . . G 
F u 
H . . s 
I . . . . . . K 
J T 
L w 
M 0 
N . . p 
X . . . . y 

F1GUU 22. 

Write out the series of numbers from 1 to 26 and insert as many pairs into position as possible. 
being guided by considerations of probable partial sequences in the key-word mixed sequence, 
Thus: 

o 1 2 a c a • 7 8 o ro 11 12 u u u u 
A B C D • • • • • • • • • R V Z Q 

It begins to look as though the key-word commences with the letter Q, in which case it should 
be followed by U. This means that the next pair to be inserted is FU. Thus: 

o 1 2 8 c a • 7 8 o ro 11 12 u u u u u 
A B C D F . . . • . . . . R V Z Q U 

The sequence ABC D F means that E is in the key. Perhaps the sequence is ABC D F G H. 
Upon trial, using the pairs EG and HS, the following placements are obtained: 

o 1 1 a ' a o 7 8 o ro 11 12 u u u a u a D 
ABCDFGH •••••• RVZQUES 

This suggests the word QUEST or QUESTION. The pair JT is added: 

o 1 1 8 c a • 7 8 D ro 11 12 u u u a u a D m 
ABCDFGHJ. ••••• RVZQUEST 
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The sequence G H J suggests G H J K, which places an I after T. Enough of the process has 
been shown to make the steps clear. 

o. Another method of circumventing the difficulties introduced by the 14th secondary 
alphabet (displacement interval, 13) is to use it in conjunction with another secondary alphabet 
which is produced by an even-interval displacement. For exa.mple, suppose the following two 
secondary alphabets are available.1 

0-------- A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
L ______ R V Z Q G U E S K T I w· 0 P M N D A H J F B L Y X C 
2-------- X Z E S K T I 0 R N A Q B W V L H Y M P J C D F U G 

FIGURE 23. 

The first of these secondaries is the 13-interval secondary; the second is one of the even­
interval secondaries, from which only half-chain sequences can be constructed. But if the con­
struction be based upon the two sequences, 1 and 2 in the foregoing diagram, the following is 
obtained: 

R X U T N L D H M V Z E I A Y F J P W Q S 0 B C G K 

This is a complete equivalent primary component. The original key-word mixed component 
ea.n be recovered from it by decimation based .upon the 9th interval: 

RVWXZQUESTIONABLYCDFGHJKMP 

p. (1) When the primary components are identical mixed sequences proceeding in opposile 
directions, all the secondary alphabets will be reciprocal alphabets. Reconstruction of the 
primary component can be accomplished by the procedure. indicated under subparagraph o 
above. Note the following three reciprocal secondary alphabets: 

1 2 a 4 s 6 7 s 9 ro u u ~ « u ~ u ~ ffi ~ n ~ 23 u ~ ~ 
0____ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

L .. PMHGQFDCWYLKBRVAENZXUOITJS 
2____ W V M K S J H G Q F D R C X Z Y I L E U T B A N P 0 
3____ T S S Z L X W V N R P E M I 0 K C J B A Y H G F U D 

FJGUB'IIi 24. 

(2) Using lines 1 and 2, the following chain can be constructed (equivalent primary com­
ponent): 

P W Q S 0 B C G K R XU TN L D.H M V Z E I AT F J 
1 The method of writing down the secondaries shown in figure 23 will hereafter be followed in all cases when 

alphabet reconstruction skeletons are necessary. The top line will be understood to be the plain component; it 
is common to all the secondary alphabets, and is set off from the cipher components by the heavy black line. 
This top line of letters will bt: designated by the digit 9, and will be referred to as "the zero line" i.a the diagram. 
The successive lines of letters, which occupy the space below the zero line and which contain the various cipher 
components of the several secondary alphabets, will be numbered serially. These numbers may then be used as 
reference numbers for designating the horiv.ontallines in the diagram. The numbers standing above the letters 
may be used as reference numbers for the vertical columns in the diagram. Hence, any letter in the reconstruc­
tion skeleton may be designated by coordinates, giving the horizontal or X coordinate first. Thus, D (2-11) 
means the letter D standing in line 2, Column 11. 
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Or, using lines 2 a.nd 3: 

WTYKZODPUAGVSLJXICMQNFREBH 

The original key-word mixed primary component (based on the word QUESTIONABLY) ca.n 
be recovered fr\)m either of the two foregoing equivalent primary components. But if lines 1 
and 3 are used, only half-chains can be constructed: 

P T F X A K E C V 0 H Q L and M S D W N J U Y R I G Z B 

This is because 1 a.nd 3 are both odd-interval secondary alphabets, whereas 2 is a.n even­
interval secondary. It may be added that odd-interval secondaries are characterized by having 
two cases in which a plain-text letter is enciphered by itself; that is, 9p is identical with 9 0 • 

This phrase "identical with" will be represented by the symbol =; the phrase "not identical 
with" will be represented by the symbol ~. (Note that in secondary alphabet number 1 above, 
F p=Fa and UP=Uai in secondary alphabet number 3 above, Mp=M0 and Op=Oa). This charac­
teristic will enable the cryptanalyst to select at once the proper two secondaries to work with in 
case several are available; one should show two cases where 9p=9o; the other should show 
none . 

q. (1) When the primary components are different mixed sequences, their reconstruction 
from secondary cipher alphabets follows along the same lines as set forth above, under b to j, 
inclusive, with the exception that the selection of letters for building up the chain of equivalents. 
for the primary cipher component is restricted to those below the zero line in the reconstruction 
skeleton. Having reconstructed the primary cipher component, the plain component ca.n be 
readily ~econstructed. This will become clear if the student will study the following example. 

0____ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

l_TVABULIQXYCWSNDPFEZGRHJKMO 
2____ Z J S T V I Q R M 0 N K X E A G B W P L H Y C D F U 

FIGU:U 25. 

(2) Using only lines 1 and 2, the following chain is constructed: 

TZPGLIQRHYOUVJCNEWKDASXMFB 

This is a.n equivalent primary cipher component. By finding the values of the successive 
letters of this chain in terms of the plain component of secondary alphabet number 1 {the zero 
line), the following is obtained: 

TZPGLIQRHYOUVJCNEWKDASXMFB 
ASPTFGHUVJZEBWKNRLXOCMIYQD 

The sequence AS P T ••• is a.n equivalent primary plain component. The original key­
word mixed components may be recovered from each of the equivalent primary components. 
That for the primary plain component is based upon the key PUBLISHERS MAGAZINE; that for 
the primary cipher component is based upon the key QUESTIONABLY. 
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{3) Another method of accomplishing the process indicated above can be illustrated graphi­
ca.lly by the following two chains, based upon the two secondary alphabets set forth in sub­
paragraph q (1): 

1 2 3 4 I 6 7 8 9 W U H n M U ~ U ~ ~ • n H m U U • 
g________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
!________ T V A B U L I Q X Y C W S N D P F E Z G R H J K M 0 
2________ Z J S T V I Q R M 0 N K X E A G B W P L H Y C D F U 

Col. I. Col. 2. 

A (0-1) -+ T (1-1); -+ T (2-4) -+ D (H); -+ 
D (H) -+ B (1-4}; -+ B (2-17) -+ Q (0-17); -+ 
Q (0-17) -+ F (1-17}; -+ F (2-25)-+ y (0-25); -+ 
y (0-25) -+ M (1-25}; -+ M (2-9) -+ I (0-9); -+ 
I (0-9) -+ X (1-9); -+ X (2-13)-+ M (0-13); -+ 
M (0-13) -+ s (1-13); -+ s {2-3) -+ c (0-3); -+ 

etc. etc. 

FIGUU •• 

(4) By joining the letters in Column 1, the following chain is obtained: A D Q Y I M, etc. 
If this be examined, it will be found to be an equivalent primary of the sequence based upon 
PUBLISHERS MAGAZINE. By joining the letters in Column 2, the following chain is obtained: 
T B F M X S. This is an equivalent primary of the sequence based upon QUESTIONABLY. 

r. A final word concerning the reconstruction of primary components in general may be 
added. It has been seen that in the case of a 26-element component sliding against itself (both 
components proceeding in the same direction), it is only the secondary alphabets resulting from 
odd-interval displacements of the primary components which permit of reconstructing a single 
26-letter chain of equivalents. This is true except for the 13th interval displtwement, which 
even though an odd number, still acts like an even number displacement in that no complete 
chain of equivalents can be established from the secondary alphabet. This exception gives the 
clue to the basic reason for this phenomenon: it is that the number 26 has two factors, 2 and 13, 
which enter into the picture. With the exception of displacement-interval 1, any displacement 
interval which is a BUb-multiple of, or has a factor in common with the number of letters in the primary 
seg:uence will yield a secondary alphabet from which no complete chain of 26 equivalents can be 
derived for the construction of a complete equivalent primary component. This general rule is 
applicable only to components which progress in the same direction; if they progress in opposite 
directions, all the secondary alphabets are reciprocal alphabets and they behave exactly like 
the reciprocal secondaries resulting from the 13-interval displacement of two 26-letter identical 
components progressing in the same direction. 

B. The foregoing remarks give rise to the following observations based upon the general 
rule pointed out above. Whether or not a complete equivalent primary component is derivable 
by decimation from an original primary component (and if not, the lengths and numbers of chains 
of letters, or incomplete components, that can be constructed in attempts to derive such equiv­
alent components) will depend upon the number of letters in the original primary component 
and the specific decimation interval selected. For example, in a 26-letter original primary com­
ponent, decimation interval 5 will yield a complete equivalent primary component of 26 letters, 
whereas decimation intervals 4 or 8 will yield 2 chains of 13 letters each. In a 24-letter compo­
nent, decimation intervalS will also yield a complete equivalent primary component (of 24letters), 
but decimation interval 4 will yield 6 chains of 4 letters each, and decimation interval 8 will 
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yield 3 chains of 8 letters each. It also follows that in the case of an original primary com- ! ponent in which the total number of characters is a prime number, aU decimation intervals will 

I yield complete equivalent primary components. The following table has been drawn up in the 
light of these observa,tions, for original primary sequences from 16 to 32 elements. (All prime-
number sequences have been omitted.) In this table, the column at the extreme left gives the l; 
various decimation intervals, omitting in each case the first interval, which merely gives the ,j! 

: ! 

original primary sequence, and the last interval, which merely gives the original sequence I' 
reversed. The top line of the table gives the various lengths of original primary sequences from 
32 down to 16. (The student should ·bear in mind that sequences containing characters in addi~ 
tion to the letters of the alphabet may be encountered; he can add to this table when he is 
interested in sequences of more than 32 characters.) The numbers within the table then show, 
for each combination of decimation interval and length of, original sequence, the lengths of the 
chains of characters that can be constructed. (The student may note the symmetry in each 
column.) The bottom line shows the total number of complete equivalent primary components 
which can be derived for each different length of original component. 

Decimation Number of characters In original primacy' component Interval 
32 30 28 27 26 25 24 22 21 20 18 16 

2 16 15 14 27 13 25 12 11 21 10 9 8 
3 32 10 28 9 26 25 8 22 7 20 6 16 
4 8 15 7 27 13 25 6 11 21 5 9 4 
5 ~2 6 28 27 26 5 24 22 21 4 18 16 
6 16 5 14 9 13 25 4 11 7 10 3 8 
7 32 30 4 27 26 25 24 22 3 20 18 16 
8 4 15 7 27 13 25 6 11 21 5 9 2 
9 32 10 28 9 26 25 8 22 7 20 2 16 

10 16 3 14 27 13 5 12 11 21 2 9 8 
11 32 30 28 27 26 25 24 2 21 20 18 16 
12 8 5 7 9 13 25 2 11 7 5 3 4 
13 32 30 28 27 2 25 24 22 21 20 18 16 
14 16 15 2 27 13 25 12 11 3 10 9 8 
15 32 2 28 9 26 5 8 22 7 4 6 
16 2 15 7 27 13 25 6 11 21 5 9 
17 32 30 28 27 26 25 24 22 21 20 
18 16 5 14 9 13 25 4 11 7 10 
19 32 30 28 27 26 25 24 22 21 
20 8 3 7 27 13 5 6 11 
21 32 10 4 9 26 25 8 
22 16 15 14 27 13 25 12 

:: 

23 32 30 28 27 26 25 
24 4 5 7 9 13 
25 32 6 28 27 
26 16 15 14 . I 

27 32 10 
28 8 15 
29 32 ~ 1 

30 16 
Toto! number 14 6 10 16 10 18 16 8 10 6 4 6 of complete 

sequences 
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SECTION VIII 

APPLICATION OF PRINCIPLES OF INDIRECT SYMMETRY OF POSITION 

Paragraph 

Applying the principles to a specific example.-----------------------------·------------------------------------------------· 32 
The cryptogram employed in the exposition----------------------------------------------------------------------------------- 33 
Fundamental theory------------------------------------------------------------------------------------------------------------------ 34 
Application of principles .• ----------------------------------------------------------------------------------------------------------- 35 
General remarks __________________________________________________ ·--------------------------------------------------------------------- . 36 

32. Applying the principles to a specific example.-a. The preceding section, with the 
many details covered, now forms a sufficient base for proceeding with an exposition of how the 
principles of indirect symmetry of position can be applied very early in the solution of a poly­
alphabetic substitution cipher in which sliding primary components were employed to produce 
the secondary cipher alphabets for the enciphering of the cryptogram. 

b. The case described below will serve not only to explain the method of applying these 
principles but will at the same time show how their application greatly facilitates the solution 
of a single, rather difficult, polyalphabctic substitution cipher. It is realized, of course, that the 
cryptogram could be solved by the usual methods of frequency and long, patient experimentation. 
However, the method to be described was actually applied and very materially reduced the 
amount of time and labor that would otherwise have been required for solution. 

SS. The cryptogram employed in the exposition.-a. The problem that will be used in this 
exposition involves an actual cryptogram submitted for solution in connection with a cipher 
device having two concentric disks upon which the same random mixed alphabet appears, both 
alphabets progressing in the same direction. This was obtained from a study of the descriptive 
circular accompanying the cryptogram. . By the usual process of factoring, it was determined 
that the cryptogram involved 10 alphabets. The message as arranged according to its period 
is shown in Figure 27, in which all repetitions of two or more letters are indicated. 

b. The triliteral frequency distributions are given in Figure 28. It will be seen that on 
account of the brevity of the message, considering the number of alphabets involved, the fre­
quency distributions do not yield many clues. By a very careful study of the repetitions, 
tentative individual determinations of values of cipher letters, as illustrated in Figures 29, 30, 
31, and 32, were made. These are given in sequence and in detail in order to show that there is 
nothing artificial or arbitrary in the preliminary stages of analysis here set forth. 
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1 2 3 4 s 8 7 8 II 10 

A WFUPCFOCJY 

B G B Z D P F B 0 U 0 

c GRFTZMQMAV 

D KZUGDYFTR!L_ 

E __gJXNLWYOUX 

F I K W E .E...Q Z 0 KZ 

G PRXDWLZICW 

H__gKQHOLODY.JL 

I__gOXSNZHASE 

J B B J I f_g F J H D 

K Q C B Z E ~ Q T X Z 

L J C Q R Q F V M L H 

M SRQEWMLNA~ 

N _Q_§ X E R 0 Z J ~ 

O..J!VQWEJMKGH 

1112018--88--li 
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THE CRYP'l;OGRU 

(Repetitions underlined) 
1 284&8781110 1234&8781110 

'p R C V 0 P N B L C W EE B K D Z F M T G Q J 

Q LQZAAAMDCH FF LFUYDTZVH..JL 

R B Z Z C K Q 0 I K E_ GG _gGWNKXJTRN._ 

S_QFBSCVXC!:!.JL HH _!TXCDPMVLW 

T _gTZSDMXWCM II BGBWWOQRGN 

u RKUHEQEDGX JJ H'H V LA Q Q VA V 

v FKVHPJJKJY KK J Q W 0 0 T T N V Q 

w Y Q D P C J X L L L LL BKXDSOZRSN._ 

X G H X E R 0 Q P ~ MM _!UXOPPYOX~ 

y __gKBWTLFDUZ NN.J:!OZOWMXCGQ 

z OCDHWMZTUZ 00 JJUGDW~VM 

AA KLBPCJOTXE pp UKWPEFXENE._ 

BB H S P 0 P N M D L M_ QQ _Q C U G D W P E U H 

cc ..J!CKWDVBL~ RR YBWEWVMDWJ 

DO G $ U G D P 0 T H X ss R Z X 

FJOITR~ 'r1 
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i I TRILITERAL FREQUENCY DISTRIBUTIONS 
I 
~ I 
j A B c D E F G H I J K L M N 0 p Q R s T u v w X y z 

• EB FF XK YB ES XK ZC VZ WQ ZC ZR DC HC HR MK -F YQ QT 
HZ FC OR NH VQ ZL JF MK NT QG 
XK WJ ZO QJ JZ NU 
WG 'ilK HB 
QK MO 

ES 
EV 
LH 
EK 

! : IIC 
'!· ES 

II 

' G H I J K L M N 0 p Q T u v X y z ,,. A B c D E F R s w 
I, 

GZ QB WU ZW GX GX IW KB GX LZ GF GX ZZ YX GQ KU 
BJ JQ CB BB HV JU GQ HZ YD PX HP YX BZ 
YW RV LU RU JW SQ GU RX 

OD FV 
GK GB 
cu BD 

BX 
uw 

I 

I III 

.ii 
A B c D E F G H I J K L M N 0 p Q R s T u v w X y z 

cz QP RT BI CW SO KH FP COKE JN BD 
:1\ FS CH CR ZG KH GN RD QA 
dj KW KZ RE KH HL QO OS zc I ~ ~ 
!!I LP vw SG KP SE TS ;i! GW FY BE HE 00 
'\! JG TC 
:~; 

CG KD 
l uo '! ,,, z-

·II: IV 
q 

'! A B c D E F G H I J K L M N 0 p Q R s T u v w X y z 
I ZA ZK ZP WP UD QO JP VA XL VP UC QQ XN FZ QE UD BE 
I, XD XW QW UD UE 
' 

'ilK pp DC BC BT DF 

II: 
XS XR UD VP WO BC ZD KD 

XR UD DW XP WE BW 

!I 
IW zw 

I i 
' 



A B c D E F G H 
AA PF GY ZX ZM 
LQ SV SM WJ 

PJ WV HQ 
PJ GP PF 

YT 
GP 
GW 
GW 

A B c D E F G H 
AM co 

PB 
QV 
EX 

A B c D E F G H 
FO QDYT ZA 
NL QJ 
VL LD 

A B c D E F G H 
HS OJ OV XN TQ 

XH MC PU 
XG EG 

FU 
MI. 
I4Y 

A B c D E F G H 
MV IW KH JD 
NE LW DX CQ 
vv DH RN TX 

WM CQ VQ 

A B c D E F G H 
HQ SB KC LS 

AG NC GR 
SG CB 
SG UY 
XH 
SG 
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v 
I J K L M N 0 p Q R s T u v w X y z 

CQ NW SZ HL DF RF EO DO WL DL Til 
NX OT EQ EO EM 

IQ HM 
ON wo 
HJ OM 
ON EV 
OP 

VI 

I J K L M N 0 p Q R s T u v w X y z 
EM WZ ZQ PB RZ DO PZ DZ CX LY EQ OF NH 
PJ 00 WL PM RQ DM PF OT DB DQ KJ 
ex TF OX WQ PY KO WM DP 
co wz sz EE 

FT AQ 
wx 

VII 

I J K L M N 0 p Q R s T u v w X y z 
JK MN JK FC WE MM MG FM VC WO QO 
XT AD LD XT TN MW PO LI 

NO QI OP JL OJ 
PV JT OR MC MT 
VD PT QV FE TV 

WR OR 

VIII 

I J K L M N 0 p Q R s T u v w X y z 
ZC FH MG BC QA LA BU QS QG FR ZH XC 
OK ZS JJ XL VL TV YU zs QX ML 

BS ZK QV zu QA 
YX ox 

OH 
JR 

IX 

I J K L M N 0 p Q R s T u v w X y z 
CY OZ MH EF GJ TW AE 00 OM TZ DJ 
KY IF LL TN JE OX NQ TE 

DM PE DZ RM oz 
vw LE TZ 

RN EH 

X 

I J K L M N 0 p Q R s T u v w z y z 
QL LG VG RY UG HZ AK RG UI JG KP 
YR CR GH HZ AJ CG GF JY XJ 

LG SY VB CL HB uo 
vu GJ LB UK 

XH 

l!'lGtlliB 28. 
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INITIAL VALUES FROM AssuMPTIONS 

1 2 3 8 

G0 =Ep; Kc=Ep; Xa=Epj and Dc=Ep, from frequency considerations. 
346 468 901 

UGD=THE; PCJ=THE; and SEG=THE, from study of repetitions. 

1 1 3 c a 8 7 a 9 w 
A WFUPCFOCJY 

TTH 
B G B Z D P F B 0 U 0 

E 

C GRFTZMQMAV 
E 

D KZUGQYFTR! 
THE 

E GJXNLWYOUX 
E E --

F IKWE.f.._QZOKZ 
E--

G P R X D W L Z I C W 
E -

H ILKQHOLODVM 
EE -

I QOXSNZHASE 
E E TH 

J B B J I .f.._g F J H D 

K Q C B Z E X Q T !2 

L JCQRQFVMLH 

M SRQEWMLNA~ 
- H 

N QSXEROZJSE 
E E TH 

0 QVQWEJMKGH 
E E 

J Z 8 4 I 8 7 8 9 W 

P RCV.Q__,f__NBLCW 

Q L Q Z A A A M D C H 

R BZZCKQOIK[ 

S Q F B S C V X C I:LQ 
H 

T ~TZSDMXWCM 
E 

U RKUHEQEDGX 
E T 

V F K V H P J J K J Y 
E E 

W YQDPCJXLLL 
THE 

X G H X E R 0 Q P S E 
E E TH 

Y Q,...KBWTLFDUZ 
EE 

Z 0 C D H W M Z T U Z 

AA KLBPCJOTXE 
THE~H 

BB H S P Q..L.N M....Q L M 

CC g C K W D V B L S E 
E E TH 

DD g S U G D P .Q_I H X 
ETHE 

1 2 8 4 ~ 8 7 8 D W 

EE B K D Z F M T G Q J 
E 

FF L F U Y D T Z V HLQ 
T E 

GG ~GWNKXJTRN: 

HH !TXCDPMVLW 
E E 

II B G B W W 0 Q R G N 

JJ H H V L A Q Q V A V 

KK JQWOOTTNVQ 

LL B K X D S 0 Z R S N 
EE T 

MM !UXOPPYOXZ 

NN HOZOWMXCGQ 

00 J J U G D W Q_B YJM 
THE 

PP U K W P E F X E N [ 
E T 

QQ Q C U G D W P E U H 
THE 

RR YBWEWVM....QYJ 

SS R Z X 
E 
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ADDITIONAL VALUES FROM AsSUMPTIONS (I) 
2 

Refer to line DD in Figure 29; Sa assumed to be N11• 

II 

Refer to line M in figure 29; Aa assumed to be W11• 

1110128411 

Then in lines C-D, A V K Z U G D is assumed to be WITH THE. 

121CII878010 lll3t68781110 

A WFUPCFOCJY P RCVOPNBLCW 
T T H 

B G B Z D P F B 0 U 0 Q L Q Z A A A M D C H 
E 

C GRFTZMQMAV R BZZCKQOIK[ 
E WI H 

p KZUGDYF:LR! S QFBSCVLQI:L.Q 
THTHE H 

E GJXNLWYOUX T ~TZSDMXWCM 
E E -- E 

F IKWEf.._QZOKZ U RKUHEQEDGX 
E- ET 

G PRXDWLZICW V FKVHPJJKL_! 
E --= E E 

H !i.,KQHOLODVM W YQD~XLLL 
EE - THE 

I Q.OXSNZHASE X GHXEROQPSE 
E E TH E E TH 

J BBJif.._gFJHD Y QKBWTLFDU 
E E 

K QCBZEXQTXZ Z OCDHWMZTU 

L JCQRQFVMLH AA KLB~OTXE 
T T H E -

M.SRQEWMLNA~ BB HSPOPNMDLM 
WH N 

N G S X E R 0 Z J S E CC g C K W D V B L S E 
ENE TH E E TH 

0 Q.VQWEJMKGH DD GSUGDPOTHX 
E E ENTHE -

Ji'JGUBII: 30. 

1. 2 a ' a a 7 a 11 10 

EE B K D Z F M. T G Q J 
E 

FF L F U Y D T Z V H_Q 
T E 

GG ~GWNKXJTRI'f 

HH !TXCDPMVLW 
E E 

II B G B W W 0 Q R G N 

JJ H H V L A Q Q V A V 
W I 

KK JQWOOTTNVQ 

LL BKXDSOZRSI'f 
EE T 

MM !UXOPPYOU 

NN H 0 Z 0 W M X C G Q 

00 J J U G D W Q_R V M 
THE 

PP U K W P E F X E N .[ 
E T 

QQ Q C U G D W P E U H 
THE 

RR YBWEWVMDYJ 

SS R Z X 
HE 

•\, 
II· 

i!f! 
,. I 
!. I 

;. i 

{if 
f. i: . ~ : 

i I. 
I. 
i: 

I. 
I· I 

i 
I . 

\ ! 
I 
' I .. 

i 'I 
I ~ ~ 

'' 
I 
I. 

: I : i 

! :! 
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ADDITIONAL VALUES FROM AssuMPTIONS (II) 

123.6678910 

Refer to Figure 30, line A; W F U P C F 0 C J Y; assume to he BUT THOUGH. 
--TTH-----

3 • 5 6 

Refer to Figure 30, lines N and X, where repetition X E R 0 occurs; assume EACH 
E---

123.61178910 

A W F U P C F 0 C J Y 
BUTTHOUGH 

B G B Z 0 P F B 0 U 0 
E 0 

C GRFTZMQMAV 
E WI 

0 KZUGDYFTR!'£ 
T H THE 

E GJXNLWYOUX 
E E --

F I K W E ~ Z 0 K Z 
EA 

G PRXDWLZICW 
E -= 

H GKQHOLODVM 
E E u --= 

I gOXSNZHASE 
E E T H 

J B B J I ~ F J H 0 

K QCBZEXQTIZ 

12345678910 

P RCVOPNBLCW 

Q L Q Z A A A M D C H 

R B Z Z C K Q 0 I K E 
H U 

S Q F B S C V X C t!....Q 
U H G 

T ~TZSDMXWCM 
E 

U RKUHEQEDGX 
E T 

V FKVHPJJKJY 
E E H 

W Y Q D P C J X L L L 
THE 

X G H X E R 0 Q P S E 
E EACH TH 

Y gKBWTLFDUZ 
EE 

Z 0 C 0 H !_M Z T U Z 

L JCQRQFVMLH AA KLBPCJOTXE 
0 T THEU-H 

M SRQEWMLNAE BB HSPOPNMDLM 
A- w H N 

N g S X E R 0 Z J S E 
E N E A C H T H 

0 gVQWEJMKGH 
E E 

CC g C K W 0 V B L S E 
E E T H 

DO g S U G 0 P 0 T H X 
ENTHEU 

FIGUBB 31. 

12345678910 

EE B K 0 Z F M T G Q J 
E 

FF L F U Y D T Z V H_Q 
U T E 

GG ~ G W N K X J T R N 

HH I T X C D P M V L W 
E E 

II B G B W W Q_Q R G N 
H 

JJ H H V L A Q Q V A V 
W I 

KK JQWOOTTNVQ 

LL B K X D S 0 Z R S N 
EE H T 

MM !UXOPPYOXZ 

NN H 0 Z 0 W M X C G Q 
-G 

00 J J U G D W 2_R V M 
THE 

PP UJL!PEFXENE 
E T 0 

QQ Q C U G 0 W P E U H 
THE 

RR Y B w·E W V M D Y J 
A. 

SS R Z X 
HE 
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ADDITIONAL VALUES FROM AsSUMPTIONS (III) 

4118 

OPN-assume ING from repetition and frequency. 
901 
HQZ--assume ING from repetition and frequency. 

1 2 a 4 a e 7 8 9 m 
A WFUPCFOCJY 

BUTTHOUGH 

B G B Z D P F B 0 U 0 
E N 0 

C G R F T Z M Q M A V 
E WI 

D KZUGDYFTRJ! 
T H THE 

E QJXNLWYOUX 
E E -

F IKWEf.._QZOKZ 
EAN 

G P R X D W L Z I C W 
E 

H QKQHOLODVM 
EE U 

I QOXSNZHASE 
E E TH 

J B B J I f.....Q F J H D 
N I 

K QCBZEXQTXZ 

1 2 a 4 a 8 7 8 9 m 1 2 a c a 8 7 s o ro 
P RCVOPNBLCW EE BKDZFMTGQJ 

IN G E 
Q L Q Z A A A M D C H FF L F U Y D T Z V H_Q 

U T E I N 
R BZZCKQOIK.[ GG ~GWNKXJTR!f 

H U G 

S Q F B S C V X C tLQ. 
U H GIN 

T ~TZSDMXWCM 
G E 

U RKUHEQEDGX 
E T 

V FKVHPJJKJY 
E NE H 

W YQDPCJXLLL 
THE 

X G H X E R 0 Q P S E 
E EACH TH 

Y QKBWTLFDUZ 
E E 

Z 0 C D H !_M Z T U Z 

HH ITXCDPMVLW 
E E 

II B G B W W Q_Q R G N 
H 

JJ H H V L A Q Q V !_! 
W I 

KK JQWOOTTNVQ 
I N 

LL B K X D S 0 Z R S !f 
EE H T 

MM !UXOPPYOXZ 
I N 

NN HOZOWMXCGQ 
I--G N 

00 J J U G D W Q_B !_M 
THE 

L J C 0 R Q F V M L H AA K L B P C J 0 T X E PP U K W P E F X E N .[ 
0 T THEU-H E T 0 

M S R Q E W M L N A E BB H S P 0 P N M D L M QQ Q C U G D W P E U H 
A- WH N ING THE 

N Q S X E R 0 Z J S E 
E N E A C H T H 

0 QVQWEJMKGH 
E E 

CC Q C K W D V B L S E 
E E T H 

DO Q S U G D P 0 T H X 
EHTHEU I 

FIGVIIII 82. 

RR YBWEWVMDYJ 

SS R Z X 
HE 

A - . 

r 

I 
'. 
; 

j 
I 
i' 



I : 

REF ID:A64646 

68 

c. From the initial and subsequent tentative identifications shown in Figures 29, 30, 31, 
and 32, the values obtained were arranged in the form of the secondary alphabets in a reconstruc­
tion skeleton, shown in Figure 33. 

!1~~~~!:~.:.~'~-=-1~1~1.:.~~~~~~.:._:_1~::!!._~!.__:_ 
1 W G Z K 
f-----------------------------
2 K Z S F 
1----------~----------------
3 X U 
1----------------------1-------
4 E G 0 P 
1---------------------------
5 R D C P 
t-------------------------------
6 J N 0 F 
1--------------------------------

7 0 
1---------------------------

8 c 
---------------------------
9 J H S A 
-----------------------------
10 E V 

34. Fundamental theory.--a. In paragraph 31, methods of reconstructing primary com;. 
ponents from secondary alphabets were given in detail. It is necessary that those methods be 
fully understood before the following steps be studied. It was there shown that the primary 
component can be one of a series of ·equivalent primary sequences, all of which will give exactly 
similar results so far as the secondary alphabets and the cryptographic text are concerned. 
It is not necessary that the identical or original primary component employed in the crypto­
graphing be reconstructed; any equivalent primary sequence will serve. The whole question is 
one of establishing a sequence of letters the interval between which is either identical with that 
in the original primary component or els~ is an exact constant multiple of the interval separating 
the letters in the original primary component. For example, suppose K P X N Q forms a 
sequence in the original primary component. Here the interval between K and P, and P and X, 
X and N, N and Q is one; in an equivalent primary component, say the sequence K • • P • • X 
• • N • • Q, the interval between K and Pis three, that between P and X also three, and so on; 
and the two sequences will yield the same secondary alphabets. So long as the interval between 
K and P, P and X, X and N, N and Q, ••• , is a constant one, the sequence will be cryptographically 
equivalent to the original primary sequence and will yield the same secondary alphabets as do 
those of the original primary sequence. However, in the case of a 26-letter component, it is 
necessary that this interval be an odd number other than 13, as these are the only cases which 
will yield one unbroken sequence of 26 letters. Suppose a secondary alphabet to be as follows: 

(
1 

>{Plain___________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher_________ X K N P 
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It can be said that the primary component contains the following sequences: 

XN KP NQ PX 

These, when united by means of their common letters, yield K P X N Q. 
Suppose also the following secondary alphabet is at hand: 

(2) {Plain___________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher_________ P X K N 

Here the sequences PN, XQ, KX, and NZ can be obtained, which when united yield the two se­
quences KXQ and PNZ. 

By a comparison of the sequences K P X N Q, K X Q, and P N Z, one can establish the 
following: 

KPXNQ 
K.X.Q 

P • N • Z 

It follows that one can now add the letter Z to the sequence, making it K P X N Q Z. 
b. The reconstruction of a primary component from one of the secondary alphabets by the 

process given in paragraph 31 requires a complete or nearly complete secondary alphabet. 
This is at hand only ajter a cryptogram has been completely solved. But if one could employ 
several very scant or skeletonized secondary alphabets simultaneously with the analysis of the 
cryptogram, one could then possibly build up a primary component from fewer data and thus 
solve the cryptogram much more rapidly than would otherwise be possib]e. 

c. Suppose only the cipher components of the two secondary alphabets (1) and (2) given 
above be placed into juxtaposition. Thus: 

(1) 
(2) 

1 2 a ' 5 a 7 s 9 ro u u n u ~ ro u n ~ ~ n ~ ~ ~ ~ • 
•• X.KN •••••• P •• 
•• P •• X •••••• K.N 

The sequences PX, XN, and KP are given by juxtaposition. These, when united, yield KPXN 
as part of the primary sequence. It follows, therefore, that one can employ the cipher components 
of secondary alphabets as sources of independent data to assist in building up the primary sequences. 
The usefulness of this point will become clearer subsequently. 

35. Application of principles.-a. Refer now to the reconstruction skeleton shown in 
Figure 33. Hereafter, in order to avoid all ambiguity and for ease in reference, the position of 
a letter in Figure 33 will be indicated as stated in footnote 1, page 56. Thus, N (6-7) refers to 
the letter N in line 6 and in column 7 of Figure 33. 

b. (1) Now, consider the following pairs of letters: 

E (0-5) J (6-5) 
G (0-7) N (6-7) 

{
H (0-8) 0 (6-8) } 
0 (0-15) F (6-15) HO, OF=HOF 

(One is able to use the line marked zero in Figure 33 slnce this is a mixed sequence sliding against 
itself.) 

I 
I· 
I 

; i 

'' I, 

i 
·l1 

': ~ 

::I 
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(2) The immediate results of this set of values will now be given. Having HOF as a. sequence, 
with EJ as belonging to the same displacement interval, suppose HOF and EJ are placed into 
juxtaposition as portions of sliding components. Thus: 

Plain------ H 0 F 
Cipher____ . . . E J • 

When Hp=E0, then 0p=J0 • 

(3) Refer now to alphabet 10, Figure 33, where it is seen that Hp=E0 • The derived value, 
0p=J c1 can immediately be inserted in the same alphabet and substituted in the cryptogram. 

(4) The student may possibly get a clearer idea of the principles involved if he will regard 
the matter as though he were dealing with arithmetical proportion. For instance, given any 
three terms in the proportion 2:8=4:16, the 4th term can easily be found. Furthermore, given 
the pair of values on the left-hand side of the equation, one may find numerous pairs of 
values which may be inserted in the right-hand side, or vice versa. For instance, 2:8=4:16 
is the same as 2:8=5:20, or 9:36=4:16, and so on. An illustration of each of these principles 
will now be given, reference being made to Figure 33. As an example of the first principle, note 
that E (0-5):H {0-8)=J. (6-5):0 (6-8). Now find E (10-S):H (0--8)=? (10-15):0 (0--15). 
It is clear that J may be inserted as the 3d term in this proportion, thus giving the 

10 
iniportant new value, 0p=J0 , which is exactly what was obtained directly above, by means of 
the partial sliding components. As an example of the second principle, note the following pairs: 

E (0--5) H (0--8) 
K (2-5) Z (2-8) 
D (5-5) C (5·-8) 
J (6-5) 0 (6-8) 

These additional pairs are also noted: 
K (1-20) Z (1-7) 
T (0--20) G (0--7) 

Therefore, E:H=K:Z=D:C=J:O=T:G, and T may be inserted in position (4-5). 

c. (1) Again, GN belongs to the same set of displacement-interval values as do EJ and HOF. 
Hence, by superimposition: 

Plain _____ _ 
Cipher ___ _ 

... HOF 

... G N. 

(2) Referring to alphabet 4, whenHP=G0, then 0p=N0• Therefore, the letter N can be inserted 
4 

in position (4-15) in Figure 33, and the value N0 =0P can be substituted in the cryptogram. 

(3) Furthermore, note the corroboration found from this particular superimposition: 

H (0--8) 
0 (6-8) 

~ (0--7) 
N (6-7) 

This checks up the value in alphabet 6, Gp=N0 • 

d. (1) Again superimpose HOF and GN: 

(2) Note this corroboration: 

• H 0 F • 
GN. 

0 (6-8) 
F (6-15) 

G (4-8) 
N (4-15) 

which has just been inserted in Figure 33, as stated above. 
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e. {1) Again using HOF and EJ, but in a different superimposition: 

••• H 0 F .• 
•• E J ...• 

{2) Refer now to H (9-9), J (9-8). Directly under these letters is found V (10-9), E (10-8). 

Therefore, the V can be added immediately before H 0 F, making the sequence V H 0 F. 
f. (1) Now take V H 0 F and juxtapose it withE J, thus: 

.•• VHOF ••• 

. • • E J • • • 

(2) Refer now to Figure 33, an:d find the following: 
. V (lG-9) E (1G-8) 
H (9~9) J (9-8) 
0 (4-9) G (4-8) 
I (0-9) H (0-8) 

(3) From the value 0 G it follows that G can be set next to J in E J. Thus: 

••• VHOF .•• 
• • • E J G ••• 

(4) But G N already is known to belong to the same set of displacement-interval values 
as E J. Therefore, it is now possible to combine E J, J G, and G N into one sequence, E J G N, 
yielding: 

g. (1) Refer now to Figure 33. 

VHOF •• 
E J G N • 

v (0-22} 
? (1-22) 
? (2-22) 
? (3-22} 
? (5-22) 
? (6-22). 

E (0-5) 
G (1-5) 
K (2-5) 
X (3-5) 
D (5-5) 
J (6-5) 

(2) The only values which can be inserted are: 

0 (1-22) G (1-5) 
H {6-22) J (6-5) 

(3) This means that Vp=00 in alphabet 1 and that VP=Hc in alphabet 6. There is one 00 

in the frequency distribution for alphabet 1, and no He in that for alphabet 6. The frequency 
distribution is, therefore, corroborative insofar as these values are concerned. 

(h) (1) Further, taking E J G N and V H 0 F, superimpose them thus: 

(2) Refer now to Figure 33. 

. E J G N 
•.. VHOF ••• 

E (0-5) 
G (1-5) 

H (0-8} 
'l (1-8} 

'li:' ! 

·I 
!/ 
I 
I 

! ! 

': 
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(3) From the diagram of superimposition the value G (1-5) F (1-8)- can be inserted, which 
gives Hp=F. in alphabet 1. 

i. (1) Again, V H 0 F and E J G N are juxtaposed: 

••• VHOF 
••• EJGN ••• 

(2) Refer to Figure 33 and find the following: 

H (ICJ--8) G (4-8) 
A (ICJ--1) E (4-1) 

This means that it is possible to add A, thus: 

(3) In the set there are also: 

Then in the superimposition 

AVHOF • 
• • EJGN. 

E (ICJ--5) 
G (ICJ--7) 

G (1-5) 
z (1-7) 

E J G N • 
.EJGN ••• · 

It is possible to add Z under G, making the sequence E J G N Z. 
(4) · Then taking 

and referring to Figure 33: 

••• AVHOF. 
E J G .N Z · ••• 

H (ICJ--8) 
0 (6-8) 

N (ICJ--14) 
? (6-14) 

It will be seen that O=Z from superimposition, and hence in alphabet 6 Np=Ze, an important. 
new value, but occurring only once in the cryptogram. Has an error been made? The work 
so far seems too corroborative in interlocking details to think so. 

j. (1) The possibilities of the superimposition and sliding of the AVHOF and the EJGNZ 
sequences have by no means been exhausted as yet, but a little different trail this time may 
be advisable. 

(2) Then: 

E (ICJ--5) 
G (1-5) 
K (3-5) 

T (ICJ--20) 
K {1-20) 
u {3-20) 

EJGNZ 
••• T • K 

(3) Now refer to the following: 

E (ICJ--5) K {2-5) 
N (ICJ--14) s (2-14) 

. :a~· 

I I"~ ''jo-· 

•.;:·· 



REF ID:A64646 

73 

whereupon the value S can be inserted: 

~ EJGNZ ... 
.•...• T.K .. s ... 

k. (1) Conslde~ ~the values based upon the displaceinent interval corresponding to JG: 
J (6-5) G (1-5)--+ J (9- 8) G (4- 8) 
N (6-7) Z (1-7) H (9- 9) 0 {4-- 9) 

s {9-20) p (4--20)--+~ (2-14) p (5-14) 
z (2- 8) c (5- 8) 

{2- 5) D (5- 5) _ 

(2) Since J and G are sequent in the E J G N Z sequence, it can be said that all the lettel"s 
of the foregoing pairs are also sequent. Hence Z C, S P, and K D are available a8 new data. 
These give E J G N Z C and T • K D • S P. 

(3) Now consider: 

T (0-20) 
A (0- 1) 
H (0-- 8) 
I (0- 9) 

p (4-20) 
E (4-- 1) 
G (~ 8) 
0 (4- 9) 

128418 

Now in the T • K D . S P sequence the interval between T and P is T .•••• Po 
Hence the interval between A and E is 6 also. It follows therefore that the sequences, A , V H 0 F 
and E J G N Z C should be united, thus: · , 

1 2 a 4 a e 
. • • A V H 0 F . E J G N Z C o • • 

(4) Corroboration is found in. the interval between H .and G, which is also six. The letter I 
can be placed into position, from the reltlition I (0-9) 0 (4-9), thus: 

l. (1) From Figure 33: 

1 2 8 4 I 8 
I .. AVHOF.EJGNZC. 

H (0- 8) 
E (0- 5) 
N (0-14) 
u (0-21) 

z (2- 8) 
K (2- 5) 
s (2-14) 
F (2-21) 

. . ' 

{2) Since in the I . . A V H 0 F o E J G N Z C sequence the letters H and Z are separated 
by 8 intervals one can write: · 

1 2 8 4 

H. 
E . • • . 
N . . . u . . . . 

I 8 '1 8 

. . . z . 
K 
s 
F 

:•· 
·::I 

I',, 

I.' 

I 

1 
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(3) Hence one can make the sequence 
128411878 

.I .. AVHOF 
Then 
and 

. I A V H 0 F 
.EJGNZC ·K~ 

EJGNZCT.KD 
EJGfiZCT KD .. yi AVHO,E. 

s p • 
.§ p • • • 

128411878 128441678 

m. {1) Subsequent derivations can be indicated very briefly as follows: 

E (0-5) C (0-3) 
D (5-5) R (5-3) 

1 2 8 4 a 6 7 8 9 ro 11 u n u u u u ~ ~ ~ n ~ ~ ~ ~ • 
FromUI. AVHOF EJGNZCT KD.SP. 
one ca.n write • E • • C 

and D. R 

making the sequence 
1 2 3 4 a 6 7 8 9 10 u 12 1a u 15 16 11 ~ 19 ~ 21 ~ ~ ~ 25 20 

UI .. AVHOF EJGNZCT.KD.SP.R. 
(2) Another derivation: 

u (3-20) 
X (3- 5) 

T (0-20) 
E (0- 5) 

1 2 3 4 a 6 7 8 u ro 11 u a u u u u ~ ~ ~ n ~ ~ ~ ~ • 
From U I . . A V H 0 F . E J G N Z C T K D . S P . R . 
one can write 

U I . T 
and E • • • • X • .. • • • 

making the sequence 
1 2 8 4 a 6 7 8 9 ro 11 u u u u ro u ~ ~ ~ n ~ ~ ~ ~ • 
U I .. A V H·O F E J G N Z C T . K D X S P . R . 

(3) Another derivation: 

From 
one can write 
and then 

E (0-5) 
B (0-2) 

.. EJG 
. E . G 

••• B • W 

G (1-5) 
w (1-2) 

There is only one place where B W can fit, viz, at the end: 
1 2 3 4 a 6 7 8 9 ro 11 H a u u u u ~ ~ ~ n ~ ~ M ~ 26 

UI .. AVHOF.EJGNZCT.KDXSP~R! 

n. Only four letters remain to be placed into the sequence, viz, L, M, Q, and Y. Their 
positions are easily found by application of the primary component to the message. The com­
plete sequence is as follows: 

1 2 3 4 6 6 7 8 9 10 11 12 13 14 16 16 17 18 19 ~ 21 ~ ~ ~ 2li 26 

UIMYAVHOFLEJGNZCTQKDXSPBRW 
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Having the primary component fully constructed, decipherment of the cryptogram can be 
completed with speed and precision. The text is as follows: 

W F U P C F 0 C J Y RCVOPNBLCW BKDZFMTGQJ 
BUTTHOUGHW P 0 S I N G T H E S SELFWILLGO 

GBZDPFBOUO LQZAAAMDCH LFUYDTZVHQ 
ECANNOTASY OLARSYSTEM 0 U T B E C 0 M I N 

GRFTZMQMAV B Z Z C K Q 0 I K F ZGWNKXJTRN 
ETREVIEWWI SHALLTURNA GACOLDANDL 

KZUGDYFTRW C F B S C V X C H Q YTXCDPMVLW 
THTHEMINDS NUNCHANGIN IFELESSMAS 

GJXNLWYOUX ZTZSDMXWCM BGBWWOQRGN 
E Y E 0. U R P A S T GFACEINPER SANDTHESOL 

I T W E P Q Z 0 K Z RKUHEQEDGX HHVLAQQVAV 
WE CANT 0 A.N E P E T U I T Y T 0 T ARSYSTEMWI 

P R X C W L Z I C W FKVHPJJKJY J Q W 0 0 T T N V Q 
XTENTFORES HESUNEACHW L L C I R C L E U N 

GKQHOLODVM Y Q D P C J X L L L BKXDSOZRSN 
EEOURFUTUR ILLTHENHAV SEENGHOSTL 

GOXSNZHASE GHXEROQPSE Y U X 0 P P Y O.X Z 
EWECANWITH EREACHEDTH I K E I N S P A C E 

BBJIPQFJHD GKBWTLFDUZ HOZOWMXCGR 
S C I E N T I F I C E E N D 0 F I T S E A W A I T I N G 0 N 

Q C B Z E X Q T X Z OCDHWMZTUZ JJUGJWQRVM 
C 0 N F I D E N C E V 0 L U T I 0 N S E LYTHERESUR 

JCQRQFVMLH K L B P C J 0 T X E UKWPEFXENF 
LOOKFORWAR TINTHEUNCH RECTIONOFA 

SRQEWMLNAE HSPOPNMDLM CCUGDWPEUH 
DTOATIMEWH ANGINGSTAR NOTHERCOSM 

GSXEROZJSE G C K W D V B L S E YBWEWVMDYJ 
ENEACHOFTH EOFDEATHTH I C C A T A S T R 0 

GVQWEJMKGH G S U G D P 0 T H X RZX 
E B 0 D I E S C 0 M ENTHESUNIT PH E 

FiGliRE 34. 

o. The primary component appears to be a random-mixed sequence; no key word is to be 
found, at least none reappears on experimentation with various hypotheses as to enciphering 
equations. Nevertheless, the random construction of the primary component did not compli­
cate or retard the solution. 
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. p. Some students may prefer to work exclusively with the reconstruction skeleton, rather 
than with sliding strips. One method is as good as the other and personal preferences will dictate 
which will be used by the individual student. If the reconstruction skeleton is used, the original 
letters should be inserted in ink, so as to differentiate them from derived letters. 

86. General rema.rks.-a. It is to be stated that the sequence of steps described in the 
preceding paragraphs corresponds quite closely with that actually followed in solving the prob­
lem. It is also to be pointed out that this method can be used as a control in the ear.ly stages 
of analysis because it will allow the cryptanalyst to check assumptions for values. For example, 
the very first value derived in applying the principles of indirect symmetry to the problem 
herein described was H0 =Ap in alphabet 1. As a matter of fact the writer had been inclined 
toward this value, from a study of the frequency and combinations which H0 showed; when the 
indirect-symmetry method actually substantiated his tentative hypothesis he immediately 
proceeded to substitute the value given. If he had assigned a different value to H0 , or if he had 
assumed a letter other than Ha for AP in that alphabet, the conclusion would immediately follow 
that either the assumed value for Ha was erroneous, or that one of the values which led to the 
derivation of H0=Ap by indirect symmetry was wrong. Thus, these principles aid not only in 
the systematic and nearly automatic deriva~ion of new values (with only occasional, or incidental 
references to the actual frequencies of letters), but they also assist very materially in serving as 
corroborative checks upon the validity of the assumptions already made. 

b. Furthermore, while the writer has set forth, in the reconstruction skeleton in Figure 33, 
a set of 30 values apparently obtained before he began to reconstruct the primary component, 
this was done for purposes of clarity and brevity in exposition of the principles herein described. 
As a matter of fact, what he did was to watch very carefully, when inserting values in the recon­
struction skeleton to find the very first chance to employ the principles of indirect symmetry; 
and just as soon as a value could be derived, he substituted the value in the cryptographic text. 
This is good procedure for two reasons. Not only will it disclose impossible combinations but 
also it gives opportunity for making further assumptions for values by the addition of the derived 
values to those previously assumed. Thus, the processes of reconstructing the primary com­
ponent and finding additional data for the reconstruction proceed simultaneously in an ever­
widening circle. 

c. It is worth noting that the careful analysis of only 30 cipher equivalents in the recon­
struction skeleton shown in Figure 33 results in the derivation of the entire table of secondary 
alphabets, 676 values in all. And while the elucidation of the method seems long and tedious, ill 
its actual application the results are speedy, accurate, and gratifying in their corroborative effect 
upon the mental activity of the cryptanalyst. 

d. (1) The problem here used as an illustrative case is by no means one that most favorably 
presents the application and the value of the method, for it has been applied in other cases with 
much speedier success. For example, suppose that in a cryptogram of 6 alphabets the equivalents 
of only THE in all 6 alphabets are fairly certain. As in the previous case, it is supposed that the 
secondary alphabets are obtained by sliding a mixed alphabet against itself. Suppose the sec­
ondary alphabets to be as follows: 
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0 A B c D E F G H I J K L M N 0 .:.I~ R s T u v w X 
- - 1- r--

1 B Q E 
- - - - - - - - - - - - - - - - - - - - f-- - - - -
2 c L X 
- - - - - - - ;-- - - - - f-- - - - - - - - - - -
3 I v c 

- - - - - - - - - f-- - - - - - - - - - - - - - - -
4 N p B 

- f-- - - - - - - - - - - - - r-- -
5 X 0 p 

:---- r-- - r-- - r-- - - - - ;-- - - - r-- - - r-- - -
6 T z v 

FlGUBB 811. 

(2) Consider the following chain of derivatives arranged diagrammatically: 
H (0-- 8) 0 (5- 8) 
T (0--20) P (5-20) 
E (0-- 5) X (5- 5)~E (1-20) 

Q (1- 8) 
B (1- 5) 

~p (5-20) v (6-20) 
0 (5- 8) z (6- 8) 

X (2-20) 
L (2- 8) 
c (2- 5)~B (4-20) 

N (4- 5) 
p (4- 8) 

X (5- 5} T (6- 5)~X (2-20) T (0--20) 
L (2- 8) H (0-- 8) 

c (3-20} 
I (3- 5) 
v (3- 8)-+ 

c (2- 5) E (0- 5)~c (3-20) E (1-20) 
v (3- 8) Q (1- 8) 
I (3- 5) B (1- 5) 

FlGUBB 88, 

y z 
-

- -

- 1-

- r--

- -

(3) These pairs manifestly all belong to the same displacement interval, and therefore 
unions can be made immediately. The complete list is as follows: 

EX, Q L. N I, L H, H 0, B C, 0 Z, C E, T P, P V. X T, V Q, I B 

(4) Joining pairs by their common letters, the following sequence is obtained: 

••• NIBCEXTPVQLHOZ ••• 

e. With this as a nucleus the cryptogram can be solved speedily and accurately. When 
it is realized that the cryptanalyst can assume THE's rather readily in some cases, the value of 
this principle becomes apparent. When it is further realized that if a cryptogram has sufficient 
text to enable the THE's to be found easily, it is usually also not at all difficult to make correct 
assumptions of values for two or three other high-frequency letters, it is clear that the principles 
of indirect symmetry of position may often be used with gratifyingly quick success to reconstruct 
the complete primary component. 

f. When the probable-word method is combined with the principles of indirect symmetry 
the solution of a difficult case is often accomplished with astonishing ease and rapidity. 

1112018-38----8 
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SECTION IX 

REPEATING-KEY SYSTEMS WITH MIXED CIPHER ALPHABETS, III 
Paragraph 

Solution of messages enciphered by known primary components------------------------------------------------------- 37 
Solution of repeating-key ciphers in which the identical mixed components proceed in opposite directions______ 38 
Solution of repeating-key ciphers in which the primary components are different mixed sequences_______________ 39 
Solution of subsequent messages after the primary components have been recovered..-------------------------------- 40 

37. Solution of subsequent messages enciphered by the same primary components.-a. In 
the discussion of the methods of solving repeating-key ciphers using secondary alphabets derived 
from the sliding of a mixed component against the normal component (Section V), it was shown 
how subsequent messages enciphered by the same pair of primary components but with different 
keys could be solved by application of principles involving the completion of the plain-component 
sequence (paragraphs 23, 24). The present paragraph deals with the application of these same 
principles to the case where the primary components are identical mixed sequences. 

b. Suppose that the following primary component has been reconstructed from the analysis 
of a lengthy cryptogram: 

Q U E S T I 0 N A B L Y C D F G H J K M P R V W X Z 

A new message exchanged between the same correspondents is intercepted and is suspected 
of having been enciphered by the same primary components but with a different key. The 
message is as follows: 

N F W W P N 0 M K I W P I D S C A A E T Q V Z S E 

Y 0 J S C A A A F G R V N H D W D S C A E G N F P 

F 0 E M T H X L J W P N 0 M K I Q D B J I V N H L 

T F N C S B G C R P 
c. Factoring discloses that the period is 7letters. The text is transcribed accordingly, and 

is as follows: 
NFWWPNO 
M K I W P I D 
SCAAETQ 
VZSEYOJ 
SCAAAFG 
RVNHDWD 
SCAEGNF 
PFOEMTH 
X L J W P N 0 
MKIQDBJ 
IVNHLTF 
N C S B G C R 
p 

FIGUliB 37. 

(78) 
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d. The letters belonging to the same alphabet are then employed as the initial letters of 
completion sequences, in the manner shown in paragraph 23e, using the already reconstructed 
primary component. The completion diagrams for the first five letters of the first three alphabets 
are as follows: 

ALPHABET 1 ALPJU.BBT 2 ALPHABET 3 

N M S V S F K C Z C WI AS A 
APT W T G MD Q D X 0 B T B 
B R I X I H P F U F Z N L I L 
L V 0 Z 0 J R G E G Q A Y 0 Y 
YWNQN KVHSH U B C N C 
C X AU A MWJTJ E L DAD 
D Z BE B P X K I K S Y F B F 
F Q L S L RZMOM T C G L G 
GUYTY V Q P N P I D H Y H 

*H E C I C W U R A R 0 F J C J 
J S D 0 D X E VB V NGKDK 
K T F N F Z S W L W AHMFM 
MIG A G QTXYX B J P G P 
POHBH U I Z C Z LKRHR 
RNJLJ E 0 Q D Q YMVSV 
VAKYK S N U F U C P W K W 
W B M C M T A E G E DRXMX 
XL PDP I B S H S F V Z P Z 
ZYRFR 0 L T J T G W Q R Q 
Q C V G V N Y I K I HXUVU 
UDWHW *A C 0 M 0 J Z EWE 
E F X J X B D N P N KQSXX 
S G Z K Z LFARA M U T Z T 
THQMQ Y G B VB P E I Q I 
I J UP U C H L W L R S 0 U 0 
0 K ERE DJYXY *V T N E N 

FJGUU38. 

e. Examining the successive generatives to select the ones showing the best assortment of 
high-frequency letters, those marked in Figure 38 by asterisks are chosen. These are then assem­
bled in columnar fashion and yield the following plain text: 

1 2 3 4 s 6 7 

HAV 
E C T 
C 0 N 
I ME 
C 0 N 

FJGUBB39. 
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f. The coiTesponding key-letters are sought, using enciphering equations ~10=9•1Pi 9p/P= 
9 010, and are found to be JOU, which suggests the keyword JOURNEY. Testing the key-letters 
RNEY for alphabets 4, 5, 6, and 7, the following results are obtained: 

1 g 8 4 6 6 7 

JOURNEY 
NFWWPNO 
HAVEDIR 

SCAAETQ 
ECTEDSE 

The message may now be completed with ease. It is as follows: 

JOURNEY 
HAVEDIR 
NFWWPNO 

ECTEDSE 
MKIWPID 

CONDREG 
SCAAETQ 

IMENTTO 
VZSEYOJ 

CONDUCT 
SCAAAFG 

JOURNEY 
S A I N C E I 
PFOEMTH 

NTHEDIR 
XLJWPNO 

E C T I 0 N 0 
MKIQDBJ 

FHORSES 
IVNHLTF 

HOEFALL 
NCSBGCR 

THORORE S 
RVNHDWD P 

CONNAIS 
SCAEGNF 

38. Solution of repeating-key ciphers in which the identical mixed components proceed in 
opposite directions.-The secondary alphabets in this case (paragraph 6, Case B (3) (a) (II) 
are reciprocal. The steps in solution are essentially the same as in the preceding case (para­
graph 28); the principles of indirect symmetry of position can also be applied with the necessary 
modifications introduced by virtue of the reciprocity existing within the respective secondary 
alphabets (paragraph 31p), . 

39. Solution of repeating-key ciphers in which the primary components are dift'erent mixed 
sequences.-This is Case B (3) (b) of paragraph 6. The steps in solution are essentially the same 
as in paragraphs 28 and 31, except that in applying the principles of indirect symmetry of posi­
tion it is necessary to take cognizance of the fact that the primary components are different 
mixed sequences (paragraph 31q). 

40. Solution of subsequent messages after the primary components have been recovered.­
a. Iu the case in which the primary components are identical mixed sequences proceeding in 
opposite directions, as well as in that in which the primary components are different mixed 
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sequences, the solution of subsequent messages 1 is a relatively easy matter. In both cases, how­
ever, the student must remember that before the method illustrated in paragraph 37 can be 
applied it is necessary to convert the cipher letters into their plain-component eqUivalents 
before completing the plain-component sequence. From there on, the process of selecting' and 
assembling the proper genera trices is the same as usual. · 

b. Perhaps an example may be advisable. Suppose the enemy has been found to be using 
primary components based upon the keyword QUESTIONABLY, the plain component running 
from left to right, the cipher component. in· the reverse.direction. The following new message 
has arrived from the intercept station: 

MVXOX B Z I Y Z NLWZH U I E 0 o ·o E P z 
FXSRX E J B S H B 0 N AU ~ f...Z I NRAM...Y_. 

X 0 X A I JYXWF KNDOW J E R C U !!.!LV~ • 
~A Q U W J W X Y I DGRKD QBDRM Q E C Y V 

QW 

128,48 

MVXOXB 
ZIYZNL 
WZHOXI 
E 0 0 0 E P 
ZFXSRX 
EJBSHB 
ONAURA 
PZINRA 
MVXOXA 
IJYXWF 
KNDOWJ 
ERCURA 
LVBZAQ 
UWJWXY 
IDGRKD 
QBDRMQ 
ECYVQW 

c. Factoring discloses that the period is 6 and the mes­
sage is accordingly transcribed into 6 columns, Fig. 42. 
The letters of these columns are then converted into their 
plain 'component equivalents by juxtaposing the two pri­
mary components at any point of coincidence, for ex­
ample Qp=Z,. The converted letters are shown in Fig. 43. 
The letters of the individual columns are then used as the 
initial letters of completion sequences, using the 
QUESTIONABLY primary sequence. . The final step is the 
selection and assembling of the selected generatrices. 
The results for the first ten letters of the first three columns 
are shown below: 

t 2 a ' 1 · e 
OSUMUH 
QPFQKG 
EQBMUP 
WMMMWI 
QYUVTU 
WAHVBH 
MKJXTJ 
I Q P K T J 
OSUMUJ 
PAFUEY 
NKCMEA 
WTDXTJ 
GSHQJZ 
XEAEUF 
PCLTNC 
ZHCTOZ 
WDFSZE 

Fl:GVBII 48. 

1 That is, messages intercepted after the primary components have been reconstructed and enciphered by 
keys different from those used in the messages upon which the reconstruction of the primary components was 
accomplished. 
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COLVIIIf 1 COLVIIIf 2 COLVIIIf 3 

0 Q E W Q W M I 0 P SPQMYAKQSA UFBMUHJPUF 
NUSXUXPONR TRUPCBMUTB EGLPEJKREG 
AETZEZRNAV *I V E R D L P E I L SHYRSKMVSH 
BSIQSQVABW OWSVFYRSOY TJCVTMPWTJ 
LTOUTUWBLX NXTWGCVTNC I K D W I P R X I K 
YINEIEXLYZ AZIXHDWIAD OMFXORVZOM 
C 0 A S 0 S Z Y C Q B Q 0 Z J F X 0 B F NPGZNVWQNP 
DNBTNTQCDU LUNQKGZNLG ARHQAWXUAR 

*F A L I A I U D F E YEAUMHQAYH BVJUBXZEBV 
G B Y 0 B 0 E F G S C S B E P J U B C J LWKELZQSLW 
HLCNLNSGHT DTLSRKELDK YXMSYQUTYX 
JYDAYATHJI FIYTVMSYFM C Z P T C U E I C Z 
K C F B C B I J K 0 G 0 C I W P T C G P DQRIDESODQ 
MDGLDLOKMN HNDOXRIDHR FUVOFSTNFU 
PFHYFYNMPA JAFNZVOFJV GEWNGTIAGE 
R G J C G C A P R B KBGAQWNGKW HSXAHIOBHS 
VHKDHDBRVL MLHBUXAHMX J T Z B J 0 N L J T 
WJMFJFLVWY P Y J L E Z B J P Z KIQLKNAYKI 
XKPGKGYWXC RCKYSQLKRQ MOUYMABCMO 
ZMRHMHCXZD VDMCTUYMVU PNECPBLDPN 
QPVJPJDZQF W F P D I E C P W E *R A S D R L Y F R A 
URWKRKFQUG XGRFOSDRXS VBTFVYCGVB 
EVXMVMGUEH ZHVGNTFVZT WLIGWCDHWL 
SWZPWPHESJ Q J W H A I G W 0 I XYOHXDFJXY 
TXQRSRJSTK UKXJBOHXUO Z C N J Z F G K Z C 
I Z U V Z V K T I M EMZKLNJZEN Q D A K Q G H N Q D 

Flouu 44. 

Columnar assembling of selected generatrices gives what is shown in Fig. 45. 

1 2 3 4 5 8 

F I R 
AVA 
L E S • 
I R D 
ADR 
ILL 
up y 
DE F 
FIR 
ELA 
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d. The key letters are sought, and found to be NUM, which suggests NUMBER. The entire 
message may now be read with ease. It is as follows: 

NUMBER 
F I R S T C 
MVXOXB 
AVALRY 
ZIYZNL 
LESSTH 
WZHOXI 
IRDSQU 
E 0 0 0 E P 
ADRONW 
ZFXSRX 
I L L 0 C C 
EJBSHB 
UPYAND 
ONAURA 
DEFEND 
PZINRA 
FIRSTD 
MVXOXA 

FIGURE 46. 

NUMBER 
ELAYIN 
I J Y X W F 
G P 0 S I T 
KNDOWJ 
I 0 N A N D 
ERCURA 
WILLPR 
LVBZAQ 
0 T E C T L 
UWJWXY 
EFTFLA 
IDGRKD 
NKOFBR 
QBDRMQ 
IGADEX 
ECYVQW 

e. If the primary components are different mixed sequences, the procedure is identical with 
that just indicated. The important point to note is that one must not fail to convert the lettei'B 
into their plain-component equivalents before the completion-sequence method is applied. 
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SECTION X 

REPEATING-KEY SYSTEMS WITH MIXED CIPHER ALPHABETS, IV 
Paragraph 

General remarks----------------------------------------------------------------------------------------------------------------------- 41 
Deriving the secondary alphabets, the primary components, and the key, given a cryptogram with its 

plain text---------------------------------------------------------------------------------------------------------------------------- 42 
Deriving the secondary alphabets, the primary components, and the keywords for messages, given two or 

more cryptograms in different keys and suspected to contain identical plain text--------------------------------- 43 
The case of repeating-key systems-------------------------------------------------------------------------------------------------- 44 
The case of identical messages enciphered by keywords of different lengths..----------------------------------------- 45 
Concluding remark&..------------------------------------------------------------------------------------------------------------------ 46 

41. General remarks.-The preceding three sections have been devoted to an elucidation 
of the general principles and procedure in the solution of typical cases of repeating-key ciphers. 
This section will be devoted to a consideration of the variations in cryptanalytic procedure arising 
from special circumstances. It may be well to add that by the designation "sperial circum­
stances" it is not meant to imply that the latter are necessarily unusual circumstances. The 
Bfudent should, always be em the alert to seize upon any opportunitiu that may appear in which he may 
apply the method8 to be described. In practical work such opportunities are by no means rare and 
are seldom overlooked by competent cryptanalysts. 

42. Deriving the secondary alphabets, the primary components, and the key, given a 
cryptogram with its plain text.-a. It may happen that a cryptogram and its equivalent plain 
text are at hand, as the result of capture, pilferage, compromise, etc. This, as a general rule, 
affords a very easy attack upon the whole system. 

b. Taking first the case where the plain component is the normal alphabet, the cipher com­
ponent a mixed sequence, the first thing to do is to write out the cipher text with its letter-for­
letter decipherment. From this, by a slight modification of the principles of "factoring", one dis­
covers the length C\f the key. It is obvious that when a word of three or four letters is enciphered 
by the same cipher text, the interval between the two occurrences is almost certainly a multiple 
of the length of the key. By noting a few recurrences of plain text and cipher letters, one can 
quickly determine the length of the key (assuming of course that the message is long enough to 
afford sufficient data). Having determined the length of the key, the message is rewritten accord­
ing to its periods, with the plain text likewise in periods under the cipher letters. From this 
arrangement one can now reconstruct complete or partial secondary alphabets. H the secondary 
alphabets are complete, they will show direct symmetry of position; if they are but fragmentary 
in several alphabets, then the primary component can be reconstructed by the application of the 
principles of direct symmetry of position. 

c. If the plain component is a mixed sequence, and the cipher component the normal (direct or 
reversed sequence), the secondary alphabets will show no direct symmetry unless they are ar­
ranged in the form of deciphering alphabets (that is, Ao •.. Zo above the zero line, with their 
equivalents below). The student should be on the lookout for such cases. 

d. (1) If the plain and cipher primary components are identical mixed sequences proceeding 
in the same direction, the secondary alphabets will show indirect symmetry of position, and they 
e!Plb~ U.sed fo~ the speedy reconstruction of the primary components (Paragra:ph 3la too). 

(84) 
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(2) If the plain and. the cipher primary components are identical mixed sequences proceeding 
in opposite directions, the secondary alphabets will be completely reciprocal secondary alphabets 
and the primary component may be reconstructed by applying the principles outlined in para­
graph 31p. 

(3) If the plain and the cipher pnmary components are different mixed sequences, the 
secondary alphabets will show indirect symmetry of position and the primary components may 
be reconstructed by applying the principles outlined in paragraph 31q. 

e. In all the foregoing cases, after the primary components have been reconstructed, the 
keys can be readily recovered. 

43. Deriving the secondary alphabets, the primary components, and the keywords for 
messages, given two or more cryptograms in different keys and suspected to contain identical 
plain text.-a. The simplest case of this kind is that involving two monoalphabetic substitution 
ciphers with mixed alphabets derived from the same pair of sliding components. An understand­
ing of this case is necessary to that of the case involving repeating-key ciphers. 

b. (1) A message is transmitted from station A to station B. B then sends A some operating 
signals which indicate that B cannot decipher the message, and soon thereafter A sends a second 
message, identical in length with the :first. This leads to the suspicion that the plain text of both 
messages is the same. The intercepted messages are superimposed. Thus: 

1. NXGRV MPUOF ZQVCP VWERX QDZVX WXZQE TBDSP VVXJK RFZWH ZUWLU IYVZQ FXOAA. 
2. EMLHJ FGVUB PRJNG JKWHM RAPJM KMPRW ZTAXG JJMCD HBPKY PVKIV QOJPR BMUSH 

(2) Initiating a chain of cipher-text equivalents from message 1 to message 2, the following 
complete sequence is obtained: 

1 2 a " a e 1 s e 10 11 12 1a 14 15 18 17 18 111 2n 21 22 28 2t 25 211 

N E W K D A S X M F B T Z P G L. I Q R H Y 0 U V J C 

(3) Experimentation along already-indicated lines soon discloses the fact that the foregoing 
component is an equivalent primary component of the original primary based upon the keyword 
QUESTIONABLY, decimated on the 21st interval. Let the student decipher the cryptogram. 

(4) The foregoing example is somewhat artificial in that the plain text was consciously 
selected with a view to making it contain every letter of the alphabet. The purpose in doing 
this was to permit the construction of a complete chain of equivalents from only two short 
messages, in order to give a simple illustration of the principles involved. If the plain-text message 
does not contain every letter of the alphabet, then only partial chains of equivalents can be con­
structed. These may be united, if circumstances will permit, by recourse to the various prin­
ciples elucidated in paragraph 31. 

(5) The student should careftilly study the foregoing example in order to obtain a thorough 
comprehension of the reason why it was possible to reconstruct the primary component from the 
two cipher messages without having any plain text to begin with at all. Since the plain text of 
both messages is the same, the relative displacement of the primary components in the case of 
message 1 differs from the relative displacement of the same primary components in the case of 
message 2 by afiud interval. Therefore, the distance between Nand E (the first letters of the 
two messages), on the primary component, regardless of what plain-text letter these two 
cipher letters represent, is the same as the distance between E and W (the 18th letters), Wand K 
(the 17th letters), and so on. Thus, this fixed interval permits of establishing a complete chain 
of letters separated by consta.nt intervals and this chain becomes an equivalent primary com­
:ponent. 
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44. The case of repeating-key systems.-a. With the foregoing basic principles in mind 
the student is ready to note the procedure in the case of two repeating-key ciphers having identical 
plain texts. First, the case in which both messages have keywords of identical length but different 
compositions will be studied. 

b. (1) Given the following two cryptograms suspected to contain the same plain text: 

YHYEX UBUKA 
PC Q T U N G K FA 
T R 0 Q S U H A F K 

C G S L Z QUBMN 
M T A I Q ZWMDQ 
V S N Z R B J N 0 Q 

MESSAGE 1 

P V L L T 
Z E F I Z 

MESSAGE 2 

C T Y B V 
N S D W N 

ABU V V 
B D J E Z 

H L Q F T 
L C B L Q 

D Y SA B 
A L V I D 

F L R H L 
N E T 0 C 

(2) The first step is to try to determine the length of the period. The usual method of 
factoring cannot be employed because there are no long repetitions and not enough repetitions 
even of digraphs to give any convincing indications. However, a subterfuge will be employed, 
based upon the theory of factoring. 

c. (1) Let the two messages be superimposed. 

1 2 a • 6 8 7 8 o ro u H u u u ~ n ~ w ~ 
l.YHYEXUBUKAPVLLTABUVV 
2. C G S L Z Q U B M N C T Y B V H L Q F T 

~~~~~~~~~oo~~~M~~~~~~ 

l.DYSABPCQTUNGKFAZEFIZ 
2. F L R H L M T A I Q Z W M D Q N S D W N 

~~~«~~C~~OOM~MMMM~MOOM 

l.BDJEZALVIDTROQSUHAFK 
2. L C B L Q N E T 0 C V S N Z R B J N 0 Q 

4 « 
E E 

(2) Now let a search be made of cases of identical superimposition. For example, Land L 
8 18 80 

u u u 
are separated by 40 letters, Q, Q; and Q are separated by 12 letters. Let these intervals between 
identical superimpositions be factored, just as though they were ordinary repetitions. That 
factor which is the most frequent should correspond with the length of the period for the following 
reason. If the period is the same and the plain text is the same in both messages, then the con­
dition of identity of superimposition can only be the result of identity of encipherments by 
identical cipher alphabets. This is only another way of saying that the same relative position in 
the keying cycle has been reached in both cases of identity. Therefore, the distance between 
identical superimpositions must be either equal to or else a multiple of the length of the period. 
Hence, factoring the intervals must yield the length of the period. The complete list of intervals 
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and factors applicable to cases of identical superimposed pairs is as follows (factors above 12 
are omitted): 

Repetition Interval Factors Repetition Interval Factors 

--
1st EL to 2d EL ____________ 40 2, 4, 5, 8, 10. 1st TV to 2d TV ____________ 36 2, 3, 4, 6, 9, 12. 
1st UQ to 2d UQ_ ___________ 12 2, 3, 4, 6, 12. 1st AH to 2d AH.----------- 8 2, 4, 8. 
2d UQ to 3d UQ _____________ 12 2, 3, 4, 6, 12. 1st BL to 2d BL.. ___________ 8 2, 4, 8. 
1st UB to 2d UB------------ 48 2, 3, 4, 6, 8, 12. 2d BL to 3d BL ____________ 16 2, 4, 8. 
1st KM to 2d KM------------ 24 2, 3, 4, 6, 8, 12. 1st SR to 2d SR. ___________ 32 2, 4, 8. 
1st AN to 2d AN------------ 36 2, 3, 4, 6, 9, 12. 1st FD to 2d FD------------ 4 2, 4. 
2d AN to 3d AN _____________ 12 2, 3, 4, 6, 12. 1st ZN to 2d ZN------------ 4 2, 4. 

1st VT to 2d VT ------------ 8 2, 4, 8. 1st DC to 2d DC ____________ 8 2, 4, 8. 

2d VT to 3d VT ------------- 28 2, 4, 7. 

(3) The factor 4 is the only one common to every one of these intervals and it may be taken 
as beyond question that the length of the period is 4. 

d. Let the messages now be superimposed according to their periods: 
1 2 3 4 1 2 3 4 1 2 8 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 

1. YHYE XUBU KAPV L L T A BUVV D Y SA B P C Q 
2. C G S L Z Q U B M N C T YBVH L Q F T FLRH L M T A 

1. TUNG KFAZ E F I Z B D J E ZALV I D T R 0 Q s u 
2. I Q Z W MDQN SOWN L C B L Q NET 0 c v s NZRB 

1. HAFK 
2. J N 0 Q 

e. (I) Now distribute the superimposed letters into a reconstruction skeleton of "secondary 
alphabets." 
Thus: 

0 A B c D E F G H I J K L M N 0 p Q R s T u v w X y z 
- - - - - - - - - ~ - - - - - - - - - - - - - - - - -

1 L F s J 0 M y N I z c Q 
- - - - - - - - - - - - - - - - - - - - - - - - - - -
2 N c D G B M z Q L 

- - - - - - - - - - - - - - - - - - - - - - - - - - -
3 Q u T 0 w B E z c R v F s 

r- - - - - - - - - - - ·-- - - - - - - - - - - - - - -
4 H L w Q A s B T N 

(2) By the usual methods, construct the primary or an equivalent primary component. 
Taking lines 0 and 1, the following sequences are noted: 

BL, DF, ES, HJ, IO, KM, LY, ON, TI, XZ, YC, ZQ, 

which, when united by means of common letters and study of other sequences, yield the complete 
original primary component based. upon the keyword QUESTIONABLY: 

QUESTIONABLYCDFGHJKMPRVWXZ 

(3) The fact that the pair of lines with which the process was commenced yield the original. 
primary sequence is purely accidental; it might have just as well yielded an equivalent primary 
sequence. I 
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f. (1) Having the primary component, the solution of the messages is now a relatively simple 
matter. An application of the m~thod elucidated in paragraph 37 is made, involving the comple­
tion of the plain-component sequence for each alphabet and selecting those generatrices which 
contain the best assortments of high-frequency letters. Thus, using Message 1: 

FmBT .ALPIUJIBT SIICOMD .ALPHABBT TllmD .ALPIUBBT FoURTH ALPHABET 

YXKLB HUALU Y B P TV EUVAV 
CZMYL J E BYE C L R I W SEW B W 
D Q PC Y K S L C S D Y V 0 X TSXLX 
FUR DC MTYDT F C W N Z IT Z Y Z 
GEVFD P I C F I GDXAQ 0 I Q C Q 
HSWGF R 0 D G 0 HFZBU NOUDU 
JTXHG VNFHN J G Q L E *A N E F E 
K I Z J H WAGJA KHUYS BAS G S 
MOQKJ XBHKB M J E C T LBTHT 
PNUMK ZLJML P K S D I Y L I J I 
RAE PM QYKPY R M T F 0 C Y 0 K 0 
VB S R P UCMRC V PIG N DCNMN 
WLTVR EDPVD WROHA FDAPA 
XYIWV SFRWF XVNJB GFBRB 
Z C 0 X W TGVXG ZWAKL HGLVL 
QDNZX IHWZH QXBMY JHYWY 
UFAQZ OJXQJ U Z L PC K J C XC 
EGBUQ NKZUK EQYRD MKDZD 
SHLEU AMQEM S U C V F PMFQF 
T J Y S E B P U S P TEDWG RPGUG 
I K C T S *L R E T R IS F X H VRHEH 
0 MD IT Y V S IV OTGZJ w v J s J 
N P F 0 I C W T 0 W NIH Q K XWKTK 

*A R G N 0 D X IN X A 0 J U M ZXMIM 
BVHAN F Z 0 A Z BNKEP Q z p 0 p 
L W J B A GQNBQ *LAMS R UQRNR 

F!Gl!BB 48. 

{2) The selected genera trices (those marked by asterisks in Fig. 48) are . assembled in 
columnar manner: 

ALLA 
RRAN 
GEME 
NT SF 
ORRE 
F!Gl!U 40. 
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(3) The key letters are sought and give the keyword SOUP. The plain text for the second 
message is now known, and by reference to the cipher text and the primary components, the 
keyword for this message is found to be TIME. The complete texts are as follows: 

SOUP TIME 
ALLA ALLA 
YHYE CGSL 
RRAN RRAN 
XUBU ZQUB 
GEME GEME 
KAPV MNCT 
NTSF NTSF 

. L L T A YBVH 
ORRE ORRE 
BUVV L Q F T 
LIEF LIEF 
DYSA FLRH 
0 F Y 0 0 F Y 0 
B PC Q LMTA 
UROR UROR 
TUNG I Q Z W 
G AN I G AN I 
KFAZ MDQN 
Z AT I Z AT I 
E F I Z SOWN 
ONHA ONHA 
BDJE L C B L 
VEBE VEBE 
ZALV QNET 
ENSU ENSU 
I D T R 0 c v s 
S PEN S PEN 
0 Q s u NZRB 
DEDX DEDX 
HAFK J N 0 Q 

I'IGVBB 110. 

45. The case of identical messages enciphered by keywords of dift'erent lengths.-a. In the 
foregoing case the keywords for the two messages, although different, were identical in length. 
When this is not true and the keywords are of different lengths, the procedure need be only 
slightly modified. 
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b. Given the following two cryptograms suspected of containing the same plain-text en-
ciphered by the same primary components but with different keywords of different lengths, solve 
the messages. 

MESSAGE N 0. 1 

VMYZG E AUNT P K FAY J I Z M B U MY K B V F I V V 
S E 0 A F SKXKR YWCA C Z 0 R D 0 Z R DE F B L K FE 
S M K SF A FE K V Q U R C M Y Z V 0 X VA B T A Y Y U 0 A 
Y T D K F EN W NT DB Q K U LA J L Z I 0 U M A B 0 A F S 
K X Q P U Y M J P W Q T D B T 0 S I Y S M I Y K U R 0 G M W 
C T M Z Z VMVAJ 

MESSAGE N 0. 2 

Z GAM W I 0 M 0 A C 0 D H A C L R L P M 0 Q 0 J EM 0 Q U 
DHXBY u'Q M G A U V G L Q DB S P U 0 A B I R P W X Y M 
0 G G F T MRHVF G W K N I VA UP F A B R VI LA Q EM 
Z D J X Y ME D D Y B 0 S V M P N L G X X D Y D 0 P X BY U 
Q M N K Y FLUYY G V P V R D N C Z E K J Q 0 R WJXRV 
GDKDS X C E E C 

c. The messages are long enough to show a few short repetitions which permit factoring. 
The latter discloses that Message 1 has a period of 4 and Message 2, a period of 6 letters. The 
messages are superimposed, with numbers marking the position of each letter in the corresponding 
period, as shown below: 

1 2 3 4 1 2 3 4 1 2 3 4 1 2 8 4 1 2 3 4 1 2 3 4 

No. 1. V M Y Z G E A U N T P K F A Y J I Z M B U M Y K 
No. 2. Z G A M W I 0 M 0 A C 0 D H A C L R L P M 0 Q 0 

1 2 3 4 6 8 1 2 8 4 6 6 1 2 8 4 6 8 1 2 8 4 6 8 

1 2 3 4 1 2 s 4 1 2 3 4 1 2 s 4 1 2 3 4 1 2 3 4 

No. 1. B V F I V V S E 0 A F S K X K R Y W C A C Z 0 R 
No.2. J EM 0 Q U D H X BY U Q M G AU V G L Q DB S 

1 2 8 4 6 8 1 2 8 4 6 6 1 2 a 4 a 8 1 2 3 4 6 8 
• 1 2 3 4 1 2 3 4 1 2 3 4 1 2 a 4 1 2 3 4 1 2 3 4 

No. 1. D 0 Z R D E F B L K F E S M K S F A F E K V Q U 
No.2. P U 0 A B I R P W X Y M 0 G G F T M R H V F G W 

1 2 3 4 5 8 1 2 s 4 5 6 1 2 8 4 5 8 1 2 3 4 a 6 

1 2 3 4 1 2 3 4 1 2 3 4 1 2 8 4 1 2 3 4 1 2 3 4 

No. 1. R C M Y Z V 0 X V A B T A Y Y U 0 A Y T D K F E 
No. 2. K N I V A U P F A B R V I L A Q E M Z D J X Y M 

1 2 3 4 a 6 1 2 3 4 a 6 1 2 3 4 a 6 1 2 3 4 5 6 

1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 

No. 1. N W N T D B Q K U L A J L Z I 0 U M A B 0 A F S 
No.~ EDDY B 0 S V M P N L G X X D Y D 0 P X BY U 

1234681234a8123468128468 

1 2 8 4 1 2 8 4 1 2 8 4 1 2 3 4 1 2 3 4 . 1 2 8 4 

No. 1. K X Q P U Y M J P W Q T D B T 0 S I Y S M I Y K 
No.2. Q M N K Y F L U Y Y G V P V R D N C Z E K J Q 0 

1 2 3 4 6 6 1 2 3 4 6 6 1 2 3 4 6 6 1 2 3 4 6 6 

1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 

No. 1. U R 0 G M W C T M Z Z V M V A J 
No.2. R W J X R V G D K D S X C E E C 

1 2 3 4 6 8 1 2 3 4 5 8 1 2 a 4 
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d. A reconstruction skeleton of "secondary alphabets" is now made by distributing the 
letters in respective lines corresponding to the 12 different superimposed pairs of numbers. For 
example, all pairs corresponding to the superimposition of position 1 of Message 1 with position 1 
of Message 2 are distributed in lines 0 and 1 of the skeleton. Thus, the very first superimposed 

pair is I ~; the letter Z is inserted in line 1 under the Iotter V. The next {l pair is the 13th super-

imposition, with { ~; the letter D is inserted in line 1 under the letter F, and so on. The skeleton 

is then as follows: 

- A B c D E F G H I J K L M N 0 p Q R s T u v w X y ~~ 
1-1 I J p D Q G c E K 0 R z 

- - - - - - -- - - - - - - - -
2-2 H v N G u w E D M L X 

··- - - - - - - - - - - - - - - - - - - - - - - 1--
3-3 E M X G I D J N R A 0 

- - - - --- - - - - - - - - - - - - - - - - - - 1-

4-4 X 0 c D K A F y Q v M - - - - - - - - -- - - - - - - - - - - - - - 1-
1-5 B T w L R E N y Q u A - - - - - - - - - - - - - - - - - - - - - - - 1-

2-6 M 0 I c D u v F R - - - - - - - - - - - - - - - - - - - - - - - - 1-
3-1 0 G R L p s D z - - - - - - - - - - - - - - - - - - - - - - - 1-

4-2 L p H u v E D M F - - - - - - - - - - - - - -- - - - - - - - - - - 1-
1-3 Q J v w K 0 X y M A - - - - - - - - - - - - - - - - - - 1-
2-4 B J X p 0 A F y D - - - - - - - - - - - - - - - - - - - - - - - - -
3-5 N R y B c G Q s 

- - - - - - - - - - - - - - - - - - 1-
4-6 M L 0 s u v w X 

FlGUli:Z 61. 

e. There are more than sufficient data here to permit of the reconstruction of a complete 
equivalent primary component, for example, the following: 

1 2 s ' s 6 r s 9 ro n H ~ u ~ ~ u ~ w ~ n ~ ~ ~ ~ z 
ITKNPZHMWBQEULFCSJAXRGDVOY 

f. The subsequent steps in the actual decipherment of the text of either of the two messages 
are of considerable interest. Thus far the cryptanalyst has only the cipher component of the 
primary sliding components. The plain component may be identical with the cipher com­
ponent and may progress in the same direction, or in the reverse direction; or, the two com­
ponents may be different. If different, the plain component may be the normal sequence, 
direct or reversed. Tests must be made to ascertain which of these various possibilities is true. 

g. (1) It will first be assumed that the primary plain component is the normal direct 
sequence. Applying the procedure outlined in Par. 23 to the message with the shorter key 
(Message No. 1, to give the most data per secondary alphabet), an attempt is made to solve 
the message. It is unnecessary here to go further into detail in this procedure; suffice it to 
indicate that the attempt is unsuccessful and it follows that the plain component is not the 
normal direct sequence. A normal reversed sequence is then assumed for the plain component 
and the proper procedure applied. Again the attempt is found useless. Next, it is assumed 
that the plain component is identical with the cipher component, and the procedure outlined in 
Par. 37 is tried. This also is unsuccessful. Another attempt, assuming the plain component 

. runs in the reverse direction, is likewise unsuccessful. There remains one last hypothesis, viz, 
that the two primary components are different mixed sequences. 

i' ! : 

i 
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(2) Here is Message No. 1 transcribed in periods of four letters. Uniliteral frequency 
distributions for the four secondary alphabets are shown below in Fig. 52, labeled· la, 2a, 3a, 
and 4a. These distributions are based upon the normal sequence A to Z. But since the reco:n­
structed cipher component is at hand these distributions can be rearranged according to the 
sequence of the cipher component, as shown in distributions labeled lb, 2b, 3b, and 4b in Fig. 52. 
The latter distrilnttions may be combined by shifting distributions Sb, Sb, and 4-b to proper 8'Uper­
impositions with respect to 1 b so as to yield a Bingle monoalphabetic distribution for the entire message. 
In other 'WOrds, the polyalphabetic message can be converted into monoalphabetic terms, thlus very 
considerably simplifying the solution. 

MESSAGE No. 1 

VMYZ VA B T 

GEAU AYYU 

NTPK 0 A Y T 

FAYJ DKFE 

IZMB NWNT 

UMYK DBQK 

B V F I ULAJ 

VVSE L Z I 0 

0 A F S UMAB 

KXKR 0 A F S 

YWCA KXQP 

C Z 0 R UYMJ 

DOZR P W Q T 

DE F B D B T 0 

LKFE S I Y S 

SMKS M I Y K 

FAFE U R 0 G 

KVQU M W C T 

R C MY MZZV 

zvox MVAJ 

~~~~ ~~ ~ ~~~~~~ ~~ ~~ ~~ 
la. A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

~~~ ~ ~ ~~~ ~ ~ ~ ~~~~~ 
2a. A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

~ ~ 

~~~ ~ ~ ~ ~~~~~ ~~ ~~ 
3a. A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

~ ~~~~ ~ - ~~~-~ ~ ~-~~~­
~~ I T K N P Z H M W B Q E U L F C S J A X R G D V 0 Y 

.... 
~~~ ~ ~~~ ~ ~ - ~~- ~-~ 

2b. I T K N P Z H M W B Q E U L F C S J A X R G D V 0 Y 

::::: ::::::: 

~~~--~ ~ -~ ~:::::::- ~ ~~ 3b. I T K N P Z H M W B Q E U L F C S J A X R G D V 0 Y 

-~~ ~- ~ ~~ . ~~--~ ~~-4b. I T K N P Z H M W B Q E U L F C S J A X R G D V 0 Y 
FIGUBB 62. 
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· (3) Note in Fig. 53 how the fo'ur distributions are shifted for superimposition and how the 
eombined distribution presents the characteristics of a typical monoalphabetic distribution. 

lb. 

2b. 

3b. 

4b. 

lb.-4b. 
combined 

-~ _ - 2~- 2~~~-~ § .s~ 
EULFCSJAXRGDVOYITKNPZHMWBQ 

::::::: :::; 

~--~ ~ _§ ~~- ~ -~ 
K N P Z H M W B Q E U L F C S J A X R G D V 0 Y I T 

P2HMwiQ)8LFcl~iiiGnfoti,~N 
-~ :;;: 

~ ·~ ~ 

~ ~ ~~ ~~- ~ ~ ~~~ 
g~g§~l ~~~. g~~~~~-~~~~~~­
ITKNPZHMWBQEULFCSJAXRGDVOY 

FIGURB 53. . . ~ . 

(4) Tho letters belonging to alphabets 2, 3, and 4 of Fig. 52 mo.y now be transcribed in terms 
of alphabet 1. That is, the two E's of alphabet 2 become I's; the L of alphabet 2 becomes a K; 
the C becomes a P, and so on. I...ikewise, the two K's of alphabet 3 become I's, the N becomes 
a T, and so on. The entire message is then a monoalphabet and can readily be solved. It is as 
follows: 

V D V T G I S W N S K.O F M V L I R Z Z U D V a· B u u ·o v u 
ENEMY HAS C A P T U R E D HILL 0 N E T W 0 0 N E 0 

F M 0 M U UK WI S Y V L F C R D S D L N S D I U Z L J U M 
U R T R 0 0 P S H A V ED U G IN AND CAN H 0 L D F 0 R 

S D I U F MUMKU W W R P Z G Z U D C VMMVA F V W 0 M 
AN H 0 U R 0 R P 0 S S I B L Y L 0 N G ERR E Q U EST R 

V V D J U MNVTV D 0 W 0 U K S L L R 0 R U D S Z 0 M U U 
E I N F 0 R C EM E N T S T 0 P A D D I T I 0 N A L T R 0 0 

K W W I U F Z L P V W V D 0 Y R S C V U M C V 0 U B D J M V 
P S S H 0 ULDBE SENTV I AGE 0 R GET 0 WNFRE 

LV M R N X MUS L 
DE RIC K R 0 AD 

(5) Having the plain text, the derivation of the cipher component (an equivalent) is an 
easy matter. It is merely necessary to base the reconstruction upon any of the secondary alpha­
bets, since the plain text-cipher relationship is now known directly, and the primary cipher 
component is at hand. The primary plain component is found to be as follows: 

HMPCBL.RSW •• ODUGAFQKIYNETV 

(6) The keywords for both messages can now be found, if desirable, by finding the equivalent 
of A, in each of the secondary alphabets of the original polyalphabetic messages. The keyword 
for No. 1 is STAR; that for No. 2 is OCEANS. 

1112018-38--7 

j 

I 
l 

!I 
j 



if 

REF ID:A64646 

94 

(7) The student may, if he wishes, try to find out whether the primary components recon­
structed above are the original components or are equivalent components, by examining all the 
possible decimations of the two components for evidences of derivation from keywords. 

h. As already stated in.Par. 26l, there are certain statistical and mathema~ical tests that 
can be employed in the process of "matching" distributions to ascertain proper superimpositions 
for monoalphabeticity. In the case just considered there were sufficient data in the distributions 
to permit the process to be applied successfully by eye, without necessitating statistical tests. 

i. This case is an excellent illustration of the application of the process of converting a 
polyalphabetic cipher into monoalphabetic terms. Because it is a very valuable and important 
cryptanalytic "trick;'' the student should study it most carefully in order to gain a good under­
standing of the principle upon ;which it is based and its significance in cryptanalysis. 'fhe 
conversion in the case under discussion was possible because the sequence of letters forming the 
cipher component had been reconstructed and was known, and therefore the uniliteral dis­
tributions for the reSpective secondary cipher alphabets could theoretically be shifted to correct 
superimpositions for monoalphabeticity. It also happened that there were sufficient data in 
the distributions to give proper indications for their relative displacements. Therefore, the 
theoretical possibility in this case became an actuality. Without these two necessary conditions 
the superimposition and conversion cannot be accomplished. The student should always be 
on the, lookout for situations in which this is possible. 

48. OOJi.cluding remarks.-a. The observant student will have noted that a large part of 
this text is devoted to the elucidation and application of a very few basic principles. These 
principles are, however, extremely important and their proper usage in the hands of a skilled 
cryptanalyst makes them practically indispensable tools of his art. The student should therefore 
drill himself in the application of these tools by haVing someone make up problem after problem 
for him to practice upon, until he acquires facility in their use and feels competent to apply 
them in practice whenever the least opportunity presents itself. This will save him much time 
and effort in the solution of bona fide messages. 

b. Continuing the analytical key introduced in Military Cryptanalysis Part I, the outline 
for the studies covered by Part II follows herewith. 

i 

I 
·!i 
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Analytical Key for Military Cryptanalysis, Part ll * 
(Numbers in parentheses refer to Paragraph Numbers In this text) 

I 40S--Polyalpbabetle J 
87BI:eul8 (1, 2). 

I 606-Periodic (2). I 606-Aperiodic (to be I 
"" 

I taken up later). 

I 
011-J'Iaible Perlo- 612~J'Iud Periodic-dlcity (211) (to be taken lty .(211). up later). 

I 
rot-Progreaslve (to be I 710-Ber.atlnr Key 

taken up later). sntems C). 

I 
Sll-Witb Intemlat- 812-With Independ· 

ed Cipher Alphabets ent Cipher Alphabets 
(6-12). (&:} 

I 
1108-Normal Cipher IIIM-Mlud Cipher 

Alphabets (PrlnlarY Alphabets (Prlmafy 
Components are both CompODeDts are not 
Normal) (13-14). both Normal) (16, 17). 

I I I 
1001-Direot Stand- 1002-Bevened Stand· I 1003-Both compo-1 I 101K-One component 'I . ard Clpber A.,.habets ard Cipher Alphabets nents mixed (27-30). normal (16, 17). · 

(1311-A; 144-/; 16 • (131; 14q; 16). 

' I 
1101-Dli!erent COlli· 1102-Identlcal Com· 1103--Plain Compo- 1104--PlaiD ColllP0-1 ponents (3D). PoDeDts (:.30). nent Normal (1&-26). -t Mlud (26). 

1201-Sequencee pro. 1202-Sequencee pro-
Cl'lld In same direction oeed ID opposite dlreo-
(31-37; 40-46). tloDS (38; 40-*11). 

•For uplanaUon or the Will of thilJ chart see Par. 60 of MUitary Cryptanalysis, Part I. 
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APPENDIX 1 

THE 12 TYPES OF CIPHER SQUARES 

. (See Paragraph 7) 

.TABLE I-B.1 

Components: 

A 
B 
c 
D 
E 
F 
G 
H 
I 
J 
K 
L 

><M 

=N 
0 
p 

Q 

'R 

s .... 
T 
u 
v 
w 
X 
y 

z 

{1} A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
(2) F B P Y R C Q Z I G S E H T D J U M K V A L W N 0 X 

Enciphering equations: 8k12=8 111 ; 8p11=9c12 (91tt is A). 

PLAIN TEXT 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

A L w N 0 X F B p y R c Q z I G s E H T D J u M K v 
a - - - - - - - - - - -- - - - - - - - - - - - - - -

p y R c Q z I G s E H T D J u M K v A L w N 0 X F -c Q z I G s E H T D J u M K v A L w N 0 X F B p y R -
D J u M K v A L w N 0 X F B p y R c Q z I G s _!_ H T - -· 
E H T D J u M K v A L w N 0 X F B p y R c Q z 'I G s - - - - - - - - - - - - - - - - - -
F B p y R C . . Q z I G s E H T D J u M K v A L w N 0 X -
G s E H T D J u M K v A L w N 0 X F B p y R c Q z I 

"H - - - - - - - -· - - - - - - - - - - - - - -
T D J u 14 K v A L w N 0 X F B p y R c Q z I G s E - z I G s E H T D J u M K v A L w N 0 X F B p y R c Q -

J u M K v A .L w N 0 X F B p y R c Q z I G s E H T D 
r--
K v A L >w N 0 X F B p y R c Q z I G s E H T D J u M - - - I--p - - - - -
L w N 0. X F B y R c Q z I G s E H T D J u M. K v A 
Ji K v A L w N 0 X F B p y R c Q z I G s E H T .D. J u 
,- I-- w N 0 X F B p y R c Q z I G s E H T D J u M K v A L 
1-- ~ u 0. x. F B p y R c Q z I G s H T D J M K v A L w N -p y R c Q z I G s E H T D J u M K v A L w N 0 X F B 
r-- - - - - ~ - - - - - - - -
Jt z I G s E H T D J u M K v A L w N 0 X F B p y R c -·· R· c _g_ z I G s E H T D J u M K v A L w N 0 X F B p y 
- -· __.... 
s· E H T D J u M K v A L w N 0 X F B p y R c _9.. z I G -- - - - - - - - - - - - - - -
T D J u M K v A L w N 0 X F B p y R c Q z I G s E H 

1-- - - I-- - - - I-- - - - - - - - ~ - - - -· u M K v A L w N 0 X F B p y R c Q z I G s E H T n· J v -· -
A L w N 0 X F B p y R c Q z I G s E H T D J u M K 

w - - - - - - ·-- - - - - - - ~ - - - - - - - - -
N 0 X F B p y R c Q z I G s E H T D J u M K v A L· 

!-- - r-- I-- ___._ -
X F B p y R c Q z I G s E H T D J u M K V A L w N 0 
y ,....._ - - - --- - - - -----

R c Q z I G S E H T D J u M K V A L W N 0 X F B p 
- ----z I G s E H T D J u M K v A L w N 0 X F B p y R c Q 

l This table is labeled "Table 1-B" because it is the same as Table 1-A on page 7, except that the horizontal 
lines of fhe latter have been shifted so as to begin the successive alphabets with the successive letters of the normal 
sequence. 

(96) 
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A 
B 
c 
D 
E 
F 
G 
H 
I 
J 
K 
L 

><M 
r:.:l 
::S::N 

0 
p 

; Q [ 

l 
R 
s 
T 

f. u 
' [ 

! v 
!· w il 
f. 

X I· 

:I· y 

z 
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TABLE II 

(1) A B C D E F G H I J K L M N 0 P Q R S T U V W X ·Y Z "' 
(2) F B P Y R C Q Z·I G S E H T D J U M K VAL W N 0 X 

Enciphering equations: 9u=9111 ; 9pi'J=9c11 (9atl is A). 

PLAIN TEXT 
I 

ABC DE F G HI J K L M N 0 P Q R STU V W X'Y t 
A H L u R G p s 0 v y B X D E I M K Q T w z c F J N· 

1-- -· 1-
T A E N K z I L H 0 R u Q w X B F D J M p s v y ~ $ 1-- L" p w A J G v E H D K N !!_ M _!_ T X B z F I 0 R u· y ~· 1-- ~ 1-IT· G N R A X M v y u B E H D J K 0 s Q w z c F I L p 

:-:1 Q u D A p y B X E H K G M N R v T z c F I L 0 ·s i-! 
~ 

'--~ 

B F 0 L A J M I p s v R X y c G E K N Q T w. z D ·~. 
t s w F c R A 0 z G J M ! 0 p T X v B E H K N Q u. cf-: -
I p T c z 0 X A w D G J F L M Q u s .y B E H K J!. .R· _!_. 
ti T X G D s ~ E A :H K N J p ~ u y w c F rr .L 0 .R· v _!_· 
F M Q z w L u X T A D G c I J N R p v y B E H K 0 s 
l 

-.· 
J N w T I R u ~ X A D z F G K 0 M s v y B E H L P. 

z G K T Q F 0 R N u X A w c D H L J p s v y B E I M· r-- - - - - - - ·- - - 1-- - - -
D K 0 X u J s v R y B E A G H L p N T w z c F .I M IS ~ E I R 0 D M p L s v y u A B F J H N Q T w z c G K· 

1-- ....,..... 
w D H Q N c L 0 K R u X T z A E I G M p s v y B F a 
rs 'E ! 0 rx H-z D M J y H K G N Q T p v w A c L R u B Ji'. 
0 1-- '-- i-7--v z I F u D G c J M p L R s w A y E H K N I~ T X B· 
Q t--1-' 

X B K H w F I E L 0 R N T u y c A G J M p. s v z. P· 
~ 

K R v E B Q z c y F I L ·H N 0 s w u A D G J M p T :JC· 
"H 

'-- u 0 s B y N w z v c F I E K L p T R X A D G J M Q· 
:..._ "-

E L p Y· v K T w s z c F B H I M Q 0 u X A D G. J' N ~~ a M 
1-- '(; I v s H Q T p w z c y E F J N L R u X A D 

* ~; - x y F J s p E N Q M T w z v B c G K I 0 R u 'A 0 t. 
1-- -v c G p M B K N J Q T w s y z D H F L 0 R u X A E I 
1- - - - - --- rr -R y c L I X G J F M p s 0 u v z D B H K N Q w A E 
~ cF"Is -u y H E T I L 0 K Q R v z X D G J M p s w A 

.... 

~ .j,: : 

: ~ ! 
.. I 

.II. I 
; i i 
! I 

'I': \ (' 

; ~ ! 

jflf: 
ol. I 

i' . I 
I I 

·l 

Lt 
'f' 

i::· 
,, I 

I : 
I I 

j I 

I' 

{:I 

! 'I 

': i ~ 
I 
I 
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TABLE III 
Components: 

(1) A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
(2) F B P Y R C Q Z I G S E H T D J U M K V A L W N 0 X 

Enciphering equations: ekll=Osn; Op/1=0~12 (0112 is F). 

A 
B 
c 
D 
E 
F 
G 
H 
I 
J 
K 

L 
>oM :N 

0 
p 

Q 

R 
s 
T 
u 
v 
w 
:X 
y 

z 

PLAIN TEXT 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

F B p _!_I~ c Q z I _Q_I_~_ E H _!_IE__ J u M K v A L _!_I_!!_ 0 X 
X F B p y R c Q z I G s E H T D J u M K v A L w N 0 - - - - -
0 X F B p y R c Q z I G s E H T D J u M K v A L w N 

1-- - - - -
N 0 X F B p y R c Q z I G s E H T D J u M K v A L w -- - - - - - - - - - - - -- -·w N 0 ~ F B p y R c Q z I G s E H T D J u M K v A L 

1-- - - - - - - - - - - - - -
L w N 0 X F B p y R c Q z I G s E H T D J u M K v A 

1-- - - - - - - - - -
A L w N 0 X F B p y R c Q z I G s E H T D J u M K v 

I--- - - -v A L w N 0 X F B p y R c Q z I G s E H T D J u M K - - - -. 1- - - - - - - - - - - - 1-

K v A L w N 0 X F B p y R c Q z I G s E H T D J u ,_! 
'M ~ - -v A L w N 0 X F B p y R c Q z I G s E H T D J u 

1-1-
u M K v A L w N 0 X F B p y R c Q z I G s E H T D J 

I---

J u M K v A L w N 0 X F B p y R c Q z I G s E H T D 
1-- - - - - - - - - - - - 1-

D J u M K v A L w N 0 X F B p y R c Q z I G s E H T 
1- ry - - rw - - - - - - -

:!- D J_ u M K A L N 0 X F B p y R c Q z I G s E H 
1-

H T D J u M K v A L w N 0 X F B p y R c Q z I G s E r-- 71 r-- - 1-
E T D J u M K v A L w N 0 X F B p y R c Q z I G I~ 
s E H T 0 J u M K v A L w N 0 X F B p y R c Q z I G r-- r-- - - - - - - - - 1-
G. s E H T D J u M K v A L w N 0 X F B p y R c Q z I - -- -
I G s ~ H T D J u M K v A L w N 0 X F B p y R c Q z - - -z I G s E H T D J u M K v A L w N 0 X F B p y R c Q 
Q z I G s E H T D J u M K v A L w N 0 X F B p y R c --c _!i z I G s E H T D J u M K v A L w N 0 X F B p y R 
"R c Q z I G s E H T D J u M K v A L w N 0 X F B p y 
f-- -y R c Q z I G s E H T D J u M K v A L w N 0 X F B p 

l f-- - - -- - - - - - - - - - - - - - - - - - -y R C Q z I G s E H T D J u M K v A L w N 0 X F B 
-,.----

ziT B p y R c Q G s E H T D J u M K v A L w N 0 X F 

"I 

~ ! 
'I 



j 

I 
.... 
,,: 

i: 

f;li " M 
' ! 
!, 
II 
I! 
li 

li 
li 

I! 
I J 

! ~ 
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TABLE IV 
Components: 

(1) A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
(2) F B P Y R C Q Z I G S E H T D J U M K V A L W N 0 X 

Enciphering equations: ek11 =911s; 9pn=9ot• (9,t:!is F). 

PLAIN TEXT 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

A U B F 0 L A J M I P S V R X Y C G E K N Q T W Z D H - --~- -- - ~ s· V C G P M B K N J Q T W S Y Z D H F L 0 R U X A E I 
I-- -

C W D H Q N C L 0 K R U X T Z A E I G M P S V Y B F J 
1-- 1-:-

D X E I R 0 D M P L S V Y U A B F J H N Q T W Z C G K 
E~FJSPENQMTWZVBCGKIOR~XADH~ 
F ~ G 'J{ T Q F 0 R N U X A W C D H L J P S V Y B E' I 'Ji · 
G ~ H L U R G P S 0 V Y B X DE I M K Q T W Z C F J

1N 
H ~I M v s H Q T p w z c y E F J N L R u X AD G K

10 
I~JNWTIRUQXAD~FGKOMSVYBEHL~ 

1-- 1-
J D K 0 X U J S V R Y B E A G H L P N T W Z C F I M Q 

1-- ' :~ 
K E L P Y V K T W S Z C F B H I M Q 0 U X A D G J N R 

1-- - 1- 1-
>< L ~ M Q Z W L U X T A D G C I J N R P V Y B E H K OJ_ 
~ M G N R A X M V Y U B E H D J K 0 S Q W Z C F I L P T : 
~ 1-- 1- I-- I-

N H 0 S B Y N W Z V C F I E K L P T R X A D G J M Q U 
1-- 1-

0 I P ~ C Z 0 X A W D G J F L M Q U S Y B E H K N R V 
P ~ Q U D A P Y B X E H K G M N R V T Z C F I L 0. s-1W 

1-- 1-1-
Q K R V E B Q Z C Y F I L H N 0 S W U AD G J M· P T'X 

1---
R L S W F C R A D Z G J M I 0 P T X V B E H K N Q U Y 

1- ~-- - - - - - -I-
S~ T X G D S BE A H K N J P Q U Y W C F I L 0 R V Z 
T N U Y H E T C F B I L 0 K Q R V Z X D G J M P S W A 

1- - --· ---- -- --------u 0 V Z I F U D G C J M P L R S W A Y E H K N Q T X B 
- I--

V P W A J G V E H D K N Q M S T X B Z F. I L 0 R U Y C 
- 1-w Q X B K H W F I E L 0 R N T U Y C A G J M P S V Z D --=- I-

X R Y C L I X G J F M P S 0 U V Z D B H K N Q T W A E 
I-- 1-

y S Z D M J Y H K G N Q T P V W A E C I L 0 R U X B F 
1---- ------- - ---- -- 1-z T A E N K Z I L H 0 R U Q W X B F D J M P S V Y C G 



\I 

i: 
'' ''' 
I' 
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TABJ,E v 
Components: 

(1), ABC DE F G HI J K L M N 0 P Q R STU V W X·Y Z 
~FBPYRCQZIGSEHTDJUMKVALWNOX 

Enciphering equations: 9t12= 9p11 ; ell1 =9ol2 (e1,, is A). 

PLAIN TEXT 

ABC DE F G HI J K L M 'N 0 P Q R S T·u V W X Y Z 

A 
B 
c 
D 

E 
F 
G 
H 
I 
J 
K 
L 

t)M 
:::.:IN 

0 
p 
Q 

R 
s 
T 
u 
v 
w 
X 
y 

z 

A .v 
rs- F 

~ R 
D T 
I-
E s 
F X 

,.--

G I 
1i E 
~ 
I z 
~ D 
K M 

1--

~ 
A 
u 

~ w 
N 

I-I-
p B 

1--

~ c 
R y 
-
_§._ G 
T H -

% J 
K - -w. L 

K 0 
y p --z Q 

K M u J 
- - -
X 0 N w 
y p B F 
H E s G 
G I z Q 
0 N w L -· z Q c R 
s G I z 
Q c R y 

T H E s 
u J D T 

v K M u 
J D T H 
L A v K 

~ L A v 
F X 0 N 
R .y p B 
p B F X 
I z Q c 
E s G I 
D T H E 
M u J D 
A v K M - - - -
N w L A 
B F X 0 

c R y p 

D T H E s G I - - -
L A v K M u J 
X 0 N w L A v 
I z Q c R y p 

c R y p B F X 
A v K M u J D 
y p B F X 0 N 

Q c R y p B F 
p B F X 0 N w 
G I z Q c R y 

H E s G I z Q 
J D T H E s G 
E s G I z Q c 
M u J D T H E 
K M u J D T H -· w L A v K M u 
F X 0 N w L A 
0 N w L A v K 
R y p B F X 0 
z Q c R y p B 
s G I z Q c R 
T H E s G I z 
u J D T H E s - - - -v K M u J D T. 
N W L A v K. M 
B F X 0 N w L 

z Q c R y p B F X 0 N w L 
- - - - - - 1-

D T H E s G I z Q c R y p 
1-

K M u J D T H E s G I z Q 
B F X .0 N w L A v K M u I~ 
0 N w L A v K M u J D T ~. 
T H E s G I z Q c R y p 

1.!. 
w L A v K M u J D T H E s - 1-
X 0 N w L A v K M u J D T 
L A v K M u J D T H E s G 

1-
p B F X 0 N w L A v K M u 

1-

c R y p B F X 0 N w L A v. - 1-
I z Q c R y p B F X 0 N w 

1-
R y p B F X 0 N w L A v K· 

1-
s G I z Q c R y p B F X 0 
E s G I z Q c R y p ·B F X 

1-· 

J D T H E s G I z Q c R y 
1-

v K M u J D T H E s G I z 
1-

M u J D T H E s G I z Q C· -
N w L A v K M u J D T H E 
F X 0 N w t. A v K M u J I_Q_ 
y p B F X 0 N w L A v K M 

Q c R y p B F X 0 N w L A 
1-

G I z Q c R y p B F X 0 N 
- - - -

H E s G I z Q c R y p B F -· 1-
u J D T H E s G I z Q c I~ 
A v K M u J D T H E s G I 



A 
B 
c 
D 
E 
F 
G 
H 

I 
J 
K 

:><L 
~'<1M 
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I 
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TABr..E VI 
Components: 

(1) A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
00FBPYRCQZIGSEHTDJUMKVALWNOX 

Enciphering equations: St.12=9olli 9 11t=9p13 (e,,l is A). 

PLAIN TEXT 

A B C D E F G H I J K L M ·N 0 P Q R S T U V W X Y Z 

A T p G J u L I M F c z D X w s 0 Q K H E B y v R N - - - - - - - - - - - - - - - - - - - - -
H A w N Q B s p T M J G K E D z v X R 0 L I F c y u - - - - - - -
L E A. R u F w T X Q N K 0 I H· D z B v s p M J G c y 
u - - - - - - - - - - - - - - - -. -

N J A D 0 F c G z w T X R Q M I K E B y v s p L H -
R K" G X A L c z D w T Q u 0 N J F H B y v s p M I E· 

G" - - - - - - - - - - - - -z v M p A R 0 s L I F J D c y u w Q N K H E B X T -p I E v y J A X B u R 0 s M L H D F z w T Q N K G c 
s - - - - - - - - - - -

L H y B M D A E X u R v p 0 K G I c z w T Q N J F 
~ 
0 H D u X I z w A T Q N R L K G c E y v s p M J F B 
ry - - - - - - - - - - - - - - - -

0 K B E p G D H A X u y s R N J L F c z w T Q M I. 
1-- -. y R N E H s J G K D A X B v u Q M 0 I F c z w T p L 
r-a - - - - - - - - - - - - -u Q H K v M J N G D A E y X T p R L I F c z w s 0 
1--
X Q M D. G R I F J c z w A u T p L N H E B y v s 0 K -
D w S. J M x· 0 L p I F c G A z v R T N K H E B y u Q - - - - - - - - - - --- ·-- ·-- - - - -
E: X T K N y p M Q J G D H B A w s u 0 L I F c z v R - - - - - - - - -- - - - - - - - - - ·- - -
I B X 0 R c T Q u N K H L F E A w y s p M J G D z v 

r--- - - - - - - - - - - - -
M F B s v G X u y R 0 L p J I E A c w T Q N K H D z 

1-- - - - - - - - - -
K D z 

r---
Q T. E v s w p M J N H G c y A u R 0 L I F B X 

~ J F w z K B y c v s p T N M I E G A X u R 0 L H D 

T M I z c N E B F y v s w Q p L H J D A X u R 0 K G 
rw - - - - - - - - - - - - -· p L c F Q H E I B y v z T s 0 K M G D A X u R N J 
1--z s 0 F I T K H L E B y c w v R N p J G D A X u Q M 
r-c - - - - - - - - - - - - - - - - - - - - - - - -v R I L w N K 0 H E w F u T u Q s M J G D v X T p 
1--
F y u L 0 z Q N R K H A I c B X T v p M J G D A w s 
r--- - - - - - 1-
J c y p s D U R v 0 L I M G F B X z T Q N K H E A w 
r----

J"TF N G c T w H y v z s p M Q K B D X u R 0 L I E A 



I 
I 
I, 
! ; 

I~ 

A 
B 
c 
D 

E 
F 
G 
H 
I 
J 

K 

:>tL 
r.:lM 
~N 

0 
p 

Q 
R 
s 
T 

u 
v 
w 
X 
y 

z 
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TABLE VII 
Components: 

(1)- A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
(2)- F B P Y R C Q Z I G S E H T D J U M K V A L W N 0 X 

Enciphering equations: e~~.12 =9ptli 91n=9ctl (81ta is F). 

PLAIN TEXT 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

G H I J K L M N 0 p Q R s T u v w X y z A B c D E F 
- - - - - - - - - - - - - - - - - - - --

~ A B c D E F G H I J K L M N 0 p Q R s T u v w X y 
- - - - - - - - - - - -

v w X y z A B c D E F G H I J K L M N 0 p Q R s T u 
- -

M N 0 p Q R s T u v w X y z A B c D E F G H I J K L 
1-- - - - - - - - - - - -
p Q R s T u v w X y z A B c D E F G H I J K L M N 0 

1-- - - - - - - - - - - - - - - - -·-
A B c D E F G H I J K L M N 0 p Q R s T u v w X y z 
~ 

- -- - - - - - - - - - - - - - - - - - - - - - --s T u v w X y z A B c D E F G H I J K L M N 0 p Q 
1--
0 p Q R s T u v w X y z A B c D E F G H I J K L M N 

1-- -
~ T u v w X y z A B c D E F G H I J K L M N 0 p Q R 

L M N 0 p Q R s T u v w X y z A B c D E F G H I J K 
r-- - - - - - - - - - - - - - - - - - - -
I J K L M N 0 p Q R s T u v w X y z A B c D E F G H 

1--
F G H I J K L M N 0 p Q R s T u v w X y z A B c D E 

r-- - - - - - - - - - -
J K L M N 0 p Q R s T u v w X y z A B c D E F G H I 

1---· - - - - - - - - - - - - - - - - - - - - - -
D E F G H I J K L M N 0 p Q R s T u v w X y z A B c 

r-- -- - - - - -
c D E F G H I J K L M N 0 p Q R s T u v w X y z A B 

1-- - - - - - - - - - - - - 1-
y z A B c D E F G H I J K L M N 0 p Q R s T u v w X 

1-- - - - -· - - - - - - - - - - --
u v w X y z A B c D E F G H I J K L M N 0 p Q R s T - :-'--
w X y z A B c D E F G H I J K L M N 0 p Q R s T u v 

I--

1-q_ R s T u v w X y z A B c D E F G H I J K L M N 0 p 

N 0 p Q R s T u v w X y z A B c D E F G H I J K L IM 
I--
K L M N 0 p Q R s T u v w X y z A B c D E F G H I J 

1-- - - - - - - - - - - - - - - - - - - - - - - - -
H I J K L M N 0 p Q R s T u v w X y z A B c D E F G 

I-- - - - - - - - - - - - - - - - - - - - - - - - -
E F G H I J K L M N 0 p Q R s T u v w X y z A B c D 

I-- - - - - - - - - - - - -· 1-
B c D E F G H I J K L M N 0 p Q R s T u v w X y z A 

1-- - - - - - - - - 1-

~ 
y z A B c D E F G H I J K L M N 0 p Q R s T u v w 

I~ 

T u v w X y z A B c D E F G H I J K L M N 0 p Q R s 
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TABLE VIII 
Componets: 

(1) A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
(2) F B P Y R C Q Z I G S E H T 0 J U M K V A L W N 0 X 

Enciphering equations: ~lll=e.,,,; e,,2=8P1, (e,,2 is F). 

PLAIN TEXT 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
u v w X y z A B c D E F G H I J K L M N 0 p Q R s T 

1-- - - - - - 1-·a 
1-

c D E F G H I J K L M N 0 p Q R s T u v w X y z A 
F G H I J K L M N 0 p Q R s T u v w X y z A B c D E - - - - - - - - - - -
0 p Q R s T u v w X y z A B c D E F G H I J K L M N 
~- - - - - - - - - - - - - - - - - - - - -
L M N 0 p Q R s T u v w X y z A B c D E F G H I J K 

f-- - - - - - - - - - - - - - - - - - - - -
~ B c D E F G H I J K L M N 0 p Q R s T u v w X y z - 1-
J K L M N 0 p Q R s T u v w X y z A B c D E F G H I 

f-- - - - - - - - - - - - - - 1-

~ N 0 p Q R s T u v w X y z A B c D E F G H I J K L - - - 1-
I J K L M N 0 p _!i R s T u v w X y z A B c D E F G H 

f-- - - - - - - - - - - - - - - - - - - - - - -
J: Q R s T u v w X y z A B I~ D E F G H I J K L M N 0 
·s T u v w X y z A B c D E F G H I J K L M N 0 p Q IR 
f--

f w X y z A B c D E F G H I J K L M N 0 p Q R s T u 
s T u v w X y z A B c D E F G H I J K L M N 0 p Q 

f--
X y z A B c D E F G H I J K L M N 0 p Q R s T u v w 

I-- -- 1-y z A B c D E F G H I J K L M N 0 p Q R s T u v w X 
~- - - - - - - - - - - --- - - - - - - - - - 1-. c D E F G H I J K L M N 0 p Q R s T u v w X y z A B 
I---- ·-- - - - - - - - - - - - - - - - - - - - -
G H I J K L M N 0 p Q R s T u v w X y z A B c D E F 

1-- - - - - - - ---- - - - - - - - ·-
E F G H I J K L M N 0 p Q R s T u v w X y z A B c D 

1-- - -- - - - - - - - -- - - - -- - -
K L M N 0 p Q R s T u v w X y z A B c D E F G H I J 1-- - -- - -- - --- - - -- - ---
N 0 p Q R s T u v w X y z A B c D E F G H I J K L M 

---
Q R s T u v w X y z A B c D E F G H I J K L M N 0 p - - - - - - - ,_ 
T u v w X y z A B c D E F G H I J K L M N 0 p Q R s 
f-- - - - - 1-w X y z A B c D E F G H I J K L M N 0 p Q R s T u v - - - ly z A B c D E F G H I J K L M N 0 p Q R s T u v w X 
f-- 1-
D E F G H I J K L M N 0 p Q R s T u v w X y z A B c -- - --- - si"T - - - - - - - IG H I J K L M N 0 p Q R u v w X y z A B c D E F 
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TABLE IX I 
Components: 

(1) A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
~) F B P Y R C Q Z I G S E H T D J U M K V A L W N 0 X 

Enciphering equations: 9t11 =9p12 ; 9 111 =9a12 (9ttl is A). 

PLAIN TEXT 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

A B c D E F G H I J K L M N 0 p Q R s T u v w X y z 
- - - - - - - - - - - - - - - - 1-

,!_ F R T s X I E z D M A u w N B c y G H J K L 0 p Q 
K X y H G 0 z s Q T u v J L w F R p I E D M A N B c 

f.- - - - - - - - - 1-
M 0 p E I N Q G c H J K D A L X y B z s T u v w F R 
- - - - - - - - - - - - - - -
u N B s z w c I R E D M T v A 0 p F Q G H J K L X y 

1--- - - - - - - - - -
J w F G Q L R z y s T u H K v N B X c I E D M A 0 p 
- - - - - - - -
D L X I c A y Q p G H J E M K w F 0 R z s T u v N B 

- 1-- - - - - - - -
~ A 0 z R v p c B I E D s u M L X N y Q G H J K w F 

H v N Q y K B R F z s T G J u A 0 w p c I E D M L. X 
1-- - - ~ 

E K w c p M F y X Q G H I D J v N L B R z s T u A 0 
f.- -
s M L R B u X p 0 c I E z T D K w A F y Q G H J v N 
- - - - - - - - - - - - - - - - - -
G u A y F J 0 B N R z s Q H T M L v X p c I E D K w 

- -- - - - - - - - - - - - - - - - - -
I J v p X D N F w y Q G c E H u A K 0 B R z s T M L 

- - - - - - - - - - - - -- - - - - - - - - - - - -
z D K B 0 T w X L p c I R s E J v M N F y Q G H u A 
------ - - - - - - -- ---- - - - -
_B__ T M F N H L 0 A B R z y G s D K u w X p c I E J v -· K' c H u X w E A N v F y Q p I G T M J L 0 B R z s D 

~ E J 0 L s v w K X p c B z I H u D A N F y Q G T _!_ 
y s D N A G K L M 0 B R F Q z E J T v w X p c I H u 

- - - - -
p G T w v I M A u N F y X c Q s D H K L 0 B R z E J - - - - - - - - - - - - - - - - - - - - - - 1-

~ I H L K z u v J w X p 0 R c G T E M A N F y Q s. D 
1-

F z E A M Q J K D L 0 B N y R I H s u v w X p c G T 
- - - -
~ Q s v u c D M T A N F w p y z E G J K L 0 B R I H 

0 c G K J R T u H v w X L B p Q s I D M A N F y z IE 
1--
N R I M D y H J E K L 0 A F B c G z T u v w X p Q s 
- - - - - - - - -
w y z u T p E D s M A N V X F R I Q H J K L 0 B c G 

- "PICf J"I"H - wT"K - - - - 1-
L B S T G U v 0 X y z C E D M A N F R I 

I An interesting fact about this case is that if the plain component is made identical with the cipher com­
ponent (both being the sequence FBPY ••• ), and if the enciphering equations are the same as for Table 1-B, 
then the resultant cipher square is identical with Table IX, except that the key letters at the left are in the 
order of the reversed mixed component, FXON • • • • In other words, the secondary cipher alphabets produced 
by the interaction of two identical mixed compoQ~Q~s moe ~}}~ s~me as those given by the interaction of a 
mixed component and the normal componen~. 
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TABLE x• 
Components: 

(I) A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
OOFBPYRCQZIGSEHTDJUMKVALWNOX 

Enciphering equations: ~11 =9c~2 ; 9 111 =9pn (91t1 is A). 

PLAIN TEXT 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

A B c D E F G H I J K L M N 0 p Q R s T u v w X y z - - G" - - - - - II L p Q J H B s T u v w K 0 X y z c E D M A N F R - -w y z u T p E D s M A N v X F R I Q H J K L 0 B c G 
N" - - - - - "E - - - - - - - - - - - - - - -

R ·I M D y H J K L 0 A F B c G z T u v w X p Q s ...__ -0 c G K J R T u H v w X L B p Q s I D M A N F y z E rx - - - - - - - - - - - - - - -
_g_ s v u c D M T A N F w p y z E G J K L 0 B R I H 

f-- T F z E A M Q J K D L 0 B N y R I H s u v w X p c G 
rs- L 

-
I H K z u v J w X p 0 R c G T E M A N F y Q s D 

f--
p G T w v I M A u N F y X c Q s D H K L 0 B R z E J - - - - - - - - - - - - - - - - -y s D N A G K L M 0 B R F Q z E J T v w X p c I H u - - - - - - - - - - - Q - - -
R E J 0 L s v w K X p c B z I H u D A N F y G T M - -c H u X w E A N v F y Q p I G T M J L 0 B R z s D K - - - - - - - - -

_g_ T M F N H L 0 A B R z y G s D K u w X p c I E J v 
r- f-- ,--- - - - - - - - - - - - - -z D K B 0 T w X L p c I R s E J v M N F y Q G H u A - - - - -
~ - - - "L I J v p X N F w y Q G c E H u A K 0 B R z s T M - 1-

G u A y F J 0 B N R z s Q H T M L v X p c I E D K w - - - - - - - - - - -s M L R B u X p 0 c I E z T D K w A F y Q G H J v N - - - - - - - - - - - - - - - -
E K w c p M F y X Q G H I D J v N L B R z s T u A 0 - - - - - - - - - - - - - - - - - - - - - - - -

·H v N Q y K B R F z s T G J u A 0 w p c I E D M L X - F" T A 0 z R v p c B I E D s u M L X N y Q G H J K w 
o L X I c A 
f--

y Q p G H J E M K w F 0 R z s T u v N B 
J w F G Q L R z y s T U H K v N B X C I E D M A 0 p 
r--- -
U N B s z w c I R E D M T v A 0 p F Q G H J K L X y 
f--- 1-
M 0 p E I N Q G c H J K D A L X y B Z s T u v w F R r--

~~~ 
:-

K X y H G 0 z s Q T u v J L w F R E D M A N B c r--- A"Tu i-
V F R T S X I E z D M w N B c H J K LIO p Q 

1 Footnote 2 to Table IX, page 104, also applies to this table, except that the key letters at the left will 
follow the order of the direct mixed component. 

.. I 



I, 

I 
I 
I 

~I 

! 

~ 

il 
1: i 
li' !.I 
It 

~ I 
I 
j 

j 
I 

, II 
: j! 
I i 

:·I , I 

' ! 
I 

I 
: 
:· 

I ! 
' 

i. 

A 
B 
c 
D 

E 
F 
G 
H 
I 
J 
K 
L 

:>< M 
l';l;l 
~ N 

0 
p 

Q 
R 

s 
T 

u 
v 
w 
X 
y 

z 

REF ID:A64646 

106 

TABLE XI 
Components: 

(1) A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
(2) F B P Y R C Q Z I G S E H T D J U M K V A L W N 0 X 

PLAIN TEXT 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

G ~I_!_ M .!.I_!_ R 0 S L _!_I_!_~ D c _!_j_Q_ w Q N K H E ~_!_I_!_ 1--- ---
H A W N Q B s P T M J G K E D z v X R 0 L I F c y u 
r-r ------ --1-

B X 0 R C T _B__Q__!!_ K H L F E A W y s p M J G D Z V 
1--- --- -1--
J c y p S D u R V 0 L I M G F B X z T Q N K H E A W 
1- ------ ---
K D Z Q T E v s w p M J N H G c y A u R 0 L I F B X 

r-- ------ ---
L E A R U F w _!__!__9_ N K 0 I H D Z B v s p M J G C Y ---- ---
M F B s v G X u y R 0 L p J I E A c w T Q N K H D z 
~ 

- - - - - - - - - -
G c T w H y v z s p M Q K J F B D X u R 0 L I E A 

1- r-- r-- -
0 H D u X I z w A T Q N R L K G c E y v s p M J F B 

rp -
I E v y J A X B u R 0 s M L H D F z w T Q N K G c 

1--- -

~ J F w z K B y c v s p T N M I E G A X u R 0 L H D 

R K G X A L c z D w T Q u 0 N J F H B y v s p M I E -
s L H y B M D A E X u R v p 0 K G I c z w T Q N J F 

~ 
- - - - - - - - - - - - - - - - - - - - -

M I z c N E B F y v s w Q p L H J D A X u R 0 K G 
1--- ro rx u N J A D F c G z w T R Q M I K E B y v s p L H ry -

0 K B E p G D H A X u y s R N J L F c z w T Q M I 
1--- 1- J VI p L c F Q H E I B y v z T s 0 K M G D A X u R N 
1---
X Q M D G R I F J c z w A u T p L N H E B y v s 0 K 

r-- -y R N E H s J G K D A X B v u Q M 0 I F c z w T p L 
1- - -

z s 0 F I T K H L E B y c w v R N p J G D A X u Q M 
rp; 1-

T p G J u L I M F c z D X w s 0 Q K H E B y v R N 
1- F B u Q H K v M J N G D A E y X T p R L I c z w s 0 
rc r-- -

v R I L w N K 0 H E B F z y u Q s M J G D A X T .!. 1--- -
D w s J M X 0 L p I F c G A z v R T N K H E B y u _g_ 

r-- 1---

~ X T K N y p M Q J G D H B A w s u 0 L I F c z v R - - - - - "NTR" - - - - - - - - - 7 - - - - s F y u L 0 z Q K H E I c B X T v p M G D A w 
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Components: 

(1) A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
(2) F B P Y R C Q Z I G S E H T D J U M K V A L W N 0 X 

PLAIN TEXT 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

F X 0 N w L A V K M u J D _!_!:!.I~ s G I z ~ c R y p B 
B F X 0 N w L A V K M u J D T H E s G I z Q c R y p 
- --- ly p B F X 0 N w L A v K M u J D T H E s G I z Q c R - --- 1-
y p B F X 0 N w L A v K M u J D T H E s G I z ~ c R - - - - - - - - - - - - - - - - - - - -
R y p B F X 0 N w L A v K M u J D T H E s G I z Q c - - - - - - -c R y p B F X 0 N w L A v K M u J D T H E s G I z Q - 1-- - - - -
~ c R y p B F X 0 N w L A v K M u J D T H E s G I z 
z Q c R y p B F X 0 N w L A v K M u J D T H E s G I - Ci I z Q c R y p B F X 0 N w L A v K M u J D T H E s 
G I z Q c R y p B F X 0 N w L A v K M u J D T H E s 
s - - - - - - - -

G I z Q c R y p B F X 0 N w L A v K M u J D T H E 
!--
E s G I z Q c R y p B F X 0 N w L A v K M u J D T H 

"H - - - - - - - - - - - - - - - - - - - -
I E s G I z Q c R y p B F X 0 N w L A v K M u J D 

!--
T H E s G I z Q c R y p B F X 0 N w L A v K M u J D 
r- - - - - - - - - - - - - - - - - - - - - - - - -
D T H E s G I z Q c R y p B F X 0 N w L A v K M u J 

'--- - - - - - - - - - -
J D T H E s G I z Q c R y p B F X 0 N w L A v K M u 

!-- - --- - - - - - - - - - - - - - - - - - - -u J D T H E s G I z Q c R y p B F X 0 N w L A v K M 
r- - - - - -
M u J D T H E s G I z Q c R y p B F X 0 N w L A v K 

!-- - ~ - I- - - - - - - - - - - - - - - -
K M u J D T H E s G I z Q c R y p B F X 0 N w L A v 

r-- -v K M u J D T H E s G I z Q c R y p B F X 0 N w L A 
!-- - - - - - - - - - - -
A v K M u J D T H E s G I z Q c R y p B F X 0 N w L 

r-- - - - - - - - - - - - - - - - - - - - - -
L A v K M u J D T H E s G I z Q c R y p B F X 0 N w 
r- 1- 1 1-w L A v K M u J D T H E s G z Q c R y p B F X 0 N 

~ w L A v K M u J D T H E s G I z Q c R y p B F X 0 - -
0 N w L A v K M u J D T H E s G I z ~ c R y p B F X - - - - - - - - -
X 0 N w L A v K M u J D T H E s G I z Q c R y p B F .I 

·' ·I 

:I 
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APPENDIX 2 1 

ELEMENTARY STATISTICAL THEORY APPLICABLE TO THE PHENOMENA OF REPETITION 

IN CRYPTANALYSIS 

1. Introductory.-a. In Par. 9c it was stated that the phenomena of repetition in crypt­
analytics may be removed from the realm of intuition and dealt with statistically. The dis­
Clission of the matter will here be confined to relatively simple phases of the theory of probability, 
a definition of which implies philosophical questions of no practical interest to the student of 
C\ryptanalysis. For his purposes, the following definition of a priori probability will be sufficient: 

The probabihty that an event will occur is the ratio of the n1zmber of "fav­
orable cases" to the number of total possible cases, all cases being 'equal\y 
likely to occur. By a "favorable case'.' is meant one which will produce the 
event in question. 

b. In what follows, reference will be m.ade to random assortments of letters and especially to 
random text. By the latter will be meant merely that the text under consideration has been as­
sumed to have been enciphered by some more or less complex cryptographic system so that for 
all practical pmposes the sequence of letters constituting this text is a random assortment; that 
is, the sequence is just about what would have been obtained if the letters had been drawn at 
random out ·of a box containing a large number of the 26 letters of the alphabet, all in equal 
proportions, so that there are exactly the same riumbers of A's, B's, C's, . . . Z's. It is assumed 
that each time in making a drawing from· such a box, the latter is thoroughly shaken so that the 
letters are thoroughly mixed and then a single letter is selected 1at random, recorded, and 
replaced in the same box. In what follows, tho word "box" will refer to the box as described. 

c. A uniliteral frequency distribution of a large volume of ranqom text will be "flat," 
i.e., lacking crests and troughs. . 

d. For purposes of statistical analysis, the text of a monoalphabetic substitution cipher is 
equivalent to plain text. As -a corollary; when a polyalphabetic substitution cipher has been 
reduced to the simple terms of a set of monoalphabets, i. e., when the letters constituting the 
cipher text have been allocated into their proper uniliteral distributions, the letters falling into 
the respective distributions are statistically equivalent to plain text. 

2. Data. pertaining to single letters.-a. {1) A single letter will be drawn at random from 
the box .. What is the probability that it will be an A? According to the foregoing definition of 
probability, since the total number of possible cases is 26 and the number of favorable cases is 

here only 1, the probability is 1 :~6=;6=.0385 .. This is the probability of drawing an.A from 

the box. The probability that the letter drawn will be a B, a C, aD, ... , a Z is the same as for A. 
In other words, the probability of drawing any specified single letter is P= .0385 •. 

(2) The value p= .0385, a.s found above, may also be termed the probability constant for 
single letters in random text of a 26-letter alphabet. For any language this constant is merely 
the reciprocal of the total number of different characters which may be employed in writing the 
text in question. 

1 In the preparation of this appendix, the author has had the benefit of the very helpful suggestions of 
Capt. H. G. Miller, Signal Corps, Mr. F. B. Rowlett, Dr. S. Kullhack, and Dr. A. Sinkov, Assistant Cryptanalysts, 
0. C. Sig. 0. Certain parts of l>r. Kullhack's important paper "Stntistical Methods in Cryptanalysis" form 
tbe basis of the discussion. 

(108) 
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(3) Another way of interpreting the notation p=.0385 is to say that in a large volume of 
random text, for example in 100,000 letters, any letter that one may choose to specify may be 
expected to occur about 3,850 times; in 10,000 letters .it may be expected to occur about 385 
times; in 1,000 letters, about 38.5 times, and so on. In every-day language it would be said 
that "in the long run" or "on the average" in 1,000 letterS of random text there will be about 
3R.5 occurrences of each of the 26 letters of the alphabet. 

(4) But unfortunately, in cryptanalysis it is not often the case that one has such a large 
number of letters available for study in any single cipher alphabet. More often the cryptanalyst 
has a relatively small number of letters and these must be distributed over several cipher 
alphabets. Hence it is necessary to be able to deal with smaller numbers of letters. Consider 
a specific .piece of random text of only 100 letters. It has been seen that "in the long run" 
each letter may be expected to occur about 3.85 times in this amount of random text; that is, 
the 26 letters will have an average frequency of 3.85. But in reaching this average of 3.85 
occurrences in 100 letters, it is obvious that some letter or letters may not appear at all, some 
may app!3ar once; some twice, and so on. How many will not appear at all; how many will 
appear 1; 2, 3, ... ti,mes? In other words, how will the different categories of letters (differ­
ent in respect to frequency of occurrence) be d¥tributed, or what will the distribution be like? 
Will it follow any kind of law or pattern? The cryptanalyst also wants to know the answer 
to questions such as these: What is the probability that a specified letter will not appear at 
all iRa given piece of text? That it will appear exactly 1, 2, 3, ... times? Tho.t it will appear 
at least 1, 2, 3, ... times? The same sort of questions may he asked with respect to digraphs, 
trigraphs, and so on. 

b. (1) It may be stated at once that questions of this nature are not easily answered, and 
a complete discussion falls· quite outside the scope of this text. However, it will be sufficient 
for the present purposes if the student is provided with a more or less simple and practical means 
of finding the answers. With this in view certain curves have been prepared from data based 
upon Poisson's exponential expansion, or the "law of small probabilities" and their use will 
now be explained. Students without a knowledge of the mathematical theory of probability 
and statistics will have to take the curves "on faith" Those interested in their derivation are 
referred to the following texts: 

Fisher, R. A., Statistical Methods for Research Workers, London, 1937. 
Fry, T. C., Probability and Its Engineering Uses, New York, 1928. 

(2) By means of these probability curves, it is possible to find, in a relatively easy manner, 
the probability for 0, 1, 2, ... 11 occurrences of an event in n cases, if the mean (expected, 
average, probable) number of occurrenees in these n cases is known., For example, given a cryp­
togram equivalent to 100 letters of random text, whttt is the probability that any specified single 
letter, whatever will not appea.r at all in the cryptogram? Since the probability of the occurrence 

of a specified single letter is 2~=.0385, and there are 100 letters in the cryptogram, the average 

or expected or mean number of occurrences of an A, a B, a C, ••. , is .0385X100=3.85. Refer 
now to that probability curve which is marked ''j0", meaning "frequency zero", or "zero occur­
rences." On the horizontal or x axis of that curve find the point corresponding to the value 
3.85 ·and follow the vertical coordinate determined by this value up to the point of intersection 
with the curve itself; then 'follow the hoiiwntal coordinate determined by this intersection point 
over to the left and read the valuo on the vertical axis of the curve. It is approximately .021. 
This means that the probability that a specified single letter (an A, a B, a C, ... ) will not appear 
at all in the 'cryptograw.1 if it re~~olly were a perfectly ra.ndom ttfl!K>rtwe:q~ of 100 letters, is .021. 

1113()18-o-38--8 
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That is, according to the theory of probability, in 1,000 cases of random-text messages of 100 
letters each, one may expect to find about 21 messages in which a specified single letter will not 
appear at all. Another way of saying the same thing is: If 1,000 sets of 100 letters of random 
text are examined, in about 21 out of the 1,000 such sets any letter that one may choose to 
name will be ab8ent. This, of course, is merely a theoretical expectancy; it indicates only 
what probably will happen in the long run. 

(3) What is the probability that a specified single letter will appear exactly once in 100 
letters of random text? 'l'o answer this question, find on the curve marked j 11 the point of 
intersection of the vertical coordinate corresponding to the mean or average value 3,8fi with 
the curve; follow the horizontal coordinate thus determined over to the vertical scale at the 
left; rend the value on this scale. It is .082, which means that in 1,000 eases of random-text 
messages of 100 letters each, one ma.y expect to find about 82 messages in which any letter 
one chooses to specify will occur exactly once, no more and no less. 

(4) In the same way, the probability that a specified single letter will appear e:tactly twice 
is found to be .158; exactly 3 times, .202; and so on, RS shown in the table below: 

100 leU6tB of random tut 

lreQueney 
Probability that 
a speclfted single 

(z) letter will occur 
txactly z times 

0 0.021 
l . 082 
2 • 158 
3 • 202 
4 .195 
5 . 150 
8 • 09& 
7 • 053 
8 • 026 
9 • 011 

10 . 004 
11 .001 

(5) To find the probability that a specified single letter will occur at lea~~t 1, 2, 3, ... times 
in a series of letters constituting random text, one reasons as follows: Since the concept "at least 
1" implies that the number specified is to be considered only as the minimum, with no limit 
indicated as to maximum, occurrences of 2, 3, 4, ... are also "favorable" cases; the probabilities 
for exactly 1, 2, 3, 4, ... occurrences should therefore be added and this v;ill give the probability 
fcJr uat least l.u Thus, in the ease of 100 letters, the sum of the probabilities for exactly 1 to 11 
oetun-enoos, as set forth in the table directly above, is .978, and the latter value approxima.w 
the probability for at least 1 occurrence. 

(6) A more accurate result will be obtained by the following reasoning. The probability 
for zero occurrences is .021. Since it is certain that a specified letter will occur either 21ero times 
or I, 2, 3, ... times, to find the probability for at lt~ast one time it is merely necessary to sub­
ttaet the probability for zero occurrences from unity. That is, 1-.021=.979, which is .001 
grea.ter than the result obt&ined by the other method. The reason it is greater is that the value 
.979 includes occurrmces beyond 11, which were excluded from the previous calculation. Of 
course, the probabilities fQf th~~~ qccurrenees beyond 11 are very smnll, but til-ken all to~ether they 
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add up to .001, the difference between the results obtained by the two methods. The proba­
bility for at least 2 occurrences is the difference between unity and the sum of the probability 
for zero and exactly 1 occurrences; that is, 1-(Po+P1)=1-(.021+.082)=1-.103=.897. The 
respective probabilities for various numbers of occurrences of a specified single letter (from 0 to 
11) are given in the following table: 

tOO letters of random Cecct 

Probability tbat a Probability that a 
Frequency specl1led si!ll'la specl1ied siDIIe 

letter will 000\U' letter will 000\U' (s) exactly 11 at least. 
times times 

0 0. 021 1.000 
1 . 082 • 979 
2 . 158 . 897 
3 . 202 . 739 
4 . 195 . 537 
5 . 150 .342 
6 . 096 • 192 
7 . 053 .096 
8 . 026 . 043 
9 .011 .017 

10 .004 • 006 
11 .001 • 002 

(7) The foregoing calculations refer to random text composed of 100 letters. For other 
numbers of letters, it is merely necessary to find the mean (multiply the probability for drawing 

a specified single letter out of the box, which is i6 or .0385, by the number of letters in the 

assortment) and refer to the various curves, as before. For example, for a random assortment 
of 200 letters, the mean is 200 X .0385, or 7.7, and this is the value of the point to be sought along 
the horizontal or x axes of the curves; the intersections of the respective vertical lines correspond­
ing to this mean with the various curves for 0, 1, 2, 3, ... occurrences give the probabilities for 
these occurrences, the reading being taken on the vertical or y axes of the curves. 

(8) The discussion thus far has dealt with the probabilities for 0, 1, 2, 3, ... occurrences 
of specified single le~ters. It may be of more practical advantage to the student if he could be 
shown how to find the answer to these questions: Given a random assortment of 100 letters 
how many letters may be expected to occur eJ:actly 0, 1, 2, 3, ... times? How many may be 
expected to occur at least 1, 2, 3, ... times? The curves may here again be used to answer 
these questions, by a very simple calculation: multiply the probability value as obtained above 
for a specified single letter by the number of different elements being considered. For example, 
the probability that a specified single letter will occur exactly twice in a perfectly random assort­
ment of 100 letters is .158; since the number of different letters is 26, the absolute number of single 
letters that may be expected to occur exactly 2 times in this assortment is .158X26=4.108. 
That is, in 100 letters of randm text there should be about four letters which occur exactly 2 times. 
The following table gives the data for various numbers of occurrences. 
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100 letters of random te:U 

ProbabilitY that a Probability that a Probable number Probable number 
Frequency S!>eeifled single specified single ofletters appear- of letters appear-Iutter will occur letter wlll occur 

(%) exactlY x atleastx ing exactly % lng at least x 
times times times times 

0 0. 021 1. 000 0. 546 26. 000 
1 . 082 • 979 2. 132 25. 454 
2 • 158 • 897 4. 108 23. 322 
3 • 202 • 739 5. 252 19. 214 
4 • 195 ·• 537 5. 070 13. 962 
5 • 150 . 342 3. 900 8. 892 
6 • 096 • 192 2. 496 4. 992 
7 • 053 . 096 1.378 2.496 
8 . 026 • 043 • 676 1. 118 
9 . 011 • 017 . 286 . 442 

10 . 004 . 006 . 104 • 156 
11 • 001 • 002 • 026 • 052 

(9) Referring again to the curves; and specifically to the tabulated results set forth directly 
above, it will be seen that the probability that there will be exactly two occurrences of a specified 
single letter in 100 letters of random text (.158), is less than the probability that there will be 
exactly three occurrences (.202); in other words, the chances that a specified single letter will 
occur exactly three times are better, by about 25 percent, than that it will occur only two times. 
Furthermore, there will be about five letters which will occur exactly 3 times, and about five 
which will occur exactly 4 times, whereas there will be only about two letters which will occur 
exactly 1 time. Other facts of a similar import may be deduced from the foregoing table. 

c. The discussion thus far has dealt with random assortments of letters. What about other 
types of texts, for example, normal plain text? What is the probability that E will occur 0, 1, 
2, 3, ... times in 50 letters of normal English? The relative frequency value or probability 
that a letter selected at random from a large volume of normal English text will beE is .126Q4. 
(In 100,000 letters E occurred 12,604 times.) For 50 letters this value must be multiplie~ by .50, 
giving 6.3 as the mean or point to be found along the x axes of the curves. The probabilities for 
0, 1, 2, 3, ... occurrences are tabulated below: 

60 letters of normal English plain text 

Probability that ProbabiliM that 
Frequency anEwlllbe anEw be 

(%) drawn exactly drawn at least 
xtimes x times 

0 0.002 1. 000 
1 • 011 • 998 
2 • 036 • 987 
3 .076 • 951 
4 • 120 • 875 
5 • 151 • 755 
6 . 159 • 604 
7 • 143 • 445 
8 • 113 • 302 
9 .079 • 223 

10 • 0/iO • 173 
11 • 029 • 123 



REF ID:A64646 

113 

d. (1) It has been seen that the probability of occurrence of a specified single letter in random 

text employing a 26-letter alphabet is p=i6=. 0385. If a considerable ·volume of such text iS 

written on a large sheet of paper and a pencil-is directed at random toward this texti the probabil­
ity that the pencil point will hit the letter A, or any other letter which may be specified in advance, 
is .0385. Now suppose two pencils are directed simultaneously toward the sheet of paper. The 

probability that both pencil points will hit two A's is 216xi6=2~2=.0q148, since in this case 

one is dealing with the probability of the simultaneous occurrence of two events which are 

independent. The probability of hitting two B's, two C's, ... , two Z's is likewise 2~· Hence, 

if no particular letter is specified, and merely this question is asked: "What is the probability 
that both pencil points will hit the same letter?" the answer must be the sum of the separate 
probabilities for simultaneously hitting two A's, two B's, and so on, for the whole alphabet, 

which is 26 X 2~2 . 2
1
6 

= .0385. This, then, is the probability that any two letters selected at random 

in random text of a 26-letter alphabet will be identical or will coincide. Since this value remains 
the same so long as the number of alphabetic elements remains fixed, it may be said that the 
probability of monographic coincidence in random text of a 26-element alphabet is .0385. The fore­
going italicized expression 2 is important enough to warrant assigning a special symbol to it, viz, 
Kr (read "kappa· sub-r"). For a 26-element alphabet, then, Kr= .0385. 

(2) Now if one asks: "Given a random assortment of 10 letters, what are the respective 
probabilities of occurrence of 0, 1, 2, ... single-letter coincidences?" one proceeds as follows. 
As before, it is first necessary to find the mean or expected number of coincidences and then 
refer to the various probability curves. To find the mean, one reasons as follows. Given a 
sequence of 10 letters, one may begin with the 1st letter and compare it with the 2d, 3d, • • • 10th 
letter to see if any two letters coincide; 9 such comparisons may be made, or in other words there 
are, beginning with the 1st letter, 9 opportunities for the occurrence of a coincidence. But 
one may also start with the 2nd letter and compare it with the 3d, 4th ... lOth letter, thus 
yielding 8 more opportunities for the occurrence of a coincidence, and so on. This process may 
continue until one reaches the 9th letter and compares it with the lOth, yielding but one oppor­
tunity for the occurrence in question. The total number of comparisons that can be made is 
therefore the sum of the series of numbers 9, 8, 7, ... 1, which is 45 comparisons.3 Since in 
the 10 letters there are 45 opportunities for coincidence of single letters, and since the probability 

a The expression itseU may be termed a parameter, which in mathematics is often used to designate a constant 
that characterizes by each of its particular values some particular member of a system of values, functions, etc. 
The word is applicable in the case under discussion because the value obtained forK, is .0385; for a 25-element 
alphabet, "•= .0400; for a 27-element alphabet, "•= .0370, etc. 

a The number of comparisons may readily be found by the formula n(n; l) • where n is the total number 

of ·letters involved. This formula is merely a special case under the general formula for ascertaining the number 

of combinations that may be made of n different things taken r at a time, which is nCr 1 ( n~ ) 1• In the r. n r. 

present case, since only two letters are compared at a time, r is always 2, and hence the expression r/ c:~r)l' 
n(n-1) (n-2)1 n(n-1) 

which is the same as . 2(n-2)/ ·' becomes by cancellation of the term (n-2)/ reduced to --2-· 

'1 
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for monographic coincidence in random text i11 .0385 the expected number of coincidences is 
.0385X45=1.7325. With m=1.7 one consults the various probability curves and an approxi­
mate distribution for exactly and for at least 0, I, 2, . . . coincidences may readily be ascertained.' 

e. (1) Now consider the xna.tter of monographic coincidence in English plain text.6 Follow­
ing the same reasoning outlined in subpar. d (1), the probability of coincidence of two A's in plain 
trutt is the square of the probability of occUITence of the single letter A in such text. The 
probability of coincidence of two B's is the square of the probability of occurrence of the single 
letter B, and so on. The sum of these squares for all the letters of the alphabet, as shown in 
the following table, is found to be ,0667. 

Letter 

A-------·-·--·-----··-··-----·-··-···---·······--.. -··-
B .................................................... .. 
0 ............. _, _________________________________ _ 

D ..................................................... . 
5: .................................................... .. 
F-------------------------.. ···---·····--·--.. --··--·-
G ..................................................... .. 
H ..................................................... . 
1 ..................................................... . 
J -------------------------------.. ·-~-----------------
K ............................. _ ... __________________ _ 
L ................. ------··---~-.................... . 
M ..................................................... . 
N ..................................................... . 
0 ..................................................... . 

p --------·-------------------·--·-···----------··----
Q ..................................................... . 
R ....... --------------~·-·--·--·----·-------------·-
S ..................................................... . 
T ------------------------------------------------------
0 .................................................... .. 

v ----------------------------------------------------­
w ·-·--------------------.. ------------------------
X ..................................................... . y _________________________ .. _________________________ _ 
z ____________________________________________________ __ 

TotaL ................................ ~----

Frequo!lCY I in 
1,000 letters 

73.66 
9. 74 

30.68 
42. 44 

129. 96 
28. 32 
l(i. 38 
33. 88 
73.52 

1. 64 
2. 96. 

36. 42 
24.74 
.79. 50 
71i. 28 
26. 70 

3. 50 
75. 76 
61. 16 
91. 90 
26.00 
15. 32 
15. 60 
4.62 

19. 34 
. 98 

1.000. 00 

Probability of sep.. !!quare of proba· 
arate occurrence bility of separate 
of the lettur OllCUmllll4l 

o. 0737 
. 0097 
. 0307 
• 0424 
• 1300 
. 0283 
. 0164 
. 0339 
. 073~ 
. 0016 
. 0030 
. 0364 
. 0247 
. 0795 
. 0753 
. 0267 
. 0035 
. 0758 
. 0612 
. 0919 
. 0260 
. 0153 
. 0156 
. 0046 
. 0193 
. 0010 

1.0000 

0.0054 
. 0001 
• 0009 
. 0018 
. 0169 
. 0008 
. 0003 
-0012 
. 0054 
• 0000 
. 0000 
. 0013 
. 0006 
. 0063 
. 0057 
. 0007 
. 0000 
. 0057 
• 0037 
• 0084 
. 0007 
. 0002 
. 0002 
. 0000 
. 0004 
. 0000 

• 0667 

I The data given lll'e taken ll'om Table 3, Appendix 1, Mllltery Cryptanalysis, Part I. 

This then is the probability that any two letters selected at random in a large volume of 
normal English telegraphic plain text will coincide. Sinee this value remains the 88J1l6 so long 
as the character of the language does not change radically, it may be said that the probability 
of monographic coincidence in English telegraphic plain text is .0667, or Kp = .0667. 

• The approximation given by the Poisson distribution in the case of single letters is not as good as that 
in the ease of disraphs, trigraphs, etc., diseu~~~ed in paragraphs 3, 4, below, 

1 The theory of monographic coincidence in plain text was originally developed and applied by the author 
in a technical paper written in 1925 dealing with his solution of messages enciphered by a cryptograph known 
as the "Hebern Electric Super-Code." The paper was printed in 1934. 
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(2) Given 10 letters of English plain text, what is the probability that there will be 0, 1, 
2, ..• single·letter coincidences? Following the line of reuoning in subparagraph d (2), the 
expected number of coincidences is .0667X45=3.00, or m=3. The distribution for exactly and 
for at least 0, 1, 2, ... coincidences may readily be found by :referenee to the various probability 
curves. (See footnote 4.) 

f. The fact that Kp (for English) is almost twice as great as Kr is of considerable importance 
in cryptanalysis. It will be dealt with in detail in a subsequent text. At this point it will mere­
ly be sa.id that "' and "• for other languages and alphabets have been calculated and show con~ 
siderable variation, as will be noted in the table shown in paragraph 3d. 

3. Data pertaining to digraphs.-a. (1) The foregoing discussion has been restricted to 
questions concerning single letters, but by slight modification it can be applied to questions 
concerning digraphs, trigra.phs, and longer polygraphs. 

(2) In the preceding cases it was necessary, before referring to the various probability 
cUtvelil, to find the mean or expected number of occurrences of the event in question in the 
total number of cases or trials being considered. Given a piece of random text totalling 100 
lettexs, for example; what is the mean (average, probable, expected) number of occurrencee of 
digraphs in this text? Since there are 676 different digraphs, the probability of occurrence 

of any specified digraph is 6~6=.00143; !!Iince in 100 letters thcte are 99 digraphs (if the letters 

are taken consecutively in pairs) the mean or average number of occurrences in this case is 
.00148X99=.147. Having the mean number of occurrences of the event under consideration, 
one may now find the answers to these questions: What is the probability that any specified 
digraph, say XY, will not occur? Wba.t is the probability that it ·will occur exactly 1, 2, 
3, ... times? At least 1, 2, 3, . , . times? 

(3) Again the probability curves may be used as before, fof the type of distribution is the 
same. The following values ate obtainable by reference to the '\"arious curves, using the mean 
value .00148X99=.147. 

100 letter a of random ie:~:t 

Probablll~ that ProbabUity that Probable number Probable number 
Frequency 8 B~lfled igray,h a s8l':;ifled dlgtaj>h of digraphs "& of digraphs ap-

(z) w1 I occur uact y w I occur at least pearlng~y pearin~ at least 
stJmes %times ztlmes ztmes 

0 0. 86 1.00 581.36 676.00 
1 . 13 • 14 87.88 94.64 
2 .01 .01 6. 76 6.76 
s . 00 . 00 0.00 0.00 

(4) Thus it is seen that in 100 letters of random text the probability that a specified digraph 
will occur exactly once, for example, is .13; at least once, .14; at least twice, .01. The probability 
that a specified digraph will occur at least 3 times is negligible. (By calculation, it is found to 
to be .0005.) 

b. (1) The probability of digraphic coincidence in random text based upon a 26·element 
alphabet is of course quite simply obtained: since there are 262 different digraphs, the probability 

of selecting any specified digraph in random text is 2~2• The probability of selecting two iden-

tical digraphs in such text, when tht digraphs are specified, is ~X~=2~,· Sinee there are 262 

ditferent digraphs, the probability of digraphic coincidence in :random text, K,.'1 is 262X2~,=2~2= 
.00148. 

i 

I 
·j 
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(2) Given a random assortment of 100 letters, what is the probability of occurrence of 
0, 1, 2, ... digraphic coincidences? Following the line of reasoning in paragraph 2d (2), in 
100 letters the total number of comparisons that may be made to see if two digraphs coincide 
is 4,851. This number is obtained as follows: Consider the 1st and 2d letters in the series of 
100 letters; they may be combined to from a digraph to be compared with the digra.phs formed 
by combining the 2d and 3d, the 3d and 4th, the 4th and 5th letters, and so on, giving a total of 
98 comparisons. Consider the digraph formed by combining the 2d and 3d letters; it may be 
compared with the digraphs formed by combining the 3d and 4th, 4th and 5th letters, and so on, 
giving a total of 97 comparisons. This process may be continued down to the digraph formed 
by combining the 98th and 99th letters, which yields only one comparison, since it may be 
compared only with the digraph resulting from combining the 99th and lOOth letters. ·The 
total number of comparisons is the sum of the sequence of numbers 98, 97, 96, 95, ... 1, which 
is 4,85V' 

(3) Since in the 100 letterS there are 4,851 opportunities for the occurrence of a digraphic 
coincidence, and since K,2=.00148, the expected number of coincidences is .00148X4851= 
7.17948=7.2. The various probability curves may now be referred to and the following results 
are obtained: 

Distribution for 100 letters of random tezt 

Frtquenc:v (:r) 
Probablllt7 for exactl7 r 
digraphlo coincidences 

Probablllt7 for at least :r 
dlgraphlc coincidences 

0 0. 001 1. 000 
1 . 005 . 999 
2 . 019 .994 
3 . 046 • 975 
4 . 083 . 929 
5 . 120 . 846 
6 • 144 . 726 
7 . 148 • 582 
8 .134 • 434 
9 • 107 .300 

10 . 077 . 193 
11 • 050 . 116 

c. In this table it will be noted that it is almost certain that in 100 letters of random text 
there will be at least one digraphic coincidence, despite the fact that there are 676 possible 
digraphs and only 99 of them have appeared in 100 letters. When one thinks of a total of 676 
different digraphs from which the 99 digraphs may be selected it may appear rather incredible 
that the chances are better than even (.582) that one will find at least 7 digrnphic coincidences in 
100 letters of random text, yet that is what the statistical analysis of the problem: shows tO' be 
the case. These are, of course, purely accidental repetitions. It is important that the student 
should fully realize that more coincidences or accidental repetitions than he feels intuitively 
should occur in random text will actually occur in the cryptograms he will study. He must 
therefore be on guard against putting too much reliance upon the surface appearances of the 
phenomena of repetition; he must calculate what may be expected from pure chance, to make 
sure that the number and length of the repetitions he does see in a cryptogram are reaily better 
than what may be expected in random text. In studying cryptograms composed of figures this 

1 The formula for finding the number of qomparlsons that can be made is as follows, where n=t~e total 
· (n-t)(n-t+ ll 

uumber of lettera iu the sequeuo~ ~md t is the lengt~ Qf ~e ~;r~rapll; JS"p. of comparisons- ~ . : *' 

4 
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is very important, for as the number of different symbols decreases the probability for purely 
chance coincidences increases. 

d. (1) For convenience the following values of the reciprocals of various numbers from 20 to 
36, and of the reciprocals of the squares, cubes, and 4th powers of these numbers are listed: 

:r 1./11 1/%1 1/%1 1/:&' 

o! 20 0.0500 0.002500 0.000125 0.00000625 
21 . 0476 . 002266 . 000108 . 00000514 
22 . 0455 . 002070 . 000094 . 00000429 
23 . 0435 . 001892 . 000082 . 00000358 
24 • 0417 . 001739 . 000073 . 00000302 
25 . 0400 . 001600 . 000064 . 00000256 
26 . 0385 . 001482 . 000057 . 00000220 
27 . 0370 . 001369 . 000051 . 00000187 
28 • 0357 . 001274 . 000046 . 00000182 
29 . 0845 • 001190 . 000041 . 00000142 
30 . 0333 • 001109 . 000037 . 00000123 
31 . 0323 . 001043 . 000034 . 00000109 
82 .0313 . 000980 . 000031 . 00000096 
83 • 0303 . 000918 . 000028 . 00000084 
34 . 0294 . 000864 . 000025 .00000075 
35 . 0286 . 000818 . 000023 . 00000067 
36 . 0278 . 000773 . 000021 . 00000060 

(2) The following table gives the probabilities for monographic and digraphic coincidence 
for plain-text in several languages. 

Language 

English _________________________ _ 
French _________________________ _ 

German ___________ -_- __ - _______ _ 
Italian _________________________ _ 
Spanish _________________________ _ 

0.0667 
. 0778 
. 0762 
. 0738 
. 0775 

0.0069 
. 0093 
. 0112 
. 0081 
. 0093 

4. Data pertaining to trigraphs, etc.-a. Enough has been shown to make clear to the student 
how to calculate probability data concerning trigraphs, tetragraphs, and longer polygraphs. 

b. (1) For example, in 100 letters of random text the value of m (the mean) for trigraphs 
is .00005689Xl00=.005689. With so small a value, the probability curves are hardly usable, 
but at any rate they show that the probability of occurrence of a specified trigraph in so small 
a volume of text is so small as to be practically negligible. The probability of a specified trigraph 
occurring twice in that text is an even smaller quantity. 

{2) The calculation for finding the probability of at least one trigraphic coincidence in 100 
letters of random text is as follows: 

m=e7 ;:98)(2~3 )=4,753X .0000568912= .2704= .27 

Referring to curvej0, with m=.27 the probability of finding no trigraphic coincidence is .76. 
The probability of finding at least one trigraphic coincidence is therefore 1-.76=.24. 

c. The calculation for a tetragraphic coincidence is as follows: 

.. . m=e6 :;: 97)(2~4)==4,656X.0000021883=.0101=.01 
Referring to curvefo, with m=.Ol the probability of finding no tetra.graphio coincidence il 

so high as to amount almost to certainty. Consequently, the probability of finding at least 
1620).8--38--11 

I I 
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one tetragraphic coincidence is practically nil. (It is calculated to be .0094=approximately .01~ 
This means that in a hundred cases of 100-letter random-text cryptograms, one might expect 
to find but one cryptogram in which a 4-letter repetition is brought about purely by chance; it 
is, in common parlance, a "hundred to one shot.") Consequently, if a tetragraphic repetition 
is found in a cryptogram of 100 letters, the probability that it is an accidental repetition is 
extremely small. If not accidental, then it must be causal, and the cause should be ascertained. 

6. An exa.mple.-a. The message of Par. 9a of the text proper will be employed. First, let 
the repetitions be sought and underlined; then the repetitions are listed for convenience. 

A. 
B. 
c. 
D. 

U S Y E S E C P M f___1 C C L N X B W C S 0 XU V D 
S C R H T H X I P L I B C I J 
A Y D_Q_X 0 F P J W J E M G P 
M U S C X J Y M S G L L E T A 

USYEE GURDP 
X V E U E L E J Y Q 
L E D E C G B M F I 

Group Number of 
occurrences 

BC 2 
ex 2 
EC 2 
LE 3 
JY 2 
PL 2 
sc 2 
SY 2 
us 3 
YE 2 
SYE 2 
USY 2 
USYE 2 

b. Referring to the table in Par. 3a (3) above, it will be seen that in 100 letters of random 
text one might expect to find about 7 digraphs appearing at least twice and no digraph appearing 
3 times. The list of repetitions shows 8 digraphs occurring twice and 2 occurring 3 times. 

c . .Again, the list of repetitions shows 10 digraphs each repeated at least twice; the table in 
Par. 3b (3) above shows that in 100 letters of random text the probability of finding at least 
that many digraphic coincidences is only .193. That is, the chances of this being an accident are 
but 176 in a thousa.nd; or another way of expressing the same thing is to say that the odds against 
this phenomenon being an accident are as 807 is to 193 or roughly 4 to 1. 

d. The probability of finding at least one trigraphic coincidence in 100 letters of random 
text is very small, as noted in Par. 4b; the probability of fmding at least one tetragraphic coin­
cidence is still smaller (Par. 4c). Yet this cipher message of hut 100 letters contains a repetition 
of this length. 

e . .A consideration of the foregoing leads to the conclusion that the number and length of the 
repetitions manifested by the cryptogram are not accidental, such as might be expected to occur 
in random text of the same length; hence they must be causal in their origin. The cause in this 
case is not difficult to find: repeated isolated letters and repeated sequences of letters (digraphs, 
trigraphs) in the plain text were actually enciphered by identical alphabets, resulting in producing 
repeated letters and sequences in the cipher text. · 

.·. 
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