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INTRODUCTO~Y REMARKS 

Scope of this text ••••••••••••••••• 
~ Mental equipment necessary for cryptanalytic work • 

Validity of results of cryptanalysia ••••••• 
. . . . 

,.. 

Paragraph 
1 
2 
3 

1. Scope of this text. - ~· It is assumed that the student has 
studied the two preceding texts forming part of this series, viz., Special 
Text No. 165, Elementary .. 'iilitary Cryptography, and Special Text No. 166, 
Advanced Military Cryptography. The latter texts deal exclusively vdth 
cryptogra~ as defined therein; that is, with the various types of ciphers 
and codes, their principles of construction, and their employment in 
cryptographing and decryptographing messages. Particular emphasis v~s 
placed upon such means and methods as are practicable for military usage. 
It is also assumed that the student has firmly in mind the technically 
precise, special nomenclature employed in those texts, for the terms and 
definitions therein will all be used in the present text, with ess~ntially 
the same significances. If this is not the case, it is recommended that 
the student review his preceding work, in order to regain a familiarity 
with the specific meanings assigned to the terms used therein. There will 
be no opportunity herein to repeat this information and unless he under­
stands clearly the significance of the terms employed, his progress will 
be retarded. 

~· This text constitutes the first of a series of texts on crypt­
analysis. Although most of the information contained herein is applicable 
to cryptograms of whatever type and source, special emphasis will be laid 
upon'the principles and methods of solving military cryptograms. Except 
for an introductory discussion of fundamental principles underlying the 
science of cryptanalytics, this first text in the series will deal solely 
with the principles and methods for the analysis of monalphabetic substi­
tution ciphers. ~von with this limitation it will be impossible to dis­
cuss all the many variations of this one type, but with a firm grasp upon 
the general principles no difficultie~ should be experienced with,any 

· variations that may be encountered. 

£• This and some of the succeeding texts will deal only with ele­
mentary types of cipher systems not because they may be encountered in 
military operations but because their study is essential to an understand­
ing of the principles underlying tho solution of the modern, very much 
mor~ complex types of ciphers and codes that are employed by the larger 
governments today in tho conduct of their military affairs in time of war. 

~· All of this series of texts will deal only with the solution of 
visible secret writing. At soma future date texts doaling with the solu­
tion of invisiblo secret writing, and with socrct signalling systems may 
bo prepared • 
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2. IJontal 3quipmcnt n.1ccssary i"or crypta.nalytfc wor!t. - ~· Co.ptn.in 
Parkor Hitt, in th3 first Unit.Jd St'l.t.Js Army manual dc:::1.ling with cryp­
tography, opens thu first ch; ptor of his valu:1blo trC"atiso with tho follow­
ing scnt:mcc: 

"Success in dealing with un'known ciphers is measured 
by these four thin~s in the order named. perseverance, 
careful methods of analysis, intuition, luck. 11 

These words are as true today as they were then. There is no royal road 
to success in the solution of cryptograms. Hitt goes on to say~ 

"Ciplter work ·vill have little permanent attraction 
for one who expects results at once, without labor, for 
there is a vast amount of purely routine labor in the 
preparation of frequency tables, the rearrangement of 
ciphers for examin~tion, and the trial and fitting of 
letter to letter before the messa~e begins to appear." 

The present author deems it advisable to add that the kind of work in­
volved in solving cryptograms is not at all similar to that involved irt 
solving "cross-word pui!:zles," for example. The wide vogue the lattor have 
had and continue to have is due to the appeal they make to the quite com­
mon instinct for mysteries of one sort or another; but in solving a cross­
word puzzle there is usually no necessity for performing any preliminary 
labor, and palpable results become evident after the first minute or two 
of attention. This successful start spurs the cross-word "addict" on to 
cot"!plete the solution, \7hich ra.rely requires more than nn hour's time. 
Furthermore, cross-word puzzles are nll ali!;:e in basic principle und once 
understood, thoro is no t!lorc to lonrn. Skill cor.1es l::l.rgely from the embel­
lis~rnont of one's vocabulary, though, to be sure, constant practice and 
exercise of the imagination contribute to tho ease und r~pidity with which 
solutions are genorn.lly re~cn~d. In solving cryptogr~ms, however, many 
principles must bu lJurned, for thoro are mnny diffe ·ant systems, of v~ry­
ing degrees of complexity. Even somo of the simpler v~ricties require the 
preparation of tabulations of one sort or another, which many people find 
irksome; moreover, it is only toward the very close of the solution that 
results in the form of intelligible text become evident. Often, indeed, 
the student will not even know whether he is on the right track until he 
has performed a large amount of preliminary "spade work" involving many 
hours of labor. Thus, without at least a willinzness to pursue a fair 
amount of theoretical study, and a !lli?..!:Uhan~rage amount of patience. 
and perseverance, little skill and experience can bo gain0d in the rather 

1 . 
H1tt, Capt. Parker. 

Service Schools Pross, 
(Both out of print) 

Manual for the Solution of 1\lilitary Cipher§_. Army 
Fort Leavenworth, Kansas, 1916. 2d Edition, 1918 • 



' 

.. 

.. 

REF ID:A64644 

- 3 -

difficult a1t of cryptanalysis. General Givierge's remarks in this con­
nection are of interest. He saysl, 

"The cryptanalyst's attitude must be that of ~{illiam 
the Silent: 1Jo need to hope in order to undertake, nor 
to succeed in order to pe~severe." 

~· As regards Hitt's reference to careful methods of analysis, be­
fore one can be said to be a cryptanalyst worthy of the name it is neces­
sary that one should have first a sound knowledge of the basic principles 
of cryptanalysis, and secondly a long, varied, and active Erac~~ ex­
perience in the successful application of those principles. It is not 
sufficient to have read treatises on this subject. One month's actual 
practice in solution is worth a whole year's mere reaJing of theoretical 
principles. An exceedingly important clement of success in solving the 
more intricate ciphers is thJ possession of tho rather unusual mental 
faculty designated in gonoral terms as tho po\ror of inductive and deduc­
tive reasoning. Probably this is an inherited rather than an acquired 
faculty; the best sort of training for its emergence, if latent in tho 
individual, and for its development is the study of tho natural sciences, 
such as chemistry, physics, biology, geology, and tho like. Other sciences 
such as linguistics and philology are also excellent. Aptitude in mathe­
matics is quite important, more expecially in the solution of ciphers than 
of codes .. 

£.• An active imagination, o·~ perhaps what Hitt and other writers 
call intuition, is essential, but mere imagination uncontrolle:d by a 
judicious spirit will more often be a hindrance than a help. In prac­
tic~l cryptanalysis the imaginative or intuitive faculties must, in other 
words, be guided by good judgment, by pr~ctical experience, nnd by as 
thorough a knowledge of the general situation or extraneous circumstances 
that led to the sending of the cryptogram as is possible to obt~in. In 
this respect the mnny cryptogr~s exchanged between correspondents whose 
identities ~nd genernl nffnirs, commercial, social, or politic~l, are 
kno\vn ~re f~r more re~dily solved th~n are isol~ted cryptogrnms exchanged 
between unknown correspondents, dealing vrlth unkno\m subjects. It is ob­
vious th~t in tho former c~se there are good d~tn upon which the intuitive 
powers of the crypt~nnlyst c:m be brought to ban.r, \vherec.s in the l~tter 
case no such data ~re nv~iln.blo. Consequently, in the ~bscnce of such 
dn.t~, no matter how good the imngin~tion ~nd intuition of tho crypt~n~lyst, 
these pov7ers ure of no pn.rticulur svrvico to him. Some writors, however, 
regard the intuitive spirit as valuable from still another viewpoint, as 
may be noted in the following;2 ------- -------------------------·-----------1 G' . G 1 .. 1 ~v~erge, enera ruarce • 

-------------------------------------------------------------------------2 
Lange et Soudart. Traite de Cryptographie. Librairie Felix Alcan, 

Paris, 1925. 
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"Intuition, like a flash of li5htning, lasts only 

for a second. It senerally cm!les when one is tormented 
by a difficult decipherment and when one reviews in his 
mind the fruitless experiments all·eady tried. Suddenly 
the light breaks and one finds after a few minutes what 
previous days of.labor were unable to reveal." 

This, too, is true, but unfortur.ately there is no way in which the intui­
tion may be summoned at will, ·:rhen it is most needed.l There are certain 

·------------------·----------------
1 The following extracts arc of interest in this connection: 

"Tho fact that tho scientific investigator \"'orks 
50 per cent of his ·time by non-rational moans is, it 
soems, quite insufficiently recognized. Thoro is with­
out th~ least doubt an instinct for research, ~nd often 
tho most successful investigators of nature aro quito 
unable to give an account of thoir reasons for doing 
such und such nn oxporimcnt, or for placing side by side 
two ~ppo.rontly unrcl~tcd facts. Agnin, one of tho most 
saliont traits in tho character of tho successful scien­
tific worker is tho c~pn.city for knm:1ing th"tt a point is 
proved when it vrould not '1.pporJ.r to bo proved to n.n out­
side intolligcnco functioning in a purely ration"tl man­
ncr; thus tho invJstigutor fo~ls that soma proposition 
is truo, n.nd proceeds ut once to tho next sot of experi­
ments without wn.iting :1.nd wnstins time in tho ola.boration 
of the form'1.l proof of tho point \Thich hc·I.Vior minds would 
need. Questionless such a sciontific intuition may ~nd 
¢oos somotimos lc~d investigators cstr~y, but it is quito 
ccrt'1.in th~t if they did not widely mnko usc of it, thay 
would not get n quarter ns fur ~s they do. Exp~rimonts 
confirm each other, and a false step is usually soon dis­
covered. And not only by this partial replacement of 
reason by intuition does the work of science go on, but 
also to the born scientific worker - and eMphatically they 
cannot be made - the structure of the method of research 
is as it were given, he cannot explain it to you, though 
he may be brou~ht to a~ree ~~io£! to a formal logical 
presentnt ion of the ·vay the method works. 11 

- Excerpt from 
Needham, Joseph. 11The Sceptical Biologist, 11 page 79. 
London, 1929. 

"The essence of scientific method, quite si1~ply, is 
to try to see how data nrrnnge themselves into casual con­
figurations. Scientifie p~oblems are solved by collect­
ing dn.tn nnd by 'thinking about them all the time.' We 
need to look :tt str:1.nge things until, by the nppear'1.nce 
of known configurations, they seem f'1.miliar, ~nd to look 
nt familiar things until we see novel configurations which • 
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authors who regard as indispensable the possession of a somewhat rare, 
rather mysterious faculty that they designate by the word "flair, 11 or 
by the expression "cipher brains." Even so excellent an authority as 
General Givierge,l in referring to this men·li:1l facility, uses the fol­
lowing words: " ••• ;::t.nd this aptitude of mind which some authors con­
sider a special gift, nnd which they call intuition, or even, in its 
highest manifestation, cla.irvoynnce •••• " J~lthough the present ::tuthor 
believes a speci~l ~ptitude for tho work is essential to cryptanalytic 
success, he is sura thoro is nothing mysterious about tho matter nt all • 
Special ~ptitudo is prerequisite to success in ull fields of endo~vor. 
ThaN n.re, for OX'"'.tnplJ, thousands of physicists, hundreds of excellent 
ones, but only ::t h~ndful of world-wide fumo. Should it bo so.id, then, 
thn.t ~ physicist who hn.s 1.chiovod very notn.blo success in his field hns 
dono so b.:>causo ho is tho fortunatJ possessor of ::t !!!mllrious f~.culty? 
'rh1.t ho is fortuna.to in possessing 1. spooin.l aptitud;.) for his subject is 
1r1.ntcd, but th~t thoro is 1.nything mystJrious ::tbout it, p1.rtn.king of 
tho n1.tur~ of clnirvoy~nce (if, indocd, th.:> lo.ttor is a £OO.litx) is not 
gr1.ntcd. \ihila tho ultimnto natura of nny mont~l process sooms to be 
!l.S comploto :1. l!l.yst.Jry tod'1.y r>..S it has ov3r boon, the present nuthor 
would like to soc tho sup~rficir>..l veil of mystery removed from a sub­
,ject that has been shrouded in mystery from even before the !!.iiddle Ages 
down to our own times. (The principal and easily understandable reason 
for this is that governments have always closely guarded cryptographic 
secrets and anything so guarded soon becomes "myaterious. 11 ) He would, 
rather, have the student approach the subject as he oight approach any 
other science that can stand on its own oerits with other sciences, be­
cause cryptanalytics, like other sciences, has a practical i~portance in 
human affairs. It presents to the inquiring ~ind an interest in its ovm 

make them appear strange. 'Ve must look at events until 
they become luminous. That is scientific method • • • • 
Insight is the touchstone •••• The application of in­
sight as the touchstone of method enables us to evaluate 
properly the role of imagination in scientific method. 
Tho scientific process is akin to the artistic process, 
it is a process of selecting out those elements of ex­
perience which fit together and recombining them in the 
mind. Much of this kind of research is simply a cease­
less mulling over, and even the physical scientist, has 
considerable need of an armchair." "Our view of scien­
tific method as a struggle to obtain insight forces the 
admission that science is half art." "Insight is the 
unknown quantity which has eluded students of scientific 
method." - Excerpts from an article entitled "Insight o.nd 
Scientific Method 11 by Willard Waller, in 7'he .EUD.erican 
Jo~~f Sociologx, Vol. XL, 1934. 

-----========~~~~~~~-----1 
Loc. cit., P• 302 
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rijht as a branch of knowledge; it, too, holds forth many difficulties and 
disappointments, and these are all the more keenly felt when the nature of 
these difficulties is not understood by those unfamiliar with the special 
circumstances that very often are the real factors that led to success in 
other cases. Finally, just as in the other sciences wherein many t~en labor 
long and earnestly for the true satisfaction and pleasure that comes from 
work well-done, so the mental pleasure that the successful cryptanalyst 
derives from his accomplishments is very often the only reward for much of 
the drudgery that he must do in his daily work. Givierge's words in this 
connection are v.rell worth quoting. Ha says (p. 301) • 

"Some studies will last for years before bearing 
fruit. In the case of others, cryptanalysts undertaking 
them nev~r got any rusult. But, for a cryptanalyst who 
likes the work, the joy of discoveries effaces tha memory 
of his hours of doubt and impatience." 

!!· ~lith his usual daft touch, Hitt says of tho elomont of luck, as 
regards tha role it plays in analysis: 

"As to luck, there is the old miners' proverb 'Gold 
is where you find it'." 

Tho cryptanalyst is lucky when one of tho correspondents whose ciphers he 
is studying makes a blunde~ that gives the necessary clue; or when he finds 
two cryptogra~s_idontical in toxt but in different koys in tho same system; 
or when he finds two cryptograms identical in toxt but in different systems, 
and so on. Th.J olomcnt of luck is thoru, to be sure, _Q.!!t_tho cryptanalyst 
must be on tha alert if he is to profit by these lucky "breaks." 

~· If the present author were asked to state, in view of the progress 
in the field since 1916, what elements might be added to the four ingredi­
ents Hitt thou~ht essential to cryptanalytic success, he would be inclined 
to mention the follo\ving: 

(1) A broad, general education, embodying interests 
covering as many fields of practical knowledge us possible. 
This is useful because the crypt~nalyst is often c~lled 
upon to solve messages dealing with the most varied of 
human activities, and the more he knows about these ac­
tivities, the e~sier his t~sk. 

(2) Access to a. large library of current litor~ture 
and \ride and direct contacts with sources of collnternl 
information. These often afford clues ~s to the contents 
of specific messages. For exnmple, to be ~ble inst~ntly 
to ha.ve nt his dispos~l a newspaper report or u porsonnl 
report of events described or referred to in a message 
under investigation goes a long w~y tov~rd simplifying or 
fucilitnting solution. Government crypt~n~lysts nrc some­
times fortunately situntJd in this respect, ospeci~lly 
w~ore various 'ug~ncias work in h~nnony. 

... 

' 
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(3) Proper coordination of effort. This includes 
the organization of cryptanalytic personnel into har­
monious, efficient teams of cooperating individuals. 

(4) Under mental equipment he would also include 
the faculty of being able to concentrate on a problem 
for rather long periods of time, without distraction, 
nervous irritability, and impatience. The strain under 
which cryptanalytic studies are necessarily conducted 
is quite severe and too long-continued applica~ion has 
the effect of draining nervous energy to an unwholesome 
degree, so that a word or two of caution may not hero 
be out of place. One should continue at work only so 
long as a peaceful, calm spirit prevails, whether the 
work is fruitful or not. But just as soon as the mind 
becomes wearied with tho exertion, or just as soon as a 
fooling of hopelessness or mental f~tigue intervenes, 
it is bett~r to stop completely and turn to othor ac­
tivitios, rost, or pl:l.y. J;.t is ossential to .·oma.rk 
thnt systematization and orderliness of work are aids 
in reducing nervous tension and irritability. On this 
account it is better to take the time to prepare the 
data carefully, rewrite the text if necessary, and so 
on, rather than work with slipshod, incomplete, or im­
properly arranged material. 

(5) A retentive memory is an important asset to 
cryptanalytic skill, especially in the solution of codes. 
The ability to remember individual groups, their ap­
proximate locations in other messages, the associations 
they form with other groups, their peculiarities and 
similarities saves much wear and tear of the mental 
tnachinery, as well as much time in looking up these 
groups in indexes • 

.f.· It may be advisable to add a word or two at this point to prepare 
the student to e~pect sli~ht mental jarrs and tensions which will almost 
inevitably como to him in the conscientious study of this and the subse­
quent texts. The present author is well aware of the complaint of students 
that authors of texts on cryptanalysis base much of their explanation upon 
t!1oir fore-knowledge of the "answer"- which the student does not know while 
he is attempting to follow tho solution \rlth an unbiased mind. They com­
plain too that those authors uso such expressions as "obviously", "natural­
ly", "of course", "It is evident that", and so on, when th.J circumstances 
seem not at all to ~arrant th.Jir usc, Th3ro is no quustion but that this 
sort of treatment is apt to discourage the student, especially whon tho 
point olucidatud bocomos clear to him only aftur many hours labor, whoroas, 
according to the book, the author noted the weak spot·at the first moment's 
inspection. The present author can only promise to try to avoid making the 
steps appear to be much more simple than they really are, and to suppress 
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glaring instances of unjustifiable ",jumping at conclusions "• At the same 
time he must indicate that for pedagogical reasons in many cases a message 
has been consciously "manipulated" so as to allow certain principles to 
become more obvlous in the illustrative examples than they ever are in 
practical work. During the course of some of the explanations attention 
will even be directed to cases of unjustified inferences. Furthermore, of 
tho student who is quick in observation and deduction, tho author will only 
ask that he bear in .nind that ii' tho elucidation of certain principles 
sooms prolix and occupies mora space than necessary, this is occasioned by 
tho author's desire to carrJ tho explanation forward in very short, oasily­
comprohanded, anj plainly-duscribod stops, for the benefit of students who 
ar.) p3rhaps a bit slower to grasp but who, once they understand, aro able 
to retain and apply principles slowly learned just as woll, if not bettor 
than tho students who loo.rn more quickly. 

3. Validity of results of cryptanalysis. - Valid, or authentic crypt­
analytic solutions c'innot and uo not represent "opinions" of the crypt­
analyst. They are valid only so far as they are wholly objective, and are 
susceptible of demonstration and proof, employing authentic, objective 
methods. It should hardly l:le necessary (but an attitude f1·equently en­
countered among laymen makes it advisable) to indicate that the validity 
of the results achieved by uny serious crypt~nalytic studies on authentic 
material rests upon the so.me sure foundations and are reached by the same 
general steps ~s the results achieved by any other scientific studies; viz., 
observation, hypothesis, deduction and induction, und confirmatory experi­
ment. Implied in the latter is the possibility tha.t two or rnore qualified 
investigators, each working independently upon the so.me materin.l, will 
achieve identical (or practic~lly identicnl} results. Occasionally n 
pseudo-cryptn.n11lyst offers "solutions" which cnnnot withstr.nd such tests; 
a second, unbinsed, investig~tor working independently either cn.nnot ££U­
§.illently :1pply the methods ·1lleged to h~ve been a.pplied by the pseudo­
crypt~n~lyst, or else, if he c~n ~pply them nt ~11, the results (plnin-
t3xt translations) are far different in the two cases. The reason for 
this is that in such cases it is generally found that the "methods 11 are 
not clear-cut, straiJht forward or mathematical in character. Instead, 
they often involve the makin;s of judgments on matters too tenuous to 
measure, weigh, or otherwise subject to careful scrutiny. In such cases, 
the conclusion to which the unprejudiced observer is forced to come is 
that the alleged "solution" obtained by the first investi,sator, the pseudo­
cryptanalyst, is purely subjective. In nearly all cases where this has 
happened (and they occur from time to time) there has been uncovered 
nothing which can in any way be used to impugn the integrity of the 
pseudo-cryptanalyst. The vforst that can bo said of him is that he has 
become a victim of a special or puculiar form of self-delusion, and that 
his desire to solve the problem, usually in acco~ with some previously­
formed opinion, or notion, has ovur- balanced, or undert'linod, his judgment 

n 
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a.nd good sense 1 

1 Specific reference can be made to the following typical "case histo-
ries"• 

Donnelly, Ignatius, !_he q,reat Cr:~ptog!:_~· Chicago, 1888. 
Owen, Orville W., ~ir Francis Ba£on's Cipher Star~. Detroit, 1895. 
Gallup, Elizabeth Wells, ~~~ncis Bacon:s Bilite~CiEh~· Detroit, 1900. 
Margoliouth, v. s., The Homer of Aristotl~. Oxford, 1923. 
Newbold, William Romaine, The Cipher of Ro~r.. Ba.rum• Philadelphia, 1928. 

(For a scholarly and complete demolition of Professor Newbold's 
work, see an article entitled "Roge~ Bacon and the V£:rr.!:i.ch MS 11

, by 
John ril. Manly, in §peculum, Vol. Y,!,, No. 3, July 1931.) 

Arens berg, · ialter Conrad, The Cr~ptograph;y: of Shakespeare. Los Angeles, 
1922. 
:!:he Shakesp~an ~ster~. Pittsburgh, 1928. 
The B~i~n_Keys. Pittsburgh, 1928. 

Feely, Joseph Martin, The Shakespe~rean C~pher. Roch~stor, N. Y., 1931. 
Qeciphering Shakespeare. Rochester, N. Y., 1934 • 
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SECTIOH II 

The four basic operations in cryptanalysis ••••• 
Paragraph 
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The determination of the lansuage employed. . ••• 
The determination of the general system • • • • • • • • • • 
The reconstruction of the specific key •••••• 
The reconstruction of the plain text ••••••••• 

. . . 5 
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4. The four basic operations in cryptanalysis. - ~· The solution 
of practically every cryptogram involves four fundamental operations or 
steps; 

(1) The determination of the language employed in 
the plain-text version. 

(2) The deter~ination of the general system of 
cryptography employed. 

(3) The reconstruction of the specific key in the 
case of a cipher system, or the reconstruction, partial 
or complete, of the code book, in the case of a code 
system; or both, in the case of an enciphered code system. 

(4) 'rhe reconstruction or establisht:tent of the plain 
text. 

];!. These operations will be taken up in the order in which they a.re 
given :::.bove nnd in which they usually are performed in the solution of 
cryptogr~s, although occnsionnlly tho second stop m~y precede the first. 

5. The determination of the langu~ge employed. - ~· There is not 
much that need be said 'ltith respect to this operation except that the de­
termination of the language employed seldom comes into question in the 
case of studies made of the cryptograms of an organized enemy. By this is 
meant that during war time the enemy is of course known, and it follows, 
therefore, that the language he employs in his ~ess~es will almost cer­
tainly be his native or mother tongue. Only occasionally nowadays is this 
rule broken. Formerly it often happened, or it might have indeed been the 
general rule, that the languase used in diplomatic corresponJence was not 
the mother ton~ue, but French. In isolated instances during tho World War, 
the Gvrmans used English when their own langua3e could for ono reason or 
anothJr not be employed. For example, for a yoar or two before the entry 
of tho United States into that war, during tho timo america was neutral 
and the German Govorno~nt maintained its embassy in Washington, the messages 
Dxchangod between tho Foreign Office in Berlin and tho Embassy in ~ashing­
ton wore cryptographad in English, and a copy of tho codo used was deposited 
with the Department of State and our censor. Another instance is found in 
the case of certain Hindu conspirators who were associated with and partially 
financed by the German Government in 1915 and 1916~ they employed English as 

I 

... 
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the langu'3.ge of their cryptogTaphic messages. Occesionally thP. crypto­
grams or enemy agents may 1Je .i.n .:J l<.'nguago dlf''erent .:'rom that of the 
enemy. But in general thel'!e ::re, <is has been said, i:..;ol[AteJ in~tances; 
as a rule, thr:l l~ngu.age used in cryptograms exchanged. be Gween members of 
large organizations is the mothc:lr tongue of the corre~ponctents. ~l}1.ere 
this is not the cese, th'3t io, when cryptograms of un.lmown origin must 
be studied, tho cryptanalyst looks for any indications on the cryptograms 
t..'l1eml'lelves whi.ch m~·y lead to a conclusion as to the l~1ngu.age employed. 
Address, sign<ture, and plain-l~n~Jage words in the preomble or in the 
body of tho text all come under careful scrutiny, as •·roll as all extran­
eous circumstances connected ···i th the manner in which the cryptograms 
were obt!..ined, the pE'rson on ?'hom they were found, or the loc.!llF.- o t' their 
origin and desti~tion. 

£. In spncial casoR, or under spacial clrcurestances a clue to the 
language employed is fuund in the ilature Elnd composition of the crypto­
graphic tE'xt itself. For <:>xunplr:::, if the letters K anc.l W are entirely 
absent or Rppcar very rarely in mas~ages, it may indicat~ that tho language 
is Spanish, for these lettors are ni..Jsent in the alphabet of th!.lt ll'lnguage 
and are used only to spell foreign •iords or names. The pre3encc o~ ac­
cented letters or letters marke::l .dth special signs o.f' ono sort or another, 
peculiar to certain languages, 11ill sometimes indicnto the langua~G u~ed. 
The Japanese I1Lorsc tcl0graph alphab3t nnd th•1 Russian f.:1o:r-se teleg!'arh 
alphabet contain co;rtbinF tions of dots and dashef\ •i'1ich are peculiar to 
those alph.'3.bet.s :md thus the inturcuption of mossag;os containing those 
special !v1orsc co":!.binations e.t once indic:ttes the languege involved. 
Finally, there are cartnin peculi"tri'Llec of cl1)hr.be'Lic 1-n~~go3 ·;hich, 
i.n certain typ.-.s of cryptograms (pure trensposition), ~iv1:1 clues as to 
the language U::'t3d. For example, th..:! rrer·uont digrnph CH, in Gcrm"l.n, leads 
to the presence, in cryptogrruus of the typo mcntj oned, of m::my isolated 
0 1 s and H1 s; if this is noted, tho crypt.o1r:-Jm may be ansu.med to be in 
Gorman. 

£.• In some cas'"'s it is pcrfec~~ly po::;sible to porforr.1 certain sters 
in cryptan~lysis . before thu l~<nguag~ of the cryptogram h~ s boon definitely 
determined. Frequency studios, for cxt.mplo, mcy bu mdo and alalytic 
processes performed without this knm·:ludge, and by a cryptanC~lyst v•holly 
unfnmiliar ,vi th t.he language evan if it has b•·cn id•:::ntlficd, or "lho knovm 
only enough about the langueg0 to unable !'lim Lo recogl'liZ·.] tr'1lid combina­
tions of letters, syllables:, rrt' v fow eammon wo3:?ds in t.'l1o.t language. He 
may, after this, aall to his assistance a tra.nslFtor who may not be a 
Cr>Jptannlyst but who can m:•terially nicl in making n<csssary n.Rs1nnptions 
based upon his, ,special kn9wlodge of tho charo.cterisi icG of the language 
in question. ~hus, cooperation botwe.:en cr.rptanalyst aud trllnsl.:.Ltor 
reaults in solution.l 

1 The v-rritor hos sean in print str.tements that "during tho r!orld \':ar 
decoded messages in Jnpnne;::o ~nd Russinn ·.·ri tl10ut knowine; a ''rord of ,:-i ther 
l~m~.1ago. 11 He hew even hec.rd s.lleg<)d cryptanalysts m:ik:.. such fantastj c 
claims. But to say th'lt it. is possible to solve n cryptog:rcm in a foreign 
l0nguc.ge "without kno·.':ing o. 1'1orr1 of that la.ngUc.-=tgo 11 is quite D different 
~~ing from saying th~t it is possible to do so with only P slight knowledge 
of the language. TI1a absurcli ty c..nd t..mount of cxago:ora:Lj.on contained in the 
former sto.toment \lill soon bccom!:1 obvious to tho student. It may be stated 
without cavil thn'L the better the cryptanalyst's knov:lcdge of the lnn,ep1.o;~e, 

the easier is his WO!'k. 
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6. The deterr!lino.tion of the p,;eneral system. - ~· Except in the case 
of the more sirnple types of crypto?;;rams, the determination of the general 
system according to which '.l. ~?;iven crypto,~ran has been produced is usually 
a difficult, if not the most difficult, stop in its solution. The reason 
for this is not hard to find. 

~· As will become o.pparent to the student as he proceeds \rlth his 
study, in t~~l analysis, the solution of every cryptogram involving 
~ill-Qf substitution depends upon ii~~~n to monoalpho.beii~_i~~ 
if_!i_is not originally iu_ih~~~· This is true not only of ordinary 
substitution ciphers, but also of combined substitution-transposition 
ciphers, and of enciphered code. If the cryptogram must be reduced to 
monoalphabetic terms, the manner of its accomplishment is either indicated 
by the c~yptogram itself, by external or internal phenomena which become 
apparent to the cryptanalyst as he studies the cryptogram. If this is im­
possible, or too difficult the cryptanalyst must, by one means or another, 
discover how to accomplish this reduction l)y bringing to bear all the 
special or collateral in!'or1:1ation he can get fro::~ all the sources at his 
comnand. If both these possibilities fail him, there is little left but 
the long, tedious, and often fruitless process of elimination. In the 
case of transposition ciphers of the more complex type, the discovery of 
the basic method is often simply a matter of long and tedious elimination 
of possibilities. For cryptanalysis has unfortunately not yet attained 
and may indeed never attain the precision found today in qualitative ~ 

analysis in chet!!.istry, for exanple, where the analytic process is absolutely 
cloar cut and exact in its dichotomy. A few words in explanation of what 
is meant may not be at'liss. When a che::tist seeks to determine the identity 
of an unknown substance, he applies certain specific reagents to the sub-
stance and in a specific sequence. The fi!"st reagent tolls him definitely 
into which of two primary classes the unknown substancu falls, say class 
A. lfe then applies o. second tost with another specific reagent, whj ch 
tells him again quite dofinitoly into which of two secondary classes the 
unknown substance falls, and so on, until finally he has reduced the un-
~nown substance to its simplest ten:ts and has found out what it is. In 
stri!dng contrast to this situation, cryptanalysis affords exceadingly fllw 
11 reagents 11 or tosts that .nay be appliud to determine positivl:lly that a 
given cipher belongs to on~ or tho other of two systems yielding externally 
sir.>ilar results. And this is v.rhat makes tho analysis of an isolat~d, com-
plex crypto6ra.r.J. so difficu;J.t. Note th~ limiting [..djoctivo "isolat.:ld 11 in 
tho foregoing sentonco, for it is usod advisedly. It is not oftun that the 
g.:meral system fails to disclos.:~ itsulf or cannot bo discovered by painstak-
ing inv~stigation m1on thoro is a groo.t volumJ of toxt accumulating from a 
regular traffic between nu1:1erous corresponuents in a large organization. 
Sooner or later the system becomes knovm, either as the result of blunders 
and carelessness on the part of the personnel entrusted with the cryptograph-
ing of the messages, or the accumulation of text itself makes possible the 
determination of the general system by cryptanalytic studies. But in the 
case of a single or even a few isolated cryptograms concerning which little 
or no information'can be gained by the cryptanalyst, he is often unable, 
without a knowledge of, or a shrewd guess as to the general system employed, 
to decompose the heterogeneous text of the cryptogram into homogeneous, 
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monoalphabetic text, which is Lhe ultimate and essential step in analysis. 
The only knowledge that the cr•rptanalyst can bring to his aid in this most 
difficult step is that gained by long experience and practice in the analy­
sis of many different types of systems. 

£• On account of t~e complexities surrounding this particular phase 
of cryptanalysis, and because in any scheme of analysis basad upon succes­
sivs eliminations of alternatives the analyst can only progress as far as 
the extcmt of his ovm ~tnOvllodge of ,!!11 the possible altdrm.ti ves will per­
mit, it is necessary that detailed discussion of tho eliminative process 
be postponed until thJ stud.Jnt has covered most of t:1e field. For example, 
tho stuJent ;rHl p3rhaps want to know at once how ho can distinguish be­
two~n a cryptogram that is in code or enciphered code from one that is in 
cipher. It is at this stage of his studies i•npracticablo to give him any 
helpful indications on his question. In return it may bo asked of him 
why he should expo~t to be abl3 to do this in tho oarly stages of his 
studies when often tho experienced expert cryptanalyst is baffled on the 
same scoro. 

g,. Hovort~elcss, in lieu of r.1oro precise tests not yet discovored, 
a general guide that may be useful in cryptanalysis will be built up, stop 
by stop as tho studenL p~ogrossos, in the form of a series of charts com­
prising w11at may be designated "A..n....!!!.~!.:L.tica.l..!£:i.Fot,_9r:LE.i~~~lsis.'' (See 
Par. 50.) It may be of assistance to the student if, as he proceeds, he 
will carefully study the charts and note the place which the particular 
cipher he is solving occupies in the general cryptanalytic panorama. They 
admittedly constitute only yery brief outlines, and can t~erefore be of but 
little direct assistance to hin in the analysis of the more conplex types 
of ciphers he may encounter later on. So far as they go, however, they 
may be found to be quite useful in the study of elementary cryptanalysis. 
For the experienced cryptanalyst they can serve only as a means of assur­
ing that no possible step or process is inadvertently overlooked in attempts 
to solve a difficult cipher. 

~· Much of the labor involved in cryptanalytic work, as referred to 
in Par. 2, is connected with this detennination of the general system. The 
preparation of the text, its rewriting in different forms, sometimes being 
rewritten in a half dozen ways, tho recording of letters, the establish­
ment of frequencies of occurrences of lett.3rs, comparisons and experiments 
mada with known material of sinilar character, and so on, constitute much 
labor that is most often indispensable, but \7hich sornotimes turns out to 
have Qeen wholly unnecessary, or in vain. In a recent treatiso1 it is 
stated quite boldly that "this \"IOrk once done, th~ dctarmination of tho 
systom is often r.Jlativoly I'Jasy." This statum.mt can certainly apply only 
to tho simpler types of cip~urs; it is entiruly misleading as regards the 
much r.1oro froqu-3ntly encountered complex cryptograms of modern times. 
-- - - ----

1 Lange ct Soudart, already cited (page 106). 
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7. Tho roconstruction of th~ specific k0y. - ~· Nearly all practical 
cryptographic methods requil·e the use of a specific key to guide, control 
or modify the various steps under the general system. Once the latter has 
been disclosed, discovered, or has otherwise come into tho possession of 
the cryptanalyst, tho next step in solution is to determine, if necessary, 
and if possible, the specific key that vras omployed to crypto~raph the 
message or messages under exa,"lina.tion. This deturmination may not be in 
complote detail; it ~ny go only so fur as to load to a knowledge of tho 
numb3r of alphabets involvod in a substitution ciphe:·, or the number of 
columns involved in a trnnsposition cipher, or thut a one-part codo has 
beun used, in tho c~so of a coda system. But it is often desir~blo to do­
tormino tho specific key in as complete a fo~m and ~ith as much dctr~il as 
possible, for this information will very frequently be useful in tho solu­
tion of subsequent cryptog!":u~s excha.ngad betwoon tho sa.me correspondents, 
since tho n~turo of tho specific koy in a solved ca.su may be ~xpoct~d to 
give clues to tho spJcific key in nn unsolved cnse. 

]2. Frequently, however, the reconstruction of the key is not a pre­
requisite to, and does not constitute an absolutely necessary preliminary 
step in the fourth basic operation, the reconstruction or establish~ent of 
the plain text. In many cases, indeed, the two processes are carried along 
simultaneously, the one assisting the other, until in the final stages both 
have been completed in their entireties. In still other cases the recon­
struction of the specific key nay succeed instead of precede the reconstruc­
tion of the plain text, and is accomplished purely as a matter of academic 
interest; o~ the specific key may, in unusual cases, never be reconstructed. 

d. The reconstruction of the plain text. -a. Little need be said 
at t~is point on this phase of crypt~nalysis. The process usually con­
sists, in the case of substitution ciphers, in the establisht~ent of equiva­
lency between specific letters of the cipher text and the plain text, letter 
by letter, pair by pair, and so on, depending upon the particular type of 
substitution system involvsd. In the case of transposition ciphers, the 
process consists in rearranging the clements of the cipher text, letter by 
letter, pair by pair, or occasionally word by word, dopentiing upon the par­
ticular typo of transposition system involved, until the letters have been 
returned to their original plain-text ord3r. In the case of code, the pro­
cess consists in dotorminino; the t~eaning of each code group and inserting 
this moaning in tho code toxt to reestablish the original plain text. 

]2. The foregoing processes do not, as a rule, be6in at the beginning 
of a message and continue letter by lette~, or group by group in sequence 
up to the very end of the r.1essage. The establisnment of values of .cipher 
letters in substitution methods, or of the positions to ·,vhich cipher let­
ters should be transferred to form the plain text in the case of transposi­
tion methods, comes at very irregular intervals in the process. At first 
only one or t~o values scattered here and there throughout the text may ap­
pear; these then form the 11 sk"3letons 11 of words, upon which further '"ork, 
by a continuation of the reconstruction process, is made possible; in the 
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end the complete or nearly complctel toxt is established. 

~· In the case of cryptograms in a forei5n language, the transla­
tion of tho solved messa~es is a final and necessary step, but is not to 
be considered as a crypt~nalytic process. However, it is commonly the 
case that the translation process will be carried on simultaneously with 
the cryptanalytic, and v1ill aid tho latter, ospacially when there are 
lacunae which may be filled in f1·om the context. (Soc also :Par. 5 ,g_ in 
this connection.) 

1 So~~~s in the ~-of c~de, '7~~~-~rl~~--~f -~-f~~ code groups may be 
lacking, bucause thore is insufficient taxt to establish their meaning. 
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Sti:CTIOH III. 

F::W: -.U~l:CY DIS 'I' ·lioUJ.'IOHS 

Paragraph 
The simple or tJ.onoliteral-frequency distribution • • • • • • • • 9 
Il!lportant features of' the normal monoliteral frequency, bar-

distribution. • • . • • • • • • • • • • . • • • 10 
Constancy of the standard or normal monoliteral-frequency 

distribution . ••.•• o • • • • • • • • • • • • • • 11 

9. The simple or ~onoliteral-rrequency distribution. - ~· It has 
long been kno•·m to crypto~raphers and typographers that the letters com­
posing the ~7ords of any intelligible written text composed in any language 
w:1ich is alphabetic in construction are employed with greatly varying fre­
quencies. For example, if on cross--section paper a sitnple graph, shown in 
Fig. 1, called a ~..U£!lli£.al fre~~Jl.~S:..I• bar-distribug£~, is tnaJe of the 
letters co:!lt1rising the ••ords of the preceding sentence, the variation in 
frequency is strikin~ly demonstrated. It is seen that whereas certain 
letters, such as A, n. I, N, 0, H., S, and T, are employed very frequently, 
other letters, such as C J '}, P, and ·.i are employed not nearly so frequently, 
while still other letters, such as :? , J, ·~, V, and Z are employed either 
seldom or not at all. 

~­
~ 

~ ~ -·:~;E 
~=~ -~=~~~ 
.\. B 
14 3 

c 
8 

D $ F 
4 22 2 

G H I 
9 10 15 

( 

~ 
~ ~ 

- ~~-=- ~~~ -
-~=~~~-~~~=-~-~ 

J h L L N 0 ~ 

0 1 9 3 17 14 8 
Total. 200 letters) 

!l'ig. 1 

'JR5'I' 
1 13 10 20 

u 
3 

v 
l 

I X 
5 l 

{ 

7 
z 

0 

]2. !f a similar ,~ra]:)h is nO\/ made of the letters comprising the words 
of the second sentence in the precedinz pa.raJraph, the graph sho>m in Fig. 2 
is obtained. Both sentences have exactly the sc:~.me number 01(' letters (200). 

A 
12 

.3 
2 

C ..) .!: F 
8 7 25 7 

G H I 
5 5 19 

J 1: L i.1 lJ 0 
0 1 8 6 16 14 

Fig. 2 
7 

'1 It S T U 
2 16 14 15 3 

- ---·-
V ·.1 X Y 
1 2 1 3 

z 
0 

' 
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2. .llt'I-J.ou~h eac'I-J. of these two graphs exhibits great variation in the 
relative frequencies wit11 "'hich S.iffru:_ent 'letters are employed in the sen­
tences to \7hich they apply, no Marked differences are exhibited between 
the frequencies of the §..~ letter in the two graphs. Co1npare, for ex­
ample, the frequencies of '~, B, C, ••• in Fig. 1 with those of A, B, C, 
111 in Fig. 2. Aside fror.t one or two exceptions, as in the case of the 
letter F or the letter ~, t'I-J.ese two graphs agree rather strikingly. 

a• This agreement, or ~!~l~rii~' would be practically complete if 
the two texts were r.1Uch longer, for example, five times as long. In fact, 
when two texts of similar character, each containing more tha"Q 1000 let­
ters, are compared, it 'itould be found that the respective frequencies of 
the 26 letters composing the two graphs show only very sli,5ht differences • 
This means, in other ~ords, that in normal text each letter of the alpha­
qat occurs uith a rather Q~~nt or ~~stic tt~guency which it 
t'ends to approximate, depending upon the length of the text analyzed. 
the longer the text (within certain limits), the closer will be the ap­
proximation.! 

~· An experiLlent alon5 these linea >Jill be convincing. A series of 
260 official teiegrams2 passing through the · :ar Department •. essa ~e Center 
was exae:ined statistically. The messages were divided into five sets, 
each totaling approximately 10,000 letters, and the five distributions 
shorrn in Table 1 were obtained·. 

f. If the five distributions in Table 1 are summed, the results are 
as shown in Table 2. 

g. The frequencies noted in subparagraph f, when reduced to the basis 
of 1,000 letters and then used as a basis for constructing a simple chart 
that wi.ll exhibit the variations in frequency in a strikin.g manner, yield 
the fC?llO'Jing gr:aph which is hereafter designated as, the normal, or stand­
!td tnonoliteral frequency, R~~bution for Engtish telegraphic plain 
text; 

1 See footnote 1 to page 23. 

-------------·------------ ---------------------------
2 These compdsed messages from several departt.1ents in addition to the 
1ifar Department, and were all of an administrative character. 
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A B C D E F G H I J K L U N 0 P ~ R S T U V W X r Z 
74 10 31 42130 28 16 34 74 2 3 36 25 79 75 27 3 76 61 92 26 15 16 5 19 1 

Fig. 3 

10. Impo·tant features of the nor~al, monoliteral-fraquency, bar­
distribution. - ~· \fuen the 3raph shown in Fig. 3 is studied in detail, 
the following features are apparent. 

(1) It is quite irregular in appearance. This 
is because t'!-le letters are used v:Tith greatly varying 
frequencies, as discussed in the preceding paragraph. 
~his irregular appearance is often described by say­
ing that the 5raph shows marked ~sts.and trough~' 
that is, points of high frequency and lov1 frequency. 

, 

' 
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'l'!.BtE' 1-A 

Abso1ut0 rroquenC'ie~~ or lutt·.!'s a.ppo~ring in five sets or Govor:Q.­
mental pldn--text tol.JgT',:ms, o...:.ch oet contc1j ning 10,000 letters. 

Ar·r.sureci ~1pha'bctically. 

MessagEl Mescage Mosfla.gr. f.~essage l1kJssage 
No. l No. 2 No. :3 No. 4 Ho. 5 

l>a 1> •• l>a l>o 1>.. 
Q) tl Q) t> Q) t> Q) t> Q) tl 

..., s:l ..., s:' 1j m ..., s:: ..., s::: 
J.l ~ ~ J.l p a) J.l J.l ::l Q) J.l ::l Q) 
Q) Q) r-1 ::l Q) 'd& Q) r-1 p Q) r-1::1 ..., 0 i::J' ..., 0 O"' ..., ..., 0 i::J' +" 0 0" ..., UJ Q) ..., UJ Q) ..., UJ Q) ..., UJ Q) ..., UJ Q) 
Q) ~J;: 0.1 ~J;: 

Q) ~J;: Q) .C F-1 Q) 

~t: ~ ~ ..:I ..:I ~I%! ..:I 

A - 758 11 - 7H!., A - 681 .~.\ - 740 A - 741 
B - 104. B - 105 B.- 98 B - 96 3 - 99 
c - 519 c - 500 c - 298 c - ~26 c - 501 
D - 587 D ·- 41:3 D - 42?i D - 451 D - ~48 

E -13G7 E -1294 E -1292 E -1270 E -1275 
F - 25~ F - 287 F - 508 F - ?.87 F - 281 
G - 166 G - 175 G - 161 G - 167 G - 150 
H - 510 H- 551 H- 355 H - z;49 H - 549 
I - 7~2 I - 750 I - ~·37 I - 700 I - ~97 

J - 18 J- ~'7 .L, .r - 10 J- 21 .r - 113 
K- 56 K- 38 J{ - 2~ K- 21 K- 31 
L - 365 L - 395 L - 553 , 38G L- 5LIA: .I.J -

M - 242 M - 24.0 fv1 - 258 IJI - 249 M- ~68 

N - 786 N- 794 N - 815 N - 800 N - '180 
0 - 685 0 - 770 0 - 731 0 - 7.56 0 - 762 
p - 24-1 p - 272 p - 517 p - 24.S p - ?.60 
Q- 40 Q- 22 (- 45 Q - 58 Q - 50 
R - 7f30 R - 745 R - 76~ R - 755 R - ?86 
s - 658 s - 585 s - 585 s - 628 S - G04 
T - 956 T - 879 T - 894 'I' - 958 T - 928 
u - 270 u - ~35 u - 51~ u - 247 u - 238 
v - 165 v - 17r- v - 142 v - 153 v - 155 
w - 166 v~ - 163 . r, - 136 n - 133 \"! - 182 
X- 43 X- 50 X- 14 X - 5~ X- 41 
y - 191 y - 155 y - 179 y - 21:-s y- ~29 

z - 14 z - 17 z - 2 z - 11 z - 5 
Totals 

10,000 10,000 10,000 10,000 10,000 

Table 2-A 

Absblute frequencies of lc:ttcrs apr.anring in thP combj.nod five sots 
of messages totalline 50,000 l~ttLrs arr·ngE'd alphabetically. 

A - 5685 G- 819 I, - 1821 Q - 175 v - 766 
B- 4_87 H - 1691 I·~ - 1.237 R - 5788 w- 780 
c - lg54. J; -. q676. .. .N.- ~975 s - 30!38 X- 251 
D - 2122 J - 82 0 - 5761 T - 4595 y- 967 
"E - '6498- K:_ 11:-8 p - 1:555 u - 1500 z =- 49 
F.- l·'U6 
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(2) The relative positions in 1.7!1ich the crests and 
troughs fall with the graph, that is, the ~E..~~ relat~ 
of the crests and trou3hs, are rather definitely fixed and 
are determined by circtUnstances \Vhich have been explained 
in a precedin-; text .1 

(3) The relative hei~hts and depths of the crests and 
troughs 1.7ithin the graph, that is, the linear extensions of 
the lines ~arking the respective frequencies, are also rather 
definitely fixed, as would be found if an equal volume of 
si·.1ilar text vrere analyzed. 

(4) The mo~t p~ot!linent crests are r.J.arked by the vowels 
;..) ~~ I, O, and the consonants l~, >t, ~, T; the tnost prominent 
troughs are marked by the consonants r, 1:, l, X, and z. 

(5) The important data are summarized in tabula• form 
in Table 3. 

T.\B~ 3 

Frequency 

6

1
Vo:e~:~h A F~;~~~-n~; ~- :-- ~ • • ::~ 

(D ii .l S T) 

20 Consonants 10 ueJium Frequency. • • • 238 

l5 

( 3 C F G i-! L 11 i' V '/) 

Low Frequency. • • • • 14 
(J I~ 1 X Z) 

Total. 1000 

'fo of 
Total 
39.8 

35.0 

23.8 

1.4 

100.0 

;o of Total in 
Round Numbers 

40 

35 

24 

1 

100 

(6) The frequencies of the lette1s of the alphabet are as 
follo~vs. 

A - 74 
:a - 10 
c - 31 
.J - 42 
::1: -130 
F - 28 

G - 16 
H - 34 
I - 74 
J - 2 
1: - 3 

L - 36 
l.l - 25 
N - 79 
0 - 75 
p - 27 

: - 3 
R - 76 
s - 61 
T - 92 
u - 26 

v - 15 
16 

5 
19 

1 

u­
X -
y -
z -

(7) The relative order of frequency of the letters is as 
follows. 
ji: -130 
T - 92 
N - 79 
.t - 76 
0 - 75 
A - 7'): 

I 74 
s - 61 
iJ - 42 
L - 36 
a - 34 

31 
Z8 

.1:' - 27 
u - 26 

c 
F 

25 

I - 19 
G- 16 
J - 16 
v - 15 
B- 10 

5 
3 

K - 3 
J - .2 
z - 1 

X -
r, -

(8) The four vowels A, ~, I, 0 (combined frequency 353) and 
the four consonants 1J; ~, S, ·.r (combined frequency 308) form 661 
out of every 1 ,qoo letters of plain text; in other '.vords, less 
than 1/3 of the~a1ph!bet is employ~ writin~ 2/3 of normal plain 
!_exh 

TI_s_e_c_t_i_o_n;;;V;;;II of Special Text No. 165, .!:i:lementary l.lilitary Cryptop.;raphy. 

.. 

... 
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Q• The data given in Fig. 3 and Table 3 represent the relative fre­
quencies found in a large volume of English telegraphic text of a govern­
mental, administrative character. rhese frequencies will vary somewhat 
with the nature of the text analyzed. For example, if an equal number of 
telegrams dealing solely with ££ill~~ transactions in the !~her in­
dustry were studied statistically, the frequencies would be slightly dif­
ferent because of the repeated occurrence of words peculiar to that in­
dustry. Again, if an equal number of telegrams dealing solely with 
m!l!tarv messages of a ~~ character were studied statistically, the 
frequencies would differ slightly from those found above for general gov­
ernmental messages of an administrative character. 

~· If ordinary English literary text (such as may be found in any 
book, newspaper, or printed document) were analyzed, the frequencies of 
certain letters would be changod to an appreciable degree. This is be­
cause in telegraphic text words which aro not strictly essential for in­
telligibility (such as tho definite and indefinite articles, certain prep­
ositions, conjunctions and pronouns) arc omitted. In addition, certain 
essential words, such as "stop", "period 11

, "comma", and the like, which 
are usually indicated in writton or printed matter by s~nbols not easy 
to transmit telegraphically and which must therefore bG spelled out in 
telegrams, occur very frequently. Furthermore, telegraphic text often 
employs longer and more uncommon words than does ordinary newspaper or 
book text. 

~· As a matter of fact, other tables compiled in the Office of the 
Chief Signal Officer gave sli~htly different results, depending upon the 
source of the text. For example, three tables based upon 75,000, 100,000, 
and 136,257 letters taken from various sources (telegrams, newspapers, 
magazine articles, books of fiction) gave as the relative order of fre­
quency for the first 10 letters the following. 

For 75,000 letters 
For 100,000 letters 
For 136,257 letters 

ETRNIOASDL 
ETRIUOASDL 
E T R H A 0 I S L D 

~· Frequency data applicable purely to printed military text were 
compiled by .tiittl, from a study of 10,000 letters t::tken from orders and 
rGports. Tho frequencies found by him are given in Tables 4 and 5. 

11. Constancy of the st~nd~rd or nor~~l, monoliter~l-froquency 
distribution. - ~· Tho rcl::ttive fr3quencics disclosed by tho statistical 
study of lo.rge volumes of text mo.y be considered to ba tho standard or 
ll2£m~l frequencies of tho letters of written English. Counts made of 
smaller volumes of text ~ill tend to approximate these normal frequencies, 

--------
1 Loc. cit., pp. 6- 7. 
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TABLE 4 

Frequency Table for 10,000 lJtt~rs of litQr~ry English, 
us c ompilcd by Hitt. 

&.Eh·tQ_t!ti_pally~ngod. 

f.. - 778 G - 174 L - 372 Q - 8 
B - 141 H - 595 iv1 .":- ~~8 R - 651 
c - 296 I - 667 H - 686 s - 622 
D - 402 J - 51 0 - 807 T - 855 
E -1277 K - 74 p - 223 u - 308 
F - 197 

~!!!:?:!!&~9- according to r~lativu frequency. 

E -1277 R - 651 u - 308 y - 196 
T - 855 s - 622 c - 296 w- 176 
0 - 807 H - 595 M - 288 G - 174 
A - 778 D - 402 p - 223 B - 141 
il - 686 L - 372 F - 197 v - 112 
I - 667 

v - 112 
w- 176 
X - 27 
y - 196 
z - 17 

K - 74 
J - 51 
X - 27 
z - 17 
Q - 8 

Hitt also compiled data for tolegro.phic text (but does not stato what 
kind of mcssn.gcs) und gives tho follo•dng table• 

TABLE 5 

Frequency Table for 10,000 letters of telegraphic English, 
as compiled by Hitt. 

Alphabetically arranged. 

A - 813 G - 201 L - 392 Q - 38 v - 136 
B - 149 H - 386 ll - 273 R - 677 ~l - 166 
c - 306 I - 711 N - 718 s - 656 X - 51 
D - 417 J - 42 0- 844 T - 634 y - 208 
E -1319 K - 88 p - 243 u - 321 z - 6 
F - 205 

!rranged accorsing_l2_relative fregu!!ncy. 

E -1319 s - 656 u - 321 F - 205 K - 88 
0 - 844 r - 634 c - 306 , 201 X - 51 \J' -

A- 813 .J - 417 d - 273 1j{ - 166 J - 42 
N - 718 L - 392 p - 243 B - 149 Q - 38 
I - 711 H - 386 '{ - 208 v - 136 z - 6 
:t - 677 

.. 
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and, ·.1ithin certain limits, 1 the smaller the volume, the lower will be 
the de~ree of approximation to tho normal, until, in the case of a very 
short message, the normal proportions may not obtain at all. It is ad­
visable that the student fix this fact firmly in mind, for the sooner he 
realizes the true nature of any data relative to the frequency of oc­
currence of letters in text, the less often will his labors toward the 
solution of specific cip~ers be th\varted and retarded by too strict an 
adherence to these genernlized principles of frequency. He should con­
stnntly bear in mind th·1t such do.ta a.re merely statistical generalizations, 
th~t they will be found to hold strictly true only in large volumes of 
text, nnd that thoy mny not even be approximated in short messages • 

.:Q. Nevertheless the normal frequency standard or the "normal ex­
pectancy" for any alphabetic language is, in the last analysis, the best 
guide to, and the usual basis for, the solution of cryptograms of a cer­
tain type. It is useful, therefore, to reduce the normal, monoliteral 
frequency, bar-distribution to a basis that more or less closely approx­
im.J.tes the volullle of text \vhich the cryptannlyst most often encounters in 
individual cryptograms. As regnrds length of messages, counting only the 
letters in the body, ~nd excluding address and signuture, a study of the 
260 t3legrams referred to in paragraph 9 shows that the arithmetical aver­
age is 217 letters; the st~tisticnl menn, or weighted avernge 2 , however, 
is 191 lottors. These two results o.re, however, close enough together to 
vm.rr:~.nt the st:J.tement thnt the ,gvera.ge length of telegrums is nppro:x:~mately 
200 letters. 'l'he frequencies given in Par. 9 f. have theref'ore been re­
duced to a basis of 200 letters, and the following r:'lOnoliteral-frequency 
distribution may be taken as shouing the most typical distribution to be 
expected in 200 letters of telegraphic English text; 

~ 
~ 

~ ~ ~ 
IE =~ -2i 
;g=~£~~=i¥~ 

---

--= 
A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
r ·------- Fig.=.-L_________ -

It is useless to go beyond a certain limit in establishing the normal-fre-
quency distribution for a 3iven language. As a striking instance of this 
fact, witness the frequency study made by an indefatigable German, Kaeding, 
who in 1898 made a count of the letters in about 11,000,000 words, totalling 
about 62,000,000 letters in German text. Vfuen reduced to a percentage basis, 
and when the relative order of frequency uas determiped, the results he ob­
tained differed very little from the results obtained by Kasiski, a German 
cryptographer, from a count of only 1060 letters. See Kaeding, ~~~~ufig­
keitswoerterbuch11, Steglitz, 1898; Kasiski, uQie Geheimschriften un~ 
D~ch;j,.f.f.;rir-Kunst 11 , Berlin, 1363. 

2 The ~etical-average is obtain;d by a~g each different length and 
dividing by the number of different-length messages; the mean is obtained by 
multiplying each different length by the number of r.1essages of that length, 
adding all products, and dividing by the total number of messages. 
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c. The student should take careful note of the appearance of the dis­
tributionl sho\m in Fig. 4, for it will be of much assistance to him in the 
early stages of his study. The manner of setting do•·vn the tallies should 
be followed by him in making his own distributions, indicating every fifth 
occurrence of a letter by an oblique tally. This procedure almost auto­
matically shows the total number of occurrences for each letter, and yet 
does not destroy the graphical appearance of the distribution, especially 
if care is taken to use approxit:J.ately the same aoount of spaee for each set 
of five tallies. Cross-section paper is very useful for this purpose. 

SECTIOU IV 

FUND.MflE:.JT AL USES OF TH.li! MONOLITE:i..I\.L FREQUE:NCY DISTRIBUTION 

Paragraph 
The four facts which can be determined from a study of the 

monoliteral-frequency distribution for a cryptogram. 12 

Determining the class to which a cipher belongs • • • • • 13 

Determining whether a substitution cipher is monoalphabetic 
or polyalphabetic •••••••• o • o o • • • • • • • • 14 

~etennining whether the cipher alphabet is a standard, or a 
mixed cipher alphabet. • o • • o • • • • • • • 

~etermining whether the standard cipher alphabet is direct 
or reversed. • • •.••••• ~ •••. a ••••• 

15 

16 

12. The four facts which can be determined from a study of the mono­
literal-frequency distribution for a cryptogram. - ~· The following four 
facts (to be explained subsequently) can usually be determined from an in­
spection of the Monoliteral frequency, bar-distribution for a given ciphor 
message of average length, co~posed of letters: 

(1) Whether the cipher belongs to the substitution 
or the transposition class; 

(2) If to the former, whether it is monoalphabetic 
or polyalphabetic in character; 

---------------------------
1 The use of the terms "distribution" and 11 frequency distribution", in-
stead of "table" and "frequency table", respectively, is considered ad­
visable from the point of view of consistency \lith the usual statistical 
nomenclature. 1hen data are given in tabular form, 1:1ith frequencies in­
dicated by numbers, then they may properly be said to be set out in the 
foro of a i~bleo \~en, however, the same data are distributed in a chart 
which partakes of the nature of a graph, with the data indicated by hori­
zontal or vertical linear extensions, or by a curve connecting points 
corresponding to quantities, then it is more proper to call such a graphic 
representation of the data a ~ar-distrib~ti£U• 

.. 

• 
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(3} If monoalphabetic, '~ether the cipher alpha­
bet is a standard cipher alphabet or a mixed cipher 
alphabat; 

(4) If standard, whether it is a direct or re­
versed standard d,pher alphabet. 

~· For im~cdiate purposes the first two of the foregoi~g determina­
tions are quite important and will be discussed in detail in tho next two 
subpara~raphs, the other two determinations vdll be touched upon very 
briefly, leav~ng their detailed discussion for s~bsequent sections of the 
text. 

13. Determining the class to which a cipher belongs. - !• The de­
termination of the class to which a cipher belongs is usually a relatively 
easy matter because of the funda~ental difference in the nature of trans­
position and of substitution as cryptographic processes. In a transposi­
tion ciphor tho original letturs of the plain text havo merely been ro­
a~ranged, without any change whatsoever in their identities, that is, in 
the conventional values they have in the normal alphabet. Hence, the 
numbers of vowels (A, E, I, 0, U> Y), high-frequency consonants (D, N, R, 
S, T), JJ.edium-frequency consonants (B, G, F, G, H, L, M, P, V, \V}, and 
low-frequency consonants (J, K, Q, X, Z) are exactly the same in the 
cryptogram as they are in the plain-text message. Therefore, the per­
centages of •Towels, high, medium, and low-frequency consonants are the 
same in the transposed text as in the equivalent plain text. In a sub­
stitution cip~er, on the·other hand, the identities of the original let­
ters of the plain text have been changed, that is, the conventional values 
they have in the normal alphabet have been altered. Consequently, if a 
count is made of the various letters present in such a cryptogram, it 
will be found that the number of vovtels, high, medium, and low-frequency 
consonants will usually be quite different in the cryptograo from uhat 
they are in the original pl~in~text message. Therefore, the percentages 
of vowels, high, medium, and low-frequency consonants are usually quite 
different in the substitution text from what they are in the equivalent 
plain text. From these considerations it follo\iS that if in a specific 
cryptogram the percentages of vov,rols, high, r.1adium, and low.-frequency 
consonants aro approxicatcly the samo as would be o xpocted in normal 
plain toxt, tho crypto~rao nrobabl~ belongs to the transposition class; 
if these percentages are quito different from those to be expected in 
no:nnal plain text tho cryptogram probabl:I belongs to the substitution 
class~ 

.2• In tho prr3coding subparagraph the word "probably" \?aS emphasized 
by underscoring it, for thoru can be no certainty in evory case of this 
determination. ysually those percentages in a transposition cipher are 
closo to tho normal porcuntngos for plain text; usually, in a substitu­
tion cipher, they are far different from tho normal percentages for plain 
toxt. But occasionnlly n cipher ~ess~go is oncountorod which is difficult 
to clnssify with n reasonable degree of certainty bocauso tho message is 
too short for tho gonornl principles of frequency to manifest themselves. 
It is clo~r.thnt if in ~ctual mess~gcs thoro wore no variation whatever 
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from the norm'11 vo,,.•el and consonant percentages given in •rable 3, the de­
termination of the class to w~1ic!-1 a specific cryptogram belongs would be 
an extre.:'lely simple ... tatter. But unfortunately there is ah1ays some var­
iation or deviation from the normal. Intuition suggests that as messages 
decrease in len~th there may be a greater and greater departure from the 
normal proportions of vowels, high, medium and lou-frequency consonants, 
until in very short messages the normal proportions may not hold at all. 
Sinilarly, as messages inc:L"ease in len3th there may be a lesser and lesser 
departure from the normal proportions, until in t!lessages totalling a 
thousand or more letters thore may bo no difference at all between the 
actual and the t!-leoretical proportio11.s. ,But intuition is not enough, for 
in dealing with specific messages of the length of those commonly en­
countered in practical ''lork the question sometimes arises as to exactly 
ho\f much deviation froP.J. the normal proportions may be allo\ved for in a 
crypto.5ram that shows a consideral?le amount of deviation from the normal 
~nd r.ti~~t still belong to the transposition rather than to the substitu­
tion class·. 

£.• Statistical studies have been made on this t~atter and some graphs 
have been constructed thereon. These are shown in Charts 1-4 .in the form 
of simple curves, the use of which will now be explained. Each chart con­
tains two curves marking the lower and upper limits, respectivel,y, of the 
theoretical aoount of deviation (from the normal percentages) of vowels or 
consonants which may be allowable in a cipher believed to belong to the 
transposition class. 

!!.· In Chart 1, curve v1 marks the lower litait of the theoretical 
amount of deviation from the normal number of vm.78ls to be expected in a 
messaje of given length~ eurve v2 marks the upper limit of the same thing. 
Thus, for example, in a message of 100 letters in plain English there 
should be between 33 and 47 V0\1els (AEIOUY). Like't"tise, in Chart 2 curves 
.il and H2 mark the lower and upper limits as regards the high-frequency 
consonants. In a messa3e of 100 letters there should be between 28 and 42 
~ig'!"'.-fr:equency consonants (D!JilliT). In Chart 3, curves 111 and .J.Ji2 mark the 
lower and upper limits as regards the nedium-frequency consonants. In a 
message of 100 letters there should be between 17 and 31 medium-frequency 
consonants (3CDFGH.l.i.t'V f). Finally, in Chart 4, curves L1 and L2 mark the 
lo\ier and upper limits as regards the low-frequency consonants. In a 
message of 100 letters the .~e should be bett"teen 0 and 8 lo>t-frequency con­
sonants (Jl:'JXZ). In usin1 the charts, the~·efore, one finds the point of 
intersection of the vertical coordinate correspondin:; to the length of the 
message, with the horizontal coordinate corresponding to (1) the number of 
vowels, (2) the number of hi1h-frequency consonants, (3) the nut•lber of 
medium-frequency consonants, and (4) the number of low-frequenc~r conson­
ants actually counted in the message. If all four points of intersection 
fall within the area deli •. lited by the respective curves 2 then the .aumber 
of vowels, high, cedit!l!l_, and low-frequency consonants corresponds with the 
nuinber theoretically expected in a normal plain·-text oessage of the same 
len5th; since the messa_6e under investigation is not plain text, it follows 
that the crypto~ram may certainly be classified as a transposition cipher. 
On the other hand; if one or more of these points of intersection falls 
outside the area delimited by the respective curves, it follows that the 

v 
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crypto ;ram is pro~ably a substitution cip~er. rhe distance that the point 
of intersection falls outside the area delinited by these curves is a more 
o;r las's rou3h 1.1easure o'f' taf'l inprobahility of the crypto:;ram's being a 
transposition cip~er. 

!!.• S_o::1etit.1es a crypto,~ra111 is e:1countered which is hard to classify 
with certai:.1ty evan •vith t~1e fore·~oin.:; aids, because it has been con­
sciously prepared 1."/ith a view to r..a~dng th!'l classification difficult. 
This can be done eit:1er by selectin2: peculiar \lOrds (as in "trick crypto­
grams·•} or by eoploying a cipher alphabet in '.mich letters of ~pproxi­
mately ~i·~il~~~rmal_freg~~cie~ have oeen interchanged. For example, 
E may be re~laced by 0, T by ~, and so on, thus yielding a cryptogram 
givin~ external indications of' bein~ a transposition cipher but 1.1hich is 
Teally a substitution cipher. If the cryptogram is not too short, a 
close study will usually diaclose what has been done~ as well as the 
futility of so simple a subterfuge. 

f. In the majority of cases, in practical ·Jorit, the determination 
of the class to which a ci?her of avera3e length belongs can be made from 
a mere inspection of the message, after the cryptanalyst has acquired a 
fa1::dliarity ;·•ith the normal ap!_Jearance of transposition and of substitu-

'tion ciphers. In the former case, his eyes very speedily note taany high-
frequency letters, such as ~, T, H, H, 0, and s, VTith the absence of low­

.frequency letters, such as J, K, Q, X, and Z; in the latter case, his 
eyes ju-st as quic:~ly note the presence of r·luny loVJ-frequency letters, and 
a corres;,;onding ·al:lsence of t~e usual hi::;h-frequency letters. 

· .::t• .1.not'1er rather quickly aor:tpleted test, in the case of the simpler 
varieties of ciphers, is to look for .rJllieti_tiQB.!:!.__o..f.. groups of letters. As 
will beco:~e ap,arent very soon, r'ecurrences of syllables, entire words and 

·! short phrases con.Jtibuta a characteristic of all normal plain text. Since 
a tra.nspos.i tion cip~1er involves a chan~e in the .§_equence of the letters 
.composin~ a plain-text nessage, sucl-J. recurrences are broken up so that the 
cip'-ler t.ex~ no lon3er \irill show repetitions o.r 1:1ore or less lengthy se-
quences of letters. )jut if a ci;;>!-l.er message does show many repetitions 
and t:,ese are nf several letters in len3th, say over four or five, the 
conclusion is at once Ylarranted tha·i; the cryptogram is most probably a 
subs.titution and not a transposition cipher. .-l.o\/ever, for the beginner in 
cryptanalysis, it will be advisable to mal:e the monoliteral frequency, 
bar-distribution, ·and .aote the frequencies of the vottels) the high, medium, 
and lo,,r-frequency consonants. 'i'hen, referring t.o Charts 1 to 4, he should 
carefully not-e ,-,hether or :1ot the o'i:>served frequencies for these categories 
of, letters fall ·:Jithin the lL~1its of the ~heoretical frequencies for a 
normal pla~n-text message of the saille length, and be guided accordingly. 

·h· It is ob-vious that the foregoing rule applies only to ciphers com­
posed. ·vholly of letters. If a message is co:J.posed entirely of fi3ures, or 
of arbitrary signs and symbols, or of inter~ixturea of letters, fi;ures and 
other s~nbols, it is i~uediately apparent that the cryptogram is a sub­
stitution cipher 



REF ID:A64644 

- 28 -

i· Finally, it should be mentioned that there are certain kinds of 
cryptogrru~s ~hose class cannot be deten~ined by the method set forth in 
subparagraphs ~' £, ~ above. {fhese exceptions will be discussed in a sub­
sequent section of this text. 

14. Determinins whether a substitution cipher is monoalphabetic or 
polyalphabetic. - ~· It will be remembered that a monoalphabetic sub­
stitution cipher is one in \lhich a single cipher alphabet is employed 
throughout the whole message, that is, a given plain-text letter is in­
variably represented throughout the message by one and the same letter in 
the cipher text. On the other hand, a polyalphabetic substitution cipher 
is one in which two or more cip'her alphabets are employed within the same 
message; that is, a given plain-text letter may be represented by two or 
more different letters in the cipher text, according to some rule govern­
ing the selection of the equivalent to be used in each case. From this 
it follows that a single cip~er letter may represent two or more different 
plain-text letters. 

·B· It is easy to see ~hy and how the appearance of the monoliteral­
frequency distribution for a substitution cipher may be used to detennine 

·whether the cryptogram is monoalphabetic or polyalphabetic in character. 
The normal distribution presents marked crests and tr0ughs by virtue of 
two circumstances. First, the elementary sounds vrhich the syt.1bols repre­
sent are used w·ith greatly varying frequencies, it being one of the strik­
ing characteristics of every alphabetic language that its elementary sounds 
are used with zreatly varying frequencies.2 In the second place, except 
for orthographic aberrations peculiar to certain language (conspicuously, 
~nzlish and French), each such sound is represented by the same symbol. 
It follows, t~1erefore, that since in a monoalphabetic substitution cipher 
each different plain-text letter ( = elementary sound) is represented by 
one and only one cipher letter (=elementary s~Jbol), the monoliteral-fre­
quency distribution for such a cipher message must also exhibit the ir­
regular crest and trough appearance of the normal distribution, but with 
only this important r.lodification. the absolute posHions of the crests 
and trougl!2....Yftl;.l not be the sam.!!__as in the normal. That is, the letters 
accompanying the crests and the troughs in the distribution for the crypto­
gram will be different froM those accoQpanying the crests and the troughs 
in the nonnal distribution. But the marked irra~ularity of the distribu­
tion, the presence of accentuated crests and trou;hs, is in itself an in­
dication that each Syt"lbol or cipher letter always represents the same 
plain-text letter in that cryptogram. Hence the general rule. A &larked 
q,Dtst and trougJl.~arance __ in the J'!!.Q!l.Olit!E_al-freg_U:~J!.!£X.-distribution for 
!Lgiv~I.:Y.E.i.Q.;ram indicates that a. single cipher a~p1.abet is involved_~ 
constitutes one Q.LiJI.e tests for a t.lo:uoalphabetic substitution c_~er. 

--------------------1 Par. 47. 

------------------------------
2 ~he student who is interested in this phase of the subject may find the 
following reference of value. Zipf, G. K. 11Selected Studies of the Prin­
ciple of nelative lrequency in Language." Cambridge, r . .ass., 1932. 
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.9.• On the other haad, suppose that in a cryptogram each cipher let­
ter represents several different plain-text letters. Some of them are of 
high frequency, others of low frequency. The net result of such a situa­
tion, so far as the monoliteral frequency distribution for the cryptogram 
is concerned, is to prevent the a!);-earance of any marked crests and troughs 
and to tend to reduce t"le elenents of the distribution to a r.1ore or less 
cor.1mon level. This iuparts a 11 flattened out 11 appearance to the distribu­
tion. For exanple, in a certain cryptogratJ. of polyalphabetic construc­
tion, I:c = 3P' Gp 1 and Jp; Rc = AP' Dp, and Bpii Xc = Op, Lp~ and Fp• The 
frequencies of Kc, Rc and X

0 
will be approximately equal because the sum­

mations of the frequencies of the several plain-text letters each of these 
cipher letters represen·lis at different times will be about equal. If this 
same phenomenon 'were true of all the letters of' the cryptogram, it is clear 
that the frequencies of the 26 letters, when shown by means of the ordin­
ary monoliteral frequency distribution, would show no striking differences 
and the distribution would have the flat appearance of a typical polyalpha­
betic substitution cipher. Hence, the general rule !~ absen~of 
m_ark~g__cu:_est~_!i!P_cL:tro~!,!s. in the monQ_literal-freguency distr~C?.!Li!!­
Q.icat~s that two or more cipher a;l..EQ!lbets are invol~~d. The flattened-out 
appearance of the _g_istri~Jution c_onstitutes one of the tests for a_E£!Y::. 
~lphab.J!.:lic substitution ciph~ 

~· The fore3oing test based upon the appearance of the frequency 
distribution constitutes only one of several means of determining whether 
a substitution cipher is ~onoalphabetic or polyalphabetic in composition. 
It can be employed in cases yielding frequency distributions from which 
defiaite conclusions can be drawn vdth hlore or less certainty by mere 
ocular examination. In those cases in which the frequency distributions 
contain insufficient data to permit drawing definite conclusions by such 
examination, certain statistical tests can be applied. These will be dis­
cussed in a subsequent text. 

~· At this point, however, one additional test will be given because 
of its simplicity of application. It may be employed in testing messages 
up to 200 letters in length, it being assumed that in t'lessa~ee of great~r 
length ocular exarJination of the frequency distribution offers little or 

·no difficulty. This test concerns the ~~~ of blanks in the frequency 
distribution, that is, the number of letters of the alphabet which are en­
tirely a?sent from the message. It has been found from statistical studies 
that rathsr definite 11 laws'' govern the theoretically expected nu.r..ber of 
blanks in normal plain-liext messages and in frequency distributions for 
crypto~rams of different natures and of various sizes. The results of 
certain of these studies ~1ave been embodied in Chart 5. 

f. This chart contains two curves. The one labeled P applies to the 
average nu~ber of blanks theoretically expected in frequency distributions 
based upon nor1.1al plain-t ext messages of the indicated leng:t_hs. The other 
curve, labeled R, applies to the average number of blanks theoretically ex­
pected in frequency distributions based upon perfectly r:.~£!!! assortments 
of letters) that is, assortments such as w·ould be found by random selec­
tion of letters out of a hat containing thousands of letters, all of the 
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26 letters of the alphabet being present in equal proportions, each let­
ter being replaced alter a record of its selection has been r.tade. Such 
random assort • .tents correspond to polya.lphabetic cipher messages in which 
the number or cipher alphabets is so large thut if uonolitera1- frequency 
distributions are r.tade of the letters, the distributions are practically 
identical with thoso w~ich are o~tained by random selections of letters 
out of a hat. 

g. In using this chart, one finds the point of intersection of the 
vertical coordinate correspondin~ to the length of the message, with the 
horizontal coordinate corresponding to the observed number of blanks in 
the monoliteral- frequency distribution for the 1nessage. If this point of 
intersection falls closer to curve P than it does to curve R, the number 
of blan~s in the meseage a?proximates or corresponds more closely to the 
number theoretically expected in a plain-text messa6e than it does to a 
+a~dom cipher-text message of the same length; therefore, this is evidence 
that the cryptogram is monoalphabetic. Conversely, if this point of inter­
eection falls closer to curve R than to curve P, the number of blanks in 
the message approximates or corresponds more closely to the number theo­
retically expected in a random text than it does to a plain-text massage 
of the same length; therefore, this is evidence that the cryptogram is 
polyalphabetic. 

h• Practical exar.tples of the use o£ this chart \'ill be given in some 
of the illustrative messages to follow. 

15. Determining whet'1er the cipher alphabet is a standard, or a mixed 
cip11er alphabet. - !!• ASsuming that t!Ie 'lOnoli teral-frequency distribu­
tion for a given crypto;rar.1 has been made, and that it shows clearlY. that 
the cryptogram is a substitution cipher and is monoalphabelic in character, 
a consideration or the nature of standard cipher alphabets almost makes 
it obvious how an inspection of the distribution will disclose whether the 
cipher alphabet involved is a standard cipher alphabet or a mixed cipher 
alphabet. If the crests and troughs of the monoliteral-frequency distribu­
tion occupy positions which correspond to the r,e~ative positions they oc­
cupy in the normal- frequency distribution, then the cipher alpl-J.abet is a 
standard cipher alp~abet. I£ this is not tho case, then it is highly prob­
_able that the crypto1ram has been prepared by the use of a mixed cipher 
alp11.abet • 

..b· .A mechanical test may be applied in doubtful cases arising from 
lack of material available for study. Just >;hat this test involves, and 
an illustration o£ its application will be ~ivan in the next section, using 
specific examples. 

16. .Jet~rmining whether the standard cipher alphabet is direct or 
reversed. - As~uming that the monoliteral-frequency distribution for a 
given cryptogram shows clearly that a standard cipher alphabet is involved* 
the determination as to whether the alphabet is direct or reversed.can also 

1 
See t>ar. 41, S~1ecial-;ext !~o. 165, ;;_e•!'lentary 1.i~t~:y Cryptography. 
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be made 'by inspection, since the difference 'bet,7een the t·u·o is merely a 
matter of the f!.k~_c.:t):..<2!l in r1'1ich the sequence of eras t;s and troughs pro­
gresses~ to the ri ~~1t, as in non ... al reading or writ in:;, or the left. 
In a direct cip11e1r alp!1abet the direction in vhich the crests and troughs 
of t~1e ::J.onoliteral-frequency disti"ibution should be read is the normal 
direction, from left to ri~h·t;; in a reversed cipher alphabet this direc­
tion is reversed, from ri~ht to left. 

S.GC'.riOH V. 

Principles of solution by co~struction and analysis of the 
monoliteral-frequency dist~ibution • • • • • 

Theoretical exa::~ple of solution • • • • '11100'1110000 

l:-'aragraph 

17 

18 

Practical example of solution by the frequency method • • • .. • l9 

Solution by completing the plain-component sequence • • • • • • 20 

Special remarks on the method of solution by completing the plain-
component sequence • • • • • • • • • • • • • • • • • • • • 21 

'/alue of mechanical solution as a short cut • • • 0 • • • • 0 0 22 

17. .l:"rinciples of solution by construction and analysis of the mono­
literal-frequency distri:Jution. - .!• Standa1•d cipher alphabets are of two 
sorts, direct and reversed. The analysis of nonoalphabetic cr.yptograms 
prepared by their use follows almost directly from a consideration of the 
nature of such alphabets. Since the cipher component of a standard cipher 
alp~abet consists either of the normal sequence merely displaced 1, 2, 3 
••• intervals from the normal point of coincidence, or of the normal se­
quence proceeding in a reversed-normal direction, it is obvious that the 
monoli"l:ieral-frequency distribution for a cryptogram prepared by means of 
such a cipher alphabet employed monoalphabetically'will show crests and 
troughs whose relalli2. positions and frequencies •,lill be exactly the same 
as in the monoli.teral-frequency distribution for the plain text o:f that 
crypto~ram. 'rhe only thin:; t 11at has happened is that the •.Jhole set o:f 
crests and troughs o:f the monoliteral-frequency distribution has been dis­
placed to the ri3ht or left of the position it occupies in the monoliteral­
rrequency distribution for the plain text; or else the successive elements 
of the uhole set pro3res~ in the opposite directiQn. Hence, it follons 
that the correct determination of the plain-text value or the letter mark­
ing any crest or trou.gh of the t::~.onoliteral-frequency distribution will re­
sult at one stroke in the correct determination of the plain-text values 
or §:;11 the retnainin:; 25 letters respectively marking the other crests and 
troughs in that distribution. Thus, having determined the value of a 
sin3le element of the cipher component or the cipher alphabet, the values 
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of all the re~ainin5 letters of the cipher component are automatically 
solved at one stro:{e. In 1.1ore sinple language, the correct determination 
of' the value of a single letter o1 t!1e cipher text automatically gives the 
values of the other 25 letters of the cipher text. The problem thus re­
solves itself into a matter of selectinJ that point of attack which will 
most quickly or most easily lead to the determination or the value of 2n& 
cipher letter. The single word identification will hereafter be used for 
the phrase ''detertnination of the value of a cipher letter"; to ident.ify a 
cipher letter is to find its plain-text value. 

~· It is obvious that the easiest point of attack is to assume that 
tl-].e letter marking the crest of greatest frequency in the l.:onoliteral­
frequency dist~ibution for the crypto3ram represents Ep• Proceeding from 
t~is initial point, the identifications of the remaining cipher letters 
marking the other crests and troughs are tentatively made on the basis 
that the letters of the cipher component proceed in accordance rdth the 
no~nal alp~abetic sequence, either direct or reversed. If the actual 
frequency of each letter rnarking a crest or a trough approximates to a 
fairly close degree the normal theoretical frequency of the assumed plain­
text equivalent, then the initial identification Gc = Ep may be assumed to 
£~2~ect and therefore the derived identifications of the other cipher 
letters may be assurned to be correct. If the original starting point for 
assi3nment of plain-text values is not correct, or if the direction of 
"reading" the successive crests and troughs of the r.1onoliteral-frequency 
distribution is not correct, then the frequencies of the other 25 cipher 
letters ·rill not correspond to or even approximate the normal theoretical 
frequencies of their hypothetical plain-text equivalents on the basis of 
the initial identification. A new initial poiat, that is, a different 
cipher e~uivalent must then be selected to represent ~P; or else the direc­
tion of "reading" the crests and t :4 oughs must be reversed. This procedure, 
that is, the attempt to ~~ake the actual frequency relations exhibited by 
~onoliteral-frequency distribution for a ~ivan crypto~ram conform to the 
theor~tical frequency relations of the normal-frequency distribution in an 
effort to solve the cryptogra!!l, is referred to technically as "fitting the 
actual monoliteral-frequency bar distribution for a cryptogram to the theo­
retical monolHeral-frequency bar dist r·ibution for normal plain text", or, 
more briefly, as ''filling tl1e freguen£_Y distribution for the cryptogram to 
the normal-frequency dist.4 ibution, 11 or, still more briefly, "fitting; the 
distri':>Ution to the normal." In statistical v10rk the expression commonly 
employed in connection ·;ith this process of fitting an actual distribution 
to a theoretical one is '~astin1 the ~oodness of fit". The closeness of 
the degree of goodnGss of fit may be stated in various ways, mathematical 
in character. 

_g_. In fittin~ the distdbution to the normal, it is necessary to re­
:sard t~1e cip'1er ~omponent (t'1a.t is, the letters a ••• Z mar!'.ing the succes­
sive crests and troughs of the monoliteral-frequency distribution) as par­
taking of the n?-ture of a ,.1heel or sequence closing in uDon itself, so that 
no matter with Vlhat crest or trough one starts, the spatial and frequency 
relations of the crests and troughs are constant. This 1:1anner of regard'­
inj the cipher component as being cyclic in nature is valid because it is 
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£ill2..1:!!3.J hat t hL!:_e l~t i ve pos i i!_iQ.PJL.~l:.Z:I!l_quenc :i.:!!L2.f.. the_.£!:~ st s and 
troughs of an~L.!!!Q.!!~literal-freguel'!£.Y..£istribution mus.!_~ain i,h..!.,l!.!!! 
!~~rdless of what letter is em~l~as the initial .Eoint of the dis­
irib~tion. Fig. 5 gives a clear picture of what is meant in this con­
nection, as applied to the normal-frequency distribution. 

\( 

u 
I 

\
s_ 
t\ 

\ 

·.Q . t: 

Fig. 5 

g,. In the third sentence of subparagraph .Q, the phrase "assumed to 
'be correct" was advisedly employed in describing the results of the at­
tempt to fit the distrioution to the no~mal, because the final test of 
the ~oodness of fit in this connection (that is, of the correctness of 
the assi3m.1ent ·of values to the crests and trou ~hs of the monoliteral­
frequency.aistribution) is whether the £Qll.~isteqi substitution of the 
plain-text values of the cipher cha!·acters in the cryptogram will yield 
intelligi l:>le plain text. If this is not the case, then no .1atter how 
close the approximation between actual and theoretical frequencies is, no 
matter how well the monoliteral-frequency distribution fits the normal, 
the only possible inferences are tl1at (1) either the closeness of the fit 
is a pure coincidence in this case, and that another equally good fit may 
be obtained from the same data, or else (2) the cr1ptogram involves some­
thin:; ·.lore than sitnp1e monoalphabetic substitution by r.1eans of a single 
standard cipher alphabet. For exar.1ple, suppose a transposition has been 
applied in addition to the substitution. Then, although an excellent 
correspondence bet·.reen the monoliteral-frequenc~' distribution and the 
normal-frequencJ distribution has been obtained, the substitution of the 
cipher letters by their assumed equivalents will still not yield plain 
text. .iowever, aside fron such cases of double encipher.1ent, instances 
in 1Vhich the monoliteral-f'requency distribution 1:1ay be easily fitted to 
the .norual-·frequency distribution and in 11hich at the sa1:1e time an attempted 
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si~..1ple substitution fails to yield intelli3ible text are rare. It may be 
said that, in practical ope:·ations ··1henev'lr the r.1onoli teral-frequency 
distribution can 'f:le nale to fit t~e aorual-frequency distribution, sub­
stitution Of VO.lU'3S •-rill result in solution; and, as a COrollary, \7henever 
the monoliteral-frequency distribution cannot be 1::1ade to fit the normal­
fraquencJ distribution, the cryptogram does not represent a case of simple, 
monoalphabetic s~J.bstitution by rneans of a standa ·d alphabet. 

13. Theoretical exa•11ple of solution. - ~· The foree;oing principles 
will become clearer by notin1 the cryptographing and solution 6f a theo­
retical example. The follovTing oessa~,e is to be cryptographed. 

--
HOSTIIW lO:i.C::J '...i:STI; ATED •• T OIB :t!i:GI.•.::i:liT I1JFAliTRY 

AUD T :o l-Li1.TOON5 C.i.Vn.L 1Y · :OVIHG oOUTH OP "JUI1HU1 ONT 

f'IlGl STO.I:" 1.lli:Ai> Oii' COLU .. !l JE.i.. ~IH'} !lO:W JUIWTIOl~ SEV£U 

THrt:;:i: S.l!!V~~~ COuU. 3AST OF GMENACrtJi] SCHOOL FI.L~D Ur'ON 

~· First, solely for purposes of demonstrating certain principles, 
the i:lonoliteral-frequency distribution for this 1.1essage is presented in 
Fig. 6. 

--

~ 

'E -=~ ~ 
~ =-- t ~~- i!! ~ ~ ·"¥ 
A .a·c F G H I J 

=~ 
e~ 
~~ 

=~~­
- ~~~-~e 
K L lL N 

Fi~. 6 
0 

= 
~=-~ 
~ ~i!! 

=~~~ii-
R S T U v ".1 X y 

_g,. Uow let the fore~oing r1essage be cryptosraphed wonoalphabetically 
by the follo•:1ing ci:pher alphabet, yielding the cryptogram and the mono­
literal-frequency distribution shovm below. 

Plain. A J C D ~ F G rl I J 1. 

Cipher. G rl I J r: L •. N 0 r 
L • l·I 0 r 2 rt ·=> T U V I X Y Z 
3 b T U V i X I Z A J C D ~ ? 

z 



1-'lain . if 0 s T I 
Cipher= uu y z 0 

.flain . ! ..1 N 1 I 
Cipher. s 1~ T z 0 

.t-lain ~ L J. f - 0 
Cipher~ R X 

., ::, u !I 

rlain . s T 0 r' :i 
Cipher. y z u v i~ 

J:"lain . c T I 0 '! 
Cipher. I Z 0 U T 

Plain . F G 4~ ..J .J1 
Cipher. LJ X 1 ... 1~ 

.Hain . .1:" ~-~. ·~ J. 0 
Cipher. v .., z A. U ~ 
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L l F 0 a C ~ ~-a T 
rl I~ L U X I I: 1. f Z 

I -·- A 'i' 3 
0 .j ,., 

\l' z 7/' 
L• 

N l L\ lJ '£ R. y ·"" !l D T ! 0 p L 
TLGTZ x.~.}l'J z c u v ., . \ 

j) AT 0 N 
, 

R 3: G I .!I 

J G z u 1' K X I\ 1.•1 0 

:.'- T 0 0 H 3 c AVA 
G z u U T y I (} 3 G 

V I H G S 0 U r l':l 0 H ~ U I 1~ 1! I , 0 N ' T .P I K E 
.B 0 T •- Y U .\. Z ·f U T I .\. 0 T T 0 S U T Z 'I 0 1 K 

B A ~ 0 ? C 0 L U ~ ~ il ~ ~ ~ I N G ~ 0 A D J U N 
I'~ G J U L I U :t .i. S T T r: G X 0 T l. X U G J ? A T 

S .:! V ~ :1 T H "'· :i~ ...: S !: V i: U C 0 ~ .. , A ·il A S 1' 0 
1 I: .a i~· 1' Z ~~ X E I~ Y r: .J !: T I U 3 S G I: G 'f. Z U 

i; .d. c ~l ~ 

T 'l I X K 
S C H 0 0 
'f I :: U U 

L F I 
R L 0 

D U r 0 IZ 
J A V U T 

3 :.: o u :n 
.I ~ U A X 

i. S S T 0 J:' '1 ·"" V ~ .J ...: :.3 'i' : 0 f .::; .0 3 _{ I u J E 
:t l 'l Z U V i.J G- !3 .: J 1~ Y Z X U .i: l~ J H X 0 J l,'i K 

dain • 0 'I ~ :1 I IJ .) I .\. 1~ C ' ..:: ~ K. 
I;;, K h 1 ,9ipher. U 3 ~~ 1~ 0 T J 0 .z T 

Cryptogram. 

1~ u 'l z 0 a. 1~ L U A 
s K T z 0 T L GT z 
., ·r 

.:.\ .1\, 
, 

'5 !I u ..3 0 T _, I 
y z u v !; K J. J u L 

~ I z 0 U 'L y ~: J KT 
L •- X K ~: T '' lT .:r ... X i·: 
v ~ z XU ·:!t f y z u .X 

u B K X 0 T J 0 G T 

I ~.. """" y z 0 ::; G Z K 
A I' 

'" G T J z a u v n. 
u J\ z lJ u T ir~.OT 
tu _q ·"' s T T i: r, X .:r 

Z :.I XKK y 1: n .. ,., 
'- r 

y I n a u ~ L 0 ;{ K 
v !J G B I~ J K y z X 
I· X K ~: 1 

J G Z U T 
G XU u 1' 
T 0 s u ·r 
0 T. X U 
r· u s b G 
JAVUT 
u 1: K J H 

::2' ---· ....... 
i?fri 
e~ 

K X K . 0 
y I (} B G 
z v 0 :_; I: 
J J . .- rL T 
KG y z u 
II ,:;: u A X 
X 0 J 1.i K 

-~ --=~~- ~~g 
.::% - ' :::' -::%. -=r ::z' = - :;2' E. t: -= ::2: ~ i!: 2: ;5; = ;f! __ -= z=- .iE e. .It 'i!:. _ e- z:: . _ 

A n C D E F G H 'I J K L ii 0 r '1 a 5 T U V f X Y Z 
Fig. 7 

~· Let the student now compare Figs. 6 and 7) which have been super­
imposed in Fig. 8 for convenience in examination. Crests and trou3hs arg 
present in both distributionsi moreover, their relative positions and fre­
quencies have not been changed in the slightest particular. Only the absolute 
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positi~n ef the sequence as a whole has been displaned six intervals te 
the right in Fig. 7, as compared with the absolute position ef th:> sequence 
in Fig. 6. 

~ ==.t 
~- ~~ 

~ ~ ~~ 2::=~ 
~ = ~~ -~ -=~~- ~E~-­
~~~~~~~~~-~~~~~~-~~~~~-

A B C D E F G H I J lC L M N 0 P Q R S T U V \'1 X Y .. z 

=2; 
~E 

~~ 
~ E-~ --~ -=~~ ~~~ 
~=~~~~E~t-=~Eg~~-~~~ 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Fig. 8 

~· If the two distributions are compared in detail the student will 
clearly understand how easy the solution nf the cryptogram w~uld be to one 
who knew nothing about how it was prepared. For example, the frequency •f 
the highest crest, representing E in Fig. 6 is 28; at an interval of three 
letters befcre E there is anothe~ crest representing A with frequency 16. 
Between A and E ~here is a tr~ugh, representing the lowErrequency letters 
B, C, D. On the other side of E, at an interval of three letters, ~omes 
another crest, representing I with frequency 14. Between E.and I there is 
another trough, representing the low-frequency letters F, G, H. Compare 
these crests and. troughs with their homologous crests and troughs in Fig. 
7. In the latter, the letter K marks the highest crest in the mon~literal­
frequency distribution with a frequency ~r 28; three letters before K there 
is another cre~t, frequency 16, and three letters on the other side of K 
there is another crest, frequency 14. Troughs corresponding tn B, C,. D and 
1, G, H·are seen at~H, I, J and L, M, N in Fig. 7. In fact, the two dis­
tributions may be made to coincide exactly, by shifting the monoliteral­
frequency distributiC'In for the cryptf'gram six intervals· to the left with 
respect to the monnliteral-frequency distributil"n fnr the equivalent plain­
text message, as shown herewith. 



REF ID:A64644 

- 3'7 -

A B C D ~ F G H I J K L M N 0 P Q R S T U V W X Y Z -
=~ 
§~ 

~~ ~ = E~ ~=e 
.~~ =-=-~ _;s . -=~~- ~~iE:--
b~=~~~~~~~-=~~~~~~~~~~~- ---

G H I J K L M N 0 P Q R S T U V W X Y Z A B C D E F 
Fig. 9 

i• Let us suppose new that nothing is kn.wn about the cryptographing 
pr~cess, and that only the cryptogram and its monoliteral-frequency distribu­
tion is at hand. It is clear that simply bearing in mind the spatial relati~ns 
of the crests and troughs in a nonmal-frequency distribution would enable the 
cryptanalyst to fit the moncliteral-frequency distribution to the normal­
frequency distribution in this case. He would naturally first assume that 
Gc = ~' from which it would follow that if a direct standard alphabet is 
involved, He = B , Ic = CP' and so on, yielding the following (tontative) 
deciphering alphRbeta 

Cipher: A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Plain : U V VI X Y Z A B C D E F G H I J K L M N 0 P Q R S T 

g. Now comes the final test• If these assumed values are substituted 
in the cipher text, the plain text immediately appears. Thus; 

NUYZO RKLUX lKKYZ 
HOSTI LEFOR CEEST 

0 S G Z K J G Z U T etc. 
I M A T E D A T 0 N etc. 

h· It should be cloar, therefore, that the selection of Gc t~ repre-
sent Ap in the crypt~graphing process has absolutely no effect upon tho 
relative spatial and frequency relations of the crests and troughs of the 
monoliteral-frequency distribution for tho cryptogram. If Q had been selected 
t'-> represent A , these relations would still remain the same~ the whole sories 
of crests and ~roughs being morely displaced further to tho right of the 
positions they occupy when G

0 
: Ap. 
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19. .t'ractical exa•Jple of solution by the frec;uency method. - 8;• The 
c_a,§...~_QJ: .!!.i_re_c_t_ .st an.9..§1:.i~ _a}..E..h_a,. '12.e_t _cj:.£1"Le.r~. 

(1) T!1.e follo riJ.t~ c1·ypto--;rat!! is to be solved by ap­
pl yin·~ the t'o re ~oing principles 

I:OM!u 
z w r .:.. n 

P B I TJ 0 
·.rr11~L 

MBBGA. J C Z 0 F 
:!: ·4 B .P u--:rz1CP 1 

.. U U B 
·r o ·r .r 

A_JCZO 
IV3.ZG 

-~ 
c 

(3) Frot~l t'1e 1J.~esence of .·epetitions c1nd so r.1aay 
lo\T-frequenc·1 letters such .:J.S .a, :J, and Z it is at once 
suspecte..l t:1at this is a subsi.itution ci~~!1.er. ....ut to 
illust~atq ~~e st3ps that a~st be ta~en in difficult 
cas:s in ord 1.· to 1;Je certai:1 in t'1is ,·aspect, a -:lono­
literal-frequency dist.ril.>ution is co~1st.·ucted, a.1d then 
reference is ·:~l.a.e to cha.~·ts 1 to 4 to note :1.ere ti"J.e 
actual nu . .1bers of vouals, hi ;h, nediuta, and lov-fre­
ouencJ lett 3rs fall insi,• e or outsi le t"'le a eas de­
li.'lited b·: t'1e res:-'ective curves. 

D I J 

----· 
r: L 1, !J 
:,i -;. 10 a,. 

0 

-------
s T u v X y z 

;o ;els .-1. :: I U U : 
.Ii 1h-freque>tcy 0on'10 J.Unts (.:J N R IJ r j 
:.ediu 1 .f:-eC!Ue"lC r Gonsona.'ltS 

lrequency 
17 

4 

rosition vith respect to 
areas d3li itJd by curves 

outsi ... e, C~11:.1.-t 1 
o:J.tsitle, Cha ·t 2 

\B C: t ;r I .u :.a r '! U) 
Lo\·T-f"requency Conso~1ants (.r .. Q X Z) 

'I'otal 

2~ 
1..4 __ 
uo 

outsi.:..e ~ Chart 3 
outsiJe, Ch.:trt 4 

(3) nll four points fJ.lling quite outsiJe the 
areas deli"lited 07 t•1e curves applicable to these four 
classes of letters, the crvpto·:;ru · is clearlv a sub­
stitution ci .•le.·. 

(.q., T~e a.~peara·1.ce of t~1e frequenct dist!'ibution, 
with .. ta.r~·ed 'Crests and trou11Hl, i'l.dicc:.ltes that the 
crf_,to-;r.J.i.l is prooa·oJly lonoal,.habetic. ..efecence is 
no•• ·la..!e to C'1a.~t s . .:''he T.lessage has 60"letters and 
6 bb."'.l.s. T 1e point of intersection on t'1e c.la:~t is 
closer to cu.··.re r th:J.n it is to curve c~ the.·efol·e, 
·t~:i:.s is a:ldjti ,nal evLence t'1at the • .1essa ;e is ,?rob-
a:)ly :.lon.oal~::lhab.c.>tic. 

(5·) ..:''1.e •:iext step is to deter•·1ine \Vhether a stand­
ard or a 1:1ixeJ ci ,he~ al~habet is involved. I'his is· 
done '-Jy studving the sequence of crests e.ncJ. trou ;hs in 
t'1e n.o.loliteral-f:equenc! dist i'mt:i:on, a~1.d t rin3 to 
fit t'te Ui9tf'i;::lUtiCl!.1 tO t'1e •10:-"1\al. 
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(6) i'he f'i.,.st assump~ior1 to ':le made is that a 
direct st=.ndard is invol v Jd. 'l'he ~1i 1~1est crest in 
the aistri:Jutioa is marked by B0 • Let it be assut:led 
t!1at B0 =Alp' Then a0 ~ j)0 , :£1:0 , ••• = Fp> GP' Hp, thus. 

* *.* --* ~~-=~~·~~ :·~- • aip11er .~ B a .J .U: li' G J I J 1: L M U u P Q ?\ S T U V W X Y Z 
Plain . D J F G H I J I~ L l,~ U 0 P 1 R 5 T U V i"i X Y Z A B a 

Fig. 10 ]2 • 

.-1.t first )la"lce the ap!uoxination to the ex;;>ected :fre­
quencies seer'!s fc.t.i!', especially in the region 1!' G H I 
J K£ and "1 S Tp• Jut there are too many occu,·re:'lces 
oJ' P' r'p' X0 a.1d Gp and too few occu,~rences of Afl' IP' 

!i , 0 • 1!oreover, if a substitution is attempted on 
t~is ~asis, the follo•,iin:; is obtained for the first two 
cip~19r '!;rOUpS 

Cipher 
'' r lain text 11 

IBUQL• 
L :@ ~' r R 

1-'BIUO 
S E: L X R 

This is certainly not plain text and it seei.lS clear 
that I30 is not Ep• .A different assu·lption will have 
to be made. 

(7) Suppose Q0 = ~p• Goin6 through the same 
steps as b~fore, a~ain no satisfactory cesults are 
obtained. Further trialsl are made o.lon~ the sa:ne 
lines, until tl19 assu.1ption i.i

0 
= ..::p ;is tested. 

* =~~ --- ·••-cl=&~i ~~~- A 
Cipher .• 1. i3 0 .J :iil F G i:i I J K L I1! '1J 0 P Q R. S 'i' U V i X Y Z 
:t lain · S T U V W X Y Z .~ J3 a .) ~ i·' G H ! J K y_. 1. N 0 P 1 R 

. .l'iJa 10 q,. 

(8) The fit in this case is quite ~ood; possibly 
there are too many occu • .:rences of GP and li and tuo 
few of ]p' op a.nd sp. .i3ul; the f'ina~ test ?el!lains. 

trial of the s-ub~titution alphabet on the cryptograt:l 
itself. This is inmadiately done and the results are 
as fo].lows . 

. ------ ··- .. -- ··--·-·---- -----~ -- -------·-----------------------
1 It is unnecessary, of course, to \Trite out the alphabets as shown in 
...i'izs. 10 J2. and .9.. when te·sting assu. ·ptions. l'his is usually all done 
.:J.entally. 
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Crypto ~ram. I :3M ~ 0 P:i3 I U 0 l3 B G A J c z 0 F rruu 1 B 
dain text. A 'l' 

.,. 
I r• HT ~ . G ., 

£ T y s B u a , X E I.I L~ I T !. <.1' .1. l. .o.!l '-T 

·crypt o ;ram. .i. J c z 0 Z W I L :1 . ~ ~ T 1. L 
., 

') B .t'U I Z K r ..:.. . 
.r'lain text • s 1 u ~t G d 0 .n.D F I L LE D j I T H !.:! ARCH 

Crypt.o3ram; 
!-lain text~ 

.V 9 . ~ V 1J •. I ··".f :a .Z G 
-N G ·i 1~ F .. A. !J T a. y • · ~ ·) 

., 

AT 9.:I'1HT .A..~1 Gill'T t5i:sU ~G-:CMMITSJU.{G !tOaD FILL~D VflTH 
MARCrli1JG II~F A.NTR.Y. 

(9) It is al~ays advisable to note the specific 
key. In this case th.e correspondence bet\Jeen any plain­
t,ext letter and its ciploJ.er equivalent will indicate the 
key; it is usual, ho~ever, to indicate the key by not­
in3 the c=i;pher equiv..1lent of Ap• In this case Ap I:! Ic• 

:2,. 1-:_he ca~2.t_:r:.EtY..~ed_~tl!pd~rd alph_abej; __ cJ:.P.h~..!:.f!.• -

(1) Let the follo·.ring crypto ;ram and its mono­
literal-frequency distribution be studied. 

I P.:;; A C 
R U I F .J 

i3 .t' I \/ C 
AXXEF 

.ii;PPK~ HORCL 
M .\. P B "vi I K G B A 

:t::'WWAP 
V C A V D 

(2) The preliminary steps illustrated above, under 
subpar. ~ (1) to (4) inclusive, in connection with the 
test for class and l!lonoalphabeticity, "'ill here be 
omitted, since they are exactly the same in nature. 
The result is that the cryptor,ram is obviously a sub­
stitution cipher and is monoalphabetic. ,, 

.. ... ,r .. '\. ... .... 
(3') .-~.ssul!ling' that it is 'bCit knpwn whether a direct 

or a reversed standard alphabet is involved, attempts 
are at once made to fit the monoliteral-frequency dis­
tribution to the direct sequence. If the student will 
try the1::1 he will soon find out that these are unsuc­
cessful. JUl this takes but a few minutes. 

( 4) The ·next logical assunption is now made, viz., 
that the cipher alphabet is a reversed standard alpha­
bet. lhen on this 'Jasis ]c is assuMed to be Ep, the 
distribution can readily be fitted to the normal, 
practically every crest and trou6h in the actual dis­
tri~ution corresponding to a crest or trough in the ex­
pected distribution. 

~ 
I 

Cipher· 
Plain • 

= :::!==--=- == - _.:z._::r ·--::~:---- = --- -~:=-= A B C :iJ J: ]:.' G H I J I: i'.. 1 T 0 i:- 1 R S 
~=-=-

TUV\7XYZ 
IHGFJ;DCB.tZYX 1'/UTS~~ }' 0 i.l . . L I: J 

Fig. 10 g_ 

1 H 0 R C 
I V P R K 



( 5) ·."Vl1en the substitution is r.J.ade in the crypt a-
gram, the followinz is obtained. 

Cryptograr.J.. I p ., 
A C .t3 }- I \i C E p p K Q .!I 

Plain text~ AT I I G H T ;.. ii G J: T T y s ~ 0 • . 
(6} The j;>lain-text messa15e is identical \'"Jith that 

under paragraph !!• The specific key in this case is 
also Jlp : Ic. If the student will compare the frequency 
distributions in the two cases, he r.rill note that the 
relative positions and extensions of the crssts and 
troushs are iuentic . ..t.l; they merely pro1ress in Ot.>posite 
directions. 

20. Solution by co•~l~"~letin,s the plain-component sequence. -
!!• f'he .J1.~!!€l ... ~.LdA~EtcJ .. -~t.!3:n4~z:d_J!.~:.L~~Ett-..£.:i:.E.h_e_t~· -

(1) The fo:~egoin:s method of analysis, involving 
as it does the construction of a monoliteral-frequency 
distribution, \as termed a s.olution .1?.::cth .. e_fre~~.!!9..Y. 
~~ because it involves the construction of a fre­
quency distribution and its studv. There is, however, 
another method which ·is much more rapid, alr.10st 1iJholly 
nechanical, and \Thich, moreover, does not necessitate 
the const:uction or study of any freauency dist.ibu­
tion w!1atever. An understanding of the •nethod follows 
from a consideration of the ~ethod of enciphennent of 
a messa3e by the use of a single, direct standard cipher 
alphabet. 

(2) !Jote the follO\Jing encip'I-J.erment. 

Lesso.3e-. R:i:.t>3L IlJV'A.iJilJG CaV.U.RY 

~nciphering Alphabet 

Plain • ·~ B C D E F G H I J K L L~ N 0 P ~ R S T U V J X Y Z 
Cipher. G H I J K L M H 0 .t> Q R S T U V W X Y Z A B C D E F 

Encipherment 

Plain text. ~ E P E L 
Cryptogram. X K V K R 

I N V A D 
u T .i3 G J 

Cryptogram 

0 T B G J 

INGCA VALRY 
0 T M I G B G R X ~ 

B G R X iiJ 

( 3) The enciphering alphabet sho'm above represents a 
case wherein the sequence of letters of both components 
of the cip'1er alphabet is the normal sequence, with the 
sequence formin1 the cipher component merelf shifted six 
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interv:lls i11 retard (or 20 intervals in aJvance) of the 
position it occupies in the norm~l alphabet. If, there­
fora, t•vo stdps of papor bearing the letters of the 
non:1al sequence equally spaced are rega:ded as the two 
coillpo :Jents of the ciphsr al;/1.1 ':Jet and a1·e. juxtaposed 
at all of the 2-J possible poi:1ts of coincide.'lce that 
{leld direct standard cip~~r alphabets, it is obvious 
that one of t 11ese 25 juxtapositions !_:lUst. correspond to 
the actual juxta~osition sho\m in the encipherin~ alpha­
bet directly above. 1 It is equally obvious that if a 
r'3cQ.rd uare ~..:ept of the results obtained by applyin.;; 
the values given at eac~1 juxte.posHion to the lettars 
of the crypto•sr::m, one of t~'lese resultJ would yield 
the plain text of the cryptogran. 

(4) Let the \Vork ::~e systematized and the results 
set down in an orde.·ly 1nan:1er for exar,1ination. It is 
obviously l.\nnecessa!·y to .juxtapose the two cor-1ponents 
so that J~c : .a , for on the assur.1ption of a direct 
standard alpha~et, juxtaposing t~o direct nortal com­
ponents at their normal point of coincidence merely 
yields plain text. The next possible juxtaposition, 
therefore, is A = a . Let the juxtaposition of the 
two sliding str!ps t~erefore be Ac = ap, as sho-;m here; 

l"lain • 
Cipher a 

ABCD~GIIIJl~l&·iiJOP~!1STUVriXlZn.BCJ.:i:FGHIJI~~NOP~;asTUV\IXYZ 
.1.BCj)J.i;ii'G!UJI:L. HOPr~R~TUV iXlZ 

The values given by this juxtaposition are substituted 
for the first 15 letters of the cry~ogram and the 
following results are obtained. 

___ Qrypto%ratn_._ _____ -:.JUL.'LK._R __ SL! ... JLQ.l. _ _Q_J..~Ll..Q__J!.Q.Ji.! . .! 
lst Test - UPJ.ain text,, - "{ L i./ i. s 1-' u c H K ? u H J H a H s y F 

This certainly is not intelligible text) obviously, 
the two COI:lPOI'le.'l:ts \.TCH'e not in the position indicated 
in this first test. The cipher couponent is therefore 
slid one L1t :n·val to t:1e :·i "';1t, mu.:tin1 Ac = Cp, and a 
second test is made. i'hus. 

J:·lain • Al3CDii:FG!i.IJi·.L. :Nul:' jR.STUV\IXYZnBCD~FGrliJi~L. .. :LWl- J!~STUV XYZ 
Cip~1er AJC ;..:? J i.l i.: .• :lOr flSrU'T :xtz 

__ Grre_tog:r:g_. ----":. .!JL~ ~:_.1 ____ Q.LILLo! _ _Q__!.1! J .... ~--~ .!L.u....sl 
2d ·rest- 11rlain text 11 - Z If X II T r~ V D :L 1 'J V 0 I: I J IT Z G 

iT either does the second test result in disclosin,?; any 
plain ~ext. Jut, if the results uf the two tests are 
studied a pheno1aenon that at first see1:1S quite puul­
in6 comes to li';ht. '.i'hus, suppose the results of the 

----· two ~-~~.f!...!f_LSuper~~~t!-~.t.!-'tl.:~.f~~hi~~!..-----·---·-· ------
1 One of t''le st ·ips s'1oulu. '.Jea • t'1e sequence repeated. ·rhis a.llo\ s for 
juxtaposi.'l~ the two s JquencJs at any of t11e 21'3 possible points of coinci­
d'3"'lce so as to '1ava a co,.l.Jlete ciL)her ali1abet sho•·in·~ at dll ti.1es. 
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_____ Q0)2to;r~m..:_- - X K V IC R 0 T B G J 0 T ii I G B G R X E 
lst Test - ''Plain text" - Y L ~iLs-·-'PuoH"~-PUI~·-.r H·-a-·H s Y E' 

' 2nd Test - '1rlain text" - Z M £. M T ~ V D I L Q V 0 K I D r T Z G 

(5) Hote 1.1hat has happened. The net result of the two 
experiments was merely to continue the norr.1al sequence be~un 
by the cipner letters at the heads of the sevoral .Q.olumns. 
It is obvious that if the normal se1uence is com1Jleted in 
each column the ~ultl?_ _ _y.rilL~actly tl~§tme as though 
the_yih£J.e set of __ ~ _ _p_o,s_s.:i:_)2.:1:~..J-e.li."ts __ h_a_c!__actu_!l~:t.-been E~£::. 
fo~g,. Let the coluons therefore be cor.1pleted, as shown 
ia Fig. 11. 

X K V K n 0 T __ l2..JL!!_Q_T i; I G~.JLU 
YLWLSPUOHKPUNJHOHSYF 
Z M X i 1 T 'l V D I L ~ V 0 K I J I T Z G 
ANYHURVEJMRUPLJ~JUAH 

3 0 Z 0 V S X F I: U S 1: Q Ii K F K V B I 
c p A p ~I T y G L 0 T y R N L G L T l c J 
D ·:;} B ~ X U Z H L. P U Z S 0 li ~ 1i X D K 
E .tl C R. Y V A I H 2 V A T P il I N Y .J] L 
F S D d Z ~! iJ J 0 J. 'll B U Q 0 J 0 Z F 1'~ 
GT~TAXCKPSXCVRPKPAGN 

H U F U BY~ L Q T Y D V S ~ L 1'B H 0 
I V G V C Z ~ M A U Z E X T R U R C I P 
J 'if H \! D A F i.~ S V A F Y U S 1J S D J Q 
KXIXEBGOTWBGZVTOTillKR 
LYJYFOHPUXOHAWUPUFLS 
l.t.ZKZGDI~VYDIB.XV lVG1.1lT 
N~LAHEJRWZ~JCYWR¥HNU 

.0 B M B IF K S X A F K D Z X S X I 0 V 
. P C H C J G L .T Y B G L ~ .L\ Y T Y: J P i1 
1DODKH~UZCHWFBZUZK1X 

*REP~LINVAJIUGCAVALRY 
lJ F ~~ F i. ~ J 0 ·.1 B ill J 0 H D B ; B 1I S Z 
TGR8JKPXCFKPiillCXCNTA 
U H S H 0 L 1 Y D G L ~ J F D Y J 0 U B 
VITIJ:'1~1:-lZEHMRKGEZ.J:PVC 
\IJUJ ~NSAFINSLHFAFQ";/D 

Fig. 11 

.'1n examination of the successive horizontal lines of the 
diagre.m discloses 2.!l!L_and only one line of plain text~ 
that 1.1arl~ed by the asterisk and reu,ling R li: P ..i! L I N 
V A ~ I U G C A V A L R Y. 

(6) Since each column in Fig. 11 is nothin~ but a. 
normal sequence, it is ol)vious that instead of labori­
ously ·;rritia '; doun these colucms of letters every time 
a c!'ypto~rar.l is to ':le exar1ined, it ,JOuld be more conven­
ient to prepare a set of st"ips each bearin3 ihe normal 
sequence doubled (to pert'lit conplete coincidence for an 
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entire alph~bet at any settin6}, and have them available 
for exa,intn3 any future crypto~ruos. In using such a 
set of sli::lin3 strips in order to solve a cry1·to,;ram 
pre~~red by neans of a sin~le direct at~ndurd ci~her 
alp!'labet, or to mai:e a test t'o dete",,tine ·hether a 

, crypto:;ru.=' has be"'3n so ;,lrepared, it is only necessary 
to "set up11 the letters of the crypLo;;rar.1 on the strips, 
t"lat is, align t '1_!3"1 in a single row across the strips 
(by slidinJ t~1e individual strips up or do,m). The 
successive horizont~l lines, called g~Et!:_aj;J:..~~~l!. 
(sin~ular P'~~k:iJs), are then examined in a sea:tch 
for intelligible text. If the cryptogram really belongs 
to this sil:aple type of cipher, one of the generatrices 
will ex"'.ibit intellir;i:'ble text'· ij.l),. the '.tay across; 
this text ·.till practically invariably be the plain text 
of the message. Thi.s i!lethod of analysis r:tay be termed 
~_;t9.,1;1,1J;.i . .Q!!. _Qy..£Q_nJlJ_eti_l!:.l. .iOJL plail!:-.£.Q.tnponen,i__SllUJill..C~· 
Someti . .les it is referred to as "runlling down" the se­
quence. The principle upon \thich the method is based 
constiiutes one of the cry~tarialyst's most valuable 
tools • 

.:!2• The case ..2.f__reversed stanclard alpha.bru. -

{1) T1'le 1ethod described unJer subpar. ~ may also 
be applied ip sli~htly modified form, in the case of a 
crypto~ram enciphered by a sin~le reversed standard 
alphabet. The basic principles are ident~cal in the 
t•:ro cases. 

( 2) ·ro show th:i,.s it is necessary to experiment with 
two slictin3 components as before, except that in this 
case one of the components must be a reversed normal 
sequence, the other, a direct nOrmal sequence.-

(3) Let the t;vo components be .iuxtaposed li- to A, 
as sh01.m below, and then let the resultant values be 
substituted for'the letters of the cry9togram. Thus. 

Cryptogram 

r C R C V YTL.GD YTAJ:G L G V !-'I 

rlain . ABC.iJillFG:II~~NOP"t.~STUV'j·IXfZABCJ.~lGHIJKuJillOP1RSTUV'I/XYZ 
Cipher; ZY.iCMJTSR'.i,t-lONlviLKJiiiGFEDCBA . 

y--- -·--- • 'II 
It is recommended that the student prepare a set of 25 strJ.ps 4 x 

t" x 15'1 , made of well-s~asoaed ~tood, and glue alphabet strips to the 
wood. The alphabet on e~ch strip should be a double or repeated alpha­
bet \lith all letters equa.lly spaced, so as to perr.~.it of coincidence 
througho4t a complete alphabet. 
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Cry·Jtoe1ram - ni r.~: ~~'\,6~~ Y 'I' .i. E G L G V l I -----~ ::...::0--- ---- -----~--~ -~----~---------- -~ -------------lat i'est - "1lain text'' - L Y J Y F C H }' U X C H A W U P U ii' L S 

(4) fhis does"not yield intelligible text, ~nd 
therefore the reversed cor.J.l)0"1ent is slid one space 
fo1~ 1a:::-d and a seconJ. teot ;i.s made. rhus. 

Plain . ABC.JEFGdiJKi...l,.NO.t'~::WTUV' IXYZA:OC:::>.illFGHIJi:L. .HOPQRSTUV.JXYZ 
Ci phc r ~ ZYX" NUT::>.~ li:'OUJ .LKJIHGF::!:DCBA 

_____ Q.:r:_1pto.:i~!!L-. ...,.,...--_;f' C R Q__y__ Y T_k_G .:J_.X_T_A E_Q_ _ _h_Q:_y_P I 
2d Test - "!·lain tex.t" - r •• Z K Z G D I ~ V Y .J I B X V ~ V J M T 

(5) 1~either d9es the second test yi~ld intelligible text. 
3ut let the resulta of the two tests be superi.nposed. rhus. 

Crypt ograr.1 - t' C J. C V Y T L G D _.;:.Y_'I=-'-J;.;;1._..,~~-G=---· L G ~£..1:.1. 
lst '!'est - '11-'lain text"--:-L Y-J-j"Ji-GH ·;;-u·x- C H .A-~ U 1-' U F L S 
2ad ·rest - "1-lain text 11 

- L Z I~ Z G D I -~ 'l Y D I B X Y ~ V G M T 

(6) It is seen that the letters o;' the ."plain text" 
~iven by the .§.~llP..ru! trial are !Ilerely t~e continuants of 
the normal sequences initiated by the letters of the 
''plain text" 3iven 'l:ly the first trial. If tiJese sequences 
are ''run do•m", that is, co:,lpleted nithin t~1e coluuns, the 
results must obvio~J,sly be the ScltJe as thou·~h successive 
tests exactly siQilar to the first two vere applied to the 
cryptogran, usin~ one reversed normal and one direct 
nor.ual couponent. If the crypto ~rar.1 has really been pre­
pared 'uy ;,1.~a.1s of a sin.:,le reversed standard alphabet, one 
of the :;eneratrices of the diagrBJn that results from co•n­
pletin~ the sequences ~-~i yield intelli3ible text. 

(7) Let the diag~am be made, or.~etter yet, if the 
stujent has already at hand the set of sliding strips 
referred to in the footnote to page 44, let hi1:1 "set up" 
the letters given by the f~ trial. Fig~ 12 shows the 
dia -;raP-t and indicates the plain-text .:;eneratrix. 
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PCRGV~TLGDYTAEGLGVPI 
-L y J y FC.H -;u- -;{ c-H"""A'""iu r' u F L s 

•- Z K i 3- D I 1 V Y D I .a X V 1 V G M T 
U A L A H E J R I Z E J C Y './ R 'i H !~ U 
OB~BIFKSXAFKDZXSXIOV 
:P C N C J G i. T Y B G 1 3 A Y T Y J J:l .I -
';) v 0 D K H 1.: U Z G H hi F B Z U Z 1( 1 X 

*R~PELIUVADINGCAVALRY 
S. F ~ F l.i J 0 \V J3 3 J 0 H D ? .1 B it S Z 
T G R G N K P X C F K P I E G X C N T A 
UHSHOLJYDGL~JFDfDOUB 

·· VlTIPl ... RZEHi:;.RKGEZEPVC 
-~ J ·u J 1 N S A F I N S L H F A F r~ 'II D 
X K V K R 0 T B G J 0 T lt I G B G R X :L! 
Y L \I L S P U C H K P U N J H C H S Y F 

· -' Z U X i,l T 1 V D I L 1 V 0 K I b I T Z G 
ANY N U R -, ::J: J bin 'i P L J 'S J U A H 
BOZOVSXFKNSX1MKFKVBI 
G p A p •l T y G L 0 T y R 1'{ L G L \1 0 J 
D 1 B 1 X U Z H M P U Z S 0 H H hl X D K 
.El R C rt Y V .~ I N '~ · V A T P U I N Y ~ 1 
F S D S Z ~.f B J 0 R "{ B U ~ 0 J 0 Z F M 
G T ~ T A XC K P S 'X c·v ~ P K P A G N 
HUFU.OYDL lTYD /S JL1BHO 
I V G V C Z :] ;,. R U Z Jl X T R if R a I P 
J !H /DAFHSVAFYUSNSD.TQ 
K X I X E B G 0 T "{ B G Z V T 0 T .i5 K R 

Fig. 12 

{8) The only difference in procedure between this 
case and the preceding one ('":1ere the cip"ler alphabet 
was a direct standard alphabet) is that the letters of 
the cipher text are first "deciphered'' by t:teans of any 
reversed standard alphabet and then thG columns are 
''run down'' according to the nonnal ABC ••• z sequence. 
For reasons •.vhich will become apparent very soon, the· 
first step in this nethod is called "converting the 
cip'loter lett,.rs into their plain-component equivalents"; 
the second step is the sac.1e as before "completing the 
plain-component sequences ''• 

21. Special remarks on the 1:1ethod of solution by co"plsting the plain­
co~ponent sequence. - ~· rhe te~s emnloyed to designate the steps in the 
solution set forth in .t'ar. 20 J:!, viz., ''converting the cipher letters into 
their plain-component equivalents" and "completin':l; the plain-com.'onent se­
quence", accurately describe the process. Tl1eir meanin3 will become more 
clear as the student pro:;resses with the work. It may be said that when .. 
ever the plain component of a cipher alphabet is a known sequence, the dif­
ficulty and titae required to solve any cryptogram involvin~ the use of that 
plain component is practically cut in half. !E sone cases ~~s-~n~~ledge 
facilitates and in_oth.El.:t.Jl§!!.E!S._ is the __ ~-~ thi_ll_tj;_h!!:!;_ll!~~e.!!__ .P.o~iple the 
~tion . .Jl_t a very shor:t__~D£Eto_gr_~_th~t- mi3h_t o:t_,-'1-le,Dlis.e_ defy solution. 
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Later on an example ·.till be 3iven to illustrate \"That is meant in this 
regard. 

'. _!2. Ti.1e student should' take note, howeve.·, of two C}Ualifyin~ expres-
sions that ,·rere emplo:fed in a precedin~ ~~ara ·;raph to describe the results 
of the application of t!1e 1.aethod. It •.Jas stated that "one of the gener­
atrices ;.dll exhibit intelligible text a.J:1. .. _t_Q.e _ _E~LB£..t.~!.3-i thiS text will 
.Eraci_ic~~:I.:.Y...J.nvari..?:,b,U be the plain text 11

• 'ill there ever be a cas~ in 
which r·.ore than one 1ene1·atrix \lill yield intelli~i'.Jle text throu·;hout 
its extant/ That obviously uepends almost entirely on the number of let­
ters that are ali ~ned to form a Jeneratrix. If a 3ene~atrix contains but 
a very fe·.v letters, only five, for exat:tple, it may happen as a result of 
pure chance that thel·e •;rill be two or more generatrices sho.·ing what 
rni-sht be ''intelli;sible text''· llote in Fig. 11, for example, that there 
al'e several cases in ~'hich 3-letter and 4-let ter .;!:nglish ·."lords (r~.IJl,. VAIH, 
101, TI?, etc.) appear on generatrices that are not correct, these words 
bein;s formed by pure chance. .6ut there is not a sin~le case, in this 
dia~ra~'n, of a 5-letter or longer word appearing fortuitously, because ob­
viously the long7r the •tord the ·smaller the p1·obability of its appear­
ance purely by chance; and the probability that two generatrices of 15 
letters each will both yield intelli;;ibl.e text along their entire length 
is exceedingly remote, so remote, in fact, that in practical cry]:)tography 
such a case may be considered nonexistent • 1 

£• The student should observe that in reality there is no difference 
•v'1atsoever in principle between the two methods ;;>resented in subpars. ~ 
and ]2 of :i:'ar. 20. In the fort:1er the preliuinary step of converting the 
cipher latters into their plain-co1nj,~ionent equivalents is apparently not 
prese~t but in reality it is there. The reason for its apparent absence 
is t'1at in that case the plain cooponent of the cipl1er alphabet is identical 
in all respects with the ciph·7r component' so that the cipher letters re­
quire no conversion, or, r.1ther, they are identical with the equivalents 
that would result if they ·rere converted on the basis •"'c = kp• In fact, 

if the solution process had been arbitrarily initiated by converting the 
cipher letters into their !_)lain-component eauivalents at the setting A~ = 
.,.P' for exa 1ple) and the cipher component slid one interval to the ri ~nt 
tnereaJ'ter, tl:le results of the first and second tests of Par. 20 ~ would 
be this. 

' 
Grvptogr_~!l'L.-------. .ll£_y_K R_Q._!_i3 G J 0 T .:J.. G i3JULX ill 

lst Test. - 'll-'lairr text" - L 'f J f F G H P U X 0 H A 1 U P U F L £ 
2nd Test - ''l'lain text" - ! •• Z 1: Z G H I '1 V Y D I B X V Q V GMT 

Thus, the foregoing- dia3ra111 duplicates in every particular the d·ia?;ram re­
sulting from the first two tests under Par. 20 ~· a first line of cipher 
letters, a second line of letters derived from the1:1 but showing externally 
no relationship 'iith the first line, and a third line derived imuediately 
from the second line by conti~uin~ the direct pormal sequence. rhis point 

1 
A person with ~atience and an inclination toward the curiosities of the 

science ·ni~ht construct a text oi: 15 or more letters which would yield twe 
11 intelli3i"ble" texts on the plain-conponent completion diagram. 
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is brou5ht to attention only for the purpose of showin~ that a sin6le, 
broad principle is t'rle basis of the :;eneral method of solution by complet­
in3 the plain-com!1r.nent sequence, and once the student has this firmly in 
JUind he \lill have no difficulty whatsoever in realizing when the principle 
is ap~licable, what a powerful cryptanalytic tool it can be, and what re­
sults he may expect from its application in specific instances. 

~· In the two foregoing examples of the application of the principle, 
the plain component was a normal sequence but it should"be clear to the 
student, if he has grasped \!That :tas been said in the preceding subpara­
graph,. that this component may 9e a mixed sequence which if kaown (that is, 
:j.f the sequence of letters comprising the sequence is known to the crypt­
analyst) can be handled just as readily as can a plain component.that is a 
normal sequence • 

.!!• It is entirely i·~material a:t what points the plain anl the cipher 
components are .juxtaposed in the preliminary step of converting the cipher 
letters into their plain-component equivalents. For example, in the case 
qf the reversed alphabet cipher solved in ~ar. 20 ~' the two components 
were arbitrarily juxtaposed to give the value A = A, but they might have 
been juxtaposed at anv of the other 25 possible points of coincidence 
'!lithout in any way affect in-s the final result, viz., the production of one 
plain-text generatrix in the completion diagr,am. 

22. Value of t~echanical solution as a short cut. - ~· It is obvious 
that the very first step the student should take in his attempts to solve 
an unkno'm cryptogram that is obviously a substitution cipher is to try 
the mechanical method of solution by cotapletin~ the plain-component sa-· 
quence, using the norr.aal al.:>habet, first direct, then reversed. This takes 
only a very few minutes and is conclusive in its results. It saves the 
labor and trouble of constructing ~ monoliter~l-frequency distribution in 
case the cipher is of this sit:.:!.;)le type. Later on it will be seen how cer­
tain variations of this siople type may also be solved by the application 
of this method. Thus, a very easy short cut to solution is afforded, which 
even the experienced cryptanalyst never overlooks in his first attack on an 
un~hown cipher. 

~· It is i .1portant no\"I to note that _;i.f...,.llil}_t.!llu: . .E..t . .i.~~-two fo,·egoing 
!!_ttE!_!n..Q..t,s is~cJ'l§.~ful in brinq;ing_E:l-_13.i~ . .i.~£..li ;ht_ and the cryptogram 
i.!L_g_uitLQ..~y}-~l~...:ti!Q.n.q,ahll~b.ej;_:i:_q_ JJl..Q..~~~q__te_r_, the .£..r..ut_Egt_B:,l_Y.st __ iL~­
~.!1i.~n assumin-s tP.!it.Jill.e crypto1:r:a.m...l.n.~s_~eg_..s:J:..P.h!J.J'. alphabet 71 
'.rhe steps to be taken in attackinr,; a ci 1)he:- of t~e latter type \/ill be 
discussed in the nex~ section. 

, _____________ , ___________ _ 
1 There is but one other possibility, already referred to under }ar. 17 ~' 
w~1ich involves the case where transposition and raonoalphabet;i.c substitu­
tion processes have ·1een applied in successive steps. This is unusual, 
howev3r, and will be discussed in its proper place. 

• 

• 
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Mu.~OLITJ.LlL ~UJST lTUi'IUJ :ITH MiiC.G.l) CIPH!.m. 11.LH1Arl.i!!TS 

Basic reason for the low degree of cryptographic security 
afforded ·by raonoalphabetic cryptograms involving standard 

Paragraph 

cipher alphabets • • • • • • • • • • • • • • • • • • • • • ~ 23 

Prelirn:\.nJiry steps in the analysis of a monoalphabetic, mixed-
alphabet cryptogram ••• o • o • • • • • • • • • • • • • • • 24 

Further data concerning normal plain text • • • • • • • • • • • • 25 

Preparation of' the work sheet o • • • • • • • • • • • •• 0 0 26 

Triliteral.frequen~y distributions. • • • • • • 0 • • •••••• 

Classifying the cipher letters into vowels and consonants • • • • 28 

Further analysis of the letters ·representing vowels and 
~ consonants • • • • • • • • • • • • • • • • • • • • • 29 

Substituting deduced values in the cryptogram • • • • • • • • • • 30 

Completing the solution • • • • • , • • • • • • • • • • • • • • • 31 

General remarks ~ the foregoing solution • • • • • .. • ·• ·• • • • 32 ... 
:·The 11probable-word" method; its value and applicability . . . . . 33 

.., •ao'- o, 0 

, S~ilution of additional crypt!)grams produced by the same cipher 
.... ":. .. - comporl.ent • •••••••• -. • • • • • • • • • • • • • • • ... 34 

23. .aa.sic reason for the lo·u· degree of cryptographic security afforded 
by monoalphabetic cryptograms involving standard cipher alphabets. - ~· The 
st-udent has seen that the solution of monoalphabetic cryptograms involving 
standard cipher alphabets is a very easy matter. Two methods of analysis 
were described, one involving the construction of a frequency distribution, 
the other not requiring this kind of tabulation, being almost mechanical in 
.nature and correspondingly rapid. In the first of these two methods it was 
necessary to make a correct assU!llption as to the value of ·.but one of the 26 
letters of the cipher alphabet and the values of the remaining 25 letters 
become at once known; in the second method it was not necessary to assume a 
value for eve11 a single 'cipher letter. The student, -should understand what 
constitutes the basis· of this situatiom the fact t'hat the tVIo components 
of the cipher alphabet are composed of !ru1.1.vn se3uences. .1hat if one or 
both of these components are, for the cryptanalyst, ~nknown seg~nces/ In 
other words, what difficulties will confront the cryptanalyst if the cipher 
component of the cipher alphabet is a mixed sequence? ~/ill such an alpha­
bet be solvable as a whole at one stroke, or will it be necessary to solve 

· its values individually/ Since the determination of the value of one cipher 
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letter in this case gives no direct clues to the value of any other letter, 
.it 'l..rould seem that the solution of such a cip'1er shoulu involve consider­
ably more analysis and experi nent t!1a.n has tl-J.e solution of either of the 
two types of ciphers so far examined occasioned. A typical example will 
be studied. 

24. Preliminary steps in the analysis of a r.10noalpha.betic, tnixed 
!3-lphabet crypto ~ram.·- !!• !Jote the following cryptogram: 

SFDZF IOGHL PZF3-Z DYSPF H3ZDS GVHTF U?LVD FGYVJ VFVHT G.ADZZ A.ITXD 
Z 'fi'ZJ Zl'GPI' 'JTZJ.J _yFaT Z .U:i.i'XSB GIDZY VTXOI YVT~ii' V'i:GZZ THLLV ;CZDFM 
ttrZAL_X~ ~DVFH ~K Z0ZZJ SXISG ZYG.AV FSLGZ DTHHT C.JZRS VTYZD 
OZFFH TZAIT Y.UZYG AV.JGZ ZTK.!iL...!XZ Yb DZG:IU ZFZTG Ur'G.JI X 1GHX ASRU~ 
~UIJ .lGH'rV 3.AGXX 

I 

~· A casual inspection of the text discloses the presence of several 
long repetitions as well as of m~ny letters o£ normally low frequency, such 
~s F, G, V, X, and Z~ on the other hand, letters of normally hiJh frequency, 
such as the vo\vels, and the consonants ii and R, are relatively scarce. The 
cryptogram is obviously a substitution ci~herl a.1m the usual mechanical tests 
for determining whether it is possibly of the monoalphabetic, standard-alpha­
bet type2 are applied. The results being negative, the ,nonoliteral-frequency 
qistribution is iumediately constructed and is as shown in Fig. 13. 

~ :-::. 
~ iE;i!_E 

:;:= 2!: ~g];~ 

~ -~=~~£~==~= 
A 
8 

.a 
4 

G D 
1 23 

E F G H I 
3 19 19 15 10 

J K 
3 2 

L LI 
5 2 

N 0 
0 3 

p '1 

5 0 

~ 
i!l 
;if 

gi?l ~ =E.~ 
=~~~iS-~~~-
q S T 
2 10 22 

u v ·r x Y z 
5 16 1 8 14 35 

£• The fact that the oonoliteral-frequency distribution shows very 
marked crests and troughs means that the cryptogram is undoubtedly monoalpha­
betic; the fact that it has already been tested (by the method of complet­
ing the plain-component sequence) and found not to be of the monoalphabetic, 
standard-alphabet type, L1dicates Yiith a high degree of probability that it 
involves a mixed cipher alphabet. A few moments mi3ht be devot 3d to making 
a careful inspection of the 11onoliteral-frequency distribution to insure that 
it cannot be made to fit the normal; the object of this would be to rule out 
the possibility that the text resulting from substitution by a standard cipher 

--------------'----------··--------------' 1 ~ . 
~ar. 13 f, g, above. 

2 
~ars. 20 - 22, above. 
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alphabet had not subsequently bean transposed. out this inspection in this 
case is hardly necessary, in vie·." of the presence of long repetitions in 
the message. 1 (See Par. 13 g.) 

g_. One 1:1i;.:;ht, of course, attempt ~o solve the cryptogram by applying 
the simple pri~oiples of frequency. One might, in other words, assume that 
Zc (the letter of greatest frequency} represents ii:p3 Dc (the letter of next 
greatest frequency} represents TP and so on. If tne message v1ere long 
enough this simple procedure m:i.ght more or leas quickly give the solution. 
But the message is relatively sho1~ and many difficulties would be encoun. 
tered. Huch time and effort would be expended unnecessarily, because it is 
hardly to be expected that in a message of only 235 letters the relative 
order of frequency of the various cipher letters should exactly coincide 
•lith, or even closely approximate the relative order of frequency of let­
ters of normal plain text found in a count of 50,000 letters. It is to be 
emphasized that the beginner must repress the nabural tendency to ~lace 
too much confidence in the generalized principles or frequency and to rely 
too much upon them. It is far better to bring into effective use certain 
other data concerning normal plain text uhich thus far have not been brought 
to notice. 

25. Further data concerning normal plain text. - ~· Just as the in­
dividual letters constituting a large volume of plain text have more or 
less characteristic or fixed frequencies, so it is found that digraphs and 
trigraphs have characteristic frequencies, when a large volume of text is 
studied statistically. In Appendix 1, Table 1 are shown the relative fre­
quencies of all digraphs appearing in the 260 telegrams referred to in 
Paragraph 9 ~· It will be noted that 546 of the 676 possible pairs of let­
ters occur in these telegrams, but whereas many of them occur but once or 
twice, there are a :few which occur hundreds of times. 

R• In Appendix 1 will also be found several other kinds of tables and 
lists which uill be useful to the student in his work, such as the relative 
order of frequency of the 50 digraphs of greatest frequency, the relative 
order of frequency of doubled letters, doubled vo\~ls, doubled consonants, 
and so on. It is suggested that the student refer to this appendix now, to 
gain an idea of the data available for his future reference. Just how these 
data may be employed will become apparent very shortly. 

26. Preparation of the work sheet. - ~· The details to be considered 
in this paragraph may at first appear to be superfluous but long experience 
has proved that systematization of the work, and preparation of the data in 
the most utilizable, condensed :form is most advisable, even if this takes 

----·------------·----· ---------··-----
1 This possible step is mentioned here for the purpose of making it clear 
that the plain-component sequence completion method cannot solve a case in 
which transposition has followed or preceded monoalphabetic substitution 
with standard alphabets. Cases of this kind will be discussed in a later 
text. It is sufficient to indicate at this point that the frequency dis­
tribution for such a cotnbined substitution-transposition cipher \70uld pre­
sent the characteristics of a standard alphabet cipher - and yet the method 
of completing the plain-coMponent sequence would fail to bring out any 
plain text. 



REF ID:A64644 
- 52 -

some time. In the first place if it merely serves to a-void interruptions 
and 'irritations occasioned by failure to have the data in an instantly 
av'3.ilable form, it ylfill pay by saving rr.ental .rear and tear. In the second 
place, especially in the case of complicated cryptograms, painstaking care 
in these details, while it nay not al·.tays brin;:; about success, is often 
the factor that is of greatost assistance in ultiblate solution. The de­
tailed preparation of the data may be irksome to the student, and he may 
be ter.~.pted to avoid as much of it as possible, '~Jut, unfortunately, in the 
early stages of solvin~ a crypto1ram he does not l:now (nor, for that mat­
t.er, does the 3xpert al·:.~ays knou) just '7hich data are essenti~1l and •:7hich 
r.~.ay be neglected. Even thou-:;h not all of the data may turn out to have 
been necessary, as a ::;eneral rule, tiute is saved in the end if all the 
usual data are preparod as a regular prclir.1inary to the solution of most 
crypto-;rarJ.s • 

.Q. First, the crypto3ra•.1 is recopied in the form of a •vork sheet. 
Tl.tis sheet should be of a ~SOOd quality of ;;>aper so as to uiti1stand con­
siderable erasure. If the croto ;rat:t hJ to 'Je co,uied by ~and, cross-sec­
tion paper of ;'1 squares is extrenely useful. The .1riti.n1 should be in 
ink, and plain, carefully made roman capital letters should be used in all 
cases. If the crypto~ram is to be copied on a typewriter, the rib~on em­
ployed should be impregnated \"lith an in.~ tl-tr..t \/ill not smear or smudge 
unu er t '1.9 hand • 

~· The arrangement of the characters of the crypto3ram on the work 
sheet is a r.~.atter of considerable importance. If the crypto5rrun as first 
obtained is in groups of regular length (usually five characters to a 
group) and if the monoliteral-frcquency distriJution shows the cryptogram 
to be monoalpl-J.abetic, the characters should be copied •.fithout regard to 
this grouping. It is advisable to allO"T one space bet·7een letters, and 
to write a constant nut:lber of letters per line, approxinately 25. At least 
two spaces, preferably three spa:ces should be left bet....-teen horizontal lines. 
Care should be ta:~en to avoid cro,·.rdin:; t~1.e letters in any case, for this is 
not only confusing to the eye ~ut also mentally irritatin3 •vhen later it is 
found that not enouogh space '1-J.as been left for mal:ing v<id.ous so!--ts of marks 
or indications. If the crypto:::;rat.l is ori1inally in what appears to be w·,:~rd 
lengths (a,1.d this is the case as a rule only \.rith the cryptograms of ama­
teurs), naturally it should be copi'3d on the work sheet in the original 
groupings. If fu:·th.'r study of a Cl''Jptograr.l shoPs th3.t sot.!e spncial group­
ing is required., it is best to recopv it on a fresh •;10rk sheet ratl-J.-er than 
to atterapt to indicate the new groupinG on the old uork sheet. 

~· In order to be able to locate or refer to specific letters or 
?_;roups of letters with speed, certainty, and vithout possibility of con­
fusion; it is advisable to use coordinates a 1Jplied to the lines· and colu.rnas 
of the text as it appears on the •.:rork sheet. To mini tlize possibility of 
confusion, it is best to applv lettera to th~ horizontal lines of the text, 
numbers to the vertical colu.:ms. In referring to a letter the horizontal 
line in which_ t1-te letter is located is usually ::';iven first. Thus',' referring 
to the work sheet shm:m belou, coordinc1.tes Al7 :leFJi,_~nate the letter Y, the 
17th letter in the first line. The lette~· I is usu,all~r onitted from the 
series of line i:1.dicators, so as to avoid confL~;sion 11ith the fi:;ure 1. If 

.. 
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lines are limited to 25 letters each, then each set of 100 letters of the 
text is automatically blocked off by remembering that 4 lines constitute 
100 lett ers • 

~· ~bove each character of the c~pher text may be some indication 
of the frequency of that character in the whole cryptogram. This indica­
tion may be the actual nur:1ber of times the character occurs, or, if colored 
pencils are used, the cipher letters may be divided up into three cate­
gories or groups· hi3h frequency, medium frequency, and low frequency. 
It is perhaps simpler, if clerical help is available, to indicate the 
actual frequencies. This saves constant reference to the frequency tables, 
\l'lich interrupts the train of thought, and saves considerable time in the 
end. · 

f. After the special frequency distribution, explained in Bar. 27 
below, has been constructedJ repetitions of digraphs and trigraphs should 
be underscored. In so doing, the student should be particularly watchful 
of trigraph repetitions uhich can be furtner extended into tetragraphs 
and polygraphs of greater length. Repetitions of more than six or seven 
characters should be set off by heavy vertical lines, as they indicate 
repeated phrases and are of considerable assistance in solution. Revers­
ible digraphs should also be indicated by an underscore \vith a loop in 
it. Anything uhich stri=es the eye as being peculiaT, unusual, or sig­
nificant as regards the distribution or recurrence of the characters 
should be noted. all these marks should, if convenient, be made with ink 
so as not to cause sr.lUdging. The work sheet will novll' appear as shown 
herewith. 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 

10 19 23 35 19 10 3 19 15 5 5 35 19 19 35 23 14 10 5 19 15 4 35 23 10 
A. S F D z F I 0 G H L p z F G z D y s p F H B z D s 

19 16 15 22 19 5 5 5 16 23 19 19 14 16 3 16 19 16 15 22 19 8 23 35 35 
B. G v H T F u .P L v D F G y v J v F v H T G A D z z 

8 10 22 14 23 35 14 19 35 3 35 22 19 5 22 16 22 35 4 23 16 19 15 22 35 
c. A L:L..I .J z y F z J z T G p T v T z ~ D v F H T z 

23 19 8 10 4 19 10 23 35 14 16 22 8 3 10 14 16 22 3 19 16 2 19 35 35 
D._jL_[ X s .a G I .D z y v T x.o I y v T E F v }.{ G z z 

22 15 5 5 16 8 35 23 19 2 15 22 35 8 10 22 14 23 35 ;t4 4 23 16 19 15 
J:. T H L L v X z D F d H T z A I T y D z y B D v F H 

22 35 23 19 2 35 23 35 35 3 10 8 10 10 19 35 14 19 8 16 19 10 5 19 35 
F._T z Q_[ K z D z z J s X I s G z y G A v F 5 L G z 

23 22 15 15 22 1 23 35 2 10 16 22 14 35 23 3 35 19 19 15 22 35 8 10 22 
G. D T if H T c .i) z R s v T y z D 0 z F F !L_T z A I T 

14 23 35 14 19 8 16 23 19 35 35 22 2 15 10 22 14 35 14 10 23 35 19 15 5 
H._!_~_! rr A v D G z z T K H I T y z y s D z G H u \Z 

35 19 35 22 19 5 5 19 23 10 8 1 19 15 8 8 10 2 5 35 23 19 5 10 23 
J. z F z T G u p G .J I X Y1 G H X A s R u ,L..Q_E u I D 

3 19 15 22 16 3 8 19 8 8 
K • .. 

.!I G H T v ] A G X X 
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27. Triliteral-frequency distributions. - ~· In \mat h~s gone before, 
a ~ype of frequency distribution kno-;m as a monoliteral-frequency, bar-dis­
tribution was used. This, of course, sho\7S only the number of times eac:O 
individual letter occurs. In order to upply the normal digraph and trigraph 
frequency data (given in Appendix 1) to the solu~ion of a cryptogram of the 
"f;ype now being studied 2 it is obvious that the data r!ith respect to digraphs 
and trigraphs. occurring in the cryptogra~ should be compiled and should be 
compared \lith the data for :·lOr"lal plain text. In order to accomplish this 
in suitable manner, it is advisable to construct a sli~htly more complicated 
form of dist!'ibution termed a triliteral-frequenc'r distribution.! 

]2. Given a cryptogram of 50 or r.1ore letters and the tasl: of determin­
ing what trigraphs are present in the crypto~rr:am, there are three ways in 
r•hich the data 1.1ay be arranged or assembled. One may require that the data 
show. 

(1) ll:ach letter vtith its ttro succeeding lettors, 

(2) Each letter '!ith its two preceding letters; 

(3) Each lettGr •;Jith one preceding letter and one 
succeeding letter • 

.!l• .a distri'mtion of th'3 first of the t1-tree foregoin~ types nay be 
desi_:?;nated as a "triliteral--frequency distribution sho·:ing two suffixes''; 
the second type may be designated as a "triliteral-frequency distribution 
sho\7ing tv10 prefixes 11

; the thi1·d type may be designated as a "triliteral­
frequenc·r distribution sho•·ving one prefix and one suffix.:• lUadriliteral­
and pentaliteral-frequency distributions may occasionally be found useful. 

g,. .i'1.ich of these three arrangements is to be employed at a specific 
tirte depends largely upon \7hat the data are intended to show. For present 
purposes, in connection with the solution of a monoalphabetic substitution 
cipher employing a mixed alphabet, possibly the third arrangel!lent, that 
sho\ting one prefix and one suffix, is .nost satisfactory. 

§.• It is convenien~ to use ·i" cross-section paper for the construction 
of a triliteral-frequency distribution in the foro of a bar-distribution 
showing crests and trou~hs, such as that in Figure 14. In that figure the 
prefix to each lette:~ to be !'·.)corded is inserted in the upper half of the 
cell directly opposite the cipher letter b~ing recorded; the suffix to each 
letter is inserted_ in the lo•.,er half of the c Gll directly op!')osite the let­
ter being recorded; and in each case the prefix und tho suffix to the let­
ter being recorded occupy the same cell, the prefix bein~ directly above the 
suffix. The number in parerlt'-teses _1ives the tota.l freyuenc·r for each "letter. 

--------------------------------1 
Heretofore such a distri l:lution has been terl!led a "trigraphic-frequency 

table 11
o It is thou~ht that the :1ord 11triliteral11 is more suitable, to cor­

respond with the designation "monoliteral'' in the case of the dis~ribution 
of the sin3le letters. The use of the word "distribution" to replace the 
word "table'' has already been explained. 
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C0iJ:::>.:...i.tSuD 2l .. B.LJ.:! 0F t.u...· ........ l :L'l..JJ.S UD 
FT 

Di1ranhs Tri1raphs Lo:n ~er ..t:'o 1 ;x--;r~:nhs UF - DJ. 

DZ-9 ~Z-5 VF-4 D~Y-<l: F .. I~-s HTZ;H:.:YDZ'Y-2 yy· 

ZD-9 TY-5 V"f-4 HT~-4 TYD-3 BJV:i7HJ.'....~""l-2 
-,. 

• 
t. ... 

m-8 F.r:-4 Z1-4 ITY-4 YDZ-3 ZAI~YD~-3 
,,... 

..zt. 

Z"Y-6 GH-4 .Z'2-.4 .:::D1-4 ZAI-3 ?E2~J DY 

DF-5 IT-4 .SZ-4 . .~.11£-3 
n ..... ~ 
I)F 

GZ-5 YD 
D:a. 
JD r::: 

.-~ 
LV JY 

Gl 
r 1 ZJ u\Z 

9~ 
IY DZ 

VJ. "JU A:~ 
r -~ :2) ·-.1.'. 

YZ 
,..,.... rn IY TD • .... 

zo ~f '."JH HZ DY C)1 

cz ZP ?D VY T;.; 
,, C)1 .... '\. 

"''" 'i'S TU GT HO -LID AD 
u.l. 

zz :;):~ ZH ... - :!)ll s~ zs ST 
..z .... 

~1 VH JZ JU liZ A"J TZ JZ 

BV Dil Y.! .. IU IY DF ZG DY 

yr; "i:.V LZ F"~ 
:a:. :.x ~D ~D 

ZF DA. YA liT UD Ail Zii J!Y TZ TB 

I':. VH sz T'.d- -::>X YD VE YT ZJ J~ 

EG Zff y;: li:.. 3'T liT :-.v 'l.i:. YT ' .z;B FJ J. .. -
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GV YZ :>G M,-, ~L 
,,,.. IG vz TT HA IV ZA 
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GV YD VF PH 1Y ~ OY LV GT XB ZG -,r; J"i SI ZF BD _ .... 
ZI SG zs Vi .. ZG sv 1l~ G:::> zs P..L :;y·. UL DG -IY ., ' YJ vz TD J.D 
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,Z.J." 

ZI :::.0 zy DG ZI :ii'Z ~B AI£ zz TH ~v :i!'li ~.I S1!' su Y.r. I:IJ. HZ LD TO JV .PF 
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(8) (4} ( 1 ) ( 23) (3 ) ( 19 )( 19 )( 15 ){ l D ) ( 3 ) (2) (5) (2) (0) (3) (5) {0) (2 ) ( 10 }( 22) ( 5) ( 16 ) (1 ) (8) (14){35) 

Fi,::. 14 
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For example, in Fi~. 14, note the prefixes an~ suffixes of the letter Dc: 

D(23) 
F Z Z V A Y B Z I Z Y B Z Z Z C Z Y V S G Z I 
Z Y S F Z Z V F Z F Z V F Z T Z 0 Z G Z I F E 

f• The triliteral-frequency distribution is nm{ to be examined with 
a view to ascertaining what digraphs and ~rigraphs occur two or more times 
in the cryptogram. Consider the pair of lines containing the prefixes and 
~Uffixes to Dc in the distri~ution, as sho\m directly above. This pair of 
lines shows that the following digraphs appear in the cryptogram; 

:llgraphs based Oll_:e..r~f.:1.1£M .Jigr.~'I-J.s_based on suffJ.~ 

F.J, ZD, ZD, VD, AJ, YD, aD, DZ, DY, DS, DF, DZ, DZ, DV, 
ZD, ID, ZD, YD, BD, ZD, ZD, DF, DZ, DF, DZ, DV, DF, DZ, 
ZD, CD, ZD, YD, VD, SD, GD, .JF' DZ, DO, DZ, DG, DZ, DI, 
ZD, ID DF, .DE 

The nature of the tabulation in the triliteral-frequency distribution is 
such that in finjing what digraphs are present in the cryptogram it is im­
material whether the prefixes or the suffixos to the cipher letters are 
,tudied, §.Q..]Jm~s one is consistent in t~stu!!.:£. For example, in the 
fore~oing list of digraphs based on the prefixes to Dc, the digraphs FJ, 
ZD, ZD, VD, etc., are found; if now, the student will refer to the suffixes 
of Fe, Zc' Vc' etc., he uill find the vary same digraphs indicated. This 
being the case, the question may be raised as to what value i:.here is in 
iisting both the prefixes and the suffixes to the cipher letters. The 
answer is that by so doing the trigraphs are indicated at the same time. 
For example, in the case of Dc, the folloiTing trigraphs are indicated: 

FDZ, ZDY, ZDS, V.JF, ADZ, YDZ, B.JV, ZDF, IDZ, ZDF, YDZ, BDV, ZDF, 
ZDZ, ZDT, CJZ, ZDO, YDZ, VDG, SDZ, GDI, ZDF, IDE. 

g. The ll:e..eated digraphs and trigraphs can nott be found quite readily. 
rhus, in the case of De, examininG the list of digraphs based on suffixes, 
the following repetitions are noted: 

ilZ appears 9 times 
ilF appears 6 times 
DV appears 2 times 

Exa·~ining the trigraphs vdth .Jc as central letter, the follo~dn3 repeti­
tions are noted; 

ZDF appears· 4 times 
YDZ appears 3 times 
BDV appears 2 times 

• 

h· It is unnecessary~ of course, to go throuJh the detailed procedure 
set forth in the preceding subparagraphs in order to find all the repeated 
digraphs and trigraphs. The 1·epeated trigraphs v1ith .1)0 as central letter 
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can be found merely fr01::1. an inspection of the prefixes and suffixes op­
posite De in the distri'1ution. It is necessary only to find those cases 
in which t•"fo or more prefixes are identical at the same time that the suf­
fixes are identical. For exat"'lple, the distri-)ution shows at once that in 
four cases the prefix to D is Zc at the same time that the suffix to this 
letter is Fe. Hence, the ~rigraph ZDF ap!Jears four tit.1es. The repeated 
trigraphs may all be found in this manner. 

i• The most frequently repeated digraphs and trigraphs are then as­
sembled in what is termed a £..!mdensed table of r.ru?.etitions, so as to bring 
this information prominently before the eye. As a rule, digraphs r1hich 
occur less than four or five times, and trigraphs 1vhich occur less than 
three or four times may be omitted from the condensed table as being rela­
tively of no importance in the study of repetitions. In the condensed 
table the frequencies of the individual letters forming the most important 
digraphs, trigraphs, etc., should be indicated. 

28. Classifying the cipher letters into vowels and consonants. - ~· 
Before proceedin3 to a detailed analysis of the repeated di~raphs and tri­
graphs, a very important step can be taken which \lill be of assistance not 
only in the analysis of the repetitions but also in the final solution of 
the cryptogra~. This step concerns the classification of the high-fre­
quency letters into two groups; vouels and consonants. For if the crypt­
analyst can quickly ascertain the equivalents of the four vo•.Jels, A~ ill, I, 
and O, and of only the four consonants, IJ, R, S, and T, he will then have 
the values of approximately two-thirds of all the cipher letters that oc­
cur in the crypto:sram; the values of the remaining· letters can almost be 
filed in automatically. -

~. The basis for the classification uill be found to rest upon a 
comparatively simple phenomenon. the associational or c0111binatory be­
havior of vowels is, in general, quite different from that of consonants. 
If an examination be made of Table 7B i!'l Appendix 1, showing the relative 
order of frequency of the 18 di3raphs composing 25 per cent of ~nglish 
telegraphic text, it will be seen that the letter~ enters into the composi­
tion of 9 of the 18 digraphs; that is, in exactly half of all the cases the 
letter ~ is one of the two letters forming the digraph. The digraphs con­
taining E are as follo\~; 

3D ... m 
HE 

ER 
Rill 

ES 
SE 

The remaining nine di:sraphs are as follows. 

AU HD 
IH HT 
ou 

OR ST 
TH 
TO 

l>ione of the 18 digraphs are combinationJL.Q,f vowels. Note nov1 that of the 
9 combinations ~dth ~, 7 are with the consonants N, ~, s, and T, one is 
with D, one is ~nth V, and none is uith any ~2E~· In other words, Ep com­
bines most readil~r \dth consonants "~mt not vdth other vowels, or even with 
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itself. Using the terms often employed in the chemical analogy, E shor1s a 
r>;raat ''affinity" fo1· the consonants H, :\, S, T, but not for the vowels. 
l'herefore, if the letters of h:i.~host fr3'1Uency occurring in a given crypto­
g-rw!l are listed, t o3ether ·lith the nur'lber of' times each of them combines 
·:rith the cip~1er equivalent of ..i:P, thoAe '.lhich sho·;1 considerable combining 
power or affinity for the ciphel~ equivalent of Ep may be assumed to be the 
cipher equivalents cf 1-I, .t, S) 'PpJ those which do not show o.ny affinity for 
the cipher ~1uivalent of Ep may be assu~ed to be the cipher equivalents of 
A, I, O, U:p• Applying thea') principles to tho problem in hand, and examin­
in~ the tr~literal-frequency dist~ibution, i~ is quite certain that Zc = Ep, 
not only because Z is the letter of highest frequency, but also because it 
combines with ~~~e~al other high-frequency letters, such as D0 , F0 , Gc, etc. 
The nine letters of next highest frequency are~ 

Let the coufJinations 
in; manner. 

llo. of tir.1es 
Zc occurs,as --prefix -

~ 
Cipher Letter•- D{23) 

I!o. of ti1:1es "E 
Zc occurs as -suffix -

23 22 19 
D T F 

thase letters 

- -
,T(22) F(l9) 

~ -

19 11) 
G V 

form uith 

G(l9) 

~ 

15 14: 10 10 
H Y S I 

Zc be indid"ated in 

-
~ 

V(l6) H(l5) Y(l4) 

-

the follow-

6(10) I(lO) 

Consider Dc• It occurs 23 times in the messa3e and lB of those times it is 
combined with Z0 , 9 times in the for1n ZcDc (-= Eep), and 9 ti:nes in the form 
DcZc (=S~p)• It is clear that D0 must ue a consonant. In the same way, 
consider Tc, wl-J.ich snows 9 co'llbinations ~1ith ~c, l~ in the form ZcTc {= ESP) 
and 5 in the form Tc~c (= 8Ep)• The letter Tc appa~rs to represent a con­
sonant, as do also tho lotters F c, G0 , and Y0 • On the other hand, consider 
V c, occurring in all 16 ti!.les but never in comhination uith Z0 5 it appears 
to represent a vo'•el, as does also the letters H0 , Sc, und ! 0 • So far, 
then, the follo\rlng classification ~auld seem logic~l: 

" 

"' 

• 

29. Further analysis of the lGtters representing vo,Yels and consonants. -
!!• Op is usually the vo··•el or seco11d '1i~~1est frequency. Is it possible to 
datermine tlhich of the letters V, H, &, Ic: is the cipher equivalent of Opl 
Let reference bo 1.1ade again to Table ll in l~ppendix 1, where it is seen that Ji 

the 10 most frequently occurring diphthon-:;s are. 

Diphthong - IO 
Frequency - 406 

ou 
365 

EA .!i:I 
345 273 

AI I:ii:: AU EO 
172 131 l2B 121 

AY m: 
120 114 



• 

.. 

If V, rl, S, I are really the ci!1~1e-:- equivalents of A, I, O, Up (not reP" 
spectively), ~crhaps it is possi'IJle to determine ·.-rhich is vhicn by ex~ 
ing the combinati?..::::_ they .. 'lak•: a;::J.ong t~1emselves ~nd \7ith Zc ( .. Ep). Let 
the combinations of V, ,-{~ i:i, I, and Z that occur in tho message be listed. 
Thera are only the following; 

ZZ0 (= ~U:p) - 4 
'JH - 2 
HH - 1 

HI 
sv 
IS 

- l 
- 1 
- 1 

1~ote the doubbt HHc; if He is a V0\7el, them the chances are excellent 
that H0 = Op' because t'1e doublets hAP' IIP' uu

8
, are pr . .:.ctically non-ex­

isten·!;, whereas the double vo·.1el comb~nation, 0 P' is of next highest 
frequency to the double vowel COl~:Jination, .:;;,::i.J. If He = op, then Vc must 
be Ip because the digraph VI-le occurrin:?; t•,1o tit~es in the nessage could 
hardly be AOP' or UOP' ~hereas the diphthong Iup is the one of high fre­

que:1cy in English. So far then, the tentative (because so far unverified) 
results of the analysis are as follows. 

V0 .,., Ip 

T'1,i.s leaves only two letters, I 0 and Sc, classified as vowels, to be sep­
arated into Ap and Up. Hote the di3raphs: 

Only two alternatives are open. 

(2) Or 

= 09 
= 9In 
= e.g· p 

If the fi:st alternative is selected, then 

If the second alternative is selected, then 

The eye finds it difficult to choose between these alternatives; but sup­
pose the frequency values of the plain-text di;>hthongs as given in Table 11 
of Appendix 1 are added for each of these alternatives, giving the follow­
ing; 
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HI0 = O.n..P' frec;uency value :: 72 
SVc = UIP, frec,uency value - 46 
ISc = AUP' i'requaucv value =g§_ 

Total 246 

HI
0 = ouP, frequency value -=-355 

SVc = UIP' rrequeucy value =172 
ISC = AUP' frequency value =__i!L 

Total 585 

.·athematically, the second o.ltern:1tive is almost twice as probable as the 
first. Let it be assumed to be correct and the following (still tentative) 
v?lues are now at hanJ: 

,:e. .Attention is no•;t directed to the letters classified as consonants • 
. Iow far is U possible to determine their values? The letter, De, from 
considerations of frequency ~lone, would seen to be Tp' but its frequency, 
23, is not considerably greater than that for Tc. It is not much greater 
than that for F

0 
or Gc, ~ith a frequency of 19 each. But perhaps it is 

possible to determine not the value of one letter alone but of two letters 
at one stroke. To do this one may make use of a tetragraph of considerable 
importance in .J:nglish, viz., TIOI~c. li'or if the ane.lysis pertaining to the 
vo·'lels is co!·rect, e.nd if VHc =- IO:P' then an examination of the letters 
im1.1ediately before and after the dJ.graph VHc in the cipher text might dis­
close both Tp and Np• Reference to the text gives t!te follorring: 

F'VHTc 
9I09p 

The letter Tc follows VHc in both casas, indicates very probably that Tc = 
IJP; but as to whether G0 or F c ec:uals Tp cannot be decided. However, two 
conclusions are clear~ first, the letter D0 is neither Tp nor Np, from 
which it follows that it must be either .itp or Sp; second, the letters Gc 
and Fe must be either Tp and SP' respectivaly, or S and Tp respectively, 
because the only tetra1raphs usually found (in BnJl~sh) containing the 
diphthong IOP as central letters are biO!ip and TIOllp• This in turn means 
that as regards De, the latter cannot be ~iLhet Rp or Sp; it YL~~ be hp, 
a conclusion which is corroborated by the fact that ZDc ( = ERp}and JZc 
(= IUP) occur 9 ti•nes each. Thus fart then, the identifications, when in­
serted in an encipheri~ alphabet, are as follo~s • 

.!:'lain : 
Cipher: 

A B 0 
s 

J) ..i: F G H I J K L i ~ ii 0 P '"t 1{ S T U V .{ X Y Z 
Z V T H ~ G F I 

F G 

.. 
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30. Substituting deduced values in the cryptogram. - ~· Thus far 
the analysis h~s been almost purely hypothetical, for as yet not a single 
one of the values deduced fro1n th"3 foregoing analysis has been tried out 
in the cryptogram. It is high tit~e that this be done, because the final 
test of the validity of the hypotheses, assumptions and identifications 
made in any cryptographic study is, after all, only this: do the~e ' 
hypot"leoes, aosum!Jtioas and identifications ultimately yield verifiable, 
intelligible,plain-text when S£n~~stentlx applied to the cipher text? 

~. At the present sta3e in the process, since there are at hand 
the assumed values of but 9 out of the 25 letters that appear, it is ob­
vious that a continuous "reading" of the cryptogram can certainly not be 

· expected fron a mere insertion of the values of the 9 letters. However, 
the substitution of these values should do two things: first, it should 
immediately disclose the frng .. 1ents, outlines, or "skeletons" of "good" 
words in the text; and second, it should disclose no places in the text 
Phere "impossible'' sequences of letters are established. By the first is 
meant that the partially deciphered text should show the outlines or 
skeletons of words such as may be expected to be found in the con~unica­
tion; this \Till beco.:Ie quite clear in the next subparagraph. By the 
second is ·neant that sequences, such as "AOO.d!N" or "THRSElTO" or the like, 
obviously not possible or extre.nely unusual in normal .::nglish text, must 
not result from the substitution of the tentative identifications result­
ing from the analysis. The appearance of several such extremely unusual 
or impossible sequences at once signifies that one or oore of the assumed 
values is incorrect. 

S• Here are the results of substituting the nine values which have 
been deduced by the reasoning based on a classification of the high-fre­
quency letters into vowels and consonants and the stuJy of the members of 
the tv!O groups; 
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l 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 
10 19 23 35 19 10 

A 5 F D Z F I 
A T R E T 

3 19 15 
0 , .. 

iJ H 
s 0 

5 5 35 19 
L p z F 

':\ 
..!.. T 

19 35 23 14 10 5 19 15 4 35 23 10 
G z D y s p F H B z D s 
s E R .A T 0 E R A 

s s 

119 16 15 22 19 
BjGVHT F 

T s T 

5 5 5 16 23 19 19 14 1~ 
U P L V D F G Y V 

s 

3 16 19 16 15 22 19 8 23 35 35 
J V F V H T G A D Z Z 

c 

D 

E 

F 

G 

H 

J 

K 

I 
5 I 0 N T 
T S 

I R T S I ITIONS REE 

8 10 22 14 23 35 14 19 35 
A I T Y D Z Y F Z 

N R E T E 
s 

5 T 

3 35 22 19 
J Z T G 

E N S 
T 

5 T 

5 22 16 22 35 
P T V T Z 

N I N E 

4 23 16 19 15 22 35 
B DVFHTZ 

R I T 0 N E 
s 

23 19 
D F 
R T 

5 

8 10 
X 5 

A 

4 19 10 23 35 14 16 22 
B G I D Z Y V T 

8 3 10 14 16 22 3 19 16 2 
X 0 I Y V T £ F V M 

19 35 35 
G Z Z 

S R E I N 
T 

I N T I 
s 

S E :!: 
T 

22 15 5 5 16 8 35 23 19 2 15 22 35 8 10 22 14 23 35 14 4 23 16 
T H L L V X Z D F M H T Z A I T Y D Z Y B D V 
N 0 I E R T 0 HE U R E' R I 

s 

19 15 
F H 
T 0 
5 

22 35 23 19 2 35 23 35 35 3 10 8 10 10 19 35 14 19 8 16 19 10 5 19 35 
T z D F K z D z z J 5 X I s G z y G A v F 5 L G z 
N E R T E R E 

. ., 
j, A A 5 E 5 I T A s E 

s T T 5 T 

23 22 15 15 22 1 23 35 2 10 16 22 14 35 23 3 35 19 19 15 22 35 8 10 22 
D T H H r c .J z R 5 v T y z D 0 z F F H T z A I T 
R N 0 0 N R E A I H E R E T T 0 n E N 

5 5 

14 23 35 14 19 8 16 23 19 35 35 22 2 15 10 22 14 35 14 10 23 35 19 15 5 
y D z y G A v D G z z T K H I T y z y 5 D z G H u 

R E 5 I R s E E N 0 N E A R 3 s 0 
T T T 

35 19 35 22 19 5 5 19 23 10 8 1 24 15 8 8 10 2 5 35 23 19 5 10 23 
z F z T G u p G D I X \1 G H X A s R u z D F u I D 
E T 

.,. 

.!!. N s 5 R s 0 A E R T R 
5 T T T s 

3 19 15 22 16 3 8 19 8 8 
E G H T v J! A G X X 

5 0 N I s 
T T 

g,. Ho impossible sequences are b ·ought to light, and, moreover, several 
long words, nearly cor.1plete, stand out in the text. Hote the following por­
tions: 

.. 



.. 
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(1) 

(2) 

(3) 

"'"' - U&J -

.'\.21 
H B Z D S 

B5 
G V H T F 

I 0 .I T 
s 

0 3 t A S 
T 

Cl5 
T V T Z B D V F H T 
fJINL:: RITON 

& 

F22 G5 
S L G Z D,T H H T 
A S ~ R N 0 0 N 

T 

D2 
Z D F 
U: R T 

s 

The words are obviously OP.;!H.ATIONS, NIIf.l!: PR.ISOlf..i:RS ~ and AI~TI!RJ.IOON. The 
value Gc is clearly Tp; that of Fe is Sp; and the following additional 
values are certain; 

31. Completing the solution. - !!!:.• Each tine an additional value is 
obtained, substitution is at ·once made throughout the cryptogram. 'l'his 
leads to the determination of further values, in an ever-qidening circle, 
until all the identifications are firmly and finally established, and the 
message is completely solved. In this case the decipherment is as follows: 

.l:. 2 3 ~ s §_L,JLJL!_D 11 12 13 14 15 1§ 17 1a 19 20 ;21 ~2 23 24 25 
A. S F D Z F I 0 G H L P Z F G Z D Y S P F H B Z D S 

A S R E S U L T 0 F Y ~ 6 T E R D A Y S 0 P ~ R A 

B G V H T F U P L V D F G Y V J V F V U T G A D Z Z 
T I 0 N S B Y F I 3. S T D I V I S I 0 N T H R E ill 

A I T Y .J Z Y F Z ,J Z T G P T V T Z B D V F H T Z 
C H U U .J R E D 6 ] V E N T Y N I i.J A: ·P · R I · S 0 N E 

D D F X S B G I D Z Y V T X 0 I Y V T E F V M G Z Z 
R S C A P T U R ] D I N G L U D I N G 6 I X T E E 

T H L L V X Z D F 'i1 H T Z A I T Y D Z Y B D V F H 
E N 0 F F I C E a S X 0 N l H U N D R j D P ~ I S 0 

F T .z D F K Z D Z Z J . S X I S G Z Y G A V F S L G Z 
N ~ R S U E R ~ E V A C U A T E D T H I S A F T E 

D T"H H T CD Z R S V T Y Z D 0 Z F F H T Z A IT 
G R N 0 0 N Q R ..J: J..l A I N D ::1: R L :iJ: S S 0 II E H U N 

H y, D· Z Y G A . V D G Z Z T K H I T Y Z Y S D Z G H U 
.D R ~ D T H I R T J E N ~ 0 U H D ] D A R E T 0 B 

J Z· F Z T G D ~ G D I X V G H X A S R U Z D F U I D 
E S E i~ T · .a Y T R U C K T 0 C H A. , B :1: R S B U R 

E G H T V E A G X X 
K G T 0 N I ~ H T X X 
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Message; AS ai:SUJ..oT OF [.rl;ST3R.JAYS OPE:~.-~.TIOUS BY FIHST DIVI:..ION THME HUN-

J)::Th}D SEVENTY lUl.f.:l: r·USONERS CAPI'URED I!WLU.JIHG SI:lcr'!;:~N OFFICERS ON:dl HUN-

:PRED PRISOiii:!:RS Vd:1E "jr.f ACUAT!i!D TdiS AFI'::::RNOON E iAUfJER LEbS 01-IE HUHDR.E:D 

THIRT.!llii:N "JOUIJ.DED ARE TO BS S3iJT BY 'r!'UCK TO CHA!JlB.:i:R.SBUTi.G TONIGHT 

~· The solution should, as a rule, not be considered complete until 
an attempt has been made to discover all the elements underlying the gen­
~ral system and the specific key to a message. In this case, there is no 
need to delve further into the ~eneral system, for it is merely one of 
monoalphabetic substitution with a mixed cipher alphabet. It is necessary 
or advisable, however, to reconstruct the cipher alphabet because this may 
give clues that later may become valuable. 

~· Cipher alphabets should, as a rule, be reconstructed by the 
cryptanalyst in the form of enciphering alphabets because they will then 
be in the form in which the encipherer used them. This is important for 
two reasons. First, if the sequence in the cipher component gives evidence 
of system in its construction or if it yields clues pointing toward its 
qerivation from a ke~vord or a key-phrase, this may often corroborate the 
identifications already made and may lead directly to additional identifi­
cations. A word or two of explanation is advisable here. For example, 
refer to the skeletonized enciphering alphabet given at the end of par. 29]: 

Plain : ~BC.U.!l;FGH~JKLMNOPQR.STUV 'XYZ 
Ciphers S Z V T H D G F I 

F G 

Suppose the cryptanalyst, looking at the sequence DGFI or DFGI in the cipher 
component, suspects the presence of a ke~vord-mixed alphabet. Then DFGI 
is certainly a more plausible sequence than DGFI. Again, noting the se­
quence s ••• z ••• v •••• TH •• D, he might have an idea that the keyword begins 
after the Z and that the TH is followed by AB or BC. This would mean that 
either P, Qp • A, oc or B, Cc• Assu~ing that P, Qp = A, B0 , he refers tn 
the frequency distribution and finds that the assumptions Pp = A0 and Qp = 
B0 are not good' on the other' hand, assuming. that P, Qp • B, Cc, ·the fre­
quency distribution gives excellent corroboration. A trial of these values 
would materially hasten solution because it is often the case in crypt­
analysis that if the value of a Nary low-frequency letter can be surely 
established it will yield clues to other values very quickly. Thus, if Q 
is definitely identified it almost invari~bly will identify UP' and will p 
'3ive clues to the letter f"ollO\Iing the U , since it must be a vowel. In 
the case under discussion the identifica~ion FQP = BCe would have turned 
out to be correct. For the foregoing reason an attempt should always be 
made in the early stages of the analysis to determine, if possible, the 
basis of construction or derivation of the cipher alphabet; as a rule this 
can be done only by means of the enciphering alphabet, and not the decipher­
ing alphabet. For example, the skeletonized ~ciphering alphabet correspond­
ing to the enciphering alphabet directly above is as follows~ 



.. 

Cipher­
J..lJ.ain . 

A .0 0 D 
R 
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EFGHIJKL 
T S 0 U 

,I l! 0 P r~ B. S T U V ·:X Y Z 
A N I Z 

S T 

Here no evidences of a keyword-mixed al1;habet are seen e.t all. However, 
if the encipherin3 al~1habet has been examined and shows no evidences of 
systematic construction, the Jeciphering alp~abet should then be examined 
with this in view, because occasionally it is the decipherin3 alphaoet 
which sho\·ls tl1e presence of a key or keyin1 element, or 1il!1ich has been 
systematically derived fror.1 a word or phrase. '.i'he second reuson '.'lhy it 
is im~ortant to try to discover the basis of construction or derivation 
of the cipher alp"1abet is that it affords clues to the general type of 
keywords or keyin~ elements employed by the enemy. This is a psycholo.::;ical 
factor, of cou~se, and ~ay be of assist~nce in subsequent studies of his 
traffic. It merely gives a clue to the general type of thinkin3 indulged 
in by certain of his cryptographers. 

~· In ths case of the foregoing solution, the complete enciphering 
alphabet is found to be as follous~ 

Plain ~ 

Cipher· 
A B C .) 1: i:' G :I I J 1~ !.. · i II 0 r '; -;, S T U V . I X Y Z 
s u x Y z L ~ A v i·i T.v o R. T H B a D F G I J !~ i. .P -

Obviously, the letter ~' \~lich is the only letter not appearing in the 
cryptogram, should follow· P in the cipher component. iJote now that the 
latter is based upon the key,·word llE.n.V.i!1~ OJTH, and that this particular 
cipher alp~abet has been composed by shifting the mixed sequence based 
upon this :\:ey-; .. ord six intervals to the right so that the !cey for the 
messa1e is Ap = Sc. Hate also that the deciphering alphabet fails to :::;ive 
any evidence of keyword construction based upon the word LEAVEN'.VORTH. 

Cipher· 
Plain ~ 

A B 0 D l F G H I J K 
H P Q a G S T 0 U V 

Li·JJNOP~nSTUV /XYZ 
F X J L Y Z 1; A H B I Y. C D :,i; 

~· If neither the enciphering or the deciphering alphabet exhibits 
chiuacteristics \7hich give indication of derivation from a keyword by some 
form of uixinJ or disarrange·1ent, the latter is nevertheless not finally 
excluded as a possibility. The student is referred to pars. 46 and 47 of 
Special Text 1fo. 165, :i:le1:1entary 1.ilitary Cryptography, wherein will be 
fot1nd methods for der-ivin~; mixed alphabets by transposition methods ap­
plied to key•·1ord-~.1ixed alphabets. ?or the reconstruction of such mixed 
alphabets the cryptanalyst oust use ingenuity and a !:no'l:lledge of the more 
common methods of. suppressin3 the appearance of l:eY"TOrds in the mixed 
alphabets. 

32. General notes on the fore~oing solution. - ~· The example 
solved above is admittedly a rJ.ore or less artificial illustration of the 
steps in analysis, made so in order to de,Jonstrate ~eneral principles. 
It was easy to solve because the frequencies of the various cipher let­
ters co ~responJed quite \'ell \"lith the normal or expected frecuencies. 
;Iowever, all cry.:rtograms of the same monoalphabetical nature can be solved 
alon3 the same general lines, after t:t.ore or less experimentation, depend­
ing upon the lcn?;th of the cryptograt!l, the skill, and the experience of 
the cryptanalyst. 
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h· It is no cause for discouragement if the student's initial at­
tempts to solve a cryptogram of this type require much more time and ef­
fort than were apparently required in solving the foregoing purely il­
lustrative example. It is indeed rarely the case that every assumption 
made by the cryptanalyst proves in t:te end to h.ave 'l:>een correct; reore 
often is it the case that the ::1ajority of his initial assumptions are in­
correct, and that he loses much time in castin3 out the erroneous ones. 
The speed and facilitv with \ihich this elir:lination process is conducted 
is in many cases all that distir1guishes the expert fl~om the novice. 

£.• !Jor will the student always find that the initial classification 
into vowels and consonants can be accomplished as easily and quickly as 
•,"/8.s apparently the case in the illustrative example. rhe principles in­
dicated are very general in their nature and applicability, and there are, 
in addition, some other principles that may be brou~ht to bear in case of 
difficulty. Of these, perhaps the most useful are the follovring. 

(1) In normal English it is unusual to find two or 
three consonants in succession, each of hi6h frequency. 
If in a cryptogram a succession oi' three or four let .. 
tars of high-frequency appear in succession, it is 
practically certain that at least one of these repre­
sents a vo\vel.l 

(2) ouccessions of three vowels are rather unusual 
in English. 2 Practically the only tir.1e this happens is 
when a word ends in two vowels and the next word begins 
with a vowel.3 

(3) .ben tv10 letters already classified as vonel­
equivalents are separated by a sequence of six or more 
letters, it is either the case that one of the supposed 
vowel-equivalents is incorrect, or else that one or more 
of the intennedi~e letter~~s ~\rel-eguivalent.4 -----------------

1 Sequences of seven consonants are not impossible, however, as in 
ST~HQTI! TI!EOUGH. 

·~--------------------·-------~· ------·-------------------------------------2 Uote that the- -rord H ..... nrc:m,. :9~st te11se of the verb RADIO. is coming into 
usage. 
3 A sequence of five vowels is not impossible, however, as in YOU AUTHORIZE. 

4 Some cryptanalysts place a good deal of emphasis upon this principle as a 
method of locating the remainin3 vowels after the first two or three have 
been located. They recommend that the latter be underlined throughout the 
text and then all sequences of five or more letters sht)\Jing no underlines 
be studied attentively. Certain letters which occur in several such se­
quences are sure to be vowels. An a~ithmetical aid in the study is as fol­
lows: Take a letter thought to be a good possibility as the cipher equiva­
lent of a vowel (hereafter termed a possible yowel-eguivalent) and find the 
length of each interval from the possible vowel-equivalent to the next ~~ 
(fairly surely deten:::lined) vowel-equivalent. 1.ultiply the interval by the 
number of times this interval is found. Add the products and divide by the 
total number of intervals considered. This will give the ~ interval for 
that possible vowel-equivalent. Jo the same for all the other possible vowel­
equivalents. The one for which the mean is the greatest is most probably a 
vowel-equivalent. Underline this letter throutihout the text and repeat the 
process for locating additional vowel-equivalents, if any remain to be located. 
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(4) Reference to Table 7B of Appendix 1 discloses 
the follo}~ing. 

Dist ci but ion of lst 18 digraphs forr.1ing 251~ of .cinglish 
text, 

Uo. of consonant-consonant digraphs 4 
lJo o 

I '• .... 

6 of consonant~vo~el digraphs 
iJo o of vowel-.consonant dig.,..aphs 8 
llo. of vow~l-vowel digraphs 0 

'Distribution of lst 53 digraphs forming 501~ of ~nglish 
text. · 

1Jo •. of consonant-consonant di::;raphs 
. No. o! consonant-vowel di3raphs . 

Ho • o.f VOVIel-consonant digraphs 
l~o. of vo\·/el-vo•lel digraphs 

8 
- 23 
- 18 

4 

The latter tabulation shows thr-tt oi' t'1e first 53 di-
6raphs uhich form 50,~ or .J:ng),.ish te.xt' 41 of lihem, 
that is, over 751~, are combinations of a vo,-rel v1ith a 
consonant. In short, in normal English the vouels and 
the high-frequency consonants are in the long run dis­
tributed fairly evenly and regularly throughout the 
text. ' 

(5) As a rule, repetitions of trigraphs in the 
cipher text are composed of high-frequency letters 
forming high-frequency combinations. The latter prac­
tically al••1ays contain at lea.st one vo·.1el3 in fact, if 
reference is 1.1ade to Table J3 of .tppendix 1, it will be 
noted that 36. of the 56 trigraphs having a frequency 
of 100 or mo,re' contain one voviel, 17 of them contain 
two vo\7els, and only three of them contain no vo'..·Tel. 
In the case 'of tetra::;raph repetitions, Table 14 of Ap­
pendix 1 shows that no tetr~graph listed therein fails 
to contain at least one vowel, 28 of them contain one 
vowel, 25 contain t\!o vo~;1els, an~ 2 cQntain three 
vowels. 

(6) ~uite frequen1;ly •rhen twq l;:noFn V01r7el-aquiva­
lents are separ~ted by six or oor~ letters none of which 
seens to be·of sufficinntly high ·frequency to repre­
sent one of the YO~els A E I O, the chances are ~ood 
t:1at t~e cipher-equivalent of the VO'iTel U or Y is pres­
ent. (See' Fciot·note No. 4, page 66) 

(7) The letter '1 is inval'iably followed by Uj the 
lettero J and V are invariabl:-,r follO\ied "by a vowel. 
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!!• In the foregoin3 exae1ple tl1e .lr.lount of expe~~il'lentation or "cutting 
and fitting" was practically nil. (This is not true of real cases as a 
rule.) 1here such experimentation is necessary, the underscoring of all 
repetitions of several letters is very essential, as it calla attention to 
peculiarities of structure that often yield clues. 

~· After a few basic assumptions of values have been made, if short 
words or skeletons of words do not becoue manif'est, it is necessary to make 
further assumptions for unidentified letters. This is accomplished most 
9ften by assuming a word.l Now there are two places in every messa3e which 
lend themselves more readily to successful attack by the assumption of words 
than do any other places. the very beginning and the very end of the message. 
The reason is quite obvious, for although words may be1in or end with almost 
any letter of the alphabet, they usually begin and end with but a few very 
common digraphs and trigraphs. In this connection reference should be made 
~o Tables J5 and l6 of l'l.ppendix 1. Very often the association of letters in 
peculiar cotJ.binations will enable the student to note where one >lord ends 
and the next begins. For example, suppose E, U, S and T have been definitely 
identified, and a sequence like the following is found in a cryptogram. 

---EHTSNE-

Obviously the break between t\lo \Vords should fall either after the 5 of 
~ N T S or after the T of ~ N T, so that two possibilities are offered~ 
••• EN T S / N i ••• , or • ~NT/ S N E •••• Since in English 
there are very few words with the initial trigraph S N E, 'it is most likely 
that the proper division is ••• E H T S / N E • • • • Obviously, when 
several word divisions have been founJ, the solution is rendered more easy 
by virtue of the greater ease with which assumptions of additional new 
valu~s may be made. · 

33. The "probable-word 11 method; its value and applicability. - .!• 
In practically all cryptanalytic studies, short-cuts can often be tnade by 
assumin~ the presence o£ certain words in the message under study. Some 
writers attach eo much value to this kind of an "attack from the rear" that 
they practically el~vate it to the position of a method and call it the 
11intuitive }11ethod'' or the ''probable-\vord method". It is, of course, merely 
a refinement of what in every-day language is called "assuning" or "guessing11 

a word in the message. The value of making a "good guess'' can hardly be 
overestimated, and the cryptanalyst should never feel that he is accomplish­
ing a solution by an illegitimate subterfuge when he has made a fortu~:~ate 

guess leading to solution. A correct assumption as to plain text vdll often 
save hour~ or days of labor, and sometimes there is no alternative but to 
try to "guess" a word, for occasionally a system is encountered the solu-
tion of which is absolutely depen9.!mt upon this artif!2.!!_ ----
l This process does not involve anything more mysterious than ordinary, 
logical reasoning; there is nothing of the subnormal or supernormal about 
it. If cryptanalytic success seems to require processes akin to those of 
medieval magic, if ''hocus-pocus" is much to the fore, the student should 
begin to look for items that the claimant of such success has carefully 
hidden from view, for the mystification of the uninitiated. (See Par. 33 
in this connection.) 
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.Q. T!:le ex~1ression "-;ooa 3uess 11 is used advisedly. For it is "good!' 
in two respects. ?irst~ the c~Jptanalyst uust use care in making his ~s­
sumptions as to plain-text 1·ords. In this he r.tust be guided by ex:t~an!'lous 
circunst~~nces leadin3 to the assu1.1ption of J2!.2.£able words - not just any 
1:1ords that come to his 1nind. 'i'herefore he t~ust use his itnaJinatiQn b1._1t 
he .nust nevertheless carefully control it by the exercise of g-ood judg­
ment. Second, only if the "guess •• is co"!"rect and leads to solu.tion:; or 
at least puts hir:t on the road to solution, is it a E,20d guess:a - But, while 
realizin.:; the usefulness and the time and labor-saving features of a solu­
tion by assuming a probable word, the cryptanalyst should exercise discre-
tion in regard to ho\1 long he may continue in his efforts uith this method. 
sometimes he r.~.a.y actually waste tine by adhering to the •'lethod too long, 
if straightforward, methodical analysis vill yield results ;nora quickly. 

£.• Obviously, the '1pcobable-uord '' method has t.lUch hlore applicability 
vhen '7orking upon material the general nature of 1."Jhich is kno\m, than when 
working upon more or less isolated coi.lt!'lunications exchanged bet\ieen cor­
nspondents conce:-nin~ 'Vhom or whose activities nothing is ;,mown. ?or in 
th"e latter case there is little or nothin3 that the imagination can seize 
upon as a back~round or basis for the assumptions. 1 

g_. Very frequently, the choice of probable words is aided or limited 
by the number and positions of repeat~d letters. These repetitions may be 
llatent, that is, externally visible in the cryptographic text as it orig­
inally stands, or they may be l~i~.n:b that is, externally invisible but 
susceptible of being made patent as a result of the analysis. For example, 
in a monoalphabetic substitution cipher, such as that discussed in the pre­
ceding para~raph, the repeated letters·are directly exhibited in the crypto-
5rar.1; later the student will encounter many cases in which the repetitions 
are latent, but are ~ade patent oy the analytical process. .hen the repeti­
tions are patent, then the .12attcu:,n or fo.nJU1!3.; to uhich the repeated letters 
conform is of direct use in assur:1ing plain-text words; and when the· text 
fs in ·vord-lengths, the pattern is obviously of even greater assistance. 
Suppose the cryptanalyst is dealing ,.,ith i!lili tal·y text, in r1hich ·case he 
;':lay expect such ,.,orde· as .JIVI3Ii:)H, J3AT'rALIOU, etc., to be present in the 
text. The positions of the repeated letter I i::1 DIVISIOI-h of the revers­
ible digraph AT, TA in BATTALION, and so on, constitute for the experienced 
cryptanalyst, tell-tale indications of' the P"'esence of tnese vords, even 
·1hen the text is not divided up into its original word lengths. _____ , ____ __._ __ , _____ _ 
1 General Givierge in his'Q.2.!U::,!!._g_e __ Q.typ,!_ogrB:..P.hi!t (p. 121) says "dowever, 
expert c"ryptanalysts often et;"Iploy such details as are _cited above [in con­
nection \'Vith assu.Jin6 the presence of 'probable \"!Ords'l, and the experience 
of the years 1914 to 1918, to cite only those, prove t"l;at in practice one 
often has at his disposal elements of this nature, permitting assumptions 
much'more audacious than those ~hich served for the analysis of the last 
exruJple. The reader would therefore be wTong in imagining that such for­
tuitous elements are encountered only in cryptographic \70rks where the 
author aeciphers a document that he hioself enciphered. Cryptographic 
correspondence, if it is extensive, and if sufficiently numerous >lorking 
data are at ~and, often furnishes elements so corJPlete that an author woQld 
not dare use all of them in solvin.~ a p oblem for fear of being accused of 
obvious exa.g.seration." 
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!t• The important aid that a study of 1r10rd patterns can afford in 
cryptanalysis ~"Jarrant:J t!1e uss of definite terminology am the establish­
ment or certain data havin3 a bearing thereon. The phenomenon herein 
unJer discussion, namely, that many words are of such construction as re­
gards the number and positiqns. of repeated letters as to make them readily 
identifiable, will be termed idiomor:)hism (from the Greek 11 idios" = one's 
own, individual, peculiar + ~~~~j:";;ii-;:--£~-rm). '.:ords t'lhich show this 
phe11omena will be termed i-di.£IE.r..P.lliSL• It t.r.i.ll be useful to deal with the 
idiomorphisms symbol;i.cally and systematically as described below. 

f. '/hen dealing vlith crypto~rams in which the 'ilord lengths are de­
termined or specifically shown, it is convenient to indicate their lengths 
and their repeated letters in somo easily rAc"oe;ni.zed uanner or by formulas. 
This is exempll fied, in the case of the word .:JIVI5IOH, by the formula 
AB:JBD'B!i:F; in the case of the word B~~Th.LIG!~, by the forr.1ula A3CCBJJE1i'G If 
.the cryptanalyst, during the course of his studies, ne.kes note qf striking 
formulas he has encountered, with th'3 wor<l'3 v1l-tich fit the'll, after some time 
he vrill nave assem':>leCI a qui..te valuable bcdy of data. A!ld after mo:re or 
less complete lists of such forrr.t~l3s have bee;,1 established in some s~·st ematic 
arran6ement, a rapid comparison of the idio~orphs in a specific cryptogram 
with those in his lists will be feasible aad ,Jill often leu.d to the assump­
tion of the correct word. Such lists can be arranged according to word 
len~th, as shown herewith~ 

3/aba : 
abb 

4/abac 
abca 
abbe 
abcb 

DID, :J:V:I:~ J:YE 
A~u, ALL, ILL, OFF, etc. 
ARAB, Aitio;A, A lAY, etc. 
BOi .B, .)~-~:;:), at c. . . . 

etc. etc. 

g. Jhen dealin6 with cryPtographic text in •.1hich the lengths. of the 
words are not indicated or ot:1erwise determinable, lists of the fqregoing 
nature are not so useful as lists in ~hich the words (or parts of words} 
are arranged accordin~ to the intervals between identical letters, in the 
following manner; 

1 Interval 2 Intervals 3 Intervals Repeated digraphs 
-DiD- AbbAcy AbeyAnce COCOa 
-EvE- ArAbiA hAbitAble dERER 
-EyE- AbiAtive lAborAtory ICICle 
division AboArd AbreAst IlUNg 

revision -AciA- AbroAd bl'I.GgAGe 
etc. etc. etc. etc. 

In Appendix 2 will be found some useful lists of words arranged in this 
manner. 

'34. Solution of additional cryptograms prouuced by the same cipher 
cooponent. - ~· To return, after a rather long digression, .to the crypto­
gram solved in pars. 28 ~ 31, once the cipher component of a d.pher alphabet 
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has been reconstruct ~d, subs'9·.uent •.aessages '7hich have 1Jeen encip'1ered by 
means of the same cipi1er cor.monent may l:le solved ve.·y rc:1.dily, and •·fithout 
recourse to the princi:_?les of frequency, or application of the "probable­
word ·• method. It has been se">:.1 that the illustrative c17pto ;ram treated 
in para~raphs 24 - 31 lla.s enci:;hered by juxtaposing the ci 1lher component 
a1ainst the .'lormal se'luence so that .\P = 5

0
• It is ol:lv~ous thd.t the cipher 

component may be set a ;ainst the plain co•:~ponent at any one of 26 differ­
ent points of coincidence, each yielding a different cipher alp~abet. 
J-l.fter a cipher component has been reconstructed i ho•1ever, it becomes a 
~novm sequence, and the method of convertin~ the cipher letters into their 
plain-co1~1ponent equivalents and t~1en completinz the plain-component sequence 
begun by each equivalent can be a;plied to solve any cryptogram which has 
been enciphered by t~at cipher component. 

:Q. An example •·fill serV'e "to make the process quite clear. Sup,t)ose 
the follo,:dng messa:,e passing between the sal!1e t·\70 stations as before vras 
intercepted shortly after the first message had been solved. 

I Y E 11 K C ~ ;{ H i 0 F 0 S E L F 0 0 H .JAZXX 

It is assut:ted that the sal!le cipher cotJponent ;vas used, but with a differ­
ent key letter. First the initial group or hro groups are converted into 
their plain-c01.1ponent equivalents by setting the cipher component against 
the normal sequence at any arbitrary point of coincidence. The initial 
letter of the former may as ,-,ell be set a1ainst A of the latter, with the 
following result. 

Plain . .t B C J ili F G H I J I< L ii H 0 P 1 :l S T U V 'I X Y Z 
Cipher. L :.!: A V N 'I 0 R T li J3 C D F G I J 1: i~ P r. S U X Y Z 

Crypt o -;ram I Y ~ ··I K 
Jquivalents. l: f B Fa 

C:.:!Rl!"l 
L.dHi!:F 

The non~al sequence initiated by each of these conversion equivalents is 
now cor.~.pleted, with the results shorm in l"'ig. 15. liote the plain-text 
generatrix, CLOS:i:fOUHS, which nanifests itself •ithout further analysis. 
·rhe rest of the r1essa3e may be read either by continuin3 the same process, 
o-r, 'That is even t:1ore simPle, the key letter of the Illes sage may now be 
detert;J.ined quite readily and the 1.1essage deciphered by its means. 



·- ¥F ID:A64644 

IYE JKC..i:RN,/ 
fYBF R L B HTI 
1 Z C G S ~ C I F G 
RADHTHDJGH 
SBEIUOJ.:KHI 
T C F J V P F L I J 
U J G K ·.1 ; G • ~ J K 
V J: H L X R H H I~ L 
•I F I H Y & I 0 L L 
X G J N Z T J P k U 
Y H K 0 A U K ~ N 0 
Z I L P B V L R 0 P 
~ J u 1 c v w s p Q 
B K !! !l D X H T Q R 

*CLOSEYOU.KS 
Dill'T.FZPVST 
:i!: N' 1 U G A ~ ~1 T U 
l!"'ORVHBRXUV 
G P S W I C S Y V V 
H~TXJDTZT.IX 

I R U Y 1: E: U A X Y 
J S V Z L F V B Y Z 
I: T \{ ;. H G \I C Z .n. 
LUXBNHXDAB 
M V Y C 0 I Y ~ B C 
H /ZD.t>JZ:lCD 
OXAE1KAGD:$ 

Fig. 15 

£.• In order that the student may understand \iithout question just 
what is involved in the latter step, that is, discovering the key letter 
after the first two or three groups have been deciphered by the conver­
sion-completion process, the foregoing example ,rl.ll be used. It was noted 
that the first cip~er group was finally deciphered as follows. 

Cipher. I Y E \1 K 
Plain : C L 0 S E 

i.low set the cipher component against the normal sequence so that Cp = Ic• 
Thus; 

Plain 
Cipher: 

A B C J) -~ l G :-I I J K L }J H 0 P ·2 R S T U V i X 'f. Z 
F G I J K M P '~ S U X Y Z L i: A V N ·J 0 R T H B C D 

It is seen here that when Cp • I 0 then Ap = F0 • This is the key for the 
entire message. The deciphe~ent may be completed by direct reference to 
the foregoing cipher alphabet. Thus; 

Cipher~ I Y 3 '{ K C ::i: R N ·1 0 F 0 S ~ 
Plain : C L 0 S _;: Y 0 U R S T Ji. T I U 

i.Iessage. CLOSE YOUR dTATIOi.~ n.T T /0 HI 

L F 0 0 H E A Z X X 
ITATT·; OPiiXX 
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g,. The student should make sure that he understands the fundamental 
principles involved in this quick solution, for they are among the most 
important principles in cryptanalytics. How useful they are ,-,ill become 
clear as he progresses into more and more complex cry!Jtanalytic studies', 

SECTIOiJ VII 

POL1'LI1' .:::-t4 ~UJSI'ITUi'Iu11 HITrt liOdO-E WIV.HL!Nl' Ciid~_-, nLl :Ii\..t3:i:TS 

Analysis of ~olyliteral, monoalphabetic substitution systems. 
Paragraph 

35 

.Ustorically interestinJ exar.tples ••• . . . . . . . . . . . 36 

35. _-l.nalysis of polyliteral, .. 1onoalphabetic substitution systems • 
.!!• ;:,ubstitution !llethods in general may be classified into monoliteral 

and polyliteral systeos. 1 In the foroer there is a strict "one-to-one" 
correspondence bet•.•een the len~th of the units of the plain and those of 
the cipher text; that is, each letter of the plain text is replaced by a 
single character in the cipher text. In the latta~ this corresponuence 
is no longer lp.lc but may be lp·2c' uhere each letter of the plain text 
is replaced by a cotllbination of trro characters in the cipher text:; or 
1

0
.3c, uhere a ~-character coobination in the cipher text represents a 

s:lngle letter of the plain text, and so on. r1. cipher in \ihich the corre­
spondence is of the lp.lc type is termed monoliteral in character; one in 
which it is of the lp~2c type, biliteral; lp 3~, triliteral, and so on. 
Those beyond the lp: lc type are clo.ss,ed together as ,E.Q_lyliteral. 

]2. 
alphabet 
25 or 26 
exat:Jple 

\'fhen a polyliteral system 
is said to be bipartite. 
combinations of a limited 

of sueh an alphabet is the 

employs biliteral e,uivalents, the cipher 
Such alphabets are composed of a set of 
nllt!lber of characters taken in pairs. .h.n 
following- • 

Plain. .11. B C D E F G H I J K L :li U 0 P 1 R S , T U V -l X Y ~ 
Cipher, 'J:'i ~·m IC IT G Hili H..:.t HI HT HT tfi!: I·/ IH II IT Iii: T'~f TH TI TT TJJ £":/ j!H .:!:I ~T 

This alphabet is derived fr0111 the square shown in li'ig. 16. 

: . 

'il 
H 

(1) I 
T 

(2) 

W H I T E 
A B c D E 
F G H. I-J K 
L M N 0 p 

Q R s T u 
v •v X y z 

li'ig. 16 

~· If a message is enciphered by means or the ~oregoing bipartite 
.~lpha_bet the crypto1ram is still monoalphabetic in character. .r.;, frequency 
distribution bo.sed .upon pairs of letters ·•ill obviously haye all the 

1 See Par. 29, Special Text Ho. 166, ..n.dvance~ -~ilitary Cryptogra;h·-y-.--
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characteristics of a simple, monoliteral distribution for a 1onoalphabetic 
substitution cipher. 

g,. Ciphers of this type, as \"Tell as of those of the triliteral, tetra­
literal, •• , type are readily detected externally by vi;:tue of the fact that 
the cryptographic text is composed of but a very limited nw'!ber of differ­
ent characters. 'fhey are handled in exactly the sat'le manner as are mono­
literal, monoalphabetic substitution ciphers. So long as the same character, 
'or co~bination of characters is al~~ys used to represent the same plain-text 
letter, and so long as a given letter of the plain text is ah1ays represented 
by the same character or coDbination of characters, the substitution is 
strictly monoalphabetic and can be handled in the simple manner described 
under Par. 31 of this text. 

§.• ..-m inter~sting example in ·..-1hich the cipher equivalents are penta-
_literal groups and yet the resultin~ cipher is strictly monoalphabetic in 
charact€r is found in the cipher sy~tem invented by Sir Francis Bacon over 
300 years a~o. .Jespite its antiquity the system possesses certain features 
of merit which a.re well rtorth noting. Jacon1 proposed the followiag cip~er 
alphabet 7 composed of permutations of two elements taken five at a time~ 

A = aaaaa G = aabba.: N = abbaa T : baaba 
B = aaaab H = aabbb 0 = abbab U-V = baabb 
c = aaaba I-J = abaaa p = abbba \I • babaa 
D = aaabb K - abaab '2 • abbbb X = babab 
E = aabaa L = ababa R = baaaa y = babba 
F = aabab i.i = ababb s = baaab z .. babbb 

If this v.rere all there were to Bacon's 'invention it \tould be hardly worth 
bringing to attention. But what he pointed out, with 3reat clarity and 
sinple examples, was how such an alphabet might be used to convey a secret 
message by enfolding it in an innocent, external l!lessage \lhich t!light easily 
evade the strictest. kind of censorship. As a very crude example, suppose 
that a message is written in capital and lower case letters, any capital 
letter standing for an "a" elet'lent of the cipher alphabet, and any small 
letter, for a "b" eleaent. Then the external sentence "All is \.rell with 
~e today" can be made to contain the secret message "Help". Thus: 

A L 1 i s ~{ '1 1 L ·; I t H m ~ T 0 d a y ..!I 

a a b b b a a b a a a b a b a 3. b b b a . 
""Y' 

_, 
L v ) ..____-v---" ~ 

H E L p 

~-- .. ··--1 For a true picture of this cipher, the explanation of which is often dis­
torted beyond recognition even by cryptographers, see Bacon's o\vn descrip­
tion of it as contained in his De Augme_!ltis ScienJi..!.~J:l'..:~e .1.dvancement of 
Learning), as translated by any first-class editor, such as Gilbert .~atts 
(1640) or ~llis, Speddin~, and Heath (1857, 1870). The student is cautioned, 
however, not to accept as true any alleged "decipherments" obtained by the 
application of Dacon's cipher to literary works of the 16th century. These 
readings are purely subjective. --··--- • ----
2 In the 16th Century, the letters I and J ,:rere used interchangeably, as 
,~ere also u and Y. . - -
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Instead of et:tploying such .-m o'.Jvious cl·Jvice as capital and srnall letters, 
suppose that an 11a 11 vill be inuicat.Jd by a very sli3ht shading, or a very 
sli~htly heavier stroke. 'i'hen a secret message !night Gasily be thus en­
folded Ytithin an external m.essar;e of exactly op~1osite meaning. The number 
of possible variations of this basic sche•.1e is vary high. The fact that 
the characters of the crypto:sraphic text are hidden in SO!i'l9 manner or other 
~1as, ho\·taver, no effect u 1:>on t.he strict .:~onoalphabeticity of the scheme. 

36. Historically interesti:1~ exauples. - ~· Tt1o exar.1ples of histor­
ical interest will be cited in t'1is connection as illustrations. .Juring 
the campaign for the presidential election of 1376 many cipher messages 
•:vera exchan:;ed bet·.1een the ·.rilden managers and their agents in several 
states 1."/here the. voting vas hotly contested. Two years later the l·Tew lor.: 
Tri':mne1 exposed many irregularities in the campaign by publishin2; the de­
c~ph<!:i'•:lents of many of these tn9ssa ;as. These decipher1~1ents vrere achieved 
by t·.-to invasti~ators et:~ployed by the 'i'ribune, and the plain text of the 
ness~ges seems to sho\7 tnat illegal atte,Jpts anti ti'leasures to carry the 
election for i'ilJen ,.1ere made by his !!18.na;?;ers. Here is one of' the messages. 

JA.CKSOHVILL], i.!ov. 16 (1876). 

J...!:O. :ii'. RANEY, Tallahassee. 

P p y y e m n s h y y y p i m a s h n s y y s s i t e p a a e n s h 

n s s e u s s h n s m m p i y y s n p p y e a a p i e i s s y e s h a i 

n s .s s p e e i y y s h n y n s s s y e p ~ a a n y i t n s s h y y s p 

y y p i n s y y s s i t e m e i p i m m e i s s e i y y e i s s i t e 1 

e p y y P e e i a a s s i m a a y e s p n s y y i a n s s s e i s s m m 

p p n s p i n s s n p i n s i m i m y y i t e m y y s s ~ e y y m m n s 

y y s s i t s p y y p e e p p pm a a a y y p i i t 

L'.i;n_5le ~oes up tot:lO!'!'O\V. 
D .• ,IIEL. 

;:xamination of the messa3e discloses that onl:y ten different letters 
are used. It is probable, therefore, that 'lhat one has here is a cipher 
•;thich employs a bipartite alphabet and in tlhich combinations of' two let­
tars represent single letters of the plain~text. Tbe message is therefore 
rewritten in pairs and substitution of arbitrary letters for.the pairs is 
made, as seen below: 

l:r> 
.,.. 

Hi' y'y 
. 

.1IA yy .l!i..! ilS PI SH HS yy 55 etc. 
A B c .J 

.... 
B F G H .J .3 I etc • "" ---1 Hew fork Tribune - .Extra Jo • 44"- "The Cipher .Uispat ches '' - lJew York, 

1879. 
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A triliteral-frequency distribution is then made and analysis of the 
table along the lines illustrated in the preceding section of this text 
yields solution, as follows; 

JACKSOHVILLii:, Nov. 16. 

G:i:O. i!. R.uBt, Tallahassee; 

Have ~Jlarble and Coyle telegraph for influential men from .i)elaware 
and Virginia. Indications of weakening here. fress advantage and \mtch 
Joard. L'ilingle goes up tomorrow. 

.JANIJ;L 

:2· The other exa~ple, using numbers, is as follows; 

JACKSONVILLE, l.fov. 17. 

S. PASCO and L:. 1.1. L '.~.mGki:. 

84 55 84 25 93 34 82 31 31 75 93 82 77 33 55 52 

93 20 90 66 77 65 33 84 63 31 31 93 20 82 33 66 

52 48 44 55 42· 82 48 89 42 93 31 82 66 75 31 93 

DAliiii:L. 

There were, of course, severo.l messages of like nature, and examina­
tion disclosed that only 26 different numbers in all were used. Solution 
of these ciphers followed very easily, the deciphennent of the one given 
above being as follows. 

J .CI:S OlJVILLE, H ov. 17. 

S.PASCO and E. M. L':U:NGLE: 

Cocke will be ignored, ~agan called in. authority reliable. 

JAHIEL. 

£• The Tribune experts gave the following alphabets as the result 
of their decipherments: 

AA = 0 EN = '[ IT = .J NS = ill pp = H ;:>S = lJ 
AI = u EP = C l~iA • .13 NY =H SH = L YE = F 
EI = I !A • K r,fM • G 1-'.ili = T sn = P YI =- X 
Eil~ = v Iii : S JIU = J PI = R SP = ·.1 YY. = A. -------20 = .i) 33 = i.~ 44 = H 62 = X 77 = G 89 = y 
25 .. K 34 = \1 48 : T 66 = A 82 '= I 93 :. :!: 

27 - s 39 = p 52 • u 68 = F 84 ... c 96 = M 
31 = L 42 "" rl. 55 = 0 75 • B 87 • v 99 = J 
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They did not attempt to correlate these alphabets, or at least they say 
nothing about a possible relationship. Th~ present author has, howe .• yer, 
reoo:nl3truct eli the rectangle upon uhich these alphabets are based," and it 
is g:\.ven herewith; 

H 1 
I 2 
s 3 
p 4 
A 5 
y 6 
M 7 
E 8 
N 9 
T 0 

. 

2d Letter 
or 

Number 

H I S P A Y M E N T 
1 2 3 4 5 6 7 8 9 0 

K s D 
L N w p 

R H T 
u 0 
X A F 

E G 
I c v y 

..., 
M J .Ill 

•' 

It is amusing.to note that the conspirators selected as their key a phrase 
quite in ke.eping with their attempted illegalities; HIS PAYli~NT; for 
bribery seems to ha~e played a considerable part in that campaign. The 

• blank squares in the diagram probably contained proper names, numbers, etc. 

S.:!:CTION VIII 

FOLlLITERAL SUBSTI'rUTION l/ITH .POLY-E'2UIVAL~NT CIF'.H3R ALP.HABEI'S. 

1 .Paragraph· 
l"'Urpose of providing poly-equivalent cipher alphabets • • • • • 37 . 
Solution of a ·simple example • • • • • • • • . • • • o • • • o • • ,. 38 
Solution of a more complicated example • • • • • ••• ~ o • • 39 
A subterfuge to prevent decomposition of cipher text into 

component units •••••••••••••••• • • Cl • 40 

37• Burpose of providing poly-equivalent cipher alphabets. - !• It 
has been seen that the characteristic frequencies o·f letters composing 
normal plain text, the associations they form in combining to form words, 
and the peculiarities certain of them manifest in such text all afford 
direct clues by means of which ordinary monoalphabetio substitution encipher­
menta of such plain text may be more or less speedily solved. This has led 
to the introduction of simple methcds for disguising or suppressing the 
manifestations of monoalphabeticity, so far as possible. Basically these 
methods are polyliteral arid they will now be presented. 
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2.• l'olyliteral substituti,.,n may be of two types: 

(1) That wherein each letter of the plain te.xt is 
represented by one and only one polyliteral 'equivalent. 
For example, in the Francis Bacon cipher described in 
Par. 35 ~' the letter Kp is invariably represented by' 
the permutation ~~~· For this reason this type of 
system may be more completely described as monoalphabetic, 
polyliteral ~tit.ut!~ !!ih mon~-eguival~ni cipher 
!1-phabets. 

(2) That wherein, because of the large number of 
equivalents made available by the combinations and per­
mutations of a limited number of elements, eacl: letter 
of the plain text may be represen~ed by sever~l poly­
literal equivalents which may be selected ~t random. 
For example, if 3-J.:etter eombination.s are emp~.oyed there 
are available 263 or 17,576 equivalents f~r the 26 letters 
of the plain text; they may be assigned in eq~~l numbers 
of different equivalents fer the 26 letters~ :i.n wr..ich 
case each letter would be 'representable by 676 di:ferent 
3-letter equivalents; o·r they·may be assigned on some 
other basis, for example, proportionately to the relative 
frequencies of plain .. t-ext letters. For this reason this 
type of system ~y b~ more completely described as m£E£­
!!_lphabetic:~:.. :2£lvliterB:1 ~J.itut~on !!llh, poly-equivalent 
cipher ~!Ih~~~· Som~ authors te~ such a system 
"simple s1.,b<1t.i h.:.tion 'l.vith multiple. equivalents"; others 
term it mor.')a]phabetic· substitution with variants. FClr 
the sake -;f.--b-revity, the latter desis;irlion will be 
employed in this text. 

~· ~~e primary object 'of monoalphabetic substitution with variants 
is, as has been mentioned above, to provide several values which may be 
employed at random in a. simple substitution of cipher equi~alents for 
the plain-text letters. In this connection, reference is made to section 
X of Special Text 165, Elementary h:ilitary Cryptography, wherein several 
of the most common methods for producing and ~sing va~ia~ts are set forth. 

a• A word or two concerning the underlying theory from the cryptana­
lyt-ic point of view of monoalphabetic substitution with variants, may n~t 
be amiss. ·-~areas in simple or mono-equivalent, monoalpha'batic 1substitu-
tion- it ;s seen that: ' 

(lf . The same l~tter · ,;f the pla:i:n text is invariably 
repr~~ented by but one ~nd always the same character of 
the cr~ptogram, and 

(2) The sam.e ,charact.er of the cryptogram invariabiy 
represents one and a2ways the same letter of the plain text; 
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in monoalphabetic substitution with variants; 

(1) The same letter of the plain text may be 
represented by one or more different characters of 
the cryptogram, but 

(2) The same character of the cryptogram 
nevertheless invariably represents one and always 
the same letter of the plain text. 

38. Solution of a simple example. - ~· The following cryptogram 
has been enciphered by the method explained in Par. 52 Q of Special 
Text No. 165, Elementary lUlitary Cryptography, and the steps in solu­
tion will now be scrutinized. 

CRYPTOGRAM 

63321 09022 48057 65111 88648 42036 45235 09144 05764 22684" 
00225 57003 97357 14074 82524 40768 51058 93074 92188 47264 
09328 04255 06186 79882 85144 45886 32574 55136 56019 45722 
76844 68350 45219 71649 90528 65106 11886 44044 89669 70553 
18491 06985 . 48579 33684 50957 70612 09795 ?9148 56109 08546. 
62062 65509 32800 32568 972,16 44282 34031 84989 68564 53789 
12530 77401 68494 38544 11368 87616 56905 20710 58864 67472 
22490 09136 62851 24551 35l.80 14230 50886 44084 06231 12876 
05579 58980 29503 99713 32720 36433 82689 04516 52263 21175 
06445 72255 68951 86957 7609'5 67215 53049 08567 9730 

~· Assuming that the fnregning remarks had not been made and that 
the cryptogram has just been submitted fr,r solution with no information 
concerning it, the first step is to make a preliminary study to determine 
whether the cryptogram involves cipher or code. The cryptogram appears 
in 5-figure. groups, which may indicate either cipher or code. A few re­
marks will~oe·made at this point with reference to the method of determin­
ing whether a·cryptogram composed of figure groups is in code or cipher, 
using the f~regoing example. · 

£.• In the first place, if the cryptogram contains an even number 
of digits, as for example 330 in the foregoing message, this leaves open 
the possibility that it may be cipher, composed of 165 pairs of digits; 
were the number of digits an exact od~ multiple of five, such as 125, 
135, etc., the possibility that tho cryptogram is in codo of tho 5-figure 
group type must bo considorod. Noxt, a preliminary study is made to see 
if there are many repetitions, a.nd •;1h~t their characteristics arc. If 
the cryptogram is code of th~ 5-figure group typo, then such repetitions 
as appuar should ~qqg£~11Y. be in whole groups of five digits, and they 
should bo visible in the text just as tho mossago stands, unless thp code 
message has unde~gono onciphermcnt also. If the cryptogram is in cipher} 
then tho repetitions should extend beyond tho 5-digit groupings; if thoy 
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conform to any definite groupings at all they should for tho most part 
contain oven numbers of digits since oach letter is probably represented 
by a pair of digits. If no clues of tho foregoing nature arc present, 
doubts will be dissolved by making u detailed study of frequencies. 

g_. A simple 4-part frequency distribution is therefore decided upon. 
Shall tho alphabet be assumed to be a 25- or a 26- character one? If the 
former, then tho 2-digit pairs from 01 to 00 fall into exactly four groups 
each correspcnding to an alphabet. Since this is tho most common scheme 
of drawing up such alphabets, let it bo assumed to be true of tho present 
case. The following distributions result from tho breaking up of the 
text into 2-digit pairs. 

01 -11/ 
02 -
03 -Ill/ 
04 -/ 
05 -111./ 
06 -IN/ 1 
07 -/// 
03 -
09 -1111 
10 -11/1 
11 -/'/{./ 
12 -/// 
13 -1 
14 -/ 
15 -/ 
16 -11/ 
17 -
l!i -IIU I 
19 -
20 -/ 
21 -II 
22 -IN/ 
23 -II 
24 -
25 -/ 

26 -/// 
27 -
28 -/ 
29 -/ 
30 -1/1 
31 
32 -!Nil 
3_3 -/ 
34 -/ 
35 -// 
36 -1111 
37 -/ 
38 -
39 -/ 
40 -Ill 
41 -
42 -!Ill 
43 -/ 
44 -IN./ I 
45 -IN./ I 
46 -Ill 
47 -
48 -/// 
49 -!#/ 
50 -1/P 

51" -111} 
52 -/'Nj 
53 -Ill 
54 -
55-//// 
56 -iN/ 
57 - tf./1 I 
58 -1/ 
59 -
60 -
61 -
62 -11 
63 -
64 -IN// 
65 -
66 - I 
67 -// 
68 -/H./ 1/ 
69 -II 
70 -I 
71 -/ 
72 - 111/ 
73 
74 -1111 
75 -/ 

Fig. 16 

76 -#U 1 
77 -/ 
78 -
79 -/ 
ao -Ill 
81 -
82 - /Ill 
83 -/ 
84 -/Nil 
85 -I'N./ I 
86 -Ill 
87 -
88 -111/ 
89 -(fl./ 
go -!HI 1 
91 -Ill 
92 _/ 
93 -1 
94 -/ 
95 -/// 
96 
97 - 1111 I 
98 - 1 
99 -
00 -1/ 

£• If the student will bring to bear upon this problem tho principles 
ho learned in Section V of this text, ho will soon realize that what he 
now has before him arc ~our, simple, monoalphabutic frequency distributions 
similar to those involved in a monoalphabotic substitution cipher using 
standard cipher alphabets. The realization of this fact immediately pro­
vides tho clue to tho next stop: 11fitting each of tho distributions to 
the normal" (Sec Par. 17 £). This can be dono without difficulty in this 
case (remembering that a 25-lottor alphabet is involved and assuming that 
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I and J aro tho same lottor} and tho following alphabets result: 

Ol - I-J 
02 - K 
03 - L 
04 - M 
05 - N 
0& ... 0 
07 - :p 
08 - Q 
09 - R 
10 - s 
11 - T 
12- u 
13 - v 
14 - ·.i 
15 - X 
16 y 

. 17 - z 
18 - A 
19 - B 
20 c 
21 - D 
22 - E 
"23 - F I 

24 - G 
25 - H 

26 - rr 
~7 - v 
28 - w. 
29 - X 
30 - y 
31 z 
32 - A 
33 - B 
34 - c 
35 - D 
36 - E 
37 - F 
38 - G 
39 - H 
40 - I-J 
41 K 
42 - L 
43 - M 
44 - N 
45 - 0 
46 - p 
47 - Q 
48 - R 
49 - s 
50 .. T 

51 .... N' 
s2 "" o~ 
53 ..... p 
54 - Q 
55 - R 
56 s 
57 - T 
58 - u 
5.9 - v 
60 - w 
61 - X 
62 - y 
63· - z 
64 - A 
65 - B 
66 0 
67 - D 
68 - E 
69 - F 
70 - G 
71 - H 
72 - I-J 
73 - K 
74 - L 
75 - M 

• !76 - E 
· !/7 - F 
78- G 
79 - H 
80 - I-J 
81 K • 
82 - L 
83 - M 
84 - N 
85 - 0 
86 - p 
87 - Q 
88 - R 
89 - s 
90 - T 
91 u 
92 - v 
93 - w 
94- X 
95 - y 
96 .. z 
9'7 -· A.: __ _ 
98 - B. 
99 - a 
00 - j.) 

f. The koyv1erd.is soon to 
bo JUNE and the first few groups 
of the cryptogram decipher as 
follows: 

68 ,,. ... 
11 

T 

32 
A 

88 
R 

10 
s 

64 
A 

90 
T 

84 
N 

22 

20 
c 

48 
R· 

36 
E 

05 
N 

45 
0 

76 
E 

23 
F 

51 
N 

g. From tho dotailod pro­
cedure given above, tho studont 
should be ablo to draw his own 
conclusions as to tho procoduro to 
be followed in solving cryptograms 
produced by methods which aro more 
o~ less simple variations of that 
just discussed. In this connection 
ho is referred to Par. 53 of Special 
Text No. 165~ Elementary Military 
Cryptography, 'll.rhoroin a fow o£ 
those variations arc mentioned. 

"' 39. Solution of a moro com-
Fig. 17 plicatod example. - ~· As soon as 

a boginnor in cryptography roalizes 
th~ consoquoncos of tho fact that lottvrs aro used with greatly varying 
froquoncios in normal plain toxt, what sooms to him as a now idoa very 
speedily comes to him. Why not disguise tho natural froquoncios by a systom 
of substitution using many oquivalonts, and lot tho numbers of equivalents 
assigned to tho various lottors be moro or loss in direct proportion to 
tho normal frequencies of tho lottors? Lot E, for example, hav~ 13 or 
mora equivalonts; T, 10; N, 9; etc., and thus (ho thinks) tho enemy cryp­
tan~lyst onn have nothing in tho w~y of tell-talc or charnctoristic fre­
quencies to usc ns an entering wodgo. 

~. If tho text nvnilublv £or study is small in amount ~nd if the 
v~ri~nt v~luos nrc who1ly-indcpcndont of one another, tho problem can be­
come oxcocdingly difficult. But in pr~ctic~l military communications such 
methods ':l.rc rarely oneountorod, JlQm!Ul ill !.21~ £.! 1£xt is usu"llly groat 
£n£~gh i£ permit of~ cstnblishmcnt 2f Qguiv~lunt.~~· To illustrate 
whnt is mo"l.nt, supp5so a sot of cryptogr"l.ms produced by tho mono~lphnbotic­
v~ri"lnt mothod doscribod nbovJ shows tho following two sets of groupings in 
tho toxt; ... · .. 

-~ 
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12-3q-02-79-68-13-03-37-77 
82-69-03-79-13-68-23-37-35 
82-69-51-16-13-13-78-05-35 
91-05-02-01-68-42-78-37-77 

71-12-02-51-23-05-77 
11-82-51-02-03-05-35 
11-91-02-02-23-37-35 
97-12-51-03-78-69-77 

An cx::tmina.tion of those groupings would loa.d to the following tenb.tive 
conclusions with rog~rd to probable oquiv::tlants; 

12, 82' 91 
05, 37, 69 
02, nnd 51 

.. 

01, 16, 79 
13, 42, 68 

03, 23, 78 
35, o.nd 77 

Tho establishment of those equivalencies would sooner or later loo.d to 
the finding of a.dditionn1 sots of cqu~1 v~lues. Tho comp1otoncss with 
which this cn.n be n.ccomplished will determine thu onse or difficulty of 
solution. Of course, if m'1ny oquivc>.1cncios cnn be ost'1.blishJd the problem 
c'1.n then bo reduced practico.lly to monoo.lph'1.botic terms '1nd a. speedy solu­
tion can be uttnined. 

£• Theoreticn1ly, the determination of oquivnlencios .m'1.y scorn to be 
quita '1.n e::tsy mntter, but practically it may be very difficult, bec~use 
the cryptan~1yst c~n never be ~o.in thnt u combination showing what may 
~ppe~r to be a. va.rinnt vo.lue is rea.lly such, ~nd is not ~ different word. 
Fer example, tuko tho groups 

17-82-31-82-14-63, ~nd 
27-82-40-82-14-63 

Hero one might suspect th~t 17 and 27 represent tho sumo letter, 31 a.nd 
40 nnothor letter. But it h~ppons thnt one group raprosents tho word 
MANAGE, the other DM~AGE. 

~· Vfuen reversible combin~tions ~ro used ns vnrinnts, the problem 
is perh~ps '1. bit more simple. For oxo.mple, using tho nccomp'1.nying Fig. 18 
for onciphorment, two moss~ges \"lith tho s:1.mo initi:"..1 words, RSFER.ENCE YOUR, 
m'1.y be enciphered ~s follows: 

K,Z Q,V B,H M,R D,L 

\'{ ,s N H A 0 E 
-- -

F,X D T M F p 

r--
G,J Q B u I v 

C,N G X R c s 
~--1-· --

P,T z L y Vl K 
...___ 

Fig. 18 

• 
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E R E N 
XLS.HC D •-; ~-~ Z N 

X S L H N D".iZVfN 

C_E Y 
RSLHP 

0 U___!! 
SRBJC H 

RLSHP R\YJBN H 

The experienced cryptanalyst, ncting·the appearance of the very first 
few groups, assumes that h~ is 1:1~.re con,fronted with a case involving 
biliteral reversible equivalents, with variants • 

. 
~· The probable-w~rd method of solution may be used, but with a 

slight variation introduped by virtue of tpe fact that, regardless of 
the systetn, letters .Q.f 1,2!{ freguency in :e.!!!n ~ remain !!!freguen:!!,. 
Hence, suppose a word containing low-freq~ency letters, but in itself 
a rather common word strikingly idiomorphic in character is sought as 
a "probable word"; for example, words such as .Q.AYALRy, ATTACK, and 
~R.1:~A~3. ".Vriting such a word on a slip of paper, it is slid one interval 
at a time under the text, which has been marked so that the high and low­
frequency characters a'e indicated. Each coincidence of a low-frequency 
letter of the text with a low-frequency letter of the assumed word is ex­
amined carefully to see whether the adjacent text letters correspond in 
frequency ~ith the other letters of the assumed word; or, if the latter 
presents repetitions, whether there are correspondences between repeti­
tions in the text and those in the word. Many trials are necessary but 
this method will produce results when the difficulties are otherwise too 
much f~r the cryptanalyst to overcome. 

40. A subterfuge to prevent decomposition of cipher text into com­
ponent units. - ~· A few words should be added with regard to certain 
subtGrfuges which arc sometimes encountered in monoalphabetic substitution 
with variants, and vthich, if not recognized in time, cause considerable 
delays. Thaso havo to doal with tho insertion of nulls so as to prevent 
the cryptanalyst from breaking up tho text into its roal cryptographic 
units. The student should take caroful note of tho last phraso; the mora 
insertion of symbols having tho samo characteristics as thQ symbols of tho 
cryptographic text, oxcopt that they have no moaning, is not ~mat is meant. 
This class of nulls rarely achieves tho purpose for which they aro intended. 
'~at is really meant can best be explained in connection with an example. 
Suppose that a 5 x 5 checkerboard design ~ith tho row and indicators sho\vn 
in Fig. 19 is adopted for anciphormont. Normally, the cipher unjts would 
consist of 2-lottor combinations of tho indicators, invariably gj ving the 
row indicator first (by ag:~amont). 

,. 
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v G I w D 
A H p s M 
T 0 E B N 
F u R L c 

V ,A,T ,F n. B c D E 
-

G,H,o,u F G H I-J K 
1---

I,P,E,R L M N 0 p 

w,s,B,L '2 R s T u 

D,M ,l~, C v 1i:T X y z 

Fig. 19 

The phr~se Cm(MANDE~ OF S~]CldL TROOPS might be enciphered thus: 

c 0 
VI EB 

M 
PH 

M A 
IU FT 

N D E R 
IE AB Tl.i "iJO 

0 F ... 
P:f GT ... 

Those would normally then be arranged in 5-l~tter groups, thus: 

V I E B P H I U F T I E A B T ' M 11 0 P • f G T . . . 
~· It will be noted, however, that only 20 of tho 26 letters of tho 

alphabet have boon employed as row and column indicators, leaving J, K, 
~' X, Y, and Z unused. NO\! suppose these five letters are used as nulls) 
not ill Hairs, !llii ~!!individual loiters inserted ~t r_andom just boforo 
the real text is arranged in S-latter groups. Occasionally, a pair of 
nulls is inserted. Thus, fer example: 

V IE X B PH K I U F J X T I EAJBT M~O~P WGKTY 

The cryptanalyst, after some study, suspecting a biliteral cipher, pro­
ceeds to break up tho text into pairs: 

VI EX BP HK IU F J XT Iii: AJ BT l.f\11' OQ P.J GK TY 

Compare this set of 2-lottor combinations with tho correct sot. Only 3 
of the 15 pairs arc "proper" units. It is easy to sec that without a 
knowledge of the existence l"'f the nulls, and oven with a knoYlledgo, if he 
does not know wh~ letters arc nulls, tho cryptanalyst uould be confronted 
with a quito difficult problem, for tho solution of which a very largo 
amount of text might be necessary. Tho caTeful employment of the variants 
also very materially adds to the security of tho method because repeti­
tions can be rather effectively suppressed. 
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; .j~•.!. r :F~om th~ cryptographic standpoint, the fact that in this system 
tpe cryptographic text is more than twice as long as the plain text con­
sti~utes:.~ serious disadvantage. From the cryptanalytic standpoint, the 
mask~ng of the cipher units constitutes the most important source of 
s~~ength of the system; this, coupled \dth the use of variants' makes it 
a ~uit~ d~fficult system to solve, despite its monoalphabeticity • 

• w.: .. 

.... 'II' - - • .. . .. - ..... [ 
.. l.lt•• 1 

S$GTION IX 

.POLYGRAPHIC SUBSTITUTION SYSTEMS 

,. 

-
Monographic and polygraphic substitution systems ••••••• 

Paragraph 
41 
42 
43 

Tests for identifying digraphic substitution • • • • • • 
General procedure in the analysis of digraphic substitution ciphers 
~~lysis ?f digraphic substitution ciphers based upon 

4-square checkerboard designs • • • ••••••••• • • • • 
Analysis of ciphers based upon other types of checkerboard designs 
An~lysis of the Playfair cipher system • • • • • • • • •••••• 

44 
45 
46 

41. Monographic and polygraphic substitution systems. - ~· The 
studentJis now referred to Sections VII and VIII of Special Text No. 166, 
Ad,vanced Military Cryptography, wherein polygraphic systems of substitu­
tion are discussed from the cryptographic point of view. These will now 
be'dis~ussed from the cryptanalytic point o£ view. 

I ... - I • • 

.J£. Although "the essential differences be-tween polyliteral anJ poly­
graphic substitution are treated with some detail in Pars. 29 and 30 of 
Special Text No. 166, a few additional words on the subject may not be 
amiss at this point. 

--~· The two primary divisions of substitution systems into (1) mono­
literal ~nd polyliteral methods and into (2) monographic and polygraphic 
methods are both based upon considerations as to the number of elements 

w ---·cOhStituting the plain-text and the equivalent cipher-text units. In 
monoliteral as well as in monographic substitution, each plain-text unit 
c~Sists:of a single element and each cipher-text unit consists of a 
single element. The t~o terms monoliteral and monographic are therefore 
identical in significance, as defined cryptographically. It is when the 
terms polyliteral and polyg~aphic are examined that an essential difference 
is seen. In polyliteral substitution the plain-text unit al111ays consists 
of a single element (one lettor) and tho cipher-text unit consists of a 
group ~f tuo or more clements; when bilitoral, it is a pair of olqments, 
when triliteral, it is a set of throo elements, ~nd sc on. In what will 
herein be designated as true or complete polygraphic substitution tho 
plain-text unit consists of t:1o or more alomants forming an indiE§.~ 
comp~und; tho cipher-text unit usua.lly consists of u corresponding number 

:: 
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of elements. 1 When the number ~r elements comprising the plain-text 
units is fixed and alw~y.s t~o, the system is digra.phic; when it is always 
three, the system is trigruphic, and so on.2 It is impcrtant to note 
that in true or complete polygraphic substitution the clements combine 
to form indivisible compounds having properties different from thoso of 
either of the constituent letters. For example, in monoliteral substitu­
tion ABP may yield XYc and AC 0 m~y yield XZc; but in true digraphic sub­
stitution ~p may yield XYc and AUP may yield QNc• A difference in 
identity of one letter n.ffocts the whole result. ~ An analogy is found 
in chemistry, when two elements combine to form a. molecule, the latter 
usually having properties quite different f~om those of either of the 
constituent elements. For exnmple: sodium, a metal, and chlorine, a 
gas, combine to form sodium chl.:lride, common table salt. Furthermore, 
sodium ~nd fluorine, also a gus similar in mnny respects to chlorine, 
combine to form sodium fluoride, ~hich is much different from table salt. 
Partial ~nd pseudo-polygraphic substitution will be treated under sub­
p~ragraphe ~ "tnd ~ below. 

~· Another wuy of looking at polygrnphic substitution is to regn.rd 
the elements comprising tho pl~in-text units as being enciphered indi­
vidu~lly ~nd polynl~habeticully by a fn.irly large number of se~~rute 
::tlpha.bets. For exn.mple, in a. digrnphic system in v1hich 6'16 p::tirs of plnin­
text letters ure representable by 676 ciphor-toxt pairs assigned nt rund~m, 
this is equivalent to hnving a sot of 26 different :::.lphabots for encipher­
ing one member of the pnirs, nnd another set of 26 different :::.lphabets for 
enciphering tho other tnember of the pnirs. According to this viewpoint 
the different a.lph:1bets are brought into pl"ty by the po.rticul:::.r combination 
of letters forming e~ch plain-text pair. This is, of course, quite differ­
ent from systems wherein the v~rious alph·1bots are brought into pl:1y by 
more definite rules; it is porh~ps this vory absence of definite rules 
guiding tho selection of alphabets which constitutes the cryptographic 
strength of this typo of polygraphic system. 

£.• :Then rego.rdod in t.ha light of the preceding remnrks certain 
systems which at first glance seem to be polygrephic, in that groupings 
of pl~in-text letters are tro~ted o.s units, on closer inspection are seen 

r-- ----·---
The qu:~.lifying ~dverb "usuc.lly" is omploy..Jd bec<J.use this correspondence 

is not essential. For ex:~.mple, if one should draw up a set of 676 ~rbi­
trary single signs,· it would be possible to represent the 2-lettor pairs 
from AA to zz by single symbols. This would still be a digr"tphic system. 

2 In this sense <1 code system is merely '1. polygraphic substitution system 
in which tho number of clements constituting the pl~in-text units is v:lri­
able. 

·--------------------------------------------------------------------------3 For this reason the two letters are marked by~ ligature, th:it is, by a 
bar across their tops. 

• 
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~~ be nnly part~ally poLygraphic, or pseudo-polygraphic in character. 
For' exampie,' in a system in which encipherment is by pairs and yet one 
of the letters in each pair is enciphered monoalphabetically, the other 
l~iter~ polyalphabetically, the method is only Eseudo-polygraphic. Cases 
61.'. tp:ls typ'e are shown i;n Par. 31 of Special Text No. 166, Advanced Mili­
t~ry C~yp~cgraphy. Again, in a system in which encipherment is by pairs 
and'- the enci_pherments of the left-hand and right-hand meinbers of the pairs 
show' group· re1aii~nships, this is not pseltdo-polygraphic but only partially 
potygraphic. ·Oases of this type are shown in Pars. 33- 37, Special Text 
No. 166. · ---· 

.. !:"· The. fu~dalnental purpose oi' polygraphic substittttion 'is again the 
BUEP.!~~~ion ~r the frequency characteristics of plain text, just as is 
the case in monoalphabetic substitution with variants; but here this is 
acc6mp1fshed by a different method, the latter arising from a somewhat 
different approach ~o the problem inv~lved in producing cryptographic se­
cu~i~~ When the substitution invnlves replacement ~f singl! letters in 
~ rng'mia~phabetic system, the cryptogram can be solved rather readily. 

- S~~~r.~lty th~ r~ason for-this is that the principles of frequency and the 
lftw~_.oJ _p_robability, applieli' to individual units of the text (single 
~e!ters), have a very g~od' opportunity to manifest themselves. A given 
vcilume ..... ...,of l."ext nf s'ay'~n· p"'laJ.n:..text letters, encl.phered purely monl'lalphabeti­
t:a'!ly, .. '~:t"tord.s !!. cipher character_s·, and the same number of cipher units. 
~q~ s~~·vqlume of~ext, enciphered digraphically, still affords n cipher 
c1laracters.but ~nly n cipher units. Statistically speaking, the sample 

1 • -·- 2 • ....... .!...JL._. I • I 

w~th~n wq~ch the laws of probability now apply has been cut in half. 
Fu,rthermore, i"r~m the point ,.,f view of frequency, the very noticeable 
,div~rsity in the frequencies of individual letters, leading to the marked 
· c'r,ests· irid.' t"roughs o£ the mono literal frequency distribution is no longer 
so st·;fft?ng'iy' in evidence fn the f'requencies of digraphs. Therefore, 
~l~h~T~g~.t~e digraphic encipherment, for example, cuts the cryptographic 
t~x~ual units in half, the difficulty of selution is not doubled, but, 
if a"maT~er of 'j'ud'gment arising from practical experience can be expressed 
"oi. ·appr!5xlriiated mathematically, squareri or cubed. 

.. • "1J• I I._ - • • • 

g. Sect ions VII and VIII of Special Text Nr. J:6 6 ··show various mat hods 
for ~he derivation of polygraphic equivalents and for handling these 
equiva:rents in cryptographing and decryptographing messages. Tha most 
practicable of those methods are digraphic in character and for this reason 
their solution will be treate~ in a somewhat more detailed manner than 
will trigraphic method~. The latter can bg passed over with the simple 
S~B:-t~eme.n~_ ~~a~ th.e.ir _analysis requires much text to permit of solution by 
~n~ frequency method, and hard labnr. Fo~tunately, they are infrequently 
·encountered""bec·ause they are difficult tr, manipulate without extensive 
t~b.~es .l If t~e ~at~er are required. they must be compiled in the form of 

1A patent h;s been granted upon a rather ingeni~s machine f~r aut;;;ti:--­
cally accomplishing true p~lygraphic substitution, but it has not been 
placed upon the market. See U. S. Patent No. 1,845,947 issued in 1932 to 
Weisner and Hill. In U. S. P-atent No. 1,515,680 issued t~ Henkels in 1924, 
there.is.d~scribed ~ ~echanism whic~ also _produc~s polygraphic s~bs~itu~i~n. 
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a book or pamphlet. If one is "lilling to go that far, ono might as well 
include in such document more or less extensive lists of words and phrases, 
in which case the system falls under tho category of code and not cipher. 

42. Tests for identifying ~igraphic substitution. - ~· Tha tostR 
which are applied to determine whether a given cryptogram is digraphic in 
character arc usually rather simple. If there are plenty of repetitions 
in the cryptogram and yet the monolitoral-frequency distribution gives no 
clear-cut indications of monn.alphabeticity; if most of the repetitions 
contain an even number of letters; and if tho cryptogram contains an even 
numb.::.r of lettors, it may be assumed tl'l bo digraphic in nature. 

11· The student should first try to doturmine vthether the substitu~ 
tion is completely digraphic, or only partially digraphic, o; psoudo­
digraphic in ~haractor, as arc the cryptograms produced by the methods 
indicated in Par. 31 f. to ;!., of S!Jecial Text No. 166, Advanced Military 
Cryptography. As mentioned above, there are casos in \~ich, although the 
substitution is effected by taking pairs of letters, ono of tho members 
of the pairs· is enciphered monoalphabGtically, tho other mombor, nolyalpha­
botically. A distribution based upon tho letters in thG odd positions and 
ono bas0d upon those in the. even positions should bo made. If one of these 
is cloarly monoalphabetic, then this ovidenco' that the message represents 
a case of psaudo-digraphism of the type hero describod. By attacking the 
monoalphabotic portion of the messages, solution can soon be reachod by 
slight variation of tho usual method, tho polyalphabetic portion being 
solved by tho ~id of the contGxt and considerations basad upon tho probable 
nature of th3 substitution chart (soo Tables 2, 3, und 4 of Special Text 
No. 166). It will be notod that tho charts roforrod tC' show definite 
symmetry in their construction. 

£• On the other hand, if the foregoing steps provo fruitless, it may 
be assumed that tho cryptogram is completely 1igraphic in charactor. 

~· Just as c~rtuin stat~tic~l tests muy bo applied to a cryptogram 
to establish its monoalphabcticity, so 2lso may 2 statistic~l tost bo 
applied to a cryptogram for tho purpose of establishing its digraphicity. 
Tho nature of this test and its method. nf application \1Till bo discussed 
in a subsequent text. 

43. General procedure in tho Qn~lysis of digra.phic substitution 
ciphers. - ~· Tho analysis of cryptograms which h~ve been producud by 
digraphic substitution is uccom~lishod l'rgoly by the application of the 
simple principles of frequency of digr·~rhs, with t,ho addition:J.l aid of 
such spoci~l circumstances as m•y bo kno~n to or suspected by tho cryptana­
lyst. Tho l2tter refer to peculiarities whi~h m~y be tho result of tho 
particular method employed in obtaining the oquiva.lents of the pl~in-toxt 
digruphs in tho crypt~graphing process. In gonural, however, only if 
there is sufficiunt text to discletse tho norm"ll phunomon:-t of ropotition 
will solution be fo~sible or possible • 

.. 
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R• Howovor, whon ~ digrnphic system is omployod in rogul~r sorvicc, 
thoro is little doubt but tha.t trr1.ffic will r~pidly a.ccumuln.to to un 
amount mora th'ln sufficient to pormit of solut.ion by simplo principles of 
fraquoncy. Scmotimos o~ly two or throo long mossnges, or n hnlf dozen nf 
~vdr~gc length ~ro sufficient. For with the idontifica.tion of only n few 
cipher digraphs, larger portions of messages may be read because the skele­
tons of words formed from the few high-frequen~y digraphs very definitely 
limit the values that ban be inserted for the intervening unidentified 
digraphs. For example', suppose t~at the plain-text digraphs TH, ER, IN, 
IS, OF, NT, and TO hav~ been identified by frequency considerations, c•r­
rob~rated by a tentati~ely identlfied long repetition; and suppose alsn 
that the enemy is known to be using a methnd which yields reciprocal equiva­
lents between plain and cipher-text digraphs, as for instance the quadri­
cular table shown in Par. ·31 ! of Special Text No. 166. Suppose the message 
begins as follows (in whi'eh the assumed values have been inse!"ted): 

XQ 
FO 

VO ZI LK 
TH IN 

A~ OL 
NT 

zx 

BN OZ 
SI 

Ku DY EL L.i!1 YW 
ON TO 

PV QN 'IK 
RE 

• • .. • • 

OL UK 
NT NO 

AL HN LK 
IN 

VL 

The words ·FOURTH INFANTRY REGIMENT are readily recognized. The reciprocal 
.P~~r~ E~~ ·and ~c s~ggest.ATTACK. The beginning ~f the message is nnw co~ 
pletely disclo-sed:. FOURTI( INFANTRY REGn.rreNT UOT 1ET IN POSTIION TO ATTACK. 
The values more or less automatically determined are VOc = URP' AL0 : TYP' 
RNc = ETP' VLc : POP,' OZc : TIP' ~Nc = CKP • 

,.. • • I • 

'_ .£• _Once a good start has been made and a few word-s have been solved, 
s'-\bsequent wnrk is quite simple and straightforwarrl. A knowledge of enemy 
corre~pondence., including data regarding its most common words and phrases, 
is o£ great assistance in breaking dawn new digraphic tables of the same 
na~ure ~ut with 1ifferent equivalents •• 

g. The remarks. marle in above also apply tn the details of solution 
in cases of partially digraphic substituti~n. 

4~. Analysis ~f digraphic substitution ciph~rs based upon 4-square 
~·P'b.epk~rqoard designs. - ~· In Sectirn VIII ,.f Special Text No. 166, 
-A4~~nced Military Cryptography, there are shown various examples of di­
graphic substitution base1 upon the use of checkerb~ard designs. These 
may be considered cases of _partially digraphic substitut{on in that in the 
checkerboard system there are certain relationships between plain-text 
digraphs having common elements and their corre~ponding cipher-text di­
graphs, whir:h will alsl"' have c"mmcn elements. For example, take the 
!ollowi~g 4-square checkerboard design: 

4 
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B :w G R ,...~ 0 E. A u L 
-N I Y 

-
v X E H z Q D F - -- f-- -- -- - -- t--- -

s I c T K K I T s c -- - -- -- -- -- ·- -- --
u p L A 0 M \V R B G --- - - -- ---· --- .v ..... -- -- '"- -. ,. D z F Q H E y X N v 
1!1 A L E s r-£_. X K ~- B 

:--- '--- '----

F H u I T 0 M y ~- v 
- •-• - I -- ·- - -- r--

-~ 
B K c s A I_!_ w L - --
R g__ g __ G r-Z-- .Q. ~ a. 

D M v y 0 T H I F u 

Fig. 20 

Here BCp = OW0 , BOp = OF0 , BSp : OPe, BGp • ON 0 and BTp = OD0 • In each 
case when Bp is the initial letter cf the plain-text pair, the initial 
letter of the cipher-text equivalent is Oc• This, of orurse, is the direct 
result of the metho1; it means that the encipherment is mon0alphabetio for 
the first half o~ each of these~ plain-text pairs, polyalphabetic for 
the second half. This relaticnship holds true f0r fou~ rther groups of 
pairs beginning with Bp• In other words, there are five alphabets employed, 
not 25. Thus, this case differs from the case discussed under Par. 42 Q 
only in that the m0noalphabeticity is not c0mplete fnr one half of all the 
pairs, but only among the mem~ers of certain grrups of pairs. In a com­
pletely digraphic system using a 676-cell randomized square, (for exa~ple, 
the cipher square illustrated in Far. 31 a of Special Text No. 166) such 
relationships are entirely absent and for-this reason the system is cryp­
tographically more secure than the checkerboard system. 

~· From the foregoing, it is clear that when s~lution has progressed 
sufficiently t~ disclose a few values, tho insertion 0f letters within the 
cells oT the checkerboard design to give the plain-text and cipher relation­
ships indicated by the s~lved values immediately loads to the disclosure of 
additional values. Thus, the solution of only a few values soon leads to 
the breakdown of tho entire checkerboard design. 

£• (1) The following example will serve to illustrate tho procedure. 
Let the message bo as followsr 

• 
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n l2 l314 :is l6 17J8192> 21222324:a; a; 2728 29!) 

.It H:.F C A ·p 
- ~ . G 0 Q I L B S P K M NDUKE OHQNF B 0 R.tJ lt 
~. 

' 
B.''"'~ c'L C H QB-91J'F H:llAFX S I 0 K 0 QY.FNS' X M C G Y .. : a• II ~ 

!::fF BE LPMXH. QK.QUL, I -·-c. XA1DX HRGKG F E Q g I 
~- • u . . . . 

D. i of ·aM UEOR.b CLTUF li:QQCG Q N H F X IF BEX 
• .... ' r 

.E P,F N B E •. ''F L B U Q F C _H Q 0 QMAFT X s Y c B S P K N U 

F. Q IT X E U ~ M L F E Q 2 I G 0 I E U E H P I A N YTFLB 
.. •i ·. 

G. FE:mPI DHPC{j N Q I H R FHMHF x a K·U P D G Q P N 

• H. 0 B C Q L QPNFN P NIT C R T E N C I B 0 NT FHHAY 

I. 
' 

Z L 9' c I A A I Q U C H T PC BIFGW K F C Q 5 L Q M C B 
.t.. ... 

J, "iYCRQ QDPRX FNQML F I D G C c G I 0 G 0 I H H F 
I 

K. I R C G G GNDLN 0 Z T F G EERRt> IF H 0 T FHHAY 
.,'j,, ..... .. 

L. z··L·g 
::--=:- •• .; 

C I A A I g·u C H T P 
. -

(2} The cipher having been tested r~r standard alphabets 
·(by the methoi rf cempleting the normal components) and found te 
give negative results, a moneliteral-frequency distribution is 
made • It is as f~ll~ws: 

~ 
' ~~.::.::: :~~- =. == 
~- --=-~ ··~~ 

-~~ ~~~;-:£~ 
~~~-~~~-~~ 
~~~~~~~~~ 
A B C D E F G H I J 

11 15 26 8 16 ~0 17 22 24 0 

.. 
~- .. ;n""-- ............. 

~ 
~ 

-~ 
-~~~~ 

---~~~~~~ -~~ 
~-~~~~~~-~~~~ 
K L M N C P Q R S T U 
g 14 11 18 15 16 33 9 6 11 11 

Fig. 21 

- •• !& •• 

~= 
-~~= 

Y ¥7 X Y Z 
0 1 12 7 3 
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(3) At first glance this may appear to the untrained eye 
to be a rn~n~alpnabetic frequency dibtribution but up~n cloa~r 
i~spection it is note1 that aside from the frequencies of four 
or five letters the frequenc~es_f.or the remaining letters are. 
not very dissimilar. There are, in reality, no very marked 
crests and troughs, certainly· not as.~a~y a~ wculd be expecte~ 
in a monoalphabetic substitution cipher of equal length. 

:" .. 
(4) The message is now carefully examined fnr repetitions 

of 4 or more letter.s ..... ~:r..~ are. all of them: 

-Frequency L"cated in Lines . 
TFHHAYZLQCIAAIQUCHTP (20 
QMLFEQQ.IGOI (11 letters) 
XIFBEX (6 letters) 

letters) 2 
2 
2 
3 
3 
2 
2 

Hand K 
C and F 
C and D 
O, D, F 
C, F, J 
B and G 
A and E 
..D •. ~nq. J 

FE~Q 
QMLF 
B:mM ; 
BSPK 
GOIH . 2 . 

A. 

. Since there are quite a fe~ repetitions, two of considerable 
length, since all but one .,f them ccntain an even number of 
letters, and since the message also contains an even number 
of letters, 344, 1igraphic substitution is suspected. 
The crypt~gram is transcribed .in 2-l~tter groups, f~r greater 
convenienr.e in study. It is as follows: 

l 2 
HF CA 

3 

FG 

Message transcribed in_pai~s 

4 

OQ 
5 6 

IL ns 

.. 
7 8 

PK MN 

9 

DU 
10 11 

KE OH 
12 13 

~N FB 
14 15 

OR UN 

B. 1C LC Hq B~ BF Hlvi AF XS IO KO QY FN SX MC GY 

C. XI FB EX AF .CX LP MX HH RG KG QK QM LF E1 QI 

D. G'l IH MU EO RD CL TU ]:LS9, CG QN HF XI FB EX 

E. FL BU QF CH 10 1M AF TX SY CB EP FN BS___!! NU 

F • QI TX EU QM LF E1 gr GO n: UE HP IA NY TF LE 

G. FE EP ID HP CG NQ IH BF HM HF XC KU PD GQ PN 

H. CB CQ LQ PN FN PN IT OR TE NC CB CN TF HH AY 

J. ZI QC IA AI QU CH TP CB IF GW KF CQ RL QM CB 

K • OY CR Qq DP RX FN QM LF ID GC CG ;i.(' QQ_l!:!, HF 

L. IR r.G GG ND LN CZ .TF GE ER RP IF HO TF HH AY 

M. ZL QC IA AI QU CH_!~ 

.. 
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lt ~s rioted·t~at ail the repetitions listed ao~ve break up properly 
into·-~raphs ex~ept in one case~ ~iz.,_tE~ in lines c, D, and F. 
This s"El_ems~~;.ather strange, arid at first thought one might suppr>se 
th~t a-ie~t~ dr~pped "out or was added in the vicinity of the FEQQ 
in line~- But-it is immediately seen that the FEQ~ in lineD has 
no r~l~tA~n at.al~ to the .F Eq Q. in lines C and F, and that the FEQq 
in line D is merely an accidental repetition • 

.. " • 0 

(5) A digraphic frequency distribution is made and is sh~wn in. 
Fig. 22. 

A B C n··- E F G K I K L· M N 0 P Q R S T ·u V W' X Y Z 

3 2 2 

2 1 2 1 

l 5 4 3 l 1 2 1 

1 1 l 

1 2 2 l l 2 

3 2 1 4 

1 1 1 3 .l 1 l 

4 3 2 l 2 l 

3 2 1 2 3 
. 

l I 2 l l 

1 1 1 l l 

l 1 3 1 l 1 

1 l l l 

l 1 - - -. 
~ l l 

l l 2 1 l 

1 l 2 3 

3 1 3 1 5 2 1 2 2 l 

1 1 1 l 

l 1 1 

1 4 2 1 2 -
1 1 

l 2 l 

2 
• ·v. 

Fig. 22 
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(6) The appearance of the iigraphic distribution for 
this message,is quit~ characteristic of that fqr a digraphic 
substitution ciphor. Thera are many blank cells; although 
there are many cases in which a digraph appears only once, 
there are quite a few in which a digraph appears two or 
three times, four casoA in \:hich a digraph appears four 
times, and two cases in which a digraph appears five times. 
The absence of the letter J is also noted; this is often 
tho case in a digraphic system based ~pon a chockorboard 
design. 

(7) In another commnn type ef ~heckerbonrd system 
known as the Playfair cipher, described in Par. 4~, on~ 

of the tolltal3 indications besides the absence of the 
letter J is the absence of double lettors, that ~s, two 
successive identical lett~r·s. Tho occurrence of the double · 
latters GG, HH and ~1 in the message under investigatjon 
eliminates the possibility of its being a Playfair cipher. 
The simplest thing to assume is that a •l:-square checker­
board is involved. One with normal alphabets in Sections 
1 and 2 is therefore set down (Fig. '23 ~). 

~4B c D E 
I 

i_ F 1 G H I~ K 

1 ,_L 
'M N 0 p 3 

'· ~ R s T u ' 

Vj 'V X y z - . 
I A B c D E I 

I I F G H :g K ' ---H· 
1 i~ N C' p L 2 4 

! Q R s T u -+-r-- 1-- f--· 

i I v '{f. X y z 

Fig. 23 ~· 

(8) Th~ recurrence of tho group 1MLF, threo times, 
and at intervals suggesting that it might be a sentence 
separator, loads tn the as,umption that it is the wnrd 
'STOP. The letters 'd, M, L. and F are therefore inserted 
in the ~ppropri~te cells in Sections 3 nnd 2 of the dia­
.gram. Thus '{Fig •. 23 Q): 

.. 
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- --r I A B c D E 

1!"' G H T-u I~ 

. 1 L :M N 0 r L 

Q R s 'r u ·-i Q 

v w X y z 

+A B c =* II" G H I K , 
4 F' L M N 0 p 

M QIR 1 s 1 T
1 u 

I vI w x! Y I zJ I 

Fig. 25 .£ 

• These placements s<~em logical. Moreover, in Section 3 the 
nmnbet" of cells h::d .. wecn L and Q is jul.'lt one less ..:than enough to 
contain all the letters lJi to P, inclunive, and su..~gests that 
eit..l-}er N nr 0 is in the koY'~·ord portion of the sequence, t.~at 
is, nenr the top of Section S. Y/ithout meking a coliiiilitmC?nt in 
the matter, ::>uppose bpt.h N and o, for th.<J pr0i3•~nt, bo inserted 
in tho cell bet,.reen M and P. Thuu ('Fig. 25 .£.): 

.· 

v• . , .. 

... 

A B C ~--~~-(--r·----1 

~;~~ ~f~- I 
--1 L ~.. lil P ---1--;orl---t-;-=L~ 3 

__Q_RST'QM~PQ !!' 

v w X y z :-· 
I 

I 

A B c DIE 

F G H r.J K -
4 . F L r-- M N 0 p 2 

Iili Q R s T u --
v ~~ X y z 

I• 

Fig. 23 • .£.• 
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(9) Now, if tho plccomont of P in Section 5 is 
corrGct, the cipher oquivalGnt of THp will be PS0 , and 
there should be a group of adoqun.tc frequency to cor­
respond. Noting that PNc occurs throe times, it is a:J­
sumod to be THP, ;'nd th.o luttcr N is inserted in the 
appropr:i.ato cell in Section 1. 'l'hus (l!'ig. 25 .!!) : 

A B c D E 

F G H ~-J K I 

1 L M N 0 p L 

Q R s T u M ~ PIQ 

v w X y z 
AlBICID E 

N t' j G! H I-.J K 

4 F L M Nlo p 2 

~--
M Q R s T u 

v \"/ X y z 

Fig. 25 g. 

(10) It is Rbout tlmo to try out thoso as--;umed 
values in tho message. The proper insertions nre made, 
with the follo;ving rcflul ts: 

1 2 5 4 5 6 7 8 9 10 11 12 15 14 

HF CA PG OQ IL BS PK MN DU KE OH QN FB OR 

QC LC HQ Bq .BL...HM. AF "lCS IO K.O QY FN sx MC 

JCI. _ _.EB. _.EX. AF DX LP MX Illl RG KG QK .QlL_Lli' EQ 
ST OP 

GQ. IH MU EO RD CL .TV .:FE QQ CG QN HF XI FB 

FL BU QF CH co QM AF TX SY 09 EP FN :es PK 
ST 

QI TX EU I LF EQ. _ __QL GO IE UE HP IA NY TF 
of!' 

FE EP ID HP en NQ IH UF H~4 HF XC KU PD GO 

15 

UN 

GY 

QI 

EX 

IfU 

LB 

PN 
TH 

CB CQ LQ PN FN PN IT OR TE NC CB CN ..TE___:ml_AY_ 
TH TH 

..Z1 ___ QQ _ IA _AJ___Q!I__QI:L..!£ CB IF GW KF cq SL QM CB 
ST 
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.• 
l 2 3 4 5 6 7 er 9 to 

., 
11 12 13 14 15 

. - .. , 
OY CR QQ .CP RX FN ~E ID GC CG IO GO IH HF 

ST 0P 

tR r.G ~G ND LN oz TF GE ER RP IF HO TF HH AY . ~ 
iL QC IA AI gu CH TP 

I 
I . 

(11) So far n~ impossible combinations are in 
evidence. Beginning with group g4 in the'message is seen 
the following sequence: · 

I 

·;·_p N F N p N 
T H - T H 

I > 

Assume it ~o be_TH~T THE~ The~ :ATP ~ ~ , ani the letter 
'N is to be inserted in row 4 column 1. §ut this is in­
consistent with previous' assumptions~ since N in Section 
4 has already been tentatively'placed in row 2 column 4 
of Section 4. Other assumptions tor FN are made: that 
it is ISP (THIS TH ••• ); that it is ENp hHEN TH ••• ); but 
the same inconsistency·ie apparent. In fact,the student 

:will see that FN0 must represent a digraph ending in F, 
G1 H, I-J, or K, since Nc is.tentatively located en the 

• ·.-+ S'a:nre line as these letters in Sectien 2. Now FNc l)ccurs 
'4 tim~a i~ the message. The digraph it represents~ 
1-"t;>e one of the fl')llowing: 

" I ., 
-.1 

. 

... 
DF, DG, DH, DI, DJ, DK 
IF, IG, IH, II, IJ, IK 
JF, JG, JH, JI, JJ, J1( 

OF, OG, OH, OI, OJ, OK 
TK, 

. . YF, YG, YH, YI, YJ, YK 

-
Of these the only rne likely t~ be repsated 4 times is 
OF, yielding T H 0 F T H which may be a part of 

PNFNPN 

• N 0 R T H 0 F T H E • nr 
C.Q L Q P N F N P N I T 

• S 0 U T H 0 F T H E • 
C Q L Q P N t N P N I T 

In either case, the position "f the F in Sectlcn 3 is 
excellent: F ••• Lin row 3. There are 3 cells 

'interyening ~etween'F ~nd L, into which G, H,·I-J, and 
K may be inserted. It is not nearly so likely that G, 
H, and K are in the keyword as th~t I should be in it. 
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Let it be assumed that this is the case, and let the 
letters be olaced in the appropriate cells in Section: 
3. Thus (Fig. 23 ~). 

A B c D E r-
F G H I-J K 

1 L M N 0 p F G H~ K L 3 
·-N 

~ R s T u M 0 p Q 
v w X y z -

A B c D E 

N F G H I..J K 

4 F L M N 0 p 2 

M Q Q R s. T u 
v w X y 3 ·-

Fig. 23 ~· 

Let the resultant derived values be checked against the 
frequency distribution. If the position ~f H in Section 
3 is correct, then the digraph ONn' n~rmally bf high fre­
quency should be represented several times by HFc• Ref­
erence to Fig. 22 shows a frequency nf 4 times. And HMc 
2 occurrences, represents NS • There is no nee1 to go 
through all the possible cor~nborations. 

(12) Going back to the assumption that T H •• T H 
P N F N P N 

is part of the expression • N 0 R T H 0 F T H E • er 
C Q L Q P N F N P N I T 

• S 0 U T H 0 F T H ~ • , it is seen at once from Fig. 
C Q L Q ~ N F N P N I T 

23 ~ that the latter is apparently cnrrect and not the 
former, because LQc equals OUn and not 0Rn• If 9Sp : Cqc, 
this means that the letter G of the digraph C'lc must be 
pla~ed in row 1 column 3 or r0W 2 column 3 of Section 3. 
Now the digraph CBc occurs 5 times, r.Gc, 4 times, CHc, 3 
times, CQc, ~times. Let an attempt be made t~ deduce 
the exact position of G in Section 3 and the positions 
of B, G, and H in Section 4. 'Since F is already placed 
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... . . .. . ~ 

r- :·in _Seoi;ion 4, assume G and H directly fr.+lnw it, .and, 

... 
• 

.. 
+ 

..• 

I • 

II 

that B c':lmes before it.· Q:,..,v; m'U.ch bef.,re? S•.J.ppose a. 
trial be made. T.h~ (Fig. 23 f): 

- . 
A B . S. D E ' r. . 

- ... 
F G 'H ~ .K G .. ··! 
L M N 0 ·P F G H K . L 3' 

_Q .R ~ t ·o M ~ r Q. ' -
v w 1 t z . . 

: . 
A·B c D. E 

~~ ·i:I r I 

N : 'F I..J K 
.. •· _, 

I I 
I I .. ~ : . 

4 B J3 :n Jf G L M N 0 p· 

H ~ td Q : 'Q R. s ·T u ' .. 
v w X y z 

I r' ~ .. . '• . . .. . 
I I 1 ' 

Fig. 23 i· 
b,' . 

':. i. .t - X .. - ,, 
•• t' .:. • :. :} !. ,, 

~Y. referring now to . th13 .fr!3quency riistribuU,on.~ Fij?;. 22 '· 
after a very few min\l'Gea, of .experimentation it: b~c.omes 
appa,rent that the followl.ng is cr.rrect: ' L 

.2 II ~I 7 w. • (! : I 

; ' 
. - I .. 

A B (' D E c 
f' G H :w K I 

1 I1 M N 0 p ·F G H K L· 

Q R s T" -- u M ~ ·p Q 
v .w X y z 

A B c D E 

N F G H ];..J K 

4' B F G 'L' M N 0 p 2 

H M Q Q R s T u. 
v w X y z 

.. ... '.· 
"'3' cr. ' , Fig. G Q 

r • 

-· '· 
,. 

'\I I .. ,, ,_ ~ I 

• I ~ o •, r' '"1! ~ f. .} ... ~ -. .. .. : . ... ..:. .. .... , • • .. ~ .r J ,, r 

• .. '• I ._t I 1 .. ' , 01 .: ' j,. r .. ~ . ~. 
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(13) Tho identification::: given bJ these p1aceme11ts are inserted 
in the text, nnd solution is very rapidly completed. Tho final checker­
board and dociphE.red text are: giveu bclm·:. 

I 

A IB c- n~·s]o jc 11E" 
F G H I..J K ! 

1
Y A jB ~ 

1 L M NOPFGHKLI 

_Q R Is T u. M N P Q R-

v if X y z u v w x 1z 

3 

-
E X p u L A B c D E -- .. -·- - -- --
s I 0 N A F G IL rl.-.I I5: 

4 B c D F G r_, ~L N 0 P_l 
Q .H K ~ ~ R R s IT u I 

T V I y z v ~1 lx IY .z-·--'-"--. 

2 

. . FJ.g. 23 !!· ' 

A~ H F CAP G 0 Q I L B S P K M NDUF.:E 0 H Q N F BORUN 
ONEHU NDRED FIRST FIET~D ART I L LERYF 

ll· QCt.CH QBQBF HMAFX S I 0 K 0 QYFNS XMCGY 
R 0 M P 0 S I T I 0 N S I N V I l1 I N I T Y 0 F B ARLOW 

c:. XIJfBE XAFDX LPi:I4XH B R G KG Q K ~ M L FE~ Q I 
WILL B E IN G E NERAL s u p p 0 R T S T 0 P D URI 

D. G 0 I H M UEORD C L T U F E Q Q C G 1.t N H F' X IF BE X 
NGATT A C K S P E C I A L AT TEN TI.ONW 1 L L BE 

E. F L B U Q F C H Q 0 ~IviAFT X S Y C B E P F N B S P K N U 
PAID T 0 A S S I S T I N G ADVAN C E 0 F F IRS T B 

F. Q IT X E UQMLJ!' E Q Q I G 0 IE U E H P I A N Y T F L B 
RIGAD EST 0 P DURIN GAD VA N C E IT VliLLP 

G •• FEE PI D H P C G N Q I H B FIIi~Hl<' ·x a K u P D G Q P N 
LACE C 0 N C EN T RAT I ON'SON WOODS N 0 R T H. 

H. C B C Q L Q P N F N P N I .T 0 R T E 'N C C B C N T FHHAY 
AND S 0 U T H 0 F T. P.· J.\• Y E RFARM AND HI L LSI X 

J. Z L Q C I A A I Q U C H T P C B IF G W K F C Q S L Q M C B 
ZEROE I G H T D ASH A 11. NDONW' 0 0 D,S E AS TAN 

K. 0 Y C R Q QDPRX FNQ:.~L F I D G C C G I 0 G 0 I H H F 
DWEST T T·hE.R E 0 F S T 0 ? C• ') .:.1 l!: EN C IN G h T 0 N 

L. I R C G G GNDLN 0 Z T F G EbRRP I Jl' H 0 '1' FHH.AY 
ETENP M S M 0 K E WILL B E U S r~ D 0 U HI L L S I X 

M. Z L Q C I AAIQU C H T P 
Z E R 0 E IGH'rD ASHA 

£. (1) It is interesting to note how much simpler the matter becomes 
when the positions of the plain-toxt and cipher-text sections are reversed, 
or, what amounts to the. same thing, when in 6nciphcrmont tho plain-text 
pairs aro sought in the sections containing +,hE: mLce:d alphabets, and their 



... 

~'F rn-~·A64644 
- 191 -

cipher cqui va1..::.nts ere tak;:;n f're·n tht. sections cont.'l i.ning the normal 
alphabe:ts. ·For exg_mplL, re:ftlrriU{~ to li'ie. ~3 £, suppoe1.: that se:.ct~ons 
3-:4 be u~cd ~s tho source; of tbt. plain-t.c:xt p"l.ir~, 'lnd ;:;oc~ions 1-2 as 
the source of the cipher--text pe.iro. Then O:Np - DGc, EH!J = AU0 , etc. 

(2) To solve a ;ne:sso.go uncipbcreg in th·1tem9.nner,' it is necessary 
mor&ly to make n s~uare in which_ aLJ. four sections 'll'~ ncrm:-~1 alphap~ts, 
and thLn pcrr'orm two steps •. Jfi:rst_, the cip:r..t.r teJd:. palrs nrc convc~ted 
into thl-ir norm:1l alph~bet OCiulvo.lcmts merely ~: 11d,ociphe;ring 11 the mes­
sage witn th'lt squ"3.ro; th~... result. of ~ ... hi::; operc.tivn ;,rields two mond­
ulphabe:ts, on& pom.)osod o!' the odd lr...ttuJ:s, t.:!.1~ o't!her-:.. o.f." the even 

, letters. Thl:.: sccaua. ;:;te_.,., i.3 to salvo tht:.lsu t10. monO!.l.lphabets •. 

(3) Vih\..re tht. S'1rt1c.: Ni.x:od aiphabot is j:nserted in 'sections J and 4, 
the probll:.:m ifl dtill t.msier, sinco the letters resulting i'rom thL conver­
sion in:t? ~orm:J.l-l'llphabot O'-:J.uivf'.lents all. belong to the same,- single-

. m~:xed. alpha bet. · · · · 
: 

45. Analysis of' cipher~:l msod u110n othe::r types of checkerboard 
designs. · - The. soluti•m · of cry!;)togrrun.o cnci:r;>horcd by oti1c:r types of 
checkerb?-::.rd designs is 'l.Ccomplished n.long lines very simil:1r to those set 
i'orth in· thu foreg-::>ing example of the. soluti·:->n of l: m1:ssr.ge. prcp'J.:red by 
means 'of a 4·-square chockor'b~ard doslgn. There arc.., 1.:mf' vrtuna tely, no 
m~ans or,tests which c~n oe applied t0 dcte:rmine in th~ uarly st~ges of 
tlie analysis ox."l.ctly \vhnt type .)f' d&sign is involved in tho f'irst case 
"ur{aor at1fdY • The :1uthor f'rooly a.dmi ts thn t th~ solution outlined in sub-

. p~ragrcp!l"£ is quite artir'ici!l.l in tlmt nothing is demonstrated in stop 
(7) that abvi·1usly leads to or warrants the. assumption that a 1,.-squn.re 

·checkerboard is involved. This point wns p~ssed over with tho quite bald 
st:1te.me;nl:. th:1t this was ~1 tho sinplcst thlng to cissumo11 - and then the so-
lution proceeds ex~.ctly 'lS though this mere hypothcOO..s has been def'initcly 
cstablishea.. For exampl~, the very first results '-::>bt~inod w~re based upon 
at3SUinirig that a certain 4-lottor ropctiti"n reprost.ntcd the word STOP and 
im..'lleniately inserting c'ertaln lettf~rs in uppr~mriate cells in .9:. 4-square 
checkerb'oal:·d. So.veral mo:ra £Lssumpti.ons '.7ero built on tar> of that and ve'r'J 
rapid strides were madu. What if it had not been a 4-square checkerboard 
at all? it'ha t if' it hn.d buen a 2-sy_t..!H'C ch cckorboa.rd '1:f. the type shown in 

Fig. 24?- 'M .Aj_N ·'· ufriT'Qi sTqi·Lfr P' 

. a T I RGIG -;-t-. jy p ;1 

; 4Ej-H ~ . ~±+·~T--ii I ~ 2_ 

L 0 p _9_j _ _q A ·~P-I_fl __N_ 
J.. 1'1 Y ! £. T Q Ij_C R 

J.g. ·~4- --- -

·r~e only defense that can be maclec.t0i' who. t m'1.y seem. to tht. student to be 
purely ~;~.rbitrnry pT''jqedurc ba.scd upon thu authart s advance inf'ormation 
or".knowlodgc is the. f'vllmving: In the:: f'irst -place~ in )rder t~ avoid 
making tht. cxpl~nRtivn a to~-lone-Jrawn~aut ~f'fair, it in necessary, and 
pedagogical ~crionco warrants, that cert~in alte:rnativu hypotheses be 
passed over in silence. In the second place,. it !m!Y no'..V bt:l ndded, nf'ter 
the principles anJ procedure have bee~ elucid:1ted {which at this stage 
is the primary 0bject of this text) that if eaod results do not follow 
f'rom a f'irst hypothesis, the only thine thE. cryptanalyst can do is to 
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reject that hypothesis, and fo~mulate a sec·nd hypothesis. In actual 
practice he may have to re,ject a second, third, fourth, ••• nth hypotheais. 
In the end he may strike the right one - .or he may nnt. There is n" 
guaranty of success in the matter. In the third place, one of the objects 
of this te~t is to shn.r heM certain 1systems, if employed for military pur­
poses, can 'readily be broken drwn~ Assuming that a checkerboard system 
is in uset and that daily changes in keywords are made, it is p~ssible 
that the .traffic of the first day'might give considerable difficulty in 
solution, if'the type of checkerboard'were not known to the cryptanalyst. 
But the second or third day's traffic would be easy to solve, because by 
that time the cryptanalytic personnel would have analyzei the system an~ 
thus learned what type o~ checkerboard-the enemy is.using. 

46. Analysis of the Playf~ir ciphor system. - ~· An exce~lent 'example 
of a practical, partially digraphic system is the Playfair cipher.l 
It was used for a number of years as a field ~iphor by the British Army, 
before and during the ·.vorld War, and fu a shert time,.also during that 
war, by field units of the American Expeditionary Forces•· 

12.· Published solutions2 for this .cipher ~ra q_uitt;~ similar ba~ically 
and vary only -in. minor det'ails. The earliest, that j)y L:i,eut. lvi~~porgne, 

: used straightforward prinoiples of frequency to establish the va~ues of 
three or four of the most froq•J.ent digraphs •. Then, on the. a~sumption 
that in most eases in which a keyword appears on the first and seoo?d rows, 
the last five letters of the normal alphabo:t, Vr/XYZ, will rarely ~c dis­
turbed in sequence and •vill occ.upy the·last rJJw of the !3QU.aN, he :'juggles 11 

the letters: given by the yalucs · t e.ntativ-ely, efjtabli!3h\3d ,from fr."J_quancy 
considerations, placing· them. in va;rious P"sitions ;in the _square, together 
with V~iXYZ, to c•rrespond to the plain-text cipher relationshipq:tentatively 
established .y i."latar solutiop by Lieut. F,rank Moorman, as doscd .. bod in 
Hitt's Manual, assumes that in a Playfair .cipher pr.opared by meo.ns of a 

-. square in i~hich the key''!C'Irri o.tcupies thu first' a.nd soc..ond. rows', if a di­
graphic fr·e-guency "ifia't':r'ibutfon rs:'miad.e, it wi'll pe.' r:ourid 'fhs:t ·t~e 'l,cttcrs 
having the,greateat combini~g power arc very probably lo~ters' ~f:th9 key. 
T~e latest published· solution by Lieut. Commund~r Smith. is perhaps the 

1 
This cipher was really inventad by Sir Char],.Js Wheatst,..,ne but receives 

its namo from Lord Playfair, ~ho apparently was its sponsor before the 
British Foreign Office. ~ee Womyss Re;i..d, 11lw.omr;>irs of Lyon Playfair", 
Lond ::m, 1899. 

2 ------------------------·---------------------------------
Maub,..,rgne, Lieut. J. 0. An advanced problem in cryptography and its 

solution, Leavenw~rth, 1914. 
Hitt, Capt~in Purker. lfunual for the solution of milit~ry ciphurs, 

' .. I • •' 

La~venworth, l918w 
Smith, Lieut. Command.erW. ·v., U.S,. N-. In "C:ryptagro.phy" by.Anire 

. Langio ,: tr.ans],nted by ,J. c:. H .. Macbet,h, Now __ York,, 1922. 

: .. 
I' 
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rno·st lucid 'lnd systematized of the throo. He sets forth in definite 
l~ngu'lge cert~in considor~tions whieh the other two writers cert~inly 
entertained but failed to indiccte. 

c. The following details ha.ve boon summarized from C.omm~nder Smith's 
solution: 

(1) The Pb.yfa.ir cipher m'1.y be recognized by virtue of 
the f~ct th~t it a.l~'lys contuins '1.n oven number of letters, 

_, .:~nd that when divided into groups of two letters e'1.ch, no 
group cont·dns .,_ repetition of the s:uno letter, :::tS NN or 

.EE. Repetitions of digraphs, trigra.phs, ~nd polygraphs 
·.dll bo evident in f~irly lo_ng messages. 

(2) Using the squ~re1 "shown in Fig. 25 g., there '"'..re 
two genor'll co.ses to be considered, :.ts reg·'..rds tho results 
of anciphorment: 

B A N K R 
D E F G H 

I-J L M 0 ~ 
u p T c y 
s v 'l{ X z 

. Fig. 25 a· 
G:.tse 1. Lotte~s nt opposite corners of ::1. rectn.ngle. The follovdng 

rehtio!!_ships arc found: 

THP = YFC 

HTP FYC 
., 

= 

YFP = TH
0 

FYP = HTC 

Reciprocity is complete. 

Case 2. Tw., letters in the same line nr column. The following 
relations hips are found: 

AN ~ = NKc p 

N"), = KI~c ; 

--1 ... -. 
The Playfair square accrmpanying Cnmmander Smith's e•luti'n is bas~~ 

up•m the keywerri BANK:-lUPTCY, "to be distributed between the first and 
fourth 'iines ~'~f the square." This is a simple departure from the ""riginal 
Playfair scheme in which the letters of the keywnrd are written fr0m left 
t~ right and in consecutive lines frnm the tep dnwnward. 

' ' 

I 
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But NKp does not : ANc, nor does 

KNp :•NAc 

Reciprocity is only partial. 

(3) Tr.e foregoing gives rise to the foJ.lcv;ing. 

RULE I: 

(a) Regardless of the pcsition c.f the letters 
in the square, if 

1.2 : 3.4, then 
2.1 = 4.3 

(b) If 1 and 2 form :pposite corners of a rec­
tangle, the following equations obtain. 

1.2 = .3.4. 
2.1 = 4.g 
3.4 = 1.'2 
4.3 ::& 2.1 

(4) A letter considered as occupying a position in 
a row can be combined with but four ~ther letters in the 
same row; the same letter considere1 as occupying a position 
in a column can be combined with but four other letters in 
the same column. Thus, this letter can be combined with 
only 8 other letters all told, under Case 2, abov~. But 
the same letter considered as occupying a corner of a 
rectangle can be combined \"lith 16 other letters, under 
Case 1, above. Commander Smith derives from these facts 
the conclusion that "it would appear that Case 1 is twice 
as probable as Case 2. 11 He continues thus: 

"Now in the square, note that: 

ANP = NKc EN = FA p c 

GN· = FKc EMP - FLc p -
ONP = MKC also ETP = FPe 

CNP = TK EWP = FVC c 

XNP =. WK0 
EF p = FGc 

,rFrom this it is seen that of ~he 24 equations that 
can be formed when each letter of the square is 'employea 
either as the initial or final letter of the group, five 
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will indicate a repetition of a c~rresponding letter 
of plain text. 

"Hence, !\ULE II. - After it has been determined, 
in tho equation 1.2 = 3.4, that, say, ii:Nt1 = FA0 , there 
is a probability of one in five that any other group 
beJinning ~ith F0 indicates EQP' and that any group 
ending in Ac indicates ONp• 

"After such combinati~ns as ERn ORp an:i ENP have 
bean ~ssu~~d or determined, the above rule may be. of use 
in disnorering additional digraphs and partial v!Ords."l 

~ • I ... I 

~UL3 III. - In the equation 1.2 = 3.4, l and 3 
can never be i1entical, nor ~an 2 and 4 ever be identical. 
Thus, ANP could not possibly be representeu by AY , nor c 
could ERn be represented by KRc• This rule is useful in 

.elimination of certain possibilities when a specific 
·. . message is being studied. 

1 There is an error in this reasoning. Take, for example, the 24 equations 
having F as an initial letter: 

Case Case Case Case 
.1 Fac'= DN 2 FE .,. ED 2 FT = NM 1 FX = GW p 
2 ~:p • ElH 1 FL • EM 2 F'H: NT 1 FR • HN 
"1 FI = :w 1 FP = ET 1 FK: GN 2 FH • EG 
·1 tv = I1l' 1 FV = EW 2 FG : EF 1 FQ = HM 
1 FS = DW 2 FN: NW 1 FO = GM 1 FY: HT 
·1 FA • EN 2 FM: NF 1 FC = GT 

, FZ ~ HW ... 
Here, the initial letter Fe represents the follo\7ing initial Qps; 

D E N G H I ., 

It is seen that Fe represents Dp, Np, GP' HP 4 times each, ~nd En, 8 times. 
CQnsequently, supposing that it has peen determined that FA0 : ENP, the 
probability that F will represent Ep is not 1 in 5 gut 8 in 24, or 1 in 

c 
3; but supposing that it has heen determinei that Ff{ = NT'P, the proba-
bility that F

0 
will represent NP is 4 in 24 or 1 in g• The difference 

in these probabilities is occasioned by the 'ract that the first instance, 
FAc : EN'P corresponds to a Case 1 encipherment, the se~ond instanre, 
Fi."/

0 
: NTP' to a Case 2 encipherment. But thc.H·e is no way of kno\ling 

initially, and without other data, whether one is doaling with a Case 1 
or Case 2 encipherment. Only as an approximation, therefore, may one say 
that the probability of F0 representing a given QP is 1 in 5. 



REF ID:A64644 
- 106 -

RULE IV. - In the eq'.lation 1.2P = 3.4c 5 if 2 and 3 
ara identical, tho letters are all in the same row or 
column, and in the relative order 124. In the square 
shown, AN'P = NKc and tho absolute order is ANK. The 
relative order 124 includes five absolute orders -which 
are cyclic permutaLions or one another. Thusl ANK--, 
NK--A, K--AN, --ANK, and -ANK-. 

RULE V. - In the equation 1.2D = 3.4c, if 1 
and 4 are identical, the letters are all in the same row 
or column, and in the relative order 243. In the square 
shown, KNP : RKc and the absolute order is NKR. The rela-
tive order 243 includes five absolute orders which aro 
cyclic permutations of one another. Thus NKR--, KR--N, 
R--NK, --NKR, ar.d -NKR-. 

RULE VI. - "Analyze th:1 message for group re­
currences. Select the groups of g~eatest recurrence and 
assume them to be high-frequency digraphs. Substitute 
the assumed digraphs througheut the message, testing the 
assumptions in their rGlation to other grnaps of the cipher. 
The reconstruction of ·the square proceeds simultaneously 
with the solution of the message and aids in hastening 
the translation of the cipher." 

~· (l) ~rnen solutions for the Playfair cipher systum Nere 
first·d~veloped, based upon tho fact that the letters were inserted in­
the cells in keyword-mixed ordGr, cryptographers thought it dasirable 
to pl~ce stumbling block~ in the path 0f such solution by departing from 
strict, ke~vord-mixed order. Playf~ir squares of the latter typo are 
designed as ''modified Pl11yfair squares 11

• One of the simplest methods is 
illustrated in Fig. 25, wherein it •,/ill be noted that the last five 
letters. of the keyword proper are inserted in tho fourth ro>l of the square 
instead of thG second, whore th3y would naturally fall. Another method 
is to insert the letters within the cells from left to right anu top down­
ward but use a sequence that is a keyword-mixed soquonco developed by a 
col~~nar transposition based upon the ke~Nnri proper. Thus, using the 
keyword BANiGl.UPI' CY: 

2 1 5 4 7 9 6 8 3 10 
B A N K R u p T c y 
D E F G H I L :M 0 Q 
s v w X z 

Sequence& A E V B D S C 0 K G X N FW P L R H Z T M U I Y Q 

• 
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Playfair Square 

A E v B D 
s c 0 K G 
X N F w p 
L R H z T 
M u I y Q 

Fig. 25 !?. 

(2) In the fnregoing square practically all indi­
cations that the square has been developed from a key­
word have disappeared. The principal disadvantage of 

._such ~n arrangement is that it requires more time to 
~locate the letters desired,- b~th in cryptographing and 
decryptographing, than it usually d~es when a semblance 
·~f normal alphabetic order is preserved in the square. 

(3) Note the following three squares: 

Z T L R H A E v :g D N F ·.v PX 
y Q M u I 
B D A E v 

I§ c 0 K G 
I_! N F w }? 

R H z T L 
u I y [Q M 

K G 5 c 10 LR H z T E v B DA 
w p X N 1-F M u I y Q IC 0 K G S 

Fig. 25 .9. Fig. 25 !! 

~t first glance they all appear t~ be different, but 
closer examination shows them to be ~~ permutations 
of one another-and of the square in Fig. 25 ~· They 

·yield identical equivalents in all cases. However, if 
an attempt be made tn reconstruct the original keyword, 
~t w~uld be much easier t~ de so from Fig. 25 !?. than 
from any of the others, because in Fig. 25 :E. the keyword-· 
mixed sequence has not been dis~urbed as much as in 
Figs. 25 ,g,, ~' ~· In wnrking uith Playfair ciphers, the 
student should be on the lookout for such instances of 
cyclic permutation of the original Playfair square, for 
during the course of solution he will not know whether 
he is building up the original or an equivalent, cyclic 
permutation of the original square; only after he has 
completely reconstructe1 the square will he be able to 
determine this point. 

~· (1) The steps in the solution of a typical example 
' of this cipher may be useful. Let the message be as follows: 
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1 2 3 4 s 6 7 8 9 ID n 1213 14 1~ J6 17 JB 19 20 21.. 22 23m ::5 2> 27 28 29 3:' . 
A. V T Q E U H I 0 F T C H X S C A K T V T R A Z E V T A G A E 

B. OXTYM HGRLZ ZTQTJJ'. UMIGYC XCTGM TYCZU 

C. S N 0 P D G X V _LS C A K T VI •:!.l"ll?-~ P U T Z P T W Z F N B G 

D. P T R K X I X B P R Z 0 E P U T 0 L Z E K T T C S N H C Q M 

E. V T R K M W C F Z U B H T 7 l A B G I P R Z K P C Q F N L V 

F. 0 X 0 T U Z FA C X X C P Z X H C Y N (' T Y 0 L G X X I I H 

G. T M s M X c p T ~ T c X 0 T T I c y A T E X H F A c X X c p z 

H. X H Y C T X W L Z T S G P Z T V Y W C E T W G C C M B H M Q 

J. Y x z P w G a. T f v.-· u x P u 'Nr I Q ·R K M rf c x T M R s w G H B 
... ,. ' : i.... : .. -

K. x c P ';LQ_ T·~r, .x·o:r· M I ;P 1 b -~~ r G K
1
1:: ~T·c~o_L x u E T P x 

I lo 'f ... ._ '""""1 f 

L. x F s R s u · z T n· B: , H ') z r G ~ ~- R K I X I z P P v z I n u H Q 

M. 0 T K T K C C H X.X • • 
(2) Without going thrnugh the preliminary tests in de­

tail, with which it will be assumed that the student is now familiar,l 
the conclusion is reached that the cryptogratl'l is digraphic in ~ture, 
and an or1inary, simple digraphic frequency distribution is made. 

1 
See Par. 48 Q.• .,., .., - ' II''~ 

.. 

.. 
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A B C D E F G H I K L M N 0 P Q R S T U V W X Y Z . - -
A 

B 

"' c 
D 

E 

F 

G 

H 

I 

K 

L 

M 

N 

I I 1 -~-I 
r-- -· ··- - -- f-• -

2 

-~ 
-~ 1--· ,...-- ,..---

2 -1- 2 1 1 1 5 1 
-- - - ... -· - r-- . ·- ··- -· 

1 --t-~ 1 2 
··-1-- ·- --- -- r--- --· ·- ··- - - r--

2 +~~ 
I 1 1 

-~r 
-. -- -- - - I--. -·· 
2 l 

-. ·-· - ·-· r--- -· -· 1-- -r-· -
' 1 --+- 2 

-1--·---- -·-· ,-- - . .. - -- 1- -· -- r--· - - r--- f--· - ,_ __ 
f--

l 1 l 

~ 
·-r--- ·- - '- -.... _ ... ·-- 1-- -- -- ·-....:.... 

l l 1 1 1 
·----

f 
r--- -- -- --r-. ·-

l l l 4 ---- r--- -- .. _ 
1 1 

1--1-··- '-- 1- - ..• 1--- ·- . - .. - -· -- - 1-- I--· 

1 1 1 ~ 1 2 . - - ---- -- -- ... - - r- ·- f--· 

1 
1-- - -- --- -· '--- ·-. - .. ·--. -~--- -.--· --

0 3 1 6 2 
·-r--- -· --- r--r·- -- - ·- .. 1--- ·-

p 1 1 4 2 1 1 1 3 
·- r· - --· 1---- ~-- .. --- -- -- -· -

~ 1 1 1 
- r-- -- f-- 1--- 1---- 1--r-- --- r--

R 

s 
T 

1 

~+-
4 1 1 1 

- r--- 1- -·-1-·- --· ---1-- -· r- .• .. . -- i--- -· 
1 2 1 l ---- ·---- ~- -· -

3 1 2 2 1 1 2 1 - 1--

u 1 l 1 l 
.. ·--· --· r--- - -. 1---r-· ,_ 

1--· 

v 5 
r--· ---------· 1-· . -

uv I 2 1 1 
- -- -· 

X ~ 5 l 3 2 2 1 l .... 
r--

y 2 3 1 1 
·-

z 2 2 1 2 3 2 
' 



REF ID:A64644 

- 110 -

Since there are no double-letter groups, the conclusion is reached that 
a Playfair cipher is involve1 and the ~essage is rewritten in digraphs. 

1 2 3 4 5 6 7 8 ~ 10 11 12 13 14 15 

A. VT QE UH IO FT CH !8 CA KT VT RA Zill VT AG AE 

B. OX TY MH CR LZ ZT QT DU MC YC XC TG MT YC ZU 

C. SN OP DG XV XS CA KT VT PK PU TZ PI' WZ FN FG 

D. PI' RK XI XB PR ZO EP UT OL ZE KT TO SN HC QM 

E. VT RK lvllil CF ZU BH TV YA EG IP RZ KP CQ FN LV 

F. OX OT UZ FA CX XC PZ XH CY NO TY CL GX XI IH 

G. TM SM XC PI' OT CX OT TC YA TE XH FA CX XC PZ 

H. XH YC TX WL ZT SG PZ TV YV'I CE TW GC CM BH MQ 

J. YX ZP WG RT IV UX PU MQ RK MW CX TM RS WG HB 

K. XC PI' OT OX OT MI PY DN FG KI TC OL XU EI' PX 

L. XF SR SU ZT DB HO ZI GX RK IX ZP P\r ZI DU HQ 

M. OT KT KC C:H XX 

are noted: 
(3) The following three fairly lengthy repetitions 

Lines 
F: OT UZ FA CX XC PZ XH CY NO 

G: 
~ -f­

TE X.LJ: FA _ex_ XC PZ XH YO TX 
--o-

At FT CH XS GA KT VT RA ZE 

C' DG XV XS CA KT VT PK PU 

G: TM SM XC PI' Ctr CX OT TC 

K: WG HB ~C PI' rT CX OT MI 

~ 
The first long repetition, with the sequent reversed digraphs CX and XC 
immediately suggests the word BATTALION, ~plit up into -B AT TA LI ON 
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and t,he sequence containing this repetition in lines F and G becomes 
as foD.owsa 

Line Fi ox OT uz FA ex XC PZ XH CY NO TE 
' B AT TA LI ON 

Line G: YA TE XH FA ex XC PZ XH YC TX ~VL 
ON B AT TA LI ON 

' (4) Because of the frequent use of numerals before the 
wori BATTALION and because of the appearance of ON before this word in 
li~e G, the possibility suggests itself that the word before BATTALION 
in line G is either ONE or SECOND." Tho identical digraph FA ~n both 
cases gives a hint that the word BATTALION-in line F may also be pre­
ceded by a numeral; if ~NE is correct in line G, then THREE is possible 
'in line F. 0n the other hand; ·if SECOND is correct in line G, then 
'l'HIB,lf"is possible in l:lne F. Thus: 

Line F' ox OT uz FA ex XC PZ XH CY NO TE 
~s.t hypothesis TH RE EB AT TA LI ON 
2nd hypothesis TH IR DB 

-Line Ga YA TE XH FA ex XC PZ XH YC TX WL. 
1st hypothesis ON EB AT TA LI ON 
2nd hypothesis -S EG ON DB 

First, note that if either hypothesis is true,- then OT0 : THP. The 
frequency distribution shows that OT occurs 6 times and is in fact the 
most frequent ~igraph in the message. Moreover, by Rule I of subpara­
graph Q, if CT0 = THn then T00 = HT • Since HTP is ~ very rare digraph 
in normal plain text, T0 0 should ei~her not ~ccur at all in so short a 
message or else it should be very infrequent. The f~~quency distribu­
tion shows its entire absence. Hence, there is nothing inconsistent 
with the possibility that the word in front of BATTALION in line F is 
THREE or ~diRD, and some evidence that it is actually one or the other. 

(5) But can evidence be found for the support of one 
hypothesis against the o~hor? Let the frequency distribution be examined 
with a view to throwing light upon this point. If the first hypothesis 
is true, thon UZC = ~' .and, by Rule I, Z:U0 = ERp• The frequency dis­
tribution shows out one occurrence of UZ 0 and but two occurrences of ZUc• 
Theso do not look very good for~RE and ER. On the otnor hand, if the 
2nd hypothesis is true, then UZ = IRP and, by Rule I, ZU 0 : RIP. The 
frequencies are much more favorible in this case. Is there anything 
ineonsi9tont with tho assumption, on the basis of the 2nd hypothesis, 
that TE

0 
: ECP2 The frequency distribution shows no inconsistency, f~r 

TE0 occurs~once and ET 0 (= 0E , by Rule I) occurs once. As regards 
whether F.i\.

0 
= EBp or DBP' bofh hypotheses are tenablo; possibly the 

2nd hypothesis is a shade better than the 1st, on the following reasening. 
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By Rule I, if FA0 = EBP then AFc : BEP' nr if FA0 : DBP then AF0 • BDp• 
The fact that nn AFc occurs, whereas at least one BEp may be expected 
in this message, in~lines one t: th~ 2~d hypothesis, since BDp is very 
rare. 

(6) Let the 2nd hypothesis be assumed to be cnrrect. 
The additional values are ·te~tatively inserted in the text, and in lines 
G and K two interesting repetitions are nnte1: 

Line G: TM SM XC PT IJT ex 0T TC YA TE XH FA ex XC PZ XH 
TA TH AT TH -fi EC ON DB AT TA LI ON 

Line K: WG HB XG PI' OT ex GT MI PY DN FG KI TC OL xu EI' 
TA TH AT TH 

This certainly looks like STATE THAT THE ••• ,which would make :Ep = PTe• 
Furthermore, in line G the sequence ST~TETHATTHE •• fiECONDBATTALION can 
hardly be anything else than STATE THAT T!~IR SECOND BATTALION, which 
would make TCc : EIP arirl YK;=· R&p• 'Als~ SMc : -Sp• 

(7) It is perhaps high time that the whole list of tenta­
tive equivalent values be studied in relati0n to their c~1sistency with 
the positions of·let{ers· in ~he Playfair square; moreover, by so doing, 
additional values may be obt~ined in the proce_ss. The complete list of 
values is as fellows: 

!ssumed values Qerived by Rule I 

.ATP = cxc T~ • XC\~ 

LIP = .Pz lip = ZPc c 

ON • XHC N0p - HXC p -
THP = OTc HTP = T0<.' 

I~ = uzc RI = zuc p 

DBP • FA BDP = AF c c 

ECP = TEe CE = ETC p 

TEP = Pre ETP : TPc 

EIP = TCc IEp = CT0 

RSP = y..;,c SRP - AYe. -
• -Sp = SMC S-p = MSC 

.. 



REF ID :A64644 '· 

- 113 

(8) By Rule V, the equation THP : OT0 means that H, T, 
and 0 are all in the same row or column and in the relative ord~r 243; 

--~·-. 'I 

similarly, c, E, and T are in the samo row or column and in the relative 
o~qe£_ft.~~~ _Furt~er ~' P, and Tare in the same ro~and column; and their 
relative order is also 243o That is, thoso sequences must occur in the 
square: 

(1) (2) (3) 

H T 0 0 • ' or C E T • • ' 
or E T p • 0 ' 

or 
T 0 • • H ' or ET • • c ' or T p • • E ' 

or 
0 • • H T ' or T • • C E ' or p • • E T ' or 

•••• H T 0 ... J .. er • • C l!j T ' or ••• E T P ' or _ __.,_r • • • 
a·E:~T • 'E T •. H T 0 • . • p • '. 

: \-1-- (9) Noting the common letters E and T in the second and 
thi.rd .sets of relativo orders, theso may be combinod into one sequen(!e 
of four letters. Only one position romains to be fillod and noting, in 
tho list of equivalents that EIP: TC0 , it is obvious that tho lotter 
I belongs to tho GET soquence. The complete soquonce is therefore as 
follows: 

C E T :e I or 
E T P I C , or 
T P I C E , or 
P I C E T , or 
ICE T P 

(10) Taking up the HTO sequonco, it is notod, in the 
list of equivalents that ONp = XHc, an equation containing two of tho 
throp l~tt~rs of tho HTO sequonce. From this it follows that N and X 
~ust belong to the samo row or column as HTO. Tho .arrangement must be 
one ?f ~hQ followi~g: 

-; H T 0 X N 
TOXNH 
OXN'HT 
X N H T 0 
N H T 0 X 

- ' 
(11) Sinco tho sequence containing ,HTOXN has a common 

lottor (T) with the se~uonce CETPI, it follows that if the HTOXN sequonco 
occupies a row, then tho CETPI sequence must occupy a column; or, if 
the HTO sequence occupies a column, then the CETPI sequence must occupy 
a row; and they tnay be combined by means of their common letter, T. 
Simple calc~lation will show that the two sequences may be combined in 
50 different ways, all of them yiolding identical sets of equivalents. 



REF ID:A64644 

Here are a few of them: 

(1) 
.£_ I 

E 
T 0 X I~ H 
p 

I I 

(6) 

(11) 

(16) 

IW 
~ 

(2) 
c + E 

H T a·~N 
p T 
I f 

(7) 

II T 
~ T -
R 

f-- -r--
H T o xrN· 

IP I 

(17) 

NT-. I 
- f---· 

H 
T p I C E . 
0 
x. 

-114-

(3) (4) 

1--
c --
E 

......, _, ,_..., c ....., 
i-1- ·--= --E 

N H T C! X N H T 0 
p p 

I I 

(9) 

1-1-~- I 

- I-· 1-- _g .. 
E f--

X N H T 0 
I p, 
I 

(13) (14) 
p 
I 

(19) 
r--.--- I 

-
I H 

1- - Ji - --c E T p I 

+ ~ f-- -
' X 

(5) - c 
E 

0 X N H T 
p 

I 

\ 

. (10) 

1-~ I 
c 
.E. 

c X N H T 
p 

(20) 

(12} Before trying to disco~er means whereby the actual 
rr absolute arrangement may be detected from among the full set of 50 
possible arrangements, the question may be raised: is it necessary? 
Since any one of the 50 arrangements will yield the same equivalents as 
any of the remaining 49, perhaps a relative arrangement will do. 

(13) Let arrangement 13 be arbitrarily selected for trial. 
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J p 

I I I -
I 0 
I E 

NIH T 0 X 

(14) What additio~al letters can be inserted, using as 
a guide tha list of equivalents in subparagraph (7)? Thora is ATP : CX0 , 

for exwnplo. It contains only ono lottor, A, not in tho arrangement 
selected f~r trial, and this letter may immediately be placed, as shown: 

p 
I 
c A 
E 

N H T 0 X 

Scanning tho list for additional casos of this type, none are found. But 
seeing that several high-frequency letters have already boon inserted 
in the square, perhaps reference to tho cryptogram itself in connection 
with values deri~od from theso inserted letters may yield further clues. 
For example, the vowels A, E, I, and 0 are all in position, as arc tho 
vory frequent consonants N and T. The f~llowing combinations may bo 
studied: · 

ENp = ?T0 

lNp = ?T0 

ATp = CX0 

ETp = TPc 

ITp : OP0 

NAp = X? 

NE : T? p 

Nip : T? 

TAp = XCe 

TEp = PI'0 

Tip = POe 

ONP : XHc OTp : X00 NOp = HX0 TOp = OXc 

~Tp (= CX0 ), T~ (= XCc), ONP (= XH0 ), TEp (= PT0 ) and ETp (= TPc) have 
already been inserted in tho toxt. Of tho others, only OX0 (= TOp) 
occurs two times, and this value can bo at once inserted in the text. 
But can the equivalents of AN, m~, or IN bo found from frequency cnn­
sidorations? Take ENP, for example; it is represented by ?T • What 
combination of ?T. is most likely t(') represent ENn among tho lollovring 
candidates: -

. . 
(no oc~~rronces) ~Tc (4 times); by Rule I, NEP would = TKC 

~ ; 

VTc (5 timos); " II It N.E II : TV0 (2 times) 
' p 

ZTc (3 times); It II II NEP " • TZc (1 timo) 
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VTc certainly looks good: it begins tho message, suggesting tho worf. 
ENEMY; in line H, in the sequence PZTV VTOuld bocome LINE. Lot this be 
assumed to be cnrroct, ani let the word ENEMY alsC\ be ass·lllled to be 
correct. Then EMP : QEc and the square then becomos as shown herewith: 

Lino E: 

p 
I 

:--· r-

c A 
,_V M E lQ 
N H T 0 X 

(15) In line E is aeon the follnwing sequonce: 

VT RK M'N CF ZU BH TV Y.... EG IP RZ 
EN RI NE RS Pr 

KP CQ FN LV 
E 

Tho sequence RI. .NERS •• PT suggests PRISONERS c:.PI'URED, as follows: 

MW' CF ZU BH TV 
P RI SO NE 

y;,_ BG 
RS c~'l. 

IP RZ KP 
PI' UR ED 

This gives the following new values: -Pp = CFC; sop= BHC; c;,.p = BGC; 
URp ~ RZc; EDp • KPc. 

The letters B and G can be placed in position :.t onc:e, since tho posi­
tions of C and A are already kno\vn. Th~ insertion of tho letter B im­
mediately permits the placement of the lotter S, frcm the equation 
SOP = BHc. flf the remainin~ oquo.tions only EDp = KP~ co.n bo used. Sin•JO 
E o.nd P nre fixed, ~nd o.re in the same column, D and K must be in the 
s~o column, ~nd moreover thd K must be in the RO.me row as E. There 
is only one possible position fnr K, viz., immediately after Q. This 
o.utomo.tico.lly fixes the position of D. Tho ~quare is now as shovm hero­
with: 

·-
p D 

fg" 
I 

G c B A 
v.M E ,Q K 
NIH T 0 X 

(16) ~ review of ~11 cquaticns, including tho very first 
ones ost~blished, gives the following which m~y now be used: rBP = F~c; 
RSP = YAc• Tho first pennits tho immediate placement of F; the second, 
by elimination of possible pcsitions, permits the placement of both R 
o.nd Y. The square is now as shown herewith: 
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P'F D 
y I R 

IG s c B ~ v M E lo K 
N H T 0 X 

One~ more a review is ronde of all roma~n~ng thus far unused equations. 
LIP : PZc now permits the plncemont of L nnd z. IRP = UZc now ponnits 
the placement of u, which is confirmed by the oqu~t~on URP : RZc from 
the word c .• PTURED. 

There is thon only ono cell vacant, nnd it must be occupied ~Y the only 
lottar left unpl~ced, viz., W. Thus the whole square has been recon­
structed, ~nd tho moss~go cun now be decryptogrnphed. 

~(~7) Is tho square just reconstructed identical with 
the originai, or is it e. cyclic permutation of a. keyword-mixed Playfnir 
square of the type illustrated in Fig. 25~1 ·Evon though tho mess~ge 
c~n bQ ~~a.d with onso, this point is still of interest. Let th~ sequence 
be writtQn. ~n five wnys, ench composed of five pnrtinl sequences ronde 
by cycliely permuting each of the horizontal rows Mf the reconstructed 
squ~r~. T~u~:_~_: 

Row 1 Row 2 Rew 3 Rew 4 RC'W 5 

(a) L W P F D Z Y I U R G S C B ~ V M E Q K N H T 0 X 

(b) W P F D L Y I U R Z S C B A G M E Q K V H T 0 X N 

(c) P F D L W I U R Z Y C B A G S E q K V M T 0 X N H 

' (d) F D L W P U R Z Y I B ~1. G S C Q K V M E 0 X N H T ., ,-
. (o) DLWPF RZYIU ~GSCB KVMEQ X N H T 0 

By experimenting with those five sequences, in an endeavor to reconstruct 
a transposition rectangle conformnblo to n keyv1ord sequence, tho l~st 
sequence yields tho following: 

,PYACMN 
D F I G B E H 
L R U S K Q T 
VIZ VXO 
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By shifting tho 0 from tho last position to the first, and ro~rranging 
the columns, tho following is obtained& 

2 5 3 6 1 4 7 
COMP ... NY 
BDElt~GHI 

KLQRSTU 
V W X Z 

Tho originnl squ~re must hf.vo boon this: 

f· Continued practice in the solution of Pluyfair ciphers will 
m~ke the student quito expert in thJ matter nnd will en~ble him to solve 
shorter rmd shorter messa.gos. .Usa, with practice it vrill becomo a. mat­
tor of indifference to him as to whcth'or the letters "tre inserted in the 
squ:1ro with :my sC~rt of regularity, such n.s simple k'oyword-mixod order, 
columnar tr~nspnsed keyv1ord-mixod order, or in n purely random order. 

g. It m~y perhaps scam to the student that tho foregoing steps 
nra somewhat tc.o nrtificir1l, n. bit too "cut rtnd drio:i 11 in their accuracy 
to portray the process of ano.iysis, as it is applied in n.ctuality. For 
example, the critical student m~y woll object to some of the assumptions 
and the reasoning in stop (5) ub~ve, in which the w~rds THREE and ON~ 
(lst hypothesis) were rejected in fuvor of tho words THIRD .a.nd SECOND 
(2nd hypothesis). This rost3d largely upon the rejection of RED und ERP 
as the equiv~lents of ~~c and ZUc' ~nd the adoption of IRP and RIP n.s 
their equiv~lents. Indeed, if the student will oxumino tho final massage 
with a ~ritical eye he will find tho.t while the ~it of reasoning in step 
(5) is perfectly l~gic~l, tho assumption upon which it is based is in 
fact wrong, for it happens that.in this case ERn occurs only once and 
REP does not occur at all. Consequently, nlthough most of tho reasoning 
wh~ch led to the rcjecticn of the lst ·hypnthosis n.nd the udopt_ion of tho 
2nd wn.s logical, it was in f":tct bused upon erroneous assumption. In 
other words, despite the fn.ct that tho assumption wns incorrect, a correct 
deduction tro.s m"l.de. The !!~i 21:!2!:!11 tak2, not o th"ti in cryptannlysis 
situations of this sort "l.r.o not 'l.t a.ll. unusu~l. Indeed they ~rc to be 
expected ~n~a-r;; w;rds of G;pl~ation at this point may be useful. 

h• Cryptanalysis is a science in which a very large role is played 
by mnking deductions from observation~l da~a. ~nd the deductions usually 
rest upon assumptions. It is most afton the case that the cryptanalyst 
is forced to make his assumptions upCin a quito limited amount of text. 
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It c~nnot be oxpcctod that assumptions bnsod upon statistical generuli­
z~tions wili ~lwnys hold truo when ~ppliod to dntu compur~tively very 
much sm~llor in quantity th~n tho totnl dntci used to derive tho genera­
lized rules. Consoquontly, us rog"l.rds assumptions ma.do .i_n specifi.c 
massages, most of tho time thoy will be correct, but occnsionully thoy 
will be incorract. In cryptanalysis it is often found th~t among the 
correct deductions thora will bo c~sos in which subsequently discovered 
f~cts do not beur out the assumptions on which tho deduetion was bused. 
Indood, it is sometimes true thut if tho fncts hnd boon knmvn before tho 
deduction was ma.do, this knovrlodgo would hnvo prevontod making tho cor-
rect deduction. For ex~mplo, suppose tho cryptanalyst hnd somehow or 
othar dovinod th~t tho message unuor consideration contained no RE, only 
one ER, ono IR, nnd two RI's (as is u~tunlly tho cuse). Ho woula certninly 
not havo boon nblo to choose betwoon the words THR1~ and ONE (lst hypothe­
sis) us ag:1inst THIRD a.nd SB:COND (2nd hypothesis). But because he ussumos 
that thoro should bo m~~o·ERpts und·REp's thnn IR's-und RI's in tho message, 
he deduces th~t UZc cannot be REP' rejects the 1st hypothesis nnd tnkes 
the 2ni. ·rt lutor turns out, nftor tho problem h~s been solved, t~~t the 
doduction"wcis"correct, although tho nssumption on which it \~.s b~sod 
~~~p~ctatio~ of more froquen~ npponrnnce of REp und ERp) w~s not in fact 
true in this pnrticulur cnso. Tho cryptanalyst cun only hope that ~he 
nuinber of'"tlmes when hie deiuctions uro correct, even though bused upon 
assumptions which lntor turn out to bo erroneous, will abundantly exceed 
tho numbor of timos when his deductions nre wrong, evan though bused upon 
nssumptions.which later provo te be correct. If ho is lucky, tho m~king 
of ~n nsswnption which is re~lly not true will mnko no difforonco in tho 
end :md will not doluy solution; but if ho is speci~:.lly f:l.vorod with luck, 
it m~y "lctul:'.lly holp him solvo the mossn.go--!l.S \rus tho cnso in this p~rti­
cul~~ example. 

!• ·~other comment ef u goner~l nature mny bo mndo in connection 
with this specific axnmplo. Tho student muy nsk whnt would havo beun tho 
procedure in this cn.so if tho messugo hn.d not"contained such a toll-tale 
repetition ns tho word a~TT.LLION, which formed the point of departure for 
the solution, or, us it is often snid, permitted un "entering wedge" to 
bo driyo~ ·into tho moss~go. The nnswor to his query is th~t if tho word 
B4tt~LIO~ hud not boon ropoutod, thoro would probnbly have been some other 
repetition which would h~vo permitted tho same sort of ntt~ck. If tho 
student is looking for cut ~nd driod, struightforw~rd, unvarying methods 
of att~ck, ho should remember that cryptanalysis, while it muy be considered 
a branch of muthom~tics, is not n scionc e which has mnny ngeneral solu-

"O:Cfons11 such us n.re found 'l.nd oxpocted in mathematics proper. It is in­
horo~t in tro vary nature of cryptnnulytics thnt, ~~rule, only general 
principles cnn bo astnblishod; !heir prn~ticul npplicntion must t~ko ud­
vun~ago of peculiarities ~d particular situations which uro notod in 

• rs'pe'cific mosso.gos. This is ospocinlly true in u text on the subject. 
The illustr~tion of a. gonor~l principlo requires n specific oxnmple, and 
_tho_latter must of necessity manifest ch~ructoristies which make it differ­
ent from uny oth'or ·ox'lmpic. ·Tho- word B.h.'rTJ~:r.;roN was :riot purposely repeated 
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in this example in order to make the demonstratirn of solution easy: 
"it just happened that way". In another example, some other entering 
wedge would have been found. The student can be expected to learn only 
the general Erinciples which will enable him to take advantage of the 
specific £h!!acteristics manifested in ~~cific £!~· Here it is de­
sired to illustrate the general principles of solving Playfair ciphers 
and to point out the fact that entering wedges must and.can be found. 
The specific nature of the entering wedge varies with specific examples. 

SECTION X 

CONCLUDING REMARKS 

Paragraph 
Special remarks concerning the initial classification of 

cryptograms • • • • , • • • e • • • • • • • • • • • • • • • 47 
Ciphers employing characters other than letters or figures • 48 
Concluding remarks concerning monoalphabetic substitution. • • • 49 
Analytical key for cryptanalysis • • • • • • • • • • • • • • • • 50 

. . 
47. Special remarks cone erning the initial classification of cryp-

tograms. - ~· The student should by this time have a good concepti0n of 
the basic nature of monoalphabetic substitution and cf the many "changes" 
which may be "rung" upon this simple "tune". The first step of all, 
naturally, is to be able to c~assify a cryptogram properly and place it 
in either the transposition or the substitution class. The tests for 
this classification have been given and as a rule he will encounter no 
difficulty in this respect. 

h· There are, however, certain kin'is of cryptograms whose class 
cannot be determined in the usual manner, as ou~lined in Par. 13 of this 
text. First of all there is the type of code message which employs bona 
fide rlictionary words as code groups.l Naturally, a frequency distribu­
tion of such a· message will approximate that fC'r normal plain text. The 
appearance of the message, however, gives clear indications .of ~ihat is 
involved. The study of such cases will be taken up in its proper place. 
At the moment it is only necessary to point out that these are £2~~ 
messages and not cipher, and it is for this reason that in Pars. 12 and 
13 the words "ciphe.r" and 11 cipher messages" are used, the word "crypto­
gram" being used only where technically correct. 

~· Secondly, there come the unusual and borderline cases, including 
cryptograms whose nature and type can not ~e ascertained from frequency 
distributions. Here, the cryptograms are technically not ciphers but 
special forms of disguised secret writings which are rarely susceptible 
of b~ing classed as tran3position or substitution. These include a large 
share of the cases wherein the cryptographic messages are disguised and 
carried under an external, innocuous text which is innocent and seemingly 

l See Par. 71, Special Text No. 165, Elementary Military Cryptography. 
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withcut cryptographic content - for instance, in a message wherein specific 
letters are indicated in a way not open to suspicion under censorship, 
these letters being intondod to constitute the letters of the cryptographie 
message and the nther letters constituting "dummies".. Obviously, no amount 
of frequency taculations will avail a competent, expert· cryptanalyst in 
demonstrating or disclosing the presence of a cryptographic message, 
written and secreted within the "open'' message, which serves but as an 
envelop and disguise for its authentic or real import. Certainly, sueh 
frequency tabulations can disclose tho oxistonco neither of substitution 
n££ transposition in these ~asos, since both forms are absent. Another 
very popular method that rosomblos tho method mentioned above has for its 
basis a simple grill.,. Tho whole vtords forming tho secret text are in­
serted vdthin perforations cut in tho paper and the remaining space filled 
~arefully, using "nulls" and "dummies", making a seemingly innocuous , 
ordinary message. There are other methods of this general type which can 
obviously neither be detected nor cryptanalyzed, using the principles of 
frequency of recurrences and repetition. These can not be further dis­
cussed herein, but at a subsequent date a special text may be written for 
their handling.l 

" I 

~· In view of the foregoing remarks, when so-called "symbol ciphers", 
that is, ciphers employing peculiar symbols, signs of punctuation, diacriti­
cal marks, figures of "dancing men", and so on are encountered in practi­
cal work nowadays, they are almost certain to be simple, monoalphabetic 
ciphers. They are adequately described in romantic tales, 2 in popular 
books on cryptography, and in the more common types of magazine articles. 
No further space need be given ciphers of this type in this text, not only 
because of their simplicity but also because they are encountered in mili­
tary cryptography only in sporadic instances in censorship activities. 
Even in the latter cases, it is usually found that such ciphers are em­
ployed in "intimate" correspondence for the exchange of sentiments that 
appear less decorous when set forth in plain language. They are very 
seldom or never used by authentic enemy agents. When such a cipher is 
encountered nowadays it may practically always be regarded as the work of 
the veriest tyro, when it is not that of a "crank" or a mentally deranged 
person. 

~· The usual preliminary procedure in handling such cases, where 
the symbols may be somewhat confusing to the mind because of their un­
familiar appearance to the eye, is to substitute letters for them con­
sist~ntly throughout the message and then treat the resulting text as an 
ordinary cryptogram composed of letters is treated. This procedure also 
facilitates the construction of the necessary frequency distributions, 
Whic~ would, be tedious to construct by using symbols. 

----------------------------------------------------------~-------1 The subparagraph which the student has just read (47~) contains a hidden 
crypt~graphic messago. With tho hints given in Par. 35~ let the student 
Bee if he can find it. 

~------------·-------------------------·---------------------------------2 The most famous; Poe's "Gold Bug"; Arthur Conan Doyle's "The Sign of 
Four". 
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t• A final word must be said on tho subject of symbol ciphers by 
way of caution. \~1en symbols are used to replace letters, syllables and 
entire words, then the systems ap~roach code methods in principle, and 
can become difficult of solution. Tho logical extension of the usc of 
symbols in such a form of writing is tho employment of arbitrary characters 
for a specially dcvolopod "shorthand" system bearing little or no rosom­
blanco to woll-kn~1n, and thorofare nonsocrot, systems of shorthand, such 
as 11Grogg 11

, 
11Pitm'ln 11

, etc. Unless a considerable amount of toxt is avail­
able for analysis, a privatoly-dovisod shorthand may bo very difficult if 
not impossible to solve. Fortunately, such systems a.ro never oncounturod 
in military cryptography. Thoy full under tho heading of cryptographic 
curiosities, of interest to tho crypt('.nalyst in his leisure moments. 2 

48. Ciphers employing characters other than letters or figures. - ~· 
In prnctical cryptography tod•y, tho usc of chnractors other than tho 26 
letters of tho English alphnbot is ccrmparnti~ely rare. It is true that 
there arc n few govornmonts which still ndhoro to systems yielding cryp­
togr~ms in groups of figures. These aro almost in ovary c~so code systems 
and ·.1ill be trout 1d in thoir proper place. In some cases cipl1er systems, 
or systems of enciphering coda a.ro used which nrc basically mathematical 
in character and operation, nnd therefore usa nmnbors insto~d of letters. 
Soma persons nrc inclined toward tho use of numbers r~ther th~n letters 
bcc~use numbers lend themselves much mora rondily to certain arithmetical 
operations such as ~ddition, subtraction, a.nd so on, t~•n do lottors. But 
there is usually added some final process whereby tho figure groups ~re 
converted into letter groups, for tho suko of economy in transmission. 

~· Tho only notnble exceptions to tho statement contuinod in the 
first sentence of this p~r~gr~ph nrc those of Russi~n messages transmitted 
in the Russinn Morse ~lphnbet and Japunose mossnges, transmitted in the 
Kntn Kun~ Morse alph~bot. 

49. Concluding ro~•rks concJrning monoulph~botic substitution. - ~· 
Tho alert student will h~vo by this timo gnthored that the solution of 
mononlphabetic substitution ciphers of tho simple or fixed typo nro particu­
larly easy to salvo, once the underlying principles nro thoroughly under­
stood. As in other ::1.rts, continued prnctico >lith examples loo.ds to fa.cility 
nnd skill in solution, espoci~lly where tho student concentrates his atten­
tion upon trnffic nll of tho sumo general nnturo, so thnt tho typo of text 

1 Tho usc of symbols for n.bbrovintion und speed in v1riting goes bo.ck to 
the da.ys of antiquity. Cicero is reported to ho.vc drawn up "a book liko 
n dictionary, in which he pla.cod boforo e~ch uord tho notn.tion (symbol} 
which should represent it, ~nd so grout >r..s tho number of notations nnd 
words th~t whntovor could bo written in Latin could be expressed in his 
notations." 

2 An ox~mple is found in tho fnmous Popys Diary, which was written in 
shorthand, purely for his o\·m eyes by Sa.muel Popys (1633-1703). "Ho wrote 
it in Sholt on's system of tachygro.phy (1641), v1hich he cmnplicutod by using 
foreign languages or by v~riotios of his own invention whonovor he hud to 
record pn.sso.gos len.st fit to bo soon by his sorvn.nts, or by 'all the world'." 
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which ho is continually encountering becomes fnmili~r to him and its 
peculiarities or char~ctoristics of construction givo clues for short 
cuts to solution. It is truo that n knowlodgo of tho gonornl phraseology 
of moSSo.gos ,·-tho kind of words used, their soquoncos, o.nd so on is of very 
grant nssist~nco in practic~l work in nll fields of cryptanalysis. Tho 
student is urged to notG particularly those finer doto.ils in tho course 
of his stu~y. 

~· Another thing which the student should be on the lookout for in 
simple monoalphabetic substitution is the use, consecutively of several 
different mixed cipher alphabets in a single long message. Obviously, a 
single, composite frequency distribution for the whole n1essage will not 
show the characteristic crest and trough appearance of a simple monoalpha­
betic cipher, since a given cipher letter will represent different plain­
text letters in different parts of the message. But if the cryptanalyst 
will carefully observe the distribution as it is being co~piled, he will 
note that at first it presents the characteristic crest and trough appear­
ance of monoalphabeticity, and that after a time it begins to lose this 
a~pearance. If possible he should be on the lookout for some peculiarity 
of grouping of letters which serves as an indicator for the shift from 
one cipher alphabet to the next. If he finds such an indicator he should 
begin a second distribution from that point on, and proceed until another 
shift or indicator is encountered. By thus isolating the different portions 
of the text, and restricting the frequency distributions to the separate 
monoalphabets, the problem may be treatad then as an ordinary simple mono­
alphabetic substitution. 

' .. . . 
~· Monoalphabotic substitution with variants represents an extension 

of the basic principle, with tho intention of masking the characteristic 
frequencies resulting from a strict monoalphabeticity, by moans of which 
solutions are rather readily obtained. Somo of the subterfuges applied 
in tho establishment of variant or multiple values arc simple and more or 
less fail to servo tho purpose for which they are intended; others, on 
the contrary, may interpose serious difficulties to a straightforwa1u solu­
tio~. But in no case may tho problem be considered of moro than ordinary 
difficulty:·· Furthermore, it should bo recognized that whore these subter­
fuges aro really adequate to tho purpose, tho complications introduced arc 
such that tho practical manipulation of tho systom becomes as difficult 
far the cryptographer as for tho cryptanalyst. 

~· As already montionod in monoalphabotic substitution with variants 
it is most common to employ figures or groups of figures. Tho reason for 
this is that the usc of numerical groups seems moro natural or easier to 
tho uninitiated than does tho use of varying combinations of letters. 
Moroovcr, it is o~sy to draw up cipher alphabets in which soma of the let­
ters arc roprascntod by single digits, others by pairs of digits. Thus, 
tho decomposition of tho cipher toxt which is un irregular intermixture of 
'monoiitcira!-Fl.nd polylitoral equivalents, is mo.do more complicated and 
correspondingly difficult for tho cryptanalyst, who doos not know which 
digits arc to bo usod soparutoly, which in po.irs. 

• 
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~· A fow words m~y bo ~ddod hero in rog~rd to a m~thod which often 
suggests itself to l~ymon. This consists in using a book possessed by 
nll tho corrospondonts ~d in~icnting tho lattors of tho message by mcane 
of numbers referring to spJcific letters in tho book. One ~~y consists 
in selecting a cort~in pngo and then giving tho lino numbor and position 
of the letter in tho lino, tho pago number being shown by a single initial 
indicator. Another way is to use tho ontiro book, giving tho ciphor 
cquiv~lents in groups of three numbers representing page, line, and number 
of letter. (Ex.: 75-8-10 manns pago 75, 8th line, lOth letter in the 
line.) Such systJms aro, however, extremely cumbersome to usc and, when 
tho cryptographing is done carelessly, cun bo solved. Tho basis for solu­
tion in such cases rosts upon the uso of adjacent letters on the srume line, 
the ~ccidental repetitions of certain lottors, and tho occurrence of un­
enciphorcd words in tho mossngos, when laziness or fatigue intervenes in 
the cryptographing. 

!• It may also be indicated that humnn nature and Gho fallibility 
of cipher clerks is such that it is ruther rare for an oncipheror to make 
full use of the complomont of variants placed at his disposal. Tho result 
is that in most cases cortnin of tho equiv~lonts will be usod so much 
more ofton than others that diversities in frequencies will soon manifest 
themselves, affording important dat~"ror ~ttack by tho cryptanalyst. 

g. In the World War the casas whore monoalphabetic substitution 
ciphers were employed in actual operations on the Western Front were ex­
ceedingly rare because the majority of the belligerents had a fair know­
ledge of cryptography. On the Eastern Front, however, the extensive use, 
by the poorly prepared Russian Army, of monoalphabetic ciphers in the 
fall of 1914 was an important, if not the most important, factor fn the 
success of the German operations during the Battle of Tannenberg. It 
seems that a somewhat more secure cipher system was authorized, but proved 
too difficult for the untrained Russian cryptographic and radio personnel. 
Consequently, recourse ~as had to simple substitution ciphers, somewhat 
interspersed with plain text, and sometimes to messages completely in 
plain language. ThG damage which this faulty use of cryptography did to 
the Russian Artny and thus to the Allied Powers is incalculable. 

h• Many of the messages found by censors in letters sent by mail 
during the World War were casGs of :aonoalphabetic substitution, disguised 
in various ways. 

1 Gyldon, Yves. Qhi£!9rbyr!ernas !ll!atscr ! Varldskrig~ Till Lands, 
Stockholm, 1931. Translation under the title !ho Contributi£~ of ~ 
Qryetographic Bureaus in ih£ ~ !~, appGared in the Signal Corps 
Bulletin in seven successive installments, from November-Docembor 1933 
to NovGmber-Docembor 1934, inclusive. 

Nikolai~ff, A. M. Socrot Causes of Gerrr~n success on i~ Eastern ~i· 
Coast Artillery Journal,-Saptemb;r-Octobor, 1935.--

• 
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50. Analytical key for cryptanalysis. - ~· It may be of assistance 
to indicate, by means nf an ~utline, the relationships existing among 
the various crypt~graphic systems thus far considered. This graphic out­
line will be augmented from time to time as the different cipher systems 
are examined, and will constitute what has already been alluded t~ in 
Fa~. 6 a and there termed an analytical key f~r cryptanalysis.l Funda­
mentally its nature is that rf a schematic classificaticn of the different 
systems examined. 

t• N~te, in the analytical key, the rather ~lear-cut, dichotomnus 
method of treatment, that is, classification by subdivision into pairs. 
For example, in the very first step there are only tw~ alternatives: the 
cryptogram is either (l) ~ipher, or (2) code. If it is cipher, it is 
either (l) substitution (2) transposition. If it is a substitution cipher, 
it is either (l) monographic, or (2) polygraphic, and so on. If the stu­
dent will study the analytical key attentively, it will assist him in 
fixing in mind the manner in which the various oystems covered thus far 
are related to one another, and this will be of benefit in clearing away 
some of the m~nt~l fog ?r haziness from which he is at first apt to suffer. 
1 This analytical key is quite analogous to the analytical keys usually 
foun~ in the handbooks biol~gists commonly amplny in the classification and 
identification of living organisms. In fact, there are several peints of 
resemblance between, for example, tqat branch of biology calla~ taxonomic 
botany'and cryptanalysis. In the former the first steps in the classifi­
catory process are based upon observation of externally quite marked differ­
ences; 'as the' process continues, the observational details become finer and 
finer, involving more and more difficulties as the work progresses. Towards 
the end of the work the b~tanical t~xonomist may have to dissect the speci­
men and study internal characteristics. The wh•le process is largely a 
matter of p~instaking, accurate observation of jata and drawing proper cm­
"Clusions therefrom. Except for the' fact that the bot::mic~l taxonomist :ie­
pends almost entirely upon oculnr observation of characteristics while the 
cryptanalyst in addition to observ~tion must use some statistics, the steps 
t~ken by the former nre quite similar to those taken by the latter. It is 
only ~t the very and of the work thnt u signific~nt dissimil~rity between 
tho two sciences arises. If the botanist makes n mistnk~ in observation 
or deduction, he merely f~ils to identify the specimen correctly; he has nn 
"n.nswer11 

-- but the answer is wrong. He m"'.y not be cognizant of the error; 
however, other more skillful botanists will find him out. But if the 
cryptanalyst ~~kes u mistake in observn.tion or doiuction, he f~ils to get 
~ny 11nnswer 11 nt n.ll; he needs nobody to tell him he hns fa.iled. Further, 
there is one additional important point of difference. The botanist is 
studying~ bit of Nature ~- und she does not consciously interpose obstacles, 
pitfalls, ~nd dissimul~tt~ns in the p~th of those trying to solve her mys­
teries'. Th'e 'crypta.nnlyst, on tho other hnnd, is sturi.ying n piece of writing 
prep~red with the express purpose of preventing its being rend by a.ny per­
sons for whom it is not ipten~ed. Tho obstacles, pitfalls, and dissimula­
tions nre hero consciously interposed by the one who cryptographed tho 
message. Thoso, of course, ~re wh~t make cryptanalysis differont nnd diffi­
cult. 
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£• Tho numbers in p~rcnthcsos r~fJr to specific par~gr~phs in this 
toxt, so th~t tho student mny re~dily, turn to tho text for dctnilod in­
formation or for purposes of refreshing his memory ns to procedure. 

d. In addition to those reference numborg thoro hnvo boon nffixorl 
to the successive st cps :i.n the iichotomy, numbers thrtt mark the 11 ro\ttcs 11 

on the cryptnn'llytic m·~p (the ~.uw..lytic'll key} which the student cryptnno.­
lyst should follow if ho wishes to fncilitn.tc his trnvcls '1.long tho rather 
complicated n.nd iifficult road to succ:)SS in cryptanalysis, in somewhat 
tha sn.mo w:1.y in which•"\n intelligent motorist follows the routes indicntod 
on ~ gcogrnphic~l m~p if ho wishes to fncilit~te his travels along unfamili'lr 
roads. Tho analogy is only po.rti~lly v'llid, however. The motorist usually 
knows in advnnco tho dist~nt point which he dosiros to ranch and he proceeds 
thereto by tho best 'lnd shortest route, which he finds by observing the 
ro~te in~icntions on ~ m'lp and following tho route markers on tho road. 
Occo.sionally he encounters n detour but those aro unoxpectad difficulties 
as n rule. Least of all doos he rtnticipato ~ny necessity for journeys 
down wh·tt m:::~.y soon turn out to bo blind n.lloys nnd 11de:vi-on1" strootsJ 
forcing him to doub)..e bnck on his way. No·.r tho crypt:1.nnlyst also has a. 
dist'lnt goal in mind -- tho solution of tho cryptogram at hand -- but he 
docs not know nt tho outset of his journey tho exact spot whore it is located 
on the cryptanalytic mnp. The map cont~ins many routes and he proceeds to 
toat them one by one, in ~ successive· chain. He encounters mnny blind 
'llleys ~nd dead-and streets, which force him to retrace his stops; he makes 
many detours 'lnd jumps m'lny hurdles. Some of those rotrncings of steps, 
doubling back on his tracks, jumping of hurdles nnd ietours are unavoidable, 
but a fe~ are 'lvoid'lblo. I~ properly employed, tho onalyticnl key wall 
help tho cnroful stu~ont to ~void those which should and C'ln be avoided; 
if it does th'lt much it will serve tho princip::~.l purpose for which it is 
intended. 

£· Tho ::m~lytic'l.l key m"\y, hov10ver, servo another purpose of a some­
wh~t different natura. \fuon ~ multitude of cryptographic systems of di­
verse typos must be filod in some systomn.tic mnnnor r-.p'\rt from tho names 
of tho corruspondents or other reference dntn, or if in conducting in­
structiono.l activities cb.ssifica.tory designntions ~~ro dosir~.bla, tho ref­
erence numbers on the 1.na.lyticnl key mny be made to sorve us "type numbers". 
Thus, instend of st~ting that a ~ivon cryptogram is a kc~vord-systemati­
c~lly-mixod-monolitero.l-monoa.lphnbotic-monographic substitution cipher ono 
m'ly say th~t it is a "Typo:) 901 cryptogr'1.I!l 11

• 

£• The method of nssigning typo numbers is quito simple. If tho stu­
dent will examine tho numbers he will note that successive levels in the 
dichotomy nrc designntod by successive hundreds. Thus, tho first lovul, 
the classification into cipher nnd code is assigned the numbers 101 and 
102. On the second level, unier cipher, the classification into monographic 
and polygr'lphic systems is ~ssigned tho numbers 201 and 202, etc. Numbers 
in the same hundreds apply therefore to systems nt tho sa.me level in the 
cl!l.ssification. There is no particular virtue in this scheme of assigning 
type numbers oxcept thnt it provides for a considerable degree of expansion 
in futuro studies. 
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Tl.BLE 1-A 

Absolute frequencies of 111tkr~ &_(;pciarinz in five sets of Govern­
mental pl~-..in-text tclr~g-r:-,:ms, c_ch set contJin~ng 10,000 letters. 

AL'r.-m~od slphul"lctically. 

Message Message IY1ossagc Hclssagc M~ssage 
N'o. 1 No. 2 No. 3 No. 4 No. 5 

~ 1> •• 
Q) ~ l>a 1>;, 

3 8 (I) t.l (I) t.l (I) t.l 
..p~ ..p ~ ..p s::l 1j ~ J-1 

:::l ~ J-1 .:: ~ J-1 
:::l ~ J-1 :::l Q) ~ 

(I) 'cic< (I) (I) 'de< (I) 'd& (I) r-1:::1 
~ +" 0 '0"' ..p ..p +" 0 t:r' .... 11.1 (I) +" 11.1 (I) +" 11.1 Q) +" en CD +" en a> 
Q) 

~~ 
Q) ~~ Q) ~,t: 

Q) 

~~ 
Q) 

~~ ..:I ...:I ~ H ...:! ...:! 

A - 738 A - 78f; A - 681 ll - 740 A - 741 
B - 104. B - 105 D ·- as B- 9.5 3 - 99 
c - ~19 c - 300 c - 298 c - 326 c - 501 
D - 587 D - 415 D - 4.25 D - 451 D - ~48 
E -1567 E -1294 E -1292 F. -]270 E -1275 
F - 255 F - .287 F - 308 F - 287 F - 281 
G - 166 G - 175 G - 161 G- 167 G - 1~0 
H - 51.0 H - 351 H - 555 H - 349 H - 549 
I - 742 I - 750 I - 787 I - 700 I - "97 
J- 18 J- 17 .r - 10 J' - 21 J' - 16 
K- 56 K- 38 K- 2:2 K- ::n K- 51 
L - 565 L - 595 L - 533 L - 586 L - ~4.4 
M- 242 M - 240 M - 238 I4 - 249 M - ?.68 
N - '?86 N - 79·~ N - 84,5 .N - 800 N- 780 
0 - 685 0 - 770 0 - 731 0- 736 0 - 762 
p - 241 p - 272 p - 517 p - 24!1 p - 260 
Q- 40 Q- 22 ~- 45 Q- 58 Q- 30 
R - 760 R - 745 R - 76£ R - 755 R - 786 
8 - 658 8 - 583 s - 585 s - 628 s - 604 
T- 956 T - 879 T - 894: '1' - 958 T - 92f3 
u - 270 u - 233 u - 5lfl u - 247 u - 238 
v - 163 v - 173 v - 142 v - 153 v - 155 
w - 166 w - 163 r, - 136 II - 155 \'! - 182 
X- 43 X- 50 X- 14. X- 5:"5 X- 41 y _ .. 191 y - 155 y - 179 y - 213 y- 229 
z - l4 z - 17 z - 2 z - .,11 z - 5 

Tpta1o 
...... _ .. 

10,000 10,000 10,000 10,000 10,000 

TabJc 2-A 

Absolute. f;requcnci!3S of lE.:tters appearing in the combl.ncd five sots 
of messages totalling 50,000 letturs arr~nged alphabetically. 

A - 5685 
B - 487 
c - 1554 
D - 2122 
E - 6498 
F - 1416 

G - 819 
H - 1691 
I - 3676 
J - 82 
K - 148 

r. - 1821 
M - 1~37 
N - 3~75 
0 - 5764 
p - 1?l35 

Q - 175 
R - 5788 
s - 3058 
T - 4595 
u - 1300 

v- 766 
w - 780 
X - 251 
y - 967 
z - 49 



Totals 
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TABJ...E 1-B 

Absolute ~requencies of let~B~s appe~ring in five ~ets of Gov­
ernment p1F·in-text tclegra.t'ls, eoc,_, sei.. cont.aining 10,000 letters, 

MessagE} 
No.''·l 

E -1567 
T - 956 
li - 78

1
f3 

R - 76~ 
I - '742 
A - 758 
0 - 685 
s - 658 
D - 587 
L - 565 
c - 519 
H - 510 
u - 270 
F - 255 
M - 242 
p - 2<ll 
y - 191 
G - 166 
w - 166 
v - 165 
B - 104 
X - 45 
Q - 40 
K - 56 
J - 18 
z - 14 

10,000 

ft~rcngca nccordjng to frequenc7. 

~r.essage 

No. 2 

E -1294 
T - 879 
N - 794 
A - 785 
0 - 770 
I - 750 
R - 745 
s - 585 
D - 415 
L - 593 
H - 351 
c - 500 
F - 287 
p - 272 
M - '240 
u - 235 
G -- 175 
v - 175 
Vl - 165 
y - 155 
B -- 105 
X- 50 
K- 58 
Q - 22 
.r - 17 
z - 17 

10,000 

Messa.eo 
No. 5 

E -1~92 
T - 894 
N - 815 
0 - 791 
I - 787 
R - 762 
A - 681 
s - 585 
D - 425 
H - 535 
L - 555 
p - 517 
u - 512 
F - 508 
c - 288 
:M - 258 
y - 179 
G - 161 
v - 142 
r; - 156 
B - 98 
Q - 45 
X - 44 
K - 22 
J - 10 
z - 2 

10,000 

TABLI: 1-C 

l\llessage 
No. 4 

1>.. 
CD C) 
1j ~ 
r-t ~ 
oct 
rll II> 

~~ 
E -1270 
T - 958 
N - 800 
I) - 756 
A - 740 
R - 755 
I - 700 
s - 628 
D - 451 
L - 586 
H - 549 
c - 526 
F - 287 
M' - 249 
u - :247 
p - 245 
y - 215 
G - 167 
v - 15) 
w - 155 
B - 83 
X - 5B 
Q - 58 
K - 21 
.r - 21 
z - 11 

10,000 

Mes!'lage 
No; 5 

1>.. 
II> C) 
+" ·~ 
~ !9 
rl& 

!~ 
E -l275 
T - 928 
R - 786 
N - 780 
0 - 762 
A- 741 
I - 697 
s - 604 
D - 448 
H - ~49 
L- 544 
c - 501 
F - ?.81 
r.~ - 268 
p - 260 
u - ?.58 
y - 229 
w - 182 
v - 15!5 
G - 150 
B - 99 
X - 41 
K - 51 
Q - 50 
.r- 16 
z - 5 

10,000 

Absolute frequenci~s of vowels, rtigh frequency consonants, 
mediutn fre .... uency cone:~onants, and low froquency consommts arpcaring 
in f'ive sets of Government plai.n- text tclegrA.ms, each set contJ::ining 
10,000 letters. 
Message 

No. 
1 
2 
5 
4 
5 

Totals 

Vowels. 
5995 
5985 
40·i2 
5926 
5942 

19,388 

High F'rcq, 
Consoncnts. 

5527 
54.14 
3179 
5572 
5546 

17,558 

Medium Freq. 
Conson.- nt~. 

2329 
?457 
~556 
25SS 
2589 

11,809 

Low Freq. 
Conson.!lnts, 

151 
144 
125 
144 
125 
685 50,000 



.. 
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----·~ rABLI!~ 2-B 

Al)eolute fre~uuncics of letteJ.'S aylpuEiring in t,he combined five 
set'3 of mose1.ges to'Lc:.ll.1ng 50,000 le>t tc2·~ s rraneed according to 
frequencies. 

E -6,498 I -~676 c -15:54 y- 967 X - 251 
T -4~1J5. [) -5058 F -·1416 G - 819 Q - 175 
N -5975 D --2122 p -1555 W- 780 K - 148 
f{ -5788 L -1821 u -1500 v -- 766 J' 82 
0 -5764 H -1694 M -1257 B - 487 z - 4.9 
A -5685 

TABLE 2--C 

Absolute frcquencie3 of vowels, ~!gh frequency consonRnts, 
medi~. frec~:p.oncy consonP.nts, an~ 1o\~ C're·:J_uency com~on.snts appearing 
in th~ co!Flbincd five sets of massaGes "totalling 50,000 letters, 

Vowels . • • . • . . • • . . • • . . • . • • . • • . • 
High·W~equcncy Consonants (D, N, R, s, and T) •• 
Medium Frectu.3ncy Consone.nts (B , c, F, G, H, L, M, P, V a.nd W) 
Lo•v Frcqut:Jncy Consonants (J, K, Q, X and Z) • • • 
Tota):- •...•...... · · · · · • • · · • · • • • • • 

TABLE 2-D 

19,888 
17,558 
11,889 

685 
50,000 

Absolute frc~quenc:l.es ·of lottt:Jrs F.lS initial lett.ers of 10,000 
wordp found in Governm~nt plain--text telegrams. 

A -·9os 
B - 287 
c - 664 
D - 525 
E - 590 
F - 853 

T -1255 
.. ._. 4 .. -

£ "'"!-ees 
A - 9b5 
F - 855 
c -:: .. 661 
0 - 646 

( 1) l\.rrang;d ::-.lph~lbu tj c..1ll,y 

G - 109 L - 19G Q. - 50 v- 77 
H - 272 M - 384 R - 611 i/ - 520 
I - 54·~ N - 441 s - 965 X- 4 
J- 4~ 0 - 646 T -1255 y- 88 
K- 25 p - 453 u - 122 z - 12 

Total 10,000 

(2) Arranged according to absolute frequencies. 

R- 611 
n - 525 
N - 441 
p - 435 
::!: - 590 

u - 584 
I - 544 
w - 520 
B -· 287 
H - 272 

L - 196 
u - 122 
G - 109 
y- 88 
v - 77 

Total 

J' - 44 
Q,- 50 
K - ?5 
z - 12 
X -- 4 

10,000 
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'fA13LE 2-E 

Absolute fr•equencies of letterE: as fin"l.l 1cttors of 10,000 
words f'ound in Govtlrn.mr-nt plrin--t.ext tel:-:grn.1as. 

(1) Arr:mgcd ~lp~~~betically. 

A - 269 G - 22fi L - 554 Q- 8 v- 4 
B- 22 II - 450 l'l -- lf4 R - 769 W- ~5 

c - 86 I - 2~ N - 872 s - 962 X - 113 
D -1002 J- 6 0 - 5'/f' T -1007 y - 866 
E -1628 K- 55 p - 215 u- 51 z - 9 
F - 252 -·-To t•l.l 10,000 

(2) Arranged accordine to :1-bsolutc ft•oqur ndos. 

E -1628 B - 769 F - 252 c - 86 I - 22 
T -1007 0 - 5'15 G - 2~5 K- 5~ z - 9 
D -1002 H - 450 p - 215 W- 45 Q- s 
s ..... 962 L - 554 M - lo4 u -· 51 J- 6 
N - 872 A- 269 X - 116 B -· 22 v- 4 
y - 866 

Tot·1l 10,000 

TADLE 5 

Relative. frequencies of luttcrs up1)eorj ng :!.n l,OCO letters 
b~sed upon table 2. 

A - 75.66 
B - 9.74 
c - 50.68 
D - 42.~-4 
E -129.96 
F - 28.52 

(1) Arranged alph:Jbctic:l1.r 

G - 16.58 
H - 53.88 
I - 75.52 
J - 1.64 
K - 2.96 

L - 56.42 
M- 24.74 
N - 7tl.50 
0 - 75.28 
p - 26.70 

Q- 5.30 
R ·~ '75."!f 
s - 61.1J .. _ 
T - 31.1C 
u - :?.6.0(. 

·roto.l 

(2) Arrl'.ngcd ··ccording to fl' ;c;_u..,r.cy. 

""l - 15.?\2 
w - 15.60 
X - 4.6~ 
y - 19.il4 
z - .98 

1000.00 



. .. 

..... 

.. 

(5) 

.,._-vo,·;els 
A - 75.G6 
t -129.96 
t - 75.52 
Q - 75.:?8 v - 26.00 
1. - 19.54 

'rotnls 597.76 

I. 

(4) 

REF }1~i~64644 

TABLE 3 (Cent) 
{5) 

' 

High Freq. 
Conson::1.ntu 
D - 42.44 
li - 79.50 
R - 75.76 
s - 61.16 
T - 91.90 

Mtldium Froquonc:r 
Consonants 

B - 9.74 L - 56.42 
C - 50.68 M - 24.74 
F - 2d.52 P - 26.70 
G - 16.56 V - 15.52 
H - 55.88 W - 15.60 

(6) 
Lov1 Froq. 
~nants 
X - 4.62 
Q - 5.50 
K - 2.96 
J - 1.64 
z - .98 

550.76 257.78 15.70 
Total -- 1000.00 

TABLF. 4 

Frequcnc~ Distribution for 10,000 letters of literary English, 
as compiloc by Hitt.l 

A. Alphabatically ,lrt·anged. 

A- 178 G - 174 L - 372 Q- 8 v - 112 
)3 - 141 H - 595 M - 288 R - 651 w - 176 
c - 296 I - 667 N. - 686 s - 622 X- 27 
D - 4.02 J- 51 0 - 807 T - 855 y - 196 
E -1277 K- 74 p - 223 u- 508 z - 17 
F - 197 

13. Arr~ngod according to f'requency. 

E -1277 R - 651 u - 508 y - 196 K- 74 
T - 855 s - 622 c - 296 w - 176 J- 51 
0 - 807 H - 595 M- 288 G - 174 X- 27 
.A - 778 D - •102 p - 223 B- 141 z - 17 
N' - 686 L - 572 F - 197 v - 112 Q- 8 
I - 667 

TJI..BLE 5 

Frequency Distribution for 10,000 l~ttors of telegr1phic Englisij 
as compiled by Hit~. 

A. Al:QhA.bctic~l1;y: <:!.rrnnged. 

A - 813 H - 201 L - 592 Q - 58 v - 156 
:a - 149 H - 586 M - 273 R - 677 w - 166 
(j - 506 I - 711 N - 718 s - 656 X- 51 
D - 417 J - t.2 0 - 8t.14 T- 654 y - 208 
E -1319 K- 88 p - 245 u - 321 z - 6 
F - 205 

B. Arranged according to freguenc~. 

:E -1519 s - 656 u - 321 F - 205 K- 88 
a ~ 844 T - 654 c - 306 G - 201 X- 51 
A - 815 D - 417 M - 273 w - 166 J- 42 
N- 718 L - 392 p - 243 B - 149 Q - 58 
I - 711 H - 386 y - 208 v - 156 z - 6 
lt "7 677 

1. ~tt~ CRpt. Parker. M~nual f'or the Solution of ~ilitery Ciphers. 
Army Service Schools Press, Fort Loavanworth, K~nsas, 1916. 
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P,:· .. :~r.-;~ .. r-uJ.l,"n,,,: ...... :·...,~ .. ,. ~ ,.~ .. , ..... , f , 
I I ~ .. 'o. ~ 1 •• ' • .I 1 • f!' ~ I 

- I 

... ·- I Nri''"''"'"" ...... "'r r, .w -SEC'O DETTER: l ; • 
... ., --· 

J. t} D E-F ~· . 
B G. H I J' K L M N 0 P 0 R s T U• v w· 

J: 27 
I 

~ 1.14 64 411 -:t 6 14 1 4 6 2 17 1 2 2 ~2 41 47 n 7 ~ 

B- 4 18 2 l 5
1

1 4 2 1 1 2 

G ::>{) ~ 1 ":S2 1 14 7 4 I) l 1 4~ 4 l 4 4 1 
_D.t 32 44 8 'B 8 2 2 21 1 3 15 4 16 5 2 12 13 ~5 5 3 4 

E ~I) 4 ~2 60 42 ,18 4 7 27 1 29 14 11, 12 20 12 87 54 37 3 20 7 
F I) 2 1 10 11 1 39 2 1 4o 1 9 3 11 3 1 

G 7 . 2 1 14 2 1 20 5 1 2 1 3 6 2 5 3 4 2 1 

R 20 1 3 2 20 5 33 1 2 3 20 1 1 17 4 28 8 1 

I 8 2 22 6 13 10 19 2 23 9 75 41! 7 27 35 27 25 

J 1 2 2 21 

IC 1 l 6 2 1 1 11 

&1 L 28 ~ ~ q 37 3 1 1 20 27 2 1 1~ 3 2 6 8 2 2 2 
E-1 

M E-1 

~ 
N 

E-1 

1~6 6 , 1 26 1 1 9 13 110 8 2 4 2 2 

26 2 19 112 57 9 27 4 ;o 1 2 I) 5 .8 18 3 1 4 24 82 7 3 3 
Cf.l 0 ~ 
1-1 
J%1 p 

7 4 8 12 3 25 2 3 5 1 2 19 25 771 6 25 i 64 14 19 37'7 I 8 

141 1 1 1 2~' 2 3 6 13 4 1!17 11 118 6 8. 3 1 11 

Q 
I 

l l 15 I 

R 1~9 2 9 17 98 6 7 3 30 1 1 5 9 -rr ~~ 13 In 31 4~ 5 5 4 

s 24 ; 1i 5 49 12
1 

2 26 i3~ 1 2 ; 4 15 10 5 19 63 1111 4 

T'" 28 3 6 6 71 1 1 78 45 5 91 7 50 2 l 17 19 191 5
1 36 

u_. 3' 311 8 
I 

5 3 1 5 I 6 5 21 1 2 31 12 121 1 I 

v 6 57 12 1 1 I I 
w 12 22 4 13 I 1 2 19 I 1 1 I I 

X 2 2 1 1 1 1 2 1 1 2 1 1 7 
I 

y 6 2 4 4 911 1 1 3 2 2. 6 10 3 411 15 1 1 

z 1 2 1 
Total----
Blanks---

~1c ih~ ~ .::L bn r;.;7 l_';n g~ 70 ~74 8 14 8q !~0 ]"l ~hs-1 ";(n}J 4h, ~ ~(1 7r:.. 7i -~i liY H 

11 6 • 7 a1 7 I 12 10 ; 18 lq ·6 6 · 7 I 3 g 21 4 4.11 7 Fi 11 

: :~ If! "Tt>'ta,li ":\ ib' x r·z-,. 'Han 

12 [·-n4 ~ 

7 4q 14 

1 1j:)j:) 8 
1 209 3 

7 4 1 648 l 
1 141 9 

82 7 
1 171 _l_ 

15 2 368 7 

7 22 

13 19 

10 UH 11 

2 126 10 
I; li97 21 

1 2 376 2t 

l li'l 6 

17 23 

9 1182 ~ 

1 ~07 li 

41 ] ~4 4 
I 1130 91 

77 21 

1 76 16 

21 11 

96 7 
4 23 

:>< ac lJ. I L 

2~ 1C: ~· 
r' 

. 

5 

.. 

.ooo 
248 

·-·•--!!.• ~- ·-' 
o o: • ..... "~~.-.,- ..... J~ r.;' .. l I 

T..A:SLE 6.. 
FRE:Q.OENCY DJ:'STRIBUTION OF- DIGRAPH: 

Based on ·50,000 letters o~ Government 
text telegrams. 
Reduced to 5,000 digraphs. 
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T,\BL'C 7-A 

THE 438 DIF ..... £RF.NT DIGR.f."PHS OF 
11 ....... - TABLE 6 ~lRR,.'.NGED .lCGORDING TO 

I .... 
THEIR AFSOTJUTE j_i'R.EQUENGIES • 

..! 
I 

E ~I . 11.1 LIR 31 B.E 1R. RR 11 
R E 9~ Nl :3 0 E F 1B U E 11 
EH tj? HI 30 f\J.O :t H F T 11 
1\1 T !:::i2 EL ?.9 p R 1H s u 11 
TH 'ZU ~ T as A I 17 YF 11 
ON 'J7 l A :?.B H K 17 y 8 11 
l N 75. I~ 0 88 .2p 0 :1.7 vu 10 
T E 71 T A ?. R 2.4/QS !-{ [) :1.( FE 10 

A''' 64 L L 87 T H 17 IF 10 
OR 64 AD 27 D 0 1n LV 10 
ST. - $3 01 27 D T 15 ~-1 0 10 
£ 0 60 El 27 I X 15 SP 10 
NE 5'7 I R 27 QU :1.5 YE 9 
V E 5? ) T 27 so 15 FR 9 

~ 0 = 54 I'll G 27 YT 1.-? 
I '"' 

9 .. 
N Ll ~ .2 1.~ E 26 A C 14 L D 9 
To~- !3 Q 1 NA 26 A 1'.1 14 1.1 I 9 
SE 4 9lz'i.q S H 26 C H 14 I~ F 9 

'AT ~7 I v :as CJ 14 K C y 

• Tl'"' .4 5 pF 25 E ~1 14 H r~ 9 ,. 
A H .. .E.4 4 l) ~,J 25 GE 14 HY 9 
E ~,. _42 OP 25 us 14 0 D B 
H T 48 NS 24 p A 14 Nl\1 8 
A 1::1 41 SA 24 p L 13 OF H 
c o.fi _4;1. ,1 L 8.5 1-<P 1 3 I A !; 
I 0 41 P E 2.5 sc 13 HU 11 
T y .41 I c 22 W I :1. 3 L T '8 
F 0 ... ~4 0 WE 21:3 M ~··I 13 l·i p 8 
F I .. 3~ u 1\J 21 D S 13 0 c e 
R A 3~ C A 20 A U 13 01-V H 
E T 37 EP 20 IE 13 PT 8 
0 u 37 ,. ·v 20 L 0 1 3374? U G 8 ,C. 

LE '37 GH ?.0 A p 18 A V 7 
l~l A. .. 36 H 1\ 20 0 R 12 By 7 

.. T W ~6 HE 20 E bl 18 Cl 7 
~L E A 35 HU .20 A y 1:?. E H 7 . I B •. 35 Ll ~0 E 0 12 0 A 7 

s r 34 d $ :t.Y 00 12 EW 7 

0 r- 33 T T 1~ SF :1. ~ EX 7 
H ... . 3 3 I G 1Y us 18 G A 7 
A L 32 

·''' c 
1Y UT 12 IP 7 

. c E' 32 0 L 1Y . v .I 12 I~ lJ 7 
0 A- 3_8 _0 T 1':J ~~ A 12 ov 7 
1;: c ,3 2 T :::> 1~ .F F 11 R G 7 
R S 3 1 ~~ u 19 p p :t 1 R 1\l 7 ..... 
op~;4t ! •..: 

: 
l ~1bq l8 d.ip;r:1phs [;bova t}'ois line co1:1po~:e ~5~ of the totnl. ·5 The 55 digraphs abovo this linn. con1p~n::e GO~ of thu tot•>.l. 

th~ U7 digr.·phs above this line comy:>ose 7!)c~ of the total. 

·!~::. 



REF ID:A64644 

134 

TA8LE 7 A CONCLUIJED 

TF 7 013 4 1'1 p ' X A 2 L G 1 
TN 7 0 c 4 f\1 v 3 X C 2 LH 1 
X T 7 ON 4 1'1 w 3 XI 2 LN 1 
A B 6 ow 4 OH 3 X p 2 I•~ 0 1 
A G 6 E B 4 A H ~ y B 2 lvl F 1 
~ L 6 E G 4 A K 2 y L ?. MH 1 
0 0 6 E y 4 B I 2 y ~~ 2 1\1 ,_I 1 
y A 6 G T 4 R R ?, Z E 2 N Q 1 
G 0 (} H S A. B U ~ Gr, 1 0 J 1 
I D 6 ~·1 8 4 0 G ?. AJ 1 0 X 1 
K E 6 f\J H 4 0 H .... e; R J 1 p A 1 
L S 6 NR 4 0 0 2 PH 1 p c 1 
lilt B 6 0 !3 tf. A 0 R 11 H 1 p 0 1 
PI 6 p M 4 OY ?. H T 1 p 1\J 1 
p 8 6 R W 4 F C ~ en 1 p v 1 
H F 6 s j\f 4 F L 2 CF 1 p w 1 
T C 6 sw 4 G r, ~ c 1.~ 1 p y 1 
T 0 6 1f1 H a. G F ?. CN 1 (.) t~ 1 
T M f) y c 4 GL ?, c s 1 f.) R 1 
U L f) y lJ 4 G p ?, cw 1 R J 1 
V A 6 y R 4 GU ?. CY 1 R K 1 
y N 6 pH j Hf) ?. 0 J 1 S K 1 
C L 0 p u -~ HM ?, [) y 1 s v 1 
lJ M 5 R H 5 I A ?. E J 1 s y 1 • 01-' 5 SB 3 I K ?. A E 1 T r. 1 
D U 5 SM "3 I Z ?. uo 1 T (..} 1 
01 5 TB ~ J E 2 y lJ 1 T Z 1 
U A 5 UB _3 JO 2 E Z 1 U F 1 
U I 5 u c 3 J u 2 F 0 1 u v 1 
F A s uu :s Kl ?. F G 1 v 0 1 
Gl 5 y p 3 LM 2 FM 1 V T 1 
GH 5 c c 3 LR :?. F p 1 W L 1 
HF 5 AW _3 L U ?. F W 1 WR 1 
1\1 L 5 DL 5 LV ?. F y 1 ""s 1 
1\1 ~~ 5 DV 3 L W 2 G [) 1 WY 1 
NY 5 AA 3 MR ?. G J 1 X f) 1 
R L 5 EU 3 MT ?, GM 1 X E 1 
R U 5 OE 3 ~1 u ?. li w 1 X F 1 
R V 5 y I 3 I·~ y ~ H A 1 X H 1 
8 D 5 F 8 3 N B ?, H L 1 X t\1 1 
SR s F U 3 N K 2 H p 1 X 0 1 
T L 5 G N 3 0 G ?. H Q 1 X R 1 
T U 5 G 8 3 0 K 2 H W 1 X S 1 
u 1\1 s H C j p F ?. H y 1 y G l 
A F 4 H N 3 ~~ B R J A 1 y H 1 
8 A 4 l B -' 8 G 2 K A 1 y w 1 
HO 4 L C 3 8 L ?. K C 1 Z A 1 
C K 4 L F 3 T p ?, KL 1 Z I 1 
CR 4 LP j u p ?. KN 1 

Total 5000 c u 4 M G 3 WN 8 K S 1 
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TABLE 7-B 

:- F 

.. : 
.. 
• 0 

-·' --
!:"'!:£' . ~ 

.. . 
, . 

... lot. 

,.. '!." - ... -.. .. ; .. 
... ' 

:; :0 

l. : 

-~ :~ 

1. 'r~ 

. r .. 
.lE. • 

"!I 't 

.! -

,. -

;ritE 18 D1GR."Ptl~ cm~•·QSING :::r;·~ OF THE DIG'R:~PHS 
TN T}.BT.F. NO. 6. ARR~.NGED .~LPil: B"El'It:J.LIJY 
ACCQRnil~G TO T!IEJl. I'JITIAL LE'r !'ERS, 

~~ ~ I (1) (?.) 
~D l~CCORDING TO THF.IR 

· .FIN!1L LE~'TERS. 
ANTI t.CCOF.DIHG TO THEIR 

i'..BSOLUTE FREt;UENCIES. 

~~ 64 ~ I 98 '11N 64 ,RE 98 
L. J 

ED GO SE 49 EN 111 SE t;9 
ER 87 ST 65 
ED 60 
ES 51 TH 78 

:eu 'ill ST 65 

~~ 
~ I ~ .. 

87 
f>4 TE 71 

TH 78 TE 71 
+N '75 TO so IN 75 TO 50 

NT 82 VE 57 
NE 57 'fetal 1249 
ND 52 

~ 52 VE 57 

tJE - 57 Total 121\:9 NT 82 ..... _ 

bN 77 ON 77 
DR 64 OR 64 

a •,• 

~ 

. ' -· .. ,.._ .. ....,.. .. ., 
~ ....... 

:.:o:t: ' .. 
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TABLE 7-C 

THE G5 DIGRAPHS COfr.'OSING 50~; OJ:' T!IF: 5000 DIGRAPHS OF TABLE 6, 

A.:t.~.ANGFJ) ALPHA.BETICf.T_.I~Y .ACCORDING TO THEIR INITIJI.I. LF:TTE.'RS', 

(J.) (2) 
A!'."D J.CCORDING TO THJi:IR }JID ACCQILT)lNG TO Tr:ffi!IR 

FINJIL LET PERS ABSOLUTE F~0UENCIES 

A L :12 ,,, 0 52 A i-1 64 I'J T 82 
A t·l 64 NE 57 A T 47 1-.l E 57 
A ~~ ·1. 4 Nl 30 .\ I~ 4 4 l'l f) S2 
AS IJ.1 NT !:}?, A ~ 41 

''' I 
30 

AT 47 1\ L 32 
ON 77 ON 77 

Ct: :52 OH (.-, 4 c 0 41 0 R 64 
CO IJ.1 ou 37 C E 3'"' " ou 37 

0 A 32 H A 39 0 E 33 HE 98 
DE 33 RE 9A 0 A 3?. HT 42 
E A 35 Rl 30 I~ A 39 
E C 32 RO 2t3 E 1\1 111 R$ 31 
I:: 0 GO RS 31 E ~~ A7 Rl 30 
EE 4G RT 42 E 0 60 RO 28 
EL 29 E S 54 
E 1'4 111 t3E 49 E E 4?. S T 63 
E 1-{ 'd7 t; I 34 r.: i 37 8 E 49 E ,, ,, 54 ST b3 E A 35 81 "3 4 
E T 37 E C 32 

TA 28 E L 2Y TH 7ti 
Fl 3~ TE 71 T E 71 
t 1.) 40 TH 78 F U 40 TO 50 

Tl 45 F I 39 Tl 45 
HI 3.:S To 50 HI 3J TY 41 
HT 28 TW :1 6 HT 28 T ,,~ 36 

TV 41 T A 28 
I I~ '75 I hi 75 
I u 41 UR 31 IU 41 u i~ 31 
I S :55 I ~ 35 

VE 57 V E 57 
LA ?.8 

Total - 2495 
L E 37 

Total 2495 LE 3'7 L A 28 -
1,1 A 36 •4 A 36 
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1~r· · .... 
TABLE 1-tJ 

. ... 
' 

.. 

~ ~THE li1 b!GRi~ijS C01~0SING 75% OF THE 5000 b!dnJ.PHS OF 
"-::, TABLE 6, ARRANGED AJ_PH/•BETICfLLY ACCORDING TO THEIR 
r-· • INITHJ, LETTERS, 

•. Cl) AND ACCORDING 
1T6 THEIR F'IN.~t LETTERS • 

.. 

.. 
'J .. ' 

'I 

••• ... , -
... 
i -
4' E 
_, . 

:-

~: . 
' , 

A C 
A 0 
Al 
A L 
AM 
AN 
AR 
AS 
AT 
A·u 

B'E 

C A 
GE 
c·H 
ctl 
C T 

0 A 
DE 
01 
DO 
OS 
DT 

E A 
E c 
Eo 
EE 
EF 
El 
E L 
E rvl 
EN 
EP 

: -i\ E R 
t--:-. '~: . . E S .-. • r r 

EV 

Fl 
FO 

GE 
,; .. G H 

' ~ .... .: .· .. . 

14 
27 
17 
32 
14 
64 
44 
41 
47 
13 

18 

20 
32 
14 
41 
14 

32 
33 
27 
16 
13 
15 

35 
32 
60 
42 
18 
27 
29 
14 

111 
20 
87 
54 
37 
20 

39 
40 

H A 
HE 
HI 
HO 
HI~ 
H'T 

20 
20 
33 
20 
17 
28 

I C 2 2 
I 'E. 13 
IG :1.9 
I l 2 3 
11~ 7 5 
10 41 
I H 2 7 
IS 35 
I T 2 7 
IV 25 
IX 15 

l A 2 8 
LE 37 
l I 2 0 
L l 27 
LO 13 

r.4 1\ 3 6 
ME 26 

N A 2 6 
('lj c 19 
NO 52 
NE 57 
N G 2 7 
Nl 30 
NO 18 
N S 2 4 
NT 82 

OF 
OL 
OM 
0 ~~ 
OP 
OR 

14 o's 

25 
19 
25 
77 
25 
64 
14 
19 
3 7 

20 OT 
·:;~~ • .,._. o,_u 

p A -
p E 
p l) 

PH 

Q u 

H A 
R 0 
R E 
R I 
RU 
H 8 
kT 

8 A 
l:> E 
S H 
S I 
s {) 
s s 
S T 

T A 
•· T E 

T H 
Tl 
T 0 
T H 
T S 
T T 
T W 
T y 

Total 

U N 
U B 

V E 

W E 
w u 

YT 

14 
23 
17 
18 

15 

39 
17 
9 8 
30 
88 
31 
42 

24 
49 
26 
34 
15 
19 
63 

28 
7 1 
7R 
45 
50 
17 
19 
19 
36 
41 

21 
31 

57 

22 
19 

15 
.5745 
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REF ID:A64644 
TABI.E 7-D (ConcludPd) 

(2) .".IID ACCORDING '1'0 THEIR 1\.BSOLUTB 'FHEQUE~ICIES. 

A I~ 64 HI 33 p E 23 
AT 47 HT 2A PH :1_8 
A R 44 H t\ 20 p 0 :1_7 
A 8 41 HE 20 p A 14 
A L 38 H U 20 
An 2'1 rlR 1'7 l~ lJ 15 
A I 17 
A C 14 I N 75 HE 98 
A lvl 14 I 0 4 1 HT 42 
A U 13 I S 35 H A 39 

I R 27 HS 31 
BE 18 I T 27 I{ I 30 

I V 25 H U 28 
co 41 I l 23 H IJ 17 
CE 32 I C 22' 
C A ?.0 I G 19 H T 63 
CH 14 I X 15 8 1::: 49 
C T 14 I E 1:5 S I 34 

:::> H 26 
DE 33 L E 37 ::; A 24 
0 A _3"') 

'"' l A 2A ::3 8 19 
01 27 L L 27 t) u 15 
DO 16 Ll 20 
DT 15 L U 13 T H 78 
DS 13 T E 71 

1·4 A 36 T 0 50 
EN 111 ME 26 Tl 45 
ER S? T y 41 
E 0 60 ~~ T 8~ T l·J 36 
t.S 54 I~ E 57 T A 28 
EE 4~ I'! 0 S:d T H 19 
ET 37 Nl 30 T T 19 
E A 3 ,-~) 1\JG 27 T ii 17 
E C ~:d 1\1 P.. 26 
E L ?.Y L)O 4 U H 31 
El 27 I~ C lY U N 21 
EP 20 I~ 0 1H 
E V 20 V E .57 
EF 18 0 N 77 
EM 14 0 H 64 WE 22 

0 u 37 vv l) 19 
FO 40 OF ?.5 
Fl 3~ OM 25 YT 15 

() p 25 Total 5745 GH ?.0 Ol 1Y -
GE 14 OT 19 

OS 14 

TABLE 7·-E 

ALL THE 458 DIGRAPHS OF TABLE 6, .A ··n.:- NG:l!:D FIRST l'iliPHl\-
BETIC!J.LLY ACCORDING TO THEIR INITilJ. LETTERG ~'\ND TI-IEN lLPH!.-
BETTC~\LLY .ii.CCOP.DING TO THEIR FIN!U. I.E·rTERS. 

(SEE TABLE 6. RE.ill /,CROSS Tim ROWS) 
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. 

- 159 -

rAELE 8 

THE 458 DIFFEREN'r DIGR/.PBS OF TJ' .. BLE 6 .:.RRANGED FIRST 
-t.LPHI.BETIC:..LLY !.CCOl-IDilm 'l'O THF~IR INITIAL LETTERS, JI.ND THEN 
ACCOBDING TO THEIR AB30LU'l'E .li'REQUEliCIES UNDER E.".CH INITL".L 
LETTER. 

A 1-.J G4 co 4 1 ER 87 GI-l ~~ 0 
A T 47 CE 32 ED 60 G E 14 
A R 44 C A 20 E S 54 G A 7 
AS 41 CH 14 EE 4:?. GO 6 
A L 32 C T 14 ET 37 Gl 5 
A 0 27 C I 7 E A :ss GH 5 
A I 17 CL 5 E C 32 GT 4 
A C 14 C I{ 4 EL 139 GI'J 3 
A lvl 14 CH 4 El 27 GS 3 
A U ::1.3 cu 4 EP 20 G C 2 
A p 1G cc 3 E V 20 GF 2 
AY 12 CD 1 EF 18 GL 8 
A V 7 CF 1 E ''~ 14 GP (3 

A B n CH 1 EO 1:?. GU ?, 

AG r; CN 1 EQ 18 GO 1 
A F 4 cs 1 EN : 1 11 GG 1 
A A 3 cw 1, EH 7 tiJ 1 
A vJ 3 CY 1 EW 7 G 1.4 1 
AH 2 EX 7 G \J 1 
A K 2 t) E 33 E B 4 
A L) 2 U A 32 EG 4 HI 33 
AE 1 Dl 27 EY 4 HT ?-8 
A J 1 l) 0 16 EU 3 H A 20 

UT 15 E J 1 HE 20 
. 8 E 18 us 1.3 E Z - 1 HO 20 

.. By 7 UR 12 HK 17 
'8 L 6 IJ D 8 F U 40 HU 8 
B A 4 ll F 8 Fl 3Y HF 5 

• B 0 4 u lv1 5 F F 11 HS 4 
.. Bl 2 l) p 5 F T 11 H C 3 

BH 2 lJ u 5 FE 10 HI~ 3 
13 u G U B 4 F R 9 HD 2 
8J 1 u c 4 F A 5 HM 2 

. B 111 1 lJ N 4 F S 3 Ht:j 1 
BS 1 uw 4 F U 3 HL 1 

... BT 1 UL 3 FC 2 HP 1 

.- uv 3 F L 2 H t-l 1 
UG 2 FD J. H \~ 1 
UH ' . 2 FG 1 HY 1 

•; 
i l} Q 2 FM :1. 

IJ J 1 FP 1 
lJ y 1 FW 1 

FY 1 
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- 140 -

TAULE 8 CONTINUED. 

l I~ 75 LE 37 J\1 T 1:32 p E ?-3 
IO 41 L A 28 NE 57 PH l.tj 

' 8 35 L L 27 1\1 0 52 PO 17 
IH 2? L I 20 1\J I 30 p A 14 
I T 2? L l) l3 NG G? P L 13 
I V 25 LY 10 N A :d6 p p 11 
I L 23 l 0 9 N S 84 PT tl 
I C 22 L T 8 1\1 c 19 PI 6 
IG 1Y L S 6 N U 18 PS 6 
I X 15 l H 3 1\1 F y PM 4 
I E 1."3 L C 3 N J\1 8 PH 3 
IF 10 LF 3 1\1 u ? PU 3 
I lA 9 L P 3 I~ l 5 PF 2 
I A 8 L 1·4 ?. N 1\JI 5 p Fi 1 
IP •t LK 2 J\1 y 5 p c 1 
' 0 

6 L U 2 I~ H 4 PO 1 
I /j ?. LV 2 hi R 4 p 1\1 1 
I K 2 LW 2 NP 3 p v 1 
I Z 2 LG 1 '" v 3 p ~~ 1 

Lrl 1 l'l w 3 p y 1 
JE 2 LN 1 N 8 ?. 
J 0 id N K ?, ou 15 
J u 2 HA 36 N J 1 (.,) h4 1 
J A 1 11-1 E 26 N Q 1 C~ R 1 

M 1lA 13 
KE 6 1\4 0 10 ON 77 HE qt3 
Kl G 1111 I 9 OH 64 H T 42 
K A 1 ,,1 p 8 0 u 37 H A 39 
K C 1 IVII3 6 OF ?,5 R S 31 
KL 1 1-A s 4 0 lvl 2!1 H I 30 
K I~ 1 MC 3 OP GS • no 2t3 
KS 1 ~4 I~ 2 0 L 1Y R f) 17 

MT 2 OT 1Y H p 13 
J.i u 2 0 s 14 R li 11 
IVIY 2 00 1 •:> II RC 9 
lvl 0 1 0 c 8 HM 9 
MF 1 ow 8 RY 9 
MH 1 0 A 7 R G 7 

0 v 7 R N 7 
0 0 6 H F 6 
01 5 RL 5 
0 8 4 R U 5 
OE :3 fi v 5 
01-1 :3 R W 4 
OG ?, R H 3 
0 K ?, RB 2 
OY ?. RJ 1 
0 J 1 R K 1 
ox 1 
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- 111 -

Tl~LE 8 CONCLUDED. !-

l . 
S T 6 :1 UR 31 XT 7 
BE 49 UN ?.1 X A 2 
f:)l 34 LJS 12 XC 2 
SH 26 UT 12 XI 2 
S A ?.4 U E 11 X P :?. 

l .$ s 1Y U G 8 X 0 1 so 15 U L 6 X E 1 
.S C 13 U A 5 XF 1 
·~ F 12 Ul 5 X H 1 

. s u 11 u 1\4 5 X N 1 - s 1.) 10 Ut3 3 XU 1 
i;D 5 u c 3 X H 1 
:::; H 5 u 0 3 X S 1 
SN 4 up 2 

' -8 ~~ 4 UF 1 YT 1 b 1 .... 

·s 1:3 3 uo 1 y F 11 
_, 

' S 1•A 3 uv 1 YS 11 
~ ~ SG 2 y u 10 

S L 2 VE 57 YE 9 
., .S K :1. V I 12 y A 6 

.s v 1 VA '6 YN 6 
SY 1 vo 1 YC 4 

VT 1 YO A 
TH 78 YH 4 

.. .. T E 71 ~~ E 22 Yl 3 
TO so ~~ 0 19 yp 3 
Tl 45 WI 13 y B ?, 
TY 41 W A 12 Yl ?. 

j, TW 36 'V'I H 4 YM ?. 
' .... TA 21-3 WN 2 YG 1 

TS 19 WL 1 YH 1 
TT 19 ~~ H 1 y u 1 
TR 17 ws 1 YW 1 
TF 7 ~~ y 1 
T IJ 7 ZE ?, 
T C 6 Z A 1 
T 0 f) Zl 1 
T IIA 6 

...... T L 5 Total - 5000 

TU 5 
TH 3 
TP 2 
TG 1 
Tl>l 1 
TZ 1 

·-
I"""'"~ (Note: For arr:=mgement alphabetic.:tlly first under initial .. .. 

letters and then under final letterA, see Tuble 6.) 
li • 

.. -
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??!.BJ..E 9-.A 

TH!I: 4!38 DIFFERElfl' DIGH/PHS OF 'r:'.BLF. 6 A1.l1.f.NGED FIRST 
l'.LPH:.BETICALLY i-CCO'illiNG TO '!'HJ'.lR FINAL LET1'ERS :.ND THEN 
ACCORD IN(} ·ro THEIR A'!3SO'LU'rF. Ii'B.EQU.E~TCIES. 

H A ~'S y F: c 3?. R E 9A hi G ?-7 
1v1A 36 IC 2?. TE 71 I G 19 
E A 35 NC 19 ~~ E 57 U G H 
D A 3?. A C 14 VE 57 HG 7 
l A 88 8 c 13 ~E 4Y A G 6 
T A 88 H C 9 EE 4?, E G 4 
1\J A 26 oc 8 LE J7 0 G 2 
~ A 24 TC 6 DE )3 !) G .a 
C A 20 u c 4 CE 32 SG 8 
H A 20 y c 4 ··H:: 2'6 F G 1 
p A. 14 c c 3 PE 2~ GG 1 
VI A 1.2 H C 3 WE 2 r) (, LG 1 
I A 8 L C 3 HE GO TG 1 
G A ? l\4 c 3 BE 1B YG 1 
OA 7 u c 3 GE 14 
v /J, IS F C 2 I E 13 TH 7~ 
YA 6 GC 2 UE 11 BH 26 
FA 5 XC 2 FE 10 GH 20 
U A s KC 1 YE 9 CH 14 
B A 4 PC 1 Kl:. h EH 7 
A A 3 OE 3 NH 4 
X A 2 E 0 60 JE 2 WH 4 
J A 1 NO sa ZE ~ OH 3 
K A :1. A 0 27 A E 1 PH 3 
Z A 1 f~ 0 17 X E :1. R 1-1 3 

()0 12 A H 2 
A o 6 L 0 9 uF 2 l" J.::> UH 2 
"~ 0 f) 1..) 0 8 EF 1H t.H 1 
0 !j 4 10 6 SF 1',.) .. HH 1 
E lj 4 TO 6 F F 11 X H 1 
OB 4 so 5 YF 1t 'tH 1 
LB 5 YIJ 4 IF :tO 
S B 3 UD 3 l\l F Sl 
T8 3 HD 2 OF d 
u 13 3 CD 1 TF ? 
I 1-3 2 FD 1 RF ti 
N 8 2 GO 1 HF 5 
H 13 id MIJ 1 A F 4 
YB 2 PD 1 L F 3 
HH 1 xu 1 GF ~ 
P8 1 PF ~ 

C F 1 
~; F 1 
U F 1 
X F 1 
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.. 
TABLE 9-A CONriNuED. 

.... 
·T I 45 A L 32 EN 111 OP 2 'S" 

li 
I="., 39 EL 29 01\1 77 EP 20 

·-·s 'I 34 LL 27 I 1'1 75 H p 13 
·H I 33 IL 23 A r~ 64 A p 12 
I~ I 30 OL 19 u 1\1 81 p p 11 

-R I 30 PL 13 N I~ 8 SP 10 
·o 1 27 BL 6 R I~ 7 ~-~ p 8 
;E I 27 U L 6 T i'l '7 IP 7 

.:;;L I 20 C L 5 VN 6 0 p 5 
l'A I 17 NL 5 0 I~ 4 LP 3. 
:·w 1 13 RL 5 8 1'1 4 NP 3 
V I 18 TL 5 GN 3 VP 3 

Jtl\·l I 9 U L '3 HN 3 GP 2 
-'~G I 7 FL ?. w ,,, 2 TP 2 
~p I 6 GL 2 C I~ 1 UP 2 
·G I 5 S L 2 K I~ 1 X p 2 
'0 I 5 V L 2 LI'J 1 FP 1 
-U I 5 HL 1 p N 1 HP 1 

Yl 3 KL 1 X N 1 
.. .IB I 2 WL 1 EQ 12 

~: 2 TO 50 OQ 2 
2 0 IIA ?.5 cu 41 H Q 1 

Zl 1 A ~I 14 IU 41 f\l Q 1 
-- E I•~ 14 FO 40 TQ 1 

A J 1 M 1•1 13 R U 28 
BJ 1 IM 9 HU 20 
DJ 1 RM 9 w u 19 
EJ 1 TM 6 N 0 18 
'G J 1 [) ~1 5 p u 17 
NJ 1.. N f,·l 5 DO 16 
OJ 1 u ~·i 5 so 15 
R J 1 Pill! 4 LU 13 

s 114 3 EO 1?. 
C K 4 H 114 2 MO 10 
A K 2 L ~~ 2 v 0 10 
I K 2 YM 2 GO 6 
NK 2 13 lvi 1 0 u 6 
0 K 2 CM 1 130 4 
H I< 1 F ,,~ 1 A 0 2 
8 K 1 G 14 1 JU 2 

Q 114 1_ u u 1 
vu 1 .. xu 1 

-i 
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TABLF. 9-A CONCLUDED. 

EH H7 1'-1 T B?- I V 2S T y 41 
OR 64 sr ti"3 EV 20 A y 12 
AR 44 AT 47 A V 7 L y 10 
UR 31 RT 42 0 v 7 HY 9 
I H 27 ET 37 R V 5 By 7 
PH 18 HT 28 0 v 3 N y 5 
HR 17 IT 27 -I~ V 3 E y 4 
TR 17 OT 19 LV 2 I~ y 2 
DR 12 TT 19 p v 1 OY 2 
R R 11 U T 15 s v 1 c y 1 
FK '::} YT 15 uv 1 DY 1 
GH L-

0 CT 14 F y 1 
SR 5 U T 12 T VI 36 I-IY 1 
C R 4 FT 11 0 ~·I 8 p y 1 
NR 4 L T 8 E ~~ 7 ::1 y 1 
YH 4 PT 8 0 'v'l 4 WY 1 
BH ? 

'-' XT 7 R ~~ 4 
LR 2 GT 4 s ~~ 4 IZ 2 
MR id 1\1 T 2 A W 3 E Z 1 
Q R 1 BT 1 1\j ~~ 3 TZ 1 
WH 1 V T 1 LW 2 
XH :l cw 1 Total - 5000 

ou 37 F ~~ 1 
ES 54 l~ u 15 G ~~ t 
AS 41 A U 13 H ~·/ 1 
I S 3b H U 11 p I•~ 1 
R S 31 HU 8 y ~~ 1 
NS 24 NU 7 
ss 19 L) u 5 IX 15 
TS 1Y H U 5 EX 7 
OS 14 T U 5 ox 1 
OS l..S c u 4 
us 1::3 E U 3 
Y8 11 F U 3 
Lo 6 PU 3 
PH 6 13 u 2 
HS 4 G U 2 
•~1 s 4 J u 2 
FS 3 L U 2 
GS 3 1•.1 u 2 
BS 1 y u 1 
cs 1 
KS 1 
VI S 1 
X S 1 



REF ID:A64644 
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.. .. 

~- . TABLE 9-B •' 

'" .. THE 18 DIG!L\PHS COAtrOSING 25% OF THE 5000 D!GllAPHS 
jf:· 

~ .... t--l!- .. . I ,, 
:i.> '.'· Oi[ TA13LE S ARRANGED ALPHABETICALLY ACCORJIING TO THEIR 
~-- ' r_.. .. • ~ ~ J . I - • I 

. •. .f!Nt~ LETTF~S, 
'·-. :· ~:.~ (1) (2) 

t, - .AIID .i.CCORDING TO AND ACCORl)ING TO THEIR 
tA~iR INrTif1L LETTERS ABROLUTE FnEQUENCIES 
:.:.; •""; 

E;D 
., 

·'· .... 60 ED 60 
; 

~ 52 ND 52 
' Jt'"'~ ... .:. 

-
~- ,.., N;E 57 RE 98 ... 1m 98 'IE 71 
.,.~ .s:re 49 NE 57 .,... 

'E: 71 VE 57 
A. ·n: 57 SE 49 • •• -d ' . 
.1 .... 1H 78 TH 78 

- ?>:· ' 
:~N . -

,.:\ 
64 EN 111 

" . tN 111 ON 77 -. =!N IN 75 . ·. 75 
< ·: .PN 77 AN 64 

~ TO 50 TO 50 
···- I 

; .... 
'tR \.,.. . 

87 ER. 87 ;:p-
• OR 64 OR 64 - ·~ - . '• .t.· 

,., ~s 54 ES 54 
-· P'•-"T . . 

NT 82 N¥ ' 82 
. .liT es ST 65 
Total - 1249 Total-1249 

.. 

• .. 

--
)~ I 

·-. .. 
,. 
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Tl~BLE 9-C 

THE 53 DIGR.-\PHS CCI~!?OSlHG SO% 0}', 1'!1E 5COO DIGRAPHS 

OF TLBLE 6, .~R£t.'NG:r.:D ,'.LP!-!:.B~'.rEli..LLY ACCORDING TO 'rH::!:IR FINAL 

LETTERS, 

{1) f.ND :'.CCOl"IDIIm TO TFEIR (2) ~tND ~CCOF~ING TO THEIR 
INITillL LET1'1!2S. ABflOLUTE Frl'"~~UENCIES. i 

DA 52 co 1.!:1 R...\ 59 •ro 50 
EA 55 PO ~0 M!. 56 co tl 
LA 28 IO . .lJ El\. 55 IO ~1 

MA 36 !{0 28 DA 52 FO ~~o 

RA 59 TO 50 LA 28 RO 28 
TA 26 TA 28 

i\R ~4 F.R 87 
EC 52 ER 87 EC 3'., .. OR 6t1 

OR 64. L'.U 44 
ED 60 UH 51 ED 60 UJ1 51 
ND 52 ND 52 

AS -11 ES 5<1 
CE 32 ES 5t.l: RE 98 !.S -11 
DE 55 IS 5f. TE 71 IS 55 
EE 42 ns 31 ~'"E 5r/ RS 51 
LE 57 Vl~ 57 
NE 57 .1.111.'1., tl: 7 SE 49 NT 82 
RE 98 F.T 5'i EE 42 ~T 65 
SE 49 HT 28 LE 57 AT -1.7 
'rE 71 tiT i32 DE 55 IlT -12 
VE 57 RT 42 CE 52 E'r 37 

ST 65 HT 28 
TII 78 TH 78 

ou 57 ou 57 
FI 59 TI 45 
HI 55 TW 56 FI 59 TW 56 
N'I 50 SI 54 
RI 50 TY 4.1 HI 55 TY 41 
SI 54 Tot.a1 - 2495 NI 50 Tot.!:..l - 2-1:95 
TI -~5 n.I 50 

AL 52 l\L 52 
EL ?.9 EL 29 

AN 64 EN 111 
EN 111 ON 77 
IN 75 IU 75 
ON 77 AN 6J. 
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TABLE 9-D Continued. 

(2) A:t-i'D ;.CCO."'J.liNG TO TTII~IR :1BSOLUTE FR:!X)UENCIES. 

H A 39 OF 25 T U 50 NT H~ 
,.,,A 36 E F 1 !3 c u 4 j_ ST o3 
E A 35 IU 4 1 AT 47 
U A 32 1-J G 27 F U 4 0 RT 42 
LA 28 IG 19 R U 28 E T 37 
T A 28 HU ~0 HT 28 
N A (36 TH 7~ w l) 19 IT ?.7 
S A 24 SH 2n ~~ u 18 OT :l9 
C A 20 GH ?, •) PU 17 TT 1.1.} 
H A 2.0 CH 14 110 16 0 T 1S 
p A 14 su 15 YT 1 5 

Tl 4S L L) 13 CT 14 
E C 32 Fl ::S9 
I C 22 Sl 34 OP 25 0 lJ 37 

f-.J c 19 HI 33 EP 20 QU :l.S 
A C 14 IJ I 30 AU 1 ~5 

Rl 30 ER 87 
ED 60 U I 27 OR 64 I V :dS 
I~ 0 52 El 27 A R 44 E V ?.0 
A 0 27 Ll 20 UR 31 
R 0 17 A I 17 IH 27 TV/ 36 

PR 18 
HE 98 A L 3 :d HR 17 I X 15 
TE 71 E L ~{ 9 TR 17 
NE 57 L L 2? TY 41 
V E 57 IL 23 E S 54 
~E 4Y OL :1.9 A S 4 1 Totnl- 5745 

EE 42 IS 35 
LE 37 0 I~ 85 R S 31 
DE 33 A 1'4 14 l'l s 24 
CE 32 El'l 14 ::) s 19 
IVIE 26 T S 1Y 
PE 23 E N 111 0 s 14 
WE 22 0 I~ 77 0 s 13 
HE 20 I I~ 75 
BE 1!-3 A ~~ 64 
GE 14 u l'l 21 
I E 13 

TABLE 9-E 

/J,L THE 438 DIFFERENT DIG:;..APHS OF Tl,BLE 6 L1.R . .'' .. I1GED : .. T...PE..."..­
B~;:TIC:,LLY FIRST ACCORDING TO THEIR l?INJ.L 'L!i::~TEDS AND THF:N 
/.CCO!UHNG TO TI!l'~IR INITil.L LETTERS. 

(SEE TLBLE 6. READ DOWN 'T'!IE COLL1.~NS) 

·. 
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Y"""-

L 
TABLE 10 A 

T:HE 56 TRIGBAPHS APPEARING 100 OR MORE TIMES 

.. tN TBE~~q.6oo LETTERS OF-GOVERNMENT PLAIN-TEXT TELEGRAMS 
,... -:t • '.,!\lffiANGED ACCORDING TO THEm ABSOLUTE FREQUENCIES 
. . .. l . :~ 

,. 

$:N'X 569 FOU 152 

~ 
260 ORT 146 
228 REE 146 

ING 226 SIX 146 
.;rvE 225 .ASH 143 
i'Io 221 DAS 140 
FOR 218 IGH 140 
'oUR 211 ERE 138 
'tHI 211 COM 136 
ONE 210 ATE 135 
NIN 207 EIG 135 
S_TO 202 FIV 135 
EEN 196 MEN 131 
GRT 196 SEV 131 
INE 192 ERS 126 
VEN 190 UND 125 
EVE 177 NET 118 
EST 176 PER 115 
TEE 174 STA 115 
TOP 174 TER 115 
NTH 171 EQU 114 
TWE 170 RED 113 
T\11{0 163 TED 112 
.A.TI 160 ERI 109 
THR 158 HIR 106 
NTY 157 IRT 105 
ERE 153 DER 101 
WEN 153 DRE 100 
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TABLE 10 B 

THE 56 TRIGRA.PHS APPFJ.\.RING 100 OR MORE TIMES 
IN THE 50 11 000 LETTERS OF GOVERNMENT Ptt ... IN-TEX.T TELEGH:J.m • 

ARRANGED FIRST i""LPHA.BETICJ~oLLY 1-~.CCORDING TO THEIR INITL'.~oL LETTERS 
/JID THEN ACCORDING TO THEIR ABSOLUTE FREQUENCIES 

AND 228 MEN 131 
ATI 160 
ASH 143 !UN 207 
ATE 135 NTH l71 

NTY 157 
COM 136 NET 118 

DAS 140 OUR 211 
DER 101 ONE 210 
DRE 100 ORT 146 

ENT 569 PER 115 
EEN 196 
EVE 177 REE 146 
EST 176 RED 113 
ERE 138 
EIG "135 STO 202 
ERS 126 SIX 146 
EQU 114 SEV 131 
ERI 109 STA. 115 

FOR 218 TIO 221 
FOU 152 THI 211 
FIV 135 TEE 174 

TOP 174 
GHT 196 ~VE 170 

TYlO 163 
!mE 153 TER 158 
HIR 106 TER 115 

TED 112 

ION 260 
ING 226 UND 125 
IVE 225 
INE 192 VEN 190 
IGH 140 
IRT 105 WEN 153 
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TABlE 10 C 

TEE· 56 '.YRIGRAP.HS APPEARING 100 OR MORE TIMES 
IN THE 50,000 LETTERS OF GOVERNMENT PLAIN-TEX~ TELEGR~ 

ARRANGED FIRST i~LPHABETICALLY ACCORDING TO THEIR OENTRA.L LETTERS 
t AND THEN ACCORDING TO THEm J1.BSOLUTE FREQUENCIES 

Dli.S 140 ION 260 
FOR 218 

EEN 196 TOP 174 
VEN 190 FOU 152 
TEE 174 COM 136 
''lEN 153 
REE 146 EQU 114 
:MEN 131 
SEV 131 HRE 153 
NET 118 ORT 146 
PER 115 ERE 138 
TER 115 ERS 126 
RED 113 ERI 109 
TED 112 IRT 105 
D.ER 101 DRE 100 

IGH 140 EST 176 
I~H 143 

THI 211 
GHT 196 STO 202 
THR 158 NTH 171 

ATI 160 
TIO 221 1TTY 157 
NIU 207 l .. TE 135 
SIX 146 STA 115 
EIG 135 OUR 211 
FIV 135 
HIR 106 

IVE 225 
·. ENT 569 EVE 177 

AND 2261 
ING 22.6 TWE 170 
ONE 210 T\"(0 193 
INE 192 
UND 125 

,, 
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TABLE 10 D 

THE 56 TRIGRAPHS 1JlPEt.JUNG 100 OR MORE TIMES 
IN THE 50,000 LETTERS OF GOVERNMENT Pii~.IN ... T~ TELEGEAMS 

.ARRANGED FIRST .A.LPHiU3ETICi..LLY ACCORDING TO THEIR FIN!U. LETTERS 
.rJID THEN ACCORDUTG TO THEIR ABSOLUTE FREQUENCIES 

STA 115 TIO 221 
STO 202 

J\.ND 228 TWO 163 
UND 125 
RED 113 TOP 174 
TED 112 

FOR 218 
IVE 225 OUR 211 
ONE 210 THR 158 
INE 192 PER 115 
EVE 177 ~ER 115 
TEE 174 HIR 106 
TWE 170 DER 101 
ERE 153 
REE 146 DAS 140 
ERE 138 ERS 126 
ATE 135 

ENT 569 DRE 100 
GHT 196 

ING 226 EST 176 
EIG 135 ORT 146 

NET 118 
NTH 171 IRT 105 
ASH 143 FOU 152 IGH 140 EQU 114 

THI 211 FIV 135 
1\.TI 160 SEV 131 
ERI 109 

COM 136 
SIX 146 

ION 260 
l~Y 157 

NIN 207 
EEN 196 
VEN 190 
\VEN 153 
MEN 131 
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X.iillLE 11 A 

THE 54 TETRl1.GRA.PHS .s..PPE..UUNG 50 OR MORE TIAn:j's 
.:tirT'HE: 56,000 LEXTERS OF GOvERNMENT PLA.IN-TEXT TELEGRAMS 

/I..Rl:lANGED .L .. CCORDING TO THEIR ABSOLUTE FREQUENCIES 

TION 218 OMMl\. 71 
EVEN 168 LU!ll 71 
TEEN 163 OLL.I\. 70 
ENTY 161 VENT 70 
STOP 154 DOLL 68 
WENT 153 LARS 68 mm·· 153 THIS 6£1 . 
TViEN 152 PERI 67 

I i'Hl1E 149 ERIO 66 
Fom'i 144 J.,SBT 64 
IG:aT 140 Iru:mJ 64 
FIVE 135 DttED 63 
HRl!:E 134 RIOD 63 
E:iGH. 132 IWD 62 
D.L$E: 132 ENTS 62 
SEVE 12i FrfC 62 
ENTH 114 FROM: 59 
MENT 111 IRTY 59 
THIR 104 RTEE 59 
EENT 102 UNDR 59 
REQU 98 N.ti.UG 56 
HIRT 97 OURT 56 
COMM 93 UGHT 56 
QUES 87 STAT 54 
UEST 87 i~o.UGH 52 
EQUE 86 CENT 52. 

NDRE 77 FICE 50 

... 1:.. 
ji • 
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Tl .. BLE 11 B 

THE 54 TETRJ ... GR.\.PHS J..PPEl.RING 50 OR MORE TIMES 
IN THE 50,000 LE1'TERS OF GOVER!Il"'MENT Pk\.IN-TEXT TELEGRA.US 

l..ItRANGED FffiST ALPH&'\..BETIC11.LLY ... ~CCOl1DING TO THEIR INITI.L~L LETTERS 
AND TilEN ACCORDING TO THEIR ABSOLUTE FREQUENCIES 

"\.SHT 64 MENT 111 
A. UGH 52 

NINE 153 
COMM 93 NDRE . 77 
CENT 52 Nt~UG 56 

Di>.SH 132 OWiit.. 71 
DOLL 68 OLI; .. 70 
DRED 63 OURT 56 

EVEN 168 PERI 67 
ENTY 161 QUES 87 EIGH 132 
l!."NTH 114 REQU 98 
EENT 102 RIOD 63 
EQUE 86 RTEE 59 
ERIO 66 
I:NTS 62 STOP 154 

SEVE 121 
FOUR 144 STAT 54 
FIVE 135 
FFIC 62 TION 218 
F:ilOM 59 TEEN 163 
FICE 50 'I'\'fEN 152 

EREE 
TERE 149 

134 TIIIR 104 
HI!lT 97 TIIIS 68 
I:illi:ID 64 

UEST 87 
IGHT 140 UNDR 59 
IVED 62 UGHT 56 
IRTY 59 

LL:.R 71 
VENT 70 

UJ.tS 68 \lENT 153 
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T,t\BLE 11 C 

THE 54 TETR.A.GRi..PHS !~oPPEt.~-RING 50 OR MORE TIMES 
!J.i3' THE ~50~ 000 LETTERS OF GOVERNMENT PLA.IN-TEXT TELEGRll.MS 

..... - - .... ' I. • - -- - -

!~~:~m•;;D FIRST .l~.LPWI.BETICl.t.LLY ACCORDING TO THEm SECOND LETTERS 
. - @]) ~ Tey!N 

•'' 
.t.~-CCORDING TO THEIR J~SOLUTE FREQUENCIES . . . . ·: "' 

14\.SH 132 OMMt~. 71 
IJ\.L'1S 68 
NL~UG 56 ENTY 161 

ENTH 114 
NpRE 77 ENTS 62 

UNDR 59 
TEEN 163 
WENT 153 FOUR 144 
SEVE 121 COMM 93 
MENT 111 DOLL 68 
EENT 102 EQUE 86 REQU 98 
UEST 87 HREE 134 
VENT 70 ERIO 66 
PERI 67 DRED 63 
.CENT 52 FR011 59 

IRTY 59 
FFIC 62 

l1.SHT 64 
IGHT 140 
UGHT 56 STOP 154 

RTEE 59 
TllRE 149 STJ~oT 54 
Tin1t 104 
THIS 68 QUES 87 

HO'ND 64 
T.ION 218 OURT 56 
NINE 153 A. UGH 52 
FIVE 135 
EIGH 132 EVEN 168 
HIRT 97 IVED 62 
hiOD 63 
FICE 50 TliVEN 152 

LIAR 71 
OLIA 7o 
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TABLE 11 D 

THE 54 TETR.A.GHAPHS .t-PPEil.RING 50 OR MORE TIMES 
IN THE 50JOOO LETTERS OF GOVER~AENT P~IN-TEXT TELEGRAMS 

ARRANGED FIRST ALPHl-i.BETICA.LLY ACCORDING TO THEIR THIRD LETTERS 
AND THEN ACCORDING TO THEIR 1J3SOLUTE FREQUENCIES 

LLi!.R 7l 'TENT 153 
ST...\.T 54 NINE 153 

MENT 111 
FICE 50 EENT 102 

VEUT 70 
UNDR 59 HUND 64 

CENT 52 
EVEN 168 
TEEN 163 TION 218 
TV'lEN 152 STOP 154 
BREE 134 RIOD 63 
QUES 87 FROM 59 
DrtED 63 
IVED 62 REQU 98 
RTEE 59 

TERE 149 
EIGH 132 HIRT 97 
.h. UGH 52 11])RE 77 

IJ...RS 68 
IGHT 140 PERI 67 
ASHT 64 OURT 56 
UGHT 56 

~\SH 132 
THIR 104 UEST 87 
THIS 68 
ERIO 66 ENTY 161 
FFIC 62 ENTH 114 

ENTS 62 
OLU1.. 70 IRTY 59 
DOLL 68 

FOUR 144 
COMM 93 EQUE 86 
OMMi.i. 71 N.:1.UG 56 

FIVE 135 
SEVE 121 
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- TJ .. BLE 11 E .,... 

THE 54 TETR/1.GRAPI:IS .,~\PPEiilliNG 50 OR MORE TIMES 
iN' Tl!l!: 50,000 LETTERS OF GOvERNMENT l?U1.ni-TEXT 'tELEGR.l.JJS 

• AJ."'UUjfGED FIRST lu.PHL~E'riCi\.LLY l"CCORDING TO T.IlE,IR FIN!..L LETTERS 
l1.ND TEEN ACCORDING TO THEIR JLBSOLUTE FREQUENCIES 

Oli:MA. 71 TION 218 
OLLl~ 70' EVEN 168 

TEEN 163 
FFIC 62 T\~'EN 152 

HUND 64 ERIO 66 
DRED 63 
RIOD 63 STOP 154 
IVED 62 

FOUR !44 
"NINE 153 THIR 104 
THRE 149 LU!..R 7l 

--FIVE 135 UNDR ~59 

lill.EE 134 
·'sEVE 121 QUES "87 

EQUE 86 THIS 68 
NDRE 77 LtJtS 68 
RTEE 59 ENTS 62 
FICE 50 

WENT 153 
N/l.UG 56 IGHT 140 

.l~lENT 111 
Di~H 132 EENT 102 
EIGH 132 HIRT 97 
ENT!-I 114 UEST 87 . - -
:~.UGH 52 VE1TT 70 

• i1.Sh"T . ·. 64 
PERI 67 UGHT 56 

OURT 56 
DOLL 68 ST.i1.T 54 

CENT 52 
CO:Mr! 93 

j,. FROM 59 REQU 98 

ENTY 161 
mTY 59 

·-
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T.i1.BLE 12 

./LVER: .. GE AND MEAN LENGTHS OF WORDS 

• No.of Letters 
In Vlord 

1 
2 
3 
4 
5 
6 
7 
8 
9 

10 
11 
12 
13 
14 
15 

120 

No.of Times 
Word Appears 

378 
973 

1307 
1635 
1410 
1143 
1009 

717 
476 
274 
161 

86 
23 
23 

4 

9619 

( 1) Mean Length == 50000 ---9619 
==- 5.2 Letters 

(2) Average Length of messages 217 Letters 

(3) Mean Length of messages •• 191 Letters 

No. of 
Letters 

378 
1946 
3921 
6540 
7050 
6858 
7063 
5736 
4284 
2740 
1771 
1032 

299 
322 

60 

50000 

(~) Mode (Most frequent) Length • 105 - 114 Letters 

(5) It is extremely unusual to find 5 consecutive letters without 
at least one vowel. 

(G) The average number of letters between vowels is 2. 
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Accented ietters 
Alphabets·, bipartite 

deciphering 
c'lirect standard 
endphering 
keyword-mixed 
mixed 

II 

II 

It 

II 

II 

II 

II 

' , 
, 
' 
, reversed standard 

- , s tandrn:·d 

1' , systematically mixed 
Analytic key for cryptanalysis 
Arbitrary symbols 
AssumpUons · 
Average length of messages 
Ba.conian ~cipher 
Bar distribution 

... . ... ...: - - -
Beg~nn~ngs or messages 
Biliteral substitution 
Bipartite alphabet 
Blanks, number of 
Book systems 
Censorship, methods for evading 
Characteristic frequency of' 

the letters of a language 
Characteristic frequency of the letters 

of a language, suppression of 
Checkerboard systems 

' 

• 

Checkerboards, 4-square 
Cipher,·Baconian ' 

11 component 
11 , distinguished from code 
11 text, length of as 

11 
73 
64 

2'i,50,58 
60,64. 

6") 
2!i,50,5':l, 
4R,S0,64 

2'1,50,40,44 
2S,50,:Sf3, 
44,4!3,80 

6 ,. ,, 
15,125 

27,121,122 
11~ 

25 
74 
16 
68 
8'i 
75 
29 

124 
121 

17,28,51 

77,37 
139,101 

89 
74 
70 
79 

compared with plain text B~ 
11 unit qr, 

Classiftcation of ciphers 24,25,120,126 
Code syBtems 10,88,120,122 

11 11 , distinguished from cipher 79,Sl 
Completing the plain component 41,71 
Concealed mes~agos 120 
Condensed table of repetitions .S7 
Conson"ints distinguished from vowels '17,66 

11 , relative frequency of 20,211,58 
11 , in succession 66 

Conversion of cipher text 46,47,72 
Coordinates on work sheet 52 
Coordination of services 7 

Paragrap'll 

lib 
315c 
51~ 

12a,l6,19 
29b,3lc 

5ld 
12a,l5a,l9,2lr'l, 

22b,24c,5lb 
12a,l6,19b,20b 
12a,1Sa,l6,19, 

20b,25,38e 
5lc,e 
611,!10 

15h,47~,48 
46h 
llb 
5!1e 
9a 

52e 
41 

5!'ib,c 
14e 
49e 
47c 

9d,l4b,2!) 

37,4lf 
44,4=i 

44 
5fie 
54 
58c 

40c 
4lc 

12n,l5,47,-;oe,f 
4a,4lg,47b,4R 

:3Ac, ~4c, footnote 
20a,54a 

47c 
27i 

28,52c 
10a,l5,19 

32c 
2la,c,54c 

26d 
2e 
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Crests and troughs 
n 11 n , absence of 

20,28,87,92 
29 

Deciphering alphabets 
Dictionary wo~ns use~ as code words 
Digraphic substitution 

. Digraphs, chR.racteristic frequency 
11 , weighted according 

to relative frequency 
Distr~bution, bar type 

11 , norm'il 
11 , with no crests ancl troughs 

DUIDiey" letters 
Elementary sounds, charnctoristic frequency 
Enciphering alphabet 
Endings of mes~ages 
Equivalent values 
Figure ciphers 
Fitting distribution to normal 
Foreign langun.g_e cryptogr"ims 

6t~ 

120 
f-l6,Rf3 

'31 

60 
16,25 

52 
29 

121 
28 
64 
613 
131 

27,122 
52,38,80 

ll,l!'i 
69 Formulas 

!''requency distribution 16,51,58,S3,92,95 
II 11 r fitted to normal 32 
II 11 , for code 
11 11 four p11rt 
11 " , monoli teral 
n 11 , trigraphic 
" method of solution 

General snlutions in cryptAnalysis 
11 fJJ"'Jtem, determination of 

Generatrix 
Goodness of fit 
Grilles 
Hidden messages 
High frequency consonants 

120 
no 

16,51 
'14. 

34,'51,60 
119 

10,12,25,125 
1.4 
52 

121 
1?.1 

26 
Historical examples of po1yliternl systems 
Iriiomorphism 

7} 
70 

125 
6 

4.7 
68 

1 

Indicators 
Intelligence facilities 
Intelligible text obtained by chance 
Intuitive method 
Invisible writing 
Japanese Morse a1ph~bet 
Kata Kana fAorse nlphabet 
Key phrl'l.se 
'Known sequences 
Language employed in a cryptogram 

11 frequency chsrA.ateristics 
" peculiarities 

11,122 
122 

77 
11:9 
10 

17,>1 
11 

Paragraph 

10a,l4b,4lr,£t4c 
14c 
5lc 
47b 

4lc,42,45 
25 

29 
9·'l, llb 
17b,c 
14~ 

47c 
14b 
5lc 
52e 
59b 

13h,4S3 
17b,c,l9,58e 

'5b,7c 
55n 

9,17 ,19,26e,4-1c 
17b,c 

4:7b 
58d 

9,17 
27 

18,24d,29 
46i 

·1a,6,13,SO 
?.Oa 
17b 
47c 
47c 
15ci 

56 
35e 
4.9b 

2e 
2lb 

55 
1"1. 

"5b,4')b 
11:8b 

56c 
251i 

4a,"> 
9d,2'5 

'ib 
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-xtnJooc 

Letters, accented 
II , low frequency 
11 

-'· missing 
Low-frequency consonants 
Medium frequency conson~nts 
Messages, beginnings and endings 

ameTh~blc to cryptanrlysis 
11 • , general phraseology 
11 , hidden 

Military text 
Miesing letters 
Mixed alphabet 

" sequence 
Modified.Pia.yfair 
Monoalpha.bets 

- 161 -

11 
64 

11,29 
26,64 

26 

68 
125 
121 

21 
11,29 

30,48,50,64 
48 

lOG 
1 

Monoalphabet distinguished from polyalphabet 
Monoliteral frequency distribution 

24,28 
16,51 

11,122 ., Morse alphabet, Japnnese, Russian 
Norm~l distribution 

" frequency 
11 11 , deviations from 

Nulls 
New York Tribune 
Pntterns 
Penta.litera.l cipher 
Phraseology of messages 
Plain c.omponent, completion of 
Plain-· text unit 
Playf~ir cipher 

Y• 11 , modified 
Polyalphabctic cipher distinguished 

from monoa.lphnbot 
Polygraphic substitution 
Polyliteral substjtution 

•t systems, hi:3torical examples 
Prefixes_in trigraphic distribution 
Prerequisites for cryptogrn~1ic work 
Probable-word method 
Pseudo-polygraphic systems 
Punctuatfon in telegraphic text 
fk~ndom text, number of blanks 
Relative ·frequencies 

'Repetitions 
11 , in a code :r.tessage 

' of consonants II 

" II 
, of digraphs and trigraphs 
, condensed table of 

32 
17,21,51 

26 
85,121 

75 
69 
74 

125 
41 
85 

94,102 
106 

24,28 
85 

73,77,85 
of 75 

55 
2 

68 
87 
21 
29 

21,28 
27,50,51,56 

79 
66 
56 
57 

{ 

Paragraph 

5b 
5lc 

5b,l4e 
15d,5li 

13d 

52e 
49a 
17c 
lOb 

5b,14e 
15a.,22b,2~c,3lb 

2ld 
46d 
lb 

12,14 
9,17 

5b,-18b 
17b,c 

9,11,25 
15b 

40,47c 
56 

55d 
55e { 

49a 
20a 
41c 

44,46 
46d 

. 12,14 
41 

55,57,41c 
56 

27e 
2 

53 
4le 
10c 
14f 

10b,c,d,ll,l4b 
15g,24b,24c,27 

58c 
52c 
27f 
27i 

( 
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Reversed standard alphabets 
Reversible digraphs indicated on worksheet 
Russi~n Morse alphabet 

50 ,1.!.-1: 
55 

11,122 
Sec~ity of monoulphnbct using 

standard alphabets 
Sequences, known 

11 , mixed 
11 , unknorm 

Solutions of a subjective nature 
Specific key 
Standard alphabets 
Subjective solutions 
Substitution, biJiteral 

11 , digraphic 
11 , distinguished from 

transposition 
11 , polygraphic 
11 , polyliteral 
11 , trigrnphic 
11 , triliteral 

Suffixes in trigro.phic distribution 
Suppression of frequency 
Symbols as cipher clements 
Telegrams, average length of 
Terminology 
Text, different tjrpcs 
Transposition distinguished from 

substitution 
Trigraphic cipher systom 

11 frequency t.,ble 
Triliteral frequency distribution 

11 substitution 
Type numbers for cryptographic systens 
Unknown sequences 
Va.rinnts 
Vowels, o.veraec distance apart 

11 , combination':! with consollc'lnts 
II , II 11 VOWE:'lS 
11 , distinguished fron consonants 
11 , in succession 
11 , relative frequency o~ 

Word formulas 
11 lengths in a cryptogram 
11 p'ltterns 
11 skeletons 

Work sheet, prepnration of 
\ 

-19 
t:!:9 
48 
49 

8 
l0,14,.tj.0,64 

30,-14,80 
8 

85 
86,88 

24,25 
85 
85 
85 
85 
55 

77,84,87 
27,121,1:?2 

25 
1 

21 

24,25 
85 
54 
54 
85 

126 
·19 

78,84,125,124 
66 

57,58 
59 

57,66 
66 

20,25,58 
69 

52,68,69,70 
69 

61,68 
51 .. 

Paragraph 

16,20b 
26f 

5b,-18b 

25 
25a 
2ld 
25a 

5 
4,7,19a,5lb 

15n,l6,20b,58c 
5 

41 
4lc,42a 

12,15 
nc 
4lc 
4lc 
41 

27e 
57 ,4ob,•af 
13h,17d,48 

llb 
1 

lOb,c 

12,15 
4lc 

27 
27 
41 

50f 
25n 

57d, 10b, ·19c, d, 49f 
52c, footnote 

28,29 
29a 

28,32c 
52c 

lOo.,l5,19 
55d 

26c,32e,55d,55f,g 
55d 

50b,52o 
26 
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Analytical J{ey f'cr Cryptamlysis {Sea Par. 50.) 

(NIIlnbers in paren 'thesis refer to Paragraph Nos. 1n th1s tex,;) 

CRlPTOGRAlJB 

403--ll'.onoalphab et~c 

I 
(35) 

I 

- -(l7d 22b) - - - 1 

= j305=combined-s
1

ubsti tut!.on=-l 
1 transposition I 
L- _C12 be___!~n_l.t~la~LJ 

~-Polyalphabetic 

(To be taken 
un later) 

j501-Ea:tdom tabular equ~ va- I 1504-Polyli teral 
. lents 

fOl-Sliding alphabets 02-CheckerbOOard 

I 
des~gns 

I (45 .2.l 1 (47 -8> 

802-2-alphabe 
des~gns 

(48) 

803-1-alphab e11 

desie;ns I 
(Playtai r) ( 19!,, 20,! 

(49 ·----

( 31 .2. - B:,) 

608-Ciphare camposed of' 
f'i!:'}lres, symbols, or 
intermixtures or letters, 
f'~gures aid symbols. 
(Substitute letter equiv­
alents ani p~oceed aD 
with e 607.} 

(31 ,!) 

<0': 

I 
I 

Letter Ciphers 

(36 b, c) (35a-e, 36a) 

I 
808-4-alphabet 

schemes with 
numbers f'rOIII 
OD-9S 

(38 a - e) 

1610-?oly-equivalent J 
substitution 

! 137 401 

L I 
707-!'lumber 708-Letter 

Ciphers Ciphers 
(38) 

I 1 
~09-Rectangl.es ~20-Book 

method 

(38 f') (42 e) 


