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ERRATA
Page] Paragraph Line Now Reads == Correction =-
3 2b Last line |"--more expecially" "--more especially--"
4 20 5 "..light breaks and-" |"--light breaks through,
and--"
4 |Footnote
2nd Par. 2 "=~into casual" "w~into causal"
7 2f 2 "oemental Jarrs--" "e-mental jars--"
17 9¢ 6 "11] in Fig.2 " eeo in Fig. 2"
17 9¢ 4 "Eobeling approximete=-|™totalling 10,000"
1y 10,000"
22 {Tables 4,5| 2nd Title "--according to rela=- |"=-according to fre-
line tive frequency quency™"
24 [Footnote Last line |"--a bar-distribution"|{"~--a distribution"
26 13d 13 "w-botween O ond 8~-" |"~~betwoen O and 3--"
28 14b 9 "ewto certain language""-~to certain languages™
35 18c Middle of |5th group in 2nd line -
Poge of cryptogram - "GXUUT" should read - "GZUUT"
35 18c Fig. 7 Telly over letter D should be omitted.
36 18e 4,7,12,13 |"=~three letters--" "ewfour lotters-—-"
38 19a(2) 7 "u-to note whero=-" "oto note whether--"
38 19a(2) 9 "w-quency letters--" |"--quency consonants--"
38 19a(4) ] "eoto curve C ".oto curve R
39 19a.(6) 4 "FP,GP,HP, thus:" "Fp,Gp,Hp, o+ thus:"
40 19b(4) Fig.l0d Add one more tally over letter X.
42 20a(4) 13 "e-first 15 lottors" “--first 20 letters"
47 21b 7 "its oxtant" "its extent"
47 2le 17 "\ KZGH" ".eKZGD"
51 25a 5 “Tablo e "Tablo 6"
51 2ba 7 "ewthat 546" "oothat 228"
52 26¢c "8 "ewgllow onc space==" [M-wpllow two spaces-="
54 27e 4 --uEper half--" "e-loft half--"
54 27e 5,86 --dlrectly opposite" |"--directly above"
54 27e 6 "..lower half" --rlght half™
54 27e 8 "w-directly above" "..directly to tho
left of"
‘56 27¢ 9 Under "Digraphs based
on Suffixes"--"DF,DZ," {"DT, DZ"
56 27g 5 UDF appears 6 tlmes "DF appears five times"
57 28a. Last line |["filed in-=" "filled in--
58 28b | 4th line -
from end "eeas does also-=" "ewas do alsom="
58 29a 4 "w-to Table 11" "--to Table 6"
58 290 7 Gorrecet figures to reand: %“41,37,35,27,17,13,13,
12,12,11"
59 292 3rd line
from bottom {Mwain Table 11" "ewin Table 8"
60 29a. [fop of page |Correcct figures to read: "7,5,13,25,37,17,5,59"
60 29 - 6 "SVommUlp" "SVom=ATp"
60 29, 7 "ISommhUp" "ISo=UAp"
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Page | Paragraph Line Now Reads - Correction =-

i

60 29a 9 ewis almost" Yeuis more than"

60 29b 8 "ewviz., TIONG" Yeevize, TLONG"

65 3le 2 Last letter in line 2 should be E instead of Z

65 3ld 9 "-—this keyword six" |"--this keyword five" ~
557 32¢(5) 5 "Table 13" "Table 10 A" '

68 32¢ 9,10 Delcte sentence beginning: "In this conncetion =-

73 35b 5,6 " C ees F .u0 Z M t C ees F oase Z M

75 36n 13 “PpyyemnShy" py yomnsny"

75 366, 14 "ns s ous-=" n nspen s -

75 36a 16 End of line: "™t ¢ 1" ["™ o i"

76 36b 4 End of line: "55 52" n55 43"

76 36b 5 "90 66 77 65 33 84 63"{"93 66 77 66 33 84 66"

79 38¢c 2 "Zfor oxample 330" ':-:for exemplo 494"

79 38c 3 ¥ ewcomposed of 166" --composed of 247"

83 40a. 12 "e.pow and -indicators"|"e-row and column indi-

N cators"

84 40b 11 "Only 3" "Only 4"

86 4lc 7 "wwXY, and AC." --XYQ and ACp"

86 4lc 9 Weuwholo rosult.” Vowhole res _‘_t_E“

92 44c(4) |4th line -

from cnd "J. ZI QC --' "J. ZL QC -="

94 440(8) 5 --Sect:l.ons 3 and 2" --Se'é'{;'lons 3 and 4"
108 464(1) 7 Meuin Fig, 25" - "ooin Fig. 259.“

108 46¢(1) 8,11 "XCPTOTCXOT =" "XCPTOTCXOT=="

108 460(2) |footnoto ¥ISce Par. 48c" "ISee Por. 44c

111 468e 3,15 "..CY NO TE~-=V "_.CY NO TY--"

119 46h 12 "othor devined--" "other divinod--"

121 47c 8 "envelop " {"envelope"

87 320(5) 9 "Table 14" "Pable 11 A"
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SZCTION I.

INTRODUCTORY REMARKS

Paragraph
Scope of this t0xte o« o « ¢ o o 2 o ¢ o o o o ¢ o 2 o o o & 1
Mental equipment necessary for cryptanalytic work « . « . . 2

Validity of results of cryptanalysig. « « « ¢ ¢« o« « « o « & 3

l. Scope of this text. - a. It is assumed that the student has
studied the two preceding texts forming part of this series, viz., Special
Text No. 165, Blementary .Jilitary Cryptography, and Special Text No. 166,
Advanced military Cryptography. The latter texts deal exclusively with
cryptography as defined therein; that is, with the various types of ciphers
and codes, their principles of construction, and their employment in
cryptographing and decryptographing messages. Particular emphasis was
placed upon such means and methods as are practicable for military usage.
It is also assumed that the student has firmly in mind the technically
precise, special nomenclature employed in those texts, for the terms and
definitions therein will all be used in the present text, with essentially
the same significances. If this is not the case, it is recommended that
the student review his preceding work, in order to regain a familiarity
with the specific meanings assigned to the terms used therein. There will
be no opportunity herein to repeat this information and unless he under-
stands clearly the significance of the terms employed, his progress will
be retarded.

b. This text constitutes the first of a series of texts on crypt-
analysis. Although most of the information contained herein is applicable
to cryptograms of whatever type and source, special emphasis will be laid
upon ‘the principles and methods of solving military cryptograms. Except
for an introductory discussion of fundamental principles underlying the
science of cryptanalytics, this first text in the seriss will deal solely
with the principles and methods for the analysis of monalphabetic substi-
tution ciphers. 3Iven with this limitaetion it will be impossible to dis-
cuss all the many variations of this one type, but with a firm grasp upon
the general principles no difficulties should be experienced with, any

" variations that may be cncountered.

¢. This and some of the succeeding texts will deal only with ele-
mentary types of cipher systoms not bscause they may bo encountered in
military operations but because their study is essential to an understand-
ing of the principles underlying the solution of the modern, very much
more complex types of ciphors and codes that are employed by the larger
governments today in tho conduct of their military affairs in time of war,

d. All of this scries of texts will deal only with the solution of
visible secret writing. At some future date texts doaling with the solu-
tion of invisible secrot writing, and with socrot signalling systoms may
be preparecd.
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2. lontal squipment naoccssary for eryptanalytjic work. - ga. Captain
Parkor Hitt, in the first Unitod Statos Army manual™ dealing with cryp-
tography, opens tho first ch: ptor of his viluable treatise with the follow-
ing scntoncos

"Success in dealing with unknown ciphers is measured
- by these four thints in the order named. perseverance,
careful methods of analysis, intuition, luck."

These words are as true today as they were then. There is no royal road
to success in the solution of cryptograms. Hitt goes on to say:

"Cipher work vill have littls permanent attraction

for one who expects results at once, without labor, for

there is a vast amount of purely routine labor in the

preparation of frequency tables, the rearrangement of

ciphers for examination, and the trial and fitting of

letter to letter before the message hegins to appear."
The present author deems it advisable to add that the kind of work in- °
volved in solving cryptograms is not at all similar to that involved in
solving "cross-word puzzles,'" for example. The wide vogue the lattsr have
had and continue to have is due to the appeal they make to the quite com-
mon instinct for mysteries of one sort or another; but in solving a cross-
word puzzle thers is usually ne necessity for performing any preliminary
labor, and palpable results become evident after the first minute or two
of attention. This successful start spurs the cross-word "addict" on to
complete the solution, which rarely requires more than an hour's time.
Furthermore, cross-word puzzles are all alike in basic principle and once
understood, thers is no more to learn. 8kill comes largely from the ombel-
lishment of one's vocabulary, though, to be sure, constant practice and
exercise of the imagination contribute to the ease and rapidity with which
solutions are generally reacnzd. In solving cryptograms, howover, many
principles must be loarned, for there are many diffc -ont systoms, of vary-
ing degrcees of complexity. Xven somo of the simpler vericties require the
preparation of tabulations of one sort or another, which many people find
irksome; moreover, it is only toward the very close of the solution that
results in the form of intslligible text become evident. Often, indeed,
the student will not even know whether he is on the right track until he
has performed & large amount of preliminary “spade work" involving many
hours of labor. Thus, without at least a willingness to pursue a fair
amount of theoretical study, and a more than average amount of patience
and perseverance, little skill and cxperionce can be gainoed in the rather

1

Hitt, Capt. Parker. Manual for the Solution of military Ciphers. Army
Sorvice Schools Press, Fort Loavenworth, Kansas, 1916. 2d Edition, 1918
(Both out of print)
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difficult ait of cryptanalysis. General Givierge's remarks in this con-
nection are of interest. He saysl.

"The cryptanalyst's attitude must be that of William
the Silent: o need to hope in order to undertake, nor
to succeed in order to persevere."

b. As regards Hitt's reference to careful methods of analysis, be-
fore one can be said to be a cryptanalyst worthy of the name it is neces-
sary that one should have first a sound knowledge of the basic principles
of cryptanalysis, and secondly a long, varied, and active practical ex-
perience in the successful application of those principles. It is not
sufficient to have recad treatises on this subject. One month's actual
practice in solution is worth a whole year's mere reading of theoretical
principles. An exccodingly important clement of success in solving the
more intricate ciphers is thu possossion of tho rather unusual mental
faculty designated in gonoral terms as the powor of inductive and deduc-
tive roasoning. Probably this is an inherited rather than an acquired
faculty; the best sort of training for its emergonce, if latent in the
individual, and for its dovelopment is the study of the natural sciences,
such as chemistry, physics, biology, goology, and tho like. Other sciences
such as linguistics and philology are also excellent. Aptitude in mathe-
matics is quite important, more expecially in the solution of ciphers than
of codes.

¢« An active imagination, or perhaps what Hitt and other writers
call intuition, is essential, but mere imagination uncontrolled by a
judicious spirit will more often be a hindrance than a help. In prac-
tical cryptanalysis the imaginative or intuitive faculties must, in other
words, be guided by good judgment, by practical experience, and by as
thorough a knowledge of the general situation or extraneous circumstances
that led to the sending of the cryptogram as is possible to obtain. In
this respect the many cryptogroms exchanged between correspondents whose
identities nnd general affairs, commercinl, social, or political, are
known are far more readily solved thnn are isolated cryptograms exchanged
between unknown correspondents, dealing with unknown subjects. It is ob-
vious that in tho former case thore are good data upon which the intuitive
powers of the cryptanalyst can be brought to bear, whereas in the latter
case no such data are available. Consequently, in the absences of such
datn, no mattor how good the imagination nnd intuition of tho cryptannlyst,
these powers are of no particular scrvice to him. Some writers, howsver,
regard the intuitive spirit as _valuable from still another viewpoint, as
may be noted in the following:

. Givierge, General Marcel. Cours de Cryptographie, Paris, 1925. (P.301)

2 .
lange et Soudart. Traité de Cryptographie. Librairie Felix Alcan,
Paris, 1925.
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"Intuition, like a flash of lizhtning, lasts only
for a second. It zenerally comes when one is tormented
by a difficult decipherment and when one reviews in his
mind the fruitless experiments already tried. Suddenly
the light breaks and one finds after a few minutes what
previous days of labor were unable to reveal."

This, too, is true, but unforturately there is no way_in which the intui~
tion may be summoned at will, when it is most needed.t There are certain .

1 The following extracts arc of interest in this connection:

"The fact that the scientific investigator works
50 por cont of his time by non-rational moans is, it
seems, quite insufficiently recognized. Thero is with-
out tha loast doubt an instinct for research, =2nd oftcn
thoe most successful investigators of naturo are quito
unablc to give an account of their rcasons for doing
such and such an oxporimont, or for placing side by side
two npparcntly unrclated facts. Agnin, ono of tho most
saliont traits in tho charactor of the successful scicn-
tific worker is tho capacity for knowing th~t 2 point is
provad when it would not ~pponr to be proved to an out-
side intolligonco functioning in a purcly rationnl maon-
ner; thus tho invastigator fools that somo proposition
is true, nnd procceods at oncc to tho noxt set of oxpori-
ments without wniting and wnsting time in thoe claboration
of tho formnl proof of the point vhich heavior minds would
need. Qucstionloss such a sciontific intuition may and
gdoos somctimos lond invostipgators astray, but it is quite
cortqin that if thoy did not widely mako usc of it, they 4
would not get a quartor as far as thoy do. Exporimonts
confirm sach other, and a false step is usually soon dis-
covered. And not only by this partial replacement of
reason by intuition does the work of science go on, but
also to the born scieutific worker - and emphatically they
cannot be made - the structure of the method of research
is as it were given, he cannot explain it to you, though
he may be brought to agree a_postiori to a formal logical
presentation of the way the method works." - fExcerpt from
Needham, Joseph. "The Sceptical Biologist," page 79.
London, 1929.

«~

"The essence of scientific method, quite simply, is
to try to see how data arrange themselves into casual con-
fizurations. Scientific problems are solved by collect-
ing dnta and by 'thinking about them all the time.' We
need to look a2t strange things until, by the appearance
of known configurations, they seem familiar, and to look
at familiar things until we see novel configurations which .
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authors who regard as indispensable the possession of a somewhat rare,
rather mysterious faculty that they designate by the word "flair," or

by the expression "cipher brains." Even so excellent an authority =s
General Givierge,™ in referring to this ment2l facility, uses the fol-
lowing words: " ... and this aptitude of mind which some authors con-
sider a special gift, and which they call intuition, or even, in its
highest manifestation, clairvoyance ... ." although the present author
believes a spacial aptitude for the work is esserntinl to cryptanalytic
success, he is sure thorc is nothing mysterious about the matter at all.
Special aptitudo is prorequisite to success in all fields of endeavor.
Thore nre, for ox~mpls, thousands of physicists, hundreds of oxcellent
ones, but only a handful of world-wide fome. Should it bo said, then,
that 2 physicist who has -chioved vory notable succoss in his fiold has
done so bacauso ho is tho fortunats posscssor of a mysterious frculty?
Thnt ho is fortunato in possossing n spocial aptituds for his subjoct is
sranted, but that thero is anything wystsrious about it, paritaking of
the natura of clairvoyance (if, indoed, tho latter is a ;oalitx) is not
granted. While tho ultimato nature of any montzl procoss sovems to be

a8 complete 2 nmystory todny ns it has ovsr been, the prescnt author
would like to soo the suparficinl voil of mystery romoved from a sub-
ject that has been shrouded in mystery from even before the middle Ages
down to our own times. (The principal and easily understandable reason
for this is that governments have always closely guarded cryptographic
secrets and anything so guarded soon becomes "mysterious.") He would,
rather, have the student approach the subject as he might approach any
other science that can stand on its own merits with other sciences, be-
cause cryptanalytics, like other sciences, has a practical importance in
human affairs. It presents to the inquiring mind an interest in its owm

make them appear strange. 'We must look at events until
they become luminous. That is scientific method ... .
Insight is the touchstone ... . The application of in-
sight as the touchstons of method cnables us to evaluate
properly the role of imagination in scientific method.
The scientific process is akin to the artistic process,
it is a process of selecting out those elements of ex-
perience which fit together and recombining them in the
mind. Much of this kind of research is simply a cease-
less mulling over, and even the physical scientist, has

considerable need of an armchair." "Our view of scien-
tific methed as a struggle to obtain insight forces the
admission that science is half art." "Insight is the

unknown quantity which has eluded students of scientific
method." - Excerpts from an article entitled "Insight and
Scientific Method" by Willard Waller, in The american
Journal of Sociology, Vol. XL, 1934.

Loc. cit., p. 302
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ritht as a branch of knowledge; it, too, holds forth many difficulties and
disappointments, and these are all the more keenly felt when the nature of
these difficulties is not understood by those unfamiliar with the special
circumstances that very often are the real factors that led to success in
other cases. Finally, just as in the other sciences wherein many men labor
long and earnestly for the true satisfaction and pleasure that comes from
work well-done, so the mental pleasure that the successful cryptanalyst
derives from his accomplishments is very often the only reward for much of
the drudgery that he must do in his daily work. Givierge's words in this
connaction are well worth quoting. Ho says (p. 301):

"Some studies will last for years befors bearing
fruit. In the case of others, cryptanalysts undertaking
them never get any rosult. But, for a cryptanalyst who
likes the work, the joy of discoveries offaces the memory
of his hours of doubt and impatience."

d. With his usual deft touch, Hitt says of the elemont of luck, as
regards the role it plays in analysis:

"As to0 luck, there is the old miners' proverb 'Gold
is where you find it'."

Tho cryptanalyst is lucky whon onc of the corrospondonts whose ciphers he

is studying makos a blunder that gives the nccossary clue; or when he finds
two cryptograms identical in toxt but in difforont koys in tho same systom;
or when he finds two cryptograms identical in toxt but in diffecrent systems,
and 50 on. Ths olomont of luck is thoro, to be surc, but the cryptanalyst
must be on tho alort if he is to profit by these lucky "breaks."

€. If the present author were asked to state, in view of the progress
in the field since 1916, what elements might be added to the four ingredi-
ents Hitt thoumght essential to cryptanalytic success, he would be inclined
to mention the following:

(1) A broad, general education, embodying interests
covering as many fields of practical knowledge as possible.
This is useful because the cryptanalyst is often called
upon to solve messages dealing with the most varied of
human activities, and the more he knows about these ac-
tivities, the easier his task.

(2) Access to o large library of current literature
and wide and direct contacts with sources of collateral
information. These often afford clues as to the contents
of specific messages. For oxnmple, to be able instanily
to have at his disposnl a newspaper report or a personal
report of events described or reforred to in o message
under investigation goes a long wny toward simplifying or
facilitnting solution. Govermment cryptannlysts arc some~
times fortunately situnted in this respoct, especially
whore various agoncios work in harmony.
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(3) Proper coordination of effort. This includes
the organization of cryptanalytic personnel into har«
monious, efficient teams of cooperating individuals.

(4) Under mental equipment he would also include
the faculty of being able to concentrate on a problem
for rather long periods of time, without distraction,
nervous irritability, and impatience. The strain under
which cryptanalytic studies are necessarily conducted
is quite severe and too long-continued application has
the effect of draining nervous energy to an unwholesome
degres, so that a word or two of caution may not here
be out of place. One should continue at work only so
long as a peaceful, calm spirit prevails, whether the
work is fruitful or not. But just as soon as the mind
becomes wearied with the exertion, or just as soon as a
feeling of hopelessness or mental fatigue intorvenes,
it is bettewr to stop completely and turn to other ac-
tivities, rest, or play. It is essontial to ..emark
that systomatization and orderliness of work are aids
in reducing nervous tension and irritability. On this
account it is better to take the time to prepare the
data carefully, rewrite the text if necessary, and so
on, rather than work with slipshod, incomplete, or im-
properly arranged materisal.

(5) A retentive memory is an important asset to
cryptanalytic skill, especially in the solution of codes.
The ability to remember individual groups, their ap-
proximate locations in other messages, the associations
they form with other groups, their peculiarities and
similarities saves much wear and tear of the mental
machinery, as well as much time in looking up these
groups in indexes.

£. It may be advisable to add a word or two at this point to prepare
the student to expect slisht mental jarrs and tensions which will almost
inevitably come to him in the conscientious study of this and the subse-
quent texts. The present author is well aware of the complaint of students
that authors of texts on cryptanalysis basc much of their explanation upon
their fore-knowledge of the "answer"- which the student does not know while
he is attempting to follow thc solution with an unbiased mind. Thoy com-
plain too that thesc authors usc such oxprossions as "obviously", "natural-
ly", "of course", "It is evident that", and so on, whon the circumstancos
saem not at all to warrant thoir usc, Thore is no quostion but that this
sort of troatment is apt to discourage tho studont, espccially whon the
point olucidated bocomes clear to him only aftsr many hours labor, whorcas,
according to the book, the author noted the weak spot'at the first moment's
inspection. The present author can only promise to try to avoid making the
steps appear to be much more simple than they réally are, and to suppress
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glaring instances of unjustifiable "jumping at conclusions™. At the same
time he must indicate that for pedagogical reasons in many cases a message
has been consciously "manipulated" so as to allow certain principles to
become more obvious in the illustrative examples than they ever are in
practical work. During the course of some of the explanations attention
will even be directed to casss of unjustified infoerences. Furthermore, of
the student who is quick in observation and deduction, the author will only
ask that he bear in nind that if the clucidation of certain principles
soems prolix and occupies more space than nocessary, this is occasioned by
the author's desirs to carry tho oxplanation forward in very short, casily-
comprohended, and plainly-described stops, for the benofit of students who
ary parhaps a bit slower to grasp but who, once they understand, arc able
to retain and apply principles slowly learncd just as woll, if not bottor
than the studonts who loarn morc quickly.

3. Validity of results of cryptanalysis. - Valid, or authentic crypt-
analytic solutions cannot and do not repreosent "opinions" of the crypt-
analyst. They are valid only so far as they are wholly objective, and are
susceptible of demonstration and proof, employing authentic, objective
methods. It should hardly be necessary (but an attitude frequently en-
countered among laymen makes it advisable) to indicate that the validity
of the results uchieved by uny serious cryptanalytic studies on authentic
material rests upon the same sure foundations and are reached by the same
general steps as the results achieved by any other scientific studies; viz.,
observation, hypothesis, deduction and induction, and confirmetory experi-
ment. Implied in the latter is the possibility that two or more qualified
investigators, each working independently upon the same materinl, will
achieve identical (or practically identical) results. Occasionally a
pseudo-cryptnnalyst offers "solutions" which cannot withsteand such tests;
a second, unbinsed, investigntor working independently either cnnnot con-
sistently npply the methods nlleged to have been applied by the pseudo-
cryptanalyst, or else, if he cnn apply them at 211, the results (plain-
t2xt translations) are far different in the two cases. The reason for
this is that in such cases it is generally found that the "methods" are
not clear-cut, straishtforward or mathematical in character. Instead,
they often involve the making of judgments on matters too tenuous to
measure, weigh, or otherwise subject to careful scrutiny. 1In such cases,
the conclusion to which the unprejudiced observer is forced to come is
that the alleged "solution" obtained by the first investigator, the pseudo-
cryptanalyst, is purely subjective. In nearly all cases wherc this has
happened (and they occur from time to time) there has been uncovered
nothing which can in any way be used to impugn the integrity of the
pseudo-cryptanalyst. The worst that can be said of him is that he has
become a victim of a special or psculiar form of self-delusion, and that
his dosire to solve thoe problom, usually in accord with somec previously-
formed opinion, or notion,; has over-balanced, or undermincd, his judgment
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and good sense

. Specific reference can be made to the following typical "case histo-
ries":

Donnelly, Ignatius, The Great Cryptogram. Chicago, 188B.

Owen, Orville W., Sir Francis Bacon's Cipher Story. Detroit, 1895.

Callup, Elizabeth Wells, Francis Bacon's Biliteral Cipher. Detroit, 1900.

Margoliouth, J. 3., The Homer of Aristotle. Oxford, 1923.

Newbold, William Romaine, The Cipher of Roger Bacon. Philadelphia, 1928.
(For a scholarly and complete demolition of Profossor Newbold's
work, see an article entitled "Roger Bacon and the Voynich MS", by
John M. Manly, in Speculum, Vol. VI, No. 3, July 1931.)

Arensbherg, Jalter Conrad, The Cryptography of Shakespeare. Los Angeles,
1922.

The Shakespearean Mystery. Pittsburgh, 1928.
The Baconian Keys. Pittsburgh, 1928.

Feely, Joseph Martin, The Shakespearean Cypher. Rochestor, N. Y., 1931.

Deciphering Shakespeare. Rochester, N. Y., 1934.




_REF ID:A64644

SECTION II
FULIDAMENT AL PRICIPLES

Paragraph
The four basic operations in cryptanalysis. « + « ¢ o« o & o o = &
The determination of the language employed. « ¢ « « v o o o s o &
The determination of the general system « « o« o ¢ ¢ ¢ ¢ ¢ ¢ » o« .
The reconstruction of the specific kBye « + ¢ 4 o ¢ ¢ o o + o o
The reconstruction of the plain text. « « « ¢ o o ¢ ¢« ¢ ¢ ¢ & o

W O

4. The four basic operations in cryptanalysis. -~ a. The solution
of practically every cryptogram involves four fundamental operations or
steps:

(1) The determination of the language employed in
the plain-text version.

(2) The determination of the general system of
cryptography ewmployed.

(3) The reconstruction of the specific key in the
case of s cipher system, or the reconstruction, partial
or complete, of the code book, in the case of a code
system; or both, in the case of an enciphered code system.

(4) The reconstruction or establishment of the plain
text.

b. These operations will be taken up in the order in which they are
given above and in which they usually are performed in the solution of
cryptograms, although occasionally the second stoep moy precedo the first.

5. Thse determination of the langu~ge employed. - a. There is not
much that need be said with respect to this operation except that the de-
termination of the language employed seldom comes into question in the
case of studies made of the cryptograms of an organized enemy. By this is
meant that during war time the onemy is of course known, and it follows,
therefore, that the language he employs in his messages will almost cer-
tainly be his native or mother tongue. Only occasionally nowadays is this
rule broken. Formerly it often happsned, or it might have indeed besn the
general rule, that the language used in diplomatic corresponlence was not
the mother tonzue, but French. In isolated instances during the World War,
the Gormans usod English when their own languaze could for ono roason or
anothsr not be employed. For oxample, for a yoar or two bofore the ontry
of tho United Statss into that war, during the time amorica was noutral
and the German Govermnent maintained its embassy in Washington, the mossagos
axchanged betweon tho Foroign Office in Berlin and tho Embassy in Washing-
ton wore cryptographed in English, and a copy of tho codo usced was deposited
with the Department of State and our censor. Another instance is found in
the case of certain Hindu conspirators who were associated with and partially
financed by the German Govermment in 1915 and 1916: they employed English as
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the languzge of their cryptographic messages. Occesionally the crypto-
grams of enemy agents may be in 2 longuage dif“crent “rom that of the
enemy. But in general these vre, «s has beean gaid, isolated incotances;
as a rule, the language used in cryptograms exchanged between members of
large organizations is the mother tongue of the correspondents. ‘here
this in not the cese, that is, when cryptograms of unknown origin musi

be studied, the cryptanalyst looks for any indications on the cryptograms
themselves which m»y lead to a conclusion as to the language employed.
Address, signature, and plain-language words in the preamble or in the
body of tho tsxt all come under careful scrutiny, as well as all extran-
eous circumstances connected vith the manner in which the cryptograms
were obtzined, thc person cn vhom ihey were found, or the locale of their
origin and degtination.

b. In special cases, or under special circumsgtances & clue to thc
language employed is found in the nature and composition of the crypto-
graphic text itself. For oxanple, if the letters X and W are entircly
absent or appecar very rarely in messages, it may indicat:s that the language
ig Spanisgh, for these letters arc absent in the alphabet of that language
and are used only to spell foreign words or names. The presence of ac—
cented letters or letiers marked +ilh special signs of one sort or another,
peculiar to certain languages, will sometimes indicate the language used.
The Japanese llorse tclograph alphabat and thoe Russian korse telegrarh
alphabet contain combinstions of dots and dashes which are peculiar to
thosc alphabets and thus the inburception of messages containing these
special Morse comnbinations et once indicates the languege involved.
Finally, there are coriain peculiarilies of elphrbetlic 1-ngueges —hich,
in certain typrs of cryptograms (pure trensposition), give clucs as to
the languagc uced, For cxample, the frecuent digraph CH, in German, leads
to the presecnce, in cryptograms of the type mentioned, of mony isolated
C!'s and H's; if this is noled, the cryplozram may bc assumed to be in
Gorman.

c. In gome cages it is perfectly possible to perforw certain steps
in eryphanalysis before the lsnguage of the cryptogram has been definitely
determined. T¥requency studies, for cxemple, may bue made and alalytice
processcs performed without this knowledge, and by a cryptanslyst vholly
unfamiliar with the language even if it has bren idzntificd, or who knows
only cnough about the languegn to cnable him {0 recogniz: ¥1lid combina-
tions of letters, syllablem, or o fow eammon womds in that language. He
may, after this, sall to his assistance a translstor who may not be a
cryptanalyst but who can moterially nid in making necessary assumptions
based upon his_ special knowledge of the characterisiiesn of the language
in question. hus, cooperation between cryptanalyst and translutor
results in solution.

ST,

1l The writor hns secn in print statemesnts that "during the Vorld Yar ....
decoded messages in Japanese and Bussian without knowing a word of ~ither
language." He has even hecrd elleged cryptanalysts mak. such fantastic
claims. But to say that it is possible to solve a cryptogrcm in a forceign
longucge “without knowing a word of that languago" is quite » different
thing from saying thot it is possible to do so with only » slight knowledge
of the langusge. The absurdity and amount of exagecration contained in the
former statement will soon become obvious to the student. It may be stated
without cavil thai the better the cryptanalyst!s knowledge of the langusge,
the casier is his work.
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6. The determination of the general system. - a. Except in the case
of the more simple types of cryptogrums, the determination of the general
system according to which 2 given cryptozram has heen produced is usually
e difficult, if not the most difficult, step in its solution. The reason
for this is not hard to find.

b. As will become apparent to ithe student as he proceeds with his
study, in the final analysis, the solution of every cryptogram involving
a_form of substitution depends upon its reduction to moncalphabetic terms,
if it is not originally in those terms. This is btrue not only of ordinary
substitution ciphers, but also of combined substitution-transposition
ciphers, and of enciphered code. If the cryptogram must be reduced to
monoalphabetic terms, the manner of its accomplishment is either indicated
by the cryptogram itself, by external or internal phenomena which become
apparent to the cryptanalyst as he studies the cryptogram. If this is im-
possible, or too difficult the cryptanalyst must, by one means or another,
discover how to accomplish this reduction by bringing to bear all the
special or collateral information he can get from all the sources at his
comrmand. If both these possibilities fail him, there is 1little left but
the long, tedious, and often fruitless process of elimination. In the
case of transposition ciphers of the more complex type, the discovery of
the basic method is often simply a matter of long and tedious elimination
of possibilities. For cryptanalysis has unfortunately not yet attained
and may indeed never attain the precision found today in qualitative
analysis in chemistry, for example, where the analytic process is absolutely
clear cut and exact in its dichotomy. A few words in explanation of what
is meant may not be amiss. Wien a chemist seeks to determine the identity
of an unknown substance, he applies certain specific reagents to the sub-
stance and in a specific sequence. The first reagent tolls him definitely
into which of two primary classes the unknown substance falls, say class
A. e then applies a second tost with another specific reagent, which
tells him again quite dofinitely into which of two sccondary classes the
unknown substance falls, and so0 on, until finally he has reduced the un-
tnown substance to its simplest terms and has found out what it is. 1In
striking contrast to this situation, cryptanalysis affords exceadingly few
“"reagents" or tests that nay be applied to determine positively that a
given cipher belongs to on? or the other of two systoms yielding extcrnally
sirilar results. And this is what makoes tho analysis of an isolatued, com-
plex cryptogram so difficult. Noto the limiting cdjective "isolatod™ in
the forcgoing sontonce, for it is usod advisedly. It is not oftun that the
goneral systom fails to discloss itsclf or cannot bec discovered by painstak-
ing investigation whon thorce is a groat volumc of tuxt accumulating from a
regular traffic between numerous correspondents in a large organization.
Sooner or later the system becomes known, either as the result of blunders
and carelessness on the part of the personnel entrusted with the cryptograph-
ing of the messages, or the accumulation of text ilself makes possible the
determination of the general system by cryptanalytic studies. But in the
cage of a single or even a few isolated cryptograms concerning which little
or no information’ can be gained by the cryptanalyst, he is often unable,
without a knowledge of, or a shrewd guess as to the general system employed,
to decompose the heterogeneous text of the cryptogram into homogenseous,
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monoalphabetic text, which is Lhe ultimate and essential step in analysis.
The only knowledge that the cryptanalyst can bring to his aid in this mosi
difficult step is that gained by long experience and practice in the analy-
sis of many different types of sysiems.

g« On account of the complexities surrounding this particular phase
of cryptanalysis, and because in any scheme of analysis based upon succes-
sive eliminations of alternatives the analyst can only progress as far as
the extont of his own inowledge of all the possible alturnatives will per-
mit, it is nccessary that detailod discussion of the eliminative process
ba postponed until tho studont has coverced most of tae field. For example,
the studont will parhaps want to know at once how ho can distinguish bo-
twesn a cryptogram that is in code or enciphered code from one that is in
cipher. It is at this stage of his studies impracticablc to give him any
helpful indications on his question. In return it may be askod of him
why he should sxpcest to be abl: to do this in the ovarly stagos of his
studies when ofton tho oxporionced oxpert cryptanalyst is baffled on the
Samc Scorc.

d. HNevartholess, in licu of morc procise tests not yot discovored,
a genoral guide that may be uscful in cryptanalysis will ba built up, stoep
by stop as tho studenl progrossces, in the form of a serics of charts com-
prising what may bo dosignated "An Analytical Key For Cryptanalysis" (See
Par. 50.) It may be of assistance to the student if, as he proceeds, he
will carefully study the charts and note the place which the particular
cipher he is solving occupies in the general cryptanalytic panorama. They
admittedly constitute only very brief outlines, and can therefore be of but
little direct assistance to him in the analysis ol' the more complex types
of ciphers he may encounter later on., So far as they go, howsver, they
may be found to be quite useful in the study of elementary cryptanalysis.
For the experienced cryptanalyst they can sorve only as a means of assur-
ing that no possible step or process is inadvertently overlooked in attempts
to solve a difficult cipher.

€. Much of the labor involved in cryptanalytic work, as referred to
in Par. 2, is connected with this determination of the general system. The
preparation of the text, its rewriting in difforent forms, sometimes besing
rewritten in a half dozen ways, the recording of letiers, the establish-
ment of frequencies of occurrences of letters, comparisons and experiments
made with known malerial of similar character, and so on, constitute much
labor that is most ofton indispensable, but which somctimes turns out to
hava been wholly unnecessary, or in vain. In a rocent treatisol it is
stated quite boldly that "this work onco done, the detsrmination of the
systom is ofton relatively ocasy." This statomoent can cortainly apply only
to the simpler typos of ciphers; it is ontiroly misloading as rcgards the
much mors frequently cncountorad complex cryptograms of modern times.

1 Langc ot Soudart, already cited (page 106).
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7. The raconstruction of the spocific kvy. - a. HNearly all practical
cryptographic methods require the use of a specific key to guide, control
or modify the various steps under the general system. Once the latter has
been disclosed, discovered, or has otherwise come into the possession of
the cryptanalyst, the next step in solution is to determine, if necessary,
and if possible, the specific key that was employed to cryptograph the
message or mossages under examination. This determination may not be in
complote details it may go only so far as to load to a knowledge of the
numbar of alphabets involvad in a substitution cipho:’, or the number of
columns involved in o transposition ciphor, or thot a onc-part code has -
becn used, in the casas of a codo system. But it is oftcen desirable to de-
tormino the spocific key in as completc a form and with as much dotnil as
possible, for this information will very froquently be uscful in the solu-
tion of subsequont cryptograms oxchangad betwoon tho same correspondents,
sinco the nature of the spoecific koy in a solved casc may be cvxpected to
givo clues to the spacific koy in an unsolved casc.

b. Frequently, however, the reconstruction of the key is not a pre-

requisite to, and does not constitute an absolutely necessary preliminary

step in the fourth basic operation, the reconstruction or establishment of

the plain text. In many cases, indeed, the two processes are carried along
simultaneously, the one assisting the other, until in the final stages both

have been completed in their entireties. In still othsr cases the recon-~

struction of the specific key may succeed instead of precede the reconstruc-

tion of the plain text, and is accomplished purely as a matter of academic -
interest; or the specific key may, in unusual cases, never be reconstructed.

3. The reconstruction of the plain text. - g. Little need be said
at this point on this phase of cryptanalysis. The process usually con-
gists, in the case of substitution ciphers, in the establishment of equiva-
lency between specific letters of the cipher text and the plain text, letter
by letter, pair by pair, and so on, depending upon the particular type of
substitution system involvad. In the case of transposition ciphers, the
process consists in rearranging the clements of the cipher text, letter by
lotter, pair by pair, or occasionally word by word, depending upon the par-
ticular typc of transposition system involved, until the letters have been
returned to their original plain-text ordzr. In the case of code, the pro-
cess consists in detormining the meaning of each code group and inserting
this moaning in the code text to reestablish the original plain text.

b. The foregoing processes do not, 2s a rule, bezin at the beginning
of a message and continue letter by letter, or group by group in sequence
up to the very end of the message. The establisament of values of gipher
letters in substitution melhods, or of the positions to which cipher let- v
ters should be transferred to form the plain text in the case of transposi-
tion methods, comes at very irregular intervals in the process. At first
only one or two values scattered here and there throughout the text may ap- .
pear; these then form the "skseletons" of words, upon which further work,
by a continuation of the reconstruction process, iz made possible; in the
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end the complete or nearly completel toxt is established.

'¢ce In the case of cryptograms in a foreign languaze, the transla-
tion of tho solved messazes is a final and necessary step, but is not to
be considered as a cryptanalytic process. However, it is commonly the
case that the translation process will be carried on simultansously with
the cryptanalytic, and will aid tho latter, especially when there are
lacunse which may be filled in from the context. (Sce also Yar. 5 ¢ in
this connection.)

1 Sometimes in the case of code, tho meaning of a fow code groups may be
lacking, bocause thore is insufficient text to establish their meaning.
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SECTION III.

FREUA] GY DISTAIBUTIONS

Paragraph
The simple or monoliteral-frequency distribution « « « « « « o« & 9
Important features of the normal monoliteral frequency, bar-
distribution. . . « e 4 s o s 8 e o s o 3 s « &« s a e e o 10
Constancy of the standard or normal monoliteral-frequency
distribution. « o« o ¢« o ¢ o o o o 2 0 4 s o o o o o e & 8 o 11 .
9. The simple or aonoliteral-frequency distribution. - a. It has
long been knowm to cryptosraphers and typographers that the letiers com-
posing the words of any intelligible written text composed in any language
wiich is alphabetic in construction are employed with greatly varying fre-
quencies. For example, if on cross-section paper a siumple graph, shown in
Fig. 1, called a monoliteral freguency, bar-distribution, is wade of the
letters comprising the words of ihe preceding sentence, the variation in
frequency is strikingly demonstrated. It is seen that whereas certain
letters, such as &, II, £, N, 0, R, S, and T, are employed very frequently,
other letters, such as G, %, P, and \V are employed not nearly so frequently,
while still other letters, such as T, J, 9, V, and Z are employed either
seldom or not at all.
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b. If a similar zgraph is now made of the letters comprising the words
of the second sentence in the preceding parazraph, the graph shovm in Fig. 2
is obtained. Both sentences have exactly the same number of letters (200).
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c .lthouzh each of these two graphs exhibits great variation in the
relative frequencies with vhich different letters are employed in the sen-
tences to vhich they apply, no marked differences are exhibited between
the frequencies of the same letter in ihe two graphs. Compare, for ex-
ample, the freguencies of h, B, C, «es in Fig. 1 with those of A, B, G,
111 in Fig. 2. 4dside frow one or two exceptions, as in the case of the
letter F or the letter W, these two graphs agree rather strikingly.

d. This agreement, or giwilarity, would be practically complete if
the two texts were rmuch longer, for example, five times as long. In fact,
when two texts of similar character, each containing more than 1000 let-
ters, are compared, it would be found that the respective frequenciss of
the 26 letters composing the two graphs show only very slizht differences.
This means, in other words, that in normal text each letter of the alpha-
bet occurs with a rather gonstant or characteristic frequency which it
tends to approximate, depending upon the length of the text analyzed.

the longer the text (within certain limits), the closer will be the ap-
proximation.

e. An experinent along these lines will be convincing. 4 series of
260 official telegrams2 passing through the "/ar Department ..essaze Center
was examined statistically. The messages were divided into five sets,
each toteling approximately 10,000 lettera, and the five distributions
shovm in Table 1 were obtained.

£. If the five distributions in Table 1 are summied, the results are
as shown in Table 2.

g« The frequencies noted in subparagraph £, when reduced to the basis
of 1,000 letters and then used as a basis for constructing a simple chart
that will exhibit the variations in frequency in a striking manner, yield
the following graph which is hereafter designated as the pormal, or stand-
ard monoliteral frequency, bar-distribution for English telegraphic plain
texts

B e

1 See footnote 1 to page 23.

2 These comprised messages from several departuents in addition to the
War Department, and were all of an administrative character.




REF ID:A64644

- 18 =

PRI TR PR

DRI
PPN IR TN
M

I

I .
) F O U A S Y

PP T Y RGP
I P

NN

I

b

N

_EE == E 2B E2=

EEZE— égiégg égg Eé? = §§§§Z§§§§:_, v
ZZZz ZZ ZZzoz 2222

=22 2= EE23= 2555
EEREEREERL ZEZEZZE

ZEZEZEFE PZEZZE 2
EEEFEEEE = E R R =
g)

0 31 42130 28 16 34 74 2 3 36 235 79 75 27 3
Fig. 3

mwmmwwmmm%mmmmm

m
MK
M0
Y PN
NI
N
THITNIN

<

10. Impo -tant features of the norial, monoliteral-~fraquency, bar-
distribution. - a. When the graph shown in Fig. 3 is studied in detail,
the following features are apparent.

(1) It is quite irregular in appearance. This
is because the letters are used with greally varying
frequencies, as discussed in the preceding paragraph.
ihis irregular appearance is often described by say-
ing that the zraph shows marked crests and troughs,
that is, points of high frequency and low frequency.
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TIBLE 1-A

Absolute [reoguencies of lutturs appearing in five sets of Govornp~

mental plzin-text telagroms, ewuch set containing 10,000 letters.
Arranged 2lphabectically.

Message Mescage Message Hessage Mcssage
No. 1 Ko. 2 No. 3 lo. 4 No. 5
b ba b by )
L g9 L g o248
5 o9 8 o3 § 93 5 o8 o o3
- o o + o o + o o + o o +2 o o
5 28 5 52 5 22 5 50 5 83
8 </ a & T R T I < P N %
A - 738 A - 785 A - 881 A ~ 740 A - 741
B - 104 B - 105 B~ 38 B~ 83 3 - ©9
C - 319 ¢ - 300 C - 238 ¢ - 226 ¢ - 301
D - 337 D - 413 D - 423 D - 451 D - 448
E -1367 E -1294 E -1292 E ~1270 L -1275
F - 253 F - 287 F - 308 F - 287 F - 281
G - 166 G - 175 G - 161 G -~ 167 G - 150
H - 310 H - 351 H - 235 H - 349 H - 349
I - 742 I-1750 I - 737 I - 1700 I-1797
J - 18 Jd - 17 Jd - 10 J - 21 J - 15
K- 38 ¥ - 38 K- 22 K~ 2L ¥ - 31
L - 365 L - 393 L - 533 L - 386 L - 344
M - 242 M - 240 M - 238 - 249 M - 288
N - 786 N ~ 794 N - 815 N ~ 800 N - 780
0 ~ 6865 0 - 770 0 - 721 0 - 756 0 - 762
P - 241 P - 272 P -~ 317 P - 245 P - 260
Q- 40 G- 22 ¢ - 45 Q- 38 Q - 30
R - 760 R - 745 R - 78& R - 735 R - 788
S - 65 S - 583 S - 585 S - 628 S - 604
T - 936 T - 879 T - 894 T - 958 T - 928
U - 270 U -~ 233 U - 317 U - 247 U - 238
V - 163 vV - 172 V - 142 vV -~ 133 V - 155
W - 166 W - 163 W - 13%6 Y -~ 133 Vo~ 182
X - 43 X~ 50 Xr- 44 X - 5% X - 41
Y - 191 Y - 155 Y - 179 ¥ - 213 Y - 229
Z - 14 Z - 17 Z - 2 Z - 11 Z-~- B
Totals
10,000 10,000 10,000 10,000 10,000

Table 2-A

Abgolute frequencies of lettcrs aprearing in the combincd five sets
of messages totalling 50,000 letters arr: nged slphabetically.

A - 3683 G - 819 I - 1821 Q- 175 V- 766
B - 487 H - 1694 M~ 1257 R - 3788 W - 780
C - 1534 I - 3676, N - 3975 S - 3058 X - 231
D - 2122 J - 82 0 - 3764 T - 4595 Y - 987
E - 6498 K- 148 P - 1335 U - 1300 Z > 49
F.- 1418
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(2) The relative positions in vhich the crests and
troughs fell with the graph, that is, the spatial relations
of the crests and trouzhs, are rather definitely fixed and
are determined by circumstances which have been explained
in a preceding text.

+

(3) The relative hei~hts and depths of the crests and
troushs within the graph, that is, the linear extensions of
the lines marking the respective frequencies, are also rather
definitely fixed, as would be found if an equal volume of
giailar text were analyzed.

(4) The mo;t p}ominent crests are marked by the vowels
A, 2, I, O, and the consonants N, R, S, T the most prominent
troughs are marked by the consonants 7, I, 7, X, and Z.

(5) The important data are summarized in tabular form

in Table 3.
TABL: 3
% of o of Total in
Frequency Total Round Numbers
6 Vowels. A3 T O U Y op . 398 39.8 40
e, .
5 Hizh Frequency o « « o 350 35.0 35
(D iT3ST)
20 Consonants<£ 10 ..edium Frequency. . . 238 23.8 24
(3cr GdLllPVI) .
5 Low Frequency» .« o« « » 14 1.4 1l
(T KD Xa) —_— —
Total. 1000 100.0 100 v
(6) The frequencies of the letters of the alphabet are as
follows.
4 - T4 G - 16 L - 36 ¢ - 3 Vv - 15
B -~ 10 H - 34 i - 25 R - 176 i - 16
G - 31 I.174 N - 179 S - 61 X~ 5
4 - 42 J - 2 0 -175 T - 92 Y - 19
3 -130 .- 3 P - 27 U -~ 26 Z - 1
I - 28
(7) The relatlve order of frequency of the letters is as
follows.
% -130 I.174 C - 31 Y - 19 X = 5
T - 92 5 - 61 F - 28 G - 16 - 3
N~-179 D - 42 P - 27 i - 16 K- 3
A - 76 L - 36 U - 26 V - 15 Jd - .2 .
Q - 75 g - 34 W - 25 3 - 10 2~ 1
A .74
(8) The four vowels i, 3, I, O (combined frequency 353) and .

the four consonants H, R, 5, © (combined frequency 308) form 661

out of every 1, 000 letters of plain text; in other words, less

than 1/3 of the alphabet is employed in writine 2/3 of normal plain
~ text.

1 Section VIL of Special Text MNo. 165, Zlementary uilitary Cryptography.
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b. The data given in Fig. 3 and Table 3 represent the relative fre-
quencies found in a large volume of Bnglish telegraphic text of a govern-
mental, administrative character. These frequencies will vary somewhat
with the nature of the text analyzed. For example, if an equal number of
telegrams dealing solely with commerciasl transactions in the leather in-
dustry were studied statistically, the frequencies would be slightly dif-
ferent because of the repsated occurrence of words peculiar to that in-
dustry. Again, if an equal number of telegrams dealing solely with
military messages of a tactical character were studied statistically, the
frequencies would differ slightly from those found above for general gov-
ermmental messages of an administrative character.

¢. If ordinary English literary text (such as may be found in any
book, newspaper, or printed document) were analyzed, the frequencies of
certain letters would be changed to an appreciable degree. This is be-
cause in telegraphic text words which are not strictly essential for in-
telligibility (such as the definite and indofinite articles, certain prep-
ositions, conjunctions and pronouns) arec omitted. In addition, certain
egssential words, such as "stop", "period", "comma", and the like, which
are usually indicated in writton or printed matter by symbols not easy
to transmit teloegraphically and which must therefors be spelled out in
telegrams, occur very frequontly. Furthermore, telegraphic text often
employs longer and more uncommon words than does ordinary newspaper or
book text.

d. As a matter of fact, other tables compiled in the Office of the
Chief Signal Officer gave slizhtly different results, depending upon the
source of the text. For example, three tables based upon 75,000, 100,000,
and 136,257 letters taken from various sources (telegrams, newspapers,
magazine articles, books of fiction) geve as the relative order of fre-
quency for the first 10 letters the following.

For 75,000 letters i ETRNIOASDL
For 100,000 letters 3+ ETRINOASDL
For 136,257 letters . ETRNAOISLD

8. Frequency data applicable purely to printed military text were
compiled by Hittl, from a study of 10,000 letters taken from orders and
reports. The frequencies found by him are given in Tables 4 and 5.

1l1l. Constancy of the standard or normal, monoliteral-froquency
distribution. - a. Tho relative fraquencics disclosed by tho statistical
study of large volumos of text may be considored to ba tho standard or
normal frequencies of tho letters of writtcn English. Counts made of
smaller volumes of text will tond to approximato these normal froquencies,

1 Loc. cit., pp. 6 - 7.
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TABLE 4

Froquency Table for 10,000 l:tt.rs of literary English,
as compiled by Hitt.

Al phabetically arrangod.

174 372 ) 8
595 M - 288 _ 651
667 686 622
51 807 855
74 223 308

HED QW

Arranged according to rslativo fraquoncy.

~1277 308 196
- 855 296 176
- 807 288 174
- 778 223 141
- 686 197 | 112
- 667

Hitt also compilod data for tolegraphic toxt (but does not stato what
kind of messages) and gives the following table:

TABLE 5

Frequency Table for 10,000 letters of telegraphic English,
as compiled by Hitt.

Al phabstically arranged.

201 L - 392 38
386 Wl = 273 677
711 H - 718 656
42 0 - 844 634
88 P - 243 321

R B QW

Afrgnged according bo relative freguency.

656 321 205
634 306 201
417 273 166
392 243 149
386 ! 208 136
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and, vithin certain limi'bs,1 the smaller the volume, the lower will be
the dezree of approximation to tho normal, until, in the case of a very
short message, the normal proportions may not obtain at all. It is ad-
visable that the student fix this fact firmly in mind, for the sooner he
realizes the trus nature of any data relative to the frequency of oc-
currence of letters in {text, the less often will his labors toward the
solution of specific ciphers be thwarted and retarded by too strict an
adherence to these genernlized principles of frequency. He should con-
stantly bear in mind that such data are merely statistical goneralizations,
thnt they will be found to hold strictly true only in large volumes of
text, and that they may not even bs approximated in short messages.

b. Nevertheless the normal frequency standard or the "normal ex-
pectancy" for any alphabetic language is, in the last analysis, the best
guide to, and the usual basis for, the solution of cryptograms of a cer-
tain type. It is useful, therefore, to reduce the normal, monoliteral
frequency, har-distribution to o basis that more or less closely approx-
imates the volume of text which the cryptanalyst most often encounters in
individual cryptograms. As regnrds length of messages, counting only the
letters in the body, nd excluding address and signature, a study of the
260 tolegrams referred to in paragraph 9 shows that the arithpotical aver-
age is 217 letters; the statistical menn, or weighted averange®, however,
is 191 lettors. These two resulis are, however, close cnough together to
warrant the statement that the agverage length of telegrams is approximately
200 letters. The frequencies given in Par. 9 £ have therefore been re-
duced to a basis of 200 lstters, and the following monoliteral-~frequency
distribution may be taken as showing the most typical distribulion to be
expected in 200 letters of telegraphic English text:

=z =z E
z

= 1| M
w
o NI
s il
IR T
{
il
W
o NN
o MM Y
S RO

== E==_=
F H u v ¥ Xx Y

J KL MNO P g z

Fig. 4
1 It is useless to go beyond a certain limit in establishing the normal-fre-
quency distribution for a ziven language. As a striking instance of this
fact, witness the frequency study made by an indefatigaeble German, Kaeding,
who in 1898 made a count of the letters in about 11,000,000 words, totalling
about 62,000,000 letters in German text. When reduced to a percentage basis,
and when the relative order of frequency was determined, the results he ob-
tained differed very little from the results obtained by Kasiski, a German
cryptographer, from a count of only 1060 letters. See Kaeding, "Haeufig-
keitswoerterbuch", Steglitz, 1898; Kasiski, "Die Geheimschriften und die
Dechiffrir-Kunat", Berlin, 1863.

< The arithmetical average is obtained by adding each different length and
dividing by the number of different-length messages; the mean is obtained by
multiplying each different length by the number of messages of that length,
adding all products, and dividing by the total number of messages.
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¢. The student should take careful note of the appoarance of the dis-
tribution® shown in Fig. 4, for it will be of much assistance to him in the
early stages of his study. The manner of setting down the tallies should
be followed by him in making his own distributions, indicating every fifth
occurrence of a letter by an oblique tally. This procedure almost auto-
matically shows the total number of occurrences for each letter, and yet
does not destroy the graphical appearance of the distribution, especially
if care is taken to use approximately the same amount of space for each set
of five tallies. Cross-section paper is very useful for this purpose.

SECTION IV
FUNDAMEWTAL USES OF TH# MONOLITERAL FREQUENCY DISTRIBUTION

Paragraph
The four facts which can be determined from a study of the
monoliteral-frequency distribution for a cryptogram. . . 12

Determining the class to which a cipher belongs . « « « « o = 13

Determining whether a substitution cipher is monoalphabetic
or polyalphabetic. ¢« o « o o o o o ¢ o o ¢ s o o s o o & 14

Determining whether the cipher alphabet is a standard, or a
mixed cipher alphabelas o+ ¢ ¢ s« o ¢ o s o o 2 o ¢ o ¢ o = 15 N

Jdetermining whether the standard cipher alphabet is dirsct
Or reversede o o o« o o o « o o o o 5 s o s » o ¢« o o s s 16

12. The four facts which can be determined from a study of the mono-
literal-frequency distribution for a cryptogram. - a. The following four
facts (to be explained subsequently) can usually be determined from an in-
spection of the monoliteral fresquency, bar-distribution for a given cipher
message of average length, composed of lettors:

(1) Whether the cipher belongs to the substitution
or the transposition classj

(2) If to the former, whether it is monoalphabetic
or polyalphabetic in character;

1 The use of the terms "distribution" and "frequency distribution”, in-

stead of "table" and “frequency table", respectively, is considered ad-

visable from the point of view of conmsistency with the usual statistical .
nomenclature. then data are given in tabular form, with frequencies in-
dicated by numbers, then they may properly be said to be set out in the
forn of a table. ‘then, however, the same data are distributed in a chart
which partakes of the nature of a graph, with the data indicated by hori-
zontal or vertical linear extensions, or by a curve connecting points
corresponding bo quantities, then it is more proper to call such a graphic
representation of the data a bar-distribution.
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(3) If monoalphabetic, whether the cipher alpha-
bet is a standard cipher alphabet or a mixed cipher
alphabat;

(4) If standard, whether it is & direct or re-
versed standard cipher alphabet.

b. For immediate purposes the first two of the foregoing determina-
tions are quite important and will be discussed in detail in tho next two
subparazraphs, the other two determinations will be touched upon very
briefly, leaving thoir detailed discussion for subsequent sections of the
text., '

13. Determining the class to which a cipher belongs. - &. The de-
termination of the class to which a cipher belongs is usually a relatively
easy malter bocause of the fundamental differonce in the nature of trans-
position and of substitution as cryptographic processes. In a transposi-
tion ciphor tho original letturs of ths plain toxt have moroly been re-
arrangéd, without any change whatsoever in their identities, that is, in
the conventional values they have in the normal alphabet. Hence, the
numbers of vowels (A, E, I, O, U, Y), high-frequency consonants (D, N, R,
S, T), medium-frequency consonants (B, C, F, G, H, L, M, P, V, W), and
low~frequency consonants (J, K, Q, X, 2) are exactly the same in the
cryptogram as they are in the plain-text message. Therefore, the per-
centages of vowels, high, medium, and low-frequency consonants are the
same in the transposed text as in the equivalent plain text. 1In a sub-
gtitution cip4er, on the other hand, the identities of the original let-
ters of the plain text have been changed, that is, the conventional values
they have in the normal alphabet have been altered. Consequently, if a
count is made of the various letters present in such a cryptogram, it
will be found that the number of vowels, high, medium, and low-frequency
consonants will usually be quite different in the cryptogran from what
they are in the original plain-text message. Therefore, the percentages
of vowels, high, medium, and low-frequency consonants are usually quite
diffaerant in the substitution text from what thoy are in the equivalent
plain toxt. From these considsrations it follows that if in a specific
cryptogram tha percentages of vowols, high, medium, and low~frequency
consonants are approximateoly the same as would be oxpected in normal
plain toxt, the cryptosram probably belongs to the transposition class;
if these percontages are quite difforent from thoss to be expected in
normal plain text tho cryptogram probably belongs to the substitution
class.

b. In the precoding subparegraph the word "probably" was emphasized
by undorscoring it, for thors can be no cortainty in evory casc of this
dotormination. Usually these porcentages in a transposition ciphor are
closo to tho normal porcentagos for plain text; usually, in a substitu-
tion cipher, they are far different from the normal percentages for plain
text. But occasionally n cipher message is oencounterced which is difficult
to classify with a reasonable degrece of certainty bocause the message is
too short for the gonoral principles of froquency to manifest themsolves.
It is cloor that if in actual messages there woero no variation whatevor
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from the normnl vowel and consonant percentages given in Table 3, the de-
termination of the class to which a spascific cryptogram belongs would be
an extremely simple uatbter. But unfortunately there is always some var-
ialion or deviation from the normal. Intuition suggzests that as messages
dscrease in length there may be a greater and greater departure from the
normal proportions of vowels, hizh, medium and low-frequency consonants,
until in very short messages the normal proportions may not hold at all.
Sinmilarly, as messages increase in lenzth there may be a lesser and lesser
departure from the normal proportions, until in messages totalling a
thousand or more letters there may be no difference at all between the
actual and the theoretical proportions. But intuition is not enough, for
in dealing with specific messages of the length of those commonly en-
countered in practical work the question sometimes arises as to exactly
how much deviation from the normal proportions may be allowed for in a
cryptozram that shows a considerable amount of deviation from the normal
and might still belong to the transposition rather than to the substitu-
tion class.

c. Otatistical studies have been made on this matter and some graphs
have been constructed therson. These are shown in Charts 1-4 in the form
of simple curves, the use of which will now be explained. Kach chart con-
tains two curves marking the lower and vpper limits, respectively, of the
theoretical amount of deviation (from the normal percentages) of vowels or
consonants which may be allowable in a cipher believed to belong to the
transposition class.

d. In Chart 1, curve V; marks the lower limit of the theoretical
amount of deviation from the normal number of vowbls to be expected in a
messa~e of given length; curve V, marks the upper limit of the same thing.
Thus, for example, in a message of 100 letters in plain English there
should be between 33 and 47 vowels (ARIOUY). Likewise, in Chart 2 curves
dy and Hg mark the lower and upper limits as regards the high-frequency
consonants. In a messasze of 100 letters there should be between 28 and 42
high-frequency consonants (DWARST). In Chart 3, curves iy and ., mark the
lower and upper limits as regards the medium-frequency consonants. In a
message of 100 letters there should be between 17 and 31 medium-frequency
consonants (3COFGHLIFVV)., Finally, in Chart 4, curves Ly and Ly mark the
lower and upper limits as regards the low-frequency consonants. In a
message of 100 letlsers there should be between 0 and 8 low-frequency con-
sonants (JKNXZ). In usinz the charts, thsrsfore, one finds the point of
intersection of the vertical coordinate correspondiny Lo the length of the
message, with lhe horizontal coordinate corresponding to (1) the number of
vowels, (2) the number of hizh-lrequency consonants, (3) the number of
medium-frequency consonants, and (4) the number of low-frequency conson-
ants actually counted in the message. If all four points of intersection
fall within the area deliuited by the respective curves, then the aumber
of vowels, high, medium, and low-frequency consonants corresponds with the
nuimber theoretically expected in a normal plain-text message of the same
lenzgth; since the messaze under investigation is not plain text, it follows
that the cryptogram may certainly be classified as a transpositiom cipher.
On the other hand, if one or more of these points of intersection falls
outside the area delimited by the respective curves, it follows that the
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crypto ;ram is prohably a suvslitution cipher. The distance that the point
of intersection falls outside the area delinited by these curves is a more
or less rouzh weasure of the inprobability of the cryptozram's being a
transposition cipher.

8. Sometiwes a crypto,ram is encountered which is hard to classify
with certainty even with the foresoiny eaids, bocause it has been con-
sciously prepared with a view to maxing ths classification difficult.
This can be done either by selectinz peculiar vords (as in "trick crypto-
grams") or by employing a cipher alphabet in which letters of approxi-
mately sizilar normal frequencies have been interchanged. For example,
E may be renlaced by 0, T by R, and so on, thus yielding a crypltogram
giving external indications of being a transposition cipher but which is
really a substitution cipher. If the cryptogram is not too short, a
close study will usually disclose what has been done, as well as the
futility of so simple a subterfuge.

f. In the majority of cases, in practical work, the determination
of the class to which a cipher of averaze length belongs can be made from
a mere inspection of the message, after the cryptanalyst has acquired a
familiarity with the nermal apprearance of transposition and of substitu-

‘tion ciphers, In the former case, his eyses very speedily note many high-

frequency letters, such as 4, T, N, R, 0, and S, with ths absence of low-

.frequency letters, such as J, Ky Q, X, and Z; in the latter case, his

eyes just as quiclily nole the presence of many low-Trequency letters, and
a corresgonding -ahsence of t“e usual high-frequency letters.

‘2. another rather quickly completed test, in the case of the simpler

&a°

- varieties of ciphers, is to look for repetitions of groups of letters. As

will become apparent very soon, recurrences of syllables, entire words and

n ghort phrases conatibute a characteristic of all normal plain text. Since

a transposition cipher involves a chanze in the sequence of the letters

.composing a plain-text 1essage, such recurrences are broken up so that the

cipher text no longer will show repetitions of more or less lengthy se-
quences of letters. osut if a cipher messapge does show many repetitions

and these are of several letters in lenzth, say over four or five, the
conclusion is at once warranted that the cryptogram is most probably a
substitution and not a transposition cipher. dJdowvever, for the beginner in
cryptanalysis, it will be advisable to male the monoliteral frequency,
bar-distribution, ‘and aote the frequencies of the vowels, the high, medium,
and low-frequency consonants. Then, referring Lo Charts 1 fo 4, he should
carefully nots vhether or 1ot the observed frequencies for these categories

. of letters fall within the limits of the theoretical frequencies for a

normal plain-text message of the sawe length, and be guided accordingly.

h. It is obvious that the foregoing rule applises only to ciphers com-
posed -vholly of letters. If a message is conposed entirely of figures, or
of arbitrary signs and symbols, or of intermixtures of letters, figures and
other symbols, it is immediately apparent that the cryptogram is a sub-
stitution cipher
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i. Finally, it should be mentioned that there are certain kinds of
cryptograms whose class cannot be determined by the method set forth in
subparagraphs b, ¢, d above. .These exceptions will be discussed in a sub-
sequent section of this text.

14. Determining whether a substitution cipher is monoalphabetic or
polyalphabetic. - a. It will be remembored that a monoalphabetic sub-
stitution cipher is one in which a single cipher alphabst is employed
throughout the whole message, that is, a given plain-text letter is in-
variably represented throughout the message by one and the same letter in
the cipher text. On the other hand, a polyalphabetic substitution cipher
is one in which two or more cipher alphabets are employed within the same
message; that is, a given plain-text letter may be represented by two or
more different letters in the cipher text, according to some rule govern~
ing the selection of the equivalent to be used in each case. From this
it follows that a single cipher letter may represent two or more different
plain-text letters.

‘be It is easy to see why and how the appearance of the monoliteral-
frequency distrioution for a substitution cipher may be used to determine
-whether the cryptogram is monocalphabetic or polyalphabetic in character.
The normal distribution presents marked crests and +troughs by virtue of
two circumstances. Tirst, the elementary sounds which the syubols repre-~
sent are used with greatly varying frequencies, it being one of the strik-
ing characteristics of every alphabetic language that its elementary sounds
are used with greatly varying frequencies.2 In the second place, except
for orthographic aberrations peculiar to certain language (conspicuously,
3nzlish and French), each such sound is represented by the same symbol.
It follows, therefore, that since in a monocalphabetic substitution cipher
each different plain-tsxt letter ( = elementary sound) is represented by
one and only one cipher letter ( = elementary symbol), the monoliteral—-fre-
quency dislribution for such a cipher message must also exhibit the ir-
regular crest and trough appearance of the normal distribution, but with
only this important modification. the absolute positions of the crests
and troughs will not be the same as in the normal. That is, the letters
accompanying the crssts and the troughs in the distribution for the crypto-
gram will be different from those accompanying the crests and the troughs
in the normal distribution. DBut the marked irrsgularily of the distribu-
tion, the presence of accentuated crests and troughs, is in itself an in-
dication that each symbol or cipher letter always represents the same
plain-text letter in that cryptogram. Hence the general rule. A marked
crest_and trough appearance in the rmonoliteral-frequency distribution for
2 given cryptozram indicates that a sinsls cipher alphabet is involved and
constitutes one of the tests for a wonoalphabetic substitution cipher.

1 par. 47.

2 The student who is interested in this phase of the subject may find the
following reference of value. 2ipf, G. K. "Selected Studies of the Prin-
ciple of Relative frequency in Language." OCambridge, rass., 1932.
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c. On the other hand, suppose that in a cryptogram each cipher let-
ter represents several different plain-text letters. Some of them are of
high frequency, others of low frequency. The net result of such a situa-
tion, so far as the monoliteral frequency distribution for the cryptogram
is concerned, is to prevent the annearance of any marked crests and troughs
and to tend to reduce the elements of the distribution to a nore or less
cormon level. This iuparts a "flattened out" appearance to the distribu-~
tion. For exaiiple, in a certain cryptogram of polyalphabetic construc-
tion, 1, = Ep, Gp, and Jp3 Rg = Ap, Dp, and Bp; X = Op, Lp, and Fp. The
frequencies of K., R, and X, will be approximately equal because the sum~
mations of the frequencies of the several plain-text letters each of these
cipher lstters represents at different times will be about equal. If this
same phenomenon were true of all the letters of the cryptogram, it is clear
that the frequencies of the 26 letters, when shown by means of the ordin-
ary monoliteral frequency distribution, would show no striking differences
and the distribution would have the flat appearance of a typical polyalpha-
betic substitution cipher. Hence, the general rule The absence of
marked crests and troughs in the monoliteral-frequency distribution in-
dicates that two or more cipher alphabets are involved. The flattened-out
appearance of the distribution constitutes one of the tests for a poly-
alphabetic subgtitution cipher.

d. The forezoing test based upon the appearance of the frequency
distribution constitutes only one of several means of determining whether
a substitution cipher is monoalphabetic or polyalphabetic in composition.
It can be omployed in cases yielding frequency distributions from which
definite conclusions can be drawn with wore or less certainty by mere
ocular examination. In those cases in which the frequency distributions
contain insufficient data to permit drawing definite conclusions by such
examination, certain statistical tests can be applied. These will be dis-
cussed in a subsequent text.

8. At this point, howsver, one additional test will be given because
of its simplicity of application. It may be employed in testing messages
up to 200 letters in length, it being assumed that in messazes of greater
length ocular examination of the frequency distribution offers llttle or
‘no difficulty. This test concerns the number of blanks in the frequency
distribution, that is, the number of letters of the alphabet which are en-
tirely ahsent from the message. It has been found from statistical studies
that rathsr definite "laws" govern the theoretically expected nurber of
blanks in normal plain-text messages and in frequency distributions for
cryptozrams of different natures and of various sizes. The results of
certain of these studiss have been smbodied in Chart 5.

f« This chart contains two curves. The one labeled P applies to the
average number of blanks theoretically expected in frequency distributions
based upon norual plain~text messages of the indicated lengths. The other
curve, labeled R, applies to the average number of blanks theoretically ex-
pected in frequency disilributions based upon perfectly random assortments
of letters, that is, assortments such as would be found by random selec-
tion of letters out of a hat containing thousands of letters, all of the
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25 letters of the alphabet being present in equal proportions, each let-
ter being replaced after a record of its selection has been made. Such
random assortuaents correspond to polyalphabetic cipher messages in which
the number of cipher alphabets is so large that if wonoliteral-frequency
distributions are made of the letters, the distributions are practically
identical with those which are obtained by random selections of letters
out of a hat.

g+ In using this chart, one finds the point of intersection of the
vertical coordinate corresponding to the length of the message, with the
horizontal coordinate corresponding to the observed number of blanks in
the monoliteral~ frequsncy distribution for the message. If this point of
intersection falls closer to curve P than it does to curve R, the number
of blanks in the message apdproximstes or corresponds more closely to the
number theoretically expected in & plain-text message than it does to a
random cipher-text message of the same lengthj; therefore, this is evidence
that the cryptogram is monoalphabetic. Conversely, if this point of inter-
section falls closer to curve R than to curve P, the number of blanks in
the message approximates or corresponds more closely to the number theo-
retically expected in a random text than it does to a plain-text message
of the same length; therefore, this is evidence that the cryptogram is
polyalphabetic.

h. Practical examples of the use of this chart \ill be given in some
of the illustrative messages +to follow,

15. Determining wheter the cipher alphebet is a standard, or a mixed
cipher alphabet. - a. Assuming that the nonoliteral-frequency distribu-
tion for a given cryptosran has been made, and that it shows clearly, that
the cryptogram is a substitution cipher and is monoalphabeiic in character,

8 consideration of the nature of standard cipher alphabets™ almost makes

it obvious how an inspection of the distribution will disclose whether the
cipher alphabet involved is a standard cipher alphabet or a mixed cipher
alphabet. If the crests and troughs of the monoliteral-frequency distribu-
tion occupy positions which correspond to the relative positions they oc-
cupy in the normal-frequency distribution, then the cipher alphabet is a
standard cipher alphabet. If this is not the case, then it is highly prob-
able that the cryptosram has been prepared by the use of a mixed cipher
alphabet.

be A mechanical test may be applied in doubtful cases arising from
lack of material available for study. Just what this test involves, and
an illustration of its apolication will be ziven in the next section, using
specific examples.

16. Jetermining whether the standard cipher alphabet is direct or
reversed. - Assuming that the monoliteral-frequency distribution for a
given cryptogram shows clearly that a standard cipher alphabet is involved,
the determination as to whether the alphabet is direct or reversed.can also

! See Par, 41, Special Text No. 165, Tlementary i.ilitary Cryptography.
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be made by inspection, since the differencs between the two is merely a
matter of the direction in which the sequence of crests and troughs pro-
gresses: to the riyht, as in norrmal reading or writing, or the left.

In a direct cipher alphabet the direction in vhich the crests and troughs
of the monoliteral-frequency distribution should be read is the normal
direction, from left to risht; in a reversed cipher alphabet this direc-
tion is reversed, from right to left.

SECTION V.
.:0H4ULIT IRAL SUBSTITUTION WITI STal)aRD CIFIIR .LLPHADITS
Yaragraph
Principles of solution by counstruction and analysis of the

monoliteral-frequency distribution ¢« o ¢ ¢« o « & o & 17

Theoretical exauple of solution « o « o o ¢ s o o« o o s &« @ 13

Practical example of solution by the frequency method . . . 19

Solution by completing the plain-component sequence . « -

Special remarks on the mesthod of solution by completing the
component BeqUENCE « o o o o o s » o s s o o o & 8 & o

Talue of mechanical solution as a short cut « « o« ¢ o o o o o »

17. rrinciples of solution by construction and analysis of the wmono-
literal~frequency distribution. - g. Standard cipher alphabets are of two
sorts, direct and reversed. The analysis of monoalphabetic cryptograms
prepared by their use follows almost directly from a consideration of the
nature of such alphabets. OSince the cipher component of a standard cipher
alphabet consists either of the normal sequence mersely displaced 1, 2, 3
ose intervals from the normal point of coincidence, or of the normal se-
guence proceeding in a reversed-normal direction, it is obvious that the
monoliteral-frequency distribution for a cryptogram prepared by means of
such a cipher alphabet employed monoalphabetically will show crests and
troughs whose relative positions and frequencies will be exactly the same
as in the monoliteral-frequency distribution for the plain text of that
cryptogram. The only thiny that has happened is that the whole set of
crests and troughs of the monoliteral-frequency distribution has been dis-
placed to the right or left of the position it occupies in the monoliteral-
frequency distribution for the plain text; or else the successive elements
of the vhole set progress in the opposite direction. Hence, it follows
that the correct determination of the plain-text value of the letter mark-
ing any crest or trough of the monoliteral-frequency distribution will re-
sult at one stroke in the correct determination of the plain-text values
of all the remaining 25 letters respectively marking the other crests and
troughs in that distribution. Thus, having determined the value of a
single element of the cipher component of the cipher alphabet, the values
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of all the remaininz letters of the cipher component are automatically
solved at one stroke. In wore simple language, the correct detsrmination
of the value of a single lsiter ol the cipher text automatically gives the
values of the other 25 letters of the cipher text. The problem thus re-
golves itself into a matter of selectiny that point of attack which will
most quickly or most easily lead to the determination of the value of one
cipher letter. The single word identification will hersafter be used for
the phrase "determination of the value of a cipher letter"; to identify a
cipher letter is to find its plain-text value.

b. It is obvious that the easiest point of attack is to assume that
the letter marking the crest of greatest frequency in the .ionoliteral-
frequency distribution for the cryptozram represents .. Froceeding from
this initial point, the identifications of the remaining cipher letiers
marking the other crests and troughs are tentatively made on the basis
that the letters of the cipher component proceed in accordance with the
normal alpaabetic sequence, either direct or reversed. If the actual
frequency of each letter marking a crest or a trough approximates to a
fairly close degres the normal theoretical frequency of the assumed plain-
text equivalent, then the initial identification 0, = B, may be assumed to
1etters may be assumnd to be correct. If the original starting point for
assignment of plain-text values is not correct, or if the direction of
“reading" the successive crests and troughs of the wonoliteral-frequency
distribution is not correct, then the frequencies of the other 25 cipher
letters -/ill not correspond to or even approximate the normal theoretical
frequencies of their hypothetical plain~-text equivalents on the basis of
the initial identification. A new initial poiant, that is, a diiferent
cipher equivalent must then be selected to represent &£,.; or else the direc-
tion of "reading" the crests and troughs must be reversed. This procedure,
that is, the attempt to make the actuval frequency relations exhibited by
monoliteral-frequency distribution for a given cryptozram conform to the
theorastical frequency relations of the normal-frequency distribution in an
effort to solve the cryptogram, is referred to technically as "fitting the
actual monolitergl-frequency bar distribution for a cryptogram to the theo-
retical monoliteral-frequency bar distribution for normel plain text", or,
more briefly, as "fitting the fregquency distribution for the cryptogram to
the normal-frequency distribution," or, still more briefly, ““1tt1ng the

distribution to the normal." In statistical work the expression commonly
employed in connection "rith this process of fitting an actual distribution
to a theoretical one is "testing the joodness of fit". The closeness of

the degree of goodness of fit may be stated in various ways, mathematical
in character.

ce In fitting the distribution to the normal, it is nncessary te re-
rard the cipier component (t1at is, the letters 4 ... Z marking the succes-
sive crests and troughs of the monoliteral-frequency distribution) as par-
taking of the nature of a wheel or sequence closing in uwon itself, so that
no matter with what crest or trough one starts, the spatial and frequency
relations of the crests and troughs are constant. This manner of regard-
int the cipher component as being cyclic in nature is valid because it is
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obvious that the relative positions and frequencies of the crests and
troughs of any monoliteral—frequency distribution must remain the same
regardless of what letter is employed as the initial point of the dis-
tribution. Fig. 5 gives a clear picture of what is meant in this con-
nection, as applied to the normal- frequency distribution.

-~ -~
. E. A z “;f\\\
oy e
b Wwh
= \j
f %.:"*.
] 3 T:
4 i
| S/
oy
J o~
NS | =34
Nl N VI Pl

Fig. 5

d. In the third sentence of subparagraph b, the phrase "assumed to
be correct” was advisedly employed in describing the results of the at~
tempt to fit the distrivution to the norwal, because the final test of
the zoodness of fit in this connection (that is, of the correctness of
the assizmaent 'of values to ihe crests and trouihs of the monoliteral-
frequency distribution) is whether the consistent substitution of the
plain-text values of the cipher cha.acters in the cryptogram will yield
intelligi»le plain text. If this is not the case, then no .atter how
close the approximation between actual and theorstical frequencies is, no
matter how well the monoliteral-frequency distribution fits the normal,
the only possible inferences are that (1) either the tloseness of the fit
is a pure coincidence in this case, and that another equally good fit may
be obtained from the same data, or else (2) the cryptogram involves some-
thinz -aore than simple monoalphabetic substitution by means of a single
standard cipher alphabet. For sxample, suppose a transposition has been
applied in addition to the substitution. Then, althouzh an excellent
corresporidence betveen the monoliteral-frequency distribution and the
normal-frequency distribution has been obtained, the substitution of thse
cipher letters by their assumed equivalents will still not yield plain
text. .lowever, aside from such cases of double encipher.ient, instances
in which the monoliteral-frequency distribution may be easily fitted to
the aormal-frequency distribution and in vhich at the same time an attempted
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siuple substitution fails to yield intellisible text are rare. It may be
said that, in practical operations whenevsr the wmonoliteral-frequency
distribution can he nale to fit te uorusl-frequency distribution, sub-
stitution of valuss will result in solution; and, as a corollary, whenever
the monoliteral-frequency distribution cannot be nade to fit the normal-
frequency distribution, the cryptogram does not represent a case of simple,
monoalphabetic substitution by means of a standa-d alphabet.

13. Theoretical examnle of solution. - a. The foregoing principles
will become clearer by noting the cryptographing and solulion 6f a theo-
retical example. The folloulng nessa-e is to be cryptographed.

. HOSTILD EORCE'JSTIEATED oT ON& AaGLWSHT INFANTRY
AND T /0 FLATOONS CAVALRY -:OVING SO0UTH OI' JUILNI: ONT
PIKS STOr .IEAD OF COLU..! .IBAING ROAD JUNCTION SEVEN
THRGES SuVsd CGiali 3AST OF GREEZNACRE SCHOOL FI.D UroN
3Y OUR vral'R0LS 3TOL HaVE J0STROLSD 3°T0G5 OVIR THOIaN
CLasK

b. First, solely for purposes of demonstrating certain principles,
the noncliteral-frequency distribution for this wessage is presented in

Fig. 6.
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Fig. 6
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c. HNow let the foreqoing message be cryptographed wmonoalphavetically
by the following civher alphabet, yielding the cryptogram and the mono-
literal~frequency distribution shown below.

Plain. A I10F YRaTUVIXYZ
TUV/iXITZA3CDaF
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Let the student now compare Figs. 6 and 7, which have been super-

d.
imposed in Iig. 8 for convenience in examination.

3 0 D B F G H T J
present in both distributions; moreover, their relative positions and fre-

guencies have not been changed in the slizhtest particular.

Plain «
Cipher:
rlain :
Cipher:
Plain .
Cipher.
rlain .
LCipher.
Cryptogram.
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positien ef the sequence as a whole has been displaced six intervals te
the right in Fig. 7, as compared with the absclute position ef thr sequence

in Fig. 6.
= —= ‘

_ = ZZ _ =
= : = zz ZE=Z :
ZE == _E __2E_ ZEE__
CEEEZREEEE _—EEEZEE_ZEEZEEZZ =

A B CDEUPF GHIJ é&;l‘ M N O P Q RS T UV WX Y .2

= =

- _ = Z= _ =

L = = = 2z ZE-Z
A- — Z == _E __%2Z_ ZEE

EXE_ T FE_FEZZEEFEZ -EEZZEE _ZEZZ

A B CDEV FGHI J KILMNDNUOPAGQIRSTUV W IXYZ v

Fig. 8

8. If the two distributions are compared in detail the student will
clearly understand how easy the solution nf the cryptogram would be to one
who knew ncthing abnut how it was prepared. For example, the frequency ef
the highest crest, representing E_ in Fig. 6 is 28; at an interval of three
letters befere E_ there is another crest representing & with frequency 16.
Between A and E there is a trcugh, representing the low=frequency letiers
B, C, D. On the other side of E, at an interval of three letters, ¢omes
another crest, representing I with frequency l4. Between E.and I there is
another trough, representing the low-frequency letters F, G, H. Compare
these crests and troughs with their homologous crests and troughs in Fig.
7. In the latter, the letter K marks the highest crest in the monoliteral-
frequency distribution with a frequency »f 283 three letters before K there
is another crest, frequency 16, and three letters on the other side of K
there is another crest, frequency 14. Troughs corresponding t» B, G, D and
¥, G, H are seen at_ Hy I, J and L, M, N in Fig. 7. In fact, the two dis-
tributions may be made to coincide exactly, by shifting the monoliteral-
frequency distribution for the cryptegram six intervals to the left with
respect to the monnliteral-frequency distributien for the equivalent plain-
teoxt message, as shown hercewith.
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f£. Let us suppose ncw that nothing is knewn about the cryptographing
process, and that only the cryptogram and its monoliteral-frequency distribu-
tion is at hand. Tt is clear that simply bearing in mind the spatial relations
of the crests and troughs in a normal-frequency distribution would enable the
cryptanalyst to fit the moncliteral-frequency distribution to the normal-~
frequency distribution in this case. He would naturally first assume that
Go = » from which it would follow that if a direct standard alphabet is
involved, H B, I Gp, and so on, yielding the following (tontative)
deciphering alphgbet:

Cipher: A B C

D PQRST
Plain s+ UVWIXY

XY 32
JKLMN RS T

::>m
ey
t=.l?'\‘
.os

g. Now comes the final tests If these assumed values are substituted
in the cipher text, the plain text immediately appears. Thuss

etcs

NUYZO RKLUX IKKY2Z 0SS G2K g G 2
DATON etc.

HOSTI LEFOR CEEST IMATE

h. It should be clear, therefore, that the selection of Gc tn repre-
sent A_ in the cryptngraphing process has absolutely no effect upon tho
relative spatial and frequency relations of the crests and troughs of the
monoliteral-frequency distribution for the cryptogram. If Q. had been selected
t» represent A&_, these relations would still remain the same, the whole saeries
of crests and Eroughs being morely displaced further to the right of the

positions they occupy when G = AP.
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19. ~Practical exaraple of solution by the frecuency method. - a. The
case_of direct standard alphabet ciphers.
(1) Tme follo rivg cryptoirem is to be solved by ap-
plving the forezoing principles -
IBM v ITO MBBGgA JGCZO U U TB AL
ZWILN ML 3 3BPU IZKP?Y TG ,7T.a IV32
(2) From tr2 presencé of _epetitions and so nauy
lov-frequency letters such as 3, ), and 2 it is at once
suspected that this is a subsiitution cipher. .ut to
illust ~ate the staps that nust be taken in difficuvlt
cas2s in ord~>,~ to Ye certain in this cespect, a mono-
literal-frequency distrivution is counsl_ucted, aad then
reference is mnoe to charts 1 to 4 to note '2rs the
actual nuabsrs of vousls, hih, medium, and lov-fre-
ouency lsttzrs fall insice or outsiie the a eas de-
limited b7 the resnective curves.

=EE=ZE

U ] 1 XY Z
iz, 10 a.

rosition with respsct to

frequency areas dz2li itad by curves
ioizls 4 2 I O U ! 17 outsius, Chu-t 1
Jith-frequency Consosants (DN R o T outside, Cha -t 2

r.ediui-frecusnc; Consonants
B ISP xluwr 71 outsiie, Chart 3
Low-frequency Consonants (J .. @ X 2) - 14 outside, Chart 4
Total

(3) all four points £zlling quite outside the
areas delimited %Yy the curves applicable to these four
classes of lettsrs, the crvptorra. is clearly a sub-
stitution ci.ie.vw ’

(4, Tme aspearaice of ths frequency distsibution,
with aaried crests and troushs, iwudicates that the
ers-bosram is provadly ionoal habetic. .weference is
now .1ade to Cia~t 5. I he message has 60 letters and

" 6 blanls, Tie point of intersection on the caiart is
‘closer to curve £ than it is to curve C, therefore,
this is additi-nal eviuence that the uessaze is prob-
ably nonoalvhabetic.

(5) Jme ext step is to determine whether a stand-
rd or a wixed ci-her alnhabst is involved. This is-
douns My studving the sequence of crests and trouhs in
te noaoliteral=frequenc;s dist idution, and t ring to

fit t'1e distrivution to t"e noal.
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(6) e first assumpbion to %e made is that a

direct standard is involvad. The hizthest crest in
the distributioa is marked by B,. Let it be assumed

that B, = EP‘ Then Cc, Dgs Bgy ees = Fp, Gp, Hp, thus.
- x —
=y __2 Ze_EFTrE =Es \ 3
Cipher W BC VW F G ITIJHLMWNUPQRSTUVWIXY?Z
FPFlain - DIFGHIJLKLLNNOPYPRSTUVUXYZABC
= Fig., 10 bh.

at first glavnce ths approximation to the expscted fre-

auencies seems fuir, especially in the region ¥ GH I
K oand 18 Tn. 3ut there are too many occurrences

of Bp, r ) X B.ad GP and too few occurrences of Ap, I

o hOPSOVBr, if a substitution is attempted on
tﬁis asis, the followinz is obtained for the first two
cipasr groups

[

Gipher

. B k Qb i
Yrlain text" L B L, T 3

R

=W
|l o |

0
R

e

This is certainly not plain text and it seesns clear

that B, is not B A different assuiption will have
v to ve made.
(7) Suppose Q, Zp. @oing through the same
- steps as bafors, aﬂaln no satlsfactory results are

obtained. Further trialsl are made alon~t the same
lines, until the assuiption i, = Ep is tested.

t L
=222 _.= .iE-z..:=g§==§i;Eié #:QEEE__ &
Civher. a BO JBFGHIJTKLUNOPQRSTUV /X VY12
tlain . STUVW X Y2 .B3CJl235¢GHITELLNOPTR
fiz. 10 ¢.
(8) The fit in this case is quite good; possibly
there are too many occurrences of G, and i and two
few of 3 _, 0O and Sp But the flnag test Bemalns.
trial of the subctitution alphabet on the cryptogranm
itself. This is iimadiately done and the results are
P ag follows.
. 1 It is unnecessary, of course, to urite out the alphabets as shown in

Figs. 10 b and ¢ when testing assu'ptions. This is usually all done
mnentally., : :
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Cryptosram. I : 10
slain text. AT ° Al

Cryptozram. & VI
flain text. 5 3 U ! A

Cryptogram: V O » 1Y 3
Flain texts N I T

AT ZIMHT Aa GITTYS3UG-DMMITS3UAG ROAD FILLZD WITH
MARCATING INFANTRY.

(9) It is always advisable to note the specific
key. In this case the correspondence between any plain-
text letter and its cipher equivalent will indicate the
key; it is usual, however, to indicate the key by not-
ing the cipher equivalent of Ap, In this cass Ap = I,

b. The case of reversed gtandard alphabet ciphers. -

(1) Let the following crypto,ram and its mono-
literal-frequency distribution be studied.
IP3AC BFrIWC Q3 HORGC WAP
RUIFJD AXXETF R W IRGB AVD

(2) The preliminary steps illustrated above, under
subpar. a (1) to (4) inclusive, in connection with the
test for class and monoalphebeticity, will here be
omitted, since they are exactly the same in nature.

The result is that the cryptosram is obviously a sub-

stitution cipher and is monoalphabetic.

(3) 1ssumin; the't it is ‘hot knewn whether a direct
or a reversed standa rd alphabet is involved, atiempts
are at once made to fit the monoliteral-frequency dis-
trivution to the direct sequence. If the student will
try them he will soon find out that these are unsuc-
cessful., All this takes but a few minutes.

(4) The next logical asswiption is now made, viz.,
that the cipher alphabet is a reversed standard alpha-
bet. /hen on this hasis I, is assumed to be E,, the
distribution can readily be fitted to the normal,
practically every crest and trouzh in the actual dis-
tribution corresponding to a crest or trough in the ex-
pected distribution.

Cipher.
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(5) wmen the substitution is made in the cryptoe
gram, the following is obbtained.

Cryptozram. I P .
Plain text: AT

|

A BFrIWC EPPKAQ P
I TTYS

G
G HTAIIG 3

-

(6) The plain-text wmessage is identical with that
. under paragraph a. The specific key in this case is
also by = I.. If the student will compare the frequency
distributions in the two cases, he will note that the
relative positions and extensions of the crssts and
troushs are 1dentlc4l they msrely prosress in opposite
directions.

20. ©OSolution by completing the plain-component sequence. =
a. The case of direct standard alphabet ciphers. -

(1) The foregoinz method of analysis, involving
as it does the construction of a monoliteral-frequency
distribution, 1as termed a solution by the frequency
method because it ianvolves the construction of a fre-
quency distribution and its studv. There is, however,
another method which is much more rapid, aliost wholly
rechanical, and vhich, moreover, does not necessitate
the construction or study of any freauency dist.ibu-
tion whatever. An understanding of the method follows

' from a consideration of the method of encipherment of )
a messaze by the use of a single, direct standard cipher
alphabet.

(2) Hote the following encipherment.
1essazesx RiraL INVADIUG CaVALRY

dnciphering Alphabet

Flain «. « BCOEFGHIJKLI PAQIRSETUVY ¢XYZ
Ciphers GHI JEKELMNOPQRS VWXYZABGCDSETF
Bneiphernent
Plain text- 33 PEL INVAD INGCA VALRY
Cryptogram. X K VKR uvTBGJ OTMIG BGRIX=m
s Cryptogram

XZUVER OTBGJ OT.JJIG BGRXGZ

(3) The enciphering alphabet shoym above represents a
case wherein the sequence of letters of both components
of the cipher alphabet is the normal sequence, with the
sequence forming the cipher component merely shifted six
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intervals in retard (or 20 intervals in advance) of the

position it occupies in the normal alphabet. If, there-

fora, two strips of paper bearing the letters of the

noraal sequence equally spaced are rega.ded as the two

composents of ths ciphsr alpha“et and are. juxtaposed

at all of the 235 possible points of coincideace that

yield direct standard cipher alphabets, it is obvious

that one of these 25 juxtapositions must correspond to -
the actuul juxtajosition shown in the sncipheringz alpha-

bet dirsctly above. It is equally obvious that if a

racord were %ept of the results obtained by applying R
the values given at each juxtaposition to ths lettars

of the cryptogran, one of these results would yield

the plain text of the cryptogran.

(4) Let the work »e systematized and the rasults
set down in an orderly wanner for exaaination. It is
obviously unnecessary to juxtapose the two coriponents
so that A; = 4,, for on the assumption of a direct
standard alphaget, juxtaposing two direct nortial com-
ponrents at their normal point of coincidence merely
yields plain text. The next possible juxtaposition,
therefore, is A = B,., Let the juxtaposition of the
two sliding strips therefore be A, = Bp, as showm here:

rlain » ABCDIFGIIJLLNOPIRSTUVWIYZABCOIFGHIJIILIINOPRSTUVVXYZ
Cipher: ABCDAFGHIJIL, NOPNRSTUV iX12

The values given by this juxtaposition are substituted
for the first 15 letters of the cryptogram and the -
following results are obtained.

Cryptogram. ~XEVER O0TBGJ OTuIG 3
lst Test - "Plain text" « YLWLS FPUCHK PUWNJH €

This certainly is not intelligible text; obviously,
the two componeats were not in the position indicated
in this first test. The cipher couponent is therefore
slid one iatsrval to the rixtit, maxing Ac = Cp, and a
second test is made. Thus.

flain . ABCDEFGrIJhL: NUX WRSTUWIYZ4BCOAFGHIJKL. NOK ;ASTUV XYZ

Cipher A3CUSF #16J.0. J10£ STUY X2
Cryptozram, ~ AR VI ] _0T3B3GJ OTnuiIG BGRXE .
2d Test - “rlain text" - 21 AL T #4VDiL 14VOLI JIT2z¢e

ileither does the second test result in disclosing any
plain text. Jut, if the results of the two tesis are
studied a phenouenon that at first seeas quite puzsl-
ing comes to licht. ‘Thus, suppose the results of the
two tests are superimposed in this fashion.

1 One of the st 'ips shoulu bea~ t1e sequence repeated. This allois for
juxtaposiaz the two s3quencas at any of the 26 possible points of coinci-
dsvce 80 as to mave a couplets cipher aljhabat shoing at all ties.




Cryptozram.

1st Test

2nd Test -

- "Plain text"
"rlain text" -

- X
- Y
2

KVKR OTBG QTilIG BGRXE
LWLS PUCHK PUNJH OCHSYF
M AMT QVDIL QVOKI DITZG

(5) Note whal has happened. The net result of the two
experiments was mersly to continus the normal sequence beszun
by the cipher letters at the heads of the several golumns.
It is obvious that if the normal sequence is completed in
each column the results will be exactly ihe same as_though

the whole set of 25 possible tests had actually been per-

formed. Let the columns therefore be completed, as shown

ia Fig. 11,
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An examination of the successive horizontal lines of the
diagram discloses one and only one line of plain text,
that warked by the asterisk and realing R B 3 LIN
VADINWGCAVALRY.

(6) Since each column in Fig. 11 is nothing but a
normal sequence, it is obvious that instead of labori-
ously writiay down these colunns of letters every time
a cryptozran is to Ye exanined, it would be more conven-
ient to prepare a sét of st-ips each bearinz the normal
sequence doubled (to permit complete coincidence for an
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entire alphubet at any setting), and have them available
for exaiining any future eryptozrams. In using such a
set of sliding strips in order to solve a crypto;ram
prepared oy means of a sin-le dirsct stundard cipher
alphabet, or to malte a test to detemiine ‘“hether a

, c1r'yp'l;og;1r'a'l hias bezn so prepared, it ls only necessary
to “"set up" the letters of the cryptozram on the strips,
that is, allgn them in a single row across the sitrips
(vy slidiny the individual strips up or dowm). The
successive horizontal lines, called generatrices
(5111u1ar ggperatrlx), are then exam1ned in a search -
for intelligible text. If the cryptogram really belongs
to this simple type of cipher, one of the generalrices
will ex41ibit intelligidble text all the way across;
this text will practically invariably be the plain text
of the message. This wethod of analysis may be termed
a solution by conpletiny the plain-component sequence.
Sometiies it is referred to as “"unnlng down" the se-
quence. The principle upon which the method is based
constiiuues one of the cryptanalyst's most valuable
tools.

b, The case of reversed stanggrd alphabets. -

(1) ™e 1ethod described under subpar. a may also
be applied in slizhtly modified form, in the case of a
cryptozram enciphered by a single reversed standard
alphabet. The basic principles are identical in the
two cases.

(2) To show this it is necessary to experiment with
two slidinz components as before, except thet in this
case one of the components must bs a reversed normal
sequence, the other, a direct nérmal saquence.

(3) Let the two components be juxtaposed 4 to A,

as shoun below, and then let the resultant values be
substituted for'the letters of the cryntogram. Thus.

Cryptogram
rCRCYVY ¥TLGEGD YTAZG LGV FI

Flain . ABCDEFGHIJKLINOPIASTUVWAYZABCI.IFGHIJ KL {OPIRSTUVVXYZ
Cipher: ZYXWWUTSRIPONMLKJIIIGFEDCBA -

——

- *

1 It is recommended that the student prepare a set of 25 strips z" x
#" x 15", made of well-seasoned wood, and glue alphabet strips to the
woods The alphabet on each strip should be a double or repeated alpha-
bet with all letters equally spaced, so as to permit of coincidence
throughout a complete alphabet.




__ Crytowren - FEEEDIBROROAR vo .50 1ovig
CHPUX CHAWU PUFLS

1st fest - "ilain text" - L Y J Y T

(4) This does not yield intelligible text, and
therafore the reversed compoent is slid one space
Forrard and a second test is made. Thus.

Plain . ABCDEFGHIJKLMNOPﬁRSTUVﬂXYZABGDEFGHIJELLNOPQRSTUVJXYZ
Cipher: ZYX IVUTS3 P01 LEKJTHGFSOCBA

G2 <
B

_Cryptoxram - PC0CRCV YTLGD YT ARG I
JIBX T

2d Test - "rlain text" -~ 2K 2G DI JVY v

e
<3G

(5) deithner does the second test yield intelligible text.
3ut let the results of the two tests be superianposed. Thus.

[

— Cryptogram : ~£2C3ACV YTLGD YT 4. ¢ LavEkil
1st Test - “Flain text" - LYJYF CHFUX CHAVU PYPUFLS
2nd Test - "Flain text" -t 2K ZG¢ DI VY DIBXV QVGMT

(6) It is seen that the lstters of the “plain text"
ziven by the gecond trial are merely the continuants of
the normal sequences initiated by the letters of the
“plain text" siven Wy the first trial. If these sequences
are ‘run down", that is, coupleted within tue coluuns, the
results must obviously be the saue as thouth succsssive
tests exactly similar to the first two vere applied to the
cryptogran, using one reversed normal and one direct
noraal component. If the crypto:ram has really been pre-
pared vy ircaas of a sinrle reversed standard alphabet, one
of the generatrices of the diagram that results from cou-
pleting the sequences nmust yield intellizible text.

(7) Let the diagram be made, or.hetter yet, if the
stuient has already at hand the set of sliding strips
referred to in the footnote to page 44, let him "set up"
the letters given by the first trial. Fig. 12 shows the
diasram and indicates the plain-text zeneratrix.
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PCROCVYTLGHNYTABGLGVPI
LYJYTFCHPUZXCHA I/UPUFLS
. 2KZ23DIQNVYDIBAVIVEHMT
NALLHEJRI/ZEJCYJRITHUINU
OBHBIFKSXAFKDZXSXIOV
PONCIJGLTYBGLIZAYTY TP J-
1DO0ODKHLUZCHHFB2UZ2K1)X
#REZPELINVADINGCAVALRY .
SFP)FMJOWBIZIJOHDB.BUS 2
TGRGNKPXCFKPIECXCNTA
UHSHOL })YDGLQJFDYDOUB .
VITIPLRZEAHWRKGEZEPVGC
YIJUJINSAFINSLHFAF QWD
XKVEROTBGJOTHIGBGRIXEC
YLULSPUCHKPUNJHCHSYF
' ZLUXUPQAVDILYVOKIDITZEG
ANYNUYURIZJHRVPLIETJIJUAH
BOZOVSXFKNSXTMKEFKVBI
CPAPIYTYGLOTYRNLGLWUCI
DYIBIXUZHK PUZSOMHMIXDK
ERCRYVAINNRVATPNINYZRL
FSDS2WBJORJIBUAQOJOZTFM
GTETAXCKPSXCVRPEPAGH
HUFUBYDL ;TYD /8 JLQRBHDO
IVGVC2Z23ILRUZIXTRIERCIP
JITHI!DAFHSVAPFPYUSNSDJIQ
KXIXEZBGOT /IBGAVTOTEKR ‘
Fig. 12
(8) The only difference in procedure between this .

case and the preceding one (waere the cipner alphabet
was a direct standard alphabet) is that the letters of
the cipher text are first "deciphered" by means of any
reversed standard alphabet and then the dolumns are
"run down" according to the normal ABC...Z seguence.
For reasons which will become apparent very soon, the:
first step in this method is called "converting the
cipher lett~rs into their plain-component equivalents";
the second step is the sace as bhefore “ecompleting the
plain-component sequences™.

21. ©Special remarks on the rethod of solution by co-plaeting the plain-
component sequence. - a. The terms employed to designate the steps in the
solution set forth in rar. 20 b, viz., "converting the cipher letters into
their plain-component equivalents" and “completing the plain-com onent se-
quence", accurately describe the process. Their meaning will becowme more
clear as the student prosresses with the work. It may be said that when-
ever the plain component of a cipher alphabet is & known sequence, the dif-
ficulty and tiiie required to solve any cryptogram involving the use of that ’
plain component is practically cut in half. In _some cases this knowledge
facilitates and in other cases is the only thinz that makes possible the
solution of a very short cryptogram that mizht otherwise defy solution.
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Later on an example will be ziven to illustrate what is meant in this
regard.

‘b, The student should take note, howevsr, of two qualifying expres-
sions that were employed in a preceding rara-raph to describe the resulis
of the application of the umethod. It was stated that “one of the gener-
atrices will exhibit intelligible text a}l_ﬁggﬂEQXJgggggg; this text will

¢ practically invariasbly be the plain text' 111 there ever be a case in
which riore than one 7generatrix will yleld intelligible text throu-hout
its extant?! That obviously depends almost entirely on the number of let-

. ters that dare aliined to form a zeneratrix. If a zeneratrix contains but
a very few letters, only five, for example, it may happen as a result of
pure chance that there will be two or more generatrices sho.ing what
might be "intelligible text". lote in Fig. 11, for example, thal there
are several cases in *hich 3-letter and 4-letter mnglish words (alif, VAIN,
50T, TIP, etc.) appear on generatrices that are not correct, these words
being formed by pure chance. Sut there is not a single case, in this
dlavraM, of a 5-letter or longer word appearing fortuitously, because ob-
v1ously the longsr the 'sord the'smaller the probability of its appear-
ance purely by chance, and the probability that two generatrices of 15
letters each will both yield intelligible text along their entire length
is exceedingly remote, so remote, in fact that in practical crypftography
such a case may be considered nonexlstent.

¢. The student should observe that in reality there is no difference

whatgsoever in principle between the two methods presented in subpars. a

and b of Far. 20. In the former the preliuinary step of converting the

cipher latters into their plain-component equivalents is apparently not

preseant but in reality it is there. The reason for its apparent absence

° is that in that case the plain component of the cipher alphabet is identical
in all respects with the ciphar component, so that the cipher letters re-
quire no conversion, or, rather, they are identical with the equivalents
that would result if they -rere converted on the basis a; = hpe In fact,

if the solution process had been arbitrarily initiated by converling the
cipher letters into their nlain-component eauivalents at the setting a4, =
diny for exaple, and the cipher component slid one interval to the rlvﬁt
thereafter, the results of the first and second tests of Far. 20 g would

be this-.

Crvntoger;; ~XKVKROTBGJOT..IGBGEGRIR
lst Test = "Flain text" - LY J fFCHPUXCHA sUPUFLS
2nd Test - "1lain text" - L Z L Z2GHINVYDIBXVQRQVEGMT

Thus, the foregoing diagram duplicates in every particular the diagram re-
- sulting from the first two tests under Par. 20 a. a first line of cipher
letters, a second line of letters derived from them but showing externally
no relationship with the first line, and a third line derived imu:ediately
. from the second line by continuing the direct normal sequence. This point

A person with vatience and an inclination toward the curiosities of the
science uizht construct a text ol 15 or more letters which would yield twe
"intellizible" texts on the plain-couiponent completion diagram.
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is brought to attention only for the purpose of showins that a single,
broad principle is the basis of the 7eneral method of solution by complet-
ing the plain-comprnent sequence, and once the student has this firmly in
mind he will have no difficulty whatsoever in realizing when the principle
is applicable, what a powerful cryptanalytic tool it can be, and what re-
sults he may expect from its application in specific instances.

d. In the two foregoing examples of the application of the principle,
the plain component was a normal sequence but it should be clear to the
student, if he has grasped what has been said in the preceding subpara-
graph,, that this component may be a mixed sequence which if kaown (that is,
if the sequence of letters comprising the sequence is known to the crypt-
analyst) can be handled just as readily as can a plain component that is a
normal sequence.

. It is entirely immaterial at what points the plain anl the cipher
components are juxtaposed in the preliminary step of converting the cipher
loetters into their plaein-component equivalents. For example, in the case
of the reversed alphabet cipher solwved in rar. 20 b, the two components
were arbitrarily juxtaposed to give the value & = A, but they might have
been juxtaposed at any of the other 25 possible points of coincidence
without in any way affecting the final result, viz., the production of one
plain-text zeneratrix in the completion diagram.

22. Value of mechanical solution as a short cut. - a. It is obvious
that the very first step the student should take in his attempts to solve
an unknown cryptogram that is obviously a substitution cipher is to try
the mechanical method of solution by coupleting the plain-component se-
quence, using the normal alpohabet; first direct, then reversed. This takes
only a very few minutes and is conclusive in its results. It saves the
labor and trouble of constructing a monoliteral-frequency distribution in
case the cipher is of this simple type. Later on it will be seen how cer-
tain variations of this simple type may also be solved by the application
of this method. Thus, a very easy short cut to solution is afforded, which
even the experienced cryrtanalyst never overlooks in his first attack on an
ungnown cipher.

b. It is iaportant now to note that if neither of the two foregoing
attempts is successful in brinzing plain text teo 1itht and the cryptogram
is guite ohviously monoalphabetic in character, the cryptanalyst is war-
ranted in assuminz that the cryptozram involves a mixed cipher alphabet.
The steps to be taken in attacking a cipher of the latter type will be
discussed in the next section.

1 There is but one other possibility, already referred to under lar. 17 4,
waich involves the case where transposition and monoalphabetic substitu-
tion processes have "een applied in successive steps. This is unusual,
howewvar, and will be discussed in its proper place.

*
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SECTION VI
MuOLITA AL SUSSTITULIVN JITH MIXGD CIVHBR ALPHASZSTS
Paragraph
Basic reason for the low degree of cryptographic security
afforded by monoalphabetic cryptograms involving standard

cipher alphabets « o o s o & o o o 2 ¢ o o o a o o o o o o 23

Preliminary steps in the analysis of a monoalphabetic, mixed-
alphabet cryptogram. « « o o o o & o o ¢« ¢ o o s o o « o 24

Furthe; data concerning normal piain 117-3 < TR I 25
Preparation of the work sheet o « « ¢« o 2 o s o« s o « o @ 26
Triliteral-frequency distributionsS. « o o « o o o o o o o . zﬁ
Classiffing the cipher letters into vowels and‘consonapts 28

Further analysis of the letters representing vowels and
,ConsonantSocoon---ao-o-.non-on 29

Substitdting deduced values in the cryptogram . . « + 30
Completing the Solution e ® ® e 6 ¢ ©v ® & € ® ® § o ®© o 31
General remarks om the foregoing solution « « « « o & o & - 32

' The "probable-word" method; its value and applicabilitf o o . 33

. . .
. Sglution of additional cryptograms produced by the same cipher
m'-compofien‘b...-...-.;.--..-.--.u-...." 34

23. Basic reason for the low degree of cryptographic security afforded
by monoalphabetic cryptograms involving standard cipher alphabeis. - a. The
student has seen that the solution of monoalphabetic cryptograms involving
standard cipher alphabets is a very easy matter. Two methods of analysis
were described, one involving the construction of a frequency distribution,
the other not requiring this kind of tabulation, being almost mechanical in
-nature and correspondingly rapid, In the first of these two methods it was
necessary to make a correct assumption as to the value of .but one of the 26
letters of the cipher alphabet and the values of the remeining 25 letters
become at once known; in the second method it was not necessary to assume a
value for even a single cipher letter. The student.-should understand what
constitutes the,basis'of this situation: the fact that the two components
of the cipher alphabet are composed of known Beguences. .hat if one or
both of these components are, for the cryptanalyst, unknown sequences! In
other words, what difficulties will confront the cryptanalyst if the cipher
component of the cipher alphabet is a mixed sequence? 'ill such an alpha-
bet be solvable as a whole at one stroke, or will it be necessary to solve

"its values individually? Since the determination of the value of one cipher
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letter in this case gives no direct clues to the value of any other letter,
it would seem that the solution of such a cipier should involve consider-
ably more analysis and experiunent than has the solution of either of the

two types of ciphers so far examined occasioned. 4 typical example will
be studied.

24. Preliminary steps in the analysis of a monoalphabetic, mixed
alphabet cryptoram. - a. Note the following cryptogram:

SFDZF IOGHL PZF3Z DYSFF H3ZDS GVHTF UPLVD FGYVJ VFVHT GAaDZZ AITYD
ZYi'ZJ 2IGPFT VTZ3D VFATZ _OFXSB QIDZY VIXOI YVIZF ViiGZZ THLLV XZDFM
HIZal TYDZY 30VFH TZJOFK ZDZZJ SXISG 2YGAV FSLGZ DTHHT CoZRS VTYZD
DZFFH _TZATT YDZYG AVDGZ ZTKAL TYZYb DZFIU ZFZTG UPGOI X 'GHX ASRUZ
PFUID IGHTV ZAGAX

{

b. A casual inspection of the text discloses the presence of several
long ropetitions as well as of many letters of ndrmally low frequency, such
as F, G, V, X, and Z: on the other hand, letters of normally hizh frequency,
such as the vowels, and the consonants Ii and R, are relatively scarce. The
oryptogram is obviously a substitution cipherl and the usual mechanical tests
for determining whether it is possibly of the monoalphabetic, standard-alpha-
bet type2 are applied. The results being negative, the monoliteral-frequency
distribution is iumedistely constructed and is as shown in Fig. 13.

=

=

= = =

= == = - =

= ERBE =z = ==

= = ZEEE Z2E E ===
BEE Z=BEEF=aFE= =E —EEEZE_=EEZ
A 3CDZXEVF¥ G HTIJEKTULTIUUNOPATRSTUVTIXY Z
8 4 123 319191510 3 2 5 2 0 3 5 O 21022 516 1 8 14 35

Fig. 13

g The fact that the monoliteral-frequency distribution shows very
marked crests and troughs means that the cryptogram is undoubtcedly monoalpha-
betics the fact that it has already been tested (by the method of complet-
ing the plain-component sequence) and found not to be of the monoalphabetic,
standard-alphabet type, iadicates with a high degree of probability that it
involves a mixed cipher alphabet. A few moments mi-ht be devotad to making
a careful inspection of the r'onoliteral-frequency distribution to insure that
it cannot be made to fit the normal; the object of this would be to rule out
the possibility that the text resulting from substitution by a standard cipher

cmmnn ——

1 Far. 13 £, g, above.

2 Pars. 20 - 22, above.
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alphabet had not subsequently been transposed. But this inspection in this
case is hardly necessary, in view of the presence of long repetitions in
the message.® (See Par. 13 g)

d. One might, of course, attempt to solve the cryptogram by applying
the simple privciples of fregquency. One might, in other words, assume that
Z, (the letter of greatsst ifrequency) represents Z_; D, (the letter of next
greatest frequency) represents T.o and so on. If tge message were long
enough this simple procedure might more or less quickly give the solution.
But the message is relatively short and many difficulties would be encouns
tered. luch time and effort would be expended unnecessarily, because it is
hardly to be expected that in a message of only 235 letters the relative
order of fresquency of the various cipher letters should exactly coincide
with, or even closely approximate the relative order of frequency of let-
ters of normal plain text found in a count of 50,000 letters. It is to be
emphasized that the beginner must repress the natural tendency to place
too much confidence in the generalized principles of frequency and to rely
too much upon them. It is far better to bring into effective use certain
other data concerning normal plain text which thus far have not been brought
to notice.

25. PFurther data concerning normal plain text. - a. Just as the in-
dividual letters constituting a large volume of plain text have more or
less characteristic or fixed frequencies, so it is found that digraphs and
trigraphs have characteristic frequencies, when a large volume of text is
studied statistically. In Appendix 1, Table 1 are shown the relative fre=-
quencies of all digraphs appearing in the 260 telegrams referred to in
Paragraph 9 g« It will be noted that 546 of the 676 possible pairs of let-
ters occur in these telegrams, but whersas many of them occur but once or
twice, there are a few which occur hundreds of times.

b. In Appendix 1 will also be found several other kinds of tables and
lists which ill be useful to the student in his work, such as the relative
order of frequency of the 50 digraphs of greatest frequency, the relative
order of frequency of doubled letters, doubled vowels, doubled consonants,
and so on. It is suggested that the student refer to this appendix now, to
gain an idea of the data available for his future reference. Just how these
data may be employed will become apparent very shortly.

26. Preparation of the work sheet. - a. The details to be considered
in this paragraph may at first appear to be superfluous but long experience
has proved that systematization of the work, and preparation of the data in
the most utilizable, condensed form is most advisable, even if this takes

1 Tnis possible step is mentioned here for the purpose of making it clear
that the plain-component sequence completion method cannot solve a case in
which transposition has followed or preceded monoalphabetic substitution
with standard alphabets. Cases of this kind will be discussed in a later
text. It is sufficient to indicate at this point that the frequency dis-
tribution for such a combined substitution-transposition cipher would pre-~
sent the characteristics of a standard alphabet cipher - and yet the method
of completing the plain-~component sequence would fail to bring out any
plain text.
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some time. In the first place if it merely serves to avoid interruptions
and ‘irritations occasioned by failure to have the data in an instantly
svailable form, it will pay by saving mental uvear and tear. In the second
place, especially in the case of complicated cryptograms, painstaking care
in these details, while it may not aluways bring about success, is often
the factor that is of greatest assistance in ultimate solution. The de-
tailed preparation of the data may be irksome to the student, and he may
be tempted to avoid as much of it as possible, hut, unfortunately, in the
early stages of solving a cryptogram he does not Lnow (nor, for that mat-
ter, does the sxpert always know) just which data are essential and wvhich
may be neglected. Even thousnh not all of the data wmay turn out to have
been necessary, as a zeneral rule, time is saved in the end il all the
usual data are prepared as a regular prelinminary to the solution of most
cryptorrans. -

b. TFirst, the cryptozraa is recopied in the form of a work sheet.
This sheet should be of a good quality of puper so as to vithstand con-
siderable esrasure. If the crypbtogjram is to %o copied by hand, cross-sec-
tion paper of ;" squares is extremely useful. The .uritiny should be in
ink, and plain, carefully made roman capital letters should be used in all
cases., If the cryptosram is to be copied on a typewriter, the riboon em-
ployed should be impregnated with an ing thet vill not smear or smudge
under tms hand.

¢. The arrangement of the characters of the cryptozram on the work
sheet 1s a matter of considerable importance. If the cryptogram as first
obtained is in groups of regular length (usually five characters to a
group) and if the monoliteral-frequency distridution shows the cryptogram
to be monoalphabetic, the characters should be copied ithout regard to
this grouping. It is advisable to allow one space bet7een letters, and
to write a constant number of letters per line, approximately 25. At least
two spaces, preferably thrze spaces should be lsft hetween horizontal lines.
Care should be talen to avoid crowdinz the letters in any case, for this is
not only confusing to the eye »ut also mentally irritatinz when later it is
found that not enough space has been left for making various sorts of marks
or indications. If the cryplozraw is orininally in what appears to be word
lengths (and this is the case as a rule only with the cryptograms of ama-
teurs), naturally it should be copisd on the work sheel in the original
groupings. If furth>r study of a crypbtogram showvs that soue special group-
ing is required, it is best to rscopv it on a fresh work sheet rather than
to attenpt to indicate the new grouping on the old vork sheet.

d. In order to be able to locate or refer to specific letters or
zroups of letters with speed, certainty, and vithout possibility of con-
fusion, it is advisable to use coordinates applied to the lines: and columas
of the text as it appears on the work sheet. To winiusize possibility of
confusion, it is best to applvs letters to the horizontal lines of the text,
numbers to the vertical coluans. In referring to a lstter the horizontal
line in which the letter is located is usually given first. Thus, referring
to the work sheet shown below, coordinates Al7 udegisnate the lstter Y, the
17th lstter in the first line. The lettes I is usuallv enitted from the
series of line indicators,; so as to avoid confusion with the figure 1. If
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"lines are limited to 25 letters sach, then each set of 100 letters of the

text is automatically blocked off by remembering that 4 lines constitute

100 letters.

Lo

of the frequency of that character in the whole cryptogram.

Above each character of the cipher text may be some indication
This indica-

tion may be the actual number of times the character oceurs, or, if colored
pencils are used the cipher letters may be divided up into three cate-
high frequency, medium frequency, and low frequency.

corles or UPOHPB

It is perhaps 51mpler, if clerical help is available, to indicate the

actual frequencies. This saves constant reference to the frequency tables,

which interrupts the itrain of thought, and saves considerable time 1n the

end.

£.

After the special frequency distribution, explained in Par. 27

below, has been constructed, repetitions of digraphs and trigraphs should
In so doing, the student should be particularly watchful
of trigraph repetitions vhich can be further extended into tetragraphs

be underscored.

and polygraphs of greater length.

characters should be set off by heavy vertical lines, as they indicate
repeated phrases and are of considerable assistance in solution.
ible digraphs should also be indicated by an underscore with a loop in

it.

nificant as regards the distribution or recurrence of the characters
should be noted.
80 a8 not to cause snudging.

herewith.

1 2 3 4 5 6

10 19 23 35
A. 8 F D Z

19 16 15 22
B. ¢ V H T

8 10 22 14
C. A I

T ¥
2319 8 10
2 _F

X S
22 15 5 5
2. T !

L L
22 35 23 19
F.T 2 D F

23 22 15 15
D T H ¢

14 23 35 14
Y D Z Y

35 19 35 22
J.Z F 2 T

31915 22
E & HT

a4

D.

G.

H‘

K.

19
F
19
F

23

K

22
T

19

Ial
T

19

0y
u

16
v

10
I

5
u

Anything which stri:es the eye as being peculiar, unusual, or sig-

Repetitions of more than six or seven

Revers-

#l1l these marks should, if convenient, he made with ink
The work sheet will now appear as shown

7 8 910 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
31915 5 53519 19 35 23 14 10 519 15 4 35 23 10
0O ¢ H L PZPFG ZDJYSPTFHTBTEZTDS
5 516 23 19 19 14 16 3 16 19 16 15 23 19 8 23 35 35
P LY DFGYVJIVFVHTGADZ 2
14 19 35 3 35 22 19 5 22 16 22 35 4 23 16 19 15 22 35
YF z2J 2T GP TV T 2 BDVFHT 2
10 23 3514 16 22 8 310 14 16 22 3 19 16 2 19 35 35
I D2YVTIX0TIVYVTEZEZTPFUVMYGZ Z
35 23 19 2 15 22 35 8 10 22 14 23 35 14 4 23 16 19 15
Z D F d H T Z A I T YD 32 YBDVYTFH
23 35 35 310 810 10 19 35 14 19 8 16 19 10 5 19 35
D 2 2 J S XIS G 2ZYGAVTFSULG 2z
23 35 2 10 16 22 14 35 23 3 35 19 19 15 22 35 8 10 22
D Z RSV TY2DO 2Z2FFHT 2 AIT.
16 23 19 35 35 22 2 15 10 22 14 35 14 10 23 35 19 15 5
VDG 2 ZTKHTITJYZ2T7YSDZGHT
5192310 8 11915 8 810 2 5352319 5 10 23
PG 0 I XV GHIXASZ RU 2DFUTID
819 8 8

A G X X
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27. Triliteral-frequency distributions. ~ a. In vhat has gone before,
a type of frequency distribution knowm as a monoliteral-frequency, bar-dis-~
tribution was used. This, of course, shows only the number of times each
individual letter occurs. In order to apply the normal digraph and trigraph
frequency data (given in Appendix 1) to the solubtion of a cryptogram of the
t7pe now being studised, it is obvious that the data with respect to digraphs
and trigraphs. occurring in the cryptogram should be compiled and should be
compared with the data for normal plain text. In order to accomplish this
in suitable manner, it is advisable to construct a slizhtly more complicated
form of distribution termed a triliteral-frequencw distribution.l

be Given a cryptogram of 50 or more letters and the tasl: of determin-
ing what trigraphs are present in the cryptozrum, there are three ways in
vhich the data way be arranged or assembled. One may require that the data
show. '

(1) wach letter with its two succeeding lettors,

(2) Bach lettsr rith its two preceding letters;

(3) Bach lettsr with one preceding letter and one
succeeding letter.

¢« A distrihution of ths first of the three forecoiny types may be
desiznated as a “triliteral-frequency distribution shoing two suffixes";
the second type may be designated as a "triliteral-frequency distribution
showing two prefixes"; the third type may be designated as a "triliteral-
frequancy distribution showing one prefix and one suffix." juadriliteral-
and pentalileral-frequency distributions may occasionally be found useful.

d. Jhich of these three arrangoments is to be employed at a specific
time depends largely upon what the data are intended to show. For present
purposes, in connsction with the solution of = monoalphabetic substitution
cipher employing a mixed alphabet, possibly the third arrangewment, that
showing one prefix and one suffix, is amost satisfactory.

e. It is convenient to use " cross-section paper for the construction
of a triliteral~frequency distribution in the form of a bar-distribution
showing crests and trouths, such as that in Figure 14. In that fizure the
prefixz to each letter to be rocorded is inserted in the upper half of the
cell diractly opposite the cipher letter being recorded; the suffix to each
letter is inserted in the lower half of the csll directly opnosite the let-
ter being recorded; and in each case the prefix ond the suffix to the let-
ter being recorded occupy the same cell, the prefix being directly above the
suffix. The number in parentheses zxives the total freyuencr for each lstter.

Heretofore such a distribution has been terwed a "trigraphic-frequency
table". It is thouzht that the word “triliteral"is more suitable, to cor-
respond with the designation '"monoliteral' in the case of the distribution
of the sinzle letters. The use of the word "distribution" to replace the
word "table" has already been explained.
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Gv vF PH IY VO OY v g ¥B %Z& 2% JF SI ZF BD
ZI SG 78 VL 26 SV VI GD Z5 EL D2 UL D -IY ¥ Y0 vZz T D
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(8) {4} (1) (23)(3) (19)(19)(a5)}(10} (3) (2] (5} (2) (0) (3) (5B) {0} (2} (10)(22) (5) (161 (1) (8) (14}(35)
Fir. 14
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For example, in Fiz. 14, note the prefixes and suffixes of the letter Dcs
D(23) P Z2VAYBZ2IZYB22202YVvVsS ezl
23] 2 YSFZZVFZFZVFZT2 zczx E

£« The triliteral-frequency distribution is now to be examined with
a view to ascertaining what digraphs and trigraphs occur two or more times
in the cryptogram. Consider the pair of lines containing the prefixes and
suffixes to D, in the distribulion, as shown dirsctly above. This palr of
lines shows that the following digraphs appear in the cryptogram:

Sigraphs based on prefixes Digraphs based on suffixes
F>, Zb, ZD, VD, AD, YD, BD, nz, by, bs, DF, DZ, DZ, DV,
zb, ID, 2D, YD, BD, ZD, ZD, or, Dz, DF, DZ, DV, DF, DZ,
zb, ¢b, 2b, YD, VD, SD, GD, JF, D2, DO, DZ, DG, DZ, DI,
ZD, ID or, DB

The nature of the tabulation in the triliteral-frequency distribution is
such that in finding what digrephs are present in the cryptogram it is im-
material whether the prefixes or the suffixoes to the cipher letters are
gtudied, so_long as one is consistent in the study. For example, in the
foregoing list of digraphs based on the prefixes to O,, the digraphs FJ,
ZD, ZD, VD, etc., are found; if now, the student will refer to the suffixes
of Fc’ Zc, Vc’ etc., he will find the very same digraphs indicated. This
being the case, the question may be raised as to vhat value there is in
listing both the prefixes and the suffixes to the cipher letters. Ths
answer is that by so doing the trigraphs are indicated at the same time.
For example, in the case of Dy, the following trigraphs are indicateds

FD%, ZDY, Z0S, VOF, ADZ, YDZ, BDV, ZDr, IDZ, ZDF, YDZ, BDV, ZDF,
ZpZ, zZnr, Cnz, Zbo, YDz, VDG, SDZ, GDI, ZDF, IDE.

ge The repeated digraphs and trigraphs can now bs found quite readily.
Thus, in the case of D, examining the list of digraphs based on suffixes,
the following repetitions are noted:

DZ appears 9 times
DF appears 6 times
DV appears 2 times

Examining the trigraphs with J, as central letter, the following roepeti-
tions are noted:

ZDF appsars 4 times
¥DZ eppears 3 times
BDV appears 2 times

h. It is unnecessary, of course, to go throush the detailed procedure
set forth in the preceding subparagraphs in order to find all the repeated
digraphs and trigraphs. The repeated trigraphs with D, as central letter
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can be found merely from an inspection of the prefixes and suffixes op-
posite D, in the distribution. It is necessary only to find those cases
in whlch two or more prefixes are identical at the same time that the suf-
fixes are identical. For example, the distriution shows at once that in
four cases the prefix to D, is Z at the same time that the suffix to this
letter is F,. Hence, the %rlvraph ZDF appears four times. The repsated
trigraphs may all be found in this manner.

i. The most frequently repeated digraphs and trigraphs are then as-
sembled in what is termed a condensed table of repetitions, so as to bring
this information prominently before the eye. As a rule, digraphs which
occur less than four or five times, and trigraphs which occur less than
three or four times may be omitted from the condensed table as being rela-
tively of no importance in the study of repetitions. In the condensed
table the frequencies of the individual letters forming the most important
digraphs, trigraphs, etc., should be indicated.

28. Classifying the cipher letters into vowels and consonants. - &.
Before proceeding to a detailed analysis of the repeated digraphs and tri-
graphs, a very important step can be teken which will be of assistance not
only in the analysis of the repetitions but also in the final solution of
the cryptogram. This step concerns the classification of the high-fre-
quency letters into two groups: vowels and consonants. TFor if the crypt-
analyst can quickly ascertain the equivalents of fthe four vouels, A, B, I,
and O, and of only the four consonants, W, R, S, and T, he will then have
the values of approximately two-thirds of all the cipher letters that oc-

P cur in the cryptozram; the values of the remaining letters can almost be
filed in automatically.

b. The hasis for the classification will be found to rest upon a
comparatively simple phenomenon. +the associational or cowbinatory be-
havior of vowels is, in general, quite different from that of consonants.

If an examination be made of Table 7TBin Appendix 1, showing the relative
order of frequency of the 18 digraphs composing 25 per cent of _Jnglish
telegraphic text, it will be seen that the letter B enters into ‘the composi-
tion of 9 of the 18 digraphs; that is, in exactly half of all the cases the
letter 4 is one of the two letters forming the digraph. The digraphs con-

taining & are as follows:

3D 1IN ER ES
NE Ri SE Ts Vi

The reinaining nine digraphs are as follows.

AN HND OR ST
. IN T TH
ON TO

. None of the 18 digraphs are combinations of vowels. Note now that of the
9 combinations with &, 7 are with the consonants N, 7, S, and T, one is
with D, one is with V, and none is with any vowel. In other words, E, com-
bines most readily with consonants hut not with other vowels, or even with
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A

itself. Using the terms often employed in the chemical analogy, E shows a

rreat "affinity" for the consonants ¥, R, S, T, but not for the vowsels.

Therefore, if the letters of highest franuency occurring in a given crypto-

gram are listed, tozether -Ath the number of times each of them combines

=7ith the cipner equivalent of &, those “/hich show considerable combining

power or affinity for the cipheg equivalent of BE_ may be assumed to be the

cipher equivalents cf N, 3, 5, T,3 those which do not show any affinity for

the civher sjuivalent of B, may ge assumed to be the cipher equivalents of »
Ay I, 0, Uy. Applying thess principles to the problem in hand, and examin-

ing the triliteral-frequency distribution, it is quite certain that Zc = fip,

not only because Z_  is the letter of highest frequency, bubt also hecause it R
combines with several other high-frequency letters, such as D,, F;, G, stce.

The nine letters of next highest frequency are:

23 22 19 19 15,15 14 10 10
b T F ¢ Vv H ¥ 5 I

Let the cowmdinations thase letters form with 2, be indicated in the follow-
inz manner.

llo. of times
Z, occurs,as

o

prefix —;:’ — —
Cipher Letter:- D(23) ,f?Ez) fzig) dzig) v(le) H(15) v(14) s(10) I(10)

Hfo. of times % - )
Zc occurs as

suffix

if )
i
I

Consider D,. It occurs 23 times in the messagze and 18 of those times it is
combined with Z,, 9 times in the form 2,0, (= E@.)), and 9 times in the form
o2, (=€8,). It is clear that D, must De a consonant. In the same way,
consider T,, which shows 9 combinations with 4;, 4 in the form Zdrc (= Eep)
and 5 in the form T Z, (= 6B,). The letter T. appoears to represent a con-
sonant, as do also the lotters Fes Gg» and Yoo On the other hand, consider
Ves occurring in all 16 tiunes but never in combination with Z,; it appears
to represent a vovel, as does also the letters H,, S, and I;. So far,
then, the following classification would seem logical:

Yowels Consonants
Ze(= 35)y Vg, Hyy 845 I Dgs Tgs Fos Ggs Yo
29, PFurther analysis of the lotters representing vowels and consonants. - >

g. Op is usually the voel of second “igzhest frequency. Is it possible to

datermine vhich of the letters V, H, 5, I, is the cipher equivalent of Oy?

Let reference bs nade again to Table 1l in aAppendix 1, where it is seen that >
the 10 most frequently occurring diphthon<ts are.

Diphthong - IO OU EA &I AT I AU EO AY UR
Frequency - 406 365 345 273 172 131 128 121 120 114
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If v, Hy S, Ic are really the cinhier equivalents of A, I, O, U (not re-
spectlvely), perhaps it is nossible to determine which is vhich by examin-
ing the combinations they aake among themselves and with 2. (=B ) Let

the combinations of V, &, 5y I, and Z that occur in the message be listed.
Thers are only the following:

22;(= 3d,) - 4 HI -1
» VH Ll 2 Sv - l
HH -1 s -1
. Hote the doublaet HH,j; if Hc is a vowel, then the chances ars excellent

that L = 0, becausoc t"e doublets nA » LI p? UU,, are practically non-ex-
1stenb, whereas the double vouwsl comblnatlon, 08 p? is of next highest

frequency to the double vowel combhination, Ii, . If H, = OP’ then V. must
be Ip because the digraph VH; occurring two times in the nessage could
hardly be AOP, or UOP’ whereas the diphthong IV, is the one of nigh fre-

queicy in inglish. So far then, the tentative (because so far unverified)
results of the analysis are as follows.

Zo =Ep  H, =0 v

c P c=Ip

This leaves only two letters, I, and S.s classified as vowels, to be sep-
arated into Ap and Up. Hote the digraphs:

HI, = 00
- SV, = 6L,

IS, = GGP
- Only two alternatives are opsen.

(1) Zither I, = Ap and S¢ = Up,
(2) or Ic = Up and S; = dp.

If the first alternative is selected, then

SV, = UI,
IS, = AT‘.IP

If the second alternative is selocted, then

dI, = 0U,
a2 SVc = AIp

The eye finds it difficult to choose between these alternatives; but sup-
> pose the frequency values of the plain-text diphthongs as given in Table 1l
| of Appendix 1 ars added for each of these alternatives, giving the follow-
| ing:
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frecuency value = 72
frecuency value = 46
{requency value =128

Total 246

frequency value =355
SV, frequency value =172
15, frequency valus =_48

Total 585

i"athematically, the sscond alternative is almost twice as probable as the
first. Let it be assumed to be correct and the following (still tentative)
velues are now at hand:
Zc = Ep HG - Op Vc = Ip 50 - Ap IG = Up

b. Attention is now directed to the letters classified as consonants.
Jdow far is it possible to determine their values? The letter, Dy, from
considerations of frequency alone, would seer to be T_, but its frequency,
23, is not considerably greater than that for Tc' Itpis not much greater
than that for F_ or Gc, with a frequency of 19 each. But perhaps it is
possible to determine not the value of one letter alone but of two letters
at one stroke. To do this one may make use of a tetragraph of considerable
importance in dnglish, viz., TION,. TFor if the analysis pertaining to the
vovels is correct, and if Vi, = I0,, then an exumination of the letters
imaediately befors and after the digraph VH, in the cipher text might dis-
close both Tp and Np. Reference to the text gives the following:

GVHT, FVHT,

GIOGP 9106y

The letter T, follows VHc in both cases, indicates very provably that Te =

Hys but as to whether G, or F, equals Tp cannot be decided. However, two
conclusions are clear: first, ths letter D, is neither Tp nor Ng, from

which it follows that it must be either Ry, or S,; second, the letters G,
and F, must be either T, and Sp, respectivaly, or S_ and T, respectively,
because the only tetrazraphs usually found (in Englgsh) containing the
diphthong IOp as central letters are S5I0u, and TIOWN,. This in turn means
thet as regards U,, the latter cannot be gilher R, or Sp; it must be Ry,

a. conclusion which is corroborated by the fact that 20, ( = ERp)and o

(= RZ,) occur 9 times each. Thus far, then, the identifications, when in-
serted in an enciphering alphabet, are as follows.

Plgin : ABJODESFCGHIJKLINOP 3RST
Cipher: S Z v TH D GF
TG

B

VIiXYZ
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30. Substituting deduced values in the cryptogram. - a. Thus far
the analysis has been almost purely hypothetical, for as yet not a single
one of the values deduced from ths foregoing analysis has been tried out
in the cryptogram. It is high time that this be done, because the final
test of the validity of the hypotheses, assumptions and identifications
made in any crvptographic study is, after all, only this: do these
hypotheses, assumptioas and identifications ultimately yield verifiable,
intelligible, plain-text when consistently applied to the cipher text?

bs At the present staze in the process, since there are at hand
the assumed values of but 9 out of the 25 letters that appear, it is ob-
vious that a continuous "reading" of the cryptogram can certainly not be
- expected from a mere insertion of the values of the 9 letters. However,
the substitution of these values should do two things: first, it should
immediately disclose the fragaents, outlines, or "“skeletons" of "good"
words in the text; and second, it should disclose no places in the text
vhere "impossible" sequences of letters are established. By the first is
meant that the partially deciphered text should show the outlines or
skeletons of words such as may be expected to be found in the communica-
tions this will becowme quite clear in the next subparagraph. By the
second is mneant that sequences, such as "AOUSN" or "TWRSHE:IO" or the like,
obviously not possible or extremely unusual in normal Inglish text, must
not result from the substitution of the tentative identifications result-
ing from the analysis. The appearance of several such extremely unusual
or impossible sequences at once signifies that one or more of the assumed
values is incorrect.

¢ Here are the results of substituting the nine values which have
been deduced by the reasoning based on a classification of the high-fre-
quency letters into vowels and consonants and the study of the members of
the two groups: .
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1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25

[
¥

owmn<d n N M 0 N [ W03 M Tl N @ n N A o H = n D mOm
pr] ™ ot 3] —~ on o o
nAAam n N o = N N3 OEEHpyn oWk oMW nimo O
o2 m o om ~ - -1 —~ ~
n N mn 0O nmo o e O > H n = o = R RGN 0 o
™ ] ~—~ — — i
< o o ) O wn < 0y N 0y N g o
< m @ = @ B B0 = ® Qe Q M NA m SFREBn
m o (] W0 > %] H o = o B2 QoM A
ﬁ H ?E ~ 1_V +m ~ @ a o o
o = N o 2 mfAm o =N <H P 0 > H n I o [« 1/ B i Ny
o o2 o - ~ . ~t — 1 o
n A4 [To e R @] < M o 7 n Ny F w0 < o B B+ <t P [T Bt we)
— ] ~t ~
O v <% W = H 0 N A INE =] o nm oS o» KB n N N M
prt ' — ) o o ~ — o
o 55} o = W0 = <t < P 0 N < B [« 3/, 0
MNY 1_W_T 9~T 1_V ] ~ m ] ~
o H [~ o | < P o2 = N R [y el [NEZ R o <¢
Z.D.n M"V i ~ 2~T ™ o
0 o g m o 2 O = QH o ey nAMm o H 0 »<¢
" o2 ~ — i o™ —
OB W0k H [To RN ™m O o <4 o wn< in N E i MmO nmo
~ P ~ ™ i ~
(<3 -T ] < P B 0 Tol S| O <t P o M <t v -
! ~ — o —~ ot o
0N M OLMEH NRERA N 4 = o B 0 >4 = N = ~ e
) ~ o o ot o o
A o WM E (N ] n (o] Qwn < 0 > H NN E w 4
e 1*F.Tﬂb m A = 1_H — ~ ™
w0y 1 m M (o R} L - o= (1 Be] O v <k N3 g Q H W >
o ~ — o e
Te) 0n N R Ny o 0N M o M [ 0 s ] oA 0 M
lHO MVI 3] o €] lFTS o a o] o
™S n R [T o & B A e E~N:A [To Q| 0 N A A m RO, B RO NN
~ ~ o2 '] o o o ~ i
mo n A < O 4 N 83 7} mAam m o 0 > - [Te s ™ w <
~ 1 ™ o '] ~—
o H n o n N ] oL H 0 > [To R e ~ O o0 -4 n o o M
-t o ~ [3¢]
o ;M o B mn A <+ m 0O B o M o 2 [ />3 v O > HH
— ~ o = o ~ i ~
n N o2 Z < P4 o < Te} o n oo < P 2] o
a e ZTV ) lS w lFTS 9 = ZTN 2TN
o0 m nmo o B = o0 = T m n oo n N E NNy E 0o
o — o o ~ o o ~
o /5] O > QM o 0n (o] n N M N B A mn QM o o
- & ] o~ 1¢W‘Tna 1_H m o o 1*F.Tnb ~ &
o« AL NE 0= oM o2 B4 12 N B4 R nAm <t P i o3 A o
~ ~ o o2 ~N o — on
= m O (=] = =] t fao! ) Mt

llote the following por-

Ho impossible sequences are b -ought to light, and, moreover, several

long words, nearly complete, stand out in the text.

QI
tions:
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Bach tine an additional value is

In this case the decipherment is as follows:

I0NS, NINE PRISONZRS, and AFTTRNOON.

T

5

5 6 7 8 91011 12 13 14 15 16 17 18 19 20:21 22 23 24 25

Completing the solution. - a.
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value G, is clearly Tp; that of F, is Sp; and the following additional

values are certain:
until all the identifications are firmly and finally established, and the

obtained, substitution is at once made throughout the cryptogram.
leads to the determination of further values, in an ever-widening circle,

The words are obviously OPZ
message is completely solved.
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Message: AS RISULT OF (BSTIRVAYS OPERATIONS BY FIRST DIVILION THREE HUN-
DIED SEVENTY NINZ rIISONERS CAFTURED IACLUJING SIXTESN OFFICZRS ONE HUN-
DRuD PRISONIRS WERE SVACUATZED THIS AFTZRNOON REIAINDER LESS OWE HUWDRED
THIRTESN JOUNDED ARE TO BX S3UT BY TPUCK TO CHAUBSRSBURG TONIGHT

b. The solution should, as a rule, not be considered complete until
an ettempt has been made to discover all the elements underlying the gen-
pral system and the specific key to a message. In this case, there is no
need to delve further into the general system, for it is merely one of
monoalphavetic substitution with a mixed cipher alphabet. It is necessary
or advisable, however, to reconstruct the cipher alphabet because this may
give clues that later may become valuable.

¢+ Cipher alphabets should, as a rule, be reconstructed by the
cryptanalyst in the form of enciphering alphgbets because they will then
he in the form in which the encipherer used them. This is important for
two reasons. First, if the sequence in the cipher component gives evidence
of system in its construction or if it yields clues pointing toward its
derivation from a keyword or a key-phrase, this may often corroborate the
identifications already made and may lead directly to additional identifi-
cations. A word or two of explanation is advisable here. For example,
refer to the skeletonized enciphering alphabet given at the emd of par. 29b:

. Plain ¢ ABCOEFGHIJKLMNOPRQ
Ciphers S Z v

Suppose the cryptanalyst, looking at the sequence OGFI or DFGI in the cipher
component, suspects the presence of a keyword-mixed alphabet. Then DFGI

is certainly a more plausible sequence than DGFI. Again, noting the se-
quence S.eelaesVeesoTHeo D, he might have an idea that the keyword begins
after the Z and that the TH is followed by AB or BC. This would mean that
either P, Qp = A, B, or B, C,. Assuming that P, Qp = A, B,, he refers in
the frequency distribution and finds that the assumptions Pp = A and Qp =
Bc are not goods on the other‘hand, assuming that P, Qp = B, G, “the fre-
quency distribution gives excellent corroboration. A trial of these values
would materially hasten solution because it is often the case in crypt-
analysis that if the value of a very low-frequency letter can be surely
established it will yield clues to other values very quickly. Thus, if Q

is definitely identified it almost invariably will identify U,, and will P
zive clues to the letter following the U , Since it must be a vowel. In
the case under discussion the identificafion PQp = BC, would have turned

out to be correct. For the foregoing reason an attempt should always be
made in the early stages of the analysis to determine, if possible, the
basis of construction or derivation of the cipher alphabet; as a rule this
can be done only by means of the enciphering alphabet, and not the decipher-
ing alphabet. For example, the skeletonized deciphering alphabet correspond-
ing to the enciphering alphabet diresctly above is as follows:
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Cipher- A 3G D
Plain . R

JKL.NOPMAS

B H
0 AN

I v
U I

tdere no evidences of a keyword-mixed alghabet are seen at all. However,
if the enciphering alnhabet has been examined and shows no evidences of
systematic construction, the Jeciphering alphabet should then be examined
with {lhis in view, because occasionally it is the deciphering alphabet
which shows the presence of a key or keyiny element, or which has heen
systematically derived from a word or phrase. The second reason why it
is imnortant to try to discover the basis of construction or derivation
of the ciphaer alpiabet is that it affords clues to the gesneral type of
keywords or keyinz elements employed by the enemy. This is a psycholojical
factor, of course, and may be of assistance in subsequent studies of his
traffic. It merely gives a clue to the general type of thinkinzg indulged
in by certain of his cryptographsrs,

d. In the case of the forezoing solution, the complete enciphering
alphabet is found to be as follous:

E -

J Lt

Plain = A I i o9~
S Vi W RTHBC

3CJo
Cipher- UXy
Obviously, the letter 2, which is the only letter not appearing in the
cryptogram, should follow P in the cipher component. ilote now that the
latter is based upon the keyword LZaViW ORTH, and that this particular
cipher alphabet has been composed by shifting the mixed sequence based
upon this keyword six intervals to the right so that the key for the
messaze is A = 5,. Note also that the deciphering alphabet fails to zive
any evidence of keyword construcltion based upon the word LEAVEN.JORTH.

Cipher- A B CD X
Plain : HPQRESTO

FGHIJHKLuwNOP R
Uv iFPXJLY 3

57T
1t A M

Uuv /XY
IBINCD

8. If neither the enciphering or the deciphering alphabet exhibits
characteristics which give indication of derivation from a keyword by some
form of nixiny or disarrange-ent, the latter is nevertheless not finally
excluded as a possibility. The student is referred to pars. 46 and 47 of
Special Text ilo. 165, Zlementary :.ilitary Cryptography, wherein will be
found methods for derivingz mixed alphabets by transposition methods ap-
plied to keyword-nixed alphabets. Tor the reconstruction of such mixed
alphabets the cryptanalyst must use ingenuity and a inowledge of the more
common methods of suppressinz the appearance of leywords in the mixed
alphabets.

32. General notes on the foregoing solution. - a. The example
solved above is admittedly a more or less artificial illustration of the
steps in analysis, made so in order to deuonstrate sgeneral principles.

It was sasy to solve because the frequencies of the various cipher let-
ters co-responled quite vvell with the normal or expected frecuencies.
dowever, all crystograms of the same monoalphabstical nature can bs solved
along the same general lines, after more or less experimentation, depend-
ing upon the lenzth of the cryptogram, the skill, and the experience of
the cryptanalyst.
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b. It is no cause for discouragement if the student's initial at-
tenpts to solve a cryptogram of this type require much more time and ef-
fort than were apparently required in solving the foregoing purely il-
lustrative example. It is indeed rarely the case that every assumption
made by the cryptanalyst proves in the end to have been correct; more
often is it the case that the uajority of his initial assumptions are in-
correct, and that he loses much time in casting out the erronsous ones.
The speed and Facilitv with which this elimination process is conducted
is in many cases all that distinguishes the expert from the novice.

¢. Nor will the student always find that the initial classification
into vowels and consonants can be accomplished as eusily and quickly as
was apparently the case in the illustrative example. The principles in-
dicated are very general in their nature and a pplicability, and there are,
in addition, some othsr principles that may be brouzht to bear in case of
difficulty. Of these, perhaps the most useful are the following.

(1) In normal English it is unusval to find two or
three consonants in succession, each of high frequency.
If in a cryptogram a succession of three or four let-
ters of high-frequency appear in succession, it is
practically certain that at least ons of these repre-
sents a vowel.l

(2) Successions of three vowels are rather unusual
in Bnglish.? Practically the only time this happens is

when a word ends in two vowels and the next word begins
with a vowel.3

(3) hen two letters already classified as vowel-
equivalents are separated by a sequence of six or more
letters, it is either the case that one of the supposed
vowsel-equivalents is incorrect, or else that one or more
of the intermediate letters is a vowel-equivalent.,?

1 Sequences of seven consonants are not impossible, however, as in
STRINGTH THROUGH.

2 llote that the -rord RnDIOjD,_past tense of the verb RADIO, is coming into
usage.

34 sequence of five vowels is not impossible, however, as in YOU AUTHORIZE.

4 Some cryptanalysts place a zood deal of emphasis upon this principle as a
method of locating the remaininzg vowels after the first two or three have
been located. They recommend that the latter be underlined throughout the
text and then all sequences of five or more letters showing no underlines

be studied attentively. Certain letters which occur in several such se-
quences are sure to be vowels. An arithmetical aid in the study is as fol-
lows: Take a letter thought to be a good possibility as the cipher equiva-
lent of a vowel (hereafter termed a possible vowsel-equivalent) and find the
length of each interval from the possible vowel-equivalent to the next known
(fairly surely determined) vowel-equivalent. 1.ultiply the interval by the
number of times this interval is found. Add the products and divide by the
total number of intervals considered. This will give the mean interval for
that possible vowel-equivalent. Jo the same for all the other possible vowel-
equivalents. The one for which the mean is the greatest is most probably a
vowel-equivalent. Underline this lstter throughout the text and repeat the
process for locating additional vowel-equivalents, if any remain to be located.
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(4) Reference to Table 7B of appendix 1 discloses
the following.

Distribution of lst 18 digraphs forming 25, of Anglish

text -
. : - No. of consonant-consonant digraphs - 4
Ho. of consonant- vowel digraphs - 6
Ho. of vowel-consonant digraphs - 8
. llo. of vowel-vowel digraphs - 0

Distribution of lst 53 digraphs forming 50, of sSnzlish

text-
to. .of consonant-consonant dlﬂraphs - 8
.o .No. of consonant-vowel digraphs . - 23
. Ho. of vowel-consonant digraphs ' - 18
’ Ho. of vowel-vowel digzraphs C - 4

The latter tabulation shows that of the first 53 di-
graphs vhich form 50,5 of Inglish text, 41 of bthem,
that is, over 754, are combinations of a vowel with a
consonant. In short, in normal English the vouels and
the high-frequency consonants are in the long run dis-
tributed fairly evenly and regularly throughout the

) . text.

(5) As a rule, repetitions of trigraphs in the
- cipher text are composed of high-frequency lstters
forming high-frequency combinations. The latter prac-
tically always contain at least one vowel; in fact, if
reference is wade to Table 13 of .ppendix 1, it will be
noted that 36. of the 56 trlrraphs having a frequency
of 100 or more contain one vowel, 17 of them contain
two vowels, and only three of them contain no vowel.
In the case of tetrazraph repetitions, Table 14 of Ap-
pendix 1 shows that no lLetragraph listed therein fails
to contain at least one vowel, 28 of them contain one
vowel, 25 contain two vowels, and 2 contain three
vowels,

(6) Yuite frequently *hen twd Lknoin vowel-equiva-
lents are separated by six or more letters none of which
“ ' - seens to be "of sufficisntly high frequsency to repre-
e sent one of the wowels A E I O, ths chances are good
) t1at the cipher-eguivalent of the vowel U or Y is pres-
ent. (See'Fdotnote No. 4, page 66)

(7) The letter ) is invariably followed by U; the
letters J and V are invariably followed by a vowel.
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de In the foregoinz example the amount of experimentation or "cutting
and fitting” was practically nil. (This is not true of real cases as a
rule.) /here such experimentation is necessary, the underscoring of all
repetitions of several letters is very essential, as it calls attention to
peculiarities of structure that oftsn yield clues.

8. After a few basic assumptions of values have been made, if short
words or skeletons of words do not becoue manifest, it is necessary to make
further agsumptions for unidentified lettsrs. This is accomplished most
often by assuming a word.l Now there are two places in every messaze which
lend themselves more readily to successful attack by the assumption of words
than do any other places. the very beginning and the very end of the message. -
The reason is quite obvious, for although words may beiin or end with almost
any letter of the alphabet, they usually begin and end with but a few very
common digraphs and trigraphs. In this connection reference should be made
to Tables 15 and 16 of appendix 1. Very often the association of letters in
peculiar combinations will enable the student to note where one word ends
and the next begins., For example, suppose E, N, 5 and T have been definitely
identified, and a sequence like the following is found in a cryptogram.

“ =« =ENTSNE - - «

Obviously the break between two words should fall either after the 5 of

S NTS or after the T of U N T, so that two possibilities are offered:

¢ .BENTS/NB..4,0r...BNT/SHNE. ... Since in English
there are very few words with the initial trigraph S N E, it is most likely
that the proper division is « . . ENTS /NE. . . « Obviously, when
several word divisions have been found, the solution is rendered more easy
by virtue of the greater ease with which assumptions of additional new
values may be made. '

33. The "probable-word" method; its value and applicability. - a.
In practically all cryptanalytic studies, short-cuts can often be made by
assuming the presence of certain words in the message under study. Some
writers attach so much value to this kind of an "attack from the rear" that
they practically elevate it to the position of a method and ¢all it the
"intuitive method" or the “"probable-word method". It is, of course, merely
a refinement of what in every-day language is called "assuning" or "guessing"
a word in the message. The value of making a "good guess" can hardly be
overestimated, and the cryptanalyst should never feel that he is accomplish-
ing a solution by an illegitimate subterfuge when he has made a fortunate
guess leading to solution. 4 correct assumption as to plain text will often
save hours or days of labor, and sometimes there is no alternmative but to
try to "guess" a word, for occasionally a system is encountered the solu-
tion of which is absolutely dependent upon this artifice.

1 This process does not involve anything more mysterious than ordinary,
logical reasoning; there is nothing of the subnormal or supernormal about
it. If cryptanalytic success seems to require processes akin to those of
medieval magic, if "hocus-pocus" is much to the fore, the student should -
begin to look for items that the claimant of such success has carefully

hidden from view, for the mystification of the uninitiated. (See Par. 33

in this connection.)
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b. The exnression "“goou zuess" is used advisedly. For 1t is "good!
in two respects. First, the cryptanalyst must use care in making his as-
sumptions as to plain-text vords. In this he must be guided by extraneous
circunstances leading to the assumption of probable words - not just any
words that come to his mind. Therefors he must use his imazination but
he nust nevertheless carefully control it by the exercise of good judg-
ment. Second, only if the "guess" is correct and leads to solution, or
at least puts him on the road to solution, is it a good guesss - But, while
realizinz the usefulness and the time and labor-saving features of a solu-
tion by assuming a probable word, the cryptanalyst should exercise discre-
tion in regard to hov long he may continue in his efforts with this method.
sometimes he may actually waste time by adhering to the method too long,
if straightforward, methodical analysis vill yield results more quickly.

c. Obviously, the "probable-word" method has iuch wore applicability
when workinz upon material the general nature of which is known, than when
working upon more or less isolated communications exchanged bvetween cor-
respondents conce-~niny whom or whose activities nothing is xnown. For in
the latter case there is little or nothing that the imagination can seize
upon as a backzround or basis for the assumptions.

d. Very frequently, the choice of probable words is aided or limited
by the number and positions of repeated letters. These repetitions may be
patent, that is, externally visible in the cryptographic text as it orig-
inally stands, or they may be latent, that is, externally invisible but
susceptible of being made patent as a result of the analysis. For example,
in a monoalphabetic substitution cipher, such as that discussed in the pre-
ceding paragraph, the repeated letters:are directly exhibited in the crypto-
zram; laler the student will encounter many cases in which the repetitions
are latent, but are made patent »y the analytical process. shen the repeti-
tions are patent, then the pattern or foruula to vhich the repeated letters
conform is of direct use in assuming plain-text words; and when the-text
is in word-lengths, the pattern is obviously of even greater assistance.
Suppose the cryptanalyst is dealing with wilitary text, in which ‘case he
may expect such worde as JIVISION, BATTALION, etc., to be present in the
text. The positions of the repeated letter I in DIVISION; of the revers-
ible digraph AT, TA in BATTALION, and so on, constitute for the experienced
cryptanalyst, tell-tale indications of the presence of these vords, even
‘then the text is not divided up into its original word lengths.

1 General Givierge in his 'Cours de Cryptographie (p. 121) says "However,
expert cryptanalysts often employ such details as are cited above [ﬁn con-
naction with assuaing the presence of ‘probable words'], and the experience
of the years 1914 to 1918, to cite only those, prove thal in practice one
often has at his disposal elements of this nature, permitting assumptions
much more audacious than those which served for the analysis of the last
exanple. The reader would therefore bve wrong in imagining that such for-
tuitous elements are encountsred only in cryptographic works where the
author deciphers a document that he himself enciphered. Cryptographic
correspondence, if it is extensive, and if sufficiently numerous working

" data are at hand, often furnishes elements so complefe that an author would
not dare use all of them in solvinzy a p oblem for fear of being accused of
obvious exagzeration."
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e¢. The important aid that a study of word patterns can afford in
cryptanalysis warrants the use of definite terminology ana the establish-
ment of certain data having a bearing thereon. The phenomenon herein
under discussion, namely, that many words are of such construction as re-
gards the number and positions of repeated letters as to make them readily
identifiable, will be termed idiomorphism (from the Greek “"idios" = one's

own, individual, peculiar 4+ "morpi'¢" = form). tords wvhich show this
phenomena will be termed idicmorphice It will be useful to deal with the .
idiomorphisms symbolically and systematically as described below.

£. "hen dealing with cryptograms in which the word lengths are de-
termined or specifically shown, it is convenient to indicate their lengths N
and their repeated letters in somo easily recbgnized nanner or by formulas.
This is exemplified, in the case of the word JIVISIOH, by the formula
ABOBDBEF; in the case of the word BAM4LICW, by the formula ABCCBLE®G  If
the cryptanalyst, during the course of his studies, rakes note of striking
formulas he has encountered, with the words wvhich it them, after some time
he will have assembled a quite valuabls bcdy of data. 4And afier more or
less complete lists of such formulas have bsen eslablished in some systematic
arrangement, a rapid comparison of the idiomorphs in a specific cryslogram
with those in his 1lists will be feasible and Jill often leud to the assump-

tion of ithe correct word. Such lists can be arranged according to word
length, as shown herewith:

3/aba : DID, IVE, IYE ‘
abb ¢ AJo, ALL, ILL, OFF, etc.

4/aba¢ : ARAB, ARBA, AJAY, etc. -
abca : BO0..B, J%8i), etc.
abbc : . . . . .
abcb : . . . .
etc. etc.

g. Jhen dealing with crypiographic text in which the lengths_of the
words are not indicated or otherwise debterminable, lists of the foregoing
nature are not so useful as lists in which the words (or parts of words)

are arranged according to the intervals between identical letters, in the
following manner:

1 Interval . 2 Intervals 3 Intervals Repeated digraphs
~DiD- AbbAcy AbeyAnce C0COa
~Evi. ArAbiA hAbitAble dERER
-EyB-~ AbilAtive labordAtory ICICle
dIvIsion AboArd ' AbreAst ININg
revisIion -AciA- AbroAd bsGgAGe
etc, etc. etc, etc.

In Appendix 2 will be found some useful lists of words arranged in this
nanner,

34. Solution of additional cryptograms produced by the same cipher
conponent. ~ a. To return, after a rather long digression, to the crypto-
gram solved in pars. 28 -+ 31, once the cipher component of a cipher alphabet
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has been reconstructd, subse-uent uessages /hich have heen enciphiered by
means of the same cipner comnonent may he solved ve.y roendily, and without
recourse to the princinles of frequency, or application of the "probable-
word" method. It has been sesn thal the illustrative crypto ;ram treated
in paragraphs 24 - 31 was enclphered by juxtaposing the c11he; componsgnt
azainst the normal sequence so that .4, = 5,. It is obvious that the cipher
. component may be set azainst the plain component at any one of 26 differ-
ent points of coincidence, each yielding a different cipher alphabet.
After a cipher component has been reconstructed, howvever, it becomes a
xnown sequence, and the method of converting the cipher letters into their
plain-component equivalents and then completing the plain-component sequence
begun by each squivalent can he a-plied to solve any cryptogram which has
been enciphered by that cipher component.

b. An example will serve to make the process quite clear. Suppose
the following messaze passing bstween the sawe two stations as before was
intercepted shortly after the first message had been solved.

IYEWK C4sa’x3N/7 OFOSHE LFOOH S AZXX

It is assumed that the same cipher couponent was used, but with a differ-

ant key letter. First the initial group or two groups are converted into

their plain-couponent equivalents by setting the cipher component against

the normal sequence at any arbitrary point of coincidence. The initial

letter of the former may as well be set azainst A of the latter, with the
- following result. :

Plain . 4 BCO R F Gt

H I Pqns UV
Cipher. LEZAVNJORTIUSB IJ! S

X
U X

Y Z
Y Z
Cryptosram : I Y 3&°
Jquivalents. 1 f

The normal sequence initiated by each of these conversion equivalents is
now completed, with the results shown in Fig. 15. llote the plain-text
generatrix, CLOSEZYOURS, which uianifests itself ‘'ithout further analysis.
The rest of the messaze may be read either by continuing the same process,
or, vhat is even more simpnle, the key letter of the message may now be
determined quite readily and the iessage deciphered by its means.
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c. In order that the student may understand without question just
what is involved in the latter step, that is, discovering the key letter
after the first two or three groups have been deciphered by the conver-
sion-completion process, the foregoing example will be used. It was noted
that the first cipher group was finally deciphered as follows.

Cipher. I YR W
FPlain C 0 S

3 R

ilow set the cipher component against the normal sequence so that Gp = I..
Thuss

r
K 1d P

N
L

Q2
ad

La

I

Plain s A BC
FGI

1J
Cipher: SU

L O

P IR S TU Y 2
AVKN'TOR ¢D

UJ>-.

L H uv
Y 2 T T

N.’-“‘

It is seen here that when G, = I, then A, = Fo. This is the key for the
entire message. The decipherment may be completed by direct reference to
the foregoing cipher alphabet. Thus:

'=J

&
=

Cipher: I ¥
Plain : C L

O )
Q.
=

< Q

ks

R
u

oz
| ng IK 2]
C ki
= O
MO
wy
O =
T
fopl
bl
el ol

I
5

OL‘J

[
=

Hessage. CLOSE YOUR STATIOW AT T /0 BRI
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d. The student should make sure that he understands the fundamental
principles involved in this quick solution, for they are among the most
important principles in cryptanalytics. How useful they are will become
clear as he progresses into more and more complex cryptanalytic studies)

SECTION VII
POLYLIT JRaL SUBSTITUL I WITH 1F01J0-E WIVALE:T CILidai als JASETS

FParagraph
Analysis of volyliteral, monocalphabetic substitution systems. . . 35

distorically interesting examples « ¢« ¢ ¢ ¢« o o ¢ ¢ o o o « o o @ 36

35. 4dAnalysis of polyliteral, .ionoalvhabetic substitution systems. =
a. oubstitution methods in general may be classified into monoliteral

and polvliteral systems.l In the former there is a strict "one-to-one"
correspondence betveen the lenzth of the units of the plain and those of
the cipher text:; that is, cach letter of the plain text is replaced by a
single character in the cipher text. In the latter this correspondence
is no longer 1,.1, but may be 1p.2c, wvhere each lstter of the plain text
is replaced by a combination of two characters in the cipher text; or

1 .3., wvhere a 3-character combination in the cipher text represents a
sinzle letter of the plain texl, and so on. a4 cipher in which the corre=-
spondence is of the l .1, type is termed monoliteral in character; ons in
which it is of the 1 2c type, biliteral; l 3;» triliteral, and so on.
Those heyond the 1 E type are classed together as polyliteral.

b. When a polyliteral system employs biliteral e uivalents, the cipher
alphabet is said to be bipartite. Such alphabets are composed of a set of
25 or 26 combinations of a limited number of characters taken in pairs. sn

exanple of such an alphabvet is the Tollowing. ¢
Plain. 4 B ¢ b &8 F ¢ H I J K L & N 0 P 3 R S, T U V 7T X Y ¢
Cipher., & WH JC /T /3 HE HH HI HT HT g IJ IH II IT I& TW TH TI TT T3 &/ 3H 5T 3T .

This alphabet is derived from the square shown in Fig. 16.

(2)

W H I T B
W |A|Blc|D]|=
H [F|&[HE-JK
(D) I |[LJM[N|]O[P
" T [Q]R[STIT]U
B fviwlx]ylZz

. Fig. 16

¢« If a message is enciphered by means ol the foregoing bipartite
alphabet the cryptoszram is still monoalphabetic in character. s frequency
distribution based upon pairs of letters -'ill obviously have all the

1 See Par. 29, Special Text No. 166, advanced -/ilitary Cryptography.
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characteristics of a simple, monoliteral distribution for a 1onoalphabetic
substitution cipher.

d. Ciphers of this type, as well as of those of the triliteral, tetra=-
literal, ... type are readily detected externally by viitue of the fact that
the cryptographic text is composed of but a very limited nuber of differ-
ent characters. They are handled in exactly the same wmanner as are mono-
literal, nonocalphabetic substitution ciphers. ©So long as the same character,
‘or combination of characters is always used to represent the same plain-text
letter, and so long as a given letter of the plain text is always represented
by the same character or combination of characters, the substitution is
strictly monoalphabetic and can bhe handled in the simple manner described
under PYar. 31 of this text.

e. an interssting example in which the cipher equivalents are penta-
diteral groups and yet the resulting cipher is strietly monocalphabetic in
character is found in the cipher system invented by Sir Francis Bacon over
300 years azo. Jespite its antiquity the system possesses certain features
of merit which are well worth noting. J3acon™ proposed the followiag cipher
alphabet, composed of permutations of two elements taken five at a time:

A = gaaaa G = aabba N = abbaa T = baaba
B = gaasb H = aabbb 0 = abbab U~V = baabb
C = aaaba I-.J = abaaa P = abbba W = babaa
D = aaabb K = abaab 1 = gbbbb X = babab
E = aabaa L = ababa R = baaaa Y = babba
F = aabab i o= ap&bb § = baaab Z = babbb

If this were all there were to Bacon's invention it would be hardly worth
bringing to attention. bBut what he pointed out, with zreat clarity and
simple examples, was how such an alphabet might be used to convey a secret
message by enfolding it in an innocent, external message vhich might easily
evade the strictest kind of censorships As a very crude example, suppose
that & message is written in capital and lower case letters, any capital
lettor standing for an "a" element of the cipher alphabet, and any small
letter, for a "b" element. Then the external sentence "All is well with
me today" can be made to contain the secret message "Help". Thus:

AL1 is F 21 L s It 1 m o TodayY
aab b g a a ba Ja b a b a abbba
Y V ~ ' - ~ Y2
H E L P
1. . i . "

For a true picture of this cipher, the explanation of which is often dis-
torted beyond recognition even by cryptographers, sse Bacon's own descrip-
tion of it as contained in his De_Augmentis Scientiarum (The .dvancement of
Learning), as translated by any first-class editor, such as Filbert .satts
(1640) or =1lis, Spedding, and Heath (1857, 1870). The student is cautioned,
however, not to accept as true any alleged "decipherments" obtained by the
application of Dacon's cipher to literary works of the 1l6th century. These
readings are purely subjective. '

v —

2 In the 16th Century, the letters I and J were used 1nterchangeably as
were also U and V.
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Instead of suploying such an obvious davice as capital and small letters,
suppose that an "a" will be indicat:d by a very slisht shading, or a vsry
slizhtly heavier stroke. Then a secret message might =asily be thus en-
folded within an external message of exactly oppnosite meaning. The number
of possible variations of this basic schene is vary high. The fact that
the characters of the cryptographic text are hidden in some manner or other
has, howsver, no effect upon the strict monoalphabeticity of the scheme.

36. Historically interestin: exauples. - a. Two examples of histor-
ical interest will be cited in tis connection as illustrations. wJuring
the campaign for the presidential election of 1876 many cipher messages
wore exchanzed between the Tilden managers and their agents in several
states vhere the voting ias hotly contested. Two years later the New for.:
Tridune™ exposed many irregularities in the campaign by publishing the de-
ciphatwments of many of these msssajes. These decipherments were achieved
by two investizators employed by the Tribune, and the plain text of the
ressages seems to show that illegal attenpts anl measures to carry the
election for filden were made by his managers. Here is one of the messages.

JACKSOHVILLE, ilov. 16 (1876).
330, F. RANBY, Tallahassese.

Ypyyemnshyyypimashnsyyssitepaaensh
seusshnsmmpiyysn yeaapleissyeshalid
peeiyyshnynsss iaanyitnsshyysp
nsyyssitemeipimuem i sselyyeoeissitel
pPeelaassimaay ] yyianss eissmm

ho} pi ssnpinsini i emyyssp yymmns

y itspyypeepppm piit

L'inzle goes up touorrow,

D...iT5L.

wxamination of the message discloses that only ten different letters
are used. It is probable, therefore, that *rhat one has here is a cipher
which employs a bipartite alphabet and in vhich combinations of two let-
ters represent single letiers of the plain.text. The message is therefore
rewritten in pairs and substitution of arbitrary letters for the pairs is
made, as seen belows

pPYY EI S HY YY PI LA SH NS YY S5 etc.
A B € D I B F'G H o 3 I etc.

1 Wew fork Tribune - ixtra Jo. 44" - "The Cipher Dispatches" - Hew York,
1879,
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A triliteral-frequency distribution is then made and analysis of the
table along the lines illustirated in the preceding section of this text
yields solution, as follows:

JACKSONVILLE, Nov. 16.

F. RN3Y, Tallahassee:

Have sarble and Coyle telegraph for influential men from Delaware
and Virginia. Indications of weakening here. Press advantage and watch
3oard. 'Engle goes up tomorrow.

JANIIL
b. The other example, using numbers, is as follows:
JACKSONVILLE, Nov. 17.
5. PASCO and E. L. L'SHNGLsS.
84 55 84 25 93 34 82 31 31 75 93 82 77 33
93 20 90 66 77 65 33 84 63 31 31 93 20 82
52 48 44 55 42- 82 48 89 42 93 31 82 66 75
DAIIEL.
There were, of course, several messages of like nature, and examina-
tion disclosed that only 26 different numbers in all were used. Solution

of these ciphers followed very easily, the decipherment of the one given
above being as follows.

J «{CIISONVILLE, Nov. 17.

5. PASCO and E. M. L'ENGLE:
Cocke will be ignored, Zagan called in. authority reliable.
JAUIZL.

¢. The Tribune experts gave the following alphabets as the result
of their decipherments:

AA
AT
EI
Jormy
20
25
a7
31

38
YE
YI
YY
89
93
96
99

EN
EP
IA
Iid
33
34
39
42

IT
MA
L
I
44
48
53
55

NS
NY
i
PI
62
66
68
75

PP
SH
SN
5P
77
82
84
87

_—
“-—

Lo -
- B

e uu
B b

na & slya gy
HrUORUI<HCO O
g nuinae uy
e UWNnNjh sn g 8
ocH IO
g 8 nu

(- - VR
" H 0
<aoHQixg P m

| R I
R -4 5
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They did not attempt to correlate these alphabets, or at least they say
nothing about a possible relationship. The present author has, howeyer,
?econstructed the rectangle upon which these alphabets are based, and it
is given herewith:

2d Letter
or
Number
HISPAYMENT
1234567890
H1
I2 K{ |S D
S 3 |Lj INIW P
P4 R H T
A5 U 0
Y6 X Al IF
M7 B G
E 8 I C v Y
N9 L o M J
TO

It‘is ?musing.to note that the conspirators selected as their key a phrase
quite in keeping with their attempted illegalities; HIS PAVIiINT; for
bribery seems to have played a considerabls part in that campaign. The
blank squares in the diagram probably contained proper names, numbers, etc.

SICTION VIII

i FOLYLITERAL SUBSTITUTION WITH POLY-EQUIVALENT CIPH3IR ALPHABETS.

rurpose of providing poly-equivalent cipher alphabets , , . . ., .P?ragg%py-
Solution of a 'simple example « + o « s o o e 0 o & o o s o o s ¢ & 38
Solution of a more complicated example .« « o« o« i « ¢ o o » = o o o 39
& subterfuge to prevent decomposition of ciphar text into
component unite « ¢ ¢ « 4 ¢ ¢ o 6 0 s 0 6 e s e & @ e s o8 oo s 40
37. Purpose of providing poly-equivalent cipher alphabets. - a. It
has béen seen that the characteristic frequencies of letters composing
normal plain text, the associations they form in combining to form words,
and the peculiarities certain of them maenifest in such text all afford
direct clues by means of which ordinary monoalphabetic substitution encipher-
ments of such plain text may be more or less speedily solved. This has led
to the introduction of simple methcds for disguising or suppressing the
manifestations of monoalphabeticity, so far as possible. Basically these
methods are polyliteral and they will now be presented.
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b. Polyliteral substitutisn may be of two types:

(1) That wherein each letter of the plain text is
represented by one and only one polyliteral ‘equivalent.
For exampls, in the Francis Bacon cipher described in
Par. 35 g, the letter K, is invariably represented by
the permutation abaab. " For this reason this type of
system may be more completely described as monoalphabetic,
polyliteral substitution with monc-equivalent cipher
glphabets.

(2) That wherein, because of the large number of
equivalents made available by the combinations and per-
mutations of a limited number of slements, eack letter
of the plain text may be represented by sesveral poly-
literal equivalents which may be selected at random.
For example, if 3-letter combinations are emp’.oyed there
are available 262 or Y7,576 equivalents for the 26 letters
of the plain text; they may be assigned in equal numbers
of different equivalents for the 26 letters, in which
case each letter would be representable by 676 dilferent
3-letter equivalents; or they may be assigned on some
other basis, for example, proportionately to the relative
frequencies of plain.text letters. For this reason this
type of system may be more completely described as mono- -
alphabetic, polvliteral substitution with poly-equivalent
cipher alrhatheis. Some sauthors term such a system
"simple siubstitution with multiple equivalents"; others
term it mornalphabetic substitution with variants. Fer
the sake of brevity, the latter designation will be
employed in this text.

¢. TWe primary object of monoalphabetic substitution with variants
is, as has been mentioned above, to provide several values which may be
employed at random in a. simple substitution of cipher equivalents for
the plain-text letters. In this comnection, reference is made }0 sectien
X of Special Text 165, Elementary kilitary Cryptography, wherein several
of the most common methnds for producing and using variants are set forth.

d. A word or two concerning the underlying theory from the cryptana-
lytic p01nt of view of monoalphabetic substitution with varlants, may not
be amiss. ‘Jhereas in simple or mono-equivalent, monoalnhabetlc ‘substitu-
tion it is seen that:

(1) The same latter of the plain text is invariably
. represented by but one and always the same character of
the cryptogram, and . . ' -
(2) The same phagécter of the cryptogram invariably
represents one and always the same letter of the plain text;
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in monoalphabetic substitution with variants:
(1) The same letter of the plain text may be

represented by one or more different characters of
the cryptogram, but

(2) The same character of the cryptogram
nevertheless invariably represents one and always
the same letter of the plain text.

38. Solution of a simple example. - a. The following cryptogram
has been enciphered by the method explained in Par. 52 b of Special
Text No. 165, Blementary Military Cryptography, and the steps in solu-
tion will now be scrutinized.

CRYPTOGRAM

68321 09022 48057 65111 88648 42036 45235 09144 05764 22684
00225 57003 97357 14074 82524 40768 51058 93074 92188 47264
09328 04255 06186 79882 85144 45886 32574 55136 56019 45722
76844 68350 45219 71649 90528 65106 11886 44044 89669 70553
18491 06985 ° 48579 33684 50957 70612 09795 29148 56109 08546.
62062 65509 32800 32568 97216 44282 34031 84989 68564 53789
12530 77401 68494 38544 11368 87616 56905 20710 58864 67472
22490 09136 62851 24551 35180 14230 50886 44084 06231 12876
05579 58980 129503 99713 32720 36433 82689 04516 52263 21175
06445 72255 68951 86957 76095 67215 53049 08567 9730

b. Assuming that the foregning remarks had not been made and that
the cryptogram has just been submitted fer solution with no information
concerning it, the first step is to make a preliminary study to determine
whether the cryptogram involves cipher or code. The cryptogram appears
in 5-figure, giroups, which may indicate either cipher or code. A few re-
marks will’ be made at this point with reference to the method of determin-
ing whether &’ cryptegram composed of figure groups is in code or cipher,
using the foregoing example. ’

¢c. In the first place, if the cryptogram contains an even number
of digits, as for example 330 in the foregoing message, this leaves open
the possibility that it may be cipher, composed of 165 pairs of digits;
wera the number of digits an exact odd multiple of five, such as 125,
135, etc., the possibility that tho cryptogram is in code of the 5-figure
group type must be considored. Noxt, a preliminary study is made to sce
if there are many repetitions, and +what their characteristics are. If
the cryptogram is code of tho 5-figure group typc, then such repctitions
as appear should ggenorally be in whole groups of fivo digits, and thoy
should be visiblo in the text just as tho mossago stands, unless tho code
messagoe has undergonc oncipherment also. If the cryptogram is in cipher,
then tho ropotitions should oxtend beyond tho 5-digit groupings; if they
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conform to any definite groupings at all they should for the most part
contain cven numbers of digits since each lettoer is probably represcntoed
by a pair of digits. If no clues of the forcgoing nature arc present,
doubts will be dissolved by making a detailed study of froquencies.

d. A simple 4-part frequoncy distribution is thereforce decided upon.
Shall the alphabet be assumed to be a 25- or a 26- charactor one? If the
former, then the 2-digit pairs from 01 to 00 fall into cxactly four groups
each correspending to an alphabet. Since this is tho most common scheme
of drawing up such alphabets, let it bo assumed to be truc of the present
case. The following distributions result from the breaking up of the
text into 2-digit pairs.

01 -z// 26 -4/ 51"~ /A/ 76 -4/ /

02 - 27 - 52 - 77 -/

03 -1/ 28 -~/ 53 - /f/ 78 -

04 -/ 29 -/ 54 - 79 ~/

05 M/ 30 -4/ 55 - //// 80 -///

06 -/ 31 - 56 - 8l -

07 -/ 32 K/ 57 -/ / 82 - [//f

03 - 33 -/ 58 - /f 83 -/

09 ~H/H/ 34 -/ 59 - 84 -/

10 -4/ .35 -4 60 - 85 ~/W//

11 -/ 36 -4/ 61 -, 86 -///

12 -/ C 37 -/ 62 -l 87 - i

13 -/ 38 - 63 - 88 -/l

14 -/ 39 -/ 64 -/ [ 89 - /¥

15 -/ 40 -/// 65 - 90 M/ /

16 M/ 41 - 66 - / 9L ~//f -

17 - a2 - /M 67 -// 92 ./

18 -/ 43 -/ . 68 - /NS 1/ 93 -~/

19 - a4 - /IN// 69 -// 94 -/

20 -/ 45 -/ [/ 70 -/ 95 ~///

21 -/ 46 - f// 71 -/ 96 -

22 -/ 47 - 72 - /1] 97 - [ /

23 -y 48 -/ 73 - 98 - ¢

24 - 49 - 74 - If/ 99 -

25 -/ 50 -2/ 75 - | 00 -//
Fig. 16

ge If the student will bring to bear upon this problom the principles
ho learned in Segction V of this toxt, ho will soon roalize that what he
now has bofore him are four, simple, monoalphabotic froquency distributions -
similar to those involved in a monoalphabetic substitution cipher using
standard ciphor alphabets. The realizetion of this fact immediately pro-
vides tho clue to tho next stop: "fitting cach of the distributions to .
the normal” (See Par. 17 b). This can be donc without difficulty in this
caso (romombering that a 25-lottor alphabot is involvod and assuming that
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I and J aro the samo lottor) and the following alphabets rosult:

01 - I.J 26 - U 51~ N .76 - E f£. Tho koywerd.is socn to

02 - K 27 - ¥V 52 « O- -7 - F bo JUNE and tho first fow groups

03 - L 28 - W- 53+~ P 78 - G of the cryptogram dociphor as

04 . M 29 - X 54 -~ Q 79 - H follows:

05 - N 30 - ¥ 55 - R 80 - I.J

06 ~ O 31 - 2 56 - § 81-K. -68 32 10 90 22 48 05 76 51

o7 - P 32 - A 57 - T 82 - L ] A B T B R N E N

08 - Q 33 - B 58 - U 83 - M

09 - R 34 - C 59 - V 84 - N 11 88 64 84 20 36 45 23

10 - 8 35 - D 60 - W 85 - 0 T R A N G E O F

11 - T 36 - B 61 -« X 86 - P

12 - U 37 - F 62 ~ Y 87 - Q g+ From tho dotailod pro-

13 -V 38 - G 63 - 2 88 - R codurc given abovo, the studont

4 -0 39 - H 64 -~ A 89 -~ 8§ should bo able to draw his own

15 - X 40 - I-.J 65 - B 90 - T conclusions as to tho procoduro to
16 - ¥ 41 ~ K 66 - C 91 - U be followed in solving cryptograms
©17 - 2 42 ~ L 67 - D 92 - V producod by mothods which arc morec

18 . A 43 - M 68 -~ B 93 - W or loss simplo variations of that

19 - B 44 - N 69 - F 94 - X just discussod. In this conncction

20 - C 45 - 0 70 -G ~ 95 - Y . ho is roferred to Par. 53 of Spocial

21 - D 46 -~ P 71 -~ H 96 « 2 Text No. 165, Blcmontary Military

22 - B 47 - @ 72 « I.d 97 —« A, . Cryptography, whorein & fow of

23 - Ft 48 - R 73 - K 98 - B. theso variations arc montioncd.

24 - & 49 - 8 74 - L 99 - G .

25 - H 50 - T 75 « M 00 - D 39. BSolution of a moro com-

Fig., 17 plicatod cxamploe. ~ 2. As soon as

a boginnor in cryptography roalizos

tho consequoncos of the fact that leltors are used with groatly varying

froquoncios in normal plain toxt, what sooms to him as a now idoa very

spocdily comes to him. Why not disguisc the natural froquoncics by a system

of substitution using many oquivalonts, and lot thc numbors of oquivalonts

assignod to the various lottors bo morec or loss in dircct proportion to

the normal froquencios of tho lotters? Lot B, for oxample, have 13 or

moro oquivalontsy T, 103 N, 95 otc., and thus (ho thinks) the onemy cryp-

tanalyst can havo nothing in the way of tell-tale or charactoristic fro-

quoncios to usc as an onbtoring wodgo.

b, If the toext availabls for study is small in amount and if the
variant values are wholly-indopendont of onc another, the problom can bo-
come oxccodingly difficult. But in practieal military communications such
mothods aro raroly oncountorod, bogcause the volume of toxt is usually groat
gnough to pormit of tho gstnblishmont of gquivalunt.valuos. To illustrate

what is mont, suppsse 2 sot of cryptograms produced by tho mono-lphabotic-
variint mothod doscribod nbov> shows the fellowing two sots of groupings in
tho toxt:s - ..
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Sot A Set B
12-37-02-79-68-13-03-37-77 71-12-02-51-23-05-77
82_69-03-79-13-68-23-37-35 11-82-51-02-03-05_35
82-69-51-16-13-13-78-05.35 11-91-02-02-23-37-35
91-05-02-01-68-43-78-37-77 97-12-51-03~78-69-77

An cxamination of these groupings would ieud to the following tentative
conclusions with rognrd to probable equivalonts:

12, 82, 91 01, 16, 79 03, 23, 78
05, 37, 69 13, 42, 68 35, and 77
02, and 51

The ostablishment of these equivalencics would sooncer or lator lead to

the finding of additional sets of oqual values. The complotoness with
which this can be accomplished will determine the case or difficulty of
solution. Of course, if mhny equivelonciocs c¢an be ostnblishod the problem
can then ba reduced practically to monoalphnbetic terms and a speedy solu-
tion can ba attained.

¢ce Theoretically, the detormination of cquivnlencies .mny scem to be
quitc n easy matter, but practically it may be very difficult, bectuse
the cryptannlyst can never be gertain thnt a combination showing what may
appearr to be a variant value is really such, nnd is not 2 differont word.
Fer oxample, take the groups

17-82-31-82-14-63, and
27-82-40-82-14-63

Herc one might suspceect thnt 17 and 27 reprcsent the same leotter, 31 and
40 anothor letter. But it happens that one group roproscnts the word
MANAGE, tho other DAMAGE,

d« Whon reversible combinations are used ns varinnts, the problem
is perhaps 1 bit morc simple. For oxamplc, using tho accompanying Fig. 18
for encipherment, two mossages with the snme initinl words, RSFERENCE YOUR,
m1y be onciphered as follows:

K,2 Q,v B,H M,R D,L

w,s | N H A 0 E
F,X| D T M F P
¢, J| q B U I v
c,N| € X R c s
P,T| 2 L Y W K
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R _E ) BE_ R 5 N C E_ Y 0 U R
(1) NHWOR XLSHC D "WZN RSLHP SRBJC H

(2) CHDWR XSLHN DJWZWN RLSHP RWJIBN H

The experienced cryptanalyst, nktiné:%ﬁe appearance of the very first
few groups, assumes that he is here confronted with a case involving
biliteral reversible equivalents, with variants.

a. The probable-werd method of solution may be used, but with a
slight variation introduced by virtue of the fact that, regardless of
the system, letters of low freguency in plain text remein infrequent.
Hence, suppose a word containing low-frequency letters, but in itself
a rather common word strikingly idiomorphic in character is sought as
a "probable word"; for example, words such as CAVALRY, ATTACK, and
PRIPARE. Triting such a word on a slip of paper, it is slid cne interval
at a time under the text, which has been marked so that the high and low-
frequency characters are indicated. Bach coincidencs of a low-frequency
letter of the text with a low-frequency letter of the assumed word is ex-
amined carefully to see whether the adjacent text letters correspond in
frequency with the other letters of the assumed wordj; or, if the latter
presents repetitions, whether there are correspondences between repeti-
tions in the text and those in the word. Many trials are necessary but
this method will produce results when the difficulities are otherwise too
much for the cryptanalyst to overcome.

40. A subterfuge to prevent decomposition of cipher text into com-
ponent units. - a. A few words should be added with regard to certain
subtorfuges which arc sometimes encountercd in monoalphabetic substitution
with variants, and which, if not recognized in time, cause considerable
delays. Thoso have to deal with tho insertion of nulls so as to prevent
the cryptanalyst from breaking up the toxt into its roal cryptographic
units. The student should take caroful note of the last phrascj the moro
insortion of symbols having tho samo characteristics as the symbols of the
cryptographic toxt, oxcopt that thoy havo no mecaning, is not vhat is moant.
This class of nulls rarcly achioves tho purposo for which they arc intondod.
That is really mcant can best be cxplained in connection with an oxample.
Suppose that a 5 x 5 chockorboard design with the row and indicators shown
in Fig. 19 is adopted for onciphormont. Nermally, the cipher units would
consist of 2-lotter combinations of tho indicators, invariably giving the
row indicator first (by agrooment).
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N G I W D

A H P S M

T 0 E-B N

F U R L ©
v,A,T,F Aa{BlociD|E
G,H,0,U FI Gl HII-J K
1,P,E,R L|M|N|oO]| P .
W,S,B,L n|lRrR|s|T|U
D,I\:(’.IJ,G V W x Y Z

Fig. 19

The bhrése COMMANDER OF SP3CIAL TROOPS might be onciphered thus:

¢ 0 M M A N D % R 0 F oee
VI EB PH IU FT Iz AB T WO PV GT ‘o

Those would normally thon be arranged in 5-letter groups, thus:
VIZBP HIUFT IEABT MTOPT GT. ..

be It will be noted, however, that only 20 of thu 26 lotters of the
alphabet have been omployed as row and column indicators, lcaving J, K,
9 X, Yy and Z unused. Now suppose those five letters are uscd as nulls, v
not in pairs, but as individual lettors inserted at random just before
the real toxt is arranged in 5-letter groups. Occasionally, a pair of
nulls is inserted. Thus, feor oxamplo:

VIEXB PHKIU FJXTI ZAJBT MWOQQP UWGEGKTY

The cryptanalyst, after somo study, suspecting a biliteral cipher, pro-
cceds to broak up the text into pairs:

VI X BP HK IU FJ XI I& AJ BT MW 0Q FPJ GK TY

Comparec this set of 2-lottor combinations with the correct sect. Only 3
of the 15 pairs arc "proper" units. It is casy to scc that without a
knowledge of the gxistence ef the nulls, and cvon with a knowledgo, if he
does not know which letters are nulls, the cryptanalyst would bo confronted -
with a quito difficult problem, for the solution of which a vory large
amount of toxt might be necessary. Tho careful cmployment of the variants
also very materially adds to the security of the method becausce repoti-
tions can be rather effoectively supprossecd.
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: Lo From the cryptographlc standpclnt, the fact tha% in this system
the cryptographlc text is more than twice as long as the plain text con-
stltutes a serious disadvantage. From the cryptanalytic standpoint, the
magking of the cipher units constitutes the most important source of
strength of the system; this, coupled with the use of variants, makes it

a qultg difficult system to solve, despite its monoalphabeticity.

— 3
“ ~ & : .
¥ -
L . "

— SECTION IX

Y ~ .POLYGRAPHIC SUBSTIFUTION SYSTEMS

alle- - u

- Paregraph
Monographic and polygraphic substitution systems . + » & o+ ¢ » « « 4l
Tests for identifying digraphic substitution . . . s e s s s o s 42
General procedure in the analysis of digraphic substitution ciphers 43
Analysis of digraphic substitution ciphers based upon

4-square chockerboard designs « « o ¢ ¢ o ¢ ¢ ¢« « s s o ¢ o o 44
Analysis of ciphers based upon other types of checkerboard designs 45
Analysis of the Playfair cipher system « « « o« o s « o » o o o o« « 46

o 41, Monographic and polygraphic substitution systems. - a. The
student 1s now referred to Sections VII and VIII of Special Text No. 166,
Advanced Mllltary Cryptography, wherein polygraphic systems of substitu-
tion are discussed from the cryptographic p01nt of view. These will now

" be’ dlscussed from the cryptanalytic point of view.

b. Although'%he essential differences betwesen polyliteral and poly-
graphlc substitution are treated with some detail in Pars. 29 and 30 of
Special Text No. 166, a few auditional words on the subject may not be
amiss at this point.

—-&. The two primary divisions of substitution systems into (1) mono-
literal and polyliteral methods and into (2) monographic and polygraphic
methods are both based upon considerations as to the number of elements
-congtituting the plain-text and the equivalent cipher-text units. 1In
monollteral as well as in monographic substitution, each plain-text unit
consists of & single element and each cipher-text unit consists of a
single element. The two terms monoliteral and monographic are therefore
identical in significance, as defined cryptographically. It is when the
* terms polyliteral and polygraphic are examined that an essential difference
is seen. In polyliteral substitution the plain-text unit always coneists
of a single elemant (one letter) and tha cipher-text unit counsists of a
group of two or more clemonts; when biliteral, it is a pair of slgments,
when triliteral, it is a set of threo elements, and sc on. In what will
herein be designated as true or complete polygraphic substitution the
plain-text unit consists of t:/0 or morc elements forming an indivisiblg
compounds the cipher-text unit usunlly consists of o corrospondiing number
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of elements.l When the number of elements comprising the plain-text
units is fixed and alw-ys two, the system is digraphic; whon it is always
three, the system is trigraphic, and so on.® Tt is impertant to note
that in truc or complets polygraphic substitution the elements combine

to form indivisible compounds having properties different from thoso of
either of the constituent lotters. For example, in monoliteral substitu-
tion ABP may yield XY, and AC, may yield XZg; but in true digraphic sub-
stitution ABp may yield XY, and AC, may yield QN,. A difference in
identity of one letter affocts the whole result. * An analogy is found
in chemistry, when two elements combine to form a molscule, the latter
usually having properties quite different from those of either of the
constituent elements. For example: sodium, a metanl, and chlorins, a
gas, combine to form sodium chloride, common table salt. Furthermore,
sodium and fluorine, also a gas similar in many respects tc chlorine,
combine to form sodium fluoride, which is much different from table salt.
Partial and pseudo-polygraphic substitution will be treated under sub-
paragraphs d nd g below.

d. Another way of looking at polygraphic substitution is to regard
the elements comprising the plain-text units as being enciphered indi-~
vidunlly and polyalrhabetically by a fairly large number of separate
alphabets. For example, in a digraphic systom in which 676 pairs of plain-
text lettors are representable by 676 ciphor-toxt pairs assigned at randem,
this is equivalent to having o sot of 26 different alphabets for sncipher-
ing one member of the pairs, and another set of 26 different alphabets for .
enciphering tho other member of the pnirs. According to this viewpoint
the different alphabets are brought inte play by the particular combination
of letters forming each plain-text pair. This is, of course, quite diffor-
ent from systems whorein the various alphabets are brought into play by
more definite rules; it is perhaps this vory absence of definite rules
guiding the selection of alphabets which constitutes the cryptographic
strength of this type of polygraphic system.

e. Jhen regarded in the light of the preceding remarks coertain
systems which at first glancc scem to be polygraphic, in that groupings
of plain-text lettors are troeated os units, on closer inspection are seen

. The qualifying adverb "usually" is employad because this correspondence
is not essential. For example, if one should draw up a set of 676 2rbi-
trary single signs, - it would be possiblo to represont the 2-letter pairs
from AA to 22 by single symbols. This would still be o digrnphic system.

2 In this sense a zode system is merely 1 polygraphic substitution system
in which tho numbor of cloments constituting the plain-text units is vari-
able.

3 For this reason the two letters are marked by a ligature, that is, by a -
bar across their tops.
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£t ﬁgﬁnﬁiﬁ E;?fiaily polygraphic, or pseudc-polygraphic in character.

For example, in a system in which encipherment is by pairs and yet one

of the letters in each pair is enciphered monoalphabetically, the other
lqﬁ%g?: iﬁlyalbhébetically, the method is only pseudo-polygraphic. GCases
&F this iype ére shown in Par. 31 of Special Text No. 166, Advanced Mili-
tary Cryptegrephy. Again, in a system in which encipherment is by pairs
and the encipherments of the left-hand and right-hand members of the pairs
show group relatinnships, this is not pseudo-polygraphic but only partially
polygraphic. ~ Cases nf this type are shown in Pars. 33 - 37, Special Text

No. 166.

"%, The fundamental purpnse of polygraphic substitution is again the
suppression »f the frequency characteristics of plain text, just as is
the case in monoslphabetic substitution with variants; but here this is
accamplished by & different method, the latter arising from a somewhat
different approach to the problem invelved in producing cryptographic se-
curity. When the substitution invelves replacement of single letters in
a mopoalphabetic system, the cryptogram can be solved rather readily.

" Bagically the redson for this is that the principles of frequency and the

laws nf probability, applied to individual units of the text (single
;ﬂ;*éﬁi)a have a very grod opportunity to manifest themselves. A given
volume of ¥ext of say n pldin-text letters, enciphered purely monnalphabeti-
éiflygngffords n ciphér characters, and the same number of cipher units.
The seme volume of text, enciphered digraphically, still affords n cipher

chartcters but only n cipher units. Statistically speaking, the sample
2

witﬁﬁ%hWHidh the laws of probability now apply has been cut in half.
Furthermore, from the point nf view of frequency, the very noticeable
diversity in the frequencies of individual letters, leading to the marked
‘crgstg and troughs of thé monoliteral frequency distribution is no longer
so strikingly in evidence in the frequencies of digraphs. Therefore,
glﬁhggg?ltrua digraphic encipherment, for example, cuts the cryptographic
textuel units in half, the difficulty of selution is not doubled, but,

if d'matter of judgment arising from practical experience can be expressed
bréh@prﬁiiﬁEﬁPd mathematically, squarei or cubed.

g. Sections VII and VIII of Special Text Ne. 166 show various methods
for the derivation of polygraphic equivalents and for handling these
equivalents in cryptographing and decryptographing messages. The most
practicable of those methods are digraphic in character and for this reason
their solution will be treated in a somewhat more detailed manner than
will trigraphic methods. The latter can be passed over with the simple
sﬁatgmqn$_§ha@ their gnalysié requires much text to permit of solution by
thé frequency method, and hard labor. Fortunately, they are infrequently
sucountered because they are difficult t» manipulate without extensive
tgb&es.l If the latier are required they must be compiled in the form of

1 patent has been granted upon a rathor ingenious machine feor autemati-
cally accomplishing true psalygraphic substitution, but it has not been
placed upon the market. See U. S. Patent Ne., 1,845,947 issued in 1932 to
Weisner and Hill. In U. S, Patent No. 1,515,680 issued te Henkels in 1924,
there is described a mechanism which also produces polygraphic substitutien.
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a book or pamphlet. If one is willing to go that far, ono might as well
include in such document more or less extensive lists of words and phrases,
in which case the system falls under the category of code and not ciphor.

42. Tosts for identifying digraphic substitution. - a. Tha tosts
which are applied to determine whether a given cryptogram is digraphic in
character are usually rather simple. If there are plenty of repetitions
in the cryptogram and yet the monolitoral-frequency distribution gives no
clear-cut indications of monnalphabeticity; if most of the ropetitions
contain an even number of letters; and if the cryptogram contains an even .
number of letters, it may be assumed tn bo digraphic in nature.

b. The student should first try to determine whether the substitu-
tion is completely digraphic, or only partially digraphic, or pscudo-
digraphic in charactor, as aro the cryptograms produced by the methods
indicated in Par. 31 £ to i of Svecial Text No. 166, Advanced Military
Cryptography. As mentioned above, there are cases in which, although the
substitution is effected by taking pairs of letters, one of the members
of the pairs is enciphered monoalphabetically, the othor mombor, nolyalpha-
botically. A distribution based upon the letters in the odd positions and
one basocd upon those in the. even positions should bo made. If one of these
is clearly ponoalphabetic, then this ovidenco that tho messago reprosents
a case of pseudo-digraphism of the type hore described. By attacking the
monoalphabetic portion of the messages, solution can soon be rcached by
slight variation of tho usual moethod, the polyalphabstic portion boing
solved by the aid of the context and considerations based upon the probable
nature of th: substitution chart (sce Tablos 2, 3, and 4 of Spocial Text
No. 166). It will be noted that tho charts reforrod te show definitoe
symmetry in thoir construction.

¢« On the other hand, if the foregoing stoeps prove fruitless, it may
be assumed that the cryptogram is complotely digraphic in charactor.

d. Just as cortain statigtical tosts may be applied to a cryplogram
to ostablish its moncalphabeticity, so also may a statistical test bo
applied to a cryptogram for tho purpose of gstablishing its digraphicity.
The nature of this tost and its mothod nf application will be discusscd
in o subsequent toxt.

43. Gonoral procedure in tho analysis of digraphic substitution
ciphers. - 2. The analysis of cryptograms which have been produccd by
digraphic substitution is accomnlishod lirgoly by the application of the
simple principles of froquency of digrnrhs, with the additional aid of
such spocial circumstances as miy bo known te or suspected by thoe cryptana- .
lyst. The latter rofer to peculiaritios which mzy be the result of tho
particular method employed in ohtaining the oquivalents of the plain-text
digraphs in tho cryptsgraphing procoss. In gonoral, howover, only if
there is sufficiont text to disclesa the normal phonomgn of repetition
will solution be fonsible or possible.
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b. Howovor, whon a digraphic systom is omployecd in rogular service,
thore is little doubt but that trnffic will ropidly accumulnte to an
amount more thin sufficient to pormit of solution by simple principles of
fraquoncy. Sometimes only two or throo long messnges, or a half dozen of
avdrage longth are sufficient. For with the ideontification of only a few
cipher digraphs, larger portions of messages may be read because the skele-
tons of words formed from the few high-frequency digraphs very definitely
limit the values that tan be inserted for the intervening unidentified
digraphs. For example, suppose that the plain-text digraphs TH, ER, IN,
IS, OF, NT, and TO have been ldentified by frequency considerations, cer-
roborated by a tentatlvely identified long repetitioh; and suppose alse
that the enemy is known tn be using a methnd which yields reciprocal equiva-
lents between plain and c1pher-taxt digraphs, as for instance the quadri-
cular table shown in HFar. 31 a of Speciaml Text No. 166. Suppose the message
begins as follows (in which the assumed values have been inserted):

X3 VO 2I 1K AP OL 2X PV QN ‘IR OL UK AL HN 1K VL
¥0 TH IN NT RE NT NO IN

BN 02 KU DY ZL L& YW «¢ oo oo
5T ON TO

The words FOURTH INPANTRY RmGIM:NT are readily recognized. The reciprocal
palrs EL and LE suggest ATTACK. The beginning nf the message is now com-

pletely dlsclosed. FOURTH INFANTRY REGIMENT NOT YET IN POSITION TO ATTACK.
The values more or less automatically determined are VO, = URp, AL, = TYP’
HN = ETP’ VL = POP, OZ = TIp, w, = GKp

£+ .Once a good start has been made and a few words have been solved,
sqbsequent work is quite simple and straightforward. A knowledge of enemy
correéSpondence, 1nclud1ng data regarding its most common words and phrases,
is of great assistance in breaking down new digraphic tables of the same
nature but with different equivalents.

o : -

Q. _The remarks made in above alsa apply t» the details of solution
in cases of partially digraphic substitution.

' 44. Analysis of digraphic substitution ciphers based upon 4-square
,pheckerboard designs. - a. In Sectirn VIII f Special Text No. 166,

Advgnced Military Gryptography, there are shown various examples of di-
graphic substitution based upon the use of checkerbrard d981gns. These
ay be considered cases of partially digraphic substitution in that in the
checxerboard system there are certain relationships between plain-text
digraphs having common elements and their corresgponding cipher-text di-
iraphs, whirch will alse have commecn elements. For example, take the

ollowing 4-square checkerbcard design:
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B WI|GIRIMJO|PIAIUIL,
Nlylv|x[elalz]qe]n|F
sitlclr[xlk[z]r]s]c]
' U |P|Lialo|u WlR|B|e
. plz|riqlulely|{x|Nn|vV
WiA|L|E|s |c|x|k]|P|B
FlH|U IJT olmM|yln]v
plx|s|clc]s |alz|w]r
IN1ZIRIQIGIG{ZIQ N LR
plu|vivlolr|ulz|r|u

Fig. 20

Here BG, = OWgy BOp = OFg, BSp = OPgy BGp = ONg and BT, = 0D;. In each
case when Bp is the initial letter cf the plain-text pair, the initial
letter of the cipher-text equivalent is Op. This, of crurse, is the direct
result of the method; it means that the encipherment is monocalphabetic for
the first half of each of these five plain-text pairs, polyalphabetic for
the second half. This relaticnship holds true for four cther groups of
pairs beginning with B,. In othser words, there are five alphabets employed,
not 25. Thus, this case differs from the case discussed under Par. 42 b
only in that the monoalphabeticity is not complete for one half of all the
pairs, but only among the members of certain grrups of pairs. In a com-
pletely digraphic system using a 676-cell randomized square, (for example,
the cipher square illustrated in Par. 31 a of Special Text No. 166) such
relationships are entirely absent and for this reason the system is cryp-
tographically more secure than the checkerboard system.

b. From the foregoing, it is clear that when snlution has progressed
sufficiently to disclose a few values, tho insertion of letters within the
cells of the checkerbeard design to give the plain-text and cipher relation-
ships indicated by the snlved values immediately lecads to the disclosure of
additional values. Thus, the solution of only a few values soon leads to
the breakdown of the entire checkerboard design.

c. (1) The following example will serve tc illustrate the procedure.
Let the message bo as follows:
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" ' 21245 67891 NRIBUIL 61718190 ARBAUS HABPD
£ HFCAP GOQIL BSPKM NDUKE OHQNF BORUY
, "'5ch11 QB‘Q'B'F. H"ﬁA‘.FX SIOKO QYFNS XMCGY
R X E‘_:I‘F'B_E XAFDX LPMXH HRGKG Q'KlQML,FEQi"Q"I
| D. go:‘?ﬁ‘u UEORD CLTUF EQQGG QNHFX IFB}%‘.x

| .. . ! ’
E.. PLBRUG F CHQO QMAFT XSYCB EPFNB _ SPKNU

 F, QITXE UQMLF EQNIG OIBEUE HPIAN YTFLEB

G. FEEPI DHPCG NQIHB FHMHF XCKUP DGQPN

H. 6BCQL QPNFN PNITO RTENGC OBONT FHHAY

2LQCI AATQU CHTPC BIFGW KFCQS LQMGR

Jo. ®YCRQ QDPRX FNQML FIDGC CGIOG OIHHF

K. TRCGG GNDLN O02ZTFG EBEERRP IFHOT FHHAY
23 ST ' . - —
L. z_":y'gcx AAIQU GHTP

(2) The cipher hav1ng been tested far standard alphabets
‘(by the method rf cempleting the normal components) and found te
give negative results, a moneliteral-frequency distribution is
Y made. It is &s followss

>~

= = =
S == = _
_EE OEEEEE =E_EXEX —_—— =
EESE=XZEXE =====X5=_5=F ==
EIXISEEEEEE XXXXEXEEEEE ===
- A B CDE P @ HI JIKILMDNTZGGCGPQI RS STUVWIX Y2
11 15 26_ 8 16 30 17T 22 24 0 141118151633 9 611 11 O 112 7 3

Lt Bl SUSC A PRI
h




TFHHAYZLQCIAAIQUCHTP (20 letters) 2 H and K
QUMLFEQRIGOI (11 letters) . ..... . 2 C and F
XIFBEX (6 letters) -2 C and D
FEQQ 3 G, D, F
QULF 3 Cy, F, J
BFHM + 2 B and G
BSPK 2 A and B
GOIH LR Dand J

G.
H,
Je
K.
L.

M.
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(3) At first glance this may appear ta the untrained eye
to be a monealphabetic frequéndy dibtribution but upen closer
inspection it is noted that aside from the frequencies of four
or five letters the frequenciss for the remaining lsttdrs are.
not very dissimilar. There are, in reality, no very marked
crests and troughs, certainly not as many as wculd be expected.
in a monoalphabetic substitution cipher of equal length.

(4) The message is now carefully exsmined for repetitions
of 4 or more letters. . Hpré are 211 of them:

- Frequency Lrcated in Lines .

.8ince there are quite a few repetitions, two of considerable

length, since all but cne nf them centain an even number of
letters, and since the message also contains an even number
of letters, 344, digraphic substitution is suspected.

The cryptogram is transcribed in 2-letter groups, fer greater
convenienne in study. It is as follows:

Message transcribed in pairs

1 2 3 4 5 6 7% 8 9 10 11 12 13 14 15
HF CA FG OQ IL BS PK MN DU KE OH JN FB OR UN

¢ LC HR BR BF_HM AF X5 IO KO QY FN SX MC GY

XI FB_EX AF DX LP MX HH RG K¢ QK QM LF EQ QI

Gh TH MU EO RD CL TU FE _QQ CG QN HF XI FB EX

FL. BU QF CH Q0 WM AF TX SY CB EP FN BS_FK NU

QI TX EU QM LF EQ AT GO T UE HP IA NY TF LE

FE BP ID HP CG NQ IH BF HM HF XC KU PD G PN

CB CQ 1Q PN FN PN IT OR TE NC CB CN TF_HH AY
ZI QC TIA AT QU CH TP CB IF GW KF 0Q SL QM OR

OY CR QQ DP RX FN QM LF ID GC CG 30 GO _IH HF

———p,

IR 66 GG ND IN 02 TF GE ER RP IF HO TF_HH AY
ZL Q¢

=

AT QU CH TP
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It is vioted ‘that all the repetitions listed abnve break up properly
into éggraphs exrept in one case, viz., _EE in lines C, D, and F.
This sgems rather strange, drd at first thought one might suppese

that a letter drnpped out or was added in the vwicinity of the FEQQ

in line D But it is immediately séen that the FEQQ in line D has

no relatlon at all to the F EQ Q. in lines C and F, and that the FEQQ
in llne D is merely an accidental repetition.

v (5) A digraphic frequency distribution 1s'made and is shnwn in.

s Fig. 22.
A B 0O DR F GHIIKILMNDUOPIQRSTTUVWIXYZ
A 3 2 2
B 2 1 2 1
c{i}s 413 1 1 2|1
D 1 1
E 1 2] 1 1
F 3 1 4
G 1 1 3] |1 1 1
H 4 3 2 1121
A I3 211]2 3 11 2 1 1
K 1{1]1 1 1
L 1 3 1l 1
: M 1
N 1)1 2t
Q 1 1] 2 111
P 1 1
Q 3 1 3 5 1 2 2 1
R 1 1 1
5 1 1
T 4 2 1
U 1
\
: W
X 1 2 1
. Y
b4 2
- g
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(6) The appearance of the digraphic distribution for
this message is quitg characteristic of that for a digraphic
substitution ciphor. Thers are many blank cells; although
there are many cases in which a digraph appears only once,
there are quite a few in which a digraph appears two or
three times, four casos in vhich a digraph appears four
times, and two cases in which a digraph appears five times. -
The absence of the letter J is also noted; this is often
tho case in a digraphic system based upon a checkerboard
design. ' )

(7) In another commoen type of checkerboard system
known as the Playfair cipher, described in Par. 46, ong
of the telltals indications besides the absence of the
letter J is the absence of double letters, that is, two
successive identical letters. The occurrence of the double:
latters GG, HH and Q0 in the message under investigation
eliminates the possibility of its being a Playfair cipher.
The simplest thing to assume is that a 4-square checker-
board is involved. One with normal alphabets in Sections
1 and 2 is therefore set down (Fig. 23 z).

“Lalslcl|p|E ,
Flelujiy
1| nlulnjolp ' 3
“qlris|Tlul i
] Vil xjylz
i AJR|C{D|E
% Fle|H]{I|K
4 Llulnjolp|a
. | {elris]|T|u
L viwlxiy |z
!
Fig¢23;a-_o

(8) The recurrence of tho group GMLF, threc times,
and at intervals suggesting that it might be a sentence
separator, leads to the assumption that it is the word
'STOP. The letters 9, M, L, and F are therofore inserted
in the 2ppropriate cells in Sections 3 and 2 of the dia-
gram. Thus (Fig. 23 b): : -
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£
A{Blc|D|F
FlG|HE-J L
- 1 jLlM|N{ofp L| 3
Qlr|s|T|U Q
) VIiwW|X]Y]2 b
AlBlciplE
Flo|HI-J K
’ 4 Pl lnlm|{njolP| 2.
M Qlr|s;Ti|U
. viwlxiylz
Fig. 25 b ’

These placemcnts seem logical. Moreover, in Section 3 the
number of cclls hetween I and § iz just one less _than enough to
contain all the letters M to P, inclusive, and suggests that
either N or 0 is in the keywerd portion of the soguence, that
is, nenr the top of Section 3. Without meking s commitment in
the matter, suppose both N and 0O, for the present, be inserted
in the cell between M and P, Thus (Fig. 23 c):

alslcin|el |
F|G|H[I-JK
1 {L|¥|x|olp L{ 3
QIRISITIU{MO[P|Q; *
vw|xlY|z |
. AlR|lc|D|E
B Flolag-g k|
. 4 Pl |n|lu|wlolp| 2
. H o|r|s|T|U
viw|x|vlz
. “

Fig. 23 c.
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B.
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(9) NWNow, if the placement of P in Seciion 5 is
corrzet, the cipher equivalent of THy will be P8,, and
there should be a group of adequate grequency to cor-
respond. Noting ithal PN, occurs threc times, it is ag-
sumed to bc TH,, »nd the lutter N is inserted in the
eppropriatec cefl in Section 4. Thus (Fig. 23 d): -

AlBlC|D|E .
Flg|rf-JK
1 fu|M|njo]|p L| 3
elrisiriuluid(riq
v|iw|x|¥|z
AtBlc|D|E
N| {rlglujigxk
-4 F| |Liu|u|olp]| 2
M Q|R|s|T|U
viwlx|zlz
Fig. 25 d. .

(10) It is about time to try out these as-~umed
valueg in the message. The proper insertions are made,
with the following results:
i1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

HF CA PG 0Q IL BS PK MN DU KE OH GCN FB OR UN

QC LC HQ BQ BE_HM AF X5 IO KO QYf FN SX MC GY

XI_FB_EX AF DX LP MX HH RG KG QK QM LF EQ 0T
ST 0P
G0 JH MU EO RD CL TU FE QQ CG QN Hf XI FB FX

FLL BU QF CH QO g% AF TX SY CB FEP FN BS_PK HU

C-)ITXEU%ELFEQQIGOIEUEHPIANYTFLB
T 0

FE EP ID HP CG NQ IH BF_HM HF XC XU PD GO 2§
L
CB CQ@ IQ %B; N 'IIJ‘I]-\; IT OR TE NC CB CN IF HH AY -

ZJL _QC _JTA AT QU CH TP CB IF GW KF CQ SL g,héi CB
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1 2 3 4 5 6 7 & 9 'io;‘ll 127 13 14 15
K. OY CR QQ TP RX'FN QM LF ID GO GG Io GO_IH HF
ST 0P
Lo IR CG GG ND IN 0Z TF GE ER RP IF HO TF HH AY

i - i t %

M. gL _QC TA AT QU CH TP

«.a

21 :
¢ - . (11) So far ne imp058151e combinations are in
évidencs. Beglnnlng with group H4 in the message is seen
the following sequence.

! ' PNFNPN
ii:- ) T'H L] T I‘? . . .
. Assume it 1o be THAT THE. Then AT e FN_, and the letter

¥ "'N is to be inserted in row 4 column 1. ﬁut this is in-
) consistent with previous assumptlons, since N in Section
- 4 has already been tentatively placed in row 2 column 4
of Section 4. Other assumptions for FN, are made: that
it is IS_ (THIS TH...); that it is EN, (THEN THees)3 but
the same inconsistency 'is apparent. In fact,the student
iwill see that FN; must represent a. digraph ending in F,

. G, H, I.J, or K, since N, is tentatively located cn the
' *ﬁame line as these letters in Sectisn 2. Now FN, occurs
"4 times in the message. The digraph it represents must

l'be one of the following:

‘ _ IF, DG, DH, DI, DJ, DK
.~ IF, 16, IH, II, 1J, IK

v LI JF, JG, JH, JI, JJ, JK

u * or, OG, OH, 0I, 0J, OK

s TK,

‘E:" . YF’ YG’, YH, YI’ YJ, YK
Of these the only rne likely to be repdated 4 times is
OF, yielding T H O F T H which may be a part of

PNFNPN
+NORTHOFTHE . or . 50UT OFTHE.
¢+, CQLQPNFNPNIT CQLQPNFNPNT

In either case, the position nf the F in Secticn 3 is
excellents F . « « L in row 3. There are 3 cells
intervening between F and L, into which G, H, I-J, and
- . K may be inserted. It is not nearly so likely that G,
H, and K are in the keyword as that I should be in it.

S FOL
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Let it be assumed that this is the case, and let the |
letters be placed in the appropriate cells in Section:
3. Thus (Fig. 23 g).

o Alslcip|E | .
FlelH|1Jlk .
1 {Lju|n|ofp|r|c|ulx|L]| 3 .
‘ af{r|s|r{ufuld{r|q
viwlix|Y|z
A|lB|C|DIE
N rilg|ul|idx
4 F Liu{nloler| 2
MiQ Q{R|S U
viwlx|v|laz

Pig. 23 s.

Let the resultant derived values be checked against the
frequency distribulion. If the position nf H in Section
3 is correct, then the digraph ON , normally of high fre-
quency should be represented several times by HF,. Ref-
erence to Fig. 22 shows a frequency of 4 times. And HM,
2 occurrences, represents NS5 _. There is no need to go
through all the possible corrnborations.

(12) Going back to the assumption that

TH. .TH
PNFNPN
is part of the expression . NORTHOFTHE. er
CQLOQPNFNPNIT
.SO0OUTHOFTHSE ., it is seen at once from Fig.
CQALQFFNFNPNIT

23 g that the latter is apparently cnrrect and not the
former, because IQ, equals OUy, and not ORD. If e5p = CQC,

this means that the letter C of the digraph 0}, must be
placed in row 1 column 3 or row 2 column 3 of Section 3.
Now the digraph CB; occurs 5 times, CGg 4 times, CHC, 3
times, CQ,, % times. Let an attempt be made te deduce
the exact position of C in Section 3 and the positions -
of B, G, and H in Section 4. 'Since F is alreamdy placed
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~in Section 4, assume G and H directly ?cllcw ii,:ahd_
that B comes before it. How much before? Suppose a.

——

o,
~

i . trial be made. Thus (Fig. 23 £):
& VP B L
i AlBlGlD|E] ol lott o
FJ]G|H|IJ K G oo
‘ 1 JLimiNfolprlrlelulxin]’ 3
oRis|tlufufflplal:{ ..
VIiWw{XxjY|2 ' ‘ .
. ’ tlalslelnlmll o
v T ] i {
- Nl lrlebhiradk] -
4 BIBIBIF|{GILIM|NjO]P| - %
' H MiQf:|lQtRls}tTlUu}"
ViwiX|Yi2
w Y, ('= - f‘-.; L. T H 1 P . PN B
oy .ot TS . .
- ‘ Flg. 23 f. ) N '
- W w i i SO PO
i ) T : . S I T
- By referrlng now to the frequency dlstrlbutxonv Flg. 22,
after a very few mlnutes of exparlmentatlon 1t becomes
apparent that the follOW1ng 1s crrrect-_
| - AIB|CI|D G
' : FIG{H|IJ|K : d
» 1 LIMIN|OlR|Fle|H|K]|L 3
| Qi{r|s|r]u{m|¥lrlq
] .
| VIW XY 2
AIB|ICIDI{E
N FIG|HIWIK
4' GI'LIM[{N[O P 2
' H M|Q QlR|ls|T|U
- VIwiX|Yi2 :
g o0 ¢
Fig. 23 g. '
- H ! f
il ! v O o (R SRA T B AL
' - 4 '.‘ ER
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(13) The identificationc given by these placements are inserted

The final checier-

in the text, and solution is very vapidly complete

board and decciphered text arc given below.

. Fig. 23 h.

EDLRZ—EKwPUn/w
IBKQX_DH_OTY
O} <t @ ) =Y D & )
ol M| v = >im W = m
“STFMUAFWLQV
_EKPUhﬁLAGRZ
_DHOTY__UNFQ_Y
mCHNSXPOD.M~W‘.
_ mi o] I Kbl =P ] H O M >
“A.FLQVE,SBHT_
e ~

Zhk O HE HH MHEH DM oM NH. B b4
P OO M MM B W33 B g
K O d G MAd MO R M M,
O S KA M3 A HH GO W]
M) Mt i HH H MHE AR

B3 0M A0 HKEBE Mk 2 AN BH
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cipher equivalents are takin from the sections containing the normal
alphabets. -For exemplce, referring to Fig. 23 h, supposu that sectlons
3~4 be used rs the source of the “Lu1n~LLXt pairs, and acctlons 1-2 as
the source oh the cipher-toxt pairs. Then ONP = DG,, EH = AU,, ete.

(2) To solve a message ua01phcred in that manncr, it is neccssary
morely to make a square in which all four sections are nermal alphabets,
and then perrorm two steps.. First, the cipher text palrs are converted
into their normal alphebet cquLvalcnts morely by "deciphering" the mes-
sage with that square; thu rcsult of ithis operation yields two mond-
£ alphabets, one gomposed of the odd letters, the other, of the cven

r. letters. The second step i3 to solve these tio non041phabets.

(3) Where the sume nized alphebet is inserted in sections 3 and 4,
the problum is still casier, since the letters resulting from the conver-
sion intp normal-~alphabet equivelents all belong to the same,: single-
.mixed alphabet. T ' :

45. Analysis of ciphers based upon other types of checkerboard
designs. -~ The solutinn' of eryptograms enciphered by othwer types of
checkequ rd designs is nccomplished along lines very similar to those set
iqrth in the¢ foregoing example of the solution of & mesasge. prepared by
means 'of a 4-square chockerbrard design. There arce, unfortunately, no
means or tests which can be applied tn dotermine in the carly stages of
the analysis exactly what type of design is involved in the first case
urider s The author freely admits that the solution outlined in sub-

. ' 'paragrhp c is quite artiricial in that nothing is demonstrated in step
(7) that obvlﬂusly leads to or warrants thc assumption that a Z-square
" checkerboard is involved. This point was prgsed over with the quite bald
statement that this was "“the sinplest thing to dssume" -~ and then the so-
lution procecds ex"ctly a3 though this mere hypothesis has been definitely
cstablishica. For example, the very first results obteinod were based upon
adsuming that a certain 4-letter repetltlﬁn rcprescntcd the word STOP and
immediately inserting certain letters in wppropriaste cells in a A-square
chcckefb;axd. Scveral more ussumthJns werc built on top of that and very
rapid strides were madc. What if it had not been a 4-square checkerboard
at 211l? What if it had been 4 2-synarc checkerboard qf the type shown in

- Fig. R4z ulaln;ulrlo]sla)] e
16l TIRII|G alx] v
B|D|E|H|k|lp|~|HIB|E
] __|LjojrlajsfialFlul N
: Viwix|¥iaTio|I|C|R .
N Figs 24 ) ) ;

The only defense that can be made®sf what miy seem to the sludent to be
purely arbltrary procedurc based upon thie authorts advance information

- or knowledge is the following: In the first place, in >rder to avoid
making the cxplendtion a tos-long—~drawntout affair, it is necessary, and
pedagogical wexperience warrants, thot certain alternative hypotheses be
passed over in silence. In the second place, it muy now be added, after
the principles and procedurc have been elucidated (which at this stage
is the prlmary object of this text) that if good results do not follow

from a first hypothesis, the only thing the cryptanalyst can do is to
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reject that hypothesis, and formulate a sec-nd hypothesis. In actual
practice he may have to reject a second, third, fourth, ...pth hypothesis.
In the end he may strike the right one - or he may not. There is nn
guaranty of success in the matter. In the third place, one of the objects
of this text is to shew hcuv certain 'systems, if employed for military pur-
poses, can readily be broken dcwn. Assuming that a checkerboard system

is in use, and that daily changes in keywords are made, it is prssible
that the traffic of the first day’ mlght give considerable difficulty in
solutlon, if ‘the type of checkerboard were nbt known to the cryptanalyst.
But the second er third day's traffic would be easy te solve, because hy
that time the cryptanalytic personnel would have analyzed the system ani
thus learned what type of checkerboard-the enemy is .using.

46. Analysis of the Playfalr ciphar system. - g, An excellent ‘example
of a practical, partially digraphic system is the Playfalr clpher.l
It was used for a number of years as a field cipher by the British Army,
before and during ths World War, and fer a shert time,,also during that
war, by fisld units of the American Expedltlonary Farcess

b. Published solutions? for this cipher ara qulte 51m11ar ba51cally
and vary only in.minor details. The earliest, that by Lieut. Mapborgne,
used straightforward principles of frequency to establish the values of
three or four of the most frequent digraphs.. Then, on the assumption
that in most cases in which a keyword appears on the first and second rows,
the last five letters of the normal alphebet, VWXYZ, will rarely be dis-
turbed in sequences and will occupy the-last row of the square, he "juggles"
the lettersigiven by the values-tentatively established from fraquency
considerations, placing- them in various positions in the square, together
with VWXYZ, to cerrespond to the plain-text cipher relatlonshlps tentatively
establlshed.* A later solution by Ligut. Frank Moerman, as deoscribed in
Hitt's Manual, assumes that in a Flayfair cipher prepared by means of a
. square in which the keyword OCcuples the first and secpnd rows, if a di-
graphice frequency ‘gistribution is. ‘made, it will Ye found ihan the ‘Letters
having the greatest combining power arc very probably letters of the key.

. The latest published solution by Lieut. Commander Smith. is perhaps the

This cipher was really invented by Sir Charlss Wheatstrne but receives
its name from Lord Playfair, who acpparontly was its sponsor before the
British Foreign Office. See Womyss Reid, "Memoirs of Lyon Playfair",
London, 1899. '

2

Maubrrgne, Lieut. J. O. An advanced problem in cryptography and its
solution, Leavenwnrth, 1914.
Hitt, Captmin Parker. Manual for the solution of mlllthry clphurs,
Leavenworth, 1918. N
Smith, Licut. Commander W. V., U S. N. " In "Cryptagraphy" by Anire
. Langie, translated by .J. C. H. Macbeth, Now Yerk, 1922.
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most lucid and systematized of the three. He sets forth in definite
langunge certain considerttions whieh the other two writers certzinly
entertained but failed to indiccte.

t. The following detnils have been summarized from Commnder Smith's
solution: -

(1) The Playfair cipher miy be recognized by virtue of
the fact that it always contains n even number of letiers,
+and that when divided into groups of two letters each, no
group contains n repetition of the same letter, as NN or
.E&, Ropetitions of digraphs, trigraphs, and polygraphs
will be evident in fairly long messages.

(2) Using the squﬂrel'shown in Fig. 25 a, therc nre
two genernl cases to be considored, 2s roegnrds the results
of oncipherment s i

- Fig. 25 a.

Gase 1. Lottoers at opposite corners of 2 rectdngle. The following
relntionships are found:

THp YF,

HTp FY,

YFp TH,

; FYp = HTc

Reciprocity is complete.

Case 2. Two letters in the same line nr column. The following
relationships are found:

NAp = KNG

The Playfair square accempanying Crmmander Smith's selutisn is based
uprn the keywerd BANKRUPTCY, "to be distributed between the first and
fourth 1ines nf the square." This is a simple departure from the ariginal
Playfair scheme in which the letters of the keyword are written from left
tn right and in consecutive lines frnm the tep downward.

"

1
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But NKp does not = ANg, nor does
KNp =* NA,
Reciprocity is only partial.

(3) The foregoing gives rise to the follcwing.

RULE I:
(a) Regardless of the pcsition of the letters .
in the square, if
- 1.2 - 3-4.-, then
he 2.1 = 4.3
(b) If 1 and 2 form cpposite corners of a rec-
tangle, the following equaticns obtain.
1.2 = 3.4
2.1 = 4.3
3.4 = 1.2
4,3 = 2.1
(4) A letter considered as occupying a position in
a row can be combined with but four eother letters in the
same row; the same letter considered as occupying a position -
in a column can be combined with but four other letters in
the same column. Thus, this letter can be combined with
only 8 other letters all told, under Case 2, above. But .
the same letter considered as occupying a corner of a
rectangle can be combined with 16 other letters, under
Case 1, above. GCoumander Smith derives from these facts
the conclusion that "it would appear that Case 1 is twice
as probable as Case 2." He continues thus:
"Now in the square, note that:
ANp = NK, ENp = FA,
GNb = FK, EMp = FL,
- - -
ONp = MK, alse ETp = FP,
CNp = TK, EWP = FV, -
- XNP = WK, . EFP = FG, ) -
“From this it is seen that of the 24 equations that -
can be formed when each letter of the square is ‘employed
either as the initial or final letter of the group, five
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will indicate a repetition of a cerresponding letter
of plain text.

"Hence, RULE II. - After it has been determined,
in tho equation 1.2 = 3.4, that, say, EN, = FA;, there
is a probability of one in five that any other group
beginning with F, indicates Eop, and that any group
ending in A; indicates ONy.

YAfter such combinations as ER, dRP and EN,, have

been assumed or determined, the above rule may be of use
in_disco;ering additional digraphs and partial vords."®

RAULE III. - In the equation 1.2 = 3.4, 1 and 3
can never be identical, nor can 2 and 4 ever be identical.
Thus, AN, could not possibly be represented by AYC, nor

could ER, be represented by KR;. This rule is useful in

.elimination of certain possibilities when a specific
-~ ' .message is being studied.

i, There is an error in this reasoning. Téke, fo} example, the 24 equations
having F as an initial letter:

Case | | Case Case Case

.1 FB; = DNp 2 FE = ED 2 FT = NM 1 FX= QW
2 FD = EH 1 FL = EM 2 FW= NT 1 FR= HN
:1 FI = IM 1 FP = ET 1 FK = GN 2 FH= &G
1 FU = IT 1 FV = EW 2 FG = BF 1 FQ = HM
1 FS = DW 2 FN = NW 1 FO = GM 1 FY = HT
1l FA = BN 2 FM = NF 1l FC = GT 1 FZ2 = HW

Here, the initial letter F, represents the following initial O,s:
i

i ’ ' D ENGH

It is seen that F; represents Dp, N, Gp, H, 4 times each, and E,, 8 times.
Consequently, suppgsing that it has been determined that FAc = END, the
probability that Fc will represent Ep is not 1 in 5 but 8 in 24, or 1 in

3; but supposing that it has bheen determinei that FW_ = NTD, the proba-
bility that Fc will represent N, is 4 in 24 or 1 in €. The difference

in these probabilities is occasioned by the Fact that the first instance,
FA, = EN, corresponds to a Case 1 encipherment, the second instance,

FWE = NTp, to a Case 2 encipherment. But there is no way of knowing

initially, and without other data, whother one is dealing with a Casc 1
or Case 2 encipherment. Only as an approximation, therefore; may one say
that the probability of F, representing a given €, is 1 in 5.
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RULE IV. - In the equation 1.2 = 3.4,; if 2 and 3
are identical, the letters are all in the samec row or
column, and in the rolative order 124. In the square
shown, ANn = NK, and the absolute order is ANK. The

relative order 124 includes five absolute orders which
are cyclic permubtations of cne anolher. Thus: ANK--,
NK--A, K--AN, --ANK, and -AKK-.

RULE V. - In the equation 1.2, = 364y, 1if 1
and 4 are identical, the letters are all in the same row
or column, and in the relative order 243. In the square
shown, KN, - BK; and the absolute order is NKR. The rela-

tive order 243 includes five absolute orders which are
cyclic permutations of one another. Thus NKR--, KR--N,
R--NK, --NKR, ard -NKR-,

RULE VI. - "Analyze ths message for group re-
currences. Select the groups of greatest recurrence and
assums them to be high-frequency digraphs. Substitute
the assumed digraphs througheut the message, testing the
assumptions in their rslation to other groups of the ciphoer.
The reconstruction of “the square procseds simultaneously
with the solution of the message and aids in hastening
the translation of the cipher.”

d. (1) When solutions for the Playfair cipher system were
first developed, based upon tho fact that the letters were inserted in.
the cells in koyword-mixed order, cryptographers thought it dasirable
to place stumbling blocks in the path of such solution by departing from
strict, keyword-mixed order. Playfair squares of the lattsr type are
designed as "modified Flayfair squares". One of the simplest methods is
illustrated in Fig. 25, wherein it will be notoed that the last five
lettsrs of the keyword proper are inscrted in tho fourth row of the square
instead of tha second, where thoy would naturally fall. Another method
is to insert the letters within i1he cells from left to right and top down-
ward but use a sequence that is a keyword-mixed scquence developed by a
columnar transposition based upon the keyword proper. Thus, using the
keyword BANKRUPTCY:

2 1 5 4 7 9 6 8 310

,BANKRUUPTOC Y
D EF GG H I L M 0 Q
5 vVw X 2

Sequences: AEVBDSCOKGXNFWPLRHZTMUIVYQ
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Playfair Square

(2) In the frregoing square practically all indi-
cations that the square has been developed from a key-
word have disappeared. The principal disadvantage of
_8uch an arrangement is that it requires more time to
“locate the letters desired,: both in cryptographing and
decryptographing, than it usually dees when a semblance

"of normal alphabetic order is presarved in the square.

(3) Note the following three squares:

HEARE NETEIR N|F|w]P|X
o [TIQMT]T S[CIO[K[G] RH|[ZIT(L
’ BIDIA|E(V XIN[F|W[P UlTlY|Q|M
. 'gcsc% LIREZI|T E[vi{B|D|A
. WIP{XINT MIUITIY[Q CIKIGIS
Fig. 25 ¢ Fig. 25 ¢4 Fig. 25 ¢

. At first glance they all appear to be different, but

closer examination shows them to be cyclic permutations
6f one another and of the square in Fig. 25 b. They
-yield identical equivalents in all cases. However, if
an attempt be made ton reconstruct the original keywerd,
it would be much easier te de so from Fig. 25 b than
from any of the others, because in Fig. 25 b the keyword.-
mixed sequence has not been disturbed as much as in
Figs. 25 ¢, d, 8. In working with Playfair ciphers, the
student should be on the lookout for such instances of
¢yclic permutation of the original Playfair square, for
during the course of solution he will not know whether
he is building up the original or an equivalent, cyclic
permutation of the original square; only after he has
completely reconstructed the square will he be able to
determine this point.

e (1) The steps in the solution of a typical examplse
" of this cipher may be useful. Let the message be as follows:
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1234 8910 I12131415 1617181920 2 2223%5 FA28BPD

td
[
a5
H
o

A. VTAQ

FT OCHXSC AKTVT RAZEV TAGAE

B. 0OXTYM HGRL2Z 2TQTD, UMCYC XCTGM TYCGCZU

C. SNOPD GXVXS CAKTUV,T-»KPU T2PTW ZFNBG N
D. PTRKX IXBPR 2Z20EPU TOLZE KTTCS NHGCQM
E. VTRKM WCF2ZU BHT7VY ABGIP RZKPC FNLV

G TMSMX CPTOIT CXOTT- GYATE XHPFAC

p—

Q

F. 0X0TU -Z FACX XCPZX HCYNC TYOLG XXITIH
X
M

He XHYCT XWLZT SGP2T VYWCEB TWGCC

J. YXZPW GRTIV UXPUM QRKMW CXTMR SWGHB

K. XGPTO TGXOo® ;MIPYD NFeKI 'TCOLX UETPX

L. XFSRS UZTDB BNZIG' XRKIX 'ZPPVZ IDUHQ .
M. OTKTK CCHZXX .

(2) Without going through the preliminary tests in de-
tail, with which it will be assumed that the student is now familiar,l
the conclusion is reached that the cryptogram is digraphic in nature,
and an ordinary, simple digraphic frequency distribution is made.

h ]

[ Lk L
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A BCDETFOGH I XTILMNOPU QR RSTUVWIXY?Z
1

A
B
c
D
E
F
G
H
I
K
L
M
N
0
P
Q
R
5
T
U
v

=

N M
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Since there are no double-letter groups, the conclusion is reached that
a Playfair cipher is involved and the message is reWwritten in digraphs.

1 2 3 4 5 6 7T 8 g9 10 11 13 14 15

QE UH FT CH XS_CA KT VT RA Zi AG AB

TY 1z 2T DU YC XC YC 2ZU

OP XS CA VT PU T2 FN RG
RK PR 20 UT ZE KT HC QM
RK Mg 70 BH YA IP RZ FN LV

oT FA CX XC NO TY XI TIH

SM PT  OT TE XH XC Pz

WL 2T v CE TW BH MQ
RT IV 1 MW CX b HB

cx Or KI TC PX

XF 2T DB ) IX 2P HQ
oT CH XX
The following three fairly lengthy repetitions

are noted:

oT FA CX XC FPZ
—_—
TE XHi FA_CX XC PZ

FT CH XS5 _GA KT VT

DG XV XS CA XT VT

™ SM XC_Pr OT cX OF

WG HB XC_Pr CT CcX OT

The first long repetition, with the sequent reversed digraphs CX and XC
immediately suggests the word BATTALION, split up into -B AT TA LI ON
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4
and the sequence contalnlng this repotltlon in llnes F and G becomes
as followst

Line Fi 0X OT UZ FA OX X0 P2 T8 CY NO TE
B AT TA LI ON
Line G: YA TE X4 FA OX XC PZ XH YC TX WL
ON B AT TA LI ON

" (4) Because of the frequent use of numerals before the
word BATTALION and because of the appearance of ON before this word in
line G, the possibility suggests itself that the word before BATTALION

- in 11ne G is either ONE or SECOND. The identical digraph FA in both
cases gives a hint that the word BATTALION in line F may also be pre-
‘ceded by a numeral; if ONE is correct in line G, then THREE is possible
in line F. On the other hand, if SECOND is correct in line G, then
THIRD is possible in line F. Thus:

Line F3 OX OT UZ FA CX XC PZ X CY NO TE
ist hypothesis -~ TH RE EB AT TA LI ON
2nd hypothesis -~ TH IR DB

Line Gs YA TE XH FA CX XC P2 XH YO TX WL
lst hypothesis -- -~ ON EB AT TA LI ON
2nd hypothesis -5 EC ON DB

First, note that if either hypothesis is true, then OT, = TH,. The

. frequency distribution shows that OT occurs 6 times and is in fact the
most frequent digraph in the message. Moreover, by Rule I of subpara-
graph b, if CTc - TI-T,0 then TO, - HT . ©OSince HT, is a very rare digraph
in normal plain text TO, qhould elgher not mccur at all in so short a
message or else it should be very infrequent. The frequency distribu-
tion shows its entire absence. Hence, there is nothing inconsistent
with the possibility that the word in front of BATTALION in line F is
THREE or THIRD, and some evidence that it is actually one or the other.

(5) But can evidence be found for the sﬁpport of one
hypothesis against the other? Let the frequency distribution be examined
with a view to throwing light upon this point. If the first hypothesis
is true, then UZ REp, and, by Rule I, 2U, = ER,. The frequency dis-
tribution shows %ut one occurrence of UZc and but two occurrences of ZUG.
Theso do not look very good for-RB and ER. On the other hand, if the

- 2nd hypothesis is true, then UZc = IR, and, by Rule I, ZU, = The
frequencies are much more favorable in this case. Is there anyghlng
inconsistent with the assumption, on the basis of the 2nd hypothesis,

that TE EGP? The froquency distribution shows no 1ncon31stency, far
TE, occurs ongce and ET (= CE_, by Rulo I) occurs once. &s regards
whether Fuc - EB, or DB s bog h hypotheses are tenabloj possibly the

2nd hypothesis is a shade better than the 1lst, on the following reasening.
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By Rule I, if FA, = EBy then AF, = BEy, or if FA, = DBy, then AF, = BDpe.
The fact that neo AF, occurs, whereas at least one BEp may be expected
in this message, intlines one tc the an hypothesis, since BDp is very

rares.

(6) Let the 2nd hypothesis be assumed to be cnrrect.
The additional values are tertatively inserted in the text, and in lines
G and K two interesting repetitions are nrted:

Line Gs# TM SM XC PT OT CX NT TC YA TE X FA GX XC PZ Xd
TA TH AT TH -5 BEC ON DB AT TA LI ON

Line Ks* W HB XG PI OF OX Of MI PY DN FG KI TC OL XU ET
TA TH AT TH

This certainly looks like STATE THAT THE eee, whlch would make TE PT,.
Furthermnre, in line G the sequence STATETHATTHE..SECONDBKTTALION can
hardly be anything else than STATE THAT THEIR SECOND BATTALION, which
would make TC, = EIp and YK&'&'RSP. Also SM, = ~Sp.

(7) It is perhaps high time that the whole list of tenta-
tive equivalent values be studied in relation to their comnsistency with
the positions of -letters in the Playfair square; moreover, by so doing,
additional values may be obtalned in the process. The complete list of
values is as fecllows:

Assumed values . Derived by Rule I

CX, , TA, = XC,

(&

P2, . | I, = 2P,

X, NO, = HX,

0T, HT, = TQ,

RIp o

BD, = AF,

CE, = ET,

ET, = TP,




REF ID:RA64644"

- 113 =

(8) By Rule V, the equation TH = OT, means that H, T,
and 0 are all in the same row or column and in the relative order 243,
51m11ar1y, Cy By and T are in the samo row or column and in the relative
order 243. Further E, P, and T are in the same row, and columnj and their
relatlve order is also 243. That is, thesc sequences must occur in the
squares
T

(1) (2) (3)
HT O« .+« 4 0r CET .« , or ETP. ., or
TO.. .H s OIr ET..C s O TP...HR s O
O+..HT s OT T « « CH s O P..HET s OT
IR HT 0.__’. or . :_9_'E T s OT () ETP s Or
: .:H TO. «.CET. «BETP.
1:4“ - (9) Noting the common letters E and T in the second and

third sets of relative orders, these may be combined into one sequence
of four letters. Only one position remeins to be fillod and noting, in
the list of equivalonts that EIp = TC,, it is obvious that the lotter

I belongs to the CET seoquence. The complete scquonce is therefore as
follows:

CETPI, or
ETPIC, or
TPICE, or
: PICRET, or
ICETP

(10) Teking up the HTO sequonce, it is noted, in the
list of equivalents that ONp ¢ XP s, an equation containing two of the
throo letters of the HIO sequonce. From this it follows that N and X
must belong to the same row or column as HTO. Tho arrangoment must be
one of thg following:

T HTOXN
TOXNH
OXNHT
XNHTO
NHTOX

(ll) Since tho sequonce contalnlng,HTOXN has a common
lottor (T) with the sequonce CETPI, it follows that if the HTOXN sequonce
occupies a row, then the CETPI sequence must occupy a columnj or, if
the HTO sequence occupies a column, then the CETPI sequence must occupy
a rowy and they may be combined by means of thoir common lettor, T.
Slmple calculation will show that the two sequences may be combined in
50 differont ways, all of them yiolding identical sets of equivalents.
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Here are a few of them:
(1) (2) (3) (4) (5)
cl ! G ¢ ¢ ¢
B E E B E
Tio|Xx|&|H HiT|O| XN N{H[T|C[X] XNl Tl0 O] XIN[H| T
P P P 3 i3 -
I T T I I
\\
(6) (7) (8) (9) -(10)
I I ‘ I I
c I B N C — __jL__g__ 1 ] _ G___ C
B hiy L IE B B
TL 0 XNl B HiTlol x| N Ni#jTIC X|NJH|T]O CIXIN|H|T
P I P | Pl P P
(11) (12) (13) (14) (15)
P P P P L P
I | I T HEE R
3 K c e td rder C -
N E B o I _LE 1E]
3 | o] X|N[H HiT{c[x[N N[u[T{o]x xIn[elT[o] {olx[n[H|T
0
(16) {(17) (18) (19) (20)
Nl I 1 W N
] H H H _ . H - I'I
Pl Il GlE|T TiPlIlcl® E|T| F 1| C cle[Tiplz I|c[E|T|P
n 0 l__o______ cl 1| 0
X X | X X

(12) Before trying to discover means whereby the actual
cr absolute arrangement may be detected from among the full set of 50
possible arrangements, the question may be raised: is it necessary?
Since any one of the 50 arrangements will yield the same equivalents as .
any of the remaining 49, perhaps a relative arrangement will do.

(13) Let arrangement 13 be arbitrarily selected for trial.
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i

- -

i | e

- NH|TO|X

(14) What additional lettors can bo inserted, using as

) o a guide the list of oquivalents in subparagraph (7)? Theore is AT, = cxc,
for example. It contains only one lotter, A, not in the arrangemont
sclected for trial, and this lotter may immodiately be placed, as shown:

A

3 = (e - g f

N{HIT{OIX

Scanning tho list for additional casos of this type, nono are found. But
seeing that several high-frequency letters have alroady beon inserted
in the square, poerhaps rceforonce to tho cryptogram itsolf in connection
with values derived from thesc inserted letters may yisld further clues.
For examplc, the vowels A, B, I, and O are all in position, as are tho
vory frequent consonants N and T. The following combinations may bo

studiod:
. AN = 2X, AT, = OX, Nip = X? Tap = XC
BNy = 7T, ET, = TF, NEp = T? TE, = M,
My = ?T, IT, = CP, NI, = T? TI, = PG
ONp = XH, OTp = X0, NOp = HX, TOp = 0X,

aTy (= CXg), Tap (= XCg), ONp (= XH), TBp (= PTg) and ETp (= TP:) have
already been inserted in tho text. Of the othors, only 0X, (= TOP)
occurs two times, and this value can bo at once insertoed in the text.
But can the equivalents of AN, EN, cr IN bo found from frequency con-
siderations? Take EN_, for oxample; it is ropresented by T _. What
combination of ?T is most likely to represent EN, among the %ollowing
candidates: )

KT, (4 times); by Rule I, NE, would = TK, (no occurronces)

VI (5 timos)s ™ " " NE, " =TV, (2 times)

2T, (3 times); ™ " NE,, " «T%, (1 time)
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VI; cortainly looks good: 1t bogins tho message, suggosting the word
ENEMY; in line H, in the scquence P2ZTV would bocome LINE. Lot this be
assumed to be cnrroect, and let the word ENEMY alse be ass.med to be
corroet.s Then EMp - QEC and the square then becomos as shown horewiths

A

LV IM

—

N{H

Q1
o lx ‘

HiElalHivg

(15) In line E is sceon the follewing sequonce:

Linc Bt VI RK MW CF 2U BH TV Y. BG IP RZ KP CQ FN LV
EN RT NE RS PT B

Tho soquenco RI..NERS..PT suggests PRISONZRS C.PTURED, as follows:

M¥ CF 2U BH TV Ya BG IP RZ KP
P RL SO NE RS GCa PT UR ED

This givos the following new values: -PP = CF.3 SOp = BH,; CAP =BG,
URp = RZ;5 EDp = KPg,

The lotters B and G can be placed in position ot once, since tho posi-
tions of C and A are already known. The insertion of the letter B im-
mediatoly permits the placemont of the lstter S, frem the equation

SOp = BH,. Of the remaining oquations only EDp = KPc can be used. Since .
E and P are fixed, nd are in the same column, D and K must be in the

same column, and moreover the K must bs in the same row as B. There

is only one possible position fnr K, viz., immediately after Q. This
outomatically fixes the position of De. Tho gquarc is now as shown here-

withi

177
N e ™I
10
ik lw]

(16) & roview of =ll equaticns, including the very first
ones estnblished, gives the following which may now be used: IB, = Fi,j -
RSy = Ya,. Tho first permits the immodiato placement of Fj the second,
by elimination of possible pcsitions, permits the placement of both R
and ¥. The square is now as shown herewiths .
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3.l R Y| ’ . - .

F

B

z|<m
ER
PiFdC)Iﬂ'U
= o

0

Onceg more a review is mnde of all romaining thus far unused equotions.
LI - PZ now permits the placemont of L and Z. IR UZ now poermits
the placemont of U, which is confirmed by the oquatlon UR = RZc from
the word C..PTURED.

L| PIFID
ZIY|T{U[R
GIS|CIB[A]
VMIBIQIK
giriolx

There is then only one cell vacant, and it nust bc occupied by the only
lotter left unplaced, viz., W. Thus the wholc square haos been recon-
structed, and tho message can now he decryptogrnphed.

(17) Is the square Jjust reconstructed identical with
the orlglnal, or is it a cyclic permutation of a keyword-mixed Playfair
square of the typoe illustrated in Fig. 25b? "Even though thc message
cin be read with ease, this point is still of interest. Let tha sequonce
be written in five ways, ench composed of five partial sequences made
by cyclicly pormuting each of the horizontal rows eof the reconstructed
squares. Thus:
Row 1 Row 2 Rew 3 Rew 4 Rew 5

(a) LWPFD 2ZYIUR GSCBa VMEQK NHTOX

() WPFDL YIURZ SCBAG MEQKV HTOXN

(¢) PFDLW IURZY CBAGS EQKVM TOXNH

‘(d) FDLWP URZYI BauGSC QKVME OXNHT

‘() DLWPF R2YIU 4GSCB KVMEQ XNHTO
By experimenting with those five sequonces, in an endeavor to reconstruct

a transposition rectangle conformable to a keyword sequence, tho last
sequence yiclds the following:

PYACMN
DFIGBEH
LRUSKQT
W 3 VXO
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By shifting the O from the last position to the first, and roarranging
the columns, the following is obtained:

2536147
COMPANY
BDEFGHI
KLQRSTU
VWXZ

Tho-original square must have beeon thiss

Algisiclp
Klvii[z{Q |
. XINTHIT [0
DILIW|PIF
RIZIY|I{U_|

f. Continuod practice in the solution of Playfair ciphors will
make the student quite expert in th: matter and will enable him to solve
shorter nnd shorter messages, Also, with practice it will become = mat-
tor of indifforence to him as to whether the letters are insorted in the
squaro with any sort of regularity, such as simple keyword-mixed order,
columnar transpnscd keyword-mixed erder, or in a purely random order.

g. It may porhaps scom to the student that the foregoing steps
are somewhot tco artificial, a bit too "ecut nnd dried" in thoir accuracy
to portray the process of onalysis, as it is applied in nctuality. For
example, the critical student may woll object to some of the assumptions
and the reasoning in stop (5) abeve, in which the words THREE and ONZ
(1st hypothesis) were rojesctod in fuvor of tho words THIRD and SEGCOND
(2nd hypothesis). This rostad largely upon the rejection of RE_ and ER
as the equivalents of UZ, and ZUc’ jnd the adoption of IR, ard RIp as
their equivalents. Indeed, if the student will exomine the final mossage
with a eritical eye he will find that while the bit of reasoning in step
(5) is perfectly lngical, the assumption upon which it is based is in
fact wrong, for it happens that in this case ER, occurs only once and
RE_ does not occur at all. Consequently, although most of the reasoning
which led to the rejoctien of the 1lst -hypnthosis and the adoption of tho
2nd was logical, it was in fact based upon orroneous assumption. 1In
other words, despite the fnct that the assumption was incorrcet, a correct
deduction was made. The student should taks notg that in cryptanalysis
situations of this sort aro not 2t all unusunl. Indeed they are to be
cxpected and a few werds of explanation at this point may be useful.

p

h. Cryptanalysis is a science in which a very large role is played
by making deductions from observational data and the doductions usually
rest upon assumptions. It is most ofton the case that tho cryptanalyst
is forced to make his assumptions upon o quite Iimited amount of text.
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It cannot be expectod that assumptions basod upon statistical generali-
zntions will 2lways hold truec when npplied to dato comparatively very
much smnllor in quantity than tho total datd used to derive the genera-
lized rules. Consoquontly, as rogards assumptions mado.in specific
mossdges, most of the time thoy will be corroct, but occasionally thoy
will be incorrect. In cryptanalysis it is ofton found thnt among the
corroct doductions thore will be casos in which subsequently discoveroed
facts do not bear out the assumptions on which tho deduetion was based.
Indood, it is sometimes true that if tho facts had beoen known before the
deduction was mada, this knowledge would hnvo provontod making tho cor-
roct doduction. For exnmple, suppose the cryptannlyst had somchow or
othar devinod that the message undor consideration contained no RE, only
one 2R, one IR, nnd two RI's (as is actually the case). Ho would certainly
not havo boon able to choose betwoon the words THREE and ONE (1lst hypothe-
sis) as agninst THIRD and SECOND (2nd hypothosis). But bocazuse he assumes
that there should bo more ERp's and-REp’s than IR's-and RI's in the message,
he deduces that UZ, cannot be RE,, rejects the lst hypothesis nnd takes
the 2ni. "It latoer turns out, afger the problem has been solved, thnt the
deduction 'wds ‘correét, although tho nssumption on which it wns based
(gfpectation of more frequent appenrance of RE. and ER,) was not in fact
truc 'in this particular cnse. The cryptanulysg can only hope that the
number of ‘times whon his deductions are correct, even though based upon
agsunptions which lator turn out to be erroncous, will abundantly exceed
the numbor of timos whon his deductions are wrong, oven though based upon
assumptions which later prove te be correct. If ho is lucky, the making
of an assumption which is really not true will make no differonce in tho
end and will not delay solutionj but if he is speciclly favored with luck,
it may actually holp him solve the messagoe--28 was the case in this parti-
cular oxamplee

i. another comment ef a general naturc may be made in connection
with this specific example. Tho student may ask what would havs beon the
procedure in this case if the message had not’ contained such a tell-tale
ropetition as the word B.TTALION, which formed the point of departure for
the solution, or, as it is often snid, permitted an "entering wedge" to
bo drivon into tho message. The answor to his query is that if tho word
BAaTTALION had not beon repeatod, there would probably have been some other
repetition which would have permitted the samo sort of attncke If tho
student is looking for cut and dried, straightforwnrd, unvarying methods
of attack, ho should remember that cryptannlysis, while it may be considercd
2 branch of mathomatics, is not a scionce which has many "general solu-

“tions" such as are found 1nd oxpected in mathematics propér. It is in-
horont in the very nature of cryptanalytics that, as a rule, only goneral
principles can bo established; fheir practical application must tnko ad-
voiitage of peculiarities nnd particular situations which are noted in

‘T'specific mossagos. This is espocially true in a text on the subjoct.

The illustration of a gonoral principls requires a specific oxample, and
.the latter must of nocessity manifest characteristics which make it differ-
ent from any other oxample. Tho word BATT.LION was rot purposely rcpeated
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in this example in order to make the demonstraticn of solution easy:

"it just happened that way". In another example, some other entering
wedge would have been found. The student can be expected to learn only
the general principles which will enable him tn take advantage of the
specific ¢haracteristics manifested in specific cases. Here it is de-
sired to illustrate the general principles of sonlving Playfair ciphers
and to point out the fact that entering wedges must and can be feund.
The specific nature of the entering wedge varies with specific examples.

SECTION X

CONCLUDING REMARKS
Paragraph
Special remarks concerning the initial classification of
Cryptograms ¢« o o o« 5 o o o % o o o o o s ¢ © s ¢ s s ¢ » » AT
Ciphers employing characters other than letters or figures . « « 48
Concluding remarks concerning monoalphabetic substitution. . . . 49
Analytical key for cryptanalysis o« o« o o s = o o ¢ o 2 o ¢ o o o 50

47. OSpecial remarks concerning the ini?ial clasgification of cryp-
tograms. -~ a+ The student should by this time have a good conception of
the basic nature of monoalphabetic substitution and of the many "changes"
which may be "rung" upon this simple "tune". The first step of all,
naturally, is to be able to classify a cryptogram properly and place it
in either the transpnsition or the substitution class. The tests for
this classification have been given and as a rule he will enccunter no
difficulty in this respsct.

b. There are, however, certain kinds of cryptograms whose class
cannot be determined in the usual manner, as outlined in Par. 13 of this
text., First of all there is the type of code message which empleys bona
fide dictionary words as code groups.t Naturally, a frequency distribu-
tion of sucha message will approximate that for normal plain text. The
appearance of the message, however, gives clear indications of what is
involved. Tha study of such cases will be taken up in its proper place.
At the moment it is only necessary 1o point out that these are code
messages and not gipher, and it is for this reason that in Pars. 12 and
13 the words "cipher" and "cipher messages" are used, the word "“crypto-
gram" being used only where technically correct.

g« ©Secondly, there come the unusual and borderline cases, including
cryptograms whose naturs and type can not be ascertained from frequency
distributions. Here, the cryptograms are technically nct ciphers but
special forms of disguised secret writings which are rarely susceptible
of being classed as transposition or substitution. These include a large
share of the cases wherein the cryptographic messages are disguised and
carried under an external, innocuous text which is innocent and seemingly

1

See Par. 71, Special Text No. 165, Elementary Military Cryptography.
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witheut cryptographic content - for instance, in a message wherein specific
letters are indicated in a way not open to suspicion under censorship,
these letters being intonded to constitute the letters of the cryptographie
message and the nther letters constituting "dummies". Obviously, no amount
of fregquency tatulations will avail a compotent, expert cryptanalyst in
demonstrating or disclosing the presence of a cryptographic messago,
writton and secreted within the "open" message, which serves but as an
envelop and disguise for its authentic or real import. Certainly, sueh
frequency tabulations can disclose the existence neither of substitution
nor transposition in these cases, since both forms are absent. Another
very popular method that resombles the method mentioned above has for its
basis a simplo grilla. The whole words forming the secret text are in-
serted within perforations cut in the paper and the romaining space filled
carefully, using "nulls" and "dummies", making a seemingly innocuous ,
ordinary message. There are other methods of this general type which can
obviously neither be detected nor cryptanalyzed, using the principles of
frequency of recurrences and repetition. These can not be further dis-
cussed herein, but at a subsequent date a special text may be written for
their handling.

d. In view of the foregoing remarks, when so-called "symbol ciphers",
that is, ciphers employing peculiar symbols, signs of punctuation, diacriti-
cal marks, figures of "dancing men", and so on are encountered in practi-
cal work nowadays, they are almost certain to be simple, mgnoalphabetic
ciphers. They are adequately described in romantic itales,” in popular
books on cryptography, and in the more common types of magazine articles.
No further space need be given ciphers of this type in this text, not only
because of their simplicity but also because they are encountered in mili-
tary cryptography only in sporadic instances in censorship activities.

Even in the latter cases, it is usually found that such ciphers are em-
ployed in "intimate" correspondence for the exchange of sentiments that
appear less decorous when set forth in plain language. They are very
seldom or never used by authentic enemy agents. When such a cipher is
encountered nowadays it may practicelly always be regarded as the work of
the veriest tyro, when it is not that of a "crank" or a mentally deranged
person. :

€. The usual preliminary procedure in handling such cases, where
the symbols may be somewhat confusing to the mind because of their un-
familiar appearance to the eye, is to substitute letters for them con-
sistently throughout the message and then treat the resulting text as an
ordinary cryptogram composed of letters is treated. This procedure also
facilitates the construction of the necessary frequency distributions,
which would be tedious to construct by using symbols.

1 The subparagraph which the student has just read (47¢) contains a hidden
cryptographic messagoe. With the hints given in Par. 35¢ let the student
Bee if he can find it.

2 The most famous: FPoe's "Gold Bug"s; Arthur Conan Doyle's "The Sign of
Four".
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£. A final word must be said on the subject of symbol ciphers by
way of caution. When symbols are used 1o replace lottors, syllables and
entire words, then the systoms apgroach code mothods in principle, and
can become difficult of solution.® The logical extonsion of the usc of
symbols in such a form of writing is the employment of arbitrary charactors
for a spocially devoloped "shorthand" systom bearing little or no rosocm-
blance to well-known, and thorofore nonsecret, systems of shorthand, such -
as "Grogg", "Pitmwn", ctc. Unloss a considorable amount of toxt is avail-
able for analysis, a privatoly-dovised shorthand may bo very difficult if
not impossible to solve. Fortunately, such systems are nover cncountored
in military cryptography. Thoy fall undor the heading of cryptographic
curiosities, of intorest to tho cryptonalyst in his leisurc moments.=2

48, Ciphers employing characters other than lottors or figures. - a.
In practical cryptography todny, tho usc of characters other than tho 26
letters of tho English alphabot is comparatively raro. It is true that
thero are a fow governmonts which still adhore to systoms yilelding cryp-
tograms in groups of figurcs. Theso aro almost in overy cosc code systems
and will be treat:d in their propor placo. In some casos cipher systems,
or systems of onciphoring code aro uscd which arc basically mothematical
in character and operation, and thercfore use numbors instoad of letters.
Some persons are inclined toward tho use of numbers rather than lettors
boscause numbers lend thomselves much moro readily to cortain arithmotical
operations such as addition, subtraction, and so on, than do lotters. But
there is usually added some final process whereby tho figurc groups =are
converted into letter groups, for the sake of oconomy in transmission.

be Tho only notable oxceptions to tho statement containod in the
first sentence of this prragraph are those of Russinn messagoes transmitted -
in the Russian Morse clphabet and Japanoso moessages, transmitted in the
Kata Kona Morse alphabet.

49. Concluding romnrks concarning monoalphabetic substitution. - 2.
The alort student will have by this timo gathored that thoe solution of
mononlphabetic substitution ciphors of tho simple or fixed type aro particu-
larly casy to solvo, onco the underlying principles aro thoroughly under-
stood. As in other arts, continuod practice with oxamples loads to facility
and skill in solution, cspocinlly where the student concentrates his atton-
tion upon traffic all of tho same genoral naturo, so that the typo of text

1 Tho usc of symbols for abbravintion and speed in writing goes back to
the days of antiquity. Cicoro is reportod to havo drawn up "2 book like
2 dictionary, in which he placoed bofore ench word the notation (symbol)

which should reproscnt it, ~nd so groat wns the numbor of notations and

words that whatover could be written in Latin could be expressed in his

notations."

2 An oxample is found in tho famous Pepys Diary, which was writton in -
shorthand, purcly for his own eyes by Samucl Popys (1633-1703). "Ho wrote

it in Shelton's systom of tachygraphy (1641), which he complicatod by using
foroign langungos or by vnrioctios of his own invention whoncver he had to

record passngos lenst fit to bo seen by his servants, or by 'all the world'."
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which ho is continually oncountoring becomes familiar to him and its
peculiaritios or charactoristics of construction give cluss for short

cuts to solution. It is true that a knowlodgo of the gonoral phraseology
of mésgagoes, tho kind of words used, their soquoncos, and so on is of very
grent assistanco in practical work in all fields of cryptanalysis. The
student is urged to note particularly these finaer dotails in the courso

of his study.

b. Another thing which the student should be on the lookout for in
simple monoalphabetic substitution is the use, consecutively of several
different mixed cipher alphabets in a single long message. Obviously, a
single, composite [requency distribution for the whole message will not
show the characteristic crest and trough appearance of a simple monoalpha-
betic cipher, since a given cipher letter will represent different plain-
text letters in different parts of the messagse. But if the cryptanalyst
will carefully observe the distribution as it is being compiled, he will
note that at first it presents the characteristic crest and itrough appear-
ance of monoalphabeticity, and that after a time it begins to lose this
appearance. If possible he should be on the lookout for some peculiarity
of grouping of letters which serves as an indicator for the shift from
one cipher alphabet to the next. If he finds such an indicator he should
begin a second distribution f rom that point on, and proceed until another
shift or indicator is encountered. By thus isolating the different portions
of the text, and rostricting the frequency distributions to the separate
monoalphabets, the problem may be treatad then as an ordinary simple mono-
alphabetic substitution.

. xd

g« Monoalphabetic substitution with variants represents an extension
of the basic principle, with the intontion of masking the characteristic
frequencies resulting from a strict monoalphabeticity, by means of which
solutions are rather readily obtained. Some of thoe subterfuges applied

in the establishment of variant or multiple values arc simple and more or
less fail to scrve the purposc for which they are intonded; othors, on

the contrary, may interposo sorious difficulties to a straightforward solu-
tion. But in no case may the problem be considered of more than ordinary
difficulty.’ Furthormore, it should bo recognized that whore these subter-
fuges aro really adequatoc to the purposc, tho complications introducod are
such that the practical manipulation of tho systom becomes as difficult
far the cryptographer as for the cryptanalyst.

ds As alrocady montionod in monoalphabotic substitution with variants
it is most common to omploy figures or groups of figures. The roason for
this is that the usc of numerical groups scems more natural or casier to
tho uninitiated than doss the use of varying combinations of lottors.
Morsowver, it is oasy to draw up cipher alphabots in which somo of the let-
tors are roprescentod by singlo digits, others by pairs of digits. Thus,
tho docomposition of the cipher text which is an irrcegular intermixture of
monoiité?ﬁi"ﬁnd polylitoral oquivalents, is made more complicatod and
correspondingly difficult for the cryptanalyst, who dooes not know which
digits arc to bo used scparatoly, which in pairs.
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8+ A few words may bo 2ddod hore in regard to a mothod which ofton
suggoests itsolf to laymon. This consists in using a book posscssed by
all the corrospondents and indicnting the letters of tho message by moans
of numbers referring to spscific lottors in tho book. One way consists
in soelecting 2 certnin pago and thon giving tho lince number and position
of the lettor in the lino, tho pago number boing shown by a single initinl
indicator. Anothor way is to use tho ontire book, giving tho cipher
cquivalents in groups of threo numboers represonting page, line, and number
of letter. (Ex.: 75-8-10 moans pago 75, 8th line, 10th letter in the
line.) Such systoms arc, however, oxtrcmely cumbersome to use and, whon
the cryptographing is done carelessly, can be solved. The basis for solu-
tion in such cases rosts upon the use of adjacent letters on the same line,
the accidental ropetitions of cortain lottors, and the occurronce of un-
enciphored words in tho mossages, when laziness or fatiguo intervones in
the cryptographing.

fo It may also be indicatod that human nature and the fallibility
of ciphor clerks is such that it is rather rare for an encipherer to make
full use of the comploment of variants placed at his disposal. Thc rosult
is thot in most cases certain of the oquivalents will bo usod so much
morse ofton than others that diversities in froquencies will soon manifest
thomsclves, affording important data for attack by the cryptanalyst.

g+ In the World Waor the cases whore monoalphabetic substitution
ciphers were employed in actual operations on the Western Front were ex-
ceedingly rare because the majority of the belligerents had a fair know-
ledge of cryptographye. On the Eastern Front, however, the extensive use,
by the poorly prepared Russian Army, of monoalphabetic ciphers in the
fall of 1914 was an important, if not the most important, factor }n the
success of the German operations during the Battle of Tannenberg. It
seems that a somewhat more sscure cipher system was authorized, but proved
too difficult for the untrained Russian cryptographic and radio personnel.
Consequently, recourse was had to simple substitution ciphers, somewhat
interspersed with plain text, and sometimes to messages completely in
plain language. The damage which this faulty use of cryptography did to
the Russian Army and thus to the Allied Powers is incalculable.

he Many of the messages found by censors in letters sent by mail
during the World War were casos of monoalphabetic substitution, disguised
in various ways.

1 Gyldon, Yves. Chifforbyrfiernas Imsatscr I VArldskriget Till Lands,
Stockholm, 1931. Translation under the title The Contribution of the
Cryptographic Burcaus in the World War, appeared in the Signal Corps
Bullotin in sevon succoessive installments, from November-December 1933
to November-Docember 1934, inclusivg.

Nikolaioff, A. M. Socrot Causes of German success on the Eastern Front.
Coast Artillery Journal, September-Octobor, 1935.
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50. Anaiytical key For cryptanalysis. - a. It may be of assistance

" to indicate, by means nf an nutline, the relationships existing among

the various cryptographic systems thus far considered. This graphic out-
line will be augmented from time to time as the different cipher systems
are examined, and will constitute what has already been alluded to in

Par. 6 g and there termed an analytical key for cryptanalysis.} Funda-
mentally its nature is that cf a schematic classificaticn of the different
systems examined.

. Nnte, in the analytical key, the rather clear-cut, dichotomnrus
method of treatment, that is, classification by subdivision into pairs.
For example, in the very first step thers are only twn alternatives: the
cryptogram is either (1) cipher, or (2) code. If it is cipher, it is
either (1) substitution (2) transposition. If it is a substitution cipher,
it is either (1) monographic, or (2) polygraphic, and so on. If the stu-
dent will study the analytical key attentively, it will assist him in
fixing in mind the manner in which the various gsystems covered thus far
are related to one another, and this will be of benefit in clearing away
some of the mental fog or haziness from which he is at first apt to suffer.

1 This amalytical key is quite analogous to the analytical keys usually
found in the handbooks biolecgists commonly employ in the classification and
identification of living organisms. In fact, there are several peints of
resemblance between, for example, that branch of tiology called taxonomic
botany ‘and cryptanalysis. In the former the first steps in the classifi-
catory ,process are based upon obseryation of externally quite marked differ-
ences; as the process continues, the observational details become finer and
finer, involving more and morse dl ficulties as the work progresses. Towards
the end of the work the bntanical tgxonomist may have to dissect the speci-
men and study internal characteristics. The whele process is largely a
matter of painstaking, accurate observation of data and drawing proper cm-
clusions therefrom. Except for the fact that the botanical taxonomist de-
pends almost entirely upon ocular observation of characteristics while the
cryptanalyst in addition to observation must use some statistics, the steps
t1ken by the former are quite similar to those taken by the latter. It is
only at the very ond of the work that a significant dissimilarity between
the two sciences arises. If the botanist makes a mistaks in observation

or deduction, he merely fails to identify the specimen correctly; he has an
"nnswer" -- but the answer is wrong. He mny not be cognizant of the error;
however, other more skillful botanists will find him out. But if the
cryptanalyst mnkes a mistake in observation or deduction, he fails to get
any “answer" at all; he needs nobody to tsll him he has failed. Further,
there is one additional important point of difference. The botanist is
studying 2 bit of Nature r~ and she does not consciously interpose obstacles,
pitfalls, nnd dissimulztions in the path of those trying to solve her mys-
tories. The cryptanalyst, on the other hand, is studying a pisece of writing
prepired with the expross purposae of preventing its being read by any per-
sons for whom it is not iptended. The obstacles, pitfalls, and dissimula-
tions are here conscioualy interposed by the one who cryptographed the
message. Theso, of course, aro what meke cryptanalysis differont and diffi-
cult.
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¢ The numbgrs in pnrontheses rafar to specific par~grnphs in this
toxt, so th~t tho student may rendily turn to tho toxt for detailed in-
formation or for purposos df refroshing his memory as to procodure.

d. In addition to theso refercnce numbers there have beon affixed
to the succossive stops im the dichotomy, numbors that mark the "rowtes"
on the cryptanalytic map (the annlytical koy) which the studont cryptano-
lyst should follow if ho wishes to facilitato his travels nlong tho rather
complicatod and 1ifficult road to succoss in cryptanalysis, in somewhat
tho samo way in which*in intolligent motorist follows the routes indicated
on 1 goographicnl map if ho wishes to facilitate his travels nlong unfamiliar
roads. The analogy is only partinlly vnlid, howover. The motorist usually
knows in advanco the distant point which ho dosiros to reach and he procsceds
thereto by tho bost nd shortost routo, which he finds by observing the
route indications on g map and following the route markors on the road.
Occasionally he encountors a dotour but theso are unoxpected difficulties
as a rule. Least of all does he nanticipatoe any nocoessity for journcys
down whnt may soon turn out to bo blind alleys and "dead-cni"™ stroets,
forcing him to double back on his way. Now the cryptanalyst also has a
distant goal in mind -~ tho solution of the cryptogram at hand -- but he
docs not know at the outset of his journey the cxact spot wheore it is located
on the cryptanalytic map. The map contains many routos and he procceds to
tost them onc by one, in 2 successive chaoine Hs cncounters many blind
1lleys and doad-ond strceets, which force him to retrace his steps; he makes
many detours and jumps many hurdles. Some of these retracings of steps,
doubling back on his tracks, jumping of hurdles and detours are unavoidable,
but a few are avoidable. If properly omployed, the analytical key will
help the careful student to avoid those which should and can be avoided;
if it does that mueh it will serve the principal purpose for which it is
intendaed.

e. Tho analytical key mny, howoever, serveo another purposgc of a some-
what differont naturce Whon 2 multitudeo of cryptographic systems of di-
verse types must be filod in somec systomatic manner apart from the names
of the correspondents or other reforence data, or if in conducting in-
structional activities classificatory designations nro desir~ble, the rof-
ercnce numbers on the wnalytical key mny bo made to serve as "type numbers'.
Thus, instend of stating that o given cryptogram is a koyword-systemati-
cnlly-mixed-monoliteral-monoalphabetic-monographic substitution cipher ono
my say that it is a "Typs 901 cryptogram".

£o Tho moethod of nssigning type numbers is quitc simple. If the stu-
dent will oxamine the numbers he will note that succeseive lovels in the
dichotomy are designatod by successive hundreds. Thus, the first lovel, .
the classification into cipher nnd code is assigned the numbere 101 and
102, On the socond level, unier ciphor, the classification into monographic
and polygraphic systems is nssigned the numbers 201 and 202, etce Numbors
in the same hundreds apply thercfore to systoms nt the same level in the
clasgification. There is no particular virtuo in this scheme of assigning
type numbers oxcept that it provides for a considerable degree of expansion
in future studies.
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TiBLE 1-A

Absolute [requencies of 1lntturs sppearing in five sets of Govern-
mental plain-text telegrims, c.ch set contoining 10,000 letters.
Arranred alphabotically.

Message Message Mcssage Message Message
No. 1 No. 2 No. 3 No. 4 No. §

Frequency
Absolute

& Frequency
Absolute
Frequency
Absolute
Frequency

Letter

o Absolute
2 2 Frequency

~3

W -

> O
{
q

- 238
- 427
-1292
- 308
181
335
787
10

29
3353
238
815
721
317
45
762
585
824
31°
142
136
A4
179

2

N
N

~

L
[9:]
=t

-1270
- 287
167
349
700

21

21
386
249
800
736
245

38
735
628
958
247
133
133

5%
213
11

L
D2 s P

~l i O W
L1 Q0 O

[ I |
A =N
D O o
HeNoN

<SoOdHUNEONOZENNuyHOAYE T QW Letter
! i
b ]
A O
= O ~3

et
]

1o 1 B4 s

- 41

&
3
Y
(0]
%
A
B
C
D
E
F
G
H
I
J
X
L
M
N
0
P
Q
R
8
T
U
v
W
X
b4
Z

NHMEddlYO"OoOERErtRqgHEOHE O Qs Letter
NHMI<gHREeEOYOoOZEEHRGUHONO"HEODOE = Letter

- B

NMKI<d-INHOUWOZEHNRYHIQRE"D QL b

an e e =

Totals e
10,000 10,000 10,000 10,000 10,000

Table 2-A

Absolute. frequencigs of letters appearing in the combincd five sets
of messages totalling 50,000 letturs arr:nged alphabetically.

3683 - 819 - 1821 Q - 175 766

~ 487 - 1694 - 1237 R -~ 3788 780
1534 ~ 3676 - 3975 5 - 3058 R31
2122 - 82 ~ 3764 T - 4595 967
6498 - 148 - 1335 U - 1300 49
1416
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TABLE 1-B

Absolute frequencies of letters appezring in five sets of Gov—-
ernment plein-text telegroms, esch sel containing 10,000 letters,

Arrenged according to freaquency.

Message Message Message Message Mesgsage
No, "1 No. 2 No. 3 No. 4 Moo B

solute
requency
Letter
Absolute
Frequency
Letter
Frequency
Frequency
Frequency

NUROMDS<aRUdE-MQEEDOH D> O = Al Letter
NMUORMEDQdEKAdEHar D YunuH»> O WA Letter

#
(0]
B
A
E
T
N
R
I
A
0
S
D
L
c
H
U
F
M
P
Y
G
W
v
B
X
Q
K
J
/

NGO RN EdagEd-HadtdndHOERa3H
MR MOoORTIdnKEAQYOGYE D GG WHO =AW

,000 10,000 10,000
TABLL 1~C

Absolute Fregquencies of vowels, high frequency consonants,
medium freruency consonants, and low freguency consonsnts ajpcaring
in five sets of Government nlain- text tclegrams, each set contsining
10,000 letters.

Message

8 High Freq. Medium Freq. Low Freq.
0.

Vowels. Consoncnts. Conson: nts. Consonants,
3993 3527 2329 151
3985 3414 2457 144
4042 3479 2356 123
3926 85672 2358 144
3942 3546 2389 123

Totals 19,8388 17,538 11,889
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al PABLE 2-B

Ahgolute frequencies of letters anpesring in the combined five
sets of messages tolelling 50,000 letlers arranged according to

frequencios.

E 6498 . I -2676 C -1534 Y - 967 X - 231
T -4795. 5 -5058 F -1416 G -~ 819 Q - 175
N -3975 D 2122 P -1335 W - 780 K - 148
R -3788 L -18R21 U -1300 vV ~ 766 J - 82
0 -3764 H -1694 M -1237 B - 487 7 - 49
A -3€83

TARLE 2--C

Absolute froguencies of vowels, high frequcncy consonants,
medium frecuency consonznts, and low Crejucncy congsonsnts appearing
in ﬂhe combined five scts of messages totalling 50,000 letters,

VOWELS o« o o « o o o o o o o o 2 o s o o s s & o o « « o« +» 19,888
High Frequency Consonants (D, N, R, S, and T) « « « & &« « » 17,538
Medium Frequency Consonents (B , ¢, F, G, U, L, i, P, V and W) 11,889
Lowv Frequency Consonents (J, Ky Q, X and Z) « « + o o« o & o 685
Total ¢ o ¢ ¢ ¢ o o ¢ o o « = o o s 2 ¢ s o o o & “ e e » 50,000

DI.FUG-

TABLE 2-D

Absolute frequencies- of letters as initial letters of 10,000
wordg found in Governm:nt plain--text telegrams.

(1) Arrang>d mlphabotically

A - 905 G - 109 L - 196 Q- 30 V- 77
B - 287 H - 272 M - 384 R - 611 W - 320
C - 664 I - 342 N - 441 S - 965 X- 4
D - 525 J - 43 0 -~ 646 T 1253 Y - 88
E - 390 K- 23 P - 433 U - 122 zZ - 12
F - 855
Total 10,000
. (2) Arranged according to absolute freguencics.

, T —-1253 R - 611 M - 384 L - 198 J - 44
£ =965 D - 525 I - 344 U - 122 Q- 30
A - 905 N - 441 W - 320 G - 109 K- 23
F - 855 P ~ 433 B -' 287 Y - 388 Z - 12
C -.664 o - 390 H - 272 V-~ 77 X- 4
0 _— 646

T Total 10,000
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TABLE 2-E

Absolute freguencies of lethters ag finnl lctters of 10,000
words found in Governmment plein-text felcgenms.

(1) Arranged aiphubetically.

A -~ 269 G - R2H L - 354 Q- 8 V- 4
B~ 22 H -~ 450 M - 1F4 R - 769 W~ 45
C -~ 86 I- 22 N - 872 S - 982 X -~ 113
D -1002 J~ 6 0 - 5Y8 T -1007 Y - 868
E 1628 K- 535 P - 213 U- 31 Z- 9
F -~ 252

Total 10,000

Arranged according to absolute Lroqurncios.

E -1628 R ~ 782 F - 252 c - 88 T - 22
T ~1007 C - 57¢ G - 225 K - 53 Z- 9
D -1002 H - 450 P - 213 W - 45 Q- 8
S —~ 962 L - 354 M~ 1o4 U - B3l J- 6
N - 872 A - 269 X - 118 B~ 22 V- 4
Y - 866

Tot-1 10,000

TADLE 3

Relative freguencics of lotters appecring in 1,000 letters
besed upon table 2.

(1) Arranged alphobetie-llr

A -~ 75,86 G - 16.38 L - 36.42 Q - B.0C ¥ - 15.32
B - 9.74 H - 33.88 M~ 24.74 R -~ 75.7¢ W - 15.60
C - 30.68 I~ 73%.52 N - 79.50 S - 6l.1t X - 4.62
D - 42,244 J - 1l.64 0 - 75.828 T - 21.3C ¥ - 19,54
B -129.96 K- 2.96 P~ 26.70 U - 26.70 Z - .98
F - 28,32 ~
Total 1000.00
(2) Arrenged ~ccording to fr:quercy.
B ~-129.96 I- 73%.52 ¢ - 30.88 Y ~ 19.53< Z -~ 4.62
T - 91,90 S - 61.16 F ~ R8.32 G ~ 18.5% Q - 3.50
N - 79.50 D - 42,41 P - 26.70 W ~ 15,60 K~ 2.96
R - 75.76 L -~ 36.42 U - 26.00 V - 15.328 J - 1l.64
0 - 75.28 H -~ 33.88 M - R1.74% B~ 9.7« Z - .98
A

Tatal 1000.00
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TABLE 3 (Cont)

(3) (4) (5) (6)
High Freq. Modium Frequency Low I'req.
.- Vowels Consonants Consonants Consonantg
.- A~ 73.66 D - 4R.44 B- 9.74 L - 36.42 X - 4.62
) £ -129.96 N - 79.50 C ~ 30.68 M - 24,74 Q@ - 3.50
I - 73.52 R -~ 75.76 F - 23.82 P - 26.70 K- 2.96
A 0 - 75.28 8 - 861.186 G - 16.38 V - 15.32 J - 1.64
N E’— 26.00 T - 91.90 H - 35.88 W - 15.60 Z -~ .98
- 19.34
. Totals 397.76 350.76 R37.78 13.70
o Total — 1000.00
TABLE 4

Freauency Distribution for 10,000 letters of literary English,
" az compiled by Hitt.l

A, Alphabetically arranged.

A - 778 G - 174 L - 372 Q- 8 V - 112
B - 141 H - 595 M - 288 R - 651 W - 176
- ¢ - 296 I - 687 N - 686 S - 822 X - 27
D - 402 J - 51 0 -~ 807 T - 855 Y - 196
E 1277 K- 174 P - 223 U - 308 z - 17
P - 197
B. Arranged according to frequency.
) E -1R77 R - 651 U - 308 Y - 196 K- 74
T - 855 S - 622 C - 296 W - 176 J - 51
) 0 - 807 H - 595 i - 288 G - 174 X - 27
: A - 778 D - 402 P - 2R3 B -~ 141 Z - 17
W - 686 L - 372 F - 197 vV - 112 Q- 8
I - 687
TABLE 5
Frequency Distribution for 10,000 latters of telegraphic English
as compiled by Hittb,
A. Mphabetically arranged.
A - 813 H - 201 L - 392 Q- 38 V - 136
B - 149 H - 386 M - 273 R - 677 W - 168
¢ - 306 I- 711 N - 718 S - 656 X - 51
D - 417 Jd - 22 0 ~ 844 T - 834 Y - 208
E -1319 K - 88 P - 243 U - 321 Z~ 8
. - F - 205
B. Arranged according to freguency.
¥ -1319 S - 856 U - 321 F - 205 K - 88
. 0 -~ 844 T - 634 C - 306 G - 201 X - 51
A - 813 D - 417 M - 273 W -~ 166 J - 42
N -~ 718 L - 392 P -~ 243 B - 149 Q- 38
I - 711 H - 386 Y - 208 V - 136 Z - 8
R - &7
& - s -
7 . l—qi t, Capt. Parker. DMgnual for the Solution of Militery Ciphers.

Army Service Schools Press, Fort Loavenworth, Konsas, 1916.
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T a3 b pErer1 r PO L s s 1oy w x PERERIL R
A 1 3] 6likfa7 1] W 6 2li7l1 |2 Al el 2 11 Wiyl bzl 1317413 Dol [374) 3 . TABLE 6.,
B | &4 18 1 1 b > 12 7 g [1k FREQUENCY DISTRIBUTION OF DIGRAPHS
¢ 120 34113211 4 7 %1511 14 B 11ah |k 1 1 155 8 -Based on 50,000 letters of Government plai
D |32 W4 |8 [3318)2] 2o7i1 31514165 2 1201305 |5 13 |4 1| [|e09] 3 text telegrams.
% |35| 4] 32{60{ kol | 7l27(2 | |20l atf1a] 12] 20l 12 87|54 3713 (2ol 7| 7 (4|1 l6u8] 3 Reduced to 5,000 digraphs.
F | 5 2| 1{10/11]1 39 211 Yol 1 (931113 1 1{ 49
¢ |7l 42 11 2j1 |20 5]1 211 |3]6] 2 51314 ]e 1 g2l 7
H |20 3] 2]20] 5 33 12 (3|20 1|1 [17(4 |28 8 1 1] pPrjy
I g 2{22| 6/13{10{19 212319 (754l Tt (2735|217 |25 15 23681 7
J 2 2 2 7122
K |1 1 6 2 1 1 1 13 19
gL |28 3 3 9137 3 1] 1/20 o7l 2] 1113l 3 2| 6| 8222 100 18315
EM 6| 6| 3| 1l26] 1 1 9 13| (10| 8 2| 4 2l ho6 10
= N |26} 2|19i52|57| 9l27| W30l {2 | 5| 5| .8|a8] 3|1 | Woksa7 |33 5 Borle
Eo 71 4| 8j12) 3]25] 2| 3] 5[1 |2 119|25] 771 625 eujiligl37i7 '8 1| o [376] 2
Bop o a1 1] 1]e3; 2 3] 6 130 4 1!17/11 18| 6| 8 31 U D36
Q 1 1 15 17 |23
;] 9{ 2| 9{17{98] 6{ 7| 3!30{ 1j1 | 5| 9! 7i28 13 !111]3}ko| 5|5 |4 9 38213
s |24 3i13! 5lu9l12] 2{26i34] |1 | 2] 3] 41510 5119| 63]13j1 ju 1 poy il
T |28 6] 6{71] 7| 178|445 5 6| 7i50] 2] 1{17/19/19! 5] {36 (W1 1ush |k
U. { 51 31 3] 3|12{ 1| 8 5 6| 5121 1 2| |31[12|12] |1 30| 9/
v 6 57 12 1 1 77 2L
w |12 22 h{13 1 2|19 1 | 76[16
X |2 2{ 111/ 1 1 2 112 1 7 23 13
Y 2| W) 4} 9j11| 1] 1] 3 2} 2| 6l10] 3 411115 1 1 9% 7
Z 1 2 1 423
Total--~~[370ugh 51, | 82070374 & | 141891.23397373130 171368R0MNAN30] 75l 771 23 og M| -t bl o 5,000
Blenks-—~| M33{6 .71 (7 112l10[3138/19/6 |67 3 8ol b k!5 (7115 1112310021 —4 L} > 'ohg
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TABLD 7-A

THE 438 DIFERFNT DIGRAPHS OF

TABLE 6

ACCORDING TO

ANGED

1
F1y

ey 1wy S

THEIR ARSOLUTE FREQUENCIES.

3

WXIMZE O+ <<PDOUWZ>UWUZuE- AW Y<O - b XMoo dIT-—parT<oDula

Ar A 1O C0O000RIGCAMNCONO AL XLV LLXL VOO~
At o et e e o

XWFFDLPDOWL >0 A WX TO0O~LOET > 0ZL <DL OETRFO>> I XL D2>GZ
XODL > >hbh—Jd=Zv>h— IS 2y ryr Xx0O0Z0~-T JdZ0202AS<nQWUWDLWLWO~Z20x X

X
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loulie ol o o il ol ol aul S BV N To RTo NTo BT Bodl S g IR b R b A AT A T B ua TN o TaTha T o' Ba v e v Ul A i QW (v Ee t A A At O W P I
R R R e R R e R R R e R R e R R e R R e R R R e R e R e R e R R e R e K R e R e R e e R R R R e e e e R R e R R R R R

WMLO Y~ X0 X XIOFR O ZIHRITIWNSC J 10— I DoAY I > 00N — <<l
AuzZzoa<IAaYFOOoO—@GdN><<O0OWG I L YN ETEIA<S—~ (<ol guIDNIOID> =LA
Zr,.
>
a
HOOMNTC XXMV ONWETFET MM AVNHODODDODODODDANANINANI DN
aTal A N e N vl a vl avl AW favi v v a v g vl A LAt o v A v A VAV A VR A A Y A VR A VA W A VN QL A v A VI g b I A VI VI W A YA 4 Y 4 VIR WIR R B I I I R

X - — <O 1D = — X0 WK T> L SN HAUOWZ< A>T WD —-NF-FOCO I-ND
DZXLWIT I A< O ~—Z T ZD-0,D00ZN - AL —FTDQWWIOTIIT IN-—Z00=
. . f ..

i
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THTNEONUHNY TN OSSR TRA A A AT A ANV RN YR |
Oy DO D0 0AG O N W I NN G Y o 9 I man T

ol

! ! (I L IR TS Vo P 1 : - i
HERTHNNENRTDEESUOE IHETSOOYOIATUEAWA&fitkEKCSW

1

-
v
=L
-
-

Y

1 The 18 digraphe shove this linc compore 25% of the total.

1

- .

The 53 digraphs above this line compose U0% of the totel.
the 117 digr-phe above this line commose 75% of the total
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; e TAELE 7-B
45~ +  THE 18 DIGR’PHS COM'OSING 255 OF THE DIGRIPHS
TN TABLE NG. 6. ARR:NGED LPH BETINALLY
) KCCORMING T0 THRIY TWITIAL LETIERS,
1, iy '
g o - () ()
_ . AND MCCORDING TO THEIR AND ACCORDING TO THEIR
. - ' FINAL LETTERS. ABSOLUTE FRENUENCIES.
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TABLE 7-C

5000 DIGRAPHS OF TABLE 8,

Y
(]

v
18

THE 53 DIGRAPIS COMIOSING 5075 OF TI

ARRANGED ALPHABETICALLY ECCORDING TO THEIR INITIAL LETTERS,

(2)

AND ACCORDING TO THEIR

(1)

AND LCCORDING TO THEIR
FINM, LET{ERS

ABSOLUTE FRECUENCIES
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E o : TABLE 9-B
. = ' THE 18 DIGRAPHS COMPOSING 25% OF THE 5000 DIGRAPHS
:;": rewdpf - - . . I “
w "LOF TABLE €, ARRANGED ALPHABETICALLY ACCORDING TO THEIR
- . FINAL LETTERS,
: A ¢ I (2)
:, - _AWD £CCORDING TO AND ACCORDING TO THEIR
2 THEIR INTTIAL LETTERS A3SOLUTE FREQUENCIES
w. ED B0 : ‘ ED 60
: ¥D 52 ND 52
L - ) .
-"::— ’F--‘ 'N.E 57 — RE 98
Y . KE 98 TR 71
% . BE 49 NE 57
- _ w7 *VE 57
e B 57 _ SE 49
- SRR - S £ TH 78
2 B Y- . -
s AN B4 EN 111
. e EN 111 oN 77
TIN5 IN 75
.. ON 77 AN 64
10 50 0 50
y T ey . ~ ER 87
£ . DR 64 OR 64
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3 Y NT  BR Nt 82
. 5T 63 ST 83

Total - 1249 Total — 1249
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TiBLE 8-C
THE 53 DIGRAPHS CCIHMPOSLING 0% OF TUE 5000 DILRADHS

CF TI/BLE 6, ~ARRSNGTD JLPHABRTIC.LLY ACCORDING TO THEIR FINAL

LETTERS, N
(1) /ND ACCORDING TO TFEIR (2) AND ACCORDING TO THEIR
INITIAL LETTERS. ABSOLUTE FR=CUENCIES. c
DA 32 co a1 RA 39 TO 50
EA 55 TO £0 MA 36 co £,
LA 28 I0 11 EA 35 10 41
MA 36 fte) 28 D4 32 FO 40
RA 39 TO 50 LA 28 RO 28
TA 26 TA 28
AR 24 TR e7
EC 52 ER 87 EC 32 OR 64
OR 64 AR 44
ED 60 UR 31 ED 80 R 31
ND 52 ND 52
AS 41 ES 54
CE 32 ES 54 RE 08 AS 41
DE 33 IS 35 o) 71 Is 35
ER 42 1S 31 NE 57 RS 31 .
LE 37 VE 57
NE . 57 AT a7 SE 49 iT 82
RE 98 ET 7 EE 42 ar 83 N
SE 49 HT 28 LE 37 AT a7
TE 71 NT 32 DE 33 RT 42
VE 57 RT 42 CE 32 ET %7
ST 63 HT 28
TH 78 TH 78
ou 37 - oU 37
FI 39 TI 45
HI 33 W 36 FI 39 v 36
NT 30 ST 34
RT 30 TY a1 HI 33 TY 41
SI 34 Total ~ 2495 NI 30 Totel - 2495
TT 4 RI 30
AL 32 AL 32
EL 29 EL 29 ;
AN 64 EN 111
EN 111 ON 77
IN 75 IN 75 -

ON 77 AN 6%
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TABLE 10 A
THE 56 TRIGRAPHS APPEARING 100 OR MORE TIMES

N THE ‘50,000 LETTERS OF GOVERNMENT PLAI N-TEXT TELEGRAMS
+ 'ARRANGED ACCORDING TO THEIR ABSOLUTE FREQUENCIES

T W
s
ENT 569 FOU 152
¢ Kﬁg 260 ORT 146
228 REE ) 146
ING 226 SIX 146
IVE 225 ASH 143
: TTO 221 DAS 140
= FOR 218 IGH 140
OUR ' 211 ERE 138
THT 211 coM 136
ONE 210 ATE 135
NIN 207 EIG 135
§TO 202 FIV 135
EEN 196 MEN 131
GHT 196 SEV 131
- INE 192 ERS 126
VEN 190 UND 125
EVE 177 NET 118
- EST 176 PER 115
TEE 174 STA 115
TOP 174 TER ’ 115
NTH 171 EQU 114
TWE 170 RED 113
TWO 163 TED 112
ATI 160 ERI 109
THR 158 HIR 106
NTY 157 IRT 105
HRE 153 DER 101

WEN 153 DRE 100
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TABLE 10 B

THE 56 TRIGRAPES APPEARING 100 OR MORE TIMES
IN THE 50,000 LETTERS OF GOVERNMENT PLAIN-TEXT TELEGRAMS .
ARRANGED FIRST ALPHABETICALLY ACCORDING TO THEIR INITIAL LETTERS
AND THEN ACCORDING TC THEIR ABSOLUTE FREQUENCIES

AND 228 MEN 131
Figs 160
LSH 143 NIN 207
ATE 135 NTH 171
: NTY 157
COoM 136 NET 118
DAS 140 OUR 211
DER 101 ONE 210
DRE 100 ORT 146
ENT 569 PER 115
EEN 196
EVE 177 REE 146
EST 176 RED 113 -
ERE 138
BIG 135 STO 202
ERS 126 SIX 146 .
EQU 114 SEV 131
ERI 109 STA 115
FOR 218 TIO 221
FOU 152 THI 211
FIV 135 TEE 174
TOP 174
GHT 196 THE 170
TWO 163
HRE 153 THR 158
TER 115
HIR 106 TED 1o
ION 260
ING 226 UND 125
IVE 225 -
INE 192 VEN 190
IGH 140

IRT 105 WEN 153
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TABIE 10 ¢

THE 56 TRIGRAPHS APFEARING 100 OR MORE TIMES
* IN THE 50,000 LETTERS OF GOVERNMENT PLAIN-TEX" TELEGRAMS
ARRANGED FIRST ALPHABETICALLY ACCORDING TO THEIR CENTRAL LEITERS
AND THEN ACCORDING TO THEIR ABSOLUTE FREQUENCIES

DAS 140 ION 260
' FOR 218
EEN 196 TOP 174
VEN 190 POU 152
TEE 174 coM 136
WEN 153
REE 146 EQU 114
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- DER 101 DRE 100
IGH 140 EST 176
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TABIE 10 D

IHE 56 TRIGRAPHS APPEARING 100 OR MORE TIMES
IN THE 50,000 LEITERS OF GOVERNMENT PLAIN-TEXT TELEGRAMS
ARRANGED FIRST ALPHABETIGALLLY ACCORDING TC THEIR FINAIL LETTERS
aND THEN ACCORDING TO THEIR ABSOLUTE FREQUENCIES
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TABLE 11 A

THE 54 TETRAGRAPHS LPPEARING 50 OR MORE TIMES

ARhANGED 4CCORDING TO THEIR ABSOLUTE FREQHBNCIES

TION
EVEN
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ENTY
SIOP
WENT
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TWEN
! THRE

" IGHT
FIVE
HREE

EiGH -

DABHE

SEVE "

ENTH
MENT

THIR _

EENT
REQU
HIRT
CcOoMM
QUES
UEST
EQUE
NDRE

218
168
163
161
154
153
153
152
149
144
140
135
134
132

132

121
114
111
104
102
98
o7
93
87
87
86
77

LIAR
OLIA
VENI
DOLL
LARS
THIS
PERT
ERIO
LSHT

DRED
RIOD
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FFIC
FROM
IRTY
RTEE
UNDR
NAUG
OURT
UGHT
STAT
»UGH
CENT
FICE
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TLBLE 11 B

THE 54 TETRLGRAPHS APPELRING 50 OR MORE TIMES
IN THE 50,000 LETTERS OF GOVERNMENT PLAIN-TEXT TELEGRAMS
ARRANGED FIRST ALPHABETTICALLY wCCORDING TO THEIR INITIAL LETTERS
AND THEN ACCORDING TO THEIR ABSOLUTE FREQUENCIES

ASHT 64 MENT 111
AUGH 52

NINE 163
COMEL 93 77
CENT 52 56

DiASH 132 71
DOLL 68 70
DRED 63 56

EVEN 168 67
ENTY 161 a7
EIGH 132
ENTH 114 98
EENT 102 o
EQUE 86 25
ERIO 66
TNTS 62

FOUR

FIVE 135
FFIC 62
FROM &9
FICE 50

HREER
HIRT 97
HUWD 64

IGHT
IVED 62
IRTY 59

LLiR 71
LARS 68




REF ID:A64644

- 155 -
TABLE 11 C

THE 54 TETRAGRLPHS APPEARING 50 OR MORE TIMES

= I¥ THE 50,000 IETTERS OF GOVERNMENT PLAIN-TEXT TELEGRAMS
P g is.RRg..l\TGED FIRST ALPHABETICALLY ACCORDING TO THEIR SEGOND LETTERS
AND THEN ACCORDING TO THEIR ABSOLUTE FRBQUENCIES

- DASH 132 oM 71

LARS 68
N.UG 56 ENTY 161
ENTH 114
: ENTS 62
NpRe 7 UNDR 59
TEEN 163 '
WENT 153 FOUR 144
SEVE 121 ggff gg
MENT 111
- EENT 102
- REQU 98 EQUE 86
UEST 87 HREE 134
VENT 70 ERIO 66
PERI 67 DRED 63
. . CENT 52 FROU 59
IRTY 59
FFIC 62
ASHT 64
- IGHT 140 .
UGHT 56 STOP 154
RTEE 59
THRE 149 STAT 54
THIR 104
THIS 68 QUES 87
. HUND 64
TION 218 OURT 56
- NINE 153 AUGH 52
’ FIVE 135
EIGH 132 EVEN 168
HIRT 97 IVED 62
RIOD 63
PICE 50 TWEN 152
. LIAR 71
OLIA (o)
Fu‘
1£ : -
F
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TABLE 11 D

THE 54 TETRAGRAPHS ..PPEARING 50 OR MORE TIMES
IN THE 50,000 LETTERS OF GOVERNMENT PLAIN-TEXT TELEGRAMS
ARRANGED FIRST ALPHABETICALLY ACCORDING TO THEIR THIRD LETTERS
AND THEN ACCORDING TO THEIR LBSOLUTE FREQUENCIES

LLAR 71 WENT 153
STAT 54 NINE 153
MENT 111
FICE 50 EENT 102
VENT 70
UNDR b9 HUND 64
CENT 52
EVEN
TEEN TION 218
TWEN STOP 154
HREE RICD 63
QUES FROM 59
DRED
IVED REQU 98
RTEE
THRE
EIGH HIRT 97
ALUGH NDRE 77
LARS 68
IGHT PERI 67
ASHT OURT 56
UGHT
DASH
THIR UEST 87
THIS
ERIO ENTY
FFIC ENTH
ENTS
OLLA IRTY
DOLL
FOUR
COMM EQUE
OMMA. NAUG

FIVE
SEVE
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T.BLE 11 E

Ell

THE 54 TETRAGRAPHS APPEARING 50 OR MORE TIMES
IN T8 50,000 LETTERS OF GOVERNMENT PLAIN-TEXT TELEGRAMS
* ARRANGED FIRST ALPHABETICALLY ACCORDING TO THEIR FINAL LETITERS
AND THEN ACCORDING TO THEIR ABSOLUTE FREQUENCIES

OMMA 71 TION 218
OLLA 70° EVEN 168
- TEEN 163
FFIC 62 TWEN 152
HUND 64 ERIO 66
DRED 63
RIOD 63 STOP 154
- . IVED 62
FOUR 144
“NINE 153 THIR 104
_ THRE 149 LLAR 71
FIVE 135 UNDR *59
HREE 134
_ " SEVE 121 QUES "87
EQUE 86 THIS 68
NDRE 77 LLARS 68
N RTEE 59 ENTS 62
- . FICE 50
- WENT 153
NAUG 56 IGHT 140
- _MENT 111
) DiSH 132 ' EENT 102
EIGH 132 HIRT 97
. . ENTH 114 UEST 87
: AUGH 52 VENT 70
. . . ASHT . 64
PERI 67 UGHT 56
. OURT 56
DOLL 68 STAT 54
CENT 52
couM 93
v FROM 59 REQU 98
ENTY is1
IRTY 59




REF ID:A64644

- 158 =

TABLE 12

AVERLGE AND MEAN LENGTHS OF WORDS

No.of Letbers No.of Times

No. of

In Word Word Appears Letters
1l 378 378
2 973 1946
3 1307 3921
4 1635 6540
5 1410 7080
6 1143 6858
7 1009 7063
8 717 5736
9 476 4284
10 274 2740
11 161 1771
12 86 1032
13 23 299
14 23 322
15 4 60
120 9619 50000

Mean Length == 50000 5.2 Letters

9619

Average Length of messages . . .
Mean Length of messages ¢ « « o «

Mode (Most frequent) Length . . .

217 Letters
191 Letters

105 -~ 114 Letters

It is extremely unusual to find 5 consecutive letters without

at least one vowel.

The average number of letters between vowels is 2.
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-- Page Paragraph

Accented letters 11 . 5b
Alphabets, bipartite 73 35¢
" , deciphering 64 31n
direct standard 25,30,38 12a,16,19
enciphering 60,64 29b,31c
keyword-mixed 65 31d
mixed 25,30,3%, 12a,15a,19,214,
48,50,64 22b,24c,31b
reversed standard 25,30,40,44 12a,16,19b,20b
standard 25,30,33, 122,1%a,16,19,
44,49,80 20b,23,38e
systematlcally nixed 65 3lc,e
Analytic key for cryptanalysis 13,125 64,50
Arbvitrary symbols 27,121,122 13h,47A4,48
Assumptions 113 46h
Average length of messagss 23 11b
Baconian cipher 74 35e
Bar distribution . 16 9a
Beginnings of messages 68 32e
Biliteral substitution 85 41
Bipartite alphabet 73 35b,
Blanks, number of 29 lde
Book systems 124 49e
Censorship, methods for evading 121 47¢
Characteristic frequency of
the letters of a language 17,28,51 9d,14b,25
Characteristic frequency of the letters
of a language, suppression of 77,37 37,417
Checkerboard systems 89,101 44,45
Checkerboards, 4-square 39 44
Cipher, Baconian 74 35e
" component 70 34
", distinguished from code 79 38¢c
" text, length of as .
compared with plain text B5 40c
" unit 85 41c
Glagsification of ciphers 24,25,120,126 122,13,47,%0e,f
Code systems 10,88,120,122 4a,41g,47b,48
" " s distinguished from cipher 79,51 3Rc,4c,footnote
Completing the plain component 41,71 20a,34a
Concealed messages 120 47¢c
Condensed table of repetitions ST 271
Consonants distinguished from vowels ' 57,66 238,32¢c
n s relative Prequency of 20,25,38 10a,13,19
" , 1n succession 68 32c
Conversion of cipher text 46,47,72 2la,c,34c
Coordinates on work shect 52 264
Coordination of services ’ 7 2e
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Crests and troughs 20,28,87,92 10a,14b,41f,44c
n " " , absence of 29 l4c
Deciphering alphabets 684 3lc
Dictionary words used as code words 120 47b
Digraphic substitution 86,88 41c,42,43
. Digraphs, characteristic frequency 51 25 '
’ n , weighted according
to relative freguency 60 4]
Distribution, bar type 16,25 91,11b .
" s normal 32 17b,c
" s, with no crests and troughs 29 140
Dummy letters 121 47¢c
Elementary sounds, characteristic frequency 43 14b
Enciphering alphabet 64 3lc
Endings of messages 65 32e
Equivalent values 31 39b
Figure ciphers 27,122 13h,48
Fitting distribution to normal 32,58,30 17b,c,19,38e
Foreign language cryptograms 11,15 5b,7c
Formulag 69 334
frequency distribution 16,%1,38,5%,92,93 9,17,19,26e,4ic
n " . s~ fitted to normal 32 17b,c
" L s for code 120 47b
n " , four part 80 38d .
n " » monoliteral 16,31 9,17
" " s btrigraphic 34 27
" method of solution 34,51,60 18,244,29
Genersal sr~lubions in cryptanalysis 119 461 -
W gratem, determination of 10,12,25,125 4a,6,13,50
Generatrix 14 P0a
Goodness of fit 32 17b
Grilles 121 . 47c¢
Hidden messages 121 47c
High frequency consonants 26 134
Higtorical examples of polyliteral systems 75 36
Idiomorphism 70 33e
Indicators 123 49b
Intelligence facilities 6 2e
Intelligible text obtained by chance 47 21lb
Intuitive method 68 33
Invisible writing 1 11
Japanese Morse alphabet 11,122 5b,43b
Kata Kana Morse alphabet 122 48b -
Key phrase 77 36¢c
Known sequences 49 R3a
Language employed in a cryptogram 10 48,5 .
n frequency characteristics 17,51 94,25

" . peculiarities 11 5b
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", missing 11,29
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Medium frequency consonants 26
Messages, beginnings and endings
amenable to cryptanclysis 68
* , general phraseology 123
", hidden 121
Military text 21
Migeing letters 11,29
Mixed alphabet 30,48,50,64
" sequence ' 48
Modified Playfair ) 106
Monoalphabets 1
Monoalphabet distinguished from polyalphabet 24,28
Monoliteral frequency distribution 16,31
Morse alphabet, Japanese, Russian 11,122 -
Normal distribution 32
T frequency 17,21,51
n " , deviations from 26
Nulls 83,121
New York Tribune 75
Patterns 69
Pentaliteral cipher 74
Phraseology of messages 123
Plain component, completion of 41
Plain-text unit 85
Playfr~ir cipher 94,102
n ", modified 106
Polyalphabetic cipher distinguished
from monoalphabet 24,28
Polygraphic substitution 85
Polyliteral substitution 73,77,85
n systems, historical cxamples of 75
Prefixes in trigraphic distribution 55
Prercquisites for cryptographic work 2
Probable-word method 68
Pseudo-polygraphic systems 87
Punctuation in telegraphic text 21
Random text, number of blanks 29
Relative frequencies 21,28
‘Repetitions 27,50,51,56
" _ 3 in a code message 79
" s, of consonants 66
" , of digraphs and trigraphs 56
n
3

condenscd table of 57

Paragraph

5b
e
5b,l4e
13d,31
134

32e
493,
AT7c
10b
Sb,14e

15a,22b,24c,31b

_1d
46d
1b
12,14
9,17
5b,48b
17b,c
9,11,25
13b
40,47¢c
36
33d
35e
498
20a
41e
44,46
464

. 12,14
41

35,37,41c

36
R7e
2
33
41e
10c
141

10b,¢,d,11,14b
13g,24b,24c¢, 27

38c
32c
_7f
71
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Reversed standard alphabets 30,44 16,20b
Reversible digraphs indicated on workshecet 53 26F
Russian Morse alphabet 11,122 5b,48b
Secuxity of monoalphabet using
standard alphabets 49 23 !
Sequences, known . 49 23a
" , mixed 48 214
n s unknown 49 R3a *
Solutions of a gubjoctive nature 8 3
Specific key 10,14,40,64 4,7,192,31b
Standard alphabets 3Q,44,80 152,16,20b,38e
Subjective solutions 8 3
Substitution, biliteral 85 41
" s digraphic 86,88 4l1c,4R2a
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transposition 24,25 12,13
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n » trigraphic . 85 4lic
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Suppression of frequency 77,84,87 37,40b,41F
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Telegrams, average length of R3 11b
Terminology 1 1
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substitution 4,25 12,13
Trigraphic cipher system 85 4lc
n frequency t.oble 54 7
Triliteral frequency distribution 54 27
n subgtitution 85 41
Type numbers for cryptographic systens 126 50f
Unknown saguences 49 23a
Variants 78,84,123,124 37d,40b,49¢,d4,49f
Vowels, average distance apart 66 B32c¢, footnote
n » combinations with consonants 57,58 28,9
" s n " vowels 59 29a
" s distinguished from consonants 57,66 28,32¢
n s in succession 66 32¢
n » relative frequency of 20,25,38 100,15,19
Word formulas 69 35d i
" lengths in o cryptogram 52,68,69,70 26¢,32e,33d,33%,g
*  patterns 69 33d
" gkelctons 61,68 30b,32¢ -
Work sheet, prepsration of 51 26
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Analytical Key for Cryptarmmlysis (See Par. 50.} !
(Mambers in parenthesis refer to Paragraph Nos. in this texw)

! CRYPTOGRANS I
1
|

-

101-Cipher 1G2-Co de
(To be taken
L@‘;)
| {
[ 201~Polygrephic | | 202-Monographic |
(12)
(17g, egd) _ __ . __ __
[301-Substitution | 302~Tremsposition 30 3-Tran sposi tion 304-Substitution [ 305-Combined subs$itution~ |
{To be taken (To be taken up I transposition |
up 18 ter) 1ater) (13.1‘4.4_-2‘0) v _{To be_tesken up later) |
] \ ] | 1
{ZOl—lﬁonoalphabeticJ 402-folyalphabetic [ 403-Monoalphabetic 1 i 40t ~Polyalphebetic
R (To be taken T {To be taken
l 4 up later) (3|5) i up later)
{ |
|501-Rardom tebular equiva- lSOE—Systoma.tica]ly derived 502-Nonoliteral [504-Polyliteral |
= lents eguiva f
i (a) (37
(44%::94451 46) (44)J T
] |
| 1 L !
l601-Digraphic | {e62-Trigraphic| [603-Etc. | 605-Trigraphi lsoc—Etc. 607-Ciphers composed ex- | [608-Ciphers composed of GOQ—BLono—egxlvalentI Islo-Poly-equivalent
(448) (44g2) clusively of letters fignres, symbols, or substitution substitution
(15, 22 b, 23, 24) intermixtures of letters, (35, 36) ! (37, 40)
[ figures anl symbols.
L 1 f I (substitute letter equiv- I 1 i
701-Sliding alphabets |702-Cheakerbdard 03~-Standard Cipher| [704-Mixed Cipher alents andl proceed as 7¢5~-Numbe r Cipherd (7U6~Letter Ciphers| |707-Number 708-Letter
designs Alphabet Alphabet with Type 607.) Ciphers Ciphers
(45 b) | (a7 -8) (17 - 22) (25 - 34) (36 b, c) (35a~-e, 36a) (38)
I N
l'ém—_(————' [ i { [ i |
—~4~al phabet 802-2~alphabey |803-l-alphabet] | 804~Direct] |805-Reversed |B806-Systematically] [807-Rardom mixeq 808-4-alphabet 09-Rectangles FlO-Book
designs 2esigns designs mixed schemes wit method
] {48) {48) (Playfair) | (192,20a) | {1¢b, 20Dp) T (4 c-e) mmbers fr
(49) ] 00~9% I
| : (38 & - ¢ (sag) || (42¢)

901~Keyword mixed

(3L ¢ - 4)

922-0ther type

(21 ) 1




