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GCOURSE IN MILITARY CRYPTANALYTICS, PART I
Monoalphabetic Substitution Systems

Introduction

. This is the first of a series of six basic courses in the science of military cryptanalytics. The
purpose of this course is to impart to the student the methods and techniques which form the
basis for the eryptanalysis of simple types of military cipher systems. An understanding of
these principles is necessary to grasp the more advanced eryptanalytic techniques employed in
the attack on the complex eryptosystems which constitute present-day military eryptography.

The scope of this course is: fundamental principles; uniliteral substitution; multiliteral sub-
stitution; polygraphic substitution; and miscellaneous monoalphabetic substitution systems. It
consists of 10 lessons as follows:

Lesson 1, Fundamental principles
Lesson 2, Uniliteral substitution with standard and mixed cipher alphabets

Lesson 8, Multiliteral substitution: miscellaneous matrices; Baconian and Trithemian sys-
tems; elementary Baudot-systems

Moultiliteral substitution with variants

Polygraphie substitution: four-square and two-square matrices
Polygraphic substitution: Playfair cipher systems

, Polygraphic substitution: large tables

, Monoalphabetic substitution with irregular-length cipher units: monome-dinome
systems and others

Lesson 9, Syllabary squares and code charts
Lesson 10, Miscellaneous monoalphabetic substitution systems; concealment systems

(=]

Lesson
Lesson
‘ Lesson
Lesson
Lesson

® N oo

The text reference for this course is the National Security Agency publication “Military
Cryptanalytics, Part I” by W. F. Friedman and L. D. Callimahos. The portion of the text
which should be read by the student prior to doing each lesson is indicated in the lesson heading
as the TEXT ASSIGNMENT. There are certain text appendices from which the student will
derive considerable assistance in almost every lesson of this course, namely, Appendices 2, 3, and
4; no further restatement concerning these appendices will appear in the TEXT ASSIGNMENT
of any lesson because of their universal applicability, but the student should become familiar
with these appendices early in the course and should refer to them as often as necessary when
working on each lesson.

This course has been designed as a self-study or extension-type course. The cryptograms
contained herein have for the most part been arranged in proper worksheet form, obviating the
necessity of recopying; and frequency distributions have been given to reduce the amount of time
spent on the purely clerical labor incidental to the solution. The underlying texts of the erypto-
grams comprise hypothetical ground, naval, air, and general administrative messages. Where
necessary for solution, the specific nature of the text of any particular eryptogram is indicated.
Otherwise, the text of a message may be assumed to be general administrative or ground text.

The only materials required are cross-section paper of ¥-inch squares, and a set of printed
‘ and blank alphabet strips. An eraser is of the utmost importance.

—CONFIDENTIAE— i
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Special Instructions “

So far as is practicable, detailed work sheets which usually form a part of the solution should
be submitted with the solutions. In all the lessons of this course, it is required that the student
recover all cipher alphabets, cipher tables, and specific keys used. He will also be required to

state the method of operation of each cryptosystem and give the key words upon which each
component is based.
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NATIONAL SECURITY AGENCY
Washington 25, D. C.
COURSE Military Cryptanalytics, Part I
‘ LESSON 1 Fundamental principles
TEXT ASSIGNMENT Chapters I-1V, inclusive

1. a. What four things were thought by Captain Hitt to be essential to eryptanalytic success?
b. What six additional elements are also highly desirable?

2. a. Define the terms “cryptology”’, “cryptography’’, “cryptanalyties”, and “cryptanalysis.”
b. What are the essential differences between substitution and transposition?
¢. Differentiate between a code and a cipher system.
d. Explain the difference between the terms ‘“‘general system’’ and “specific key.”

®

. Distinguish between monoalphabetic and polyalphabetic substitution.
‘ 3. What four fundamental operations are involved in the solution of practically every
cryptogram?

4. In the solution of eryptograms involving a form of substitution, to what simple terms is
it necessary to reduce them in order to reach a solution?

5. Is it always necessary to determine the specific key in order to reconstruct the plain
text? Explain.

6. Indicate the language in which you would expeet the plain text of the enerypted portion
of the following message to be written. Give reasons for your answer.

From: Joao Fialho, Rio de Janeiro.
To: Gualterio Costa, Lisbon.

Com referéncia ao seu telegrama. NSM NRJPN INJ PMVCOCEN
VNPSN PMBMPCEN QMT JBCVCJ IJUM DTGAJ LTMCPN KPJUCEMIVCNP PMHMQQN
UMIVCHMISJQ SMPVMCPJ SPCHMQSPM.

7. a. The letter E represents what percentage (to the nearest whole percent) of the letters in
English telegraphic text?

b. What are the four most frequent consonants in English telegraphic text?

¢. What are the five letters of lowest frequency in English telegraphic text?

d. What are the four most frequent digraphs in English telegraphic text?

e. Account for the discrepancies between frequencies of letters in English literary text
‘ and English telegraphic text.

—  CGONFIDENTIAL ™ 1
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8. What three facts ean be determined from a study of the uniliteral frequency distribution?

9. In the following extract from a speech given during World War II, each dash indicates
the omission of a letter. Complete the text by writing the necessary letters over each dash to
form appropriate words.

"Washington’s Birthday is a most a p occasion

"For _ _ _ _ % years, General Washington and his _ __ _ _ _ _ _ _ -
_ _ _ Army were faced c o _ _ _ _ _ _ _ _ _ with formidable _ _ _ _
and recurrlng _______________ and equipment were
lacking. In a _ _ _ _ _ , every winter was a Valley Forge. Through-
out the _ _ _ _ _ _ _ _ states there existed selfish men, jealous
men, _ _ _ _ _ulmen, who _ _ _ _ _ _ _ _ _ _ that Washington’s
_____ was hopeless, that he should ask foran _ _ _ _ _ _ _ _ _
peace

"Washington’s _ _ _ _ _ _ _ in those hard _ __ _ _ _ has provided
the _ _ _ _ _ for all Americans ever since--a model of moral _ _ _-
— _ _&a. He held to his _ _ _ _ _ _ , as it had been charted in the
Declaration of Independence. He and the _ _ _ _ _ men who __ _ _ _ _ _
with him knew that no man’s life or _ _ _ _ _ _ _ was secure, without
freedom and free i ns.

"The present

that _ _ _ _ _ omof person and _ _ _ _ _ _ _ ¥y of property anywhere
in the _ _ _ _ _ depend upon the security of the rights and obliga-
tions of liberty and _ _ _ _ _ _ _ everywhere in the world

"This war isanew _ _ _ _ of war. It is _ _ _ _ _ _ _ _ _
from all other wars of the _ _ _ _, not only in its methods and
_______ but also in its geography. It is warfare in terms of
every con _ _ _ _ _ _ , every _ _ _ _ n d, every sea, and every
a _ _-__ne in the world. The _ _ _ _ _ oceans which have been
her_ _ _ _ _ in the past as our _ _ _ _ _ _ _ _ _ _ from attack
have become s s battlefields on which we are -

L 4
10. a. In the following examples the words of sentences have been transposed. Rearrange
the words to make plain text.

(1) AT NOTHING REPORT THIS TIME TO

(2) ARTILLERY SECTOR BARRAGE NORTHWEST HEAVY IN

b. In the following examples the letters of several words of each sentence have been trans-
posed. Rearrange the letters to make good words that will give intelligible plain text.

(1) Eight SESTYODRER have DTPADERE to join SAKT REOFC
(2) ABELNU to contact ATTAINBLO on my right AFKLN

— CONFIDENTIAL— 2
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¢. In the following examples the words of each sentence have been transposed and, in the
case of several words, the letters have also been transposed. Reconstruct the plain text.

(1) OLANG RIDGE TANK GIMNOV EHOTISL EAST NOMLCU

(2) DOWN MEYEN OFANERTON SIX THIS OTHS SNEALP

d. In the following examples, the letters of each word of each sentence have been rearranged
in the order in which they appear in the normal alphabet.- Reconstruct the plain text.

(1) ADELY AACKTT CDDEEHLSU OT CCEEMMNO AT EGHIT HIST GIMNNOR

(2) ADEETILMMTY NOPU CEEIPRT ADHIRTWW OT AADEEGNPRRR IINOOPST

e. In the following examples the plain text has been broken up into groups of five letters
and then in each group of five the letters have been rearranged in the order in which they appear
in the normal alphabet. Reconstruct the plain text.

(1) ORSUU ABIMR AEHNS ENSUV ADKOR ADEGM EEINN EMNVY EELSS S
(2) AEIRR ACNNO AINSS CEEPR AORST ILLRT EEMRY ACELP EMNST DERST

DEOY

11. Using cross-section paper prepare a uniliteral frequency bar distribution of the letters
of the following paragraph:

“The shortest and surest way to live with honor in the world is to be in reality what we
would appear to be; all human virtues increase and strengthen themselves by the practice
and experience of them.”

12. Determine the class to which the cipher systems, which were used in enciphering the
following messages, belong:

a. ORANA THPNO SKTCD MEEES CERAE

RNUSA ETLGD AYECA
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b DHJJK QOAHR XKSOF HPQGA PPHLA
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¢ ROLEH KBWFZ CQCPZ NVJWZ MIVEQ
EPCIN OJSJU YMWQB

Qlll
& /f]

ABCD

=il
il
=/
=2/
o/
o/
o/l
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N//

=/

FGHIJKL RSTUVWX

18. Which of the following substitution ciphers are monoalphabetic?

a. UJKLW EUVKL FSPAQ PHTKR DZNGL
SELYN XYXBX JDATU WEUZG WFVXM
MNZAY AOSGU DCLGI OEWJE IFOKM
KNWAP KOIEV AROEV WSCWN SBCYX
ESSESS _SEXERES _EXSEESs
ABCDEFGHIJKLMNOPQRSTUVWXY?Z

b HUPYP XXAEP AFGZP VGLHA SLXHU
SXXAY PWKAS LHPRH ALOBA XPLVS
WUPJP OBSHU HUPGF XGKPH PVSWU
PJOPZ SVPYS MPOAX ULSLP CGNJX

z —— ——
= = = _E S =_ =
Exe =B B _=EE B E=zmE==
ABCDEFGHIJKLMNOPQRSTUVWXYZ

e. GXYVL ZXMXS LOZGR WEJLX PWTKZ
GMXLW QIVZW QBRXK KTDVL MXAEX
VHMXA LOTLY TKDWX GBQKQ LWZXG
RTYYZ KTOXG AWXLQ LOZGR XVWGAQ

= \E\ o~ ~ SE\:
ABCDEFGHIJKLMNOPQRSTUVWXYZ

14. The following messages were enciphered monoalphabetically. Determine in each case
whether the cipher alphabet used was a standard or mixed alphabet and if standard, whether
direet or reversed.

a. ANVOR LOUNQ RLEZW ZHNEZ WZBOR
ZKYLF A0ZSO ONORF PJZPP LDZDN
LRZLB LABWZ HNAPO WQHOO RZIZU
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DTY ESTDO
JTO PYETAQ
CON TASPC
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15. Derive the ¢p, ¢ @o Ap Ar, and A, for each of the following distributions, and evaluate
the [monoalphabetic] goodness of ¢, and A, of each in terms of “good”, “fair”, or “poor”, en-
tering these data in the attached diagram. On the basis of the foregoing, decide which dis-
tributions are most probably monoalphabetic and which are most probably non-monoalphabetic,
indicating your decision by a check (+/) in the diagram; in the case of those not clearly belonging
in either of these categories, check “decision suspended”.
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16. From the intercepted traffic of three intercept stations operating in the same sector of
the front, the following code messages were selected for study by a member of the eryptanalytic
section at GHQ. They are undoubtedly three versions of one enemy message, but there ap-
pears to be a number of differences, due no doubt to operating difficulties at the several stations.
Study the messages and reconstruct from them the actual code text sent by the enemy station.

I. Time intercepted 1612 by HS WFF DE LDC

GR 35 BT ‘

MR 17 DYBIE DUFTO AMEJA KIBON
SGCOY FOBAK DODLA LUFYD KAWAL
APAYN CODAP KEDUR JOPID JENOGKX
MEHAZ LOGIS KUTEG EVAUK IPBEM
KEHZA HOBWE AVDUZ FOFA EMCOZ
EGBLO DOFYO ENC__ MAWEN _ _ _ _ _
II. Time intercepted 161@ by MR MFF DE LDC
GR 35 BT
NN § DYBIE BUFTO AMEJA KIBO ¢
IPKO_ F_BAK DODLA LUFYL KAWAL
APAYN _ _ _ _ _ __DUA _ _PID JENOX
NEHAZ LOGIS KUTEG EVAUC IRBW
KEHZA SOBWE VADUZ FOFET EMCOZ
EGBLO DOFYO AECDA MAWEN __ _OM
EMCOZ ACFAH LOFIR @935 "

——CONKIDENTIAL 6
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. III. Time intercepted 1612 by YG WFF DE LDK

GR _ _ BT
MR 17 DYBIE DUFTO AMEJA KSBON

IPCOY __A_ DO___ LUFYL KAWAL
APETYN CODAP KEDUR WOPID JENOX
MEHAZ LOGHKUTEG EVAUK IPBEM

.' KEHZA HOBWE AVDUZ FOFET EMCOZ
EGBLO DOFYO ENCOA MAWEN MAWEN
EXFOM EMCOZ ACFAH LOFIR @935
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NATIONAL SECURITY AGENCY
Washington 25, D. C.
COURSE Military Cryptanalytics, Part I
LESSON 2 Uniliteral substitution with standard and mixed
cipher alphabets

TEXT ASSIGNMENT Chapters V and VI

+ ope g S

-
¥

1. a. What is the first step one should take in attemptmg to solve an unknown cryptogram
that is obviously a substitution cipher?

b. If this step is unsuccessful and the eryptogram is obviously monoalphabetic in char-
acter, what type of cipher alphabet may be assumed to have been used?

2. a. Name two methods of solving monoalphabetie substitution ciphers involving standard
cipher alphabets.

b. In the solution of a substitution cipher by completing the plain ecomponent sequence
involving reversed standard alphabets, what are the sucecessive steps'?

¢. Why do monoalphabetlc cryptograms 1nvolv1ng standa.rd cipher alphabets yield such
a low degree of eryptosecurity?

3. What are four characteristics of vowels which permit their classification as such in mono-

alphabetic substitution ciphers mvolvmg mlxed crpher alphabets?
- T R A

'h

4. a. What two places in every message lend themselves more readily to successful attack
by the assumption of words than do any other places? Explain.

b. What is meant by the “probable word method” of solution?

r a2 LI TR *_
5. a. What is meant by the Word pattern "A B C B ADB"?

b. For each pattern given below, indicate one good English word that contains the pat-
tern:

(1) ABCBADB
(2 AABA

3 ABCDA

—CONFIDENTIAL 1 o
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6. Give two reasons why the enciphered text of a military message is generally divided into
groups of five characters, prior to transmission.
7. Solve the following eryptogram and indieate the specific key (A, =8.):
JMQVS QZXIF FMZSL IZMLZ CEM
FQOME MDXYQ OZCYY XJMZI VMZ
OQWYTI DKYMYV N Q EQKMX ccw
CYIXI ChYYX QI FZCQN WD
ICDJNQ MMD MZ MFSNQ QK

QDNEW MD XNM CS
YXCBU

<
L
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w
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>
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¢p = 2655 ¢|- ¢o

8. Solve the following eryptogram, and indicate the specific key:
WXLMK HRXKL ATOXU XXGHK WXKXW
MHIKH VXIXWT MHGV X MHTKX TPAXK
XLNUF TKBGX TVMBO BMRAT LUXXG

KXIHK MXWLM HITVD GHPEX WZXXX
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b. YXSED
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a. QHHYL YDWQUJ

JMEFC

YFSXU HWXUS

UDSU

UUYMX

-SECC
QYDCD
RYIYE

-SYQB

<o) T T
=N
S
=M

e/

op =2270

E

J
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I

=/l

2 //
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ol/

o
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9. Solve the following cryptograms, and indicate the specific keys:

I

D

TR NI

w 1N

%
N
& MW N

<l

=////

s/l

N

10. The following badly garbled eryptogram was intercepted. Reconstruct the original plain-
text message, resolving the errors and omissions, and indieate the specific key:

-RU

A
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11. a. Construct a triliteral frequency distribution showing one prefix and one suffix of the "
letters of the eryptogram below. On the work sheet below, indicate by underscoring in black all
repetitions of three or more letters. Other significant details may be marked in different colors.

b. Prepare a condensed table of repetitions of digraphs and trigraphs appearing more
than twice, and include all repetitions of longer polygraphs.

¢. Using the data obtained in a¢ and b above, complete the solution of the eryptogram,
and recover all keys.
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‘ 12. Solve the cryptogram below, suspected to contain the probable word "BLOCKADE"; re-
cover all keys. ;

5 10 15 20 25

o ————— ! Pl

A LCTCE LUZOD UCREA WZUSN FZXDY

D RZAQL LDECM ZURXD TLCMT LWZZRK
- = —_—

SSZX CZVLC DOUDX PZCWT UUTHZ

F SUDAD EUFZL LZYLX DRCNR EZLCD

G MTUTL LMDLC NYZLM DUZOD LNCND

. H RLTRY MTLVT ATHZY UTNYY NRZLX
S 2
~ Z _ =
Zx Z -~ =EZ =
EE E=Z= z§§§%43t%
2 BRES \Z§%E§§§§§§%E§§%
ABCDEFGHIJKLMNOPQRSTU WXY 2
¢p=2655 ¢ =1532 Do =2770
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13. Solve the following eryptogram, and recover all keys: .
5 10 15 20 25

A JZDFV WHEDZ VHWDS YKTWD OEDZD.

B EDSEC CWHHW EDZTE XXWSZ VNZVZ

c SPFJK VZTYP HJDWO LJWDP VPWTI .

D REDZE XEKVF PJVEY HHJEF EDZFV

’~

F WHWED WHWDM WSWDW JREXI YKZCE

G KDJPW DCEMW DONZH JJEPJ JPSBE

_—

H (_I_{_YFEH WIJWED HNZHJ EXXPW VJEND

J HJEFS EDXWV CPJWE DVZGK ZHJZT

s§ = Z
22 = E £ =
ZE Z = = ZZ =
EE~ 2 ZE= = = =ZE3 £ )
EREE_ _FBEISISSSFE O EE OEZREIZ
ABCDEFGHIJKLMNOPQRSTUVWIXIXYZ
¢, =3362 ¢ =1940 o =3560
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14. Using the sequences recovered in Problem 18, solve the following cryptograms and in-
dicate the specific keys:

e URJJR XQUQX

ABCDEFGHTI
=25

XZUMU EUFPN DVOFE ALYRW

AFDYE XEKQP DOYCV REUAX

15. The following cryptograms, enciphered with random cipher alphabets, are in bona fide
word lengths. Solve them.

a. HY ARVJZGHAROT VK CGKMMGKHZM LKUG
LKUG OROE HOZ EMVHFSRMJROT

JEHZPUHGVEGM RO MCJKKSJKUME

RGRQRU TDSPYURDP ZFTAVDRC AYCFO

JO DRZYUUFSPPFUZR TFADYGP

CDGWDSA LCAUMMDCR BUCD YV DVDJR

IYSUAUYVS LZCYSS CcuUTDGC
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16. In solving several unrelated monoalphabetic eryptograms, the following cipher alphabets
were reconstructed. Recover the key words from any five of these alphabets. To facilitate

solution, significant segments have been underlined.
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NATIONAL SECURITY AGENCY
Washington 25, D. C.

COURSE Military Cryptanalyties, Part I
. LESSON 3 Multiliteral substitution with single-equivalent
cipher alphabets
TEXT ASSIGNMENT Chapter VII

1. Solve the following cryptogram, and recover all keys:

5 10 15

A DT LR WE OE OE WH RR WR LA WH WA DE DA WR LE
B LE OR RE WT OR WA OH WH OR LE LR WA RR RR WH

c WA WH OE OR LE LE WR WA WH OH LR LE LR WA OH

‘ D OE LR OA OA OE LR OR RE OA OA WH WT WH WA WA

E WR WA WH DE RT OE WH WH RE OR OA RT OE LR OR

F RE WR WE WA OH DE WR LR WA WA WR WA WH DE DA

G LR LR WA WH OA DE LR LT LT LR OA WR DE WR LR

H WA OA LR RA RA LR WE OE DE RT OE WH RR WR LA

J WH WA DE DA WR LE LE OT WH OE WH WH WA RA LR

K OE OH WH RE OT DT OR RE RE WR DE WR LR WA OR
L LE OR OE DE WR LE LE WH OE DT OA WE LT LT LR

M OE DE OA DE LR LT OH LR LE LR WA WH LE OT WH

(For distribution, see next page)
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A E R

D 3 12 -

Ll 213 21 .

010 14 6 10
3 7 - b
22 4 22 15

¢ =2270 & =1362 ¢o=2362

(25-element alphabet)

2. This message was sent by the Fifteenth Infantry. Solve it and recover all keys:

5 10 15

NO ON RO

RE AN AG
BY CcX ON

BG 0G RE

0X AN 0G

oG RE
AG AO

NG RE

] JOUWWH O @

¢p» =960 (approx.) ¢ =410

(36-element alphabet)
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. 8. Solve the following eryptogram, and recover all keys:

5 10 15

A RG GP EE GR RG GP ES GR RG PP GE PR GE RG GS

B AS GR RR GS AE PP GP GA PP RA EA ES GR RG PP

c GE RA PR GS RE GP AR GP GS PP GP RG RA EA PP

2

D PS PG AR PE GA RR RG GP RR RE PG PP EA RS

&

E PG PE RG AR PE GA RR RG GP RR RP AE GA AP

F GP PP RA EP ES GP RA GP RA PE PR PR AE GR GP
G RA GA GP GP RR GP RR GR AS AS GP RR GR GS PP
H GP AE GE RS PG RG GS RE PP GR GG GS PP GR PG
J GA PG RS RE PG AS PR GS GA GE RR EA ES GR RG

—

K RR RP GS PP PP GS AE GR PG GA EP RG GP EE GR

L RA GR PP GR PG GA AR GS RA RP GP GP GA GS PE

T e TR R T T TR R TR A e T T e TR TR TR e TR e S

AE G P R S
A -7 1 1 5 5
EE 43 - 3 1 5
G117 1 27 16 14
PP 151016 6 1
Rl11 416 412 3
. ¢,=2260 (approx.) & =1164 ¢o=2294

| (80-element alphabet)

CONFIDENTIAL 3
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4. Solve the following cryptogram, and recover all keys: '

5 10

A AAC AAB BBA AAB AAC AAB ABB ACC AAB CCA

B ABA ABC AAC CAA AAB BAA BAA AAA BBB AAB

C ABB ABC CAA BAB AAB AAC BBA ACB CBA AAB

D BBA BCC ACB BBB BBC ACA BBA ABA ABC AAC

E ACA BBC AAC AAB AAB BBC AAA BAA BAB AAB

F AAB ABB ACC AAA ABB ACC AAB BCC BCC AAB

BAC CCC ABB AAB CBC ACA ACA AAC ACB CAB

e > Q

AAA ACA CCB AAB AAC ABA BAA ACB CBC CCB_|

J AAB AAC ABA CCB AAB AAC ABA

A |4 18 10 5 5 3 &5 4 3
1 B 4 2 1 4 2 3 - - 3
C 2 1 - 1 - 2 1l 3 1

¢, =499 & =277 b0 =542

(27-element alphabet)

5. Solve the following naval message, and recover all keys:
11101 10333 12231 03023 33122 31000

06002 60610 15231 40424 240652 33206

et
)]
V|
()]
~J
o)
©
9
]
o
(&)
N
N
N
N
N
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6. Solve the following eryptogram, and recover all keys:
264 56282 02523 292176
216 527289 27212 60652
02146 416 25424
456172 232 61272
67262 452 41252
34506 292 63023
21670 345 12582

23472 254 65000

. Solve the following eryptogram, and recover all keys:
23804 91161 383459

3383 29227 27505

4
4
3
3
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8. The following is a text in the Baudot teleprinter code enciphered by a simple machine
employing five two-position switches which operate polarized relays. Each switch has the fune-
tion of changing the polarity of its respective baud (a single “mark’’ or “space’ impulse), if the
switch is in the ‘active’ position. If the switch is in the ‘inactive’ position, the polarity of the
baud is unaffected. The switch settings remain constant for each message. As an example, if
switches 1 and 4 are active (x), and 2, 8, and 5 are inactive (0), then the word REPORT is en-
ciphered thus:

Key: x00X0 XO0OX0O XO0XO XOOXO XOOXO
Plain: —+—4+= +4-=—m 4=t  —m—td i
Cipher: +4——— ———4— 4444+ Fm——t  db———

Solve the message and recover the switch settings:

1 2 3 4 5 6

(approx.) o-=234

(32-element alphabet)
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COURSE
LESSON 4

TEXT ASSIGNMENT

REF ID:A64641

NATIONAL SECURITY AGENCY
Washington 25, D. C.

Military Cryptanalyties, Part 1

Multiliteral substitution with variants

Chapter VIII

1. Solve the following cryptogram, and recover all keys:

5 10 15
A | RA DE KE PE VE TI BO LA GO DU JO BE KI BI JO
B |"BU JA VA ME LA BE KI RE FE DO VI JO SA DO JE
Cc |"KI BA MO SA CU GE GE PI BO KI JU CE CI MI NE
D | PO JU CE RE NA BU BE KO RA DE KE TE SE TI JO
E |"FA Go DU DO JE KI DI JO BU JA CE BO FO BA BU
F |"DA LE JO NI DO NA BO BE PIL GI ME TE CO JO TI
G | SA BO TI DU MO FA BU NA DU DE TO GI BE SE BU
H | GE CO PA TA KE CE NA VA MO LO ME NA DU DE CE
J |"Bo Fo DA DU DA LE BO SI JO VA DO DE TI NI DO
K | cCO FI DE VE CI BU DA LE BO VI DO NA JO BE KI
L | VA DU DE KO GO RE MO PE SA RA JE KA DO PI RI

—CONTFIDENTIAL

(For distribution, see page 5)
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2. Solve the following cryptogram, and recover all keys:

5 10 15
A | DR DD SY DA RA RR SB YA BT TY AR HI DB TB AD
B |“YY YB SA AA HI DA TO HR YB TD RB RI AI HH BT
c DD IA AI BB HA YD TH YA HI BA YT YD YY BD YH
D | SO DI SB AA ST YD RH SD SR YR DT SR RA RR VYB
E |"SA BT TY HR AL DB IB AD DY YB SA HA HI DA TD
F TS DB SH YH DI SD TT TT YY HH ST YI SB AA ST
G |"DD AH DH YT RH HI ID AR SB BA RI HB AI HI RH
H | DB SH HA RI DA AI IB YB DI SI DD YA BB YT HH
J II YH TY BS DD YR SR RI HH TD DT TA AI RY ST
K | SH DH AB AT TI YT AH HY AR AI RH DI YD DD YA =
L |"TB DT HH SB AA DT DD RH YD DR YB DH SH SR DD
M | DA SI RI ID ST BD SI SD TT BH SH RI AA HI BB
N IS BI HI RH AY DB BA AI DH SH

(For distribution, see page 5)
——CONFIDENTIAL 2
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3. Solve the following eryptogram, and recover all keys:

5 10 15

A 99 18 57 82 12 28 78 90 25 04 15 30 04 06 14

B 57 34 64 20 72 15 30 02 57 44 84 52 66 11 81

c 87 58 35 78 31 14 70 90 68 47 30 13 15 21 86

D 92 43 10 30 35 20 31 32 64 18 57 26 84 12 06

34 25 69 72 90 78 07 90 31 29 57 50 82 19 53

31 72 51 36 10 86 36 47 18 67 26 04 92 82 30

—

E

F

G 08 31 58 90 88 87 91 10 20 82 31 14 56 57 31
H 88 04 31 30 66 47 30 36 18 99 20 06 97 31 21

J 56 99 18 20 10 28 74 68 90 41 69 82 920 78 3l

K 86 88 15 91 26 92 T2 87 14 43 20 53 28 64 92

L 47 02 58 3 10 96 05 34 37 85 06 26 80 b0 92

M 68 10 70 81 92 18 02 86 49 47 07 82 94 06 69

N 15 21 90 56 10 40 01 68 90 15 35 57 52 32 60

0 47 64 36 71 06 55 00 68 78 45 52 12 69 43

(For distribution, see page 5)
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4. This message is suspected of having an ending similar to Problem 8. Solve it and re-
cover all keys:

5 10 15

A 22 08 71 29 19 83 05 34 76 58 056 56 62 26 22

B 35 48 75 13 78 58 34 65 02 07 71 Bl 87 35 96

c 10 32 69 45 47 81 46 11 01 14 67 37 75 79 35

D 30 53 29 37 46 60 19 30 94 66 49 68 88 57 98

—_—

E 84 93 30 86 28 90 51 04 53 03 84 76 58 31 57

—_—
42 12 86 49 36 79 54 28 09 38 24 41 86 63 79

F

G 08 28 67 68 66 94 22 63 71 66 83 56 05 07 58
H | 95 60 19 62 26 48 23 59 40 38 15 67 43 92 42
J 62 77 43 79 54 69 38 65 16 82 10 96 67 97 57

——

K 48 93 24 13 B3 29 46 37 32 65 12 94 84 95 68

v

L 83 93 98 37 76 79 45 12 97 84 63 03 75 76 95

M 31 28 32 21 49 17 25 73 00 69 86 36 79 45 19

N T7 98 38 95 97 93 94 98 T2 42 59 00 08 50 44
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Problem 2

ABDHIRSTY
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MOAKRUSXIAEZA K NE >

Problem 1

01234567889

0123456789

Lo B U I A TV o B o B N |
M ITMMEDFD AT
N A AFTINRAN
HAMAQAMNQMW QA
MMM O
MHAHNNHN D
aNN YR
SO A~
HreA NS P~
NN T MHAHN D T~

OCHMNMIEINO~00

L W IO N T IR~ Y R B 5
=HOM I IMnmooum i
! T HONA N~
O I < 1NN I~
_HONY~N T I~

I A AN
T I O 3 - S T B T
MM MM oo
HAMNS A I Ha®
HhOHNANAHO

OHNMNMIIDON~O®

Problem 4

Problem 3
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5. Solve the following cryptogram, and recover all keys:

0713 06941 35696 80213

80 91394 78800 25513
7

80 695 13913
80 802 25247
25 132 4782656
13 4777 13169
6 9 801 805265

13 477

. Solve the following cryptogram, and recover all keys:
5 1 89011 04414
9 2 35156 1900
08
05
41
27
33
72
71

6 0
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. 7. Solve the following cryptogram, and recover all keys:

721009 19015 41776 04657 899265 962365

oo

70368 62717 67091 3938 99294 885 96

52368 62170 37091 620 807365 96695

22
046227 17032 53136 T7644 22537 12262
8

. 47907 38026 22703 88434 30196 04118
66826 27034 15596 84825 35230 46569
16375 849769 74893 10920 85780 73541
97477 67212 084709 35210 913665 78947
59865 97030 28334 15432 54516 59910

046309 82992 26541 09142 43430

N
®
N
o
a1}

75852 3398¢7 03712 25322 67217 58569

CONFIDENTIALE 7
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8. The following cryptograms are suspected to be isologs. Solve them, and recover all keys:

N4 A

(o} L

Message “A”
817 73
4 8 6 6
4 6 81
4 4 8 5
47 20
6 6 13
47 98
4 3 95
60 4 3
4 8 6 0
94 71
00

Message “B”’
11 41
56 35
99 19
5 4 11
90 6 8
09 17
98 60
51 69
00 23
52 0O
7T 4 72
00

B N

3]

N

o)}

S

N )

©

N

N

6TT

e 1]

a X N

R )

o
PN

o
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9. The following naval messages are suspected to be isologs, containing the probable word
"TASK FORCE" Solve them, and recover all keys.

Message “A”
43022 83524 26060 98448 56175 57368
05544 54713 25748 18995 73211 788089
78230 46746 55566 38971 52835 54310
66179 30225 49705 63605 75310 83452
92351 03132 27998 93539 26288 110965
80473 12200 633609 42108 52097 11477
11306 68721 98883 68453 95650 15184
597409 92076 67000

Message “B”’
T76389 32338 96687 32583 16771 36033
25195 21007 61936 37147 94702 74323
91551 84030 23211 T 4696 15784 34746
34170 59391 35584 17645 657652 24915
07432 645098 99104 17307 66639 31127
90402 5336583 8
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10. The following cryptogram is suspected to begin with the opening stereotype "REFER-

ENCE YOUR MESSAGE....". Solveit, and recover all keys.
40162 42385 52104 83121
99099 421277 3T912 TT7TT7T865 8

122565 50022 4

99920 06648 9

290051 99523 1
88311 15454 0
188589 20396 6

10

0

8

1

1

44422

6

3

NN

21

1
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ModifiedHandling-Authorized
NATIONAL SECURITY AGENCY

Washington 25, D. C.
COURSE Military Cryptanalyties, Part I
LESSON 5 Polygraphic substitution: four-square and two-

square matrices

TEXT ASSIGNMENT Pars. 64-70, inclusive; par. 73

1. Construect a digraphie distribution for the eryptogram below. Solve the eryptogram, and
recover all keys.

5 10 15

A | MH EA XP SO ZP IM HT XN PR QU EH HG RH GR LC

—

B HU ZW VA BD MD WO HU ZB XR DD DU RH GR CG HO

——

c SO ZB XN Ws Z0 RG BL PC SO ZP ZC OC BL BT QL

D CP GR CC LU SD WS PR PX MD YG AM DF MH IL QH

E CQ YO IQ PF GF ND BI PF CC VA LF CC CQ YO 0z

F RT 0Q VH CG IQ Kp DL IY A0 HA CG HO PF GF TD

G CP A0 HA CV LF CC CQ YO QU OD CN OG CN WA QC

H HT MH KQ 2ZG LC HU PB GT ID WQ OF WG Z0 LG KG

J DL ZW VA ZB XR AU VA DH PF MH PF ZB OH WL CG

=,
K (_H_O LZ SO ZB XN WS Z0 IU TA A0 GA HA EU MH YO
L LT EU MH HU LV WQ Mz YT ZT Z0 YG SO LZ CP EU
M ON MU W RT CG HO MH MS PR OT MF LF CP KS RO
N WZ MN QU CP A0 HA CV CO MH DT DU PF GF NQ YG
0 Q0 IB WS Z0 YG BB YO ZN XR LW HU IQ WS Qb DC
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2. The following cryptogram is suspected to contain the probable word "REQUISITIONS". .
Solve it and recover all keys.

5 10 15

A DI AF IQ GY II KG IT GC QC OV DE KU DM RI RN

B RO NK UN KP DH CU RH PA QQ PL OD CM YB HE MR

c QQ EG LP QC IP OP LN SN DT DP UT RS EM RN O0A .
D QL OD DA QC DZ EM WK NK DC XP RK HT HE QR QU
E BP LP IK NQ LE SR HF SQ SO QR CM QL HL AC TX
F GK KF CM TT OB RP IT BK MP HL BC IU MT ZF RW
G ZR CK CM DC VC OA UA QP RR IV RQ PK TP CE QH

H KP UC RO NK HO QQ PL OD CM YB HE MR DI AF 1IQ

J IT IN SO EM DM QT RQ BK LG TB CE AY IU LK NX

Al -1 o o2 - - L L L oo 1 -
BlI1II2IIIs s IIIfIIIIIIIILL ®
Cl- = =22 - - - - _ 1 -5 o oo == 1 - -~
D|1 -2 -1 --12---2-1c-e-1-2=-+=- 1
Ejm = = = = = l - - - - - S - - e e e - - .- -
Fle o o e m f m f m m et m m e m m et - = - -
Gl- =1 - - = - = - ) [ U 1 -
Hl- = - 231 - - - - - 2 - 1l e o1l - - - - -
Ij--=-=-==-=-- l] - - - =~ - 12--3211 -~ -
5 U
Kl- - - - - 11 - - o= 2 o m e o1 - - -
Ll-=-==1=-1-==-2=-=1=2=-= w2
Y § [ 1 -2 -1 - === =
Njo - - - o - - - L 1 === 1 - -
0l2 1 -3 - - o o oo ) 1 - -
Pl - = - — = = — = = 12 - & o e e e e m o m -
Q- =3 - ---1--=-2-=2-132-11-0w---
Rl--=-=--- 11-1--221211---1-- -~
Sl = = = = = - - - -~ 12-11--=-=w-~- ‘l'
Plel - - - - o oo o2 - 1 o--l-w-14-
Ull -1 - - - - - - - - - - 1 - ~- 1 - -
L/ T
Wl- === == - == - l - - - - - - - - - - -
Xfm = = = = e e e = - - -~ l - - - - - - - -
Y| - 2 - - e m e e e e m m e e e e - == -
Zl- — = = -~ l - - - - - - .- - - l - - - - e = - -
2@ = 125 2pr = 27 oo = 106 ‘
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3. The following cryptogram was enciphered by means of an inverse four-square matrix,

wherein the cipher sections are normal alphabets (I =J) insecribed in straight horizontals.
it and recover all keys.

Solve

5 10 15
A QU KF FT TO IP KI GB AD ES FQ HD GL AG KI EE
B TO RO GH SO RH FO FV KI GO RH HD GU UU IP WF
c ON MD RI HB ME SO BU MO FF UK GI GL AG 00 MI
D GH PQ GI FG ER GI IO NL QD FQ QK HD WG FG FG
E NU TO MH LP OK GG QX AH GQ PY KT PZ KT LP FV
F KY KT NE RT UQ IT RK FG DN US ID LU PD HA KB
G OD GT FZ IA FQ FF ZD PI GH RI QC FQ AH GQ MT
H FU AH GQ PD DP TY LP EQ AN SD RT TL LC KI KA
J RI

NMHNE<CHNAOIOZErRGCHIQ®RBAUQW®
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4. Solve the following cryptogram and recover all keys: ’

5 10 15

A WB IT HS SE SS NA EC PA RT RG DO CP RO TT GA
B TC EN LZ RT 00 OA DP EH PV NI FN EO TS 00 WC

C AD WB SP EN QC OV AS BS VD DR NS RO QC CA WO

- ®
EN ZP QS WO PO PA RT RG SN IS CE OT NR RO

p-hadi'S

=

ZE WO OG EN ZP QS WB OP WQ RP IA HA EC OG

z g I3

EH 2T SQ PO IT CN HA RT WP SU HS CA AB SQ

—

.S58 SQ DA SG AZ IA CW HA IE KN RD SA LE NH BP

I @ =

NA AC SQ SS SQ DA SS NZ IE KN OD CW HA WO PO

J AE KR TS MC AL HW

ABCDEFGHIJKLMNOPQRSTUVWIXYZ

Al-1111------ ) 1 - === -- 1
Blo = = = - - - o — - - - oo 1 - -l - = e e == - '
¢lg - - -1 - - - - - - - = 1 -1 - - 2 - - -
D|2 = = - = = = - = = - -~ - 11 -1 oo -a-o-
El- -2 - - = =2 - - - - - 41 - - - = o — - -
Flo - - - - o o o o oo - = 1 o e e e e e = - =
-
H{B = = = = = = = = = o m = = = - - 2 - --1---
1 f - - U 12 -~ - -
Jlom o o m e e m e f e e e e e e e e -
Kl- - = = = = = - = = = = = S, [
7 1
Mo = 1 - - - - o e e e e e e e e e - -
N|2 = = = = = = 11 - === - 11 - = = = = = 1
o1 - -1 --3------- 21 ---1-1----
P2 - - = = = = = = = = = - - . U 1 - - -
Qo =3 = = = - & - - — - m - - - - 2 - - - - - - -
Rl- = =1 - =2 - = = = = - = - J5 [ S
S[T - --1-1------ 1-15-4-1- - - .
Plo -1 - - o 0 0 o o o oo - - - - 21 - - - = = =
Ule = o o e m e e e e e e e e e e e e e e m -
L s
U T 411 - - « - o — = - -
Xle o o o e et et m et e m m e m e e = o
5 [
Zlm = = 21 o e e oo - - - - J U, [
2 =109 2 =24 2o =152 ‘
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5. The following two messages were intercepted on the same radio link half an hour apart,

REF ID:A64641

Message “B” being in answer to a request for a service.
determine the cause of the eryptographic error involved.

Solve the texts, recover all keys, and

Message “A”’
5 10 15

A DS ZM CM GI QM AB VG ED SU XI TO SQ OR NR SB
B PN QO HN TB LL QN QS SI CR YU TQ CC KG AT FN
C YF VG ED CG NU MO LL NP SO SB NP SQ OR NR SB
D (__lil! CM MB RP OG LL YX CM GI QM AB SO NQ LZ LC
E FD YR VI OR SB

Message “B”
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6. The following cryptogram, suspected to begin with the words "AIR RECONNAISSANCE .
REPORTS", was enciphered by means of a four-square matrix with four different keyword-mixed
sections. Solve it and recover all keys.

5 10 15
A IC RO IK HC AA 0OU TC IH BO NR RD TT CD FI LP
B MS TD XA LB EFA OY TI PC PF HC QC RD TM XB US
c CO MO EB IV HE GG LB XA ND US KC SF EA 0Y KC ‘
D PL HC US LO BT NK NL IG PF HC ND GC IX YF RR
E HE GG OW IR QI IL IR NB TT HG TM OU SC BT RD
F US HS LB SO AR UF CS CA EH CF TS OE AQ HC TM
G AR NR OS RU OE AQ LA DB XA TA CT NK OG SF UI
H OE CB TY US HS AS TD HC AS CF TS OE AQ BD IK
J CS QI BR NK LB SO AR PN QE ME NR RD UF AR NB
K UT RS GC SC GC NL SO BD SF OR US HS KG IH AS
L SF CK HDOD BD TY .

(See distribution on following page)
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(Frequency distribution for Problem 6)

ABCDEFGHIJKLMNOPQRSTUVWIXY?Z

1 - e e e e e 343 - - - - - - -
S S l - =1 =2 = -~
11 -2-2 -l coaoao- 21 - ===
U
21 - - - - I o m e e m e e e e -
________ 1 = = o e e e e e e -
e e B e e e 2 e e e e e e e e e e e e e m e e -
e 2612 -1 e — - = - - S
1-1---12-=-21-===-- 2 - - -1-1--
S L U O
14 - - - - e e e - s A
S 1 -l o oo mm e o
-2 -2 e - - 32 - - - - - - S
A AU U 11-2-1-2-
. R 1 =1 - 0 0w e m— - - -
S TR, U U
U 1--11-1-----
2 4 - e mm e m - < J O
e 212 e e el m e e B e — - 22 - - - -2~
----- 2 - el - e e m e =B = mm— =
< J5 1 O
_____ 1 = o e e e e e e e e e e
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NATIONAL SECURITY AGENCY
Washington 25, D. C.
COURSE Military Cryptanalytics, Part I
LESSON 6 Polygraphie substitution: Playfair cipher systems

TEXT ASSIGNMENT

Pars. 71 and 73.

1. Solve the following cryptogram and recover all keys:

= = -

o

5 10 15

UA SK
RH LV
h—

NA NM
——
MY 1IA
AS BU
AU BU
———
UB EO
FT NO
MR UA
UB UA
GN DR
ws IG
UA OE

FR DA

UA

SM

AU

RF

LB

FS

RB

SP

SA

VU

BF

VU

UG

AD

AU

LV

RB

LR

RB

KM MR IO OR IX YR OR OS MS SD UA

AK SW AX SA BG CW PN CW XS AU BS

YN AR OR HG RA RL SA YN UK SA OR

MS SD UN WC AS EN CA HN DR FB NL

RO MW BE RP NY IA CU GR WO SR XS

—_—
DM KS MR GN HQ DM DU HU SB WC AS
WB NO DK AD FB RH SP RW HO UC AD
RD OT MS SD UN XB VL UA KS HQ KS

CU CW FB NL Q0O AR OR HG RA LV AL

AD EQ YX OE XH UM SN PR FS ON UK

UB CA UO RP AS SB NW BH NP BS NA

RZ RO KR OR VR NU US DR SR SP RW

(For distribution, see page 2)
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(Frequency distribution for Problem 1)

ABCDEFGHIJKLMNOPQRSTUVWIXYZ

Al- = =8 = = = - - - 11 ---+-- 26 -4~ -1~ -
B|----1111------+~--- 12-2 - --
Cl2 - = =1 - - = = - e e e m === = - 2 -3 -- -
Dl = = = = = = = - - l-2--=-w-3-=1-----
Elm = - = = = e e = e e~ — 11-1w----ca---
F|l-3 - = = - -« - = = = = = = = - =~ 221 - - = - - -
G- - - = = = = = - = - -~ R e
H- == == - 2 - = - - - - 11-2---1-=-~-
I|12 - - - - - 1 - — == == - l - - - - 1 - -
Jlo & f et m m e e e e e e e e e e = -
Kl- = = = = = = = = = = ~ 1l - ===-13 - =« -=--
Li-1 - = = = = = = = = = = = - - - l - --3 - = -~
M- = - - e e m e m— - - - 33 ~---1-1 -
NIZ = = = = = = = = = =~ 21 ~-41--=--1-1--1-~
Ol- = = =2 = = = = = = - - l---6114ww----
| o e e l - ==l - = - - - - -
Q- - - == - - l - - = - - - l - - e - - - - -
RIR3-1-1-3-=-=1---222-0«-«- 3 --1
S|43 -4 - - -~ -~ 1-1--3-2-+-=-w-2=---
1
U831 ---1---2-1211-11-=-====--
V- = = = = = = = = - - l - - = - -~ l - -2 - - ---
W-22 - --a-- l - -l oo m - ==~
-1 -~ = - - l - - - - == - == 2 --w=1l-=-
Y- - - - = = = - = = - -~ 2 - ==1w-=--- 1l - -
Zi ——————————————————————————
ap, =266 2, =58 200 =316

CONFIDENTIAL 2




REF ID:A64641
—CONFIDENTIAL

. 2. The following eryptogram is suspected to contain the word "DIVISION". Solve it and
recover all keys.

i

A | MP QK KA SZ QK KA HX EH LK YS ND TP CQ OL NP

B RC AH LM SK ND YG QK DU RF QK EH LK YS ND TP

‘ c SA OE SY FR QP FE YS MO FD AF RJ RS DU RF RN

D{ TP CQ UL LM SK ND UD FM JE HR VN QK UD EC LF

8. Solve the following cryptogram and recover all keys. It is suspected that this message
is signed "WINTHROP COL INF".

5 10 15

A 4L, 65 4L C3 1V PV 7TW Xv ZX Bl DS 07 L4 CW 4K

‘ B | OF RT 4L 79 OL HR YN MR RM DQ QV SR 6M CX 4K

c QF 4N 4L 79 OL HR OP E4 NR QB 4M XS WN @E NU

D | GC QX 4K @D 51 NP Z5 4R L4 VQ PF HN 4L 79 OL

—_ ————————

E HR EM 8X 41 ND AP Z1 4N XC M4 RT P6 4M 5H FZ

— — —_

F C3 R9 Q4 CI 2H XZ 48 1§ L4 YN PQ LM HR T4 PQ
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COL

4. The following cryptogram is suspected to contain the signature "CLINTON COURTNEY

INF."

HQE

C

Q r o

n -

0

B

c

G

L

E

P

N

B

E

Q

A
B
R
H
A
T

Y

FQT

QFY

Solve it and recover all keys.

F

2 02 9w

R

IPXO

F

G

M
Y
Q
Y
Q
Q
G
M

K

E

H

E

F

E

I

D

B

M

B

-

o«

E

0

P

K
L

YQE

D

Y
L
T
Q
M

T

S
Q
Z
E
T

L

QLB

c

G

z

SRN

. The following eryptogram is suspected to
PARTS . "

REF ID:A64641

YF

LB

OFGW

LL

OLID
MFHL
PKFA

FQRW

Solve it and recover all keys.

Q
M

Z Q@ = =X ~w

V'

R
Y

H

Y
B
U

E

Q

]

BMMN

T

Y

c

B

I

A

YM

c

R

v

H

\

RV

N

I

fe ot

=

R

K

oOP
QE

PJ

MS

MAG

EFD

SPT

FOS

LEB

0AD

FIK

FQR

OLS

ZH

F H

B K

HB

YF

P K

YU

cCaA

DP

U K

EF Q
EFQ
0OFQ
DPY
EFD
EOS
FFY
PCQ

SKL

contain the probable beginning "PART

LSF
0ODB
YWR
RBD
EQV
VEG
TIQ

IEG

E L
ET
RL
FQ
MQ
QE
FQ
EM

LM

ONE OF

FT
QA
DI
XP
HI
NY

Uvu
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COURSE
LESSON 7

TEXT ASSIGNMENT

1. The following eryptogram is suspected to contain the probable word "RECONNAISSANCE "

NATIONAL SECURITY AGENCY

Solve it and recover all keys.

REF ID:A64641

Washington 25, D. C.

Military Cryptanalytics, Part I

Polygraphie substitution: large tables

Pars. 72 and 73

5 10 15
A | SA CJ JY RO HT KP LP DO CV PS LN PE GN RP SP
B | FP LU QT LW PR CJ KL RN QE RO CV MF SE LZ Qz
C | RR A0 TH SQ PG TL GL NR QS UZ KK KK JE MV NL
D | LU AR QE SA MW KK LP SL AP PZ QV KK PB CJ_ JY
E | RL CJ HA CO AR BH LL JH QT RP AS SL RP SL NL
F | Q Qr AJ NL IG NR WX AI HI YD KK JE CP YO SP
G | KO FB QT QP YP NZ SO AM DZ KR FP SX PK FJ PR
H | OE AK CE AS LP DO PB SI AX SX PB LP HT WX RF
J | GZ QT LW PR CJ_ JY AK HT JY AA NN SX CB RO WE
K | SA RD LL ML AX AF YU NC PK MS NE QJ QT AJ

CONTIDENTIAL

(For distribution, see next page)
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(Frequency distribution for Problem 1)

ABCDEFGHIJKLMNOPQRSTUVWXYZ

Al1 - = - -1--122-1-11-22-=w--2--
Bl - - - = = - 1 o o e m e e m e - - -
Cl-o1--1===--Bcecewll-ca-- 2 - - - -
Dl = m e e e e e - - - - - S 1
EBle = 0 - & & & o m et e e e e e e e m e e e = - =
Fl-1 - - - - - - - 1 - = = = = 2 e e e e e m = - -
Gl- = - - - - - - - - 1 =1 - - e e e e = = 1
Hil - - - = = — - 1 omm e e e - = < S
I|- - = - = = s U
K | S R [ 4 -
Kl- - = = = = = = = - 51 - =11 -1 === -
Ll - - o - - - - - - = 2-1-4---=-2-2--1
M- - -~ - - 1 - - = - - ) [P 1 --11---
Nj- -1 -1« -- 3 -1 -2 ce---- 1
o) [P
Pl-3 - -1-1---2=---- 31 --c-o- 1
Qo - = =2 = = = =2 === - - 1--16-1-~-1
Rl- - =1 -1- -~ 1 -133 1=~
S|3 - =21 -=--1--23--121------ 3 - -
Ple = = = = = = 1 o c e ]l e e e e - =
1 A 1
2
Wle = = -1 e e m o e e e e e o e e e - o 2 - -
M
Y- = =1 - = - - - - - - - - 11 -l ocaoe-a-
Zl e e e e e e e e — -

5512103 233109131 410161 9

Digraphic phi date

2¢p = 152 20 = 33 2¢ho = 184

Monographic phi data
o, =1471 o, =849

Initial ltrs: ¢,=1386 Final ltrs:

¢ =1096
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2. The following crypfogram is suspected to begin with the opening words "WEATHER
FORECAST FOR WEDNESDAY ONE THREE SEPTEMBER".

REF ID:A64641

Solve it and recover all keys.

5 10 15
A OL TS HM XD AW AU ST ZF AW OL QJ WD EM KB SA
B OD WE WD TG YG KC VE JY DY QG HX FE KK FP OR
C IF OD RD MU OB MH HG SK VQ VQ OD QL AW WR US
D KK DO CA US vVQ OD DO YD VE MY MH JY DY MY HX
E HM ST YG EI VU VQ VC TS KX XD MX DO CK SK LX
F US MH BZ LU CF XW BQ VJ OU JD IW QF U0 US NO
G ILH EC WD XJ JM VQ AI YO VE MY MH VR VE AP VQ
H ZE HT KW CK XW BQ HZ BR HP CJ FS TW OG 2ZX 1IZ
J AM AG JD YG FE MH ER VE OU TW WD JY DY RK RG
K WF TG AW QW DO OD VE JY TS WP 0Z NT IW HX YJ
L BZ KW CK DQ AM

CUONFIDENTIAL 3
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8. The following two messages, intercepted on links known to be passing traffic enciphered
by means of random digraphic tables, are believed to be isologs containing the probable signature
"MAJ GEN CARTER WORTHINGTON" Solve the texts and reconstruct the fragmentary table.

Message ‘A" 5 10 15

A CX JI GO NB XJ LV OP LD XG OI UT LI ZV DM DE
= =,

B AY AM CX BD DZ JX VK DQ IY IG JO KW DE IG JX

o

C BR OU LN SR SC DE UWN QK VN LN ZH ¥YM IQ DW KS

D ER AV ZH LD RD DE IQ OF QQ HT OF VB DE PC JI

E GS XJ NZ NN IG OF NB SR ZH JU TI AA GP DZ GP

F XF DE KW FH WX ML PY RN AY AM ER AJ UI SX OW

G UF QK VN LN ZH YM AV HW OW SC JX OF QQ MO SR

—

H AY NR Dz CO IS SR ZH HT VF IQ VN FH TQ UT HT

—

J EX EV XG IY IG OF YR JL OF OF IA IG BT MO SR

—_— —_—
K (_é_i_{ NR HF WX GD PX OL CO EN SG SL MG CX ID VM
L OP TH LN ZH TM SL SC OF GL IG

Message ‘‘B”’ 5 10 15

A CX JI GO NB XJ LV OP LD XG OI UI SC XJ NZ NN

————————)

B IG ER AJ OF ZH WC PM SR AY NR KQ RI BR LD YM

—

c JO ED XG TI CO VU QF U0 KM LI JX EN MX QF NE

D SC SR WX IH HK EN FW DT SL DR LV CO WG ZT IG

E NU DM DE AY PS XQ XQ TI LH YO CX VF OF JL OF

F | CO HL IQ PC DZ CH NN IY IG WG CX BD KC UT FJ
G | QF U0 KM LI JX VU IN XS LI UN RI DT SL VF_IY
H | I I SC DE VF TI JX FL LN KJ RT ER SX OW JI

— ————

J AJ JX SR AY PS NR QV GP PS LV JI DT EE VF 1IY

K IG SL DJ PS KS JO SC DE IQ CH LI ER AJ VF TF

—— —_—

L WX zz LI JX FG LI CO LV CX CC
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4. Solve the following cryptogram and recover all keys:

1 2 3 4 5 6 7 8 9 10

A 003 315 097 114 347 261 067 217 314 241

B 195 062 350 115 006 451 062 141 072 472

c 189 192 018 400 189 067 315 097 530 403

D 115 393 262 609 192 356 115 186 122 467

E | 212 071 074 237 235 114 416 115 393 271
F | 055 208 186 552 009 062 471 141 150 193
G | 186 516 184 266 274 470 002 238 053 186
H | 141 072 236 516 189 004 195 191 479 067
J | oo8 397 080 137 105 189 391 262 343 408
K | 133 273 071 084 274 400 367 223 403 186

L 211 B24 008 292 0l1 122 393 284

E
3
3
3

e T TR e T
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Solve the text and recover all keys.

5. The cryptogram below is suspected to begin with the stereotype "REFERRING TO YOUR
"REFERENCE YOUR MESSAGE".

MESSAGE" OR

10

T T T e
WLTDTLDWMJ_EQL
88 & g B ¥ = ¥ 3 &8 5 &
DIGMWUMDJE_MVP
]
m H | - TR+ ) A, B n BH O L
Fc_w_Exw_mexTEz
o I M B A H > Nl =2 O B =
X B 2 2 9 8 Y 3 R &g E Q
N &1 H kM RO Z A Mmoo H = M
-l > (T - T T < ™ I ¢ ¥ I o e B ¢ » B
= =l N 2 g O = = »$§ m O
WDwM_F_EJPTEDFVG
__
GI_I_K_VCGJW._JVMMA
EE O O M a BE D R, = = [«
ML_L_W_LNNDI_T_FTKX
» 9 5 © 2 o8 8 & X E N B OE
MO S 2 2 @ > AP H 2 B M O
[ H kR > > 2 O &K ] P
5% 2 £ 2B R EEEZOYoBE
GIPJFMMUDOEEG_C
|
TWUHK_ QFGBFFV_R
- H O O E g U N 4d O o1 o p
DGJMD_CNDYJ_WNT_
N B =2 2 Z U X" B M O > M
MSMLEmJRFQM_RWC
MDMPTGNVT_PSA_—C k|
< M O A KB BT &I O nH X O =2 o= o

$o=1094

1]

/54

Iz

I N>
o

11 e
Hwn
e

o

1 W e
/o

I N =
IR I =
A
[

1 =
]
/T
I
TH e
11T e
U e
o

9.

$o= 981

TN N
IES

M=

=]

M e

I//L%)
TR T e
k<4

1 e
lillo
Wi =
1IN =
A

)
TR W=
Iz

I o
1
T
e
o

=

0%:

bo= T94

i

1, P
154
=
S
o

I MW e
Il

I g
e

1 e
o
=

1 =
A
)
-
1IN =
I

| Ml
1
1
e
o
lllea
i<

3.

& =696

1207

¢p=
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6. The following cryptogram is suspected to contain the probable word "AIRCRAFT".
The encipherment is believed to involve a tetranome trigraphic system employing a matrix similar
to that illustrated in Fig. 59 of the text, the ciphertext sections being composed of the dinomes
00-99 inscribed in the normal manner of writing, but the plaintext sections econsisting of keyword-
mixed sequences which differ from those in the text example. Solve the eryptogram and recover
all keys.

1 2 3 4 5 6 7 8 9 10

A 0601 7849 4912 2533 1747 6031 4270 8240 1877 6111

B 0240 1245 4827 1236 5681 6831 4214 9945 1875 8917
c 3309 4143 8843 5342 7719 1517 2774 3249 4507 4872
D 6011 1266 4145 7327 6760 5345 7619 5945 17349 3043
E 7709 2819 4322 0129 3875 2713 3046 9040 0775 6561
F 2911 2807 3576 1505 4214 ©875 3570 0208 6583 6161

G 3247 2107 1777 3918 2533 1747 0264 1956 1242 4707

H TI72 3296 3491 0576 0779 5514 1145 3143 8569 2871
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NATIONAL SECURITY AGENCY
Washington 25, D. C.

COURSE Military Cryptanalytics, Part I

LESSON 8 Monoalphabetic substitution with irregular-length
cipher units: monome-dinome systems and others

TEXT ASSIGNMENT Chapter X

1. Solve the following monome-dinome eryptogram and recover the original matrix:

78131 76784 31174 50078 76343 47807

41346 53334 01331 01799 78318 76441
31917 92478 T4179 10834 T7T6033 55723
40178 31347 4655 66323 41305 86131
3476 30345 7 77689 6072

1780

74703 085323 15777 T1034 76371 33764
47117 37607 88390 00666 33300 03985
7T965631 31533 78342 47800 17230 75560
34850 74547 831829
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2. The following monome-dinome cryptogram is believed to contain the probable word
"DIVISION". Solve the text and recover the original matrix:

17832 00066 16927 80635 28420 04596
95220 01900 21500 40563 26746 12576

05 88123 53921 31118 13281 2915609

v
4]
V]
©
I
n
o
o
n
N
o
o
a
4]

N
®
o
©
(9]
)
o1
o
©
o IR TR B
o
o
o
«»
)
=
N =

60045 TO0T7S8
4

00841 76912 09599 T26T3

3. The following cryptogram was intercepted on a link which has been known to be passing
traffic in two different monome-dinome systems, one involving a matrix of the type shown in
Fig. 75 of the text, the other involving a matrix of the type in Fig. 77. Solve the text of the mes-
sage and recover the original matrix.

47631 82870 14628 31274 12741 16263
16065 4 63152 84662 60736 97728 46198
46972 13808 46287 46364 83788 72846
6 0846 287 38 27578 87073 18279 62736
97 462 83107 36977 45636 26962 73168
62763 12138 0846 2 87316 063729 82647

28467
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. 4. The following messages, intercepted on a link known to be passing monome-dinome
traffic, are believed to be isologs. Solve the texts and recover the original matrices.
Message ‘‘A”
94872 33935 61227 89316 234065 090729
43810 57678 93386 41999 8380°9° 08334
. 94194 762729 99496 30576 791989 54343
57683 04186 07981 43349 83529 09638

Message “‘B”’

04}
=

94378 11935 62887 39326 40585 090769

673 93136 41999

N o
©

7
i 94194 76879 99496 1057176 199 54343
4

136 07982 43149 31589 09613
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5. The following messages are believed to be isologous monome-dinome ciphers. Solve the
texts and recover the original matrices:

Message ‘A"
652 3765
371 128
398
098

3T1

056

617

Message ‘‘B”
921 638
798 074
571 846
871 430
676 856

817

2638
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6. Solve the following monome-dinome-trinome cryptogram and recover the original matrix:
1745 04120 43950 43238 65332 06382
1503 20682 61661 20436 53513 1715
41 9203 1620 3854 12043 015
35 2335 4503 44177 2018686

50 3850 4620 8473 450409

82 3532 01656 9323 65184

8 4 4541 6245 3204 85421

. Solve the following uniliteral-biliteral eryptogram, and recover all keys:
OYA CKRTE AUOOD KNWOI BKEIA

IDG OBKNT AENX TAEBG YAEUTI

B
L YIEBG UUO BXPXR
F

AY TE PKSGE
cw AU MEOIA
YA WS EIRVC
KD AE ERXDM

HO PG RKCVY
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8. The following cryptogram, enciphered in a Playfair-type digraphic-monographie system, '
is suspeeted to begin with the probable stereotype "MORNING REPORT FOR MONDAY NOVEMBER
TWENTY FIRST". Solve the text and recover all keys.
AQTIN JFQHQ PTLGP TAQSK IVATX CJEHAQ
PZKMR ZGHYN PNPPAQ QTDMK MLRGP TBWRZ
PZPRG LVTPG GAHHAQ MPGAY QMHMPF KRRKAQ
HQMKM RJNPH EJCMD KZYSR KQBCA KQRYAQ '
MCQGG AHHAQN PRYQM QXGLV QHJTN MQKPD
AHCTM KQVGG AHHQT AKQVP KMRJN PHEJC

MDKZY SRKLV LOCMX CXKTP

9. The following cryptogram was enciphered in a dinome-trinome digraphie system employ-
ing matrices similar to those in Figs. 90a and b, except that the internal numerical sequences
have been changed. The message is suspected to end with the signature "VINCENT ANDERSEN
COL INF". Solve the text and reconstruct the matrices involved.

716656 73330 13492 25221 39225 86765

01802 60940 44263 12514 47303 60733 ‘
96104 70273 72027 53072 85735 39518

42301 07824 22132 71923 51903 51663

92569 09402 78709 40353 01078 21946

95755 85962 42213 27197 65187 26752

74097 55734 86919 61182 81051 02719

85196 57392 20085 32536 75171 9257717

63494 35234 45067 19349 22522 04714

41045 22216 57508 7T7TbHB37 1622

3 93144 .
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‘ 10. The following cryptogram, based on a Morse code system, is suspected to begin with a
spelled-out number. Solve it and recover all keys:

71430 62809 18592 35607 61572 04953
79012 87548 65983 04037 95327 30751
34904 56564 20813 01258 16408 97156

. 64597 60410 83159 34702 68032 95357

25173 02589 41582 60360 91754
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NATIONAL SECURITY AGENCY
Washington 25, D. C.

COURSE Military Cryptanalytics, Part I

‘ LESSON 9 Syllabary squares and code charts

TEXT ASSIGNMENT Par. 80

1. The following cryptogram is suspected to begin with the words "REFERENCE YOUR MES-
SAGE NUMBER THREE FIVE FOUR DATED ONE SEVEN SEPTEMBER". Solve the text, and re-
construet the cryptosystem employed.

CRDSC RJSIS KSJTY CLSKR CQERB YJQIR
KPKOJ RCRSD TFSDJ TYCDP FRDXB RCSFS
JS8CSJ UFRJQ IRKPK UPDDO FOXBP LCRRB
DUKPI SLSJS KOKRG OJNLP KPCOF SPFJP

. CRRBF TJNLR AYJSH TFOXB QCKRH TESDY

LRHUK UPCFO JNLRC NLUFT JSEO0J SFXCU
YFESK PJSHX BRPFB XXBFY CDP SKUCR
JWOCS RBKO KRFXJ ULPBR CKS BQCP

P J U

\') T
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2. The enemy is using a system incorporating a 10 x 10 bipartite square within which there ‘
are inscribed letters, digits and syllables. The row and column coordinates are invariable, but a
different internal chart is used each day. The chart for 16 December was reconstructed and
found to be based on the key word "PYRAMIDS" as follows:

@ 1 2 3 4 5 6 7 8 9
gl P Y R| RA| RE{RED|RES| RI| RO A
1 1| AL| AN | AND| AR | ARE| AS| AT | ATE | ATI
2] M| ME I 9| IN|ING|ION| IS| IT| IVE '
3] D 4| DA| DE S| SE| SH| ST| STO B
41 2| BE c 3| CA} CE| CO | COM E 5
5 EA{ ED| EN|ENT| ER| ERE | ERS} ES | EST F
6] 6 G 7 H 8| HAS| HE J g K
7| L| LA| LE N| ND| NE| NT O OF| ON
8] OR| OU Q T| TE{ TED | TER| TH | THE | THI
9|THR| TI| TO U V| VE W| WE X Z

The next day the following cryptogram, suspected to contain the word "CROSSRO.ADS" ,
was intercepted. Solve the text, reconstruct the chart for the day, and determine the internal
key word:

20 88 50 58 95 63 62 30 69 69 94 15 58 92 07
84 T3 60 35 77 95 61 38 T8 30 650 66 94 15 44
84 62 12 12 20 38 31 42 67 67 93 52 01 83 10 .
32 02 79 10 36 84 72 94 44 68 79 B4 T8 69 50
58 95 H8 79 62 14 30 50 71 94 35 87 T9 97 58
02 02 10 78 47 22 97 58 88 09 84 53 03 01 93
44 78 79 79 178 30 50 79 57 55 59 54 08 54 ©4
72 89 T2 60 82 T2 94 44 92 07 79 82 05 10 79
94 10 10 02 58 28 97 58 02 02 43 69 05 96 50
93 50 58 95 63 58 07 11 21 50 71 94 35 84 27

30 54 87 50 35 68 ‘
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. 3. The following two messages were encrypted by means of the Aggressor code chart illus-
trated in Fig. 100 of the text, but with a different set of coordinates. It is suspected that both
messages end with the signature "ENRIQUE VALENZUELA". Reconstruct the plain texts and
recover the coordinates of the chart.

Message ‘‘A”’
AT FH XL MK ZU AL CO TG QT KQ RD KN KL EL DR

‘ JP XT RO GY RJ UA SG BW AT HX OD DV IX SR BD

LI CE XLL JA VL TA ET UY NV QL KH WD AL YG PT

DI LG YR LU EF NY ZR QQ LX SY UV

Message ‘B’
AL ILQ QT MB VU EL UA TX XL PQ RJ WG IM GG XC
AT DR NP QT JB WD KZ EQ LA UG WJ AL YX PL 0z
SR LZ AG YG XH FG YY UP
4. The following message was encrypted by means of the Aggressor code chart illustrated
‘ in Fig. 100 of the text, but with a set of non-variant .coordinates. Reconstruct the plain text and
recover the sequences for the row and column coordinates.
EO BO JO BO EO IO AY IT JO DO EO AZ JO IQ AU
KU EO FQ AQ JO JZ JQ JY EO JS JO JT JS EO AX
AN AQ LX JO BO FU DU IP EO HQ BQ GQ JP AS 1IR

CZ AT JO BW EO JS JO HZ JP IZ HX KV EO FV JO

LR EO FV DS ET LT JS KS BW ET MW JX




REF ID:A64641

CONFIDENFHAL——

5. The following 80 messages, intercepted on low-level ground nets, have been selected for ‘
study because of homogeneous characteristics. Solve the texts and reconstruct the eryptosystem
employed. (A condensed table of the repetitions contained in these messages is included on
pages 10-12.)
No. 1 INL DE ETN 1630 08 Aug 53
77 05 19 39 45 39 89 19 59 25 49 32 35 22 35
9 00 45 95 60 81 55 05 90 32 62 00 92 08 78 ‘
95 50 36 05 79 60 92 58 90 95 42 93 05 27 88

€6 00 21

No. 2 INL. DE ETN 1633 08 Aug 53
Tr 05 19 19 45 39 89 69 09 258 49 32 35 22 35
97 45 95 60 37 62 05 10 50 11 00 61 78 95 07

06 88 31 95 13 05 29 19 89 45 S5 20 49 43

No. 3 INL DE ETN 1636 08 Aug 53
77 05 19 69 45 39 89 69 09 26 49 32 35 22 35 ‘
97 45 73 32 156 55 95 74 05 B2 92 46 21 95 50
70 656 05 45 95 28 06 62 41 07 11 10 45 88 61

95 49 05 90

No. 4 SIA DE BYE 0805 10 Aug 53
T™ 05 09 89 45 09 49 09 09 25 39 09 32 35 22
35 97 45 95 99 00 88 05 60 68 90 95 34 05 178

32 35 04 23 92 B85 61 95 46 05 90

No. 5 LQS DE QEI 1836 11 Aug 53
77 06 79 29 45 39 49 69 09 256 39 39 32 35 22

35 90 00 45 95 87 05 56 73 32 15 55 95 37 05

82 92 46 78 95 91 06 27 06 28 66 00 91 80 53
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No. 6 ALU DE YUT 1644 12 Aug 53
77 05 69 19 45 39 89 79 09 25 39 19 32 35 22
35 97 45 95 22 05 80 46 96 24 95 76 05 27 95
08 67 39 82 05 45 95 50 75 05 71 26 00 18 34

22 61

No. 7 QEI DE INL 1256 20 Aug 53
77 05 19 19 45 39 19 52 09 25 19 09 32 35 22
35 97 45 95 20 68 05 46 22 31 72 56 T2 57 80
50 90 51 54 37 95 46 05 27 9 60 97 05 90 88

31 55 50 35

No. 8 USO DE SIA 0917 21 Aug 53
Tr 05 39 32 45 09 99 39 659 256 19 39 32 35 22
35 97 45 95 25 05 60 23 52 95 68 056 21 95 10

05 92 52 90 78 38 48 35 10 00 95 97 05 90

No. 9 CAY DE NBQ 2357 27 Sep 53
77 05 99 69 45 19 69 59 09 25 19 29 96 80 93
60 17 40 45 95 98 05 57 80 40 74 63 00 95 76

05 27 95 08 15 05 46 80 10 55 95 39 82

No. 10 NBQ DE OAY 0010 28 Sep 53
T7T 05 09 39 45 09 09 09 59 25 19 49 96 80 93
60 17 40 45 95 50 15 52 05 10 50 11 98 59 09
09 95 01 78 19 05 27 95 21 69 05 49 49 89 64

94 14 30 76
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No. 11 OAY DE ALU 1008 29 Sep 53 ®
77T 05 39 79 45 39 09 09 09 25 19 99 96 80 0C
52 60 17 40 45 95 99 05 62 34 55 50 35 95 23
05 20 35 31 06 60 38 06 95 41 05 92 74 01 179

04 95 83

No. 12 USO DE TOB 2219 29 Sep 53
Tr 05 69 ©9 45 19 19 39 59 26 19 99 96 80 00
52 60 12 76 45 95 60 63 31 05 56 21 9 50 24
66 05 45 95 04 05 56 01l 95 80 38 93 056 27 22

46 63 95 27

No. 18 ETN DE SIA 2347 30 Sep 53
77 05 19 39 45 19 62 79 09 25 69 09 96 80 93
60 12 76 45 95 71 08 14 05 50 35 00 27 95 85 .
05 37 17 95 86 66 11 05 45 95 88 05 87 24 90

17 56 96 24

No. 14 TOB DE BYE 2142 30 Sep 53
T7r 05 49 99 45 19 39 69 59 25 69 09 90 52 80
93 60 17 40 45 95 B3 05 01 9 11 60 57 05 36
21 22 95 45 05 25 37 04 63 17 95 8 05 01 62

43 90 90 95 45

No. 15 BYE DE YUT 1818 10 Oct 53 .
TT 05 89 09 45 39 49 39 09 25 39 09 50 62 Ol
17 40 45 95 61 05 79 19 59 95 12 05 72 45 95

10 05 92 74 95 29 05 45 95 82 06 78 97 40 35

62 00 54 90
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YUT DE BYE 1348 04 Dec
89 45 39 69 79 59 25
31 47 05 45 95 32 05
49 69 09 45 95 16 06

44
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CONDENSED TABLE OF REPETITIONS ‘
FOR PROBLEM 5

The f{irst column designates the particular dinome; the second column shows the frequeney
of the particular dinome; and the third column indicates the messages (with oeccurrences of more
than one shown in parentheses) in which the particular dinome is found.

00 221 1(3), 2, 4, 5(2), 6, 8, 9, 11, 12, 13, 15, 17(2), 23, 25, 26, . 1
27(2), 29

01 14| 1.0, 11, 12, 14(2), 15, 16, 18, 21(2), 23, 24, 29, 30 ,

02 4| 17, 24, 25, 26 *

03 3] 18, 20, 24

04 4| 4, 11, 12, 14

05 134 | 1(4), 2(4), 3(5), 4(4), 5(4), 6(5), T(4), 8(5), 9(4). 10(4),
11(4), 12(5), 13(5), 14(5), 15(6), 16(5), 17(5), 18(4), 19(4),
20(4), 21(6), 22(5), 23(6), 24(5), 25(4), 26(4), 27(4), 28(4),

29(4), 30(2)
06 6| 5, 11(2), 20(2), 21
07 2| 2,3

08 10| 1, 6, 9, 13, 18, 19(2), 22, 23, 29
0o 557 2, 3, 4(5), 5, 6, 7T(2), 8, 9, 10(6), 11(3), 13(2), 14, 15(3),
17, 18(3)., 19, 20, 21, 22(2), 23, 24(3), 25, 26(5), 27. 29(3),

30(4)

10 | 15| 2, 3, 8(2), 9, 10, 15, 17(2), 20, 24(2), 25, 28, 29

11 6| 2, 3, 10, 13, 14, 17 Qo
12 | 12| 12, 13, 15, 16, 19, 22(2), 26, 27, 28(2), 29

13 5| 2, 16(2), 21, 22

14 | 4| 10,13, 17, 27

15 6{ 3,5, 9, 10, 20(2)

16 5| 18, 19, 20, 21, 26

17 | 14| 9, 10, 11, 13(2), 14(2), 15, 17, 18, 20, 21, 23, 24

18 | 4l 6, 18, 23, 28

19 40 | 1(2), 2(3), 3, 6(2), 7(4), 8, 9(2), 10(2), 11, 12(3), 13(2),
14, 15, 16(2), 18(2), 20(2), 21, 23, 24(2). 26(2), 27(2), 28

20 3| 2,7, 11

21 91 1, 3, 8, 10, 12, 14, 16(2), 25

22 16| 1, 2, 3, 4, 5, 6(3), 7(2), 8., 12, 14, 16, 23, 30

23 4| 4, 8, 11, 28

24 71 5, 6, 12, 13(2), 25, 27

25 32| 1, 2, 3, 4, 5, 6, 7, 8(2), 9, 10, 11, 12, 13, 14(2), 15, 186,
17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30 .

26 8| 6, 18(2), 19, 20, 22, 23, 25

27 11| 1, 5, 6, 7, 9, 10, 12(2), 13, 18, 29

28 51 3, 5, 22(2), 23

29 9| 2, 95,9, 15, 16, 17, 23(2), 25

30 6| 10, 18, 20, 21, 26, 28

31 15} 2, 7(2), 11, 12, 20, 21, 24, 25, 26(2), 27, 28(2), 29
32 221 1(2), 2, 3(2), 4(2), 5(2), 6, 7, 8, 16, 18, 19, 20, 21, 23,

25, 26, 29(2)
33 3 17, 19, 21 .
34 6 4, 6, 11, 23, 24, 26

SNFIDENTT 10
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35 34| 1(2). 2(2), 3(2), 4(3), 5(2), 6(2), 7(3), 8(3), 11(2), 13, 15,
17, 19(2), 20, 24, 25(3), R6, 27(2)

36 6| 1, 14, 16, 22(2), 26

37 8 2, 5,7, 13, 14, 23, 27, 29

38 4| 8, 11, 12, 29

39 58| 1(2), 2, 3, 4, 5(3), 6(3), 7, 8(4), 9, 10, 11(2), 12, 13, 14,
15(3), 16(2), 17(2). 18(2). 19(4}, 20(3), 21, 22, 23, 24,
25(4), 26(2), 27(2), 28(4), 29, 30(2)

40 22 | 9(2), 10, 11, 14, 15(2), 17, 18(3), 20(2), 21, 22(3), 23, 24,
26, 27, 30

4] 4| 3, 11, 17, 25

42 41 1, 19, 29, 30

43 3| 2, 14, 29

44 3| 16, 21, 28

45 78 | 1(2), 2(3), 3(4), 4(2), 5(2), 6(3), T(2), 8(2), 9(2), 10(2),
11(2). 12(3), 13(3), 14(4), 15(4), 16(2), 17(3), 18(2), 19(4),
20(3), 21(4), 22(3), 23(3), 24(2), 25(2), 26(2), 27(2), 28(2),
29(2), 30(2)

46 10 3,4, 5, 6, 7(2), 9, 12, 23, 27

47 2 21(2)

48 2 8, 19

49 16| 1, 2(2), 3(2), 4, 5, 10(3), 14, 15, 16, 21, 26, 29

50 25| 1, 2, 3, 6, 7(2), 10(2), 11, 12, 13, 15, 16, 17(5), 19, 24(2),
25, 26, 27, 28

51 21 7, 23

52 13 ] 8(2), 10, 11, 12, 14, 19, 20, 21, 22, 23, 27, 28

53 4 5, 14, 28, 29

54 5 7, 15, 24, 25, 26

55 141} 1, 3,5, 7,9, 11, 17, 20, 24, 25, 26, 27(2), 28

56 13 5, 7, 12(2), 13, 16, 18, 21, 24, 26, 28(2), 29

57 7 7. 9, 14, 20, 23, 27, 28

58 3 l, 22, 26

59 26| 1,17, 8,9, 10(2), 12, 14, 15, 16(4), 17(2), 20, 21(2), 22,
23(2), 24, 25, 27, 28, 30

60 34| 1(2), 2, 4, 7, 8, 9, 10, 11(2), 12(2), 13, 14(2), 16, 18,
19(3), 20, 21, 22(3), 23(2), 24, 25, 27, 28(3), 29

61 9 2, 3, 4, 6, 15, 17, 19, 21, 23

62 15| 1, 2, 3, 11, 14, 15(2), 16, 17, 18, 23, 24, 29(2), 30

63 6| 9, 12(2), 14, 23, 25

64 3| 10, 16, 27

65 3| 1, 3, 12

66 6] 5, 13, 16, 18, 25, 27

67 4| 6, 17, 21, 23

68 4 4, 7, 8, 19

69 20| 2, 3(2), 5, 6, 9(2), 10, 12, 13(2), 14(2), 16, 17, 18, 19,
21(2), 23, 24, 26(2), 27, 28(2), 29(2), 30

70 b5 3, 19, 24, 25, 28

71 5 6, 13, 18, 23, 29

72 13| 7(2), 15, 17, 20(2), 22(3), 24, 26, 27, 29

73 5 3, 5, 20, 27, 29

74 5 3, 9, 11, 15, 20

75 4 6, 16, 18, 19

76 12 6, 9, 10, 12, 13, 16, 19(2), 22, R4, RT(2)

—CONFIDENTIAL™ 11
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T

78
79

80

81
82
83
84
85
86
87
88
89
20

91
92

93
94
95

96
o7
98
99

31

10

20

VDWW N WNT D

11
1l

14

1400

1, 2, 3, 4,5,6,7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18,
19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29(2), 30

1, 2, 4,5, 8, 10, 15, 17, 22, 24

1, 5, 6, 11(2), 13, 15, 16(2), 19, 20, 21(2), 22, 25, 28, 29,
30

5, 6, 7, 9(3), 10, 11, 12(2), 13, 14, 17, 18, 19, 20, 24, 25,
26, 28

1, 22, 26(2)

3, 5,6, 9, 15, 27(2)

11, 21, 29

20, 30

4, 13

13, 14, 25

5, 13

1,2, 3, 4,7, 13, 17, 18, 19, 26

1, 2(2), 3, 4, 6, 10, 15, 16, 18, 19, 21, 22, 24, 25, 26, 27
1(3), 3, 4(2), 5, 7(2), 8(2), 13, 14(3), 15, 16, 17, 18(3),
19(2), 20, 22(3), 26(2), 27, 28(2), 29(2)

5(2), 21

1(2), 3, 4, 5, 8, 11, 15, 18, 19(2), 20, 22, 24, 25(3), 27,
28(2), 29

1, 9, 10, 12, 13, 14, 28

10, 16, 29(2)

1(3), 2(4), 3(4), 4(3), 5(3), 6(4), T(3), 8(4), 9(4), 10(3),
11(4), 12(5), 13(4), 14(5), 15(5), 16(4), 17(4), 18(4), 19(3),
20(3), 21(b), 22(4), 23(5), 24(4), 25(3), 26(3), 27(3). 28(3),
29(3), 30(2)

6, 9, 10, 11, 12, 13(2), 22, 24, 25(2)

2, 3, 4, 6, 7T(2), 8(2), 15, 20, 24

9, 10, 17, 19, 20, 25

4, 8, 9, 11(2), 12(2), 14, 16, 17(2), 18, 22, 27
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NATIONAL SECURITY AGENCY
Washington 25, D. C.

COURSE Military Cryptanalyties, Part 1

‘ LESSON 10 Miscellaneous monalphabetic substitution systems;
concealment systems

TEXT ASSIGNMENT Pars. 81-84

4

1. The following two messages were intercepted on the same net during a morning offensive
Solve them and recover all keys.

Message “‘A"’
ILPUR PSBOK YBDGY YNCNP VXHCJ ROKFI

NPXVP EWHLX KWYXQ BVYDB YYZCX

. Message “‘B”’

RBVYW BYYZC THEEB MMEZI ABXHW SYXCK

NNBYM SXQDY AEPCX

2. Solve the following cryptogram and recover all keys.
GHUIP GJHNI MBSPR IUSNS SHPGB RQSAJ

OOQRS SIPQS MHVJI PQIVV JFKIH GSANY

PTKKD YJKQX ZVNPR OQNJS NUYEF ENPZYV
NPROQ QTKLN FFHON QUPOQ HUQTV OTNDO
‘ JTKLP OWOJT EJWNQ EKJAE IOUTI QQGTHEB
ANNKZ XVUKR EMMQR RTEII KVPXV UKRRE
MWKIK VPXVU DAEIP RSQITI GWQLQ UXVVX

VUATG WQQVP
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3. The following cryptogram is suspected to contain the word "REGIMENT" . Solve it and .
recover all keys.

BUFWW HEAGH MITAJ JSKLS MNHIU YUQATI
AUMQM UWIZU VOJFH GUFMD GQYKQ LLSUTI
YKCGS WUFQU UQKCF IWHQK OGSWI YJYOY
SKXFQ IADQB YKJYS VCLLC SSHJW YMJYS .
XWYKB JUKKU PTPWI IUQHK XHYKB JYCOF
YQENV QICUY BIRRW PIYYN PSWJE PMIOP
UQARH KYQCG WPGEP GAEPL VGFHJ FBBLZ
USSXS RMYFQ XTSHD TTDYC FXFQH HLPKT
GUDXC BTFJO WHAMV UWNHG HMIQQ NZHKTF
JHKIU SWWAL HSIUM HHAEZ IIZWH HPHWU

4. The following cryptogram is suspeected to contain the word "BATTALION". Solve it and
recover all keys. .

RDITJ OGDPF QUMTD IKRUI ULHKI MASKI
JMHQD BBUGI AUYBU ILQUM PDTTD FKQUD
BBUGI KFBKV UQUTIK Z'KQUH KTDHT ECMKTI
KFBAQ IKHIU PDIKQ KCLUI KODFI AULUW
TERDTI CDIDR LUJQU MJMVU IRKET TIKHQA

5. The following two messages are suspected to be isologs. Recover the plain text and re-
construct the cipher alphabet involved.
Message “‘A”’ .

QMSLG PWJRN NPHRE ENQOH MABGR PLNWUJ

RNNVH MAYTR GSLAP HMHXR EFRGB ILNPH

Message ‘B’
ETOSR DMOTA DPCON NORXD TARSU TWGAS

UASAS NYEXL TITAHRI PLNSA OFGSB EOELT. ‘

CUNFIDENTIAL 2
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6. Solve any five of the ten innocent-text messages given below,

a. TO COVER AND HIDE YOUR FINANCES, I MAINTAIN STAFF TO BARTER
FRANC EXCHANGE.

b. BEARER IS A FRIEND. I CANNOT WRITE MUCH. WILL YOU BE READY
TO MEET A TRUSTED INTERMEDIARY SO YOU CAN GIVE ALL NECESSARY
‘ DOCUMENTS TO HIM NEXT WEEK? I HAVE NOTHING MORE TO SAY.

: ¢. The following is an actual radiogram which was held up by a censor:
1
ES100 81 RADIO-WASHINGTON DC 210P JULY 1 1941

ROBERT C JOHNSTON III
CARE HELVETIA PALACE HOTEL LUGANO (SWITZERLAND)

MATERTALS ADEQUATE. CONTRACTS YOUR ASSISTANT RETURNED TO ME
WERE OKAY AT CONSULATE. INSURANCE EXPEDITED QUOTATIONS ON
CARGO RATES ALSO AS OF TOTAL POOLED SHIPMENTS. BECAUSE PRESENT
HOLDING OF SHARES IS LINKED TO UNDECLARED ASSETS ATTENTION IS
DIRECTED TO PROGRAM OF DENUNCIATION BY AGGRESSIVE MINORITY
CHALLENGING DIVIDENDS. REALTY VALUES PREDICT SUSTAINED
EXCEPTIONAL PROFITS HEREAFTER WITH DISCLOSURES AT MEETING ON
‘ SEVENTEENTH BREAKING UP RENEWED OPPOSITION.

REMSEN

d. The following message, poorly spelled, is shown just as it was written by the originator.

DISATISFIED WITH IMMIDIATE RESULTS OF YOUR AMALYSIS STOP
ADITIONAL RENUNERATION TO ALL PERSENNEL WHO INDENTIFY
COMPONANT PARTS OF THE ALLOIS OTHER THAN NICKEL OR COPPER

e. CATALOG VALUES CANCELED UNLESS OFFER STRENGTHENED. COMPLEX
SELECTION EFFECTIVELY STALEMATED. PSYCHOLOGICAL FOUNDATION

UNWARRANTED
. f. REQUEST CONSIDERATION OF ONLY THE MOST USUAL PLACEMENTS OF
ORDERS FOR BALANCED BUSINESS TRANSACTION. LET NOTICE BE

GIVEN FOR A SUBSTITUTION AS SOME ARTICLES NOT EASILY CHANGED.
PARTNER AGREEMENT IS EXTRA HELPFUL WHEN MAXIMUM.

g. The secret text in the following message was solved by Sherlock Holmes in one of Sir
Arthur Conan Doyle’s stories.

“The supply of game for London is going steadily up. Head-keeper Hudson, we believe,
‘ has been now told to receive all orders for fly-paper and for preservation of your hen-
pheasant’s life.”

—CGONFIDENTIAE— 3
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h. In April 1941, the French (Nazi-controlled) newspaper Paris-Soir printed the following .
poem by an anonymous contributor apparently extolling Adolph Hitler. A fairly
literal translation is given beneath the original.

Aimons et admirons le Chancelier Hitler

L’éternelle Angleterre est indigne de vivre

Maudissons et écrasons le peuple d’outre-mer

Le Nauzi sur la terre sera seul 3 survivre.

Soyons done le soutien du Fiihrer allemand

Des boys navigateurs finira I'odyssée .
A eux seuls appartient un juste chatiment

La Palme du vainqueur attend la Croix gammée.

(Let us love and admire Chancellor Hitler
Eternal England is not worthy to live

Curse and eliminate the people across the sea
Nazidom on earth will be the sole survivor.
Let us therefore support the German Fiihrer
The seafaring boys will finish the odyssey

To them alone a fitting punishment

The palm of victory awaits the swastika.)

2. 'The following telegrams were filed by the same originator to the same addressee on
successive days.

Message No. 1 ’

MONEY SENT TO NEW HAVEN IN BANK ON ARTS ACCOUNT. HE MAY HAVE
DRAWN ALL AND GONE HOME BEING SO BORED. AS ALWAYS HE NEEDS A
LOT OF CASH, YET IS NOT ABLE TO DO MUCH WITH THE MONEY SENT
TO PAY HIS LAB SCHOOL BILLS.

Message No. 2.

SENT FORTY DOLLARS BY CHECK TO HENRY AND ALICE AFTER THEY PAYED
ALL ARTS OLD DEBTS STOP. I REALLY WANT AGREEMENT WITH THEM
AND WE MUST MAKE ART STOP CHARGES AND BILLS ABOQUT TOWN. SEND
NO MORE CHECKS TO HIM OR CASH TO WASTE ALWAYS FOR HE SPENDS IT.

Message No. 3

MOTHER SENDS LOVE AND WAITS EACH LETTER AS SHE ALWAYS DOES, SO
WRITE AS MANY AS TOM AND ELOIS DO TO HER AS ALWAYS, JERRY.

j. The following innocent-text message is suspected to contain information on ships sailing
from Boston.

AT NINE ELEVEN THIS MORNING FOLLOWING CONVERSATION SURPRISED
REPORTERS: "RUSSIA, FRANCE AND ENGLAND ASSURED PREPARATIONS
WERE NOW RAPIDLY ATTAINING SATISFACTORY ALLOCATIONS. HOWEVER,
THEIR ALLOTMENTS VARIED SLIGHTLY, AND IN AGREEING PROBABLY
WERE NOT SURE OF THE OUTCOME. UNLESS TERMS ARE QUICKLY

DETERMINED, MANY SPECIFIC AGREEMENTS WITH EACH OTHER WILL HAVE ‘
TO BE MADE."
— CONFIDENTIAT—— 4
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