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The Golden Guess 
Is M.oming·Star to the full round of Truth. 

··Tennyson. 

Preface to the 4th Edition 

This edition represents an extensive expansion and revision of the original 
text, in both scope and cootent, necessitated by the coosiderable advancement 
made in the art since the publication of the previous editions. 

I wish to express grateful acknowledgment for Mr. Friedman's generous 
assistance and invaluable collaboration in the preparation of this edition. 

•• L. D. C. 
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SIDTION I 

INTRODUCTORY REMARKS 

Paragraph 
Scope of this text.................................................. 1 
Mental equipment necessary for cryptanalytic work................... 2 
Validity of results of cryptanal~is•••••••••••••••••••••••••••••••• 3 

1. Scope of this text. --e . This text constitutes the first of a 
series of six basic textsl on the a.rt of cryptanalysis. Although most of 
the information contained herein is applicable to cryptograms of various 
types and sources, special emphasis will be laid upon the principles and 
methods of solving mili tary2 cryptograms • Except for an introductory 
discussion of fUndamental principles underlying the science of cryptana­
lytics, this first text in the series will deal solely with the principles 
and methods for the analysis of monoa1phabetic substitution ciphers. 
Even with this limitation it will be possible to discuss only a few of the 
many variations of this one type that are met in practice; but with a 
firm grasp upon the general principles few difficulties should be expe­
rienced with any modifications or variations that maybe encountered. 

b. This and some of' the succeeding texts will deal only with basic 
types-of' cryptosystems not because they maybe encountered unmodified in 
military operations but because their study is essential to an under­
standing of the principles underlying the solution of the modern, very 
much more complex types of codes, ciphers, and certain encrypted trans­
mission systems that are likely to be employed by the larger governments 
of today in the conduct of their military affairs in ttme of war. 

c • It is presupposed that the student has no prior background in 
the field of cryptology; therefore cryptography is presented concurrently 
with cryptanalysis. Basic terminology and preliminary cryptologic consi­
derations are treated in Section II; other terms are usually defined upon 
their first occurrence, or they maybe found in the Glossary (Appendix 1). 

d. The cryptograms presented in the exa.nrples embrace messages from 
hypothetical air, ground, and naval traffic; thus, the student will have 
the opportunity to familiarize himself With the language and phraseology 
of all three Services comprising the Armed Forces of the United States. 

1 Each text has its accom;pa.nytng course in cr:yptanalys is , so that the 
student may test his learning and develop his skill in the solution of 
the types of cryptograms treated in the respective texts. The problems 
which pertain to this text constitute Appendix 13. 

2 The word "military'' is here used in its broadest sense. In this 
connection see subpar. _!!, below. 
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2. l·tental c ui nent necessary for cr tano.l ic work.--,!. Captain 
Parker Ilitt, in the first United States Army manual deo.ling with cryp­
tology, opens the first chapter of hls valuable treatise with the 
followiDB sentence: 

"Success in dealing with unknown ciphers is measured by ·these four 
things in the order named: perseverance, careful methods of analysis, 
intuition, luck." 

These words arc as true today as they were then. There is no royal 
road to success in the solution or cryptograms. Hitt goes on to say: 

"Cipher worlt will have little permanent attraction for O"le who • 
expects results at once, without labor, for there is a vast ~nount of 
purely routine labor in the preparation of frequency tables, the rearrange-
ment of ciphers for examination, and the trial and fitting of letter to 
lel.te.r befo1·e the message begins to appear." 

The present author deems it advisable to add that the kind of work 
involved in solving cryptograms is not at all similar to that involved in 
solving crossword puzzles, for example. The wide vogue 'f..he latter have 
had and continue to have is due to the appeal they make ~;o the quite 
COD'IIIlon interest in mysteries of one sort or another; but in solvill8 a 
crossword puzzle there is usually no necessity for performing any preli­
minary labor, and palpable results become evident after the first minute 
or two of attention. This successful start spurs the crossword "addict" 
on to complete the solution, which rarely requires more than an hour 1 s 
time. Furthermore, crossword puzzles are all alike in basic principles 
and once understood, there is no more to learn. Skill comes largely from 
the cmbellisbment of one, s vocabulary, though, to be sure, constant prac­
tice and exercise of the imagination contribute to the ease and rapidity 
with uhich solutions are generally reached. In solving cryptograms, 
however, many principles must be learned, for there are many different 
systems of varying degrees or complexity. Even some of the simpler 
varieties require the prepara~ion of tabulations of one sort or another, 
which ma.ny people find irksome; moreover, it is only toward the very close 
of the sol11tion that results in the form of intelligible text become 
evident. Oft~nr indeed, the student will not even know whether he is on 
the right ·~racJ~ until he has performed a large amount of prel:lmina.ry 
"spade wor~:" involving many hours of labor. Thus, without at least a 
willingnesr to pursue a fair amount of theo1·etical study, and a more than 
averag~unt of EatienE~ud perseverance, little skill and experience 
ca.n be gained in the rather difficult art of cryptanalysis. General 
Givierge, the author of' an excellent treatise on cryptanalysis, remarks 
in this connection:4 

"The cryptanalyst's att:J.tude must be that of William the Silent: 
No need to hope in order to undertake, nor to succeed in o~der to 
persevere." 

3 IIitt, Capt. Parkor, Mr..nual for the Solution of Military Ci'phers • 
.Army Service Schools Press"( Fort Leavenworth, Kansas, 1916. 2d Edition~ 
1918. (Both out or print.) 

4 Givicre;c, G6n6r.o.l 1-~cel, Cours de Cryptoe;raphie, Paris, 1925, p. 301. 

U~STRIC'f''8D 2 



I 

' 

REF ID:A56895 
RE-M:'RICtfED 

b. As regards Hitt's reference to careful methods of ana~yais, 
before one can be said to be a crypta.na.lyat worthy of the name it is 
necessary that one shouJ.d have, firstly, a sound knowledge of the basic 
principles of cryptanalysis, and secondly, a long, varied, and active 
practical experience in the successfUl application of those principles. 
It is not sufficient to have read treatises on this subject. One month's 
actual practice in solution is worth a whole year's mere reading of 
theoretical principles~ An exceedingly important element of success in 
solving the more intricate cryptosystems is the possession of the rather 
unusual mental faculty designated in general terms as the power of in­
ductive and deductive reasoning. Probably this is an inherited rather 
than an acquired faculty; the best sort of training for its emergence, 
if latent in the individual, and for its development is the stu~ of 
the natural sciences, such as chemistry, physics, biology, geology, and 
the like. Other sciences such as linguistics, archaeology, and philology 
are also excellent. 

c. Aptitude in mathematics is quite important, more especia.lly in 
the solution of ciphers and enciphered codes than in codebook reconstruc-· 
tion, which latter is purely and simply a linguistic problem. AJ.though 
in the early days of the emergence of the science of cryptanalytics little 
thought was given to the applications of mathematics in this field, 1Mny 
branches of mathematics and, in particular 1 probability and statistics 1 

have now found cryptologic applications. Those portions of mathematics 
and those mathematical methods which have cryptologic applications5 are 
known collectivelY as cryptomathematics. 

5 tt is quite important to stress at this point that in professional 
cryptologic work the science of cryptanalytics is subordinated to the 
art of cryptanalysis, just as in ;the world of music the technical virtu­
OSity of a great violinist is adjuvant to the expression of music, that 
is, the virtuosity is a "tool" for the recovery of the complete musical 
"plain text" conceived by the composer. Since the practice of cryptana­
lysis is an art 1 mathematical approaches cannot always be expected to 
yield a solution in cryptology 1 because art can and must transcend the 
cold logic of scientific method. By way of exa.m;ple, an experienced 
Indian guide can usually find his way out of a dense forest more rsadily 
than a surveyor equipped with all the refined apparatus and techniques 
of his profession. Likewise, an experienced cryptanalyst can generally 
find his way through a cryptosystem more readily than a pure mathematician 
equipped merely with the techniques or his field no matter how abstruse 
or refined they may be. A cryptomathematician of repute once stated 
that "the only effect of /Jefined mathematical technique!? is frequently 
to discourage one so much that one does nothing at all and some lUllil.O.the­
matical ignoramus then gets the problem out in same very unethical way. 
This is intensely irritating." See also in this connection the remarks 
made in subpar. 27e in reference to the validity of statistical tests 
in cryptanalysis • -

.RESTRICTED 3 
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~· An active imagination, or perhaps what Ritt and 9ther writers 
call intuition, is essential, but mere ima.gi~tion uncontrolled by a 
judicious spirit will be more often a hindrance than a heip. In pr9.c­
tical cryptanalysis the imaginative or intuitive faculties must, in other 
words, be guided by good judgme~t, by practical experience, and by as 
thorough a knowledge of the general situation or extraneous circumstances 
that led to the sending of the cryptogram as is possible to obtain. In 
this respect the many cryptograms exchanged between cor~espondents whose 
identities and general affairs, cgmmercial, social, or political, are 
lmown are far JI!.Ore rea~ily solved: than are isolated cryptograms exchanged 
between unknown correspondents, dealing with unknown subjects. It is 
obvious thnt in the for.mer case there'are good data upon which the intu­
itive powe:rn of the cryp·banalyst can be brought to bear, whereas in the 
latter cas11 no such dq.t.a. are availabl~. Conse,quently, in the absence of' 
such data, no matter how good the imagination and intuition of the cryp­
tanalyst, these powers are of no particular service to him. Some writers, 
however, regard the intuitive spirit as valuable from still another 
viewpoint, as may be noted in the following: 1 

"Intuition, like a fl~sh of lightning, las1;s only for a second. 
It generally comes when one is tormented by a difficult decipherment and 
when one reviews in his mind the fruitless experiments already tried. 
Suddenly the light breaks through and one finds after a few minutes what 
previous days of labor were unable to reveal." 

· This, too, is true, but unfortunately there is no way: in which the 
intuition may be sunnnoned at will, when it is most needed.8 There are 
certain authors who regard as indispensable the possession of a somewhat 

6 The application in practical, operational cry_ptan.a.lysis of "probable 
words" or "cribs", i.e., plain text assumed or known to be present in a 
cryptogram, is developed in time of war into a refinement the extent and 
usefulness of which cannot be appreciated by the uninitiated. Even as 
great a thinker as Voltaire found the subject oi' cr;yptanalysis stretching 
his credulity to the point that he said: 

"Those wiio boast that they can decipher a letter without knowing its 
subject matter, and without preliminary aid, are greater charlatans than 
those who would boast of understanding a language which they have never 
learned."--Dictionnaire Philosophique, under the article _"PC?!,te". 

7 Lange et Soudart, TrS:it~ de_ Cr;y;ptographie, Libraire r'li~ Alcan, 
Paris, 1925, p. 104. ~~-

8 The following extFacts are of i~terest in this conne~tton: 
"'fhe fact that the scientific investigator works 50 per cent of his time by non-rational means Is, it seems, quite 

insufficiently recognized. There Is without the least doubt an instinct for research, and often the most successful 
invcetign.tors of nature are quite unable to give ,an acco}lntpf their reaspns_ f~r doing such and such :m experi­
ment, or for placing side by aide two apparently unrelated facta. Again, one of tl1e most salient traits ill the 
character of the succt>ssful scientific worker is the caps.cHy for knowing that a point is proved when it would not 
nppt>nr to be pro\·cd to an outside intelligence functioning in a purely rational manner; thus the in\·estigo.tor 
feels thnt some proposition is true, and proceeds at once to the next set of experiments without waiting and wasting 
time in the elaboration of the f01mal proof of the point which heavier minds would need. Questionlel!B such a 
scientific intuition may and docs sometimes lead investigators astray, but it Is quite certain that if they did 
not widely lno.ke usc of it, they would not get a quarter as far as they do. Experiments confirm each other, n.nd a 

REB'FRIO'FED 4 
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rare, ra.th~r ntysterious faculty that they desianate by the word "flair11
, 

or by the expression "cipher brains". Even so excellent; an authority as 
General Givierge,9 in referring to this mental faculty, uses ·the fol­
lowing vrords : 

"Over and above perseveronce and this aptitude of mind which some 
authors consider a special gift, and which they call intuition, or even, 
in its hi_ghest manifestation, clairvoyance, cr;yptographic studies will 
continue more and more to demand. the qualities of orderliness and memory." 

6 AlthouBh the present author believes a special aptitude for the 
work is essential to cryptanalytic success, he is sure there is nothing 
mysterious about the matter at all. Special aptitude is prerequisite to 
success in all fields of endeavor. There are, for example, thousands 
of physicists, hundreds of excellent ones, but only a handful of world­
wide fame. Should it be said, then, that a physicist who has achieved 
very notable success in his field has done so because he is the fortunate 
possessor of a ~terious faculty? That he is fortunate in possessing a 
special aptitude for his subject is granted, but that there is anything 
mysterious about it, partaking of the nature of clairvoyance (if, indeed, 
the latter is a reality} is not granted. While the ultimate nature of 
any mental process seems to be as comp:i..a+,e a mystery today as it has 
ever been, the present author would like to see th~ superficial veil of 
mystery removed from a subject that has been shrouded in mystery from 
even before the Middle Ages down to our ovm times. (The principal and 
readily understandable reason for this is that governments have always 
closely guarded cryptographic secrets and anything so guarded soon becomes 
"mysterious".) He would, rather, have the student approach the subject 
as he might approach any other science that can stsnd on its min merits 
with other sciences, be~ause cryptanalytics, like other sciences, has a 
practical importance in human affairs • It presents to the inquiring mind 
an interest in its own right as a branch of lmowledge,; it, too, holds 
forth many difficulties and disappointments, and these are all the more 

false step is usually soon discovered. And not only by this partial replacement of reason by intuition does the 
work of science go on, but also to the born scientific worker-and emphatically they cannot be made--the struc­
ture of the method of research is as it were given, he cannot explain it to you, though he may be brought to agree 
a posteriori to a formal logical presentation of the way the method works".-Exce1-pt from Needham, Joseph, 
The Scepticat Biologist, London, 1929, p. 79. 

"The essence of scientific method, quite simply, is to try to see how data arrange themselves into causal 
configurations. Scientific problems are so]ved by collecting data and by 11thinking about them all the time." 
We need to look at strange things until, by the appearance of known configurations, they seem familiar, and to 
look at familiar things until we see novel configurations which make them appear strange. We must look at 
events until they become luminous. That is scientific method • • • Ineig4t is the touchstone • • • The appli­
cation of insight as the touchstone of method enables us to evaluate properly the role of imagination in scientific 
method. The scientific process is akin to the artistic process: it is a process of selecting out those elements of 
experience which fit together and recombining them in the mind. Much of this kind of research is simply a cease­
less mulling over, and even the physical scientist has considerable need of an armchair . . • Our view of scien­
tific method as a struggle to obtain insight forces the admission that science is half art • • • Insight is the 
unknown quantity which has eluded students of scientific method".-Excerpts from an article entitled Insight and 
Scientific Method, by Willard Waller, in The American Journal of Sociology, Vol. XL, 1934: 

9 Op. cit., P• 302. 
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keenly felt when the nature_of these difficult~es is not understood by 
those unfamiliar with the special circumstances that very often are the 
rea.l f'ac·t01•s that led to success in other cases. Finally, just as in 
the other sciences wherein men labor long a.nd earnestly for the true 
satisfaction and pleasure that comes framwork well done, so the mental 
pleasure tha·t the successful cryptanalyst derives from his accomplish­
ments is very often the only reward for much of the drudgery that he must 
do in his daily work. General Givierge ·~ warda in this connection are 
well worth quoting:lO 

"Some studies will last for years before bearing fruit. In the case 
of othero . t-r;yptanaly-a1•s undertakinc them na .. , er get any result. But, for 
a cryptan( I ·n:.st who likes the work, the Joy of discoveries effaces the 
memory or b is hoW's or doub·t and impatience. 11 

c. Uil..h his usual deft touch, Hitt says of the element of luck, as 
regards the role it plays in analysis: 

"As to luck, there is the old miners' proverb: 'Gold is where you 
find it.'" 

The cryptanalyst is lucky when one of the correspondents whose cryp­
tograms he is studying makes a blunder that gives the necessary clue; or 
when he finds two cryptograms identical in text but in different keys in 
the same system; or when he finds two cryptograms identical in text but 
in different systems, and so 0..1. The element of luck is there, to be 
sure, but the cryptanalyst must be on the alert if he is to profit by 
these lucky 11brea.ks 11 • - ~ - • ~-

f. I.f' 'the present author were asked to state, :lJ:t view of the pro­
gress-in the field since 1916, what element13 might be added to the four 
ingredients Hi tt thought ess_ential to cryptanalytic success, he would 
be inclined to mention -&he -follOwing: · -

(1) A broad, general education, embodying interests covering as 
many fields of practical knowledge as possible. This is useful because 
the cryptanalyst is often called upon to solve messages dealing with 
the most varied _ r hUllllm actitfities, and the mo1•e he knows about these 
activities, tlJe easier his task. . . 

(2) Access< iio a. large library of current literature, and wide and' 
direct contacts 'With sources of collateral information. These often· 
afford clues o.s to the contents o.f' specific messages. For exa.ziq)le ,. iio 
be able insttil'ltly to have at his disposal a newspaper report or a. 
personal repoJ~ of events described ar referred to in a messo.ge under 
investigation goes a long way toward simplifying or facilitating 
solution. Government crypta.nalysts are sometimes fortunately situated 
in this respect, especially where various agencies work in harmony. 

(3) Pro11er coordination of' effort. This includes the organization 
of crypta11alytic personnel into har.monious, efficient teams of cooperating 
individuals. 

10 Op. ci~., p. 301. 
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(q) Under mental equipn~nt he would also include the faculty or 
being able to concen·bro.tc on a. problem for rather long periods or time, 
1fithout distraction, nervous irritability, and impatie-nce. The strain 
undor ~hich cryptanalytic studies are necessarily conducted is quite 
severe ,and too long-continued application has the ef'fec·b or draining 
nervous e~ergy to an ~rholesame degree, so that a word or two of caution 
ma.y not here be out of place • One should continue at work only so long 
as a peaceful, calm spirit prevails, whether the work is fruitful or not. 
But just as soon as the mind becomes wearied with the exertion, or just 
as soon us a feeling of hopelessness or mental fatigue intervenes, i·t is 
better to stop completely and turn to other activities, rest, or play. 
It is essential to remark that systematization and orderliness of work 
are aids in reducing nervous tension and irritability. On this account 
it is better to take the time to prepa.t"e the data carefully, rewrite the 
text if necessary, and so on, rather than work with slipshod, incomplete, 
or improperly arranged material. 

(5) A retentive memory is an important asset to cryptanalytic skill, 
especially in the solution of codes. The ability to remember individual 
groups, their approximate locations in other messages, the associations 
they for.m with other groups, their peculiarities and similarities, saves 
much wear and tear of the mental machinery, -as well as much time in 
looking up these groups in indexes • · -

(6) The assistance of' machine aids in cr;yptanalysis. The im,portance 
and value of these aids cannot be overemphasized in their bearing on prac­
tical, operations.~ cryptanalysis, especially in the large-scale effort 
that would be made in time of war on complex, high-grade cryptosystems at 
a. theater headquarters or in the zone of the interior. These aids, under 
the general category of rapid analytical machines, comprise both punched­
card tabulating machinery a.nd certain other general .. and special-purpose 
high-speed electrical and electronip devices • Some of the more COill.Pact 
equipment may be enu>loyed by lower echelons within a theater of operations 
to facilitate the cryptanalysis of medium-grade cryptosystems f'ound in 
tactical communications. 

g. It may be advisable to add a word or two at this point to prepare 
the student to expect slight mental jars and tensions which 11ill a.l.D10st 
inevitably come to him in the conscientious study of :t;his and the sub­
sequent texts • The present author is well aware of the complaint or 
students that authors of texts on cr;ypta.no.lysis base much of their expla­
nation upon their foreknowJ.edge of the "answer11 --lrhich the student does 
not lmow while he is attempting to follow the solution 'trith an unbiased 
mind. They COM:Plain, too, that these authors use such expressions a.s 11 it 
is obvious that", 11na.tura.lly", "of course", "it is evident that", and 
so on, when the circwnstances seem not at a.ll to "Yra.rrant their use. 
There is no question that this sort of treatment is apt to discourage 
the student, especially when the point elucidated becomes clear to him 
only after many hours ' labor, whereas, according to the book, the author 
noted the weak spot at the first moment's inspection. The present 
author can only promise to try to avoid making the steps aJ?]?eo.r to be 
much more sinr.Ple than they really are, and to suppress gla.r:l.ng instances 
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oi' unjustifiable "jumping at conclusions". At the same time he must 
indicate that for pedagogical reasons in many cases a message has been 
consciously "manipulated" so as to allow certain principles to become 
more obvious in the illustrative examples than they ever are in practical 
work. During the course oi' some of the explanations attention will ·even 
be directed to cases of unjustified inferences • Furthermore, of' the 
student who is quick in observation and deduction, the author-will only 
ask that he bear in mind that it' the elucidation of certain principles 
seems prolix and occupies more space than necessary, this is occasioned 
by the author's des ire to carry the explanation forward in very short, 
easily-comprehended, and plainly-described steps, for the benefit of ~ 
students who arc perhaps a bit slower to grasp but who, once they under-
stand, are able to retain and apply principles slowly learned .1ust as 
well, if not better than the students who learn more quickly.ll 

3. Validity oi' results of cryptanalysis .--Valid or authentic 
cryptanalytic solutions cannot and do not represent "opinions" of the 
cryptanalyst. They are valid only so f'ar as they are wholly objective, 
and are susceptible of demonstration and proof, employing authentic, 
objective methods. It should hardly be necessary (but an attitude fre­
quently encountered among laymen makes it advisable) to indicate that 
the validity of the results achieved by any serious cryptanalytic studies 
on authentic material rests upon the same sure foundations and are 
reached by the same general steps as the results achieved by any other 
scientific studies; viz., observation, hypothesis, deduction and induction, 
and confirmatory experiment. Implied in the latter is the possibility 
that two or more qua.l.ii'ied investigators, each worlting independe!J-tly 
upon the same material, will achieve identical (or practic..Uly identical) 
results--there is one and only one (valid) solution to a cryptogram. 
Occasionally a "would-be" or pseudo-cryptanalyst offers "solutions" which 
cannot withstand such tests; a second, unbiased, investigator working 
independently either cannot consistently apply the methods alleged to 
have been applied by the pseudo-cryptanalyst, or else, if he can apply 

11 In connection with the use of the word "obvious", the following 
extract is or interest: 

"rrow the word 1 obvious ' is a rather da.rigerous one • There is an 
incident, ,rhich has become samethine of a legend in mathematical circles 1 
that illustrates this danger. A certain famous mathematir:ian ,.ras lee- ·. 
turing to a group of students and had occasion to use a formula i-Thich he 
wrote down with the remark, 'This statement is obvious.' Then he paused 
a.nd loolted rather hesitantly at the formula. 'Hait a momant,' he said. 
'Ia it obvious? I think it's obvious.' More hesitation, and then, 
'Pardon me, gentlemen, I shall return. 1 Then h-e lei't the room. 'l.'hirl:iy-
i'ive minutes later he returned; in his hands ioTas a shear of papers 
covered with calculations, on his face a loo1t of quiet so;l:;isfaction. 
'I was rie;hli, gentlemen. It is obvious, 1 he said, and proceeded ~.z-ith his 
lecture." --Excerpt from The Anatomy of Mathematics by Kershner and Hilcox. 
!lew York, 1950. 
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them at all, the results (plaintext translations) are far different in 
the two cases. The l"cason for this is that in such cases it is generally 
found that the "methods". are not clear.:cut 1 straightforward or mathema­
tical in character. Instead, they often involve the making of judgments 
on matters too tenuous t6 measur'e, weigh, or otherwise subject to careful 
scrutiny. Often, too, they involve the "correction" of an inordinate 
ntunbcr of "errors" which the pseudo-cryptanalyst assumes to be present and 
which he "corrects" in order to make his "solution" intelligible. And 
sometimes the pseudo-crypta.na.lyst offers as a "solution" plain text which 
is intelligible only to him or which he makes intelligible by expanding 
what he alleges to be abbreviations, and so on. In all such cases, the 
conclusion to which the unprejudiced observer is forced to come is that 
the alleged "solution" obtained by the pseudo-cryptanalyst is purely 
subjective.12 In nearly all cases where thfs has happened (and they occur 
from time to time) there has been uncovered nothing which can in any way 

12 A mathematician is often unable to grasp the concept behind the ex­
pression "subjective solution" as used in the cryptanalytic field, since 
the idea is foreign to the basic philosophy of mathematics and thus the 
expression appears to him to represent a. contradiction in terms. As a.n 
illustration, let tlS consider a. situation in which a would-be cryptanalyst 
offers a solution to a cryptogram he alleges to be a simple monoalphabetic 
substitution cipher. His so-called solution, however, requires that he 
assume the presence of, let us say, approximately 50% garbles (which he 
claims to have been introduced by cipher clerks' errors, faulty radio 
reception because of adverse weather conditions, etc.). That is, the 
"plain text" he offers as the "solution" involves his making helter­
skelter many "corrections and emendations 11

, which, one may be sure, will 
be based on what pis subconscious mind expects or desires to ~ind in the 
cleartext message, Unfortunately, another would-be cryptanalyst 1'7orking 
upon the same cryptogram and hypothesis independently might conceivably 
"dego.rble" the cryptogram in different spots and produce an entirely 
dissimilar "plain }ext11 as his "solution". Both "solutions" would be 
invalid because they are based upon an erroneous hypothesis--the crypto­
gram actually happ~ns to be a. polyalphabetic substitution cipher which 
when correctly analyzed requires on the part of unbiased observers no 
assumption of garbles to a degree that strains their credulity. The 
last phrase is added here because in professional cryptanalytic work it 
is very often necessary to make a few corrections for errors but it is 
rarely the case that the garble rate exceeds more than a. fe1r percent oi" 
the characters of thp 4;1j~togra.m, say 5 to 1~ at the outside. It is 
to be noted, however, that occasionally the solution to a cryptogram 
may involve the correc\iion of more than this percentage of errors, but 
the solution would be regarded as valid only if the errors can be shown 
to be systematic in some significant respect, or can otherwise be 
explained by objective rationalization. 
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be used ·to impugn the integrity of the pse1•doM"!rypt~ na.J.yst. ~~he worst 
that can be said of him io that 'i~a har3 becv.cne a victim of a special o.,: 
peculiar forJU of self-delusion, and that his desire to solve the problem, 
usually in accord with some previously-formed opinion, or notion, has 
over-bal.a.nced, or undermined, his judgment and good sense.l3 

13 Specific reference can be made to the following typical "case 
histories": 

Donnelly, Ignatius, The Great CryPtogram. Chicago, 1888. 
Owen, Orville W., Sir Francis Bacon's Cipher Story. Detroit, 1895. 
Gallup, Elizabeth Wells, Francis Bacon's Biliteral Cipher. 

Detl~oit, 1900. 
Arensborg., ·walter Conrad, The Cr;y;ptograEhY of Shakespeare. Los 

Angeles, 1922. 
The Shakespearean MY~:~tery. Pittsburgh, 1928 • 
The Baconian Keys. Pittsburgh, 1928. 

Mergoliouth, D. S., The Homer of Aristotle. Oxford, ~923. 

\ 

Newbold, W'11.1.iam Romaine, The Ci;pher of Roger 'Bacon. 'Philadelphia., 
1928. ~(For a scholarly and com@lete demolition of Professor 
Newbol~'s work, see an article entitled Roger Bacon and the 
Voynioh 'MSl by John M. Manly, in Speculum, Vol. VI, No. 3, 
July 1931.) 

Feely, Joseph Martin, The Shakespearean C;y:pher. Rochester, N. Y., 
1931. 
Dec i;EShering Shakespeare • Rochester, N. Y. , 1934 • 
Roger Bacon's C;ypher: the right key found. Rochester, ·N. Y., 191t-3. 

Wolff, Werner, D~chiffrement de 1'Ecriture Maya. Paris., ll.938. 
Strong, Leonell c., Anthony Askham, the author of the VoKO§"Ch 

manuscript, in Science, Vol. 101, June 15, 1945, pp. -9. 
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SECTION II 

BASIC CR1PTOLOGIO COl'JSII>EBA.'riOllS 

Par~b. 
Ceyptology; c01Jill1Ullicat1on :t.nteUigence 1 &l1d comDIWlicati!3Jl . . 

securitY••••••••••••••••••••••••••••••••••••••••••••••••••••••••• -~ 
Secret communication................................................ $ 
Plain text and encrypted text••••••••••••••••••••••••••••••••••••·~·- ~ 6 
Cryptograpbf1 encrypting, and decrypting............................ T 
Codes, ciphers, and enciphered code.................................. ,8_ 
General system, ~ec1f1c ke71 aDd crY,PtOIJDtem...................... 9 
CrY,ptanalytics an4 cryptanalysis.................................... 10 
~anspoeition and sUbstitution...................................... 11 
Nature of alphabets ••••••••••••••••••••••••••••••••••••••••••••••••• - 12 
'l!J.pea of alpbabets •••••••••••••••••• o ••••••• , ••• • •• • • • ,· ••• • • • • • • • • • • • 13 

4. C tolo c01IIJili.U1ication intelli nee aud cOIDIILUl1icatior& 
secur~. occas o ar frequeu nee or seo~cy o uct at 
!"li'J!)or ~t affairs has been recog.nized from time i'I!IIDelD01'ia1. lD the cue 
of diplomacy and orga.uized ~a:L"e 1ihis need is espec:l.all7 :l.mporta.t 111 · 
:rega:r.ed to commun1cationa. Howeft1', !when such cOIIIIIIUDications are 'fntanll• 
mitted by electrical mesni 1 they can be hea:rd and copied 'by w:aauthoJ.tig4 
persou. Tb.e protection resultiJlS from all m.ea.su.Te• 4esiped to deJlf 
to \Ul&Uthorized persons iDf'ormation of value 'Wbich _,.be cle:L"iwa. f'roiiL 
aucb. comrmmications is called c0Jml1Ul1ication sec'UZ'!.K; IJ.II1e evaluated 
:lnto.rmation concerning the elle'rq 1 derlOwd princip from a at~ of 1d.l 
electrical communications 1 is call.ed. cOilllllUDicat:lon :tntell:lgellee. b ool., 
lectiw term. including aU pbases of cormmmication iiitilligence anA c~ 
111U.D:1cation aecuritJ' is omtolo~.1 Or, stated 1n broad terms, crJ:Ptolost 
:I.e that branah of knowledge 'Wb!c treats of biMen, 4iaguiae41 or seoret2 
comm.un:l.catiODS. 

0 • 

1 Fro";*the Greek k;t'lRtos (hidden) + 1ogoa (1e&'I!'ZtlrJsl• ~ prefix 
"crwto-" :tn compound words pertains to "cr:vptoJ.os:tc"1 "dwtosra.phic" 1 
tn "c:eypta:o.al.Ttic11 

1 dependirJ(& ~on the use at the pa:rticul.a.\- :ward u 
defined. 

2 In this text the term "secret" v.Ul be used 11\ its ordil:la1.7 aemae 
as given :ln the a.:tctiona:ey-. Whene'9er the des:lgoa;t:lon :ls used in tba '8I0ft 
restricted sense r4 the aecur:f.tJ" claesificat:lon as de:r:h1e4 in ofticial. 
regulations, it will be clq)1ta11zea.. '!'here are 1n current use tbe four 
clasaificatiODB Restricted, Ccmf:ldential, Secret, aD1. IJ!op Secret, 1iate4 
:ln ascendiDg order ot degree. 
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5. Secre·b cOlDJ.Jl'llD1cation ... -a. COIIIDI1lllication 17J.Ecy' be conducted by 
eny means susceptible Of' Ultima-be inter,pretat:Lon w ona of the five 
senses 1 but those 1110st commonl..y used are 11ight end hearing. Aside tram. 
the wse ot simple T.Lsual and audi tor.r signals for c01JID1l.1%11cation over 
rela.tivel:y short distances 1 the usual method of commun:lcat:t.on between 
a1! among individuals separated trom. one another b7 relativel.)r long dis• 
tances involves 1 at one stage or another 1 the act of writing or at 
speald.Dg over a telephone. 

b. Privacy or secrecy in communication b7 teleph011e can be obtained 
by usli:Jg equipment 'Which affects the electrical. clll'l"ents 1nvol"Ved in te• 
lephoey so that the conversations cen be understood only' by persona pro. 
T.l.ded with suitable equipment proper;cy an'EWged for the pu.r,pose. The 
same thing is true iD the case of' electrical transmission of' pictures 1 
dra'Wings 1 ~s1 and television images • However 1 this text v.I.U not treat 
of these aspects3 of cryptology. 

a. Wr:t.t:Lng 1118:1 be either "fisible or invisible. In the former, the 
characters are inscribed with ordine.:t7 viUng materials and can be seen 
'With the naked eye; in the latter 1 the characters are inscribed by means 
or methods which make the wri t1Dg 1 uv1sibJ.e to the naked eye. Invisible 
'Wl'i ting can be prepared w:L th certa.1ll chemicals ce.Ued invisible 1 £!1t&'!" 
thetic, or secret :I.Dks 1 and in order to "develop" such 'WX'it1ng1 t is, 
iii8ke it T.Lsib1e1 special. processes lllUSt wsual.l.y be ~qJ;p11ed. There are 
also methods ~ producing writing 'Which is :Lnv:Lsible to the naked erye 
because the cha:t'acters are of microscopic siEe 1 thus requ:lring special 
photogreph:La ar microsco_p:Lo apparatus to make such writi~~g visible to the 
naked eye. 

d. Invisible writing and. unintellig:Lb1e visible writil:ls constitute 
,secret 'Writing. 

6. Plain text and encrypted text.-a. Visible "Writing which is 
:l.nteJJ.igible 1 tbat is 1 conveys a more or I'eas 1Dlderstandab1e ar sensible 
m.eau:I.Dg (in the la.ugua.ge in 'Which 'Written) end 'Which ~~ not intended to 
convey a hidden m.ee.ning1 is said. to be 1n pla1n text. A mssage :f.D 
plain text is termed a pla1ntext message, a clea:rtext message, or a 
essage in clear. 

3 These aspects ot cry,ptology a:re now known as ciphon;y' (f'rolll !!,Pb.er + 
telepho&)i c:l.fax (from ,S"Pher + ~imile); 8114 civision (:rrom. !!!,Pb.er + 
television}. 

4 Visible writing m&7 be 1Dtell.igible but the D!aning it obT.l~ 
couveys may not be its real meaning., that is1 the mean:1ng :Intended to be 
conveyed. ~ quote a simple exaug;tle ot an ~B.l'ently 1Dnocent message 
conta1n:L11g a secret ar bidden mean1Dg1 prepared with the intention or- es• 
aaping censorship 1 the sentence "SOD born today" mq mean "Three trW•-' 
ports lett tod.a7 .•• Messages at this tn>e a:re said to be 1n gpen code. -· 
Secret comm:u.nication methods or artifices ot this sort (concealment 8711• 
tenDs) are impractical. 'for 'fie1d mili ta.'t7 use but Sl'e a.ften encoantezoea. 
:tn e~Jl):lonage and counter-espionage activities. 
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b. V:te~.ble writing which conveys no intelligible meard.ng in ~ 
recognized language5

6
ia said to be in ~n~!ZRt~d te~ and such writini il 

te:rmed a Cl'l)2toara1J!• 

t• oFotogra;J?~ encilt1tJgt and decmt:tP;S··-&· C!7.et~ :t.l . , 
that rancof C%'YJ? 0 ogyi!cfitreats'otTaiioue meanS 1 metlis; iiid 
apparatus for converting or transforming plaintext messages into ceypto .. 
grams and for reconverting the cryptograms into their original plaintext 

. forms by a simple :reversa.l of the steps use4 :tn their traws:rorma.t:t.on. 
b. To encrfcit is to convert ar transform a p1aintext message :Lnto 

a ceyptogram 'by Ollowing cer·te.in rules, steps, or processes constituting · 
the k.SZ or ;:zs a.nd. agreed ~on 1n advance by correspori.dents 1 or fUrnished 
them y hi er autll.ori ty. . . 

c. To decr!Et is to reconvert or to transform a cryptogram into the 
orii:tiial. equliilen:E' plaintext message -f't a direct re-rre1•sal of the en-­
cryptin§ R;oces!1 that is, by a.:pi,l.y'inS o tlii cr;)'Ptoiram-=tbi key or ke1S 
( ueua.l.l.y a reverst; or2-~ J _~~ea. in ~oducing the_ cg:ptogram. 

!• A person. ~il.led i!]. the- ar:t of-encrypting aDd decX"Y.PtiJl8, or one 
who his a part in devising a Cl"'3ptographic system is called a c~to­
grapher_; a clerk 'Who encrypts and decrypts, or who assists in sue work:, 
is Cllied a ~ll'J?~O£aih!_2_c~. _ 

8. Cod.eE!.z cil?hers..z and enci~hered code ..... a.. Encrypting and de-
cr;yp·l;ing are accompiishedby means coiieatlvely -designated as codes and 
ciphers. Such means are used for either or both of two purposes: (1) se­
crecy;--and ( 2) econOtrcy' or b1"evi 't7. Secrecy usua.ll.y is fa:r more illq)Ortaut ·· · ~ 
in military c17P·tograpby than economy or brevity. In ciphers or cipher 
B.l!!tems, CX"JPtograms are produced by applying the cryptographic treatment 
to individual letters of the plaintext messages 1 'Whereas 1 1n codes or code 
systems 1 crypt"Ogre.ms are produced by applying the crY,Ptographic treatment 
\o entire words, ;ebrases t and sentences of' the plaintext messages. The 
spec1a.11zea meanings of bi terms ~-and cipher are e:x;ple.ined 1n detail. 
later. 

b. A crY,Ptogram produced by means of a cipher system is said to be 
in ciPher and is c~d a cipher mess!§~ or sometimes simply a cipher. 
S act or _operation of encrY,Pting a. cip r message is called e11e1P&i'1ng, 

5 ~"; is a certain twe ot writing which is considered by its authors 
to be intelligible 1 but 'Which is either completely unintelligible to the 
Wide V'Bl'iety of readers or else requires considerable mental struggle on 
their part to make it intelligible. Reference is bare made to so-called 
"modern literature" aud "lOOdern verse" 1 products ot such writers as 
E. E. Cummings, Gertrude Stein, James Joyce, et al. 

· 6 From krJlt2!. + gramma (that which is Wl"itten). Ana.J.ogous term.:f.nol~ 
org would c a plaintei'E message a. p_hanerogram {fba.ueroS = Visible, 
manifest, qpen). 
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and the enciphered version of the plain text, a.s well a.s the act or pro­
cess itsell'1 is o:ften referred to as the encipherment. The ceyptograph:lc 
clerk who performs the process serves as an enciEherer. The corresponding 
terms applicable to the deceypting of cipher messages are decipheriDg1 
deci~herment, and decipherer. A clerk Who serves as both an encipherer ana ecipherer of messages is called a cipher clerk. 

c. A ci£d' device is a relatively silt!Ple mecbanicaJ. contrivance for 
encipherment decipherment, usua.ll.y "hand-operated" or manipulated by 
the fingers, as for example a device 'With concentric rings of al.phabets1 
manuaJ.ly poweredJ a cipher machine is a relatively' complex apps.'l'atus or 
mechanism. for encipherment ana decipherment, usus.Uy equipped With a 
typewriter key boa:rd and often requiring an external power source. 

d. A c:eyptogram produced by means of a code system is said to be in 
code and is called a. code message. The text; of the cr,ptogram. is referred 
toas code te:x:t. This act or operation of enceypting is called encodipg, 
and the encOded version of the plai~ text; 1 as well as the ac:t or process 
itself 1 is referred to as the encC?fement. The clerk who performs the pro­
cess serves as an encoder. The corresponding terms applicable to the 
decrypting of code messages a:re decod~, decod.ement, a.tld decoder. A 
Cl7PtOgraphic clerk 'Who serves aS bot an encOder a.Ud decQdeil Of messages 
is called a code clerk. 

e. Sometimes, for special. purposes {usua.:u.Y increased security) 1 
the code text of a ceyptogram undergoes a -further step in conceal.ment 
involving superencmtion, that is, encipherment of the cba.racters com­
prising the code text, thus producing 'What is ca.lled an enciphered-code 
~e 1 ar enciphered code. Encoded c;l,pher 1 that is 1 the case Where the 
f crY,Ptogra.m is prOduced by enciphering the plain text and then en-
coding the cipher text obtained from. the :f'irst operat~9n1 is also possible 1 
but ra:re. 

• General. s stem s eci:f'ic ke and c tos tem.--a. There are 
a great lDS.11Y 1 erent me s of enceypting messages 1 so that correspon­
dents must first of all be in complete agreement as to which of them will 
be used in their secret communications, or in different types or classes 
of such communications. Furthermore, it is to be understood that all the 
detailed rules 1 processes 1 or steps comprising the cryptography' agreed 
upon will be invariant, that is, constant or unvarying in their use in a 
given set of communications. The totality- of these basic 1 invariable 
rules 1 processes 1 0%' steps to be followed in enc17.Pting a message according 
to the agreed method constitutes the general cr.rotographic system or 1 more 
briefly' 1 the general. system. 

b. It is usu.all.y the case tbat the general system operates in con­
nection with or under the control of a number, a group of letters, a word, 
a. phrase 1 or sentence which is used as a khY', that is 1 the element 'Which, 
specifically' governs the me.nner in which t e general system will be applied 
in a Jll)ecif'ic messa.ge1 or the exact setting of a cipher device or a cipher 
machine at the :Initial. point of encipherment or decipherment at a: specific 
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message. 'l'fiis element--usua.J.ly of a variable nature or changeable at the 
vUl of the correspondents 1 or prearranged for ·!=hem by higher authority-­
is called the ~cific ~ez. The specific key may also involve the use of 
a set of ~eci~y prepared tables, a special document, or even a book. 

c. The term cryptosystem7 is used 'When it is desired to designate 
or refer to all the cr;yptomateria.l (device 1 machine 1 instructions for use 1 
key lists 1 etc.) as a un:t t to provide a single 1 complete system and means 
for secret communication. 

10. ~ta.nalz!:ics end cry;pte.ne.ll!iS.••!.• In theoey fm'1' cryptosystem 
(except oile) can be 11broken" 1 :t.e., solved, if enough time, labor, and 
skill are devoted to it 1 and if the volume of trei'fic :(n that system :l.s -
large enough. This can be done even if the general system and the spec:l.• 
f:tc key Q'e tmknown at the start. In milite.'ey' operations theoretical 
rules must usually give wa.y to practical considerations. Haw the theo­
retical rule in this case is af'fec·ted by practical considerations will 
be discussed in Appendix 11. ' 

b. That branch of ceyptology which deals with the principles 1 
method's 1 and means e~loyed in the solution or a.nel.ysis of ceyptosystems 
:l.s called cmta.na.J..rtics. 

c. The steps and operations performed in applying the principles of 
ceyptina.l.ytics constitute £rypta.nalys:l:!• To ~!]ptanalzze a ceyptogram 
is to solve it by cryptanalysis. 

a.. A person skilled in the a:rt of cry,ptane.J.ysis :ts calle~t­
CI:!ftit, and a clerk 'Who assists in such work is called a c;rm1c 
c erk. 

11. Tran~sition a.nd substitution.--a. Technical.l;y there are ODl.7 
two distinct es of treatment which may t;'e appli~Sd to w.ritten plain 
text to convert it into secret text~ ;yielding two d~erent classes ot 
cryptograms. In the first, called transposition, the elements or units 
of the pl.a.in text retain their origina.l identities and merelY Undergo 
some change in their relative positions, With the result that the original 
text becomes unintelligible. In the second, called substitution, the 
elements of the plai~ text retain the:t:r original. :reii'tive positions but 
are replaced by other elements with different values a11 meani.Dgs1 with 
the result that the o:rigina.l text becomes unintelligible. Thus, 1n the 
case of transposition ciphers, the unintelligibility is brought about 
merely by a change in the original sequence of the elements or units of 

- 7 The term. cffitosystem is used in preference to c~tographic system 
so as to permit i s use 1n designating secret comrmmica ion systems 
invo1ving means other than writillg1 such a.s ciphonJ' and cifa.x. 

a .. The exception is the "cme-time" system in which the key is used cml.7 
onc.e and in itse1f must have no systematic construction, derivation, or 
meaning. 
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the plain text; in the case of substitution ciphers 1 the unintelligi­
bility is brought about by a change in the el.ements or units themselves, 
'Without a change in their relative order. 

b. It 1s posa:lbl.e to enceypt a message by a substitution method ana. 
then to e;ppl:y a transposition 10ethod. to the subat1 tution text, or TJ.ce 
versa. such combined tra.us,pos1 t1on-subst1 tut1on methods dO not f'orm a 
third cl.ass Of methods. They are oceasional.ly encountered in mil:f.t81"7 
crY,Ptograp'ey 1 but the "tnlea at combinations tb.e.t 8.'t'e su:ff'icientl:y 1!1'11\Ple 
to be pre.etica.b1e for fie1d use are very l.im:t ted.9 _ 

c. Under eaoh of' the two pr1nc1pe.t classes ot cryptograms as out­
lined-above, a :t'urther classification can. be made based upon the ntmiber 
ot characters composing the textual. elements ar units 'lm.dergoillg ccypto­
gra;phic treatment. These textua.l.. units are COlllJ?Osed ot (l) 1nd1v1dual 
J.etters, (2) combinations of J.etters in regul.ar grou;pings1 (3) combina­
tions of letters in irregt:U.ar 1 tDOre or less eu;phonious grotqlings ca.ll.ed 
syllables 1 and ( 4) complete wrds 1 phrases 1 end sentences. !ofethods which 
deal. with the first -cype of units e:re celled monogra;phic methods; those 
'Which deal. with the second tY,Pe ere call.ed pol.ygraphic ( digrapbic 1 tr:t­
gra;pbic 1 etc. ) ; those 'Which deal. 'W'.l. th the third tY.Pe 1 or syllables 1 are 
called syllabic; and, finall.y 1 those 'Which deal. w1 th the fourth tY,Pe &'t'e 

called lexical. {of or perta:l.nit'lg to wrds) • 

d. It is necessar,r to indicate that the foregoing classification of 
crY,Ptogrsphic methods is more ar less artificial in nature, and is estab­
l.ished for purpose of' convenience only. No sharp line of demarcation can 
be drawn in every case, f'or occasional.ly a given system 1DB\Y' combine me­
thods of treating single letters 1 reguls:r or irregular-length srou;pings 
of letters 1 syllables 1 words, phrases 1 and complete sentences. 'When in 
a single system the cryptographic treatment is u;pplied to te1tual units 
ot regular length, usuaJ.J.y monographic or digraphic (and seldom lcmger 1 
or intermixed 'P!ODOgraphic end digrephic) 1 the system. is call.ed a cipher 
system. L:J.kewise 1 'When :Ln a single system. the cry,Ptograpbic treatment is 
a;ppJ.ied to textual units of irreguJ.ar length, usue..Uy sylla.bles, 'Whole 
wrds 1 phrases 1 end sentences 1 and is onJ.:y exceptionally applied to siDgl.e 
letters or regul.er grou;pi!Jgs of letters 1 the system. is cal.led a code 
s;ystem and general.ly' invol.ves the use of a code book.lO -

12. Nature of alpbabets.--a. One of the si~qplest kinds of substitu­
tion ciphers is tbat which is :kiiown in c17Ptologic literature as Julius 
Ce.esar•s Cipher, but tlhich1 es a matter of fact, ·'WaS a favorite lcmg 
before his day'. In this cipher each letter al the text of a message is 
repJ.aced by the letter stending the third to the right of it in the 

9 One notable exception is the .ADFGVX system, used extensivel¥ by- the 
Germa.ns in liorld War I. See in this cozmection the Cryptographic 
Stt.Pplement (AppendiX 7) • -

10 A list of' single J.etters 1 frequent digraphs 1 trigraplia 1 87ll.ab:Leii 1 
8lld -words is often cal.l.ed a syUaba:t'Y'; ceyptographic treatment of the 
1m.i ta o:r auch ayllabe:ries places them in the catesor7 ot code systems. 
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ordinary alphabet; the letter A is replaced by D1 the letter B byE1 
and so on. The word cab becomes converted into FDE 1 which is cipher. -

b. The English l.a:ngu.age is written by means of 26 simple characters 
calle~ letters Which, taken together and considered as a se~uence of 
sl!!!bols, constl tute the alphabet of the language. Not aJ j systems o:f' 
"Wi'lting are of this nature. Chinese writing is cO!lq)osed ot about 44,ooo 
complex characters, each representing one sense of a. word. Whereas 
English words are composite or polysyllabic and may consist of one to 
eight or more syllables 1 Chinese words are all monosylle.bles end each 
monosyllable is e- word. Written languages of the maJor-ity of other 
civilized peoples of today are 1 however 1 alphabetic a.n.d. polysyllabic :l.n 
construction, so that the principles discussed here apply to all of them. 

c. The letters comprising the English a.lphabet used today are the 
resuJ.ts of a. long pt;riod of evolution, the complete history of which mq 
never tully be known.ll They are conventional syuibols representing 
element~ sounds 1 and any other simple symbols 1 so long as the sounds 
which t ey represent are agreed u;pon by those concerned 1 will serve the 
purpose equal.ly well. If taught from early childhood that the symbols 
$1 * 1 and @ represent the sounds "Ay" 1 ''Bee!' 1 and "See" respectively 1 the 
combination ®$* would still be pronounced cab 1 and 'WOUl.d 1 of course 1 ha.ve 
exactly the same meaning as before. Again, let us suppose that two per­
sons have agreed to change the sound values of the letters F1 G1 and H1 
and after long practice have become accustomed to pronouncing them as we 
pronounce the letters A, B1 and c, respectively-; they woul.d then write 
the "word" BFG, pronounce it !:!2.1 and. see nothing strange whatever in the 
matter. But to others no party to their arrangements 1 HFG constitutes 
cipher. The combination of sounds called far by this combination of 
Sl'1Jlbols is perfectly intelligible to the two who have adopted the new 
sound values 'for those symbols and therefore pronounce HFG as cab J but 
RJ!'G is utterly unpronounceable anet wholly unintelligible to others 'Who 
are reading it according to their own long-estabiished system of sound 
and symbol equivaJ.ents. It would be stated that there is no such word 
as BFG 1 which 'WOUld mean merely that the particular combination of sounds 
represented. b;y this combination of l.etters has not been adopted by con­
vention to represent a thing or an idea 1n the English la.ngu.age. Thus 1 
it is seen that., in order for the -written words af a la.Dgu.a.ge to be 
pronounceable and intelligible to all who speak that language., it is 
necessary, 'first, that the sound values of the letters or symbols be 
universaJ.ly understood and agreed u;pon and, secondly, that the particular 
combination of sounds denoted by the letters should have been adopted to 
represent a. thing or an idea. Spoken plain la.:nguage consists of vocables; 
that is1 combinations and permutations of elementary speech-sounds ifiich 
have by long usage came to be adopted and recognized as r~esenting 
definite things and ideas. Written plain l.ang'IJage consists of words; 
that is, combinations and permutations of siupl.e symbol.s 1 called J.etters, 
which represent visua.l.ly' and call forth vocally the el.ementary speech­
sounds of which the spoken language ts c~osed. 

ll An excellent and most authoritative book on this subject is The ·Al.­
j?he.bet; a. key to the h1etorz of Mankind by David D1r1nger. London, 19~. 
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d. It is clear also that in order to write a. polysyllabic langua.ge 
with lacili·t;y it is necessary to establish and to maintain by common 
agreement or convention, equivalency between~ sets at elements, first, 
a. set of elemen~a:ry sounds and1 second, a set of elementary symbols to 
represent the sounds. When this is done the resuJ.t is what is caJ.led an 
alphabet 1 a word derived from the names of the first two letters of the 
Greek ilphabet, 11 alpha" and "beta. 11 

• 

e. Theoretically 1 in an ideal. alphabet each symbol ar letter would 
denote only one elementary sound 1 and each elementary sound would inva­
riably be represented by the same symbol. But such an alphabet would be 
fe:r too difficuJ.t for the average person to use. It has been conserva­
tively estimated that a. minimum of 100 characters would be necessary for 
English alone. Atte~qpts toward producing and introducing into usage a 
practical, scientific alphabet have been made1 one being that of the 
Silll.Plified Spelling Board in 1928, which advocated a. revised a.lphabet of 
42 characters. Were such a.n a.lphabet adopted into current usage, in 
books, letters, telegrams, etc., tbe flexibUity of cryptographic systems 
would be considerably extended and the difficulties set in the path of 
the enemy crypta.nal.ysts greatly increased. The chances for its adoption 
in the near future are 1 however, quite small. Because at the continual.ly' 
changing nature of every living l.angua.ge1 it is doubtful. whether an 
ini tie.lly "per:f'ect alphabet" could 1 over any long period of time 1 remain 
so and serve to indicate with great precision the e:xact sounds which it 
was ariginally designed to represent. 

. 
13. .es of alphabets.--a. In the study of cryptography the dual 

nature ofTe alphabet becomes-apparent. It consists of two parts ar 
co~qponents 1 (1) an arbitrarily-arranged sequence of sounds, and (2) an 
arbitrarily-arranged se~ence of symbols. 

b. The normal alphabet for any l.a.Dsua.ge is one iJl Which these two 
catqponenta are the ordinary sequences that have been definitely fixed by 
long usage or convention. The dual. nature of our normal or everyday 
alphabet is often lost sight of. 'When we write A1 B1 c, ... we reaJ.ly 
meauz 

Sequence of sounds: "Ay" "Bee'' "See" •••• 

Sequence of symbols: A B C •••• 

Normal alphabets ot different languages vary considerably in the number 
of characters composing them and the arrangement ar sequence of the 
characters. The English, Dutch, and German alphabets each have 26; the 
Frenchl 25; the Italian, 21; the Spanish, 27 (including the digraphs Cit 
and IiLJ; and the Russian, 31.12 The Japanese language has a syllabary 
consisting of 72 syllabic sounds which require 48 characters fo~ their 
representation. 

12 In contrast to the foregoing alphabets, it is of interest to note 
that in the Ila."'ro.iia.n language the alphabet consists of only 12 letters, 
!!!' the five vowels A, E, I, 01 u, and the seven consonants H1 K, L1 
1·11 N, P, W'. 
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2.. A cipher alphabet 1 or substitution alphabet u 1 t is Bometimea 
called, is one in which the elementa.r,y apeecb-iO'Uiids are represented bt 
characters other than those representing them in the D01'IIIBl el.phabet. 
These characters 'Dl8,T be letters, figures 1 signs 1 symbols 1 or combinations 
of them. 

d. When the plain text of a message is conwrtea. :lnto enceypte4 
text ti'y the use of one or more cipher alphabets 1 the resul.tant c:eyptogram. 
constitutes a aubsti tution cipher. If OJil.y one cipher alphabet is in­
volved, it :ta called a monoal.phabetic substi tut:ton cipher; if two or 1D01'e 
cipher alphabets are 1Dvo~ved, it is c&lied a pol.yalpbabetic subst1tutioD 
cipher. . 

e. It is convenient to { '!s1gna.te that component ot a c:tphezo alpha­
bet const:t tut:t.Dg the sequence of speech-aotmds as the ;Wa111 COili)one11t 
and the component consti tut:t.Dg the sequence of syaibols a.s theCipb.eZ' 
cotqPonent. u- omitted :Ln a cipher alphabet, the pla1n component is 
understood to be the normal sequence. For brev:l. ty and C3l.Ri t,. 1 a lette1' 
at the plain text 1 or of the pla.:ln component ot a cipher &lpbabet1 :ts 
designated by suffixiDg a smsJJ. letter "p" to 1 t: ~ meaua A at the. 
pl.a1n text, or of the plain component of a cipher elp'babet. Sim:tl.a:rl.J' 1 
a letter of the cipher text 1 or ot the cipher component of a cipher 
a1phe.bet1 w:tll be designated by suffiX:I.Ds a B1ll8ll letter "o• to it: 
Xc means X of the cipher text, or of the cipher c01qponent ot a cipher 
alphabet. The e:spression Ap = Xc means that A of the pla:lD text, or A 
of the plain component of a cipb.e1' aJ.phabet 1 :J.s represented bT X in tba 
cipher texh, or b7 X in the cipher coaq,cm.ent of a cipbezo alphabet. 

t. With reference to the a:r.Tangement em sequence ot J.ettera :tond.J:IS 
their-components, c~her alphabets a:re of two tnJess 

(l) Sta.nda:rd ci;pher alphabets, in which the 'sequence at lettel*a :Ill 
the plain CO"al'OneDt 18 the ZlOl'Jllal., 8114 in the cipher CoqJODen'b :1.8 the 
same as the normal, but reversed :ln cl:trection or 8h:l:f'ted f1"'0I its D.Ol'lllal 
point of coincidence w:l. th the pl.a:tn c01qponent. 

(2) Mi2d ci;pher alpbabei£: :tn 'Which the se~e of 1ettezos or 
characters in one or 'both of component• is no l.cmge1' 'tM same as 
the normal iD :J.ts entirety • 

.§.• Al.though the basic considerations ot tbe precea!Ds pa:r.easrer.pba 
place the student :ln a positiOD to undertake tbe ·~ of oerta:ill t\mda­
mental pr:tncip1es of c:eyptana.:cys:ts, this mq be a soo4 point at vbich to 
pause and to make a few l'e11J&'rks w:l. th regst'd to the 1'01e that Cl"DtaneJ '3-
sis pJ.a.ys in the 'Wbole cha:!D at more or leas compl.ex o.pen.ticma 11rvolft4 
in deri'V"!ng communication 1Dtell:Lgence, after wbicb. these tuD4amenta1 
cr,pta.Da1.7t:J.c pr:l.Dc:Lp1es w:Ul be treated. 
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B:JOCJTION III 

:I!'UlVDAMENTAL CRY.I?TANALlTIC OPERATIONS 
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14. The role of cryptanalysis in communication intelligence 
operations • --!,."' Through the medium of; communication intelligence an at­
tempt is Diade to answer three questioris concerning eneJDy" communications: 
"Who?" "Where?" "What?" --Who are theizi originators and addressees? 
Where are these originator$ and addressees located? What do the messages 
say'l -

b. All. of the foregoing questions are very im,portant in the military 
application Qf communication intelligence-. Renee, even though this text 
deals almos:t exclusively with the principles and operations i:mrol'V'ed in 
deriving the answer to the th1rd question--"What do the messages say?"--
a few words on the im,portance of the first and second questions may be 
useful. I'\i is a serious mistake to think that one can necessarily e.nd 
always correctly -interpret the "mere text of' a message without identifying 
and locating the originator and the addressee or, on many occasions, with­
out having a background against which to interpret the message in order 
to appreciate its real import or significance. 

c. The very first step in the series of activities involved in de­
riving communication intelligence is the collection of' the raw material, 
that is, the interceptionl and copying of' the transmissions constituting 
the messages to be studied and analyzed. 

d. Then, with the raw material in hand, studies are made in order 
to an'Swer the :f'irst two questions--''lofuo? 11 and ''Where?" The answers to 
these questions are not always obvious in modern military communications, 
'especially in the case of' messages exchanged by units in the combat zone, 
since messages of this sort rarely indicate in plain language ~ the 

1 To intercept means, in its cry,ptologic sense, to gain possession of 
communications which are intended for other recipients, without obtaining 
the consent of these addressees and without preventing or ordinarily 
delaying the transmission of the communications to them. 
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originator and the addressee are or where they are located. Consequently, 
certain apparatus and techniques specifically developed for finding the 
answers to these questions must be em.ployed. These apparatus and tech­
niques are embraced by that part of communication intelligence theory and 
practice which is known as traffic analysis. This latter subject and 
interception are treated briefly in Appendix 10, "Communication intelli­
gence operations". (The serious student will derive :mu.ch practical 
benefit from a careful reading of this appendix.) 

e. The foregoing operations 1 interception and traffic analysis 1 
alonS:w~th cryptanalysis constitute the first three operations of commu­
nication intelligence. But generally there must foll~w at least one addi­
tional operation. If the ple.in texts recovered through crypte.nalysis are 
in a foreign language, they must usually be translated, and translation 
constitutes this fo1,1rth operat'-on. In the course of translat;t.ng, it may 
be found that, because of errors in transmission or reception, corrections 
and emendations must be made in these plain texts; however, although this 
often requires skill and experience of a high order, it does not consti­
tute another communication intelligence operation, since it is but an 
auxiliary step to the process of translation. 

f. In a large-scale communication intelligence effort these four 
steps-; interception, traffic analysis, cryptanalysis, a.'nd translation, 
must be properly organized and coordinated in order to gain the most bene­
fit from the potentialities o:f' communication intelligence, that is 1 the 
production o:f' the maximum quantity o:f' information from the raw traffic. 
This information must then be evaluated by properly trained intelligence 
specialists, collated with intelligence derived from other sources, and, 
finally, disseminated to the commanders who need the intelligence in time 
to be of operational use to them, rather than of mere historical interest. 
The foregoing operations and especially the first three--interception, 
traffic analysis, and cryptanalysis --usually complement one another. 
This, however, is not the place for elaboration on the interre;1ationships 
which exist and which when properly integrated make the operations as a 
whole an efficient, unified complex geared to the ful.fillmeint of its prin­
cipal goal, namely-, the production of timely- communication intelligence • 

.&• With the foregoing general background, the student is prepared 
to proceed to the technical considerations and principles of cryptanalysis. 

15. The four basic operations in cryptanalysis.--_!!· The solution of 
practically every cryptogram involves four fUndamental operations or steps: 

(1) The determination of the language employed in the plaintext 
version. 

(2) The determination of the general system of cryptography employed. 

(3) The reconstruction of the specific key in the case of a cipher 
system, or the reconstruction, partial or complete, of the code book, in 
the case of a code system; or both, in the case of an enciphered code 
system. 

(4) The reconstruction or establishment of the plain text. 
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b. These operations will be taken up in the order in which they are 
given-above and in which they usually are performed in the solution of 
cryptograms, although occasionally the second step may precede the first.l 

16. The determination of the language e!f>lO~d·--!· There is not 
much tllat need be said With respect to this operation except that the 
determination of the language employed seldom comes into question in the 
case of' studies made of' the cr;yptogra.mt3 of en organized enemy. By this 
is meant that during wartime the enemy is of course lmown, and it follows, 
therefore, that the language he employs in his messages will almost cer­
tainly be his native or mother tongue.. Only occasionally nowadays is 
this rule broken. Formerly it often happened, or it might have indeed 
been the general rule, that the language used in diplomatic correspondence 
was not the mother tongue, but i''rench. In isolated instances during 
World War I the Germans used English when their own language coul.d for 
one reason or another not be employed. For exa.llq)le, for a year or two 
before the entry of the United States into that war, during the time 
America wa.s neutral and the German Govermnent maintained its embassy in 
Washington, some of the messages exchanged between the Foreign Office in 
Berlin and the Embassy in Washington were encrypted in English, and a 
copy of the code used was deposited with the Department of State and our 
censor.. .Another instance is found in the case of certain Hindu conspira­
tors who were associated with and partially financed by the German Govern­
meltl; in 1915 e.nd 1916; they employed English as the language of their 
crl'P'tographic messages • Occasionally the cryptograms of enemy agents JD/!J.Y' 
be in a language different from that of' the enemy.. But in general these 

1 Although the foregoing four steps represent the classical or ideal 
approach to cryptane.lys is, the art ma.y be reduced to the following: 

Procedures in cryptanalY!iB Requirements 

1.. Arrangement and rearrangement of Experience or ingenuity, 
data to disclose non-random cba- and time (which latter may 
racteristics or manifestations be appreciably lowered by 
(i.e., in frequency cOUIIts, re- the use of machine aids in· 
petitions, patterns, symmetrical cryptanalysis). 
phenomena 1 etc • ) • 

2 .. Recognition of the non-random ~erience or statistics. 
characteristics or manifestations 
when disclosed. 

3. Explanation of the non-random Experience or imagination, 
characteristics when recognized. ~ intelligence. 

In all of the foregoing, the element of luck plays a very im;portant part, 
as it is possible to side-step a large amount of labor and effort, in 
many cases, if' "hunches" or intuition l.ead the anaJ:yst forthwith to the 
right path. Therefore, the phrase "or luck" should be added to each of 
the requirements above. 

In fact, it all boils down to the simpl.e statement: "Find something 
significant, and attach some significance thereto." 
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are, o.s has been said, isolated instances; as a rule, the language used 
in cryptograms exchanged between members of large organizations is the 
mother tongue of the correspondents • Where this is not the case, that is, 
when cr;yptogro.ms of unknown origin must be studied, the cryptanalyst 
looks for any indications on the cryptograms themselves which may lead to 
a conclusion as to the language employed. Address, signature, and other 
data, if' in }!lain text in the preamble, in the body, or at the end of the 
cryptogram, all come under careful. scrutiny, as well as all extraneous 
circumstances connected with the manner ~r which the cryptograms were 
obtained, the person on whom they were found, or the locale of their 
origin and destination. 

b. In special cases, or under special circumstances a clue to the 
language employed is found in the nature and composition of the crypto­
graphic text itself. For example, if the letters K and W are entirely­
absent or appear very- rarely- in messages, it may- indicate that the lan­
guage is Spanish, for these letters are absent in ~ne alphabet of that 
language and are used only- to spell foreign words or names • The presence 
of accented letters or letters marked with special signs of one sort or 
another, peculiar to certain languages, will sometimes indicate the lan­
guage used. The Japanese Morse telegraph alphabet and the Russian Morse 
telegraph alphabet contain coJiibina.tions of dots and dashes which are 
peculiar to those alphabets and thus the interception of messages con­
taining these special Morse combinations at once indicates the language 
involved. Finally, there are certPin peculiarities of al:phabetic lan­
guages which, in certain types of cryptograms, viz., pure transposition, 
give clues as to the language used. For example, the frequent digraph CH, 
in German, leads to the presence, in cryptograms of the type mentioned, 
of many- isolated C 1s and H1s; if this is noted, the cryptogram may be 
assumed to be in German. 

c. In some cases it is perfectly possible to perform certain steps 
in cryptanalysis before the language of the cryptogram has been definitely­
determined. Frequency- studies, for example, may- be made and analytic 
processes performed without this knowledge, and by a. cryptanalyst wholly 
unf'amiliar with the la.ngu.a.ge even if it has been identified, or who knows 
only enough about the language to enable him to recognize valid combina­
tions of letters, syllables, or a few commnn words in that la.nguage. He 
may-, after this, call to his assistance a translator who may not be a 
cryptanalyst but who can materially aid in making necessary assumptions 
based upon his special knowledge of the characteristics of the language 
in question. Thus, cooperation between cryptanalyst and translator 
results in solution.2 

a_r 
.!. Tltc writer has seen in }Jrint statement-s that "during 'Vorld War_!_.!. ... decoded messages in Ja}Janese 

anrl Russian without knowing a word of either language." The ext 1t to which such statements arc cxaggcratccl 
11ilt soon become obvious to the student. Of course, there arc occasional instances in which a mere clerk with 
quite Umitcd. experience may be able to "solve" a message in an extremely simple system in a language of which 
he has no knowledge n.t all; but such a "solution" calls for nothing ntore arduous than the ability to reco~tnlzc 
pro1101mt'eo.blc combinations of vowels and consonants-an ability that hardly dcaerves to be rated as 11cr~ pt­
analytic" in any J"t"al sense. To fillY that it is possible to solve a cryptogram in a foreign l:u\guage 11wit1tout 
knowing a word of thn.t lnngunge" is not quite the same as to say that it is possible to do so with only a slight 
knowledge -of the language; and it may be stated without cavil that the better the cryptanalyst's knowledge of 
tho Ianguag<', tho greater arc the chances for his success and, in any case, the easier is his work. - -- -
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17. The determino.tion of the general a;mtem.--E:· Jilxcept in the case 
of' t~e more aimple typeo of cryptograms, the step referred ·to as ~~6E;OBis, 
tha-t; is, o.ncerto.inine; the Bencra.l system o.ccord1ng to vrhich o. given cryp­
toa~am has been produced is ~sually a. difficult, if not the most dif£icult, 
step in its solution. The reason for this is not hard to find • 

. :!!· .1\,s will become_p.pparent to the student as he proceeds with his 
study, in the final anal:;¥!! iS, the solution of' every cr;y;pto~ro.m involvinG. 
a forlll of substitution depends upon its reduction to monoa.lpha.betic terms, 
if it is not.o~iG~nalll in those terms. This is true not only of ordinary 
substitution ciphers, but also of combined substitution-transposition 
ciphers, and of enciphered code. If the cryptoe;ra.m must be reduced to 
monoalphabetia terms, the manner of its accomplishment is usually indi­
cated by the cryptoe;ra.m itself, by external or internal phenomena which 
become apparent to the crypta.ruotyst a.a he studies the cryptogram. If 
this is i.nwossible, or too difficult, the cryptana.lyst must, by one means 
or another, discover how to a.ccom;plish this reduction, by bri:cging to 
bear all the special or collateral information he can get from al1 the 
sources at his c01Tll1llmd. If both these possibilities f'a.il him, there is 
little left but the long, tedious, and often fruitless process of elimi­
nation. In the case of transposition ciphers of the more complex type, 
the discovery of the basic method is often simply a matter of long and 
tedious elimination of possibilities. For cryptanalysis has unfortunately 
not yet attained, and may indeed never a.tta:in, the precision found today 
in qualitative analysis in chemistry, for example, where the a.nalytic 
proeess is absolutely clear-eut and exact in its dichotomy. A f'ew words 
in explanation of what is meant may not be amiss. When a chemist seeks 
to determine the identity of an unknown substance, he applies certain 
specific reagents to the substance and in a specific sequence. !l'he first 
reagent tells him definitely into which of two primary classes the uDknow.n 
substance falls • He then applies a second test w1 th another specific 
reagent, which tells him again quite definitely into which of two second­
ary classes the unlmown substance falls 1 and so on, until f':lnall y he has 
reduced ~he unknown substance to its simplest terms and has f'ound out 
what it is. In striking contrast t-o this situation, crwtana.lysis affords 
exceedingly few "reagents" or tests that rm.y be applied to determine posi­
tively that a given cipher belongs to one or the'other·of' two systems 
yielding externally similar results. And this is what makes the anaJ:ysis 
of. an isolated, complex crwtogra.m so difficult. :Note the limiting a43ec­
tive "isolated" in the foregoing sentence, for it is used advisedly. It 
is not often that the general system fails to disclose itself or cam:1ot 
be discovered b;r painstaking investigation when there is a great volume 
of text accumulatinG f'rom a regular traffic between numerous corre­
"spondents in a large organization. Sooner or later the system becomes 
known, either because of b~unders and carelessness on the part of the 
personnel entrusted w1 th the encrypting of the messages, or because the 
sccumulation of text itself makes possible the determination of the 
general system by cr;ypta.na.lytic 1 including statistical, studies. But in 
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the case of a single or even a few isolated cryptograms concerning which 
little or no information can be gained by the cryptanalyst, he is often 
unable, without a knowledge of 1 or a shrewd guess as to the general system 
employed, to decompose the heterogeneous text of the cryptogram into 
homogeneous 1 monoalphabetic text, which is ~he ultimate and essential. 
step in analysis. The only knowledge that the cryptanalyst can bring to 
his aid in this most difficult step is that gained by long experience and 
practice in the analysis of many different types of systems. In this 
respect the practice of cryptanalysis is analogous to the practice of 
medicine: correct diagnosis is the most important and often the most 
difficult first step toward success. . -- • ' . r 

c. On account of the co:ra;plexities surrounding this particular phase . 
of cr~tanalysis, and because in any scheme of analysis based upon sue-· 
cessive eliminations of alternatives the cryptanalyst can only progress 
as far as the extent of his own knowledge of all the possible alternatives 
will permit, it is necessary that detailed diSCussion of the eliminative 
process be postponed until-the student has covered most of the field. 
For example 1 the student will perhaps want to knOW' at once haw he can 
distinguish between a cryptogrBm that is in code or enciphered code from 
one that is in cipher. It is at this stage of his &tudies impracticable 
to give him any helpf'ul indications on his question. In return it may be 
asked of P,im why he should expect to 'be able to do this in the early 
stages of his studies when often the experienced expert cryptanalyst is 
baf~led on the same score! 

d. Nevertheless, in lieu of more precise diagnostic tests not yet 
discovered, a general guide that may be useful in cr;ypta.naJ.ysis will be 
built up, step by step as the student progresses, in the f'orm of' a series 
of charts comprising what may be designated An Analytical Key for Crypt­
analysis. (See Section X.) It may be of assistance to the student if, 
as he proceeds, he will carefully study the charts and note the place 
which the particular cipher he is solving occupies in the general crypt­
analytic panorama. These charts a.d.mittedly constitute only very brief 
outlines, and can therefore be of but little direct assistance to him 
in the analysis of the more conq>lex types of cryp·"osystems he may en­
counter later on •. So far as they go, however, they may be found to be 
quite useful in the study of elementary cryptanalysis. For the expe­
rienced cryptanalyst they can serve only as a means of assuring that no 
possible step or process is inadvertently overlooked in attempts to solve 
a difficult cryptosystem. 

e. Much of the labor involved :tn cryptanalytic work, as referred 
to in-par. 21 is connected with this deternuna.tion of the general system.. 
The preparation of the text, its rewriting in different forms, sometimes 
being rewritten in dozens of ways, the recording of letters, the estab­
~ishment of rrequencies or occurrences of letters, comparisons and 
experiments made with kno~r.n material or similar character, and so on, 
constitute much labor that is most often indispensable, but which 
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sometimes turns out to have been wholly unnecessary, or in vain. In one 
'treatise3 i.t is stated quite boldly that 11this work once done, the dcter­
aina:tlou. of' the system in often relatively easy." This statemcrlt een 
certa.ioly apply only to the simpler t;ypea of cryptosystems; it iu enti'rel;y 
misleading as regards the m6.ch more frequently encountered complex 
cryptograms of modern times. 

18. The reconstruction of the specific ltez.·-.!·· Nearly all practi­
cal cryp-togra:phic me·l;hods require the use or a. specific key to guide 1 

control, or modify the various steps under the general system. Once the 
latter ha.s been disclosed, discovered, or has otherwise come into the 
possession of the cryptanal~st, the next step in solution is to determine, 
if necessary and if possible, the specific key that vas employed to en­
cr)'Pt ~he message or messages under examination. This determination ma.y 
not be in complete detail;- it may go-6niy"so"far as"to lead to a know­
ledge of the number of alphabets involved in a substitution cipher, or 
the number of columns involved in a transposition cipher, or that a one­
part code has been used, in the case- or a code system. But it is often 
desirable to determine the specific key in as complete a. form and with 
as much detail e.s possible, for this information will very frequently be 
useful in the solution of s~bsequent cryptograms exchanged between the 
same correspondents, since the nature or source of the specific key in a 
solved case maybe expected to give clues to the specific key in an 
unsolved case. - -

E.• Frequently, however, the reconstruction. of the key is not a 
prerequisite to, and does not constitute an absolutely necessary preli­
minary step in, the fourth basic operation, viz., the reconstruction or 
establishment of the plain text. In many caSe'S, indeed, the two processes 
are carried along simultaneously, the one assisting the other, until in 
the final stages both· have been completed in their entireties. In still 
other_cases the reconStruction or the specific key may follow the recon­
struction of the plain•text instead of preceding it and is accomplished 
purely as a matter _of academic interest; or the specific key may, in 
unusual C8$es, never _be reconstructed. · 

19. The re~o~t~ction of''t:he ;plain =teXt.--!:· Little need be said 
a.t thil1f point on th~s phase _of c17Pta.nalysis. The process usually con­
sists, in the case of substitut~on ciphers, iri'the establishment of 
equivalency between specific letters of the cipher text and the plain 
text, letter by letter, pair by pair, and so on, depending upon the par­
ticular type of substitution system involved. In the case of transposi­
tion ciphers, the process consists ~n ~earranging the elements of the 
cipher text, letter by letter, pair by pair1 or occasionally word by 
word, depending upon the particular type of transposition system involved, 
until the letters or 1rords have been returned to their original plaintext 
order. In tbe case of code, the process consists in determining the 
ll'..caning of each code group and inserting this meaning in the code text to 
reestablish the original plain text. 

3 Lange et Soudart, op. cit., p. 1o6. 
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b. The foregoing processes do not, as a rule, begin at the begin­
ning of a message and continue letter by letter, or group by group in 
sequence up to the very end of the message. The establishment of values 
of cipher letters in substitution methods, or of the positions to which 
cipher letters should be transferred to form the plain text in the case 
of transposition methods, comes at very irregular intervals in the pro­
cess. At first only one or two values scattered here and there through­
out the text may appear; these then form the "skeletons" of words, upon 
which further work, by a continuation of the reconstructi~n process, is 
made possible; in the end the complete or nearly complete text is 
established. 

c. In the case of cryptograms in a foreign language, the transla­
tion of the solved messages is a final and necessary step, but is not to 
be considered as a cryptanalytic process. However, it is commonly the 
case that the translation process will be carried on simultaneously with 
the cryptanalytic, and will aid the latter, especially when th~re are 
lacunae which may be filled in from the context. (See also subpar. 16c 
in this connection.) 

20. The utilization of traffic intercepts.5--~· There are, of 
course, other operations \vhich are not as basic in nature as those Just 
outlined but which must generally be performed as preliminary steps in 
prnct1cal cryptanalytic work (as distinguished from academic cryptana­
lysis). Before a military cryptanalyst can begin the analysis of an 
enemy cryptosystem, it is necessary for him to study the intercept mate­
rial that is available to him, isolate the messages that hve been 
encrypted by means of the cryptosystem to be exploited, and to arrange 
the latter in a systematic order for analysis. This work, although 
apparently very simple, may require a great deal of time and effort. 

b. Since, vrhenever practicable, tvro or more intercept stat1ons 
are assigned to copy traffic emanating from the stations of one enemy 
radio net, it is natural that there should be a certain amount of 
duplication in the work of the several stations. This is desirable 
s1nce it provides the cryptanalysts with ~ro or more sets of the same 
messages, so that \Then one intercept stat1on fa1ls to receive all the 
messages completely and correctly, because of radio difflculties, local 
static, or poor operation, it is possible by studYlng the other sets to 
reconstruct accurately the entire traffic of the enemy net. 

4 Sometimes in the case of code, the mean1ng of a small percentage 
of the code groups occurring in the traffic may be lacking, because 
there is insufficient text to establish their meaning. 

5 A traffic intercept 1s a copy of a comnrunication gained through 
interception. 
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c. tn all i.ntcrccpt activities \There operators o.re used for copying 
the traffic, one of t.he most lilwly erroro to be found is caused by the 
human element. in reccpi..1on. For this reason crypt.annlysts and tbeir 

~ 

Ltrs. Horse Ltrs. Norse 
and equi.- Frequent Errors and equi- Frequent Errors 

Figs. valent F.Lgs. valent 

A ·- i, m, t 
' 

et s ... h, d, i, r, u 
B -... d, ts T - e., e, n 
c -·-- f, k, r, nn u .. - a, s, v, it 
D -.. b, s, 1, ti v .... _ h, u, x, st 
E • t, i w ·-- a, m, o, r, u, at 
F ··-- r, in X -... - v, k, y, tu 
G --· m, o, z, me y -·-- x, c, nm 
H • ,.. It • s, v, b, H, se z -- ... b, g, g, mi 
I .. a, n, s 1 ·---- ¢, 2 
J 

.. ___ vr, o, am, co 2 ... --- 1, 3 
K -·- d, o, ta 3 ···-- 2, 4 
L ·-·· r, d, ed 4 ••• (I- 3, 5 
M -- a, n, tt 5 ..... 4, 6 
N ... i, m, t, te 6 -.... 5, 7 
0 --- g, k, w, mt 7 --··· 6, 8 
p ·--· J, g, 1, w, an 8 ---·· 7, ~ Q --·- o, x, z, ma 

~ ----· 8, 
R ·-· a, f, g, 1, n, s, VT ----- 9, 1 

Chart 1. Most common errors in telegraphic transmission. 

assistants should be familiar with the international Morse alphabet and 
the most common errors in wire and radio transmiss1on methods so as to be 
able to correct garbled groups when they occur. In this connection, 
Chart 1, above, will be found useful. 
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SECTION IV 

FREQUE~~y DISTRD3UTIONS AND THEIR FUNDA!<SENTAL USES 

Paragraph 
The simple or uniliteral frequency distribution..................... 21 
Important features of the normal unili teral frequency 

distribution..................................................... 22 
Constancy of the standArd or normal uniliteral frequency 

distribution ••••••••••••••••••••••••••••••••••••••••••••••••••••• 
The three facts "'vhich can be determined from a study of the 

uniliteral frequency distribution for a cryptogram ••••••••••••••• 
Detennining the class to which a cipher belongs••••••••••••••••••••• 
Determining whether a substitution cipher is monoalphabetic or 

non-monoalphabetic ••••••••••••••••••••••••••••••••••••••••••••••• 
The ~ (phi) test for determining monoalphabeticit7•••••••••••••••••• 
Determining whether a cipher alphabet is standard (direct 

or reversed) or mixed ••••••••••••••••••••••••••• ···••••••••••••••• 

21. The simple or uniliteral. frequency distribution•-""!:• It has 

23 

24 
25 

26 
'27 

28 

lcr.~ been known to cryptographers and typographers th~t the lotters com­
posing th'! '-rord.s or a:ny intell.ie;ible "TI'itten text con;posed :tn a:ny language 
which is alpho.betic in construction are em;ployed with greatly- varying 
frequencies. For example, if on cross-section paper a simple tabulation, 
shown in Fig. 1 1 called a unilitera.l frequency distribution, is made of 
the letters composing the words or the preceding sentence, the variation 
in frequency- is strikingly demonstrated. It is seen that whereas certain 
lettera, such as A, E, I, N, o, R, and T, are employed very frequently, 
other lcttors, such as C, G, H, L, P, and S are employed not nearly so 
frequently, 'tihile still other letters, such as F, J, K, Q, v, X, and Z 
are employed either seldom or not at all. 

(Total=200 letters) 

Figure 1. 

£• If a similar tabulation .is now made of the letters comprising the 
wordD of the second sentence in the preceding subparagraph, the distribu­
tion ohown in Fig. 2 is obtained. Both sentences have exactly the same 
number of letters (200). 
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~ 
~ i!!l ::::: ::::: 

::::: ~ ~ ~~ ~~~ 
~ ~~~~ ~ ~ ~~~ ~~~ 
~:::::~~~i!!l~~i!!l -~~~~~:::::~~~~-:::::-~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 
a 2 s 7 ~ 7 4 6 ~ o 1 u 6 u K o 3 u u u 6 1 3 1 a o 

(Total=200 letter~ 

Figure 2. 

c. Although each of these two distributions exhibits great varia­
tion in the relative frequencies with which different letters are employed 
in the respective sentences to'which they apply, no marked differences 
are exhibited between the frequencies of the same letter in the two dis­
tributions. Com;pare 1 for exa.m;ple 1 the frequeiiCres of A, B, C • • • Z in 
Fig. 1 with those of A, B, C ••• Z in Fig. 2. Aside from one or two 
exceptions, as in the case of the letter F, these two distributions agree 
rather strikingly • 

• 
~· This agreement, or s:Lmilarity, would be practically complete if 

the two texts were mu.ch longer 1 tor exa.m;ple 1 five times as long. In fact 1 
vhen two texts of s:Lmilar character, each containing more than 1,000 let­
ters, are compared, it would be found that the respective frequencies of 
the 26 letters com;pcsing the two distributions show only very slight dif­
ferences. This means, in other words 1 that in normal plain text each 
letter of the alphabet occurs with a rather constant or characteristic 
frequency which it tends to approximate, depending upon the length of the 
text analyzed. The longer the text (within certain limits) 1 the closer 
will be the approximation to the characteristic frequencies of letters 
:l.n the langua.ge involved. However, when the amount of text being ana­
lyzed has reached a substantial volume (roughly, 1,000 letters), the prac­
tical gain in accuracy does not warrant further increase in the amount 
of text.l 

e. An experiment a.l.ong these lines will be convincing. A series 
of 260 official telegrams2 passing through the Department of the ~ 
Message Center was examined statistically.· The messages were divided 
into five sets, each totaling 10,000 letters, and the five distributions 
shown in Table 1-A, were obtained.. 

1 See footnote 5, page 38. 
2 These comprised messages fro~ several official sources in addition 

to the Department of the Ar.my and were all of an administrative character. 
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TABLE 1-A.-Absolutc frequencies of letters appearing in five sets of Governmental plain-te:.r;t telegrams1 

each set containing 10,000 letters, arranged alphabetically 
--

Set No.1 Sot No.2 Set No.8 Sot No.4 Sot No.6 -
Lotter Absolute Letter Abaolute Latter Abaolute Lotter Absolute Latter Absolute 

Frequency Frequency Frequency Frequency Frequenc'l' 
-

A. _____________ 738 
A. ________ 

788 
A _______ 

681 A. ___________ 
740 

A. _________ 
741 

B.--------··-··· 104 B. _ _. ______ 108 B--------- 98 B------·-··· 88 B------·-··· £,9 c ____________ 819 
c _________ 

800 
c ___________ 

288 
c _________ 

826 
c ________ 

801 o _____________ 
887 o ____________ 418 

o ____________ 
428 o __________ 

451 
o _________ 

448 
E_ _____________ 1,867 E_ ___________ 1,294 E_ ________ 1,292 E-------···· 1,270 E-----·--- 1,275 
F-----------·- 253 

F _________ 
287 F------·---- 308 

F _________ 
287 F-------- 281 

G-------------- 166 G _________ 175 G _______ 161 
G __________ 

167 
G ________ 

150 
H_ __________ 810 

H_ _______ 
351 

H_ ___________ 
335 H_ ________ 

8'49 
H_ ________ 349 I _____________ 742 I_ _______ 750 I _______ 787 I-------- 700 ! _______ 697 J _____________ 18 J __________ 17 J ______ 10 

J ________ 
21 

J __________ 
16 

!(_ _________ 86 
!(_ _________ 

38 
!(_ __________ 

22 
!(_ ________ 

21 
!(_ _____ :__ __ 

81 
L----------- 365 

L._ _________ 
893 

L._ _________ 
388 

L._ _______ 
386 

L._ ________ 
844 M,_ _________ 

242 
M._ _____ 

240 
M._ ______ 

288 
M_ _______ 

249 
M_ _______ 

268 , __________ 
786 

N ________ 
794 

N ________ 
815 

N _____ __. ___ 
800 H------- 780 Q ___________ 685 Q __________ 770 Q __________ 791 

o __________ 
766 

o ______ 
782 p _________ 241 

p _________ 
272 

p _________ 
817 

p ______ ._ 
245 

p ______ • __ 
260 Q. _________ 40 

Q. _________ 
22 

Q. _________ 
46 

Q. _______ 
88 Q. ___ _:__ 80 R, ________ 

760 
R, ________ 

746 
R, __________ 

'162 
R, _____ 

786 
R._ ______ 

786 s_ _________ 
658 

s ________ 
588 

s ________ 
685 

s _________ 
628 

s._ ______ 
604 

T---------·--- 936 T---·--·--- 879 T-------- 894 
T _____ _: __ 

958 T _____ .__ 928 u _________ 
270 

u _________ 
288 

u ___________ 
812 

u _ _:__ ______ 
247 u _____ .:__ 288 

'------------ 168 '--------- 178 '-------- 142 '------ 183 '--------· 166 w ________ 
166 w ___________ 168 

w ________ 
186 

w _______ 
188 

w _____ ..:. 
182 x_ _________ -

43 
x_ ________ 

50 
x_ _________ 

44 
x_ __________ 

58 x_ __ ----- 41 y _____________ 191 y _________ 155 y ------- 179 
y _______ 

218 
y _______ 

229 z_ ________ 
14 

z_ ________ 17 z_ _______ 2 
z_ ______ 

11 
z__ _____ 

6 . 
TotaL_. 10,000 ----------- 10,000 ----------- 10,000 ---------- 10,000 ------- 10,000 

I 

I I 

• I 

f. If the five distributions in Table 1-A are summed, the results 
are as shown in Table 2-A • - - - ' 

TABLE 2-A.-Absolutejreg_uencies of letters appearing in the combinedfive sets of messages totaling 
60,000 letters, arranged alphabetically 

A _____ 3,683 G •••••• 819 L ...... 1 ,821 Q. ____ 
1~5 

v ______ 766 
B ____ 487 H .•••.• 1,694 M •••••• 1,237 R ....• 3,788 

w ______ 
780 c ______ 1, 534 I ...... 3,676 N _____ 3,975 

s ______ 3,058 
x_ _____ 231 

o ______ 2,122 J ______ 82 
Q ______ 3,764 T ••.••• 4,sa5 y ____ 967 

E _____ 6,498 K ....•• 148 p ______ 1 ,335 u ______ 1,300 
z_ _____ 

49 
F .....• 1, 416 
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~. The frequencies noted in Tabie 2-A above, when reduced. to the 
basis of 1,000 let·ters and then •1.sed as a basis for constructing a. simple 
chart that will exhibit the variations in frequency in a striking manner, 
yield the following distribution which is hereafter designated as the 
normal or standard uniliteral freguency distribution for English 
telegraphic plain text: 

~ 
~ 
~ 
~ 
i!J1 
~ 
~ 
~ ~ 
~ ~ 
~ ~ 
~ !§ - ~ 

~ ~ ~ ~~ i!J1 ~ 
~ ~ ~ ~~ ~ ~ 
~ ~ ~ ~~ ~-~ 
~ ~ i!J1 ~~ ~~~ 
~ ~ ~ ~~ ~~~ 
~ ~ ~ ~~ ~i!Jl~ 
~ ~~ ~ ~~ -~~~ 
~ ~~ ~ - ~~ ~~~ 
~ -~~ ~~ ~ ~~ ~~~ 
~ ~~~~ ~~ ! ~~~ ~~~-
~ ~~~~ ~~ E~~~~ ~~~~ 
i!J1 ~~~~-~~ ~~~~~ ~~~~ ~ 
~ ~~~~~~~ ~~~~~ ~~~~~~ ~ 
~~~~~~~~~ ~~~~~ -~~~~~ ~ 
~~~~~~~~~~~~~~~~~~~~~~~~~-

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
ftWM~~-~M~I8~~fin~3HM~Z~~8Dl 

Figure 3. 

22. I!JI.Portant features of the normal uniliteral frequency distri­
bution ..... a. When the distribution shown in Fig. 3 is studied in detail, 
the following features are apparent: 

(1) It is quite irregular in appearance. This is because the letters 
are used with greatly varying frequencies, as discussed in the preceding 
paragraph. This irregular appearance is often described by saying that 
the distribution shows marked crests and troughs, that is, points of high 
frequency and low frequency. 

(2) The relative positions in ~rhich the crests and troughs fall 
within the distribution, that is, the spatial relatj_ons of the crests and 
troughs,- are rather definitely fixed and are determined by circumstances 
"YThich ho.ve been explained in subpar. 13:£. 

(3) The relative heights and depths o~ the crests and troughs within 
the distribution, that is, the lineo.r extenf"iO"lS of the lines murkil'lg the 
respective frequencies, E~re also ro.tl:er definftely fixe(l, as uould be 
found if an equal volur'le of sitl1ilo.r text iorerc analyzed. 
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(l~) The most prominent crests are marked by the vm-rels A, E, I, o, 
und_ ·tile cpnso:qq,!J.t~ ~, R, S, T; the most prominent troue;hs are marked by 
the con:Jonants _J, K, Q, X, and z. 

( 5) The important data o.re sunliil.8.rized-in tabular form in Table 3. 

TABLE 3 

Percent of 

6 Vowels: A E I 0 U Y.: ...•..•.. .,~---------------------~~---------------------
20 Consono.nta: 

5 High Frequency (D N R S T)---------------------------------------
10 Mediwh Frequency (B C F G H L M P V W)---------------
5 Low Frequency (J K Q X Z)------------------------------·--------

Total .••••.••.•..•..•. : •..••.•.......•...••.•.........•.••..•.•..•.••.••..... 

Frequency 

3"98 

350 
238 

14 

1, 000 

Percent of total in 
total round 

numbers 

39.8 40 

35.0 35 
23.8 24 
1.4 1 

100.0 100 

(6) The frequencies of the letters of the alphabet, reduced to a 
base of 1000, are as follows: 

A_ ________ 74 G __________ 16 L ........•• 36 Q. ••••••••• 3 
v __________ 

15 
B-------·· 10 H __________ 34. M_ _________ 25 R_ ________ 

76 
w ________ 16 

C •••••••••• 31 I .......... 74 N ...••..••• 79 s _________ 61 JC_ _______ 
5 

D--·--·-·· 42 J --------·- 2 
o _________ 

75 T --·---·--- 92 
y _________ 

19 
E-------- 130 K. _________ 3 p ---------· 27 u __________ 26 ;,&. _________ 1 
F ···--·--·- 28 

(7) The relative order of frequency of the letters is as follows: 

E ________ 130 ! __________ 74 C •. ------- 31 
y _________ 

19 x_ ______ 
5 T _________ 

92 s __________ 61 F --·---~--- 28 G ••••••••• :- 16 Q_ _____ 
3 N _________ 79 o __________ 42 ft ........• 27 w ..•....... 16 

K. _______ 
3 R_ _________ 

76 L __________ 36 (} __________ .26 v ________ 
15 J •.•......• 2 o __________ 75 

H_ _________ 
34 

M_ ________ 
25 B------·- 10 z_ _________ 1 A _________ 

74 

(8) The four vowels A, E, I, 0 (combined :frequency 353) and the fOUl' 
consonants N, R, s, T (combined frequency 308) form 661 out of every 
1,000 letters of plain text; in other words, less than one-tlurd of the 
alphabet is enrployed in 't·rriting two-thirds of normal plain text. 
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b. The data. given in Fig. 3 and Table 3 represent the relativ~ :fre-- r;r quencics found in a large volume of English telegra.pnic text of' a govern-

mental, administrative character .3 These :frequencies will va:ry somewhat 
with the nature of the text analyzed .. ·· For' example, if' an equal nwnpcr 
or telegrams dealins solely with commercial transactions in the le~fher 
industry were studied statistically, the frequencies would be sligh ly 
dii'rCi;ant because oi' the repeated occurrence of words peculiar to that 
industry. Again, if' an equal number of telegrams dealing solely with 
militarz messages of a tactical character were studied statistically, 
the frequencies 1-rould differ slishtly from those round above for geberal 
governmental messages of.an administrative character. ! 

[' - . 
c. If ordinary English literarr text (such as may be found in any 

book,-newspaper, or printed document) were analyzed, the frequencies of 
cert~in letters would be changed to an appreciable degree. This is 
because in telegraphic text words which are not strictly essential for 
inbelligibility (such as the definite .and indefin~~e artioles, certain 
prepositions, conjunctions, and pronouns) are omitted. In addition, 
cel'to.in !3Ssential words, such as "stop", 11period11 

1 "comma.", and the like 1 
which are usually indicated in written or printed matter by symbols not 
easy to transmit telegraphically and which must, therefore, be spelled 
out in telegrams 1 occur very frequently. Furthermore, telegraphic text 
ofte.a employs longer a.nd more unconn11on words than does ordinary newspaper 
or book text. 

,9;. As n ~tter of fact, other tables compiled from Army sources 
gave slightly different results, depending upon the source of the text. 
For e~le1 three tables based upon 75,000, 100,000, and 136,257 letters 
·token from various sources (telegrams, ne~-rspapers, magazine articles, 
books oi' i'iction) gave as the relative order of frequency for the first 
10 letters the follmring: 

For 75,000 letters ................. E T R N I 0 AS D L 
For 100,000 letters••••••••••••••• E T R I U 0 AS D L 
For 136,257 letters••••••••••••••• E T RNA 0 IS L D 

3 Just as the individual letters constituting a large volume of plain 
text have more or le3s characteristic or fixed frequencies, so it is 
found that dir.rnphs and triqrapha (two- and three-letter combinations, 
rcopcctivelY1 have characteristic frequencies, when a large volume of 
text is studiecl statistically. In Table 6 of Appendix 21 "Letter fre­
quency data. - English" 1 are shmm tlle relative i'requencies of all digraphs 
app::!a.ring in the 260 telee;rar;,!B referred to in subpar. 2le. This appendix 
also includes severo.! other kinds of tables and lists of-frequency data 
~~hich 'trill be usei'u.l to the student in his vrork. It is s~gc:Jted that 
the student r.lfer to this appendix now, to gain an idea. of the data 
a.vo.il.o.blc for his fu·ture reference. 

Other l::Ll'lGtWGes, of coursa, each have their oi-rn individ'llal cha.rnc­
tnriatic plaintext frequencies of sin~le le·tters, diaraphs, trigraphs, 
etc. A brief' sw1u.n::~.ry of the letter frequency data. for German, French, 
I·: ·~liC'll, f.Jprmish, Portu.guese, and R'ltSS io.n constitute Appendix 5, "Le·tter 
f,: ~qucncy da.to. - foreiGn la.l'I~U::tt;es". 
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~· 'li'requencK da·ta. applicable purely to English military text were 
compiled by IIitt, ~ from a study of 10,000 letters token from orders and 
reports. The frequencies found by him are given in Tables 4 and 5. 

TABLE 4.-lirefiUency table for 10,000 letters of literary &glish, as compiled by Bitt 

A...... 778 
B...... 141 
c_____ 296 
D...... 402 
E...... 1 ,277 
F...... 197 

E •••••• 
T •••••• 
0 •••••• 
A •••••• 
N •..••• 
I ..... . 

1,277 
855 
807 
7'18 
686 
667 

ALPHABETICALLY ARRA:~GED 

G.......... 17 4 L--···-··· 3 72 Q.......... 8 
H________ 59 5 M.......... 2 88 R.......... 6 51 
I ..... -... 667 N.......... 686 S •...•• - •• 622 J_______ 51 o ________ 807 T _______ 855 
K________ 74 p _________ 223 u __________ 308 

ARRANGED ACCORDING TO FREQUENCY 

R ••.••.•••• 651 u _____ 308 y ________ 196 
s.......... 622 c__________ 296 w_________ 176 
R---···- 595 M.......... 288 G________ 17 4 o ________ 402 p _________ 223 B________ 141 

L. ••••••••• 372 F.......... 197 V.......... 112 

y________ 112 
w_______ 116 
x_ ____ 27 
y ____ 196 
z_ __ 17 

K._____ 74 J______ 51 

x______ 27 
z______ 17 
Q._______ 8 

TABLE 5.-Freg:u,sncy table for 10,000 letters of telegraphic EnglitJh, as compiled by Hitl 

A •••••• 
B ____ _ 

c ..... . 
D •••••• 

. E ...••• F ___ _ 

E •••••• o ____ _ 
A_ ___ _ 

N .••.•• 
I ..... . 
R_ ___ _ 

813 
149 
306 
41'1 

1,319 
205 

1 ,319 
844 
813 
718 
711 
677 

ALPHABETICALLY ARRANGED 

G.......... 2 0 1 L.......... 3 9 2 Q.......... 3 8 
H.......... 3 8 6 M........... 2 7 3 R.......... G 7 7 
r__________ 111 N__________ 718 s.......... 6 s 6 
J__________ 42 o__________ 844 T_________ 634 

K.......... 88 P •••••••••• 243 u __________ 321 

ARRANGED ACCORDING TO FREQUENCY 

s__________ 6 s 6 u__________ 3 21 F -----··-·- 2 o 5 
T ---------· 6 3 4 C.......... 3 0 6 G.......... 2 0 1 
D ••••.••••• 417 M •••••••••• 273 W .......... 166 
L.......... 3 9 2 P ---·-----· 2 4 3 B.......... 14 9 a _________ 386 y __________ 208 v__________ 136 

v.......... 136 w ________ 166 
x_________ 51 
y _________ 208 

z. .. ~----- 6 

K._________ 88 

X.-~------ 51 J_________ 42 
Q._________ 3 8 
z__________ 6 

23. Constancy of' the standard or normal uniliteral frequency dis­
tribu,.tion.--a. The relative f'requencies disclosed by the statistical 
study of large volumes of text may be considered to be the standard or 
normal frequencies of' the letters of written English. Counts made. of 
smaller volumes of text will ~end to approximate these normal frequencies, 

!, 6 Op. cit., pp. -1. 
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and, within certain limits,5 the smaller the volume, the lower will.tbe 
the degree of approximation to the normal, until, in the case of a·yery 
short message, the normal proportions may not manifest themselves J~ all. 
It is advisable that the student fix this fact firmly in mind, for :the 
sooner he realizes the true nature of any data relative to the freqb.ency 
of occurrence of letters in text, the less often will his labors tOiard 
the solution of specific ciphers be thwarted and retarded by too st~ict 
an adherence to these generalized principles of frequen:Y• He shouf~ 
constantly bear in mind that such data are merely statistical genertliza­
tions, that they will be found to ,hold. strictly true onl;.y in large yolumes 
of text 1 and that they may not ~ven be approximated in short messag•s. 

r 
b. Nevertheless the normal frequency distribution or the "normal 

expectation" for a:ny alphabetic language is 1 in the last analysis 1 the 
best guide to, and the usual basis for, the solution of cr;y:ptograms of a. 
certain t;y:pe. It is useful, therefore, to reduce the normal, unilitera.l 
frequency distribution to a basis that more or less closely approximates 
the volume of text which the cryptanalyst most often encounters in indi­
vidual cr;r.ptograms. As regards length of messages 1 counting only the 
letters in the body, and exeluding address a.hd. signature, a study of 
the 260 telegrams referred to in par. 21 shows that the eritlunetiQa.l 
average is 217 letters; the statistical mean, or weighted average6, 
however, is 191 letters. These two results are, however 1 clos·e enough 
together to warrant the statement that the average length of telegrams is 
approximately 200 letters. The frequenc:ies given in :par. 21 have there­
fore been reduced to a basis of. 200 letters, and the following unilite­
ral frequency distribution may be taken as showing the most t;yp:t.cal 
distribution to be expected in 200 letters of English te~egraphic textz 

ii - --------:.. 
~ ...... ~ 

~ ~ ~ ~~ ~~~ 
~ -~~- ~~ ~ ~~ ~~~ 
~~~~~~~~~ -~~~~~-~~~~s~-~ 
ABCDEFGH!JKLMNOPQRSTUVWXYZ 

FigUre 4. 

__ 5It is ue~lc-;s-;;~o beyond a certain limit in establishing the notmal-frequency dieiributlon fof a given 
language. As a striking instance of this fact, witness the frequency stUdy made by an indeta.tf~able German 
Kaeding, who in 1898 made a count of the letters in about 1i,odo,Ood words, totaling about 62,doo,dod ietters i~ 
German text. When reduced to a percentage basis, al1d when the relaiive order of frequency was determined 
the results he obtained difiercd very Iit~le from. the res~lts obtaine~ by Kasisk~ •. ~ Ge~man ilryRto~apher, (rom ~ 
count of only 1,000 letters. Sea J{o.edmg, 1laettfigk~ntswoetierbuc1&, Steg1iiz, 189S; Kaslsid, Di~ Geheimschrijten 
und die Declu'.lfrir-Kunet, Berlin, 1863. 

' 6 The arithmetical average is '.)bta:t.ned by adding each different length 
and dividing by the number of different-length messages; the mean is ob­
tained by Jrrultiplying each aifferent length by the number of messages of 
that lcnath, adding all productsJ and. dividing by the tc;>tal number of 
mesaaees. 
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c • '.Che student should talte careful note oi' the appearance oi' the 
distrTbution7 ohown in Fig. l1, for it 1-rill be of much assistance to him 
in the early stases of his study. The manner of settina down the tallies 
should be follow·ed by him in molting his own distribu:ljions, indicating 
every fifth occurrence of a letter by an oblique tally. This procedure 
almos·l;; o.utomal;;ically shotvs the total nuniber of occurrences for each let­
ter, ru1d yet does not destroy the graphical appearance of the distribu­
tion, especially if care is taken to use approximately the same amount 
of space for each set of five tallies. Cross-section paper is very 
useful for this purpose. 

d.. The word 11uniliteral11 in the designation 11uniliteral frequency 
distribution11 means "single letter", and it is to be inferred that other 
types of frequency distributions may be encountered. For exa.tnJ;Jle, a 
distribution of pairs of letters, constituting a biliteral frequency 
distribution, is very often used in the study of certain cryptograms in 
which it is desired that pairs made by combining successive letters be 
listed. A biliteral distribution of A B C DE F would take these pairs: 
.AB, BC :J CD, DE, EF. The distribution could be made in the form of a. 
large square divided up into 676 cells. When distributions beyond bi­
litera.l are required (triliteral, quadriliteral, etc.) they can only be 
made by listing them in some order, for example, alphabetically based 011 

the 1st, 2d, 3d, ••• letter. 

7 'l~e of the terms "distribution" and "frequer:.cy distribution", 
instead of "table" and "frequency table", respectiveJ.y, is considered 
advisable from the point of vle~ of consistency with the usual statistic~ 
nomenclature. When data are given in tabular form, u.ith frequencies 
indicated by numbers, then they may properly be said to be set out in 
the form of a table. When, however, the same data are distributed in a. 
chart which partakes oi' the nature of a graph, with the data. indicated 
by horizontal or vertical linear extensions 1 or by a curve connecting 
points corresponding to quantities, then it is more p~oper to call such 
a graphic representation of the data a distribution. 
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2~-. The three facts 'fThich can be determined from a. study of the 
unilito1,al frequency distribution for e. c oaram ........ a. The following 
·three i'E'.cts (to be explai11cd subsequently can usuaJ.ly be detel"lllined from 
an inspection of the unilitcral frequency distribution for a given cipher 
message oi' a.vel~uge length, composed of letters: 

(1) Whether the cipher belongs to the substitution dr the transpo-
sition class.; .~- •I 

(2) If to the fornwr, 'rhether it if' monoalphabetic8 or non-
1 

:monoa.lpho.be·l:;ic 9 in choracter; 
. ·' (3) If li.'1.0noaJ.pho.betic, whether the cipher alphabet is standard 

(direct or reversed) or mixed. 9 

b. For inun.ed.ia.te purposes the first tlro of the foregoing determi­
nations are quita im;portant and "'rill be discussed in detail in the next 
tiro :parczraphs; the other determination "t-rill be touched upon ver7 briefly 1 
leaving its detailed discussion for subsequent sections of the text. 

~. Determining the class to "t-rhich a cipher belOEffi.! .--,!• The deter­
mination or ·the class to which a cipher belonGs is usually o. relatively 
easy roa.tter because of the fundamental difference between tra.nsposition 
ond. substitution as cryptographic processes. In e. transposition cipher 
the original letters of the plain tt~~ have merely been rearranged, 
uithout any change whatsoever in their identities, that is, in the 
couve:n:liiona~ values they have in t!1e normal alphabet. Hence, the nw:dbers 
of vcnrels (A, E, I, 0, u, Y), high ... frequency consonants (D, N, R, B, T), 
medi'Ul.'1-i'rcquency consonants (B, c, F, G, H, L, M, P, v, vT), and lev­
frequency conson..-.mts (J, K, Q, X, Z) ara exactly the same in the 
cr;yp"l~oBrom. as they arc in the plaintext message. Therefore, the 
pe1•cents.ges of vmrels, high-, nl::!diUln-, and lmr-frequency consonants are 
the so3l'.e in the transposed text e.s in the equivalent plain text. In a . 

8 In com1ection ,fith unilitera.l f1•equency distributions, the term 
mononlphabc·liic is considered to cnibra.ce the concept of monoa.lphabetic­
monogrophic .. unilitel·al systems only, thus excluding .R?lygra"P,~ and 
nmJ.tiJ.i"tel•aJ. sys·bellls, both of which, however, usuoJ.J.y fall into the 
mouoal.phe.betic category. 

9 The terra non-monoaJ.pha.betic as applied. in this instance is cons i­
dcred to cnbrace all deviations from the characteristic appearance of 

· monoalpho.betic distributions. These deviations inclutle the phenomena. 
inherent in poJ.yoJ.pho.betic, polyert'l.:phic, ond muJ.tilitcral. cryptograms, 
as 1-rell as in random text, i .c., text ·uhich ap:peurs to have been pro­
duced by chnncc or accident, ho.vine; no discernible patterns or 
lii1lita.tions. 
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subatitution ciplwr, on the o·l;hcr ho.nc1., the j_dentitlcG of the oria.lna.l 
J c-tt.crp o.r the lll.oin -tc::::t hnvc been .cho.nge_d, thtd~ is, the conventional 
values thc'y ha.ve ilJ- tlie'normo.i iilphnbet ha.ve been altered. Consequently, 
if a count io m~de oi' the various 1€rtte_rs present -in ouch n cr-yptogram, 
it ulll be fo1.u1c1 that the number of vmrels, hiah-, medium-, and lm-r­
frequcncy consonants ~·Till usuo.lly be quite different in the cryptograln 
fl"om who.t they are in the original. plaintext message. Therefore, the 
percentages of vmrels, hiah:.~ medimn..: 1 ant! lmr:rrcquency consonants are 
usually quite differcn:t in the substitution text from vrhat they are in 
the c qui valent l)lain ·text • From these cons idera.tions it . follo"t·Ts that if 
in a specific cr;yptogralll the percentages of vowels, high-, med.ium- 1 and 
low-frequency consonants arc approximately the same as uouJ.d be expected 
in norm:~.l plain text, the cryptogram _l?l"ObE-bly belongs to the transposition 
class; if these percentages are quite different from those to be expected 
in normal plain text the cry:ptoe;ra.m probably belongs to the substitution 
class. 

b. In the preceding subparagraph the \rord "probably'' was emphasized 
by itaiicizing it, for there can be no certainty in every case of this 
detennilw:t;ion. Usuall¥ these percentages in a transposition cipher a:t•e 
close to the normal percentages for plain text; usuall;, in a substitu­
tion cipher, they are far different from the norraal percentages for plain 
text. But occasionally a cipher message is encountered 'tvhich is difficult 
to classify 'trith a reasonable degree of' certainty because the message is 
too sho~t for the general principles of frequency to manifest themselves. 
It is clear that if in actual messages there 1rere no varia·tion whatever 
from the normal vowel ~1d conso~ant percentases given in Table 3, the 
ae;,-cerm.ine.tion c:f' the class to 'trhich a specific C't'Y,t)"t;c.gram belong!l '\'roul.U. 
be au ex-tremely simple ma.tter. But unfortunately there is al>rays some 
variation or deviation from the normal. Intuition suggests that as 
messa.gos decrease in length there may be a greater and greator departure 
from i..he normal proportions or vo'trels, high-, rr..edium-, and low-frequency 
consonants, until in very short messages the normal proportions m2.y not 
hold at all. Similarly, as messages increase in length there may be a 
lesser and lesser depa1~ure from the normal proportions, until in messages 
totalling a thousand or more letters there maybe no difference at all 
botHeen the actua.l and the theoretical proportions. But intuition is not 
enough, for in dealing 1rith specific messaaes of the lensth of those 
conimonly encountered in practical 'tvorlt the question sometimes o.risea as 
to exactly hmr much deviation ( i'rom the normal proportions) may be allovred 
for in a cryptogram 'trhich shovrs a considerable amount of deviation from 
the norlnn.l and uhich might still belong to the transposition rather than 
to ·the substitution class. .. 

c. Statistical studies ha.vo been made on this matter and some graphs 
ha.ve been constru.cted thereon. These are shO"trn in Charts 2 - 5 in the 
form of simple curves, the use of lThich will nm-1 be ex}>lained. Each 
chart con-tains tt-ro curves :ma.rkil'l..g the lm·rer and upper limits, respect­
iv~ly, or the theoretical amount of deviation (from the nonnal percent­
""._.::::~ of votrcls or consonants _uhich may be allowable in a cipher believed 
to b~long to the tre.nsposition class. -
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' d. In Chart 2 curve V 1 ma.rlts the lmrer limit of the theoretical 
amount of deviationiO from the number of vowels theoretically expee~ed to 
appearll in a message of given length; curve V2 marks the upper limit 
or the same s·t;atistic • Thus, for example, in a message of 100 letters 
in plain English there should be between 33 and 47 vowels (A E I 0 U Y). 
Likewise, in Chart 3 curves H1 o.nd H2 marl:. the lower and upper l:l.mi~s as 
regards the high-frequency consonants • In a message of 100 letters.[there 
should be be~·reen 28 and 42 high-frequency consonants (D N R S T). _.In • 
Chart 4 curves M1 and M2 mark the lower and upper limits as re~ards ~the 

* medium-frequency consonants. In a message of 100 letters there shoVJ-d be 
between 17 and 31 medium-frequency. consonants (B C F G H L M P V W)y 
Finally, in Chart 5, curves L1 and 1:2 mnrk the lower and upper limits as 
regards the lou·-frequency consonants. In a. message of 100 letters there 
should be bet~reen 0 el'ld 3 lou-frequency consonants (J K Q X Z). In using 
the clla:~.·ts, therefore, one finds the point of intersection of the vertical 
coordinate correspondins to the length of the mes~age1 with the pari~ontal 
coordinate corresponding to (1) the number of vowels, (2) the number 
of hie;h-frequency consonants, (3) the number of medium-frequency con­
sonants, and "(4) the number of :j..ovr-frequency consonants actually counted 
in the messaze. If all four points of intersection fall 'Within t}le 
area delimited by the respective curves, then the numbers of vowels and 
high-, medium-, and low-frequency consonants cox-respond with the n\Uilbe:rs 
theoretically expected in a-normal plaintext message of the same length; 
since the message under investigation is not plain text 1 it follows that 
the cryptogram may certainly be classified as a transposition cipher. On 
the other hand, if on~ or more of these points of intersection fall out­
side the area deltmited by the respective curves, it follows that the 
cryptogram is probably a. substitution cipher. The distance that the point 
of intersection falls outside th~ area delimited by these curves is & more 
or less rough measure of the ~robability of the cr~toe;ram's being a 
transposition cipher. 

e. Sometimes a cryptogram is encQuntered wh:t.all i~ ha.rd to cl,a.ssU'y 
With certainty even With the fo:;,;egoing aids, because it has been QOJ!.­
sciously prepared with a. view to making the classification difficult. 
This can be done either by selectiDg peculiar woris (as in "trick Qrypto­
grmns") or br eraploying a cipher e.lpba.bet in 'rhich l~tters of approx­
inmtely similar normal frequencies have been intercba.ngeCl.. ~or ex'a:ritple, 
E ma.y be repla.c~d by o, T by R, and so on, thus yielding a ~ryptogra.m 
giving external indications of being a. transposition cipher but vrhich is 
really a substitution cipher. If the cryptogram is not too short, a close 
study 'rill usually disclose what has peen ~ope, as well a.s the fUtility of 
so s~ple a subterfUge, 

19 In Cho.rts 2 - 5, inclusive_, the limits of the upper a.nd lmrer curves 
have been calculated to include approximately 70 percent of messages of 
the vcu·ious lengths • 

11 The expression "the nmnber of • ~. theoretically expected to appear" 
is often condensed to 11the theor~tical expectation of ••• " or 11the normal 
expectation of • • , 11 
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! . In "the majority oi' cases, in practical work, the determination of 
the clo.s o to which o. cipher of' average lone;th belongs can be mo.de from a 
mere inopcc·tion o.f: the massage, a.:rter the cryptanalyst ho.s acquired a 
i'runilisrity '\-rith ·l;lle nonual appearance of transposition and of substitu-

- ·_:J+·-

.. l-f 
- 1 ' 

Number or lot tors In mcssago. 

Chart 2. Curves marking the lovrer and upper limits of 
the theoretical amount of dc~tiation from the number of vcn-rels 
theoretically expected in messages of various lengths. 
(See subpar. 25,9;.) 

tion ciJ;>hers. In the former case, his eyes very speedily note many high­
:Crcqnency le·l:;·l:;ers, such as E, T, N, R, 0, and S, with the absence of 
lmr-rrcquency letters, such as J, K, Q, X, and Z; in the latter ca.se, his 
~y·1s ,j•1•.:~t as quickly note the presence of many lovr-frcquc;,1cy letters, and 
n corr~spondinz o~sence of some of the high-frequency letters. 

r. ~R'fR'fC'fED 
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S.• Another rather quickly completed test, in the ca.Se of thJ!6 sim;pler 
varieties of a :tphers, is to look for repeti tiona of groups of let tears • As 
will become apparent very soon, recurrences of syllables, entire vprds and 
short phrases constitute a characteristic of all normal plain text~ Since 
a transposition cipher involves a change :f.;· the sequence of the l•tters 

o­
e· 
8 .. 

• 7. 
~ 
~ 7 .. 

:r;a·· e ~ ... 

1: 
~40 

t3!:. 

i~: ,.. -. 
2Cl 

15 

10 .. 

&< 
.. 
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I I -·I+HH-H-1-1 

10 20 30 40 50 60 70 80 90 I )0 I !0 I ~ I W I to I 50 I !iO I 70 I ~ 190 2 )0 

Number or letters In message. 
• 

Chart 3. Curves marking the lower and upper limits of 
the theoretical amount of deviation from the number of high­
frequency consonants theoretically expected in messages of 
various lengths • (See subpar. 25~.) 

com.posing a plaintext message, such recurrences are broken up so that 
the cipher text no longer will show repetitions of more or less lengthy 
sequences of letters. But if a cipher message does show many repetitions 
and these are of several letters in length, say over four or five, the 

. 
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conclusion is at once warranted that the ceyptogram is most probably a 
substitution and not a tranposition cipher. However, for the beginner 
in cryptanalysis, it will be advisable to make the uniliteral t.reqnency 
distribution, and note the frequencies of the vowels and of the higJl•; 

9 
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~ 
11. 7 
:::!1 
~ 
tl'l 
: 6 
0 
e. 

1: 
14 
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J 3 

9 2. 
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.L 
I. 

- .... 

-, ... -. 

10 20 30 40 50 60 70 80 90 100 I 10 120 130 140 I 0 160 170 180 190 2 0 

. Number or Jett.ers In measlll!e. 

Chart I.J. • Curves marking the J.ower and upper iilD1ts-of' --. 
the theoretical amount of deviation from the number of medium­
t:requency consonants theoretically expected in messages of 
various lengths. (See subpar. 25d.) -

I 

medium-, and low-:f'requenay consonan1is. Then, referring to Charts 2 to 5, 
he should carefully note whether or not the observed frequencies for these 
c'.t:tegoriea of letters fall within the limits of the theoretical frequen­
cies 'fl)r a normal plaintext message of the same length, and be guided 
accordingly. ' 
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h. It is obvious that the foregoing rule applies only "to ciphers 
composed wholly of le·ctera. If a message is composed entirely oflfigurea, 
or of arbitrary signs and symbols, or of lntermix~ures of lettersf:tigures 
and other Gymbols, it is immediately apparent that the cryptogram:;i.s a 
substitution cipher. ;l 

-0 10 20 30 40 50 60 70 80 90 IQO llo 1~0 130 140 1.50 160 I 0 lAO Jlo 2 10" 

Numbor of Jottors In mossago. 

Chart 5 • Curves marking the lower and upper limits of 
the theoretical amount of deviation from the number of low­
frequency consonants theoretically expecte~ in messages of 
various lengths. (See subpar. 25~.) 

1. Finally, it should be mentionea that there are certain k1P4s of 
cryptograms whose class cannot be determined by the method set forth tD 
subparagraph d above • These exceptions w1ll be discussed in a subsequent 
section of this text.l2 

12 Section X. 
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26. Determinine; whether a substitution cipher is monoalphabetic or 
~m.onoalphabetic.--!. It will be remembered that a monoalphabetic 
substitution cipher is one in which a single Ci}lher alphabet is employed. 
throughout the whole message; that is 1 a given plaintext letter is in­
variably represented throughout the message by one and the same letter in 
the cipher text. On the other hand, a polyalphe.betic substitution cipher 
is one in which two or more cipher alphabets are employed within the same 
message; that is, a given plaintext letter may be represented by two or 
more different letters in the cipher text, according to some rule govern­
ing the selection of the equivalent to be used in each case. From this 
it follows that a single cipher letter may represent two or more different 
plaintext letters. A similar situation prevails in the case of multi­
literal substitution, in which a particular cipher letter may constitute 
a part of•the equivalents for &~veral plaintext letters, giving rise to 
phenomena resembling those of polyalPhabeticity. 

b. It is easy to see why and how the appearance of the uniliterS.l 
frequency distribution for a substitution cipher may be used to determine 
whether the cr;yptogram is monoalphabetic or non-monoalphabetic in char­
acter. The normal distribution presents marked crests and troughs by 
virtue of two circumstances. First, the elementary sounds which the 
s)'mbols represent are used with greatly varying frequencies, it being one 
of the striking characteristics of every alphabetic language that its 
elementary sounds are used with greatly varying frequencies .13 In the 
second place, except for orthographic aberrations peculiar to certain 
languages (conspicuously, English and French), each such sound is rep­
resented by the aame symbol. It follows, therefore, lib.e.t since ill a 
m.onoalphabetic substitution cipher each different pla1ntext letter 
(:elementary sound.) is represented. by one and only one cipher letter 
(:elementary symbol), the uniliteral frequency distribution for_such a 
cipher message must also exhibit the irregular crest-and-trough appearance 

' of the normal distribution, but with this important modification·-!!!! 
absolute ~ositions of the crests and troughs will not be the same as in 
the normal. That is 1 the letters accompanying the crests and the troughs 
in the distribution for the cryptogram will be different from those accom­
panying the crests and the troughs in the normal distribution. But the 
marked irregularity or "roughness" of' the distribution,. that is, the 
presence of accentuated crests and troughs, is in itself an indication 
that each symbol or cipher letter always represents the same plaintext 
letter in that cry,ptogram. Renee the general rule: A marked. crest-aDd• 
trougn appearance in the unilite~al frequency distribution for a given 
crmosram indicates that a single cipher alphabet is involved and 
constitutes one of the tests for a monoalphabetic substitution cipher. 

c. On the other hand, suppose that in a cr)'Ptogra.m each cipher 
letter represents several different plaintext letters • Some of them are 
of high frequency, others of low frequency. The net result of such a 

13 The student who is interested in this phase of the subject may find 
the following reference of value: Zipf G.K., Selected Studies of the 
Principle of Relative Frequency in Language, Cambridge, Mass., 1932. 
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situation, so far as the uniliteral frequency distribution tor th+, 
cr~ogram is concerned, is to prevent the appearance of any marked 
crests and troughs and to tend to reduce the elements of the distribution 
to a more or less common level. This imparts a "flattened out" a~ear­
ance to the distribution. For example, in a certain cr;yptogram of" 
polyalphabetic construction, Kc=Ep, Go, and Jp; Rc=Ap, Dp, and Bp!l 
Xc=Op, Lp, and Fp. The frequencies of Kc, Rc, and Xc will be app:f'ox­
imately equal because the summations of the frequencies of the se~ral 
plaintext letters each of these cipher l~tters represents at ditt?~nt · 
times will be about equal. If this same phenomenon were true of ~1 the 
letters of the cryptogram., it is clear that the frequencies of' th;. 26 
letters, when shown by means of the ordinary uniliteral. frequency dist­
ribution,· would show no striking differences and the distribution woUld 
have the flat appearance of a typical polyalpbabetic sUbstitution cipher. 
Hence, the general rule: The absence of marked crests and troupe in the 
uniliteral frequency distribution indicates that a 9omplex form of sub­
stitution is involved. The flattened-out appearance of' the distribution, 
then is one of the criteria for the re ection of a h othesis of' mono-
alphabettcl substitution. 

d. The foregoing test based upon the appearance of the f'requenc7 
distribution is only one of' several means of' determing whether a sub­
stitution cipher is monoalphabetic o.· non-monoalphabetic in co~osition. 
It can be employed in cases ;yielding frequency distributions from which 
definite conclusions can be drawn ~th more or less certe.inty by mere 
ocular examination. In those cases in which the frequency distributions 
contain insufficieDt data to permit drawing definite conclusions by such 
examination, certain statistical tests can be applied. One of' these 
tests, called the + (phi) test, warrants detailed treatment and is 
disc.ussed~n paragraph 27 below. 

e. At this point, however, one additiona~st will be given be­
causeof its simplicity of application. This , the A (lambda) or 
blank-expectation test, may be employed in testing messages up to 200 
letters in length, it being assumed that in messages of. greater length 
ocular examination of' the frequency distribution offers little or no 
Mf'ficulty. This test concerns the number of blanks in the frequency 
distribution, that is 1 the number of lette-s of the alphabet which are 
entirely absent from the message. It has been found from statistical 
studies that rather definite "laws'' govern the theoretically expected. 
number of blanks in normal plaintext messages alla.; in frequency distribu­
tions for cryptograms of different natures and of· various sizes. The 
results of certain of these studies have been embodied in Chart 6. 

f,. This chart contains two curves • The one
1 
labeled P applies to the 

average number of' blanks theoretically expected in f.re~ency distributions 
based upon normal plaintext messages of the ~.ndicatedl lengths • The other 
curve, labeled R, applies to the average number of blanks theoretically 
expected in frequency distributions based upon perfectly random assort­
ments of letters; that is, assortments such as would be found by rando'!n 

14 Cf., footnote 8 on page 40. 
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selection of letters out of a bat containing thousands of letters, all of 
the 26 letters of the alphabet being present in equal proportions, each 
letter being replaced after a record of its selection has been made. Such 
random assortments correspond to polyalphabetic cipher messages in which 
the number of cipher alphabets is so large that if uniliteral frequency 
dis~ribu~ions are made of the letters, the distributions are practically 
identical with those which are obtained by random selections of letters 
out of a hat • 

0 0 30 40 0 60 7 0 0 1010101020 

Number or letters In message. 

-- ----.--ciart -6. - Curves showing the averag~ nwdber ~f bi~s -­
theoretically expected in distributions for plain text (P} 
and for random text (R) for messages of various lengths • 
(See subp,.r. 26!.) 

J.• In using this chart, one finds the point of intersection of the 
vertical coordinate corresponding to the length of the message, vi th the 
horizontal coordinate corresponding to the observed n'Ulllber of blanks in 
the distribution for the message. If this point of intersection falls 
closer to curve P than it does to curve R, the number of blanks in the 
message approxtmates or corresponds more-closely to the number theoreti­
call;r expected in a plaintext message than it does to a random (ciphertext) 
message of the same length; therefore, this is evidence that the crypto-

• g.ram is monoalphabetic. Conversely, if this point of intersection falls 
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closer to curve R than to curve P 1 the number of blanks in the message ap-- - ·~ prox~tes or corresponds more closely to the number theoretically expected 
in a random text than it does to a plaintext message of the same l~ngthJ 
therefore, this is evidence that the cryptogram is non-monoalphabetic. 

27. The t (phi} test for determining monoal;phe.beticity.--!:· 11fhe 
student has seen in the preceding paragraph how it is possible to <leter­
mine by ocular examination whether or not a substitution cipher is 1 mono­
alphabetic. This tentative determination is based on the presence of a 
marked crest-and-trough appearance in the uniliteral frequency distribu­
tion, and also on the number of blanks in the distribution. Howevc;r, when 
the distribution contains a. small number of elements, ocular examination 
and evaluation becomes increasingly difficult and uncertain. In such 
cases, recourse maybe had to a mathematical test, known as the~ test, 
to determine the relative monoalphabeticity or non-monoalphabeticity of 
a distribution. 

b. Without going into the theory of probability at this time, or 
into the derivation of the formulas involved, let it suffice for the pre­
sent to state that with this test the "observed value of ~" (symbolized 
by cfl0 ) is coDI,Pared with the "expected value of ~ random" (~r) and the 
"expected value of ~ plain11 (~). The formulas are <flr=.0385N(N-l) a.nd1 
for English military text, ~:.o667N(N-l), where N is the total number of 
elements in the distribution.l5 The use of these formulas is best illus­
trated by an example. 

c. The following short cryptogram with its accoDI,Pa.nying uniliteral 
frequency distribution is at hand: 

QCYCH ADSKS YZZQE CYKYK QZYSK 

LSZAC 'l'KFCX LKLKC ESZMX KISZX 

- ~- = - - - j s - ::. i _ e ;! ~ N:50 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

15 The constant .0385 is the decimal equivalent oi' 1/26, i.e., the 
reciprocal of the number of elements in the alphabet. The constant .0667 
is the sum of the squares of the probabilities of occurrence of the indi­
vidual letters in English plain text. These constants are treated in 
detail in Military Cryptanalysis, Part II. 
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4>0 is calculated by applying the formula f(f-1) to the frequency (f) of 
each letter and totaling the result; or, expressed in mathematical 
notation,l6 <llo=~f{:f'-1). Thus, 

:Er = 2 6 1 2 1 1 1 8 3 1 3 6 1 3 5 6 = 50 
ABCDEFGRIJKLMNQPQRSTUVWXYZ 

.€.f{f-J.):2 30020 00 5660 6 300 62030=188 

For this ~istribution, ~r= .0385N(N-l):.0385 x 50 x 49 : 94, and 
~: .0667N(N-l):.0667 X 50 X 49 : 163. 

Now since ~0 , 188, is in faet greater than <bp, we ha.ve a ma.thema.tica.l. 
corroboration of the hypothesis that the cryptogram is a monoalphabetic 
substitution cipher. If <Po were nearer to c!lr, then the assumption would 
be that the cryptogram is not a monoalphabetic cipher. If ~0 were just 
haJ.f way between +r and <jlp, then decision would have to be suspended, 
since no further statistical proof in the matter is possible with this 
particu1ar test.l7 

d. , Two :furlher examples may be illustrated: 
-i 

- = = _ s _ = N:25 
(1) A B c D E F G H I J K L M N 0 p Q R s T u v w X y z 

0 0 2 6122 0 l2 2 0 0 6 (f(f-1):42 

16 The more usual mathematical notation for expressing 4>0 would be 
z . 
~ f'i(f'i-1}, which is read as "the sum of all the terms for all integral 

"i=A . z 
values of' _f' from.! to! inclusive. In turn, % f'i(i'i·l) would be expanded 

. - "i:A ' 
as fA(f'A-1) + f'.B(f.s-1) +fc(fc-1}+ ••••• +.fz(fz-1). However, in the 
interest of simplicity the notation S. f(f-1) is employed; likewise, the 
notations ~r and ~ are employed in lieu of' the more usual E(cl>r) and E(~p). 

17 Another method of' determining the relative monoalphabeticity of a 
cryptogram is based upon comparing the index of coincidence (abbr. ~.) 
of' the cryptogram under examination with the theoretical I.e. of plain 
text. The I.e. of a message is defined as the ratio of clio to c{lrJ thus, 

in the exa.nq"Jle above, the I .c. is 1~2, which equa.ls 2. The theoretical 

I.e. of English plain text is 1.73, which is the decimal equivalent of 

.,,...~7, the ratio of the "plain constant" to the "random constant". The 
.u3 5 
I~C, of random t~xt is 1, i.e., .0385 • 

• 0385 
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_ _ _____ e ______ --~~N~5· 

(2) A B C D E F G H I J K L £4 N 0 P Q R 6 T U V W X Y Z 
·o o o 2 o o o 6 o o o 2 o o o o 2 6(f(f-1):18 

Since both distributions have 25 elements, then for both 

'r = .0385 x 25 x 24 = 21, and 

cl>p = .0667 X 25 X 24 : 4o. 

Hence distribution (1) is monoalphabetic, while (2) is not. 

e. The student must not assume that statistical tests in ceyptanal­
ysis 'Sre infallible or absolute in themse1vesl8; statistical approaches 
serve only' as a means to the end, in guiding the a.ne.lyst to the most 
probably f'ru.itful sources of attack. Since no one test in ceyptanal.ysis 
gives definite proof of a hypothesis (in fact, not even a battery of testa 
gives absolute proof), all applicable statistical means at the disposal 
of the cr;yptanalyst should be used; thus, in examination for monoalphabet­
icity, the+ test, A test, and even other testsl9 could profitably be 
employed. To illustrate this point, if the + test is taken on the 
distribution of the plaintext letters o~. the phrase 

• A QUICK BROWN FOX JUMPS OVER THE LAZY DOG 

- N-33 
AiCDEFGHIJKLMN~PQRSTUVWXYZ -
2 2 12 2 2 ~f(f-1)•20 

. +r = 41; ~ = 70 

it will be noticed that 4>0 is less than half of~' thus conclusively 
11proving11 that the letters of this phrase could not possibly constitute 
plain text nor a monosl.phabetic encipherment of plain text in 8DY' lan­
guage 1 The student should be able to understand the cause of this 
cryptologic curiosity. 

18 The following quotation from the Indian mathematician P. C. Maha.­
lanobis, concerning the fallibility of statistics, is particularly 
appropriate in this connection: "If statistical theory is right, predic­
tions must sometimes come out wrong; on the other hand, if predictions 
are always right 1 then the statistical theory must be wrong. 11·-Bankhyi;, 
Vol. 10., Part 3, p. 203. Calcutta, 1950. 

19 One of these 1 the chi-square test., will be treated in a subsequent 
text. 
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28. Determini whether a c:t her al habet is standard direct or 
reversed or mixed.--a.. Assuming tha.t the uniliteral frequency distri­
bution for a given cryptogrRm has been made, and that it shows clearly 
that the crJIPtogra.m is a substitution cipher and is monoaJ.phabetic in 
character 1 a consideration of the nature of standard cipher alphabets20 
almost makes it obvious how an inspection of the distribution will dis­
close whether the cipher alphabet involved is a standard cipher alphabet 
or a mixed cipher alphabet. If the crests and troughs of' the distribu­
tion occupy positions which correspond to the relative positions they 
occupy in the normal frequency distribution, then the cipher alphabet 

I 

is a standard cipher alphabet. If' this is not the case, then it is 
high17 probable that the cryptogram has been prepared by the use of a 
mixed cipher alphabet. A mechanical test ma7 be applied in doubtful 
cases arising from lack of materiaJ. available for stud7J just what this 
test involves, and an illustration of its application will be given in 
the next section, using specific examples. 

b. Of course, if it has been detem_ned that a standard cipher al­
phabet is involved in a particular instance, it goes without se.ying that 
at the same t:lme i'b must have been found whether the alphabet is a direct 
standard or reversed standard cipher alphabet. The difference between the 
distribution of a direct standard alphabet cipher and one of a reversed 
standard alphabet cipher is merely a matter of the direction in wnicli the 
sequence of crests and troughs progresses--to the right, as is done in 
normally reading or writing the alphabet (A B 0 ::': Z), or to the left 1 
that is, in the reversed direction (Z m o :B A). With e. direct sta.nda.rd 
cipher &lphabet tr..e direction j,n which the crests at!"- ~roughs of t:'L.e dis­
tributi<>.n progress is the normal direction, from left to right; with a 
reversed standard cipher alphabet this direction is reversed, from rigbt 
'bo left. 

20 See par. 12. 

'.' 
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SECTION V 

UNILITERAL SUBSTr.rtJTION WITH STANDARD CIPHER .ALPHABMS 

Paragraph 
Types of standard cipher alphabets•••••••••••••••••••••••••••••••••• 29 
Procedure in encipherment and decipherment by means of 

uniliteral substitution•••••••••••••••••••••••••••••••••••••••••• 30 
Principles of solution by construction and analysis of the 

uniliteral frequency distribution•••••••••••••••••••••••••••••••• 31 
Theoretical example of solution••••••••••••••••••••••••••••••••••••• 32 
Practical example of solution by the frequency method............... 33 
Solution by completing the plain-component sequence••••••••••••••••• 34 
Specia..t remarks on the method of solution by completing the 

plain-component sequence••••••••••••••••••••••••••••••••••••••••• 35 
Value of mechanical solution as a short cut••••••••••••••••••••••••• 36 
Basic ~eason for the low degree of cryptosecurity afforded by 

:monoalphabetic cr;yptogrems involving standard cipher el.phabets... 37 

29. T;ypes of standard cipher alphabets.--.!· Standard cipher 
al.phabets are of two types: 

(1) Direct standard, in which the cipher co~oneiit is the normal 
sequence but shi:f'ted to the right or left of its point of coincidence in 
the normal alphabet. Example: 

Plain: 
Cipher: 

.ABCDEFGHIJKIMNOPQRSTUVWXYZ 
QRSTtMlXYZABCDEFGHIJKLMNOP 

It is obvious that the cipher component can be applied to the plain 
component at any one of 26 points of coincidence, but since the alphabet 
that results from one of these applications coincides exactly with the 
normal alphabet 1 a series of o:hly 25 (direct standard) cipher alphabets 
results from the shif'ting of the cipher com,ponent. 

(2) Reversed standard, in which the cipher co~onent is also the 
normal sequence but runs in the opposite direction f.rom the no~. 
Example: 

Plain: 
Ciphers 

ABCDEFGHIJKLMNOPQ,RSTUVWXYZ 
QPONMLKJIHGFEDCBAZ'Y.XWVUTSR 

Here the cipher component can be applied to the plain C()Bq)Ollent at any 
·of 26 points of coincidence, each yielding a different cipher atpllabet. 
There is in this case, therefore, a series of 26 (reversed standard) 
cipher alphabets. 
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b. It is often convenient to refer to or designate one of a. series 
of cipher alphabets without ambiguity or circumlocution. The usual me­
thod is to indicate the particular alphabet to which reference •is ma.de by 
citing a pair of equivalents in tha.t alphabe·l;, such as, in the example 
above, Ap=Qc• The ~.l for the cipher alphabet just referred to, as 
well as that preceding it, is Ap:Qc, and it is said that the kezlette,r 
for the cipher alphabet is Qc • 

.£• The cipher alphabet in subpar. _!:!:(2) 1 above, is also a. reci;groca.l 
a.lJi!hab~; that is, the cipher alphabet c.olltains 13 distinct pairs of equiv­
alents which are reversible. For example, in the alphabet referred to, 
Ap=Qc and Qp=Ac; Bp::Pc .!!!12: Pp::Bc, etc. The reciprocity exists through-
out the aJ.pha.bet and is a result of' the :method by which it was formed. 
(Reciprocal alphabets may be produced by juxtaposing anz wo co:nwonents 
which are identical but progress in opposite directions:) 

30. Procedure in encipherment and decipherment by means of uni­
litera.l substitution.--a. When a message is enciphered by means of' 
unilitera.l substitution; or sisgle substitution (as it is often called) 1 
the individuaJ. letters of the message text are replaced by the single­
letter equivalents taken from the cipher alphabet selected by prearrange­
ment • Example: 

Message z EIGmEEN PRISONERS CAPI'URFI) 

Enciphering alphabet: Direct standard, Ap=Tc 
I 

Plain: .ABCDEFGHIJKLMNOPQRSTtM·lXY~ 
Cipher: TUVWXYZABCDEFGHIJKLMNOPQRS 

Letter-for-letter encipherment: 

EIDlf.I!EEN PRISONli:RS CAPrUBED 
XBZAMXXG IK:BLIIGXKL VTn~JNKXW 

The cipher text is then regrouped, for transmission, into groups of five. 

Cryptogram: 

XBZAM XXGIK BLHGX KLVTI MNKXW 

b. The procedure in decipherment is merely the reverse of' that in 
encipherment. The cipher alphabet selected by prearrangement is set up 
with the cipher component arranged in the normal sequence and placed above 
the plain component for ease in deciphering. The letters of the crypto­
gram are then replaced by their :plaintext equivalents, as shown below. 

Cipher: ABCDEFGHIJKLHNOPQRSTUVWXYZ 
Plain: HIJKLMNOPQRSTUVWXYZABCDEFG 

The message deciphers thus: 

Cipher: XBZAM XXGJK BL.lfGX KLVTI MNKXt~ 
Plain: EIG!fil EENPR IS ONE BSCAP TURED 

The deciphering clerk r~irites the text in word lengths: 

EIGBTEEN PRISONERS CAPl'UBED 
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c. In subpar. a., above, the c1.)'Ptosra.m was prepared in final form 
for transmission by dividing the cryptographic text into groups of five. 
This is generally the cas~ in military communications involving cipher 
syste1ns. It promotes acc··.!TO)!cy in telegraphic transmission since an opera­
tor lmows he must receive &. ~lefini te number of characters in each gr.oup, 
no more and no less. Also 1 :..·G · :r~ually makes solT~tion of the mesoa.ges by 
unauthorized persons 110re d:i.t'ficmlt because the length of the "WOrds, 
phrases, and sentencen of the plain text is hidden. If the last group of' 
the cipher text in subpar. 30a had not been a complete group of five 
letters, it might ha~ been completed by adding a. sufficient nu.niber of 
meaningless letters (called nulls). 

31. Principles of solution by construction and analysis of' the 
unilitera.l frequency distribution ... -!:• The analysis of monoalpha.betic 
cryptograms prepared by the use of standard cipher alphabets follows al­
most directly from a consideration of the ria.ture of such aJ.pha.bets. Since 
the cipher component of a standard cipher alphabet consists either of the 
normal sequence merely displaced 1, 2, 3, ••• intervals from the normal 
point of coincidence, or of the no1~ sequence proceeding in a reversed­
normal direction, it is obvious that the unilitere.l frequency distribution 
f'or a cryptogram prepared by means of such a. cipher alphabet employed 
monoalphabetica.llywill show crests and troughs whose relative positions 
and frequencies will be exactly the same a.s in the unUiteraJ. frequency 
distribution for the plain text of that cryptogram. The only thing that 
has happened is that the whole set of crests a.nd troughs of the distribu­
tion has been displaced to the right or left of the position it occupies 
in the distribution for the plain text; or else the successive elements of 
the whole set progress in'the opposite direction •• Hence; it follows that·. 
the correct determination of the plaintext value of the cipher ~etter 
marking any crest or trough of the uniliteral frequency distribution, 
coupled with the correct determination of the relative direction in Which 
the plain component sequence progresses, will result a.t one stroke in the 
correct determination of the plaintext values of' all ·the remaining 25 
~etters respectively marking the other crests an~oughs in that dis­
tribution. The problem thus resolves itself into a matter of' selecting 
that point of' attack 1rhich 1rill most quickly or most easily lead to the 
determination of the value of' one cipher letter. The single word 
identification will hereafter ~used for the phrase "determination of 
the value of a cipher letter"; to identify a cipher letter is to find 
its plaintext value. 

b. It is obvious tl:.at the easiest point of atta.clt is to assume that 
the letter marking the crest of' greatest frequency in the frequency 
distribution for the cryptogram represents Ep. Proceeding from this 
initial point, the identifications of the remainill8 cipher letters marking 
the other crests and trouc;hs are tentatively made on the bas is that the 
letters of the cipher component proceed in accordance with ·the normal 
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alphabetic sequence, either direct or reversed. If the actual frequency 
of each letter tnarking a crest or a trough approximates to a fatl•ly close 
degree the normal or ·hheoretica.l frequency of the assumed plaintext 
equivalent, then the initial identification 9c::Ep may be assumed to be 
correct and therefore the derived identifications of the other cipher 
letters also :may be assumed to be correct .1 If the original star·liing 
point for assignment of plaintext values is not correct, or if the direc­
tion of "reading" the successive crests and troughs of the distribution 
is not correct, then the frequencies of the other 25 cipher letters will 
not correspond to or even approximate the normal or theoretical frequencies 
of their hypothetical plaintext equivalents.on the basis of the initial 
identification. A new initial point, that :ts, a different cipher equiv .. 
alent, must then be selected to represent Ep; or else the direction of 
"reading" the crests and trougM must be reversed. This procedure, that 
is, the attempt to make the actual frequency relations exhibited by the 
uniliteral frequency distribution for a given crypto,;ram conform to the 
theoretical frequency relations of the normal frequency distribution in an 
effort to solve the cryptog't'am_, is referred to technically. as 11 fit·ting the 
actual unil.iteral frequency distribution for a cryptogram to tl1e theoret­
ical uniliteral frequency distribution for normal plain ·text", or, more 
brief'J.y1 as 11f'itt the i'reauenc distribution for the crzytogra.m. ·to the 
normal f?:equency distribution , or, st ll more briefly1 '!,i;t;tin$i the dis­
tribution to the norma.l. 11 In statistical work the expression commo:nJ.y 
employed in connection with this process of fitting an acttuLl distribu­
tion to a theoretical one is "testing the goodness of f'it." The goodness 
of' f'it may be stated in variou.c:~ wa;vs 1 mathematical :l.n chorac·lier.2 

c. In fitting the e.ctue.l distribution to the normol.1 it is neces­
sary to regard the cipher component (that is 1 the l.e·tters A • • • Z marking 
the successive crests and troughs of the distribution) as po.rtaking of 
the nature of a c:l.r-cl.e, that is, a sequence closing in upon itself, so that 
no matter lrith what crest or trough one starts, the spatial end frequency 
relations of' the crests and troughs are const,..nt. This ma.tlller of' regard­
ing the cipher co:m;ponent as being cyclic in nature is valid because it 
is obvious tha.t the relative positions e.nd f::eg,uzncies of th~_crcsts ant' .. 
troughs of' an;y: unU~tera;J- frequency distribution llltl;St relllaill the s~ 
regardless of 'tqohat J.etter is eJlU)loyed as the ini'fE.o.l ;ROint of the clist\·i­
bution. Fig. 5 gives a cl.ea.r picture of what is meant in this connect­
ion, as applied to the normal frequency distribution. 

l The Greek letter e {theta) is used to represent a character or 
J.ctter without indicating its identity. Thus, instead o:f' the circum­
locution 11 a:n.y letter of' the plain text11 

1 the s~bol 8p is used; and for 
the expression 11any letter of the cipher text11

1 the sYmbol ec is used. 
2 One of these tests for expressing the goodness of fit, the " (chi) 

test, will be treated in Mil.itary Crypta.nal;yBis, Part II. 
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Figure 5. 

d. In the third sentence of subparagraph b 1 the phrase 11 assumed to 
be correct" was advisedly em;ployed in descr:tbi.ni the results of the a.t­
t~ to fit the distribution to the normal, because the final test of 
the goodness of fit in this connection (that is, of the correctness of 
the assignment of values to the crests end troughs of the distribution) 
is whether the consistent substitution of the pJ.ain:l:iext; vaJ.ues of the ci­
pher characters in the cryptogram will yield intelligible plain text. If 
this is not the case, then no matter how close the approxfmation between 
actual and theoretical frequencies is 1 no matter how well the actueJ.. fre­
quency distribution fits the normal, the only possible inferences are 
that (1) either the closeness of the fit is a pure coincidence in this 
case and that another equa.lly good fit may be obtained from the same data., 
or else (2) the cryptogram involves something more than sinu>le monoeJ.pha­
betic substitution by means of a single sta.nda;t>d cipher alphabet. For 
example, suppose a transposition has been aDPlied in addition to the 
substitution. Then, although an excellent correspondence between the 
uniliteral frequency distribution and the normal fre~ency distribution 
has been obtained, the substitution of the cipher letters by their assumed 
equivalents will still not yield plain text. However, aside from such 
cases of double encipherment 1 instances in which the unilitoral frequency 
distribution may be easily fitted to the normal. frequency distribution 
end in which at the same time an attempted simple substitution fails to 
yieJ.d intelligible text are rare. It may be said that, in practical 
operations whenever the uniJ.iteral frequency distribution can be made to 
fi-t 'the normal frequency distribution, substitution of values will resuJ.t 
in solution; a.na., as a corollary, whenever the uniliteral frequency 
distribution cannot be made to fit the normal frequency distribution, 
the crypi;ogram does not represent a. case of s~le 1 monoalphabetic 
substitution by means of a standard alphabet. 
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32. Theoretical e~le of solution.--,!• The foregoing principles 
will become clearer by noting the encryption and solution of a theoretical 
exD.DU>le. The following message is to be encrypted. 

HOSTILE FORCE ESTJMATED AT ONE REGIMENT mFANTRY AND ~TO PLATOONS 
CAVALRY MOVING SOmH ON QUINNIMOM PIKE STOP HEAD OF COLUMN NEARD\fG ROAD 
JUNCTION SEVEN THREE SEVEN COMMA EAST OF GREENACRE SCHOOL FmED UPON BY 
OUR P.ATROIS STOP HAVE DEBTROlED BRIDGE OVER IIIDIAN CBEEK. 

b. First, solely for purposes of demonstrating certain principles, 
the uniliteral frequency distribution for this plaintext message is 
presented in Figure 6. 

:::: 
~ :::::~ - ~ ~~ - ::::: 

~ ~ ~ ~~ ~~~ 
~ ::::~~ -~ -:::::~~- ~~~-­
~:::::~~~~~~~-:::::~~~~~-~~~~~- ~ 
ABCDEFGHIJKLMN'OPQRSTUVWXYZ 

Figure 6. 

a. Now let the foregoing mess aBe be encrypted monoalphabetically by 
the fullowing standard cipher alphabet, yielding the cryptogram shO'~m 
below and the frequency distribution shoun in Figure 7. 

Plain--- -ABCDEFGRIJKLMNOPQRSTUVWXYZ 
Cipher - - - G H I J K L 1·1 N 0 P Q R S T U V W' X Y Z A B C DE F 

Plain - .. - HOST! LEFOR CEEST !MATE DATON EREGI MElJTI NFANT RYAND 
Cipher - - NUYZO RKLUX IKKYZ OSGZK J"GZUT KXKlv10 SKTZO TLGTZ XEGTJ 

Plain .. .. - TWOPL .ATOON SCAVA LRYMO VINGS OUTHO NQUDV NJl-10N TPIKE 
Cipher ... .. ZCUVR Gztror YIGBG RXESU BC1rJ.lY UAZl'ID TVTAOT TOSUT ZVOQJ.t 

Plain .. - - STOPH EADOF COLUM NNE.!\R IIifGRO ADJUN CTIOU SEVEN THREE 
Cipher .. .. IZUVN KGJUL IURAB TJ:IKGX O'DOOJ GJP.AT IZO"UT IKBKT ~OCKK 

~ 

Plain .. - - SEVEii COMMA EASTO FrGREE UACRE SCHOO I.Jl'IRE DUPOlq DYOUR 
Cipher ... - YKBKT IUSSG KGYW LMXlQ{ TGIXK YINUU RLOXK JAVUT llli"'Ul\X 

Plain ...... PATRO ISSTO PI-lAVE D1!lSTR OYEDB RIDGE OVER! NDIAN CREEK 
Cipher - .. VGZXU' RYYZU VNGBK JKYZX UEKJli XOJl-iK UBIOCO TJOGT IXKKQ 

NUYZO 
SKTZO 
RXESU 
YZUVN 
IZOUT 
LMXKK 
VGZXU 
UBKXO 

RKLUX 
TLGTZ 
BOTMY 
KGJUL 
YKBKT 
TGIXK 
RYYZU 
TJOGT 

RSB'fRfCf'Ef) 

Cryptogro.m 

IKKYZ 
XEGTJ 
UAZNU 
IURAS 
ZNXKK 
YII~UU 
VNGBK 
IXKKQ 

OSGZK 
~CUVR 

TWAOT 
TTKGX 
YKBKT 
RLOXK 
JKYZX 

60 

JGZUT 
GZUUT 
TOSUT 
OTMXU 
IUS S G 
JAVUT 
UEKJH 

KXKNO 
YIG:BG 
ZVOQK 
GJPArr 
KGYZU 
UEUAX 
XOJUK 
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:::: 
iS ::::::~ 
iS ~~ - :::::: 

~ ~ ~ ~~ ~~~ 
-- iS ~~~ -~ -~~~- ~~~ 
~~- ~ ~::::::~~~~~~~-::::::~~~~~-~~~ 
ABCDEFGHIJK LMNOPQRS TUVWXYZ 

Figtire 7 .. 

d. Let the student now compare Figs. 6 a.nd 71 which have been su .. · 
perinij)osed in FiB• 8 for convenience in examination. Crests and troughs 
are present ill both distributions; moreover the:f.r relative positions and 
i'requencies have not been changed in the slightest particular. Only the 
absolute position of the sequence as a whole hes been displaced six 
places to the risht in Fig. 71 as compared with the absolute position of 
the sequence in Fig .. 6 • 

• 

e. If the two distributions are compared in detail the student will 
clearly understand how easy the solution of the cryptogram would be to one 
who knew nothing about hpw it was prepared. For example, the frequency of 
the highest crest, representing Ep in Fig. 6 is 28; a.t an ;Lnterval of four 
letters before Ep there is another crest representing Ap with frequency 
16. Between A and E there is a trough, representing the medium-frequency 
letters B, c, D. On the other side of E, at an interval. of four letters, 
comes another crest, representing I with frequency 14. Between E and I 

• there is another trough, representing the medi'Ulll-frequency letters F 1 G, H. 
Compare these crests and troughs vr.ith their homologous crests and troughs 
in Fig. 7. In the latter, the letter K marks the highest crest in the 
distribution with a frequency of 28; four letters before K there is an­
other crest, frequency 16, and four letters on the other side of K there 
is another crest, frequency 14. Troughs corresponding to B, C, D and F, 
G, H are seen a.t H, I, J and L, M1 N in Fig .. 7. In fact, the two dis­
tributions may be made to coincide exactly 1 by shifting the frequency 
distribution for the cryptogram six places to the left with respect to 
the distribution for the equivalent plaintext message, as shmm herewith. 
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::: 
;:! iS ::::iS a- iS ~iS _ :::: 
2~ ~ ~ ~~ ~::::~ 
~~ ~~~ -~ -::::~~- ~~~-­
~::::iS~~~~~~-::::~~~~~-~~~~~- ~ 
GHIJKLMNOPQRSTUVWXYZABCDEF 

Figure 9. 

f. Let us suppose now that nothing is lmown aboU"t the process ·of' 
encryption, and that only the cryptogram and its uniliteral. frequency 
distribution is at hand. It is clear that simply bearing in mind the 
spatial relations of' the crests and trot~hs in ~ normal frequency dis­
tribution 'trould enable the cryptanalyst to fit the distribu·t;ion to the 
normal in this case. He 1-roul.d naturally first assume that Kc::Ep1 from. 
which it would follow that if a. direct standard alphabet is involved, 
Lc=Fp1Mc::Gp1 and so on, yielding. the following (tentative) deciphering 
alphabet: 

Cipher - - .. A l3 C D E F G H I J K L M N 0 P Q R S T U V l-1 X Y Z 
Plain - - - U V W X Y Z A B C D~.E F G H I J K L M N 0 P Q R S T . . 

I I ~ I s.. Now comes the f:tnsJ. tes1H tr these assumed values are substi-
tuted in the cipher text 1 the plain text. immediately appears. Thus: 

N U Y Z 0 R KLUX I K K Y Z 0 S G Z K J G Z U T etc. 
H 0 S T I L E F 0 R C E E S T I MATE D AT 0 N etc. 

h. It should be clear, therefol·e, \.hat the initial selection of 
Gc as-the specific key (that is, to repre~ent Ap) in the process of 
encryption has absolutely no effect uron the relative spatial and 
frequency relations of the crests and trouBhs of the frequency distri­
bution for the cryptogram. If Qc had been selected to represent Ap1 
these relations would still remain the same, the 'tvhole series of crests 
and troughs being 1uerely displaced further to the right of the positions 
they occupy lvhen Gc=Ap. 

33. Practical example of solution by the freauenc method.--
a.. The case of direct standard all;)habe b ciphers.-- 1 The following 
cryp·l:;ogram is to be solved by applying the foregoing principles: 

NWNVH CAXXY BJCCJ LTRWP XDAYX BRCRX 
• 

WBNJB CXOWN FCXWB CXYYN CNABL XURWO 
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· (2) From the presence of so mar..J lm.r-frequency letters such as B, 
W, and X it is at once suspected that this is a. substitution cipher. But 
to illustrate the steps.that must be taken in difficult cases in order to 
be certain in this respect, a. uniliteral frequency distribution is con­
structed, and then reference is :-·"'.f'le to Charts 2 to 5 to note whether the 
actual numbers of vowels, high .. , lll.a ... u.l.-.• 1 end low-frequency consonants 
fall inside or outside the areas 5~lim:tted by the respective curves. 

--= 
=~~- - - = - ~=- = ---~~= ABCDEFGHIJKLMNOPQRSTUVWXYZ 

Figure 10 .!• 

-
Letters Frequency Position with respeot to areas 

delimited by curvea 

. 
Vowels (A E I 0 U Y>----·····--------------------------------------- 10 Outside, cho.rt 1. 
High-frequency Consonants (D 1-l R S T)----------------------- 12 Outside, chart 2. 
Medium~frequency Consonants (B C F G H L M P V W) ...•. 26 Outside, chart 3. 
Low-frequency Consonants 1(J K Q X Z) ----------------------- 12 Outside, chart 4. 

TotaL .••••••••• ----------------------------•------------------- 60 

(3) All four points fallins conu>letely out-side tlie areas del~ted by 
the curves applicable to these four classes of letters, the cryptogram is 
clearly a substitution cipher. 

(4) The appearance of the frequency distribution, with marked crests 
and troughs, indicates that the cryptogram is probably monoal.pha.betic. At 
this point the 4> test is applied to the distribution. The observed value 
of~ is found~o be 258, while the expected value of~ plain and~ random 
are calculate~ to be 236 and 136, respectively. The fact that the ob­
served value is not only closer to but greater than ~p is talmn as 
statistical evidence that the ceyptogram is monoalphabetic. Furthermore 1 
reference being made to Chart 6, the point of intersection of the message 
length (60 letters) and the number of blanks (8) falls directly on 
curve P; this is additional evidence that the message is probably mono­
alphabetic • 

( 5) The next step is to determine whether a standa;rd or a mixed 
cipher alphabet is involved. This is done by studying the positions and 
the sequence of crests and troughs in the frequency distribution, and 
trying to fit the distribution to the normal. 
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(6} The first assumption to oe made is that a direct standa.t"d cipher 
alphabet is involved. The highest crest in the distribution occurs over 
Xc• Let it be ass'Ul1led that Xc=Ep. Then Yc, Zc, Ac, •••• =Fp1 Gp, 
Hp, •••• , respectively; thus: 

-= 
=~~- - = - ~=- : ---~i5 

Cipher •••• A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Plain ••••• H I J K L M N 0 P Q R S T U V W X Y Z A B C D E F G 

Figure lOE• , 
It maybe seen quickly that the approximntion to the expected frequencies 
is very poor. There are too many occurrences of Jp, ~~ Up and Fp and 
too few occurrences of Np, On, Rp, Sp, Tp and Ap• Moreover, if a sUbsti­
tution is attempted on this 1Jasis, t:ne fOllowing is obtained for the first 
two cipher groups: 

Cipher ••••• N W NV H C A X X Y 
11Pla.in text"U D U C 0 J H E E F 

This is certainly not plain text and it seems clear that Xc is not ~~ if 
the hypothesis of' a. direct standard alphabet cipher is correct. A 
different assun:g;ftion will have to be made. 

(7) Suppose Cc=Ep. Going through the same steps as before, again 
no satisfactory results are obta.ined. Further trials3 are made aJ.ong the 
same lines, until the ass~tio~ Nc:Ep is tested: 

-= 
=~~- - = ~=- = ---~g= 

Cipher •• • .A B C D E F G R I J K L M N 0 P Q R S T U V W X Y Z 
Plain. • • •• R S T U V W X Y Z A B C D E F G R I J K L M N 0 P Q 

Figure 102,. 

(8) The fit in this case is quite good; possibly there are too few 
occurrences of Ap, Dr,, and Rp• 'But the final test :a.•emains: trial. or the 
substitution alphabet on the cryptogram itself. This is done and the 
results are as follows: 

C: NWNVH CAXXY B J c ·c J LTRWP XDAYX BRCRX 
PI ENE!·IY TROOP SAT I' A CKING OUR PO SIT I 0 
C: WBNJB CXOWN FCXWB CXYYN CNABL XURl-10 
P: NSEAS TOFNE WTONS TOPPE TERSC 0 LIN F 
EIIDI.r,{ TROOPS ATTACKn'lG OUR POSITIONS El\ST OF NEWTON • Pm'ERS COL TiiF • 

3 It is unnecessary, of course, to ~rrite out al.l the al!>ho.bets and 
pseudo-decipherments, as shown above, when testing assumptions. This is 
usunlly done mentaJ.ly. 
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(9) I-b io o.llmys o.dviGabla to note the specific key.. In this case 
the corrcspol'l<1.encc bet'\rccn any plo.inteJo.."t letter and its cipher eqllivo.lcnt 
vrill indico;tc the l..:cy. AlthoUBh other conven-tions oxe possible, end 
equally vo.lid, it is usu.a.l., however,. to indicate the key by notinc; tb.e 
cipher equivo.lcnt or Ap• In this case Ap=Jc• 

b. The ca.se or reversed sto:ndard a.l.;£b<l.bet ciphcrs.-... (1) Let the 
follovring 'cr;yptogrm11 ond its frequency distl~ibution be studied.. 

FWFXL 
WRFJR 

QSVVU 
QVEWF 

RJQQJ 
~~QVW_!3-

HZBWD 
QVUUF 

VPSUV· 
QFSRH 

RBQ:BV 
VYBlfE 

(2) The preliminary steps illus·trated above, under sUbpar. a. (1) 
to (4) inclusive, in connection lTith the test for class and monoalphabet­
icity, will here be omitted, since they are exactly the sani.e in nature. 
The result is ·that the cryptog.J.~s.nl is obviously a substitution cipher and 
is monoalphabetic .. 

(3) Assuming that it is n~t ltnmm whether a direct or a reversed 
standard alphabet is involved, attempts arc at once ma® to i'it the fre­
quency distribution to the normnl direct sequence. Ii' the student vill 
try them he will soon find out that these are unsuccessf'ul.. All this 
takes but a few minutes. 

(4) The next logical assumption is n~r made, viz., that t.a."le cipher 
alphabet is e. reversed. standard alphabet. lvhen on this bas is F c is 
assumed to be Ep, the distribution con reo.d:ily be fit·tcd to the normal, 
practically every crest and trough in the actual distribution col-respond­
ing to a crest or trough in the expected distribution. 

~ -=~ - - - _ii: =~i~-­
Cipher •••• A B C D E F G H I J K L M N 0 P Q R S T U V v1 X Y Z 
Plain ••••• J I H G F E D C B A Z Y X W V U T S R Q P 0 N M L K 

Figure lOE:• 

{5) l-lhen the substitution is made in the cryptoe;ram, tile following 
is obtained .. 

Cryptogram ••• F W F X L Q S V V U R J Q Q J 
Plain text ••• E N E MY T R 0 0 P S AT T A 

(6) The plaintext message is identical with that in subpar. a. The 
specific key in this case is aJ.so Ap=Jc. ir the student '17ill comi?are the 
frequency distributions in the two cases, he ~d.ll note that the relo.ti ve 
positions and extents of the crests and troll6bS are idcnticr.o~; they 
merely progress in opposite directions. 
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c. General note on solution by the frequency method ...... In ac·tua.l. 
practice, the procedure of subpars • a and b are given a more rapid treat­
ment than tho.t just described, the practical treatment beill8 based, not 
on the initial finding of some single crest or trough, but rather on loca.t­
iUB the mol .. e readily-discernible clusters o.f' cres·l;s which usua.l.J.y appear 
in n distribution.z..._!uch as the distinctive crest-patterns representing 
"A ••• E ••• I" and "RST". These crest-patterns are searched for, with a 
quick scanning oi' the distribution, and then the relative placement with 
respect to each other is tested to see if' it conf'orm.'3 to ·iiha expectation 
for a direct standard cipher alphabet, and, if' not, then i'or a reversed 
standard cipher alphabet. During thin latter step, which consi"S't'EJor­
little more than counting in one direc·t.ion and then (vrhcn 11ecessa.ry) in 
the other, the blank (or nearly-blank) expectation oi' 11illC11 foll01ved by 
the characteristic curve for "LHHOP" and the blank "Q" are considered, 
as a means of either substantiating or invalidating the origina.l 
11 identii'ication11 of the crests. 

3l~. Soluiiion by completing the plain-coiiii!onent sequence.--
a.. The case o:r direct stando.rd alphaba·b ciphers.-- ( 1) The foregoing 
me·l:;hod of' anfl.lysis, involving as it does the cons·trur+.ion of a ~!literal 
frequency distribution, 1rra.s termed a solution by the frequency method 
because it involves the construction of' a frequehcy distribttliion and its 
study. There is 1 however 1 another method which is much ~ore ro.pid1 a.lmost 
wholly mechanical, and r7hich1 moreover, does not necessitate the con­
struction or study o:r any frequency distribution 11hatever. An under­
standing of' the method follmrs from a consideration of the method of 
encipherment of' a message by the usc of' a single1 direct sta.nd.a.rd cipher 
alphabet. 

(2) Note the i'ollmring encipherreent: 

Message----- TWO CRUISERS SUNK 

Enciphe~ing Alphabet 

Plain----- A B C D E F G H I J I} L M .U 0 P Q R S T U V ,.1 X Y Z 
Cipher---- G H I J K L ~1 N 0 P Q R S T U V \1 X Y Z A B C D E F 

Enciphel"lil~nt 

Plain text----- T l.f 0 
Cryptogram----- Z C U 

CRUISERS 
IXAOYKXY 

Cryptoc;re.m 

ZCUIX AOYKX YYATQ 

SUITK 
YATQ 

(3) The enciphering alphabet sho~m c})ove represents a c:-.::ie ;;!~,:rein 
the sequence of l~;,tcrs of' both component::! oi' the cipher al:p~2:i~et, is the 
normal sequence, 't·Ti th the sequence fer-ill~ "'I i:l1e cipher cofo1::?onent: r.:erely 
shifted si;~ pla.ces to the left (or 20 pr.::;H,icr:s to the riGht) o:r tl.e -
position it occupies in the nor:me.1. al:Pl:::>.bet. I-t', t:c-:::;.•efcl c, tuo r;trip3 
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of' pn.pcr bero.·inc; the letters of the norm'J.l sequ0nce, cquaJ..ly spa.ccd, o.re 
re~ro:detl. o.o the t~ro coxnponcn:-bs oi' the cipher o.lpho.bet and are juxtaposed 
at aJ.l. o.r the 25 possible poin:ts of coincidence, it is obvious that one 
of these 25 juxta.poaitlons ~ correspond to the

1 
actual ju.z:tc.posit:l.on 

shovm in the enciphering al.pho.llc,.~ ;iirectly above.~ It is equally obvious 
that ii' a r,ccord were kept of the rc..:.. ;J. ts obtained by applying the values 
given at each j'lUd;aposition to the letters of the cryptogram, one of these 
results -v,-ould yield the plain text of the cryptogram. 

(4) Let the 1rorlt be system.a.tized and the results set down in an 
orderly manner for examination. It is obviously unnecessary to juxtapose 
the t"'Wo com;ponczrbs so that A0 =Ar,, for on the assun:g;rbion of a direct stan­
dard alphabet, juxtaposing tvTO '6.irect normal com;ponents at their normal 
point of coincidence merely yields ,plain text. The next possible juxta­
position, therefore, is Ac=Bp• Let the juxtaposition of the two ·Sliding 
strips therefore be Ac=Bp, as shmm here: 

. 
Plain------------ ABCDEFGHIJKLMNOPQRSTUVWXYZ 
Cipher----------- ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJK~~OPQRS~ncr.z 

The values given by this juxtaposition are substituted for the letters 
of the cryptogram and the following results are obtained. 

Crypto~am---R·-~----- Z C U I X A 0 Y K X Y Y A T Q 
1st Test--11Pla.in text" A D V J Y B P Z L Y Z Z B U R 

This certainly is not intelligible text; obviously 1 the two components 
were not in the position indicated in this first test. The plain 
component is therefore slid one interval to the lef't1 malting Ac=Cp1 and 
a second test is made. Thus 

Plain------------ ABCDEFGHI~~mOPQRSTUVWXYZ 
Cipher----------- ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRS~ 

CrlPtogram------------ Z C U I X A 0 Y K X Y Y A T Q 
2d Test---11Plain text11 B E '\-1 K Z C Q AM Z A A C V S 

Neither does the second test result in disclosing any plain text. But, 
if the results of the two tests are studied a phenomenon that at first 
seems quite puzzling comes to light. Thus, suppose the results of the 
two tests are superimposed in this fashion. 

Cryptogram------------ Z C U I X 
1st Test.:-11Plain text" A D V J Y 
2d Test ... --"Plain text" B E W K Z 

AOYKX 
BPZLY 
CQAMZ 

YYATQ. 
ZZBUR 
AACVS 

4 One of the strips should bear the sequence repeated. This permits 
juxtaposing the two sequences at all 26 possible points of coincidence 
so as to ha.ve a complete cipher alphabet showing at all times. 

RES'flUC'f~D 



-·-

REF ID:A56895 
:RE8TR1C":F~D 

(5) Note what has ha:ppened. The net resuJ.t of the two experiments 
vas merely to continue the normal. sequence begun by the cipher letters at 
the heads of the colunms of letters • It is obvious that if the normaJ. 
sequence is completed in each column the results 'Will be exactly the same 
as thop.£jh the whole set of' 25 :possible tests had actualll_ been ierfol."llled. 
Let the columns therefore be completed, as shmm in Fig. 11. " 

ZCUIXAOYKXYYATQ 
ADVJYBPZLYZZBUR 
BEWKZCQA:MZAACVS 
CFXLADRBNABBDvTT 
DGYMBESCOBCCEXU 
EHZNCFTDPCDDFYV 
FIAODGUEQDEEGZl-1 

. GJBPEHVFREFFHAX 
HKCQFivTGSFGGIBY 
ILDRGJXHTGHHJCZ 
JMESHKYIUHIIKDA 
KNFTILZJVIJJLEB 
LOGUJMAKl-lJKKMFC 
MPHVKl~BLXKLLNGD 
NQI't-TLOCMYLMMOliE 
ORJXMPDNZMNNPIF 
PSKYI~QEOANOOQJG 
QTLZORFPBOPPRKH 
RUMAPSGQCPQQSLI 
SVNBQTHRDQRRTMJ 
~~~TOCRUISERSSUNK 
UXPDSVJ'.rFSTTVOL 
VYQETlfKUGTUUl·TPM 
WZRFUXLVHUVVXQN 
XAS GVY:t.fvT IVl-l'HYRO 
YBTRWZNXJ,i'XXZSP 

Figure 11. 

An exsmination of the successive horizontal lines of the diagram discloses 
one and only one line of plo.in teJ..'t, that marked by the asterisk and read­
ing T W 0 C R U I S E R S S U lr K. 

(6) Since each colUDJn in Fig. 11 is nothing but a normal sequence, 
it is obvious that instead of laboriously 'tTriting d.ovm these columns of 
letters every time a cryptosram is to be examined, it "1-rould be more con­
venient to prepv.re a set of strips each bearing ·the normal sequence 
doubled (to permit complete coincidence for an entire e.lphabet at e:ny set­
tinS) 1 and have them available for eY.E'l'Jini~ any future crYJ?tograms. In 
using such a set of sliding strips in order to solve a cr;ypto~ra"ll. pre:pared 
by means of a single direct standard cipher alph9.bet1 or to rr.nke a test to 
determine whether a cryptogram has been so prepared, it is only neceasnry 
to 11set ttp11 the letters of the cryptogram on the strips, the.t is, e.li~n 
them in a. single rm-1 across the strips (by sliding the individual strips 
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up or dO"'m). Th.c successive horizonto.l linos, called c;enern.tr:i.ccs (s:ln ... 
cruJ.a.:r, eaneratr:tx) 5, arc then exmnined in a seo.rch forintelligiblc teA."t .. 
If the cryrrfio&rliill real.ly bclonss to this sil11ple type of cipher, one of 
tlle acncra.trices will exhibit intelligible text all the vie.y a.cross; this 
text lfill pro.ctico.lly invariab:·.y ce, the plain text of the message. This 
method of' o.na.lysis rn:J.Y be tel'med r. • .io:·::.t·:on by comPleting the Jllai:f1:­
componcnt sequence. Sometimes it is referred to as 11runzd.ng d.oui.ltt the 
sequence. The pl•inciple upon which the me~hod is based const:i.tu:tes one 
of the cryptm.1alyst' s most va.l.uable tools. 

b. The case of reversed standard o.lphabets.--(1) The method describ­
ed under subpar. a may also be applied, in sli@l.tly modified form, in the 
case of a cr;yptogram enciphered by a single reversed standard alphabet. 
The basic principles are identical in the t1ro cases, a.s will no1v be dem.on .. 
strated. 

(2) Let two slidins; co1qponents be prepared as before, except tha:t in 
this case one of the components must be a reversed normal. sequence, the 
other, a direct normal sequence. 

(3) Let the two components be juxtaposed A to A, as shotm be~ow, 
and then ~et the resultant v&lues be substituted for the letters of the 
cr:yptogram. Thus: 

CRYPrOGRAM 

NKSEP MYOCP OOMTW 

Plain----------- ABCDEFGHIJKLMNOPQRSTtM1XYZ 
0 ipher---------- ZYXt-1VUJ:ISRQPONI11LKJniGFEDCB.AZYXt·1VliTSRQ.,POIIJl-1LKJIHGFEDCDA 

Cr~togram------------ N K S E P M Y 0 C P 0 0 M T W . 
1st Test--11Plain textn I'i Q I H L 0 C M Y L M M 0 H E 

{4) This does not yield inte~ligible text, and therefore the revers­
ed collij;)onent is slid one space :rorward and a seconc1 test is made. Thus: 

Plain-----··---- ABCDEFGHIJKI}aiOPQRSTtNVnr.rz 
Cipher---------- znylVUI'SRQ,"PO~ThJIKJmGFEDCBAZYXHVUTSRQ,POI'JJ:.rr.KJJliGF.EDCBA 

Cr~togram------------ N K S E u M Y 0 C P 0 0 ~ 
2d Test--- 11Pla.in text11 0 R J X 1-1. P D }T Z M U I-T P I F 

(5) Neither does the second.'tcst yield intelligible text. But let 
the results of the two tests be &uperim;posed. Thus: 

Cr;mtogram------------ N K S E P M Y 0 C P 0 0 :r.t T l·T 
1st Test--11Pla.in text11 N Q I ,.1 L 0 C M Y L l·I M 0 II E 
2d Test---"Plain text" 0 R J X l<l P D N Z l~ N }T P I F 

5 Pronounced: j~n"Err-a-trr' sez and j~n'er-a"tr~lts, respectively. 
6 A set of heavy paper strips, sui table for use in cor.\'!)leting the 

pl~in-component sequence, has been prepared for use as a training aid in 
connection with the courses in Military Cryptanalysis. 

~ 
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(6) It is seen that the letters :-'f the ••plain text" given by the 
second trial are merely the continuants of the normal sequences initiated 
by the letters of the "plain text" given by the first trial. If these 
sequences are "run down"--tha.t is, completed within the columns--the 
results must obviously be the same as though successive tests exactly 
similar to the first two were applied to the crnrtogram, us:lng one 
reversed normal and. one direct normal. coJ!i)onent. If' the cryptogram bas 
really been prepared by means of a single reversed ste.nda'rd alphabet 1 
one of the genere.trices of the diagram that results from com;pleting the 
sequences ~ yield intelligible text. 

(7) Let the di98l"am be made, or better yet, if the student has 
already at hand the set of sliding strips referred to in footnote 6 to 
page 69, let him "set up11 the letters given by the first trial. Fig. 12 
shows the diagram and indicates the plaintext generatriX. 

NKSEPMYOCPOOMTW 
NQIWLOCMYLMMOHE 
ORJXMPDNZMNNPIF 
PSKYNQEOANOOQJG 
QTLZORFPBOPPRKH 
RUMAPSGQCPQQSLI 
SVNBQTHRDQRRTMJ 

*TWOCRUISERSSUlfK 
UXPDSVJTFST'l!VOL 
VYQETWKUGTUUWPM 
WZRFUXLVHUVVXQN 
XASGV~YMWIVWWYRO 
YBTHWZNXJWXXZSP 
ZCUIXAOYKXYYATQ 
ADVJYBPZLYZZBUR 
BEWKZCQAMZAACVS 
CFXLADRBNABBDWT 
DGYMBESCOBCCEXU 
EHZNCFTDPCDDFYV 
FIAODGUEQDEEGZW 
GJBPEHVFREFFHAX 
HKCQFIWGSFGGIBY 
ILDRGJXHTGRHJOZ 
JMESHKYIUHIIKDA 
KNFTILZJVIJJLEB 
L 0 G U J M1A K W J K K M F C 
MPHVKNBLXKLLNGD 

Figure 12. 

(8) The only difference in procedure between this case and the 
preceding one (where the cipher a.ll'habet, ·.;as a. direct standard alphabet) 
is that the letters of' the cipher text a;t•':t f'irst 11deciphered11 by means 
of any reversed standard alphabet and then the columns a.re 11run dmm" ~ 
according to the normal A B C ••• Z sequence. For reasons which "'iill 
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become apparent very soon, the first step in this method is technically 
termed converting the ci~her letters into their plain-collq)oner~t equiva­
lents; the second step is the same as before, viz., com~leti~g tile plain­
component sequence. 

35. Special remarks on the method of solution by co~~eting the 
plain-component sequence.·-!• The terms employed to designate the steps 
in the solution set forth in par. 34b ( 8) 1 viz •, "convert:5,.ng the cipher 
letters into their plain-component equivalents" and "completing the plain­
conq>onent sequence" 1 accurately describe the process • Their meaning will 
become more clear as the student progresses with the work. It mD.Y be said 
that whenever the conu>onents of a cipher alphabet are known sequences, no 
matter how they are composed, the difficulty a.nd time required to solve 
any cr:yptogram. involving the use of those components is considerably re .. 
duced. In some cases this knowledge facilitates 1 and in other cases is 
the only thing that makes possible, the solution of a. very short cr;y;ptogram 
that mi&ht otherwise def;y; solution. Later on an exan:qlle will be given to 
illustrate what is meant in this regard. 

E.•, The student should take note, however, of two quaJ.ifying expres­
sions that were employed in a preceding parag:taph to describe the results 
of the application of the method. It was stated that "one of the gener­
atrices will exhibit intelligible text all the way across; this text will 
R,ractically invariably be the plain text. 11 Will there ever be a case in 
which more than one generatrix will yield intelligible text through its 
extent1 That obviously depends almost entirely on the number of letters 
that are aligned to form a generatrix. If a generatrix contains but a 
very few letters, only five, for example, it may happen as a result of 
pure chance that there will be two or more generatrices shovring what 
might be "intelligible text." Note in Fig. 11, for exa.nq>le, that there 
are several cases in which 3-letter -EL~d 4-letter English words (LAD, COB, 
MESH', MAPS, etc • ) appear on genera trices that are not correct 1 these 
words being formed by pure chance. But there is not a single case, in this 
diagram, of a 5-1etter or 1onger word appearing fortuitously, because 
obviously the longer the word the smaller the probability of its appear­
ance pure1y by chance; and the probability that two generatrices of 15 
1etters each will both yield intelligible text along their entire length 
is exceedingly remote, so remote, in fact, that in practical crypto1ogy 
such a case may be considered nonexistent. 7 . 

c. The student should observe that in reality there is no difference 
whatsoever in principle between the two methods presented in subpars. a 
and b of par. 3~. In the former the pre1iminary step of conver-ting the 
cipher letters into their plain-component equivalents is apparently not 
present but in reaJ.ity it is there. The reason for its apparent absence 
is that in that case the plain com;ponent of the cipher alphabet is ident­
ical in all respects ~rith the cipher c0l1l;ponent, so that the cipher letters 

7 A person ~rith patience and an inclina~ion to"'v~d_ th;e quriosities. of 
the science might construct a text of 15 or more 1etters which would yield 
two "intelligible" texts on the plain-com_ponent completion diagram. 
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require no conversion, or, rather, they are identical with the equivalents 
that would result if' they were converted on the basis Ac=Ap• In f'a.ct, if' 
the solution process bad been arbitrarily initiated by converting the ci­
pher letters into their plain-component equivalents at the setting Ac=Op, 
for exam,ple, and the cipher com,poncnt slid one interval to the right 
therea:rter, the results of the first and second tests of par. 34a woul.d 
~~~~= -

Cr~togram-~----------·-- Z CUI X A 0 Y K X Y Y AT Q 
ls Test--11Plain text11

--- N Q I vl L 0 C MY L M M 0 R E 
2d Test---"Pla.in text"--- 0 R J X M P D N Z M N N P I F 

Thus, the f'ore8oing diagram duplicates in every particular the diagram 
resulting :f'rom. the first two tests 'Under par. 31~b: a first line of' cipher 
letters, a. second line of' letters derived from :them but showing externally 
no re:.o~ .. ionship 'With the first line, and a. third line derived. immediately 
from tht. second line by continuing the direct normal sequence. '· Tb".:. ·;...:,int 
is brougbt to attention only for the purpose of showing that a si~··~J.e, 
'broad :princ:Lple is the bas is of' tbe gen~:fal method of solution by com;plet­
ing the plain-co:m;ponent se.quenae, and once the studt::lr~ :';las ~:"".:ts ,•-4.t'I!Il.y in 
mind he will have no difficulty wh~;.taoever in rceJ.izing whe~ :. ·~·:~,~ .:orinciple 
is applicable, what a powerful cryptanalytic tool it c&.n "be, ·an~ what 
results he may expect :f'rom its application in srecific instances. 

d. In the two foregoing exa.tr.q)les of the application of the prin .. 
ciple"; the components were normal sequences; but it sllould be clear to 
the student, if he has grasped what has been said in the preceding sub­
paragraph, that these coJlU)onents may be mixed sequences which, if known 
(that is, if' the sequence of letters comprising the sequences is known to 
the crY,Pta.nalyst) 1 can be bandJ.ed Just as readily as can components that 
are normal sequences. 

e. It is entirely immaterial at what points the plain and the cipher 
components are juxtaposed in the preliminary. step of converting the cipher 
letters into their plain-component equivalents. For example, in the case 
of the reversed a.lpha.bet cipher solved in par • 34}!, the two co~onents 
were arbitrarily juxtaposed to give the value A:p::Ac 1 but they might have 
been juxtaposed a.t any of the other 25 -possible points of coincidence 
without in any way affecting the finaJ. result, viz., the production or 
one plaintext generatrix in the c~pletion diagram. 

36. Value of mechanical solution as a. short cut.--a. It is evident 
that the very first step the studerrb should take in his-attempts to solve 
an unlmcnm cryptogram that is obviously a substitution cipher is to try 
the mechanical method of' solution by completing the lain-component se­
quence, using t e normal alphabet, first direct, then reversed. This 
takes oriiy a very f'e'r minu:bes and is conclusive in its resUlts. It saves 
the labor and trouble of' constructing a frequency distribution in case 
the cipher is of' this simple t;ype. Le.ter on it will be seen hm-r certain 
variations of this simple t;ype ma.y also be solved by the application of 
this tnethod. Thus, a very easy short cut to solution is afforded, which 
even the experienced cryptanalyst never overlooks in his first attack on 
on unlmcnm c iJ?her. 
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b. It is 1mportant now to note that if nei thcr of the t .... ro foregoing 
atteu~pts is succes.!£!fb. in bringin~ plain text to light o.nd tho cr~cram 
is qui tc obviousll monoo.lphabetic in character, the cr;'lPto:na1-yst _is wa:r­
ran1.~cd in asswning th,!tt the_ cryptogram involves a mixed cipher alphabet.,8 

37. Bf\sic reason for the low degree of.~,. ;y:ptosecurity afforded bz 
monoalpho.b,etic crlEtograms involving stand.a.rd cipher oJ.phabets .--The 
student has seen.that ·l:;he solution of monoalphabetic cr;yptograms involving 
standard cipher alphabets is a. very easy matter. T..,.ro methods of analysis 
were described, one involving the construction of a frequency distribu­
tion, the other not requiring this kind of tabulation, being aJ.most mech­
anicaJ. in nature end correspondingly' rapid. In the first of these two 
methods it was necessary to make a correct assumption as to the value of 
but one of the 26 letters of the cipher alphabet and ·l:;he values of the 
remaining 25 letters at once became known; in the second method it was not 
necessary to assume a value for even a single cipher letter. The student 
shouJ.d understand what constitutes the basis oi' this situation, viz., the 
fact that the two co:m;ponents of the cipher a.lphehet are com;posed'O'f known 
sequences. 'What if one or both of these co:m;ponents are, for the crypt­
anaJ:yst, unknown sequences? In other words, what difficulties will con­
front the cryptanalyst if the cipher component of the cipher alphabet is 
a mixed sequence? Will such an alphabet be solvable as a whole at one 
stroke, or will it be necessary tQ solve its values individually? Since 
the determination of the value of one cipher letter in this case gives no 
direct clues to the value of any other letter 1 it would seem that the 
solution of such a cipher should involve considerably more a.naJ.ysis and 
experiment than has the solution of either of' the two types of ciphers so 
far examined. The steps to be taken in the cryptanalysis of a mixed­
alphabet cipher will be discussed in the next section. 

8 There is but one other possibility1 already referred to under 
subpar. 3ld which involves the case where transposition and monoa1phabetic 
substitution processes have been applied in successive steps. This is 
unusual, however, and will be discussed in its proper place. 
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SECTION VI 

UNILITERAL SUBSTITUTION WITH MIXED CIPHER ALPHABETS 

_ _ Paragraph 
Literal keys and numerical keys••••••••••••••••••••••••••••••••••••• 38 
Types of mixed cipher alphabets••••••••••••••••••••••••••••••••••••• 39 
Additional remarks on cipher alphabets.............................. 40 
Preliminary steps in the analysis of a monoalphe.betic, mixed-

alphabet cryptogram•••••••••••••••••••••••••••••••••••••••••••••• 
Preparation of the work sheet•••••••••••••••••••••••••••••••••••••••­
Triliteral frequency distributions•••••••••••••••••••••••••••••••••• 
Classifying the cipher letters into vowels and consonants••••••••••• 
Further analysis of the letters representing vowels and consonants •• 
Substituting deduced values in the cryptogram••••••••••••••••••••••• 
Completing the solution••••••••••••••••••~•••••••••••••••••••••••••• 
General remarks on the foregoing solution••••••••••••••••••••••••••• 
The "probable-word" method; its val.ue and applicability ••••••••••••• 
Solution of ad.di tional cryptograms produced by the same ' 

. 
41 
42 
43 
44 
45 
46 
47 
48 
49 

components....................................................... 50 
Derivation of keywords••••••••••••••••••••••••••••••••••••••••••••• 51 

38. Literal keys and numerical ke~·--!:· As has been previously 
mentioned, most cry:ptosyatems involve the use of a specific key to con­
trol the steps followed in encrypting or decrypting a. specific message 
(see subpar. 9.!!_). Such a key may be in literal form or in numerical. form. 

b •. It is convenient to designate a. key which is composed of letters 
as a literal key. As already mentioned; a literai key may consist of a 
single letter, a. single word, a phrase, a sentence, a whole paragraph, or 
even a. book; and, of course, it may consist merely of a sequence of let­
ters chosen at random. 

c. Certain cryptosystems involve the use of' a ntmJ.erical key, which 
may consist of a relatively long sequence of numbers difficUlt or impos­
sible for the average cipher clerk to memorize. Several simple methods 
for deriving such sequences from words, phrases, or sentences have been 
devised, and a. numerical. key produced by any of' these methods is ca.J.l.ed a 
<1;erw~ved numerical. ke;y (as opposed to a key consisting of randomJ.y-selected 
numbers). One of the commonly-used methods consists of assigning numer­
ical values to the letters of a selected literal key in accordance with 
their relative positions in the ordinary alphabet, as exemplified in the 
following subparagraph. 
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2:• Let the prearranged ke;y: "!ord be the word LOGISTICS. Since C 1 
the penultimate letter o~ the keyword, appears in the normal alphabet 
be~ore any other letter o~ the keyword, it is assigned the number ls 

LOGISTICS 
l 

The next letter of the normal alphabet that occurs in the keyword is G, 
which is assigned ·the nmnber 2. The letter I, which occurs tWice in the 
keyword, is assigned the number 3 for its first occurrence and the num­
ber 4' for its second occurrence; and so on. The final result is: 

LOGISTICS 
5 6 2 3 7 9 4 1 8 

This method of assignina the numbers is very flexible and varies with 
dii'ferent uses to which numerical keys are put. It may 1 of course, be 
applied to phrases or to sentences, so that a very long nmnerical key, 
ordinarly illl;possible to remember, may be thus derived at will from a11 
easily-remembered key text. 

e. As f'ar as the crypto.nalyst is concerned, tl .. e derivation of' a 
• numerical key from a specific literal key is or interest to him because 

this knowledge may assist in subsequent solutions of cryptograms prepared 
accordins to the same basic system, or in identifying the source from 
which the literal key was selected - perhaps an ordinary book, a. magazine, 
etc. However, it should be ·Pointed out that in some instances the cr;yp·t­
analyst may be unaware that a literal key has in fact been used as the 
basis for deriving a numerical key. 

39. T;ypes of mixed cipher alJKhabets .--~· It will be recalled that 
in a mixed cipher alphabet the sequence of letters or characters in one 
or the components (usually the cipher component) does not correspond to 
the normal sequence. There are various methods of composing the. sequence 
of letters or elements oi' this mixed component, and those which are based 
upon a scheme that is systematic in its nature are very useful because 
they make possible the derivation oi' one or more mixed sequences from any 
easily-remembered word or phrase, and thus do not necessitate the carry­
ing o.f' m-itten memoranda. Alphabets involving a systematic method of 
mixing are called systematically-mixed cipher alphabets. 

/ . 
b. One oi' the s i:mplest ty:pes of systematicaJ.ly-mixed cipher alpha-

bets Is the ke:yword-mixed alphabet. The cipher component consists of a 
key1rord or phrase (with repeated letters, if present, omitted arter 

• 
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their first occurrence) 1, followed by the letters oi' the alphabet in 
their normal sequence (with letters already occurring in the key omitted 
oi' course) • Exalllple, with GOVERNMENT as the key word: -

J .- - ... 

Plain: ABCDEFGHIJKIMNQPQ,RSTUVWXYZ 
Cipher: GOVERNMI'ABCDFHIJKJ...PQS'UWXYZ -· -

£• It is possible to disarrange the sequence constituting the 
cipher component even more thoroughly by applying a s:lm;ple method of 
transposition to the keyword-mixed sequence. Two common methods are 
illustrated below, using the ltey word TELEPHONY. 

(1) Simple colunnlar transposition: 

TELPHONY 
ABCDFGIJ 
KMQRSUVW 
xz 

Mixed se~nce (formed by transcribing the successive columns from left 
to right): 

TAKXEBMZLCQPDRIIFSOGUNIVYJW 
(2) Numerically-ke;ted columna.r transposition: 

7-1-3-6-2-5-4-8 
TELPHONY 
ABCDFGIJ 
KMQRSUVW 
X Z 

Mixed sequence (formed by transcribing the columns 1n a sequence deter­
mined by the numerical key derived from the key word itself) 1 

EBMZBFSLCQNIVOGUPDRI!AKXYJW 

1 Mixed alphabets formed by includi1~ all repeated letters of the 
keyword or key phrase in the cipher co~onent were common in Edger 
Allan Poe's day but are impractical because ·bhey are a.nibiguous, making 
decipherment difficult; an example: 

Plain: ABCDEFGBIJ;KLMNOPQRSTUVWXYZ 
(a) Alphabet for enciphering.-- Cipher: NOWISTmiMEFORALLGOODMENT 

(b) Inverse form of (a), 
for deciphering.------~--

Cipher: ABCDEFGHIJKI.MNOPQRSTUVWXYZ 
Plain: -'P VBMSGD Q,KAB OEF C 

L J RWYN I 
X T Z 

u 
The average cipher clerk would have considerable difficulty in decrypting 

' a. cipher group such as TOOPJII, each letter of which has three or more 
equivalents, a.nd from which the plaintext fragments (N)J:l.llrH., •• Fr THI(S) 1 
IT THI ••• , etc. can be formed on deciphermEmt. 

·-· .... -- -
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d. The last two systematically-mixed sequer..ces are exal'lq)les of 
transposition-mixed se<JU:ences. Almost any method of' transposition ma.y- be 
used to produce such sequences. 

!• Another simple method of forming a mixed sequence is the~­
ma.tion method. In this metllod, letters in the normal a.J.phe.'bet1 or in a 
keyword-mixed sequence, are "counted off" according to any selected in­
terval. As each letter is decimated--that is, eliminated from the basic 
sequence by counting off--it is entered in a. separate list to form the 
new mixed sequence. For example, to :form a. mixed sequence by this method! 
from a. keyword-mixed sequence based on the key phrase SING A SONG OF 
SIXPENCE with 7 the interval selected, proceed as follows: 

Keyword-mixed (or basic) sequence: 

SmGAOFXPECBDIIJ1aMQ;RrUVWYZ 
'When the letters are counted off by 7' s f'rom le:f't to right, F wiill be the · 
first letter arrived at, H the second, T the third: 

SINGAOtXPECBD~JKLMQR1UVWYZ 
123456112345611234561 

These letters are entered in a separate list (F first, H second, T tb1ra, 
and so on) and eliminated from the keyword-mixed sequence. When the 
end of the keyword-mixed sequence is reached, return to the beginning, 
skipping the letters already eliminated: 

StNGAOtXPtCBD~JKL¢QR¢UVWYZ 
l 2 3 4 5 

6!1234 561123 4561 
The decimation-mixed sequence: 

FRriEMZPQNDWCVBSLXAGOKYJRU 

!.• Practical considerat:f.ons, of course, set a limit to the conij?lex-
1 ties that may be introduced in constructing systematically-mixed alpha­
bets. Beyond a certain point there is no object in further mixing. The 
-greatest amount of mixing by systematic processes will give no more se­
curity than that resul.ting from mixing the aJ.phabet by random selection, 
such as by putting the 26 letters in a box, thoroughly'shaking them up, 
and then drawing the letters out one at a time. Whenever the laws -of 
chance operate in the construction of a mixed alphabet, the probabU1.ty 
of producing a thorough disarrangement of' letters is very great. Random­
mixed alphabets give more czonytographic security than do the less com;pJ.i­
cated systematically-miXed aJ.phabets, because they af':ford no c~ues to 
positions of letters, given the position of a few of them. Their chief 
disadvantage is that they must be -reducea to writing, since they cannot 
readily be remenft>ered, nor ca.n they be -reproduced at will from an easily-­
remembered key word. 
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l10. Addi-tional remarks on cipher alJtha.bets .--£:· All cipher alpha­
bets may be cJ.assif'ied on the basis of' their arrangement as ~nciphe:~.·ing 
or deciphering alphabets. An enciphering alphabet is one in which the 
sequence of J.etters in the plain comPonent coincides with the normal 
sequence and is arranged in that manner for convenience in encipher.ment. 
In a deciphering alphabet the sequence of letters in the cipher component 
coincides 'With the normal, for convenience in deciphering. For exa.m.ple, 
(l), below sbcms a. mixed cipher alphabet arranged as an enciphering a.1 ... 
phabt.-t,; (2~ sholrs the corresponding deciphering alphabet. An enciphering 
alphabet and its corresponding dec~phering alphabet present an inverse 
relationship to each other. To invert a deciphering alphabet is to write 
the corresponding enciphering alphabet,; to invert an enciphering alphabet 
is to write the corresponding deciphering alphabet. 

' ' 

Encipheripg Alphabet 

(l) Plain: ABCDEFGHIJKLMNOPQRSTUVWXYZ 
Cipher: JKQVXZWESTRNUIOLGAPHCMYBDF 

Deciphering AlRhabet 

Cipher: ABCDEFGHIJKLMNOPQRSTUVWXYZ 
Plain: RXUYHZQTNABPVLOSCKIJMDGEWF 

b. A series of related reciprocal alphabets may be produced by 
juxtaposing 1tt aJ.l possible points of coincidence two components which 
are identica:. but progress in opposite directions. This holds regardless 
of whether the components are composed of an even or an odd number of 
elements. The following reciprocal alphabet is one of such a series of' 
26 alphabets: 

Plain: HYDRAULICBEFGJKMNOPQSTVWXZ 
Cipher: GFEBC n.UARDYHZXWVTSQPONMKJ 

A single or isolated reciprocal aJ.phe.bet may be produced in one of two 
ways: 

(1) By constructing a complete reciprocal alphabet by arbitrary or 
random assignments of vaJ.ues in pairs. That is, if Ap is made the 
equivalent of Kc, then Kp is made the equivalent of ACJ if Bp is made Rc, 
then Rn is made Be 1 and so on. If the two components thus constructed 
are slid against each other no additional reciprocal alphabets will be 
produced. 

(2) By juxtaposing a sequence comprising an even number of elements 
against the same sequence shifted exactly half' way to the right (or J.eft) , 
as seen below: 

ABCDEFGHIJKLMNOPQRSTUVWXYZ, 
A'BCDEFGHIJKLMNOPQRS1IDVWXYZABCDEFGRIJKLMNOPQRSTUVWXYZ 
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1~1. Preliminary steps in the analysis of a monoalphabetic, mixed­
alphabet cryptoc;ram.--~· The student is now ready to resume his crypt­
analytic :Jtudies • Note the following cryptogram: 

SFDZF IOOHL PZFGZ DYSFF RBZDS GVHTF UPLVD FGYV J VFVm GADZZ AlTYD ZlFZJ 
ZTGP.r VTZBD VFHTZ DFXSB GIDZY VTXOI YVTEF VMJZZ THLLV XZDFM J3TZAI TYDZY 
BDVFH TZDF".t{ ZDZZJ SXISG ZYGAV FSLGZ mHET CDZRS VT!ZD OZFFH TZAIT YDZYG 
AVDGZ ZTKHI TIZYS DZGRU ZFZTG UPGDI X.WGHX ASRUZ DFUID EGETV' EAGXX -

b. A casual insDection of the text discloses the presence of sev­
eral long repe·liitions as well as of many letters of normally low f'r<!­
quency, such as F, G, V, X, and Z; on the other hand, let·ters of normally 
high frequency, such as the vowels, and the consonants N and R, are rel­
a:tively scarce. The cryptogram is obviously a substitution cipher and 
the usual mechanical tests for determining whether it is possibly of the 
monoo.lphabetic, standard-alphabet type are applied. The results being 
ne~ative, a uniliteral frequency distribution is immediately constructed, 
as shown in Figure 13, and the cf> test is applied to it. 

4>p=3668 ~r=2117 

Figure 13. 
~0=3862 

c. The fact that the frequency distribution shows very marked 
crests and troughs indicates that the cryptogram is very probably mono­
alphabetic, and the results of the ~ test further support this hypothesis. 
The fact that the cryptogram has already been tested by the method of 
completing the plain-co~onent sequence and found not to be of the mono­
alphabetic, standard-alphabet type, indicates with a high degree of 
probability that it involves a mixed cipher oJ.phabet. A few moments might 
be devoted to making a caretul inspection of the distribution to insure 
that it cannot be made to fit the normal; the object of this would be to 
rul.e out the possibility that the text resulting f1•om substitution by a 
standard cipher aJ.phabet had not subsequently been transposed. But this 
insp<!ction i11 this case is hard.l~ 'I'J.ecessary, in view of the presence of 
long repetitions in the message • .:. (See subpar. 25~.) 

2 This possible step is mentioned here for the purpose of making it 
clear that the plain-component sequence completion method cannot solve a 
case in "-rhich transposition he.s followed or preceded monoalphabetic sub­
stitution with st~dard alphabets. Cases of this kind will be discussed 
in a later text. It is sufficient to indicate at this point that the · 
frequency distribution for such a combined substitution-transposition 
ci11hcr ¥rould present tl:e characteristics of a sto.nda.l·d alphabet cipher 
ana yet the method of completing the plain-component sequence would fail 
to brine; out. any plain text • 
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d. One m.tght, of course, attem;pt to solve the cryptogram by applying 
the simple principles of frequency. One might, in other words, ass'UDie 
that Zc (the letter of greatest frequency) repre-sents Ep, De {the letter 
of next greatest frequency) represents Tp, and so on. If the message 
were long enougJ1 this simple procedure might more or less quickly give 
the solution. But the message is relatively short and many difficulties 
would be encounterm. Much time and effort would be ex;pended unnecessar­
ily, because it is hardJ.y to be expected that in a message of only 235 
letters the relative order of frequency of the various cipher letters 
should exactly coincide with, or even closely approx:l.ma.te the relative 
order of frequency of letters of normal plain text found in a count of 
50,000 letters. It is to be eSRhasized that the beginner mnst reEress 
the natural tendency to place too much confidence in the' generalized pr~n­
ciples of' frequency and to relz too much upon them. It is far better to 
bring into effective use certain other data. concerning normal plain text, 
such as digraphic and trigraphic frequencies. 

42. Preparation of the work sheet.--!· The details to be· considered 
in this paragraph may at first appear to be superfluous, but long ex.pe­
rience has proved that systematization of the work and preparation of the 
data in the most util.izable, condensed form is most advisable, even if 
this seems to take considerable time. In the first place, if it merely 
serves to avoid interruptions and irritations occasioned by failure to 
have the data in an instantly available form, 1 t will pay by saving men­
tal wear and tear. In the second place, especially in 't!he case of com­
plicated cryptograms, painst~ing care in these details, while it may not 
always bring about success, is often "the factor.that is of greatest 
assistance in ult:l.ma.te solution. The detailed preparation of the data 
may be irksome to the student, and he may be tempted to avoid as much of' 
it as possible, but, unfortunately, in the ~a.rly stages of solving a 
cryptogram he does not know {p.or, far that m~tter, dOes the ex.pert a.l.w~ys 
know) just which data are essential and which may be neglected. Even 
though not all of the data may turn out to have been necessary, a.s a gen­
eral ru1e, time is saved in the end if all the usual data are prepared as 
a regul.ar preliminary to the solution oi' most cryptogrBlllS. 

b. First, the cryptogram is recopied in the form of a work sheet. 
This sheet should be of a good quality of paper so as to withstand con­
siderable erasure. If the cryptogram is to be copied by hand, cross­
section paper of t--inch squares is extremely useful. The writing shoul.d 
be in ink, end plain, carefully-made roman capital J.etters should be used 
in all. cases .3 If the cryptogram is to be copied on a typewriter, the 
ribbon employed should be impregnated with an ink that will not smear or 
snru.dge under the hand. 

3 It is advisable to use, for this purpose, the system of standardized 
manual printing a.d9pted by Service communications personnel. The use of 
this system, which is included in Appendix 1, assures that work sheets 
are completely legible, not only to the person preparing them, but to 
others as ~re11. 
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c. The a.rra.o.gcment or the characters of the cryptogram on the work 
sheet-is a. matter or considerable lmportance. If' the cryptogram as f'irst 
obtained is in e;roups or regular length (usually i'i ve cho.ra.cters to a. 
g-roup) Mo if the uniliteral frequency distribution shows the cr;yptogram 
to be monoa.lphabetic, the chara.c·t,ers should be copied without regard to 
this grouping.. It is advisable to a.llm-r one space between letters (this 
is especially t:rue for work sheets prepared on the typewriter), and to 
write a constant number of letters per line, approximately 25. At least 
two spaces, preferably three spaces, shoul.d be left between horizontal 
lines, to allow room for multiple assumptions. Care should be taken to 
avoid crowding the letters in any case, for this is not only confusing to 
the eye but also mentally irritating when later it is found that not 
enough space has been lert for making various sorts of marks or indica­
tions • Ii' the cr;yptogram is originally in 'tvhat appears to be word lengths 
(and this is the case, a.s a rule, only with the cryptograms of amateurs), 
naturally it should be copied on the work sheet in the original group­
il18B. If :further s·tudy of a cr;yptogram shows that some special grouping 
is required, it is o~ten best to recopy it on a fresh work sheet rather 
then to attempt to indicate the new grouping on the old 'WOrk sheet. 

d. In order to be able to locate or refer to specific letters or 
Broups of' letters with speed, certainty, and without possibility of con­
fusion, it is advisable to use coordinates applied to the lines and 
columns of' the text as it appears on the work sheet. To minimize possi­
bility of confusion, it is best to apply letters to the horizontal lines 
oi' the text, numbers. to the Yertical columns_. In referring to a letter, 
the horizontal line in which the letter is located is usually given first. 
Thus, referring to the York sheet shown below, coordinates Al7 designate 
the letter Y, the 17th letter in the first line. The letter I is usual1y 
omitted from the series of line indicators so as to avoid confusion with 
the f'i{!ltre 1. If' lines are limited to 25 letters each, then each set of 
100 letters of the text is automatically blocked off by remembering that 
4 lines constitute 100 letters. 

e. Above each character of the cipher text may be some indication 
of the frequency of' that character in the whole cryptogram. This indi­
cation may be the actual number of times the character occurs, or, if 
colored pencils are used, the cipher letters maybe divided up into three 
categories or groups --high-frequency; medium-frequency, and low-frequency. 
It 1s perhaps simpler, if clerical help is available, to indicate the 
actual frequencies. This saves ~onstant reference to the frequency 
tables, which interrupts the train of thought 1 and saves considerable 
time in the end, since i·t enables the student bette1• to visualize fre­
quency-pat·t.erns of' vords.. In an:y case, it is recommended that the fre­
quencies of' the letters comprising the repetitions be inscribed over their 

h In some cryptosystents, certain lo~-r-frequency letters are employed as 
'trort'i seT'IBrfl-t0rs to indicate the end of a. 'H'Ord; if the meoning of these 
letters is discovered_, it is ta.nto.rt~ount to having the crypt('lgram in 't-tord 
lenr;ths and thus the 1-1ork sheet is :rna.d.c accordingly. See e.lso in this 
connection the trea.t1nent on word separators in Section VII • 
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respective letters; likewise, the frequencies of the first 10 and last 10 
letters should also be inscribed, as these positions often lend themselves 
readily to attack.5 

f• After the special frequency distribut:i.on, explained in Par. 43 
belm?, has been constructed, repetitions of digraphs and trigraphs should 
be underscored. In so doing, the student should be particularly watchful 
for trigraphic repetitions which can be further extended into tetragraphs 
and polygraphs of grea:l:;er length. Repetitions of more than ten charac­
ters should be set off' by heavy vertica.J. lines, as they indicate repeated 
phrases and are of considerable assistance in solution. If' a repetition 
continues from one line to the next, put an arrow at the end of the under­
score to s~a1 this fact. Reversible digraphs and trigraphs should also 
be indicated by an underscore with an arrow pointing in both directions. 
Anything which strikes the eye as being peculiar, unusual, or significant 
as regards the distribution or recurrence of the characters should be 
noted. All these marks should, if convenient, be made with ink so as not 
to cause smudging. The work sheet will now appear as shown below (not 
all the repetitions are underscored): 

ro w ~ u ro ro a ro ~ a a u ro ro ~ ~ ~ ro a w u 4 ~ ~ ro 
A SFDZFIOGHLPZFGZDYSPFHBZDS 

ro u u ft ro & a & u ~ ro ro u ro a ro ro ro u ~ w 8 m ~ u 
B GVHTFUPLVDFGYVJVFVHTGADZZ 

8 ro ~ U m H U N H 3 H ~ W & ~ ro ~ H 4 ~ M W U U H 
0 A IT Y D Z Y F Z J.Z T G P TV T Z B D V F H T Z~ ...__,. 

~ ro 8 ro 4 w ro m u u ro ~ 8 8 w u ro ft s ro ro a w u ~ 
D DFXSBGIDZYVTXOIYVTEFVMGZZ 

~ ro a a ro 8 u m ro 2 u ~ u s w ft u m u u 4 m u ro u 
E T H L L V X L!LE M H T Z A I T Y D Z Y B D V F H• 

ft u m ro 2 u m u u a ro 8 w ro ro u u w 8 ro ro w & w ~ 
F (T ~ K Z D Z Z J S X IS G Z Y G A V F S L G Z 

m ~ u ~ ~ 1 ~ ~ 2 w u ~ u ~ ~ 8 u ro ro ~ ~ M 8 ro ~ 
G DTHHTCDZRSVTYZDOZFFHTZAIT~ 

U ~ H U W 8 U m ~ M M ~ 2 U W ~ U M U W ~ H ~ D a 
H cy D Z Y G A Y...JU! Z Z T K H !....I....X Z Y S D Z G H U 

u ro M ~ ~ s a m ~ ro 8 1 m ~ 8 8 ro 2 & ~ m ~ a w • 
J ZFZTGUPGDIXWGHXASRUZDFUID 

3 ro u ft ro 3 8 ~ 8 8 
K EGHTVEAGXX 

5 See Appendix 4 in this connection. 

REB'f'RIC'f'ED 83 



REF ID:A56895 
fU!!5l'IUC TED 

113. T:riliteral f.requenc:rz distri-butions ...... l;l.. lu what has gone before, 
a type of' frequency~istribuhion knq~ as a uniliteral frequency distri­
bution was used. This, of course, shows only the number of' times each 
individual letter occurs. In order to apply the normal digraphic ro1d 
trigraphic frequency data (given in Appendix 2) to the solution of a 
cryptoaram of the type now being studied, it is obvious that the data 
with reA-pect to digraphs and trigraphs occurring in the cryptogram should 
be com;piled and should be com;pared with the data. for normal plain text. 
In order to accomplish this in suitable manner, it is advisable to con­
s·truct a more com;prehengive form of distribution termed a triliteral 
frequency distribution. 

b. Given a cryp·togra.m of 50 or more letters and the task of deter­
mining what trigraphs are present in the cryptogram, there are three ways 
in which the data may be m:ranged or assembled. One may re~uire that the 
data show (l) each le·hter with its two succeeding letters; (2) each let­
ter with its i.vro preceding letters,; (3) each letter·with one preceding 
lett~r and one succeeding letter. 

c. A d1.stribution of the first or the three foregoing tY,Pes may be 
designated as a "triliteral frequency distribution showing two suffixes"; 
the second type maybe designated as a "triliteral frequency distribution 
shm-ring two prefixes11

; the third type may be designated as a "trilitero.l 
frequency distribution shm-ring one prefix and one suffix." Quadriliteral 
and pcntaliteral frequency distrjbutions may occasionally be found useful. 

d. l·Thich of these three arrangements is to be employed at a specific 
time depends largely upon vrhat ·hhe data are intended to shovr. For present 
purposes, in cOilllection with the solution of a monoalphabetic substitution 
cipher em;ploying a mixed alphabet, possibly the third arrangem:nt, that 
showing one prei'ix and one suffix, is most satisfactory. 

e. It is convenient to use ~-inch cross-section paper for the con­
struction o:r a triliteral frequency distribution in the form or a distri­
bution shm-ring crests and troughs 1 such as that in Figure 1.4. In that 
i'igure the prefix to each letter to be recorded is inserted in the left 
half' o:r the cell directly above the cipher letter being recorded; the 
suffix to each letter is inserted in the rieht half of' the cell directly 
o.bove the letter being recorded; and in each case the prefix and the suf'­
i'ix to the letter beine recorded occupy the same cell, the prefix being 
directly to the left o:r the sufi'ix. The number in parentheses gives the 
total fl•cquency for each letter. 

6 It is felt advisable here to distinguish between two closely related 
tcn'IS. A trillteral distribution of A B C D E F' would consider the 
c;roups A B c, D C D, C D E, D E F; a trigraphic distribution vrould con­
sider only the trie;raphs A B C and D E F. (See also subpar. 23~.) 
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CONDENSED TABLE OF REPETITIONS FT 

Digraphs TrifiTapha Longer Polygraphs UF 
DG 

Dz-9 Tz-5 -VF-4 DZY-4 FHT-3"' HTZAITYDZY-2 'yy 
ZD-9 TY-5 VT-4 HTz-4 TYD-3 BDVFHTZDF-2 ZT 
HT-8 FH-4 ZF-4 ITY-4 YDz-3 ZAITYDZY-3 GZ 
ZY-6 GH-4 ZT-4 ' ZDF-4 ZAI-3. FHTz-3 DY 
DF-5 IT-4 zz-4 ,, AIT-3 TA 
Gz-5 OF 

YD 
DR 

IE . GD 
~ ZF HV GY 

GI ZG ZJ h:J 
sz IY DZ 

1-1 
VG DU AX 

,. 
ZK KD t:l 

0> YZ ZZ EH IY TD .. 
\Jl zo FH WH HZ DY t; cz ZF PD VY TE TA 

ZT VS TU GT HC AD XD "' m 
zz DK ZH GX DH ST zs ZT I,J) 

ZF VH DZ GU HZ AF TZ GZ U'l 
BV DM YA KI IY DF ZG DY 
yz. EV LZ FT HZ LX TD TD 
ZF DX YA HT UD AR ZH FM TZ TB 
IZ VH SZ ni DX YD VE YT ZG JT 

EG ZF YZ MZ FT HT RV VX YT X- ZB FJ 
xs I BV VV BI MT AT FL HZ DF GX TD DY 
GV YZ DG TP TL XS IG VZ TT HA IV ZA 
ZI AZ TU TA FT AT SG UG JX PV FI m IW zv DZ 
GV YD VF PH FY VT OY LV GT XB ZG RZ JF SI ZF BD 
ZI SG zs VA ZG SV VT GD ZS HL .DZ UL DG IY GP YJ vz TD GD 
ZI ZD zy DG ZI FZ FB AT ZZ TH PV FH XI SF SU YP HG HZ LD TO GV PF 
GD HZ TD FZ TF SD OH GL FO VV FZ HP VG IG LZ ZS -F HF FP GH XG FS DS DF 

A B c D E F G H I J K L M N 0 p Q R s T u v w X y z 
(8) (4) (1) (23) (3) (11) (111) {15) (10) (3) (ll) (0) (2) (0) (3) (li) (0) (2) (10) (22) (5) (10) (l) (8) (14) (3S) 
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r. -The trilitera.l frequency distribution is now to be examined wit~ 
a view to f.'l.sc.·ertaining 'What digraphs and trigraphs occur two or more 
times in the cryptogram.. Consider the pair of' columns containing the 
prefixes and suffixes to De in the distribution, as shown in Fig. 14. 
This po.ir of columns shows that the following digraphs appear in the 
cr;yptogrmn: 

Digr~:~phs bas~d on prefixes 
( arra.ne;e•i as one reads up 
the colwm) 

Digraphs based on suffixes 
(arranged as one reads up 
the column) 

FD, ZD1 ~D, VD, AD, YO, BD1 DZ, DY, DS, DF, DZ1 DZ1 DV, 
zo,m,w,m,~,ZD,ZD, ~ .. ~,w,~,~,w,D~ 
ZD, CD, ZJ1 YD1 VD1 SD1 GD, DT, DZ, DO, DZ, DG1 DZ, DI, 
zo,m ~,m 

Tb.e nature of the triliteral. frequency distribut:J.on is such that in find­
ing what digraphs are present in the cryptogram it is immaterial. whether 
the prefixes or the suffixes to the cipher letters are studied, so long 
as one is consistent in the study. For example, in the foregoing list of 
digraphs based on the prefixes to D01 the digraphs F.D, ZD1 ZD, VD, etc., 
are found; if now, the student will refer to the suffixes of F01 Z01 V01 
etc., he will find the very same digraphs indicated. This being the case, 
the question may be raised as to l-That value there is in listing both the 
prefixes and the suffixes to the cipher letters. The ans'Wer is that by 
so doing the trigre.phs are indicated at the same time. For example, in 
the case of Dc1 the following trigraphs are indicated: 

~~~~~~~~~~~~~~~~m~~~~~~~~~ 
ZDZ, zm, CDZ, zoo, YDZ, VDG, SDZ, GDI, ZDF,. IDE. 

!i• The repeated digraphs and trigraphs can n9W be found quite read­
ily. 'l'hus 1 in the case of De, examining the list of digraphs based on 
su~fixes, the following repetitions are noted: 

DZ appears 9 times; W appears 5 times; ~ aJ?Pe_ars 2 times 

Examining the trigraphs with De as central letter1 the following repeti-
tions are noted: . ~ 

ZDF appears 4 times; YDZ appears 3 ~imes; B~ appears 2 times 

h. It is unnecessary, of' course, to go through the detailed proce­
dure set forth in the preceding subparagraphs in order to find all the 
repeated dieraphs and trigraphs • The repeated trigraphs with De as cen­
tral letter can be found merely from an inspection of the prefixes and 
suffixes opposite De in the distribution. It is necessary only to find 
those cases in l-Thich two or more prefixes are identical at the same time 
that the sufi'ixcs are identical. For example, the distribution shovrs at 
once that in four cases the prefix to De is Zc at =the same time that the 
suffix to this letter is· F c. Hence, the trigraph ZDF appears four times. 
The repeated trigraphs may all be found in this manner. 
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i. The mo3t frequently repeated digraphs and trie;raphs a.re then 
assembled. in who:t is termed 0. ,condensed table. of repetitions, so as to 
bring tbis informo.tion prominen:l:ily before the eye. As a rule, in mes­
saces or average length, digraphs which occur less than four or five 
times, and trlt:rc·a.phs 1-rhich occur less than three or four times may be 
omitted from the condensed table as being relatively of no importance in 
the study of repetitions.. In the condensed table the frequen<?ies or the 
individual letters forming the most important digraphs, trigraphs, etc., 
should be indicated. 

44. Classi fyl~ the cipher letters into vowels and consonants ..... 
a. Before proceeding to a detailed analysis of the repeated digraphs and 
trigraphs 1 a very ir,:rportant step can be taken which 'l-Till be of assiSta.D:Ce 
not only in the analysis of the repetitions but also in the final solu­
tion of the cryptogram. This step concerns the cla.saification of the 
high-frequency cipher letters into two g:roups--(1) those which most prob­
ably represent vo-wels, and (2) those which most PJ;"oba.bly represent con­
sonants. For if' the cryptanalyst cru1 quickly ascertain the equivalents· 
of the four vo"trels, A, E, I, and o, and o.f' only the four consonants, N, 
R, s, and T, he will then have the values of approximately two-thirds of 
all the cipher letters that occur in the cryptogram; the values of the 
renmining letters can almost be filled in automatically. 

b. The basis -ror the clo.ssificat.ion "torill be found to rest upon a 
comparatively sinrple phenomenon: the associational or combina'f?ory be­
havior of vcr~els is, in general, quite different from that of consonants. 
If an examination be made of Te~le 7-B in Appendix 2 1 showing the rela­
tive order of frequency of the 18 digraphs composing 25 percent of Eng­
lish telegraphic text, it will be seen t~at the letter E enters into the 
composition of 9 of the 18 dif~aphs; that is, in exactly half of all the 
cases the letter E is one of the two lett.ers form:J.ng the digraph. The 
digraphs containing E are as follow·s: ' 

ED EN ER ES 
rlE RE SE TE VE 

The remaining nine digraphs are as follovrs: 

.fl.'"! ND OR ST 
Tii NT TH 
ON TO , 

c • None of the 18 digraphs is a combination of vowels • Note now 
that of the 9 combinations 1-rith E, 7 are 1·rith the consonants N, R, S, and 
T, one is with D, one is with V, and none is ""trith any vm-rel. In other 
words, Ep combines most readily with consonants but not with other vowels, 
or even vrith itself. Usi~ the terms of'ten employed in the chemical ana­
logy, E shovrs a great "affinity'' for the consonants N, R, S, T, but not 
for the vmrels • Therefore, if the letters of highest frequency occurring 
in a given cryptogram are listed, together 1;-lth the number of times each 
of them combines with the assumed cipher equivalen·t of Ep, those which 
show considerable combining power or affinity for the cipher equivalent 
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of Ep may be assumed to be the cipher equivalents of N, R, s, Tp; those . 
which do not show any affinity for the cipher equivalent of Ep may be as .. 
sumed to be the cipher equivalents of A, I, o, Up• Applying these prin­
ciples to the problem in hand, and examining the triliteral frequency 
distribution, it is quite certain that Zc=Ep, not only because Zc is the 
letter of highest frequency, but also because it combines with several 
other high-frequency letters, such as De, Fe, Gc, etc. The nine letters 
of next highes·t frequency are: 

23 22 19 19 16 15 14 10 10 
D T F G V H Y S I 

Let the combinations these letters form with Zc be indicated in the fol­
lowing manner: 

Number of times Zc ::: 
occurs as prefix---~ =. _ i5 
Cipher Letter------ D(23) T(22) F(l9) G(l9) V(l6) H(l5) Y(l4) S(lO) I(lO) 

Number of times Zc ~ 
occurs as suffix---= 

J5 - g 

d. Consider De. It occurs 23 times in the message and 18 of those 
times-it is combined with Zc, 9 times in the form ZcDc (=E9p), and 9 times 
in the form DcZc (:GEp). It is clear that De must be a consonant. In 
the same way, consider Tc, which shows 9 combinations with Zc, 4 in the 
form ZcTc (=E6p) and 5 in the form TcZc (=9Ep). The letter Tc appears to 
represent a consonant, as do also the letters Fe, Gc, and Yc• On the 
other hand, consider Vc, occurring in all 16 times but never in combina­
tion with Zc; i·t appears to represent a vowel, as do o.lso the letters He, 
Sc, and Ic• So far, then, the following classification would seem logical: 

Vowels Consonants 
Zc(~p) 1 Vc, He, Sc1 Ic De, Tc, Fe, Gc, Yc 

45. Further analysis of the letters representing vowels and conso­
nants • --~. Op is usually the vm.rel of second highest frequency. Is it 
possible to determine which of the letters V, H, s, Ic is the cipher 
equivalent of' Op'l Let reference be made again to Table 6 in Appendix 2, 
'"here it is seen that the 10 most frequently occurring diphthongs are: 

Diphthong-----IO OU EA EI AI IE AU EO AY UE 
Frequency-----1~1 37 35 27 17 13 13 12 12 11 

If V, II, s, Ic e.re really the cipher equivalents of A, I, o, U~ (not 
respectively), J:>erhaps it is possible to determine which is whl.ch by 
exe.mining the combinations they make among themselves and vrith Zc "(:"Ep). 
Let the combinations of V, H, s, I, and Z that occur in the message be 
listed. There are only the following: 

ZZc--1~ Vlic--2 liRc--1 Hic--1 ISc-·1 SVc--1 

ZZc is of' course EEu. Note the doublet HHc; if' He is a vowel1 then the 
chances ro.·c excellent that Hc:Op because the doublets Mp, IIp, UUP' are 
practically non-existent, ~rltereas the double vowel combination OOP is of 
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next highest frequency to the double vowel combina:liion EEp. If Hc::Op, 
then V c must be In beco.use the d:f.e;raph Vlic occll.!'rinf3 two times in the 
message could ha.1.·fu.y be AOp 1 or UOp 1 wherea~ the dipthong IOp is ·t;he one 
of high frequency in English. So for then, the tentative (because so far 
unverified) results o~ the analysis are as follows: 

Z0 :Ep Hc=Op Vc=Ip 

This leaves only t"'vo letters, Ic and S0 (already classified as vowels) to 
be separated into Ap and Up. Note the digraphs: 

Hic::Oep ISc:eep SV0 :9Ip 

Only two alternatives are open: 

(1) Either Ic::Ap and Sc:Up, 
(2) Or Ic=Up and Sc::Ap• 

If' the first alternative is selected, then 

Hic:OAp ISc=AUp SVc:Uip 

If the second alter.native is selected, then 

Hic~OUp ISc:UAp SVc:A~ 

The eye finds it difficult to choose between these alternatives; but sup­
pose the frequency values of the plaintext diphthongs as given in Table 6 
of Appendix 2 are added for each of these alternatives, giving the follow­
ing: 

Hic=OAn, frequency value: 7 
SVc:U!p, f'requencyvulue: 5 
IS0 :Au-p, :frequency value:l3 

Total-------- 25 

Hic:O~, frequency value=37 
SVc=Arp, frequency value:l7 
ISc=UAp, frequency value: 5 

Total-------- 59 
Mathematically, the second alternative appears to be more probable than 
the f'irst.7 Let it be assumed to be correct and the following (still 
tentative) values are now at hand: 

Zc:Ep Hc:Op V0 :Ip S0 ::Ap Ic=Up 
b. Attention is now directed to ·bhe letters classified as conso­

nants: How far is it possible to ascertain their values? The letter D0 , 

from considerations of frequency alone, would seem to be Tp, but its 
frequency, 23, is not considerably greater than that for T0 • _It is not 

7 A more accurate guide for choosing between the a.ltt=>..:r.native groups 
of digraphs could be obtained through a cpnsiQ,era.tiol}. of:._th!=! logarithmic 
weights of their assigned probabilities, rather than the:J.r plaintext 
frequency; values. These weights are given in Appendix 2, along w:}.th an 
explanation of the method for the1r derivation; a detailed treatment of 
their application is presented in Military Cryptanalysis, Part II. 
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much grea.te1· than that for Fe or tlc, V1.th a fr'l(,(tJ.cncy of 19 each. But. 
perhaps it is possible to ascertain not the value of one lettel· alone but 
of two letters o.t one stroke. To do this one rr.:n.y make use of a ta·tra­
Bra:ph of considerabla im_portru1cc in English, lli•.r TIO!~p• For if. the 
anoJ.ysis pertainin~ to the VO"\vels is corrcc:.t., anQ. if VHc=IOp 1 then an 
examina·tion or the letters ir1unediately before and after the digraph VHc 
in the cipher text might disclose bo·th Tp and Hp. Reference to the text 
gives the following: 

GVIfil c 'FVIJT c 
6IG9p 9IOGp 

The letter Tc follows VHc in both cases a1~ very probably inaicates that 
Tc:Np; but as to whether Gc or Fe equals Tp cannot be decided. Ro~~ever, 
two conclusions are 91eer: first, the letter D0 is nei't;her Tp nor ~TP' 
from which it follows that it must be either Rp or Sp; second, the let­
ters Gc and Fe must be either Tp and Sp, respectively, or Sp and Tp, 
respectively, because the only tetraeraphs usue..lly found (in English) 
containing the diphthong IOp as central letters are SIONp and TIONp• 
This in turn means that. as recard.s De, the latter cannot be either Rp or 
Sp; it must be Rp, a conclusion which is corrobor~ted by the fact that 
ZDc (:ERp) and DZc (=REp) occur 9 t:unes each. Thus fa:r, then, ·the id.ell­
tifications, when inserted in an encipherina alphabet, are ~s follows: 

Plain------ A B C D E F G H I J K L H N 0 P Q R S T U V '1-T X Y Z 
Cipher----- S Z V T R D G F I 

FG 

46. Substituting deduced values in the cryptogra.m.--a. Thus far the 
analysis has been almost purely hypothetical, for as yet not a single one 
of ·the values deduced from the foregoing analysis bas been tried out in 
the cryptogram. It is high time that this be done, because the finAl. 
test of the validity of the hypotheses, assumptions, and identifications 
made in any crY,Ptographic study is, after all, only this: do these hy­
potheses, assumptions, and identifications ultimately yield ve~ifi~ble~ 
intelligible plain tex:t 1-rhen consistently applied to the cipher 'text? 

b. At the present sto.ee in the process 1 since there are at hantl the 
ass'Ullied voJ.ues of but 9 out of the 25 letters that appear, it is obvious 
tha.t a. continuous "re.aning11 of the cryptogram ca...11 certainly not be ex;pect­
ed from a mere insertion of the values of the 9 letters. Ho,-rever, the 
substitution or these yalues should do two things. First, it should 
inunediately disclose the fragments, outlines 1 or 11 skeletons" of "good11 

words in the text; and second, it should disclose no places in the text 
where "impossible" sequences of letters are established. By the first 
is meant that the partially deciphered text should show the outlines or 
skeletons of 1-rords such as may be expected to be found in the comm.uni­
~e.tion; this 1-rill become quite clee.r in the next subparagraph. By the 
second is meant that sequences, such as 11AOOEN11 or 11T1TRSE!'!0 11 or the like, 
obviously not possible or_extremely unusual in normal E~~lish text, ~1st 
not restut from the substitution of the tentative identifications result­
ill8 :from the on=U.ysis. The appearance of several such ext~·ezr.ely unusu:U. 
or impossible sequences 1·7ould at once signify that one or more of t!~c ~s­
suw~d values is incorrect. 

HES'fRfC'fED 



REF ID:A56895 

c. Here ro:e the results of substj tuting the nine values 1rllich have 
been deduced by tht" reasouing based on a classification of the high­
f:requency lcttct•s into VO't·Tels and consono.nts and the study of the membe1·s 
of' the t"t-ro groups: 

w m ~ ~ ro w a ro u G 6 ~ w ro u ~ u ro 6 ro u 4 ~ ~ w 
A SFCZFIOGHLPZFGZDYSPFHBZDS 

ATRET SO ETSER A TO ERA 
S S T ST S 

W W ~ ~ ro & & & W ~ ID ~ U W \ W ro W D ~ W 8 ~ H M 

B GVHTFUPLVDFGYVJVFVHTGADZZ 
S I O'N T I R T S I IT I 0 N S R E E 
T S ST S T 

o w ~ u ~ ~ u ro H a M ~ ro s ~ w ~ u 4 ~ w ro ~ ~ u 
C AITYDZYFZJZTGPTVTZBDVFHTZ 

N RE TE ENS NINE RITONE 
S T S 

~ ro 8 w ' ro w ~ u u w H s 3 w u w H 3 w w 2 w u u 
D D F X S B G I· D Z Y V T X 0 I Y V T E F V M G Z Z 

RT A S RE IN IN TI SEE 
S T S T 

~ ~ G & U 8 ~ ~ W 2 U " M 8 W ~ U ~ ~ U 4 ~ W W U 

E THLLVXZDFMH~ZAITYDZYBDVFH 
NO I ERT ONE - N RE RITO 

s s 
" ~ ~ w 2 u ~ ~ ~ a ro s w ro ro u u ro a w ro w s ro ~ 

F TZDFKZDZZJSXISGZYGAVFSLGZ 
NERT EREE A ASE S ITA SE 

S T T S T 

~ " u ~ ~ 1 ~ " 2 ro ro " u M ~ a u w w ~ " u s ro ~ 
G DTHHTCDZRSVTYZDOZFFHTZAIT 

RNOON RE AIN ER ETTONE N 
s s 

u ~ M u ro 8 w ~ ro H u ~ 2 ~ w ~ u ~ u w ~ u w ~ a 
R YDZYGAVDGZZTKHITYZYSDZGHU 

RE S IRSEEN 0 N E ARESO 
T T T 

~ ro M ~ w 6 s w ~ w 8 1 ~ ~ 8 8 w 2 6 u ~ ro & w u 
J ZFZTGUPGDIXWGHXASRUZDFUID 

ETENS SR SO 'A ERT R 
S T T T S 

8 W H H H 8 8 W 8 8 

K EGHTVEAGXX 
S 0 N I ' S 
T T 
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E:• Iio i!Upossible sequences are broue'ht to light, and, moreover, 
S!!Ve1·a.1 long 1-1ords, nearly com;ple'Le, stand out in the tl!xt. Note the 
following portions: 

A21 

HBZDSGVHTF 
(1) 0 ? E R A S I 0 N T 

T S 
015 

TVTZBDVFHTZDF 
(2) N I N E ? R I T 0 N E R T 

s s 
F22 

SLGZDTHHT 
(3) A ? S E R N 0 0 N 

T 

The 1rords are obviously OPERJ\!riONS, 1-TDTE PRISONERS, and AFTERNOON. The 
ve.lue Gc is clearly Tp,; that of F c is Sp,; and the following additionaJ. 
values are certain: 

47. Completil"l..g the solution.--a.. Each time an additional value is 
obto.ined, substitution is at once made throughout the cryptogram. This 
leads to the determination of further values, in EL~ ever-widening circle, 
until a.ll the identifications are finnly and finally established, and 
the message is completely solved. In this case the decipherment is as 
follO'loTS: 

SFDZFIOGHLPZFGZDYSPFHBZDS 
A ASRESULTOFYESTERDAYSOPERA 

GVHTFUPLVDFGYVJVFVHTGADZZ 
B TIONSBYFIRSTDIVISIONTHREE 

C AITYDZYFZJZTGPTVTZBDVFHTZ 
HUNDREDSEVENTYNINEPRISONE 

D DFXSBGIDZYVTXOIYVTEFVMGZZ 
RSCAPTU,REDINCLUDINGSIXTEE 

THLLVXZDFMHTZAITYDZYBDVFH 
E NOFFICERSXONEHUNDREDPRISO 

F TZDFKZDZZJSXISGZYGAVFSLGZ 
NERSWEREEVACUATEDTHISAFTE 

G DTHHTCDZRSVTYZDOZFFHTZAIT 
RNOONQREMAINDERLESSONEHUN 

Y D Z Y G A V D G Z Z T K H I T Y Z Y S D Z G H U 
IT D R E D T H I R T E E N VI 0 U N D E D A R E T 0 B 

J 
Z F Z T G U P G D I X W G H X A S R U Z D F U I D 
E S E N T B Y T R U C K T 0 C H A M B E R S 3 U R 

K EGHTVEAGXX 
G T 0 N 1 G H T X X 
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Message: AS RE5UJ"T OF YESTERDAYS OPERATIONS BY J:i'IRST DIIfiSIOli THREE 
HUNDRED SEVENTY Nil\115 PRISmiEHS CAPI'URED Il'TCLUDiliG sn:-:rEEH OFFICERS ONE 
HUNDRED PRISOiiEfill i'1EnE E.'V 1\.CUATED THIS 1\.FTERii"OmT P.EMATimER LTJSS OllE IIU".U­
DRED THIRl'EE!T l'l'OUNDED 1\.RE TO DE SEl'iT BY TRUCK TO CIT .. flMBERSDUTIG TONIGirr 

E.. The solution sho1.1.ld, a.s a. rule, not be considered COI!lJ;Jlete until 
au attempt has been made to discover all the clements und.erlyinB the gen­
eral aystem and the specific key to a message. In this co.se, there is no 
need to delve fttrther into the general system, for it is merely one of 
un:Uiteral substi·t.tl.~.:;ion with a mixed cipher alphabet. It is necessary 
or advisable, hmrever, to reconstruct the d .. pher alphabet. because th5 .. s 
may give clues the.t la·ber may become valuable. 

£• Cipher alpha.1)ets should, a.s a. rule, be reconstructed by the 
crYJ?tana.lyst in the form of enciphering alphabe .. Gs because they will then 
usually be in the form in which the cnci:pherer used them. This is iropor­
tant for two reasons. First, if the sequence in the cipher co!ft9onent 
gives evidence of system in its construction or i£ it yields cl~es ~oint­
ing tovard its deri vo.tion from a key vrord or a key ~hrase, t.his may often 
corroborate the identifications already n1ade and may lead directly to 
additional identifications. A word or t'ivO o:r explanation is advisable 
here. For example, refer .to the skeletonized enciphering alphabet given 
e.t the end of subpar. 45£: ' 

Plain-------- A B C D E F G H I J K L M N 0 P Q R 8 T U V W X Y Z 
Ci~her------- S Z V T H D G F I 

FG 

Suppose the cryptanalyst, looking at the sequence DGFI or DFGI in the 
cipher component, suspects the presence qf a keyword-mixed al~habet. 
Then DFGI is certainly a more plausible sequence than DGFI. Examining 
the skeleton cipher component more carei\tlly, he notes that S ••• Z 
1-rould allm-1 for insertion of three of the missing letters UWXY, since the 
letters T and V occur later, :probe:bly in the keytorord itself; further, he 
notes that the key -word probably begins under Fp and ends in Tll, making 
it probable that the TH is followed by AB or BC. This vTOul.d mean that 
either P1 Q~:A, Be orB, Cc• Assuming that P, Qp=A, Be, he refers to the 
frequency d1stribution and ftnds that the assumptions Pp=Ac ~Ji Qp=Bc are 
not good; on the other hand, assuming that r, Qp=B, Cc, the frequency 
distribution gives excellent corroboration. A trial of these values 
would materially hasten soluti~n because it is often the case in crypt­
analysis that if the value o:r u. very lovr-frequency letter can be surely 
established it will yield clues to other val1,1es very quickl.y. Thus 1 
if Qp is definitely identified it almost invariably "V."ill identify Up, and 
will give clu~s to the letter followine the Up, since it must be a vowel. 
In the case under discussion the identifica-t:ion P, Qp:B1 Cc would have 
turned out to be correct. For the foregoing reason an attempt should 
al't·Tays be made :in the early stages of the anal..ysis to d~termine, if 
possible, the basis of construction or derivation of the cipher alphabet; 
as a rule this con be done only by means of the ~nciphering alphabet, and 
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no·t the decipherine; alphabet. For exar.u>le 1 the skeletonized deciphering 
alphabe·t corresponding to the enciphering alphabet direc·Uy a;;ov:eis as 
follows: 

Cipher~~~~--~- A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Plain--------- R T S 0 U A N I E 

S T 

Here no evidences of o. keyword-mixed alphabet are seen at all. IImrever1 
if' the enciphering alphabet has been examined and sho't·Ts no evidences of' 
systematic construction, the decipheriD.B alphabet should then be examined 
with this in view, because occasionally it is the deciphering alphabet 
which shows the presence of' a key or keying element, or which has been 
systematically derived from a word or phrase. The second reason 'to~hy it is 
important to try to discover the basis of construction or derivation of' 
the cipher alphabet is that it affords clues to the ge,ncral type of key 
words or keying elements employed by the enemy. Thi.s is a psychologicaJ. 
factor, of course, and maybe of assistance in subsequent studies of ~is 
traffic. It merely gives a clue to the general tn)e of thinking indulged 
in by certain of his crypto5J:"aphers • 

d. In the case of the foregoing solution, the complete enciphering 
alphabet is found to be as follmrs : 

Plain--------- A B C D E F G H I J K L M N 0 P Q R S T U V vT X Y Z 
Cipher-------- S U X Y Z L E A V N w· 0 R T H B C D F G I J K :M P 

Obviously, the le·cter Q, 1-rhich is the only le-tter not a~.;>earinc; in the 
cr;y:ptosramJ should follow P in the cipher conrponeni.. N0 te nm-r that the 
lat·lier is based ur>on the keyword LEAVENHORTH, and tha:li this pa.rticuJ.ar 
cipher alphabc·t has been co1"1posed by shifting the mixec1 sequence based 
upon this ke;yi-rord five intervals to the righ·t so that the key for the 
message is Ap=Sc.8 Note also that the deciphering alphabet fails to give 
any evidence of keyt-rord construction based upon the word IEAVEMvORTH. 

Cipher-------- A B C D E F G H I J K L M N 0 P Q R S T U V ~T X Y Z 
Plain--------- II P Q R G S T 0 U V vl F X J L Y Z M A N B I K C D E 

e. If neither the enciphering nor the deciphering alphabet eXhibits 
characteristics 'tvhich give indication of derivation from a key 1-rord by 
some form of mixing or disarrane;ement, the use of such a key "tTo:rd for 
this purpose is nevertheless not finally excluded as a possibility. For 
the reconstruction of such mixed alphabets the cryptanalyJt nawt use 
ine;enuity and a knmrledge of the more conurJ.On methods of suppressinB the 
appearance of key vrords in the nrl.xed alphabets • Several of these methods 
are given detuiled treutment in par. 51 below. 

£_. It is very important in practical cr;ypta.'llalytic 1-rork to pre­
pro.·e o. tech.'1ical sUI:liT18.l'y of the solution of a S;)rstem. Step-by-step 

8 It is usual pra.ctice to employ as the specific key the equivalent 
of either An, or the equivalent of the first letter of the plain compo­
nent 1rhcn tf1is component is a mixed sequence. 
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connnenteries should accompany an initial solution; the steps taken should 
be jotted down as they are made, and at the end they should be combined 
into a complete r~sum~ of the ana.lys is • The r~s~ should be brief and 
concise, yet comprehensive enough that at any future time the solution 
maybe reconstructed follOWing the exact manner in which it was origi­
nally accomplished. Assl.llqptions of' words, etc., should be referred to 
w~th work sheet line- and column-indicators, and should be couched in the 
proper cryptologic language or symbols. A short exposition of the mech­
anics of' the generaJ. system, enciphering alphabets, enciphering diagrams, 
etc., as well as aJ.l key words (together with their derivation) and spe­
cific keys should be included. On the work sheet there should be a · 
letter-for-letter decrYI>tment under the cipher text; the final plaintext 
version should be in word lengths, with any errors or garbles corrected. 
Nulls or indicators showing sentence separation, change of key, etc., may 
be enclosed in parentheses. All work sheets and notes should be kept 
together 'With the solution. -

48. General remarks o'n the foregoipg solution.--!· The example 
solved above is admittedly a more or less artificial illustration of the 
steps in analysis, made so in order to demonstrate general principles. 
It was easy to solve because ·the frequencies of the various cipher let­
ters c9rrespo~ded qu~te well_~!~~ the normal or expected frequencies. 
However, all cryptograms of the ~ame monoalphabetical nature can be 
solved along the same general lines, after a certain smount of experi­
mentation, depending upon the length of the cryptogrsm, and the skill 
and experience of the cryptanalyst.9 

b. It is no cause for discouragement if the'student 1s initial 
atte~ts to solve a cryptogram of this type require much more time and 
effort than were apparently required in solving the foregoing purely 
illustrative example. It is indeed rarely the case that every assum;ption 
made by the cryptan&!-yst p:r--oves in the end to have been co~ct; more 
often it is the case that a good many of his initial assumptions are in­
correct, and that he loses much time in casting out the erroneous ones. 
The speed and facility wi·l:ih which this elimination process is conducted 
is in many cases ~11 that distinguishes the expert from the novice. 

9 The use of monoalphabetic substitution in modern military operations 
is exceedingly rare because o.r the simplicity of' solution. However, such 
cases have occurred, and one rather illuminating instance maybe cited. 
In an important communication on 5 August 1918~ General Kress von 
Kressenstein used a single mixed aJ.phabet, and the intercepted radio mes­
sage was solved at .American GHQ very speedily. A day later another mes­
sage, b'Ut in a very much more difficult cipher system, was intercepted 
and solved. When translated, it read as follm-rs: 

"GHQ Kress: 

The cipher prepared by General von Kress was at once solved here. 
Its fUrther use and employment is forbidden. 

Chief Signal Officer, Berlin." 
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c. Nor will the student always find that the initial classification 
into vowels and consonants can be accomplished as easily and quickly a.s 
was apparently the case in the illustrative e~le. The principlee in­
dicated are very general in their nature and applica.bility1 and there are 1 
in addition, some other principles that may be brought to bear in case of 
difi'icul.ty. Of these, perhaps the most useful are the following: 

(1) In normal English it is unusual to find more than two conso:c.a.nts 
in succession, each of high frequency. If in a. cryptogram a succession 
of three or four letters of high-frequency appear in succession, it is 
practically certain that at' least one of these represents a vowe1.10 

(2) Successions of three vowels are rather unusual in English.ll 
Practically the only time this happens is when a word ends in two vowels 
and the next word begins with a vowe1.12 

(3) When two letters already classified as vowel-equivalents are 
separated by a sequence of six or more letters, it is either the case 
that one of the supposed vowel-equivalents is incorrect 1 or else that 
one or more of the intermediate letters is a vowel-equivaJ.ent .13 

(4) Reference to Table 7-B of Appendix 2 discloses the following: 

Distribution of first 18 digraphs forming 25 percent of English text 

Number of consonant-consonant digraphs--------------------­
Number of consonant-vowel digraphs------------------------­
Number of vowel-consonant digraphs----~-------------------­
Number of vowel-vowel digraphs-----------------------------

4 
6 
8 
0 

Distribution of first 53 digraphs forming 50 percent of English text 

Number 
Iiumber 
Number 
Number 

of consonant-consonant digraphs-------~-------------· 
of consona.nt-vm·rel digraphs------------------------­
of vowel-consonant digraphs-------------------------
or vcnrel-vowel digraphs--------------~--:------------:--

8 
23 
18 
4 

10 Sequences of seven consonants are not im;possible,.l;lowever, as in 
STRENGTH THROUGH. 

11 Note that the word RADIOED, past tense of the verb RADIO, is coming 
into usage. -

12 A sequence of seven vowels is not impossible, however, as in THE 
WAY YOU EARN. 

13 
Some oryptanalysts place a good deal of emphasis upon this principle as a method of locating the remaining 

VO\velll after tho first two or three have been located. They recommend that the latter be underlined throughout 
tbe text and tbcu all sequences of five or more letters showing no underlines be studied attentively. Certain ' 
letters which occur in several such sequences are sure to be vowels. An arithmetical aid In the study fa as follows: 
Take a letter thought to be a good possibility as the cipher equivalent of a vowel (hereafter termed a posaibfe 
llowtl-equiualent)~and find the length of each interval from the possible vo'lvcl-equivalent to the next known (fairly 
surely determined) vowel-equivalent. Multiply the interval by the number of times this interval is found. Add 
tho products and divide by the total number of intervals considered. This will give the mean interval for that 
poi!Biblo vowel-equivalent. Do the same for all the other poiiSible vowel-equivalents. The one for which the 
mean is the greatest is most probably a vowel-equivalent. Underline this letter throughout the text and repeat 
the process for locating additional vowel-equivalents, if any remain to be located. 
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Tbe latter tabulation shows that of the first 53 digraphs which :fonu 50 
percent of F.nglish text 1 ft.l of them, that is 1 over 75 percent, are ~9Dt­
binations of a vowel with a consonant. In shot•t, in normal. English the 
vpwels and ~J;le h16h-f'requency consonants are in the long run distributed 
fairly evenly and regularly t~<?ughout the text. 

(5) As a rule, repetitions of trigra.phs in the cipher text are com­
posed of high-:f'requ~pcy l.etters :forming high-frequency combinations. The 
·latter practically always-contaili at least one voweli in fact, if refer­
ence is made to Table 10-A of Appendix 2 it will be noted that 36 of the 
56 trigraphs having a f'requency of 100 or mor~ contain one vowel, 17 of 
them contain two vowels, and only t'hree oi' them contain no vowel. In the 
case of tetr.a.graph repetitions, Table 11-A of Appendix 2 shows that no 
tetragraph listed therein fails to contain at least-one vowel; 27 of them 
contain .o~e vowel, 25 contain two vowels 1 and 2 contain three v6Wels • 

(6) "Quite frequently when two known vowel-equivalents are Sli!parated 
by six or more letters none ~f which see~ tq'be of sufficiently high 
frequency to represent one of the voweJ.s A E I 0 1 the chances are good 
tha.t the cipher-equivalent of ·the_ vowel U or ,Y is present. 

d. To recapitulate the general principl.es, vowels may then be dis-
tinguished from consonants in thJ!.t they are usually represented by: 

(1) high-frequency letters; 

{2) high-frequency letters which do not readily contact each otherJ 

(3) high-frequency letters which ha.ve
1 

a great variety of contact; 

(4) high-frequency letters Which ha.ve'an affinity for low-froqwency 
letters {i.e., low-frequency plaintext c1nsonants). 

e. In the foregoing example the aJllOiunt of experimentation or "cut­
ting and fitting" was practically nil. (This is not true of real cases 
as a rule.) Where such experimentation is necessary, the Underscoring of 
all repetitions of several letters is very essential, as it calls attent­
ion to peculiar! ties of structure that often yield clues • 

f. After a. few basic assumptions of values have been made, if short 
words-or skeletons of words do not become manifest, it is necessary to 
make further assumptions for unidentified letters. This is accomplished 
most often by assuming a word.t4 ~low there are two places in every mes­
sage which lend themselves more readily to successful. attack by the assump­
tion of words than do any other- pi.aces--tlie very 'beg-inning and the very 

, end of the message. The reason is quite obvious, for although words may 
begin or end ·with almost any letter of the alphabet,- they usually begin . . 

14. - . 
__ This process does not involve anything more mysterious than ordinary, logical reasoning; there Is nothing 

of the subnormal or supernormal about i6. IC cryptanalytic success seems to require processes akin to those of 
medieval magic, if "hocus-pocus" Is much to the fore, the student should begin to look for items that the claimant 
of such success has carefully hidden from _yiew, for. ~he mystification of the uninitiated. Tf the- student were to 
adopt as his personal motto for all his cryptanalytic ventures the quotation (from Tennyson's poem Columb,ta) 
appearing on the back of the title page of this text, he will frequently find "short cuts" to his destination and wlil 
not too often be led astray! 
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and end w:f.th but fi fw very common dig.tt~p'h§ M<fr trigraphs • Very often 
the association of letters in peculiar combinations will enable the stud­
ent to no·be where one word ends and the next begins • For example suppose 1 
E1 N, S, ana T have been definitely identified, and a sequence like the 
following is found in a cryptogram: 

• • ; E N T S N E • • • 
Obviously the break between two words should faJ.l either after the S of 

I " ~ , 

E N T S or after the T of E N T, so that two possibilities are offered: 
••• E N T S I N E ...... , or ••• E N T I S N E • ; • • Since in 
English there are very few words with the initial tri~aph S N E, it is 
most likely that the proper division is ••• EN T sINE .••• or 
course, when several. word divisions have _been :rou:nd, the solution is 
more readily achieved because of the ereater ease with Which assumptions 
of' additional new values m.ay be made. 

g. Although o. co11siderable amount of' detailed treatment has been 
devoted to vowel-consonant analysis, it is felt advisable again to caution 
the student asainst the natural tendency to accept without question the 
resul·bs of any one cryptanalytic technique exclusively, even one such as 
vowel-consonant analysis which seems quite scientific in character. 

1~9. The "probable-word" method; its value and a.pplicability.--E:· In 
practically aJ.l cryptanalytic studies, short cuts can o:f.'ten be made by 
assuming the presence of certain words in the messase under study. Some 
writers attach so much value to this kind of an "attack from the rear" 
that ·they practically elevate it to the position of a "method and call it 
the "intuitive method" or the "probable-1·rord Il"..ethod." It is, of' course, 
merely o. refinement of what in everyday language is called "assumina11 or 
"guessing" a word in the messaee. The value of making a "good guess" can 
hardly be overestimated, and the cryptanalyst should never feel tho.t he 
is accomplishing a solution by an illegitimate subterfuge 'toThen he ho.s 
made a fortunate guess leading to solution. A correct assumption aa to 
plain text will often save hours or days of' labor, and sometimes there 
is no o.lternative but to try to "guess a 'trord", for occasionally a system 
is encountered U1c solution of: which is absolutely dependent upon this 
artifice. 

b. The expression "good guess" is used advisedly. For it is "~ood" 
in i;,.ro respects. li'irst, the cryptanalyst must use care in IIID.ldng his 
asswnptions o.s ·to plo.intext vrords • In this he must be ~ided by extra­
neous circwnstances leading to the ass'Ulr(Ption of' probable vrords--not just 
any uords that come to his mind. Therefore he must ""'US"CT1is imae;ino.tion 
but he must nevertheless carefully control it by the exercise of good 
jud.semcmt. Second, only if: the "guess" is correct and leads to sOliition, 
or at least puts him on the road to solution, it is a. good auess. But, 
1rhile realizing the usefUlness and the time and la.bor-aa.ving feat~~es of 
a solution by assuming ·a probable 1-rord, the cryptanalyst should exercise 
discretion in ree;ard to hmr long he :may continue in his efforts 1·ri th this 
method. Sometimes he may actually vraste. time by adherinc to the 1nethod 
too long, if stro.ightf'orward, methodical analysis uill yield results lil.Ore 

quiclay. J 
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.£• Obviously, the 11p-robn'ble ... wordn 1nathocl has much more apr>Hcn.l>ility 
when 'trorking ttpo11 1TJn,terial t .. lle Genara.l no.ture or which ia kn.O"Wn1 thOJl 1-1hen 
worki:ng upon mo1•e or lcso isolated communioa:tiol11'1 exchane;e_d bct't·Tcen corres ... 
pondents concerniuc; whom or whoaEl o.ct;Lvit:t.es noth:l.nc is lmown. For :J.n the 
latter case thoro is little o:r nothi:PS that the i:tnl.:I-Gina.t:lon can f\cize upon 
as a. backeroun<l or 11oeis for the EI.GB~tian".:t5 nowever, in the c:nse of 
militAry cr;ypbmml.ysis :l~ tim~ ot' e.at:t.vo operations thero :to 1 indeed, so 
great a probabil:t:cy that certain worde and expressiono o:re prcBent :J.n cer .. 
ta.in cr~tograms that those words and express ions ( 11 cliches") are o.rten 
referred to as "cribs" (as de:f'ined in l·Tebster's· New Collegiate Diction­
BrY2 11 

••• a plagiarism; hence, a translation, etc., to aid a student in 
recitine." ). The crypta.nalys·t is quite sure th~y are present in the 
cryptogram under examin~tion--wha.t he must do is to "fit' the crib to 
the text", that is, locate it in the cipher text. · 

d. Very frequently, the choice or probable words is aided or limit­
ed bythe number and positions of repeated letters. These repetitions 
may be 12atent--that is, exte~ally V:isible ~n the cryptographic text as 
it originally stands--or they ~ybe latent--that is, externally invis­
ible but susceptible of being made patent _as e. result of the anaJ.ysis. 
For example, in a monoalphBnetic substitution cipher, such as that dis­
cussed in the preceding paragraph, the repeated letters are directly 
exhibited in the cryptogram; later the student vrill encoun-ter many cases 
in which the repetitions are latent, but are made patent by the analyt­
ical process. When the repetitions are patent, then the J2a.ttern or £2E.­
mula to which the ~epeated letters conform is of direct use in assuming 
plaintext wrds; and when the text is in word-lengths, the pattern is 
obviously or even greater assistance. Suppose the cryptanalyst is deaJ. .. 
:.tng with military text, in which case he may expect such words as DIVIs .. 
ION, BATTALION, etc., to be present in the text. The posit!Lons or the 
repeated letter I in DIVISION, of the reversible digraph ~, TA in ~­
TALION, and so on, constitute for the experienced crypta.naiyst tell-tale 
indications of the presence of these words, even when the text is not 
divided up into its originaJ. word lengths. 

e. The im_portant aid that a. study of word patterns can a.f'ford in 
cryptanalysis warrants the use of def:l.nite terminology and the establish­
ment o:r certain data. having a bearing thereon. The phenomenon herein 
under discussion, namely, that many words are o:r such construction as 
regards the nuniber a.nd positions of repeated le·tters as to make them 
readily identifiable, 'Will be termed idiomorphism (from the Greek "idios" = 
one's own, individual, peculiar+ "morphe11 :form). Words which show this 
phenomenon will be termed idiomorphic. It will be useful to deal with 
the idiomorphisms symbolically and systematically as described below. 

15 •' 
';General Givferge In his Cours de CJ·yptographie (p. 121) says: "However, expert cryptanalysts often 

employ s1,1ch details as are cited above [In connection with asliuming the presence of 'probable words'], and tho 
experience of tho years 1014 to 1918, to cite only those, prove that In practice one often has at his disposal ele­
ments of this nature, permitting assumptions much mora audaoloU$ than th9se which served for the analysis 
of the last example. The reader would therefore be wrong In Jnla.glning that such fortuitous clements are 
encountered only In cryptographic works where the autho,- deciphers a. document that ho himself enciplll'red. 
Cryptographic correspoJtdence, If It Is exteilslve, and if sufficiently numerous working datn. are at hand, often 
furnishes clements so compll'te that an author would not dine use all of them in solving a prohlem for fear of 
being accused of obvio~s exaggeration." 
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f. When dealing with cryptograms in which the word lengths are 
deter.minea or specifically shown_, it is convenient to indicate their 
lengths and their repeated letters in some easily recognized manner or 
by formulas. This is exemplified, in the case of the word DIVISION, by 
the formula .ABCBDBEF; in the aa.se of the word BATI'.ALION, by" the formula 
.ABCCBDEFG. If the cryptanalyst, during the course of his studies, makes 
note of striking formulA-s he has encountered, with the words which fit 
them, after some time he will have asse~bled a quite valuable body or 
data. And after more or less complete-lists of such formulas have been 
established in some systematic arrangemc:mt 1 -a rapid comparison of the 
idiomorphs in a specific crY-Ptogram with those in his lists will be feas• 
ible and ;will of'ten lead· to the assumption of the current word. Such 
lists can be arranged according to word length, as shown herewiths 

3/aba DID, EVE, EYE, etc. 
abb ADD, ALL, ILL, OFF_, eta. 

4/abac ARAB, AWAY, etc. 
abbe AJ..J..Y, BEEN_, etc. 
abc a ARI!lA, BOMB, DE.AD, etc • 
abcb ANON, CEDE, etc. 
etc. etc. 

_a. When dealing with cryptographic text in which the lengths of the 
words are not indicated or otherwise de·terminable, lists of the foregoing 
nature are not so useful as lists in 'Which the words (or ports of words) 
are arranged according to the intervals between identical letters, in the 
following manner: 

1 Interval 2 Intervals 
-DiD- AbbAcy 
-EvE- ArAbiA 
-EyE- AblAtive 
division AboArd 

revision -AciA-
etc. etc. 

3 Intervals 
AbeyAnce 

hAbitAble 
lAborAtory 
AbreAst 
AbroAd 
etc. 

Repeated digraphs 
COCOa 

-dERER 
ICICle 

-ININg 
bAGgAGe 

etc. 

h. The most usual practice, hmrever, in designating idiomorphic 
patterns and classifying them into systematic lists is_to assign a lit­
eral nomencle.ture to that portion of a word (or sequence of plaintext 
letters) which contains the distinctive pattern, beginning with the first 
le·tter which is repeated in the pattern and ending with the last letter 
which is repeated in the pat·t;ern. Thus, the word DIVISION would be term .. 
ed as l'l.n idiomorph of the abaca class (based on the sequence Iv lSI con­
tained therein), and the word B.ATrALION as an idiomorph of' the abba class 
(based on the sequence ATTA) • In Appendix 3 will be found a co~dium 
or the more frequent military words in English, arranged according to 
word-lengths in alphabetical order and in rhyming order; in addition, 
there will be found in this appendix a listing of' idiomorphs arranged 
first according to pattern and then according to the first letter of the 
idiomorphic sequence. 

RES':FRIO':FED 100 



REF ID:A56895 

RES'f'IUGTEQ 

zO, Solution of additional. cr~togra.ms produced by the same conwon .. 
ents ..... a. To return, after a. rather long digressio;n, to the cryptogram 
S'OiVed In pars. l~l~ - 47, once the conq>onents of a cipher alphabet have 
been reconstructed, subsequent messages which have been enciphered by 
means of the same co~onel].ts may be solved very readily, and without r~ .. 
course to the principles of frequency, or application of the probable­
word method, It has been seen that the illustra·tive ceyptogram treated 
in paragraphs 1~1 .. 1~7 was enciphered by juxtaposing the cipher component 
against the normal sequence so that Ap=Sc, It is obvious that the cipher 
component maybe set against the plain component at any one of 26 differ­
ent points of coincidence, each yielding a. different cipher alphabet. 
After the com;ponents ha.ve been reconstructed, however, they become 
known sequences and the method of converting the cipher letters into 
their plain-co~onent equivalents and then completing the pla.in .. com;ponent 
sequencel6 begun by each equivalent can be applied to solve any crypto­
gram ~i'hich has been enciphered by these components. 

b. An example will serve to make the process clear. Suppose the 
folloWing message,, passing between the same two stations as before, was 
intercepted shortly after the first message had been solved: 

IYEWK CERNW. OFOSE LFOOH EAZXX 
It is assumed that the same components were used, but with a different 
key letter. First the initial two groups are converted into their 
plain .. co:mponent equivalents by setting the cipher cOllq)onent against the 
plain conq>enent at •any arbitrary point of coincidence. The initial let .. 
ter ot' the former may as well be set against A of the latter, witb the 
following result: -

Plain--------- A B C D lU F G H I J K L M N 0 P Q R S T U V W X Y ~ 
Cipher-----·-- L E A V N W 0 R T H B C D F G I J K M P Q S U X Y ~ 

Cryptogram---- I Y E W K C E R N W • • • I 

Equivalents--- P Y B F R L B H E F • • • 
T~e plain component sequence initiated by each of these conversion e~tvw 
alenta is now com;pleted, with the results shown in Fig. 15, Note the 
pl.aintext generatrix, CLOSEYOURS, which manifests itse1f without :f'urthel' 
tmalysie. The rest of the Jiles sage may be read either by continuing the 
aame process, 00', what is even more s~le, the key letter of the messa~;te 
~Y now be determined quite :readily and the message deciphered by its 
means. 

16 It must be noted tha.t :tf the plain component is a mixed sequence, 
then it is this mixed sequence which must be used to complete the 
Clo1umns, 
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IYEWKCERNW 
PYBFRLBHEF 
QZCGSMCIFG 
RADHTNDJGH 
SBEIUOEKHI 
TCFJVPFLIJ 
UDGKWQGMJK 
VEHLXRHNKL 
WFIMYSIOLM 
XGJNZTJPMN 
YHKOAUKQNO 
ZILPBVLROP 
AJMQCWMSPQ' 
BKNRDXNTQR 

"*CLOSEYOURS 
DMPTFZPVST 
ENQUGAQWTU 
FORVHBRXUV 
GPSWICSYVW 
HQTXJDTZWX 
IRUYKEUAXY 
JSVZLFVBYZ 
KTWAMGWCZA 
LUXBNHXDAB 
MVYCOIYEBC 
NvTZDPJZFCD 
OXAEQKAGDE 

Figure 15. 

c. In order that the student may understand without question just 
what is involved in the latter step, that is, discovering the key letter 
after the first two or three groups have been. deciphered by the conver­
sion-com;pletion process, the foregoing exa.'l'lr.Ple will be used. It was 
noted that the first cipher group was finally deciphered e.s follows t 

Cipher--~----- I Y E W K 
Plain--------- C L 0 S E 

Now set the cipher component against the normal sequence so that Cp=Ic• 
'l.Jbus: 

Plain--------- A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher-------- F G I J K M P Q S U X Y Z L E A V N W 0 R T H B C D 

. It is seen here that when Cp=Ic then Ap=F c. This is the key for the en­
tire message. The decipherment w..a.y be con:q>leted by direct reference to 
the cipher alphabet. Thus: 

Cipher-- I Y E W K C E R N W 0 F 0 S E L F 0 0 H E A Z X X 
Pla.in--- C L 0 S E Y 0 U R S T A T I 0 N A T T W 0 P M X X 

Hess age: CLOSE YOUR STMION AT ~·TO PM 
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~·· The student should ~e sure tl14t he understands the fundamental 
principles involved in this quick solution, for they are among the most 
important principles in cr;ypta.nalytics. How useful they are will become 
clear as he progresses into more and more complex cr;yptane.lytic studies • 

e. It must be kept in mind tha.t there a.re four ways"'"that two basic 
sequences may l:>e used to form a cipher a.lphabet,-sub'ject ... to the instruc­
tions guiding the cryptographer in· the use of his cryptosystem; this fact 
must be considered when a.dditiona.l cryptograms appear :J.n a particular 
cryptosystem for which the primary components have been recovered. Assum­
ing that the sequences just reco"!E'red are la.bel:J.ed: "A" and ''B", then the 
following contingencies might arise in the encr;yption of. subsequent mes­
sa.gess 

(1) 11A11 direct for the plain com;ponent1 and 11B11 direct for the 
cipher component (as in the original recoyery); 

(2) 

(3) 
(4) 

"A" direct for the plain, end "B" reversed for the cipher; 

"B" direct for the plain, and "A" direct for the cipher; and 
11B" direct for th~ plain, and "A" reversed for the cipher. 

51. Derivation of key words.--~· Concurrent' with the solution of a 
cryptogram, there should be a simultaneous effort in the reconstruction 
of cipher alphabets and recovery of key words. Much labor can thus be 
saved as recovery of the keys eariy in the stages of solution may trans­
form the process of cryptB.na.lys:i.s into one of decipherment. . 

b. A mixed ciphe"r alphabet falls into one of five categories, 
according to the com;position of its components, !!-_!., 

(1) the plain component is the normaJ. sequence and the cipher com­
ponent is mixed; 

(2) the cipher component is th~ nonp.a.l. sequenc~ and the plain com-
ponent is mixed; · 

(3) both components are the s~e _mixed sequence; 

(4) both components are the same mixed sequence, but running in 
reverse; or 

( 5) the components are different mixed sequences. 

c. Let us examine several. types of mixed sequences 1 using the ke;y 
word HYDRAULIC as an example. The ordinary ke;yword-mixed sequence pro­
duced f'ron!. this key word is: 

(1) H Y D R A U L I C B E F G J K M N 0 P Q S T V W X Z 
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The two principal transposition-mixed types based on this -key word ere 
derived :f'rom the dia.gramz · 

HYDRAULIC 
BEFGJKMNO 
PQSTVWXZ and reads 

I .. ~- I 

-
(2) H B P Y E Q D F S R G T A J V U K W L' M X I N Z C 0 and 

(3) A J V C 0 D F S H B P I N Z L M X R G T U K W Y E Q 

Other types may arise from varipp.s types of rbute transpositions euch a.s 
the following, using the foregoing diagram: 

(4) H B P Q E Y D F S T G R A J V W K U L M X Z N I C 0 

(5) H Y B P E D'R F Q S G AU J T V K LIM W X N C 0 Z 

(6) P B Q H E S Y F T D G V R J W A K X U M Z L N I 0 0 

(7) H Y D R A U L I C 0 N M K J G li' E B P Q S T V W X Z 

(8) 0 C I L U A R D Y H B P Q S T V W• X Z N M K J G F E 

(9) H Y E B P Q S T G F D R A U K J y W X ~ N M L I C 0 

(10) C P I 0 Q B L N S E H U l.f Z T ~ YAK XV G DR J W 

Any transposition system may be employed to produce a. s;ystema.tically­
mixed sequence; practicability or method is the only determining factor. 
It must be remembered that the greatest amount of systematic mixing will 
produce a. sequence inherently no more secure than a random-Jilixed alphabet, 

d, The student would do we'll to construct both enciphering and de­
ciphering versions of cipher alphabets recovered, as has been previously 
mentioned. For example, in the following case 

Plain: J Q. N M F H L E B R S K G Y Z 0 T I C D U V A W P X 
Cipher: A B C DE F G HI J K L M N 0 P Q R STU V W X Y Z 

no senibla.nce of a key is apparent; but in the inverse form 

Plain: A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher: W I S T H E M F R A L G D C P Y B J K Q U V X Z N 0 

the key-phrase "NOW IS THE TIM& FOR ALL GOOD MEN TO COME: TO THE AID OF 
THEIR PARTY" is quite clear. In other types of mixed sequences·, first 
the one form is attacked, and then if negative results are obtained the 
inverse form is treated • 

.!• Let us consider the following cipher alphabet: 

P: A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
C: D W Z M S 0 C R Y AT X B E F U G Q H IV J K L N P 

The section V W X seems to comprise superimposed parts of the non .. keyword 
JKL . 

portions of mixed sequences • Adding Y Z to the J?lain component, we get 
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V 1-1 X Y Z which is certainly consistent as far as alphabetical progres­
JKLNP 
sion goes, and indicates that the letters M and 0 are present in the key 
word o:r the cipher component. Continuing in this vein, the section 
M N 0 Q S T V W X Y Z is rapidly established by correlating both se­
BEFGHIJKLNP 
quences. It is obvious that the plain collij?onent key word begins right 
after the z, and that the cipher COilF:Ponent key word probably just pre­
cedes the B. Going to the right, Z R H suggests key words like RHOMBO;tD, 

PQR 
RBEUMA!I'ISM, etc. These trials are quickly repudiated; therefore we go on 
to Z R E which is acceptable. Z R E K is found wanting, but Z R E P is 

PQS PQST PQSU 
very satisfactory, and this is soon expanded to Z R E P U B L I C 1 and in 

PQSUVWXYZ 
a moment or two we recover the complete cipher alpl1abet: 

P: R E P U B L I C A N D F G H J 1C M 0 Q S T V W X Y Z 
C: Q S U V 'W X Y Z D E M 0 C R AT B F G H I J K L N P 

f. In the eXBllij?le below the student lrill observe that the alphabets 
are reciprocal: this is an indication of identical sequences at a shift 
of 13, or that a mixed sequence running against itself in reverse has 
been ~loyed. In this case theW X Y Z points to the latter hY,pothesis. 

ZYXW 
P: A B C D E 'F G H I J K L M N 0 P Q R S T U V W X Y Z 
C: H 0 J F T D ~T A K C I M L G B S U V P E Q R Z Y X W 

Starting with the V 't-1 X Y Z R cluster, we see that the key word begins 
RZYXWV 

with the letter R; therefore the next letter should be a vowel. Z R A 
WVH 

is not acceptable, but Z R E is fine, showing that the letter U appears 
WVT 

in the key word. Continuing the same line of reasoning as in the preced­
ing e~le, and with a little further experimentation, the final alpha­
bet is discovered to be 

Pz R E P U B L I C AN D F G H J K M 0 Q S T V W X Y Z 
C: V T S Q 0 M K J H G F D N A C I L B U P E R Z Y X W 

g. In the next e~le 1 all efforts to derive key 'WOrds on the 
basis-of keyword-mixed sequences are fruitless: the conclusion is there­
fore drawn that this is a case of a trans~osition. 

P: A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
· Cs A C S E J Y I G W L F V M H X N K Z P B Q R D U T 0 

Considering the mechanics of the ccyptography involved, a.nd assuming for 
the time being that Z is at the bottom of the matrix and not in the key 
word, ye start with the letters to the left, or if this fails, to the 
right' of Z in the cipher component, obtaining the column N which is not 

/ K, 
z 

incon:qlatible if N is in the key word on the top row. If we place Y to 
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the left of Z and build up ~ column, we get E N which is excellent • 
JK 
YZ 

This is expanded into I M E N which quickly becomes 
GliJK 
WXYZ 

~1843a26~ 
ARLI EN 

BODFGHJKO 
QSUVWXYZ 

This last example was very easy because none of the letters V W X Y Z api 
peared in the key wordJ but other cases should hardly prove more diffio~-b • 

h. Two additional. methods that have been encountered for deriving 
mixed sequences may be mentioned. One is a slight modifittation of' the 
preceding paragraph, when the key word contains repeated letters 1 

1 8 7 3 4 9•5 2 6 
C 0 M • I T • E • 
ABDFGHJKL 
NPQRSUVWX 
Y Z which produces the mixed sequence: 

OANYEKWFRIGSJVLXMDQOBPZTHU 
The other method is an interrupte~-key columnar transposition systemzl7 

513426 
VAL • E Y 
B C) 
D F G H I) 
J K M) 
N 0 P Q) 
R) 
S T U W X Z) which produces the mixed sequence z 

ACFKOTEIXLGMPUHQWVBDJNRSYZ 
The first example will succumb to the treatment outlined in subpar. ~~ 
whereas the second method is vulnerable owing' to the presence of the 
fragments D J N, F K 01 and G M P in the sequence which may be a.ne.gram­
med. Note the fair-sized fragment B D J N R s, composed of an ascending 
sequence of letters; this is an outward manifestation of the interrupted­
key columnar method. 

1. There are still other methods used for the production of mixed 
sequences 1 but space does not permit giving :f'urtber e:xa.IDJ;)les. However 1 
the student should by this time be able to devise methods of attack f'or 
any special cases that may present themselves, based upon the crypt­
anal.;ytica.lly exploitable weaknesses or peculiarities inherent in the 
system of crY,Ptogro:phy involved. 

l7 It is to be noted that in this particular case the numerical key 
serves tlro purposes: (1) determining the cut-off point (and therefore 
the number oi' letters) in each row of the diagram, e.:rter the appearance 
of the ke;yword; and (2) determining the order of transcription of the 
COll.unnS • 
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SECTION VII , . 

.MULTTI.ITERAL SUBSTrruTION WITH SINGLE-EQUIVALENT CIPHER .ALPliAJmlS 
I - ' - fl 

· · ·Paragraph 
Gener~ types of multiliteral cipher alphabets••••••••••••••••••••··· 52 
'.rhe: ~aconie.n and Trithemian ciphers.................................. 53 
Analysis of multiliteral, monoalphabetic substitutioil.' ciphers.. • • • • • 54 
Historically interesting exaJil;ples ........................ , •••••.•••• ! ,. ·.55 
The international (Baudot) teleprinter code•••••••••••••·•~···~,~~·· 56 

I • • 'C. 

52. General tY,Pes of multili:fieral c i~her alphabets .·-... !· ~--· 
betic substitution methods in general may be classi.fied into m'!J.J.J.~.t.t. 
and multiliteral systems. In the former there is a stric~ 11one-to...q;1eiV 

. correspondence between the length of the units of the plain and those ot 
the cipher text; that is,: each letter of the plain text is r.eplaced by a 
single character in the cipher text. In the latter this correspondeuce 
is DO long'ei' lp: lc but may be lp: 2c, where each letter Of the plain r text 
is replaced by a combination of two characters in the cipher text; or 
:,..p:3c 1 where a three-character combination in the cipher text represents 
a single letter of the plain text, and so on. A cipher in which the cor­
respondence is of the ~:lc tn>e is termed uniliteral in character; one 
in which it is of the ~:2c tY,Pe, biliteral; Ip:3c, triliteral, and so on. 
Ciphers in which one plaintext letter is represented

1
by cipher characters 

of two or more elements are classed as multiliteral. 

b. Biliteral alphabets are usually composed of a set of 25 or 26 - ~ !:~~nations of a limi. ted nuinber of characters taken in pairs • An 
f!XBJ~q>le of such an alpiia.bet'is the (611e>Wing: . 

Plain-------- A B C D E . F ~ H I J K L M 
Cipher------- WW Wl! WI WT WE llW HH HI BT BT Im IW m 
Plain-------- N 0 P Q R S T U V W X Y Z 
Cipher------- II rr.. IE TW TR TI !rr TE EW EH EI l!.'I' EE 

This a:J.:phabet is derived from the cipher square or matrix shown in 
Fig. 16. The cipher equivalent of each plaintext el.ement is made up of 
two coordinate letters from outside the cipher matrix, one J.etter betng 
the coordinate of the raw, the other being the coordinate of the coJ.umn 

1 The terms unilite~al and multiliteraJ., although originally applied 
only to cipher text composed of letters, are used here in their broader 
sense to embrace cipher text in letters, digits, and even other symbols. 
In more precise terminology, these terms would probably be monos}IDlbolic 
and }!Olysynibolic, respectively, but the terms uniliteraJ. and multiliteral 
are too well established in literature to be changed at this late time. 

-' . ·, 

-
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in ·which the plaintext letter is located. In other words, the letters at 
the side and top of the liiA=trix have been used to designate, according to 

(i.) 
'W' I£ I T E 

• .... ll ·A ]3 c D E 
H F G H I-J K 

(1) I L M N 0 p 
'T Q R s T u . ' I E v w X y z 

Figure 16. 

a coordinate system, the cell occupied by each letter within the ms:\irix. 
The letters (or figures) constituting the coordinate elements ot such 
matrices are termed row and col'WIIIl indicators • · ' 

.2.• If' e. message is. en~iphe1:ed by mee.ne 9~ t~~-foregoing biliteral 
alphabet 1 the or:yptogr8lll is still ntonoeJ.pha.betic in cha:racter. A fre­
quency distribution based upon pairs of' .letters wlll obviously hEive a,ll 
the characteristics of o. aimpl~, unilitera.l. distribution fo~ a m:m.oalpha-
betic substitution cipher. _ . . . . . . . ... 

d. The cipher e.lphabets shown thus far in this text have involved 
· only letters, but alpllabets in which the cipher component consists of -
f'igurcs, or groups of figures, are not uncommon in military cryptography.2 
Since there ere but 10 digits it is obvious that, in order to represen~ 
an alphabet of more t.ha.n 10 characters by means of figure ciphers, combi­
nations of at least two digits ere necessary. The sinqllest kind of such 
an a.l:phabet is that in which Ap=Ol, Bn=02, ••• Zp:26; that ~s, one in 
which the plaintext letters have as tlicir equivalents two-digit numbers 
indicating their positions 1n the normal alphabet. , =.-

.!!• Instead of a silru;lle alphabet of the p~ceding t:v:pe, it is pos­
sible to use a diagram of the ·t;ype showl1 in Fig. 17. In this ciphezr ·· · 

1 2 
1 A D 
2 K L 
3 u v • • i , • 

Figure 17. 

· 2 Although, as an extension of this idea, cipher aJ.pha.bets e~loying 
signs and s~ols are possible, such alphabets are not suitable for 
JOOdern cryptography because they can be ll~it'J?.er ;telegraphed nor t.ele-
phoncd with any degree of accuracy, speed, or :facility. . 

::. 
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the lc1~ter Ap :J.s represented by the dinom/33 11 i BP by the dinome 12, 
etc.. Furthermore 1 this mtrix includes provision for the cnciphcrment of 
some o:J;' the _:f'rgquently-uscd punctuation marks in o.ddition to ·t;hc 26 let-
ters.. - · . 

f. Other t;ypes of bil.itero.l cipher alpha:bcts arc illustrated in the 
eXSJ!q)les belat-r: 

B 
E 
R 
L 
I 
N 

G 
A 
c 
H 
I{ 

T 

7 E 5 R M 
1 N y B 2 
3 D 4 F.6 
8 I 9 J ¢ 
L 0 p Q s 
u v 'toT X z 

- -

Figure 20. 

1 
1 A 
2 J 
3 s 

A 
A A 
B B 
c c 
D 2 

... -. 
"· -

2 
B 
K 
T 

·.: · Figure 19. 
- .;.;:- ~-- -J" 

._ . - -. .. 
M~ 

B c D E F G H I 
D G J M p s v y 
E H K N Q T w z 
F I L 0 R u X J 3 4 5 6 7 8 9 

Figure 21. 
! "" "\. . .. _., 

... 

13.. It is to be nott:!d that in alphabets of' the foregoing types, the 
row indicators may be distinct frOm the column indicators (e.g., Fig. 18), 
or they may not (e.g., Fig. i9)J of course, when--there 1s any duplication 
between the raw and column indicators, it is necessary to agree beforehand 
upon which indicator ,rl.ll- be given as the first half of the equivalent 
for a J.etter, in order to avoid a.mbigui ty. (In all of' the systems de­
scribed in this and subsequent sections of this text, the rar..:r indicator 
will. always form the ,;('irst part of an equivo.leqt). When letters are ~sed 
~- row· a~ col.umn indicators they may form a key word (e.g., Fig. 20), or 
they may not· (e.g., Fig. 21); the key lrords~ it" f'ormed, may be identical 
(e.g., Fig. 16) or different {e.g., Fig. 20}. Furthermore, the plaintext 
letters may be arranged vi thin the matrix as a m.ixed sequence (e.g., Fig. 
20), either systematically- or~ random-mixed; and the matrix may contain, 
in add.:!,tion to the letters· of the alphabet, punctuation s-:Jlllbols (Fig. 3..7), 
numbers (Figs • 20, 21), etc., permitting their encipherment a.S such, ·in-
stead of having to be spel.led out. -

3 A pair of digits is. called & u!nome; s~~ly, a trinome is a set 
of three digits; a tetranome, a set of' :four digits; etc. Although a 
single digit woul.d properly be termed a mononome, for the sake of euphony 
it is shortened into the· term monome. 

.. .,. -
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h• When l~tt~~s aJ.'"e used afi ~.and columu ind~ca.tors, ·.I:;Jley may be 
selected so a.s to result in producing cipher text tha:t resembleo a.rti-. 
ficie.l -words; that ie, words composed ,of. alternate vowels and consonants. 
For example, if in Figure 1.6 the row indica:bors consisted of the vowels 
A E I 0 U in this sequence from the ·to:p dmm, and the column indicators 
consisted of the consonants B C D'F Gin this sequence~ from left to right, 
the word RAIDS 1rould be enciphered as OC..ABE F.AFOD, which very ·closely 
resembles code of the ~;ype formerly c~led artii'icia.l code ~a.nguage. 
Such a system maybe called a false, or pseudo-code system. 

l• As a weak type of subter:f'ug~, biliteral ciphers~ may imtoive a 
third character appended to the basic tvro-aha.ra.cter cipher unit; this is 
done to "camouflage .. the biliteral nature oi' the cipher text. ·This third 
character ma.y be produceQ:" throueh the . use of. a. cipher matrix of the type 
illustrated in Fig. $.2 (wherein Ap=6ll, ~=612, eta.); ~r the third char­
acter may be o. "sum-cheaking11 digit which is ~he non-carrying sum (i.e • 1 
the sum modulo 10) 5 of the preceding two digits 1 such as in the trinomes 
2511 83]:, end 66g; or it may merely be e. randomly-s~l~_cted .Slhe.ra.cter _(in­
serted solely for the purpose o£ ,leading the arypta.na;Lyst astray)~ · · 

w-: . ~-i .,;1 g,'~ 3 4,. 5 
61 A :B C. D E 
72 F G HI..JK 

::: 83 L M N 0 P 
94' QRSTU 
05 V U X Y Z 

~i~e 22. 

..... - -"" .. -
• ~ f '.!'1" .. 

·· , t ... "' .. ., ..... ,_..,... 1, · .. :~-~ .. ,;,..11' ~ .. ,, P.~,C. r ,• • \ 

.sl• . Another pOQI'Jibil;ty t~~i? ~ends itself to certain. 111Ul-t_iJJ-1terDJ.. 
ciphers is the "Use of. a. ~d spacer OJ;" word s!ma.ra.tor. ~Ms. '!Pr4 .:fle~a.-: . 
rator might be represented by a. value in the matrix; i.e., t~ __ sepa.rg.yor 
is ,enciphered (f'or inst~e, the din~ ~~~~" in ~ig_~ ;1:9 m;tsht ~~~ .:tQr 
a word separator) • The !C?r~ sep~~tor might instead be a si~ el~~nt 
not otherwise Uf:Jed in th~ crnrtosystem.; i.e., unenci;phe_:t;ed, and thus_ not 
giving rise to e.!.J:Y possible ambiguity. Thus~ 1!1 Fig. :!r9 j;he ~Sit ¢ and 
in Fig. 21 the ;_etter J might b!!:. used a.s word se~a.ra~rs,·since nO' cern ... 
fusion woul.d a_,_ 1c in decrypting. 

.. 4 .. .- ,..,_ 'I r r ..... -- •'Ia. 1'1- '":•• .. f .. ! 11- • 

.Prior to 193L1-, international telegraph regulations .requi~~Q. c.o•.lc .• .:­
words of five letters to contain at least o:p.~ vowel ~and. co!!le wra:a pf tf.m 
letters to contain at least three vowels • The International ~elegrapl). 
Conference held in Madrid in 1932 rumended these regulations-to permit the 
use of 5-letter code groups containing any combination of letters. These 
unrestricted code groups wer7 ':'-~thol·~zed f<?:r us~. a~er .l .. ~a:n.#Y 19~4. 

. 5 The term modulo (abbr~viated mod) p~rt~ns t9, a." g.yclic- sca.l.e or _· 
basis of' arithmetic,; thus 1 in the IiiOdulus of. 7, the nUlllbers 8 and J-S are 
equivalent to 1, and 9 and 16 are equivalent to 2, etc.; or e~ressed 
dii'ferently, 8 mod 7 is 1, 9 ll\Od 7 is 2. In cryptology, many operations 
are expressed mod 10 and mod 26. 
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lt. The -bilitera.l alphabets yielded by· the :ro.'l.trices of' Figs~ 16-21 
may also be termed bipartite, because the cipher rmits of these alphabets 
may ')>e divided into -!;wo separate parts who~e iUnctions are clearly de­
fined, Y!!., rm, indicators end colunm indicators. .As 1'J'ill be discussed 
later, this bipartite nature o1' most biliteral alphabets produced fro:m 
~ipher matrices constitute one of the wealt:n~sses of' these alphabets which 
ma.lte them recognizable as such to a c~yptanaJ.yet. However, it is possible 
to eJIU)loy a cipher mo.trix in a ll1a.J.'l00r which will produce a. bil.iteraJ. 
alphabet not bipartite iu character. For exatrg?le, us :l.ng the matrix of 
Fig. 23 o'Ii'e'"could produce the following bil1tera.l cipher alphabet in 

..... '" 

,I 09 
;1,.5 

·2]. 
. 27 

33" 

1 
li 
u 
E 
lf 
T 

::.., I. 

2 3 4 5 
y D R A 
L I-J C B 
F G K M 
0 p Q s 
V r,t X z 

• '- ~' "' • ·=- ~ I. --·~- .. Tr • 

Figure 23. 

which the equivalent for a.ny letter in tpe pm.t:r:t.~ :1-I'J t'lle ft"Um p'f ~li~ ti'@ 
coordinates which indicate its cell. in tbe ~t~t~l -

Plain-------- A B C D E F G ff 
Cipher------- 14 20 19 12 22 23 24 lO l~ ,J. J: 

s Plain-------- N 0 P Q R 
Cipher------- 28 29 30 31 13 3~ 

T U V W 
31J. 16 35 36 

~ 
37 

y z 
ll 38 

: .-.~; .. : .;,.; 
1 -·i."i ..... •,'t ._,:. • .'· .~· ... \fa~ J 1 .i.·.;:;,~ • "':' "· 

The cipher Un.:i.ts of th:Ls" alphabet' ere7

, ·of' course~ bilitera.1J but they are 
not bipartite. Note the equivalent of ~' that is 14--if' divided, it 
yields the digits 1 and 4 which hB.ve no meaning per .!!! : plaintext letters 
whose cipher equivalents begin with 1 :may be found in two different rows 
of the JIIB.t:rix, and those who~e equiva.iept~ end in 4 appe-ar in three dif­
ferent columns • 

53. -The :BB.conia.n 8.nd. Tritl1eina:n ciphers~---!:· -An inte~~sting e~le 
in which the cipher equivalents are five-letter groups and ~t·the re­
sul.ti:cg cipher is strict~;y"monoalpha.betic in character is found in the 
cipher system inventeq by_ Sir Francis Ba.co~ (1561-1626) aver 300 ~ars 

_ago. Despite its antiguity the system possesses certain features o;f' 
• - - -- _,~~· ~- .. _.. .. ~"'- •• .._ r. !{ :· ~ • .! ~""'k.-.... . . ·-= ,., ....... ,. . 
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merit which are ~ll worth noting. 6 Ba.con pro~s~s the following 24·- · 
element cipher e.lpbabet, conq>osed of' permutations of two elements taken 
five at a time:7 - - _.. . . 

• 
A=aaaaa I-J:a.be.aa , • R::bo.a.aa 
B:ao.o.e.b K:a.be.ab S:bo.a.a.b . 
C:a.ao.ba L:o.baba . T::ba.aba 
D:aa.abb M:aba.bb u-V:baab'h 
E:aaba.a N:o.bbaa W:babaa 
F:aabab O:abbab X:bo.bab . - ... 
G:aabba P:o.bbba .. Y:babba. 
H:aabbb Q:abbbb Z:babbb 

If this were all there were to Bacon's invention it vroul d be hardly worth 
bringins to attention. But what he pointed out, with g1·ea.t clarity and 
simple examples 1 was how such an alphabet might be used to convey a. 
secret message by enfolding it in o.n innocent, external message which 
might easily evade the strictest kind o:t' censorship. As a very crude 
exam_ple1 suppose that a. messac;e is written in capital and lower-case let­
ters, e:n.y capital letter standing f'or an "a" element of the cipher alpha­
bet, and e.ny small letter, for a "b" element. Then the external sentence 
"All is well with me today!' can be ID.D.de to contain the secret message 
"Help." Thus: .,.~ . . t, • 11 , 1• 

A L 1 i s w E 1 L w I t H m E T 0 d a y 
,a a b b ~ \a a b a a, \.a. b a b a.l a. b .. b b a_; .. v < \. ... 

H E L p 

Instead of ellq)loying e. device so obvious as co.pita.l. and small letters, 
su;ppose that an "o." element be indicated by a vecy slight sha.di~, or a 

'T ..... I o. , .. ~ .. """ ... ., . ... ,~r .. ...... --.. . 
.. f•J 

6 . - • .. •. - .. " .. 
For a true picture of this cipher, the e:xpla.n.a-bion of' which i-s often 

distorted beyond recognition even by cryptographers, see Bacon's own des­
cription of it aa conto.ined in his De AugnJentis Scientiarwir (The Adva.nce­
xcent of Lea.rnin.-.:), as tJ.•ansla.ted b'y any first class editor, such a.s 'Gilbert 
Watts (16/-1-0) or ;Ulis, Spedding, and Hea.tJ:l (1857, 1870) • Th~ s"f!udent is­
cautioned, however, not to accept o.s true any alleged "decipherments" ob­
tained by the a.pplicat~on 7f.Ba~~n•s_~i~her to l~~rary~ork~ of th~ 16t~ 
century. These read.J.Ilf3S a1·e purely subjective.· ~ ·• ~ 

7 Ba.con 1 s alphabet was ca.lJ.cU. by him a "bili~~a.i alphabet" b-ecause it 
empJ.oya permutations ~f: ~"ro J.etters; • But -.i'J.·om :the cryptanal:-ytic sto.nd­
point the significont_~oint is that each plaintext letter is represented 
by o. 5-cha.racter cquiva.lent. Hence 1 present terminology requires that 
this alphabc·t; be refcn·cd to as a .9uinqueliteral a.l'Phabet. Although the 
quinquelitcral alphabe·t; affords 32 permutations, Bacon used only 24 of 
them, because in the 16th century the letters I and J, U ·and V were used _ 
intercha.nc;eably. Not~ the reeuJ_ari.a.~y of construction o,f J3acon 1 s bilitaral 
alphabet, o. feature wllich eo.s ily :permits 1 ts re~omtruction from rnemory. 

· RE!S'f'RIO'FBD ll2 
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very slightly hca.v:ter stroke. Then a secret messaBe might easily be thus 
eni'olded within an external message of' exactly opposite meaning. The 
nmnber o:r possible vo.rio.tions of this basic scheme is very high. The 
fact tlmt the char13-cters or. the cryptographic text are bidden in some 
manner or other has, however, no effect lipon the strict monoalphsbet1ci ty 
of' the scheme • - ·- - . ... 

.. - - .. -
ll. Almost -ioo years before Bacon ~s time, the abbot Trithemius,. 

born Johann von Heydenberg (11~62-1516) 1 invented a triliteral i:Upliabat 
uhich he evidently intended to use in a f~hign sin!ila.r t~:? .Bacon's .. 
alphabet; i.e .. , a.s a means of disguise or C::ov:e.E. .. f;?~.~- ~e~r~~ ~ext. 'This 
o.l,phabet, modified to :J.:nclude the 2? letter!} of ~e _pz:~sent;.~.English 
alphabet, is s~ in Fig. 23 below; it consists of all the per.muta~ions 
of three things taken three at a time, i.e., 33 or 27 in all • 

A:lll 
B:ll2 
C:li3 

D:l21 
E:l22 
F:123 

G:l31- J:211 
H:l32 K:2l2 
I:133 L:213 

~ ~-

M:221 P:231 
N:222 'Q:232 

· ·o:223 ·R:233 
•t:. ~ ,.. .... 
• '=-' "''' 

.... i .... -::. 

s·:3u - v:32i 
T:3J2 - W:322 

-U:3i3 .X:323 
~· J' - • 

-· -, ., ...... 1 '-- •• ,. ·Fi~e 23. . _ . 
• I I :l..a .. .L-.. 1 :Jl Ill ... ~ ,..J I'~ ".;... .... • 

Y:331 
-Z:332 
"*:::333 

·-

The cipher text of course does not have to be restricted to digitsJ any 
groupings of three things taken tbree at a time will do. · · ... 

.. - •• • I'-, 1v ~~~·-~~ t,.. ... :. .. r:J - • • 

54. Ana.l is of multlliteral monoal habetic substitution c:t hers.--
a. Biliteral ciphers and those of the other multiliteral triliteral, 

qua.driliteral, ••• ) t;ypes· are~O':rten readily detected externally by the 
fact that the crY,ptographic text is usually composed of' but a very limi• 
ted number of different characters • They are handled. in exactly the same 
manner as are unilitera.J., lllOnoalphabetic substitution ciphers. So lDng 
as the same· character, or combination of characters, is always used to 
represent the same plaintext letter, and so long as a given letter of the 
plain text is alwayS represented by the same character or combination of 
characters' the substi tu~ion is st~ictly monoalpha.betic and can be handled 
in the simple manner described in the preceding section of this text. -, - -

b. In the case of biliteral ciphers in which the row and column in­
dicatOrs are not identical, and the direction of' rea.Cling the cipher pairs 
is chosen at will i'or each succeeding cipher pair, an ana.l:ysis of the 
contacts of' the letters comprising the cipher pairs will disclose that 
there are two distinct families of' letters, and a cipher pair will nnver 
consist of'-'f.io letters of the same family. With this fact d1scovered1 
the cipher ma.y be quickly reduced to uniliteral terms and solved ill the 
ma.nner previously mentioned. 

c. If a multiliteral cipher includes provision for the enciphermel'.th 
of a wrd separator, the cipher equ:l.vSJ.ent:; of this word separator may be 
readily identified because it will have the h!ab:est trequency of any ci .. 
pher unit. On the otl1er hand, if' the word separator is a SiE£ile char .. 
acter (see subpar. 52.J.. on the use of' the ,digit ¢ and the letter J) 1 this 

BE8'fBICTEI> 113 



REF ID:A56895 
I HEJSI:f'HIC':F:BD 

character may be identified tbro"Ughout the encr;ypted text:. by its position-
. aJ. appearance spaced "wordleneth-wise" in the cipher text, and by the 

fact that it never contacts itself. If this single character ~a U$ed B,D 

a null indiscrfminately throughout the cipher text, instead of.as a w9~d 
separator, the analysis is a. bit mo1·e complicated but not a.s great as 
might be thought. -

!!:.• As a general rule, it is advisable to reduce :multiliteral 'cipher 
text to uniliteral equivalents,. especially :f.i' a trilitera.l frequency dis­
tribution is to be made. If not more than 36 different combinations are •• • • •• --·~· . - .. •. - " • • • - . rt• -
present in a. cryptogram, the extra values over 26 may be represented. by 

- c\igits' for the purpose of this reduction. If, hOwever, mi:h:e than 36 
different combinations ore found in the encrypted text, it ·is usually not 
-worth the· trouble to- 'B.ttem;pt a:n.y uniliteral re~ction, and. the cipher 
text can be attacked in its multiliteral groupings. 

I • I -.. • .... - I 

e. As one of the first steps in the solution of any multilitera.l 
cipher in letters which appears to involve the use of a cipher matrix, 
it is generally advisable to anagram the letters comprising the row apd 
column indicators in ~n attempt to disclose any keywords for these in­
dicators • When the ana.gra.mming process does disclose such a. key word or 
vo~ds, the next step is to make a skelet'O'ii'reconstruction matrix which is 
a duplicate of the original enciphering matrix in that tne·indicators are 
arranged in the same order as on the original. Then_, e.s plain text is 
recovered in the cryptogram by any of the methods- outlined in the previous 
section of this text, the recovered pla.intext letters should 'Le inserted 
in the proper cells of the reconstruction matrix, so that any systematic 
arrangement of the plaintext letters, if' present in the original, may be 
disclosed prior to recovery of the complete plain text. Furthermore, it 
may in some instances be found worthwh;tle, :Lmm.ediately a.f't8r fi'UCCessfu.l.ly 
uncovering the key "t.Jords used as indicators, to make a frequency d:i.stri .. 

. bution of the pa.rticulo.r cr,yptogre.m in the form of tally marks within the 
~ properly arranged frame of the :J:"econstruction matrix, because it may be 

tha.t a fev moments 1 study of the lbca.tions of' the cJ.•ests and troughs in 
the distribution 'ma.a.e in that form may, if' the plaintext letters a;re e,r .. 
ranged in the normal sequence or in p. keyword-miXed sequence . (espec:f:a.lly 
if' it is related to the key words for tlv;, indicators), provide a bas;ts 
for the derivation of this sequence at one stroke, without recourse to 
analysis of tl ~ cipher text. · 

55. Hiatorico.lll interest!EJ; exf.!Jill'l,£!•-..;!:• Two exa.tqples of :multi­
literal ciFhera o£ historical inter~st wlll be cited as illustrations. 
During the campaign for the presidential election of 1876 (Hayes vs. 
Tilden) many cipher messages were e~changed between the Tild~n managers 
and their ag~nts in several states wbere the voting was hotly ·contested~ 
Two years later the New York Tribune8 ex.posed· many irregularities in the 

6 New York Tribune, Ext~a No. 4lt-1 The Cipher Dispatches, 'New York, 
1879· -
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ca.mpa.:J.gn by publisliin€; the decipherments of ni.a.ny of these messages • .. . ~ . 
These decipherments werl! achieved by two investigators employed by· the 
Tribl.Ule, and the plain text of the messages" seeins to" shoW that illegal 
attempts and measures to carry the election fof T~~den'·~~e made ~y his 

. . . managers • Here is one of the ~ssa.ges: 
JACKSONVi~~E, Nov. 16 (1876). 

GEO. F. RANEY, Tallahassee. 
P p y yam n s n y y y pima s h n s y y £t ~ t t Q p a a.'e n s h n s 

pensshnsmmp1yysnppyeaap1e~aSJBSh~insssp 

e a 1 y y s h n y n s ~ s y e p i a_ a ~ y _1 t . D:. s ~ ~h -;1 ' s p y y p i n s y y 
s s i t em e i p i m me i s s e 1 y y e 1 -~ ~ -~ t e 1 e p ' ' p t3 e i a a s s 
imaayespnsyyianssseissmmppnsp!nssnpinsim 
1m y y i t em y y ssp e y y m·m n s y is s i t s p y y p a a p p p m a. 
a a y '9' p 1 i t .. rn- -- · f . . · I 

L'Engle goeS! up tomorrow. _ •. I 

-- - ,; -: D.I\NIEL. 

Examination of the message discloses that only ten different letters are 
used. It is probable, therefore, that what one has here is a oipbe:r 
which eJJi>loye a multiliteral ~phabet. First -~sumi~ tha:b the el»habet 
is one in which combinations of two letters represent single lettora at 
the plain text, the message is rewritten in -p-airs imd substitution of 
arbitrary letters for the pairs is made, as seen below& 

•• ..... •• ..... llo.l' I:• ·-. • •• ~ ·- .!I". _ ... - .. • .. ... 

NY: _y::/. .P.I "MA SH 
E B F G -a 

PP YY EM NS 
A B C .D 

NS n as 
D .:a·- l 

etc. 
eto. 

A triliteraJ. frequency distriputio:o. _is th~n made an~ ane.lye1a of tlle w.a­
sage along the lines illustra.t~d :f:n ~l].e preceding section of thia text 
yields solution, as follows: 

Jacksonville 1 Nov. J.6. · 
. . 

GEO. F. RANEY, Tallaha.sset;t: 

Have Marble and Coyle telegraph for infl"Qential men from Delawa.:r.e and 
Virginia. Indications of weakening here, Pre~s advantage and watch 
Board. L 'Engle goes up tomorrow. , -

.- -: 

DANIEL. 

b. The other example, using numbers; is as follows·: •·-
.. r - " .&.. • f '• r • 

Jacksonvi.~le, Nov. 17. -
S. PASCO and E. M. !. 1ENGI.E: 

84 55 84 25 93 
93 20 93 66 77 
52 ~-8 44 55 42 

I RE8TIUO'FEJD 

34 
66 
82 

82 
33 
48 

. - -
31 31_75 
84 66 .. 31 
89 J-&-2 93 

= ... 
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93 82 77 33 55 
31 93 t20 82 33 
31 82 66 ]5 31 ..... ,. 
.DANJEL. 

,. 
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66 
93 
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There 'rere, o:r course, severe.~ ~ss~es .of ~~ .~"t?.~e, ~<f: examination 
disclosed that only 26 dif'fe1·~nt numbers in al~ were used. So~ution of 
these_.c.iphers f9l~owed VCJU-7-~asily, the decipherment of the one given 
above being as foJ,lqtrs: . · · ., · .-. · · · · ·:.. · 

• ~.II ,. • ~ • ,. 1"'1·1; • ·~'"" • ·'· • r t. •• ... 

Ja.cksonvill~, Nov. 17. 
S • PASCO and E.-M •. L lENGLE: 

Cocke will be ignored, Eagan ca.l~ed in. Authority relis.Pl.e.·· · 

DANIEL. 

c. The Tribune experts gave the following a.l.pha.bets as the result 
of their decipherments: 

I - ' ~ . .I 

AA=O EN•Y rr:n NS:E PP:H SS:N 
AI=U EP=C l-1A:B NY:M SH:L YE:F . - I ...... t ·~ .. I 

EI•I IA=K MM:G PE:T SN:P YI:X 
EM=V Di=S N.N:J PI:R SP:W YY::A 
20:D 33:N 44:H 62::X 77:G 89:Y 

...... , .)1 . ,-

25:K 34:W 48:T 66:A 82:t' 93:E 
. I ·- . ' .- ............ 

27:6 39:P 52:U 68:F 84:0 96:M 
3l:L 42:R 55:0 75:B 87:V 99:J . ~ ... ..., . 

- -- .. - 1.J• 

They did not attempt to correla.1ie -these a:Whabets I or at· least "1iJley say 
nothing about a possible rela"t;~pns~~:P. ~ present author has, however, 
reconstructed the :reci<a.ngle upop whicl:l these alphabets are based, and it 
is given below (Fig. 24). · -

H 1 

I 2: 

fa s' 31 
1 p 41 
z ,.A 5 
~ 
~ y 6 

;! M 7 
~ 
.-t E 8 

ftES'flUC'fBD 

N9 

T 0 

' . 

"!d Letter or Number 
HIS PAYMENT 
12 34 5 67 8 9 0 

- - - - - - -
K s D - - -

L N w p 

R H T 
- 1-

u 0 - - 1-
X A F 

1-- - - - - -
B G 

-
I c v y 

- - -
E M J - 1-

Figure 24. 
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It is amusing to note that the ~onspirators se1ected ~~ their key a 
phrase_ quite in lteepill8 with their o.t·tempted i1lega.lities .. __ HIS PA.YMENT -
for bribery seems to ha.ve p.la.yed a. considerable part in that ce.nu>aign. 
The blanlt cells in the matrix probably contained proper n.a:mes, numb~rs, 9 - . . .. ' 
etc . ·. ~! • r "' .,"' • •' I • • -.\ . - '· .. 

26. The international -(Ba.udo·t) telel'rinte; code.--!· Modern print• 
ing telegraph systems,IO or tele;printer sY!tems as they are. more o:f'ten 
ca.l!led, malte use o-r a i'ive-uni·t codell or alphabet which is simil.ar to 
the :Baconian a.l.phabet treated in par. 53. Like the Ba.conie.n alphabet, 
the teleprinter a1phabet is com;posed o:r pe~ta.tions, .of tlf9 elements 

- · · taken five a.t a. time, making it possible to. obtain 32 different permu­
tations, 26 of which ~ I;U:!~~&ned :to~ t~e_J._(jl!;\;t~rf}_ :of' _the. al.phabet, leaving 
l for an "idle condition" and. 5 for certain PJ;"Jtite:J;" operations calle~ 
functions, such as "spa._ce", "figur«r. -~h_i~"_, "+e-f:~er sh:Lft,." et~. . . 

.,. ~ ---=. ..-
L -

• • 1 I 

-~b. During electrical transmission, the two :distinct elemellts o:Jt 
vh:i.ch-each c~a~te:r. i_s ~5!-9m.Po~eP. take_ the :form~ of (1) a timed 1nterv:al of 
electrical current and (2) a timed interval of no c"Urrent, which are 
~ommonly referred to as "mark" im;pul.ses a.nd "space" ~ulses, respective-
1y. In certain operations 1 a paper _tape is prepared oi' the traffic to be 
transmitted, or a paper tape may be prepared of the incoming traf':f'ia at 
the receiving end.; in s~ch tapes, the elemen!'s o:f the Ba~t clujl.racte.rs 

i~;a.!!:. ;~-!s ).~~ed holes ("mark" ~ls;,~_.~ ~ ~~~-~e-~~~r~~ p~s~:~ons 
- • .- ·~--~ . .: ~- .. i"' ;..... !: :• • 'II"' "' ·~ i' II _ _..,A •,. -.·· ... -. .. ~' i"" 

9 As was_mentioned in a. p~evioua :footnote, a mat~ix containing s~h 
items 'WOUld be_ termed' a.~ syll~'bary -~-q~areJ_ [or ,!;!xa.m,ple··of' such matrices 
see the treatment o:f syllabary squares ana:·coQ.e charts in Section X ... 

10 Such systems are cb;J.i.acteri?;ed ~y t~_ t~~EJmiSS~Qll a.~lcr;;eption::-· 
· pr:tnting of message!! by e1~ctr:J_ca.l J!leS.JlS, _ip.c.orpo~ating tyo ele.C?trice+J.Y­

connected instruments.resembling typewrit~rs •. When a key of' the keybo~d 
on the transmitting instrument is depressed, an electrical signal is 
transmitted to the receivi'tl8; instrument; caU.Sirig thia- corf~sponding char­
acter to be printed therein. Usually the message is printed at the local 
as well as the distant station. The syatem has been .adapted to radio as . 
well as wire and QVereeas cable transm~ssion~ _ · . 
11Th~ five-unit. code W,!!S first jl.ppliesi to teleprinter systemt.. by Jean 

Maurice Emile Baudot (1845-1903), and is commonly known as the Baudot 
code. It is worthwhile to point out . tba.t Baudot apparentl;Y ~onstructed 
his a1pha.bet to correspon~:with ~o~l frequencies.of chara~ters (with 
certain exceptions)' since .the most frequent ones are represented by per­
mutations requi.ring the least .e~ectrical.- energy on the. basis of "marking" 
and "spacing." In this respect Ba.m;ot "took_ 'iL leaf ouj; of Morse's note-,, - -- . . -
book. .. .. . =- -..... ,..,.~, . · -· _ -

.... ~~ -;- :-·.-· ...--;·.- ~ ·: ~-,.# .. ,.. "'::.· ..,_,:_ .. 1~..:,· r . ~A-f-.~ ............ ~ : .. ...,_ ., 

·-· - - .... ~.. ·- • r"::i • • 1.. ... ="' '":"! l. t~ .':..~ ... .,•(""' ·-~f :-. /.:, ~:~·~ ~!i' • "'],. :.!: -· •• ;, W 1 

~ • ; I =. J:!7 - ~ "'·~~~ ..... -.a ..... • i.-.' 
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c. The· telEiprinter !lOC!P in international use is· given in Chart_ 71 
below, wherein the mark and ppace im.PW.ses '{known collectively as ·\)a:uds) 
are illustrated as the holes (shown as black dots) and "no-holes" '9:r. e. 
teleprinter tape. The letter equivalents ("lower case") are. self-e:x;Pib­
atory. The fi~e sbif't is used t9 change the meaning of a. particular 
character to a.Il upper case" equivalent, 'and when it is desired to retUl~n 
to lower case, the letter shift is used; in regular teleprinter usage, -

I a ., • "' • I' • .. ·- '"' ::. • ---s... :: -~ .. I .. I .. 

. . - - ...... ., • :tO ..... . . .: . . -
Ufllill I WEATHER SYMBOLS 
G E I COMMUNICATIONS 

raJO/l-\.!s,.....;'·~•ll• 
- • : $ 3 I a i. ii r· I r,·-:--;- 9 j'~"\ 

4~5T(J)2/6•-~• 1•1;: 
4i)D-71i77"'11 eljl-

LOWER CASE. A B C 0 E F G H I J K L M N 0 P Q 
- - --- - -'- -- - - ' i)j 
RSTUYWX'{,Z~~~ ~~ 

I •• ••• •• • --I- '--- - -= f::.· - Ill -- -- - C:::· .. 
.!._~1:: ~~ ~!- f-::- --!! 

2. 0 • • "e... -·· o o•• • oo 1-'-fE[o" HOLES oooooooi~o~~ooooo ..!]i 0 ~~:~~ ii ~"-ci 0 0 0 0 (j 0 0 
3 o o oo o oe oo • - • 0 . eri" - . --1- i •. 

" ooe oo oo ooo'=" - 1-·-'- . ·- - -1-·-f--.:1-- . -
Ol 0 e e 00 

!I 0 •• ..-•• 0 -"-I • o • ~ o •- -I- -oFo . ' - •• - ' • - lr.. p .... I ' 

Chart 7. Xp,.tef.~~~:J.oQ.~t ~~l~P.ffn~~ _c_o~. _ . _ J-o 

. ~ 

the "communications" s~'fi o:r p.J)l>er-caa~ eqil.:J.ra:J.ents are the ones recorded 
on the typed copy by the teleprinter," whereas' tlie "weather sl'mbols11 4-re 
the upper-case equivalents w}?.icn are :prip.teQ. in teleprinter systems ~.:. 
signed for the sen,dipg and rec~1-vipg of: wea~her .1¢'ormation. The pJ?apf! 
is used to sepe.rai;~ words; the ~e.rrie.ge. returl}. (c.n.) effects the ret'Q.fR 
of the teleprinter c~iag~ to the right and the line t"eed (L .F.) roll.rt 
the platen to the next line for printing ( cf. the corresponding funct;f.ons 
of an ordinary typewriter):·· In addi"!:iion, when the upper-case equivalent 
of 118 11 is used, a bell rings in th~ :r:-ece:ty~ •teleprinter· as· a: ~ignaJ. to 
ciul the operator to his· inachine·, or to in~ic~te _ tbS.t traf:tic :l-s ·. al?t?\.t!i·. to 
be sent. , · ,.. '"'-: -- · · · ' ·· · •· ,..,. ... , -· 

.J. I \. Ill 1 ~ • ''Lt" ':tp •,, I ,. , ) ... • 

d. In Fig. 25 is shown a portion of.a teleprinter tape containing 
the beginning C?f the phrase .. Now is the tiine for all· good men • • • " 

• 0 • • ' ~ .. ~. • • • •• ·~--
0 • • • ••• • 

············~····~··········~·· . . ............. -. ~ .. . .. . ·-· .... . . •• •• • • • • • •• ••• • 
NOW IS THE TIME:·: .fO~ l\Lt:. ·qooo MEN 

, 11."'""- .. - ... -· ~ .. 
Figure 25. . 

·- ~ . 

- ... . -::: .. .. ..., ... 
- ~ 

'-

.... """' ·- .' 

The small holes, one of which appeBJ;'S in every position of the tape" be­
tween the second and thi~d levels, are sprocket holes used for advanciD3 
the tape through the transmitter unit. 

HE!BII'RIO'FED 118' 
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e. It. is to be emphasized tho.t messaees are not made secure from 
unauthorized reading merely 'J?Y sending them by meo.ns of a.n ordinary te;te;. · 
printer sys·tem .. -the teleprin'l!er a.lpho.bet is internh.tiona.lly lmown, just 
as the English, Russian, etc: alphabets are. In order to provide secur­
ity for a. teleprinter messaee, it is just as·necessary to apply thereto 
some sort of cryptographic treat~exrt. as it is to any other kind of' ~a­
sage. The cr:y:ptosystems used for teleprinter enc:~;J~Ption may involve - ~ . . . 
either, or both_, of the two c~asses of' cryptoe;ra.phic treatment, viz., 
su~stitution and transposition. A substitution treatment -might 'iiiVolve 

- changing certain of the wk im;pulses of'' the characters comprising a mes­
sage to space impulses, and vice versa, according to a prearranged ~ys­
tem; a transposf·l;ion treatment might imolire changing the order of' the 5 
impulses in the Baudot equivalents for_. the cpara.cters coiqp:t:ising a mes­
sage; and so on. The cryptographic treatment can be accomplished by a 
special cipher attachment (co.lled an "applique' unit") to a teleprinter; 
thus no modification of the teleprinter itself vould be necessary. There 
are, of course, sel£-contained cipher te~eprinters designed as such for 
_engineering or cr~ogro.phic reasons, or both. 

' . 

! . In the ~a.l~ is of encr;ypted teleJ?rinter systems 1 recourse is 
had to special tablesl2 of the frequencies of single Baudot characters, 
digraphs, trigraphs, etc • , as they appear :tn teleprinter tra.fi'ic • It is 
important to note that in teleprinter traff.ic, as in any other type of 
tro.f'i'ic involving the use of a. word aepa.ra:hor, this character has the 
highest frequency of a.ny plaintext element I, Furthermore, one of the 
highest-frequency plaintext digraphs, in a~ldition to those wherein the 
word separator constitutes one or the elemmts, will be the coml ination 
"carriage-return/line-feed", since this combination of characters is used 
in the normal procedure of t;yping each line 0~ text on the teleprinter • 

.... -· - . -.- : 

12 In such tables 1 as is common in cryptanalytic practice, the 'mark im­
pulses are designated by a :plus SJ'Dlbol ( +}, and the spa.Ce ing;lulses ere 
designated by a minus Sl'IJlbOl ( - } • In addition, it is usual '-n such 
tables to denote the character representing the figure shift by the digit 
11211

, the space by "3" 1 the letter shirt by "4" 1 the line feed by "5" 1 the 
blank by "6", and the carriage ret~n by "7". . .. ... --

.- ·:-.. ... ,:_ ..... 

...,. ... _ .... \ .. _, .. ... 

-- -- .. 

-• :;. i;,_ - -~ • . i .... 
119 

... •• .!' 
•t•l.L .. ~·--\ 

:RESTftiC'fED 



REF ID:A56895 
*-'l!lB'f'RfC'ffJD 

-.. "''" 
'-... 

-... .. 
,..., ... s .. 

... 'L"· ... 

.. ' r •1 

. . 
. . ~ ._,... ... ..... 

~ . , 
. •' '• .. -, I t. ... :. ... .. ... .. ' ... 

........ •' -.... •• J, . 
".r" 

.~· 

l-;,- : _.,. ..... -_,... .,• I •\ 

, r 

:,., •"".1 ~I .. 
"'~l ... •i ... 

. . :. _: -· - ' 
... t1" It ... 

+- ., ~ 
I- , ... 

-...... ,~ .... r • ... 

-· -.... ,. 

.. .,... . . ~ 
-~~ . 

t~o" ........ ,. ......... •• !". -.-.- .---.. .,. .:. ,- ......... 
i~ .. . .. 

..... 

.!."'. .:!. -· ' 

:.."- ·. .. . 
~ • . . ~(BLANK) .... ·- • "1j r ... ~ . .,_ •, 

-
·=-"' "'1-; J. • 1 

,"T'T .. ' 
. •r f . . .. -,n=t rt .,:: .. 

. -. ,.._ ,...,., ... ._,{ ... 
. -. _ ... 

...... 

I~ .... . - .: ,.. 

.. 

REB'±'RfC'fED 

"'.::: .... , 
.~"",.- ..... . - ·t 

•• · . 
"\-: .... "'lr.'- ..11-

. r. J •• 

... 
J 

-· • 

. . 

.i _ :.; n-~ -= • :a. •. -

... ":';. 

-" .:.. . 
• Y. .. .;:: ... -:,., .. 

'.T 

~ Jl :I '! .. y7'f-•~'• . , ..... -
.I • ..., ""' f . - .-. 

••~••• ;, I • 

.• ".--r,,.,., '.... ... ... -,. . .:-. 
-· -' IT l 

.... 
-· 

..L.. :... .... ~ ,. .. .. ... 11! 

... . - ~ ....... • I':"',-_ z 
fi ....... l"' .-. h:_,, 

... - 'rL-4- ' - .... - -

-- . 
... ·::::-
--· . _ .. 
""-··· 

-... -,,. .. , 

·--- ....... - .. . 

I I~~ 

- .. -.. 



.. 

REF ID :"AS-6895 

RES'fRIC'i'ED 
-, 

.. ~· .. 

SECTION VIII 
- ' ' . . - • .-.·. __ .:~~~.NULTILITERAL SUBSTrrUTION rTITH VARIANTS 

. .,. t ,.;... . . : ~ . - - -:. .. : -. '. 
_ . • Para.e;raph 

Purpose of providing variants in monoalphabetic substitution........ 57 
Simple types or cipher alphabets "1;-Tith variants...................... - 58 
Mora conwlicute~ types or cipher alphabets wi~l variants............ 59 
Analysis of simple exan~les ••••••••••••••••••••••••••••••• ~ ••••• ~ ••• • 60 
Analysis of. more complicated examples •••••• ~ •••••••••• :~............ 61 
Analysis involving the use or isoloe;s •••••••••• : ................ ~-;;. ~ 62 
F'urther remarks on variant systems •••••••• o ••••••• o ••••••••• o. o • •• ;. o 63 

- ·-" • !" \ r - - • ,'"' .. : r ... ... - -~ ~J 1'" .. ': _ ..... ··-·--"'I' ... ·~· ., -. ~~,. 

57. · P · -ose o--r roviding variants in monoa.lphabetic substitution.--
a. It has een seen that ~pe indiv~dual l~tters composing ordinary 

int~~igible p~ain ~ext are used with v~ying ~eque~ies; so~e~ such as 
('in Eng:j..is~1) E, T, R, I, and N, are used much more often than ot~rs, 
such as J, K, Q, X,:and z. In fact, each letter has a characteristic 
frequency which affords definite clues in the solution of simple mono­
alphabetic ciphers, such as those discussed in the preceding sections of 
this text. In addition, the associations which individual letters form 
i~ combining to make up words, and the peculiarities which certain of 
them manifest in p+ain text, afford further direct clues by means of 
which ordi~ary monoalphabetic substitution encipherments of such plain 
text may be more or less speedily solved. This has led cryptographers to 
devise methods for disguising, suppressing, or eliminating the foregoing 
characteristics manifested in cryptograms produced by the simpler methods 
of monoalphabetic substitution. One category of such methods, the one to 
be disc~sed in this section, is that in which the letters of the plain 
component of a cipher alphabet are assigned two or more cipher equivalents, 
which are called va.rian·!i values (or, more simply, variants). 

b. B~ica.liy, sy;t~~ invo-lvi~ _vari-ants S:r~ ~tilit~r-~11 and, in 
such systems' because of the large number of equivalents made available 

1 -
Uniliteral substitution with variants is also possible. Note the 

following cipher alphabet, illustrated by Captain Roger Baudouin in his 
excellent treatise, E lP'ments de Cryptographie, p. 101 (Paris, 1939) : 

' • • ~- I ... ·• ·=- • • • .... ;T""i t 

Plain': 
Cipher: 

ABCDEFGHILMNOPQRSTUVXZ 
LGORFQAHCMBTIDNPUSYEWJ 

K X Z 
v 

Baudouin 'proposed that Jp andY; be 'replaced by lni ~by C~ or Qp; and 
Wp by VVp--thus four cipner let'ters would_ be avaiiable _as V13.riants for ~ 
tne high-frequency plaintext letters in French. 1 

121 
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by the combinations and permutations of a litni:~ed number of elements, each 
letter of the plain text may be represented by several multiliteral cipher 
equivalents which may be selected at random. For example, if 3-le'l:;ter 
conminations are employed as the multiliteral equivalents, there are 
available 263 or 17, 576 such equivalents for the 26 letters o:f the plain 
text; ·they may be assigned in equal numbers of' different equiv_alents for. 
the 26 le titers, in wbich case each letter would be representabie l:i~ 676 .. 
different 3-letter equivalents; or they may be assigned on some other 
basis, for example, proportionately to the relative frequeiJ,C;les of plain­
text letters. For this reason this type of system rr1ay be Il!.ore completeiy 

r p 

described as a monoalphabetic, multiliteral substitution wi~h a~tiPle-
eguivalent c:1,pher alphabet.2 Some authors erm such a.system simple· 
substitution with multiple equivalents 11

; otl ers term ·it :'1monoalphabeti'c - -
subs Iii tution vTi th variants 11

, or mul tili tera_,_ substitution with variants • 
For sake of.brevity and precise terminology, the lat~er designatio~ will 
be employed in this text, it b~ing understood without.further restatement 
that only such systems as are rnonoalphabetic vrill be discussed. 

·-·. - ~- ·, ., _.,.. ,r • . 
. , .. £. The _pri~:V: objec~- crt' m9i'l;qalphaqet~c ,sup.s1;_tt)1~:!-«?,~ w;ith "'(Briante 

if:S ~.., as has been me_!fticw~d .. ~bov:,e, to provide_ ~~ .. v~,;rp.;t_:~~l~e~ ~~cl:LlJ!B.Y p,e . 
entployed at random in a simple ,substitution .of cipher .~quivalents·.fo:t: the 
plai~text le~ters.. · , .. .-- _ ~ , _ . , .,,_ - ." .. T .!· "!: n ~--

d. A word or two concerning the underlying ~heory of' (monoe.lpha.betic) 
multiliteral substitution with variants may not be ami~s. · Whereas· iri 
simple or single-equivalent substitution it has been seen tha~ 

'., . 
( 1) the same letter of the plain text is invariably represented by 

but one and ..alvrays 'the same character of the cryptogram, and 
(2) the same character of .the cryptogram invariably represents one 

and always the same le.~ter of the plain text, '· ··-: ·-
I" a"" •• t'1r ,• "".-. • -· r - . 'l·r~ ,. \ ... 

in.multiliteral substitution 1-Tith variants it will be seen that 
-, - ... ! I 'I' ""'j. 

(1) the same letter of the plain text rray be represented by one 
or more different characters o.f the cryptogram, but . 

(2} ·the an:~ clmra:~·~eF _!)f, .~he c.~yptop-~ .. n~ert_9.~1,e~_s_ .:\n,vari~bly 
rc;prese~ts: on<' _ana ~\"~~. t~~?. ~~~)-~t...t~~ o~ ;tl~~\ 1?~8:~.P.:~e~_ ..... , r :·•- .. 

58. Simple L,v-pes of c.:f.pher alphabets with variants .--o.. The mal;;­
rices shmm on the next page prov-ide some of the simpler :m'eans i'oz· 
accom:plishine; ·monoalphabet.ic substit·ution vrith variants. The systems 
incorporatill3 these l:natric.es. are extensions of the basic. ideas o:(' Ill'lllti­
litero.l substitution treated ln pe.r. '52. The variant equivalents' for 
any llluintext l~tte:_1~ _ mo.y b~ cho_~~· -~~ ~j..l_l; __ t~~.,. i1~ .Fig. 26, Ep=lO,. 15, 
60, or 65; ill Fig. '?.·7, Ep:J\Uc, l.'Z..c; FUc, F'Zc, T..Uc, or LZc; etc. 

2 Cf. the title of the prece<.liP_g section, "Multili"l.,eral fiubstit,ution 
vith s in::lc -equivalent c iphcr alph~be t.s • 11 

•• : _ _ • • , • ; • _ • ... 

.- .. - ... · ... lt. i; •' • I•.: I ".. .. 1 1 • . . 
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RF:lS'f'RlO'F:BD 
-·---·------

G 7 0 9 ¢ 
] 2 3 J~ 5 

61 1\.DCDJ!: 
7 2 F G III..JK 
83 LMNOP 
94'0.,RSTU 
¢5 V~-TXYZ 

0 
I 

Fi@u·e 26 

II ":" ' .. .:..;:"" •• '"' : 

V~lXYZ 
QRSTU 

LF.l\. 1\.DCDE 
N G D :Fo G III.JK 
NUC LMNOP 
OID Q.RSTU 

·PKE Vl-IXYZ 
• II,. _j .. • ., - ~ • 

.. . ... -
;.... .. -~ -j 

FiGttre 27 
- -- .. ..:...!!' ....... 

··-vwxyz .,., . 0 

_ 1\.EIOU 
TNHB ABCD:C: 
V P J C F G II I..JK 
WQKD LMNOP 
XRLF QRSTU 
ZSMG V'HXYZ 

.... • ,1-_ .I .... _ • ~ __ , I J. • ~ '1'1' ._ 

- -
-· . ___ F~~e~_28~ ·- - . -- - .... 
-) : ,~' ·t" ... 

I .. 

-QRSTU -- - _• ~ M N z 
- · ·L :M N' 0 ''p - - - -. "o ' "W'X"Y' 

- 't :. 

•I 

~ ... _ ._:'"" :F_ n"E: I ic ·-- - ·• ·"'·-
If' • I • = 

J ·K- :r; -
F h'H: I ,_ - -s ~ u v · · 

VQLFA 
't-1 R M a··B 
XSNHC 
YTO,_ID 
ZUPKE 

A B.C DE 
A B C J? •. E 
F G lii..JK 
LMNOP 
QRSTU 
VY.TXYZ 

ABC DE 
OMJFA ENALU 
-NI\:GB TRSFW 

L H C OI.JH Y X 
ID DCMVK 

E PGBQZ 

MJFA 
KGB 
LHC 

I D 
E 

NOPQR 
ENALU 
TRSFW 
OI.JH Y X 
DC~1VK 
PGBQZ 

._.. I ,. ... .. .. • • 

I,_. J • .. 

1231~56789¢ 
741 ABCDEFGHIJ 
852 KLMNOPQRST 
9 6 3 U V W X Y Z • , : ; 

'.. - ... 

.. ·- ., .. -

•\ 12-~4·5°6789. 
51 ABCDEFGHI 
62-JKLMNOPQ.R 
73 STUVWXYZ1 
8 4 2 3 4 5 6.7 8 9 ~ 

.. 
Figure 30 . ~ri~e- 3_i. 
~· 
I( .. 4 I • '• '" '" .. 1•. I '" • ., .. --I ""~ •• • ' 1 '•" I .J ..t, I .. 

1 2 3 4 5 6 7 8 9 
741 ABCDEFGHI 
852 JKLMNOPQR 
963 STUVWXYZ* 

Flgure 33 .. . .. --;'- --::r _.. .... ., . .. 
," I • 

• i - ... 

¢ 8 5 1 
9 6 2 

7 3 
4 

..... 
- ,_ .. - ~· - i-

.. 
1.115 .. 1 I '" 1 "!. 1 • • 0 

123456789 
TERMINALS 
BCDFGHJKO 
PQUVWXYZl 
23456789"91 

.. e .. • .. • r" ...... • T' • . ,, •·. ' .I ~- --:.r.t. ",:...., • .. I .. :, _.,_A 

o, -I Figure 34 F'igure 35 
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b. It is to be noted. that encipl}.Cl;';Ill~n·l; 11y means or .the matrices in 
Fiaures 27, 28, and 31 is coramuto:tivc; i.e • ., he coordinates mo.y be r~ad. 
in either rm·r-colmnn or. column-rovr orde1~ y:~t~~ut~t cr.rotot>raphic ombigur"Ey, 
since there is no dup1:1.ca:tion bet'\-reen the rovr and coluum coordina:tcs. 
The remain:J.ng 1na.trices ~bo;v-e are 'n,on-c,onunu.l<atlve; theref'qre a ~omrerrliion 
must be 13.(";-·eed upon as to the order oi' rcttditlg . ·the coorc+:f..na.t~;:s ... I·t should 
also be noted ~hat ~n .F~gs~. 30 ~d 31. th:e~~~~tters _iri th~. ~Q.UF~~ P.,.qve been 
inscribed in such ·a Illc.'l.llilcr that, coupled "Vrith :the particular arrangement 
or the rat-r and column coordinates, the. numbeJ:" of variants availa.b~e for 
eo.ch plaintext letter is roughly proportj.ono.l to the :frequencies of the 
let·ters in plain text. A similar id.ea is I'Qund. in Fig. 35, vrherein_ the 
top rm-r or the rectangle conlio.ins . 13- 't·rord composed Q:f ,high-:r.requcncy let­
ters, and the coordina.tcs arc a.rro.nged ig, a.. Tll€1-nner rouehly corresponding 
to the frequencies of plaintext letters. The matrix in Fi~. 28 is a mod­
if'ication of the pseudo-code system described in pap. 5~, with tbe added 
fea·ture of variants • .1 - • .1. r-..,r.-F4 , · -~ 

.£ ~ Other simple ideas for· pr~~~cin~ ~ar'io.nt .~~~fu.~: ~e ~:t;:tc~s·. 
such as the followin"": • • ~ ... ~ 1 ' . · • ·... ... " ·• 

:<:1 • • • J ... 
1 1 ; • -. 

1 j 1 1 
o .. -~ .. - .. , • ~ .._ .#- 1, 1

' • •1 ... r 

A B C D E F G II I-J K L li N - 0 P Q R S T • U ~ V .R: X . Y Z. 

oa 09 10 11 12 13 1h 15 16 17 18 19 20 21 22 23 21t 25 01 02 03 o11- 05 o6 07 
35 36 37 38 39 ho hl !r2 h3 !~I~ !r.5 1~6 47 1~8 1~9 50 26 27 28 29 30 31 32 33 31~ 
68 69 70 71 72 73 711. 75 51 52 53 5lr 55 56 5'7 58 59. 6o 61 62 63 6l1- 65 66 67 
87 88 89 90 91 92 93 94 95 96 9'"( 98 99 00 76 77 78 79 8o 81 82 83 81~ 85 86 

. -
· F;t~u·e 36 

1 I ~ :J • - 't, • r I • 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
11~ 15 16 17 18 19 20 21 22 23 21~ 25 26 01 02 03 Oil. 05 0 07 08 09 10 11 12 13 
27 28 29 30 31 32 33 3'r 39 36 37 38 39 l~o IJ.l h2 43 ~~~~ Ir-5 46 1~7 1~8 lr-9 50 51 52 
58 59 60 61 62 63 64- 65 66 67 68 69 70 71 72 73 71~ 75 76 77 78 53 5'1- 55 56 57 
81 82 83 81~ 85 86 87 88 89 90 91 92 93 94 95 96 97 99 00 '"(9 80 

··.:.~~ . • ... • . r •• 

I 0-: ' 

.- ...... ... '. 
In these' t'-10 ro?.t.rices there )las been a regular inscription 6f' the dinoJr..es 
in the rmrs • l•\u·thermore, i11 Fie;. 36 the dinornes 01, 26; 5i, and 76 (i.e. , 
the 1m-rest munbcr in each of the fou1· sequences) give the J:..cy irord (IJ.'RIP) 
for tho.t matrix; and.. in Fig. 37, the dinomes 01, 2~(, 53, nnd 79 denote 
'Lhe key i·rord (NAVY) .ror tha.l; mo.trix. The security or systems involvine; 
such matrices i'iou1d of course be areatJ.y im:p1·ovecl ir the dinor.1es_ verc . 
o.s:JiGncd in o. reJ.ldom mnnner; but then the ea.sy uu1emonic feature of the 
four sequences and the key 'rord uould be lost • 

RES'FRIOT:SD 
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a.. 1-m intcrcs tine; o.dn.pto.tion in a. disc form of the t;ypc of matrix 
illustrntcd in Fie;. 3•7 is i;he followinc; device repu:teclly once used by 
the Mexican Army: 

... . . ~ - - .... -

- =- f - • .. ,.. .. - ... ,. .... t.a ........ • .. -.., o;:.r 

-- ........ 

. .... 
The device consisted o~ five concentric discs, the outer disc bearing the 
26 letters o~ the alphabet, and the other ~our bearing the sequences 

• 01-26, 27-52, 53-78, and 79-00. The rotatable discs ll1a.d.e it possible to 
change the keys at frequent intervals, without the necessity of writing 
out a new matrix each time. --· -· , .. · ..111 • 

59. More co 1icated types or ci l1er alphabets with variants.-- ....... 
a. Matrices such as those i~ Figs. 3 , 39, and 0 below are termed 

~requential matrices, si"'lce tlie number a~ cipher values available for any 
given plaintext letter closely approximates its relative plaintext fr~-
que:n~r· ............ - ..... w -~:.· .. _, .:··.- i~ . .,c~: ! ·r.-.l-.. ·:.:- ,. 

" ~~ A.t C)) E 
- . A- T G A .U R 

- '•13 s- L ~ E y - I --

V ,.(X 'y z 
ECAP 

F ._R i'f s T 
1 l"t- .'T""'f • I,..,.,,. C .·~..1 ,.t'W'fti"', ':"I 
- . - C C "N D 0 M • • • E L T I H 

'· · · · 'i'J n !'). :r. "'r 'F.: .. · . :l:f .Y s .cfv 
..,._ E... NTXNE C~RE:Q 

- I '• • ·- • 

0 . 
~. .;. -· - .. 

7 ... I . 
II P~ ,~)- I 

I '2 ..... 
I .. ~ . .. . 

v HOJ\.TE A L E ·z -li 
1-T • IIIROQ ETRBT 

·- ' -~ X. 0 I E T A '• . • C N PES ·- y FTLOS A 1-1 T IU 
z IS N DR IE DON 
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6a9i51~37·2¢ 
;.' ' 

1 2 3 4 6 1 8 9 
7 AAACDEEILN ¢ ENTRUCKING 
1 AACDEEIIKNO 1 QUARANTINE 
3 ABDEEIIJNOR 2 U:t:lEXPENDED 
8 ADEEHINORS 3 IMPOSSIBLE 
9 CEEGINORST 1~ VICTORIOUS 
2 EEFIMOQSTT 5 ADJUDICATE 
¢ EFIMOPRTTU 6 LABORATORY 
5 FILNPRSTUX 1 EIGHTEENTH 
6 ILNPRSTUlvY >·. 8 NATURALIZE 
4 LUORSTTVYZ . -9 T\-lElqTYFIVE 

· · I '! Iff &. . ' .. 
Figure 39 - ~ ~ ·,Jfi~e 40 . -. . . . . . 

~. In the f'ra.gniqp.ta.ry roilirix iJ_lustrated 'in Fig. 38, the number of' 
occurrences of a particp~ar letter within the matrix is proportional to 
its frequency in plain text;' the letters are inscribed in a random manner, 
in order to enhance further_the security or· the system. ·In Fig. 39, we 
ha.ve a modification of the ide'a set forth in Fig. 38, except that the 
size of the matrix has been reduced riom 26x26 to 10x10; in this case, 
the letters (1-rith appropri~te number of repetitions) have been inscribed 
in a. simple diagonal route -(lower left to upper right) "'·Tithin the square 
and the coordinates have been scre.m.bled, f'or greater security. In Fig.· 4o, 
there is illustrated a t;ype of cipher squo.re uhich is known in cr;ypto­
logic literature as the Grandpre cipher; in this square there are in­
scribed ten 10-letter ~rords containing all the letters of' the alphabet in 
their approximate plaintext frequencies. These ten words are further 
linked togetl~er· by a 10-letter word which appears verticaily in the first 
colunm, as a mnemonic feature for the i:qscription of' the 1-rords in the 
rows. I I .. !: • 

c. The f'requential-t;ype system represented in Fig. l~la (enciphering 
matrix) and l~lb (deciphering matrix) ~-ras described by Sacco'3, who pro­
posed that the-dinome~ i~~~ribed i~·the encipper~ng matrix be thoroughly 
disarranged by applying a: dOuble transposition to ~the dino:mes 00-99 as a 
means of su;ppreGsing any patent. rela;l;ionships amo~ the variant values 
for the various plaintext letters; fu:i.t~rioore· ~ · tl:ie nulls incorporated in 
the mo.triX "1-Terc to be 'l.,tSed Occ0:siorolly dtU'iDe; th~- encryption Of a :mes­
seee1 in order to thro1:r a cr;ypiano.lyst off' 'the track. ·-In this exarn;ple the 
number of' variant values for each plaintext lette~ has been established, 

1 '" o o ,~ ,.. .. 1 f - ,. ... f" • -. _. • 1L I I 

or course, r.t·om the standpoint of' Italian letter rr~quencies • 

. ,. '" -
_,_ ~ :~-' 

3 Sacco, denornle Luiai, r;ta.riua.le · 'd:l Cri ttor;.rli.fio., 3d Ed., Rome, 191~ 1, 
p. 22. 

' 

ll.ESTHIC'FED 126 
• .... I 

·-

. •, 



REF ID:A56895 

RES'f'RIC'f'BD 

Nullo A. ]~ I J.1 Q v 
118-56 03-25 10-35 10-23 39 20 02-06 
21-09 52-62 37-65 53-75 68 77 
76-51~ 79-69 7J -r(8 82-8'7 
l-1-2-12 N R v7 
Gl~-7h B Ji' J 
55-11~ 13-73 26-91~ 95 
83-90 ~0 24 81 
63-06r 93 57 0 c• 0 X 
!~7-45 c G K 07-30 11-58 85 

_28 38 96 51-67 T y 
70 97 72-89 33-88 22 

... .. 
D II L -P u z 

08 . - 17 05 41 00-15 3'+ 
80 1~3 49 98 36-99 59 

01 
-·--~·~t~...r ( - l!'ic;U.re 41a. · . 

I 1 = ... _ - •• • - ..r . 'Ill. .,~)..,fh- . 

)f"~"'l. ~·.: _. . ,.. "'. - - ·- I 

1 

3 

4 

' 5 

6 

_a 
9 

¢ 

too ........ 't ~ ,.,. ~ ... - I .... -

•1.".2 3 '+-
.. ...... ' ... ., ,;,..- . - "' ,. , • ... a .. .,. --- ' -

~ .- - N -
·- • - - ·y I F 

/ 

nine comma. T 7. / 
p 

_. 
H ,/o~e 

0 A I 
. -.. 

period A - -
E 0 N -
J I - t~TO 

five zero B R 

u v A Silt 

I 

I 
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5.. -1. 
6 _7 

u period R 

A R four 

E u E 

- seven -
- - F 

Jil one 0 

I - Q 

X v I 

w K G 

J., - 0 

12( 

one seven 
l.j.lJ. 1~6 
66 

eight 
tl-10 . 29 

81~ nine 

three 31 
50 

four zero 
27 19 

92 
five period 

G0--91 16-61 
six conun.a. 
ol~ 32 

. ... i . -· 
8 .. 9 ¢ 

E zero I 

c eight Q 

G M 0 
' 

- L B 

s z three 

M A five 

E A c 

T 0 D 

p u -
D - u 
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1 .2:~ The Baconian cipher a.pscriP.e9-, in P?!: ?3! :m.a.y be us!!d as a ~~sis 
for superin1posina addltiona1 COJrq>lexiti~s ._, _F?r ;tns~arice1 ;the '~a:• elel_Tl~~ts 
mo.y be represented by o.ny one of the 20 consonants as variants, while 
the "b11 elements mo.y be .represetlten by ~ny one o:r the six vowels; or the' 
],etters 'A-1-1 may be used ·to represent the 11a 11 elements ana. the' letters" I 

_!i-~ '!;or_ the "b" element~; ~i~it~ ~y-~e.used for the "o."~and "b":eleml_~'li,, 
,either on the bo.sis or the firs"); five and last rtve q.igits, or on the 
bas is of the odd o.nd even diBi ts ; or the i'irst 10 consonants (B-~) and _ 
the last 10 consonants (N-Z) may be used for the "a" and

1 
"b" eletberi~s 1 • .,. , • 

. with the vowels used occasionally as nulls--thus the resultant crypto­
grB.ms will resembie those ·o·r a fairly coyqplex cr;Y:ptosystem. ·no-w~ver, ... .~.. ..... ~ .. 
once the crY,Ptano.lyst aR.sumes the possibility oft such a s·ystein, its com­
plexity is more apparent than real~·- Etii.ntJ:a:r.:)..y, variatiOJ?-5 of th~s genre­
may be superimposed on triliteral systenm such as the Trithemian cipher · 
illustrated in par. 53b; variants for the 11 111

, 
112", and ""3" elements may' 

be chosen in such a wey as to provide a la.rae number of equivalents- for 
~~ch bas_ic trilitertq .. _~<;9P.'lbi.~at:!-oi}. - ' · 

2.• Another scheme. for e. complex variant system is a sumnling-trinome 
system. In this cryptosystem, each plaintext letter is-assigned a unique 
value of 1 to 26; this value is then expressed as atrinome~ the digits 
of which sum to the desi nated value of tne etter. ·~or e~le, if a 
letter has een assianed_the vo.Lu7 ' , it may

1 
be repr~senteq. by _a:ny ,one 

of the following permutations ~ljld conv:>in~~ions_ ~; , _,_ _ , 1. ':l•~ : _ 

031 
ot~o 
103 

.Ii2 
121 
130 

202 
. 2li 
. 220 

. "'i . :. . ~~ -

. • .. t .. i I I. ...._ . . . 
Since the values toward the middle or tht:;- rap~e ,_?.--26 may·b·e rii>resen~ed 
by a very considera1Jle number of sunno.~~::-tFino~~ -~~...!.J _ :ro;. 1f~ val:~tes 
13 and 14 there are "'(5 variants ee.ch), sv.ch a system would offer a crypto­
grapher wide latitude in the choice _of cipher equivalents in en~_iphering, 

I -- --: - .t - .• f !:" - !•,,; II' ;. Ill "'·-.t. ~ ... 

- .. . •• I ..1 

A. "'. .. 
; - ............ _. .. - . " - . 

~~ · • I • i - -

The representations o:f' an integer (i.e., a '\-l'hole number) as the sum 
of inteaers in all possible '-rays are termed the partitions or that nuln.­
ber. The pa.rti t,ions in this aubpa.ro.araph are mod 10 a.nd also _include: the 
digit ¢ in order to form trinome equivalents out of all the po_ssibl;e per-
JJIUtations. • · ····- __ ·."]__i_i...,... ..... . -- . --- --- -· --- -- ·-
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especially :J.f the basic values of the plaintext letters were chosen to 
corres~ond with the scale of their relative frequencies, such as the fol-
lowing: _ - · - - · 

J Q. :s w · Y u .ii:-.li -n I o N :m·-T· R. l s ·L c ·P M-~G:-v- i ·K ·z 
o 1 a· 3 4 5 s 7 8 9 1011121314151617 1819 20 21 22 a3 a4 as as 27 
=~g~~~~g~~gg~~~·~~~~~~~~g=-
= -· ~ if if-~ ;!' ~ "i1 ~ ~ ii!t i5 i£ ~ ~ e if i1 i£ ~ ~ $ if -
-~~~¥j~~~*·-~-~~~~~~~~ 
. ·· --. ~--~- ~ ~ ~ it f£ ;5 ~ ~ ~ i5 ~ :;! ~ l!! i!f e 

... , ·~ - _ .... _ i! i€ ~ ¥ ;r ~·;!. lE j5 5! ~ ~ ~ ~ jif ~ -
.. -_,;:_~~~_52~ ~ g it if j[ i!! il if~ = 
-~ £4 ''£ ~ ~ ~--~ il )\5 !if';! ii ii5 ~ i¥ j! 

~- .'1' ._;-'~](ir 't -~ ~ ;l'il i£-i!i-~ ~-
..... - ~.- -----:~- ·g ;l §! j! ~ ~ ~ .~ f£ p ~ 'Ji! 
- - .: _., .; .-;- i~.¥.-=', ~ ~ ~ 'ji'1 ill ii' i!! ~ a s 

•E -•• , -~ • :o ;! •" - i. ~ ~ ~ ~ ~- ~ g i! ~ ~ 
·:--~· --~r; -.-· .,_-.?' ' - ~ -~ ~ ~ 55 ~--g ~ 
:.-.. - -~ ?-':/ erA: :t~~=~ ~. j!f ~ ;£ ~ = 

I ' • ·, • ·-~ -~ ~:1 :::::~- ~!!~- ~·==· ~ •·~ ~ ~ .;; o. • ' v . 

-... ·::. : _ . r_;t-·.! ;:_t .. :~;r-. .: -~~;-1. _-:.~~ __ t:t ·~ e . . _ . ___ .. .. ..~. , 
- . - ~ - - - 'lf'r- j .! ..:.. "". _1', -ll•• . .:t=. '-•- . . 

..,. .. • --- .. ~ "'5.o -, .. • - r ... - .... ~ .. .. 
.. ' .: :.,_ cr .. ~ - 1- a.: ~ .= : ' ~ - ~~-..r .. ;..,..~ • ~ T. d ... ~ .. --! • ... '""., , • s.~ · I _ c. ,;.-;-. 

- I -- .,:"·;·"..~· '-;,s" ..r .. ~ -:~-..: 1\ J:u~ .. ". ,. t.:.• _· .. ·r ~~!~ .:.:.'~ ~. ~*·"i·-"'· 1·.. ~. f ';:!j _,,... 
' • ,..- ... .. -- _ .... _. " "1. - "" • I & 

The talltes beneath each valUe ~epre~ent the number of Variants possible 
for the particuiar value. The unus-ed. values for ¢ and 27 (uniquely re­
presented by 000 and 999, re~~ectively) mny be used for punctuation marks, 
nulls, or other speciakpUJ.'llose symbol~. Sinc·e_such a system_, once sus­
pected_, would offer litt~~ difficulty5 to a cryptanalyst, certain modifi­
cations would be necessary in order to pose any real obstacles in the way 
of so;t.ution. For instance, if the nurnerfcal ve.lue ~of a letter is e:x;pr~s­
sed by permutations of 3 le:l;te;-s '(instead of digits) out of' a set of' the 
10 le·tters A-J 'l·There:tn· the sequence o-f the letter's A-J represents a dis­
arrane;ed sequence of' tlle .dig~t;? ¢-9' such a system ma.y be among the most 
complex types of ciphers in the realm _of. nlDno,a:J-p~~etic: substitution, 
requirine; the solution of many simultaneous equations_. A further refine­
ment would involve the use of all 26 letters as variants_, in predetermined 
groups, to represent the digits ~-9. Fortunately ror the cryptanalyst, 
such systems are impracticable. for field military tise; but if they were 
encountered, a sufficiently :arg~ yoiume of text, coupled with Hitt 1 s 
four essentials quote(l in Section I, '\-Tould eventually :make a solution 
possible. The/ actual cryptana.lYtfc complexity of certain apparently 
exceedingly complex c~yptosystems is dependent on their being correctly 

used at all :r·· which is ~ i~i~b1y ~· --c~e -w~th military ciphers. 

' 5 The solution '\-TO~lci involve :'~~nu;ily d.ivi~~ng the ci;her text i~to 
groups of 3 diBitsJ ~umming the trinomes thus produced to yield 28 pos­
sible basic values, and solvina these basic values as in any si~le mono­
alphabetic substitution cipher. 
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6o. At1c.1.l~ is of' s iro;ple examples .--E:· The following cr;yptogram is 
available for study: 

QMDCV PLFllfF DHNl-TJ WLKDK NHBPV RLTVM 
BKLWD WVHVK SHBCL P .Q K J R Vl-I'SML KGCNR 
LRNKV MGFXW JRGMV l-TGTJH QKXFN ZVFDM 
LTBPL PVFLM DCNWN HBCVZ NMLWQ FDHDW 

I 

VZBRV KLCVC VRDHL RV'TLF NCDKG MXWXM 
DTSCB CLZLR LMVTS ZNK~vT VPBRN CLRXR 
DCNKV PBTNT GHJZL FQFVK BJl.DZ~ PNHSP 
GHLKL FVZLT VMLKD p Q R N_ Z·. LZDTB MNTGM 
NZVFX KSFDC LZVTV FDFVR G p L P Q PNCDW 
VRJTN HLZLM V\o1NPV PDZDW JPNWL RJlCVM 
XMDTS MGFDR DKLWJ FLP,J~ ~FQWB FNCBZ 
DKVvTG ZSHBH DHJCX 

The first thing that strikes the eye is the total absence of vowels, re­
markable not only because six letters are missing (cf. the A test) in a 
text or this size, but also-because all six of these letters fall into 
an identical limited category--a sie;nificant non-random phenomenon. Since 
a uniliteral substitution alphabet wit~ six.l~~ters mi~sing is highly 
improbable, the conclusion of multiliter~l substitution is pbvious. 
Upon closer inspection it is found thti"t, i{ the- cipher text is divided 
into pairs of letters, only ten consonants (B D G J L N Q S V X) are used 
as prefixes, and the remaining teri. consonants (c F H K M P R T W Z) are 
used as suffixes--thus the biliteral (and bipartite) characteristics of 
the cipher text are disclosed. A digraph~c~ distribution is therefore 
constructed: ~ ~ -~~ 

.. 
~ .. · II, .. 

c F H K M p ·R T w z 
B = . - =" = - = ----
D = = = :!! $ - = = = 
·G' - = = e 
J 1~-t---:-=- - - - - ... 

,. 
L . = 

= = :;; N = = - li = 
Q' = 

' S· = = 

v· - = - $ ~ = ~ a ~ = --· ·- - ----· ~ ----- - . __ , 

Z If it hnd not been noticed that the cryptpgrazn should be divided 
into\pairs for ano.lysis, o. bilite~l distribution (see par. 23_9) might 
have ~een made, in order to reveal contact affinities of the cipher let-
ters. · 
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- ·r_ .E_. It is possible that the cr~'Ptogrom under study may involve the 
us~ of a. smo.ll enciphering matrix with variants for tho rovrs and cblunms. 
S;l.n~q- there is o.vo.ilo.ble an easily-applied special s'olution which permits 
the determination· o r the row indicators which are equi vo.len:t (i.e • , inter­
changeable vro."1.o.nts) ond the coltunn indicators 'Which are equivalent 11 m~re­
ly from a study of the digro.phic distribution, this possibi11.ty :i.s examin­
ed. The specio.l solution is based on the followfne considerations: in a 
message of' m.Ode1·ato length for such a cryp·tosystem11 it may be assumed 
that the various possibl~/cipher pairs tor a;given rlaintext ietter will 
be used ,.rith approximate~y equal i'req~e:ricy; i'or -l:ihis reason, the ci~her 
letters ,-Thich pair ,.,i th one of the letters used to indicate . a.ny particular 

, . ~ow ~of .th~_,encip!J.ering_ ~tt::I;x .. ~Y be_ expected to pai:r equaJ,.J,.y c:>ften with 
•. o.:q.y other cipher letter "Yrhich has been used&to ;tndicate the, sam~. rovr..(and.1 

or course !I the same is true. cor.cerning the cQJ.umn.:.indicator" le·t.terr \ •. 
Thus, in ~:he' ~:i.gf~,Ph_i~ -i;:lstrib~t*on .... of s-qch,a. cryptogram, .sets .cf re;\·ls 
appear "-rhicb. have simi~a.:t,' "prof~lesi' and-!. li~-rise 1 sets of s:Lmila:r col­
UIJ¥1S •• '!. ~;:t:~.:t. a ~tl.l~Y wil~ b~ .nvc9-e pf thE} 'fOV~ .. of: thEl. ~is'ltr:i:but~on just 

___ co~il:_e_q., _in~ an E\~~em;pt ~o . .J,.oca~e _and. iso).ate tl1oa_e J:Thich match:with _each 
o_:tlier; then!. the s~ ~ill be done witq :,!';h~ .• ~olunms _qf t~e S,istrib'ij.t:J,on. 

£• It is noted tllart the 11 L 11 ana,,"y".distributions have pronounced 
similarities (Fig. 42a)--these rows q~ unqer ~onsideration first because 
o:f' their unique "heaviness" of their frequency characteristics. Likewise 11 

the "D" and "N" rows have homologous o.ttributes in their appearance (Fig. 
1~2b) • However 1 the :f'u.rther grouping of the rows by ocular inspection may 

. "Presen:b difficulties to· the student 11 sinc·e rn ma.y not yet trust his eye 

. Fi_gure 1~2a. 
it': .£.t. {'!-.; ~·:~p· o::: ;: • ·-: ·.r- : ,;;. -1~ 01 " 

I,._.... • .,. 1 "'• ' ... 1 _,- I "' •• 1 I .1' • .... &.1- .... • •· "' .- ,. ... 
Ill!• ~ .... r ,.., "'1:'""••......-• • I .; .. .,jl&':i. •• -. •-

.. . 

- . . ~. 
...... , ..... .,, .... -."':/"" 'li\ 

r~~ ___ .. .. . -. . ,. ' --·1· . . L-i . . . .. 
·n ~t 1= i=J~ t 1-1=@ 
N ~ ~ ~ --~ -~-;=; : __ ;~ 

'.I ... 

Figure lt-2E_. 

! • 

··-... 

in matching _distributions; and he may feel the need for some kind of 
statistical asoura.nce. In ;the following s?b~~o.gra]?gs ~~~r~. ~s given the 
technique of a. mor-e precise method for matchi11g, mathematical in na:ture. 

-I I ... - ... • • • ':t ~ .... 

-...,.--~- ... 
7 These similarities ~e ~specially-pronoUnced when the'encipherer 

uses a "check-off" procedure for choosing his variants for each letter, 
that is, when he systematically "checks orr" the variants used during 
encryption to insure that all possible variants are used in approxinla.tely 
eq~~l prQpQrtione, 
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a. This I!letbod.. Q~- matching in an a.ttelil;Pt to "equate II intercha.neeab:I-e 
variants involves computinB a. separate value for each trial matching of··a. 
particular rpw (or column) againet eacb of a. series of other r<n'l'a (or 
columna, a.s appropriate) --such a. va.lue is taken as an indication of the 
"goodness of' match" cxhi'Qited_by the particular tria1,

8
the theory beip.g 

that the correct match- w;tll produce the highest value. ·The value fOf.. ~ 
particul.aJ.• tri13-l. match is computed by mul.tiplyill3 the n'U1Jlber of te.J.l.ies 
in each cell. of pp~ z:ow: (or co1UIIU1) by the number oi' tallies in each t;~;'­
respo]id1.-Il3 cell,. in the o~~r.:axow (or col'l.1nln) a.nd them totaling the pro­
ducts thus obta.ined!.•.,Be'g~u~fi!·AC-th~ way in vrhich it is ;produced, such: ~. 

II " ' - II " ,. value is tenned a. c;l;t'Oii!S -proq.uct1:1. S'l.Ull • _ . , : • ,. , •. ...,. 01-·· . ., -
. ' - e·~ ··rxf subparagraph ci above, it was d.etermiri3d that the "L" and "V" 
rows w~ilc equiv~~ri:~,' and. :tho.t 'tlie'. 11D11 i:md 11N11 r9'tVS also ·:rorm.ed an equiv­
alent pair. The next~ "heavy" rovr is the 11G11

• ro1.,. ("this' I is,, to be tes'ted 
for match "with the five 'remo.ining \mma-t;ched rmis :· Let the. 11G11 row be 
tested first 'agail:lS_t the 11B II ;'OlT. l£n~s~ tw~ rov;S a:r~- g{ven- beloW 1 vri th 
the~r erose-products sQm.· F9~.conyenience, the cross-pr9d~~t~ sum}~ 
a:ymboli~ed by ?C(~l,e2), where el and e2 rep~e~e_n~~~~e _ ~sf.g,n~~o~~ of the 
distributions to be m.a·tched. 9 ' · ·• ·· · • 

"G'i: -<2 Z 2 ·-- ·~3 1 - 1 
.( I • . ~-- tJ;. 

- .. ~ "B": 3 1 1 1 l 2 2 1 2 l ·- I. _, 1 • J . ~ 
X (_G,B): 6 2 2 - 3 - - 1 - 1 = 15 . -

.1-lt P' t' .J•Yloll "',.o ~ ":io I 1 
.... -:". ~~~ o• • J, .1 1 •• ,.., •' I 

1 

The com;pl.ete table-pf the com;po.risons of the '~G" .• ror.v _with _the 1'1ve _eva.il-- . -- ~. . .. . .. 
able rows is as follmvs: 

X (G,B): 6 2 2 - 3 1 - 1 ;: 15 
x(G,J): 2 2 2 - 3 1 - 1 - 11 - ; -
x(G,Q): -_ 4 - - 3 - 1 - ----- --
;r(G,s): 2 ~~ l!- - 6 - 1 = 17 
,:t(G,X): - 2 - - 6 - = 8 

The results indicate that the' most probable :match with -Ehe "G" rmv is the 
11 S 11 rol-r • 

1'. Sine( the next "heaviest" rovr to be tested is the "B" row, its • 
ma.tchirigs with the .three remo.ining rows are made, and are given below: 

-x;(B,J): 
x(B,Q): 
x(B,X): 

-- .. . . 
3 1 1 1. 1 2 4 1. 2.~ = 1.1 
-·2-2122-21=12 
-1-1222-h-=12 

r =• 

8 In this conn~ctio~·,_rp9te ~~e- con~;lderatip-ne 'ti:-e_~t~d 'in:.:~~~~~~ 60~. 
9 The Greek letter }f. (chi) is often used in cryptoloe;y to symbolize 

liUJ.tchine opera~:l.ons. -~ ~-- ~ ··- ... ~. 
I lr".l •L .J - ..1·. - -,r.,,.,: . ....... 

' ...... & -· .... ::..: •""'~ ,.- {" .. , .. • _ ... '1" • 

r 
' '' -. 
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The corrcc·t JtiO.tchill& of the 11B11 ancl. 11 J 11 rmrs is indlco:ted by the results~ 
This J.co.vps only l..h.e "Q" and "X" rows, which are presumed to ao tor:;cther 1 
since not only io their cross-products sum satisfactory (vrhcn collij?e.:red to 
the')(. values £or s.omc o:C the otb,_qr rovrs '\-Thlch h~ve been matched), but, 
equully j.m:portmTt, ·t.helr pf.'l.tterns of crests o.nd trouehs a:re- simila:r. 
Since "'ve have not fouud more than two rows for a.ny one set of inter­
chn.ne;cable values, it. appcors tho.t the original_ JllE!.t~_ix ho.d_ o~ly five 
rows, 1-rith t1m variants for eo.ch row. Th~ rmofs. of ·the distribution dia­
_gram are therefore conibined in the rollo~rin~. diagram: 

CFHKMPRTWZ 
BJ 4 2 2 2 2 3 4 2 3 2 
DN 8 2 8 7 2 2 2 5 '7 5 
GS 311-~·-51-1-2 
LV 2 8 1 7 7 8 9 6 7 7 
.QX ~ 3 - 3 3 2 2 - 3 -

Figure 1~3 ...... 
-

~· Ap.a.l.ysis of the distributions ·o:r the columns of F'ig. 43 quickly 
reveals tho.t columns 11C11 and 11H11 may be matched as a pair, and likewise 
columns "F" and "M'', and columns "P" and "R" • In order to decide the 
groupings of' the remaining columns, the six possible t' values are der-
ived: · · 

'f. (K,T): 4 35 - 1~2 - = 81 Combinations: 
4 1-1-9 - "49 9 

I 

'X (K, l-1) : "I' 1~§ ~~ HZ: 81-t- 90 = 171 
~(K,Z): 4 35 - '~9 - ID-1 1 TZ: 113 + 73 = 186 -
x(T,W): 6 35 ._ -~~2 - - 83 Kz; TH~ -88 + 83 = 171 -
"(T,Z): 1~ 25 2 IJ-2 - = 73 
;z (lv ,z): 6 35 - 49 - ... 90 .. \ .. ~ --- J. --

It a:ppears that the proper pa1rine;s of the cciiUmns are "K'r .and 11W" ~ fiTri an\ "zu . - , - -. . - ' . - ', .... 
• 

1 
!!•. The ~~o~pi~~ ~~~ ·-t~~ ~oi~m; ·~~,;i~~-b~~~ ~det~~i~ed; "t~e fr~~ 

quency diagram is reduced to its basic 5x5 square, and the f test is 
...... -- • i:""' .... .. _!. . ..... t 

C·F K p T 
H ~~ H R z 

BJ 6 l~ 5 7 ~- <l>p:l962 
DN 16 ~~ J.l~ )~. J_O ~r=ll32 
GS '7 9 1 3 <f/0 :1670 
LV 3 15 14 17 13 .. 

6 6 4 _q;x: -
taken as further steitistica:r-_assura:tice. or the matchine;s. Although <flo in 
this case does not come up to the best expectations 1 we feel nevertheless 
that the matching has been carefUlly and correctly-accomplished, and so 

• I 

... ...--", I . 

:. 
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the next step is continued with a conversion of the multiliteral text 
into uniliteral equivalents, using the following reduction square con­
taining o.n J.rbitra.ry sequence: ,-. 

CFKPT 
I-I 14 \·/ H Z 

'' . i. :eJ ABC DE --...... DN F<}liiK 
118' LMNOP 
LV QRSTU 
QX. VWXYZ 

The converted cr;yptogra.m is no~r easily solved; using the principles set 
forbh in Section VI. The first fifteen le·l:iters of the plaintex:l:i message 
are found to read "WEATEER FORECA.ST ••••• ", and. the original enciphering 
matrix is recovered, bo.sed en the key ~rord 1\TMOSPEERIC, as follows: 

.... t' ' 

... -. .. 
... ,.. 

...... r -..: ~LV 

"\ .~ -
~ •. i-DN 
«r BJ 

GS' 
QX 

PFCKT 
RHHHZ 
A T 1·1 0 S 
PIIERI 
CD D F G 
KLNQU 
VHXYZ 

i • The method of matching' rO'tvS a~ columns j~t described :\.n the 
prec~ding subparagraphs applies equally well to .. a}.~ ~h~ 1llfl:tri«?es in Figs • 
26-351 and similar variations • _If in the process ~,or eguating indica·t;ors 
the cryptanalyst' sees tha:t the rOyT indicators ore falling into the sama 
aroupii18S as the colwnn indicators 1 he might be able to accelero."jJe the 
equo.tine process by taki~ advantage o.r this feature alone 1 as lTould be 
the case if' he had encountered a cryptocra.m involvi~ a. IDEltriX ~ri~h _inQ.i­
cators a.rranced in a. manner similar to that shown in Figs. 29 and 30. 
Furthermore, a cryptogram enciphered in a. commutative system, wherein 
the equivalents ha:ve been token in rmr-column o.nd colwnn-row order indis­
crimino.tely, Ilk1.Y be recognized as such through a. study of the digra.phic 
distribution of the cryptogram since the 11 oe. 11 row of the distribution d 
~-rill ho.ve an appearance similar to the " oC. " colunm, the " P 11 rmr lTill I 
be similar to tlle " ~ 11 colUinn, etc;lO this matter ;ts discussed further in 
subpar. 6ld. ·' 

10 It is o:L'ten convenient to use arbitrary symbol~ in cryptanalytic 
"t-Tork, to prevent confusion w:J.th dosiano.tions of actual elements or plain 
te>.."t 1 cipher text, o~ _l~ey (s~e _foo"t!note 1 on Pf:I-Be ~8) ~ Fo;- ~hi~ purpof!e 
Greek letters m~e often used.; for reference, the 21~ letters of th~ Greek 
alphabet and 'their name~ a.re ~appendctl in the chart belom -. .. . .. - . . 

Aoe. o.lphu E E epsilon I I. iota N..,. nu p 
F' ro <P cp phi 

6 (1 bct:.o. z r; zeto. K I< l~uppa. - t :<:i £. fT' SiGJ!l..1. X X chi 
r "I$ c;o.zmrta H"'\ c·l;a 1\ ~ la.P1.bc1n 0 6 omicron T 'l: tau 'V y. psi 
A s cl.clt~~ e e •Gllc l:.a fV\ f'- nnl n ,. pi Tv ypc ilon . .Jl r..1 or,teGO. 
~---~ -

ftES'f'RlGT P-:D 
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.J.• It ~.a impol'to.nt to point out tho.t in mu.tclling, the crypto.nalyot 
should bQgin 'tTith the: 11bcst" rows or colul.ll!lS--'bost not _only frolil ·the 
stt\ndpointi of. "heo.vineas "- of the distribution, but o.lso bes·t from the 
point or v~.C'tv of o. distinct;lve pattern or crests and, trouBhs. If' insuf­
ficient text is nvo.ilable to allm~ equating o.ll the interchanaco.ble 
coord.:tnm:bes ol' a po.rticular cncipheriil£5 matrix, it mo.y still be possible 
tho:l:i a converaion of tj.1e. <;ipher text by mco.ns of a partially-reduced re­
c:onatruction ~o.t.;r:tx lllD.y yield eno~h itl:l.omorphic pa.ttc:rna and o·ther da·lia 
to molte possible o.n ontry into the text. I.f' the _cr;yptogra.pher has not 
usen o. "clleclt-off" process in enciphering, but instead has favored certain 
equivalClrts for the various plaintext letters, ma.tchiilg mn.y not be pos­
sible; nevertheless, an entry into the tex:l:; may be fa.cilito.ted. in this 
co.se, because some or the resultant pealts in the cipher tex:l:i may be cor­
rectly ident:J . .f'ied. Furthermore, since no vo.riant system can possibly 
disguise the letters of low frequency in-plain text, their low-frequency 
equi va.lents in the cipher text lllD.y provide poas ible approaches to solu- · 
tion. (See also subpar. 6~). 

k. In addition to the meth_od o.f' solution by lllD.tching and combininB 
rm-rs and COltUliDS or 8. die,;ro.pllic distiibU~ion Of a 'multiliteral cipher, 
there is also the cienerO.l approo.ch a.ppl:icable- 'tvi thout exception to any 
variant system. This ·method, involvins the correlation or cipher eiements 
suspected to be the equivalents or specific but Ullltnown plaintext letters, 
is ·treate_d in deta~l_in pm:_~~r~~s 6~. a1~q. 6~. , 

l. Systems such ns the.A-level dinome cipher illustrated in Fig. 36 
are susceptible to a very easy soiution, 11' the dinomes have been in­
scribed in numerical order fl" ~·,Q_icated. _Assuming such a case in a 

· specific cryptogram, th~ first six e;rou):lu '.f.' which are · 
• --·!' . -

68321 09022 ul~8057 65111 8861~8 42036 • • 
- - ' • .•. J- ' • • 

a four-part frequency dlstributlon~of.the_ entire message, is talten as 
illustrated in Fia. IJ-1.!· belm·r: . • - "" . -

.. - .,.; 

= - - ~ ~ a ;;; ~ g = - ·-- -- -=- 3e - = ~ = -
01 02 03 ol~ 05 o6 07- o8 09 19 11· j_2 -~3 il~:._ 15 _16 17 18 19 20 21 22 23 24 25 

-- ll. - .r ... . ..:I .. , ....... ..,.}, 
- ~ - -:.~--_;:." 

-- r• • ~ .a .. - . ) - .. ..... .. '• ..... 

~ ~ = . g ~ =- "'"--.}·-'"-- ~ - = ~ = - - == = -
5l 52 53 54 55 56 57 58 59 60 61 62 63 61~ 65 66 671 68 69 70 71 72 73 71J- 75 

F ic,"Ure lr.lr .• 
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i If the student will brii16 to bear upon this problem the principles he 
· learned in Section V or "{fhis text, he will soon realize that what he- now 
I has berore him are four siJlwle, monoalphabe·tic rrequency distributions 

similar to those involved in a monoalphabetic substitution cipher using 
f standord alphabets • The reaLization of this f'ac~1 immediately provides 

the clue to the next step: "fitting each of t~hdistributioris to the , .. 
normal". (See po.r. 31). This c~ be done wit ut dif!'icuJ:ty in this 
case (remetn:bering that a 25-letter alphabet is involved and assuming t~a.t 
I o.nd J a.re combined) ·and the following aJ.pho.b ts result: -

I 

-o1-I-J 26-U-
- 02-K 27-V 

' ·~ 03-L ·28-W 
04-M 29-X 
05-N 30-Y 
06-0 31-Z 
07-P 32-A 
08-Q 33-B 
09-R 34-C . - 10-S r 35:._:D . 

- i1-T 36-E 
12-U 37-F 
13-V 38-G 
14-W 39-H' 
15-X 40-I-J 
16-Y 41-K 
17-Z 42-. L 
18-A 4:3-M 
19-B 44-N 
20-C 4.5-0 
21-D 46-P 

.. 22-E _47-Q' 
23-F 48-R 
24-G 4!}-S 
25-H 50-T 

--
51-N 
52-0 
53-P 
54-Q 
55-R 
56-S 
57-T 
58-U 
59-V 
60~W 
61-X 
62-Y 
63-Z 
64_:A 
65-B 
66-C 
67-D 
68-E 
69_:_F 
70"'--G 
71-H 
72-t-J 
73-K 
74-L 
75-M 

16-E 
77-F 
78-G 
79-H 
80---:;::I-J 
81-K 
82-L 
83-M 
_84'-. ij 
85-0 
86-P 
87-Q 
88-R -
89-s 
90-T 

· .91-U 
92-V 
9;J-'II 
94-X 
95-Y 
96-Z 
97-A 
98-B 
99-C 
00-D 

..... .. 

r • 

- _. .. 

!•.PW 

The key word is seen to be JUNE- and the beginning of the cryptogram is 
deciphered as "EASTERN ENTRANCE ••••• " 

- ' 

m. If instead or 25-elemcnt alp:b..abets, a system" such as tha.t in 
Fie;. 37 ho.s been used, only a slj.ght modification '"Qf -the procedure in 
aubpro:•agl•aph .J. 1vould have been necessary, i.e., ~:he· distributions 1-rould 
have had to be considered on a basis of 26, and the process of fitting 
the distributions to the normal vrould have .Gone on a.s in the previous 
e:<runplc. .,, 

RF.lS'J'HI09?E:O J36 
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n •. One 1\tr·bhe~ a.pplica.tion or principles learned ir{'sec·tion V. .de­
serves to be mentioned here' in conn~c~ion "ir:l. th tho soluticm. or s;Ystems 
such as those or Fig. 36. Let the f'ollrnving short message be cons'idered: 

v ... t .'t .. "'.U. • .. • I ~TI's.: r ! - · , ~f.,. •• t ~ ·~· - • ! :!v_~,! .. ~:.t ~ .. • .; ... 

,.,. 8 2::.2 .. 6 . 8 8 4 2 3 5 2 0 9 9 9 3 6. 0 lJ-. - 7 . 6 0 5 9 0 5 6 5 1 
3 6 6 8 3 .. 5 2 2· 6 7 9 7 1 1 1~ 5 4 4 6 6 7 6 . . :· 

H •• F , .. ,;1- ~r· • • . ~ !"' r::-· "f! .r r~l '?.: , tf tt: Jl .J. .. ~' r,. 1 
t. ., •• '\ P : 

If it is ,known bha.t. the· correspondents have been ~-ing , a., Vq.!'iarlt system 
such us• that in Fig. 36,_u·special solution_~ be e~lojea.in those cases 
.,~'herein there is insufficient· cipher text to permit a.mlysis by the method 
of' :f'it·liing the f'requel1cy distribution to the normal~ 'ThU$ 1 ·a' short cryp­
to13ram. .may be solved by a v~.r'ia.·Uon o'.r ~h~ p:C_a.in-coiru>onerit comJ?letion 
method described in p'O.r. r31.,..11 First, ;t.et the cryptoe;r~ be ·~opied in 
dinoni.es·, 'tvith an inO.ica.tion or the level {i.e~, th~- "alphabet") the di-
nome 'trould occupy in thb 1~-level matrix; thus: .. -. ·· ·• . 

' ' ' t. ,• . • ... I' rl .,; .: .. .J •!=! rJ ~ ~.: ._• ,l: tj..~ • :!. . ""'. I ,_, ... • - "' •' ' ... ~ - . 
48 22 68 84 23 52 09 99 36 ·oJ.~ · 76 02 90 56 ·51 36 68 35 22 ,67 97 ·n 45 41~ 66 76 
2 1 3 4 1 3 1 4 2 1 4 1 4 3 3 2 3 2 1 3 4 1 2 2 3 4 

( " '\i o • • • :--:-; i~ r \ ;'t" .. ; fl ... I • • :-;... ;., ~ t il I ·' t:t, "• • 

I • • • ~ • I : .,- • • • • •• •r .. _ ,.· "'0" ..... '"' ~ '\,. i '"':. ,!_ ~ r. • i' 
The dinomes·belong1na to the four levels are ~s foll~; 

I I "" ,, ,... ~ ... 'Itt· I. ~ \. .c: . F .i !.~ I , ... _ '. ~ I '1! ~ .. • ~~ .t. }. ... A • 
.. ._ ..... I .;'0 • ... .&... •• - I' o.- :t.r .... _;... - .. I • "' ~-· • • .. I { 0 

, "". {1) 22 23 09 Olt- 05 22 11 , . . . ' --· 
{2) 48 36 36 35' 1t-5 41~ ' '! . •• •• :'1..· ~~ ~ 
{3) 68 52 56 5168 67 66 •• '' 1 J,:' ,"', .: J~ ,I,",·~ 
(!~) 84 99 76 90 9'7 76 . . ·- , ...• -

.. I I ·~ ~ I • I f.!. I I! . .1 .... ~ •• )o ..;i& /i I.~~\. "" .. I ~ .,.:. 

• • • .... - ~ • • ... .. :1 IJ. " - • -

These 'dinoines are· co'nvert~d }~to terms' or~ t!J;e ;Pl~in: _cOlDJ?O':le11t py settill6 
each or the cipher sequences ago..inst the pla.in component ~t an arbitrary 
~Oint.~~ c,~~.Il7?-de~c::' -?~7-/~~ _ln the_ ~o~lO::~fl~. eXf?-1~1~:. . ~ . ' 

A B C D E F G H ~-J K L M N 0 P Q R S T U V 't-T X Y Z 
01·02·03-0lt- 05 o6 07 o8 b9·'io 11 12.i3 111- 15 16 17 18 19 20.21·2_2 2;3 24 25 
26 27 28 29 30 31 32 33 311- 35 36 -37 38 3'9 lt-O 41 42 43 1t-4 45 46 47 118 lt-9 50 
51 52 53 51~ 55 56 57 58 59 Go 61 62 63 64 65 66 67 68 69 70 71 72 73 74 75 
76 77 78 79 80 81 82 83 8L1 85 86 87 88 89 90 91 92 93 91t- 95 96 97 98 99 00 

(1) ·- 22:vr;· ~3:X; 
(2) 48:X; 36:L; 
(3) 68:5; 52:B; 
Ch) __ §~~ti:. 99:~; 

'09:!; 
36:L; 
56:F; 

. 76~; 

Oli.:D; 
35:K; 
51 ::A,; 
90.:P; 

05:Ei 
~-5:U; 
68:S; 
97:H; 

22:\-¥; ,; ll:L 
1t-!I:T 
67:R; 66:Q 
76:A' . 

.,"'_: "• .:Jt•.,. ~ • 1.._ .~.,~~ L .. :: ~~ ; 

. ,, ... 

-· .. . -
. I tl. ·~'"4", .. I ..... 1 J 

..... ""; .. •· ; • '7 •.J• I .... • ·""•L•I.,,. ... 
,.~-r ....,A,,.,...,,, .. "~.·-··_.} ... _·-,.· ,.~·.~.· .. ~,_ •• 1,. a ·'···1"1•"' ·· . .! ..... ,. 

ll_ It should be clear to th~ student- that the reason this '~tb.Od:'=c~ be 
applied in this insta.nce'is that both the plain component (ABc.' •••• z) and 
the cipher co~onen·t (01, 02, 03 ••••• 25,; 26~50, 51-751 76-oo) ore kno'\-m 
sequences ( o; thus assumed) • _ - . 

I ·- ..... . • . 
' '. ·-
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. _2 ••• Th~· plain conq>onent s_equence is now com;pleted on the letters o:f 
the four levels, as follows : · . . · ,_ ~ . - . · · 

o 1 l 11 • •• ,. • ' • • I • ••• 

1st level 2d level 3d level 

w X I D E w ~ ' X £· i ~- ti' T s ; F. A s R Q.' 
XYKEFXM YMMLVU. TCGBTSR 
Y Z L F G Y .'tf, . .z l't N M W Y. , ti .D H G U T S 
z· A M.,..G: H ~ P .. It •• ,.A:, o .. q Jf ~- w L~· ••• Y. :(!: "J: _D v u T 
A ~ N: :ij I f4: .P; , .. , ,J3 ~ ~--9 .;! X~. , ~ 't{ Ji' ~- E V1 V U . 
B c 0 IJ( B Q .... -~ ~ Q -~- '4.J.. I''' X G ;r.. F .X w v 
C .P I' ~. ,¥, q, \=J. _-_,. .,Ir1 .. f .:ft~ft A Z . , -~· Y. ~ M, Q Y X W. 
D E Q L M :P, ~ . ·: ., Ej. p S R ~ P.. . Z ]. ,N }I_ Z Y X _ 
EFR~.~ET ... f ... TT~_p;B ., . .1\K.O~,;I:..A.ZY 
FGSNOFU GUUTDC ~LPKBAZ 
GHTOPGV HVVUED CMQLCBA 
H I U J!' Q H 1-1 .. I \'1, liT V. F. E , D, N .R Ivl :0 C B. 
I K, V Q R I X K X X W G F E 0 S N E D · G 
KLWRSKY LYYXkG FPTOFED 
L M X s ~ L ~' I. • -~ z . ~ l. I H' • G ~ p P ... G f. E .. 
MNYTUMA NAAZKI HRVQHGF 
NOZUVNB OBBALK i~WRIH~ 
OPAVWOC PCCBML KTXSKIH 
PQBWXPD QDDCNM LUYTLKI 
QRCXYQE REEDON MVZUMLK 
RSDYZRF SFFEPO NWAVNML 
S T E Z ~ S G, ~. v G f. Q P • 0 .X B W 0 N M 
T U F A lLT H . . ¥ H.,~ G .. .R Q P r C_X .P 0 N.. ... 
U V G B C U_I .... V ~,~.~.S R Q_Z :0 t Q_P.Q 
VWHCDVK . WKKITS RAEZRQP 

• £ ....... .I r ... , ,... ~. '-

4th level 

IYAPWA 
KZBQXB 
·LAC R Y C 
MBDSZD 
NCETAE 

.·ODFU'BF 
.PEGVCG 
QFHl~DH 

·R G I X E I 
SHKYFK 
TILZGL 
UKMAHM 
V L N.B IN 
l-TMOCl{O 

·,YNPDLP 
YOQEMQ 

.ZPRFNR 
AQSGOS 
'BRTHPT 
CSUIQU 
DTVKRV 
EU,-TLSW 
F_V X M T X 
GWYNUY. 
HXZOVZ 

.. - -
I .. It i~;~ . s~en. ~ha~ the . genei-atr:l:<;es ~r:i,_'G_h the· beqt" assQrlmerit12 of high- -- -

frequency letters for the four l~veJ,.s a.r~: _ · . - .. - -·~ -
. . 

2Q. level 
• • ~ .}If.. ..:..: .. f -.... 

3d level _ . · .•4th level 

EFRMI~E:T E. 0 S li E D C . NCETA.E 

,. .,"';, - lr 

12 In evaluatins .ge~~rat~ices, ~he st~·of th~ ~~~thmetical frequenries 
of the letters in each rmr may be used as an indication of their relative 
"Boodness 11

• A statistice.lly much more accuro.te method o.r evaluatincr 
genero.trices involve~ tl').~ use 9f ],.o5e..ritluns of; the probe.bilities of the 
plaintext letters forninG the genera~ri~cs. (See also footnote 7 on · 
:page 89 .• ) 
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p,.£..,1 ~ .,.. •• ~ .:e !-:' - .• : ~ .... - ~I J ";, 1 ~ .&•.J • ''' • 

If the Jctt .. c~1S of "j:;hese, gen~ro:~rices arc ~r~·~n~ecl i? tp.~ ,01~5~r pf a;\?~eo.r­
nncc of their, dinom~ equivalents, a~cordlng to the way they rafr into ltp.e 
va.r1ous levels, 

l~8 22 68 QJ1 23 52. 09 99 36 ol~ 76 05 90 56 51 36 6Q 35 22 67 97 11 h5 ~~·~~ 66 76 
E I•:. _ R 14 I'l 

1
,.. E T 

R :: ,.E E D bN 
E 0 ' .. • I 

S N E D c 
N c E T 

the plain text ."R}J:ENFORCEME~p :NEEDED f\T ONCE" is clearly seen~ Or, more 
simply, 1r 1-re examine tJie· equivalenl.;s of' bl, 26, 51, and 76 after the 
generatrix ~ete~ination has been made, the keyword JUI~ is Teve~led. 
If an erro:t: had been mo.de in the: 1selection of a genero.trix, the error 
could be resolved by h_ypothesizing the_ p:r;:obable key word, or by decipher­
ill(5 the text' on the ba§lis of -the ass1lined. diagram and then noting and 
'degar}Jl~nz~ the )ys~e:ina:tic_ er;ror~ (\·rhi~h, 1: would be noticed, all come 
f'rom one level). · · · · · · -~ · I 

!... .I - .1'.!_ I.~.:--, :. I -;.,. :t \_. & J. I I I"} •• I • • • • !. • J' I " 1 :I I ~ I I .. 

· p_. The student should note t~t no . one generatrix will yiel:Q. pla.in 
text all the 1-ray across as in the example in p~'! 34. Instead,. tP.~. . 
generatrices IUUst be considered separately for the four levels, since it 

. is .:within each. oi -tlie four levels -that there is a hom.oBeneous relation­
ship o:f dil1.011\es. b1lviously "if' dinonies ±"rani ino±'e "than one level were used 
to com;plete'' the plain coniponerit sequence,· the· ~erieratrices would not con­
sist" of ahomogeneous group or'letters bu~·instead woUld represent an. 
assortment of ie·tters, from t110 :o~ .more 11 alpJlapets." • . -. 

61. Analysis of more c;~J.icated ;;xa:mpics ;-:..a.: . As soon as a begin­
ner in cryptoeraphy realizes the consequences of the fact that letters 
are usea:·with greatly'vary:i,nf3··rrequencics~ in ·n.orinal plain ·text, a~bril­
liant idea very spee'dily c6mes .... to him;· \-Thy not disguise 'the natural fre­
quencies' of fetters ''by a system of substitution using :iriimy-equivalents' . 
and let the numbers of equivalents assigned ·to the various letters be 
more or less in direct proport.ion to L.he. nor:mo.l f:r.·~quenc_ies .Pf the let­
ters? Let E, for c::rample, have 13 equiYalents; T, 9; N, 8; etc., and 
thus (he thinks) the enemy cryptanalyst can have nothing in the "'vay of 
telltale or characteristic r~~qu~ncies .to use as an entering wedge. . ..... - - -

E.. If the text av:.ailabie: fo.r":Stu~y_·i~ ~s~l:l. ~n amoun~ and. if ~he 
variant values are wholly independent or' one another, the problem can 
become exceedine;ly difficult. But in practical military communications 
such methods are rarely encountered, because the volvJne or text is usually 
great enough to permit of the establishment. of cquiva.lent values • To 
illustrate vrhat is rae ant, suppose e. num?er of cryptograms produced by 
the monoa.lpha.betic-variant metf1od describecl above shmr the following 
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ti.ro sets or aroup1.11C:s~3. of cipher elements in ·t..he text, Set 111\.11 belne 
assumed ·Lo be different representations of one particular underlyine 
plo.in ·t;ext, and Set 11B11 assumed to be representations of o.nother under­
lying plain text: 

Set "A" Se·t 11B11 

(12-37-02-79-68-13-03-37-Tr) (71-12-02-51-23-05-77) 
(82-69-02-79-13-68-23-37-35) (11-82-51-02-03-05-35) 
(82-69-51-16-13-13-78·05-35) (11-91-02-02-23-37-35) 
(91-05·-02-01-68-1~2-78-37-77) (9'7-12-51-02-78-69-71) 

An exaJnination of i.hese e;roupinc;s vrouJ.d 1eaal to the .fol1mring tentatiy~ 
conclusions ~-rith rec;a.rd to probable equivo.lej·lts: 

(12, 82, 91) (02, 51) (13, 4~·, 68) (35, 7'"() 
(05, 37, 69) (01, 16, 79) (03, 23, 78) (11, 71, 97) 

•., - ,.. "' • "'' •• • I • \ "'" 

The eatablisbnlc:mt of these equiva.;te:Qcies. irould soon~~. or late~ lead 'tp 
the finding of additional sets of. equal vo.lues. The completeness iTith 
1-rhich th:i.s can be accomplished idll determlne the ease or difficulty of 
solution. Of. course, if many equivalencies co.n be established the prob­
lem can then be rcidU;ced practically to monoo.lphabetic terms and a speedy 
solution can be atto.ineu, 

~ 

c. Theoretically, the determinat:lon or equivalencies may seem ·to be 
qui tc an easy matter, but ll;r'9-Ctico.lly it m.o.y be very difficult, becauae 
the cryptanalyst can never be cert.ain_:that a combination showing what 
may appear to be . a variant. value is really such and do~~- not, Fe:pr~sen:t 
a part of a dif fcren't :plaintext sequenc~. ..For. exo.m;ple, take ·the groups 

. . . 11-82-31-82-ll~-63' a.nd 
~ ~ ~ I - • 27 -82-110-82-11~-63 

' ... ~ :i • • -:. .. J - ·--

Here one m:i.cht suspeot ,th.q,t 17 and 27 represent the same 'letter, 31 and 
1~0 another letter. But it hapFenl:! that on~ group represents '!{he irord · · 
MANL\..GE, the other DJ\MJ\.GE. There ore hundreds of such c.ases in Ene;lish 
and in other lansua6es. 

d. 't-7hen reverffibie combinations are used as variants, the problem 
:f.s perho.pa a bit more s'imple. l~oi' _e:x8Juple, using the accompanyinc; Fig. 1~5 

, • , I ,,.. .. I 1 • ... • 1 

•. p I .... I .. 

•I 

w,s 
li',Y. 

•• I G,J 
• IT C,N 

E1T 
.. ~ 

., "' 
H 
D 
(1 

G 
·-... 

""-~ 
J:I 
T 
B .. 
A 

L 

. .,, ' . 
[\ 0 E 
H :i!" p 

iJ I v 
R c s 
y \f K 

-yj· 'l'lJe ~1ert. c t~_,,_:;_,:m'l.. r1l -;ht be able to t!.e Lerm.J.11e the tmdcrlyin;~ pJ :1.in 
te~-::1; o:r the t11o sets o '.' cipller·text groupir!::;:~. 

:RES'FfHO':FoBD 11:0 

.. ,. 



REF ID:A56895 

RElS':FllfC'f'ED L < 

for. cnc;ir>hcrm_9nt, two m~saages wi j;h the SOJI_le initio.:}. ~9rP,.<:~, I!El!'ERENCE · 
YOUR, .n~~Y bc.t,~-e£_q:f.phc;red ~~s r9~ll~-1s.:_ ....... ., , . ·'.': -.• ,_.~~··· : .• , .• 

· R E •. F E R E 'N 'C E Y 0 U R 
(l) NIIWD n X L S II C D \-1 H 2', N R S L II P S R B J C H 
(2) C II IU~ ~ l .X S L li..N .• _;Q, w·. P. vl N. !~- ~.?.II'[? n v1 J B.N H 

·:, . t'.:- .. - . 
The experienced cr;ypto.no.lyst, noting the appearance of the very first f'ew 
cipher croups, assumes that not only have the messaees identical ber:sinn­
ings in their plain texts, OUt alSO that he is here confronted 1Tith a 
variant system involving biliteral reversible equivalents. One of the 
manifestations" or such a cryptosystem"is tiuit in the digraphic dis~ribu­
tiqn of th~ cipher t~xti ·the '_'B." row will hav~ ·an. "a;Ppearanc~ sim:iJa;r ~o. 
·the "B" colmun, the "0.'1 row will resemble the "C" column, etc.; thus, 
the ~ryptanalyst will almost inm~diately realize that he has encountered 
a commutative sri;t"em involving a m8.trix smaller than that ·indicated by 
the size of matrix necess~y for· zna4dpg .'f?he .• ~i~rap~i~ dist!ibu.~i~n_. . · · 

• • ., - • .... '" .. i o:"'" I .... 

e. The probable-1.rord method oj[' solution may be used, but with a 
slight variation irrtroduce~ becaus~ of the fact that; regardless of the 
system, letters of lm-r frequency in plain text remain infrequent in the 
cryptogram. Hence, suppose a word contai~iDB low-frequency letters, but 
in itself' a. rather common word strikingly idiomorphic :l.n character is 
sought as /3. 11p_robable word"; for example, words such as £AY._AJ..B!_, ATrACK, 
and PREPARFJ, Sush c1. word may be 1n-itten on a slip of' paper and slid one 
interval at a t~.le und,er the" text' which "has been marked so that the . 
high- and ~ow-fr~q~ency characters are indicated. Each coinciQ,ence of a 
low-~r~quency letter of the text with a·lcrw:rr~quency Ietter of' the .•. 
assumed word is ex~ned car~~ly-to see whether the adjacent text let­
te;r:s corref!_pond in frequen~y with the other letters' of the assumed ·lrord,; 
or, if the lat~e~ presents repetitions, whether there are correspondences 
between repetitions in the cipher text and those in the ·word. Many trials 
are necessary but this method will produce results when t~e difficulties 
are othe;,nr;t.l}e too much for the cryptanalyst .to overcome; -!"- , _ , • , , 

I ..... r \, ... ~ ... ~-a ~, ~., - ... : ~ ... ,... .. ·~ .. - ... P ~ ·;~ ... -t,• -.• Ill'..,..,..:·- ; .. • :... • 
•• \ •. ~ J J., • 1 .J ,..I J _ -.• ~ ~:;, .,V..I or ,.. •..,. .. ~ .. ..... J 1 ~ r i .,. : :• ~li !;: ,;:ll • 0 • "' • ~ -- '1:' r 

62. 1\p.alysis invo;I.vins the W3e. of :1 ~Q~OGS .. --a.. In m:i).Itary communi-
cations-it is not unusual that crYEtogran~ ?re pr94uged ~ontaining identi~ 
cal plain text but 1-Thich have been subjectecr·to "d.if~e;en;~ cryptographic 
treatment, thus yielding diffe't'ent cipher texts. This difference in cryp­
tographic treatment may be caused llV the use cir :an entirely differen=t 
general system, or by the use of·a diff'erent~specific key, or merely by 
the choice of equivalents in a variant system. ·Messages which present 
different encrypted texts but~which contairl !den~icai.piain text are 
called isologs (from the Greek iso -= "equal11 ·and loses = "word11

). One of' 
the easily-noted indications of the_pos~ip~e p~esence of isologs is 
equality or near-equality in the lengths of two (or more) cryptograms. 
Isologs, no matter hmr the cryptographic treatment varies, are among the 
most po1verful media available to the cryptanalyst for the succes.sful 
solution of' a di~ficult cryptosystem--an~, in some cases, may provide the 

RElS'FftiO':F:SD .. 
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only possible entries :i.,..rto a complex cryptosystem. An inkling of t.be 
help afforded by isologs was 'revealed by the example contained in su~.~3r. 
6ld above; hanever, a much more striking illustration is given in the 
neXt few subparagraphs • _.._ 

E.. The following two cr;yptograms, suspec·ted to be isologs, are 
available for study: ,. . •- • 

8 2 2 6 5 
8 0 ~ 7 7 
6 3 6 2 9 
81713 
3 8 7 2 8 
8 9 6 9 7 
2 6 1 2 0 
90870 
4 6 7'2 9 

3 0 1 50 
4 56 4 7 
90628 
3 51 9 9 
3 8 4 6 3 
2 6 1 2 1 
o61~8~ 
4 4 l 0 5 
59 6 8 2 

. . ·- . Message 11A11 

r· •C, .. ~ 1 

6 3 ;L,O 3 . 7 4 8 3 9 
89106 .. 94000 
3 3 9 1 8 4 3 1 5 8 
5 2 5 3 8 7 3 3 0 9 
91147 99926 
9 3 8 1 6 5 1 7 5 0 
27730 31199 
40867 46594 
3 6 2 4 5 

. -
6 9 8 4 2 
1 3 8 2 8 
8 1 0 4 8 
2 0 7 4 9 
411~68 

_ _5._ 7 0 _7 __ ':1-

7 9 9 6 2 
1 9 8 5 5 

Message 11B11 

8 7 4 9 7 
9 9 1 8 1 
7 7 53 6 
90138 
1 7 54 7 
8 3 8 7 8 
3 2 1 0 3 
52 9 0-0 
4 6 2 5 3 

1 4 5 1 1 
6 9 6 7 2 
2 0 3 5 1 
9 9 9 7 4 
l 4 6 4 8 
9 4 8 8 9 
9 8 7 1 5 

'59728 

9 7 3 6 0 
5 3 8 8 9 
1 0 57 0 
5 0 2 3 2 
0 0 6 4 6 
3 3 7 2 8 
)-J. 2· 6 6 2 
2 2 8 5 5 

-· . . ... - ... \.- . . . . .. - .,; 
.-r •"" ... - --

- - ......... ,_ ; 

.......... "''" "' .r ... -

3 2 5 2 9 7 0 1 1 5 
54082 4oo6; 
2 6 4 5 8 .. 4 5 0 3 9 
61752 16_476 
13365 33881_ 
l ~ 8 0.4 4 3 2 5 5 
27865 60653 
10E22 22987 

PI '" I •,. 

I 0 ..,I. 

49676 
4 1 56 3 
8 9 2 7 7 
0 4 1 1 :; 
8 58 6 4 
11 2 7 2 
80760 
8 7 3 0 0 

50106 
2 5 2 0 3 
7 50 1 1 
89216 
53898 
2 0 50 4 
89880 
7 0 8 9 3 

·-... -""" 

On the possibility that some dinome system (or systems) is involved_, the 
messages are written under each other in dinomes to facilitate the exam­
ination of the· similarities and differences of such a grouping or the 
cipher texts_, as' shown on the next page: · · . ·------ -.· ........ -

i : . 
....... I ... .. I - ,. 

7 
..... -... ;. .. -. ~ .. . 

• J l' -! -: .. ,... .• - ;• r-

I .r •. • .... '~ •:L•I • .... f··t"r:• .: • ~ ~---:-
-....... • •""••• ,. .,,,. ,..,_•,..,s r '"•, • .... 

... il• -i.- • ., ... ,- ~ ;, L. t' r, 1 · ;.-... ·~ _., · "~'"'·i - - .. - ~. ~ -· .... .... ' ..... _- J 

... . - ... . : ;. .--t. ·~ ' 
... : ,.., ' . "' _.. r- ~ .,. ..... , ., : ~- r ,.. _ , r. ·~' -. 1 _ :,.'- .-~ -( • 

L .... 

... .... 
- ... ., . , .. ~ 

, .,.., .. ...... .... .... - .. -I:""' 

• 1., I ., .I. •-1 • • --· .. ,... , .......... - .. . 
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- . ·'5 - 10 

A 82 · 26 56 31- 03 71~ 83 96 98 Ir2 32 52 9·r 01 15-- -­
A' 3o· · ·i5 oo- f-r'' 9~r 11~ 51 19 73 6o 1~9 67 65 01 o6 

I 

I 
- .. r • - ~ .. - ... . , ., .. J 

B no 27 78 91 o6 91~ I 
B 1 Jr5 61~ 79 91 81 -69/ 

... ) .. .... _.L.. .. ~.... I II 

oo 01 38 28 511. 08 2lr. oo 65 
p7 25 38 89 41 56 32 52 03 

... : .. • r ' .:,r .. 

·c 
. c' 

63 62 93 39 18 . 1~3. 15 
90 62 87 ·r5 36 20 35 

~.8 10 .1~8 26 ~~5 81~ 50 39 
11 05 70 89 27 77 50 11 

.. , - - r 

: • ·- ·: ~ 1 .. J • _ ... ··~-~rt,rt' · 

D 81 71 35 '25 38 13 ·;30 92 07 1~9 61 75 21 64 76 
n• 35 19 99 · 01- 38 99 97. _1.1.5 02 32 o1~ 11 58 92 -~6 

I :' ••• ,I --. - .. .. -- .::- I : ... 1. I 

!-·,~· ... ;' :E:_ 38 72 89 11 1~7 99 92 6!~ 1h 68 13 36 53 38 81 
· · ·· -E~· 38 1~6 31 75 47 11~ '61r. 80 oG 1~6 85 86 1~5 · 38 98 

ol • ""'=:. ( 0, o I-., & • J : ~ ~ .... I .. .. ·:\ I "/- • -"_..; ." .. •' • .... #' ' ~ ~ ,. ... ' ~ 

... ,. F' 89 69 ' 79 38 16 51 75 
F ' 26 12 18 38 '"(8 9!~ 88 

05 70 74 11 80 411- 32 55 
93 37 28 11 27 22 05 Ql~ 

.G... 
G' 

r • ! 

H 
H' 

28 12 02 77 30 31 ,19 97 99 62 27 86 56 06 53 
o6 lr-8 43 21 ,03 98 71 5~ 26 67 8o .76 o8 98 8o 

' 
90 87 oil- o8 67 46 59 41 98 55 io_. __ 8~:..-22 -- 29· a7 :._ 
41~ 10 55 29. 00 59 72 82 28 55 87 30 07 08 93 -

"'••:-• a 

J 46 72 93 62 ' 1~5 ···· ,,,- ', -·· -U • '7".'L ! • ' 
-J' 1 59 68 21~ 62 53 _ • - r - .., ~ • :.!~ -':..l • • 'II • 

•• r• ...... 1'1·'!1-•t· ••r'IA ... :: - ,;,;,oy,t l '-io' ...... - --- r ... ,_ . r ·I .. \J.'It..U 'I! ...... - I .. 

The dinome dist~ibubions fc'1." tl~~ two mes~~ges., a:re ~s :to"iiows: · ·--:i·: •• ·-
..J. .. - •• - • .. -

.-- - ~ii" •• -.!- .. ,.,.""r···-ar -;--~""•tf.L' 'tg .. :;;.;, ~ 5-"--.s;, ;...,~,.!::--: ..... ~ .:• ... ·-(... .. : ~-~ .... : -"'-~ t C ..... .. ,(\~ 

¢ J 2 '3 ~- 5 6 7 8 -9 
¢ ¢ 
1 1 
2 2 
3 3' 
4 4 
5 5 
6 6 
7 7 
8 ~ 
9 9 

~.. Distribtttion :ror 
Messa(Je "A" 

J. 
1 
1 
2 
-
1 
1 
1 
3 
1 

-
2--- l 2· 2 2.3 1 3 -4 _l" - 2 1 1 - l 2 
1 1 - 1.1 2 2- ~ --1 
1 2 - ·- 2 1 1 
1 -- 1 l 3 2 1 
1 1 1 1 2 1 -- 3 . - 2 1 - 2 
l 1 1 1 2 1 1 -
1 1 - - 1 1 2 
l .1 _2 ·1 - - 2 

~- Dis~pibution for 
Message "B" - , 

5 -
1 1 
1 2 
l 1 
1 1 
1 2 
3 2 

.. i"-4 ".,. I • 1 • o4l I. ..,:"t=.:. I r:; 

... . ---- :._ •t ....... - ... -
'· .. " - • f~ - •• .!:. ......... - ......... ., "'&...; "'o .I J I • 

=I --!_ • I -'.# 
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c • Since a. c;cmeral absence of marked c:rests e.nd trouahs is noted' ':in 
both distributions, if the divis~.on of these cryptogrmna into dinomes .~s 
correct, o.nd ii' ~hey arc ]?_ottl.mon.oo.lphp.betic, it is quite probo.l~le ·l:.lul.t'' 
some type of vro.·io.nt system (or syst~ms) ho.s been used. With this in 
mintl1 the encrypted texts and their diotributions o.rc scrutinized i'urther 
for some indico.tion of the kind of. relationship which exists bet"t·Teen ~~1!'? 
methods or encipherment of the tw·o messages. The d:lstributiQns arc s1~n 
to be strikiilGlY simila.r, not only vTi f:.h respect to the location of the 
one predominant per-tl~. in eo.ch, but also in -the close correlat.j.on of' ·blle. ,. • 
loco.tions or the blO.nl{S in each.l1!· Furthermore, upon exo.m.ina.tion or the 
superimposed messages themselves, it j_s observed tha.t there are 'seve.ra.l 
instances wherein a. vp.lue in messa~e 11 1\.11 qoincides with the same value 
in 1nesso.ae "B." (e.e., see :positi9ns A/A' ll~, B/B' 9). '.I!bis observa:tion, 
taken in conjunction 1-1ith the marked similari"l;y or the distributions, 
strongly indicates that no-t only has the same eenero.l cr;yp·tosys·tem been 
used for the enc;r;ypM.on or both messo.ees, but .that the swne enciphering 
ma-trix ha.s been Used for both. Also, in the case of theva.l'ues 38-a:iitl 
62, it is noted that. wherever either occurs in one messaGe t~e same V~lue 

.. . ~ 

-]A\ For the benefit of the student with a nt."i.thern.atica.l background, it 
might.be interesting to point out certain a:pplicatione of' cryptomathe­
matics in connection vrith these two diotributions. First of o.ll, each of' 
the two distributions is much flat-ter than that "'-rhich would be expected 
for a sample of 125 d:i.nomes of :random text; i.e. 1 a drawing ('With replace­
ment) and recording from an urn containing equoJ. numbers of counters in 
each of 100 categories labeled 00-99 consecutively. In other words, 
whereas 11random" follows a characteristic distributional a.ppe:a.rance, o.p­
proxima.ted by the normal or binomial distributions, the sarqples at hand 
exhibit phenomena even flatter (or "vrorse 11

) than that ex_pected for ren_­
dom, o.ppr5)ach1.ne the theoretical (and fa.nto.stically non-random) "equi­
librium" of e~ctly the _s~ __ p.uniber of tal:;!.ies in each cell of a distri­
bution. The following table gives the observed number or x-fold repe-
ti tiona in the two dist~ibutions, together l-Ti th the expected number of' 
x-fold repetitions in a sample o~ like size of random text, which expected 
number has been computed from tables of .the Poisson exponential distri­
bution (see Military Cryptanalysis, Part III): 

Observed Observed 
X 1-ISB. II A II Mss. "n" Expected 

¢ 14 17 29 
1.- 51 52 36 
2 33 23 22 
3 1 6 9 
~~ 1 3 
5 1 1 1 

It is to be noted tho.t in the distribution :for Hesso.[;e "A" the observed 
nwnber or blanks (11r) ne,a.inst the expected ll"l.lj.nber or blanJ:s from ra.nc1om 
text (29) represents a si~~e or standard deviation of 2.78 rr, vrhich 
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occ"P:·a Jn "!:-~lf, _ oth9.i .12!~~£!o.a~_, 1\ J?hcnol~CE:<?ll: explp._~ng:~~c .?n=. the assu.mJ.~1;ion. 
that "lfhe ~lo.ini.cxc c_guivo.le11ts of these vo.luea o.ro of such_.lov. f.rcqucmcy 
that no vm.:ian~ 'vnlttcs ~ave ''be~·nr provided. "for. these plnintcxl{ iet·tero in 
the crY.Pton ;>'Bi;cm. 

d. Hith 'the i'oregoine. details determined, it is now rca.lil!lccl ·tho.t 
i-b sliouJd be possible to "form, betWeen tho tvTO 111essaee~, 11 chaj.ns" Of 
those cipher values ~Thich represent identico.l pla.in·text let·ters, a.s _ t 
exemplif:ied below·. Bee.;tnning with the first value· in each mcio.saC;e, 82 
and 30, a po.rtia.l chain of' equivalent variants is started; :n.ow-locatinr; 
some other occurrence of either value else1-rhere ("e~~~; 82 at position U'8), 
and notincr the cipher vg.lu~. cpincidin~ with_ it (in this case, Jn), the 
po.rtial cha.in may be extended ( lncluding nm..r 82' 30' o.nd ln_) • ll.f'te;r this 
pBJ,.ticula.r chain :l.s extended to include a.s many values as pos'sible, 
ano·ther chain :i,s i'ormed by startine with any value which has not alrearly 
been included in the preceding cha.in, this procedure being repeated until 

I • 

' 1 

can be translated as odds of 368 to 1 aaainst its occurrence by pure ~­
chance. Likevrise the other entries· besides ¢ (in pa.rticular, the x-values 
of 1 and 2 1 and the cumulativ~ .vP:lues 9f ,3-o.nd-better) may be eva1'Q.8.ted' 
in terms of sigrna.geff, · ahd the conclusion would be reached that the tt..ro 
,d.ip'!';J;'ibp:~±on~ ~?-,YP ¥,I!l?.~~.l.YIIJ?~r~c:P.an75\rP.f .. p~i~ ~B f_+at_as t~e~-~~ . 
·~t~o~~~ ~~~~.ch~~cp; for .~rs~~~ce~_it -~~ 3.05 ~ or_877 ~o 1 aga~n~~ ~~~­
~~Qll~:t.on: ~'A','1 J:lp:v:~l'JC .O!!~Y ,t~o ~o._t_lie~ gccilrr?-D£?... th~eeu ,gr __ If0Jl7 t.~~s, wli~~ 
~3. s.uc~. t_a;t]:~~s ~~_.eXJ?c:?te~.~Y ~o.ndo~--~nd thJ.s .. s~gma.~e vrhyn.t~n in~9 
consideration wHh that of the ntunber of blanks ;yields a sigmage o;f 4 a­
or approximately 31,000 to 1 of occurrinG through sheer chance. ~e · sti':in 
total of all the deviations could be collectively evaluated, but this 
would-involve the laborious ·comput~tion of a multinomial distribution. 
Since the distributions or the tvro messages are .much vTOrse than woul.d 
even be expected "for random chance, the conclusion is drawn that the 
dinome grouping is h;i.ghJ_y siBnificttnt and therefore must be correct, and. 
fUrthermore that the cryptosystem involve~ variants ~uf:ficient numbers 
for the plaintext letters to nermit the_encipher~r to select the cipher 
equivalents vrith a v_iew :to. :;m~pr~~sire· JlS l.JlUC~ ~:(the_ phenOI!l:ena of repe­
tition as possible. Seq9n.dly_,_ the X test of: th~. ~~-ro distributions r;ives 
a l value of 206, as against t~e X value of 156 fpr random samples o·r 
this size; this rep:t:,ese~p~ -~ _signJ.?.(Se."_qf _l:J-.92 ~ '· 9r __ a r~tio __ of 33,000 to 
1 against i_:!:.s happeil'JP..g by pure chance; i.~., if the cryptograms were not 
in the same gel'l,eral ~Y-steni ;and'' specific l~eys .~ Therefore it is a. foregone 
conclusion statisti3a~1y.that ·not.only ~o ~he_cryptosystems involve di­
nomes as the ciphertext cr,roupins~·but that the identic~l cryptosystem is 

\ ~nvol:v;_eq .JJ.t .. ~l}~Ji-~~~s~age~;~ arid that P,eca'W7 ot.:_ the close cor;rel.a~i?n .-
of ~~~ ,:P,a.t·~ew~. o-c. .1heJ_F~9. ~istribit~i~n~, tYl~re ~s a good _probabil.ity 
that the cryptograms co~tain identical plniri text and therefore are iso-
logs • This· sp~ci;fic il,l:us.t:r:_~tion of: the po_t~ntiali tie~ of cr:yptomathe-
matics indicates ·-tbe important role that this branch of sc1.ence may play 
in the art of cryptanalysis. 
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all possible chains are completed, It is .round that the following chains 1 
arbitrarily o.rrane;ed here accordine; to length, ma.y-be derived from the 
t"t-ro messnc;cs: · ~ · --

(06 14 15 26 28 31 35 73 71J. 81 89 98 99) 
(02 07 20 22 1+3 4h 6~ 90) 
( 12 37 1~8 51 69 70 8:; 9l~) 
(03 30 ~-1 54- 65 82 97) 
(05 10 211 32 1~9 87 93) 
(16 18 36 76 78 79 86) 
(27"45 53 61~ 80 92) 
(11 39 75 88) 
(21 58 77 81~) 
(1~6 59 68 72) 
(00 52 67l 
(Ol~ 55 61 
(08 29 56 
(19 71 96) 
(01 25) ' 
(13 85) . 
(42 60) 

Single d:t.nomes :' 

(47) 
' 

(50) . . -(38) 

.· 

- - - .. -- .- -· \... 

• • • r:~ ,... • 

.. . . 
I • .,. • 

' -
' - -

. If we now make an arbitrary assicnment ot a·difterent letter to ~resent 
oac;h chai~ (and .each ~ inc;le dinopre) and ~on_v:.ert. eJ.:t~e.r, .~-r the mes_sp.ges ·to 
unilitero.l terms by means o.r these arbitrarily-assigned val.ues 1 we note 
the pattern of' the openii15 s t'creot;y:pe "REFERENCE YOUR MESSAGE ••••• n 1 and 
quickly recover the plain.text. · · - " ' 

_!!. Th~ plaintext values when inserted into a. lOxlO matri~ having 
arbitrarily-arranged coordinates yield the following: 

. ¢ 
¢ u 
1 
2 
3 
l~ 

'5 
6 
7 
8 

-9 

0 
T 
R 
-

'X 
y 
N 
s 
T 

• I I -..... I • ""7 I \ 

1 2 3 4 5 6 7 8 9 . " 
l-1 T R p 0 E T F -
D N II E E A - A c 
I 'l' - 0 1-i E s E F 
E 0 - - E A N B D 
R y T T s L V'N 0 •' . 
N u s R p F _-.r :r L 
r vT T s R - -u L N 
c L E E D A I A -A 
E R N I II A 0 D- F. 
G s 0 N - c H F: E • I 

;.· I. 

:. .,. ~ - ~~' ·r .. . _.. ·-
1-lanipulatinr; tb,e ~O't-16 a.nd C?ltunns' ~rith. a vie~ t<;>;.i.mc9V:P.z.:in~ so~e. S~tJet!Y 
or syste:mo.tic pheno:rncna1 the latent t'l.iat;onnl pattern or the equ:J.va).ents 

<lo • I ~ :J' ':, !f""- • • • .. • .... a I 'lo . . 
- ~ 1 

• 7 ""':I 
'I '· f, L 

:'-j - -

, -.,. :..-.),._. ....... ·, ... 
~ 

• ;, I 1,. 

- - - -.... 
RES'rRIC'i'FiD 
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RFJB':PIHO':PBD . I ";t-5 - ., -r·., - .. -~ 

f.or.corto.in of .the le"titers (such as Ep, Np, Op, l_lp, o.nd SP) is revealed, 
and the .rO'!'f~ q.nd polutnns of :bhe recqns~ruc'l{ion d,io.{lrrun are permuted to 
.yie;Ld the .CQ-llqwing oris:t,nal enGiphering_ matrix_:_ , _. . ... 

...... ... 
""~.::, 1" I - . . ---./ . :I .I .) 1., I .z• • '"' I 

9 
.6 8 9 _l.- 5 

' -
t ....... ;, ~ ... , .. ;-•- ..... 1""'• ,f:• , , .. ..., ,..., .,. .T..._ •.. 'I rr 
- ~. ·- .. '' · .. -- -- . .,~; _.... .. • ........ ~· .. .... .. ... J.. 

- :-: ~ ... -r: ~ . .:" . 3 
• • 1' r. - .. '• "':"' "'~ ..._ .. ,. ~ • '8 

.... . . ... .. - -

A 1\ A c D E E I L N 
A A c D· E E H K N 0 
A B D E E n J 

-
N 0 R 

A p E E H I l{ 0 R s . ' 

'••n-: 

- ' - -·~- ... · 
' '~ 

I ' 

... .,. ... ,_ ~ :. - ..... .! -'!-. ! ..... , • ..... ~ J. .. .l ~ 9 
, ~ ... ,~ I "' I J •,J ... -·.J • ..... -

• t ,. .. ..1 .. ~ ..;:,, • .. .... 2 
c G s· ~ ~ E I N 0 R 
E E F I M 0 Q ·s T T 

I .. •.c. :;.~ Jt~.~ .... • 1 •. "' I ol E F 'I :M 0 p R T T u ' . 
,_ 

·- '"i \.. ..- ···-i r ... '"t =:;-;:: trT!:i : (" ·f-.-
/ 

~- II •- ••:?.-
.. "' ,.I l•jo '1,&6.1~ .J !...YJ: 1 f.,•,n f) • 

• • .. .. .. ,.: ~., • • - &r."" n:-
F I L' N p R ·s ~ u X 
I L N I' R s T u w· ·~ 

....... ~·' •• • ~ ... -:· -- ··- 'i ..... 'f ;;'+ 

l :i"'"'.:..r••'7 a- - r.f' ,. .. .,.,_: 6 r~"-· "T 
L N·o R ·s .T. 'J! \)'' y z 

1 I "' fl I 1 r • ... IV - •• P I •""' & ~; '- . ' _, .. ,, . . r:a•·. 

. -~Titer~· are· h~~-o'b;~l~able' reio.tionships-in or b·etieen 'tlie sequences of'' 
I ·~.:.•a_:f:g{ts= fn the'-'ro't{and C01Umn1 CClbi'dinates•;• 'tner~rore for vTant o'-J:' 'any 

. . visible ~henomc;ni 6r"fuither' information ·on: thi3 'derivation (if any) ·o:r 
i : ·· ···_t~·s:~ .<\~s~i~s~ it_. ·~s~~1b.u:Ue~a:. t1Ia-(t:~ .. e:r:~·.~ ·hafe been assigned ·at ·~~a.om~ 

The student Will note that-~~: ~i~~~ ~·tf~.x Js ideni{ical' to that ?f . 
Figure 39 in paragraph 59. · · , · .. '~ 

/ 
"' 

f. It should be emphasized that in the example of the preceding 
subparagraphs it was only possible to fonn chains of values f'rom both 
messages re9_iprocally be<;;~us,e the s,alll~ enciphering matrix had been used 
for both_. A non-reciprocal ·-~ho.:tnili.g procedure i~Ouid- have been' required 
if only the general system had been the same for both but the enciphering 
matrices had difrer~d in so~e Jespect,-or~if two completely different 
variant systems had been use~·\e.g., one using a frequential matrix and 
the other involving a_less-qomniex type'o:t variant matrix; such as Fig. 
29). Specifically, it would hav~: 1>~e~n 1ieqessary to maintain tiro sepa­
rate e;roups of_' ctiains ;_one ~GrQ'l,lP 'for each niessa(!;e; othertvise heterogeneous 
values would have become intermingled; ~ ·' -. 

-. & ./' - t., -~· ~ ..--I • • "'I • • - - .. .r • 

·.6.· Al-j:.hotlBi1 ~n a:nalyeis 'o·r put op.c is.olated example by means of' 
isologs was presented, the,~tudent shquld be able to appreciate the 
signiricance a~~ pot~nt~al+y eno~us ~alu~ or isologs to a cryptanalyst. 
This value goes far beyond the simple-variant encryption in a monoalpha­
betic substitution s-ystem; isolOES produced by the use of two different 
code books, or two different enciphered code versions of the same under­
lyin[!; plain text 1 or tvro encryptions of identical plain text by t"t·TO dif­
ferent "sett:inti;s" of -a cipher machine, rrJay' all prove of :tnestimable'value 
;n the attack on a difficult cr;ypto~ys·te~. 

.. ... .. 
--' 

RESTRICTED 
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63. Further remarks on variant systems.--!:· A few words should lift •. 

added 1fith regard to certain subter f'uges 't-rhich are sometinJes encountered .. 'F. .... ~ 
in monoa.lphabt!tic substitution with voriants,· and which, if not recog~ .. 1. 
rtized in time, cause considerable delays. The considerations treated 
before in subpars. 52i and 1 on the disguise of the length of the bas~9 
multiliteral group apply equally here to Jnult~literal substitution witli 
variants; thus, in dinoma systems, a sum-chec~ing diBit o~ ~n~tl might~ 
be added i:~;~. specii'ied positions of the group to i'orm a trinome. In 
complex variant systems, the presence of a. ~ as one oi' the digits C?'G 
a t1•inome would add greatly to the ~omplexities of cr;yp~a.nalysis of' that 
system. 'The most important of the subterfuBes have to deal with the u~e 
of nulls which are of a diffe:~;ent size than the real cryptographic units, 
inserted occasionaJJ y to prevent the cryptanai;yst from l?reo.king up the 
text into its proper units • The student should ta].te coo;-eful .note of the 
last phrase; the mere insertion of symbols having the same characteristics 
as the symbols or the cryp~tr, aphic text, excep-t? that i~ey have no mean-, 
ing, is not what is meant. his class of nulls ~~ely achiev~s. tbe ~­
pose intended. vlhat is re ly meant C:.!'lon best b~ ,etcJ?lained by an exa.mple. 
Suppose that a 5x5 variant rna trix with the ro"r and cQl'!lJIIIl indicatorQ 
shown in Fig. 46 is adoP't.ed :f.'q:r encipherment. Normally, the cipher units 
would consist of 2-letter combinations or the indicators, invariably 
giving the rcnr indicator i'irst (by agreement). 

V G I W D 
A H P 
T 0 1!1 

F U R 

S M 
B N 
L C ., .. - , 

. ., \ i ... : 

> ........ - . ,, ~ 
~ -.. . 

V~A,T,'F A B clo E 
I i • ••- "" 

I 
I 

lj - - -
I G,H,O,U f' G H - ,_ -
I I,P,E,R L M N 

' W,S,B,L Q R' s 
- - -

D,M,N,C v w X 

- -
I-J K 
- -

0 p 
- -

T u 
- -

y z 
I •f •• f ............. . . . -· .. 

- . . ' 

-. 
. , .... l 

The phrase COI-Ir·WIDER OF SPECIAL TROOPS mie;ht be enciphered thus: 

c 0 
VI EB 

M M A 
PH ro FT 

N 'D E R 0 F • • • 
IE JIB 'rN HO . PH GT • • • 

These vrould nol'ill.a.lJy then be e.rrone;ed in 5-lettcr croups, thus: 

VIl~BP IIIUJ~T li!ABT J.IUOP\7 G'l1
••• 

J)l8 
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-· 
ll. Jt. 1~tl1 ,,<' 110l;cll, lto-wovcr_, l~ho.l. onJy ~0 uf l.l1c 2G_ l•.JI~tcr~.: of the 

~1ll"~h-•bd:. l'twc l!OCI\ cmplo,yc<l o.s r("''.T nncJ colnmn 1.ndlcQtor:J, l.I!~Nln!~ J, K, 
0., X, X. nntl ! ~ ummcl1. Nm.J, rmpponn Lbc ;;c r~ h lP.-1; !.c't'::.: n;cc t.mcrl nn !•.Ulls, 
not :i.n l'.:t.l\'n, lm-t. n;:; lntllvhlnnl Jc·l,l,crr:E..J:nRcr!.cfl n:L 'rn:rulom ju->t btJfore 
'iJi'Cro;li" t\lxi:"iS' O.l'l'rt.I.\~C~ in. 5-lcttcr e;l'Otl,[)fl. Occaoton:J_Jly, n. pair or 
letters lld.~bt. be in::;crtmJ, 1n orcleJ• to mo.sk t.he C:h~.:ro.ct.cristiCG Of" 
"o.vo l<l~ucc" o:f ·tllenc let tern for ea.ch other:_. Thus, for e~-Q.m;plc £ 

VIEXD PHKIU FJXTI EAJBT t·lGKTY 

The cryptanl:l.lyst, artcr some s1;udy susp~ctina a bilHere~ c:l.pher, pro­
ceeds to breclt up ·tha text fnto pa:l.rs: 

VI EX BP lll< IU F J xrr D~ AJ BT Nt-1 OQ PH OK TY 

Compare this se·c of 2-l~ttli!"t' combinations 1'1ith the correct set. Only 4 
of the 15 pairs are "propm•" ur{i. ts. It is easy tq see that without a 
knowledee of the existence ·or the nulls--and even w_ith a knO'w1.edge, if 
he does not lm:-w which letters are nulls--the cryptanalyst wouJ.d be con­
fronted 1-.rith a problem f.or the solution or 1·thich a fairly lo.re;e eJJlt')Unt of 
text might be necessary. The co.rci\tl employment ol' the variants also 
very materially e.dds ·to the security qf the :me·thod beca~e repetitions 
can be J:-ather effectively supprcaaed. 

c. Similarly in the exa.n1.rles under puragraph 58, the letter J in 
Figs .-27 and 29 lllay be used ~s o. null; the letter Y in Fig. 28; and the 
digit ¢ in FiBS. 33 and 3h. _ In Fj c;. 30, o.ny lett.ers in tlle ra:nge of 
P - Z might be used as nuJ ls, _but~ this usa;;e mir;ht be ~realt because or the 
extremely lm-T frequency of these l~tters e.s compared ~rith the letters 
A - 0; this is an importo.nt point tt') consider in the examination of en­
crypted text .for possible ;poor uso~es of nulls. -

,:;;, .. .. - ..... .. 

d. From the c.rypt.C'c,raph1c stnnd.point.,, usae;e _of nulls in the manner 
outl:ined. above rcsul ts :i._n cr ypto;.:;:r:_:.:~.phic t.crl. eyen. more t}la.p. twice as long 
a.s the plain 'text, thus con;, tl tu Lj n~ u ser lous dis:?..dvo.ntMe. From the 
cr;9ptanalytic sttl.ndpoint, the r.J.C • ·ln~ of the cipher units in the sys·tem 
described in subpa.r. h a'b0,,e_- con<J Litut.es the n:.ost important obstacle to 
~olution; this, coup lecl ,.r{til-tiie Uf. 1 n l' v~~j.l;ln.ts, lli.Elltes this system con­
siderably more dlf.fic.ult to s.ol\·e, ~es:pite iLs mono,o.lplla.beticity. 

_., - ... -~- ~ --

.. , 
~- .-

-- -~ 
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REiS'FRIC 'ff!lD 
· COURSE. nr MILITJ\RY CTIYPrl\11.1\LYSIS, P.l\Rr I 

~1onoa.lpho.betic Substitution Systcma 

In-troduction 

This is the :Lirst oi' a series of six basic courses in the art of 
military cryptanalysis. The purpose oi' this course is to impart ·to the 
student the methods a11d. tec~iques 1vhich form the baois i'or the crypta ... 
nalysis oi' the simple tY.J?eS of' mUita.r;y cipher systems. An undcrstandine; 
of these principles is necessary to grasp the more advanced cryptanalytic 
techniques employed in the attack on the complex cry:ptosyste:ms l·Thich 
constitute present-day military cryptography. 

The scope of this course is: f'undamenta.l principles; uniliteroJ. 
substitution; l~tiliteral substitution; polygraphic substitution; and. 
miscellaneous monoalphabetic substitution systems.. It consists of ten 
lessons and an exe.m.i.nation as i'ollovrs: 

' Lesso11 1, Fundamental principles 

Lesson 2, Uniliteral substitution vith standard and mixed cipher 
alphabets 

Lesson 3, Multiliteral substitution: miscellaneous matrices; 
Bo.conian and Trithemius systems; elementary Baudot systems 

Lesson !~, Multiliteral substitution ~rith variants 

Lesson 5, Polygraphic substitution: sms.l:l: matrices 

Lesson 6, Polygraphic substitution: quadricular tables 

Lesson 7, Polygraphic substitution: miscellaneous systems 

Lesson 8, Miscellaneous m.onoalphabetic substitution systems; 
concealment systems 

Lesson 9, Monoalphabetic s~bstitution with irregular-lenoath cipher 
units: rnonom.e-dinome systems; miscellaneous systems 

Lesson 10, Syllabary squares and code charts 

Exa:mi.nation 

The text reference for this course is the National. Security Asency 
publication, "Military Cryptanalysis, Part I 11 (December 1952). 

This course has been designed as a scli'-stud.y or extension-t:ype 
course; theref'ore, there is no limit placed on the number of hours that 
may be spent in the complet:i.on of the course, any lesson, or the examina­
tion. However, for statistical purposes it is requested that the student 
indicate the ntunber of hours spent in the completion of each lesson and 
the examination. 

RE!S':PRIC':PED 3 
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The cryptograms in this ~se have for tbe most ~art been arrangea 
in proper worksheet form, obvigttng the necessity of recopying; and 
frequency distributions have been given to reduce the amount of' ·time spextt 
on the purely ·clerical labor inc:l.denta.l to the solu-tion. The underlying 
texts of the crY,Pto-nrams collq)rise hypothetical ground, naval, air, and , 
general administrative messae;es. 'Where necessary for solution, the 
specific nature of the text of any particular c;r;Y.Ptogram :ts · indicated. 
Otherwise, the text of a message may 'be a.sswned to be_ genera.l. "....- · 
administrative or ground text. "'"-

The only materials re~ired are cross-section paper of t-inch squares, 
and a set of printed and blank alphabet strips. An eraser is of the ut­
most importance. 

Special Instructions 

So far as is practicable, detailed work sheets Which usually form 
a part of the solution should be submitted with the solutions. In all 
the lesson~ o~ this course, it is required that the student recover all 
cipher alphabets, cipher tables, and specific keys used. He will also 
'be required to state the method of operation of each cryptosystem and 
give the keywords upon·which each component is based. 

RESTRICTJ5D 4 
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COURSE 

LESSON 2 

N~IONAL SECURITY AGENCY 
Washington 25, D. C, 

Military Crypt~lysis, Part I 

Uniliteral substitution with 
standard and mixed cipher 
alphabets 

~ ASSIGNMENT Sections V and VI 

1. a. What is the first step one should take in attempting to S'llv~ -an unlm.own crypt·ogram that is obviously a substitution cipher? 

b. If this step is unsuccessful and the cryptogram is obviously 
monoalpbA.li'etic in character, what t~e of cipher alphabet may be assumed 
to have been used? 

2. a., Name two methods of solVilJS :monos.lpbabetic substitution 
ciphers involving standard cipher alphabets • 

b. In the solution or a substitution cipher by completing the 
pla.in c~onent sequence involving reversed ste.nda:rd. alphabets, what are 
the successive steps? 

c. Why do monoalphabetic cryptograms 1nvol.v1.ng standard. cipher 
alphabets-yield such a low degree of cryptosecurity'l 

3. What are four characteristics of vowels which permit their 
classification as such in monoalpha.betic substitution ciphers involving 
mixed cipher alphabets? 

4. a. What two places in every message lend. themselves h!.Ore readily 
to SUCCessfUl attack by the aSSUilijjltion of words than do any othel' places? 
Explain. 

b. What is meant by the "probable word method" of solution? 

5. .!• What is meant by the word pattern "A B C B A D B"'l 

b. For each pattP.rn given below, indicate one good English word 
that contains the pattern: 

(1) ABC BAD B 

(2) A ABA 

(3) A B C D A 

1 
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6. Solve the following cryptogrmn and indicate the specific 
key (Apa9a): 

JMQVS QZXIF FMZSL IZMLZ CEMEB 

FQOME MDXYQ OZCYY XJMZI VMZIY . 
OQWYI DKYMV MZMNQ EQKMX CCWZB 

CYIXI CDYYX CBZQI FZCQN HWDOX 

ICDJQ YPMMD YMVMZ MFSNQ EQKMN 

QDNEW OJMAW IBEMD XNMYX ZCSMN 

Y XC 'B U M Q Z M E 0 V'' I D K C W' Z X Z C 0 B Y X 

CZMQZ BCYIX ICDYY XCBZQ FYXCD 

7. Solve the following cryptogram, and indicate the specific key: 

WXLMK HRXKL ATOXU XXGHK WXKXW 

MHIKH VXXWT MHGVX MHTKX TPAXK 

XLNUF TKBGX TVMBO BMRAT LUXXG 

KXIHK MXWLM HITVD GHPEX WZXXX 

-i! 
sg' = ~ = = _g == ---~~= ~~~-=- = g=~~~ -ABCDEFGHIJKLMNOPQRSTUVWXYZ 

~-66o ~·381 ~0.848 

RES'FRIC'fED 
2 
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HE8THICTED 

8.. Solve the follovring cryptograms, DJJ.d indicate 'hhe specific keys: 
' 

,!!• Q H H Y L Y D l-7 Q J J M E F C 

~· Y X S ED Y F S XU H v1 XU S 

9. The following badly garbled cryptogram was intercepted. Recon­
struct the original plaintext message, resolving the errors an~ omissions, 
and indicate the specific key: 

HUVSH UDSU- EKHCU IEQWU DK'-RU 

HOXHU UUYMX JIU-U DTQJU TEDUA 

YNTUS ----- IJEFY DIJKH SJYE-

IOQLU RUUNY IIKU· JEQBD !KF.l!E 

TYDQJ -SEC C Q- T I J EYDYW YQJUK 

DYJJH QYDCD WFHEW HQKIK DTU'KJ 

XAFHE RYIYE DIEVF QHQMH QUXJ• 

EEV-F -SYQB THTUH IDMCR UHIYT 

..., ~ l-. 

=g iE== - g w 
~~ ~~g= g -=~ ~ 

==~~~~ ~~~~-=== ~~~~E=a=~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

~=2270 chr=l311 4>0 =2136 

RElS'f'RIC'f'ED 3 
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10. a. Construct a tr:LlitersJ. frequency distribution showing one 
prefix and one suffix of the letters of the cryptogram below. On the 
work sheet below 1 indicate by underscoring in black all repetitions of 
three or more letters. other s:Lgnif'ica.rrt details may be marked in 
different colors• 

b. Prepare a condensed table of repetitions of digraphs ana. . -
trigraphs-appearing more than twice 1 and include aJ.l repetitions of loDger 
poln;raphs. 

c. Us:I.Dg the data obtained in a end b above, coDq)lete the 
solution of the cr,yptogram, and recover ill ke'Ya. 

5 10 15 20 25 

A UBSYB VXRPN CGUMZ XGPNP CUBQP 

B UXXFZ XBNBM IGVRP NVXUY RXGND 

C FBZHI ZUXGL LBUIB MQLZR BMBNX 

D VGNOP PABAZ UBZPN BCGHB MGLBV 

E NPUXF BZVXP CDUBB NBGLL BVXPQ 

F QFPXP DUZQF GRUBR PNNZG VVZNR 

G BMGVV GPNVN BDZXG HBEBR ZYVBP 

H CZAHB UVBOB ZXFBU RPNAG XGPNV 

RESTRIG'FED 
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11. Solve the cl")'ptogram below, suspected to contain the probable 
word ''l3LOCKADE" J recover al.l keys • 

10 l 2 

A LC~CB LUZOD UOREA WZUSB FZXDT 

B DR~LD SDRZS DEUOM UZZKZ UDCDV 

0 TQ!'XD AOYZO ZWYDX P!'VZD ·SCMZZ.., 

E~SSZX CZVLC DOUDX PZCWT UUTKZ 

F SUDAD EUFZL LZYLX DRCHR EZLCD 

G MTUTL LMDLC IYZLM DUZOD LBCBD 

R RL~RV MTLVT ATHZV U~BYY DRZLX 

--
s ~ 
=- =' - E 
ii i - ~~ ~ 
~E- g~= ~-~~- ==e 

~ ~~~= - -E~g~==ggE~~=~E~ 
ABODEFGBIJKLMDOPQRS~UVWXYZ 

tpa2655 fr•l532 ~o•2170 

RE:iS'FRIC'FE:iD 
5 
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12. Solve the following cryptogram, and recover all keys: 

10 1 20 2 

A JZDFV WHEDZ VHWDS YKTWD OEDZD 

B EDBEC CWHHW EDZTE XXWBZ VNZVZ 

C SPFJK VZTYP HJDWO LJWDP VPWTI 

D REDZE XEKVF PJVEY HHJEF EDZFV~ 

E~WHEDZ VHJPJ ZHJLP JXEKV JLTWM 

F WHWED WHWDM WBWDW JREXI YKZCE 

G KDJPW DCEMW DONZH JJEPJ JPBB~ 

H~KVFEH WJWED HNZHJ EXXPW VJEND 

J HJEFS EDXWV OPJWE DVZGK ZHJZT 

i£i = ~ ~ -
~~ ~ ~ - e~ ~ 
g~= ~ e= ~ =~ ~~= ~ 

-~~~~-~=~~====~ =~~ ~~~g~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

~=3362 fr=l940 +o=356o 

Rli!STRICTED 
6 
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13. Using the sequences recovered in Problem 12, solve the following 
oryptograms and indicate the specific keys: 

!• U R J J R X Q U Q X K S A R B B E T 0 I 

iiaDiFGHi~RLMN5Pij~iTUVW~YZ 

~=25 ~r=l5 ' 0 :16 

E• F D L D Y X Z U M U E U F P N D V 0 F E A L Y R W 

UMLJX AFDYE XEKQP DOYCV ·REUAX 

_ ~~E -- -- ~- 5E 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

~=163 ~r=94 +o=ll8 

llt-. The following crY,Ptogrmns, enciphered vith random. cipher 
alphabets, are in bona fide word lengths. Solve them. 

!:• !I Y A R V J Z G H A R 0 T V K C G K M M G lC B Z M L K U G 

LKUG OBOE MOZ EMVHFSRMJROT 

JEHZPUHGVEGM RO MCJKKSJKUME 

£, RGRQRU TDSPYURDP ZFTAVDRC AYCFO 

JO DRZYUUFSPPFUZR TF~DYGP 

£• C D G W D SA L C AU MMD C. R B U C D · Y V D V D J R 

IYSUAUYVS- tzc!yss OUTDO 

RES"FRIO'fED 1 
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15. In solving several unrelated monoalphabetic cr~ograms 1 the . 
follawir.g cipher alphabets were reconstructed. Recover all key words in 
each case. To facilitate solution, significant segments have been 
underlined. 

P~ABCDEFGRIJKLMNOPQRSTUVWXYZ 
C:NLWPFRTRSYDQAKVEBMXGCOZIJU 

~- •• 
P:ABCDEFGKIJKLMNOPQRSTUVWXYZ 
C:ZQXPEONMWLKJHGFDBVYUTRICSA 

PIABCDEFGHLJKLMNOPQRSTUVWXYZ 
C:PQERVMOZWUTHAXBCDFSYGIJKLN 

~-
PzABCDEFGHIJKLMNOPQRSTUVWXYZ 
C:AUZJTXHSWGRMBNOCIQFEKYPDVL 

!.• 

P:ABCDEFGRIJKLMNOPQRSTUVWXYZ 
C:CKVEBOYFDPZGQRSITLWNJURAMX 

!.· 
P:ABCDEFGKIJKLMNOPQRSTUVWXYZ 
C:LMCPOQIJRRSNT~DEUGVKAWXYFZ -- -- -
i.• 

P:ABCDEFGHIJKLMNOPQRSTUVWXYZ 
CICDGPVZKHQLAEIJNSWUBFMOTXYR 

h. 

P:A~CDEFGRIJKLMHOPQRSTUVWXYZ 
C:LBEKDGRMFAXSNHCZTOIYUPJVQW 

:RESTRICTED 8 
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COURSE 

LESSON 1 

N~IONAL SECURITY AGENCY 
'lilashington 25, D. c. 

Military Cryptanalysis, Part I 

Fundamental principles 

TEXT ASSIGNMENT Sections I-IV, inclusive. 

1. .!• 'What four things were thought by, Captain Hitt to be essen­
tial to cryptanalytic success1 

~· 'What six additional elements are also highly desirable? 

2. a. Define the terms "cryptology'', "cryptography", and ''crypt­
analysis." 

b. What are the essential differences between substitution and 
transposition1 

.£• Differentiate between a code and a cipher system. 

d. Explain the difference between the terms 11 general system" 
and "specif;c key" • · 

e. Distinguish between monoalphabetic and polyalphabetic 
substitution. · 

3. What four fundamental operations are involved in the solution 
of practically every cryptogram? 

4. In the solution of cryptograms involving a form ot substitution, 
to what s~le terms is it necessary to reduce them in order to reach a 
solution? 

5. Is it always necessary to determine the specific key in order 
to reconstruct the plain text1 Explain. 

6. Indicate the language in which you would expect the plain text of 
the encrypted portion of the following message to be written. Give reasons 
for your answer. 

From: Jo8.o Fialho, sio Paulo, Brasil. 
To: Gualterio Costa, New York City. 

Com referSncia ao seu telegrama. NSM NRJPN INJ PMVCOCEN 
VNPSN PMBMPCEN QML' JBCVCJ IJUM DTGAJ LTMCPN KPJUCEMIVCNP PMHMQQN 
UMIVCHMISJQ SMPVMCPJ SPCHMQSPM. 

RES':FRIO'i'ElD 1 
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7. a. The letter E represents what percentage (in round numbers) 
of the letters in English telegraphic text? 

b. What are the four most frequent consonants in English tele­
graphic text? 

c. What are the five letters of' lowest frequency in English 
telegraphic text? ' 

d. What are the four most :f'requl:!nt digraphs in English tele­
graphic text? 

e. Account for the discrepancies between frequencies of letters 
in English literary text and English telegraphic text. 

8. Wbat three :f'acts can be determined from a study of' the unilitera.l 
frequency distribution? 

9. In the following extract from a speech given during World War II, 
each dash indicates the omission of a letter. Complete the text by 
writing the necessary letters over each dash to for.m appropriate words. 

"~1ashington 1 s Birthday is e most 2: R _________ occasion 
for us to talk w1 th each about things as they are 
and things as we theY,shall be in the • -----

---- A ------

11For t years, General Washington and his -
ArmY were-faced c 0 with formiaibie- - - - -

ana: recurring - - -.- - - - - - - - and equipment were- -
lacking. In a------; evel'y wfnter-was-a-Valley Forge. Through-
out the - - - - -states there existed selfish men, jealous · 
men, --- -u-1-men-; who that Washington's 
__ _-_-_-was -hopeless, that-he oh'OuiC aik" for-a ~ ________ _ 
peace. 

' 
11l~a.shington' s in those hard has provided 

the for all Ame'r'Icin'S ever since--a iiio'dei of moral. .. 
__ : :!·- He-held to his ______ , as it had been charted in-the 
Declaration of Independence. He and the men who 
with him knew that no man's life or __ _:-_:-_:-_-_-was secure,-,a:t'hoiit-
freedom and free ! _________ !! !. • 

"The present struggle has us increasingly 
that - - - - - .2 !! of person and - - - --.:---.:-£of property anywhere 
in the depend upon the security of the rights a.nd obliga-
tions Or Ifb'erty a.nd _______ everywhere in the world. 

"This war is a new of war • It is 
from all other wars of' the::--~ not onl.y in its ietliOa.S and 

RES'fftiC I' ED .2 



:aEiTIUCTED 

I 
REF ID:A5689~ 

but; also in its geography. It is warfare in terms of' 
ivecy :£ :£!: ____ _ , every ____ ! ! 1 every sea, and every 
a. - n e in the world. The oceans which have been 
ii e ; - - - - in the past es our - - - - from attack 
have -bec'Om.e - - s s battlof'ieldS on which-we ire -

- b'e!ni chillenged 'by our enemies." - - -______ .... 

10. a. In the following exa.m;plea the words or sentences have been 
transposed. Rearrange the words to me.ke plain. _text_. 

(l) Ni NOTHING REPORT THIS TIME TO 

(2) ARriLLERY SECTOR BARRAGE NORTHWEST BEAVY m 
b. In the following examples the letters of' several. words of 

each sentence have been transposed. Rearrange the letters to make good 
words that 'Will sive intelligible plain text. 

(1) Eight SESTYODRER have Drl'.A.'OERE to join S.AK![I ~OFC 

(2) .ABELNU to conliact A!L'l!AINBLO on my right AF'ICLN 

c. In the following examples the words of' each sentence have 
been traniposed and, in the case of' several words, the ].etters have also 
been transposed. Reconstruot the plain text. 

(l) OIJ\NG RIDGE TANK GDUVOV EHOTISJ .. EAST NOMLCU 

(2) DOWN MEYEN OFANERTON SJJC THIS OTHS SNEALP 

~· In the following exatlq)les, tlle lettors of eaoh word' of each 
sentence have been rearranged 1n the order in which they appear in the 
normal aJ.phabet. Reconstruct the plain text. 

(~) ADELY AAC~ CDDEEHLSU OT CCEEMMNO AT EGHIT HIST GIMNNOR 

(2) .ADEEIIIMMI'Y NOPU CEEIPRT .ADHJ:R'.mW' OT MDEEGNPRRR ID'OOPST 

e. In the fol.lowing eXB.llij?les the plain text has been broken up 
into grouP's of' f':Lve letters and then in each group of' five the let·hera 
have been rea:tTanged in the order in which they appear in the normal al­
phabet. Reconstruct the plain text. 

(1) ORSUU ABIMR AElr.NS ENSUV ADKOR ADEGM EEINN EMNVY EELSS 8 

(2) AEIRR ACMiO AINSS A.Cl!."Pl' ELORR OPRST AIUtT EELRY .AOIMP EEMNT 

DESST DECRY 

:RES'FRIC'fED 
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11. Using cross .. section paper prepare a unili teral frequency bar 
distribution of the letters of the following paragraph: 

"The shortest and surest way to live with honor in the 
world is to be in reality what we would appear to be; 
all human virtues increase and strengthen themselves by 
the practice and experience of them." 

12. Determine the class to which the cipher systems, which were used 
in enciphering the following messages, belong: 

.!• 0 R A N A T H P N 0 S K T C D M E E E S C E R A E 

RNUSA ETLGD AYECA 

- = 
~B~D~FGHIJKLMioPQis;uvwxyz 

~· DHJJK QOARR XKSOF RPQGA PPHLA 
DIADE HJROA MAHQA 

- -
~ =---~-=~-- ====- -ABCDEFGRIJKLMNOPQRSTUVWXYZ 

c• R 0 L E H K B W F Z C Q C P Z N V J W Z M I V E Q 

EPCIN OJSJU YMWQB 

-= - -= -~-~= -~ --
ABCDEFGRIJKLMNOPQRSTUVWXYZ 

13. Which of the following substitution ciphers are monoalphabetic? 

a. UJKLW EUVKL FSPAQ PHTKR DZNGL -
SELYN XYXBX JDATU WEUZG WFVXM 
MNZAY AOSGU DCLGI OEWJE IFOKM 
KNWAP KOIEV AROEV WSCWN SBCYX 

i -=i-= =-i~-~·- ~ ~=~~== 
ABCDEFGHijKLMNOPQRSTUVWXYZ 

b. HUPYP XXAEP AFGZP VGLHA SLXHU -
SXXAY PWKAS LHPRH ALOBA XPLVS 
WUPJP OBSHU HUPGF XGKPH PVSWU 
PJOPZ SVPYS MPOAX ULSLP CGNJX 

= ;g: 
= e - ~ = - -
~=- -=~~ ==~--~~ _g ~~=g~= 
ABCDEFGRIJKLMNOPQRSTUVWXYZ 

RES'£RIC'f'ED 4 
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GXYVL 
GMXLW 
VHMXA 
-
RTYYZ 

& • 
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I 
ZXMXB LOZGR 

QIVZW QBRXK 
LOTLY T K D W.X 

-
KTOXG AWXLQ 

W~JLX PWTKZ 
KTDVL 
GBQKQ 
LOZGR -

MXAEX 
LWZXG 

X v.w G Q 

= -~ - ~ =~ = == == ~---~~5 s-~e-~ 5~~;~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

14.. The following messages were enciphered monoa1pbabetically-. De­
termine in each case whether the cipher alphabet used was a standard or 
mixed alphabet and if standard, whether direct or reversed. 

. I 
.!:• A 1f V 0 R L 0 U If Q 

1 R L E Z W Z H N E Z W Z B 0 R 
ZKYLF AOZSO OBORF PJZPP LDZDB 
LRZLB LABWZ HNAPO WQHOO RZIZU 

. = _if. - i€ 
e: --- - • ~•=-= _ s = ~- --~ =-~-P F~--~~ --~ ~~ ABCDEFGHIJKLMBOPQRSTUVWXYZ 

:2• E S PAP 
TDECT 
JTELD 

LVDLY 
MFETZ 
OTCPN 

OECZF 
YBFTlf 
ED ELY 

RSDTY 
VWJTO 
OLCON 

EST DO 

PYETQ 
TASPO 

c. P Y H Y L -
KlfYLK 
ZKOXC 

XOLWY 
YHYLC 
:P c·a E K 

.. 
·- ... .,. .... - • i' L--

'r .. .. - .. ,. 

JJVYX 
. 

PAYAC 
UKUPJ 

OILYR 
LYXIR 
IUJUO 

YQYPJ 
QYJVO 
PRIAS 

... ..! • o .. ~ I! 

' -1... ...... - .... -, .......... -:!1-~ 

• s 
• .& ._ .r ., oiA ._ • .... .a. .... 

. -· . . .. -- -- -·· 
-·- ...... - .. 

5 

. 
,t,_ .. 'I' 

,_ .... - -- --

). r 1,. 
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15. Derive the tf,p, +r, to, A,R, Ar, and Ao for each of' the following 
distributions 1 and evaluate the LJ!!Jnoe.lphabetiif goodness of' .f,0 and A0 
of each in terms of' "good", "fair", or "poor", entering these data in the 
attached diagram. On the basis of the foregoing, decide which distribu­
tions are most probebly monoalphabetic and which are most probably non­
monoalphabet1c1 indicating your decision by a check (v) in the diagram; 
in the case of those not clearly belonging in either of these categories, 
check "decision suspended". 

m -• ~-~ f-=•- § -= -a. A B C D E F G H I J K L M H 0 P Q R S T U V W X Y Z 

b. ! i c ~ E F G i! J K I. M i o P Q R ~ T U v w x Y z 

d. A~ c D E F ~ H I J K L M if 0 p Q R i T u v i X y ~ 

-= :~E -=-~ -- B-~ --== 2-e. A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

= = - .. = = ~ ~- ~ - - -~-= -=~- -f. ABC DE F G B I J K L M H 0 P Q R STU V W X Y Z 

= - -
2-= -~-- _s __ =--=~ _ =-~-

g. A B C D E F G B I J K L M N 0 P Q R 6 T U V W X Y Z 

__ E __ e -=~= ___ === = 
h. A B C D E F G K I J K L M N 0 P Q R S T U V W X Y Z 

Goodness Goodness Decision . of to of' A0 

:N ciT ch· +o Ap Ar Ao G F p G F p mono. non- susp. mono • .. 
a. j 

r 

b. 

c. 

d. 

e. 

f. 

g. 

l' ... 

REJB'fRIC'fEJD 6 -
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16. From the intercepted traffic of three intercept stations oper­
ating in the same sector of the front 1 the following code messages were 
selected for study by a meniber of the crnrtanalytic section at GHQ. They 
are undoubtedly three versions of one enemy message, but there appears 
to be a number of differences 1 due no doubt to operating difficulties at 
the several stations • Study the messages and reconst·ruct :f'.rom them the 
actual code text sent by the eneucy' station. 

I. Time intercepted 1612 b)' BB 

GR 35 BT 
NR !7 D Y B IE 

SGCOY FOBAK 
APAYH CODAE' 
MERAZ LOGIS 

DUFTO 
DODLA 
KEDUR 
KUTEG 

WFF V LDC 

A M E J A .K I B 0 :N 

LUFYD KAWAL 
JOE'ID 
EVAUK 

KEBZA HOBWE AVDUZ FOFA 

JENOX 
IE'BEM 
EMCOZ 

MAWEH EGBLO DOFYO ENC ---------- ----- ----- ----- ----­. 
II. Time intercepted 1610 by MR MFF V LDC 

GR 35 BT 
~ ~ DYBIE BUFTO AMEJA KIBOB 

IPKO F BAK 
AE'AYN 
NEHAZ LOGIS 
KEHZA SOBWE 
EGBLO DOFYO 
EMCOZ ACFAB 

DODLA 
DUA 

KUTEG 
VADUZ 
AECDA 
LOFIR 

III. Time intercepted 1612 by YG 

GR BT 

LUFYL 
PID 

EVAUC 
FOFET 
MAW EN 

0 9 3 5 

KAWAL 
JEBOX 
IRBW 
EMCOZ 

OM 

WFF V LDK 

~ p DYBIE DUFTO AMEJA KSBON 

IPCOY 
APETYN 
MERAZ 
KEHZA 

A DO LUFYL KAWAL ---- ---
CODAP KEDUR WOPID JENOX 

LOGHKUTEG EVAUK IPBEM 
HOBWE AVDUZ FOFET EMCOZ 

EGBLO DOFYO 
EXFOM EMCOZ 

ENCOA MAWEN 
ACFAB LOFIB 

MAW EN 

0 9 3 5 

ltE8'fftiC'fEf) 7 
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HES'FRIC'FE:!D 
§ec?!!~l !nfor!!!~~! 

NATIONAL SECURITY AGENCY 
Washington 25, D. c. 

COURSE Militat'y Crypte.nalysis, Part I 

LESSOll 3 Multiliteral substitution with 
single~equivalent cipher alpha-
bets 

T~ .ASSIG:NMER!' Section VII 

1. Solve ·l;he following cr;yptogram, ~d recover all keys: 

5 10 15 

A DT LR WE OE OE WI! RR WR LA WH WA DE DA WR LE"' 

B LE += OR RE 'WT OR WA OH WH OR LE LR WA RR RR Wli 

c WA WR OE OR LE LE WR WA WH OH LR LE LR WA OH 

D OE LR OA OA OE LR OR RE OA OA WH WT WH WA WA.., 

E WR WA WH DE ffi' OE WH WH RE OR OA Rr OE LR OR 

F RE WR WE WA OH DE WR LR WA WA WR WA Wli DE DA 

G LR LR WA WH OA DE LR m IJ.II LR OA WR ~ WR LR 

H WA OA LR RA RA LR WE OE DE RT OE WH BR WR LA. .. 

J -..WH WA DE DA WR LE LE OT WH OE w WH WA BA LR 

K OE OH Wit :RE OT Dr OR RE RE WR DE 'WR LR WA OR 

L LE OR OE DE WR LE LE WH OE DT OA WE LT LT LR 

M OE 'DE OA DE LR LT OH LR LE LR WA WI:t LE ~ WJt 

N WA WA WR WA RR 

~ 

{For distribution, see next page) 

H:SS'fRIC'fEf) 
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A E H R T 

D 3 12 - - 3 
L 2 13 - 21 5 
0 10 14 6 10 3 
R 3 7 - 5 3 
w 22 4 22 13 2 

cj>p:2270 cl>r=l362 ~0=2288 

(25-element alphabet) 

2. This message was sent by the Fifteenth Infantry. Solve it and 
recover all keys: 

5 10 15 

A CY AO NX CN NO CN AO AO OG ON m BY ox ox RO 

B CG NY RO .AN RE AG RO ox AO AN AX AX AG AN AG' 

c ON RO ox ox BY AN AG ON BE ex BN BX CG RO ON 

D co RE ON AY :BG CE ON NO AO 00 RO NO NO RO RE 

E 00 NG BY ox ox RY AG PJ. BY AN OG CN AO OY OG 

F NO ox CY NX 00 AO AN ON AG Rl!l AG BY OG NO AO 

G BO AO CN CG AG ON ON BO CN AO OY co OE ON NO,.. 

H ,.Ao OG RO NO N'G RO NO AG CN RE AO ox RX AE BY 

J AN BO 

E G N 0 X Y 

A 1 9 7 12 3 1 
B 1 1 1 3 1 6 
c 1 3 11 2 1 2 
N- 3 - 9 2 1 
0 1 7 5 1 9 2 
R 5- - 9 1 1 

~=960 ( approx.) 4T:lJ.10 

(36-element alphabet) 

R HlS'FHIG'f.f~D 2 
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3 .. Solve the following cryptogram, and recover all keys: 

5 10 15 

A RG GP EE GR RG GP ES GR RG pp GE PR GE RG GS 

B AS GR RR GS AE pp GP GA pp RA EA ES GR RG pp 
~ 

c ~ RA PR GS RE GP AR GP GS PP GP RG RA EA pp 

D PS PG AR PE GA RR RG GP RR RE FG pp RA EA m 

E PG PE RG AR PE GA RR RG GP RR RP AE'GS GA AP 

F GP pp RA EP ES GP RA GP RA PE PR PR AE GR GP 

G RA GA GP GP RR GP RR GR AS AS GP RR GR GS P.P 

ll GP AE GE RS PG RG GS RE pp GR GG GS pp GR :ro 
II 

J .,. GA PG RS BE PG AS PR GS GA GE RR EA ES GR RG 

K RR BP fl!3_ -F~--~--~ AE GR PG GA EP BG GP EE GR 

L RA GR pp GR PG GA AR GS RA :aP GP GP GA GS PE 

M ES PG RG GR ER GP RR BP GE RG GP AG GR AS GP 

:N GA pp GS .AE .AR PA EP RG GP PR AE GE RG GP EE 

p GP RA pp GP RR • 

A E G p R s 
A - 7 l 1 5 5 
E 4 3 - 3 1 5 
G 11 7 1 27 16 14 
F 1 5 10 16 6 1 
R 11 4 16 4 12 3 

~:2260 ( approx.) +z-:1164 ;0:2294 

(30-element alphabet) 

:RE8TRIO'fED 3 
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4. Solve the following cryptogram,. and recover all keys: 

5 10 

A AM AAB BBA AAB AAC MU Af.'ll i\.CC AAB CCA 

:a A'BA ABC AAC CAA AAB BAA BAA MA BBB AAB 

c ABB .ABC CAA B.AB AAB MC BBA ACB CBA AAB 

D BBA BCC ACB BBB BBC ACA BBA ABA ABC AAC 

E ACA BBC MC AAB AAB BBC AM BAA BAB AAB 

F MB ABB ACC AAA ABB ACC AAB BCC BCC AAB 

G BAC cac ABB AAB CBC ACA AOA AAC AOB CAB 

R AAA ACA COB AAB. AMJ AJ3A BAA ACB CBC CCB,.._ ' 

J ..,AAB AA.C ABA COB AAB AAC ABA 

2: A A A B B B c c c 
3: A B c A B c A B c 

A 4 18 10 5 5 3 5 4 3 
1: ]3 4 2 l 4 2 3 3 

a 2 1 1 2 1 3 l 
• 

~=499 •r=277 , 0 :542 

(27-elemeut alphabet) 

5. Solve the following naval message, and recover all keys: 

11101 10 3 3 3 12231 0 3 0 2 3 3 3 1 2 2 3 10 0 0 

06002 60610 15231 40424 2 4 0 52 3 3 2 0 6 . 
03042 61122 3 3 2 6 3 1233lt. 11052 3 3 0 11 

00001 12200 20010 02600 0 6] 5 l 62611 

1 3 3 6 7 89310 62222 2 6 0 50 41221 Olt.lOl 

3 0 '1 1 24230 52 6 0 4 22221 2 l 6 0 4 1 0 1 5 l . 
I 

10 0 2 3 14122 30105 00113 50 0 2 4 1111:!.. 

33504 1 0 1 3 1 4 2 3 0 5 0 3 0 4 2 6 0 6 2 3 l:0360 

BESTB19!FE!D 4 
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6. Solve the following crn>togram, and recover aJ.l keys: 

1~5264 56 2 8 2 0 2 52 3 29276 1 6 14 5 23820 

63216 52 7 2 9 2 7 2 1 2 6 0 6 52 l 6 7 2 9 4769ft. 

56 52 9 0 2 1 4 6 0 4 1 6 1 2 54 2 4 90692 12lft.3 

6 50 2 6 4 56 7 2 9 2 3 2 5 61272 8 4 54 3 04182 
• 

04221 67262 94523 1~1252 92945 23820 

4 6 2 7 2 3 4 50 6 52 9 2 1 6 3 0 2 3 4 56 4 6 7 4 56 5 

29082 21670 2 3 4 56 12 58 2 02947 27650 

29210 23472 125ft.3 65000 

1· Solve the following cryptogram, ar1d recover all keys: . 
0 51 0 5 2 3 8 0 4 9 11 6 1 3 8:3 l,. 9 22702 74491 

1 6 1 3 8 3 3 8 3 4 9 2 2 7 4 2 7 50 5 3 16 1 2 74492 

161'27 1 4 9 1 4 9 2 2 7 4 3 8 2 1 6 12724 91161 

27138 1 0 52 3 8 4 2 1 4 0 54 0 5 23801 61491 

l 6 1 0 5 22713 80271 0 52 2 7 4 4 9 fo 510 52 

0 53 2 7 14921 6 0 4 9 1 0 52 2 7 10 50 2 74163 

38016 11653 8 54 9 2 2 7 4 0 5 2 0 53 1 61494 

49238 42713 82492 27427 20522 71380 

49127 02714 91270 1~9149 12702 72273 

0 55 0 5 3 0 52 2 1 4 2 1 2 16127 1381.4 93052 

49ft. 4 9 24910 5 2 3 8 0 05149 23834 91492 

27449 2 3 8 2 3 8 2 3 8 4 3 8 10 5 23844 9 10 50 

BESTHICTSD 5 
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8. The following :f.s a. text in the Baudot teleprinter code enciphered 
by a sillU>le mo.chine employing five two-po~:~ition switches which operate 
polarized relays. Eo.ah switch has the function of changing the pola.L"ity 
of' its respective baud (a. single nmark" or "space" illU>ulse), if the switch 
is in the 'active' position. If the switch is in the 'inactive' position, 
the polarity of' the baud is \Ula.f'f'ected. The switch settings rema.in con-

• stant for each message. As an e~le, if switches 1 and 4 are active 
(x), and 2, 3 and 5 are inactive (o}, then the vord ENEMY is 

1
enciphered 

~= : 

A 

1 

Key: 
Plain: 
Cipher: 

XOOXO XOOXO XOOXO XOOXO XOOXO 
+---- --++- +---- --+++ +-+-+ 
---+- +-+-- ---+- +-+-+ --+++ 

Solve the message and recover tbe switch settings. 

2 3 5 6 7 8 

+-+-- +-++- +---+ ++-++ ++++- +---· -+++- -~---

9 10 

-+-+-

B +-+-- +---- +---+ --+++ ++--+ ++-+- +-+++ +++-+ +++-+ --+++ 

c ++--+ +++++ --+-~ ++-++ +-+-- +---+ -++-+ +++++ +-+-- ++--+ 

D +++-- +++-- --+-+ ++~++ +---+ ---++ ++--+ +++++ --+-+ 

E +---+ +-++- +--++ i·---+ +-- + + --+-+ -++-- +-+-- +-++- +--++ 

F +---+ -+++- -+-++ ++--+ -++-- ++--- -++-+ -+--+ +-++-

G +++-- +--+- -+-+- +++-+ +++-+ +~--+ +---+ -++-+ +-+-- -++--

H -++-+ +-+--' --+-+ +++++ +---+ +~-++ +-++- +++-- +---+ -+++-

J -+--- +-+-- -+-+- +---+ ++--+ +--++ ---++ 

RBtfi lllCTEID 

3: 
4: 
5: 

++ 
+-

1,2: -+ 

+ + 
+ + 
+ 

5 1 
1 5 - 3 
2 -

cf>p=l~Bo (a.pprox.) 

+ t 
i + + 

+ ..1 of· 

4 4' 3 .. 
J. 

- 8 4 1 
4 3 1 3 
5 - 2 -

(32-e1ement alphabet) 

6 

+ 

6 
13 
1 
" 

1 
1 
2 
3 
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NATIONAL SECURITY AGENCY 
Washington 25, D. c. 

COURSE Military Cryptanalysis 1 Part I 

LESSON 4 Multiliteral substitution with 
variants 

TEXT ASSIGNMENT Section VIII 

l. Solve the following cryptogram, and recover all keys: 

5 10 15 

A RA DE KE PE VE TI BO LA GO DU JO BE KI BI JO 

B lllBU JA VA ME LA BE KI RE FE DO VI JO SA DO JE .. 

c "'KI BA MO SA cu GE GE PI BO KI JU CE CI MI NE 

D PO JU CE RE NA BU BE KO RA DE KE TE SE TI JO 

E FA GO DU DO JE KI DI JO BU JA CE BO FO BA BU 

F 4DA LE JO NI DO NA BO BE PI GI ME TE co JO TI 

G SA BO TI DU MO FA BU NA DU DE TO GI BE SE BU 

H GE co PA TA KE CE NA VA MO LO :ME NA DU DE ~ 

J BO FO DA DU DA LE BO SI JO VA DO DE TI NI DO 

K co FI DE VE CI BU DA tE BO VI DO NA JO BE KI 

L VA DU DE KO GO RE MO PE SA RA JE KA DO PI RI 

(For distribution, see page 5) 

RES':FHIC'fl!lD 1 
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2. Schve the f'ollowing cryptogram, and recover a.ll keys: 

A 

B 

c 

D 

E 

F 

G 

R 

J 

K 

L 

M 

N 

DR DD 

~YY.YB 

DD IA 

SD. DI 

~SA BT 

TS DB 

.,. DD AH 

DB SH 

II m 

SH DH 

oeTB DT 

DA SI 

IS BI 

R t:?STHiC1'ED 

SY 

SA 

AI 

SB 

TY 

SR 

DR 

HA 

TY 

AB 

HH 

RI 

HI 

5 10 

DA RA RR SB YA BT TY AR HI DB TB 

AA. HI DA TD HR YB TD RB RI AI HH 

BB HA YD TH YA HI BA YT YO yy BD 

AA. ST YD RH SD SR YR m' SR BA RR 

HR AI DB IB AD DY YB SA HA HI DA . 
m DI SD TT TT yy BH ST YI SB AA 

'YT RH HI ID .AR SB BA RI BB AI HI 

RI DA AI IB YB DI SI DD YA BB lT 

:BS DD YR SR RI HH TD DT TA AI RY 

AI TI lT AH HY AR AI RH DI YD DD 

SB AA DT DD RH ID DR lB DH SH SR 

ID ST BD SI SD 'IT BH Sir RI AA HI 

RH AY DB BA AI DR SH 

(For distribution, see pa.ge 5) 

2 

15 

AD 

BT 

IH 

YB 
.... 

TD 

ST 

RH 

mr 

ST 

YA 

DD 

1m 
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3· Solve the fo11md.ne crYJ?togram, on<l rccov~r n.ll l..:cys: 

5 10 15 

A 99 18 57 82 12 28 78 90 25 Ol~ 15 30 ot~ 06 14 

B 57 3lt- 61~ 20 72 15 30 02 57 1+4 84 52 66 11 81 

c 87 58 35 78 31 11~ 70 90 68 1~7 30 13 15 21 86 

D 92 43 10 30 35 20 31 32 61~ 18 57 26 84 12 06 

E 3'+ 25 69 72 90 78 07 90 31 29 57 50 82 19 53 

F 31 72 51 36 10 86 36_ 47 18 67 26 04 92 82 30 

G 08 31 58 90 88 87 91 10 20 82 31 14 56 57 31 

H "88 04 31 30 66 47 30 36 18 99 20 06 97 31 21 

J 55 99 18 20 10 28 71~ 68 90 41 69 82 90 78 31 

K 86 88 15 91 26 92 72 87 11-J. 43 20 53 28 64 92 

L 47 02 58 35 10 96 05 34 37 85 06 26 80 50 92 
• 

M 68 10 70 81 92 18 02 86 49 47 07 82 94 06 69 

N 15 21 90 56 10 40 01 68 :go 15 35 57 52 32 60 

p 47 64 36 71 06 55 00 68 178 ! 45 52 12 69 43 

(For distribution, see page 5) 

RESTH±CTED 3 
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4. This message is suspected of having a.n ending similar ·to Prob­
lem 3. Solve it and recover all keys: 

A 

B 

c 

D 

E 

F 

G 

H 

J 

K 

L 

M 

N 

p 

22 

35 

10 

~ 
. 84 

42 .. 
08 

~ 95 

62 

~ 

83 

31 

77 

27 

08 

48 

32 

53 

93 

12 

28 

6o 

77 

93 

93 

29 

98 

26 

:aESTRI.C'FBD 

5 

71 29 19 83 05 

75 13 78 58 34 

69 45 47 81 46 

29 37 46 6o 19 

30 86 28 90 51 

86 49 36 79 54 

67 68 66 9'-!. 22 

19 62 26 48 23 

43 79 54 69 38 

24 13 53 29 46 

98 . 37 75 7' 45 

32 21 49 17 25 

38 95 97 93 94 

62 57 06 91 23 

4 

10 15 

34 76 58 O? 56 62 26 22 

65 02 07 71 51 87 35 96 
11 01 14 67 37 75 79 35 

30 94 66 49 68 88 57 98 
04 53 03 84 76 58 31. 57 

26 09 38 24 41 • 86 63 79 

63 71 66 83 56 05 07 58 

59 40 38 15 67 43 92 42 
.. 

65 16 82 10 96 67 97 57 

37 32 65 12 94 84 95 68 

12 97 84 53 03 75 76 95 

73 00 69 86 36 79 45 19 

98 72 42 59 00 08 50 44 

: 
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FREQUENCY DISTRIBUTIONS 

AEIOU 

B 2 6 1 8 7 
c - 5 2 3 1 ABDHIRSTY 
D 4 6 1 8 7 
F 2 1 1 2 - A 5 1 2 2 9 3 - - 1 
G - 3 2 3 - B 3 3 2 1 1 - 1 3 -
J 2 3 - 9 2 D 5581!1~2-41 

K 1 3 6 2 - li 3 1 - 5 8 2 - - J 

L 2 3 - 1 - I 1 3 1 - 1 -. 1 - -
M -311{- R 2 1 - 6 6 2 - - 1 
N 6 l 2 - - s 3 5 4 6 3 4 - 5 1 
r 1 2 3 1 -1 

,T 1 2 4 1 1 - 1 3 3 
R 3 3 1 - - y 4 6 5 3 1 2 - 4 3 
s 4 2 1 - -
T 1 2 5 1 - Problem 2 

v ~~ 2 2 - -

Problem 1 

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4*5 6 7 8 9 

0 1 1 3 - 4 1 6 2 1 - 0 2 1 1 2 1 3 1 2 3 1 
1 7 1 3 1 4 6 - - 6 1 1 2 1 3 2 1 1 1 1 - 4 
2 6 3 - - - 2 4 - 3 1 2 - 1 3 2 2 1 3 1 3 4 
3 710 2 - 3 4 4 1 - - 3 323-23244-
4 1 1 - 3 1 1 - 6 - 1 4 1 1 3 2 1 3 3 1 3 3 
5 2 1 3 2 - 2 2 7 3 - 5 12-42-2442 
6 1 - - - 4 - 2 1 5 4 6 2 - 4 2 - 3 3 4 3 3 
7 2 1 4 - 1 - - - 5 - 7 - 3 1 1 - 4 3 2 1 6 
8 1 2 6 - 2 1 4 3 3 - 8 - 1 1 3 4 - 4 1 1 -
9 9 2 6 - 1 - 1 1 - 3 9 1 1 1 4 4 4 2 3 4 -

Problem 3 Problem 4 

RES'ffHC'f'E!D 5 
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I 

5· Solve the following cryptogram, and recover all keys: 

6 0 7 1 3 0 6 9 ~ 1 3 56 9 6 6 0 2 1 3 2 6 0 6 l 3 1 6 9 5 

69660 9 1 3 9 ~ 76600 2 5 5 1 3 26096 9 11 3 4 

47713 66026 97695 13913 7 2 50 2 5 6 ~ 7 5 

80280 6 8 0 9 1 3 58 0 2 2 52 4 7 3 1 3 4 l 39696 

2 5 5 2 5 1 2 50 8 0 9 1 3 2 4 7 6 2 5 81314 7 4 2 56 

6 9 5 2 5 5 l 3 0 1 3 6 ~ 7 7 l 3 1 6 9 46966 90699 

80247 4 6 9 51 3 0 8 0 1 8 0 5 2 5 11 3 7 8 0 4 4 7 0 

69213 11 3 0 8 0311-77 

6. Solve the following crY.Ptogram, and recover all keys: 

1 8 9 0 5 5 2 1 3 1 8 9 0 1 1 0 4 4 1 4 5 2 1 3 1 3 4 0 2 2 

0 5 5 l 8 9 2.0 2 2 3 5 1 5 6 19005 52 2 ~ 0 5 5 1 4 5 

19020 2 1 56 l 6 7 1 8 9 0 8 8 l 5 6 0 11 0 44190 

0 8 6 0 1 11900 2 2 0 5 5 0 5 5 1 4 54 0 4 4 1 54 6 0 

3 5 8 3 2 5 3 5 8 3 1 4 3 0 3 ~-1532 5 3 4 7 4 151~59 

1~6035 8 3 6 1 3 1 ~~ 2 8 0 2 7 9 ~ 6 01~603 141+48 

5 1 6 2 8 03111-3 5 8 ~~ 0 4 3 3 6 3 7 0 4 0 4 4 1 52 9 1 

3 7 0 3 1 11-3036 7 3 7 3 0 7 2 9 7 1 8 7 2 9 6 7 3 6 8 lJ. 

7 6 7 5 7 2 6 9 57 3 0 57 2 7 1 8 7 2 9 7 0 7 5 1 2 5 50 

5 7 2 6 1 7 6 8 4 7 2 9 7 2 9 6 0 6 6 1 7 7 1 8 6 51 57 2 

71871 8 5 3 8 5 glJ.572 

fl E:18'£11IC 'i'ED 6 
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1· Solve' the following cryptogram, and recover all keys: 

72109 19015 4 1 7 7 6 01J.657 8 9 9 2 5 9 6 2 3 5 

7 0 3 6 6 6 2 7 1 7 67091 8 3 9 3 8 9 9 2 9 4 6 8 59 6 

52 3 6 8 62170 3 7 0 9 1 22620 8 0 7 3 5 96695 

0 4 6·2 7 1 7 0 3 2 '• 5 3 1 3 6 7 7 6 4 4 2 2 53 7 1 2 2 6 2 

4 7 9 0 7 3 8 0 2 6 -22703 8 8 4 3 4 3 0 1 9 6 04118 

66826 2 TO 3 4 1 5 5 9 6 8 4 8 2 5 3 52 3 0 4 6 56 9 

1 6 3 7 5 84979 74893 10920 8 57 8 0 7 3 .5 4 1 

97477 67212 08479 3 52 10 9 1 3 6 5 78947 

3 9 8 6 5 97030 2 8 3 3 4 1 5 4 3 2 54 51 6 59910 

0 4 6 3 9 82992 2 6 54 1 09142 4 3 4 3 0 28208 

7 58 52 3 3 9 8 7 0 3 7 1 2 2 53 2 2 67217 58 57 8 

• 

Rl!;8TIUCTBD 7 



-~ ~ 

REF ID:A56B95 

RESTHIO'FE:lD 

8 .. The following cryptogrmns are· suspected to be isologs. Solve 
them, and reccve1• all keys: 

Message "A" 

09728 23J.l~,.,.. 3 3 9 8 7 735J.4 27769 l 0 6 7 7 

9 4 4 l 8 99479 41948 6 6 4 3 2 24374 48499 

56 7 58 4 7 6 3 6 3 55 4 6 8 11 7 6 l 2 2 4 2 3 0 7 7 7 

76194 15272 62644 8 52 11 2 1 3 6 1 71687 

28759 72459 4 7 0 4 7 2 0 2 0 4 22145 5 3 5 7 0 

2 l 3 7 7 58 4 6 7 3 6 1 6 6 1 3.0 3 7 0 5 3 5 8 2 58 7 6 . 
6 4 4 0 3 3 3 5 2 4 3 6 8 4 7 9 8[9 7 5 7 6 6 7 9 83637 

I 
79946 0 57 7 7 4 6 2 4 3 9 5!6 6 7 1 50 8 6 4 7 9 2 0 

54 3 9 l 27284 3 2 0 6 0 43f178 94367 6 6 4 14 

3 2 l 9 0 1 54 2 9 62648 
i 

6 0 9 7 5 4 7 9 1 5 6 6 6 7 9 

14422 7028J. 9 3 8 9 4 7 1 3 6 8 3 5 3 2 5 27686 

2 1 7 0 7 7 9 4 3 9 2 2 0 0 0 

Message "B" 

8 7 56 0 7 7 4 4 4 3 52 ll 4 11 0 9 3 3 7 7 2 89084 
I 

5 5 1~ l 5 7 8 58 6 1~1056 
I 

3 5\5 0 6 1 5 8 l~ 4 J~ 8 9 9 5 

20110 2 3 7 7 7 58 1 9 9 l 9:4 3 7 5 7 0 5 2 6 2 1 1 Jr. 
1 

3'"(171~ 8 8 7 56 2 5 l 5 4 l 1
1

'7 2 4 98779 7 2 3 6 7 

6 1 8 1 3 3 8 50 7 4 7 8 9 0 6 8;7 1 9 6 55 2 1 0 8 8 7 5 
. 

6851~8 8 1 2 7 0 3 3 6 0 9 1 7
1

5 54 8 3 a 1 1 72477 

8 5 4 3 3 50 8 0 5 
\ 

3 7 3 0 6 1 7 1 0 4 3 7 5 9 8 601718 

0 6 1 59 62711~ 4 6 5 5 1 69'370 50 9 4 5 58 6 9 h 

1 9 56 1 7 0 6 8 1 8 6 6 0 0 8 3 ~ 7 4 5 5 3 7 7 7 1 50 2 

1 6 5 7 6 1~1295 6 50 52 4 7 2 8 9 3 3 9 56 0 0 7 51 
I 

591~97 3 8 7 6 4 G G ~ 7 l~ 7 2 2 6 l 0 8 56 0 7 3 7 6 3 • 
6 13 3 5 0 

I 
4 8 51 6 2 5 0 0 0 

.I:U~grf!J;US!:£! EB 8 
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9. The- fo3.lmring no.va1 messages are suspected to be iso1ogs, con-
taining the probable word "TASK FORCE" • Solve them, and recover all keys. 

Message "A" 

4 3 0 2 2 8 3 52 4 2 6 0 6 0 9 8 4 4 8 5 6 1 7 5 5 7 3 6 8 

0 55 4 4 54 7 1 3 2 5 7 4 8 1 8 9 9 5 7 3 2 11 78809 

7 8 2 3 0 4 6 7 4 6 5 5 5 6 6 3 8 97 l 5·2-835 54 3 1 0 

6 6 1 7 9 3 0 2 2 5 4 9 1 0 5 6 3 6 0 5 7 53 l 0 8 3 4 52 

9 2 3 5 1 0 3 1 3 2 27998 9 3 53 9 26288 11 0 9 5 

8 0 4 7 3 12200 6 3 3 6 9 4 2 1 0 8 5 2 0 9 1 ll 4 7 7 
f 

1 1 3 0 6 6 8 7 2 1 98883 6 ·a 4 5 3 9 56 50 1; 1 8 4 

5 9 7 4 9 9 2 0 7 6 6 7 0 0 0 

Message 11B11 

7 7 6 3 9 3 2 3 3 a 96687 3 2 5 8 3 1 6 7 7 1 3 6 0 3 3 

2 5 1 9 5 21007 6 1 9 3 6 3 7 1 4 7 9 4 7 0 2 7 4 3 2 3 

9 1 5 5 1 8 4 0 3 Q 2 3 2 1 1 1 4 6 9 6 1 57 8 4 3 4 7 4 6 
" 

3 4 l 7 0 5 9 3 9 l 3 5 5 8 4 1 7 6 4 5 6 57 52 2 4 9 1 5 
' 0 7 4 3 2 6 4 5 9 8 9 9 1 0 4 1 1 3 0 7 6 6 6 3 9 3 11 2 7 

-
90402 5 3 3 5 3 7 7 7 6 0 8 4 4 7 9 7 5 1 3 9 1 0 3 8 8 

- -
0 2 2 8 5 4 2 2 1 4 8 0 1 3 ~ 6 ~ 5 6"8 2 7 52 9 4 2 8 1 5 

0 7 9 3 4 4 5 4 5 5 2 0 0 0 0 

-

RESTRICTED 9 
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10~ The following cryptogram is suspectad to begin vTith the opening 
stereotype "REFERENCE YOUR MESSAGE •••• " • Solve it, an~ recover all keys. 

I 

I.J.Ol62 4 2 3 8 5 5 2 J. 0 4 8 3 1 2 1 4 4 4 2 2 3 7 2 1 1 

9 9 0 9 9 4 2 1 2 7 3 7 9 1 2 7 7 7 8 5 8 0 11 6 41~ol!-44 

• 13378 7 7 6 4 0 l 2 2 5 5 5 0 0 2 2 4 8 8 8 3 7 8 8 50 

2 2 2 8 7 8 4 6 2 9 9 9 9 2 0 0 6 6 4 8 9 1 2 53 2 0 7 2 9 

0 1 3 3 1 8 1 2 2 2 9. 0 0 51 _9 9 52 3 1 9 3 9 1 4 1 9 3 6 

6 1 0 4 5 4 8 3 7 6 8 8 3 1 1 1 54 54 0 0 0 2 2 0 5 50 9 

6 0 6 1 5 5 7 1 2 9 1 8 8 5 9 2 0 3 9 6 6 6 6 0 3 1 4 9 4 5 

3 50 7 9 8 8 5 5 2 8 2 4 1 1 0 8 6 6 3 0 50 3 2 28600 

07722 55 2 1 2 0 0 0 8 0 0 0 7 7 4 7 2 8 8 3 40Q9Q 

RESTRICTED 10 
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APPENDIX 2 

LEl'rER FREQUENCY DATA • ENGLISH 

·' 

'· 
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ENGLISH CRYPTANALYTIC DATA 
FREQUENCY tABLES 

'l"abla No. Pap 

1-A. Absolute frequencies of letters appearing in five sets of Govei'l1i:n6tl.ta1 plain-tex~ !elegrams, each set 
containing 10,000 letters, arranged alphabetically -----H~-~-~---&U~~~~-a:Ha~-=a;~~u-;U•-• " 

1-B. Absolute frequencies of letters appl!arlng in five sets ot GovernMental plaln-text telegrams, each set 
containing 10,000 letters, al.'ranged according to frequencY--------H-~~~;:.-u-•uc.c.-uuu"•-·- li 

1-C. Absolute frequencies of 'tOWels, high-frequency eonsottants, medlutn-frequeney consonants, and low­
frequency consonants appearing in five sets of Governmental plain-text telegrams, each set con-
taining 10,000 letters .......... =-- .. a .... -- ... a. ...... •a ..... -- •a a.:.=.=. •• •c.~:. .. =. -·-- ~~. .... &:. .. :..:;.=.s.;:.;=. .. ;;.a&-· .. ll. ;:. ......... :...... a 

2-A. Absolute frequencies o£ letters appearing in the cOmbined i\ve sets of messages totalltng 50,000 letters, , 
arranged alphabetically .... ~l:o .;,;;. iloA .... ,;;..;r, -··= ......... •c. .. & =.a I:. a C.& ... oloA a,,;;. 1111= c,,;;. c.:. DC a a :a• .&&Aa 1:.& C.& •• Ao- AAIIMI;. 6 

2-B. Absolute frequencies of letters appearing in the combined .flve sets o£ messages totalllng tiO,OOO letters, 
arranged according to frequency __ •••• ~· __ ~·~· __ -·-_~·~"""_ .a~ ... ~~·· ..... ·~,._ •• -• -~ .... ~ ...... _ 6 

2-C, Absolute frequencies of vowels, hlgh-treqU!!rtcy consortlli:lts, medium-frequency consonants, and low-
frequency consonants appeatlt\~Z In the eomblned five sets ot message!! totalttng 50,000 letters __ ._.. 6 

z-D. Absolute frequencies of letters as Initial letters of 10,000 words found in Govertunental plain-text tele-
grams. (1) .Atrahged alphabetically and (2) arranged according to frequenct--·u~.u-.•--·-··- 6 

2-E. Absolute frequencies of letters all final letters of 10,000 words found in Governh'l.!mtal plaln-text tele-
grams. (1) Arranged alphabetically and (2) arrahged according to trequeftllY-n••.wn~•···-~·-- 'l 

8. Relative frequencies of letters appearing In 1,000 letters bast!d upon Table 2-B. (1) Arranged alpha-
beLically, (2) arranged according to frequency, (3) vowels, (4) high-trequeney tlonsonants, (5) mCI· 
dlum-frequeney consonants, and (6) low-frequency consonAnts ___ ••• _ •• u.•n•·•~• .. uu••••-aa- 'l-8 

(, Frequency distribution for 10,000 letters of literary Engllsh, as compiled by ititt. (1) Arranged 
alphabetically and (2) arranged al!l!ofding to frequeney ___ ••••• ~ ...... u u u ••• H ___ • _ ••• _. _ _ _ 8 

5. :Frequency distribution for 10,000 letters of telegraphic lllngllsb1 as compiled by ltitt. (1) Arranged 
alphabetically and (2) arranged according to frequency~----··-···•-nououoouou·-~------~-- 8 

6-A. Frequency distribution of digraphs, based on 50,000 letterll of GoYetnmentalt>latn-text telegrants; 
reduced to 15,000 digraphs---··----~····"·---·~·······~·-···········-··-·-··--------------- 9 

6-D. Frequency dlstributioh of digralJhs (naval text) based on 20,000 letters ot naval text; reduced to 
2,000 digraphs------·---··-~·--------·---·--------~·-----·~~----·-·-···-·---·---·---·-~-- 10 

7-11, Absolute frequencies of digraphs, trlgraphs, and tetragraphs and the logarithms of their as-
signed probabUitles ____ -~----·--- ____ -· __ -- ~- __ •• ·- __ •• __ --~· ·- -· -· -· -··~ ~-~~ -·~--- --·- -· 11-88 

7-A. The 428 different digraphs of Table 6-A, arranged according to thetr absolute frequencies, accom-
panied by the logarithms of thetr assigned probabilities_ •• _.. __________________ ~--~----------· 18-16 

7-B. The 18 digraphs comlJoslng 26% of the digraphs in '!'able 6-A, ac!companied by the logarithms of 
their assigned probabilities, arranged alphabetically ac!cordlng to their initial letters (1) and ac-
cording to f.hetr final letters (2) and according to thetr absolute frequenctes.--~--------------- 16 

7-C. The 53 digraphs composing 50% of the 5,000 digraphs in Table 6-A, accompanied by the logarithms 
of their llBBlgh.ed probabilities, arranged alphabetically according to their Initial letters (1) and ac-

/ cording to their final letters (2) and according to their absolute frequencies____________________ 16 
'l-D. 'l'he 122 digraphs composing 75% of the 5,000 digraphs In Table 6-A, accompanied by the loga· 

rithms of thetr assigned probabilities, arranged alphabetically according to their initial letters (1) 
and according to their final letters (2) and according to their absolute frequencies---------·------ 17-18 

7-E. All the 428 digraphs of Table 6-A, arranged first alphabetically according to their Initial letters 
and then alphabetically according to their final letters •• ________ ,:_____________________________ 18 

8. The 428 different digraphs of Table 6-A, arranged first alphabetically according to their Initial 
letters and then according to their absolute frequencies under each initial letter, accompanied by 
tl1e logarithms of their assigned probabilities------------------------------------------------ 19-21 

9-A. The 428 different digraphs of Table 6-A, arranged first alphabetically according to their final 
letters and then according to their absolute frequencies, accompanied by the logarithms of their 
asslg!J.Cd probabilities ___________ ------------------------ __ -----------·---- •• ______ -------- 22-24 

9-B. The 1~ tligrnplls composing 25% of the 5,000 digraphs of Table 6-A, accompanied by the loga- . 
ritbjns of their nsslgncd probabilities, arranged alphabetically according to their final letters (1) and 
according to their ini~inlletters (2) 1111d according to their absolute frequencies--------·------·- 25 

2-2 

RESRHG'FED 
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Table No. Page 

9-0. The 58 digraphs composing 50% of the 5,000 digraphs of Table 6-A, accompanfe,l by the loga­
rithms of their assigned probabilities, arranged alphabetically according to their final letters (1) and 
according to their initial letters (Z) and according to their absolute frequencies •• --------------· 25-26 

9-D. The 122 digraphs composing '16% of the 5,000 digraphs of Table 6-A, accompanied by the lt~ga­
rithma of their assigned probabilities, arranged alphabetically according to their final letters (1) 
and according to their initial letters (2) and according to their absolute frequencies ••••••••••••• 26-28 

9-E. All the 428 different digraphs of Table 6-A, arranged alphabetically first according to their final letters 
and then according to their initial letters •••••••••••••••••••••••• ---------------·------------ 28 

10-A. The 56 trigraphs appearing 100 or more times in the 50,000 letters of Governmental plain-text tele­
grams, arranged according to their absolute frequencies, accompanied by the logarithms of their 
assigned probabilities ••••••• ______________________ •••••• ____________ •••••••••• -- •••••• __ •• 28 

10-B. The 56 trigraphs appearing 100 or more times in the 60,000 letters of Governmental plain-text tele­
grams, arranged first alphabetically according to their initial letters, and then according to their 
absolute frequencies, accompanied by the logarithms of their assigned probabilities............... 29 

10-C, The 56 trigraphs appearing 100 or more times in the 60,000 letters of Governmental plain-text tele­
grams, arranged first alphabetically according to their central letters, and then according to their 
absolute frequencies, accompanied by the logarithms of their assigned probabilities ••••••••••••••• 29-80 

10-D. The 66 trlgraphs appearing 100 or more times in the 50,000 letters of Gov$'Jlmental plain-text tele-
grams, arranged first alphabetically according to their final letters, and then according to their abso· 
lute frequencies, accompanied by the logarithms of their assigned probabilities................... 80 
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of 5,000)••••••••••••••••••••••••••••••••••••••••••••••••••• 
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TABL!I 1-A.-Absolute frequencies of letters a,ppetJring in jive sets of Governmenwl plain-text telegrams, 
each set conmining 10,000 _letters, a,rra,nged alphabetically 

Set No.1 Set No. a Set No.8 Set No.' SetNc!. 6 

Lotter Ab.loluta .Lotter Aboolute Letter Absolute Latter Abaoluto Latter Abaolute 
Frequency Frequency Frequency Ji'raqueney Frequency . 

A. _________ 
788 A. ______ 788 

A. ________ 
681 

A. _________ 
740 

A. ________ 
741 

B------------ 104 B _________ 108 
B ________ 

98 B.--------- 83 B----·-··· 99 c __________ 
819 

c __________ 
800 

c _________ 
288 

c: __________ 
826 

c _________ 
801 

D-------- 887 D----------- 418 D------·-··· 428 D ....... ----- 461 D.-------- 448 g_ _______ 
1,867 E---------·- 1,294 E--------- 1,292 E-------·· 1,270 

g_ _______ 
1,276 

F---------- 258 F--------·· 287 
F ________ 

308 F.----··--- 287 F------··· 281 G ___________ 
166 G.---·-····· 175 G.----··--- 161 

G __________ 
167 G ________ 150 

"--------- 810 "----·---- 351 "---------- 835 "----------- 849 "-------- 849 ! _____________ 
742 !_ _______ 750 I-----··--· 787 

! _________ 
700 

! ________ 
697 J ________ 

18 J ________ 17 
J _________ 

10 
J __________ 

21 
J ________ 

16 Jt __________ 
86 

Jt _______ 
88 

K._ ________ 
22 

Jt _______ 
21 

K. _____ 
81 

L_ ________ 
865 

L_ ______ 
898 

L_ ________ 
883 

L_ ______ 
886 

I,__ _____ 
844 M _______ 

242 
M_ ____ 

240 
M_ _______ 

288 
M_ _______ 

249 
M_ ______ 

268 N __________ 
786 

N _______ 
794 

N _________ 
815 

N ________ 
800 

N _______ 
780 o __________ 

686 
o ________ 

770 
o _________ 

791 o ________ 756 
Q ______ 

762 p ________ 
241 

p _________ 
272 

p __________ 
817 

p _________ 
245 

p _______ 
260 Q_ _______ 

40 
Q_ ______ 

22 
Q_ ______ 

45 
Q_ ________ 

38 
Q __________ 

80 R_ _________ 
760 

R_ _____ 
745 

R_ ______ 
762 

R_ _______ 
785 

R_ ________ 
786 s __________ 

658 
s_ ______ 

583 s _____ .:. __ 585 
s _______ , 

628 
s_ _______ 

604 
T--------- 986 

T _________ 
879 

T _________ 
894 

T _______ 
968 

T _______ 
928 u ________ 

270 
u _______ 

283 
u ________ 

812 
u _____ 

247 
u ______ 

288 v __________ 
168 

y ________ 178 
y _____ 

142 
y _________ 

188 
y _____ 

155 w __________ 
166 

w _________ 
168 

w _____ 
186 w _____ 183 

w ______ 
182 x_ ________ 

48 
x_ ______ 

50 
x_ _______ 

44 
x_ _______ 

58 
x_ _____ 

41 y _________ 
191 

y _____ 
166 

y ______ 
179 

y ______ 
218 

y _______ 
229 z. ________ 

14 
z. ________ 

17 z. ________ 2 
z_ _____ 

11 
z_ _______ 

6 
-

Total __ 10,000 -------- 10,000 ----------- 10,000 -------- 10,000 ------ 10,000 

RES'FHIO'f'ED 

.. 
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RE~TRICTBD 

TABLE l-B.-Absolute frequencies of letters appearing in five sets of Governmental plain-text telegrams, 
each set containing 10,000 letters, arranged according to frequency 

Set No.1 Set No.2 Set No.8 Set No.4 Bet No. G 

Letter Absolute Letter Absolute Letoor Absolute Letter Abaolute Letter Absolute 
Frequency Frequency Frequency Frequency Frequency 

E,. ____________ 1,367 E.. ________ 1,294 
E_ _________ 

1,292 E.------- 1,270 E--------- 1,275 T _____________ 936 T. _________ 879 T---------- 894 T----------- 958 T------------- 928 
N---------------- 786 N ____________ 794 N.----,------ 815 N ________ 

800 
R_ ________ 786 

R_ ____________ 
760 A---------- 783 

Q ____________ 791 
o ____________ 

7!56 
N __________ 780 ! _____________ 742 

Q ___________ 
770 

! ___________ 787 
A_ ________ 

740 
o ____________ 762 

A_ ____________ 738 
! _____________ 

760 
R_ _________ 

762 
R_ __________ 

785 
A_ ______ 

741 o _____________ 685 R. __________ 746 
A_ __________ 

681 
! __________ 

700 
! __________ 697 s _____________ 658 s ___________ 583 s __________ 585 

s ___________ 
628 s ___________ 604 o ____________ 

387 D------------ 413 o ___________ 42.3 
o ____________ 451 o __________ 448 

L_ ______________ 365 L---------- 393 H_ ____________ 335 
L_ ___________ 

886 
H. ______ 

849 c _____________ 
819 H_ __________ 

851 
L_ ____________ 888 H_ _____________ 

849 
L __________ 

844 H_ ___________ 
810 c ___________ 800 p -------------- 817 c __________ 

826 
c ________ 

801 u ___________ 
270 F------------- 287 u __________ 812 F ___________ 

287 F--------- 281 
F------------ 258 p __________ 272 F----------- 808 M----------- 249 M-------- 268 
M_ __________ 

242 
M_ ________ 

240 c _____________ 288 
u ___________ 247 p __________ 260 p ___________ 

241 u ___________ 283 M------------- 238 p ----------- 245 u __________ 238 y ____________ 
191 G __________ 175 y ____________ 179 y ------------ 213 

y ___________ 
229 

G •• ---------- 166 v ------------ 178 G ____________ 161 
Q ___________ 

167 
w _________ 

182 w ___________ 
166 w ____________ 163 v ------------ 142 v ----------- 138 

v ___________ 
155 v ______________ 

163 
y ___________ 155 w _____________ 

186 w __________ 138 
G _________ 

150 s _____________ 
104 B--------~- 108 s ____________ 

98 
s ________ 

88 
s _______ 

99 x_ ___________ 43 
x_ ___________ 50 

Q_ _________ 
41i 

x_ _________ 
58 

x_ _______ 
41 

Q_ ___________ 40 
K._ ________ 

88 
x_ ___________ 

44 Q _________ 38 K._ ________ 
31 K._ ____________ 

86 
Q_ _________ 22 

K. _________ 
22 K._ __________ 21 Q. _________ 80 J _____________ 

18 
J _________ 

17 J ------------ 10 
J _________ 

21 
J ________ 

16 z_ ____________ 
14 

z_ __________ 
17 

z ___________ 
2 

z_ ___________ 
11 

z_ ___________ 
5 

TotaL .•• 10,000 ------------ 10,000 ------------- 10,000 ------------- 10,000 -----·------ 10,000 

TABLE 1-C.-Absolute frequ,encies of vowels, high-frequency consonants, medium-frequency con­
sonants, ancl low-frequency consonants appearing in jive sets of GoverntnentaJ, plain-text tele­
grams, each set containing 10,000 letters 

Set No. 

1 ___________________________________________________ _ 

2--------------------------------------------------3 ___________________________________________________ _ 

4----------------------------------------------------
0-----~----------------------------------------------

Total
1
-----------------------------------------

• Grand total, 60,000. 

RES'fRIC'FED 

Vowels 

8,993 
8,985 
4,042 
3,926 
3,942 

19,888 

Medium-Fra-Hi&h-Frequeney quency Conao- Low-Frequency 
Consonants nants Conaonants 

8,527 
8,414 
8,479 
8,572 
8,546 

17,688 

2,829 
2,457 
2,856 
2,858 
2,889 

11,889 

151 
144 
123 
144 
128 

685 
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''tABLE 2-A.-Absolute frequencies of letters appearing in the com~in(ld five sets of ?neB:Jages totalUnu 
. 50,000 letters, arranged alphabeticall71 

A ______ 3,688 G______ 819 L ______ 1,821 Q...... 175 V •..•..•.•. 766 
B_____ •. 487 . ij______ 1, 694 M...... 1, 287 R ..•••. 8, 788 . W--------- 780 
c ___ 1,534 I--- 3,676 N ___ 3,975 s ___ 3,058 X-.--- 231 
o______ 2, 122 J ------ 82 o______ 3, 764 T ______ 4: ~ 595 y ---------- 967 
E______ 6, 498 K______ 148 p______ 1, 335 JJ______ 1, 300 z__________ 49 
F ______ 1,416 

T ADLB 2-B.-Absolute frequencies of letters appearing 'in the combined five sets of messages totalling 

E---------- 6, 498 
T ---------- 4, 59 5 

. N __________ 3 ~ 975 

R----~---- 3 I 788 
0.......... 3 1 764 
A--------·· 3 , 683 

50,000 letters, arranged according to frequency 
r_ _________ 3, 676 c__________ 1, 534 y__________ 967 
s __________ 3, 058 F __________ 1, 416 a__________ 819 
o __________ 2, 122 p __________ 1, 335 w__________ 780 
L__________ 1, 821 u __________ 1, 300 v __________ 766 
H__________ 1 I 694 M__________ 1 I 237 B__________ 487 

x _________ _ 
Q _________ _ 

K--·------­
J ----------z _________ _ 

231 
175 
148 

82 
. 49 

TABLE 2-C.-AbsoZute frequencies of vowels, high-frequenc1/ consonants, medium-frequency con­
sonants, and low-frequency consonants appearing in the 'combined jive sets of messages totaUing 
60,000 letters 

~owels.--------------------------------------------------------------~------- 19,888 
High-frequency consonants (D, N, R, S, and T)------------------------------~---- 17,538 
Medium-frequency consonants (B, C, F, G, H, L, M, P, V, and W)-------------------- 11,889 
Low-frequency consonants (J, K, Q, X, and Z)------------------------------------ 685 

Total .. ------~---------------------------------------------------------- 50,000 

TABLE 2-D.-Absolute frequencies of letters as initio), letters o/10,000 words found in Governmental 
plain-text telegrams 

A---------· 
B----------e _________ _ 
o _________ _ 

E---------­
F -·--------

T ----------s _________ _ 
A---------­
F --·-------c ________ _ 
Q ________ _ 

905 
287 
664 
525 
390 
855 

1,253 
965 
905 
855 
664 
646 

:RE~TRICTED 

(1) ARRANGED ALPHABE'l'ICALLY 
G _________ _ 109 L_____ 196 Q_____ 30 
H---------- 272 M__________ 384 R__________ 611 
I _________ _ 344 N__________ 441 s __________ . 965 

J ---------- 44 o_____ 646 T _____ 1,253 
K _________ _ 23 P __________ 483 u__________ 122 

(2) ARRANGED ACCORDING TO FREQUENCY 

R.-------·- 611 1\f__________ 384 L__________ 196 
o__________ 525 r__________ 344 u__________ 122 
N__________ 441 W__________ 820 G__________ 109 
P ---------- 433 B__________ 287 Y ---------- 88 
E__________ 8 90 H .. -------- 272 V ---------- 77 

2-6 

v ---------­
w ----------x _________ _ 

y ----------z _________ _ 

77 
320 

4 
88 
12 

TotaL .. lO, 000 

J --------·-Q _________ _ 
K _________ _ 
z _________ _ 
x _________ _ 

44 
30 
23 
12 
4 

TotaL .. lO, 000 
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RESTRIC'i?ED 

TAnLn 2-E.---... llJ<~olute frequencies of lrttcr8 as jh1allctlcrs of 10,000 word:~ j()und in Grmernmental 
11/ain-tcxt teleura;ns 

A__________ 269 
B__________ 22 
c__________ 86 
D__________ 1, 002 
E__________ 1, 628 

F ---------- 252 

Q _________ _ 
H _________ _ 

I .. ~-----­
J ---------K _________ _ 

(1) AltH.ANGED ALPIIABETICA.LLY 

225 L .. ------::-.. 354 Q ____ =--- _ s v__________ 4 
450 M__________ 154. R_________ 1S>!J_ W_________ 45 
. 22 N__________ 872 s__________ 962 X.~-------- 116 

6 o__________ 5·75 -T~_:_-____ ~= ... .1, o·o'7 · y__________ 866 
58 p _________ . 213 u__________ 31 z .. --~----- 9 

TotaL .• 10, 000 
(2) ARRANGED ACCORDING TQ FREQUENCY 

E .......... 1, 628 R__________ 769 F__________ 252 c__________ 86 !........ 22 
T ---------- 1, 007 Q__________ 57 5 G.......... 225 K__________ _ 53 Z________ 9 
o __________ 1, 002 H__________ 450 p__________ 21.3 w__________ 45 Q________ 8 
s__________ 962 L__________ 354 M__________ 154 u _________ . 81 J ________ 6 
N__________ 872 A_________ 269 X----~---- 116 B.......... 22 V----:--· 4 
y ---------- 866 

TotaL.. 10, 000 

TABLE 8.-Relative frequencies of letters appearing in 1,000 letters based upon Table 2-B 
(1) ARRANGED ALPHABETICALLY 

A............ 73. 66 
B............ _ 9 . 7 4 
c____________ 30. 68 

G _________ _ 16.38 
33.88 
73.52 

L_________ 36. 42 
M........... 24. 7 4 

Q__________ . 3. 50 V ---------- 15. B2 
H._---------- R __________ 75.76 w __________ 15.6o 
I ......... . N ...... :.:..~ -- '?9. 50 s _____ . 61.16 x_____ 4.b2 

T ---------- - 91. 9 0 Y ---------- 19. ~4. D............ 42 . 44 
E__________ 129. 96 J ---~------ 1. 64 

2.96 
o__________ 7 5. 28 

K. ________ _ p__________ 26. 70 u__________ ·26. oo z__________ • 98 
F ---·-------- _ 28 . 3 2 

I 

TotaL .. 1, 000. QO 
(2) ARRANGED ACCORDING TO FREQUENCY 

\ 
E____________ 129. 96 

T ------------ 91. 9 0 
N____________ 79. 50 
R____________ 7 5 • 7 6 
Q____________ 7 5. 28 
A............ 73. 66 

r _________ r 
s _________ _ 
D •..•...••• 
L ......... . 
H .. --------

73.52 
61.16 
42.44 
36.42 
33.88 

c _________ _ 
. F ---------­
p ---------­
u -- ·-------M _________ _ 

(3) VOWELS 
A_____________________________ 73. 66 

E--------------------'------- 129. 96 !_____________________________ 73. 52 
o____________________________ 7 5. 28 

u ------------------------------ 26 • 00 y_____________________________ 19. 34 

TotaL ________ 397.76 

REBTFHG'FED 

30.68 
28.32 
26.70 
26.00 
24.74 

y_________ 19. 34 
Q__________ 16. 38 
w_________ 15.60 
v __________ 15. 82 
B__________ 9. 7 4 

x _________ _ 
Q _________ _ 

K ••.•..••.. 
j ----------z _________ _ 

4.6.2 
3.5'0 
2.96 
1.64 

.98 

TotaL .. 1, 000. 00 
(4) HIGH-FREQUENCY 

CONSONANTS o ______________________ ._______ 42. 44 

N-------------------------.--- 79. 50 
R----------=------~-·------- 75.76 
5 .... ~-~--------------------: 6.1.16 

• T ------ .... ----~------------- 91_. 90 
-

TotaL ________ 350.76 

IC.- ~ .,. .. , ·. 
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TABLES, Contd.-Relativefrequencies of letters appetWing in.J.,OOO'letters bmled upon Table 2-B 
(6) MEDIUM-FREQUENCY ·(6) .LOW..FRBQUENOY 

CONSONANTS (:ONSON:AN"l'S 
B________________________________ 9. 7 4 X--·--·-···--------·-·- 4. 62 
c_______________________________ 30 .. 68 Q--------·---------·----··· 8. 5o 
F .. ------------------------------ 28. 82 K.......................... 2, 96 
G .. -----------------------·----- 16. 88 J ··----·-·-----·--·----·- 1. 64 H------------------------------ ·88 . 88 z__________________________ . 98 
;r,________________________________ 86 . 42 

M-------------------------------- 24. 7 4 TotaL........ 18. 70 
p -------------------------------- 26. 70 
v ------------------------------- 15. 82 w______________________________ 15. 60 

Total (8), (4), 
TotaL_______ 237. 78 (5), (6)________ 1, 000.00 

TABLE4.-Frequency distribution for 10,000 letters of literaT1J English, as compiled by ·Bitt t 

A--------· 778 
B.......... 141 
c__________ 296 

D.......... 402 
E.......... 1 , 277 
F ··-----··· 197 

G •••••••• -
H ...•.••..• 
I ......... . 

J ---------­
K .••• ':. •.••• 

(1) ARRANGED ALPHABETICALLY 

17 4 L.......... 8 72 Q •••••••••• 
595 M.......... 288 R .•.••••••• 
667 N.......... 686 S .........• 

51 0.......... 807 . T .•.......• 
7 4 P ·--------- 223 u _________ _ 

8 
651 
6.22 
855 

,308 

(2) ARRANGED ACCORDING TO FREQUENCY 

v ________ _ 
w ________ _ 
x ......... . y _______ _ 

z ......... . 

112 
176 

27 
196 

17 

E •••.•..•.. 1,277 R.......... 651 U________ 308 Y.......... 196 K.......... 74 
T_________ 855 s __________ .. 622 c.......... 296 w__________ 176 J__________ 51 
0.......... 807 H.......... 595 M_________ 288 G.......... 17 4 X.......... 27 
A.......... 778 o__________ 402 p__________ 228 s__________ 141 z_________ 17 
N_______ 686 L.......... 372 F.......... 1~7 V •••.•• -.. 112 Q.......... 8 
I.......... 667 

TABLB 5.-Frequency distribution for 10,000 letters of telegraphic English, as compiled by Hitt 1 · 

A________ 818 

B--------- 149 c__________ 806 
o_________ 417 

E.......... 1 , 819 
F .•...... - 205 

E.......... 1, 319 o________ · 844 

A.......... 813 
N.......... 718 
I.......... 711 
R.......... 677 

(1) ARRANGED ALJ;'HA.JJETICALLY 
G.......... 201 L________ 892 Q _______ _ 
H.......... 886 M_________ 273 R _______ _ 
I........... 711 N.......... 718 S .•.......• 
J_________ 42 0.------ 844. T _______ _ 
K__________ 88 P _________ 243 u _______ _ 

88 
677 
656 
684 
321 

(2) ARRANGED ACCORDING TO FREQUENCY 
s______ 656 u_________ s21 F_________ 205 

T.......... 634 C------·- 806 G .••. ____ 201 
o________ 417 M.......... 273 w_________ 166 
L_________ 392 P.......... 243 B________ 149 
H.......... 386 Y.......... 208 V --------- 136 

r 

v ________ _ 
w ________ _ 
x _________ _ 
y ----------z ________ _ 

K _______ _ 
x _________ _ 
J ________ _ 
Q _________ _ 
z ________ _ 

186 
166 

51 
208 

6 

88 
51 
42 
88 

6 

1 Hitt, Capt. Parker. Manual for the Solution of Militflrt/ Cipkera. Army Service Schools Press, Fort 
Leavenworth, Kansas, 1916. 

2·8 
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TABLE 6-A.-Frequency distribution of digraphs, based on 50,000 letters of GovemmentaZ pwin-te:d 
telegrams; reduced to 5,000 digraphs 

SECOND LETTER 
p ~otal 

A B 0 D E F G H I J K L M N 0 P Q R S T U V W X Y Z TBlanks 

A 8 6 14 27 1 4 6 2 17 1 2 82 14 64 2 12 44 41 47 18 7 8 12 874 8 
f-- - - - - - - - - - 1-- - - - - - - - :-1-

4 18 2 1 6 1 4 2 1 1 2 7 49 14 B 
f-- - - 1- - 1-- 1- - - e 20 8 1 82 1 14 7 4 6 1 1 41 4 1 14 4 1 1 166 c 
f-- - - - - - ,- - - - 1-- - - -

82 4 4 8 83 8 2 2 27 1 8 6 4 16 6 2 12 18 16 6 8 4 1 209 8 D 
1-- - - - - - - - - - --- - - - - 1- - - - - - - - - -86 4 32 60 42 18 4 7 27 1 29 14 111 12 20 12 87 54 87 3 20 7 7 4 1 648 1 E 
f-- 1- - - - - 1- - - - 1- - 1- - - 1- - - -5 2 1 10 11 1 89 2 1 40 1 9 8 11 8 1 1 141 ll F 
1- - - - ,-- - 1- - 1- - - - 1- - - - - - 1- - - - - - 1-

~ 7 2 1 14 2 1 20 5 1 2 1 8 6 2 6 8 4 2 1 82 G 
- - - - - - - - - - - - - 1- - - - 1- - - - - 11 --i-20 1 8 2 20 6 38 1 2 8 20 1 1 17 4 28 8 1 171 7 H 
1- - - - - - - - - - - - - - - - - 1- - 1- - 1- - 1-

I 8 2 22 6 13 10 19 2 28 9 76 41 7 27 86 27 26 16 2 868 .. 
- - - - - - ,_ - - - - - - - - - - - 1- - - - 1- - - 1- 1-

1 2 2 2 7 2~ J 
- - - - - - - - - - - - - - - - - 1- - - - - - r- - - u 1 1 6 2 1 1 1 18 IC 
1-1- 1- !- ___,_ - 1- - - - -

f 28 3 8 9 87 8 1 1 20 27 2 1 18 8 2 6 8 2 2 2 10 188 
- - - - - - - - - - - - - - - - - - 1-1- - -

86 6 3 1 26 1 1 9 18 10 8 2 4 2 2 2 126 10 
- - - - - - 1- - - - - - - - - - - - - - - - - - - 1-
26 2 19 52 67 927 4 80 1 2 5 5 8 18 a 1 4 24 82 7 8 a 6 897 ~ 

I- - - 1- - - - - - 1- - - - - - - - - - - - 1- --1-
7 4 8 12 8 26 2 3 6 1 2 19 25 '17 6 26 64 14 19 87 7 8 1 2 878 2 

J 
L 

M 

I N 

l1r4 0 
1-- - - - - - - - - - - - - - - - - - - - - - - -p 14 1 1 1 28 2 8 6 18 4 1 17 11 18 6 8 8 1 1 1 186 E 
1-- - - 1- - - 1- - - - - - - - - - - - - - - - - -

Q 1 1 16 17 2l 
1-1-- - - - - - - - - - - - - - - - - - 1- - - 1- - 1- - I 89 2 9 1'1 98 6 7 8 80 1 1 5 9 7 28 18 11 81 42 IS IS 4 9 882 R 
I- - - - - - - - - - - - - - - 1-- 1-- - - -I' - -24 8 18 6 49 12 2 26 84 1 2 8 4 16 10 6 19 68 11 1 1 807 4 s 
1- - - - - 1- - 1- - - 1- - - - - - - - - - 1- - - - - - -28 3 6 6 71 7 1 78 45 5 6 '1 50 2 1 17 19 19 5 88 41 1 464 ~ T 
~ - - - - 1- - - - - - 1- - - - - 1- - - -6 8 8 8 11 1 8 6 6 6 21 1 2 81 12 u 1 180 I u 
f-- - - - - - - - - 1-- - - - - - - - - ,-- - - - - - -v 6 67 12 1 1 77 21 
1-- - - - - - - - - - - 1- - - - 1-1-- ,..... - -w 12 22 4 18 1 2 19 1 1 1 78 18 
f-- 1-- - - i- - - - - - 1-- - - -

X 2 2 1 1 1 1 2 1 1 2 1 1 '1 23 18 - - - - - - - - - 1-- - - I- ...... -6 2 4 4 9 11 1 1 8 2 2 6 10 s 4 11 15 1 1 98 ~ y 
- 1-- ,_ - - ,-- 1-- - - - - - - - - - - - ,-- - -z 1 2 1 4 28 
,.--- - ;-- - - i-- - - - - - - - 1-- - - - - - - 1-- '4 870 46 164 217 657 187 82 170 8'14 8 14 189 128 897 878 180 17 868 804 462 180 76 77 28 99 6,000 Total.._ 
- - - - - - - - - - 1-1-- - - 1-- - - - - 1- - -

• 1 11 6 7 1 '1 12 10 8 18 19 6 6 '1 8 8 21 4 4 6 '1 16 11 23 10 23 248 Blanks. 

2-9 

BEB'I'HIC'ff!lD 
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TABLE 6-B.-Frequency distribution of digraphs (natJal te1:t), based on 20,000 letters of naval te;tt; 
reduced to 2,000 digraphs 1 

SECOND LETTER 
Total 

A B C D }!: F G H I J K L M N 0 P Q R S T U V W X Y Z TBlanks 

1 4 9 s 2 3 1 8 3 7 2 ~9 4 16 11 31 1 a 1 s 146 E 
-1- 1- 1- 1- - - - - 1-' 

4 1 8 1 6 2 4 1 2 29 1" 

A 

B 

c ---1-------------------------1-
7 1 10 2 5 1 4 22 1 4 1 4 62 14 

--------1-----1------1---------··----1 
D 10 2 2 2 15 3 1 1 12 2 2 4 8 8 6 6 2 1 1 3 86 6 

E 
----------1----------;--------,-

9 8 8 24 25 7 1 2 7 1 1 6 6 34 6 10 1 43 23 18 1 7 2 4 1 4 254 0 ------------------------
F 2 1 2 1 18 5 1 12 1 2 1 5 1 1 48 12 

G 
l-------------------1---1---l- --1·---l 

4 1 1 8 1 111 2 2 1 2 1 2 2 6 3 1 49 9 

H 
-----------------1---------1---1---1 

6 7 1 6 1 3 1 7 1 11 6 1 51 14 

I 
1-- ---------------------1·----1 

2 1 6 2 2 5 11 8 2 42 21 2 10 10 11 9 5 149 s -------------1---1-- --1-
J 2 2 25 -1-1----1------1--------------1---l----1 
K 1 1 1 8 1 2 1 1 11 1S 

-1- ---1---------------------,--1·----1 
14 1 1 15 1 8 6 7 2 1 2 1 1 2 2 64 11 
-----1- ---r-1- ----1------1---1----1---1----1 

11 1 5 4 1 2 4 2 1 8 34 16 1--1-----------------1----1-----1-
10 8 8 22 22 5 22 2 6 2 2 2 3 10 2 2 9 27 8 1 168 6 

1--;g 88114921
- 6-1498828-2097201141111 1671------a 

J 
L 

M 

f-1 N 

~ 0 

p 
-1- --1---1--1-------------------1-

4 18 1 1 5 7 3 8 3 2 1 58 16 
1----1--1-------1-----------J- ----··----1 

Q 3 8 21 

R 
1----------------------------1-

14 2 6 9 34 2 8 19 1 1 8 3 24 2 2 8 10 4 1 148 7 

s -----------1-----------------1-
8 2 8 1 15 . 2 4 13 2 1 ' 1 5 6 1 1 6 23 6 8 108 .. 

T 
-1---------------------------1-
16 1 4 8 27 4 121 23 8 1 2 22 8 10 8 8 4 12 8 4 185 1 

u 
1- 1-

4 8 1 2 8 1 4 2 2 9 1 1 4 10 47 1~ 

v -------------1---------------1-
8 17 4 1 25 2! 

w ---------------------------1---1 
4 10 1 5 6 1 27 20 ----------------------------

X 1 1 1 4 1 2 10 20 -------------------------·---'-
y 812128 1 32 22 122 1 28 11 -----------------------------z 10 1 11 24 -----------------------------

Total... .140 28 63 84 262 48 48 50 150 112 67 38 163 166 54 2 139 107 184 57 24 26 11 26 10 1,960 ____________________________ ,. _ _, 

Blanks. 4 12 9 18 4101515 42520 7 1115 6 82i 8 8 8111917221722 334 

1 Fractional values have been discarded. This accounts for the discrepancY between the indicated total (1,960) 
and the stated total (2,000). 
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TABLES 7-11, Inclusive 

Absolute frequencies of digraphs, trigraphs, and tetragraphs and the logarithms of their 
assigned probabilities 1 

1. For each of the following 18 tables, the basic data were first arranged according to their 
absolute frequencies (F), and th~n the logarithms-L10(F) of the frequencies found. 

2. The tables are designed to facilitate determination of the relative weights or probability 
of occurrence of 13ets of digraphs, trigraphs, or tetragraphs, particularly with respect to various 
"matching'' operations. For example, are the matched digraphs RE and ET more probable than 
the matched digraphs RT and EF? Table 7-A shows the frequencies (F) of the digraphs to be 
as follows: RE=98, ET==87, RT=42, EF=18. Therefore, 98 times S't is compared with 42 
times 18, or 3,626 with 756. This arithmetic method of approach is extremely cumbersome for 
a large number of comparisons. By using the logarithms of the individual frequencies, the opera­
tion is greatly simplified, since the addition of the logarithms of two numbers is equivalent to 
the multiplication of their equivalent arithmetic values. Thus, the foregoing computation may 
be expressed as Log 98-t-Log 87, compared with Log 42-t-Log 18, or 0.96+0.79 versus 0.81+0.66 
(see Table 7-A and explanation below). If more than one occurrence of a particular digraph is 
involved, it is merely necessary to multiply the logarithmic value by the number of the occur­
rences, viz., Log X+2(Log Y)+S(Log Z), as compared with Log A+3(Log B)+2(Log C). 

3. The logarithm of any given number is the power to which 10 must be raised to equal the 
given number. Thus, 102 =100, or the logarithm of 100=2. Similarly, 108 =1,000, or the loga­
rithm of 1,000 = 3. The sum of logarithms is equal to the logarithm of the product of their antilogs 
(arithmetic numbers they represent). For example, 102 =100; 101 =1000; 102+1 =100X1000; Log 
100,000=5. Also, 10°=1, or Log 1=0. The Log of 0 is minus infinity (-co). 

4. In the compilation of the logarithms of the elements constituting these tables, frequencies 
of 1, of course, had a logarithmic value of 0.00. Digraphs which did not occur, 1 i.e., those with 
0 occurrences, had a logarithmic value of minus infinity (-=). For practical use, each of 
the original frequency occurrences in these tables was doubled; i. e., EN was given a frequency 
of 222 instead of 111, the frequency of RE became 196 instead of 98, etc. Thus, single occur­
rences were doubled (2X1 =2), and the logarithms of those elements became 0.30 instead of 0. 
This is equivalent to saying Log 1 +Log 2 = 0.00 +0.80 = 0.30. Those elements which occurred 

· 0 times, now were assumed to have an occurrence of 1, with an equivalent logarithmic value of 0.00. 
6. In order to place all the logarithms of the initial frequencies on a comparable logarithmic 

basis, it was merely necessary to add 0.30 to each of them. While EN had a frequency of 111 
in the original compilation, it now had a frequency of 222, or 2(111). The logarithm of 222 is 
2.35. This is equivalent to saying Log 111+Log 2=2.05+0.80=2.35. 

6. The frequencies as stated in terms of their actual logarithms do not readily indicate their 
relative size for each distribution. Therefore, the highest frequency in each group was given a 
value of 0.99, and the lowest a value of 0; frequencies intermediate between these extremes were 

l These frequency distribution• are baaed upon data derived from 60,000 letters of U. B. Governmental plain-tat telegram~, reduced to &,000 
dicrapba. -

I While In general It Is poaalble to assign probabUity values to digraphs in accordance with their observed frequencies, It Is not atriatly correct 
to aaaoclate tho probability "II" with a frequency of zero. Thia would be equivalent to saying: "Because a speeifted digraph has not occurred, It 
cannot occur," and would be reftected ln the mathematics: "Log probability zero equals minoa in.flnity." What may be said Is: "Since a spoelfiod 
digraph baa not occurred In the data Its true probability value Is unknown, except that It must be below the probabiUt:v value assigned to a fre­
quency of one." The propel' way to assign a probability value to drgrapbs with frequenclca of zero I• to continue countlog until they bava at 
IPDst one occurrence; then the true relatlve probabJiit;y can bo found. 

A simple practical method of taking thla difficulty Into account Is merely to aiiSumo that In twlco the amount ol data the drgraph probabl;r 
would have occurred at least once; that Is, It has a frequency of one-hal£. 

It should be painted out, however, that since probabilities are multiplied (by summing logarithms) a 10% error In evaluating the digraph ZZ 
tor ~xample, makes tho product, wherever ZZ occurs, 10% wrong, and ill just aa serious aa a 10% error in evaluating tho blgh-frequoney digraph EN. 

In practice, however, results obtained from the logarithmic method are so oatlafactory that reflnemenl.a are not needed. 
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evnlunltJii in proporliott tu t.helr respert.iVG (rcquenl!fes; rft}ls is equlvalant to expressina the 
frequencies In logarithms \Vilh 1\ base olJH!l' lhnn_10. I_n other words, nna I)r'O<!E!dure of (!onv€ffl..ing· 
the logarithms to Lhe ranfte from .00 to .90 consists in dividipg up tlie origliiai'l'"ange of logariLhma: 
Into 100 equal parLa and assigning each one to th~ proper. rnnk ~li the rmigif. 

7. The new base (C) used to convert each of the dlgrap1uc frequencies ta t1te logarithmic 
range 0 to 0.90 iff derive'd ns follows, when 222' is the highest frequeiJcy (F):-

LeC 222 = co.a~~" 
Log,o 222=Log10 co oo 
Log,o 222 = (0.09) (Log,o C) 

0 A 
. Log,0 222 · 2;35 

= ntJlog ---o.Do =Antilog 0•99 
C=22•1 

8. The fonm11a fur the cmnpntatinn ot the Jogarilhm to tho new base {C) of any nctual 
frequency en of ft serlc.'3 isr 

La y LOI!tn Y 
g. Log,o () 

IL 111 more expeditions to use reciprocals in the conver~ion of n whole series of logarllhmic values, 
ns in this fnatanca. The formula is: (Log10 C)-· 1 • (Log1Q Y) =Logo Y. 

0. The digrapbic Index chart, Tnhle 15, on page 87, summarizel!l the logarithmic frequencies 
of all English plnin·texl digrapha, computed 1.u a hasc of 224. so that the logarithm of the highest 
frequency (EN) is 0.99. 

Example: EN=222 
Log to 222-= 2.35 

(Logto C)-1 = (Logso 224)-1 =0.421 
Logo 222 = 0.421 X2.35 = 0.99 

10. Likewise, the trigraphs end tetra.graphs have been com;puted to the 
bases L586 and L2441 respectively, so that the logarithms of the highest­
i'requ.ency trigraph {ENT) a.nd tetragraph (TION) are 0.99. Since no use is 
being made of' the trigraphs appearing less than 100 times and tetragra.phs 
appearing less tba.n 50 times, the basic frequencies of the trigraphs and 
tetragraphs have not been doubled in computing the new bases of the loga­
rithma. 
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TABLE 7-A.-The 428 different digraphs of Table 6-A, arranged according to their absolute frequencies, 
accompanied by the logarithms of tlteir assigned probabilities 

F LJn(F) (~~ F Lu(F) Liic F Llo(F) (~ F LJo(F) tzm (2F) -EN ___ l11 2.05 .99 DA ____ 32 1.51 .76 OL ____ 19 1.28 .67 EQ ___ 12 1.08 .58 
RE ____ 98 1.99 .96 EC ____ 32 1.51 .76 OT ____ 19 1.28 .67 oo ___ 12 1.08 .58 
ER ____ 87 1.94 .94 RS ____ 31 1.49 .75 ss ____ 19 1.28 .67 SF •. - 12 1.08 .58 
NT ____ 82 1.91 .93 UR ___ 31 1.49 .75 TS ____ 19 1.28 . 67 us ____ 12 1.08 .58 
TH_ ___ 78 1.89 .92 NI ____ 30 1.48 .75 TT ____ 19 1.~8 .67 UT ...• 12 1.08 .58 
ON ____ 77 1.89 .92 RI_ ___ 30 1.48 .75 wo ____ 19 1.28 .67 vr_ ___ 12 1.08 .58 
IN ___ 75 1.88 .92 EL ____ 29 1.46 .74. BE ___ 18 1.26 .66 WA ...• 12 1.08 .58 
TE ___ 71 1.85 .91 HT ___ 28 1.45 .74 EF ___ 18 1.26 .66 FF •..• 11 1.04 .56 
AN .••• 64 1.81 .89 LA .... 28 1.45 .74 NO .... 18 1.26 .66 FT ...• 11 1.04 .56 
OR ___ 64 1.81 .89 RO .... 28 1.46 .74 PR .... 18 1.26 .66 pp ___ 11 1.04 .56 
ST .... 63 1.80 .88 TA .... 28 1.45 .74 AI ___ 17 1.23 .64 RR .••• 11 1.04 .56 
ED .... 60 1.78 .88 -- HR ____ 17 1.23 .64 SU •... 11 1.04 .56 22,495 
NE .... 57 1.76 .87 PO .... 17 1.23 .64 UE .•.• 11 1.04 .56 
VE .... 57 1.76 .87 AD ____ 27 1.43 .73 RD __ 17 1.23 .64 YF ...• 11 1.04 .56 
ES .... 54 1.73 .86 or_ ___ 27 1.43 .73 TR .... 17 1.23 .. 64 ys ___ 11 1.04 .56 
NO ____ 52 1.72 .85 EI. ..• 27 1.43 .73 DO .... 16 1.20 .63 FE ___ 10 1.00 .56 
TO .... 50 1.70 .84 IR ____ 27 1.43 .73 DT ___ 15 1.18 .62 IF ...• 10 1.00 .55 
SE ___ 49 1.69 .84 IT .... 27 1.43 .73 IX .... 15 1.18 .62 LY ••.• 10 1.00 .55 --

11,249 LL .••• 27 1.43 .73 QU .... 15 1.18 .62 MO ...• 10 1.00 .55 
NG ____ 27 1.43 .73 so ____ 15 1.18 .62 SP .... 10 1.00 .55 

AT .... 47 1.67 .83 ME .... 26 1.41 .72 YT ____ 15 1.18 .62 YO ____ 10 1.00 .55 
TI ___ 45 1.65 .82 NA ____ 26 1.41 .72 AC ____ 14 1.15 .61 FR .... 9 0.95 .58 
AR ____ 44 1.64 .82 SH ____ 26 1.41 .72 AM ____ l-4 1.15 .61 IM ____ 9 0.95 .58 
EE ____ 42 1.62 .81 IV ___ 25 1.40 .72 CH ____ 14 1.15 • 61 LD .... 9 0.95 .58 
RT ____ 42 1.62 .81 OF ____ 25 1.40 .72 Ci ____ 14 1.15 .61 MI ...• 9 0.95 .58 
As__ 41 1.61 .80 OM ____ 25 1.40 .72 EM ___ 14 1.15 .61 NF ___ 9 0.95 .53 
co ____ 41 1.61 .80 OP ____ 25 1.40 .72 GE ____ 14 1.15 .61 RC .... 9 0.95 .58 
IO ____ 41 1.61 .80 NS ...• 24. 1.38 .71 os ____ 14 1.15 .61 RM ___ 9 0.95 .53 
TY ___ 41 1. 61 .80 SA ____ 24 1. 38 .71 PA ____ 14 1.16 .61 RY ___ 9 0.96 .53 
FO ___ 40 1.60 .80 IL ____ 23 1.36 .70 AU ____ 13 1.11 .59 YE ____ 9 0.95 .53 
FI. ___ 39 1.59 .80 PE ____ 23 1.36 .70 os ____ 13 1.11 .59 DO ____ 8 0·.90 .51 
RA--- 39 1. 59 .80 IC ____ 22 1.34 .69 IE ___ 13 1.11 .59 OF ____ 8 0.90 .51 
ET ____ 37 1.57 .79 WE ____ 22 1.34 .69 LO ____ 18 1.11 .59 HU •••• 8 0.90 .51 
LE ... ~ 37 1. 57 .79 UN ____ 21 1.32 .68 MM ____ 13 1.11 .59 IA ___ 8 0.90 .51 
ou ____ 37 1.57 .79 CA ____ 20 1.80 .67 PL ____ 13 1.11 .59 LT ___ 8 0.90 .51 
MA ____ 36 1. 56 .78 EP ____ 20 1.30 .67 RP ____ 13 1.11 .59 MP ____ 8 0.90 .51 
TW ____ 86 1.56 .78 EV ___ 20 1.30 .67 sc ____ 13 1.11 .59 NN ____ 8 0.90 .51 
EA ____ 85 1.54 .78 GH ____ 20 1.30 .67 WI ____ 13 1.11 .59 oc ____ 8 0.90 .51 
IS ____ 35 1.54 .78 HA ____ 20 1.30 .67 -- ow ____ 8 0.90 .51 33,745 
SI. ___ 34 1.63 .77 HE ____ 20 1.30 .67 -- PT ____ 8 0.90 .51 
DE ____ 83 1.52 .77 HQ ____ 20 1.30 .67 AP ____ 12 1.08 .58 UG ____ 8 0.90 . 51 
HI. ___ 33 1.52 .77 LI. ___ 20 1.30 .67 AY ____ 12 1.08 .58 AV ___ 7 0.85 .48 
AL ____ 82 1.51 .76 IG ____ 19 1.28 .67 DR ____ 12 1.08 .58 BY ____ 7 0.85 .48 
CE ____ 32 1. 51 .76 NC ____ 19 1. 28 .67 EO ____ 12 1.08 .58 cr_ ___ 7 0.85 .48 

• 'rho IS d•crnJlhs ubov~ thi• line oompase !l5% or tl.o total. • The 123 dlgraplts abo\'e this line compose 75% of the lc1t:l(. 
• 'rho 63 digraphs abo\·c> tlus lint> compose 60% u! I be total. 
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TABLE 7-A, Contd.-The J,.fe8 different digraphs of Table 6-A, arranged according to their 
absolute frequencies, accompanied by the logarithms of their assigned probabilities 

F LIO(F) Lot• F Lra(F) {2~ F (q(F) ~ F Lla(F) t2F> (2F) 

EH .••• 7 0.86 .48 RU •• _ 5 0.70 .42 GS •••• 3 0.48 .33. JE •••• 2 0.30 .25 
EW .• _ 7 0.85 .48 RV ••.• 6 0.70 .42 HC •.•• 3 0.48 .33 JO •••• 2 0.30 .25 
EX .••• 7 0.85 .48 so ___ 5 0.70 .42 HN •••• 3 0.48 .83 JU •••• 2 0.30 .25 
GA __ 7 0.85 . 48 SR •..• 5 0.70 .42 LB •••• 3 0.48 .33 KI. ••• 2 0.30 .25 
IP •••• 7 0.85 .48 TL .••• 6 0.70 . 42 LC .••• 3 0.48 .83 LM •••• 2 0.30 .25 
NU •••• 7 0.85 .48 TU ••.• 5 0.70 .42 LF .••• 3 0.48 .33 LR ___ 2 0.30 .25 
OA •••• 7 0.85 .48 UA .••• 5 0.70 .42 LP .••• 3 0.48 .33 LU •••• 2 0.30 .25 
ov .... 7 0.85 .48 UI •••• 5 0.70 .42 MC .••• 3 0.48 .33 LV •••• 2 0.30 .25 
RG .••• 7 0.85 .48 UM .••• 5 0.70 .42 NP •••• 3 0.48 .33 LW •••• 2 0.30 .25 
RN •••• 7 0.85 .48 AF •••• 4 0.60 .38 NV •••• I 3 0.48 .83 MR •••• 2 0.30 .25 
TF •••• 7 0.85 .48. BA .••• 4 0.60 .38 NW •••• 3 0.48 .33 MT •••• 2 0.30 .25 
™--- 7 0.85 .48 so __ 4 0.60 .38 OE .••• 3 0.48 .83 MU •••• 2 0.80 .25 
XT •••• 7 0.85 .48 CK .••• 4 0.60 .38 OH •••• 3 0.48 .33 MY •••• 2 0.30' .25 
AB •••• 6 0.78 .45 CR .... 4 0.60 .38 PH •••• 8 0.48 .38 NB •••• 2 0.30 .25 
AG •. - 6 0.78 .45 cu ___ 4 0.60 .38 PU .••• 3 0.48 .33 NK •• _ 2 0.30 .25 
BL •. _ 6 0.78 .45 DB •••• 4 0.60 .38 RH •••• 3 0.48 .33 OG •• _ 2 0.30 .25 
GO •••• 6 0.78 .45 oc ___ 4 0:60 .38 SB •••• 3 0.48 .33 OK •••• 2 0.30 .25 
ID •••• 6 0.78 .45 ON •••• 4 0.60 .38 SM .••• 3 0.48 .33 oy ____ 2 0.30 .25 
KE •••• 6 0.78 .45 DW •••• 4 0.60 .38 TB .••• 3 0.48 .33 PF •••• 2 0.80 .25 
LS ••.• 6 0.78 .45 EB •••• 4 0.60 .38 us ____ 3 0.48 .33 RB •••• 2 0.30 .25 
MB •••• 6 0.78 .45 EG •••• 4 0.60 .38 uc ____ 3 0.48 .33 SG •••• 2 0.30 .25 
00 .••• 6 0.78 .45 EY ___ 4 0.60 .38 uo ____ 3 0.48 .33 SL •••• 2 0.'30 .25 
PI. .•• 6 0.78 .45 GT •••• 4 0.60 .38 YI. ••• 3 0.48 .33 TP •••• 2 0.30 .25 
Ps ___ 6 0.78 .45 HS •••• 4 0.60 .38 yp ___ 3 0.48 .33 Up ___ 2 0.30 .25 
RF ...• 6 0.78 .45 MS ___ 4 0.60 .38 AH .•.• 2 0.30 .25 WN •••• 2 0.30 .25 
TC •••• 6 0.78 .45 NH •••• 4 0.60 .38 AK ___ 2 0.80 .25 XA •••• 2 0.30 .25 
TO ___ 6 0.78 .45 NR •••• 4 0.60 .38 AO •••• 2 0.30 .25 XC •••• 2 0.30 .25 
™---- 6 0.78 .45 OB ___ 4 0.60 .38 BI. ••• 2 0.30 .25 XI. ••• 2 0.30 .25 
UL •••• 6 0.78 .45 PM ___ 4 0.60 .38 BR •••• 2 0.30 .25 XP •••• 2 0.30 .25 
VA .••• 6 0.78 .4.6 RW .•.• 4 0.60 .38 BU •••• 2 0.30 .25 YB •••• 2 0.30 .25 
YA .••• 6 0.78 .45 SN ..•• 4 0.60 .38 DG •.•• 2 0.30 .25 YL •••• 2 0.30 .25 
YN •••• 6 0.78 .45 sw ____ 4 0.60 .38 DH .••• 2 0.30 .25 YM •••• 2 0.30 .25 
CL ••.• 5 0.70 .42 WH ____ 4 0.60 .38 DQ .••• 2 0.30 .25 ZE ..•• 2 0.30 .25 
DM ...• 6 0.70 .42 yc ____ 4 0.60 .38 FC ___ 2 0.30 .25 AE •••• 1 0.00 .13 
DP •••• 5 0.70 .42 YD •••• 4 0.60 . 3J FL .••• 2 0.30 .25 AJ ____ 1 0.00 .13 ou ____ 5 0.70 .42 YR ___ 4 0.60 . a:~ GC •••• 2 0.80 .25 BJ •.•• 1 0.00 .18 
FA •.•. () 0.70 .42 AA ____ 8 0.48 .33 GF •••• 2 0.30 .25 BM ..•• 1 0.00 .18 
GI. ••• 5 0.70 .42 AW •••• 3 0.48 .33 GL .••• 2 0.30 .25 BS •••• 1 0.00 .13 
GR •.•• 5 0.70 .4.2 cc ____ 3 0.4.8 .33 GP •••• 2 0.30 .25 BT •••• 1 0.00 .13 
HF •••• 5 0.70 . 42 DL •••• 3 0.48 .33 GU .••• 2 0.30 .25 CD .••• 1 0.00 .13 
NL .•.• 5 0.70 .4.2 . DV •••• 3 0.48 .33 HD •••• 2 0.30 .25 CF •.•• 1 0.00 .13 
NM .•.• {) 0.70 .42 EU .••• 3 0.48 . 33 HM .••• 2 0.30 .25 CM .... 1 0.00 .13 
NY .••• 5 0.70 .42 FS .••• 3 0.48 .33 IB ..•• 2 0.30 .25 CN •..• 1 0.00 .13 
OI. ••• 5 0.70 .4.2 FU •.•• 3 0.48 . 33 IK •••• 2 0.30 .25 cs ____ 1 0.00 .13 
RL -- I) 0.70 .42 GN ____ 3 0.48 .33 IZ ____ 2 0.80 .25 CVL .. 1 o.oo, .13 -----
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TABLm 7-A, Concluded.-The 428 different digraphs of Table 6-A, arranged according to their 
absolute frequencies, accompanied by the logarithms of their assigned probabilities 

F LIO(F) Lnt F L10(F) <~) F Llo(F) &'~ F Lm(F) (~~ (ZF) - -
CY •••• 1 0.00 .13 HW .••• 1 0.00 .13 PD •••• 1 0.00 .13 WL .••• 1 0.00 .13 
DJ ••.• 1 0.00 .13 HY ••.• 1 0.00 .13 PN ...• 1 o.oo .13 WR •••• 1 0.00 .13 
DY •••• 1 o.oo .13 JA •.•• 1 0.00 .13 PV •.•• 1 0.00 .13 ws ____ 1 0.00 .13 
EJ •••• 1 0.00 .13 KA •••• 1 0.00 .13 PW ..•• 1 o.oo .13 WY ••.• 1 0.00 .13 
EZ •••• 1 0.00 • 13 KC •••• 1 0.00 .13 py ____ 1 o.oo .13 XD •••• 1 0.00 .13 
FD •.•. 1 0.00 .13 KL •••• 1 0.00 .13 QM .••• 1 o.oo .13 XE .••• 1 0.00 .13 
FG •••• 1 0.00 .13 KN •••• 1 0.00 .13 QR ____ 1 o.oo . 13 XF •••• 1 0.00 .13 
FM .••• 1 0.00 .13 KS .••• 1 0.00 .13 RJ ---- 1 0.00 .13 XH •••• 1 0.00 .13 
FP •••• 1 0.00 .13 LG •••• 1 0.00 .13 RK .••• 1 o.oo .13 XN •••• 1 0.00 .13 
FW •••• 1 0.00 .13 LH •••• 1 0.00 .13 SK •••• 1 0.00 .13 xo .... 1 0.00 .13 
FY •••• 1 0.00 .13 LN •••• 1 0.00 .13 sv .... 1 0.00 .13 XR--- 1 0.00 .13 
GO .. _ 1 0.00 .13 MD •.•• 1 0.00 .13 sy ___ 1 0.00 .13 xs ____ 1 0.00 .13 
GG •••• 1 0.00 .13 MF •.•• 1 0.00 .13 TG ___ 1 0.00 .13 YG •••• 1 0.00 .13 GJ ___ 1 0.00 .13 MH •••• 1 0.00 .1Q TQ ••.• 1 0.00 .13 YH. ••• 1 0.00 .13 
GM •••• 1 0.00 .13 NJ .••. 1 0.00 .13 TZ •••• 1 0.00 .13 YU .... 1 0.00 .13 
GW •••• 1 0.00 . 13 NQ .••• 1 0.00 .13 UF .••• 1 0.00 .18 YW .... 1 0.00 .13 
HB •••• 1 0.00 .13 OJ---- 1 0.00 .13 UO •••• 1 0.00 .13 ZA •••• 1 0.00 .13 
HL •••• 1 0.00 .13 ox ____ 1 0.00 .13 UV •••• 1 0.00 .13 ZI. ••• 1 0.00 .13 
HP •••• 1 0.00 .13 PB •••• 1 0.0(} .13 vo ____ 1 0.00 .13 --5,000 
HQ .••• 1 0.00 .13 PC •.•• 1 0.00 .13 VT •.•• 1 0.00 .18 

TABLE 7-B.-Tlte 18 digraphs composing 25% of the digraphs in Table 6-A, accompanied by the 
logarithms of their assigned probabilities, arranged alphabetically according to their initial letters 

(1) AND ACCORDING TO THEIR FINAL 
LETTERS 

F LIO(F) Lm F LIO(F) L'" 
(2F'f (21") 

AN ••.• 64 1.81 .89 ON •••• 77 1.89 .92 
OR •••• 64 1.81 .89 

ED .... 60 1.78 .88 RE .... 98 1.99 .96 
EN .•.• 111 2.05 .99 
ER •• _ 87 1.94 .94 SE ___ 49 1.69 .84 
ES •.•• 54 1.73 .86 ST __ 63 1.80 .88 

TE •.•• 71 1.85 .91 
lN .... 75 1.88 .92 TH •••• 78 1.89 .92 

TO •••• 50 1.70 .84 

ND •.•• 52 1.72 .85 VE •••• 57 1.76 .87 
NE •••• 57 1.76 .87 --1,249 
NT .... 82 1. 91 .93 r 
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(2) AND ACCORDING TO THEIR ABSOLUTE 
FREQUENCIES 

F Llo(F) ~ F LIO(F) Lt!c 
(2F) 

AN .••• 64 1.81 .89 ON .••• 77 1.89 .92 
OR •••• 64 1.81 .89 

EN •••• tll 2.05 .99 RE .... 98 1.99 .96 
ER •••• 87 1.94 .94 
ED •••• 60 1.78 .88 ST .... 63 1.80 .88 
ES •••• 54 1.73 .86 SE .... 49 1.69 .84 

TH .••• 78 1.89 .92 
IN •••• 75 1.88 .92 TE •••. 71 1.85 .91 

'1'0.... 50 1.70 .84 

NT ____ 82 1.91 • !'l!J VE •••• 57 1. 76 .87 
NE.... 5711. 7G . 87 
NO___ 52 1. 7~ .. 85 

1,249 



REF ID:A56895 
· REO 'f'fHO 'f'ElD 

TAnLE 7-C.-The 59 digraphs composing 50% of the 5,000 digraphs of Table 6-A, accompanied by 
the logaritfm~s of their assigned probabilities, arranged alphabeticaJ.ly according to their initialletter-6 

(1) AND ACCORDING TO THEIR FINAL (2) AND ACCORDING TO THEIR ABSOLUTE 
LETTE:RS FREQUENCIES 

F L10(F) ~) F L1a(F) ~· F X.., (F) ~i!? F X... (F) t2J.) (2F) 1- --
AL •••• 32 1.51 .76 MA ..•• 36 1.56 .78 AN ...• 64 1.81 .89 MA .... 36 1.56 .78 
AN •••• 64 1.81 .89 AT •... 47 1.67 .83 
AR .•.• 44 1.64 .82 ND .•.. 52 1.72 .85 AR •••• 44 1.64 .82 NT ...• 82 1.91 .93 
AS .... 41 1.61 .80 NIL .• 57 1.76 .87 AS •.•. 41 1.61 .80 NE ___ 57 1.76 .87 
AT .••• 47 1.67 .83 NI ___ 30 1.48 .75 AL ••.• 32 1.51 .76 ND .•.• 52 1.72 .85 

NT ____ 82 1. 91 .93 NI. .•. 30 1.48 .75 
CE ___ 32 1.51 .76 co ____ 41 1.61 .80 co ____ 41 1.61 .80 ON .••• 77 1.89 .92 CE ____ 32 1.51 .76 ON ____ 77 1.89 .92 

OR ..•• 64 1.81 .89 OR ___ 64 1.81 .89 
DA ___ 32 1.51 .76 ou ____ 37 1.57 .79 DE ___ 33 1.52 .77 ou ___ 37 1.57 .79 
DE .•.. 33 1.52 .77 DA .••• 32 1.51 .76 

RA ••.• 39 1. 59 .80 RE •••• 98 1.99 .96 
EA ...• 35 1.64 .78 RE ..•• 98 1. 99 .96 EN ••.. 111 2.05 .99 RT .•.. 42 1.62 .81 
EC ...• 32 1.51 .76 RI ••.. 30 1.48 .76 ER •••. 87 1.94 .94 RA ..•. 39 1.59 .80 
ED •••. 60 1.78 .88 RO ..•• 28 1.45 .74 ED •.•• 60 1.78 .88 Rs ____ s1 1.49 .75 
EE •••• 42 1.62 .81 RS ____ 31 1.49 .75 ES •.•• 54 1.73 .86 RI. ••• 30 1.48 .75 
EL .•.• 29 1.46 .74 RT ____ 42 1.62 .81 EE •••• 42 1.62 .81 RO ...• 28 1.45 .74 
EN ..•• 111 2.05 .99 ET ___ 37 1.57 .79 
ER .••• 87 1.94 .94 SE ____ 49 1.69 .84 EA •... 35 1.54 .78 ST ____ 63 1.80 .88 
ES .••• 54 1.73 .86 SI_ ___ 34 1. 53 .77 EC ___ 32 1.51 .76 SE ___ 49 1.69 .84 
ET •••• 37 1.57 .79 ST ...• 63 1.80 .88 EL__ 29 1.46 .74 SI. ..• 34 1.53 .77 

FI •• _ 39 1.59 .80 TA ..•. 28 1.45 .74 FO •• _ 40 1.60 .80 TH •.•. 78 1.89 .92 
FO .••. 4.0 1.60 .80 TE .••• 71 1.85 .91 FI ___ 39 1.69 .80 TE ___ 71 1.85 .91 

TH .••. 78 1.89 .92 TO ..•• 50 1.70 .84 
HI ..•. 33 1.52 .77 TI ...• 45 1.65 .82 HI ___ 33 1.52 .77 TI •• _ 45 1.65 .82 
HT •••• 28 1.45 .74 TO ..•• 60 1.70 .84 HT •. _ 28 1.45 .74 . TY •••• 41 1.61 .80 

TW ____ 36 1.56 .78 TW ____ 36 1.56 .78 
IN .... 76 1.88 .92 TY .... 41 1.61 .80 IN .... 75 1.88 .92 TA ..•. 28 1.45 .74 
IO .... 41 1.61 .80 IO.... 41 1.61 .80 
IS_ .. 36 1.64 .78 UR __ 81 1.49 .75 IS__ 35 1.64 .78 UR ____ 31 1.49 .75 

LA .... 28 1.45 .74 VE ___ 57 1.76 .87 LE .... 37 1.57 .79 VE •. _ 57 1. 76 .87 -- --
LE •••• 37 1.67 .79 2,495 LA •..• 28 1.45 .74 2,495 
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-- . 
TABI.E 7-D.-Thc 122 digraphs CO?npo~ng '15% oltho 5,000 digraphs of Table 6-A, accompanied 

by the logarithms of their assigned probabilities, arranged alphabetically according to their 
initial letters 

.z. • .-•.-v -- • .. ., 
(1) AND ACCORDING TO THEIR FINAL LETTERS . . 

F Llo(F) ~~\ F r~·<P> l:il;) F Lu(F) ~ ... F L .. (F) ~!'' (2F) - (21!') 
Ac ____ 14 1.15 .61 ER ____ 87 1. fl4 .94 MA .... 36 1.56 .78 RS ____ 81 1.49 .75 
AD .... 27 1.43 .73 ES ____ 64 1. '/3 .86 MEL •• 26 1.41 .72 RT ____ 42 1.62 .81 
AI. ..• 17 1.23 .64 ET .... 37 1.67 .79 
AL .• _ 82 1.51 .76 EV ___ 20 1.30 .67 NA .•.• 26 1.41 .72 SA ..•. 24 1.88 .71 
AM ...• 14 1.15 .61 NC •••• 19 1.28 .67 SE ___ 49 1.69 .84 
AN .... 64 1.81 .89 FI. __ 39 1.59 .80 ND •••• 52 1.72 .85 SIL .. 26 1.41 .72 
AR ...• 44 1.64 .82 FO .... 40 1.60 .80 NIL_ 57 1.76 .87 SI .... 34 1.53 .77 
AS ...• 41 1.61 .80 NG .... 27 1.48 .73 so ____ 15 1.18 .62 
AT .... 47 1. 67 .83 GE ...• 14 1.15 .61 NI. ... 30 1.48 .75 ss ____ 19 1.28 .67 
AU ...• 13 1.11 .59 GH .... 20 1.80 .67 NO ___ 18 1.26 .66 ST .... 63 1.80 .88 

NS .... 24 1.38 .71 
BE .. _ 18 1. 26 .66 HA •••• 20 1.30 .67 NT ____ 82 1.91 .98 TA .... 28 1.45 .74 

CA .... 20 1.30 .67 
HE ___ 20 1.30 .67 TE .... 71 1.85 .91 

CE ___ 82 1.51 .76 HI. ... 83 1.52 .77 OF •••• 25 1.40 .72 TH ___ 78 1.89 .92 

CH .... 14 1.15 .61 HO .... 20 1.30 .67 OL .... 19 1.28 .67 TI .... 45 1.65 .82 
co ____ 41 1.61 .80 HR ...• 17 1.23 .64 OM •••• 25 1.40 .72 TO .... 50 1.70 .84 

CT .... 14 1.15 .61 HT ...• 28 1.45 .74 ON .... 77 1.89 .92 TR .... 17 1.23 .64 
op ____ 25 1.40 .72 TS ___ 19 1.28 .67 

DA .... 82 1.51 .76 Ic ____ 22 1.84 .69 OR •••. 64 1.81 .89 TT .... 19 1.28 .67 
DE .. _ 33 1.52 .77 IE ____ 18 1.11 .59 os ____ 14 1.15 .61 TW .... 36 1. 56 .78 
DI ...• 27 1.43 .78 IG .... 19 1.28 .67 OT .•.• 19 1.28 .67 TY .... 41 1.61 .so 
DO .... 16 1. 20 .63 IL ...• 23 1.36 .70 ou ____ 37 1.57 .79 
DS •. _ 13 1.11 .59 IN .... 75 1.88 .92 UN ___ 21 1.82 .68. 
DT .. _ 15 1.18 .62 IO •.•• 41 1.61 .80 PA .... 14 1.15 .61 UR .... 81 1.49 .75 

IR .... 27 1.43 .73 PE .... 23 1.36 .70 
EA ___ 85 1.54 .78 IS .... 35 1.54 .78 PO .... 17 1.23 .64 VE .... 57 1.76 .87 
EC .. _ 32 1.51 .76 IT .... 27 1.43 .78 PR ____ 18 1.26 .66 
ED .... 60 1.78 .88 IV .... 25 1.40 .72 . WE .... 22 1.84 .69 
EE .... 42 1.62 .81 IX .... 15 1.18 .62 QU •••• 15 1.18 .62 wo ___ 19 1.28 .67 
EF .... 18 1.26 .66 
EI ___ 27 1.4.8 .78 LA .. _ 28 1.45 .74 RA .... 39 1.59 .80 YT .•.. 15 1.18 .62 
EL .... 29 1.46 .74 LE ___ 87 1.57 .79 RD .... 17 1.23 .64 --3,745 
EM •••. 14 1.15 .61 LI. ... 20 1.80 .67 RE .... 98 1.99 .96 
EN .... lll 2.05 .99 LL ___ 27 1.43 .73 RI. ..• 30 1.48 .75 
EP~-- 20 1.80 .67 LO ___ 13 1.11 .59 RO .•.. 28 1.45 .74 
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TABLl!l 7-D, Concluded.-Tke 122 digraphs composing 75% oj the 5,000 aigrapl's of Taol'e 6"-A, 
accompanied by the logarithms of their assigned probabilities, arranged alphabetically accordilig 
to their initial letters 

(2) AND ACCORDING TO THEIR ABSOLUTE FREQUENCIES 

F LIO(F) 
- (~~ F L,.(F) (~~ F L.o(F) ~ F Lw(F) ~ 

AN .•.. 64 1.81 .89 EI. •.. 27 1.43 .73 MA___ 36 1. 56 .78 RI. .•• SO 1.48 .75 
A'l'.-- 47 1.67 .83 EP .... 20 1.30 .67 MIL .. 26 1.41 .72 RO .... 28 1.45 .74 
AR ..•. 44 1. 64 .82 EV .... 20 1. 30 .67 RD .... 17 1.23 .64 
AS ____ 41 1.61 .80 EF ____ 18 1.26 .66 NT ____ 82 1. 91 .93 
AL ..•. 32 1.51 .76 EM •••• 14 1.15 .61 NE .•.. 57 1.76 .87 ST .•.• 63 1.80 .88 AD .•.. 27 1.43 .73 ND ____ 52 1.72 .85 SE .... 49 1.69 .84 AI_ __ 17 1.23 .64 FO ____ 40 1.60 .80 NL .. 30 1.48 .75 SI .... 34 1.53 .77 AC ••.. 14 1.15 .61 FI ...• 39 1.59 .80 NG •••• 27 1.43 .73 SH .... 26 1.41 .72 AM .... 14 1.15 .61 NA .... 26 1.41 .72 SA .... 24 1.38 .71 AU .... 13 1.11 .59 GH .... 20 1.30 .67 NS .•.. 24 1.38 .71 SS .... 19 1.28 .67 GE .... 14 1.15 .61 NC .•.. 19 1.28 .67 so ____ 15 1.18 .62 
BE .... 18 1. 2'6 .66 NO ____ 18 1.26 .66 

HI. ... 33 1.52 .77 
co ___ 41 1.61 .80 

HT ____ 28 1.45 .74 
1.89 

TH .... 78 1.89 .92 
HA ____ 20 1.30 .67 ON •••. 77 .92 TEL .• 71 1.85 .91 CE .••• 32 1.51 .76 HE ____ 20 1.30 .67 OR .... 64 1.81 .89 TO .•.. 50 1.70 .84 CA .... 20 1.30 .67 
HO ...• 20 1.30 .67 

ou ____ 37 1.57 .79 TI. __ 45 1.65 .82 CH ...• 14 1.15 .61 
HR .... 17 1.23 .64 OF .... 25 1.40 .72 TY ___ 41 1.61 .80 CT ___ 14 1.15 .61 OM ____ 25 1.40 .72 TW •... 36 1.56 .78 
IN ..•• 75 1.88 .92 

OP ____ 25 1.40 .72 TA ___ 28 1.45 .74 
DE •.•. 33 1. 52 .77 IO ...• 41 1.61 .80 OL ____ 19 1.28 .67 TS ___ 19 1.28 .67 
DA ••.. 32 1.51 .76 IS ____ 35 1. 54 .78 OT .... 19 1.28 .67 TT ___ 19 1.28 .67 DI_ __ 27 1.43 .73 IR .... 27 1.43 .73 

os ____ 14 1.15 .61 TR .... 17 1.23 .64 
DO •... 16 1.20 .63 IT ____ 27 1.43 .73 
DT •••• 15 1.18 .62 IV .... 26 1.40 .72 PE ____ 23 1.36 .70 
DS ..•• 13 1.11 .59 IL ____ 23 1.36 .70 PR .... 18 1.26 .66 UR •••• 31 1.49 .75 

Ic ____ 22 1.34 .69 PO .... 17 1.23 .64 UN ••.. 21 1.32 .68 

EN •• _111 2.05 .99 IG .... 19 1.28 .67 PA .... 14 1.15 .61 
ER •••• 87 1. 94. .94 IX .... 15 1.18 .62 VE ••.• 57 1.76 .87 
ED ••.. GO 1.78 .88 IE .... 13 1.11 . 59 

QU •••• 15 1.18 .62 ES ___ 54 1.73 .86 WE .•.. 22 1.34 .69 
EE ___ 42 1. 62 .81 LE .... 37 1. 57 .79 wo .... 19 1.28 .67 
ET •... 37 1. 57 .79 LA ___ 28 1.45 .74 RE .... 98 1.99 .96 
EA •... 35 1. 54 .78 LL .... 27 1.43 .73 RT .... 42 1.62 .81 YT .... 15 1.18 .62 EC •..• 32 1. 51 .76 LI. ... 20 1.30 .67 RA .... 39 1. 59 .80 

3,745 EL •..• 29 1.46 .74 LO .... 13 1.11 .69 RS .... 31 1.49 .75 

TADL~ 7- E.-All tllc 428 digraphs of Table 6-A, arranged first alphabetically according to their 
iniNallctters and then alphabetically according to their final letters. 

(SEE TABLE G-A.-READ ACROSS THE ROWS) 
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TABLI'l 8.-The .1,.28 different digrapl~s of Table 6-A, arranged first alphabetically according to their 
initial letters and then according to their absolute frequencies under each initiallcUer,x accompanied 
by the logarithms of their assigned prolJabiUties . . 

F L~a(F) (~~i F I.to(F) Lw F Lto(F) Lm F L~a(F) ~ -- "(2F) ~ 

AN .... 64 1.81 .89 CT .... 14 1.15 .61 ED .... 60 1. 78 .88 GH .... 20 1.30 .67 
AT .... 47 1.67 .83 CI. ... '• 1 0.85 .48 ES .... 54 1.73 .86 GE .... 14 1.15 .61 
AR .... 44 1.64 .82 CL .... 6 0.70 .42 EE .. _ 42 1.62 .81 GA .••• 7 0.85 .48 
AS ••.• 41 1.61_ .so CiL •. -4 0,60 .38 ET .••• 87 1.57 . 79 GO •••• 6 0.78 .45 
AL •••• 82 1.61 .76 CR •••• 4 0.60 .88 EA •••• 35 1.54 .78 GI •••• 5 0.70 .42 
AD •••• 27 1.48 .78 cu .... 4 0 .. 60 .88 EO .... 82 1.51 • 76 GR •••• 5 0.70 .42 
AI •••• 17 1.28 .64 cc .... 8 0.48 .38 EL •••• 29 1.46 .74 QT .... 4 0.60 .38 
AC •••• 14 1.15 .61 CD •••• 1 0.00 .18 EI •••• 27 1.48 .78 GN •••• 8 0.48 .88 
AM .... 14 1.16 .61 CF •••• 1 0.00 .18 EP •••• 20 1.80 .67 GS •••• 8 0.48 .88 
AU .... 18 1.11 .59 CM .... -- 1 0.00 .18 EV ••• : 20 1.90 .67 GC .... 2 o.so .25 
AP .... 12 1.08 .58 ON •••• 1 o.oo • 18 EF.... 18 1.26 .66 GF ••.• 2 o.so .26 
AY .... 12 1.08 .68 as .... 1 o.oo .18 EM .... 14 1.15 .61 GL .... 2 0.80 .25 
AV •••• 7 0.85 .48 CW ... ..- 1 0.00 .18 EO .... 1~ 1.08 .58 GP •••• 2 0.80 .25 
AB .... 6 0.78 .45 CY.~ •• 1 0.00 .18 EQ .... 12 1.08 .58 GU •••• 2 0.80 .25 
AG •••• 6 0.78 .45 - EH •••• '7 0.85 .48 GD •••• 1 o.oo .18 
AF .... 4 0.60 .88 DE .... 88 1.52 .77 mw •••• '7 0.85 • 48 a a· .... 1 o.oo .18 
AA .... 8 0.48 .sa DA .... 82 1.51 .76 EX .... 7 0.815 .48 OJ •••• 1 o.oo .18 
AW •••• 8 0.48 .88 DI .... 27 1.48 .'78 EB .... 4 0.60 .88 GM .... 1 0.00 .18 
AH .... 2 o.so .25 DO .... 16 1.20 .68 EG •••• 4 0.60 .88 GW •••• 1 0.00 .18 
AK •••• 2 0.80 .25 DT .... 15 1.18 .62 EY •••• 4 0.60 .88 
AO •••• 2 0.80 .25 OS.... 18 1.11 .59 EU .... 8 0.48 .88~ 

AE .... 1 o.oo '.18 DR .... 12 1.08 .58 EJ .... 1 0.00 .18 
AJ .... 1 o.oo .18 DO ..•. 8 0.90 . 51 EZ .••• 1 0.00 .18 HI •••• 88 1.52 .77 

OF .... 8 0.90 .51 HT ••.• 28 1.45 .74 
BE .... 18 1.26 .66 DM .... 5 0.70 .42 FO .... 40 1.60 .80 HA .... 20 1.80 .67 
BY .... 7 0.86 .48 DP .... 5 0.70 .42 FI .... 89 1.59 .80 HE .... 20 1.80 .67 
BL .... 6 0.78 .45 DU .... 5 0.70 .42 FF .... 11 1.04 .56 HO .... 20 1.30 .67 
BA .... 4 0.60 .88 DB .... 4 0.60 .38 FT ••.• 11 1.04 .56 HR .... 17 1.23 .64 
BO .. _ 4 0.60 . 88 DC .... 4 0.60 .38 FE .... 10 1.00 .55 HU •••• 8 0.90 .51 
BI. ... 2 0.80 .25 DN .... 4 0.60 .38 FR .... 9 0.95 .58 HF .... 6 0.70 .42 
BR .... 2 0.80 .25 DW .... 4 0.60 .38 FA .... 5 0.70 .42 HS .... 4 0.60 .88 
BU .... 2 0.30 .25 DL .... 8 0.48 .88 FS .... 8 0.48 .88 HC .... 3 0.48 .88 
BJ •... 1 0.00 . 18 DV .... 8 0.48 .88 FU .... 8 0.48 .83 HN .... 8 0.48 .33 
BM •.•• 1 0.00 .13 DG .... 2 0.30 .25 FC .... 2 0.30 .25 HD .... 2 0.30 .25 
BS .. _ 1 0.00 .18 DH .... 2 0.30 .25 FL .... 2 0.80 .25 HM •••• 2 0.30 .25 BT ___ 1 0.00 .13 DQ .... 2 0.30 .25 FD .... 1 0.00 .13 HB •••• 1 0.00 .13 

DJ .... 1 0.00 .13 FG .... 1 0.00 .18 HL .... 1 0.00 .18 
CO .... 41 1.61 .80 DY .... 1 0.00 .13 FM .... 1 0.00 .18 HP .... 1 0.00 .13 
CE .... 32 1. 51 .76 FP .... 1 0.00 .13 HQ .... 1 0.00 .13 
CA .... 20 1.30 .67 EN .... 111 2.05 .99 FW .... 1 0.00 .13 HW .... 1 0.00 .13 
CH .... 14 1.15 .61 ER ___ 87 1.94 .94 FY .... 1 0.00 .13 HY .... 1 0.00 .13 

I For arrangement alphabetically first under initial letters and then under final letters, see Table 6-A. 
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TAnt.m 8, Contd.-The 428 tliffcrent digrapltB oltrrible 6-A, arranged first alphabetically according 
to tltcir initial letters and tltcn accordi1t0 to tltcir absolute frequencies under ea.ch initial letter,I 
accompanit!d b'l/ tlttJ lonm·itltms of t1tdr rUJsionetl vrobabiliiias 

Jr L!l(ll') ~ I!' IJ11U, (~~2.--. ~~ L!e(l~) ~ .. ~L li' L11tb') IJ!. - - = ~- - ~ 
__ _, ___ 
~ 

IN .•.• 76 1.88 .02 LO •••• 13 1.11 .69 NO ..•. 52 1.12 .85 OVm••• '1 0.86 .48 
Io ...• 41 1.01 .80 LY •••• 10 1.00 .55 NI •••• 80 1.48 .75 00 •••• 0 0.78 .45 
IS .••• Su 1.64 .78 LD •••• 9 o.9o. .58 ~G .... 27 1.48 .73 OI •••• 5 0.70 .42 
IR .••• 27 1.48 • 78 LT .••. 8 0.90 .51 NA .... 2B 1.41 .72 OB .••• 4 0.60 .88 
IT .... 27 1.49 . 73 LS •.•• B 0.78 .45 NS .... 24 1.88 .71 om .••• 3 0.4.8 .88 
IV •••• 25 1.40 .72 LB .... a 0.4B .sa NC .... 19 1.28 .97 OH •••• a 0.4S .88 
IL .••• 28 1.36 .70 LC ...• a 0.48 .38 NO •••• 18 1.26 .GO OG •••• 2 0.80 .25 
IC .... 22 1.84 .09 LF •••• 8 0.48 .88 NF .... 9 0.95 .53 OK •••• 2 0.80 .25 
IG .••• 10 1.28 .07 LP •••• a o.48 .aa NN •••• 8 0.90 .51 OY •••• 2 0.30 .26 
IX ..•. 16 1.18 . 62 LM •••• 2 0.80 .25 NU .... '7 0.85 .48 OJ •••• 1 o.oo .18 
IE •••• 18 1.11 .GO LR •••• 2 0.30 .25 NL ..•• 5 0.70 .42 OX .... 1 o.oo .18 
IF .••• 10 1.00 ,55 LU •••• 2 0.30 .215 NM ...• 5 0.'70 .42 
IM •••• 0 0.95 • 58 LV •••• ~ 0.30 .25 NY •••. 5 0.70 .42 PilL •• 23 1.80 .70 :J:A .••• 8 0.00 .51 LW ..... 2 .Q.30 .25 NH. ••. 4 O.GO .88 PIL .• 18 1.2G .OB IP .... 7 O.BG .48 LCL •• 1 0.00 .13 NR .•.• 4 0.00 .38 t'O .••• 17 1.28 .04 ID •••• G 0.78 .4G LH .••• 1 o.oo .13 .NP .... a 0.48 .89 
:UL .. 2 o.ao .2G LN •••• 1 o.oo .18 NV .... · 3 0.48 .88 PA .... 14 1.1G .01 
lK .... 2 0.30 .26 NW .... a o.48 .aa PL .•.• 13 1.11 .110 
:rz .... 2 0.30 I SUi MA •••• 39 1. GO .78 NB .••• 2 0.30 .26 PP •••• 11 1.04 .GO 

MI!L •• SHJ 1.41 .72 NIL __ 2 0.80 .ao P'l' •••• 8 o.oo .u 
JilL •• a o.no ,Q8 MM ..•• 13 1.11 ,!H) NJ ..•• 1 o.oo .18 Pt .••• 0 0.78 .4G 
JO .•.• Ia 0.30 .~au MO .... 10 1.00 .OG NQ ..•• 1 o.oo .13 f:IS •••• G 0.7~ .4/S 

PM .••• 4 0. (}() .118 JU •••• Ia 0.9() .2lJ MI •••• 0 O.Ot; .G8 filL •• o o.4.n .aa JA ..•• 1 0.00 .19 MP ____ B 0.00 • 51 flU __ • o o.4a .an MIL __ 0 O.'fB .411 ON ____ 77 1. 8!) .n~ 
KIL .. G 0.78 .45 MS ____ 4 O.GO .38 Ott. __ G4 1.81 .89 

Pl( ___ 2 o.ao .25 
KI. ___ 2 0.30 .25 MC ____ 3 0.48 .33 au ____ 37 1.57 .79 

PB ____ 1 0.00 .13 

KA .... 1 0.00 .13 MR ____ 2 0.30 .25 OF ____ 25 1.40 .72 
PC ____ 1 0.00 .13 

KC ..•• 1 0.00 .13 MT ____ 2 0.30 .25 OM ____ 25 1.40 .72 
PD ____ 1 0.00 .13 

KL .... 1 0.00 .13 MU ____ 2 0.30 .25 OP ____ 25 1.4.0 .72 
PN ____ 1 0.00 .13 
PV .... 1 0.00 .13 KN .... 1 0.00 .13 MY ___ 2 0.30 .25 OL ____ 19 1.28 .67 
P\'L .. l I I) • ()Q .l3 

KS .•.• 1 0.00 .13 MD ____ 1 0.00 .13 OT ____ 19 1.28 .67 
MF ____ 1 0.00 .13 as ____ 14 1.15 .61 

py ____ 11 iJ. 00 .13 
LE. ___ 37 1. 57 .79 MH ____ 1 0.00 .13 OD .... 12 1.08 .58 

I 

QU___ 1511. 18 LA .... 28 1.4.5 . 7t1 oc ____ 8 0.90 .51 .G2 
LL ___ 27 1.43 .73 NT ____ 82 1. 91 .93 ow ____ 8 0.90 .51 QM ____ 1,0.00 .13 
LL ... 20 1.30 .67 NE ____ 57 1. 76 .87 OA .... 7 0.85 .48 QR ____ 1_ 0.001.13 

1 I~or ammgl'mcnt alphabcticaJiy first under initial letlcrs and thr>n und!!r final h:ttc:n·, f!ce T~.Llt' Ei-A. 
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TABLE 8, Cmlcluded.-The. 4!28 di:ffer~t d~~aihs of Table 6-A, arranged first a~phabeticalty accord­

ing to their initial letters and then accofding to their absolute frequencies under each initial letter, 1 

accompanied by the logarithms of their g;ssigned 'Probabilities ... .. . 
F L~a(F) !:!!" F LJo(F) ~ F L!o(F) Lm F Llo(F) {2m (ZF) - (2F) 

RE---- 98 1.99 .96 SR ____ 5 0.70 .42 us ____ 12 1.08 .58 XI---- 2 0.30 .25 
RT ____ 42 1.62 .81 SN ___ 4 0.60 .38 UT ___ 12 1.08 .58 XP ___ 2 0.30 .25 
RA ____ 39 1.69 .80 sw ____ 4 0.60 .88 UE ____ 11 1.04 .56 xo ___ 1 0.00 .13 
RS ____ 31 1.49 .75 SB ____ 3 0.48 .33 UG ____ 8 0.90 .51 XE---- 1 0.00 .13 
RL .• 30 1.48 .75 SM ____ 3 0.48 .33 UL ____ 6 0.78 .45 XF •••• 1 0.00 .13 
RQ ____ 28 1.45 .74 SG ____ 2 0.30 .25 UA ___ 5 0.70 .42 XH ____ 1 0.00 .13 
RD •••• 17 1.23 .64 SL ____ 2 0.30 .25 UI_ ___ 5 0.70 .42 XN ____ 1 0.00 .13 
RP ____ 13 1.11 .59 SK ____ 1 0.00 .13 UM ____ 5 0.70 .42 xo ___ 1 0.00 .13 . 
RR •••• 11 1.04 .56 sv ____ 1 0.00 .13 UB ____ 3 0.48 .83 XR ___ 1 0.00 .13 
RC ____ 9 0.95 .53 sy ____ 1 0.00 .13 uc ____ 3 0.48 .83 xs ___ 1 o.oo .13 
RM ___ 9 0.95 .53 uo ____ 3 0.48 .33 
RY ____ 9 0.95 .53 TH ____ 78 1.89 .92 UP ____ 2 0.30 .25 YT ____ 15 1.18 .62 RG ____ 7 0.85 .48 TE ____ 71 1.85 .91 UF ____ 1 0.00 .18 YF ___ 11 1.04 .56 RN ____ 7 0.85 .48 TQ ___ 50 1.70 .84 uo ____ 1 0.00 .13 YS ___ 11 1.04 .56 
RF ____ 6 0.78 .45 TI_ ___ 45 1.65 .82 uv ____ 1 0.00 .18 yo _____ 10 1.00 .55 
RL ____ 5 0.70 .42 TY ____ 41 1.61 .80 YE ____ 9 0.95 .58 
RU. ___ 5 0.70 .42 TW ____ 36 1. 56 .78 VE ____ 57 1.76 .87 YA ____ 6 0.78 .45 RV ___ 5 0.70 .42 TA ____ 28 1.45 .74 VI_ ___ 12 1.08 .58 YN ____ 6 0.78 .45 RW ___ 4 0.60 .38 TS ____ 19 1.28 .67 VA ____ 6 0.78 .45 YC ____ 4 0.60 .38 RH ____ 3 0.48 .33 TT ____ 19 1.28 .67 vo ____ 1 0.00 .13 YO ___ 4 0.60 .38 
RB ____ 2 0.30 .25 TR ____ 17 1.23 .64 VT ____ 1 0.00 .18 YR ____ 4 0.60 .38 
RJ ____ 1 0.00 .13 TF ____ 7 0.85 .48 YI ___ 3 0.48 .83 RK ____ 1 0.00 .13 TN ____ 7 0.85 .48 VIE ____ 22 1.34 .69 yp ____ 3 0.48 .33 

TC ____ 6 0.78 .45 wo ____ 19 1.28 .67 YB ____ 2 0.80 .25 
ST ____ 68 1.80 .88 TO ____ 6 0.78 .45 WI ____ 18 1.11 .59 YL ____ 2 0.30 .25 
SE •••• _ 49 1.69 .84 ™---- 6 0.78 .45 WA ...... 12 1.08 .58 YM ____ 2 0.80 .25 sr_ ___ 34 1.53 .77 TL ____ 5 0.70 .42 WH ____ 4 0.60 .88 YG ____ 1 0.00 .18 
SH ___ 26 1.41 .72 TU ___ 5 0.70 .42 WN ____ 2 0.30 .25 YH ___ 1 0.00 .18 
SA ____ 24 1.38 .71 TB ____ 3 0.48 .33 WL ____ 1 0.00 .13 YU ___ 1 0.00 .13 ss ____ 19 1.28 .67 TP ___ 2 0.30 .25 WR ____ 1 0.00 .13 YW ____ 1 0.00 .18 so ___ 15 1.18 .62 TG ____ 1 0.00 .13 ws ____ 1 0.00 .13 
sc ____ 13 1.11 .59 TQ ____ 1 0.00 .13 WY ____ 1 0.00 .13 ZE ____ 2 0.30 .25 
SF ____ 12 1.08 .58 TZ ____ 1 0.00 .13 ZA ____ 1 0.00 .18 su ____ 11 1.04 .56 XT ____ 7 0.85 .48 ZI_ ___ 1 0.00 .13 
SP ____ 10 1.00 .55 UR ____ 31 1.49 .75 XA ____ 2 0.30 .25 5,000 so ____ 5 0.70 .42 UN ____ 21 1.32 .68 xc ____ 2 0.30 .25 

l For arrangement alphabetically first under initial letters and then under final letters, see Table 6-A. 
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TABLE' 9-'A.-The .428 ·different 'digraphs of Table 6...!A, 'ti,'tranged first alphabetically according to 
their final letters and then according to their absolute frequencies, accompanied by the logarith1'ns 
of their assigned probabilities 

F LII(F) (~~) F L1o(F) ci~i F L1o(F) ~~ F L..(F) cif..> 

RA .... a9 1. 59 .80 EC •••• a2 1. 51 .76 RE •••• 98 1.99 .96 GF •••• 2 o.ao .25 
MA •••• aG 1.56 .78 IC •••• 22 1.34 .69 TE ...• 71 1.85 .91 PF •••• 2 0.30 .25 
EA •••• a5 1.54 .78 NC ••.• 19 1.28 .67 NE .••• 57 1.76 .87 CF •..• 1 0.00 .13 
DA •••• 32 1.51 .76 AC •••• 14 1.15 .61 VE •••• 57 1.76 .87 MF ..•• 1 0.00 .13 
LA •••• 28 1.45 .74 SC .••• 13 1.11 .59 SIL .. 49 1. 69 .84 UF __ 1 0.00 .13 
TA •••• 28 1.45 .74 RC •••• 9 0.95 . 53 EE ••.. 42 1. 62 .81 XF •••• 1 0.00 .13 
NA •••• 26 1.41 .72 OC •••• 8 0.90 .51 LE .••• 37 1. 57 .79 
SA •••• 24 1.38 .71 TC •••• 6 0.78 .45 DE ..•• 33 1.52 .77 
CA •.•• 20 Lao .67 DC, .•• 4 0.60 .38 CE .••• 32 1.51 .76 NG ___ 27 1.43 .73 
HA •.•• 20 1.30 .67 YC •••• 4 0.60 .38 ME •••• 26 1.41 .72 IG •••• 19 1.28 .67 
PA .••• 14 1.15 .61 CC ..•• 3 0.48 .33 PE ••.• 23 1.36 .70 UG •••• 8 0.90 . 51 
WA .... 12 1.08 .58 HC .••• 3 0.48 .33 WE •••. 22 1.34 .69 RG ..•• 7 0.85 .48 
IA •••• 8 0.90 . 51 LC •.•• 3 0.48 .33 HE .••• 20 1.30 .67 AG ..•• 6 0.78 .45 
GA •••• 7 0.85 . 48 MC ••.• 3 0.48 .33 BE ..•• 18 1.26 .66 EG •••• 4 0.60 .38 
OA •••• 7 0.85 . 48 UC ..•• a 0.48 .33 GE .••• 14 1.15 .61 DG •••• 2 0.30 .25 
VA •••• 6 0.78 .45 FC •••• 2 0.30 .25 IE .••• 13 1.11 .59 OG •••. 2 0.30 .25 
YA •••• 6 0.78 .45 GC •••• 2 0.30 .25 UE •... 11 1.04 .56 SG •..• 2 0.30 .25 
FA •••• 6 0.70 .42 xc ___ 2 0.30 .25 FE ___ 10 1.00 .55 FG ••.• 1 0.00 .13 
UA •••• 5 0.70 .42 KC ••.• 1 0.00 .13 YE .••• 9 0.95 .53 GG •••• 1 0.00 .13 
BA •••• 4 0.60 .88 PC ___ 1 0.00 .13 KE ..•• 6 0.78 .45 LG •••• 1 0.00 .13 
AA •••• a 0.48 .a3 OE .•.• 3 0.48 .33 TG •••• 1 0.00 .13 
XA •••• 2 o.ao . 25 JE ••.. 2 0.30 .25 YG ••.. 1 0.00 .1a 
JA •••• 1 0.00 . 13 ED .••• 60 1.78 .88 ZE .••• 2 o.ao .25 
KA •••• 1 0.00 .13 NO .••• 52 1.72 .85 AE ••.. 1 0.00 .13 
ZA .••• 1 0.00 .13 AD •.•• 27 1.43 .73 XE ••.• 1 0.00 .13 

RD ••.. 17 1.23 .64 TH .•.• 78 1.89 .92 
AB •••• 6 0.78 .45 OD ..•• 12 1.08 .58 SH •••• 26 1.41 .72 
MB •••• 6 0.78 .45 LD ..•• 9 0.95 .53 GH •.•• 20 1.30 .67 
DB •••• 4 0.60 .38 DD •••• 8 0.90 .51 OF .••• 25 1.40 .72 CH ..•• 14 1.15 .61 
EB •••• 4 0.60 .38 ID •••• 6 0.78 .45 EF ••.• 18 1.26 .66 EH •••. 7 0.85 .48 
QB ___ 4 0.60 .38 TD •••• 6 0.78 .45 SF •••• 12 1.08 .58 NH ..•• 4 0.60 .as 
LB •••• 3 0.48 . 33 so ____ 5 0.70 .42 FF ••.• 11 1.04 .56 WH ...• 4 0.60 .38 
SB .••• 3 0.48 . 33 YD •••• 4 0.60 .38 YF •••• 11 1.04 .56 OH .... 3 0.48 .33 
TB •••• 3 0.·18 .33 UD •••• 3 0.48 .33 IF .••. 10 1.00 .55 PH .... 3 0.48 .33 
UB .... 3 0.48 .33 HD .••• 2 0.30 .25 NF •••• 9 0.95 .53 RH .... 3 0.4~ .33 
IB .... 2 0.30 . 25 CD ••.• 1 0.00 .13 OF .••• 8 0.90 .51 AH .... 2 0.30 .25 
NB •••• 2 0.30 .25 FD ••.• 1 0.00 .13 TF .... 7 0.85 .48 DH .... 2 0.30 .25 
RB .••• 2 0.30 .25 GD •.•• 1 0.00 .13 RF •• - 6 0.78 .45 LH .... 1 0.00 .13 
YB .••. 2 0.30 .25 MD •••. 1 0.00 .13 HF .••• 5 0.70 .42 MH ••.• 1 0.00 .13 
HB .... 1 0.00 .13 PD •.•• 1 0.00 .13 AF •••• 4 0.60 :as XH .... 1 0.00 .13 
PB .... 1 0.00 .13 XD ••.• 1 0.00 .13 LF .... 3 0.48 .33 YH .... 1 o.oo .13 
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RBS'f'RIC'i'BD 

TABLE 9-A, Contd.-Tlw 4~8 different digraphs of Table 6-A, arranged first alphabetically accord­
ing to their final letters and then according to their absnlut.J frequencies, accompanied by the 
logarithms of their assigned probabilities 

F Lm(F) Lm F L!o(F) ·~ F Lla(F) ~~ .. F Lto(F) lml 
(2F) 

~ - (2F) 

TI. ... 45 1.65 .82 LL .... 27 1.43 . 73 AN .... 64 1.81 .89 RP .... 13 1.11 .59 
FI. ... 39 1.59 .so IL .... 23 1.36 .70 UN ... - 21 1.32 .68 AP .... 12 1.08 .58 
SI. ... 34 1.53 .77 OL ___ 19 1.28 .67 NN .... 8 0.90 .51 PP .... 11 1.04 .56 
HI .... 33 1.52 .77 PL .... 13 1.11 . 5·9 RN .... 7 0.85 .4.8 SP .... 10 1. 00 .55 
NI .... 30 1.48 .75 BL .... 6 0.78 .45 TN .... 7 0.85 .48 MP .. - 8 0.90 .51 
RI .... 30 1.48 .75 UL .... 6 0.78 .46 YN .... 6 0.78 .45 IP .... 7 0.85 .48 
DI. ... 27 1.43 .73 CL .... 5 0.70 . 42 DN .... 4 0.60 .38 DP ___ 5 0.70 .42 
EI •.•• 27 1.43 .73 NL .... 5 0.70 .42 SN .... 4 0.60 .38 LP .... 3 0.48 .33 
LI. ... 20 1.30 .67 RL ___ 5 0.70 .42 GN ___ 8 0.48 .33 NP .... 3 0.48 .33 
AI ___ 17 1.23 .64 TL .... 5 0.70 .42 HN .... 3 0.48 .38 yp ____ 3 0.48 .33 
WI ____ 13 1.11 .59 DL .... 8 0.48 .33 WN •••• 2 0.30 .25 GP __ 2 0.30 .25 
VI .... 12 1.08 .58 FL .... 2 0.30 .25 CN .... 1 0.00 .13 TP .... 2 0.30 .25 
MI. ... 9 0.95 .53 GL ___ 2 0.30 .25 KN .... 1 0.00 .13 UP ___ 2 0.30 .25 
cr. ___ 7 0.85 .48 SL .... 2 0.30 .25 LN .... 1 0.00 .13 XP .... 2 0.30 .25 
PI .... 6 0.78 .45 YL .... 2 0.30 .25 PN .... 1 0.00 .13 FP .... 1 0.00 .13 
GI. ... 5 0.70 .42 HL ... : 1 0.00 .13 XN .... 1 0.00 .13 HP .... 1 0.00 .13 
OI __ 5 0.70 .42 KL .... 1 0.00 .13 EQ ..•• 12 1.08 .58 UI .... 5 0.70 .42 WL .... 1 0.00 .13 TO .... 50 1.70 .84 DQ ..•• 2 0.30 .25 YI .... 3 0.48 .33 co ____ 41 1.61 .80 HQ •••• 1 0.00 .13 BI ___ 2 0.30 . 25 
KI .... 2 0.30 .25 OM .. _ 25 1.40 .72 IO .... 41 1.61 .80 NQ ____ 1 0.00 .13 
XI .... 2 0.30 . 25 AM .... 14 1.1~ .61 FO .... 40 1.60 .80 TQ .••• 1 0.00 .18 
ZI .... 1 0.00 .13 EM .... 14 1.15 .61 RO .... 28 1.45 .74 ER. __ 87 1.94 .94 MM .... 18 1.11 .59 HO .... 20 1.80 .67 OR .... 64 1.81 .89 !M .... 9 0.95 .58 wo ____ 19 1.28 .67 AJ ____ 1 0.00 .13 RM ___ 9 0.95 .53 NO .... 18 1.26 .66 AR •••• 44 1.64 .82 
BJ .... 1 0.00 .13 ™-·-- 6 0.78 .45 PO .... 17 1.23 .64 UR .... 31 1.49 .75 
DJ .. _ 1 0.00 .13 DM .. _ 5 0.70 .42 DO .... 16 1.20 .63 IR .... 27 1.43 .78 
EJ .... 1 0.00 .13 NM .••• 5 0.70 .42 so .... 15 1.18 .62 PR .... 18 1.26 .66 
GJ __ 1 0.00 .13 UM .... 5 0.70 .42 LO .... 13 1.11 .59 HR ..•• 17 1.23 .64 
NJ .... 1 0.00 .13 PM .... 4 0.60 .38 EO .... 12 1.08 .58 TR .... 17 1.23 .64 
OJ .... 1 0.00 .13 SM .... 3 0.48 .33 MO .... 10 1.00 .55 DR .... 12 1.08 .58 
RJ ___ 1 0.00 .13 HM ___ 2 0.30 .25 YO .... 10 1.00 .55 RR •••• 11 1.04 .56 

FR .... 9 0.95 .53 LM .... 2 0.30 .25 GO .... 6 0.78 .45 GR .... 5 0.70 .42 
CK .... 4 0.60 .38 YM ___ 2 0.80 .25 oo ___ 6 0.78 .45 

SR •••• 5 0.70 .42 AlL .. 2 0.30 . 25 BM .... 1 0.00 .13 BO .... 4 0.60 .38 CR .... 4 0.60 .88 IK .... 2 0.30 . 25 CM .... 1 0.00 . 13 AO .... 2 0.30 . 25 
NR .... 4 0.60 .38 NK __ 2 0.30 . 25 FM .... 1 0.00 .13 JO .... 2 0.30 .25 
YR .... 4. 0.60 .38 

OIL .. 2 0.80 . 25 GM .... 1 0.00 . 13 uo .... 1 0.00 . 13 BR .... 2 0.30 .25 
RK .... 1 0.00 . 13 QM .... 1 0.00 . 13 vo .... 1 0.00 . 13 LR .... 2 0.30 .25 
SK .... 1 0.00 . 13 xo .... 1 0.00 .13 MR.,_ 2 0.30 .25 

EN ___ 11l 2.05 .99 QR ____ 1 0.00 .13 
AL .... 32 1.51 .76 ON .... 77 1.89 .92 OP .... 25 1.40 .72 WR •••• 1 0.00 .13 
EL .... 29 1.46 .74 IN .... 75 1. 88 .92 EP .... 20 1.30 .67 XR. ... 1 0.00 .13 
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TABLE S!-A, Concluded.-The 428 different digraphs of Table 6-A, arranged first alphabeticall1J1_. 

according to their final letters and tlum according to their absolute frequencies, accompanied by 
the logar·itllms of their assigned probabilities 

F LIO(F) (~ F L10(F) (~) F L1o(F) tslJ.i F LJo(F) tsJn 

ES .. _ 54 1.78 .86 OT .... 19 1.28 .67 . JU .... 2 0.30 .25 PW __ 1 0.00 .13 
AS .... 41 1.61 .80 TT ___ 19 1.28 .67 LU .... 2 0.30 .25 YW ___ 1 0.00 .13 
IS .... 35 1.54 .78 DT ___ 15 1.18 .62 MU ____ 2 0.30 .25 
RS .. _ 31 1.49 .75 YT .... 15 1.18 .62 YU ..•. 1 0.00 .13 IX .... 15 1.18 .62 NS .... 24 1.38 .71 CT .... 14 1.15 .61 EX .... 7 0.85 .48 SS .... 19 1.28 .67 UT .... 12 1.08 .58 IV .... 25 1.40 .72 
TS .... 19 1.28 .67 FT ____ 11 1.04 .56 EV .... 20 1.30 .67 

ox ____ 1 0.00 .13 

OS .... 14 1.15 ."61 LT .... 8 0.90 .51 AV .... I 7 0.85 .48 
os ___ 13 1.11 .59 PT •.•• 8 0.90 .51 ov .... 7 0.85 .48 TY .... 41 1.61 .80 
us ___ 12 1.08 .58 XT ____ 7 0.85 .48 RV .... 5 0.70 .42 AY .... 12 1.08 .58 
ys_ ___ 11 1.04 . 56 GT .... 4. 0.60 .38 DV .... 3 0.48 .33 LY .... 10 1.00 .55 
LS ____ 6 0.78 . 45 MT ____ 2 0.30 .25 NV .... 3 0.48 .33 RY .... 9 0.95 .63 
PS .... G 0.78 . 45 BT .... 1 0.00 .13 LV .... 2 0.30 .25 BY .... 7 0.85 .48 
HS __ 4 0.60 .38 VT ____ 1 0.00 . 18 PV .... 1 0.00 .13 NY ___ 5 0.70 .42 
MS .... 4 0.60 .38 SV .... 1 0.00 .13 EY .... 4 0.60 .38 
FS .... 3 0.48 .33 ou ____ 37 1.57 .79 uv .... 1 0.00 . 13 MY .... 2 0.30 .25 
as .... 3 0.48 .33 QU .... 15 1.18 .62 OY .... 2 0.30 .25 
BS .... 1 0.00 .13 AU .... 13 1.11 .59 TW .••• 36 1.66 .78 CY .... 1 0.00 .13 
cs ___ 1 0.00 .13 SU .... 11 1.04 .56 ow ...• 8 0.90 .51 DY .... 1 0.00 .13 
KS .... 1 0.00 .13 HU ..•• 8 0.90 .51 EW .... 7 0.85 .48 FY .. _ 1 0.00 .13 
ws ____ 1 0.00 .13 NU .... 7 0.85 .48 DW .... 4 0.60 .38 HY .. _ 1 0.00 .13 
xs .... 1 0.00 .18 DU ____ 5 0.70 .42 RW ___ 4 0.60 .38 py __ 1 0.00 .13 

RU ____ 5 0.70 .42 sw ___ 4 0.60 .38 sy ____ 1 0.00 .18 
NT .... 82 1.91 .93 TU ____ 5 0.70 .42 AW ____ 3 0.48 .33 WY ___ 1 0.00 .13 
ST ___ 63 1.80 .88 cu ____ 4 0.60 .38 NW .... 3 0.48 .33 
AT ___ 47 1.67 .83 EU .... 3 0.48 .33 LW ___ 2 0.30 .25 IZ .... 2 0.30 .25 RT ___ 42 1.62 .81 FU .... 3 0.48 .33 cw ____ 1 0.00 .13 
ET .... 37 1.57 .79 PU ____ 3 0.48 .33 FW .... 1 0.00 .13 EZ .••• 1 0.00 .13 

TZ .... 1 0.00 .13 HT .... 28 1.45 .74 BU .... 2 0.30 .25 GW ___ 1 0.00 .13 --
IT .... 27 1.48 .73 GU .... 2 0.30 .25 HW ___ 1 0.00 .13 5,000 
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TAnLE 9-B.-Thc 18 digraphs composing 25% of the 5,000 digraphs of Table 6-A, accompanied by 
the logarithms of their assigned probabilities, arranged alphabetically according to their final letters 

(1) AND ACCORDING TO THEIR INITIAL 
LETTERS 

F Lla(F) ~ F Lm(F) ~ 
ED ____ 60 1.78 .88 IN ____ 75 1.88 .92 
ND ____ 52 1.72 .85 ON ____ 77 1.89 .92 

NE __ 57 1.76 .87 
TO ____ 50 1.70 .84 

RE ____ 98 1.99 .96 ER ____ 87 SE ____ 49 1.69 .84 1.94 .94 
TE ____ 71 1.85 .91 

OR ____ 64 1.81 .89 
VE ____ 57 1.76 .87 ES ____ 54 1.73 .86 

TH ____ 78 1.89 .92 NT ____ 82 1. 91 .93 
ST ____ 63 1.80 .88 

AN ____ 64 1.81 .89 1,249 
EN •.•• 111 2.05 .99 

(2) AND ACCORDING TO THEIR ABSOLUTE 
FREQUENCIES 

F LID (F) <Wi F L.o(F) {2J) 

ED ____ 60 1.78 .88 IN ____ 75 1.88 .92 
NO ____ 52 1.72 .85 AN---- 64 1.81 .89 

RE. ___ 98 1.99 .96 TO •••• 50 1.70 .84 
TE ___ 71 1.85 .91 ER ____ 87 1.94 .94 NE ____ 57 1.76 .87 
VE •••• 57 1.76 .87 

OR ____ 64 1.81 .89 
SE ____ 49 1.69 .84 ES ___ 54 1.73 .86 

TH ___ 78 1.89 .92 NT ____ 82 1. 91 . 93 
ST ____ 63 1.80 .88 

EN ___ 111 2.05 .99 --
1,249 

ON ____ 77 1.89 .92 

TABLE 9-C.-Tke 59 digraphs composing 50% of tke 5,000 digraphs of Table 6-A, accompanied by 
the logarithms of their assigned probabilities, arranged alphabetically according to their final letters 

(1) AND ACCORDING TO THEIR INITIAL LETTERS 

F Llo(F) ~\ F Lm(F) L22c F Lm(F) ~ F Lm(F) Lut 
(2F) (2F) 

DA ____ 32 1. 51 .76 NE ____ 57 1.76 .87 AN ____ 64 1.81 .89 AS ..•• 41 1.61 .80 
EA •••• 35 1.54 .78 RE---- 98 1.99 .96 EN •••• 111 2.05 .99 ES__ 54 1.73 .86 
LA ____ 28 1.45 .74 SEL •• 49 1.69 .84 IN ____ 75 1.88 .92 IS ___ 35 1.54 .78 
MA ____ 36 1. 56 .78 TE ___ 71 1. 85 . 91 ON ___ 77 1.89 .92 RS ____ 31 1.49 .75 
RA ____ 39 1.59 .80 VE ___ 57 1.76 .87 
TA ••• : 28 1.45 .74 AT ___ 47 1.67 .83 

TH ___ 78 1.89 .92 co ____ 41 1.61 .80 ET •••• 37 1.57 .79 
FO ____ 40 1.60 .80 

HT ___ 28 1.45 .74 EC ___ 32 1.51 .76 NT ____ 82 1.91 .93 
FI •••• 39 1.59 .80 IO ___ 41 1.61 .80 RT •••• 42 1.62 .81 
HI_ ___ 33 1.52 .77 RO ___ 28 1.46 .74 ST ____ 63 1.80 .88 ED ____ 60 1.78 .88 NI ___ 30 1.48 .75 To ____ 50 1.70 .84 

No ____ 52 1.72 .85 RI. ••• 30 1.48 .75 ou ___ 37 1.67 .79 SI. ___ 34 1.53 .77 
CE ____ 32 1.51 .76 TI. __ 45 1.65 .82 AR ____ 44 1.64 .82 TW ____ 36 1. 56 .78 
om ____ 3tJ 1.52 .77 ER •••• 87 1.94 • 94 
EE ___ 42 1.62 • 81 AL ____ 32 1.51 .76 OR ____ 64 1.81 .89 TY ____ 41 1.61 .80 -LE ____ 37 1.57 .79 EL ___ 29 1.46 .74 UR ____ 31 1.49 .75 2,495 
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TABLE 9-C, Concluded.-The 58 digraphs cmnposing 50% of the 5,000 digraphs of Table 6-A, 
accompanied by the logarithms of their assigned probabilities, arranged aZpkabeticalZy according to 
their final letters 

(2) AND ACCORDING TO THEIR ABSOLUTE FREQUENCIES 

F X... (F) Lm F LIO(F) L"' F L10(F) X...oc F L10(F) Lm 
(2F) (2F) ~ ~ 

RA •••. 39 1.59 .80 ElL .. 42 1.62 .81 EN ...• 111 2.05 .99 ES ..•• 54 1. 73 .86 
MA •••• 36 1.56 .78 LE .•.. 37 1. 57 .79 ON .... 77 1.89 .92 AS ___ 41 1.61 .80 
EA •••• 35 1.54 .78 DE .••• 33 1.52 .77 IN ___ 75 1.88 .92 IS .••. 35 1.54 .78 
DA .••. 32 1.51 .76 CE .••. 32 1.51 .76 AN .•.• 64 1.81 .89 RS ..•• 31 1.49 .75 
LA.... 28 1.45 .74 
TA .... 28 1.45 .74 TH.... 78 1.89 .92 NT .... 82 1.91 .98 

TO.... 50 1.70 .84 ST___ 63 1.80 .88 
EC___ 32 1.51 .76 CO.... 41 1. 61 .80 AT_ .. 47 1.67 .83 

TI.... 45 1. 65 .82 IO.... 41 1.61 .80 RT .... 42 1.62 .81 
ED.... 60 1.78 .88 FI. ... 39 1. 59 .80 FO .... 40 1. 60 .80 ET .... 37 1.57 .79 
NO .... 52 1.72 .85 SI.... 34 1.53 .77 RO.... 28 1.45 .74 HT .. - 28 1.45 .74 

HI.... 33 1. 52 .77 

RE.... 98 1.99 .96 NI.... 30 1.48 .75 ou.... 37 1.57 .79 

TE.... 71 1.85 .91 RI.... 30 1.48 .75 ER .... 87 1.94 .94 TW___ 36 1.56 .78 
NEL .. 67 1.76 .87 OR.... 64 1.81 .89 
VE .... 57 1.76 .87 AL.... 32 1.51 .76 AR.... 44 1. 64 .82 TY ••.• 41 1.61 .80 
SE .••• 49 1.69 .84 EL .... 29 1.46 .74 UR •••• 31 1.49 .76 2,495 

TABLE 9-D.-Tke 1~~ digraphs composing 75% of the 5,000 digraphs of Table 6-A, accompanied by 
the logarithm.s of their assigned probabilities, arranged alphabetically according to their final letters 

(1) AND ACCORDING TO THEIR INITIAL LETTERS 

F L•(F) Lm J1' L10(F) r- F LIO(F) r... .. F Lt~(F) Lou 
(2F) (2F) (2F) (2F) 

CA .... 20 1.30 .67 ND ...• 52 1.72 .85 EF •••• 18 1.26 .66 SI ..•• 34 1.63 .77 
DA .••• 32 1.51 .76 RD •... 17 1.23 .64 OF ___ 25 1.40 .72- TI. ... 45 1.65 .82 
EA .... 35 1.54 .78 BE .... 18 1.26 .66 
HA •••. 20 1.30 .67 CE ...• 32 1.51 .76 

IG ___ 19 1.28 .67 AL .•.• 32 1.51 .76 
LA •..• 28 1.45 .74 DE .... 33 1.52 .77 

NG ..•• 27 1.43 .73 EL.~-- 29 1.46 . 74 
MA ...• 36 1. 66 .78 EE .... 42 1. 62 .81 CH ..•. 14 1.15 .61 IL ..•. 23 1.36 .70 
NA ...• 26 1.41 .72 GE .... 14 1.15 .61 GH. ••• 20 1.30 .67 LL .••. 27 1. 113 .73 
PA ...• 14 1.15 .61 

HE ..•• 20 1.30 .67 SH ••.• 26 1.41 .72 OL ...• 19 1.28 .67 
RA .... 39 1.59 .80 
SA .•.• 2·1 1.88 .71 IE .... 13 1.11 .59 TH .••• 78 1.89 .92 

LE ...• 37 1. 57 .79 AM .... 14 1.15 .61 
TA .••• 28 1.45 .74 ME .... 26 1.41 .72 AI. ... 17 1.23 .64 EM ____ 14 1.15 .61 

AC .... 14 1.15 .61 NE .... 57 1. 76 .87 DI. .•. 27 1.43 .73 OM ..•• 25 1.40 .72 

EC ..•• 32 1. 51 .7G PE .... 23 1.36 .70 EI. ... 27 1.43 .78 

IC .••• 22 1. 3-1 .69 RE .... 98 1.99 .96 FI. •.. 39 1.59 .80 AN .... 64 1.81 .89 
NC .... 19 1.28 .67 SE .... 49 1.69 .84 HI. ... 33 1.52 .77 EN .... 111 2.05 .99 

TE .•.. 71 1.85 .91 LI. ... 20 1.30 .67 IN .... 75 1. 88 .92 
AD ..•• 27 1.43 .73 VE .••• 57 1. 76,.87 NI ____ 30 1.48 .75 ON ...• 77 1.89 .92 
ED .... 60 l. 78 .88 WE •••• 22 1. 34 • 69 RI ...• 30 1.48 .75 UN .••• 21 1.32 .68 

2-26 

RESTRIO'f'ED 



REF ID:A56895 
RBS 'f'HfC'f:ED 

TABLE 9·-D, Contd.-T/le 12~ diaraplu; compo~n'ng 7'5% of the 5,000 digraphs of Table 6-A, ac­
companied by the loaarithms of their assigned probabilities, arranged alphabetically according to 
their final letters 

(1) AND ACCORDING TO THEIR INITIAL LETTERs-Concluded 

F Lto(F) 
-}.,,. 

F LII(J;') (~ F LII(F) Lm F LIO(F) <W.) - ~ ---- ~ 

co .... 41 1.61 .80 .AR ____ 44 1.64 .82 RS .... 31 1.49 .75 TT ...• 19 1.28 .67 
DO .... 16 1. 20 .63 ER ... 87 1. 94 .94 SS .... 19 1.28 .67 YT .... 15 1.18 .62 
FO .... 40 1.60 .80 HR ____ 17 1.23 .64 TS .... 19 1.28 .67 

1.11 .59 HO ____ 20 1.30 .67 IR ____ 27 1.43 .73 AU .... 13 
IO .... 41 1.61 .80 OR .... 64 1.81 .89 ou .... 37 1.57 .79 
LO. ___ 13 1.11 .59 PR ____ 18 1.26 .66 AT .... 47 1.67 .83 

QU ____ 15 1.18 .62 
NO .... 18 1. 26 .66 TR_ ___ 17 1.23 .64 CT ____ 14 1.15 . 61 EV ____ 20 1.30 .67 PO .... 17 1.23 .64 UR .... 31 1.49 .75 DT ____ 15 1.18 .62 IV .... 25 1.40 .72 RO .... 28 1.45 .74 ET .... 37 1. 57 .79 so ____ 15 1.18 .62 AS .... 41 1.61 .80 HT .... 28 1.45 .74 TW ...• 36 1. 56 .78 TO ____ 50 1.70 .84 DS. ... 13 1.11 .59 IT ____ 27 1.43 .73 
wo ..•. 19 1.28 .67 ES ____ 64 1.73 .86 NT .... 82 1. 91 .93 IX .... 15 1.18 .62 

IS ____ 36 1.54 .78 OT ____ 19 1.28 .67 TY .••• 41 1. 61 .80 EP ____ 20 1.30 .67 NS .... 24 1.38 .71 RT ___ 42 1.62 .81 --
OP .... 25 1.40 .72 as ____ 14 1.15 .61 ST ____ 63 1.80 .88 3,745 

(2) AND ACCORDING TO TJJ;EIR ABSOLUT!Jl F~EQUENCIES 

F L..(F) ~i F X..o(F) Lm F L10(F) Lm F L,.(F) tzr; (2F) (2F) 

RA ...• 3~ 1.59 .80 RE .... 98 1.99 .96 TH .... 78 1.89 .92 OM ___ 25 1.40 .72 
MA .... 36 1. 56 .78 TE ____ 71 1.85 .91 SH ____ 26 1.41 .72 AM ____ 14 1.15 .61 
EA. __ 35 1.54 .78 NE .... 57 1.76 .87 GH ____ 20 1.30 .67 EM ____ 14 1.15 .61 
DA ____ 32 1.51 . 76 . VE ____ 57 1.76 .87 CH .... 14 1.15 .61 
LA .... 28 1.45 .74 SE .... 49 1. 69 .84 EN .... 111 2.05 .99 
TA ____ 28 1.45 .74 EE ____ 42 1. 62 .81 TI ____ 45 1. 65 .82 ON .... 77 1.89 .92 
NA ____ 26 1.41 .72 LE .... 37 1. 57 .79 FI_ ___ 39 1. 59 .80 

IN ____ 75 1.88 .92 
SA ___ 24 1.38 .71 DE ____ 33 1. 52 .77 SI_ ___ 34 1.53 .77 

AN ____ 64 1.81 .89 
CA ____ 20 1.30 .67 CE .... 32 1. 51 .76 HI. ... 33 1.52 .77 

UN ____ 21 1.32 .68 
HA. ___ 20 1.30 .67 ME ____ 26 1.41 .72 NL ... 30 1.48 .75 PA .... 14 1.15 .61 PE .... 23 1.36 .70 RI. ... 30 1.48 .75 TO .... 50 1.70 .84 

WE .... 22 1.34 .69 DL ... 27 1.43 .73 
co ____ 41 1.61 .80 

EC ____ 32 1.51 :76 
HE. ___ 20 1. 30 .67 EI. ... 27 1.43 .73 

IO ____ 41 1. 61 .80 
IC .... 22 1.34 .69 BE .... 18 1.26 .66 LI ___ 20 1.30 .67 

FO ____ 40 1.60 .80 
NC .... 19 1.28 .67 GE .... 14 1.15 .61 

AI. ... 17 1.23 .64 
RO ____ 28 1.45 .74 

IE ...• 13 1.11 .59 HO ____ 20 1.30 .67 AC ____ 14 1.15 .61 wo ____ 19 1.28 .67 
OF ____ 25 1.40 .72 AL .... 32 1.51 .76 NO .... 18 1.26 .66 

ED ___ 60 t1.78 .88 EF .... 18 1.26 .66 EL ____ 29 1.46 .74 PO ____ 17 1.23 .64 
ND .... 52 1.72 .85 LL ____ 27 1.43 .73 DO ____ 16 1.20 .63 
AD .... 27 1.43 .73 NG .... 27 1. 43 • 73 IL ____ 23 1. 36 .70 so ____ 15 1.18 .62 
RD ____ 17 1.23 '.64 IG ___ 19 1.28 .67 OL ____ 19 1.28 . 67 LO .. _ 13 1.11 .59 

I 
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TABLE 9-D, Concluded.-The 122 digraphs composing '15% of the 5,000 digraphs of Table 6-A, 
acco?npanied by the logarithms of their assigned probabilities, arranged alplwbetically according to 
tlzeir final letters 

(2) AND ACCORDING TO THEIR ABSOLUTE FREQUENCIES -Concluded 

p La (F) ~) F L1a(F) ~) F Lu(F) ~- F La (F) (2m 

OP .... 25 1.40 .72 ES .... 54 1.73 .86 NT .... 82 1.91 .98 ou ____ 87 1.57 .79 
EP .... 20 1.30 .67 AS .... 41 1.61 .80 ST .... 63 1.80 .88 QU .... 15 1.18 .62 

IS .... 35 1. 54 .78 AT .... 47 1.67 .83 AU ___ 13 1.11 .59 
RS ___ 31 1.49 .75 RT .... 42 1.62 .81 IV .... 25 1.40 .72 ER ___ 87 1.94 .94 NS .... 24 1.38 .71 ET .... 37 1.57 .79 

OR .... 64 1.81 .89 SS .... 19 1.28 .67 HT .... 28 1.45 .74 
EV __ 20 1.30 .67 

AR .. - 44 1.64 .82 TS .... 19 1.28 .67 IT .... 27 1.43 .73 TW ___ 36 1.56 .78 
UR .... 81 1.49 .76 OS .... 14. 1.15 .61 OT .... 19 1.28 .67 IX .... 16 1.18 .62 IR .... 27 1.48 .78 OS .... 13 1.11 .59 TT .... 19 1.28 .67 
PR .... 18 1.26 .66 OT .... 15 1.18 .62 TY .... 41 1.61 .80 
HR .... 17 1.23 .64 YT .... 15 1.18 .62 3,746 TR ___ 17 1.23 .64 CT .... 14 1.15 .61 

TABLE 9-E.-All the J,.flB different digraphs of Table 6-A, arranged alphabetically first according to 
their final letters and then according to their initia' letters 

(SEE TABLE 6-A.-READ DOWN THE COLUMNS) 

TABLE 10-A.-The 56 trigraphs appearing 100 or more times in the 50,000 letters of Governmental, 
plain-te:.ct telegrams, arranged according to their absolute frequencies, accompanied by the loga­
rithms of their assigned probabilities 

F Lie (F) ~~n F Lu(F) c~m F Lle(F) !2m 
ENT --------- 569 2.76 .99 TOP--------- 174 2.24 .82 EIQ _________ 135 2.13 .79 
ION ______ 260 2.41 .88 NTH _________ 171 2.28 .82 FIV -------- 135 2.13 .79 
AND __________ 228 2.86 .86 TWE .......... 170 2.28 .82 MEN ________ 181 2.12 .78 
ING .......... 226 2.35 .86 TWO .......... 163 2.21 .81 SEV -----·---- 131 2.12 .78 
IVE .. ------- 225 2.85 . 86 ATI .......... 160 2.20 .81 ERS .......... 126 2.10 .78 
TIO .......... 221 2.34 .85 THR. ________ 158 2.20 .81 UNO __________ 125 2.10 .78 
FOR .......... 218 2.34 .85 NTY --------- 157 2.20 .81 NET----······ 118 2.07 .77 
OUR ........ - 211 2.32 .85 HRE ...••••••• 158 2.18 .80 PER .......... llli 2. (l(j .76 
THI.-------· 211 2.32 .85 WEN _________ 153 2.18 .80 STA .......... llG 2.U6 .76 
ONE ________ 210 2.32 .85 FOU ··-------- 152 2.18 .80 TER .......... 111i 12. f)f; .76 
NIN .......... 207 2.82 .85 ORT ---------- 146 2.16 .80 EQU __________ 111 2.06 .76 
STO _________ 202 2.31 .84 REE .......... 146 2.16 . 80 RED .......... 113 2.05 .76 
EEN ---------- 196 2.29 . 84 SIX __________ 146 2.16 .80 TED .......... 112 2.05 .76 
GHT --------- 196 2.29 . 84 ASH .......... 143 2.16 .80 ERI. ......... 109 2.04 .76 
INE .......... 192 2.28 .83 OAS ---------- 140 2.15 .79 HIR .......... 106 2.03 .75 
VEN .......... 190 2.28 .83 IGH __________ 140 2.15 .79 IRT ---------- 105 2.02 .76 
EVE .......... 177 2.26 .82 ERE .......... 188 2.14 .79 OER .......... 101 2.00 .74 
EST ... .,. ..... 176 2.25 . 82 COM .......... 186 2.13 .79 ORE .......... 100 2.00 .74 
TEE .......... 174 2.24 .82 ATE .......... 135 2.13 .79 
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TABLE 10--B.-71he 56 trigraphs appearing 100 or more times in the 50,000 letters of Governmental 
plain-text telegrams, arranged first alplzabetically according to their initial letters, and then 
according to their absolute frequencies, accompanied by the logarithms of their assigned probabilities 

F LJD(l!'} t2~) F L1o(F) Lm F Z..,(F) ~) (2F) 

AND---------- 228 2.36 .86 GHT -------·-- 196 2.29 .84 REE __________ 146 2.16 .80 AT! __________ 160 2.20 .81 RED. _________ 113 2.05 .76 ASH __________ 143 2.16 .80 HRE __________ 153 2.18 .80 
ATE .. ------- 135 2.13 .79 HIR __________ 106 2.03 .75 

STO --------·· 202 2.31 .84 

COM •.••••..•• 186 2.18 .79 ION .•........ 260 2.41 .88 
SIX ..•....••• 146 2.16 .80 
SEV ---------- 131 2.12 .78 

ING ---------- 226 2.35 .86 STA .....•...• 115 2.06 .76 
DAS .•..•...•• 140 2.15 .79 IVE _________ 225 2.35 .86 
DER .. ________ 101 2.00 .74 INE. _________ 192 2.28 .83 

TIO ...•...•.. 221 2.34 .85 ORE _________ 100 2.00 .74 .· 
IGH __________ 140 2.15 .79 THI. .•.•..•.. 211 2.32 .85 
IRT ---------- 105 2.02 .75 TEE ...•..•••. 174 2.24 .82 

ENT ----······ 569 2.76 .99 
EEN __________ 196 2.29 .84 MEN _________ 131 2.12 .78 TOP •...•...•• 174. 2.24 .82 
EVE .. _______ 177 2.25 .82 TWE .......•.. 170 2.23 .82 

EST-------··- 176 2.25 .82 NIN ..•.••.•.• 207 2.82 .85 TWO---·------ 163 2.21 .81 
ERE .......... 138 2.14 .79 NTH •..•..•.•• 171 2.23 .82 THR .••.•..•.. 158 2.20 .81 
EIG ...••....• 135 2.13 .79 NTY ---------- 157 2.20 .81 

TER __________ 115 2.06 .76 
ERS ......•..• 126 2.10 .78 NET---------- 118 2.07 .77 TED .••.. : ...• 112 2.05 .76 
EQU •.•...•..• 114 2.06 .76 
ERI. ......... 109 2.04 .76 OUR __________ 211 2.32 .85 UNO .......... 125 2.10 .78 

ONE. _________ 210 2.32 .85 
FOR __________ 218 2.34 .85 ORT ---------- 146 2.16 .80 VEN -------·-: 190 2.28 .83 
FOU .. _______ 152 2.18 .80 
FIV --------- 185 2.18 .79 PER _________ 115 2.06 .76 WEN _________ 153 2.18 .80 

TABLE 10-C.-The 56 trigraphs appearing 100 or more times in the 50,000 letters of Governmental 
plain-text telegrams, arranged first alphabetically according to their central letters, and then ac­
cording to their absolute frequencies, accompanlcd by the logarithms of their assigned probabilities 

F LJD(F) r.. .. F LJO(F) x..,. F Z...(F) LH& 
(2F) (2F) (2F) 

DAS ________ 140 2.15 .79 IGH .....••••• 140 2.15 .79 ENT --------- 569 2.76 .99 
EEN ..••.••..• 196 2.29 .84 

AND __________ 228 2.36 .86 

VEN --------- 190 2.28 .83 
ING __________ 226 2.35 .86 

TEE __________ 174 2.24 . 82 THI .......... 211 2.32 .85 
ONE __________ 210 2.32 .85 

WEN .......... 153 2.JR .80 GHT --------- 196 2.29 .84 
INE _________ 192 2.28 .88 

REE .. _______ 146 2.16 .80 THR .......... 158 2.20 .81 UND .......... 125 2.10 .78 
MEN .......... 131 2.12 .78 
SEV ---------· 181 2.12 .78 
NET---------- 118 2.07 .77 TIO .......... 221 2.34 .85 
PER .......... 115 2.06 .76 NIN _________ 207 2.32 .85 ION __________ 260 2.41 .88 
TER .......... 115 2.06 .76 SIX _________ 146 2.16 .80 FOR __________ 218 2.34 .85 
RED .......... 113 2.05 .76 EIG __________ 135 2.18 .79 TOP--------- 174 2.24 .82 
TED .......... 112 2.05 .76 FIV ---------- 135 2.18 .79 FOU -------·-- 152 2.18 .80 
DER __________ 101 2.00 .74 HIR __________ 106 2.03 .75 COM .......... 136 2.13 .79 
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. 
TABLm 10-C, Concluded.-The 56 trigraphs appearing 100 or more tirnes in the 60,000 letters of 

Governmental pl.ain-text telegrams, arranged first alphabetically according to their central letters, 
and then according to their absolute frequencies, accompanied by the logarithms of their assigned 
probabilities 

F L!o(F) ~ F LIO(F) tz1!.) F LIO(F) ~ 
EQU •••••.•.•• 114 2.06 .76 EST--------- 176 2.25 .82 OUR. .....•... 211 2.82 .85 

ASH .•••••...• 143 2.16 .80 
HRE .••......• 153 2.18 .80 
ORT --------- 146 2.16 .80 STO ...••....• 202 2.31 .84 IVE ••......•. 225 2.35 .86 
ERE .••....••• 188 2.14 .79 NTH ........•. 171 2.23 .82 EVE ......•.•• 177 2.25 .82 
ERS .....•.... 126 2.10 .78 ATI. ....•.... 160 2.20 .81 
ERI. ....•..•• 109 2.04 .76 NTY ....••...• 157 2.20 .81 
IRT --------- 106 2.02 .75 ATE .....••... 135 2.18 .79 TWE _________ 170 2.23 .82 
ORE ••..•••••. 100 2.00 .74 STA .....•.... 115 2.06 .76 TWO .•..••..•. 163 2.21 .81 

TABLE 10-D.-The 66 trigraphs appearing 100 or more times in the 60,000 letters of Governmental 
plain-text telegrams, arranged first alphabetically according to their final letters, and then according 
to their absolute frequencies, accompanied by the logarithms of their assigned probabilities 

F LII(F) ~ F L!o(F) {;;~ F Lw~F) ~~ 
STA ...•.••. _ 116 2.06 .76 THI. ••.. ---- 211 2.32 .85 TER ......•.•. 115 2.06 .76 

ATI .....•.... 160 2.20 .81 HIR .........• 106 2.03 .75 
AND _________ 228 2.36 .86 ERI .....•..•• 109 2.04 .76 DER .......... 101 2.00 .74 
UND ......•••• 125 2.10 .78 
RED .•....•• _ 113 2.05 .76 COM ..••.••... 136 2.13 .79 DAS. ••...•. - 140 2.15 .79 
TED ••.•...... 112 2.05 .76 ERS ........ - 1~6 2.10 .78 

IVE •••.•••••. 225 2.35 .86 ION •..•.•.... 260 2.41 .88 
569 ONE ••••••••.. 210 2.82 .85 NIN .....•.... 207 2.32 .85 ENT ---------- 2.76 .99 

INE •.•••.•... 192 2.28 .83 EEN .....•.... 196 2.29 .84 GHT ---------- 196 2.29 .84: 
EVE ••......•. 177 2.25 . 82 VEN .....•.... 190 2.28 .83 EST---------- 176 2.25 .82 
TEE .......•.• 174 2.24 .82 WEN _________ 153 2.18 .80 ORT .•...•...• 146 2.16 .80 
TWE ..•....... 170 2.23 .82 MEN .....•.... 131 2.12 .78 NET--------- 118 2.07 .77 
HRE .....••.•• 153 2.18 ·.80 IRT .•.•.....• 105 2.02 .75 
REE •••..••••• 14.6 2.16 .80 TIO _________ 221 2.84 .85 ERE _______ 138 2.14 .79 STO _________ 202 2.31 .84 FOU ---------- 15Z 2.18 .80 
ATE •..••••••• 135 2.13 .79 TWO _______ 163 2.21 .81 EQU •......... 114 2.06 .76 
ORE ..•..••••• 100 2.00 .74 

TOP ... ______ 174 2.24 .82 FIV -···----·· .13 5 2.18 .79 
ING •••••.••.• 226 2.35 .86 SEV ..•.....•• 131 2.12 .78 
EIG ..•....... 135 2.13 .79 

FOR.-------- 218 2.34 .85 
NTH ••••••.... 171 2.23 .82 OUR.-------- 211 2.32 .85 SIX ........•. 146 2.16 .80 
ASH ..•......• 143 2.16 .80 THR--------- 158 2.20 .81 
IGH ...•....•. 140 2.15 .79 PER--------- 115 2.06 .76 NTY .• ------ 157 2.20 .81 
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TABLE 1.1-A.-The 54 tetragraphs appearing 50 or more times in the 50,000 letters ofGovermncntaZ 
plan-text telegrams, arranged according to their 'absolute frequencies, accompanied by the logarithms 
of their assigned probabilities 

F Lra(F) ~, .. 
(ZF) F L10(F) ~~ F r ... w> tzu, 

TION........ 218 2.34 .99 THIR _______ 104 2.02 .87 ASHT -------- 64 1.81 .79 
EVEN........ 168 2.23 .95 E'E:NT -------- 102 2.01 .87 HUND ....•••. 64 1.81 .79 
TEEN _______ 163 2.21 .94 REQU .• ------ 98 1.99 .86 DRED •. ----- 63 1.80 .79 
ENTY........ 161 2.21 .94 HIRT .•••...• 97 1.99 .86 RIOD ....•..• 63 1.80 .79 
STOP------- 154 2.19 .93 COMM .•...... 93 1.97 .85 IVED .•....•. 62 1.79 .78 
WEN'r -------- 153 2.18 .93 QUES ....•... 87 1.94 .84 ENTS ...••.•. 62 1.79 .78 
NINE........ 153 2.18 .93 ' UEST -------- 87 1.94 .84 FFIC ..•..••• 62 1. 79 .78 
TWEN_______ 162 2.18 .93 EQUE. ••..•.• 86 1.93 .84 FROM .....•.. 59 1.77 .78 
THRE ...•.••. 149 2.17 .93 NDRE .•...•.. 77 1.89 .82 IRTY -------- 59 1. 77 .78 
FOUR........ 144 2.16 .92 OMMA .••..... 71 1.85 .81 RTEE •.••.• - 59 1.77 .78 
IGHT _______ 140 2.15 .92 LLAR ..••...• 71 1. 8.5 .81 UNDR _______ .59 1.77 .78 
FIVE .....•.• 135 2.13 .91 ' OLLA ......•. 70 1.85 .81 NAUG _______ 56 1. 75 .77 
HREE ......•. 134 2.13 .91 VENT-------- 70 1.85 .81 OURT -------- 56 1.75 ·77 
DASH........ 132 2.12 .91 DOLL ....•..• 68 1.83 .80 UGHT ------- 56 1. 75 .77 
EIGH........ 132 2.12 .91 LARS .•.....• 68 1.83 .80 STAT ••••..•. 54 1.7~ .76 
SEVE_______ 121 2.08 .89 THIS .......• 68 1.83 .80 AUGH ..•.•... 52 1.72 :~6 ENTH ........ 114 2.06 .89 PERI. .•...•• 67 1.83 .80 CENT-------- 52 1.72 

6 

MENT -------- 111 2.05 .88 ERIO _______ 66 1.82 .80 FICE ....•••. 50 1.70 .7 5 

TABLE 11-B.-The 51,. tetragraph.~ appearing 50 or more times in the 50,000 letters ofGovernmenlfll 
plain-text telegrams, arrq,nged first alphabetically according to their initial letters, and then '*­
cord~ng to their absolute frequencies, accompanied by the logarithms of their assigned probabilities -

F L1o(F) Lm F L10(F) x.. .. F L~a(F) Loti 
(2F) (2F) (2F) 

ASHT.::. ... - 64 1.81 .79 HREE .......• 134 2.13 .91 REQU •.••.••• 98 1.99 .8,6 
AUGH ..•..••. 52 1.72 .76 HIRT -------- 97 1.99 .86 RIOD _______ 63 1.80 .7-9 

COMM •.•..•.• 93 1.97 .85 HUND •.•••••. 64 1.81 .79 RTEE ..•..•.• 59 1.77 7
1
8 • I 

CENT ______ 52 1.72 .76 IGHT ....•.•• 140 2.15 .92 STOP-------- 154 
l 

2.19 .9~ 
DASH .•••.•.. 132 2.12 . 91 IVED .•.•.... 62 1.79 .78 SEVE _______ 121 2.08 .89 
DOLL ..•.•.•. 68 1.83 .80 IRTY ..•..••• 59 1.77 .78 STAT ......•• 54 1.73 .76 
DRED .••..•.• 63 1.80 .79 

71 1.85 LLAR ...•..•. .81 TION_______ 218 2.34 .99 EVEN _____ 168 2.23 .95 . LARS .•..•.•. 68 1.83 .80 TEEN ...•..•. 163 2.21 .94 
ENTY .•....•• 161 2.21 .94 
EIGH _______ 132 2.12 .91 MENT -------- 111 2.05 .88 TWEN........ 152 2.18 .93 
ENTJ-I _______ 114 2.06 .89 

THRE _______ 149 2.17 .93 
NINE .•.•..•• 153 2.18 .93 THIR •...•..• 104 2.02 .87 

EENT ------- 102 2.01 .87 NDRE ......•. 77 1.89 .82 THIS •.•••.•• 68 1.83 .80 EQUE ...•.... 86 1.93 .84 NAUG ...••.•• 56 1.75 .77 ERIO ______ 66 1.82 .80 
UEST -------- 87 1.94 .84 ENTS _______ 62 1. 79 .78 OMMA ..•••.•. 71 1.85 .81 UNDR ..••.••. 59 1.77 .78 

FOUR •.•..... 144 2.16 .92 OLLA •..•..•. 70 1.85 .81 UGHT -------- 56 1.75 .77 
FIVE........ 135 2.13 .91 OURT -------- 56 1.75 .77 
FFIC _______ 62 1.79 .78 PERI. ______ 67 1.83 .80 VENT------- 70 1.85 .81 
FROM ........ 69 1.77 .78 
FICE ..•.•.•• 50 1.70 .75 . QUES •..••..• 87 1.94 .84 WENT •..••..• 153 2.18 .93 
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TABLE 11-C.-The 51,. tctragraphs appearing 50 or more timesln the 50,000 letters of Governmental 
plain-text telegrams, arranged first alphabetically according to their second letters, and tJum ac-­
cording to their absolute frequencies, accompanied by the logarithms of their assigned probabilities 

p Llt(F) ~ li' L,.(F) l2ln li' L..(F) tzJn 
DASH ______ 132 2.12 • 91 TION _______ 218 2.34 .99 HREE ..•..•.• 184 2.18 .91 
LARS •••••.•• 68 1.83 .80 NINE ..•.•..• 153 2.18 .93 ERIO _______ 66 1.82 .80 
NAUG _______ 56 1.75 .77 FIVE ....•... 135 2.13 .91 DRED ........ 63 1.80 .79 

NDRE _______ 77 1.89 .82 
EIGH ........ 132 2.12 .91 FROM _______ 59 1.77 .78 
HIRT -------- 97 1.99 .86 IRTY .... :._ 59 1.77 .78 

TEEN ______ 163 2.21 .94 
RIOD ______ 63 1.80 .79 

WENT ______ 153 2.18 .93 FICE .•...... 50 1.70 .75 ASHT ....•..• 64 1.81 .79 
SEVE _______ 121 2.08 .89 
MENT -------- 111 2.05 .88 LLAR ....•..• 71 1.85 .81 STOP-------- 154 2.19 .93 
EENT ------- 102 2.01 . 87 OLLA .....••. 70 1.85 .81 RTEE _______ 59 1.77 .78 
REQU .••...•• 98 1.99 .86 STAT _______ 54 1.73 .76 
UEST ...•••.• 87 1.94 .84 OMMA ......•• 71 1.85 .81 

VENT------- 70 1.85 .81 QUES ........ 87 1.94 .84 PERI _______ 67 1.83 .80 ENTY ------- 161 2.21 . 94 
HUND .......• 64 1.81 .79 CENT ____ 52 1.72 .76 ENTH ........ 114 2.06 .89 
CURT------- 56 1.75 .77 ENTS ______ 62 1.79 .78 
AUGH ........ 62 1.72 .76 FFIC _______ 62 1.79 .78 UNDR .....•.. 59 1.77 .78 

IGHT ______ 140 2.15 .92 
FOUR .......• 144 2.16 .92 

EVEN _______ 168 2.23 .95 UGHT ______ 56 1.75 .77 
COMM ...•.•.. 93 1.97 .85 IVED ........ 62 1.79 .78 

THRE ........ 149 2.17 .93 DOLL ........ 68 1.83 .80 
THIR ______ 104 2.02 . 87 TWEN .....•.• 152 2.18 .93 
THIS _______ 68 1.83 .80 EQUE ...•...• 86 1.93 .84 

TABLB 11-D.-The 51,. tetragraphs appearing 50 or more times in the 50,000 letters of Governmental 
plain-text telegrams, arranged first alphabetically according to their third letters, and tl~en according 
to their absolute frequencies, accompanied by the logarithms of their assigned probabilities 

F L..(F) ~1) F L,.(F) ~ 11' Z..o(F) <Wl 
LLAR .••••••• 71 1.85 .81 EIGH........ 182 2.12 .91 COMM ........ 98 1.97 .85 
STAT _____ 54 1.73 • 76 AUGH •....... 52 1.72 .76 OMMA ________ 71 1.85 .81 

FICE •.•..•.• 50 1.70 .75 IGHT ------- 140 2.15 .92 WENT------- 153 2.18 .93 

ASHT -------- 64 1.81 .79 
NINE________ 153 2.18 .93 

UNDR. •...... 69 1.77 .78 MENT -------- 111 2.05 .88 
UGHT -------- 56 1.75 .77 

EVEN .•..•... 168 2.2$ .95 EEN~ ------- 102 2.01 .87 
TEEN _______ 168 2.21 .94 THIR _______ 104 2.02 .87 VENT------- 70 1.85 .81 

TWEN_______ 152 2.18 .93 THIS .....•.• 68 1.83 .80 
HUND ________ 64 1.81 .79 

HREE_______ 184 2.13 .91 ERIQ _______ 66 1,82 .80 CENT-------- 52 1.72 .76 

QUES .••..••• 87 1.94 .84 FFI C -------- 62 1.79 .78 TION ________ 218 2.34 .99 
DRED .......• 68 1.80 .79 STOP ........ 154 2.19 .93 
IVED .•.....• 62 1.79 .78 OLLA ________ 70 1.85 .81 RIOD ....••.• 68 1.80 .79 
RTEIL •.••.• 59 1.77 .78 DOLL .•..•.•• 68 1.83 .80 FROM ________ 59 1.77 .78 
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TABLE 11-D, Concluded.-The 5.ft. tetra.graphs appearing 50 or more times in the 50,000 letters of 
Governmental plain-text telegrams, arranged first alphabetically according to their third letters, and 
than according to their absolute frequencies, accompanied by the logarithms of their assigned 
probabiUties 

F Ln(F) Lm F Ln(F) Lut F LIG(F) ~) (2F) - (2F) 

REQU •••••.•. 98 1.99 .86 DASH........ 132 2.12 .91 FOUR .•••.••• 144 2.16 .92 
UEST .•.....• 87 1.94 .84 EQUE .••.••.• 86 1. 93 .84 

THREL. ..... 149 2.17 .93 NAUG •.•.•• - 56 1.75 .77 
HIRT ------- 97 1.99 .86 
NDRE ________ 77 1.89 .82 ENTY ________ 161 2.21 . 94 
LARS ________ 68 1.83 .80 ENTH ________ 114 2.06 .89 
PERI. _______ 67 1.88 .80 ENTS ..•....• 62 1.79 .78 FIVE ________ 185 2.13 . 91 
OURT -------- 56 1.75 .77 IRTY -------- 59 1.77 .78 SEVE ________ 121 2.08 .89 

TABLE 11-E.-The 51,. tetragraphs appearing 50 or more times in the 60,000 letters of Governmental 
plain-text telegrams, arranged first alphabetically according to their final letters, and then according 
to their absolute frequencies, accompanied by the logarithms of their assigned probabilities 

F L~a(F') ~J.) F Ln(F) 71~ F Lm(F) !-.r-c 
(2F) . 

OMMA ________ 71 1.85 .81 DASH ________ 132 2.12 .91 QUES ..••••.. 87 1.94 .84 
OLLA .•.•..•. 70 1.85 .81 EIGH ______ .132 2.12 .91 THIS •.•..•.• 68 1.83 .so 

ENTH ________ 114 2.06 .89 LARS ....•..• 68 1.83 .80 

FFIC ......•. 62 1.79 .78 
AUGH ________ 52 1.72 .76. ENTS ..•..... 62 1.79 .78 

PERL _______ 67 1.83 .80 
WENT------- 153 2.18 .93 

HUND ......•. 64 1.81 .79 
1.83 IGHT -------- 140 2.15 .92 

63 1.80 .79 DOLL .•..•..• 68 .80 DRED ..••.••. MENT -------- 111 2.05 .88 
RIOD ........ 63 1.80 .79 COMM ________ 93 1.97 .85 EENT ------- 102 2.01 .87 IVED ________ 62 1.79 .78 FROM ________ 59 1.77 .78 HIRT -------- 97 1.99 .86 

TION ________ 218 2.84 .99 UEST -------- 87 1.94 .84 
NINE ________ 153 2.18 .93 VENT-------- 70 1.85 .81 
THRE ________ 149 2".17 .93 EVEN-------- 168 2.23 .95 ASHT -------- 64 1.81 .79 
FIVE ...•.... 135 2.13 .91 

TEEN ________ 163 2.21 .94 OURT -------- 56 1.75 .77 
HREE ________ 184 2.1a .91 

TWEN ________ 152 2.18 .93 UGHT -------- 56 1.75 .77 
SEVE _______ 121 2.08 .89 ERI 0-------- 66 1.82 .80 STAT-------- 54 1.73 .76 
EQUE ________ 86 1.93 .84 CENT-------- 52 1.72 .76 
NORE _______ 77 1.89 .82 STOP-------- 154 2.19 .93 
RTEE ________ 59 1.77 .78 FOUR ________ 144 2.16 .92 REQU ------- 98 1.99 .86 FICE ________ 50 1.70 .75 THIR ________ 104 2.02 .87 

LLAR ________ 71 1.85 .81 ENTY -------- 161 2.21 .94 
NAUG ________ 56 1.75 .77 UNDR-------~: 59 1.77 .78 IRTY -------- 59 1.77 .78 

I 
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TABLE 12.-Average length of tcords and messages 

Number of Number of let.lers i11 Number o[ 
word times :&-letter letters 
~ 

word appears 

1 378 378 
2 973 1,946 
3 1,307 3,921 
4 1,635 6,540 
5 1,410 7,050 
6 1,143 6,858 
7 1,009 7,063 
8 717 5,736 
9 476 4,284 

10 274 2,740 
11 161 1,771 
12 86 1,032 
13 23 299 
14 23 322 
15 4 60 

9,619 50,000 

{1) Average length of words-------------------------------------------------------------- 5.2letters. 
(2) Average length of messages----------------------------------------------------------- 217 letters. 
(B) Modal (most frequent) length.-------------------------------------------------------- 105-114letters. 
(4) It is extremely unusual to find five consecutive letters without at least one vowel. 
(5) 'fhe average number of letters between vowels is two. 
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TABLE 13.-Ghcckerboard individual frcqurncics 1 

(Dns~1l on a count of 6,000 digraphs) 

B c D E 244 225 375 394 

G H I J K 125 98 198 271 

M N 0 p 229 199 188 350 

R s T u 148 162 258 427 

w X y z 42 12 34 91 

317 358 308 249 A B c D 

108 216 256 85 F G H I J 

14.0 152 435 269 L M N 0 

121 306 364 284 Q R s T 

29 21 147 43 v w X y 

197 

95 

251 

295 

97 

E 

K 

p 

u 
z 

1 The numbers in the C1 Ca squares represent the frequency of the individual con1ponents of the cipher digraph 
used to replace a given P1 P2 digraph in accordance with a digraphic checkerboard system where Px and Pa are the 
plain-text squares . 
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TABLEl 14.-Rclative logarithmic values of frequencies of English digraphs 
(Baaed on a counL or G,OOO dtgrapbs. To obtain logarithm to base 10 (Log 10) divide by 100) 

SECOND LETTER 

ABC DE F G HI JK L M N 0 P Q R STU V W X Y Z 

A 48 78 115 14S 00 60 78 30 123 00 30 151 115 181 30 108 * 164 161 167 111 85 48 * 108 * - - - - - - - - - - - - - - - - - - - - - - - - - -
B 60 * * * 126 * * * 30 00 * 78 00 * 60 * * 30 00 00 30 * * * 85 * - - - - - - - - - --- - - - - - - - - - - - - - -c 130 * 48 00 151 00 * 115 85 * 60 70 00 00 161 * * 60 00 115 60 * 00 * 00 * - - - - - - - - - - - - - - - - - - - - - - - - - 1-
D 151 60 60 90 152 90 30 30 143 00 * 4.8 70 60 120 70 30 108 111 118 70 48 60 * 00 * - - - - - - - - - - - - -- - - - - - - - - - - - - 1-
E 154 60 161 178 162 126 60 85 143 00 * 14.6 116 205 108 130 108 194 173 157 48 130 85 85 60 00 

- - - - ·-- - 1-- - - - - - - - - - - - - - - - - 1-
F 70 * 30 00 100 104 00 * 159 * * ao 00 * 160 00 * 95 48 104 48 * 00 * 00 * 1-- - - - - - - - - - - - - - - - - - - - - - - - - 1-
G 85 * so 00 115 30 00 130 70 00 * 30 00 48 78 30 * 70 48 60 30 * 00 * * * r-- - - - - - - - - - - - - - - - - - - - - - - - - -
H 130 00 48 30 130 70 "'' * 152 "' * 00 so 48 130 00 00 1~3 60 145 90 * 00 * 00 "' - - - - - - - - - - - - - - - - - - - - - - - - - -
I 90 so 135 78 111 100 128 * * * 30 136 95 188 161 85 * 143 154 143 * 140 * 118 * 30 

,-- - - - - - - - - - - - - - - - - - - - - - - - ,-
J 00 * * * 30 * * * * * * * * * 30 * * * * * 80 * * * * * - - - - - - - - - - - - - - - - - - - - - - - - - -
K 00 * 00 * 78 * * * 80 * * 00 * 00 * * * * 00 * * * * * * * -- - - - - - - - - - - - - - - - - - - - - - - - - -

! L 

M 

145 48 48 95 167 48 00 00 130 * * 143 so 00 111 48 * so 78 90 so 30 80 * 100 "' - - - - - - - - - - - - - - - - - - - - - - - - - -
156 78 48 00 141 00 * 00 95 * * * 111 * 100 90 * 30 60 30 30 * * * 30 * t-1 - 1- - - - - - - - - - - - - - - - - - - - - - - - -

E-1 N Ul 141 30 128 172 176 96 43 60 148 00 30 70 70 90 126 48 00 60 138 191 85 48 48 * 70 "' 
1!:1 

0 J:i:t 
- - - - - - - - - - - - - - - - - - - - - - - - - -

85 60 90 108 48 140 30 48 70 00 30 128 140 189 78 140 * 181 115 128 167 85 90 00 30 "' - - - - - - - - - - - - - - - - - - - - - - - - - -
p 115 00 00 00 136 30 * 48 78 * * 111 60 00 123 104 * 126 78 90 48 00 00 * 00 * - - - - - - - - - - - - - - - - - - - - - - - - - -
Q * * * * * * * * * * * * 00 * * * * 00 * * 118 * * * * 'I! 

- - - - - - - - - - - - ~ - - - - - - - - - - - - -
R 159 30 95 123 199 78 85 48 148 00 00 70 95 85 145 111 * 104 149 162 70 70 60 * 95 * - - - - - - 1-- - - - - - - - - 1-- - - - - - - - -s 138 48 111 70 169 108 30 142 153 * 00 30 48 60 118 100 * 70 128 180 104 00 60 * 00 * - - - - - - - - - - - 1-- - - - - - - - - - - - - -
T 145 48 78 78 185 85 00 189 165 * * 70 78 85 170 30 00 123 128 128 70 * 156 * 161 00 

- - - - - - - - - - - - - - - - - - - - - - - - - -u 70 48 48 48 104 00 90 * 70 "' * 78 70 132 00 30 * 149 108 108 * 00 * * * * - - - - - - - - - - - - - - - - - - - - - - - - - -v 78 * * * 176 * * * 108 * * * * * 00 * * * * 00 * * * * * * - - - - - - - - - - - - - - - - - - - - - - - - - 1-
w 108 * * * 134 * * 60 111 * * 00 * 30 128 * * 00 00 * * * * * 00 * -- - - - - - - - - - - - - - - - - - - - - - - - - 1-
X 30 * 30 00 00 00 * 00 30 * * * * 00 00 30 * 00 00 85 * * * * * * - - - - - - - - - - - - - - - - - - - - - - - - - 1-
y 

z 
78 30 GO GO 95 104 00 00 48 * * ~~~ 

78 100 48 * GO 104 118 00 * 00 * * * I ool·; -;- 1-

* so * * * 00 * * * * * * * * ~ * * * -~ * ~· * * 
*In computation!', assign a value of -100 as the log for these digraphs. These combinations do not usually 

occur in 5,000 digraphs. Do not assign "0" to these combinations as that is the logarithmic value for a fre­
quency of one, and these combinations have a frequency of less than one. 
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TAnLE 15.-Relative logarithmic values (Logo 222) of Jrcqucnr:ics of English digraphs* 
[Based nn a count or 6,000 digraphs] 

SECOND LETTER 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

.88 .45 .61 .78 .13 .88 .45 .25 .64 .18 .25 .76 .61 .89 .25 .58 0 .82 .80 .88 .59 .48 .88 0 .58 0 
- - - - - - - - - - - - - - - - - - - - - - - - - -
.38 0 0 0 .66 0 0 0 .25 .13 0 .45 .13 0 .38 0 0 .25 .13 .18 .25 0 0 0.48 0 
- - - - - - - --- - - - - - - - - - - - - - - - - 1-
.67 0 .33 .13 .76 .13 0 .61 .48 0 .38 .42 .13 .13 .80 0 0 .38 .18 .61 .88 0 .18 0 .18 0 
- - - - - - - - - - - - - - - - - - - - - - - - - l(j .76 .88 .88 .51 .77 .51 .25 .25 .73 .18 0 .88 .42 .88 .68 .42 0 .58 .59 .62 .42 .38 .88 0 .13 
f- - - - - - - - - - - - - - - - - - - - - - - - - 1-
.78 .38 .76 .88 .81 .66 .38 .48 .73 .18 0.74 .61 .99 .58 .67 .58 .94 .86 .79 .88 .67 .48 .48 .38 .18 
f- - - - - - - 1-- - - - - - - - - - - - - - - - - -
.42 0 .25 .13 .55 .56 .13 0 .80 0 0 .26 .18 0 .80 .13 0 .53 .33 .56 .33 0 .13 0 .13 0 
f- - - - - - - - - - - - - - - - - - 1-- - - - - - c .48 0 .25 .13 .61 .25 .13 .67 .42 .13 0 .26 .13 .33 .45 .25 0 .42 .33 .38 .25 0 .13 0 0 
f- - - - - - - - - - - - - - - - - - - - - - - - - (j .67 .18 .38 .25 .67 .42 0 0 .77 0 0 .13 .26 .33 .67 .13 .13 .64 .38 .74 .51 0 .18 0 .13 
- - - - - 1-- - - - - - - - - - - - - - - - - - - -
.51 .25 .69 .46 .59 .55 .67 0 0 0 .25 .70 .53 .92 .80 .48 0.73 .78 .73 0.72 0.62 0.25 
- - - - - - - - - - - - - - - - - - 1-- - - - - - 'o .18 0 0 0 .25 0 0 0 0 0 0 0 0 0 .25 0 0 0 0 0 .25 0 0 0 0 
- - 1-- - - - - - - - - - - - - - - - - - - - - - l(j .18 0 .18 0 .46 0 0 0 .25 0 0 .13 0 .13 0 0 0 0 .13 0 0 0 0 0 0 
- - - - - - - - - - - - - - - - - - - - - - - ~- - !-
.74 .88 .33 .53 .79 .33 .18 .13 .67 0 0 .73 .25 .13 .59 .33 0 .25 .45 .51 .25 .25 .25 0 .55 0 
r-- - - - - - - - - - - - - - - - - - - - - - - - - -
.78 .45 .33 .18 .72 .13 0 .13 .53 0 0 0 .59 0 .55 .51 0 .25 .38 .25 .25 0 0 0.25 0 
f- - - - - - - - - - - - - - - - - - - - - - - - - -
.72 .25 .67 .85 .87 .53 .73 .38 .75 .13 .25 .42 .42 .51 .66 .83 .13 .38 .71 .93 .48 .83 .88 0.42 0 
- - - - - - - - - - - - 1-- - - - - - - - - - - - l(j .48 .88 .51 .58 .38 .72 .25 .83 .42 .13 .25 .67 .72 .92 .45 .72 0 .89 .61 .67 .79 .48 .51 .18 .25 
- - - - - - - - - --- - - - - - - - - - - - - - - 1-
.61 .13 .13 .13 .70 .26 0 .33 .45 0 0 .69 .38 .13 .64 .56 0 .66 .45 .51 .83 .18 .18 0 .18 0 
1-- - - - - - - - - - - - - - - - - - - - - - - - - I~ 0 0 0 0 0 0 0 0 0 0 0 0 .13 0 0 0 0 .13 0 0 .62 0 0 0 0 
- - - - - - - - - - - - - - - - - - - - - - - - - 1-
.80 .26 .53 .64 .96 .46 .48 .83 .75 .18 .13 .42 .63 .48 .74 .59 0 .56 .75 .81 .42 .42 .88 0 .53 0 
- - - - - - - - - - - - - - - - - - - - - - - - - -
.71 .38 .59 .4.2 .84 .58 .25 .72 .77 0 .18 .26 .38 .88 .62 .56 0 .4.2 .67 .88 .56 .18 .38 0 .13 0 
1- - - - - - - - - - - - - - - - - - - - - 1-- - -
.74 .88 .45 ,4g .91 .48 .13 .92 .82 0 0 .42 .45 .48 .84 .25 .18 .64 .67 .67 .42 0 .78 0 .80 .13 
_.__ - - - - - - - - - - - - - - - - - - - - - - - - -
.42 .83 .33 .33 .56 .18 .51 0 .42 0 0 .45 .42 .68 .13 .25 0 .75 .58 .58 0 .18 0 0 0 0 
- - - - - 1-- - - - - - - - - - - - - - - - - - - 0 .45 0 0 0 .87 0 0 0 .58 0 0 0 0 0 .18 0 0 0 0 .13 0 0 0 0 0 --- - 1-- 1-- - - - - - - - - - - 1-- 1-- - - - - !-
.58 0 0 0 .69 0 0 .88 .59 0 0 .18 0 .25 .67 0 0 .13 .18 0 0 0 0 0 .18 0 
- - - - - - - - - - - - - - - - - - - - - - - - - 1-
.25 0 .25 .18 .13 .18 0 .18 .26 0 0 0 0 .13 .18 .25 0 .13 .13 .48 0 0 0 0 0 0 
- - - - - - - - - - - - - - - - - - - - - - - - - 1-
.45 .25 .88 .88 .58 .56 .18 .13 .sa 0 0 .25 .26 .46 .55 .38 0 .88 .56 .62 .13 0 .13 0 0 0 
- 1-- - - - - - - - - - - - - - - - - - - - - - - 1-
.18 0 0 0 .25 0 0 0 .18 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

*See page•ll-lB for detatbi. 
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RES 'f'R IC 'i:'ED -K· * m:t· :ib: A56895 
SPECII\.L .. PURPOSE DATA 

Table 16 .. A. --Frequency distribution of digraph13, based on 61~, 365 
letter~ oi' decrypted U.. S.. Govermncnt messages in which Z vras used as 
a vord-sep6l·ator and A was used for both Xp end Zp. 

:r,ol L+r. 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

2.i IS'+ 1+2. 117 17 'lo tt'l 1'5 "' u. +'! 2.2.0 157 4·17 ·~ 112. 2. '2.i Si' 1+7 St. 51 2.0 3 " 51"' _a.,., .. --- -- - --- --- --- -- !--- - --- ---- --- -- --- c--
n I+ 7 I lq! I I +3 3'3 1+1 ' 18 f. I 2. s, 11 Q IS I I 3 &.0 let .... . . -- --- . .. ---· ------- --- ---c--1---f-- - --- -- --i-- - --- - ---
12.'$ I I 'I 8 .Uo ~2. 2.8 18'5 l\5 +S 1S '3'to 5' 'tl+ '3 I '3 '' I &.I +7 I 5 '! 2.1 112. 

-·-· -·- -- ·-- --- - -- - --- --~ --- -----
3C.O 12. i3 10 2.70 + '' l+l 2.. I 7 ~· ' 102. II " 33 32. '!'fo '3¥ 11 17 I II 102.' --- ·-·- -- --- - -- ---- -- r-- -- --- --- -- 1--
nro '3+ :t.2.4 '58'5 '2.0 1'31 ".SS' 13 '115 ~ ' ISS l·l+ lFB 7S 118 'II 857 !2.., 181 +o 2.10 2.9 .,, 

2.~ 171:S -- - - 1---- -·· -- +-- c-- --- --c-- ---1----
+...- ,,. 10 '3 100 17.1 ... I ,,s 2. 2.8 :t! 4 5'St. '8 \\+ \? "32. 3+ I I :1. "6 '!.t'3 
-· - ·- 1-

-~ -- --·- ---- -- --- 1- - -- --f- - 1---- -- -- . - ---- --- ---
1'l 2.'t 7 II 

;: _:! 
'31 2.C.O 2.5 I II ~ '31 2.0 IV 13 1C'f 17 as 2. ' 17S 

- ·-1-- r--- -----· --r--- ---- .... ----
I~+ I c. 12. I 2.+ 1..13 '!. , , 2. 2+ 1\3 '! l.t 2.1, 2.C. 2.57 ll 2. ' I 3 +zs 

1- . --1--- ,...___ r- .. -· .. -r---
~- 10 20'1 '10 IS2. 5'3 '3!0 s 5 I .. , lil '"..O To+jlCO 't2. I l2.S '3o3 117 2. 2..7:1. 2. I'll I 56 
--·-- - -- -- -- --- --- -- -. -- --c--
2.t. '3 2.. '31 '! I ISl 2.0 '3 I -4- '35 I 5' :z. IS 7 2.. I 2. l'l -. ---' -- ··--- .. ··- - -- --- f-- - - --- -
2.i 2. " &08 2.. 5'+ "3 2.0 " '3 ao 'I l ' 

, 2. I I 2. I lC sq 
-- --- -- -- --- ---- --. - - -
ISCW ' ' +8 !2.i •+ +. l'i+ 2. I 1"51 2.0 ~s 1'2.0 5" !i' +I 2.5' 1-1 s ' 71 1CfC. 
--- - - - ---· ---- -- -- ---· -
Sil l.~i~ ~(. 12. l~lr I sg I 11 + I 2. ~2. + +3 IOI 10 53 2.0 17 I l ' 8~ 2."41 
--- --- - -- -- -- - -- - -- --- -- ---1--- ---- --
112. 1"5 15'7 2.8la 733 ·n 2.1-+ + 2.'3i I+ IS 'J .. , 1'1 t(, "' 13 1'55 2.'7 ""' IO 7 '7 •+ 'llo ....... . --- -- --- -·· .. - -- -· -- - i-- --- ---
2.5 t..l +C. IOO S'C. '311 ,, :u. 2.'3 ' 2.3 IC.I 2.'50 873' S1 57 'l. 1-18 12.'t 11'3 113 4-'1 n cu. 1'3 'U6 
--. -- --r-- :---· r--· --· ---· -- --- --- r--- - ----- -
lo+ s i 1,'5 ,,, 2. '37 2."1 '3 75 1-4 , 11-5' lo+ "5 153 u. '551 4-+ 2. 2.. I + 12.2. 
·-- --- --- ---·--- - --- -- --·- --t-·- - --c-- - - -- ----

2. I ' .. + ' I 5' n I I 'J 5' , 117 I 4·6 
·-. . . .. -- ........ -- -· - - --!- --1- - -----c-- -- ----- - ---- i---- --- ·----
2.41 S' ++ 8' ,,1 2.(. SCI 5' let I 5' 30 " 12.1 1-S' 510 310 + 72.. 2.0! 11'i 60 ,, It 13 7+ 133 
-· -- ...... - ---· --·- 1--- ----- - -- --- ---- --- -- -- -- --

1+1 I+ ,, ' '3~ ts 51 +2C. I'!+ I u. 14 lof- ' ctli 47 f5 5' 11-J lC!i IU 1'3 12. I 1-3 7ts8 
- -- - 1---- --· ---- .. ---t-·- -- ----- -- - -- --- -- ...... _ .. - - ----

111 I "" 2.2. '3Sl :n. ' 571 z.lS z. IO 2.7 \'I i1 "112.. 1 2. ~~~ ,, IS't. '!1 I '113 IO +tr 110, 
.. --- -- -- -- -- -· - 1---i-· ·---·- - --- --- - - --

~ ---
"5Cf 
·--
Ill 

q 

~ 

cro1 
:1. 

+l 2." "0 '81 + f. I '2. 35' I '3 5'' '-I 1C. u. '38 'l-53 11-0 1-¥ 5 S' 5 I I 1+ 
- - --·- -- . -~- - -- - - 1--- .. a,._ 

--~- -·- --
IO 2.. +'lGt ' I <tl I 'I I 8 ,, + ' '3 + , l , I ' 7 '3+ - -- --1-- ··-1--- -- ---· ------- -

I '3 , '1+ I II '3!. IOl 2.. I lo 12. !f-1 7 2.. 3 II s 11 rs 2. 30 --- __ .. -r i- --i-· 
-~-

--- ·-1---
I & 7 lSO , 2. lo I '1. 'l. 2. 10 7.0 '3 12. , 32. I I 31. ~ 2.03 

i---- ---- ---r--- ----- -
'3 c. 3 I+ " '?I 2. 'S + q 10 '1·~ 1.'7 "3 1& 8 + I I 'l +37. --- - ·- -- --- ---- - ---- -- ... .. 

2.'t11osg ,,3 !!.+ 8++ 12.0 171 3l.~ '18 
""' 

I'SS 2."1+ :w=t 1SOi.S1.~ "?»(, 700 7t.!ji01' 1'50 4J(, 2.1R 2.11 1-2. 
!Itt ~ .. ' lie ~ ~ " ~ ' "' 
In the text uhich aave rise to this and the follmring tvro to:bles, the 
frequently-used. punctuation s:i.e;ns 11 comma" and 11 perioo::l11 i-rerc r!.bbrevio:tcd 
as CMA L'l.nd P.D 1 respectively, and the procedure ten:1. "re!)cat" intS ~'bbre­
viatcd as RPr; thus 1 the digraphs Cl-1, FD, FT 1 and RP, irhich ucu...'\J~y c1o 
not occur .frequently (sec Table 6-A), are of rel~.tively hi:3h frequency 
here. 
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A. 
B 

c 
D 

E 

F 

G 

H 

I 

J 

K 

~~ 
1;; -m 

0 

p 

Q 

R 

s 
T 

u 
v 
w 
X 

y 

z 

Table 16-B,--Frcqucncy d~stribution of dicrn~hs, bancd on the 
·tc:ll..-t uGccr:fOr Table 16-A, from which the Z r."'Qrd-scpara.tor has been 
omitted (totnl: 53,866 letters). 

2.ol Ltv. 
A B a D E F G H I J K L M N 0 P Q R S T U V W X Y 

r . . ·-· -- -- --·--

~ 
-- - -- --- - -

"~3'f 
- . - - -

~_115' 1'10_ ,, .. "tO I'SG. Ill , 
I"' "· '-'-l ,,, 13'f Sf 11-7 'ZI Ul C.S" S8 +o 2.3 '7 ---

n •+ q 2.. Itt'! S a ·u. Wi ' I 'a 42. 1. u n 111 I'S 2. '3 1 t:.o 

l~! I '31 2.0 24.3 '12. 2.9 lit ltff if 'lli 1'13 " -tiC. ' 2. ll 7, 180 4-"1 I " + 2.7 -- -
+1'!1 " 101 7+ '307 ,, 2.' ·~ li3 1 S' 2.! '!o2. 12. IS' I '11 " 11'2. IIi IS3 S'l +o Si 2. Ill 
- - - - -
2.11 ,0 "Sit 4\ll ,,0 2.a1 ""' '31 '52.' 2.1 12. 2.01 tOjo iSS' ,,, 2.18 Cf3 'l\1 .,.,, '3C.1 5'3 215' n ,,, '31-- -
'0 I~ 1-1. 2.5' IOCf 1"51 1 2. '580 '3 I let 2.5' to S'\11 tO .... , S'C. ,, .,., '& 't 3 7 

102. .. ,. 2.0 s, '2." ,, 'U U.1 "&1 ' '1. \2. IO +l 4S n + 'tl 53 118 "51 2. 3 .., I 

2.70 9 31- 2.8 2IS' s<t- 11 3t 2.10 l't II i I'! 1+ 1!1 It l.l 2.'5'f 't 115' 18 3 ,, s 3 ,, to 2.13 +I 154 S'S '330 8 S' .. , IU. 4-0 10~ '2.02. q, I+ I '301 2!1 2. 2.10 ~ ,,, 
2.\' 7 2. '31 7 I 1.1 2.0 "S S' 3' 2. ' 2. 1'1 1 '2.. '2.. 

'3~ 

"'" 
, to 101 10 2. S'C. 'I 2.0 II + 13 rz. 7 ' II 5' 2.. 

"" 111 2.1 '58 'I 7131 41 2. ll 2o1 , + 2.+1 2.' 
,, r~+ l'l 2.1 St:t $() ++ g I+ I 72. 

S«tS 11. "' 18 aot. 2.1. '+ + ,, 
' ' 

,, n n 11! 3 2.t. t.l +o "11. l. 10 IS' ~" 
2.1~ 

,_, 
:l.'$0 3~ 1<¥8 I'&CJ 2.5+ Jl 'l£.3 ' aq '!I 41 su .. J.3t q2. 2.+ ' ' 2Al 15'1 15 2.1 :l.i l.'i 17 

n tl. l'\1 l~S 'l'! -\-2'- ,2. 41 31 1"5 2.7 112. ~~l. 'ItO ,., Ill. "2. 'r13 2.0<1· 2.lt 4\'1 Sl ,, 110 - -
:111 7 IGt !\1¥ 170 s l ol\-0 2.1 + 1f. «. II ISO Ill 3 l71 31 3,5' •H· 2. '7.. ' --
i+ .,. 'S 7 2. + 5" I l. S' II ~ 1.. 1 to lO 2. 117 1 

2.'\i 11. '"' 11C, loll t+ ,, It 1.01 11 -4-0 ,, 11-l. set I n1, '3(,'i 8 10'3 2.'4 24~ 
,., I, 2.'1 '30 7t -- ;, J 17'3 2.11 11 l4'S '11 '3'1" l+"t ss +$'3 l(,1 S' ,, l.'S" '0 lltl '" '' 118 ~8 l'i-1· '"" 

'!+ 2. +3 -
i2.11 '30 1,, '10 e\-00 .. , 2.1 512. !O'lf I+ u. '\-"3 ,, \01) +,3 'lS' s (qS' ISO 2.82. Sl. n. 3'3!l '30 57 - -
48 +{I' ~'3 G. I 8\t 7 " 2. '$C. + + St. ,, '11 '35" 40 45+ 141-3 so t. S' ' " -
1i ~~ 5' ... , ., ct2. 2. + "!. 'i :l.l ' 2. + 'l 8 't 7 

Ill " ' 
, '!1 2. ll. 35' lo1 "5 IO I I+ :!,47 IO 2. !I II ' I l3 + 

II 2. 2.'3 ~1. "3lol 2.0 + l2. 1a to '7.. 'l II 2.t +• "5 2.' 2.1 17 + I 

s, , .. S1 11 l't "&! 18 s ':i.l. I + 7 2.1. l.S" , ... 1i ' '31 ~" 38 ltl I 
- -- - - -

~~/~F~~~~;~~~~;~~#~~~~$~~ 
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Table 16-c .--The 53 digl~aphs from Table 6-A which COm:PJ•isc 5\Jfo of 
the total, arra.nacd according to frequencie~ reduced to a. base of 5,000 
digraphs, shOim with the corresponding frequencies of the same digraphs 
fromTab1e 16-B (also reduced to a base of 5 1000)~1 

Dig,. 6-A 16-B Dig,. 6 ... A 16-B 

EN 111 79 FO 40 5l~ 
RE 98 9'~ FI 39 35 
ER 87 86 RA 39 28 
NT 82 33 ET 37 34-
TH . 78 55 LE 37 31 
ON 77 84 ou 37 39 
Di£ 75 65 :tv1A. 36 55 
TE 71 36 T\-1 36 31 
AI~ 64 Ia EA 35 28 
OR 61~ l~l~ IS 35 28 
ST 63 36 SI 34 34-
ED 60 45 DE 33 29 
l'l"E 57 69 HI 33 201 
VE 57 46 AL 32 21.1 
ES 5'~ 44 CE 32 21J. 
ND 52 31 DA 32 1~1 
TO 50 43 EC 32 36 
SE 49 37 RS 31 25 
AT 47 37 UR 31 42 
TI 45 29 NI 30 24 
AR 1~1+ 61 RI 30 19]. 
EE 42 64 EL 29 19]. 
RT .42 24 RT 28 29 
AS 41 57 Ll\ 28 181 
co 41 391 RO 28 59 
IO 41 191 TA 28 26 
TY 41 5 

1 With the exception of AL, EL, III, IO, LA, RI, TY, the dirrraphr3 of 
this table are all from among the 65 d.israphs from Table 16-B which 
comprise 50% of the total. 

., 
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APPENDIX 3 

v10RD 1\liD PATrERN LISTS l!:NGLISH 

Section Pages 

A. List of words used in military text arranged alphabeti-
cally according to word length•••••••••••••••••••••••••• 2-10 

B ~ List of 'tiords used in military text arranged in rhJIDling 
order according to word length •• ~••••••••••••••••••••••• 11-19 

C. List of words used in military text arranged alphabeti-
cally accordinS to word pattern••••••••••••••••••••••••• 20-37 
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RJ!.S'f·ftlC.'fEfl: 

. A. LIST OF WORDS USED IN MIL IT AR Y TEXT ARRANGED ALPHABETICALLY 
ACCORDING TO WORD LENGTH 

TWO LETTER WORDS 

AM BY EM IN MM OK .TO 
AN co GO IS MP ON . us 
AS CP HE IT · MY OR WD 
AT CQ HQ MC NO QM WE 
BE DO IF ,ME OF so V'{O 
BN. 

THREE LETTER WORDS 

ACT BID DUN HAS MIX PVT TEN 
ADD BIG EAT HER NAN QMC THE 
ADJ BOX END HIM NET RED ·TIN 
AGE BOT EYE HIS NEW RID TON 
AGO BUY FAR HOW NOT ROB TOO 

.AID CAM FEW ILL NOW RUN TOP 
AIM. CAN FIT ITS OFF SAW TRY 
AIR CAR FIX JIG -OLD SAY TUB 
ALL CAV FOR JOB ONE SEA T.WO. 
AND COL FOX KEG OUR SEE USE 

. ANY CPL GAL LAW OUT SET VAT 
APT CUT GAS LAY OWE SGT WAR 
ARC CWT GEN LET OWN SHE WAS 
ARE DAY GET LOT p~ SIX WAY 
ARM I?ID GHQ LOW PAY . SPY WET 
ASK DIE GOT MAJ PEN SUM WGT 
BAD DOG GUN MAN PER SUN WON 
BAG DRY HAp MAT PIN TAN YET 
BAR DUE HAM MEN, PUT TAX YOU 

FOUR L,ETTER WORDS 

ABLE BOTH EACH FLEE HIGH LATE MAIN 
AIDE BULB EAST FORM HILL LEAD MANY 

·ALLY BULK EASY FOUR HITS LEAK MASK 
ALSO CALL EDGE FROM HOLD LEFT MASS 
AREA CELL EYES FULL HOOK LESS MEAT 
ARMY CITY FALL FUSE INTO LIEU MEET 
ASIA CODE FARM FUZE ITEM LINE MESS 
AWAY COOK FAST GUNS JOIN LIST MIKE 
AXIS DARK FEEL HALF JULY LOAD MILE 
BACK DASH FEET HALT JUNE LONG MINE 

' BASE DATE · FELL HAND JUST LOOK MORE 
BEEN DAYS FILE HARD KEEP LOSS MOVE 
BLUE DIRT FIRE HAVE KIND LOST MTCL 
BODY DOWN FIRM HEAD KING LOVE MULE• 
BOMB DRAW FIVE HERD LAND MADE NAVY 
BOOK DUMP FLAG HERE LAST MAIM NEAR 

ftf!! S'f'fUC'f' ED' 3-2 
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' .. ,, 
FOUR LETTER WORDS-Continued 

NEXT PARK REAR SHOT TEAM TOOK WEST 
NINE PASS RIOT SIDE TENT TOOL WHAT 
NOON PIPE . ROAD SOME TEXT TOWN WHEN' 
NOTE PLAN ROUT SOON THAN TYPE WILL 
OBOE POST RULE STOP THAT UNIT WIRE 
OMIT PUMP RUSH SUNK THEM VARY WITH 
ONCE PUSH SAID TAKE THEN -vERY XRAY 
ONLY RAID SAME TALK THEY WEAK YOKE 
OPEN RAIL SANK TANK THIS WEEK ZERO 
ORAL RAIN SEEN TARE TIME WELL ZONE 
OVER RANK SHIP TASK TONS WERE 

FIVE LETTER WORDS 

ABOUT BOATS DECKS FIGHT LATER PRIOR SHIPS TITLE 
AFTER BOMBS DEFER FIRES ]fEAST PROOF SHORE TODAY 
AGAIN BOOTH DELAY FIRST LEAVE .PROVE SIEGE TOTAL 
AGENT BREAK DEPOT FLANK LEVEL QUEEN SIGHT TRACT 
ALARM BRIBE DEPTH li'LARE LIGHT QUICK SIXTH TRAIN 
ALERT BROKE DOCKS FLATS LIMIT QUIET SIXTY TROOP 
ALIGN BURST DRAWN li'LEET LOCAL RADIO SLOPE TRUCE 
ALINE CANAL DRESS FOGGY MAJOR RAFTS SMALL TRUCK 
ALLOW CASES DRILL FORCE MARCH RAIDS SMOKE UNDER 
ALONG CAUSE DRIVE FORTY METER RALLY SOUTH UNION 
AMONG CEASE EAGER FRESH MILES RANGE SPEED UNITS 
ANNEX CHECK EARLY FRONT MOTOR RAPID SPELL USUAL 
APPLY CHIEF EIGHT GATES NAVAL REACH SPLIT VALOR 
APRIL CLEAR ENEMY GAUGE NIGHT READY SQUAD VISIT 

.AREAS CLERK ENTER GIVEN NINTH REFER STAFF VITAL 
ARMOR CLOSE _EQUAL GOING NORTH REPEL STAKE VOCAL 
ASSET COAST EQUIP GROUP ORDER RIDGE START VOICE 
AWAIT COLON ERASE GUARD OTHER RIGHT ,.., STEEL WAGON 
AWARD COMMA ERROR GUEST PACKS RIGID SUGAR WEIGH 
BAKER CORPS ETHER HEAVY PAIRS RIVER TAKEN WHEEL 
BANKS COUNT EVERY HONOR PARTY ROGER TANKS WHERE 
BARGE COVER FATAL HORSE PETER ROUTE TENTH WHICH 
BEACH CREEK FEARS HOURS PLACE SCALE THEIR WIDTH 
BEGIN CREST FERRY HOUSE PLAIN SEIZE THERE WIPED 
BEING CROSS FIELD ISSUE PLANS SEVEN THESE WOODS 
BLACK CURVE FIFTH JAPAN POINT SHELL THIRD YARDS 
BLIND DAILY FIFTY LARGE PRESS SHIFT THREE ZEBRA 

' - - -

-- .r - -
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SIX LETTER WORDS 

ACCEPT BOMBED DEGREE FIERCE LESSON OTHERS RESUME SUFFER 
ACCESS BOMBER DEPART FILING LETTER t1UTPUT RETIRE SUMMER 
ACROSS BOTTOM DEPEND FINISH LINING PANAMA RETURN SUMMIT 
ACTION BRANCH DEPLOY FIRING LIQUID PARADE REVIEW SUMMON 
AC.TIVE BREACH DESERT FLIGHT LITTER PARLEY RIDING SUNDAY 
ADJUST BREEZE DETACH FLYING LITTLE PASSED ROCKET SUNKEN 
ADVICE BRIDGE DETAIL FOLLOW LOCATE PASSES ROUTED SUNSET 
ADVISE BROKEN DEVICE FORCES LOSSES PATROL ROUTES SUPPLY 
AFFAIR BUREAU DEVISE FORMAL MANAGE PERIOD RUBBER SURVEY 
ALASKA CANADA DIRECT FOI\NICD f1iANNER PICKET RUNNER .- SWITCH 
fl.LLEGE CANCEL DIVERT FOUGHT MANUAL PINCER SALARY SYSTEM 
ALLIED CANNOT DIVIDE FOURTH MEAGER PISTOL SCHEME TABLES 
ALLIES CANVAS DOCTOR FRIDAY MEDIUM PLACES SCHOOL TANKER 
ALWAYS CASUAL DOLLAR FUTURE MEMBER PLANES SCORED TARGET 
ANIMAL CAUSED DOWNED GARAGE METHOD POINTS SCREEN TATTOO 
ANNUAL CENTER DRYRUN GEORGE METRIC POISON SEAMAN TERROR 
ANYWAY CHANGE DUGOUT GREASE MINING POLICE SEAMEN THIRTY 
APPEAR CHARGE DURING GROUND MINUTE PONTON SEARCH THOUGH 
ARABIA CHEESE EFFECT GUNNER MIRROR POSTAL SECOND ·.n !REAT · 
ARMIES CHURCH EFFORT HALTED MOBILE PREFER SECTOR 'mAINS 
ARMORY CIPHER EIGHTH HAMMER MONDAY PROMPT ~ECURE TRENCH 
ARREST CIRCLE EIGHTY HAPPEN MORALE PROPER SELECT TROOPS 
ARRIVE COFFEE EITHER HARBOR MORTAR PURSUE SERIAL TURRET 
ASSETS COLORS ELEVEN HELPER MOVING RADIAL SETTLE TWELVE 
ASSIST COLUMN EMBARK HIGHER MURDER RAIDED SEVERE TWENTY 
ASSURE COMBAT EMPLOY HOURLY MUZZLE RATION SHELLS UNABLE . 
ATTACH COMMIT ENCODE INDEED • NAUGHT RAVINE SIGCOM UNITED 
ATTACK COMMON ENGAGE INFORM NEARER RECORD SIGNAL UNLESS 
ATTAIN CONVEY ENGINE INLAND NINETY REDUCE SINGLE VALLEY 
AUGUST CONVOY ENROLL INTEND NORMAL REFILL SLIGHT VERBAL 
BANNER COURSE ENTIRE INTENT NOTING REFUGE SPHERE VERIFY 
BARBED CREDIT ERASER INVENT NOUGHT REFUSE SPOOLS VESSEL 
BARGES CRISIS ESCORT ISLAND NOVICE REJECT SPOONS VICTIM 
BATTEN CRITIC EUROPE ISSUES NOZZLE RELIEF STATES VICTOR 
BATTLE DAMAGE EXCEPT KEEPER NUMBER REMAIN STATUS VISITS 
BEETLE DEBARK EXCESS KILLED OCCUPY REMEDY STRAFE VISUAL 
BEFORE DECIDE EXCITE LADDER OFFEND REPAIR STREET WEIGHT -
BETTER DECODE EXPECT LANDED OFFICE REPORT STRESS WIRING 
BEYOND DECREE EXPELS LAUNCH OPPOSE RESCUE STRIPS WITHIN 
BILLET DEFEAT EXPEND LEADER ORDERS RESIST SUBMIT WOODED 
BITTER DEFECT EXTEND LEAGUE ORIENT RESULT SUDDEN ZIGZAG 
BODIES DEFEND EXTENT 

SEVEN LETTER WORDS 

ABANDON ALMANAC APPOINT ASIATIC AVIATOR BATTERY BETWEEN 
ABSENCE AMMETER APPROVE ASSAULT AWKWARD BATTLES BICYCLE 
ADDRESS ANALYZE ARMORED ATTACKS BAGGAGE BEARING BINDING 
ADVANCE ANOTHER ARRANGE ATTEMPT BALLOON BECAUSE BIVOUAC 
AGAINST ANTENNA ARRIVAL AVERAGE BARRAGE BEDDING BOMBARD 
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SEVEN LETTER WORDS-Continued 

BOMm~RS DEBOUCH FITTING LANDING PACKAGE REQUEST SUPPOSE 
BOMBING DECIDED FOGHORN LEADING PASSAGE REQUIRE SURPLUS 
BOYCOTT DECLARE FORCING LECTURE PASSIVE RESERVE SUSPEND 
BRIBERY DECODED FORGING LIAISON PATROLS RESPECT TACTICS 
BRIGADE DEFENSE FORWARD LIBRARY PAYF{OLL RESPOND TALKING 
CALIBER DELAYED FOXHOLE LICENSE PLACING RF.TIRED TARGETS 
CALIBRE DELIVER FUEL OIL LIFTING PLNrdbN RETREAT TERRAIN 
CAPTAIN DERRICK FURNISH LbAtirNG POUNDER REVENUE THATTHE 
CAPTIVE DESTROY FURTHER LOGICAL PRAIRIE REVERSE THROUGH 
CAF.RIER DETRAIN GASSING LOOKOUT PRECEDE REVOLVE TOBACCO 
CAVALRY DETRUCK GENERAL MACHINE PREPARE ROUTINE TONIGHT 
CENTRAL DEVELOP GETTING MANDATE PRESENT RUNNING TONNAGE 
CHANGES DIAGRAM GLASSES MANNING PRESSED SAILORS TORPEDO 
CHANNEL DISCUSS GRADUAL MAPPING PRIMARY SATISFY TRACTOR 
CHARLIE DISEASE GRENADE MARCHED PROCEED SECRECY TRAFFIC· 
CHASSIS DISMISS GUARDED MARSHAL PROGRAM SECTION TRAWLER 
CIRCUIT DISTILL HALTING MARTIAL PROMOTE SECTORS TRIGGER 
CLIPPER DROPPED HAS BEEN MAXIMUM PROPOSE SERVICE 'I'UESDAY 
COASTAL EASTERN HEADING MEDICAL PROTECT SESSION TWELFTH 
COLLECT ECHELON HEAVIER MESSAGE PROTEST SETBACK UNKNOWN 
COLLEGE ELEMENT HIGHEST MESSING PROVOST SEVENTH UNUSUAL 
COLQNEL ELEVATE HOLDING MILITIA PURPOSE SEVENTY USELESS 
COMMAND EMBASSY HORIZON MINIMUM PURSUIT SEVERAL UTILITY 
COMMEND ENCODED HOSTILE MISFIRE PUSHING SHELLED VACANCY 
COMMENT ENEMIES HUNDRED MISSING QUARTER SHORTLY VARYING 
COMMUTE ENFORCE ICEBERG MISSION QUICKLY SIGNIFY VESSELS 
COMPANY ENGAGED ILLEGAL MORNING RADIATE SIMILAR VICTORY 
COMPASS ENTENTE ILL:WESS NATURAL ' RAIDING SIMPLEX VILLAGE 
CONCEAL ENTRAIN INCLUDE NEAREST RAILWAY SINKING VISIBLE 
CONDEMN ENTRUCK INFLICT NIGHTLY RAINING SIXTEEN VISITOR 
CONDUCT ENVELOP INITIAL NOTHING RAPIDLY SLOPING WARFARE 
CONFINE EXCLUDE INQUIRE NUMBERS REACHED SMOKING WARSHIP 
CONTACT EXPLAIN INQUIRY OBSERVE RECEIPT SOLDIER WEATHER 
CONTAIN EXPRESS INSPIRE OCTOBER RECEIVE STARTER WESTERN 
CONTROL EXTRACT INSTALL OFFENSE RECOVER STATION WHETHER 
CORRECT EXTREME INSTANT OFFICER RECRUIT STEAMER WILLIAM 
COUNCIL FALLING INVADED OMITTED REDUCED STOPPED WINDAGE 
COURIER FARTHER ISLANDS OPERATE REFUGEE STORAGE WITHOUT 
COVERED FEDERAL ISSUING OPINION REGULAR SUCCESS WITHTHE 
CROSSED FIFTEEN JANUARY ORDERED RELEASE SUGGEST WITNESS 
CRUISER FIGHTER JUMPOFF OUTPOST RELIEVE SUMMARY WOUNDED 
CURRENTt FILLING KITCHEN OUTSIDE REPAIRS SUNRISE WRECKED 
CYCLONE FINDING ~ILLING PACIFIC REPI,..ACE SUPPORT WRIT'I'EN 
DAMAG~ FISHING 

EIGHT LETTER WORDS 

ACTIVITY ·ADVANCED AIRBORNE AIRPLANE ANNOUNCE APPROACH ASSEMBLE 
ACTUALLY ADVANCES AIRCRAFT ALTITUDE ANTITANK APPROVAL ASSEMBLY 
ADJACENT ADVISING AIRDROME AMERICAN APPARENT ARMAMENT ASSIGNED 
ADJUTANT ADVISORY AIRFIELD ANALYSIS APPEARED ARRESTED ASSOOli/'.S 
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EIGHT LETTER WORDS-Continued 

ATLANTIC CRITIQUE DRIFTING FORENOON MEDICINE PRIORITY SERGEANT 
ATTACKED CROSSING EASTERLY FORTRESS MEMORIAL PRISONER SH::!:LLING 
ATTEMPTS CRUISERS EASTWARD ~OUR TEEN MERCIFUL PROBABLE SHIPPING 
AVIATION DAMAGING ECONOMIC FRONTAGE MESSAGES PROBABLY SIGHTING 
BARRACKS DARKNESS EFFECTED FUSELAGE MIDNIGHT PROGRESS SKIRMISH 
BARRAGES DAYLIGHT EFFICACY GARRISON MILITARY PROHIBIT SOLDIERS 
BATTERED DECEMBER EIGHTEEN GROUNDED MISFIRES PROTESTS SOUTHERN 
BATTLING DECIPHER ELEMENTS GROUPING MISSIONS PROTOCOL SPECIFIC 
BESEIGED DECISION ELEVENTH GUARDING MOBILIZE PURPOSES SPOTTING 
BILLETED DECISIVE ELIGIBLE HAVEBEEN MONOPOLY QUARTERS SQUADRON 
BOUNDARY DECLARED EMPLOYEE HINDERED MOUNTAIN RAILHEAD STANDARD 
BREAKING DECREASE EMPLOYER HOSPITAL MOVEMEf'.:T RAILROAD STATIONS 
BUILDING DEDICATE ENCIPHER HOWITZER NATIONAL RALLYING STRATEGY 
BULLETIN DEFEATED ENCIRCLE IDENTIFY ,NAUTICAL RECEIVER SUFFERED 
BUSINESS DEFENDED ENFILADE IGNITION NINETEEN RECORDER SUITABLE 

I 

CALAMITY DEFENDER ENGAGING IMPROPER NORTHERN 
I 

RED CROSS SUPERIOR 
CAMPAIGN DEFENSES ENGINEER IMPROVED ;NOVEMBER REENLIST SUPPLIES 
CANISTER DEFERRED ENLISTED INCIDENT !OBSERVED REGIMENT SURPRISE 
CAPACITY DEFINITE ENORMOUS INDICATE :OBSERVER REGISTER SURROUND 
CAPTURED DELAYING ENROLLED INDIRECT joBSOLETE REJECTED SURVIVED 
CARELESS DEMANDED ENTERING INFANTRY 10BSTACLE REJECTOR SUSPENSE 
CARRIAGE DEPARTED . ENTRENCH INFECTED OCCUPIED REMEDIES SWEEPING 
CARRIERS DEPLOYED ENVELOPE INITIATE OFFENDED REMEMBER SWIMMING 
CARRYING DEPORTED EQUALIZE INSECURE OFFICERS REPAIRED TACTICAL 
CASUALTY DESCRIBE EQUIPAGE INSIG}JIA OFFICIAL REPEATER TAXATION 
CAUSEWAY DESERTED 'ESCORTED INSTRUCT OPERATOR REPELLED TELEGRAM 
CEMETERY DESERTER. ESTIMATE INTEREST OPPOSING REPLACED TERRIBLE 
CENTERED DESPATCH EUROPEAN INTERIOR OPPOSITE REPORTED - TERRIFIC 
CHAPLAIN DETACHED EVACUATE INTERNAL ORDINATE REPULSED · THATHAVE 
CHEMICAL DETECTOR EXCAVATE INTRENCH ORDNANCE REQUIRED THIRTEEN 
CIRCULAR DETONATE EXCHANGE INVADING OUTBOARD RESEARCH THOUSAND 
CITATION DEVELOPE EXERCISE INVASION OUTGUARD RESERVES THURSDAY 
CIVILIAN DICTATED EXPANDED INVENTED OUTPOSTS RESPECTS TOMORROW 
CLERICAL DICTATOR EXPEDITE JET PLANE PAINTING RESTORED TOTALING 
CODEBOOK DIMINISH EXPELLED JUNCTION PARALLAX RETIRING TRAILERS 
COMMANDS DIRECTOR EXPENDED LANGUAGE PARALLEL RETURNED TRAINING 
COMMENCE DISARMED EXPENSES LATITUDE PASSPORT REVIEWED TRANSFER 
COMMERCE DISASTER EXTENDED LETTERED' PLANNING REVOLVER TRAVERSE 
COMPLETE DISLODGE EXTERIOR LIMITING POLITICS RIGOROUS TRAWLERS 
COMPOSED DISPATCH FACTIONS LOCATION PONTOONS SABOTAGE VEHICLES 
CONCLUDE DISPERSE FATALITY LUMINOUS POSITION SANITARY VICINITY 
CONCRETE DISTANCE FEBRUARY MAINTAIN P.OSITIVE SATURDAY VIGOROUS 
CONFLICT DISTRESS FERRYING MANDATED POSSIBLE SCHEDULE WARSHIPS 
CONGRESS DISTRICT FIGHTERS MANEUVER PpSTPONE SEABORNE WESTERLY 
CONTINUE DIVIDING FIGHTING MARCHING PREPARED SEALEVEL WESTWARD 
CONTRACT DIVISION FINISHED MARITIME PkESERVE SELECTED ·WINDWARD 
CORPORAL DOCTRINE FLANKING MATE~IAL PRESSING SENTENCE WIRELESS 
CORRIDOR DOMINANT FLEXIBLE MATERIEL PRESSURE SENTINEL WITHDRAW 

·COVERING DRESSING FOOTHOLD MECHANIC PRINTING SEPARATE WITHDREW 
CRITICAL 

I 

RESTRICTED 



REF ID:A56895 

~l!:S'i'EU:G T;g:O 

NINE LETTER WORDS 

ACCESSORY CENTERING DEVELOPED FORMATION MOVEMENTS PROTECTOR 
ACCOMPANY CHALLENGE DIETITIAN FORTIFIED MUNITIONS PROTESTED 
ACCORDING CHARACTER DIFFERENT FRONTLINE NAVALBASE PROVISION 
ADDRESSED CHAUFFEUR DIFFICULT GROUPMENT NECESSARY PROXIMITY 
ADDRESSES CHRONICAL DIMENSION GYRO METER NECESSITY RADIATION 
ADMISSION CIGARETTE: DIRECTION HOSTILITY NEGLIGENT RADIOGRAM 
ADVANCING CIRCULATE DIRIGIBLE HURRICANE NEWSPAPER READINESS 
ADVANTAGE CIVILIANS DISAPPEAR IDENTICAL NORTHEAST REAR GUARD 
AERODROME CLEARANCE DISCUSSED IMMEDIATE NORTHERLY REBELLION 
AEROPLANE COALITION DISINFECT IMPORTANT NOR'rHWARD RECEIVING 
AFTERNOON COLLAPSED DISMISSAL IMPRESSED NORTHWEST RECOGNIZE 
AGREEMENT COLLISION DISPERSED INCENTIVE NUMBERING RECOMMEND 
AIRDROMES COMBATANT DISTRICTS INCIDENCE OBJECTION REENFORCE 

, AIRPLANES COMMANDED DIVISIONS INCIDENTS OBJECTIVE REFERENCE 
ALLO'rMENT COMMANDER DOMINANCE INCLINING OBTAINING REFILLING 
ALLOWANCE COMMITTEE DOMINATED INCLUDING OCCUPYING REGARDING 
ALTERNATE COMPANIES ECHELONED INCLUSIVE OFFENSIVE REINFORCE 
AMBULANCE COMPELLED EFFECTIVE INCREASED OFFICIALS REINSTATE 
AMUSEMENT COMPLETED EFFICIENT INDEMNITY OPERATING REMAINDER 
ANNOUNCED CONDEMNED ELABORATE INDICATED OPERATION REMAINING 
ANONYMOUS CONDENSED ELEVATION INFLATION OSCILLATE REPRESENT 
APPARATUS CONDITION ELSEWHERE INFLICTED OUTSKIRTS REPRISALS 
APPOINTED CONFERRED EMBASSIES INFLUENCE PARACHUTE REQUESTED 
ARBITRARY CONFIDENT EMERGENCY INHABITED PARAGRAPH REQUIRING 
ARTILLERY CONFLICTS -EMPLOYING INSTANTLY PARTITION RESOURCES 
ASCENSION CONQUERED ENDURANCE INTEGRITY PASSENGER RESTRAINT 
ASSAULTED CONTINUAL ENGINEERS INTENSIVE PATRIOTIC RETENTION 
ASSISTANT ~ CONTINUED ENLISTING INTENTION PENETRATE RETURNING 
ASSOCIATE CONTINUES ENTRAINED INTERCEPT PERMANENT REVIEWING 
ASSURANCE COOPERATE EQUIPMENT INTERDICT PERSONNEL SCREENING 
ATTACKING CORRECTED ESTABLISH INTERFERE PLACEMENT SEAPLANES 
ATTEMPTED CRITICISE ESTIMATED INTERMENT POLITICAL SECRETARY 
ATTENTION CRITICISM ESTIMATES INTERPOSE POPULATED SEMICOLON 
AUTOMATIC DEBARKING EXCESSIVE INTERRUPT POSITIONS SEMIRIGID 
AVAILABLE DECREASED EXCLUSION INTERVENE PRACTICAL SEPTEMBER 
BALLISTIC DEFECTIVE EXCLUSIVE INTERVIEW PRECEDING SERIOUSLY 
BAROMETER DEFENSIVE EXECUTIVE INVENTION PREFERRED SERVICING 
BATTALION DEFICIENT EXERCISES IRREGULAR PREMATURE SEVENTEEN 
BAT'rERIES DEPARTURE EXHIBITED KILOMETER PREPARING SHELLFIRE 
BEACHHEAD DEPENDENT EXPANSION LAUNCHING PRESIDENT SITUATION 
BEGINNING DESCRIBED EXPANSIVE LIABILITY PRINCIPAL SIXTEENTH 
BLOCKADED DESIGNATE EXPENSIVE LOGISTICS PRINCIPLE SOUTHEAST 
BOMBARDED DESTITUTE EXPLOSION LONGITUDE PRISONERS SOUTHWARD 
BRIGADIER DESTROYED EXPLOSIVE MAINTAINS PROCEDURE SOUTHWEST 
BUILDINGS DESTROYER EXTENDING MANGANESE PROCEEDED SPEARHEAD 
CABLEGRAM DETENTION EXTENSION MECHANISM PROJECTOR STANDARDS 
CAMPAIGNS DETERMINE EXTENSIVE MEMORANDA PROMOTION STATEMENT 
CANCELLED DETONATED FIFTEENTH MESSENGER PROPOSALS STRAGGLER 
CARTRIDGE DETRAINED FIRE ALARM MOTORIZED PROTECTED STRATEGIC 

ftES'fRIC'f'BD 
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NINE LETTER WORDS-Continued 

SUBMITTED SUSPENDED TELEPHONE THEREFORE UNTENABLE 
SUCCEEDED SUSPICION TENTATIVE TRANSPORT VARIATION 
SURRENDER TECHNICAL TERRITORY TWENTIETH WATERTANK 
SUSPECTED TECHNIQUE 

TEN LETTER WORDS 

ACCEPTABLE COLLISIONS DESPATCHES EXPENDABLE 
ACCEPTANCE COMMANDANT DESTROYERS EXPERIENCE 
ACCIDENTAL COMMANDEER DETACHME:NT EXPERIMENT 
ACCORDANCE COMMANDING DETERMINED EXPLOSIGNS 
ACTIVITIES COMMISSARY DETONATION EXTINGUISH 
ADDITIONAL COMMISSION DETRAINING . FACILITIES 
AIRCONTROL COMMITMENT DETRUCKING FLASHLIGHT 
AIRSUPPORT COMMUNIQUE DIFFERENCE FORMATIONS 
ALLEGIANCE COMPENSATE DIPLOMATIC FOUNDATION 
ALLOCATION COMPLETELY DIRECTIONS FOURTEENTH 
AMBASSADOR COMPRESSED DISCIPLINE FRONTLINES 
AMMUNITION CONCERNING DISCUSSION GEOGRAPHIC 
ANTEDATING CONCESSION DISPATCHED GONIOMETER 
ANTICIPATE CONCLUSION DISPATCHER GOVERNMENT 
APPARENTLY CONDITIONS DISPATCHES GYROSCOPIC 
APPEARANCE CONFERENCE DISPERSION HYDROMETER 
APPROACHED CONFESSION DISTRESSED HYGROMETER 
ARMOREDCAR CONFIDENCE DISTRIBUTE ILLITERATE 
ARTIFICIAL CONNECTING DIVEBOMBER ILLUMINATE 
AS POSSIBLE CONNECTION DOMINATION ILLUSTRATE 
ASSEMBLIES CONSPIRACY EFFICIENCY IMPASSIBLE 
ASSESSMENT CONSTITUTE EIGHTEENTH IMPOSSIBLE 
ASSIGNMENT CONTINGENT ELEMENTARY IMPRESSION 
ASSISTANCE CONTINUOUS EMPLOYMENT IMPRESSIVE 
ATOMICBOMB CONTRABAND ENCIPHERED INCENDIARY 
ATTACHMENT CONVENIENT ENCIRCLING INDICATING 
ATTAINMENT COORDINATE ENEMYTANKS INDICATION 
ATTEMPTING CORRECTION ENGAGEMENT INDIVIDUAL 
AUDIBILITY CREDENTIAL ENLISTMENT INFLICTING 
AUTOMOBILE CROSSROADS ENROLLMENT INSECURITY 
BALLISTICS DEBOUCHING ENTERPRISE INSPECTION 
BATTLESHIP DECIPHERED ENTRENCHED INSTRUCTED 
BEENNEEDED DECORATION ENTRUCKING INSTRUCTOR 
BRIDGEHEAD DEDICATION EQUIVALENT INSTRUMENT 
CAMOUFLAGE DEFICIENCY ESTIMATION INTERNMENT 
CAPABILITY DEFINITION EVACUATING INVITATJ.JN 
CASUALTIES DEMOBILIZE EVACUATION IRRIGATION 
CENSORSHIP DEPARTMENT EVALUATION KILOMETERS 
CENTRALIZE DEPENDABLE EXCAVATION LABORATORY 
CIRCUITOUS DEPLOYMENT EXCITEMENT LIEUTENANT 
COASTGUARD DEPRESSION EXHIBITION LIMITATION 
COLLECTING DESIGNATED EXPEDITING LOCOMOTIVE 
COLLECTION DESPATCHED EXPEDITION MACHINEGUN 

JU;;~TRIC'io'ED " (l )-U 

WEDNESDAY 
WITNESSES 
YESTERDAY 

MAINTAINED 
MANAGEMii.:NT 
MECHANIZED 
MEMORANDUM 
MILLIMETER 
MOTORCYCLE 
NATURALIZE 
NAVIGATION 
NEGLIGENCE 
NEWSPAPERS 
NINETEENTH 
OBJECTIVES 
OCCUPATION 
ONEHUNDRED 
OPERATIONS 
OPPOSITION 
OVERCOMING 
PATROLLING 
PERMISSION 
PERSISTENT 

·PHOSPHORUS 
POPULATION 
POSSESSION 
POSTOFFICE 
PRECEDENCE 
PREFERENCE 
.PRESCRIBED 
PROHIBITED 
PROPORTION 
PROTECTION 
PROVISIONS 
QUARANTINE 
RECEPTACLE 
RECREATION 
RECRUITING 
REENFORCED 
REENLISTED 
REGIMENTAL 
REGU.[,ATION 
REINFORCED 
RESISTANCE 
RESPECTFUL 
RESTRICTED 
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TEN LJ~T'I'ER WORDS-Continued 

REVOLU'riON SUBMISSION SUSPE~JSION TRANS-PORTS UNEXPENDED 
SANITATION SUBSTITUTE SUSPICIONS TRANSVEHSE UNSUITABLE 
SEPAR.i\'riON SUCCESSFUL SUSPICIOUS TROOPSHIPS VIC'I'ORIOUS 
SIGNALLING SUCCESSIVE 'J'I-IIRTf~EN'J'H 'J'Wl;::NTY FIVE VISIBILITY 
SIMILARITY SUFFICIENT THREA'rENEb UNDERSTAND WILLATTACK 
STATISTICS SUPPOR'J.'ING TRAJECTORY UNDERSTOOD VII'I'HDRAWAL 
SUBMARINES 

ELEVEN LETTER WORDS 

ACCESSORIES CONCENTRATE EMPLACEMENT IHTERCERPTS REAPPOINTED 
AERONAU'riCS CONFINEMENT ENCOUNTERED INTERES'fiNG RECOGNITION 
ALTERNATING CONSTITUTED ENEMYPLANES INTERFERING RECOM:lvlENDED 
APPLICATION CONSUMPTION ENFORCEMENT INTERPRETER RECONNOITER 
APPOINTMENT CONTINENTAL ENGAGEMENTS INTERRUPTED REPLACEMENT 
APPROACHING CONTROVERSY ENGINEERING INTERVENING REQUIREMENT 
APPROPRIATE COOPERATION ESTABLISHED INVESTIGATE REQUISITION 
APPROXIMATE CORPORATION ESTIMATEDAT LEGiSLATION RESERVATION 
ARBITRATION CORRECTNESS EXAMINATION t;IGHTBOMBER RESIGNATION 
ARMOREDCARS CREDENTIALS EXPLANATION MAINTENANCE RESPONSIBLE 
ARRANGEMENT CUSTOMHOUSE EXTENSIVELY MANUFACTURE RESTRICTION 
ASSESSMENTS DEBARKATION EXTERMINATE I MEASUREMENT RETALIATION 
ASSIGNMENTS DEMONSTRATE FINGERPRINT : NATIONALISM RETROACTIVE 
ASSOCIATION DESCRIPTION FIRECONTROL : NATIONALITY SCHOOLHOUSE 
BATTLEFIELD DESCRIPTIVE HEAVYBOMBER • NAVALATTACK SEVENTEENTH 
BATTLESHIPS DESIGNATION HEAVYLOSSES ' NAVALBATTLE SEVENTYFIVE 
BELLIGERENT DESTRUCTION HOSTILITIES NAVALFORCES SIGNIFICANT 
BLOCKBUSTER DETERIORATE IMMEDIATELY NECESSITATE SMOKESCREEN 
BOMBAHDMENT DEVELOPMENT IMMI'GRATION OBSERVATION STRATEGICAL 
CATASTROPHE DISAPPEARED IMPEDIMENTA OVERWHELMED SUBSISTENCE 
CERTIF'ICATE DISCONTINUE IMPROVEMENT PARENTHESIS SUITABILITY 
CIRCUT..,ATION DISCREPANCY INCOMPETENT PARENTHESES SUPERIORITY 
COEFFICIENT DISINFECTED INDEPENDENT PENETRATION SURRENDERED 
COINCIDENCE DISPOSITION INFLAMMABLE PERFORMANCE SYNCHRONIZE 
COMMUNICATE DISTINCT·ION INFORMATION PHILIPPINES TEMPERATURE 
COMMUNIQUES DISTINGUISH INSPIRATION PHOTOGRAPHY THERMOMETER 
COMPARTMENT DYNAMOMETER INSTITUTION PREARRANGED TOPOGRAPHIC 
COMPETITION ECHELONMENT INSTRUCTION PREPARATION TRADITIONAL 
COMPOSITION EFFECTIVELY INSTRUMENTS PRELIMINARY TRANSFERRED 
COMPUTATION ELECTRICITY INTELLIGENT PROGRESSIVE WITHDRAWING 
CONCEALMENT EMBARKATION INTERCEPTED RANGEFINDER 

TWELVE LETTER WORDS 

ADVANTAGEOUS CARELESSNESS CONCENTRATED CONSIDERABLE COORDINATION 
AGRICULTURAL COMMENCEMENT CONCILIATION CONSTITUTING DECENTRALIZE 
ANNOUNCEMENT COMMENDATION CONFIDENTIAL CONSTITUTION DECIPHERMENT 
ANTIAIRCRAFT COMMISSIONED CONFIRMATION CONSTRUCTION DEMONSTRATED 
ANTICIPATION COMMISSIONER CONFISCATION CONTINUATION DEPARTMENTAL 
BREAKTHROUGH COMPENSATION CONFORMATION CONVALESCENT DIFFICULTIES 
CANCELLATION COMPLETENESS CONSCRIPTION CONVERSATION DISORGANIZED 

RES'FfllC'f'ED 3-9 
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B. LIST Q-F,WORDS USED IN MILITARY TEXT ARRANGED IN RHYMING ORDER 
ACCORDING TO WORD LENGTH 

THREE LETTER ·W.QRDS 

SEA SE? MAJ TAN TOP. ~T ~P!l' -lr.AX 
JOB AGE;: APJ GEN GHQ >MAT BfJT tFJ:X 
-ROB SHE A!:1K MEN BAR VAT .cuT MIX 
TUB THE GAL PEN CAR ACT OUT SIX 
,QMC DIE ALL TEN FAR GET PUT BOX 
ARC ONE ILL PIN PAR LET PVT FOX 
BAD ARE COL TIN WAR NET CWT DAY 
HAD USE ... CPL TON HER SET YOU LAY 
ADD DUE CAM WON PER WET CAV PAY 
RED OWE HAM DUN AIR YET LAW SAY 
AID EYE AIM GUN . .:FOR SGT SAW WAY 
BID OFF HIM RUN t1

0UR WGT FEW ANY 
DID BAG ARM SUN GAS FIT NEW SPY 
RID KEG SUM OWN HAS GOT HOW DRY 
OLD BIG CAN AGO WAS LOT LOW TRY 
AND JIG MAN. TOO HIS Jl'OT NOW BUY 
END DOG NAN TWO ITS 

FOUR LETTER WO;RDS 

ARE~ MIKE BASE WEEK FELL JOIN PASS LIST 
ASIA YOKE FUSE T~LK WELL NOON LESS LOST 
BUL;B ABLE DATE s· LK HILL SOON MESS POST 
BOMB FILE LATE RANK WILL ElOY/N LOSS JUST 
HEAD MILE NOTE SANK FULL 'I OWN HITS ROUT 
LEAD MULE BLUE TANK TOOL ZERO DAYS NEXT 
LOAD RULE HAVE SUNK TEAM ALSO MEAT TEXT 
ROAD SAME FIVE BOOK THEM INTO "-, THAT LIEU 
RAID TIME LOVE COOK ITEM KEEP WHAT DHAW 
SAID SOME MOVE HOOK MAIM SHIP FEET XRAY 
HOLD LINE FUZE LOOK FROM DUMP MEET AWAY 
HAND MINE HALF TOOK FARM PUMP LEFT BODY 
LAND NINE FLAG DARK FIRM STOP OMIT THEY 
KIND ZONE KING PARK FORM NEAR UNIT ALLY 
HARD JUNE LONG MASK THAN REAR HALT ONLY 
HERD OBOE EACH TASK PLAN OVER TENT JULY 
ONCE PIPE HIGH ORAL BEEN FOUR SHOT ARMY 
MADE TYPE DASH MTCL SEEN EYES RIOT MANY 
AIDE TARE PUSH FEEL THEN THIS DIRT VARY 
SIDE HERE RUSH RAIL WHEN AXIS EAST VERY 
CODE WERE WITH CALL OPEN TONS FAST EASY 
FLEE F!RE BOTH FALL MAIN GUNS LAST CI'rY 
EDGE WIRE LEAK CELL RAIN MASS WEST NAVY 
TAKE MORE BACK 

~ES'flUCr:PED 3-11 
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FIVE LETTER WORDS 

COMMA SCALE ALONG CANAL WAGON PRIOR DRESS START 
ZEBRA TITLE AMONG FATAL UNION :MAJOR PRESS . ALERT 
SQUAD ALINE BEACH VITAL COLON , VALOR CROSS LEAST 
SPEED SLOPE REACH TOTAL DRAWN . ARMOR FLAT$ COAST 
WIPED FLARE WHICH EQUAL RADIO HONOR BOATS CREST 
RIGID THERE MARCH USUAL EQUIP ERROR RAFTS GUEST 
RAPID WHERE WEIGH NAVAL TROOP MOTOR UNITS FIRST 
FIELD SHORE FRESH WHEEL GROUP AREAS TRACT BURST 
BLIND CEASE WIDTH STEEL CLEAR BOMBS FLEET ABOUT 
GUARD ERASE FIFTH REPEL SUGAR RAIDS QUIET ALLOW 
AWARD THESE TENTH LEVEL UNDER WOODS ASSET AUNEX 
THIRD CLOSE NINTH APRIL ORDER YARDS SHIFT TODAY 
BRIBE HORSE BOOTH SMALL DEFER MILES EIGHT DELAY 
PLACE CAUSE DEPTH SHELL REFER FIRES ·FIGH'J." READY 
VOICE HOUSE NORTH SPELL EAGER CASES LIGHT J:t'OGGY 
FORCE ROUTE SOUTH DRILL ROGER GATES NIGHT DAILY 
TRUCE IS.SUE SIXTH ALARM ETHER PACKS RIGHT RALLY 
THREE LEAVE BREAK JAPAN ·oTHER DECKS SIGHT APPLY 
RIDGE DRIVE BLACK QUEEN BAKER DOCKS AWAIT EARLY 
SIEGE PROVE· CHECK TAKEN LATER BANKS SPLIT ENEMY 
RANGE CURVE QUICK SEVEN METER TANKS LIMIT EVERY 
BARGE SEIZE TRUCK GIVEN PETER PLANS VISIT FERRY . 
LARGE CHIEF CREEK ALIGN AFTER SHIPS AGENT FIFTY 
GAUGE STAFF FLANK AGAIN ENTER CORPS POINT PARTY 
STAKE PROOF CLERK PLAIN" RIVER FEARS FRONT FORTY 
SMOKE BEING LOCAL TRAIN COVER PAIRS COUNT SIXTY 
BROKE GOING VOCAL BEGIN THEIR HOURS DEPOT HEAVY 

SIX LETTER WORDS 

CANADA HALTED DEVICE CHARGE SEVERE ARRIVE TRENCH MAN"UAL 
ARABIA ROUTED NOVICE GEORGE RETIRE ACTIVE LAUNCH ANNUAL 
ALASKA LIQUID FIERCE REFUGE ENTIRE TWELVE SEARCH CASUAL 
PANAMA INLAND REDUCE MORALE BEFORE BREEZE CHURCH VISUAL 
METRIC ISLAND PARADE UNABLE SECURE RELIEF SWITCH CANCEL 
CRITIC DEFEND DECIDE CIRCLE ASSURE ZIGZAG THOUGH VESSEL 
BOMBED OFFEND DIVIDE SINGLE FUTURE RIDING FINISH DETAIL 
BARBED DEPEND DECODE MOBILE GREASE FILING EIGHTH REFILL 
RAIDED EXPEND ENCODE BEETLE CHEESE LINING FOURTH ENROLL 
LANDED INTEND COFFEE BATTLE ADVISE MINING ATTACK SCHOOL 
WOODED EXTEND DECREE SETTLE DEVISE· FIRING DEBARK PATROL 

.....-INDEED SECOND DEGREE LITTLE OPPOSE WIRING EMBARK PISTOL 
ALLIED BEYOND STRAFE NOZZLE COURSE DURING VERBAL SYSTEM 
KILLED GROUND ENGAGE MUZZLE REFUSE NOTING RADIAL VICTIM 
FORMED METHOD DAMAGE SCHEME LOCATE MOVING SERIAL SIGCOM 
DOWNED PERIOD MANAGE RESUME EXCITE FLYING ANIMAL BOTTOM 
SCORED RECORD GARAGE ENGINE MINUTE BREACH FORMAL INFORM 
PASSED OFFICE BRIDGE RAVINE RESCUE DETACH NORMAL MEDIUM 
CAUSED POLICE ALLEGE EUROPE LEAGUE ATTACH SIGNAL SUDDEN 
UNITED ADVICE CHANGE SPHERE PURSUE BRANCH POSTAL SCREEN 

HESTRIC'f'ED 3-12 



RESl'RIC'fED 

SUNKEN 
BROKEN 
SEAMEN 
HAPPEN 
BATTEN 
ELEVEN 

1
· REMAIN 

ATTAIN 
WITHIN 
COLUMN 
RATION 
ACTION 
COMMON 
SUMMON 
POISON 
LESSON 
PON'rON 
RETURN 
DRYRUN 
TATTOo' 
APPEAR 
DOLLAR 

MORTAR 
RUBBER 
MEMBER 
BOMBER 
NUMBER 
PINCER 
LE:ADER· 
LADDER 
MURDER 
PREFER 
SUFFER 
MEAGER 
H~GHER 
CIPHER 
EITHER 
TANKER 
HAMMER 
SUMMER 
BANNE~ 
MANNER 
GUNNER 

REF ID :A56'895 

SIX LETTER WORD~Contlnued 

RUNNER 
KEEPER 
HELPER 
PROPER 
NEARER 
ERASER 
CENTER 
BETTER 
LETTER 
BITTER 
LITTER 
AFFAIR 
REPAIR 
HARBOR 
TERROR 
MIRROR 
SECTOR 
VICTOR 
DOCTOR 
CANVAS 
PLACES 

FORCES COLORS TARGET CANNOT MONDAY 
BARGES A~CESS , PICKET ACCI!:P'T SUNDAY 
BODIES E CESS ROCKET EXCEPT ANYWA! 
ALLIES U LESS BlLLET PROMPT REMEDY 
ARMIES S RESS TURRET DEPART VALLEY -: 
TABLES A. R~SS . l -S\JNSET'"' .. D~SERT PARLEY' 
-PLANES . A~~~TS : WEllGHT _D_IVERT CONVEY' " 
PASSES VISITS FLIGHT ~S90RT SURVEY 
LOSSES I POINTS SLIGHT 'll:FFOR'r VERIFY -
STATES . : ~Tt' TUS , NAUGHT~ /REPORT SUPPLY .• -¢· 

ROUTES : AL AYS FOUGH'l' ,::ARREST HOURLY . ., 
rssuEs --co BAT i NoUGHT. 1~ RESIST DEPLOY· ·-~ 
CRISIS . DEFEAT ; . CRE:DIT ' ASSIST EMPLOY ~ 
SHELLS :THREAT l . SUBMir· · AUGUST CONVOY . 
SPOOLS DEF'ECT 1 ' COMMIT ADJOST OCCUPY 
TRAINS E~FECT I · SUMMI DUGOUT SALARY 
SPOONS . REJECT' ; RESUij OUTPUT ARMORY 
STRIPS . SELECT~ 'I . ORIEN'r BUREAU NINETY 
TROOPS ~ il:XPECT : INTENT REVIEW EIGHTY 
ORDERS ; DIRECT; EX'r~NT • . FOLLOW TWENTY : 

OTHERS i '~TljEETI . . I~ • .FRibAY Tiii~T~ ,: 
SEVEN LETTER WORDS . . ' - -· , 7 

• : '•··:. :1: 
MILITIA covERED REFUGEE WARFARm ~ROMOTE · FoRGING· · ~ARYfNcf;.~,.~ 
ANTENNA RETIRED WINDAGE DECLARE qoMMUTE FISHING ', ICEBERG.-~~-
ALMANAC ARMORED BAGGAGE PREPARE REVENUE PUSHING: OEBOUCH · .• 
BIVOUAC -PRESSED -- - FAQKAGE CALIBRE RELIEVE ~tiTHING THROUGM . _., 
TRAFFIC -CROSSED - VILLAGE . MISFIRE RECEIVS 'tALKING -FURNISH···~ 
PACIFIC OMITTED TONNAGE _ l~_S?IRE - ~ASSIVE- : SINKING 1 •• ,. TWELFTH.'':-.. 
ASIATIC DE-LAYED AVERAGE REQUIRE -"1APTIVE SMOKING I 'SEVENTH' •,-
REDUCED COMMAND STORAGE INQUIRE .. *OLVE 'FALLING~ . ' SETBAC{ ~~· 

. INVADED COMMEND BARRAGE 'LECTURE - 'i. PROVE FILLINq ' ~ DE~~Qi( .-~. 
DECIDED SUSPEND PASSAGE . RE~EASE 

1
-· SERVE_ KtLLING . · DETRUCK · · 

' DECODED - RESPOND MESSAGE DISEASE I hESERVE ' RAINING.. . . 'ENTRUCK I.:;; 

- -ENCODED- - BOM~ARD --- COLLEGE SUN~I~E· t. J\NALYZE -MANNING~ .. _, ~EDICAL. : 
WOUNDED AWKWARD ARRANGE LICENSE JUMPOFF RUNNING LOGIC!A1,. -~-~ 
GUARDED FORWARD - WITHTHE bEFENSE- BOMBING MORNING :, ·cONCEAL_- . 

, .- - ·.-- PROCEED REPLACE - THJ\TTHE OFFENSE ·, 'PLACING :.,SLOPING _·_-ILLEGAL.'-: 
ENGAGED 'SERVICE - CHARLIE PROPOSE i' F'ORCING .' M,APPING , , _ _.,MARSHAL- ::. 
DAMAGED ADVANCE PRAIRIE SUPPOSE ~ -HEADING .. BEARING- '. INITIAL .• 
REACHED ABSENCE - VISIBLE PORPosa'' LEADING' . ~ .. GASSING . ·~.~ MARTIAt··"'J-
MARCHED ENFORCE BICYCLE REVERSJh:' LOADIN~ -~--MESSING' .• 'FEDERAL--
WRECKED BRIGADE 'H.oSTI~E _ -BECAUS~{ BEDDING" - . MI_SSING , ~G~~~L .. 
SHELLED GRENADE , EXTREME MANDAT!j • RAIDIN~ . LifTINq - SEVERAL 
DROPPED PRECEDE. CONFINE RADIATE HOLDING . HALTING ·.-CENTRAL'~ 
STOPPED OUTSIDE MACHINE OPERATE LANDING GETitiNG .. ~-NAirtJRAL .. ; ~ 
HUNDRED INCLUDE ROUTINE ELEVATE BINDING . FITTING. . ·coASTAL . 
ORDERED EXCLUDE CYCLONE ENTEI-\TE FINDING : . ISSUlNG GR~DU~- .. 

- .. - :. ~: ..;::_ --,- -

BEST RIC TED 3-13 



H!lS'i'RlO'f!D 
REF ID:A56B95 

8.EVEN LWf't'Et\ WtH\D8 :_{lofttlfiUI!d 

UNUSUAL lilNTl\AIN l!lNVl!lbtlfl, fllfAA'rt!lf\ ~UOOI!l~f) A91MtJLT RA:ft.WAY 
ARRIVAL OONTAIN ~IMibAA QUAWrl!ll\ 1Jlillil61!l~lll INtjTAN'r ~ElClMCY 
CHANNEL OA~'I'AIN RE~ULAA ~!JdLtVHJI\ IbLNI!l9lil lilLElM!ilNT' VAOANOY 
COLONIDL OON[)I!lMN OALI~lYR 1\EtltlVI!ll.\ WITNElil~ OOMMI!lN'l' IU~NIFY 
COIJNOIL A~ANIJON I OtlTO~I!lft AV1ATfJI\ AIJIJIU!J~Ij OtJIW"INT ~A'i\~ljFY 
li'UiilLOIL Of! INION OFtr!tllill\ 'rftMTtll\ I!!Xf!M~§ 131\I!I§I!INT ftAfiiiJLY 
lN~TALL ljl!lSlilltlN 130\JNI;}EI\ Vtlj!IJIOI\ IUlilMI§lil Aflf!OINT QU:tOKLY 
DifJ'I'I~L . MUifUON TlU~t]l!ll\ TAOT!tl~ lfUlfnJljjlj fUJl'll!lii'T NIGHTLY 
PAYI\OLL ~TATION WEA'rl=llllR I~LANO~ TAI\Oiil'r~ ATT!ilMJ3T ~HORTLY 
CONTROL S!ilOTlON WHETHiilR OHANOiil~ ~URPLU~ ~UP PORT COMPANY 
WILLIAM R:CHiilLON. ANOTHER I!:NI!lM1E9 RETREAT SUOQEST DR:STROY ,; 

DIAGRAM BALLOON •lf'ARTHER BATTLES lilXTRAOT HIOHEST PRIMARY 
PROGRAM PLATOON li'URTHI!:R GLASSES CONTACT NI!:AR!i:ST ' SUMMARY 

·~~i~~ LIAISON SOt.Cll!lR CHAS~IS COLt.lilCT PROTEST ' LIBRARY 
HORIZON CARRIER ATTACKS RESPECT RU:QUillST JANUARY 

HASBEEN EASTERN COURIER VESSE:LS CORRWCT AOAINSil' ~ BRIBERY 
FIFTEEN WESTERN HEAVIER PATROLS' PROTECT OUTPOST BATTER'( 
SIXTEEN FOGHORN TRAWLER BOMB~RS INFLICT PROVOST INQUIRY 
BETWEEN UNKNOWN ST~AMER NUMBERS CONDUCT BOYCOTT CAVALRY 
KITCHEN TOBACCO CLIPPER Rfi:PAIRS TONIOHT WITHOUT VICTORY 
WRITTEN TORPEDO CRUISER SAILORS CIRCUIT LOOKOUT EMBASSY 
EXPLAIN WARSHIP AMMF.:TER SECTORS R~CRUIT SIMPLEX UT,ILITY 
TERRAIN DEVELOP FIGHTER COMPASS PURSUIT TUESDAY SEVENTY 
DE~AIN 

EIOHT LE'f'Otl\ WORDS 

INSIGNIA EXPELLED DICTATED STANDARD LANG\JAQE ENVELOPE OPPOSITE 
SPECIP:IC ENROLLED EFFECTED OU'l'BOARD DISLODGE INSECURE CONTINUE ' ' 

TERRIP'IC DISARMED INFECTED OUTGUARD EXCHANGE PRESSURE CRITIQUE 
ECONOMIC ASSIGNED REJECTED WINDWARD PROBABLU: DS:CRB:ASE THATHAVE 
MECHANIC RETURNED SELECTED EASTWARD SUITABLU: EXERCISB: DECISIVE 
ATLANTIC APPEARED BILLI!lTEO WESTWARD ELIGIBLE SURPRISE POSITIVE 
RAILHEAD DECLARED INVENTED DESCRIBE TERRIBLE SUSPENSE PRESERVE 
RAILROAD PREPARED DEPARTED ORDNANCE POSSIBLE DISPERSE EQUALIZE " 
REPLACED HINDERED DEfSERTED DISTANCE· FLEXIBLE TRAVERSE MOBILIZE 
ADVANCED SUFFERED ESCORTED COMMENCE ASSEMBLE DEDICATE INVADING 
DEMANDED CENTERED DEPORTED SENTENCE OBSTACLE INDICATE DIVIDING 
EXPANDED BATTERED REPORTED ANNOUNCE ENCIRCLE INITIATE BUILDING 
DEFENDED LETTERED ARRESTED COMMERCE SCHEDULE ESTIMATE GUARDING 

.OFFENDED REPAIRED ENLISTED ENFILADE ·MARITIME ORDINATE ENGAGING 
EXPENDED REQUIRED SURVIVED CONCLUDE AIRDROME DETONATE DAMAGINS' 
EXTENDED· RESTORED IMPROVED LATITUDE AIRPLANE SEPARATE MARCHING 
GROUNDED DEFERRED OBSERVED ALTITUDE JET PLANE EVACUATE BREAKING 

'BESIEGED CAPTURED REVIEWED EMPLOYEE MEDICINE EXCAVATE FLANKING 
DETACHED REPULSED DEPLOYED CARRIAGE DOCTRINE OBSOLETE TOTALING 

. ~INISHED COMPOSED AIRFIELD FUSELAGE POSTPONE COMPLETE . SHELLING 
OCCUPIED MANDATED FOOTHOLD EQUIPAGE SEABORNE CONCRETE BATTLING 
ATTACKED DEFEATED THOUSAND FRONTAGE AIRBORNE EXPEDITE SWIMMING 

· REPELLED REPEATED SURROUND SABOTAGE DEVELOPE DEFINITE T~AINING 

REB'fRIGTED 3-14 



fU!.:S'PRIC 'f' ED REF ID:A56895 

EIGHT LETTER WORDS-Continued 

PLANNING ELEVENTH CAMPAIGN PRISONER VEHICLES RESPECTS WITHDRAW 
SWEEPING ANTITANK CHAPLAIN IMPROPER MISFIRES ELEMENTS WITHDREW 
SHIPPING CODEBOOK MAINTAIN REPEATER DEFENSES ATTEMPTS TOMORROW 
GROUPING CHEMICAL MOUNTAIN DESERTER EXPENSES PROTESTS PARALLAX 
ENTElUNG CLERICAL BULLETIN DISASTER PVRPOSES OUTPOSTS SATURDAY 
COVERING TACTICAL INVASION REGISTER RESERVES ENORMOUS THURSDAY 
RETIRING' CRITICAL DEC:ISION CANISTER ANALYSIS L"UMINOUS CAUSEWAY 
ADVISING NAUTICAL DIVISION RECEIVER BARRACKS .• RIGOROUS EFFICACY 
OPPOSING OFFICIAL LOCATION REVOLVER MISSIONS VIGOROUS IDENTIFY 
DRESSING MATERIA!.. AVIATION OBSERVER STATIONS CONTRACT STRATEGY 
PRESSING MEMORIAL CITATION MANEUVER FACTIONS . INDIRECT PROBABLY 
CROSSING NATIONAL TAXATION EMPLOYER PONTOONS CONFLICT ASSEMBLY 
DRIF'riNG INTERNAL JUNCTION HOWITZER WARSHIPS DISTRICT ACTUALLY 
FIGHTING CORPORAL IGNITION CORRIDOR OFFICERS INSTRUCT MONOPOLY 
SIGH'riNG HOSPITAL POSITION SUPERIOR SOLDIERS AIRCRAFT EASTERLY 
LIMITING APPROVAL FORENOON INTERIOR CARRIERS DAYLIGHT WESTERLY 
PAIN'riNG MATERIEL SQUADRON EXTERIOR TRAIU;RS MIDNIGHT BOUNDARY 
PRIN'riNG PARALLEL GARRISON OPERATOR TRAWLERS PROHIBIT MILITARY 
SPOT'riNG SENTINEL NORTHERN DICTATOR CRUISERS SERGEANT SANITARY 
DELAYING SEALEVEL SOUTHERN REJECTOR FIGHTERS DOMINANT FEBRUARY 
RALLYING PROTOCOL CIRCULAR DIRECTOR QUARTERS ADJUTANT CEMETERY 
CARRYING MERCIFUL DECEMBER DETECTOR CARELESS ADJACENT ADVISORY 
FERRYING TELEGRAM REMEMBER ASSOONAS WIRELESS INCIDENT INFAN'rRY 
APPROACH AMERICAN NOVEMBER POLITICS BUSINESS ARMAMENT CAPACITY 
ENTRENCH EUROPEAN DEFENDER COMMANDS DARKNESS MOVEMENT FATALITY 
INTRENCH CIVILIAN RECORDER ADVANCES CONGRESS REGIMENT CALAMITY 
RESEARCH HAVEBEEN ENGINEER BARRAGES PROGRESS APPARENT VICINITY 
DESPATCH NINETEEN TRANSFER MESSAGES FORTRESS PASSPORT PRIORITY 
DISPATCH EIGHTEEN DECIPHER REMEDIES DISTRESS INTEREST ACTIVITY 
SKIRMISH THIRTEEN ENCIPHER SUPPLIES RED CROSS REENLIST CASUALTY 
DIMINISH FOURTEEN 

NINE LETTER WORDS 

MEMORANDA CANCELLED IMPRESSED ATTEMPTED ASSURANCE AERODROME 
STRA'rEGIC COMPELLED DISCUSSED PROTESTED ALLOWANCE HURRICANE 
AUTOMATIC DETRAINED INDICATED REQUESTED INCIDENCE AEROPLANE 
PA:I'RIOTIC "ENTRAINED POPULATED SUBMITTED REFERENCE INTERVENE 
BALLISTIC CONDEMNED ESTIMATED CONTINUED INFLUENCE FRONTLINE 
BEACHHEAD ECHELONED DOMINATED DESTROYED REENFORCE DETERMINE 
SPEARHEAD DEVELOPED DETONATED MOTORIZED REINFORCE TELEPHONE 
DESCRIBED CONQUERED SUSPECTED SEMIRIGID LONGITUDE INTERFERE 
ANNOUNCED PREFERRED CORRECTED RECOMMEND COMMITTEE ELSEWHERE 
BLOCKADED CONFERRED PROTECTED REAR GUARD ADVANTAGE SHELL FIRE 
SUCCEEDED DECREASED IijFLICTED NORTHWARD CARTRIDGE THEREFORE 
PROCEEDED INCREASED· COMPLETED SOUTHWARD CHALLENGE PROCEDURE 
COMMANDED CONDENSED INHABITED AMBULANCE AVAILABLE PREMATURE 
SUSPE!NDED COLLAPSED EXHIBITED DOMINANCE UNTENABLE DEPARTURE 
BOMBARDED DISPERSED ASSAULTED CLEARANCE DIRIGIBLE NAVALBASE 
FORTIFIED ADDRESSED APPOINTED ENDURANCE PRINCIPLE MANGANESE 

REiS't'REC'fED 
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NINE LETTER WORDs-Continued 

CRITICISE REGARDING PERSONNEL INVENTION CONTINUES, STATEMENT 
INTERPOSE ACCORDING CABLEGRAM PROMOTION BUILDINGS EQUIPMENT 
ASSOCIATE INCLUDING RADIOGRAM SEMIQ'oLON OFFICIALS GRO"JPMENT 
IMMEDIATE LAUNCHING FIREALARM AFTERNOON REPRISALS INTERMENT 
OSCILLATE ATTACKING CRITICISM DISAPPEAR PROPOSALS .ALLOTMENT 
CIRCULATE . DEBARKING MECHANISM IRREGULAR CIVILIANS PERMANENT 
DESIGNATE REFILLING DIETITIAN SEPTEMBER CAMPAIGNS DIFFERENT 
ALTERNATE SCREENING SEVENTEEN COMMANDER MAINTAINS REPRESENT 
COOPERATE REMAINING SUSPICION SURRENDER DIVISIONS RESTRAINT 
ELABORATE OBTAINING BATTALION REMAINDER MUlHTIONS INTERCEPT 
PENETRATE INCLINING REBELLION PASSENGER POSITIONS INTERRUPT 
REINSTATE BEGINNING COLLISION MESSENGER ENGINEERS TRANSPORT 
CIGARETTE RETURNING PROVISION BRIGADIER ·PRISONERS NORTHEAST 
PARACHUTE PREPARING EXPANSION STRAGGLER READINESS SOUTHEAST 
DESTITUTE NUMBERING ASCENSION NEWSPAPER CONFLICTS NORTHWEST 
TECHNIQUE CENTERING DIMENSION C~ARACTER DI~TRICTS ·. SOUTHWEST 
EXPANSIVE REQUIRING EXTENSION KJLOMETER INCIDENTS INTERVIEW 
DEFENSIVE OPERATING EXPLOSION BAROMETER MOVEMENTS YESTERDAY 
OFFENSIVE ENLISTING ADMISSION GYROMF.TER OUTSKIRTS WEDNESDAY 

' EXPENSIVE RECEIVING EXCLUSION DESTROYER ANONYMOUS'· EMERGENCY 
INTENSIVE REVIEWING RADIATION PROJECTOR APPARATUS NORTHERL:' 

·EXTENSIVE -EMPLOYING VARIATION PROTECTOR DISINFECT· SERIOUSLY 
EXPLOSIVE OCCUPYING INFLATION CHAUFFEUR INTERDICT INSTANTLY 
EXCESSIVE PARAGRAPH FORMATION LOGISTICS DIFFICULT ACCOMPANY 
INCLUSIVE ESTABLISH OPERATION STANDARDS COMBATANT ARBITRARY 
EXCLUSIVE TWENTIETH SITUATION RESOURCES IMPORTANT NECESSARY 
TENTATIVE FIFTEENTH ELEVATION COMPANIES ASSISTANT SECRETARY 
DEFECTIVE SIXTEENTH OBJECTION BATTERIES CONFIDENT ARTILLERY 
EFFECTIVE WATERTANK DIRECTION EMBASSIES PRESIDENT ACCESSORY 
OBJECTIVE · TECHNICAL CONDITION AIRDROMES DEPENDENT 'rERRITORY 
INCENTIVE CHRONICAL COALITION SEAPLANES NEGLIGENT LIABILITY 
EXECUTIVE PRACTICAL PARTITION AIRPLANES DEFICIENT HOSTILITY 
RECOGNIZE POLITICAL DETENTION EXERCISES EFFICIENT PROXIMITY 
SERVICING IDENTICAL RETENTION WITNESSES PLACEMENT INDEMNITY 
ADVANCING PRINCIPAL INTENTION ADDRESSES AGREEMENT INTEGRITY 
PRECEDING DISMISSAL ATTENTION ESTIMATES AMUSEMENT NECESSITY 
EXTENDING CONTINUJ\L 

1fi'EN LETTER WORDS 
\ 

ATOMICBOMB APPROACHED COMPRESSED UNDERSTOOD · .. CONFIDENCE 
GEOGRAPHIC ENTRENCHED .DISTRESSED COASTGUARD NEGLIGENCE 
GYROSCOPIC DESPATCHED DESIGNATED POSTOFFiqE .. EXPERIENCE 
DIPLOMATIC DISPATCHED RESTRICTED ACCORDANCE' PREFERENCE 
BRIDGEHEAD THREATENED INSTRUCTED ALLEGIANCE DIFF~RENCE 

PRESCRIBED MAINTAINED PROHIBITED APPEARANCE .90NFERENCE 
REENFORCED DETERMINED REENLISTED ACCEPTANCE CAMOUFLAGE 
REINFORCED ONEHUNDRED MECHANIZED RESISTANCE . .DEPENDABLE 
BEENNEEDED DECIPHERED, CONTRABAND ASSISTANCE EXPENDABLE 
UNEXI'ENDED ENCIPHERED UNDERSTAND PRECEDENCE UNSUITABLE 

RESTRICTED 3-16. 
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TEN LETTER WORDS-Continued 

ACCEPTABLE EVACUATING ALLOCA'l'ION GONIOMETER CONTINGENT 
IMPASSIBLE COLLECTING FOUNDATION HYDROMETER SUFFICIENT 
IMPOSSIBLE CONNECTING RECREATION HYGROMETER CONVENIENT 
AS POSSIBLE INFLICTING IRRIGATION AMBASSADOR EQUIVALENT 
RECEPTACLE EXPEDITING NAVIGATION INSTRUCTOR ENGAGEMENT 
MOTORCYCLE RECRUITING REGULATION BALLISTICS MANAGEMENT 
AUTOMOBILE ATTEMPTING POPULATION STATISTICS EXCITEMENT 
DISC~PLINE SUPPORTING ESTIMATION CROSSROADS DETACHMENT 
QUARANTINE EXTINGUISH DOMINATION: DESPATCHES ATTACHMENT 
ENTERPRISE NINETEENTH DETONATION DISPATCHES EXPERIMENT 
TRANSVERSE EIGHTEENTH OCCUPATION , ASSEMBLIES ENROLLMENT 
COORDINATE THIRTEENTH SEPARATION FACILITIES ASSIGNMENT. 
ILLUMINATE FOU~TEENTH DECORATION ACT!VITIES ATTAINMENT 
ANTICIPATE WILLATTACK LIMITATION CASUALTIES INTERNMENT 
ILLITERATE ARTIFICIAL SANITATION FRONTLINES GOVERNMENT 
ILLUSTRATE CREDENTIAL INVITATION SUBMARINES ASSESSMENT 
COMPENSATE ADDITIONAL EVACUATION OBJECTIVES COMMITMENT 
DISTRIBUTE ACCIDENTAL EVALUATION ENEMYTANKS DEPARTMENT 
SUBSTITUTE REGIMENTAL EXCAVATION' SUSPICIONS ENLISTMENT 
CONSTITUTE INDIVIDUAL COLLECTION COLLISIONS INSTRUMENT 
COMMUNIQUE WITHDRAWAL CONNECTION PROVISIONS DEPLOYMENT 
TWENTYFIVE AIRCONTROL ' INSPECTION EXPLOSIONS EMPLOYMENT 
SUCCESSIVE SUCCESSFUL CORRECTION FOR¥ATIONS PERSISTENT 
IMPRESSIVE RESPECTFUL PROTECTION OPERATIONS AIRSUPPORT 
LOCOMOTIVE MEMORANDUM EXHIBITION DIRECTIONS CONSPIRACY 
CENTRALIZE SUSPENSION EXPEDITION CONDITIONS DEFICIENCY 
NATURALIZE DISPERSION DEFINITION TROOPSHIPS EFii'ICIENCY 
DEMOBILIZE CONCESSION AMMUNITION NEWSPAPERS COMPLETELY 
COMMANDING CONFESSION OPPOSITION KILOMETERS APPARENTLY 
DEBOUCHING DEPRESSION PROPORTION DESTROYERS INCENDIARY 
DETRUCKING IMPRESSION REVOLUTIOH TRANSPORTS COMMISSARY 
ENTRUCKING POSSESSION MACHINEGUN SUSPICIOUS ELEMENTARY 
ENCIRCLING SUBMISSION BATTLESHIP VICTORIOUS LABORATORY 
SIGNALLING COMMISSION CENSORSHIP CIRCUITOUS TRAJECTORY 
PATROLLING PERMISSION ARMOREDCAR CONTINUOUS CAPABILITY 
OVERCOMING DISCUSSION DIVEBOMBER PHOSPHORUS AUDIBILITY 
DETRAINING CONCLUSION COMMANDEER FLASHLIGHT VISIBILITY 
CONCERNING DEDICATION DISPATCHER COMMANDANT SIMILARITY 
INDICATING INDICATION MILLIMETER LIEUTENANT INSECURITY 
ANTEDATING 

ELEVEN LETTER WORDS 

IMPEDIMENTA SURRENDERED CONSTITUTED INFLAMMABLE CERTIFICA'fE 
. TOPOGRAPHIC ENCOUNTERED BATTLEFIELD RESPONSIBLE COMMUNICATE 
' RECOMMENDED TRANSFERRED PERFORMANCE NAVALBATTLE INVESTIGATE 

PREARRANGED DISINFE9TED MAINTENANCE TEMPERATURE APPROPRIATE 
ESTABLISHED REAPPOINTE!D COINCIDENCE, MANUFAC_~,E APPROXIMATE 
OVERWHELMED INTERCEPTED SUBSISTENCE SCHOOr...!iO. SE EXTERMINATE 
DISAPPEARED INTERRUPTED CATASTROPHE CQSTOlllliOUSE DETERIORATE 
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ELEVEN LETTER WORDs-Con~lnued 

CONCENTRATE SMOKESCREEN DISTINCTION PHILIPPINES CONFINEMENT 
DEMONSTRATE APPLICATION DESTRUCTION PARENTHESES REQUIREMENT 
NECESSITATE ASSOCIATION INSTRUCTION HEAVYLOSSES MEASUREMENT 
DISCONTINUE RETALIATION RECOGNITION COMMUNIQUES IMPROVEMENT 
SEVENTY FIVE DEBARKATION REQUISITION PARENTHESIS CONCEALMENT 
PROGRESSIVE EMBARKATION COMPOSITION CREDENTIALS ECHELONMENT 
RETROACTIVE LEGISLATION DISPOSITION . BATTLESHIPS DEVELOPMENT 
DESCRIPTIVE CIRCULATION COMPETITION ARMOREDCARS APPOINTMENT 
SYNCHRONIZE. . INFORMATION DESCRIPTION CORRECTNESS COMPARTMENT 
APPROACHING EXPLANATION CONSUMPTION ENGAGEMENTS BELLIGERENT 
INTERVENING DESIGNATION INSTITUTION ASSIGNMENTS INCOMPETENT 
ENGINEERING RESIGNATION LIGHTBOMBER ASSESSMENTS FINGERPRINT 
INTERFERING EXAMINATION HEAVYBOMBER INSTRUMENTS DISCREPANCY 
ALTERNATING PREPARATION. RANGEFINDER INTERCERPTS PHOTOGRAPHY 
INTERESTING COOPERATION DYNAMOMETER ESTIMATEDAT IMMEDIATELY 
WITHDRAWING IMMIGRATION THERMOMETER SIGNIFICANT EXTENSIVELY 
DISTINGUI$H INSPIRATION INTERPRETER INDEPENDENT EFFECTIVELY 
SEVENTEENTH ·coRPORATION RECONNOITER INTELLIGENT PRELIMINARY 
NAVALATTACK PENETRATION BLOCKBUSTER COEFFICIENT CONTROVERSY 
STRATEGICAL ARBITRATION AERONAUTICS BOMBARDMENT ELECTRICITY 
TRADITIONAL COMPUTATION NAVALFORCES REPLACEMENT NATIONALITY 
CONTINENTAL OBSERVATION ACCESSORIES EMPLACEMENT SUITABILITY 
FIRECONTROL RESERVATION HOSTILITIES ENFORCEMENT SUPERIORITY 
NATIQNALISM ·RESTRICTION ENEMY PLANES ARRANGEMENT 

TWELVE LETTER WORDS 

TRANSPACIFIC CONSTITUTING ILLUMINATION CONSTITUTION EMPLACEMENTS 
HYDROGRAPHIC BREAKTHROUGH ANTICIPATION NORTHWESTERN MEASUREMENTS 
UNIDENTIFIED GEOGRAPHICAL REGISTRATION SOUTHWESTERN ADVANTAGEOUS 
COMMISSIONED CONFIDENTIAL ILLUSTRATION MARKSMANSHIP SIMULTANEOUS 
DISSEMINATED · PRESIDENTIAL INAUGURATION. MED+UMBOMBER ANTIAIRCRAFT 
CONCENTRATED RECREATIONAL COMPENSATION COMMISSIONER NONCOMBATANT 
DEMONSTRATED AGRICULTURAL CONVERSATION PSYCHROMETER CONVALESCENT 
DISORGANIZED DEPARTMENTAL RADIOSTATION SHARPSHOOTER DISPLACEMENT 
SIGNIFICANCE UNSUCCE~SFUL CONTINUATION DIFFICULTIES COMMENCEMENT 
INTELLIGENCE GENERALALARM PRESERVATION UNITEDSTATES ANNOUNCEMENT 
INTERFERENCE VETERINARIAN MOBILIZATION PREPARATIONS ENTANGLEMENT 

I 

INCOMPETENCE TRANSMISSION ORGANIZATION OBSTRUCTIONS DECIPHERMENT 
CONSIDERABLE VERIFICATION INTERDICTION INSTRUCTIONS ENCIPHERMENT 
FIGHTER PLANE CONFISCATION ROADJUNCTION LIGHTBOMBERS REENLISTMENT 
INTERMEDIATE COMMENDATION INTRODUCTION HEAVYBOMBERS INEFFICIENCY 
DECENTRALIZE CONCILIATION CONSTRUCTION HEADQUARTERS SUCCESSFULLY 
GENERALSTAFF CANCELLATION INTERVENTION PREPAREDNESS RESPECTFULLY 
TRANSFERRING · PROCLAMATION CONSCRIPTION COMPLETENESS SATISFACTORY 
ENTERPRISING CONFIRMATION INTERRUPTION CARELESSNESS INTRODUCTORY 
.ILLUMINATING CONFORMATION DISTRIBUTION SEARCHLIGHTS IRREGULARITY 
DISTRIBUTING COORDINATION SUBSTITUTION REPLACEMENTS 
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TRANSATLANTIC 
DIS'fiNGUISHED 
DECI~NTRALIZED 

DISAPPEARANCE 
IMPRACTICABLE 
INDI~TERMINATE 

CORRESPONDING 
CONCENTRATING 
COUNTERATTACK 

CHARACTERISTIC 
RECONNAISSANCE 
DISCONTINUANCE 
CORRESPONDENCE 
ADMINISTRATIVE 
REPRESENTATIVE 
DIS'riNGUISHING 

JtESTRICTED 
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TIIIRTEEN LETTER WORDS 

CHRONOLOGICAL 
CONGRESSIONAL 
INTERNATIONAL 
SPECIFICATION 
QUALIFICATION 
COMMUNICATION 
ACCOMMODATION 
INVESTIGATION 
DISSEMINATION 

DETERMINATION 
EXTERMINATION 
CONSIDERATION 
CONCENTRATION 
DEMONSTRATION 
QUARrr:ERMASTER 
CIRCUMSTANCES 
DISCREPANCIES 
PRELIMINARIES 

FIGHTERPLANES ESTABLISHMENT 
INSTALLATIONS ENTERTAINMENT 
MEDIUMBOMBERS REAPPOINTMENT 
MISCELLANEOUS WARDEPARTMENT 
INSTANTANEOUS APPROXIMATELY 
REENFORCEMENT EXTRAORDINARY - -REINFORCEMENT REVOLUTIONARY 
REIMBURSEMENT DEPENDABILITY 
REINSTATEMENT 

FOURTEEN LETTER WORDS 

RECONNOITERING 
METEOROLOGICAL 
CIRCUMSTANTIAL 
CLASSIFICATION 
IDENTIFICATION 
RECOMMENDATION 

.. _ .. ~ ~ --

3-19 

ADMINISTRATION 
INTERPRETATION 
TRANSPORTATION 
CENTRALIZATION 
NATURALIZATION 
DEMOBILIZATION 

REORGANIZATION 
RECONSTRUCTION 
IRREGULARITIES 
INVESTIGATIONS 
SATISFACTORILY 
RESPONSIBILITY 
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C. LIST OF WORDS USED IN MILITARY TEXT ARRANGED ALPHABETICALLY 
. ACCORDING TO.WORD PATTERN , 

A CC EPT 
A CC ORDING 
0 CC UPY 
A DD 

SU DD EN 
LADDER 
BE DD ING 
FL EE 
S EE 

THR EE 
PROC EE D 

SP EE D 
CR EE K 
W EE K 
F EE L 

ST EE L 
WHEEL 

B EE N 
FOURT EE N 

HASB EE N 
QU EE N 

SCR EE N 
S EE N 

SIXT EE N 
R EE NLIST 
K EE P 

SW EE PING 
F EE T 

FL EE T 
M EE T 

JUMPO FF 
0 FF 

STA FF 
0 FF END 

SU FF ER 
TRA FF IC 

0 FF ICE 
0 FF ICER 
E FF CRT 

FO GG Y 
A LL 

CA LL 
CE LL 

DR! LL 
ENRO LL 

RES'¥RIC'f'ED 

PATTERN AA 

FA LL 
FE LL 
FU LL 
HI LL 

I LL 
INSTA LL 
PAYRO LL 
REF! LL 

SHE LL 
SMA LL 
SPE LL 

WE LL 
WI LL 
VI LL AGE 
CO LL APSED 
DO LL AR 

OSCI LL ATE 
'KI LL ED 
BI LL ET 
BU LL ETIN 
VA LL EY 
A LL IED 
A LL IES 

FA LL ING 
PATRO LL ING 

SHE LL .ING 
ALLOW 
A LL Y 

RALLY 
"CO MM A 
co MM AND 

I 

CO MM ANDER 
\ 

SU MM ARY 
\ 

.co MM END\ 
CO MM ENTf 
HA MM ER 
SU MM ER 
CO MM IT 
SU MM IT 
SU MM ON 
CO MM UTE• 
TO NN AGJt 

CHA NN EL 
BA NN ER 
GU NN ER 
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MA NN ER 
A NN EX 

CA NN OT 
T·oo 
W 00 DS 

PR 00 F 
s·oo K 
·c oo· K 
H 00 K 
L 00 K 
T 00 K 

SCH 00 L 
T 00 L 

PLAT 00 N · 
S 00 N 

TR 00 PS 
C 00 RDINATE 
B 00. 'TH 

STO PP ED 
HA pp· EN 

CLI PP ER 
MA PP ING 
A PP LY 

SU PP LY 
A PP OINT 
A PP OINTED 

SU PP OR'l' 
SU PP ORTING · 

A PP ROVE 
TE RR AIN 
CU R.R ENT 

A' RR,EST 
HU RR ICANE 
DE RR ICK 
GA RR !SON 
A RR IVE 

CA RR Y 
FE .RR Y 

ACRO SS 
COMPA SS 

CONGRE SS 
CRO SS 

DARKNE SS 
DRE SS 

LE SS 
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PATTERN AA-Continued 

LO SS A SS IGNED BA TT EN 
MA SS CRO SS ING WRI TT EN 
ME SS DRE SS ING BI TT ER 
PA SS - ME SS ING LI TT ER 

PRE SS PA SS IVE BA T'r ERY 
UNLE SS LE SS ON SPO TT ING 

WITNE SS I SS UE BA TT LE 
PA SS ED A SS URE BA TT LESHIP 
A SS EMBLY ~MBA SS Y MU ZZ LE 
A SS ET OMI TT ED NO ZZ LE 

PO SS IBLE SUBMI TT ED 

MISCELLANEOUS PATTERNS .. 
AABA AGR EEME NT AABCB SU FFICI ENT 
AABA K EEPE R AABCB A LLEGE 
AABA CH EESE AABCB CO LLEGE 
AABA BR EEZE AABCB BI LLETE D 
AABA MA NNIN G AABCB A MMETE R 
AABA PLA NNIN G AABCB W OODED 
AABA1 RU NNIN G AABCB TE RRIFI C 
AABA L OOKO UT AABCB BA TTERE D 
AABA E RROR AABCBDEB DI FFERENCE 
AABA MI RROR AABCC A CCESS 
AABA TE RROR AABCC A CCESS ORY 
AABA GLA SSES A,ABCC CO MMISS ARY 
AABA LO SSES AABCCB WI LLATTA CK 
AABA PA SSES ~ABCCDD CO MMITTEE 
AABA CHA SSIS ~ABCCDEFBC A CCESSORIES 
AABA A SSIS T 1ABCDA I LLEGAL 
AABAACB A SSESSME NT. 4ABCDA A TTEMPT 
AABAACBDEA A SSESSMENTS ABC DAB A TTEMPTE D 
AABAB PROC EEDED 4ABCDB 0 FFENSE 
AABB CO FFEE 1ABCDB CHA LLENGE 
AABB BA LLOO N AABCDB BA LLISTI C 
AABBAACAC B EENNEEDED AABCDB A RRESTE D 
AABBCBC SU CCEEDED AABCDB PA SSENGE R 
AABCA B EETLE AABCDB BA TTERIE S 
AABCA A NNOUN CE AABCDBA SU RRENDER 
AABCA F OOTHO LD AABCDBABD SU RRENDERED 
AABCA CA RRIER AABCDBC CO MMANDAN T 
AABCA A SSETS AABCDBD 0 FFENDED 
AABCA I SSUES AABCDBEC BA LLISTICS 
AABCADEC H0 MMITMENT ~ABC DC E FFICAC Y 

I 

AABCADEC A TTENTION A:ABCDD A DDRESS 
AABCADEFEA &. NNOUNCEMEN T ~ABCDD I LLNESS 
AABCB SQ~ EENIN G A1ABCDDCA A DDRESSED 

- A.ABCB S'J FFERE D A!ABCDDCD A DDRESSES 
AABCB DI FFERE NT A~BCDEB CO MMUNIQU E 
AABCB 0 FFICI AL A:ABCDEB TR OOPSHIP .-

~ -
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MISCELLANEOUS P ATTERN8-Con tlnued 

AABCDEB A SSEMBLE ABA INVA DED 
AABCDEBC TR OOPSHIPS ABA LAN DED 
AABCDEC CO MMANDIN G ABA RAI DED 
AABCDECB BA TTLEFIEL D ABA WOUN DED 
AABCDED CO MMANDED ABA DID 
AABCDEDFC A MMUNITION ABA IC EBE.RG 
AABCDEE · CO MMANDEE R ABA PR ECE DING 
AABCDEFA R EENLISTE D ABA R ECE IPT 
AABCDEFA I RREGULAR ABA CR EDE NTIAL 
AABCDEFB 0 FFENSIVE ABA F EDE RAL 
AABCDEFBA A SSEMBLIES . ABA D EFE AT 
AABCDEFC A LLOTMENT ABA D EFE CT 
AABCDEFC C OOPERATE ABA D EFE R 
AABCDEFD I LLl'STRAT E ABA SI EGF: 
AABCDEFD A SSIGNMEN T ABA R EJE CT 
AABCDEFDGA . A SSIGNMENTS ABA S ELE CT 
AABCDEFGA · C OOPERATIO N ABA T ELE GRAM 
AABCDEFGABF R EENLISTMENT ABA ELE VATION 
AABCDEFGD BA TTLESHIPS ABA SCH EME 
AABCDEFGDAE C OORDINATION ABA R EME DY 
AABCDEFGDE A PPOINTMENT ABA DISPLAC EME NT 
ABA AGA IN ABA PLAC EME NT 
ABA AGA INST ABA ENE MY 
ABA C ALA MITY ABA G ENE RAL 
ABA ALA RM ABA R EPE L 
ABA S ALA RY ABA HERE 
ABA D AMA GE ABA SPH ERE 
ABA M ANA GE ABA TH ERE 
ABA C ANA L ABA W ERE 
ABA ANA LYZE ·ABA WH ERE 
ABA J APA N ABA CONQU ERE D 
ABA P ARA CHUTE ABA COV ERE D -
ABA P ARA DE ABA TH ESE 
ABA SEP ARA TION ABA PR ESE NT 
ABA F ATA L ABA D ESE RT 
ABA N AVA L ABA COMPL ETE 
ABA' N AVA LFORCES ABA KILOM'ETE R 
ABA . C AVA LRY ABA M ETE R 
ABA EXC AVA TION ABA P ETE R 
ABA AWA IT ABA D EVE LOP 
ABA AWA RD ABA S EVE N 
ABA. AWA Y ABA S EVE NTH 
ABA PRO BAB LE ABA S EVE NTY 
ABA PRO BAB LY ABA S EVE RAL 
ABA BI CYC LE ABA EVE RY 
ABA CYC LONE ABA EYE. 
ABA BLOCKA DED ABA FIF TH 
ABA GROUN DED ABA FIF TY 
ABA GUAR DED ABA EIGHTH· 
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MISCELLANEOUS PATTERNS-Continued 

ABA L IAI SON ABA CA RTR IDGE 
ABA PROH IBI T . ABA- D RYR UN 
ABA SERV, ICI NG ABA DI SAS TER 
ABA RA IDI NG ABA CA SES 
ABA R IDI NG ABA RE SIS T 
ABA RIGID ABA SUS PEND 
ABA F ILI NG ABA SYS TEM 
ABA M ILI TARY ABA S TAT ION 
ABA MOB ILI ZE ABA DIC TAT OR 
ABA S IMI LAR ABA TIT LE 
ABA L IMI T ABA AL TIT UDE 
ABA PROX IMI TY ABA LA TIT UDE 
ABA F INI s:~ ABA TOT AL 
ABA F IRI NG ABA TOT ALING 
ABA RET IRI NG ABA A UGU ST 
ABA W IRI NG ABA USU AL 
ABA V ISI BLE ABA F UTU RE 
ABA D ISI NFECT ABA SUR VIV ED 
ABA ADV ISI NG ABAA ,- -HAV EBEE N 
ABA DEC ISI ON ABAA SESS ION 
ABA V ISI T ABAACC TATTOO 
ABA V ISI TOR :ABAB DETRA ININ G 
ABA POL ITI CS :ABAB L ININ G 
ABA CR ITI QUE 'ABAB M ININ G 
ABA POS ITI VE 'ABAB OBTA ININ'G 
ABA MEM ORIAL ABAB RA ININ G 
ABA NAN ABAB REMA ININ G 
ABA DOMI NAN CE ABAB TRA ININ G 
ABA ORD NAN CE ABAB -. CR ISIS 
ABA DOMI NAN T ABAB ~- ~WI THTH E 
ABA NIN E ABAB PAR TIT! ON 
ABA NIN ETY ABACA C ANADA 
ABA MOR NIN G ABACA P ANAMA 
ABA NIN TH ABACA PR ECEDE 
ABA OBO E ABACA ELEME NT 
ABA 0 OLO N ABACA ELEME NTARY 
ABA SEM~C 0~0- N ABACA ELEVE N 
ABA 0 OLO RS ABACA C EMETE RY 
ABA AUT OMO BILE ABACA S EVERE 
ABA PR OMO TE ABACA AUD IBILI TY 
ABA H ONO R ABACA' EXH IBITI ON 
ABA VIG ORO US ABACA V ICINI TY 
ABA M OTO R ABACA M ILITI A 
ABA .M OTO RIZED ABACA FAC ILITI ES 
ABA PR OVO ST ABACA D !MINI SH 
ABA PIP E ABACA L IMITI NG 
ABA POP ULATED ABACA INITI AL 
ABA LIB RAR Y ABACA DEF INITI ON 
ABA AI RDR OME ABACA D IRIGI BLE 
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MISCELLANEOUS P'ATTERN8-Contlnu~d · 

ABACA SEM IRIGI D ABA CDA R EVENUE 
ABACA REQU ISITI ON ABA GOA ·u NKNOWN 
ABACA C 'IVILI AN ABACDA'.1 PR OMOTIO N 
ABACA D IVISI ON ABACDAAC S EVENTEEN 

•J 

ABACA L OCOMO TIVE ABACDAACD SEVENTEENTH 
ABACA M ONOPO LY ABACDAC D ESERTER 
ABACA PR OTOCO L ABACDAD D EFENSES. 
ABACA CONS TITUT E ABACDAED 'AVAILABL E 
ABACA UNUSU AL ABACDAEEC .. N AVALBATTL E 
ABACADA V !SIBIL! TY ABACDB F ATALIT Y 
ABACADB DEF INITION ABACDB A NONYMO US 
ABACADBA PR ECEDENCE ABACDB C OLONEL 
ABACADC INITIAT E: ABACDBA THEREFORE 
ABACADD COMPL ETENESS ABA CDC R ECEIVI NG 
ABACADDA N AVALATTA CK ABA CDC DYNA MOMETE R 
ABACADEC D .!VISIONS ABA COCA L IMITATI ON 
ABACB V ACANC Y ABA COCCA NINETEEN 
ABACB ·COMBATANT ABACDCCAD NINETEENT H 
ABACB C ATAST ROPHE ABACDCEA S TA,TEMENT 
ABACB D ETECT OR ABACDCECFGHIE M ETEOROLOGJCAL 
ABACB V !SITS ABACDD ·FIFTEE N 

-ABACB MEMBE R ABACDD FO RTRESS 
ABACBDEC D ETENTION ABACDDEC FIFTEENT H 
ABACBDEC R ETENTION ABACDEA ELEVATE 
ABACBDEFGFAG NONCOMBATANT ABACDEA D EVELOPE-
ABACC R EBELL ION ABACDEA VERIFICATION. 
ABACC N ECESS ARY -ABACDEA S !MILAR! TY 
ABACC N ECESS ITY . ABACDEAD SUSPENSE 
ABACC CAR ELESS ABACDEAFGE SUSPENSION 
ABACC WIR~ELESS ABACDEB EXPL ANATION 
ABACCA P ARALLA X ABACDEB T OPOGRAP HIC 
ABACCA R EPELLE D ABACDEBFA R ECEPTACLE 
ABACCA T OMORRO W ABACDEC ABANDON 
ABACCDACC CAR ELESSNESS . ABACDEC D AMAGING .. 

ABACCDC P ARALLEL ABACDEC QU ARANTIN E 
ABACCDEFEA N ECESSITATE ABACDECA P ENETRATE 
ABACDA- : ALASKA ABACDECFBA D ETERIORATE 
ABACDA ARABIA1, ABACDECFGB P ENETRATION 
ABACDA N AVALBA ',SE ABACDED C APABILI TY 
ABACDA R ECEIVE ~ ABA COED M OTORCYC.LE 
ABA CDA D ECEMBE R ABA COED SUSPICI ON 
ABACDA D EFENSE ABACDEDEDC G ENERALALAR-M 
ABACDA R EJECTE D ABACDED~BA ·SUSPICIOUS 
ABA CDA R ELEASE ! ABACDEDFGA SUSPICIONS 
ABA CDA S ELECTE Q ABACDEFA D EFECTIVE 
ABA CDA R EMEDIE S ABACDEFA D EFENSIVE 
ABACDA EMERGE NCY Al3ACDEFA T ELEPHONE 
ABA CDA ENEMIE S ABACDEFA D ETERMINE 
ABACDA ~ EPEATE D ABACDEFA D EVELOPME NT 

HES'fFHO'f'ED . . 
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AaA'cDEFA 
ABACDEFAF' 
ABACDEFB 
ABACDEFB 
ABACDEFC 
ABACDEFCDF'E 
ABACDEFCFD 
ABACDEFD 
ABACDEFDF 
ABACDEFE 
ABACDEFGA 
ABACDEFGB 
ABACDEFGBA 
ABACDEFGBA 
ABACDEFGBEHF 
ABACDEFGDHH 
ABACDEFGE 
ABACDEFGHA 
ABACDEFGHIA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
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MISCELLANEOU~ PATTERNS-Contlq.ued 

EXERCISE 
EXERCISES 
DEDICATE 
ENEMYTAN KS 
DEDICATI ON 

V ETERINARIAN 
ELECTRICIT Y 
SUSPECTE D 
SUSPENDED 
ANALYSIS 
EXECUTIVE 
POPULATIO N 
ENEMYPLANE S 

S EVENTYFIVE 
D ETERMINATION 
G ENERALSf'AFF 

MEMORANDA 
MEMORANDUM 

D ECENTRALIZE 
AFFA IR 
APPA RENT 
APPA RENTLY 

B ARRA CKS 
B ARRA GE 

ARRA NGE 
P ASSA GE 

ASSA ULT 
ATTA CH 
ATTA CK 
ATTA IN 

B ATTA LION 
IN DEED 

EFFE CT 
COMP ELLE D 

SH ELLE D 
CONF ERRE D 

COMPR ESSE D 
IMPR ESSE D 

PR ESSE D 
V ESSE L 

CIGAR ETTE 
B ETTE R 
L ETTE R 
D IFF! CULT 
W ILL! AM 
F ILLI NG 
K ILLI NG 

REF ILL! NG 
SW IMMI NG 

ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBA 
ABBAB 
ABBAB 
ABBACA 
ABBACA 
ABBACB 
ABBA CDA 
ABBA CDA 
ABBACDB 
ABBACDEA 
ABBACDEDA 
ABBACDEFA 
ABBACDEFA 
ABBACDEFA 
ABBACDEFCtl 
ABBACDEFDl!J 
ABBACDEFEO 
ABBACDEFGfi 
ABBCA 
ABBCA 
ABBCA 
ABBCA 
ABBCA 
ABBCA 
ABBCA 
ABBCA 
ABBCA 
ABBCA 
ABBCADAE~d 
ABBCADAEFC 
ABBCADC 
ABBCBBDA 
ABBCBDA 
ABBCBDAED 
ABBCCDAB 
ABBCDA 
ABBCDA 
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SH IPPI NG 
M ISS! NG 

ADM ISS! ON 
M ISS! ON 

PERM ISSI ON 
F ITT! NG 

AFTER NOON 
NOON 

F OLLO f 
C OMMO N 

OPPO SE 
OPPO SITE 

B OTTO M 
B AGGAG E 

WITN ESSES 
APPARA TUS 

L ETTERE D 
V ESSELS 
M ESSENGE R 

EFFECTE D 
M ISSIONS 

IRRIGATI ON 
OPPOSITIO N 
EFFECTIVE 

D IFFICULTI E:S 
IMMIGRATI ON 
ILLITERATE 
ATTAINMENT . 
ARRANGEMEN T 
ATTACHMENT 
ANNUA L 
APPEA R 

DIS APPEA R 
C ARRIA GE 
S ETTLE 

ISSUI NG 
FOUR TEENT H 
SIX TEENT H 
CHA UFFEU R 

S URROU ND 
APPEARANCE 

DIS' APPEARANCE 
APPEARE D 

P OSSESSIO N 
ASSISTA NCE 
ASSISTANT 
ASSOONAS 
ALLOWA NCE 
APPROA CH 
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ABBCDA 
ABBCDA 
ABBCDA 

,ABBCDA 
ABBCDAB 
ABBCDAB 
ABBCDAEA 
ABBCDAEFC 
ABBCDAEFC 
ABBCDAEFGAE 
ABBCDAEFGAHE 
ABBCDAEFGA.HE 
ABBCDBCEA 
ABBCDCA 
ABBCDCA 
ABBCDCAED 
ABBCDCAED 
ABBCDCEFA 
ABBCDDCA · 
ABBCDDCA 
ABBCDDCEAFGC 
ABBCDEA 
ABBCDEA 
ABBCDEA 
ABBCDEA 
ABBCDEA 
ABBCDEAFB 
ABBr.DEAFB 
ABBCDEAFBC 
ABBCDEAFBGBC 
ABBCDEAFD 
ABBCDEAFEC 
ABBCDEAFGC 
ABBCDEAFGC 
ABBCDEAFGHF 
ABBCDEFGA 
ABBCDEFGA 
ABBCDEFGA 
ABBCDEFGBAHAC 
ABBCDEFGBA 
ABBCDEFGEA 
ABBCDEFGHAD 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
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MISCELLANEOUS PATTERN8-Contl~ued 

ARRIVA L 
ASSURA NCE 

M ESSAGE 
ILLUMI NATE 

M ESSAGES 
C ORRIDOR 
B ELLIGERE NT 

ALLOCATIO N 
IMMEDIATE 
ILLUMINATIN G 
ILLUMINATION 

D ISSEMINATION. 
APPROPRIA TE 
EFFICIE NT 

C OLLISIO N 
EFFICIENC Y 

C OLLISIONS 
ADDITIONA L 

C OMMISSIO N 
COMMISSIONER. 

ACCOMMODATIO N 
ACCOMPA NY 
APPROVA L 
ASSOCIA TE 

SH ELLFIRE 
T ERRIBLE 

ACCORDANC E 
REENFORCE 
ACCEPTANCE 
REENFORCEMEN T. 
APPLICATI ON 
ASSOCIATIO N 

'ACCEPTABLE 
ALLEGIANCE 

C ORRESPONDIN G 
ACCIDENTA L 
APPROXIMATE. 
OCCUPATIO N 
IRREGULARITIE S 
IRREGULAR! TY 
ILLUSTRATI ON 

C OMMENDATION 
P ACKA GE 

-EV ACUA TING 
EV ACUA TION 
R ADIA L 
R ADIA TE 

ADJA CENT 
GR ADUA L 

ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA 
ABCA · 
ABCA 
ABCA 
ABCA 
ABCA 
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ADVA NCE 
DI AGRA M 
EV ALUA TION 

ALWA YS 
C AMPA IGN 
M ANDA TE 
M ANUA L 
J ANUA RY 
C ANVA S 

CH APLA IN 
C APTA IN 

AREA 
DEBARKATION. 
EMB ARKA TION 

ASIA 
. CO ASTA L 

C ASUA L 
C ASUA LTY 

AVIA TOR 
BARB ED 
BOMB 
BOMB ARD 
BOMB ER 

LIGHT,BOMB ER 
BRIB E. 
BULB 
CANC EL 
CHEC K 
CIRC LE 
CIRC ULATE 
CONC EAL 
CONC LUDE 

HUNDRED 
L EADE R 

EAGE R 
M EAGE R 
S EAME N 

ST EAME R 
N EARE ST 
C EASE 

GR EASE 
!NCR EASE D 

L EAVE 
ECHE LON 

WR ECKE D 
INF ECTE D 

EDGE 
S EIZE 
R ELIE F 
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MISCELLANEOUS PATTERNS-Continued 

ABI~A H ELPE R ABCA I NFAN TRY 
ABCA TW ELVE ABCA CO NFIN E 
ABCA NOV EMBE R ABCA U NION 
ABCA ABS ENCE ABCA SU NKEN 
ABCA LIC ENSE ABCA FLA NKIN G-
ABCA C ENTE R ABCA I NLAN D 
ABCA ENTE R ABCA I NTEN D 
ABCA ENVE LOP ABCA CO NTIN UAL 
ABCA R EQUE ST ABCA CO NTIN UE 
ABCA FI ERCE ABCA I NVEN T 
ABCA S ERGE ANT ABCA OCTO BER 
ABCA MAT ERIE L ABCA D OCTO R 
ABCA REV' ERSE ABCA F OGHO RN 
ABCA OBS ERVE ABCA P OISO N 
ABCA R ESPE CT ABCA C OMPO SED 
ABCA W ESTE RLY ABCA C ONVO Y 
ABCA W ESTE RN ABCA EN ORMO US 
ABCA ETHE R ABCA EXPL OSIO N 
ABCA MAN EUVE R ABCA PUMP 
ABCA R EVIE W ABCA PURP OSE 
ABCA EXCE PT ABCA HA RBOR 
ABCA- EXPE CT ·ABCA AI RBOR NE 
ABC A, EXPE ND :ABCA MU RDER 
ABCA EXTE ND ~ ABCA 0 RDER 
ABCA GAUG E ABCA 0 RDER S 
ABCA GEOG RAPHI~ ABCA REAR 
ABCA FOR GING ABCA RECR UIT 
ABCA W HIGH ABCA COU RIER 
ABCA 

.,.. 
HIGH ABCA P RIOR 

ABCA HIGH ER ABCA SUPE RIOR 
ABCA HIGH EST ABCA A RMOR 
ABCA V ICTI M ABCA A RMOR Y 
ABCA M IDNI GHT ABCA P ROGR AM 
ABCA DR IFTI NG ABCA MO RTAR 
ABC( L IFTI NG ABCA QUA RTER 
ABC S IGNI FY ABCA QUA RTER S 
ABCt BU ILDI NG ABCA FEB RUAR Y 
ABC INDI CATE ABCA FO RWAR D 
ABCA INDI RECT ABCA CEN SORS HIP 
ABCA DESCR IPTI ON ABCA, SUNS ET 
ABCA L !QUI D -- ABCA IMPOR TANT 
ABCA A IRFI ELD ABCA START 
ABCA REPR !SAL ABCA PRO TECT 
ABCA M ISFI RE ABCA TENT 
ABCA' F ISHI NG ABCl\ TENT H 
ABCA W ITHI N ABCA PRO TEST 
ABCA FUE LOIL ABCA TEXT 
ABCA MAIM ~BOA THAT 
_ABC A LANDING IBCA S TRAT EGIC 
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MISCELLANEOUS PATTERNs-Continued 

ABCA S TRAT EGY · ABCAC P RAIRI E 
ABCA D UGOU T ABCAC PRO TESTS 
ABCA UNSU !TABLE ABCACA D.IETITI AN 
ABCA P URSU E ABCACB 0 RDERED 
ABCA P URSU IT ABCACBDEC PROPORTIO N 
ABCA 0 UTGU ARD ABCACDEFD PROPOSALS 
ABCAA D ECREE ABC ADA ALMANA C 
ABCAA D EGREE ABC ADA R ELIEVE 
ABCAA B ETWEE N ABC ADA C ENTERE D 
ABCAA DI SCUSS ABC ADA B ESIEGE D 
ABCAA A SPOSS IBLE ABC ADA R EVIEWE D 
ABCAAB P ONTOON ABCADAB CO NTINENT AL 
ABCAAB THATTH t! ABCADAC S EALEVEL 
ABCAACDEB P REARRANGE D ABCADAC INDIVID UAL 
ABCAB W ARFAR E ABCADAEC IGNITION 
ABCAB S ECREC Y ABCADAEFB TENTATIVE 
ABCAB OBS ERVER ABCADAEFC S IGNIFICAN T" 
ABCAB W HETHE R ABCAD~EFCE S IGNIF'ICANC E 
ABCAB B INDIN G ABCADAEFGHF SUBSISTENCE 
ABCAB F INDIN. G ABCADB ATLANT IC 
ABCAB S INKIN G ABCADB BRIBER Y 
ABCAB PA INTIN G ABCADB CIRCUI T 
ABCAB PR INTIN G ABCADB W EDNESD AY 
ABCAB I NTENT ABCADB LOG ISTICS 
ABCAB P ONTON ABCADB EXPL OSIONS . 
ABCAB C ORPOR AL ABCADB PREPAR ING 
ABCAB RECRE ATION ABCADB IM PROPER 

' ABCAB P RIORI TY ABCADB PROPER 
ABCAB SUPE RIORI TY ABCADBA INSIGNI A 
ABCAB DI SEASE ABCADBC PREPARE 
ABCAB PRO TECTE D ABCADBCEFCGG PREPAREDNESS 
ABCAB PRO TESTE D ABCADBD PREPARA TION 
ABCAB 0 UTPUT ABCADBEFD CIRCUITOU S 
ABC ABA INT ERFERE ABCADC R ADIATI ON 
ABCABB D ISMISS ABCADC ST ANDARD 
ABCABB D ISMISS AL· ABCADC V ARIATI ON 
ABC ABC THATHA VE ABCADC ASIATI C 
ABCABCA ENTENTE ABCADC AVIATI ON 
ABCABDA S ENTENCE ABCADC R EVIEWI NG 
ABCABDB REPRESE NT ABCADC EXTENT 
ABCABDBEFGFHIB REPRESENTATIVE ABCADC I NVENTE D 
ABCABDBEFGFHIED REPRESENTATIONS ABCADC TACTIC S 
ABCABDC RETREAT ABCADC: S TARTER 
ABCABDED M ANGANESE ABCAoc; ZIGZAG 
ABCABDEFA C ORPORATIO N ABCADCA CO NVENIEN T 
ABCABDEFGHD RECREATIONA L ABCADCB CO NDENSED 
ABCAC ARMAM ENT ABCADCB TACTICA L 

I 

ABCAC N EARER ABCADC~FBGABC ENTERTAINMENT 
ABCAC PROPO SE ABCADCEFGED CONCENTRATE 

I 
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ABCADCEFGEHC 
ABCADCEFGEHBC 
ABC ADD 
ABC ADD 
ABC ADD 
ABC ADD 
ABC ADD 
ABCADDA 
ABCADDA 
ABCADDECCFA 
ABCADDEFA 
ABCADEA 
ABCADEA 
ABCADEA 
ABCADEA 
ABCADEA 
ABCADEA 
ABCADEAB 
ABCADEAE 
ABCADEAE 
ABCADEAE 
ABCADEAFA 
ABCADEAFGA 
ABCADEB 
ABCADEB 
ABCADEB 
ABCADEB 
ABCADEB 
ABCADEBCE 
ABCADEC 
ABCADEC 
ABCADEC 
ABCADECA 
ABCADECAFD 
ABCADECFC 
ABCADEDA 
ABCADEDAFB 
ABCADEDBD 
ABCADEDBDE 
ABCADEDC 
ABCADEDFGA 
ABCADEDFGDBC 
~BCADEDFGFB 

ABCADEE 
ABCADEEBFGHC 
ABCADEED 
ABCADEEFBC 
ABCADEEFGD 
ABCADEFA 

·"' 
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MISCELLANEOUS PATTERNS-Continued 
I 
I 

CONCENTRATIN 9 
CONCENTRATION; 

D EPRESS ION / 
EXCESS I 

D ISTILL 
p OSTOFF ICE I 
B OYCOTT I 

l).MB~SSA DOR 
EXPELLE D 
UNSUCCESSFU L 
EXCESSIVE 
ADVANTA GE 
ADVANTA GEOUS 

D ECREASE 
S EPTEMBE R 
R EQUESTE D 
D ISCIPLI NE 

CO NTINGENT 
EXPENDED 
EXPENSES 
EXTENDED 
ELSEWHERE 
EXPERIENCE 

C ENTERIN G 
ENTERIN G 

R ESPECTS 
INCIDEN T 

M ISFIRES 
INCIDENCE 

M ANDATED 
S ECRETAR Y 

GYR OSCOPIC 
REARGUAR D 

D ISTINCTION 
CONCERNIN G 

CO NFINEMEN T 
INVITATION 
s'UBSTITUT E 
SUBSTITUTI ON 

LI EUTENANT 
ENTERPRISE 
CONCILIATION 
ENTERPRISIN G 

P ROGRESS 
CANCELLATION 
CANCELLE D 
CONCESSION 

P ROGRESSIVE 
ECHELONE D 

ABCADEFA 
ABCADEFA 
ABCADEFA 
ABCADEFAB 
ABCADEFAB 
ABCADEFABGADE 
ABCADEFAGB 
ABCADEFB 
ABCADEFBA 
ABCADEFC 
ABCADEFC 
ABCADEFC 
ABCADEFCGHB 
ABCADEFD 
ABCADEFD 
ABCADEFD 
ABCADEFE 
ABCADEFE 
ABCAOEFE 
ABCADEFE 
ABCADEFE 
ABCADEFE 
ABCADEFE 
ABCADEFEA 
ABCADEFGA 
ABCADEFGA 
ABCADEFGAF 
ABCADEFGB 
ABCADEFGB 
ABCADEFGBC 
ABCADEFGC 
ABCADEFGC 
ABCADEFGD 
ABCADEFGDC 
ABCADEFGE 
ABCADEFGF 
ABCADEFGHAB 
ABCADEFGHCA 
ABCADEFGHCFIG 
ABCADEFGHEIGCF 
ABCADEFGHH 
ABCADEFGHIAJF 
ABCADEFGHIB 
ABCADEFGHIE 
ABCADEFGHIGBH 
ABCBA 
ABCBA 
ABCBA 
ABCBA 
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ENVELOPE 
EXPEDITE 
EXPERIME NT 
INDICATIN G 

D ISTINGUIS H 
D ISTINGUISHING 

INDICATION 
ADVANCED 

EXT RAORDINAR Y 
BOMBARDM ENT 
CIRCULAR 

U NTENABLE 
RETROACTIVE 
ADVANCIN G 
EXTENDIN G 
EXTERIOR 
CONCRETE 
EXPEDITI NG 
EXPEDITI ON 
OBSOLETE 

G ONIOMETE R 
PURPOSES 
RECRUIT! NG 

C OMPOSITIO N 
EXPENSIVE 
EXTENSIVE 
ECHELONMEN T 

C ASUALTIES 
CIRCULATI ON 
CONCLUSION 
INDICATED 

S TRATEGICA L 
EXTENSION 
CONCEALMEN T 
REPRISALS 
BOMBARDED 

C ONFORMATION 
EXTERMINATE 
EXTERMINATION 
REORGANIZATION 

R ESPECTFULL Y 
CIRCUMSTANCES 
RETROACTIVE 
GEOGRAPHICAL' 
CIRCUMSTANTIA L 

COMP LETEL Y 
AWKWA RD 
CAPAC ITY 

PA CIFIC 
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ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABC BAA 
ABCBAAB 
ABCBAB 
ABCBAB 
ABCBABDEB 
ABCBABDEB 
ABC BAD A 
ABCBADB 
ABCBADB 
ABCBADB 
ABCBADBC 
ABCBADEB 
ABCBCDBA 
ABCBDA 
ABCBDA 
ABCBDA 
ABCBDA 
ABCBDA 
ABCBDA 
ABCBDA 
ABCBDAB 
ABCBDAB 
ABCBDABA 
ABCBDABD 
ABCBDABDEA 
ABCBDAEFGB 
ABCBDAEFGHG 
ABCBDCBA 
ABCBDDBA 
ABCBDEA 
1\BCBDEA 
ABCBDEA 
ABCBDEAEC 
ABCBDEBA 
ABCBDEBA 
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.SPECIFIC 
HIN DERED 

DIVID E 
GARAG E 

C ITATI ON 
LEVEL 

P REFER 
REFER 

P RESER VATION 
RESER VATION 
TAXAT ION 

HOS TILIT Y 
U TILIT Y 

AC TIVIT Y 
U SELESS 
P REFERRE D 

DIVIDI NG 
AC TIVITI ES 

P REFERENCE 
REFERENCE 
MINIMUM 

P RESERVE 
RESERVE 
REVERSE 
RESERVES 

SPE CIFICATI ON 
REMEMBER. 
DEFEND 
DEPEND 

MU NITION S 
RESEAR CH 
STATES 
STATUS 

IN TEREST 
DEFENDE R 

E NGAGING 
DEFENDED 
DEPENDEN T 
STATISTICS 
DEPENDABLE 
DEPENDABILI 
PARAGRAP H 
DEFERRED 

E CONOMIC 
DAMAGED 

PO LITICAL 
MANAGEMEN T 
DEFEATED 
DESERTED 

ABCBDEBA 
ABCBDEBA 
ABCBf>EFA 
ABCBDEFA 
ABCBDEFEA 
ABCBDEFGA 
ABCBDEFGBA 
ABCBDEFGHFA 
ABCBDEFGHIJBA · 
ABCCA ! 
ABCCA i 
ABCCA 
ABCCABDEC 
ABCCBADED 
ABCCBCA 
ABCCBDA 
ABCCDA 
ABCCDA 
ABCCDA 
ABCCDA 
ABCCDA 
ABCCDA 
ABCCDA 
ABCCDA 
4.BCCDA 
ABCCDA, 
ABCCDAA 

· ABCCDAAEB 
ABCCDAAEBFF 
ABCCDAAEFD 
ABCCDAB 
ABCCDAEC 
ABCCDAED 
ABCCDAEFB 
ABCCDAEFB 
ABCCDAEFBC 
ABCCDAEFC 
ABCCDAEFDGG 
ABCCDEA 
ABCCDEA 

TY ABCCDEA 
ABCCDEA 
ABCCDEAB 
ABCCDEAD 
ABCCDEAD 
ABCCDEADCDE 
ABCCDEBFGHDA 
ABCCDEFA 
ABCCDEFA 
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RECEIVER 
REPEATER 
REJECTOR 
STATIONS 
DEVELOPED 

R ESISTANCE 
DETERMINED 
DISINFECTEi::> 
DECENTRALIZED 
LITTL E 
PASSP ORT 

S TREET 
C ROSSROADS 

MILLIMETE R 
BE GINNING 

INF LAMMABL E 
COLLEC T 
CORREC T 

T RIGGER 
RUBBER 
RUNNER 
SPOOLS 
SPOONS 
SUGGES ·T 
SUPPOS E 
TURRET 
SUCCESS 
SUCCESSFU L 
SUCCESSFULL Y 
SUCCESSIVE 

P RESSURE 
TERRITOR Y 
CORRECTE D 
COLLECTIO N · 
CORRECTIO N 
CONNECTION 
CONNECTIN G 
CORRECTNESS 
GASSING 
GETTING 

ST RAGGLER 
IN TERRUPT 
IN TERRUPTE D 

COMMENCE 
COMMERCE 
COMMENCEMEN T 
DISSEMINATED 
COMMUNIC ATE 
SUPPLIES 
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·'I MISCELLANEOUS PATTERNS-Continued 
'' I 
,'! ABCC:DEFAGHFBI!: COMMUNICATION ABCDA INSPI RE 

ABCCDEFBGHDGAD CORRESPONDENCE ABCDA LOCAL 
ABCCDEFGA R EAPPOINTE D ABCDA LAU NCHIN G 
ABCC:DEFGHAF'G R EAPPOINTMENT ABCDA CO NDEMN 
ABCt>A S ABOTA GE ABCDA MACHI NEGUN 
ABCDA R AILWA Y ABCDA NOTIN G 
ABCDA ANIMA L ABCDA EXPA NSION 
ABCDA S ANITA RY ABCDA CO NTAIN 
ABCDA M ARSHA L ABCDA MOU NTAIN 
ABCDA M ARTIA L ABCDA I NTERN AL 
ABCDA E ASTWA RD ABCDA FRO NTLIN E 
ABCDA N ATURA L ABCDA I NTREN CH 
ABCDA N ATURA LIZE ABCDA C ONTRO L 
ABCDA TE CHNIC• AL ABCDA H ORIZO N 
ABCDA COUNC IL ABCDA OUTBO ARD 
ABCDA R EACHE D AByDA PROMP T 
ABCDA L EAGUE ABCDA RECOR D 
ABCDA EASTE RLY ABCDA - REPOR T 
ABCDA EASTE RN ABCDA RETUR N 
ABCDA W EATHE R ABCDA P RIMAR Y 
ABCDA H EAVIE R ABCDA RIVER 
ABCDA INS ECURE ABCDA ROGER 
ABCDA S ECURE ABCDA FA RTHER 
ABCDA R EDUCE ABCDA FU RTHER 
ABCDA SCH EDULE ABCDA NO RTHER LY 
ABCDA B EFORE ABCDA SATIS FY 
ABCDA R EFUGE ABCDA SHIPS 
ABCDA R EFUSE ABCDA WAR SHIPS 
ABCDA R EGIME NT ABCDA THIRT Y 
ABCDA R EGIME NTAL ABCDA WI THOUT 
ABCDA EITHE R ABCDA ~X TRACT 
ABCDA FUS ELAGE ABCDA TRACT 
ABCDA D ELIVE R ABCDA INS TRUCT 
ABCDA GR ENADE ABCDA DES TRUCT ION 
ABCDA ERASE ABCDA TWENT Y 

' ' < ABCDA OP ERATE ABCDA B UREAU 
ABCDA R ESCUE ABCDA WESTW ARD . 
ABCDA PR ESIDE NT ABCDAA R EFUGEE 
ABCDA R ESUM~ ABCDAA C ODEBOO K 
ABCDA D EVICE ABCDAA BU SINESS 
ABCDA D EVI~E ABCDAA DI STRESS 
ABCDA GOING ABCDAA STRESS 
ABCDA T HOUGH ABCDAAD F ORENOON 
ABCDA C HURCH -ABC DAB DECIDE 
ABCDA F IGHTI NG ABC DAB DECODE 
ABCDA INFLI CT ABC DAB SP EARHEA D 
ABCDA EXT- INGUI SH ABC DAB R EDUCED 
ABCDA INQUI RE ABC DAB ENTREN CH 
ABCDA INQUI RY ABC DAB ERASER 
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MISCELLANEOUS PATTERNS-Continued 

ABCDAB GEORGE ABCDAECD L ABORATOR Y 
ABC DAB POSTPO NE ABCDAECE OUTPOS~S 

ABCDAB RETIRE ABCDAECFD EX AMINATION 
ABC DAB ES TIMATI ON ABCDAED T RAVERSE 
ABCDABA DECIDED ABCDAEE ACTUALL Y 
ABCDABAB INCLININ G ABCDAEE EXPRESS 
ABCDABC M AINTAIN ABCDAEE THIRTEE N 
ABCDABC M AINTAIN ED ABCDAEEFAB THIRTEENTH 
ABCDABCEFD PHOSPHORUS ABCDAEFA OV ERWHELME D 
ABCDABEFA ENTRENCHE D ABCDAEFAB INFLICTIN G 
ABCDAC L ANGUAG E ABCDAEFB P RESCRIBE D 
ABCDAC ANYWAY ABCDAEFBE 0 NEHUNDRED 
ABCDAC GOV ERNMEN T ABCDAEFC M ANUFACTU RE 
ABCDAC I NSTANT ABCDAEFC PR ESIDENTI AL 
ABCDAC I NSTANT LY ABCDAEFC D ISTRIBUT E 
ABCDAC DI SPERSE ABCDAEFCA D ISTRIBUTI NG 
ABCDAC RES TRICTI ON ABCDAEFCA D ISTRIBUTI ON 
ABCDAC PA TRIOTI C ABCDAEFD F LASHLIGH T 
ABCDACB CO NDEMNED ABCDAEFD C ONTROVER SY 
ABCDACDAEFGB I NSTANTANEOUS ABCDAEFD A SCENSION 
.ABCDACEFDAF COINCIDENCE ABCDAEFD WINDWARD 
ABC DAD MOVEME NT ABCDAEFDB RESTRICTE D 
ABC DAD A MUSEME NT ABCDAEFDE RESTRICTI ON 
ABCDAD RIGORO US ABCDAEFE PAR ENTHESIS 
ABCDADC S ANITATI ON ABCDAEFE· RETURNIN G 
ABCDADEDAFB INSTITUTION ABCDAEFEGE RE SPONSIBILI TY 
ABCDADEFEAGC ANTIAIRCRAFT ABCDAEFF REDCROSS 
ABCDAEA EXTREME ABCDAEFGAHB INSPIRATION 
ABCDAEA MAXIMUM ABCDAEFGC REGARDING 
ABCDAEAB SU ITABILIT Y ABCDAEFGD RESTRAINT 
ABCDAEABD UNI TEDSTATES ABCDAEFGFE TR ANSPACIFIC 
ABCDAEAE PAR ENTHESES ABCDAEFGHC TWENTYFIVE 
ABCDAEB F IGHTING ABCDAEFGHFBC CONSCRIPTION 
ABCDAEB S IGHTING ABCDBA PR ACTICA L 
ABCDAEB RAILROA D ABC DBA W ATERTA NK 
ABCDAEB REPORTE D ABCDBA DIV EBOMBE R 
ABCDAEB RETURNE D ABCDBA ENGINE 
ABCDAEB TRACTOR . ABCDBA S ENTINE L 
ABCDAEB INS TRUCTOR ABCDBA R EVOLVE 
ABCDAEBA RECORDER ABCDBA S ITUATI ON 
ABCDAEBC DE TONATION ABCDBAA ENGINEE R 
ABCDAEBFBDC U NIDENTIFIED ABCDBAAEDBC ENGINEERING 
ABCDAEBFC SATISFACT ORY ABCDBAB LIABILI TY 
ABCDAEC AVERAGE ABCDBAD RE TALIATI ON 

ABCDAEC D ISTRICT ABCDBAEAD D ISPOSITIO N 
ABCDAEC OUTPOST ABCDBAEBE U NEXPENDED 
ABCDAECA TWENTIET H ABCDBBA ANTENNA 
ABCDAECAB I NTERNMENT ABCDBBA D ISCUSSI ON 
ABCDAECB D ISTRICTS ABCDBBDEA TRA NSMISSION 
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ABCDBCAEB 
ABCDBCEA 
ABCDBEA 
ABCDBEA 
ABCDBEA 
ABCDBEAB 
ABCDBEAE 
ABCDBEAFB 
ABCDBEAFCDB 
ABC:DBEAFD 
ABC:DBEAFD 
ABC:DBECA 
ABCDBEFAGABC 
ABCDBEFAGEB 
ABCDBEFBA 
ABCDBEFCDAB 
ABCDBEFGA 
ABGDBEFGAB 
ABCDBEFGBCHIA 
ABCDBEFGHA 
ABC DCA 
ABCDCA 
ABCDCA 
ABCDCA 
ABCDCA 
ABCDCA 
ABCDCA 
ABCDCA 
ABCDCAAC 
ABCDCAB 
ABCDCABCA 
ABCDCAC 
ABCDCAC 
ABCDCAD 
ABCDCAEAB 
ABCDCAEB 
ABCDCAED 
ABCDCAED 
ABCDCAEFD 
ABCDCAEFDGHEGA 
ABCDCBABC 
ABCDCBCEA 
ABCDCEA 
ABCDCEA 
ABCDCEA 
ABCDCEA 
ABCDCEA 
ABCDCEAFC 
ABCDCEAFE 

RES'f'RIC'f'ED 

REF ID:A56895 

MISCELLANEOUS PATTERNS-Continued 

INTENTION ABCDCEBA 
A ERODROME ABCDCECA 

INCENDI ARY ABCDCECDA 
PR OTECTIO N ABCDCEFGAB 
IN TERCEPT ABCDCEFGCA 
IN TERCEPTE D ABCDCEFGCA 
C ONTINUOU S ABCDDA 

INVENTION ABCDDA 
QU ARTERMASTER ABCDDA 

INCENTIVE ABCDDAB 
INTENSIVE ABCDDAEACBE 

E NCIRCLIN G ABCDDAEFAF 
ENTANGLEMENT ABCDDAEFGHICE 
TEMPERATURE ABCDDEA 
DECREASED ABCDDEA 

C ONTINUATION ABCDDEA 
YESTERDAY ABCDDEAEC 
ARMOREDCAR ABCDDECDFA 
DISTINGUISHED ABCDDEFCGHA 

P ERFORMANCE ABCDDEFEACGE 
AIRCRA FT ABCDDEFGGEDBA 
CRITIC- ABCDEA 
CRITIC AL ABCDEA 

D EFICIE NT ABCDEA 
ENGAGE ABCDEA 

P OSITIO N ABCDEA 
PR OVISIO N ABCDEA 
FI REALAR M ABCDEA 

PHILIPPI NES ABCDEA 
ANTITAN K ABCDEA 

I NDEPENDEN T ABCDEA 
CRITIC! SE ABCDEA 
CRITIC! SM ABCDEA 
OPINION ABCDEA 
ENGAGEMEN T ABCDEA 

P OSITIONS ABCDEA 
D EFICIENC Y ABCDEA 

PR OVISIONS ABCDEA 
CHARACTER ABCDEA 
CHARACTERISTIC ABCDEA 

IN TERPRETER ABCDEA 
HO STILITIES ABCDEA ' 

BRI DGEHEAD ABCDEA 
M EDICINE ABCDEA 
D EFINITE ABCDEA 
S EPARATE ABCDEA 

SURPRIS E ABCDEA 
QU ALIFICATI ON ABCDEA 

P ERSISTENT ABCDEA 

-. 
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ELIGIBLE 
D ESTITUTE 

CO NSTITUTIN G 
PHOTOGRAPH Y 

DEM OBILIZATIO N 
M OBILIZATIO N 
R ECOMME ND 
T'OBACCO 

SHELLS 
B EACHHEA D 

INEFFICIENC Y 
R ECOMMENDED 
R ECOMMENDATION 

DROPPED 
AI RSUPPOR T 
A RTILLER Y 

COEFFICIE NT 
SCHOOLHOUS E 

MI SCELLANEOUS 
CLASSIFICATI ON 

R ECONNAISSANCE 
AERONA UTICS 

R AILHEA D 
AIRPLA NE 
AMBULA NCE 

CO ASTGUA RD 
M ATERIA L 
S ATURDA Y 
C AUSEWA Y 
N AUTICA L 

BLOCKB USTER 
ME CHANIC 

CHEMIC AL 
CONDUC T 
DISLOD GE 
DOWNED 

B ECAUSE 
D ECIPHE R 
D ECLARE 

OBJ ECTIVE 
L ECTURE 
V EHICLE S 

ENCODE 
COMP ENSATE 

ENTIRE 
R EPLACE 
R EPULSE D 

CONSID ERABLE 
INT ERPOSE 
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' MISCELLt\NEOUS PATTERNs-Continued 

ABCDE:A S ERVICE ABCDEABFD NATIONAL! SM. 
ABCDEA EUROPE ABCDEABFDC NATIONALIT Y 
ABCDEA EUROPE AN ABCDEABFE MARKSMANS HIP 
ABCDEA EXCITE ABCDEABFFGHD SHARPSHOOTER 
ABCDEA T HROUGH ABCDEABFGDHF W ARDEPARTMENT 
ABCDEA !DENT! CAL ABCDEAC AUTOMAT IC 
ABCDEA !DENT! FY ABCDEAC AI RCONTRO L 
ABCDEA INHABI TED ABCDEACFB ANTEDATIN G 
ABCDEA D !RECTI ON ABCDEAD CONTACT 
ABCDEA MEDIUM ABC DEAD V ICTORIO US 
ABCDEA SY NCHRON IZE ABC DEAD C RUISERS 
ABCDEA JU NCTION ABCDEADFD THREATENE D 
ABCDEA CO NFIDEN T ABCDEAE ENCODED 
ABCDEA NOTHIN G ABCDEAE P ERMAt:EN T 
ABCDEA E NTRAIN ABCDEAE FORTIFI ED 
ABCDEA L OCATIO N ABCDEAE REQUIRI NG 
ABCDEA REV OLUTIO N ABCDEAEFGC TRADITIONA L 
ABCDEA DEC ORATIO N ABC DEAF A R EPLACEME NT 
ABCDEA T ORPEDO ABCDEAFAGE EXCITEMENT 
ABCDEA OVERCO MING ABCDEAFAGHEAID IDENTIFICATION 
ABCDEA T RAILER S ABCDEAFB CLERICAL 
ABCDEA T RAWLER ABCDEAFB INVASION 
ABCDEA DI RECTOR ABCDEAFBC RESOURCES 
ABCDEA REPAIR ABCDEAFC DES IGNATION 
ABCDEA NO RTHWAR D ABCDEAFC RES IGNATION 
ABCDEA C RUISER ABCDEAFC CO NFIDENTI AL 
ABCDEA I SLANDS ABCDEAFD D IMENSION 
ABCDEA STRIPS ABCDEAFE ADJUTANT 
ABCDEA SUNRIS E ABCDEAFE INTERIOR 
ABCDEA TARGET ABCDEAFE I NFLUENCE 
ABCDEA NOR THEAST ABCDEAFF R EADINESS 
ABCDEA THREAT ABCDEAFGA .D ECIPHERME NT 
ABCDEA NOR THWEST ABCDEAFGAFB MEDIUMBOMBE R 
ABCDEA TWELFT H ABCDEAFGD LEGISLATI ON 
ABCDEA L UMINOU S ABCDEAFGE CO MPARTMENT 
ABCDEAA EIGHTEE N ABCDEAFGEE SMOKESCREE N 
ABCDEAAE SUBMISSI ON ABCDEBA DELAYED 
ABCDEAAFED EIGHTEENTH ABCDEBA D ETONATE 
ABCDEAB INVADIN G ABCDEBA INDEMNI TY 
ABCDEAB F LEXIBLE ABCDEBA D I$PERSI ON 
ABCDEAB NATIONA L ABCDEBA RECOVER 
ABCDEAB REQUIRE ABCDEBA SURPLUS 
ABCDEAB RESTORE D AB~DEBAB .ARBITRARY 
ABCDEAB OU TSKIRTS ABCDEBAED ARBITRATI ON 
ABCDEABA DEMANDED ABCDEBFA B RIGADIER 
ABCDEABD IMPEDIME NTA ABCDEBFAGA ENCOUNTERE D 
ABCDE:ABE AT OMICBOMB ABCDEBFCAGBF INTERNATIONA L 
ABCDEABF REPAIRED ABCDEBFDGA NAVIGATION 
ABCDEABFB REQUIREME NT ABCDEBFGAF H EADQUARTER S 
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ABCDEBFGHA 
ABCDEBFGHBCGIA 
ABCDECA 
ABCDECA 
AB.CDECA 
ABCDECA 
ABCDECAB 
ABCDECAC 
ABCDECACFE 
ABCDECAFCDA 
ABCDECBA 
ABCDECBA 
ABCDECBA 
ABCDECBAFB 
ABCDECCFA 
ABCDECDCAFC 
ABCDECFA 
ABCDECFA 
ABCDECFBA 
ABCDECFEA 
ABCDEDA 
ABCDEDA 
ABCDEDA 
ABCDEDA 
ABCDEDA. 
ABCDEDA 
ABCDEDA 
ABCDEDA 
ABCDEDA 
ABCDEDAB 
ABCDEDAC 
ABCDEDAFC 
ABCDEDFA 
ABCDEDFA 
ABCDEDFA 
ABCDEDFAC 
ABCDEDFAC 
ABCDl!:DFACDGB 
ABCDl!:DFCAB 
ABCDEDFCGAHB 
ABCDEDFDA 
ABCDEDFDEAB 
ABCDEDFDGHAIF 
ABCDEDFGA 
ABCDl!:DFGA 
ABCDEDFGABHED 
ABCDEDFGADB 
ABCDEDFGHAGD 
ABCDEDFGHAGDIE 

IlEiS'FRIC'fEI> 
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MISCELLANEOUS PATTERNS-Continued 

R ESPONSIBLE 
NATURALIZATION 

E NLISTIN G 
PRINCIP AL 
PRINCIP LE 
SKIRMIS H 

I NTERMENT 
I NTERVENE 
M AINTENANCE 

TRANSATLANT IC 
NEGLIGEN T 
REVOLVER 

P ROTECTOR 
NEGLIGENCE 
DISCUSSED 

I NTERFERENCE 
ENCIRCLE 
EVACUATE 
SEAPLANES 
STANDARDS 

N EWSPAPE R 
MARITIM E 

CO NTRABAN D 
C OALITIO N 

BA ROMETER 
GY ROMETER 

HYD ROMETER 
HYG ROMETER 

PSYCH ROMETER 
C ONDITION 

REG OGNITION 
N EWSPAPERS 

DICTATED 
EXCAVATE 
EXHIBITE D 
ANTICIPAT E 
CLEARANCE 
ANTICIPATION 
INTERESTIN G 
INAUGURATION 
ARTIFICIA L 

C ONSTITUTION_ 
CHRONOLOGICAL 

PR OCLAMATIO N 
P REL;I:MI~AR Y 

INDETERMINATE 
P RELIMINARIE S 

ADMINISTRATI VE 
ADMINISTRATION 
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ABCDEEA 
ABCDEEA 
ABCDEEA 
ABCDEEA 
ABCDEEACB . 
ABCDEEAFDB'C 
ABCDEEAFDBGD 
ABCDEEDFGBA 
ABCDEEDFGBAFE 
ABCDEEFAB 
ABCDEEFAB 
ABCDEEFAE 
ABCDEEFDGF'A 
ABCDEEFGCAHB 
ABCDEFA I 

ABCDEFA 
ABCDEFA 
ABCDEFA 
ABCDEFA 
ABCDEFA 
ABCDEFA 
ABCDEFA 
ABCDEFA 
ABCDEFA 
ABCDEFA 
ABCDEFA 
ABCDEFA 
ABCDEFA 
ABCDEFA 
ABCDEFA 
ABCDEFA 
ABCDEFA 
ABCDEFA 
-ABCDEFA. 
ABCDEFA 
ABCDEB:"A 
ABCDEFA 
ABCDEFA 
ABCDEFA 
ABCDEFA 
ABCDEF4-
ABCDEFJ! 
ABC cJFA 

EFAA 
EFAAF 

ABCDEFAAGC 
ABCDEFAB 
ABCDEFAB 
ABCDEFAB 

ENROLLE D 
P ERSONNE L 

IMPASSI BLE 
IMPOSSI BLE 

S IGNll.LLING 
INTELLIGENT 
INTELLIGENCE 
RECONNOITER 
RECONNOITERIN G 
ENROLLMEN T 

C ONFESSION 
EMBASSIES 
DISAPPEARED 
INTERRUPTION 

C ABLEGRA M 
AMERICA N 

C AMOUFLA GE 
CHRONIC AL 
CONFLIC T 

DIS CREPANC Y 
S EABORNE 

EMPLOYE R 
ENCIPHE R 
ENFORCE 
ENLISTE D 

D EPLOYME NT 
EQUIPME NT 

FIGHT ERPLANE 
ESCORTE D 

D ESCRIBE 
J ETPLANE 

EXCLUDE 
INCLUSI VE 
LOGICAL 

F ORMATIO N 
T RANSFER 

REGULAR 
P RISONER 

SAILORS 
SECTORS 
SERIOUS LY 

E STABLIS H 
TONIGHT 
EMPLOYEE 

T RANSFERRE D 
T RANSFERRIN G 

INCLUDIN G 
RADIOGRA M 

P REMATURE 
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ABCDEFABA 
ABCDEFAC · 
ABCDEFAC 
ABCDEFACB 
ABCDEFACD 
ABCDEFACGF 
ABCDEFAD 
ABCDEFAD 
ABCDEFAD 
ABCDEFAD 
ABCDEFAD 
ABCDEFAD 
ABCDEFADB 
ABCDEFADF 
ABCDEfAE 
ABCDEFAEGHEC 
ABCDEFAF 
ABCDEFAF 
ABCDEFAFCD 
ABCDEFAGA 
ABCDEFAGAB 
ABCDEFAGB 
ABCDEFAGB 
ABCDEFAGB 
ABCDEFAGB 
ABCDEFAGB 
ABCDEFAGBDB 
ABCDEFAGBHBD 
ABCDEFAGC 
ABCDEFAGCAHB 
ABCDEFAGE 
ABCDEFAGEC 
ABCDEFAGFD 
ABCDEFAGHAB 
ABCDEFAGHEBC 
ABCDEFAGHFD 
ABCDEFAGHFAIB 
ABCDE/AGHFAIBE 
ABCDEFAGHIF 
ABCDEFBA 
ABCDEFBA 
ABCDEFBA 
ABCDEFBA 
ABCDEFBA 
ABCDEFBA 
ABCDEFBA 
ABCDEFBA 
ABCDEFBA 
ABCDEFBAB 

HESTHIC'FED 
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MISCELLANEOUS PATTERNS-Continued 

EMPLACEME NT 
INTEGRIT Y 

J:' RISONERS 
IN TRODUCTOR Y 

ALTERNATE 
ALTERNATIN G 
_CONTRACT 

D ESTROYER . 
INTERVIE W 
OPERATOR 

FI RECONTRO L 
P ROCEDURE 
D ESTROYERS 
T RANSVERSE 
D ISCONTIN UE 
D ISCONTINUANC E 

EXPANDED 
I MPROVEME NT 
R ADIOSTATIO N 

ENCIPHERE D 
ENFORCEMEN T 
AEROPLANE 

D ETACHMENT 
INFLATION 
REINFORCE 
TRAJECTOR Y 
REIMBURSEME NT 

· REINFORCEMEN T 
INTERDICT 
INTERDICTION 

D EPARTMENT 
D EPARTMENTA L 

REGISTRATI ON 
ENCIPHERMEN T 
CONFISCATION 
INVESTIGATE 
INVESTIGATION 
INVESTIGATIONS 

B REAKTHROUGH 
DECLARED 

.DEPARTED 
DEPLOYED 
DEPORTED 
DETACHED 
EMPLOYME NT 
ENTRAINE D 
REGISTER 

P ROJECTOR 
MEASUREME NT 

ABCDEFBABGHD 
ABCDEFBGA 
ABCDEFBGBA 
ABCDEFCA 
ABCDEFCA 
ABCDEFCAB 
ABCDEFCAD 
ABCDEFCAGFC 
ABCDEFCBA 
ABCDEFCCFA 
ABCDEFCEA 
ABCDEFCGA 
ABCDEFDA 
ABCDEFDAB 
ABCDEFDBAB 
ABCDEFDBCAGB 
ABCDEFDEAB 
ABCDEFDGAB 
ABCDEFDGAHQD 
ABCDEFDGHA 
ABCDEFEA 
ABCDEFEAB 
ABCDEFEAGACE 
ABCDEFEAGDB 
ABCDEFECACD 
ABCDEFECAE 
ABCDEFEDCGCAHB 
ABCDEFEFA 
ABCDEFEGA 
ABCDEFEGA 
ABCDEFFA 
ABCDEFFA 
ABCDEFFAGE 
ABCDEFFEDAGBC 
ABCDEFFGAB 
ABCDEFGA 
ABCDEFGA 
ABCDEFGA 
ABCDEFGA 
ABCDEFGA 
ABCDEFGA 
ABCOEFGA 
ABCDEFGA 
ABCDEFGA 
ABCDEFGA 
ABCDEFGA 
ABCDEFGA' 
ABCDEFGAi 
ABCDEFGA· 
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MEASUREMENTS 
ENDURANCE 
DECIPHERE9 
ESTIMATE 
NORTHERN 
ESTIMATES 

D OMINATION 
ESTIMATEDAr 
DETONATED 
DISTRESSED 
DISPERSED 

. ELABORATE 
D EPARTURE 
C USTOMHOUS E 

INTE!\VENIN G 
INTERVENTION. 
INTERFERIN G 

DEM ONSTRATION . 
INTERMEDIATE 
HYDROGRAPH IC 

.R EINSTATE 
F INGERPRIN T 
R EINSTATEMENT 

CERTIFICATE 
THERMOMETER 
CONFERENCE 
INTERPRETATION 

C OMPETITIO N 
D EMOBILIZE 
C OMPUTATIO N 

UN DERSTOOD 
IMPRESS! ON 
IMPRESSIVE 
INST 1\LLAT IONS 

C ONGRESSION AL 
DISARMED 

M ECHANIZE D 
T ECHNIQUE 
R ECOGNIZE 

ENFILADE 
EQUALIZE 
EQUIPAGE 
EQUIVALE NT 

D ESIGNJ,TE 
EXCHANGE 
GROUPING 
GUARDING 
INSECURI TY 

D IPLOMA'I'I C 
• 
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ABCDEFGA 
ABCDEFGA 
ABCDEFGA 
ABCDEFGA 
ABCDEFGA 
ABCDEFGA 
ABCDEli'GA 
ABCDEFGA 
ABCDEFGAB 
ABCDEFGAB 
ABCDEFGAB 
ABCDEFGABF 
ABCDEFGAC 
ABCDEFGAC 
ABCDEFGACB 
ABCDEFGAD 
ABCDEFGAD 
ABCDEFGADG 
ABCDEFGAEHBC 
ABCDEFGAFE 
ABCDEFGAG 
ABCDEFGAHB 
ABCDEFGAHCGIDE 
ABCDEFGBA 
ABCDEFGBA 
ABCDEFGBA 
ABCDEFGBA 
ABCDEFGBA 
ABCDEFGBACAHGD 
ABCDEFGBAE 
ABCDEFGBHA 
ABCDEFGBHIAKC 
ABCDEFGCAG 
ABCDEFGCHEA 
ABCDEFGDAHB 
ABCDEFGDAHBC 
ABCDEFGDBFHA 
ABCDEFGDHAIC 
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MISCELLANEOU~ PATTERNS-Continued 

E ~.TB.UCKIN G. / ABCDEFGDHFAE 
NUMBERIN G 1 ABCDEFGEA 
OBJECTIO N I ABCDEFGEHA 

- OPERATIC N / ABCDEFGFABF 
SOLDIERS ABCDEFGFAG 

DI SPATCHES I ABCDEFGGAG 
WITHDRAW ABCDEFGHA 
WITHDREW 1 ABCDEFGHA 

D ESPATCHES ABCDEFGHA 
U NDERSTAND ABCDEFGHA 

WITHDRAW! NG ABCDEFGHA~ 
ENLISTMENT ABCDEFGHA 

I NSTRUMENT ABCDEFGHA 
F OUNDATION ABC~EFGHAB 

I NSTRUMENTS ABCDEFGHADB 
SOUTHEAST ABCDEFGHAGC 
SOUTHWEST ABCDEFGHBA 
SOUTHWESTE RN ABCDEFGHBA 
CONSTRUCTION ABCDEFGHBIKA 
IMPRACTICA BLE ABCDEFGHCAEB 
WITBDRAWA L ABCDEFGHCAEB 
INSPECTION ABCDEFGHDAB 
RECONSTRUCTION ABCDEFGHDGCA 
DESCRIBED ABCDEFGHDIKA 
DESTROYED ABCDEFGHEEHA 
DETRAINED ABCDEFGHFA 
REMAINDER ABCDEFGHFCAG 
TRANSPORT ABCDEFGHIA 
TRANSPORTATION ABCDEFGHIA 
TRANSPORTS ABCDEFGHIA 
ESTABLISHE D ABCDEFGHIPB 
ESTABLISHMENT ABCDEFGHIAE 
CONFIDENCE ABCDEFGHIAF 
RANGEFINDER ABCDEFGHIDAB 

\ 

INSTRUCTION ABCDEFGHIFKA 
INSTRUCTIONS ABCDEFGHIGBA 

CE NTRALIZATION ABCDEFGHIJDA 
OBSTRUCTIONS 

3-37 

ORGANIZATION 
H EAVYBOMBE R 
D ESCRIPTIVE 
I NCOMPETENCE 
I NCOMPETENT 
H EAVYLOSSES 

CONSPIRAC Y 
DOMINATED 

C ENTRALIZE 
EXCLUSIVE 
EXPANSIVE 
EXPLOSIVE 
MECHANISM 

C ONSUMPTION 
INFORMATION 
CONVALESCEN T 
DESIGNATED 
DESPATCHED 
DISORGANIZED 
INTRODUCTION 

D ISCREPANCIES 
C ONFIRMATION 

NORTHWESTERN 
REVOLUTIONAR Y 
COUNTERATTAC K 

D EMONSTRATE 
AGRICULTURAL 
DISPATCHED 
OBSERVATIO N 
SUBMARINES 

C ONVERSATION 
C OMPENSATION 
R OADJUNCTION 
C ONSIDERATION 

SEARCHLIGHTS 
DEMONSTRATED 
SIMULTANEOUS 



REF ID:A56895 
RES'Y'HICT:SD 

t>. DIGRAPHIC IDIOMORPHS: GENERAL 

AB AB 

-G EN ER AL AL AR M-
NE ED ED 

-P RO CE ED ED 
-S UC CE ED ED 
.-D ET RA IN IN G­

-L IN IN G-
-M IN IN G..:.. 

OB TA IN IN G­
QU IN IN E­
RA IN IN G­

RE MA IN IN G­
SH IN IN G­

-T RA IN IN G­
CR IS IS 

PO SI.TI ON ON 
-A RE RE EN FO RC ED 
-A SU SU AL 
BO TH TH E­
WI TH TH E:-

-P AR TI TI ON 
RE PE TI .TI ON 

VI VI D-

AB- AB 

-M AI NT AI N­
RE AR GU AR D­

CH UR CH 
DE CI DE 
DE CO DE 
DI VI DI NG 

SP EA RHEA D­
-R ED UC ED 

-S CH ED UL ED 
-B· EE NN EE DE O-

EM BL EM ' 
AM EN DM EN T­

CO NT EN TM EN T­
-S EV EN TE EN 
-S EV EN TE EN TH 

EN TR EN CH 
ER AS ER 

tlES'Y'RIC'Y'ED 3-38 

AB- AB 

TH ER EF ER EN CE 
TH ER ES ER VE 
\\'H ER EV ER -

-C AR EL!ES SN ES S-
: GE OR GE 

J SC nO OL HO US E­
I LL UM IN AT IN G-

1 
· IN CL IN E­

-F IR IN GL IN E­
MA IN TA IN 

~I NF AL LI BI LI TY 
-A ME ND ME NT 
SO ME TI ME 
-0 NE NI NE 

NO TK NO WN 
NO WK NO WN 

-A PP OI NT ME NT 
-C ON TE NT ME NT 

-C OM PR OM IS E-
-P ON TO ON 

-T HR OU GH OU T-
-N OW KN OW N-

PH as· PH OR US 
PO ST PO NE 

TR 00 PS HI PS 
· PARA PH RAisE· 

-P RE FE RE~NC E­
RE FE REiNe E­

-T HE RE FO REl 
-PRE PA RE 

RE TI RE 
RE VE RE NT 

-C RO SS RO AD S­
CA RE LE SS NE SS 

AT TE MP TE D­
TH AT TH E-· 

-F OR TH WI TH 
-I NV ES TI GA TI ON 

ES TI MA TI ON 
-D ES TI NA 7I ON 

AC TI VI TilES 
-H\UM DR uMI 



REF ID:A56895 
HE8'FRIC'3?ElD 

AB--AB 

-P foN AM AC AN AL 
AR BI TR AR Y­
AS SO ON AS 

AC CE PT AN CE 
EM PL AC EM EN T­

-Q UA RT ER MA ST ER 
-I NT ER PR ET ER 
-A CC ES SO RI ES 

IN CL UD IN G­
-D IR EC TF IR E-
TO MO RR OW MO RN IN G­
PA NA MA CA NA L-
-I NT ER ME NT 
-I NT ER VE NT IO N-
CO NT IN GE NT 
-C ON DI TI ON 

-T OM OR RO WM OR NI NG 
RA DI OG RA M­
RE AS SU RE 

-P RE MA TU RE 
~D EF EN SI VE PO SI TI ON 

IN TE RD IC TE D-
QU AR TE RM AS TE R-

IN TE RP RE TE R-
IN TE RR UP TE D­

-F OR TI FI CA TI ON 

~ESTRIC'FEiD 3-39 

AB---AB 

AR MO RE DC AR 
EN FO RC EM EN T-

RE EN FO RC EM EN TS 
IN DE TE RM IN AT E­
IN TE RE ST IN G-
IN TE RF ER IN G-
IN TE RV EN IN G-

-I NC OM PE TE NC E-
-C ON GR ES SI ON AL 

-D EM ON ST RA TI ON 
-C ON SU MP TI ON 

PH OT OG RA PH 
TH IR TE EN TH 

AB----AB 

-I NS TA LL AT IO NS 
-C ON CE NT RA TI ON 
-C ON FL AG RA TI ON 
-C ON SI DE RA TI ON 

AB-ABAB 

l
iN CL IN INJG­

MA IN TA IN INIG-



REF ID:A56895 
ftES'f'RIC'FED 

e. DIGRAPHIC IDIOMORPHS: PLAYFAIR 

SC AB BA RD 
AF FA BL E­
AF FA IR 

-B AG GA GE 
-H AW AI IA N-

AL LA RE AS 
-B AL LA ST 
-F AL LA CY 

IN ST AL LA TI ON S­
-P AR AL LA X-

AP PA RA TU S­
AP PA RE L-
AP PA RE NT 
AP PA RE NT LY 
AR RA NG E-
AR RA Y-

-B AR RA CK S-
-B AR RA GE 

-E MB AR RA SX SE D-
-N AR RA TI ON 

AS SA IL AN T­
AS SA UL T­

-A MB AS SA DO R-
-I MP AS SA BL E-

-M AS SA CR E-
-P AS SA GE 

AT TA CH 
AT TA CK 
AT TA IN 

-B AT 'TA LI ON 
-R AT TA N-

BO OB YT RA P­
IN DE ED 
-W EB BE D­

EF FE CT 
EF FE CT IV E­

CO MP EL LE D-
-E XC EL LE NC E-
-E XC EL LE NT 
-E XP EL LE D-
-I MP EL LE D-

-P EL LE T-
PR OP EL LE D­
-R EP EL LE D-

HES'f'fHCTED 

AB BA 
' 

i' 
SH EL LE D­
-H EM ME DI N.,... 

. ST EM ME D-
ST EP PE D-
AV ER RE D-

CO NF ER RE D-
·-I NT ERRED­
-R EF ER RE D-

ES SE NC E-
ES SE NT IA L­

AD DR ES SE S-
-C OM PR ES SE D-

CO NF ES SE D-
IM PR ES SE D-

-L ES SE N-
-M ES SE NG ER 
PR ES SE D­

PR OF ES SE D­
-P RO GR ES SE D-

-S TR ES SE D-
-S TR ES SE S-

-V ES SE L- · 
WI TN ES SE S­

AB ET TE D­
-C IG AR ET TE S-

-B ET TE R-
-L ET TE R-

-E IG HT TH RE E-
-R IB BI NG 

FO RB ID DI NG 
-D IF FI CU LT 
-B IL LI ON 
-F IL LI NG 
-K IL LI NG 
-M IL LI iv1E TE R-
-M IL LI NG 
-M IL LI ON 
SH IL LI NG 
SP IL LI NG 

'-T IL LI NG 
-W IL LI AM 
-W!IL LING 

l
iM MI GRANT-
IM MI GR AT IO N~ 

.. 

~ '.·· 
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H:ElS'i'fUC'f'ElD 

AB BA 

IM MI NE NT 
SW IM MI NG 

-B EG IN NI NG 
SP IN NI NG 
-W IN NI NG 
CL IP PI NG 
SH IP PI NG 

-s TR IP PI NG 
IR RI GA TI ON 

-M IS SI NG . 
-M IS SI ON 

-A DM IS SI ON 
EM IS SI ON 
-H IS SI NG 

PERM IS SI ON 
TR AN SM IS SI ON 

EM IT TI NG 
-F IT TI NG 

-s PL IT TI NG 
PERM IT TI NG 

-A FT ER NO ON 
FO RE NO ON 

NO ON TI ME 
-F OL LO W-
-H OL LO W-
-C OM MO N-
-C OM MO TI ON 

PO SI TI ON NO RT HO F-
-R EC ON NO IT ER 

OP PO RT UN E-
OP PO RT UN IT Y­
OP PO SE 
OP PO SI TE 
OP PO SI TI ON 

-C OR RO BO RA TE 
-C OR RO DE 

-T OM OR RO W-
-B OT TO M-
-C OT TO N-
CA RE ER 
-s UC CU MB ED 

RE51'tUC !ED 

AB-BA 

PR AC TI CA BL E­
PR AC TI CA L­
-T AC TI CAL-

-D IV EB OM BE R-
EN GI NE ER 

-G EN UI NE 
-I NT ER FE RE 
-I NT ER FE RE NC E-
-P EN ET RA TE 

-REVOLVER-
IN FI NI TE 

-D IS PO SI TI ON 
-s IT UA TI I' ON 

- CA NA DI AN 
VE TE RI NA RI AN 

NI NE TE EN 
NI NE TE EN TH 

PE RC EP TI ON 
-P RE MI ER 

-S UR,RE ND ER 
-0 UR SE LV ES 
TH EM SE LV ES 

DE SE RV ES 
RE SE RV ES 

SE RV ES 



AB--BA 

DE BA RK ED 
DE CL AR ED 
DE FE ND ED 
DE MA ND ED 
DE PA RT ED 
DE PL OY ED 
DE PO RT ED 
DE SE RT ED 
DE TA CH ED 

PR EC ED EN CE 
EM PL OY ME NT 
EN TR AI NE D-
ME AS UR EM EN T­
NE GL. IG EN CE 
NO TA TI ON 
PA RA GR AP H­
RE CE IV ER 
RE CO RD ER 
RE GI ST ER 
RE PE AT ER 
RE PO RT ER 
RE VO LV ER 

-P RO JE CT OR 
AS SE MB LI ES 

RESTRICTED 

REF ID:A5689~ 

AB---BA 

DE SE CR AT ED 
DE SI GN AT ED 
DE SP AT CH ED 
EN EM YP LA NE S­

-D ET ER IO RA TE 
-S EV EN TY FI VE 

IR R.E GU LA RI TY 
NO MI NA TI ON 
SU SP :J:C IO US 

AB----BA 

I
DE MO NS TR AT ED' 
NO TI FI CA TI ON 
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:RESTHIG'FED 

F. DIGRAPHIC IDIO:MORPHS: FOUR-8Q,UARE1 

(Grouped by ntmroer of significant letters in the idiomorphic pattern) 

A- A­
BLOCK AD ED 

INVADED 
DAMAGE 

COMMANDS 
I SL AI~ DS 

AIRPLANES 
E NE MY PL .AN ES 

DESIGN AT ED 
ESTIMATED 
INDICATED 

CAVALRY 
NAVAL 

PROCEDURE 
ME CHAN IZ ED 

IM ME DI AT EL Y 
WITH DR A\1 
WITH DR Et-1 

EMERGENCY 
L IE 'tJll EN AN T 

FI F.r EE N 
FI F.r H 
FI FrY 

BRIDGE HE .AD 
VIC IN IT Y 
l-7 IT liD Rl\. "1 

ADD IT IO NA L 
A MM UN IT ION 

CO ND IT ION 
RECOGNITION 

E IE :ME NT 
MI LI TA RY 
MINIMUM 
NINTH 

P OI N.r 
TOMORROW 

PO NT ON 
REQUEST 
BE QUIRE 

PRISONER 
RESISTANCE 

D IS PO SI TI ON 
PO SI TI ON 

SO u.r R 

Two letters 

A- A-
SQ UA DR ON 

FI GH TE RP LA NE 
MOTORIZED 

DEPARTURE 
UNUSUAL 

A- -- A­
SABO!'AGE 

D:m'ACBMENT 
HAS BEEN 

:SA 'IT AL IO N 
:SO MB ED 
CASUALTIES 
CASUALTY 
COMB Nr 
CO OR DI NA TE S 
DI RE: CT IO N 
DI SP M CH 

ME DI UM :SO MB ER 
DI VE BO l-1B ER 

R OA DJ UN CT IO N 
R EP LA. CE ME ~'"T 

R:m'REAT 
S EIT ER AL 

JU NC TI ON 
CO NF IR MA. TI ON 

I NF OR M.L\. TI ON 
I lfr EL LI GE NC E I 

PATROL ' 
SA :SO TA GE 
SEVERE 

AC TI VI TY 
ATTENTION 
SUCCESSFULLY 

A- -- --A-
ARTILLERY 
ATTACK ED 

R EE N.F OR CE 
R EE NF OR CE ME NT 

ID EN TI FY 
D·i PA SS IB IE 
IM PO SS IB LE 

1 See subpar, _, Section IX •. 

RElB'£HIC'FEiD 

A- -- --A-
MOVE ME~~ 

E MP LA CE ME NT 
PE RS Oli NE L 

ARTILlERY 

A- -- .. - --A-
CO lilM UN IC AT IO NS 
CO NC Eli TR AT E 

R EO P.G AN IZ .Nl' IO N 
LIEUTENAM 

CO NS TR UC TI ON 

A- -- -- -- -- A-
CO MM IS SI ON ED 

-B -B 
UN .1\B LE 

OBSTACLE 
AD VANCE 
AGAINST 

RAILHEAD 
PREPARATION 
ASSAULT 
BOMBARD 
AIRBORNE 
SEABORNE 

A DV AN CI NG 
VICINITY 

DETACH 
DETACH ME Nr 

R AV EB EE N 
M OV EU EN T 

ENEMY 
RESERVE 
RFI'URN 

FLANK 
FO LL OYT 

BAG r.1~ GE 
BA SB EE N 

A PP RO AC HI l\11 
DE BO UC HI NG 

LAUNCHING 
I MM ED IA TE LY 



Rl!!S't'RIC'f'ED 

-B -B 
IN IT Ll\ TE 

FIFTH 
TE RR IT OR Y 

SIXTY 
M IS CE LL AN EO US 

ELEVA TI ON 
ELEVEN 

LI AI SO N 
DAMAGE 

MORN m G 
UNUSUAL 

OB JE CT rl E 
COL ON 
C OL ON EL 

SU PE RI OR IT Y 
HOT OR IZ ED 

OUTS KI RI' S 
EQ UI PN EN T . 
A~ RAGE 
BARRAGE 

AI RC RAFT 
AN TI AI RC RA FT 

REMAIN 
R EQ UI RE ME NT 

MIS SING 

A- A- A­
NAVAL BASE 

R EQ UI SI TI ON 

ABA- -B 
H EA DQ UA RT ER S 

ELEVEN 

AB -B A­
CA NC EL 

RE CO NN AI SS AN CE 

AB -B -- l\.­
.AD VA NC ED 
El'T EH YT Air KS 

AB -- A- -B 
SI em 'l'I I:G 

RESTRICTED 

REF ID:A56895 

· ~ro letters {cont.) 

-B -B 
P ER SO ~IN EL 

ES TI HA TE DA T 
P LA TO ON 

SUPPLY 
S UP PO RI' 

NA VA I.J3 AS E 
FOR HARD 

HIND HARD 

-B -- -B 
C AS UA LT Y 
P AT RO LS 

B AT TL ES HI PS 
GE ND RA :1 

H IL LA 'IT AC .K 
T RA NS MI SS ; IO N 

. R EC OG NI TI C>N . 
T RO OP SH IF. 

RE GI l-iS NT 
CA RR IE RS' 
HI SS IO NS 

TH EN TY 
R EQ. UE ST ED 

Three letters 

A- A- -- A­
RE QU ES·TE D 

Four letters 

A- AB -B 
AD DI TI ON AL 

A- AB -- -B. 
SO DT HH ES .T 

A- A- -B -B : 
,.1 IT liD RA HA ~ 

A- A- -- A- A­
CO l·J..l AN DI l:G 

A- A- -- -B ':"'B 
HE QU IH El·l ErT T 

-:> 1.1, _,_.,' .. 

-B -- -B 
I DE 1"'1' IF IC AT 10 N 
£.1 EC HA NI ZE D 
DEPLOYMENT 
M ES SENGER 
DES TR OYER 
A IR SU PP OR T 
V IS IB IL IT Y 

ME SS El'i GE R 
IMP AS SIBLE 

· I MP OS SI BL E 
A NT IA m CR AF T 
C Ol-1MAND ING 

OP ER AT IO N 
PR IS ON ER 
PR OC ED UR E 
RE EN FO RC E 
TR AN SP OR TA TI ON 
YE ST ERDA Y 

-B -- -- -- -B 
R EC m-1 HE :ND ED 

HE AV YL OS SE . S 
R EC OH HE riD N£ IO N 

C OM MtJ NI CA TI ON 
R EC ON NO IT ER IN G 

-B -B -B 
B OM BA RD NE N'l' 

EL EN: EN TS 
EN GA GE HE ~T.r 

A- -B J\B 
M OR NI :NG 
P OS TP ON E 

A- -B -B -- A­
RE co mr or 'l'E R 

A- -B -- PJ3 
Il'I TE RD IC T 

P.- -B -- A- -B 
S Nr IS FA CT OR Y 

A- -- A- C- C­
DI SP 1-J: CH ES 



RESCfRIC 'fl!!f) 

.. 
A- -- -- C- A- C­
RO AD JU liC TI ON 

-B ABA­
DI SP OS IT IO N 

POSITION 
PRESENT 

RE PR ES Eiq IJl 

-B A- AB 
REPEAT ED 

-BA-A- -B 
DE ST RO YEl R 

-B A- -B -- A-
UN ID EN TI FI ED 

A- -B .AB -- -B 
NA. VA L.l\. TT AC K 

REF ID:A56895 

Four letters (cont.) 

-B A- _.:. AB 
UNSUCCESSFUL 

-B A- --A- -B 
-liE DI ,til-1 BO MB ER 

' ' 
-B A- ~- -B A-
VI SI BI LI TY 

-B A- -- -- AB 
IN FO RJ:i AT IO N 

-B A- -- -- A- -B 
IN ST AL LA TI orr 

-B -D -B -- -D 
CR OS SR OA DS 

Five letters 

-B A- A- -- 1\B 
DI ST RI BU TI OU 

-B -D -D -B 
AIRS UP POnT 

-B -D -- -D -B 
INSTRUCTION 

CONST~UCTIOlT 

-B --A- .AB 
FIGH.rERPLANES 

-~ -- A- -- -- 1\B 
E ST 1\B LI SH ME Nr 

-B -- -BA-A­
E~i co UNTE'RE D 

-B -- -- -B -D -D 
BEn~ FO RC EMENT 

-B -D -- -D -B -D 
IN ST RU CT IO NS 

A- -B -- -B .AB -B A- -B AB 
RECONNAISSANCE REPLACEMENT 

---~~---------------~~----------------~----------------------

AB CB C- A­
p OS IT IO NS 

.A:B -D -D AB 
C ON DI TI Qlil 

RA DI OG RAM 

, .AB -B 1m -- -B .AD 
QUARTE RMAS TE R 

ftEB'fftiC'fEiD 

Six letters 

A- A- -B AB A- A- -- CB A- -- CB 
RE QU IS IT IO N ID EIJ TI FI CA TI ON 

A- CB -- A- C;B -B PJ:. AD -D 
Q UA Rr ER MA. ST ER A DM D.) IS TR AT rf E 

A- CB -- CB A-
SC HO OL HO US E 

Seven letters 

-B .AD -- -B -D AD I 
RE ENFO RC EHENT 

Eight letters 

AB -B C-AB CB 
EM PL AC EM EN T 

3-45 

KB -D C- AD C- -B 
IU 1~ RD IC ':LII ON 
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(BLANK) 
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APPENDIX 10 

COUtfUfUCN.l'ION I.NTF.!LLIGEUCE OPEIWriOUS 

Paragraph 
Co:mmun:J.cal.ion iutelligence procee6erJ • • • • • . • • • . • . . • • • . • • . • • • • • • . • • • • • 1 
Interception, radio direction finding, and radio position finding... 2 
Radio flngaTpr.int1ng and Morae operator analyals.................... 3 
Traffic o..na.l:yu is .... ~ ... ~ ................ ., ............ , . . . .. . . . . . • . . . . . 4 
Cr:yptana.lya is . . . . . . . . . . . . . . . . . • . • . . . • . . • . . . . • . • • • • . • . • • • • • . • . . • . . • • • 5 
Other intelligence sOllrces ......................... ,. ... " ............. ., . 6 
Time needed for cryptanalyois and ita dependent factors............. 7 
Cryptanalytic records and ~eporta................................... 8 
Illustratjve example or a technical report.......................... 9 

l . Col'l1lll\micatiou intelliBence processes . The principal processes 
of coiimi'uiiica:tion intelligence opcro.tions nre aa follows: 

a. Interception of connnunicatioll signals or messages and forward­
ing raw trafficl to co~unication intelllgence centers for study~ 

b. Rad:t.o d:l.rcctlon finding and radio position finding operations; 
identification of transmit·ters and radio operators by means of radio 
fingerprinting and Morse operator analysis, reepectlvely. 

c. •.rraffic a.nalysls, or the study of' the external characteristics 
of communications, without recourse to cryptanalysis of the message 
texts. 

d. Cryptanalynis or solution of the texts of m=ssages • 

e. Translatlon and emendation of' the messaee texts . 

f. La.rge-scE~.le producti.on or exploitation o:f communication intel­
ligence, after the initial break-in. 

!1· Evaluation of in:ronnation, yielding mili·t;ary intelligence. 

. !!_. Collation, correlation and comparison of communication intel-
ligence with other intelligence sources. 

1 . Distribution of connnuuication. intell:tgence to consumers • 

g. Intercept!£_n, radio direction :f':1ndiDg, and rad:!.o position find­
ing .--a. Hessages transmitted by ro.dio can be ma.nually copied or auto­
matically recorded by oui"tably adJusted radio apparatus located within 
range of the transrni tter . Some mea sages transmitted over wire lines 
can likewise be manually copied or automatically recorded by special 
apparatus suited for the purpose. Correspondents have no way of know­
ing whether or not radio transmissions are being copied by the enemy, 
since the interception does not interfere in the slightest degree/with 

1 Raw traffic 1a unprocessed intercepted traffic. 
....... ;u _.. .. 

10-1 
CONFIDEN'FJAL 

{Appendix to NSA text, "Military 
Cryptanalytics, Part I", Dec 1952) 
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signals being transmitted. Interception of wire traffic is much more 
d:l.fficult than of radio, mainly because the equipm~nt e_ither must be 
located very near the wire line, or connected directly to it. 

b. It is possible to determ:f.ne, with a fair degree of accuracy, 
the direction of a radio transmitter from a given location and, by estab­
lishing the nirection from two or more locations, it is possible to deter­
mine the geographical location of the transmitter. The science which 
deals with the means and methods of determining the direction in which a 
radio transmitter lies :ts called radio direction finding; the method of 
determining the geographical location of a radio tre~smitter, by the use 
of ~fO or more direction-finding installations, is called radio position 
finding. 

3. Radio fingerprinting and Horse operator analysis.--~. Radio 
fingerprinting is one of the valua.ble adjuncts of signal analysis, a 
communications-engineering sister of traffic analysis. Radio finger­
printing consists of the analysis of the characteristics of the emissions 
of an individual radio transmitter by means of oscil.lograms of the emit­
ted radio waves. The oscillogr~ of the emissions of unidentified radio 
stations are compared with those of known transmitters or radio stations, 
and thus it is possible to equate different call signs or different fre­
quencies which have been used by the same transmitting station. Radio 
fing~rprinting is normally not considered conclusive in itself, but is 
correlated wit~ other analyses or confirmations. 

b. Another valuable adjunct of connnunication intelligen~e oy.:::-o;~.Jons 

is Morse operator analysis. This analysis deals with the radio operators' 
characteristics when hand-sending is used; the analysis is based on the 
relative lengths and spacing of the dots and dashes composing the various 
Morse characters. It is a rarity when a radio operator will transmit 
a Morse character perfectly, i.e., make the dashes the correct length 
in respect to the dots, without any individuality (known as the "fiAt" 
cr "swing") in the sending. Most operators do have certain individual 
characteristics or tend~ncies in the sending of certain Morse cbaracters. 
In past decades, ro.dio operators have identified characteristic "fists" 
of other operators based on the aural recognition of the rhythm of cer­
tain Morse characters. This art bas been made more scientific through 
the use of actual physical measurement and through the assignment of a 
classificatory coding to the individualities present .in the undulator­
tape recording2 of a Morse transmission. By matching measurements, indi­
vidual radio operators may be identified, in spite of changes of call 
signs and other el~ments of the transmission. 

4. Traffic Analysis.--~· A great deal of information of military 
value can be obtained by studying signal communications without solving 
encrypted messages constituting the traffic. The procedure and the meth­
ods used have yielded results of sufficient importance to warrant the 

2 Such recordings take the form of a wavy inked line on a paper tape, 
being a visual representation of the dots and dashes as transmitted. 

CONPIDEti'FIAL 10-2 
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a.pplicat:J.on of a specia.J term to this fleld of study; noJnely, traffic 
~l}';31s, which is the study of signal comuru.nicatlons and intercepted or 
monltored traffic for the purpose of gathering military information with­
out recourse to cryptanalysis. 

I 

b. In general terms, traffic analysis is the careful inspection 
and study of signal commu.nlcs:tlons for the purpose of' penetrating cam­
ou±'lage suped.mposed upon the communication network for purposeo of 
security. Specificall-y, traffic analysis reconstructs radio communica­
tion networks by: ( 1) noting volt'I.IDe, directio11, o.nd routing of mensa.ges; 
(2) correlo.ting tra.nsmiosion frequencies and schedules used among and 
within the variou2 networks; (3) determining directions in which trans­
mitters lie, by mao.ns of radio direction finding; (4) loco.ting trans­
mitters geographically, by radio posltion finding; (5) developing the 
system of assigning and changlng rndio call signa; and (6) studyinG all 
items that constitute messages o~?einated by or,erators and exchanged 
among themselves on a radio net. 

' c • From a col·rela:tion of' general and specific information derived 
by menus of the foregoing procedures' traffic ano.lysis is able not only 
to ascertain the geographic location and disposition of troops and mili­
tary units ( technlcally called "Order of Bo.tt.le") and impor-tant troop 
movements, but also to predict with a fair dcgrP.e oi' reliability the 
areas and extent of :l.J1iiJY;!diately pending or future activities. Traffic 
analysis procedUl·es are followed to obtain inforwation of value con-· 
cerning the enemy, and to determine what information concerning our 
own forces is ~~de available to the enemy through our ow~ signal com­
munications. Specifically, enemy military plans and operations mn.y be 
revealed as follo,-rs : 

(1) Unit movements and prepo.ra·t.ions for military activity may be 
indicated by rising and falling traf~ic volumes and changes in the 
structure of the network. 

(2) The military funct1on of a networlt. may be reven.led by the 
characteristic traffic pattern which results from transmissions inci­
dental to plannjng, supply, or transportation. 

(3) Change of grouping, disposition of forces and fleets, and 
probable tacti-.!al developments may be manifested in the r~deployment 
of the radio stations -vrhi.<!h serve military elements. 

d. These very important results are obtained without ac"-::ually 
readjng the texts of the intercepted messages; the solution and trans­
lation of messages are the functiona of cryptanalysis and not traffic 
analysis. Iro-rrever, the cryptanalyst is frequently able to make good 
use of bits of information disclosed by traffic analysis such as faults 
noted in message routing and errors in cryptography causing messages 
to be duplicated or canceled. Cryptanalysis can provide important 

--r-Such operators' communicaticns are ·termed "chatter" or simply 
hchat." 
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information for traffic analysis, since the solution of messages often 
yields data on impending changes in signal connnunication plans, opera­
ting frequencies and schedules, etc. Cryptanalysis also yields data 
on specific channels, networks, or circuits which are most productive 
of intelligence, so that effective control and direction of intercept 
agencies for maxtmum results can be achieved. 

5. Crvz:tana.lysis. The most important steps of practical, opera­
tional cryptanalysis are listed below. These steps are more or less in 
the order in which they are followed, but in particular cases some of 
these steps may be interchanged, or omitted entirely. 

a. The study of patent characteristics of message texts • 

'h. The study of any available collateral information, including 
that obtained from previous solutions . 

c. The search for and study of indicators. 

d. The determination of the type of cryptosystem used. 

e. The separation of the traffic into groups of messages in the 
same or related keys • 

f. The senrch for repetitions within and between messages. 

!?. • The study of the beginnings and endings of messages • 

h • The preparation of statistical counts of letters, groups, etc • 

i • The reduction of the encrypted texts to simplest terms • 

.J.. The test for probable words, stereotypes, isologs, etc • 

k • The recovery of the plain texts • 

6. Other Intelligence Sources. In addition to (1) traf'f'ic analysis 
and (2) cryptanalysis as ~ans of obtaining information relating to com­
munications, further data may be obtained (3) by the use of secret agents 
for espionage, (4) by the capture and interrogation of prisoners, (5) by 
the capture of headquarters or command posts with records more or less 
intact, and (6) by defection or carelessness on the part of personnel vho 
handle communications . Of these six main sources, traffic analysis and 
cryptanalysis are the most valuable, due in great part to their reliabil­
ity; they may be likened to "reading the innermost thoughts of the enemy" 
The amount of vital information they furnish cannot be accl,ll"ately esti­
mated as it fluctuates with time, place, circumstances, equipment·, and 
personnel. For most effective operation, the results of both cryptanal­
ysis and traffic analysis can be fitted together to yield a unified 
picture of the communications scheme. Therefore, if all tranami ttiDg 
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stat:tons can be located quiclcly and 1f' o.ll communica.tionB can bE: inter­
cepted and aolvecl, extremely valuable infor.mo:tion concornin~ atren3th1 
disposition of forces, and p~oposed moves will be cont1n~lly avnilable. 

7. Time _needed for C!J']2to.no.lys:Js and its dependent i'actor_o .--

a.. In milita.:ry operations time ir a vital elerr..ant. The influence 
or ef1cct th~t analysis or military cryptograms rray have on the tactical 
situation depends on various time factors. 

b. Of these factors, the following are the most important: 

(1) The len(Sth of ti.m~ necesoary ·to transmit intercepted enemy 
cryptogra.ms to solving headquarters. This factor is neell~Jible only 
lThcn signal communication agencies are properly and specifically 
organized to perf'orm this f'unction. 

(2) The length of time required to organize raw nro.teria.ls, to make 
traffic analysis studies and to solv~ the cryptogrruns, and. the time re­
quired to m~ke copies, 'tabulate, and record dn~. 

(3) The no.ture of infornat1.on diBcloaed. by traffic ana.lysis etudies 
and solved cryptograms; whether it is of imm~dia.te or operational impor­
tance in impending action, or whether it is of historical interest only 
in connection with past action. 

(4) The lengtn of time necessary to transmit in~ormation to the 
organization or bureau responsible for evaluating the informotion. 
Only after information has been evaluated and correl~ted with info~­
tion from other sources does it become intelligence. 

(5) The length of time necessary to transmit the re~ulting intelli­
gence (military, naval, air, etc.) to the agency or agencies responsible 
for tactical operations, and the length of time necessary for the agency 
to prepare orders for the action determined by the intelligence and to 
transmit such orders to the combat units concerned. The last sentence 
under ( 1) above applies here also • 

c • Of' the f'e.ctors mentioned in b above, the only one of direct 
interest in this text is the length of time required to solve the crypto­
grams. This is subject to great variation, dependent upon other factors, 
of which the following are the most important: 

(1) The degree of resistance of the system to cryptanalytic attack. 
This is dependent upon the technical soundness o:f the system itse.J..:e 1 the 
technical soundness of the regulations and procedures governing the use 
of' the system, and tlle extent to which cipher clerks follow these regu­
lations and procedures. 

4 
Often referred to as finished intelligence. 
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{2) Th(!) volume o:f cryp·togra.phic text ava:J.lable for ·study. As a. 
rule, the greo.tar the vol\tm~ of text, the xr.orc eo.sily and speedily it 
can be solved. A single cry-ptogr8J11 in a. g:J.-vcn ayatom reo.y present an 
almost hopeless task :for the cryptam.lyst, but if many cryptogra.'71S of 
the SB.D'I~ system or in the sam~ or closely related apocif'ic keyo arc 
available for study, the solution may be reached in a very short time. 

(3) The number, skill, and efficiency of organization and C001Jera­
tion of cou:muuication intelligence ·~nits assigned to the work. Crypt­
analytic uni·cs range in size from e. comparatively few persons in the 
forward. echelons to many persons ln the rear echelons. Such ore;anization 
avoids duplicat:Lon of ef:fort o.ncl, espec1.ally in forward areas l-1h-.~re apot 
intelligence is most useful, makes pmw:J.ble th~ quick interpretation of· 
cryptogranw in alree.d.y solved systems . In all these units, pro1;cr organ­
ization of highly skilled uorkers is essential for efficient operation. 

(h.) The a.n..'Ount and character o:f collntera.l information and intelli­
ge~e available to the cryptanalytic organization. Isolated cryptograms. 
exchanged beto;reen a res"..;ricted, small g-t"oup of correspondents about whom 
and "torhose business no information ::!.s available rrta.y reaist the efforts of 
even a h1ghly organized, skHled cryptanalytic organization indefinitely. 
If, however, a, certain amount of such j_nformation is obtained, the situ­
ation :uJB.y be entirely cha.nG;ed. In milJtary operationn usually a great 
deal of collateral information is avn.ilable, from sou.~tces indicated in 
paragraph 6, a.bo1re. As a rule, a fo.i.r amount of definite infonw.tion 
concerning specif:J.c cryptograJiLS in at. ha.nd, such as proper n.;mes of per­
sons and places, and events ~~n the immediate past or future. Al tb.m·;:,lj 
the exchange of information 'between intelligence and c:~r:9taLe::..; .;.'.!... s .. ~fi'o 
is very important, the collect:J.on of information derived from a.n :Lnte.l­
sive study of e.lx·eady solYed t:ra.ffic is equally ao important because it 
yields extremely valuable cryptalVJ.lytic intellie;cnce l-Thich greatly facil­
itates the solution of nelfcl"-ypt0gJ.4 ams from the same sources. 

8 . Cry:pta.n.alytic recorda e.nd reports . --a. In pre.ctical cryptana­
lytic work the system~t1zation of~·~o:r~a.nd-the maintenance of adequate 
files are of con.si&era'l:'lle j.i.llportauce. L1kelrise, the preparation of clear 
and concise reports, both i::echn:i.caJ. and non-technical, is a :mo.Jor facet 
of practj_cal cryptana.lyt5.c opern:'i;ions . 

b. All messages cc:mj_ng :tnto the cryptanalytic section are assigned 
a reference number, and a log is kept of these r~ssages showing pertinent 
data such as th~ call sfgns, the date and til:l:2 of interception, the group 
count, etc. Duplicate m-essages ( 5 • • e., different intercepts of the same 
transmission, or intercePts of retransmissions of the same message) are 
stapled together a.nd. garbles are con-ected. Other records and files are 
maint,aJ.ned for spec:tal studies; for ex&.mple, there may be card files on 

5 In tbis connection, see the r~marl~ on cribs and probable words in 
subpars • 2~ and 49.2 .. 
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the message indicators6 that have appeared in the traffic, card files of 
keys used in past and current systems, etc. 

c. Cryptanalytic reports fall into two main categories: (a) tech­
nical reports 1.ntended for cryptanalytic 'Personnel designed to give a 
su.mma.ry o:f the cryptosraphic featuros of a system, with the steps that 
were taken to diagnose the system and effect a solution; and (b) non­
technical reports destjned for intelligence consumers7, which reports 
consiGt for t.he most pm•t of message decrypts. In the latter category 
all Cl.ecrypts might be ±'u:rnishcd verbatim, or complete decrypts of lmpor­
tant messages only, the rest of the messages being furnished in "gists" 
or in condensed form. 

d. In technical reporting, clarity and. detail e.re paramount .8 A 
compJ;te resume of the diagnostic techniques employed in tho identifica­
tion of the system should be included, as well as a c~mprehensive outline 
of the steps taken to arrive o.t the initial solution. It goes lrithout 
saying that close attention should be paid to Rrecise cryptologic termi­
nology in all deacrip"f..iona of methods and techniques, so as to lessen 
the chance of ambiguity or possible tnifJund.orstanding on the part of the 
reader. A cryptologic glossary should be f'reely consulted in all cases 
where there is an element of doubt in the mind of a writer as to the ex­
act meaning of a term he is about to use. 

e • In the next paragraph there is found an example of what may be 
considered as typical of a cryptanalytic technical report. Of' course 
there is no fixed standard :format for such a report, as the particular 
way in which a report is prepared., and the inf'ori!l9.tion included therein, 
depends 11pon the circumstances and situation at the time of the report. 
However, the hypothetical report in the next paragraph is intended as il­
lustrative of the amount of detail that might be included in a report of 
this nature • 

6 In this connection, the location of groups of' a message is desig­
nated by the terms Al, A2, A3 •.• if reference is made to the first, second, 
third •.• positions from the beginning of the encrypted text, and by the 
term~ Z~, Zl, Z2 .•. if reference is made to the last, penultimate, ante­
penultimate .•. positions from the end of the encrypted text. 

7 These repor-ts are invariably highly classified, and their dissemina­
tion is strictly controlled on a special distribution list of those who 
must have a "need-to-know." This limitation is absolutely essential in 
order to protee·t the info1~tion, and prevent drying up the source and • 
negating the work of the many 1vecks, xoonths, or even y.ears that are repre-. 
sented by the :fruits of' the cocmunication intelligence effort. In this 
latter connection, when information derived through communication intel­
ligence efforts is included in m.tlitary intelligence reports, it is dis­
guised in such a we.y as to protect the source o-r the information. 

8 For an excellent exposition on the art of technical writing, see 
Joseph N. Ulman, Jr • , Technical Re'Porting, New York, 1952. 

9 See alSo the remarks made in subpar. 47f, on pp. 94-95. 
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9. Illustrative example of a technical report. The following repre­
sents a hypothetical technical report on the cryptanalysis of a newly­
encountered system: 

(CLASSIFICATION) Copy No. 
Spec fa I Distribution of ____ copies 

l - DACKGROUND 

REPORT ON THE SOLUTION 
OF THE "CALOX" SYSTEM 

5 January 19_ 

1. On 12 Dece.mber 19 _. a new discriminant,CALOX, appeared In the enemy's 
traffic. The discriminant appears in the usur~l position, the A1 group of the message. 

2. Traffic analysis indicates that CALOX traffic is being passed on air defense 
nets. From the t::haracteristics of the transmission of this traffic and associated procedures, 
it appears that CALOX ls an administrative system rather tl1an an operational system. It 
also appears that CALOX does not replace an existing system, but rather is a new system 
introduced for some special purpose. On the enemy's air defense nets, both cipher and 
code systems have heen encountered. 

3. CALOX traffic was segregated and Jogged in a~ received, together with the 
worksheet reference numbers assigned to all incoming traffic by the Traffic Handling 
Section. 

II- PRELIMINARY ANALYSIS 

4. The first step in treating the CALOX system was to complete the plain-component 
sequence on one of the messages, on the hypothesis of direct and reversed standard alphabets, 
using a strip board for this purpose. (TI1e enemy has used standard alphabets in the past in 
one system, changing the juxtaposition of the components after the encryption of every few 
letters. ) This disclosed nothing of significance. 

5. Uniliteral frequency distributions made for each of the six messages intercepted 
on 12 December were flat; the average L C. of 1.1 indicates that it is most unlikely that 
the underlying cryptosystem is a monoalphabetic system involving single-letter cipher units. 
However, a rather odd manifestation in the distributions for each message was that Cc. De, 
He, Lc, and Vc were usually consistently predominating, while Sc, Yc, and Zc were con­
sistently of very low frequency, No explanation for tllis phenomenon was forthcoming at 
the time. 

6. A check was made on previously solved enemy systems used on his air defense 
and other nets, to disclose any similarity between the CALOX characteristics and those 
of another system; tllis proved fruitless, as tlle uniliteral frequency manifestations of CALOX 
were unique to that system. A check was also made to find any possible isologs bct,.,reen 
CALOX messages and those of anomer readable system; however, this too proved fruitless, 
as did the examination of chatter associated with the CALOX messages in an attempt to 
reveal any clues as to the system or to uncover possible cryptographic service messages, etc, 
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7. Dlgraphic distributions WE're made of the message~ of 12 December, but no 
unusual phenomena were visible. Tite +2 approached that of ~~ , and there was no 
evidence to ~uppott any matching of the rows or columns of the distnbntions if the 
hypothesis of a variant system with a small matrix were assumed. 

8. Trillteral frequency distribullons were made of each message to disclose 
repetitions: these repetitions were undetlined in the me~sages, and a comparison was 
made of those repetitions occurring between messages of the same day. Many short 
repetitions of 3, 4, and 5 letters were disclosed, the number of these repetitions 
bemg considerably above that expected for random; however, no longer repetitions 
were uncovered, and the mterva1s between the repetitions bad no common factors. 

9. Every day's accumulation of traffic was exammcd statistically With a vtew 
to revealmg possible key changes, and the phenomena In par. 5, above, contmued. 
When on 19 December the predominant peal{S and troughs no longer corresponded to 
the norms observed m par. 5, a change of keys was assumed. 

10. A typical message in the ftrst key period is given below: 

LRZ DE CKS (Intercepted 17 December, on a frequency of 5600 Kcs) 

CALOX JOLDJ JLAPP DRELF Q,XEDZ 

OMMYE HQDAH YEMN.B VUGHD IMXOO 

PRILM UGBOC DLXJL UBVVW TRAFX 

DIKQW MCGIW liRMAF IKGBE FNPOG 

TJXAN BLTUR Klifi'OR CFIHV QCEKR 

LAXVY BEQBX RIKRK YACSV LPOQP 

DKIQC MRADN VNURB TOPBH L:I:KLR 

ODMXT DHONG XNXEL DWXGA LDIGB 

III - Tim SOLUTION 

QIHFN WIDUH DMAIM IMNDY OMZCC 

LDRUX MACJV VRNEK LCHEJ DZCDO 

LKNPA HSJNE RVCAC OQTHU FJVTH 

JROGM WGUDM XJIJL BWE.DK QCUMR 

HUJNQ ATF.oJZ VNERI LBFOQ MLUMX 

NOBKU XGLED FNPAG JRRAB JLEBW 

' EPV'TR BGYMA MYQWI PV'LEM GLEGH 

GCII.M ZQLAC LXODQ 

11. The following peculiar sets of similar sequences of cipher letters were 
noted dunng the examination of the 32 messages available in the fust key period. The 
message reference numbers are given, together \'lith the posluon in the message of the 
first letter of the sequence. (The position given is the~ position, excluding the 
discriminant. ) 

Msg No. Pos. 

a) 60208 
61492 
60317 

CONJ.i'If>EN'fiAL 

~ HFIJVTHODKQWMECGAWHR 
~ HFJVOTHDKQAWMECGWHAR 
1~ HUFJVTHDIKQWMCGIWHR 
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b) 60317 123 NPAHSJNEHVCACQT 
62350 098 NPHISJNOHVCCUQT 

c) 60317 184 JLBWEDKQCUMR 
60317 291 JLEBWDKIQCMR 

d) 60295 114 TPIQKZHEHVPUVPB 
61007 253 TPOQKZHAHVPEVPB 

e) 60943 147 HVGGAKWQSOVRN 
62156 064 HVUGGKEWQSVIRN 

The behavior of the letters comprising these sequences Indicates that Ac• Ec, Ic. Oc, and Uc, 
most likely are nulls. On this hypothesis, evidence from the lengths of the repetitions now 
disclosed, and the intervals between repetitions, indicates a digraphic grouping of the c1pher 
text. On checking back to the digraphic distributions, it is noted that there are no vowel­
vowel contacts in the cipher text, except for combinations withY c· Furthermore, in retrospect 
it is seen that most of the cipher groups contain 1 'or 2 vowels, never more; this significance 
escaped notice until the near-repetitions above were observed. 

12. New digraphic distributions, omitting the 5 vowels, were made for the messages 
in the first key period. No matching qualities were manifested in the new distributions; but 
this time the ~2 very closely approximated the ~~. thus it appeared that, in spite of the limi­
tation of only 21 ciphertext letters remaining after the null vowels were discarded, the system 
was basically a digraphic system. (This would not exclude, however, a matrix containing a 
few frequent trigraphs or tetragraphs, etc.) Work sheets wer~ now made for several of the 
best messages from the first key period, the messages selected being long ones that exist~u .in 
more than one intercept copy so that garbles might be corrected. 

13, On 28 December the first message was solved; this was Message #60317 which 
was one of the longest, and which was copied by three different intercept operators. One 
more cryptographic idiosyncrasy of the CALOX system was now brought to light: that of 
the peculiarity of behavior of Y c which had been previously overlooked. This peculiarity 
was that Y c was always present in pairs, fairly close together; every Y c was followed by 
another Y c• with from 2 to 10 letters intervening. This Y c turned out to be a number 
indicator, and the cipher digraphs between the indicators represented single digits. 

14. From the original solution, an equivalent digraphic matrix was reconstructed 
with the consonant coordinates in normal alphabetical order, as shown below: 
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2d J.ettcr 

X 1 . 
D c D F G H J K L M N p R s T v \-1 --

B BY CC AY Cll c.m CK 2 
c TE TI TO Til 
D F6 FE EN ER FlW EL EY ES 
F GE FF FR 
G MALL MB ME LR :t-114 
H AI AT 1 AN AD AR IIC 
J RE QU RA RD 
K VE UL 
L OL OP OU PA OM OR ON 
tv1 co DC D4 DE DG DA 
N 8 HI GT HE GR 
p NE ND ro MO NF NI 
Q RI SA RP RS SE RM 
R LB ! LE 
s 
T EE EF EI EA ED 
v IS IL lK JY 
w OB mJ 
X ST TB TA ss SOT 
y 
z YC 

Noting evidences of symmetry in the matttx, the matnx coordmates were rearranged to yield 
the pnmary matriX which IS shown below, mcluding values which were mtcrpolated on the 
basis of llkehhood and alphabetical sequence. 

2d Letter 

Q C K X S D M Z T F P N G R B H V L J W 
RllAA~~~~~MOUBn~~~~M~M~ 
B AV PM AY B2 BABE BI BL BO BR BS BU BY C3 CA CC CE CH CI CK 
M CL CO CR CT CU CY D4 DA DB DC DD DE DF DG DR DI DL DM DN DO 
T DP DQ DR DS DT DU rfi DW DY E5 EA EB EC ED EE EF EG EH EI EK 
D~~nro~~~~m~mm~~~~n rnw 
Fnnrorn~~ro n~~~~~~~~~oo~ 
N GRGSGTGUGYH8HABBHC HDBE HI 
v nmmro~mm~JY 
Rm~~~~~mKnonmLu~rowLEmrn 
Gy~~mm~m~~m~w~M~MB MEm~ 
Pm~~mm~~Nm~~~E~~wnE~~ 
woo~~~mmww~~oM~oooo~~oooom 
L~~~~oowoooo~oo~~~~P~ 
J Q~RM~~~RE~M 
Q~ro~~~OORP~~~MOO ~S~~~OO~ 
x~oo~~~~~oo~~~oo~~~~Tn~~ 
C TDTETFTGTHTITLTMTNTO 
K ~ W 
s 
Z YC 

By comparison with other messages in the same period, and with messages In subsequent 
periods, it was possible to recover the values inside the matrix in their entirety, as follcws: 
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A. AA AB AC AD AE AF AG AH AI AK AL AM AN AO AP AR AS AT AU 
AV AW AY B BA BE BI BL BO BR BT BU BY C CA CC CE CH CI CK 
CL CO CR CT CU CY P DA DB OC DD DE DF DG DH D! DL DM DN DO 
W~OOOOMWWOO~E~nrernD~IDrnmiD 

EL lli\1 EN EO EP EQ ER ES ET EU EV EW EX EY EZ f FA FC FE FF 
FI FL FO FR FS FT FU FY G GA GC GE GF GG GH GI GL GN GO GP 
@~~oo~HM~E~e~n~gmoo~~m 
oonlurnmmmDromnrnmro~rnm~N 
IX IZ J JA JE JO JU I< KA KE KI KS L LA LB LC LD LE LF LG 
uurnww~~~mwwrnuMM~~~m~ 
~~~~~mmNne~IDn~m~m~~~ 
NN NO NP NR NS NT NU NV NW NY 0 OA OB OC OD OE OF OG OH OI 
~oc~oooo~oooowoo~ru~~P~~wffin 

~~~rowrnmnronQ~RM~~~~~oo 
~~~~~w~~~moow~~s~~oo®~ 

SF SG SH SI SK SL Sl-1 SN SO SP SR SS ST SU SW SY T TA TB TC 
~~~ro~n~~mro~mm~w~nnu~ 
UB UC UD UE UG UI UL UM UN UP UR US UT V VA VE VI VO W VIA 
HE HH HI HL WN HO vTR WY X XA XC XE XF XI XN XP XT Y YA YB 
YC YD YE YF YG YH YI YL YM YN YO YP YR YS YT Y\-1 :Z ZA ZE ZI 

It will be noted that the matrix contains the 26 letters, and 374 of the highest frequency 
digraphs. When encrypting numbers, the cipher value for.!_ ~the cipher equivalent of 

Ap, the cipher value for 2 is the 99c for Bp• etc., to ¢p = 88 c (Jp). 

15. In the matrix coordinates for the first l<ey period, the non-random pheno­
mena in the grouping of the coordinate letters was noticed, suggesting that some 
systematic method for producing these sequences was used. It evolved that the.se 5P­

quences were derived by simple columnar transposition using the following rectangles: · 

For the rows: 

HDRLC 
BFGJK 
M N P Q S 
TVWXZ 

For the columns: 

QSTNBL 
CDFGHJ 
KMPRVW 
X Z 

Thus the key words for the first pet!od are HYDRAULIC and QUESTIONABLY (with, 
of course, the vowels omitted) for the row and column coordinates, respectively. 

IV - CONTINUITY OF KEY CHANGES; SUMMARY 

16, Having solved the CALOX system for the first period (12-18 Dec), the second 

period (19-26 Dec) was easily solved by the discovery of a pair of cross-key isologs on 
19 December; the third period (27-31 Dec) was speedily solved by means of a signature 
crib; while the fourth period (beginning on 1 Jan) had to he solved by the general method 
of digraphic frequencies and digraphic idiomorphs. The row and column key words for 
the second period were COPYRIGHTED and DOCUMENT; for the third period, CHIMPANZEE 
and MANDRILL; but for the fourth period the same key word, MNTVD (Mon~evideo?), was 
used for botJi t11e row and column coordinates. The coordinate sequences were derived by 
simple columnar transposition, as in ~he first period. 
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1 '7. If the enemy Ita~ found thnt two different sequences for the row and column 
coordinates is too inconvenient cryptographically and therefore continues to use the single 
key word procedure started in the fourth period, a statistical technlque has been devised 
for establishing the identity of some (or even all) of the letters of the coordinates, based 
on a consideration of the relatlve fre'luencles of the ciphertext letters. 11tfs technique 
is founded on the fact that in a single key word procedure the combination of row 19 and 
column 19 of the basic matrix vill yield a low frequency ctpher letter, as will the 
combinations of row 20-column 20, and row 9-column 9; on the other hand, the combi­
nations row 1 '7-column 1 '7, row 5-column 5, row 13-column 13, and row 14-column 14 
will yield high frequency cipher letters. With a single key word p~ocedure being used, 
the following is the expected descendmg frequency order of the twenty row-column 
combinations: 

1'7 5 13 14 1 8 18 15 4 3 12 16 G 11 '7 lG 2 9 20 W 

Even if two key words are em"Ployed for lhe coordinates, a rnodificatton of the statistical 
method is feasible, 111 those Instances whe1e any difficulty might be encountered in a 
new key penod, The statistical techniques and the methods of theu employment will be 
described in a lall'r report. 

18. No trouble is anticipated in keep1ng current with key changes in the CALOX 
system; traff1c should be readable now on the first day of a key change. If the enemy used 
anotlter set of 5 letters as nulls, instead of the vowels, the new nuns can be identified by 
searching for and examining near-repetitions, as shown in par. U. A similar procedure 
would be used to identify a new number indicator, even though solution would not be 
impeded by this latter factor. 

19, The trafflc analysis report on the CALOX traffic gives complete statistics on 
the links on which CALOX is found, as well as a detailed summary on the number of mes­
sages intercepted, etc. 

10-13 
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NAT}:ONAL S~URITY AGENCY 
- --Washington 25, D. C. 

- - ~ : .. . 
COURSE Military Cryptana.lys is, Part I . -
!ESSON 8 

• I " : • :, -I ' .- - "'" 

MOnoalphhbetic substitution with 
. ... . ·- ~ ...... -.._ _. ,4rregular-length c ipber units: 

monome-dinome systems and others 

TEX!l' ASSIGNMENT Section X 
.·I ........ ..-. " ... ..... "' t .. · "" o. I ...... ,. "'- . :.. 

1. Solve the following monome-dinome cryptogram. and recover the 
original matrix: 

78131 76784 

4 l 3 4 6 53 3'3 4 

. 
3 l 3 4 1 

3 0 3 4 5 

8 8 1 2 3 

I - to .,. 'II. 

31174 50078 76343 47807 
1 • • "'• I • ~ .,. • • "' ill' ":, : • .. _ t 

0 1 3 3 l . 0 l -7 9 9 1 8 3 l 8 1 6 4 4 l 

74179 

4 6 5 5 4 

77787 

11278 
.. -~ ... ,.,, 

. -
1 0 8 3 4 

. --
6 5 3 2 3 

4 8 7 6 3 

3 1 7 8 8 

7 6 0 3 3 5 5 1 2 3 

41305 86131 . 
7 7-6 8 9- 1 6 0 7 2 

76503 47753 . . ~ 

31917 

40178 

3 4 1 6 1 

1 6 1 4 1 

17 8 0 1 

1 4 1 0 3 

6 1 9 2 l 0 1 2-1 6 0 1 3 l 0 .. . 17997 88878 
, • .. :. =.... !I '"'i'1--r' ;;:;-:-- .... 

05323 "15777 .. 71034 - ~ - '.:-
•,. • ~ "'r .. I_ .. 0. ~ 

.... _ I 
• ., .. ..., IlL..-.! • .. z·• ~ • 

00666 33300 47117 37607- 88390 ...... 
. - f,.· .... - ~~. ..._ e .... , ..... 

7 9 5 3 1 3 1 5 3 3 78342 47800 ·17230 
I • ' 

34850 74547 
I r I_.... 'C: • .. ~~ ;c. • ~ '\... ... ! .,.. ;- lo 

a· 3 i 8-9 · 
:-.~... • .. ., ... - "\. ..,. --: r ........................ ~ .,... ! t.• .J '"'"• -· .. ., ·- ... - ... 

1 .. - .. 

......... 

CC»fFIDElN'fiAL 

. I 

" 

-~-" ....... 

. . . -........ '""" ...... -

l 

- !. - - - "'{'" • - ..: . '· ........ ~-. · . ., .. -
-- -~ 

\. • • .. ,,;·~- .i-, __ .1;;. -

-
... ·~ ... -. ~. : f ~ j 

3 3 7 6 4 

03985 

7 55 6 0 

• 
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2. The following monome-dinome cryptogram ie believed to contain the 
probable word "DIVISION". Solve the text and recover the original matrix: 

1 7 8 3 2 0 0 0 6 6 1 6 9 2 7 8 0 6 3 5 2 8 4 2 0 0 4 5 9 6 

9 5 2 2 0 0 1 9 0 0 2 1 5 0 0 4 0 5 6 3 2 6 1 4 6 1 2 5 1 6 

8 0 7 0 5 8 8 1 2 3 5 3 9 2 1 3 1 1 1 8 1 3 2 8 1 2 9 1 5 9 

4 6 4 6 5 6 1 5 7 6 5 2 8 4 4 9 0 0 3 3 9 4 5 2 6 5 9 4 0 0 

25284 30032 00457 80758 80707 00526 

7 3 9 4 1 2 0 8 5 4 5 6 6 4 0 5 9 3 5 2 9 1 6 2 5 9 7 6 1 2 

4 6 9 7 7 8 9 1 2 5 0 5 9 4 5 2 2 0 0 8 4 1 4 0 1 5 1 1 2 9 

3 1 7 0 2 9 1 0 6 7 5 3 7 6 3 5 9 0 6 2 3 8 0 7 1 6 7 0 0 3 
8 4 6 1 0 0 4 2 6 1 7 8 5 7 9 2 0 0 8 4 1 7 9 1 9 6 0 2 6 6 

4 3 5 9 5 6 5 6 9 1 0 0 0 3 6 1 2 0 0 4 9 1 6 1 6 8 7 2 0 2 

6 0 0 4 5 7 0 7 8 7 0 5 9 7 1 2 6 1 2 2 8 1 2 0 0 1 9 0 0 3 

0 0 8 4 1 1 6 9 1 2 0 9 5 9 9 1 2 6 7 3 

3. The following cryptogram was intercepted on a link which has been 
knovn to be passing traffic in two different monome-dinome systems, one 
involving a matrix of the type shown in Fig. 75 of the text, the other · 
involving a matrix of the type in Fig. 11. Solve the text of the message 
and recover the original matrix. 

... 
47631 82870 14628 31274 12741 16263 

1 6 0 5 4 6 3 1 5 2 

4 6 9 7 2 1 3 8 0 8 

6 0 8 4 6 2 8 1 3 8 

97462 83107 

6 2 1 6 3 1 2 1 3 8 

"2 8 4 6 1 

CONFIDENTIAL 

8 4 6 6 2 

4 6 2 8 7 

2 7 5 7 8 

3 6 9 7 7 

0 8 .... 6 2 

2 

6 0 7 3 6 

4 6 3 6 4 

8 7 0 7 3 

4 56 3 6 

8 7 3 1 6 

9 7 7 2 8 

8 3 7 8 8 

1 8 2 7 9 

2 6 9 6 2 

0 6 3 7 9 

4 6 1 9 8 

7 2 8 4 6 

6 2 7 3 6 

7 3 1 6 8 

8 2 6 4 7 
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4. The :following messages, intercepted on a link known to be passing 
monoxna-d!nome t~a:ffic, are beli~ed to be isologs •. Solve the texts and re-
cover the original matrices. · · 

94872 

4 3 8 1 0 

94194 

57 6 8 3 

3 3 9 3 5 

57678 

76279 

04186 

94378 11935 

41320_ 5767~ 

94194 76879 

57631 04136 

.. 
t 
' 

_, 

COUFfDEHf'i'IAL 

. -
-~. 

... 
to" 

.u•l, ~ ..... 

Message "A" 

6 _1 2 2 _7 

9.3 _3 8 _6 

9 9 4 9 6 

07981 
... •-; .......... 

8 ..9 _3 1_6 

4 l 9 9 9 

3 0 57 6 

4 3 __ 3 . 4 9 "· 

:-. r -

7.9,1_,_9 

8 3 5 2 9 :f ~- ~ .: 

09079 

0 8 3 3 4 

54 3 4 3 

0 ~ ,6 3 8 

Message "B" 

62887 

9 ~_1_3 ~ 
... _ J s.,~ ' 

9 9 4 9 6 

07982 

3 9 3 2 6 8 1_4_0 5 0 9 0 7 9 

4 _1 9 ~ .J __ 8 rl ~_3 ,.0 9, , 0 ,3 1 , ~ 4 
1 ~ fi '-l ...... -

10576 79199 54343 

43149 31589 09613 

.... ~ I' - _! V .. _. : I '"" ~~ I 

r ' ' ' 
' 

.! _y • ' 

;" ' -

-·· :.. - ... -.::- ... .. 

--
r r . \ . 

I •Y"' •- r.:_ •'i 

..... ~· 

3 
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5. The following messages are believed to be isologous monome-
dinome ciphers. Solve the texts and recover the original matrices: 

Message "A" 

7 3 5 0 7 09885 0 1 6 5 2 3 1 5 3 1 0 9 8 0 4 3 9 8 5 8 

1 4 9 8 3 1 2 3 1 6 5 2 3 1 1 1 2 8 9 0 9 3 3 1 2 4 2 6 8 9 

3 0 1 4 1 5 9 0 1 2 5 4 3 9 8 5 0 5 6 3 9 8 4 6 0 1 7 2 9 7 

3 0 4 1 5 6 5 0 1 5 4 3 0 9 8 1 3 5 0 0 1 4 3 1 9 0 6 8 1 4 

5 1 9 8 3 1 2 3 1 6 5 2 3 1 1 1 3 5 5 9 3 3 1 2 4 3 9 8 4 2 

1 6 3 6 1 8 0 11 2 9 1 0 56 2 9 0 9 2 5 8 1 4 5 15465" 

0 1 9 0 1 1 0 1 2 1 98617 56 3 9 8 9 4 1 6 3 8 4 7 3 1 

3 5 0 3 9 04398 

Message "B" 

3 6 1 1 3 4 58 0 1 1 8 9 2 1 6 3 8 6 1 5 5 4 0 6 5 8 1 1 9 

5 6 2 9 6 8 9 2 1 6 3 77 9 8 0 1 4 8 5 6 2 9 0 9 1 8 0 8 5 

4 3 0 1 2 1 4 2 9 2 5 6 5 1 1 8 4 6 5 0 1 4 3 3 9 1 3 6 4 0 

1 2 17 1 3 2 5 6 4 5 8 8 1 1 43063. 1 4 1 8 0 1 9 8 1 5 

6 2 9 6 8 9 2 1 6 3 11 6 1 6 8 56 2 9 0 6 5 0 9 8 9 6 1 2 

3 4 3 3 9 1 3 4 8 4 9 1 4 2 4 8 17 9 8 1 2 5 1 1 1 3 7 4 1 

1 4 2 9 2 1 8 0 17 0 8 4 6 5 2 6 8 9 6 8 6 0 3 6 8 8 1 1 6 

1 4 0 6 5 

COfiPIDEN'fiAL 
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4. The following messages, intercepted on a link known to be passing 

DJQn<•me-dinome traf"f'ic 1 are believed to be isologs. Solve the te:x:ts and re-
cover the original matrices. · 

. . .. "" .. .J 1_ :0 I • . .... 

Message "!t-" 
- - . __ :..: 

94872 33935 61227 89316 23405 09079 

4 3 8 1 0 

94194 

57 ,6_8 3 -· . - -- ~ ' 

94378 11935 

41320 57673 

94194 76879 

57631 04136 

... I( "'~' ---

f 

COtiFIDElN'¥1AL 

4 1 9 9 9 

30576 79199 

0 8 3 3 4 

54 3 4 3 

0_9638 
·- -

0-,7' 9-~ _1 ' 4 ~3 ,3. 4 -9 . 8-3 .. 5 ~ _9 
~ ~ ... - lo ....... .. .... -...,;: "" ... -

~ .. _,. 

-Message "B" .. ...... . . .. . - ... ... 

62887 39326 

9 3 1 3 6 4 1 9 _9 _9 
-:...- ~ .. r ,_ 

99496 10576 

07982 43149 

•fl. ::. r - '-

,-.. ~ 4 ~ .,. J W. r • .o '=t • I 

3 

'' -

81405 09079 
' . 

8 _1 3 0 _9 0 .3 1 1 4 

79199 54343 

31589 09613 

-.. , 

- --
' .!.. c .... 

-- ., A \. 
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5. The following messages are believed to be isologous monorne-
dinome ciphers. Solve the texts and recover the original matrices: 

Message "A" 

7 3 5 0 7 09885 0 1 6 5 2 3 7 5 3 1 0 9 8 0 4 3 9 8 5 8 

1 4 9 8 3 1 2 3 1 6 5 2 3 7 1 1 2 8 9 0 9 3 3 1 2 4 2 6 8 9 

3 0 7 4 1 5 9 0 1 2 5 4 3 9 8 5 0 5 6 3 9 8 4 6 0 7 7 2 9 7 

3 0 4 1 5 6 5 0 7 5 4 3 0 9 8 1 3 5 0 0 7 4 3 7 9 0 6 8 1 4 

5 1 9 8 3 1 2 3 1 6 5 2 3 7 1 1 3 5 5 9 3 3 1 2 4 3 9 8 4 2 

1 6 3 6 1 8 0 7 7 2 9 7 0 56 2 9 0 9 2 5 8 1 4 5 15465" 

0 7 9 0 1 1 0 1 2 1 98617 5 6 3 9 8 9 4 1 6 3 8 4 7 3 1 

3 5 0 3 9 0 4 3 9 8 

Message "B" 

3 6 7 1 3 4 5 8 0 1 1 8 9 2 1 6 3 8 6 7 5 5 4 0 6 5 8 1 7 9 

5 6 2 9 6 8 9 2 1 6 3 7 7 9 8 0 7 4 8 5 6 2 9 0 9 1 8 0 8 5 

4 3 0 7 2 7 4 2 9 2 5 6 5 7 1 8 4 6 5 0 1 4 3 3 9 7 3 6 4 0 

7 2 1 7 1 3 2 5 6 4 5 8 8 7 1 43063. 7 4 1 8 0 7 9 8 7 5 

6 2 9 6 8 9 2 1 6 3 7 7 6 1 6 8 56 2 9 0 6 50 9 8 9 6 1 2 

3 4 3 3 9 7._3484 9 7 4 2 4 8 1 7 9 8 7 2 5 1 7 1 3 7 4 7 

7 4 2 9 2 7 8 0 17 0 8 4 6 5 2 6 8 9 6 8 6 0 3 6 8 8 7 1 6 

1 4 0 6 5 

CO:P.lFID:S:P.lTY.a:L 4 
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' 
6. Solve tbe following mo~ome-dinome-trinome cryptogram and recover 

the original matriX: 

6 1 7 4 5 04120 4 3 9 50 4 3 2 3 8 6 5 3 3 2 0 6 3 8 2 

01503 20682 6 1 6 6 1 2 0 4 3 6 5 3 5 1 3 1 7 1 50 

6 8 4 1 2 19203 1 6 2 0 4 3 8 54 3 1 2 0 4 3 2 0 1 50 

3 5 3 5 0 1 2 3 3 5 4 50 3 9 4 4 1 7 1 20186 50 9 2 9 

78509 2 3 8 50 4 6 2 0 4 8 4 7 3 9 4 50 4 9 6 2 0 6 5 

·a 2 a 2 o 4 3'-:5 3 2 0 1 56 1 9 3 2 3 1 6 518 4 7 1 5 3 3 

53 8 4 2 0 4 54 1 6 2 4 53 3 2 0 4 3 8 54 2 1 6 8 56 4 

7 •. Solve the following un111teral-bilitera1 cryptogram, and recover 
all keys: 

PVOYA CKRTE AUOOD KNWOI BKEIA UBTAP 

WOI.DG OliKNT AENXB TAEBG YAEUI ENLCT 

EOBZF li.O 0 B L YIEBG UUONT BXPXR MIBKA 

CWO IE PKCGP VAYEF TEINM PKSGE t A 0 D K. 

UEDLR ZEYAH GCWUY A"U P K P MEOIA CVPWY 

RWOYC WAPWO I Y A 0· R w.s v c ![ EIRVC KYYPK 

OICKY BWODK RKDGE AEBXU ERXDM EYABT 

EUCWN GRTDW PHOAO Pauma RKCVY OHZBG 

U E.N T X 

CONFIDBN'FJAL , 
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8. The following ceyptogram, enciphered in a Playta1r-type di­
graphic-monograph1c &JBtelll, 1s suapected_to begin with the probable 
stereotype "MORNING IW'OIU FOR MOBDAY ROVEMBER 1'WEN1'Y FIRST." Solve 
the text and recover all keJD. 

AQTIN JFQBQ PTLGP TAQSK IVA~X CJEHQ 

PZKMR ZGBYB PBPPQ QTDMK MLRGP TBWRZ 

PZPRG LVTPG GABBQ MPGAY QMBMF KaRKQ 

HQMKM RJRPB BJCMD KZYSR KQBCA KQRYQ 

M C Q G G A B B Q lf P R Y Cl N Q X 0 L V Q B J T N . M Q· K P D 

AHCTM KQVOG ABBQT AKQVP KMRJN PBEJC 

M D K Z Y S B K LV L 0 C M X C X K.T P 

9. The followtDs·ceyptogl'aa was enciphered in a dinome-trinome 
digraphic system emplo)'ing matricee similar to those 1n Figs. 90a and 
b, except that the illterDal D\DDBrlcal sequences have been changed. The 
message is suspected to eDd vlth tbe sigDature VINCDT .Al'mERSEN COL INF. 
Solve the text aDd rec:OAStnct tbe matrices iiiYolved. 

7.1665 

01802 

9610~ 

73330 13~92 25221 

609~0 ~~263 1251~ 

70273 72027 53072 

3 9.2 2 5 . 8 6 7 6 5 

4 7 3 0 3 6 0.7 3 3 

8 5.7 3 5 3 9 518 

~2301 07824 

92569 09~02 

9 5 7.5 5 8 59 6 2 

-7 ~ 0 9 7 55 7 3 ~ 

85196 ·57392 

63~9~ 35234 

~10~5 22216 

2~586 3~9~4 

: OONPIDBN'PI:AL 

22132 7192~ 51903 

78709 ~0353 01078 

~2213 27197 65187 

86919 61182 81051 

2'0 0 8 5 

~5067 

57508 

82506 

6 

32536 

1 9.3 ~ 9 

17537 

75171 

2 2 52 2 

16 2 2 3 

51 6·6 3 

2 1 9 4 6 

267-52 

02719 

9 2 57 7 

0~71~ 

9 3 1 4 4 

''· 

\ 



REF ID: A56895 _ ·_ · -.. _ 

CO:WFIDKNTIAL 
'·- -~ _ _ ..: t r .# • 

10. The following cryptogram, based on a. Morse code system, is sus- _ 
pected to begin with a spelled-out number. Solve it and recover all keys: 

7 1 4 3 0 6 2 8 0 9 1 8 5 9 2 3 56 0 7 6 1 5 7 2 0 4 9 5 3 
• --

'"(9012 8 7 51,. 8 6 5 9 8 3 0 4 0 3 7 9 53 2 7 3 0 7. 5 1 

3 4 9 0 4 56561t. 2 0 8 1 3 0 1 2 5 8 1 6 4 0 8 9 7 1 56 
., 

61~597 6 0 4 1 0 8 3 1 59 3 4 7 0 2 6 8 0 3 2 9 5 3 5 7 

2 5 1 7 3 0 2 58 9 4 1 5 8 2 6 0 3 6 0 9 1 7 54 
- -

CONFIDEMTIAL 7 
~ f' _. 
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2. The following three messages were selected from a volume of 
Converter :M-209 traffic because they were enciphered with the same 
message indicators, a serious violation of cryptographic security. 
It is furthermore suspected that stereotypic beginnings may have 
been used in the drafting of the three messages. Solve the messages, 
and submit the plain text to Message 11A11 • 

Message 11A" 

EEL 0 U IS E L C Z Y S XL SRMCX UXKHK 
1-\ 0 

XTFCS JGLNO WJNAF R U Z T T NOMKP 

lUI.DPE K I H S R J H V Z C C F C 0 H Z N B T D 

KQMMG EELOU ISELC 

Message "Bn 
\. II" 

EELOU IS E E E CZGEV EGLJX Z U D T 0 
E tJ 

MYWMW BCXVK D K C Z U RBABO A B L S Z 

I Y L S C SRRVIP ISONW EELOU IS E E E 

Message "C" 

EELOU IS E L C PIFHC Z I J Y P BHWGK 
~! F'£ p.. ts ~& G 

WZEBVl BX1IB DVWUE Z K K T P DKHXT 

EEYAE .. DVEGL BDIRP KTSGO M J Z Z F 

EELOU ISELC 

2 
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~1 2 2 3 3 44 
g6 0 5 0 5 01 
AYDSQPKBLAJNCGMWEZXGUROIHFV 
BIQLJSGDAU 4 RHKPECBWNXMVZOSY 
CRVBLTOMVJGDXWUKNSHFEZQAPYC 
DZJRMKTHEBVUSILQFDCXOYNWAPT 
EAETXDNVQOXLIFZYWMPUJHGBSCR 
FFWGVEIXBHRZUSBPMJDCAQTYNLK 
GLGXHWFJYCISAVTCQN*EDBRUZOM 
HSBFUYEOWRPYMJGAZXNQVKIHCTD 
IKIYBGVTSNEODMQFJPZHCAJXURL 
JMLJZCHWUTOFPENRGKQAIDBKYVS 
KXUONLBEJYWVQHRGPTIMSCKFDMA 
LGPDAXRQOEHMBZYTKUJSWLPVFNI 
KBYVPOMCFKZXWRISHQUJNTDLGEN 
NHXAFUSRMDNCLPEIOYGBZIWTQKJ 
ONMHYIXGKZDJTBWUDROLFECSVAP 

I p V F U D H W A 'Ju Q Y T R A 0 L I C * Z P S X M K J E 
'Q' T N M K A D I X V U P G Q F 0 S H L R B F E C 1 Z W 
RUAKSNLUIFCWVTJMRGEDYPZO~BQ 
SJHQEBYSRPFINCAZULVKTXMQWGO 
TWZETRQLCMBKODHNXFAYHVSPJIG 
UDSWCMUPNWKHEYXVLOTIGFARBQZ 
VETCGVZFPXSQZNKHBAYORWLJIDU 
WQONIZJYHL*EKUCXVESPMGFDTWB 
XPKIRFCZ~SQGJODBAVMWLUYNRXR 
YCRPOJAXZIMBFLVDYWFTQNHGEUI 
ZPKIRFCZTSQGJODBAVKWLUYNRXH 
-OCZWQPNDGLAYXSJTIRVKOUEMHF 

lis L Enciphering alphabets 16-41- Purple values 
consitute the partial alphabets obtained through depth 
reading; .£!!! values are derived by examination ot the 
basic c· .pher=-t,ext sequences (using the entire set of 
100 pat·t.ial alphabets) ~ 

AYDSQPKBLAJNC~MWEZX@UROIHFV 
TWZETRQLCMBKOD®NXFAY@VSPJIG 
NHXAFU3RMDNCLPE@OYGBZ®WTQKJ 
IKIYBGVTSNEODMQF@PZHCA@XURL 
JMLJZCHWUTOFP~NRGKQAIDBKYVS 
QTNMKADIXVUPGQFOSHLRBFECLZW 
KXUONLBEJYWVQHRGPTIMSCKFDMA 
MBYVPOMCFKZXWRISHQUJNTDLGEN 
ZOCZWQPNDGLAYXSJTIRVKOUEMHF 
LGPDAXRQOEHMBZYTKUJSWLPVFNI 
SJHQEBYSRPFINCAZULVKTXMQWGO 
XPKIRFCZTSQGJODBAVMWLUYNRXH 
BIQLJSGDAU*RHKPECBWNXMVZOSY 
DZJRMKTHEBVUSILQFDCXOYNWAPT 
RUAKSNLUlFCWVTJMRGEDYPZOXBQ 
CRVBLTOMVJGDXWUKNSHFEZQAPYC 
UDSWCMUPNWKHEYXVLOTIGFARBQZ 
EAETXDNVQOXLIFZYWMPUJHGBSCR 
HSBFUYEOWRPYMJGAZXNQVKIHCTD 
VETCGVZFPXSQZNKHBAYORWLJIDU 
PVFUDHWAGQYTRAOLIC*ZPSXMKJE 
FFWGVEIXBHRZUSBPMJDCAQTYNLK 
GLGXHWFJYCISAVTCQN*EDBRUZOM 
ONMHYIXGKZDJTBWUDROLFECSVAP 
WQONIZJYHL*EKUCXVESPMGFDTWB 
YCRPOJAKZIMBFLVDYWFTQNHGEUX 

Fig 2, The Friedman square tor the .fast 
rotor, obtained by rearranging the rows or 
Fig 1 (using the isomorphic patterns of the 
rows) so as to yield identical sequences tor 
all the diagonals. 

CONFIDENTIAL 
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A l, 18 A A 1-1 y 
• T 2~ 8 B B 2 19 J 

N 

l' 
26 c c 3, 10 )! 

I 17 D D 4 l4 H 
J 5 20 E E 5 26 0 
Q 6 

~ 
F F 6 20 w 

K'7 10 G G 7 8 s 
M 8 ' H H a 16 v 
z 9 l3 I I 9 71 
L 10 11 J J 10 22 E 
s 11 l., K X 11 4 z 
X 12 23 L ~ L 12 11 X~ tB l3 5 M ! iM 13 5 A fl. 

c D 14 24 H 8 c N 14 17 'l' 8 
""'R 15 9 0 1-1 0 15 9 K 

c 16 12 p p 16 12 G 
u 17 2.5 Q Q 17 23 Q 
E 18 16 R R 18 18 u 
H 19 19 ·s s 19 2 I· 
v 20 6T T 20 25 c 
P21 15 u u 21 6P 
F 22 2l v v 22 24 p 
G 23 '"2 w w 23 13 B 
0 24 7X X 24 21 D 
w 25 1 y y 25 3 R 
y 26 14 z z 26 15 N 

Fig 5o Wiring recover, ot fast rotora Fig, •. ~'\ Wiring recover.r ot medium rotor~ 
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16 42 6S 94 
A I y, w p Aj A YWP 
B • I "J""' S I B lJS 
C 1R C M E c RCM 
D z N F T D ZNFH 
E A X y L E AXY 0 
F F T A w F F T A i'l 
G L p K s G L P K s 
H s E B M H S E B v 
I K v z 0 I KVZ L 
J 

~ 
u J MGL E 

K X Q N K XHQ z 
L G A c L G A 0 I 

.s M B Q T G M BQT A 

"' N H D u X N H D U T 
&! 0 ll 0 R R 0 N 0 R K 

p v y w D p VYW G 
Q T L J H Q T L J Q 

'· R 
' 

u lt E p R UKE u 
s J~ G v s JIG I 
T w c J T WMC c 
u n s""a y u D S H F 
v E R v K VERV p 
w Q z N F w Q Z N B 
X p u X Q X PUX D 
y c B I B y C B I R 

N~ z 0 F D z Z 0 F D 

Fi8 J.~ Enciphering alphabets 163 42~ 68, .E!B.lt A fragment of the Friedman square for the 
and 94" These alphabets~ spaced at intervals medium rotorp with one of the repeating diagonals ex= 
of 26 along the keying cycle~ resulted from tended, 
four successive positions of the medium rotor 
at points along the cycle where the fast rotor 
had returned to its initial position~ Note 
that a diagonal chain may be completed, using 
alphabets 16.r 42E and 68, 
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A 
B 
c 
D 
E 
F 
G 
H 
! 
J 
K 
L 
M 
N 
0 
p 
Q 
R 
s 
T 
u 
v 
w 
X 
y 
z 

c:()I\JFIDENT~AL 

l 
2 
.3 
4 
5 
6 , 
I 

8 
9 
10 
ll 
12 
l3 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 
26 

1 
19 
10 
14 
26 
20 

8 
16 
7 

22 
4 
ll 
5 

17 
9 

12 
2.3 
18 

2 
25 
6 

24 
lJ 
21 

J 

Y 1 = -1 A 

J2~ 6T M.3 4N 
H 4 - 15 I 
0 5 ... J J 
w 6 14 Q 
S 7 12 K 
V 8 23lM 
L 9 5 Z 
E10 \ 16L 
z 11 '-2 s 
Xl2 22X 
A 13 19 B 
T.J.4 ll D 
Kll5 18 R 
G

1

l6 25 C 
Q 17 24 u 
U 18 1.3 E 
I 1.9 7 H 
C20 lOV 
F 2l 8 P 
P22 21F 
B 23 9 G 
D24 260 
al25 17 tl 
Nl26 20 Y 

1 18 
2 8 
3 26 
4 17 
5 20 
6 22 
7 10 
8 3 
9 13 
10 11 
11 4 
12 2.3 
13 5 
14 24 
15 9 
16 12 
17 25 
18 16 
19 19 
20 6 
21 15 
22 21 
23 2 
24 7 
25 1 
26 14 

A 
B 
c 
D 
E 
F 
G 
H 
I 
J 
lt 
L 
M 
N 
0 
p 
Q 
R 
s 
r 
u 
v 
w 
X 
y 
z 

Fi&..7, Reconstruction or machine 
with 11mixed separator" • 

S58lJ:Rl'!'!' lN¥SRUA:'i'lON 

A 
B 
c 
D 
E 
F 
G 
H 
I 
J 
K 
L 
M 
N 
0 
p 
Q 
R 
s 
T 
u 
v 
w 
X 
y 
z 

j,Directi~ot mot~ 
24 21 26 20 
25 3 1 1 
26 ~li 2 6 
1 .3 4 
2 ! 19 4 15 
.3 t 10 5 3 

Jl4 6 4 14 
5 '-26 7 12 
6 120 8 2.3 
7 , 8 9 5 
8 i16 10 16 
9 I 7 11 2 
10 '22 l2 .-22 
11 l 4 13 t 19 
12 IJ 14· 11 
l3 151 18 
14 16 ' 25 
15 I 9 171 ~~ 16 ,12 18 l. 13 
17 

t23 
19 7 

18 18 20 10 
19 2 21 8 
20 25 22) 2l 
2l \~ ~..J 9 
22 26 
23 13 125 17 

Medi1!lll 810111 
rotor rotor 

1 (8~ 2 a a 
3 26 c 
4 17 D 
s J 20 
6 I 22 

I 

7 ~ 10 
8 l 3 
9 ~~l3 10 11 

~) 
4 

12 I 2.3 
JJ 5 
14 24 
15 9 
16 12 
17 25 
18 16 
19 ' 19 
20 6 
21 15 
22 21 
2.3 2 
24 7 
25 l 
26 14 

Fast 
rotor 

E 
F 
G 
H 
I 
J 
K 
L 
M 
N 
0 
p 
Q 
R 
s 
T 
u 
v 
w 
X 
y 
z 

Fi& ~r Reconstruction or complete 
machine; rotors in position for al­
phabet 94~ 

-) 
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.RESTRiCT ED SiCUilTI 1NF9iYMION 

ENCIPH!!:RING ALPHABI;TS, 11 ZEBAB11 P~OBLEM 

5 
1 
0 

1 
5 

2 
0 

2 
5 

3 
0 

3 
5 

4 
0 

4 
5 

5 
0 

AVTJMRGEDYPZ QYDSQPKBLA NC MWEZXGURO HFVWZETR LCHA 
B LJ 
CZ KHB YORW ID R L OM JG 
DQH GPT MSCKF ZJ KT EB 
EFLVDYWFTQNHGEUXAETXDNVQOXL 

HKPE X V OS SR B 
XWU NSHFEZ P~CCRP J ZIC 

LQF CXOYNW P NMHYIXGKZD 
FZYWMPUJHGBSCRXUONLBEJYE 

tt FRAOL PSI JEFWGVE B R S PMJ C TIN K K DI F 
GO H XF H PJ XH FJYC AVTC BRU OM R Z 0 
HGQ SH RB ECLZW F EOW M G X QV I T VZF XH 
IN AZULV TXMQWGOKIYBGVTSNEODMQFJPZHCA XURLV UDHWAGQI 
J R J 

1\~11'\ K E K K 
-~L ODB VM XH QOEHM TK JSWLP NIA T DN OL 

MP N 'GKQ D V BYVPO CFKZXWRISH U TDLG NQ I YH M 
N WUKN HFEZQAPYCHXAFUSRMDNCLPEIOYGBZIW QKJDSWCMUPNWN 
0 JGAZX VKIHCTDNMHYI GKZDJTBWUDROLFEC VAPOCZWQPNDGO 

PIFZYWM UJ GBSC F DHW QYTR LI S K ~Q K L P 
Q C V S K V G S Q 
RCGMWEZIGURO HFVUAKSNLUIFCWVTJMRGEDYPZOXBQKIYB VTSNR 
SY SJ IR KO EMHFJHQEBISRPFINCAZULV TXMQWGOIQLJSG AUS 
TWR S QUJNTDLGENWZETRQLCM KODH XFAYH SPJ!GMLJZCHWUTT 

UAV C N EDB 
v y It s p 
w u J 
X K 
y B W 

Z MD 
F E 

L 

QK 

WCMUPNWKHEYXV 
F 

J D 

0 I G F 
y 
s p 

L 

RBQZSBF 
I V 

D R 

G U Y 

YE 

T 

0 

RU 
v v 

BW 
I X 
F y 

z w z 
WUD OLFECSVAPOCZWQPNDGLAYXSJTIRVKOUEMHFFWGVEIXBH-

RESTRICTED 
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International Teleprinter Code 

UI'PER I WEATHER SYMDOLS T(i) 0/' 
J - " I 0 <' 

_, 
ill 9 p I 4 .¢. ~ 7 (j) z I 6 • - <. = .... t CASE I COW.IUI~ICATIONS - : ~ l I o #:. e ( ) . 9 ¢ I 4 .¢. ~ 7 : 2 I 6 .. II~ 

.., \!, 

~ . ';1 ~ ,.-r-1- 0.. . 

LOWER CASE A 8 c D E F G H r J I( L M N 0 p 0 R s T u v W X y z .r. a: ..: "' a: ..; 
~- ~ _; :; -=. 

I C'O 00 0 00 0 0 0 0~ 00 0 0. 
2. • 0 0 00 00 00 () 00 0 0 00 

FEED HOLES 0 0 0 0 0 0 0 0 0 0 0 0 o· o 0 0 0 0 0 0 0 0 6 0 0 0 0 0 0 0 0 0 

J 0 0 00 0 00 00 0 00 00 00 
4 00 0 00 00 00 0 0 0 0 0 00 
~ 0 00 00 00 0 0 00 00 0 C!)Q 

Vernam Encipherment Table 

e2 

A B C D E F G H. I J K L M N 0 P Q R S T U V W X Y Z 2 3 4 5 6 7 

A 4 S L Y X Z I 7 G Q W C 6 T 3 R J P B N 2 5 K E D F U 0 A V M H 
B S 4 7 K U J M L 6 F D H G R V T Z N A P E 0 Y 2 W Q X 5 B 3 I C 
C L 7 4 0 T M J S Q G V A F X D U I 2 H E P K 5 N 3 6 R Y C W Z B. 
D Y K 0 4 Q 2 N 5 T X B 3 R G C 6 E M W I Z 7 S J A U F L D H p V 
E X U T Q 4 W 3 R 0 Y Z N 5 L I 7 D H 2 C B 6 F A J K S G E M V P 
F Z J M 2 W 4 7 I H B X 6 C V R 3 S 0 Q 5 Y N E K U A D P F T L G 
G I M J N 3 7 4 Z A C R Q B D X W L K 6 Y 5 2 P 0 T H V E G U S F 
H 7 L S 5 R I Z 4 F 6 3 B Q U W X M E C 2 N Y 0 P V G T K H D J A 
I G 6 Q T 0 H A F 4 L P J S Y E K C W M D V U R 3 N 7 5 X I 2 B Z 
J Q F G X Y B C 6 L 4 2 I 7 0 N 5 A V Z 3 W R U D E S K T J P H M 
K W D V B Z X R 3 P 2 4 5 N M 7 I U G Y 6 Q C A F S E J H K L T 0 
L C H·A 3 N 6 Q .B J I 54 Z E Y 2 G U 7 X R W V T 0 M P D L K F S 
M 6 G F R 5 C B Q .S 7 N Z 4 K 2 Y H D I W 3 X T V P L 0 U M E A J 
N T R X G LV D U Y 0 ME K 4 J S 3 B P A H F 6 C I 57 Q N Z W 2. 

el 0 3 V D C I ~ X W ·E N 7 Y 2 J 4 Z T·F 5 Q 6 B H G L P M A 0 S U K 
P R T U 6 7 3 W X . K 5 I 2 Y S Z 4 V A N B C Q G H M 0 L F P J D E ( Ot+02) . 

.-.. 

Q J Z I E D S L M C A U G H 3 T V 4 ~ F 0 K P 2 Y X B W N Q R 7 6 
R P N 2 M H 0 K E W V G. U D B F A 5 4 T S L J I 7 6 3 C Z R Q Y X 
S B A H W 2 Q 6 C M Z Y 7 I P 5 N F T 4 R X 3 D U K J E V S 0 G L 
T N P E I C 5 Y 2 D 3 6 X W A Q B 0 S R 4 7 Z M L G V H J T F K U 
U 2 E P Z B Y 5 N V W Q R 3 H 6 C K L X 7 4 I J s· F D A M U G 0 T 
V 5 0 K 7 6 N 2 Y U R C W X F B Q P J 3 Z I 4 L M H T G S V A E D 
W K Y 5 S F E P 0 R U A V T 6 H G 2 I D M J L 4 Z B X Q 7 W C N 3 
X E 2 N J A K 0 p·. 3 .D .F. T V C G H Y 7 U L S M Z 4 Q W B I X 6 5 R 
Y D W 3 A J U T .V N E S 0 P I L M X 6 K G F H B Q 4 2 Z C Y 7 R 5 
Z F Q 6 U K A H G 7 S & M L 5 P 0 B.3 J V D T X W 2 4 Y R Z N C I 
2 U X R F S D V T. 5 K J P 0 7 M L~ ~ E HAG Q B Z Y 4 6 2 I 3 N 
3 0 5 Y L ~ P E K X T H D U Q A F N Z V J M S 7 I C R 6 4 3 B 2 W 
4 ABC DE F G HI J'K L M N 0 P Q R STU V W X Y Z 2 3 4 56 7 
5 V 3 W H M T U D 2 P L K E Z S J R Q 0 F Z A C 6 7 N I B 5 4 X Y 
6 M I Z P V L S J B H T F A W U D 7 Y G K 0 E N 5 R C 3 2 6 X 4 f) 

7 H C B V P G F A Z M 0 S J 2 K E 6 X L U T D 3 R 5 I N W 7 Y Q 4 
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• 
' ."TAN" PROBLEM 

The following messages reprcseDt three radioprinter intercepts 
obtained on the same day. From ana.J..ysis of previous trafi'ic, it is 
lmown tbat the i'irst four letters of each message constitute the iDdi .. 
cator; a single space is used between all words, and a message center 
idiosyncrasy is the use or the doubled CR CR LF LF for the carriage 
return-line reed operation. 

In the representation oi' the siX special. :f'unctions, tbe 'following 
notation has been used: 

Figures 2 
Space 3 
Letters 4 
Line feed 5 
Blank 6 
Carriage return 1 

It is suspected that one or the messages intercepted in the morn .. 
ing contains the probable '\rord REPOrn. Solve the texts of the morning 
messages.; and, o.i'ter correctly .juxtaposing the third message along the 
keying cycle 1 recover the plain text to the third message. 

Message ''A" 

RDA DE IZX 0930Z 17 DEC 

IVIVP Llr1PZ:X: mro20 UBHV'Z EEKWF MFN4F 26SDK XEB5F VD6F3 CTm1V 
-~i. PO._,.. 

'YEIUV Q;X:I2H RCW5C KGK02 YDTHC FHBVTC C423G KKVPll I4AVS sroo6 . 
Message 11B11 

RDA DE IZX 0945Z 17 DEC 

ri'NU P.EEKV FVCID miAP E~~TP7 RIVEF Ul•.LGEN UZIWN GI2!'Y IZVEZ 
PH£ If, -"'t'• ... 

'UD6US 67E5Z 7YVLU XOOLZ Gl·!l~21J mu.mc SQE)OB 4IGGM F.q6Mz S25TQ. 

4'XXG7 IIISII 

l·!essage 11011 

IZX DE RDA 1h25Z 17 DEC 

n:.J3!'IY :A'"!Y36 ITICJ EBU1L5 I!ZY('G l::a.V~ :9..~'7\-T.E SAP.U5 STz4G GEKSG 

VSU2S 6Ii!P.4C LL·~TP lnJ~5 



(BLANK) 
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