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The Golden Guess
I's Morning-Star to the full round of Trutb.

-- Tennyson.

Preface

This text represents an extensive expansion and revision, both in scope and
content, of the earlier work entitled ‘“Military Cryptanalysis, Part [’ by William
F. Friedman. This expansion and revision was necessitated by the considerable
advancement made in the art since the publication of the previous text.

I wish to express grateful acknowledgment for Mr. Friedman’s generous as-
sistance and invaluable collaboration in the preparation of this edition. I also
extend particular appreciation to my colleagne Robert E. Cefail for his numerous
valuable comments and assistance in writing the new material which is contain-
ed herein,

- L.D.C.
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T ...SECTION I

*IRTRODUCTORY REMARKS -
- e . B Paragraph
Scope Of this text.....'..;..'............'......‘...-.......-‘..... l

Mental equipment necessary for cryptanalybic work.ceesscescecocscces 2
Validity of results of crypbtanalysiS...ccecesesccacacessssceccocccnse 3

1. Bcope of this text.--g This text constitutes the first of a

series of six basic textsl on the art of cryptanalysis. Although most of
the informetion contained herein is applicsble to cryptograms of various
types and sources, speclal emphasis will be laid upon the principles and

: methods of solving m:ll:l.'l:a.:{'y2 cryptograms. Except for an introductory
discussion of fundsmental principles underlying the sclence of cryptana-
lytics, this first text in the series will deal solely with the principles
and methods for the snalysis of monoalphabetic substlitution ciphers.
Even with this limitation it will be possible to discuss only a few of the
many variations of this one ftype that are met in practice; but with a
firm grasp upon the general principles few difficulties should be expe-
rienced with any modificalt:ions or variations that may be encountered.

‘ b. This and some of the succeeding texts will deal only with basic
types of cryptosystems noi: because they may be encountered unmodified in
militery operations but because their study is essentlal to an under-
standing of the principles underlying the solution of the modern, very
much more complex types of codes, ciphers, end certain encrypted trans-
mission systems that are llkely to be employed by the larger governments
of today in the conduct of their military affairs in time of war.

¢. It is presupposed that the student has no prior background in
the field of eryptology; therefore cryptography is presented concurrently
with cryptanalysis. Basic terminology and preliminary cryptologic consi-
derations are treated in Sectlon II; other terms are usually defined upon
their first occurrence, or they may be found in the Glossary (Appendix 1).

d. The cryptograms presented in the examples embrace messages from
hypothetical air, ground, and navel traffic; thus, the student will have
the opportunity to familiarize himself with the language and phraseology
of all three Services comprising the Armed Forces of the United States.

1 Bach text has its accompanying course in cryptanalysis, so that the
student may test his learning and develop his skill in the solution of
the types of cryptograms trested in the respective texts. The problems
which pertain to this text constitute Appendix 13.

2 The word "militery" is here used in its broadest sense. In this
connection see subpar. 4, below,
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2. Mental equipment necessary for cryptanelytic work.--a. Captain
Parker Hitt, in the first United States Army manual3 deoling with eryp- ‘

tology, opens the first chapter of his valueble treatise with the
following sentence:

"Success in dealing with unknown ciphers is meesured by these four
things in the order named: perseverance, careful methods of analysis,
intuition, luck."

These words are as true today as they were then. There is no royal
road to success in the solution of cryptograms. Hitt goes on to say:

"Cipber work will have little permanent attraction for ome who
expects results at once, without labor, for there is a vast anount of
purely routine labor in the preparation of frequency tsables, the rearrange-
ment of ciphers for examination, and the trial and fitting of letter +to
lelter before the message begins to appear."”

The present author deems it advisable to add thet the kind of work
involved in solving cryptograms is not at all similar to that involved in
solving crossword puzzles, for example., The wide vogue the latter have
had and continue to have is due to the appeal they meke fio the quite
common interest in mysterles of one sort or another; but in solving a
crossword puzzle there is ususlly no necessity for performing sny preli-
minary lebor, and palpsble results become evident after the first minute
or two of attention. This successful start spurs the crossword "addict"
on to complete the solution, which rarely requires more than an hour's
time. Furthermore, crossword puzzles are all allke in basic principles
and once understood, there is no more to learn. 8Skill comes lergely from .
the enbellishment of one's vocabulary, though, to be sure, constant prac-
tice and exercise of the imagination contribute to the ease and rapidity
with vhich solutions are generally reached. In solving cryptograms,
however, many principles must be learned, for there ere many different
systems of varying degrees of complexity. Even some of the simpler
varieties require the preparation of tabulations of one sort or another,
which meny people find irksome; moreover, it is only towerd the very close
of the solution that results in the form of intelligible text become
evident. Oft<en, Indeed, the student will not even know vwhether he is on
the right -iracl until he has performed a large amount of preliminery
"spade worl" involving many hours of lsbor. Thus, without al least a
willingnese to pursue a failr amount of theoretical study, and a more than
gverage amcunt of patience aud pergeverance, little skill and experlence
can be gained in the rather difTicult art of cryptanslysis. General
Givierge, the authog of an excellent treatise on tryptanalysis, remarks
in this connection:

"The cryptanalyst's attitude must be that of William the Silent:
No need to hope in order to undertske, nor to succeed in order to
persevere,”

3 Hitt, Capt. Parker, IManuel for the Solution of Military Ciphers.
Army Scrvicc Schools Press, Fort Leavenworth, Kansas, 1916. 2d Edition,
1918. (Both out of pl‘int.s

L Givierge, Générol Marcel, Cours de Cryptographie, Parls , 1925, p. 301. .
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b. As regards Hitt's reference to careful methods of analysis,
before one can be sald to be & ecryptanalyst worthy of the name it is
necessary that one should have, firstly, a sound knowledge of the bssiec
principles of cryptenalysis, and secondly, a long, varied, and active
practical experience in the successful application of those principles,
It is not sufficient to have read treatises on this subject., One month's
actual practice in solution is worth a whole year's mere reeding of
theoretical principles. An exceedingly important element of success in
solving the more intricate cryptosystems is the possession of the rather
unusual mental faculty designated in general terms as the power of in-
guctive and deductive ressoning. Probsbly this is an inherited rather
than an acquired faculty; the best sort of tralning for lts emergence,
if latent in the individual, and for 1ts development is the study of
the natural sciences, such as chemistry, physics, biology, geology, and
the 1llke. Other sciences such as linguistics, archaeology, and philology
are also excellent.

c. Aptitude in methemetice is quite lmportant, more especially in
the solution of ciphers and enciphered codes than in codebook reconstruc-
tion, which latter is purely and simply & lingulistic problem. Although
in the early days of the emergence of the science of cryptanalytics little
thought was given to the applicabtions of mathematics in this field, many
branches of mathematics and, in particular, probability and stetisties,
have now found cryptologic applications. Those portions of mathemetics
and those mathematical methods which have eryptologic applica.tions5 are
known collectively as eryptomathematies,

> It is quite important to stress at this point that in professional
cryptologic work the science of cryptanalytics is subordinated to the
art of eryptanalysis, just as in ‘the world of music the technical virtu-
osi'l;y of a greast violinist is adjuvent to the expression of music, that
is, the virtuosity is a "tool" for the recovery of the complete musical
"plain text" conceived by the composer. Since the practice of eryptana-
lysis is an art, mathematical approaches camnot always be expected to
yield & solution in eryptology, because art can and must transcend the
cold loglic of sclentific metkod. By way of example, an experienced
Indian guide can usually find his way out of a dense forest more raadily
than a surveyor equipped with all the refined apparatus and techniques
of his profession. Likewise, an experienced cryptanalyst can generslly
find his way through a cryptosystem more readily than a pure mathematician
equipped merely with the techniques of his field no matter how ebstruse
or refined they may be. A cryptomathematicisn of repute once stated
that "the only effect of [refined mathematical techniques/ is frequently
to discourage one so much that one does nothing at all and some unmothe-
metical Ignoramus then gets -l.he problem out in some very unethical way.
This is intensely irritating." See also in this connection the remarks
made in subpar. 27e in reference to the validity of statistical tests
in cryptanalysis., "o
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d. An active imsgination, or perhape what Hitt and other writers
c¢all intuition, is essential, but mere imegination uncontrolled by s
Judicious spirit will be more often & bindrance than’e help. In prac-
tical cryptanalysis the imaginative or intuitive faculties must, in other
words, be guided by good Jjudgment, by practical experience, and by as
thorough & knowledge of the general situation or extraneous cilrcumstances
that led tc the sending of the cryptogram es is possible to obtain. In
this respect the many cryptograms exchanged between correspondents whose
identlties and gen-~ral affairs, cgmmercial, social, or political, are
known are far more resiily solved® than are isolated cryptograms exchanged
between unknown corrzdpondents, dealing with unknown subjects. It is
obvious thrt in the former case there are good datza upon which the intu-
itive power 1 of the crvptanalyst can be brought to bear, whereass in the
latter cas: no such dnbta are gvallaeble, Consequently, in the absence of
sch date, no matier how good the imasgination and intuition of the eryp-
tanalyst, these powers are of no particular service to him., Some writers,
however, regerd the intuitive spirit as valugble from still another
viewpoint, a8 may be noled in the follc:wing:7

"Intuition, like a flash of lightning, lasts only for a second.
It generally comes when one is tormented by & difficult decipherment and
when one reviews in his mind the fruitless experiments already tried.
Suddenly the light breaks through and one finds after & few minutes what
previous days of labor were unable to reveal."

This, too0, 1s true, but unfortunately there is no way_in which the
intuition may be summoned at will, when it is most needed.” There are
certain authors who regard as indispensshle the possesgion of a somewhat

6 The application in practical, operational cryptenalysis of "probable
words" or “"eribs", i.e., plain text assumed or known to be present in a
eryptogram, is developed in time of war Iinto a refinement the extent and
usefulness of which cannot be appreciated by the uninitiated. Even as
great a thinker as Voltaire found the subject of cryptanalysis stretching
hig credulity.to the point that he said:

"Those who boast thet they can decipher s letter without knowing its
subject matter, and without preliminary aid, are greabter charlatans then
those who would Dhoast of understanding a language which they have never
learned."--Dictionnaire Philosophique, under the article "Poste".

T Lange et Soudart ; Traité de Cryptographie, Libraire Ié:;.ix Alcan,
Paris, 1925, p. 10k,
8 The following extracts are of interest im this commection:

“The fact that the scientific investigator works 50 per cont of his time by non-rational means is, it seems, quile
insufficiently recognized. ‘There 18 withaut the least doubt an instinet for research, and often the most suceessful
invcs'tlgntom of nature are quite unahle to give an account of their reasons for doing such and such an experi-
ment, or for placing side by side two apparenily unselated facts Again, one of the most salient trails ip ihe
charaeter of Lhe successful scientific warker 18 the eapacity for knowing that a poini 18 proved when it would not
appeat to be proved to an ouiside intelligence functioning in a purely rational manner; thus the investigator
feels that some proposition 1a true, and proceeds at once to the next set of experiments without waiting and wasting
time in the claboration of the forrual pruof of the pomnt which heavier minds would need. Questionless such a
sceientific intintion may and does somelimes lead investigators astray, but 1t is quiie certain that if ihey did
not widely make usc of 1t, they would not get o quarter as far as they do.  Eaperiments confirm each other, and &
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rare, rother mysterious faculty that they designate by the word "£lair",
or by the expression "cipher brains". Even so excellent en suthority es
Gencral G:!.vierge,9 in referrinz to this mental foaculty, uses the fol-~

lowing words: -e. .

"Over and sbove perseverafice and this sptitude of mind which some
suthors consider a special gift, and which they call intuition, or even,
in its highest manifestotion, clairvoysnce, cryptographic studies will
continue more and more to demand the qualities of orderliness and memory."

Although the present author believes a spdclal aptitude for the
work is essential to cryptanalytic success, he is sure there is nothing
mysterious ebout the matter at all. Special aptitude is prerequisite to
success In all fields of endeavor. There are, for example, thousands
of physicists, hundreds of excellent ones, but only a handful of world-
wide fame., §Should it be said, then, that a physieist who has aschieved
very notoble success in his field has done so because he is the fortunate
possessor of & mysterious facu_:_‘l.ty? That he is fortunate In possessing a
special aptitude for his subject is granted, but that there is anything
mysterious sbout it, partaking of the nature of clairvoyance (if, indeed,
the latter is a reality) is mot granted., While the ultimate nature of
any mental process seems to be as compiete a mystery today as it has
ever been, the present author would like to see the superflcial veil of
mystery removed from a subject that has been shrouded in mystery from
even before the Middle Ages dswn to our own times. (The principal and
readily understandsble reason for this is that governments have always
closely guarded cryptographlc gecrets end anything so guarded soon hecomes
"mysterious".) He would, rather, have the student approach the subject
as he might approach any other science that can stand on its owm merits
with other sciences, because gryptanalytics, llke other sciences, has &
practical importance in human airs. It presents to the inguiring mind
an interest in its own right gs a branch of knowledge; it, too, holds
forth many difficulties and disappointments, and these are all the more

Fr 5 opheia v

false step is usually soon discovered. And nof only by this partial replacement of reason by intuition does the
work of seience go on, but also to the born sclentific worker—and emphatically they cannot be made—the struc-
ture of the method of research is as it were given, he cannot explain 1t to you, though he may be brought to agree
a posleriori to a formal logical presentation of the way the method works”.—Escerpt from Needham, Joseph,
The Scepticat Biologisl, London, 1929, p. 79.

“The essence of scientific method, quite simply, is to try to see how data arrange themselves into causal
configurations. Scientific problems are solved by collecting data and by “thinking about them all the time.”
We need to look at strange things until, by the appearance of known configurations, they seem familisr, and to
look at familiar things until we see novel configurations which make them appear strange. We must look at
events until they become luminous. That i3 goientific method . . . Insight is the touchstone . . . The appli-
cation of insight as the touchstone of method gg_ables us to evaluate properly the role of imagination in scientific
method. The scientific proeess is akin to the grtistic process: it is a process of selecting out those clements of
experience which fit together and recombining them in the mind. Much of this kind of research is simply a cease-
less mulling over, and even the physical scientist has considerable need of an armchair. . . Qur view of scien-
tific method as a struggle to obtain insight forces the admission that science is half art . . . Insight is the
unknown quantity which has eluded students of scientific method’.—Exeerpts from an article entitled Insight and
Scientific Method, by Willard Waller, in The American Journal of Seciology, Vol. X1, 1934’

9 0p. cit., p. 302. -
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keenly felt when the nature of these difflcultles ia nobt wnderstood by
those unfamiliar with the special circumstances that very often are the
real factors that led to success in other cases. Finally, just as in
the other sciences wherein men labor long and earnestly for the true
satisfaction and pleasure that comes from work well done, so the mental
Pleasure that the successful cryptanalyst derives from his accomplish-
ments is very often the only reward for much of the drudgery that he must
do in his dsily work, GCeneral Givierge's words in this connection are
well worth quoting:10

"Some studies will last for years before bearing fruit. In the case
of others, cryptanalysts undertaking them never get any result. But, for
a cryptanslyst who likes the work, the Joy of discoveries effaces the
memory of his hours of doubt and impatience.” ~

€. With his usual deft touch, Hitt says of the element of luck, as
regards the role it plays in analysis:

"As to luck, there is the 0ld miners' proverb: 'Gold is where you
find it%. L

The eryptanalyst is lucky when one of the correspondents whose eryp-
tograms he i8 studying makes a blunder that gives ‘the necessary clue; or
vwhen he finds two cryptograms ldentical in text but in different keys in
the same system; or when he finds two eryptograms identical in text but
in different systems, and so oa. The element of luck is there, to be
sure, but the cryptanalyst mist be on the slert if he is to profit by
these lucky "breaks"

f. If the present author were asked to state, in view of the pro-
gress in the field since 1916, what elements might be added to the four
ingredients Hitt thought essential to cryptanalytic success, he would
be inclined to mention the following:

(1) A brosd s general education, enbodylng interests covering as
meny fields of practical knowledge as possible. This is useful because
the cryptanalyst is often called upon to solve messages dealing with
the most varied .C human activities, and the more he knows gbout these
activities, the easier his task. .

(2) Access %o a large library of current literature, and wide and
direct contacts with sources of collateral information. These often
afford clues as to the contents of specific messages. For example,. to
be gble instantly to have af his dlsposa.l 2 nevspaper report or a
personal report of events described or referred to in s message under
investigation goes a long way toward simplifying or facilitating
solution. Govermment cryptanalysts are sométimes fortunately situated
in this respect, especially where various agencies work in harmony.

(3) Proper coordination of effort.. This includes the organizetion
of cryptenalytic persomnel into harmonious, efficient teams of ccoperating
Individuals. e - -

10 op. eit., p. 301.

—RESTRICTED—
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(4) Under mentol equipment he would also include the faculty of
being eble to concenbrate on o problem for rather long periods of time,
without distroction, nervous irritability, end impatience. The strain
under vhich cryptanalytic studies are necessarily conducted is quite
severe ond toc long-continued epplication has the eflect of draining
nervous energy to an unvholesome degree, so thebt a word or two of caulion
may not here be out of place. Ope should conmtinue at work only so long
as a peaceful, calm spirit prvvails, whether the work is fruitful or not.
But just as soon as the mind hecomes wearied with the exertion, or just
a8 soon as a feeling of hopelessness or mental Tebtigue intervenes, it is
bebtter to stop completely and turn to other activities, rest, or play.
It 1s essential to remark that systematization and orderliness of work
.are alds in reducing nervous btension and irritcbility. On this account
it is better to teke the time to prepere the date caréfully, rewrite the
text if necessary, and so on, rather than work with slipshod, incomplete,
or lmproperly arranged materisl.

(5) A retentive memory is an important asset to cryptenslytic skill,
especlally in the solution of codes. The ability to remember individusl
groups, their spproximate locations in other messages, the associations
they form with other groups, their peculiarities ond similarities, saves
much wear snd tear of the mental machinery, as well as much time in
looking up these groups in indexes.

(6) The assistance of machine aids in cryptenslysis. The importance
end value of these aids cannct be overemphasized in their bearing on prac-
tical, operational cryptanalysis, especially in the large-scale effort
that would be made in time of war on complex, high-grade cryplosystems st
a theater headquarters or in the zone of the interior. These aids, under
the general category of rapid enalytical machines, comprise both punched-
card tebulsting machinery and. certain other general- and special-purpose
high-speed electrical and electronic devices. Some of the more compact
equipment may be employed by lower echelons within a theater of operations
to facilitate the cryptanalyslis of medimn-grade cryptosystems found in
tactical commmications,

et -

g« It may be advisable to add a word. or two at this point to prepare
the student to expect slight mental jars and tensions which will almost
inevitably come to him in the conscientious study of this and the svb-
sequent texts. The present author 1s well aware of the complaint of .
students that authors of texts on cryptanalysis base much of their expla-
nation upon their foreknowledge of the “answer"--which the student does
not know while he is abttempbting to follow the solution with an unbiased
mind. They complain, too, that these authors use such expressions as "it
is obvious that", "naturally", "of course”, "it is evident thot", and
50 on, when ‘the circumstances seem not at all to warrant their use,

There 1s no question that this sort of treatment is apt to discoursge
the student, especially when the point elucidated becomes clear to him
only after many hours' lebor, whereas, according to the book, the author
noted the weak spot at the first moment's inspection. The present
author can only promigse to try to avoid meking the steps appear to be
much more simple than they really are, and to suppress glaring instances
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of unjustifisble "jumping at conclusions". At the same time he must .
indicate that for pedagogical reasons in many cases a message has hbeen

consciously "manipulated” so as to allow certain principles to become
more obvious in the illustrative examples than they ever are in practicel
work. During the course of some of the explanations attention will even
be directed to cases of unjustified inferences. Furthermore, of the
student who is quick in cbservation and deduction, the author will only
ask that he bear in mind that i1f the elucidatlon of certaln principles
seems prolix and occuples more space than necessary, this is occasloned
by the author's desire to carry the explanation forward in very short,
easily-comprehended, and plainly-described steps, for the benelit of
students wlio are perhaps a bilt slower to grasp but who, once they under-
stand, are able to retain and apply principles slowly learned iust as
well, if nobt better than the students who learn more qu:u.ckly.

3. Valldity of results of cryptanslysis.--Valid or authentic
crypbenalytic solutions cannot and do not represent “opinions" of the
cryptanalyst. They are valld only so far as they are wholly objectlve,
and are susceptible of demonstration and proof, employing auwthentic,
objective methods. It should hardly be necessary (but en attitude fre-
quently encountered among laymen makes it advisable) to indicate that
the validity of the results achieved by any serious cryptanalytiec studies
on authentic material rests upon the same sure foundations and are .
reached by the same general steps as the results achieved by any other
sclentific studies; viz., observation, hypothesis, deduction and induetion,
and confirmatory experiment. Implied in the latter is the possibility ‘

that two or more qualified investigstors, each working independently
upon the same material, will achieve identical (or practically identical)
results--there is one and only one (valid) solution to a cryptogran.
Occasionally a "would-be" or pseudo-cryptanalyst offers "solutions" which
cammot withstand such tests; e second, unbiased, investie;ator working
independently either cannot comsistently apply the methods alleged to
have been applied by the pseudo-cryptanslyst, or eise, if he can apply

1l In connection with the use of the word "obvious", the following
extract is of interest:

"Now the word 'obvious' is a rather dangerous one. There is an
incident, vhich has become something of a legend in mathematical circles,
that illustrates this danger. A certsin famous mathematiclan ias lec-
turing to a group of students and had occasion to use a formla which he
wrote down with the remark, '"lhis statement is obvious.' Then he poused
and looked rather hesitantly at the formula. 'Wait a moment,! he saild.
'Is it obvious? I think it's obvious.' More hesitation, and then,
'"Pardon me, gentlemen, I shall rebturn.' Then he left the room. Thirby-
Tive minules later he relurned; in his hands was a sheaf of papers
covered willl caleulations, on his face a look of quiet satisTaction.

'T was right, gentlemen. It is obvious,' he said, and proceeded with his
lecture."—-hxcerpt from The Anatomy of Mothema tics by Kershner and. Wilcox,
New York, 1950, -
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them at all, the results (plaintext “tronslations) are far different in
ihe two cases. The recason for this is that in such cases it is generally
found that the "methods" are not clear-cut, straightforward or mathema-
ticel in character. Instesd, %hey often involve the making of judgments
on matters too tenuous to measure, weigh ‘or otherwise subject to careful
scrubiny. Often, too, they involve the “"correction" of an inmordinste
muiber of “errors" which the pseudo-cryptanalyst assumes to be present and
which he "corrects" in order to make his "solution" intelligible. And
gsometimes the pseudo-cryptanalyst offers as a "solution" plain text which
is intelligible only to him or which he mekes intelligible by expanding
what he alleges to be abbrevistions, and so on. In 211 such cases, the
conclusion to which the unprejudiced observer is forced to come is that
the alleged "solution" obtained by the psevdo-cryptanalyst is purely
subjective.12 In nearly all ceses where this has happened (and they occur
from time to time) there has been uncovered nothing which can in any way

12 A mathematician is often unable to grasp the concept behind the ex-
pression “subjective solution" as used in the eryptanalytic field, since
the idea is foreign to the basic philosophy of mathematies and thus the
expression appears to him to represent a contradiction in terms, As an
illustration, let nus consider &« situation in which a would-be cryptanalyst
offers a solution to a cryptogram he alleges to be a simple monoalphabetic
substitution cipher. His so-called solution, however, requires that he
assume the presence of, let us say, approximastely 50% garbles (which he
claims to have been introduced by cipher clerks' errors, faulty radio
reception because of adverse weather conditions, etec.). That is, the
"plain text" he offers as the "solution" involves his msking helter-
skelter many "corrections and emendations", which, one may be sure, will
be based on what his subconsclous mind expects or desires to find in the
cleartext message . Unfortunetely, ancther would-be crypbtanalyst working
upon the same cryptogram and hypothesis independently might conceivsbly
"degarble" the cryptogram in different spots and produce en entirely
dissimilar “"plain text" as his "solution". Both "solutions™ would be
invelid because they are basel upon an erroneous hypothesis--the erypto-
gram actually happens to be a polyalphabetic substlitution eipher which
when correctly analyzed requires on the part of unblased observers no
assumption of ga.r'bﬂ.es to a degree that strains their credullty. The
last phrese ls added here because in professional cryptanalytic work it
is very often necessary to make a few corrections for errors bubt it is
rarely the case that the garble rate exceeds more than a few percent of
the characters of the dryptogram, say 5 to 10f at the outside. It is
to be noted, however, that occasionally the solution to a ecryptogram
may involve the correction of more than this percentage of errors, but
the solution would bhe regarded as valild only if the errors can be shown
to be gystematlic In some significant respect, or can otherwise be
explained by objective rationalization.
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be used to lmpugn the integrity of the pseudo-2ryptenalyst. The worst
that can be gaid of him ic that iz has become a vietim of a specisl or
peculiar form of self-delusion, and that his desire to solve the problem,
usually in accord with some previously-formed opinion, or ngtlon, has
over-balanced, or undermined, his Jjudgment and good sense.

13 Specific reference can be made to the following typical "case
histories":

Donnelly, Ignatius, The Great Cryptogram. Chicago, 1888.

Owen, Orville W., Sir Francis Bacon's Cipher Story. Detroit, 1895,

Gallup, Elizabeth Wells, Francis Bacon's Biliteral Ci ipher,
Detroit, 1900,

Arensberg, ‘Walter Conrad, The Cryptography of Shakespeare. Los
Angeles, 1922,
The Shakespearean Mystery. Pittsburgh, 1928, .
The Baconian Keys. Plttsburgh, 1928.

Margoliouth, D. S., The Homer of Aristotle. Oxford, 1923.

l’l"Newbold » Willism Romsine, The Cipher of Roger Bacon. Philadelphia,
! 1928, *(For a scholarly end complete demolition of Professor
AY Newbold's work, see an article entitled Roger Bacon end the

Voynich M3, by John M. Manly, in Speculum, Vol. VI, No. 3,
_ Tuly 1931.)

Feely, Joseph Martin, The Shekespearean Cypher. Rochester, N. Y.,
1931,

Deciphering Shakespeare. Rochester, N. Y., 193k.
'5 \_ Roger Bacon's Cypher: the right key found. Rochester, N. Y., 1943.
Wolff, Werner, Déchiffrement de 1'Ecriture Maya. Paris, 1938.

7 S‘brong , Leonell C., Anthony Askham, the suthor of the Voymich
manuscript, in Science, Vol. 101, ~June 15, 1@5, PR. é%3-9.
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BASIC CRYPTOLOGIG GONSIDERATIONB
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[P

Becurity.-....o.....o.............n.n......n..uu.u.uoauu h
Secret commmRicatioNesssnsonsnvsaosennonstetsrnssasnvosanessbassbdose ‘"5
Plein text and encrypted teXbonsrsnenvuncnssosscrscsossacsisocrnsinis 6
Cryp'bOgraphy, emmting, grd decryplingevecessovssvacscecoscsssnion g
Codes, ciphers, and enciphered col@.sssescacccssssbosssssbsbssesonns’
General system, specifiic key, and cryptosystemMesssesrsssssessscicsss 9
Cryp'bama.lytics and cry:ptana.lysis........................uunuuu 10
Transpoaition and pubablitublonecssestosaevsroscscrsacncosssssssoscnse 11
Nature of alpha“bets.u........uu..........n..n...-..n......uu 12
'I"ypes of ﬂpmetsccocooo-ouoooooo-oooobooouob.ooooc.oooao.ooooob&to 1.3

h, ¢ 'bology, commnication intelligence, and communication
securlty, @ occasiopal or frequent need Tor secrecy in the conduct of
Important affalrs has been recognized from time immemorial. In the case
of diplomacy and organdzed warfare this need is especislly importent in
regard to commnications. MNowever, when such commmicstions are transe
mitted by electrical means, they can be heard and copled by unauthoriged
vergons. The protection resulbting from all messures designed to deny
t0 wneuthorized persons Information of velue which may be derived from
such commmications is8 called communicatlon security. The eveluated
information concerning the enemy, derived principally from e study of his
electricel commmnications, :is celled commnlcation intelligence. The cole
lectlve term including all phases ot communication intelligence and come
mnication security is eryptolo Or, steted in broad terms, cryptology
is that branch of Imowledge % trea:bs of hidden, disguised, or secret
communications,

T From the Greek Iryptos (hidden) + ogs (lea.rning). The pre:tix
"crypto~" in compound words perteins to “cryptologle", “eryptographic®,

or "eryptenalytic", dependiig upon the use of the pa:r‘l:icular word as
defined. w

2 Tn this text the term "secret” will be umed in its ordinary sense
as given in the dictionary. Whenever the desigpation is used in the more
restricted sense of the security classificetion as defined in officiel
regulations, it will be capitalized. There are in current use the four
classifications Restricted, Confldential, Secret, and Top Secret, listed
in ascending oxder of degras,
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5. Secret communication.--a. Communication msy he conducted by
sxy meansg susceptible of ultimate interpretation by one of the five
senses, but those most commonly used are sight and bhearing. Aside from
the use of simple visual and auditory signsis for communlcatlon over
relatively short distances, the usual wethed of comunlcatlon between
or among individuals seperated from one another by relatively long dise
tances involves, at one stage or another, the sct of writing or of
speaking over a telephone,

b. Privecy or gecrecy in communication by telephone can be obtained
by using equipment which affects the electrical currents involved in tes
lephony so that the conversations can be understood only by persons pro-
vided with sultable equipment properly arranged for the purpose. The
same thing is true in the case of electrical Ltransmission of pilctures,
drawings, meps, and televislion imsges. However, thls text will not treat
of these a.spcc'bs-?' of cryptology.

¢. Writing may be either visible or invigible., In the former, the
characters are inscribed with ordinery writing materisls and can be seen
with the neked eye; in the latter, the characters are inscribed by means
or methods which wake the wriltlng juvisible to the nsked eye. Invisible
writing can be prepared with certain chemicele celled invisible, sympae
thetic, or secret inks, and in order to "develop" such writing, that is,
weke 1t visible, speclal processes must usually be epplied. There are
algo methods of producing wrliting vwhich is invisible to the neked eye
because the characters are of microscopic size, thus requiring special
photographic or microscoplc apparatus to make such writing visible to the
neked eye.

d. Invisible writing and unintelligible wisible writing constitute
secret writing.

6. Plain text and encrypted text.--s. Visible writing which is
intelligible, that is, conveys & more or less understandsble or sensible
meaning (in the language in which written) and which is not intended to
convey a hidden mesning, is said to be in plain text.™ A wesssge in
plain text is termed a plalntext message, a cleartext message, or &
messsge in clear,

3 These aspects of cryptology are now known es ciphony (from cipher +
telephony); cifax (from cipher + facsimile); and civision (from cipher +
televisions. )

remt———

b yigible writing may be intelligible bub the meaning it obviously
conveys may not be its real mesning, that is, the meaning intended to be
conveyad., To quote a simple example of an spparently innocent messsge
containing a secret or hidden meaning, prepared with the intention of ese
ceping censorship, the sentence “Son born today" may mean "Three transe”
ports left today.® Messages of thils type are =ald to be in open code. -
Secret communication methods or artifices of this sort (concealment sys-
tems) are impractical for field military use but are often encountered
in espionage and counter~espionage activities, ‘

—RESTRICFED 12
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b. Visible writing which conveys no intelligible uesning in any
recognized languaged 615 sald to be in encrypted text and such writing is

termed a cryptogram, L.

7. Cryptogrephy, emcrypting, and decrypbing.--a. Cryptography is
thet branch of crypfology walch treats of various wesns, methods, end
spparatus for converting or trensforming plaintext messsges lnto crypto=
grams and for reconverting the cryptograms into their original plaintext
formg by a simple reversal of the pteps used in their transformation.

b. To encrypt is to convert or trensform & plaintext message into
& cryptogrem by %ollowing certein rules, steps, ox processes congtituting:
the key or keys snd sgreed upon in sdvamce by correspondents, or furmisghed -
them by higher authority. T -

¢. To decrypt is to reconvert or to transform a crypbogram into the -
original equlvalent plaintext meesage by a direct reversal of the en-
crypting process, that is, by applying to the cryptogrem the key or keys
(usually in & reverse order) used in producing the cryptogrem, -

d. A person gkilled in the art of encrypting and decrypting, or one
who has a part in devising a cryptograpblce systen is called a crypto-
gpher; a clerk who encrypts end decrypts, or who asslsts in suc% work,
is called a cryptographic clerk.

8. Codes, ciphers, ard enciphered code.~~a. Encrypting end de-
crypting are accompiished by means collectively designated as codes and
ciphers. Such means are usged for either or both of two purposes: (l) 88w
crecy, and (2) economy or brevity. Secrecy usually is far more important
in military cryptography than economy or brevity. In ciphers or cipher
gystems, cryptogrems are produced by applylpg the cryptogrephic tree ot
to individual letters of the plaintext messages, whereas, in codes or code
systems, cryptograms are produced by applying the cryptogrephic treatment
To entire words, phrases, and sentences of the plaintext messages. The

specielized meanings of the terms code and cipher are explained in detall _
later,

b. A cryptogram produced by meane; of_ a ciphe:i' éysteni 18 said to be -

in cipher and is called a eipher messege, or sometimes sluply a cipher,
The act or operation of encrypting & cipher message is called encigﬁer}_ng,

L, - -

2 There is a certain type of writing which is considered by its authors
to be intelligible, but which is either completely unintelligible to the
wide variety of weaders or else requires consilderable mental struggle on
their part to wake 1% intelligible. Reference is here made to so-called
"modern literature"” and "modern verse", products of such writers as
E, E, Cummings, Gertiude Stein, Jaues Joyce, et al.

6 From kryptos + grewma {that which is writtenz. Analogous terminole

ogy would call a plaintext message a phanerograwm phaneyos = visible,
manifest, open). — .

U L s

-
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and the enciphered version of the plain text, as well as the act or pro=
cess itgelf, is often referred to as the encipherwent. The cryptographic
clerk who performs the process serves as an encipherer. The corresponding
terms applicable to the decrypting of cipher messages sre deci;gherig ’
decipberment, and decipherer. A clerk who serves as both an encipherer
and decipherer of messages is called a cipher clexk.

¢. A cipher device is a relatively simple mechanical contrivance for
encipherment end decipherment, usually “hand-operated" or manipulated by
the fingers, as for example a device with concentric rings of alphsabets,
menually powered; a cipher machine is a relatively complex apparatus or
mechanisu for encipherment and decipherwent, usually equipped with a
typewrliter key board and often requiring an extermal power source.

d. A cryptogram produced by means of a code system iz sald to be In
code and is called a code message. The text of the cryptogrem is referred
To a8 code text. This act or operation of encrypting is called encoding,
and the encoded version of the plain text, as well as the asct or process
itself, 1s referred to as the encodement. The clerk who performs the pro-
cess gserves as an encoder, The corresponding terms spplicable to the
decrypting of code megsages sre decoding, decodement, and decoder. A
eryptogrephic clerk who serves as both sn encoder and decoder of messages
is called a code clerk,

e, Sometimes, for special purposes {usually increased security),
the code text of a cryptogram undergoes e further step in concealment
involving superencryption, that is, encipherment of the characters com-
prising the code text, thus producing what is called an enciphered-code - .
nessage, or enciEhered code., Encoded cipher, that is, the case where the
Tinal cryptogram is produced by enciphering the plain text and then en~
coding the cipher text obtained from the first operation, is also possible,
but rare.

9. General system, specific key, and eryptosystem.~-a. There are
a great meny different mebhods OFf encrypLing Uessages s BO T That correspon-
dents must Lirst of all be in complete agreement ag to which of them will
be used in their secret communications, or in different types or classes
of such comminicabtions. Furthermore, it 1s to be understood that all the
detailed rules, processes, or steps comprising the cryptography agreed
uwpon will be inveriant, that is, constant or unvarying in their use in a
given set of communications. The totality of these basic, invarlable
rules, processes, or steps to be followed in encrypting e message according
to the agreed method constitutes the genersl cryptographic system or, umore
briefly, the general system.

‘b. It is usually the case that the general system operates in con-~
pection with or under the control of a number s & group of letters, a word,
a phrase, or sentence which is used as a key, that is, the element which
specifically governs the manner in which The general system will be spplied
in a specific message, or the exact setting of a cipher device or a cipher
machine at the Initisl point of encipherment or decipherment of a specific
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mesgage. This elemenb~~ususlly of a variable nature or changeable at the
wlll of the correspondents, or prearranged for them by higher authorityee
is called the specific key. The specific key may also involve the use of
a set of specially prepared tebles, & speclal document, or even a book.

ce The term cryp‘tosya'l;em'T is used when it is desired to designate
or refer to all the cryptomaterial (device, machine, instructions for use,
key lists, etc.) as s unit o provide a single, complete system and means
for secret communication.,

10. Cryptanslytics and cryptenalysis.=~-a. In theory any cryptosystem
(except oneB) can be ™broken”, l.e., solved, if enough time, lgbor, and
skill are devoted to it, and if the volume of traffic in that system is
large enough., This can be done even if the genersl system and the specle
fic key are unknown at the start. In military operations theoretical
rules wugt usually gilve way to practical considerations. How the theo=
retical rule in this case 1s affected by practical considerations will
be discussed in Appendix 11, ‘

b. Thet brench of cryp—tology which deals with the principles,
methods, and weans employed in the solution or analysis of cryptosystems
is called cryptenalytics. S

c. The steps apd operations performed in epplying the principles of
cryptanalytics constlitute cm’canalzsis. To cryptanalyze a cryptogram
is to solve it by cryptanslysis.

. d. A person skilled in the art of cryptanalysis is called a crypt-
analyst, and a clerk who assists in such work is called a cqgtwﬁ%c
clerk. . . . .

1l. Transposition and substitution.--a. Technically there are only
two distinct Gypes of treatment which may be applied to written plasin
text to convert 1t into secret text, ylelding two different clasges of
eryptograms. In the first, called transposition, the elements or units
of the plain text retain their original identities end merely undergo
some change in their relative positions, with the result that the original
text becomes unintelligible. In the second, called substitution, the
elements of the plain text retsin their original relative positions bub
are replaced by other elements with different values or meanings, with
the result that the original text becomes unintelligible. Thus, in the
case of transposition ciphers, the umintelligibility is brought about
merely by a change in the original sequence of the elements or units of

i

T The term cryptosysten is used in preference to ggxgbographic systen
80 as to permit its use in designabting secret communicatlon systems
involving meens other than writing, such as ciphony end cifax.

8 The exception 1s the Tome-time" system in which the key is used only
once and in itself must have no systematic construction, derivation, or
neaning.
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the plain text; in the case of substitution ciphers, the unintelligi-
bility is brought gbout by a change in the elements or units themselves, .
without a change in their relative order.

b. It is possible to encrypt a message by a substitution method end
then to gpply s transposition method to the substitution text, or wvice
versa. Such copbined transpositionm-gubstitution methods do not form a
third class of methods. They are occaslonally encountered in military
ceryptography, but the typee of combinations that are sufficilently simple
to be practicsble for field use are very limited.?

ce Under each of the two principal classes of cryptograme as oute
lined gbove, a further classification can be made baged upon the nupber-
of characters composing the textual elements or unlts undergoing cryptoe
graphic treatment. These textual wmits are composed of (1) individual
letters, (2) coubinations of letters in regular groupings, (3) combinage
tions of letters in irregular, wore or less euphonious groupings called
syllsbleg, and (4) couplete words, phrases, and sentences. Methods which
deal with the first type of units are called monogrephic wmethods; those
which deal with the second type are called polygraphic Zdigrecphic, trlie
grephic, ete.); those which deal with the third type, or syllables, ere
called gyllsbic; and, finally, those which deal with the fourth type ere
called lexical (of or pertaining to words).

4. It is necessary to indicate that the foregoing classification of
cryptographic methods is more or less artificial in nature, end is esteb=
lished for puwrpose of convenience only. No shexrp line of demarcabtlon can
be dravm Iin every case, for occasionally a given system may combine mee
thods of treabting single letters, regular or irregular-length groupings
of letters, syllsbles, words, phrases, and complete sentences. When in
a single system the cryptographic treatment is gpplled to textual unite
of regular length, usually monographic or digraphic (and seldom longer ’
or intermixed monographic and digraphic), the system is called a cipher
system. ILikewise, when in a single system the cryptographic treatment 1s
applied to textual units of irregular length, usuzlly syllables, whole
words, phrases, and sentences, and 1s only exceptionally epplied to single '
letters or regular groupings of letters, the system ig called a code
system and generally involves the use of a code book. 0

12. TNature of alphebets.e~a. One of the simplest kinds of substitu-
tion ciphers ig that which 1g kmown in cryptologlic literature ag Julius
Csesarts Clpher, but ¥hich, as a matter of faet, wag a favorite long
before his day. In this cipher each lettexr of the text of o messsge is
replaced by the letter standing the third to the right of it in the

9 one notsble exception is the ADFGVX system, used extensively by the
Germans in World War I. See in this copnection the Cryptogresphic
Supplement (Appendix 7). _ - "

10 5 118t of single letters, frequent digraphs, trigraphs, syllsbles,
and words is often called a syllsbary; cryptographic treatment of the
units of such syllabaries places them in the category of code gystems.

~RESTRICTED— 16
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ordinary alphabet; the letfer A is replaced by D, the letter B by E,
snd so on. The word cab becomes converted into ¥DE, which 1s cipher.

b. The English languasge is written by means of 26 simple characters
called letters which, teken together and considered as a peguence of
syrbols, constitute the alphabet of the language. Not all systems of
Writing ave of this nature., Chinese writing is composed of sbout L4k ,000
complex characters, each representing one sense of a word. Whereas
English words are composite or polysyllabic and may consist of one to
eight or more syllables, Chinese words sre sll monosyllables end each.
monosyllasble is ¢ word. Written langusges of the msjority of other
civilized peoples of todey are, however, alphabetic snd polysyllsbic in
construction, so that the principles discussed here apply to all of them.

¢, The letters comprising the English alphabet used today are the
results of a long peripd of evolution, the complete hlstory of vhich may
never fully be known.}tl They are convenbtional syubols representing
elementary sounds, and any other simple symbols, so long as the sounds
which they represent are agreed upon by those concerned, will serve the
purpose equally well., If taught from early childhood that the synbols
$, ¥, and @ represent the sounds "Ay", "Bee", and "See" respectlvely, the
combinsbion @§¥% would still be pronounced ecab, and would, of course, have
exactly the same meaning as before. Again, let us suppose that two per=
sons have agreed to change the sound values of the letters F, G, and H,
and after long practice have become accustomed to pronouncing them as we
pronounce the letters A, B, and C, respectively; they would then write
the "word" HFG, pronounce it ceb, and see nothing strange whatever in the
mabter., But Go others no party to their arrangements, HFG constitutes
cipher. The cowbination ¢f sounds called for by this couwbination of
gymbols is perfectly intelligible to the two who have adopted the new
sound vslues for those synbols and therefore pronounce HFG as cab; but
HFG is utterly unpronouncesble snd wholly unintelligible %o others who
are reading it according to their own long-established system of sound
and symbol equivalents. 1t would be stated that there 1s no such word
as HFG, which would mean merely that the particuler cowbination of sounds
represented by this combination of letters has not been adopted by cone
vention to represent a thing or an ides in the English language. Thus,
it is seen that, in order for the written words of a language to be
pronounceable and intelligible to all who speak that language, it 1s
necessary, first, that the sound values of the letters or symbols be
universally understood ami agreed upon and, secondly, that the particular
coubination of sounds denoted by the letters should have been adopted to
represent a thing or an ldea. Spoken plain langusge consists of vocables:
that is, combinations and permutations of elementary speech-sounds whic
have by long usage come to be adopted and recognized as representing
definite things and ideas. Wrltten plain language consists of words;
that is, combinations and permuitations of simple symbols, called lettere,
which represent visually and call forth voeally the elementary speeche
sounds of which the spoken language is composed.

1 An excellent and most authoritative book on this subject 1s The .AJ.-
phabet; a key to the history of Mankind by David Diringer. ILondonm, 1059,

_17 . L.
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and so on, The word cab becomes converted into FDE, which 1s cipher.

b. The English language 1s written by means of 26 simple characters

called letters which, faken together and considered as a gequence of

symbols, constitute the alphabet of the languege. Not all systems of

Writing exe of this nabure. Chinese writing is composed of sbout 44,000

complex characters, each representing one sense of a word. Whereas

English words are composite or polysyllebic and way consigt of one to

elght or wore syllebles, Chinese words are ell monosyllsbles and each

monosyllable is ¢ word. Written langueges of the majority of other

civilized peoples of today are, however, alphabetic and polysyllsbic in

construction, so that the principles discussed here apply to ell of them.

c. The letters comprising the English alphabet used today are the
results of a long perind of evolution, the complete history of which may
never fully be known .1t They are convenbional syubols representing
elementary sounds, and any other simple symbols, so long as the sounds
which they represent are agreed upon by those concerned, will serve the
purpose equally well. If taught frow early childhood that the symbols
$, ¥, and @ represent the sounds "Ay", "Bee", and "See" respectively, the
combination @* would still be pronounced cab, and would, of course, have
exactly the same meaning as before. Again, let us suppose that two per-
sons have agreed to change the sound values of the letters F, G, and H,
end after long practice have become sccustomed to pronouncing them as we
pronounce the letters A, B, and C, respectively; they would then write
the "word" HFG, pronounce it ceb, and see nothing strange whatever in the
matter., But to others no party to their arrangements, HFG constitutes
cipher., The combination of sounds called for by this couwbination of
symbols is perfectly intelligible to the two who have adopted the new
sound values for those symbols end therefore pronounce HFG as cab; but
HFG 1s utterly unpronouncesble and wholly unintelligible to others who
are reading it according to thelr own long-establisghed system of sound
and symbol equivalents. It would be stated that there is no such word
as HFG, which would mesn merely that the particulaxr combinatlon of sounds
represented by this combination of letters has not been adopted by con-
vention to represent a thing or an idea in the English language. Thus,
it is seen that, 1n order for the written words of a language 1o he
pronounceable and intelligible to all who speak that langusge, it is
necessary, first, that the sound values of the letters or symbols be
universally understood and agreed upon and, secondly, that the particular
coubingtion of sounds denoted by the letters should have been adopted to
represent a thing or an idea. Spoken plain language consists of wvocables;
that is, combinations and permutations of elementary speech-gounds whic
have by long usage come to be adopted and recognized ss representing
definite things and ideas. Written plain language consists of words;
that is, cowbinatlons and permutations of simple symbols, called letters,
which represent visually and call forth vocally the elementary speeche
sounds of which the spoken language is composed.

s

P 1 An excellent and most authoritative book on this subject is The .AJ.-
@ phabet: a key to the history of Mankind by David Diringer. ILondon, 1949,
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ordinary alpbabet; the letter A is replaced by D, the letter B by E,
and so on. The word cab becomes converted into FDE, which ls cipher.

b. The English language is written by means of 26 simple characters
called letters which, taken together and considered ess e gequence of
synbols, constitute the alphabet of the language. Not all systems Of
Wwriting ave of this naturc., Chinese writing is composed of sbout Lli,000
complex characters, each representing one senge of a word. Whereas
English words are composite or polysyllabic and may consist of one to
ejght or more syllables, Chinese words are sll monosyllsbles and each
monosyllable is ¢ word. Written langusges of the majority of other
civilized peoples of today are, however, alphabetic snd polysyllebic in
construction, so that the principles discussed here apply to all of them.

c. The letters couprising the English slphabet used today are the
results of a long period of evolution, the complete history of which may
never fully be known. They are conventional syubols representing
elementary sounds, and sny other simple synbols, so long as the sounds
which they represent are agreed upon by those concerned, will serve the
purpose equally well. If taught from early childbood that the symbols
$, *, and @ represent the sounds "Ay", “Bee", and "See" respectlvely,-the
combination @$* would still be pronounced csb, and would, of course, have
exactly the same meaning as before., Again, let us suppose that two per=
sons have agreed to change the sound values of the letters F, G, and H,
and after long practice have become accustomed to pronouncing them as we
pronounce the letters A, B, and C, respectively; they would then write
the "word"” HFG, promounce it ceb, and see nothing strange whatever in the
matter. Bub To others no party to their arrangements, HFG constitutes
cipher. The combination of sounds called for by this conbination of
symbols is perfectly intelligible to the two who have adopted the new
sound values for those symbols end therefore pronounce HFG as cab; bub
HFG is ubtterly unpronounceagble and wholly unintelligible to others who
are reading it according to their own long-established system of sound
and symbol equivalents. It would be stated that there is no such word
as HFG, which would mean merely that the particuler combination of sounds
represented by this combination of letters has not been adopted by con-
vention to represent a thing or an idea in the English language. Thus,
1t 1s seen that, in order for the written words of a language to be
pronounceazble and Intelligible to all who speak that language, it is
necessaxry, first, that the sound values of the letters or syuwbols be
universally understood and agreed upon and, secondly, that the particular
conbination of sounds denoted by the letters should have been adopted to
represent a thing or an 1dea. Spoken plain language consists of wvocables;
tbat is, combinations and permutations of elementary speech-sounds whic
have by long usage come to be adopted and recognized as representing
definite things and ideas, Wrltten plain language consists of words;
that is, combinatlions and permutations of simple symbols, called letters,
which represent visuslly and call forth vocally the elementary speech-
sounds of which the spoken language is composed.

s An excellent and most authoritative book on this subject is The .Al-
phabet: a key to the histcry of Mankind by David Diringer. London, 1949,
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d. It is clear also that in order to write a polysyllasbie langusge
with Facllity 1t i1z neceassery to eatablish end to maintain by common
agreement or convention, egquivalency between two sets of elements, first,
a set of elementary sounds and, second, a get of elementary symbols to
represent the sounds. When this is done the result is what is called an
alphabet, a word derived from the names of the first two letters of the
Greek alphsbet, "alpha" and "beta',

e, Theoretically, in an ideal alphabet each symbol or letter would
denote only one elementary sound, and each elementary soind would inva-
riably be represented by the same symbol. But such an slphabet would be
far too difficult for the aversge person 1o use. It has been conserva-
tively estimated that a minimum of 100 characters would be necessary for
English alone, Attempts toward produclng and introducing into usage a
practical, scientific alphabet have been made, one being that of the
Simplified Spelling Board in 1928, which advocated a revised alphebet of
42 characters. Were such an alphsbet adopted into current ussge, in
books, letters, telegrams, etc., the flexibility of cryptographic gsystens
would be considerably extended and the difficulties set in the path of
the enemy cryptanalysts greatly increased. The chances for its adoption
in ‘the neaxr future are, however, quite small. Because of the continually
chenging nature of every liwving language, it is doubtful whether an
initially "perfect alphebet" could, over any long period of time, remain
s0 and serve to indlcate with great precision the exact sounds which 1t
was originally designed to represent.

13. Types of alphabets.--a. In the study of cryptogrephy the dual
nature of the alphabet pecomes spparent. It consists of two parts or
components, (1) an arbitrarily-arranged sequence of sounds, and (2) an
arbitrarily-arranged sequence of syubols.

b. The normal glphabet for any language is one in which these two
components are the ordinary sequences that have been definitely fixed by
long usage or convention. The dual nature of our normsl or everyday
alphabet is often lost sight of, When we write A, B, C,... we Teally
ueans

Sequence of sounds; "Ay" "Bee" "“See" ....
Sequence of syubols: A B C  seen

Normal alphabets of different languages vary considerably in the number
of characters couposing them and the arrangement or sequence of the
characters., The Epglish, Dutch, and Germen alphabets each have 26; the
French, 25; the Italian, 21; the Spanish, 27 (including the digraphs CH
and ﬂLj and the Russian, 31 12 qhe Japanese language has a syllabary
consigting of T2 syllabic sounds which require 48 characters for their
representation.

12 In contrast to the foregoing alphsbets, it is of interest to note
that in the Hawalian language the alphabet consists of only l2 letters,
viz, the five vowels A, B, I, O, U, and the seven consonants H, K, L,
i, N, p, W.
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Ce A cipher alphsgbet, or substitution alphshet as it is sometimes
called, is one in which the elementary speech-sounds ere represented by
chaxacters other than those representing them in the normal alphabet,
Thepe characters may be letters, figures, signs, symbols, or combinations
of them,

d., When the plain “ext of s message is converted into encrypted
text Dy the use of one or more cipher slphabets, the resultent cryptogream
constitutes a substitution cipher. If only one cipber alphsbet is ine
volved, it is called a monoslphabetic substitution cipher; if two or more
cipher elphabets are involved, it 18 called a polyalphabetic substitution

cipher.

e. It is convenieni to Cesligpnate that component of a cipher alpha-
bet constituting the sequence of speech-sounds as the plain component
and the component constituting the sequence of symhols as the ciphex
component, IL omitted in e cipher alphsbet, the plein componen# is
understood to be the normal sequence. For brevity and claxity, a letter
of the plain text, or of the plain component of a cipher alphsbet, is
degignated by suffixing a smell letter "p" to it: Ap weens A of the
plain text, or of the plain component of a cipher elphabet., Similarly,
8 letter of the cipher text, or of the cipher component of & cipher
alphebet, will be deglgnated by suffixing a small letter "c® to it:

X means X of the cipher text, or of the cipher component of & cipher
alphabet, The expression Ay = Xo weans that A of the plain text, or A
of the plain component of a cipher alphabet, is represented by X in the
cipher text, or by X in the cipher component of & cipher alphsbet.

f. With reference to the arrangement or sequence of letliers forming
thelr components, cipher =alphsbets are of two types:

(1) Standard cipher alphsbets, in which the sequence of lettexs in
the plain component is tke norwal 6 end in the cipher couponent is the
saxe a8 the normel, but reversed in direction or sghifted from its normal
point of colncidence wilth the pleain component.

(2) Mixed cipher alphsbets, in which the sequence of letters or
characters in one or both of components 1s no longer the same as
the normsl in its entirety.

g« Although the basic considerations of the preceding paragraphs
place the student in & position to underteke the study of certain funda~

© mental prineiples of cryptanalysis, this may be a good point at which to

pause and to make & few remarks with regard to the role that cryptanaly-
gls plays in the whole chain of more or less complex operations involved
in deriving commmicatlon intelligence, after which these fundamental

cryptanalytic prineiples will be treated.

.. LT 19
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SECTION IIT o
FUNDAMENTAL CRYPTANALYTIC OPERATIONS

a- Paragraph
The role of cryptanalysis in commmication intelligence
operations.......l..Il..'..ll...‘.".l....l'..'.‘l.....l.......l. 1""
The four ‘baSic-OPeratimls in crmmlﬁi.oooooao-oooooa.oocooau-oo 15
The determinstion of the language employed..ceesesecessssosessssnses 16
The determination of the general systeMeescvssesasecosrescscscosoces LT
The reconstruction of the specifilc ke'j'................n.........n. 18
The reconstruction of the plain teXbevassveosrsascscncaencrcscsssenes 19
The utilization of traffic interceptsc'.oo.oooocco-c.cooooo-oc.otcolo
14, The role of cryptanalysis in communication intelllgence
erations,--a, Through the medium of communication imtelligence an at-
%emt is made to answer three questions concerning enemy communications:
"Who?"_ "Where?" "What?"--Who are their originators and addressees?
Where are these originators and addressees located? What do the messages
sa.;y?

b. All of the foregoing questions are very important in the military
application of communication intelligence. Hence, even though this text
deals almost exclusively with the principles and operations involved in
deriving the answer to the third question--"What do the messages say?"--

a few words on the importance of the first and second questions may bYe
useful. It 1s a serious misteke to think that one can necessarily end
always correctly lnterpret the mere text of a message without identifying
and locating the originator and the addressee or, on many occaslions, with-
out having s background against which to interpret the messege in order
to appreciste its real import or significance,

c. The very firei step in the series of activitles involved in de-
riving communicetion intelligence is the collection of the raw material,
that is, the interceptionl and copying of the transmissions constituting
the messages to be studled and analyzed.

d. Then, with the rew material in hand, studies are made in order
to answer the first two questions--"Who?" and "Where?" The answers to
these questions are nobt always obvious in modern military communications,
especlally in the case of messages exchanged by unlts in the combat zone,
since messages of this sort rarely indicate in plain langusge who the

F

1 q4 intercept means, in its cryptologic sense, %o gain possession of
conmunicetions which are intended for other reclpients, without obtalning
the consent of these addressees and without preventing or ordinarily
delaying the transmission of the communicetions to them.
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originator and the addressee are or where they sre located. Consequently,
certain spparatus snd techniques specifically developed for finding the
answers to these questions must be employed. These apparatus and tech-
niques are embraced by that part of communication inteliigence theory and
practice which is known ag traffic smalysis. This latter subject and
interception are treated briefly in Appendix 10, "Communicetion intelli-
gence operations". (The serious student will derive much practical
benefit from s careful resding of this appendix.)

e. The foregoing operatlons, interception ahd traffic analysls,
along with cryptenslysis constitute the first three operaiions of commu-
nication intelligence. But generally there must follow at least one addi-
tional operation. If the plain texts recovered through cryptenalysis are
in a foreign language, they must usually be translated, and translation
constitutes this fourth operation. In the course of translating, it may
be found that, because of errors in transmission or reception, corrections
and emendetions must be made in these plain texts; however, although this
often requires skill and experience of & high order, it does not consti-
tute another communication intelligence operation, sihce it is but an
auxiliary step to the process of translation.

£. In a large-scale communication intelligence effort these four
steps, interception, traffic analysis, cryptanalysis, and translation,
must be properly organlzed and coordinated 1in order to gain the most bene-
£it from the potentialities of commmication intelligence, that is, the
production of the maximum quantity of information from the raw traffic.
This information must then be evaluated by properly trained intelligence
speclalists, collated with intelligence derived from other sources, and,
finally, disseminated to the commanders who need the intelligence in time
to be of operatlonal use to them, rather than of mere historical interest.
The foregoing operations and especially the first three—-interception,
traffic analysis, and eryptanalysis--usually ¢omplement one another.
This, however, is not the place for elsboration on the interrelationships
vhich exist and which when properly integrated mske the operations as a
whole an efficient, unified complex geared to the fulfillment of its prin-
cipal goal, namely, the production of timely communication intelligence,

g. With the foregoing general background, the student is prepared
to proceed 4o the technical considerations end principles of cryptanalysis,

15, The four basic operations in cryptanalysis.--a. The solution of
practically every cryptogram involves four fundamentsl operations or steps:

(1) 'The determination of the langusge employed in the plaintext
version,

(2) The determination of the general system of cryptography employed.

(3) The reconstruction of the specific key in the case of a cipher
system, or the reconstruction, partial or complete, of the code book, in
the case of a code system; or both, in the case of an enciphered code
system.

(4) The reconstruction or establishment of the plain text.
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b. These operatiors will be taken up in the oxrder in vhich they are
gliven gbove and in which they usually are performed in the solution of
cryptograms, although occasionally the second step may precede the first .t

-16._ The determination of the langusge employed.--a. There is not
much that need be said with respect to this operation cxcept that the
determination of the language employed seldom comes into questlion in the
case of studles made of the cryptograms of an organized enemy. By this
is meant that during wartime the enemy is of course known, and it follows,
therefore, that the language he employs in his messages will almost cer-
tainly be his native or mother tongue. Only occasionally nowadays is
this rvle broken. Formerly it often happened, or it might have indeed
been the general rule, that the language used in diplomatice correspondence
was not the mother tongue, but ¥rench. In isolated Instances during
World War I the CGermans used English when their own lenguage could for
one reason or another not be employed. For example, for a year or two
before the entry of the United States into that war, during the time
America was neutral and the German Government meintained its embassy in
Washington, some of the messages exchanged between the Foreign Office in
Berlin and the Embassy in Washington were encrypted in English, and &
copy of the code used was deposited with the Department of State and our
censor. Another instarce is found in the case of certsin Hindu conspira-
tors who were associated with and partially financed by the German Govern-
ment in 1915 end 1916; they employed English as the language of their
cryptographic messages, Occasionally the cryptograms of enemy agents may
be in a lenguage different from that of the enemy. Bub in general these

1 Although the foregoing four steps represent the classical or ideal
spproach to cryptanalysis, the art may be reduced to the following:

Procedures in cryptanalysis Requirements
1. Arrangemehﬁ—add'bearrangement of Experience or ingenuity,
data to disclose non-random cha- and time (which latter may
_racteristics or manifestations be appreciably lowered by
(i.e., in frequency counts, re- the use of machine aids in

petitions, patterns, symmetrical  cryptanalysis).
phenomena, ete,).

2. Recognition of the non-random Experilence or statistics,
characteristics or manifestations
when disclosed.

3. Explanation of the non-rendom Experience or imagination,
characteristles when recognized. and intelligence,

In all of the foregoing, the element of luck plays a very lmportant part,
as 1t is possible to side-step & large amount of labor and effort, in
meny caeses, if "hunches" or intuition lead the analyst forthwith to the
right path, Therefore, the phrase "or luck" should be added to each of
the requirements above. .

- In fact, it all boils down to the simple statement: “Find something
significant, and attach some significance thereto,"
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are, as has been sald, isolated instances; as a rule, the language used
in cryptograms exchanged hetween members of large organlzations is the
mother tongue of the correspondents. Where this i1s not the case, that is,
when eryptograms of unknown origin must be studied, the cryptanslyst
looks for shy indications on the cryptograms themselves which may lead to
a conclusion as to the language employed., Address, signature, and other
dsta, if in plain text in the preamble, in the body, or at the end of the
cryptogram, all come under careful scrutiny, as well as all extraneous’
circumstances connected with the manner ir which the eryptograms were
obtained, the person on whom they were found, or the locale of their
origin and destination. T

b. In special cases, or under special circumstances a clue to the
lengusge employed is found in the nsture and composition of the erypto- :
grephle text itsell. For example, if the letters K and W are entirely
gbhsent or appear very rarely in messages, it may indicate that the lan-
guage is Spanish, for these letters are ebsent in the alphabet of that
langusge and are used only to spell foreign words or nemes. The presence
of accented letters or letters marked with special gigns of one sort or
another, peculiar to certaln langusges, will sometimes indicate the lan-
gusge used. The Japanese Morse telegraph alphsbet and the Russian Morse
telegreph alphabet contaln conbinstions of dots and dashes which are
peculiar to those alpheabets and thus the interception of messesges con-
taining these special Morse combinations at once indleates the language
involved., Finally, there are certein peculiarities of alphebetic lan-
gusges vhich, in certain types of cryptograms, viz., pure trensposition,
glve clues as to the language used. For example, the frequent digraph CH,
in German, leads to the presence, in cryptogrems of the type mentioned,
of meny isolated C's end H's; if this is noted, the cryptogram may bde
essumed ‘to be in German.

¢. In some cases it is perfectly possible to perform certain steps
in eryptenalysis before the language of the eryptogram has been definitely
determined. Frequency studles, for example, may be made and amnalytic
processes performed without this knowledge, and by & cryptenalyst wholly
unfamiliar with the language even if it has been identified, or who knows
only enough sbout the language to ensble him to recognize valid combina-
tiong of letters, syllables, or a few common words in that langusge, He
nay, after this, call to his assistance a translator who may not be &
cryptanalyst but who can materially ald in making necessary assumptions
‘based upon his specisl knowledge of the characteristics of the language
in question. Thus, cooperation between cryptanalyst and translator
results In solution.

— The writer has seen in print statements that “during World War I, . decoded messages in Japancse
and Russian without knowing a word of either language.” Theext 1t to “hlch such statements arc exaggerated
»ill soon become obvious to the student. Of course, there are occasional instances 1n which a mere clerk with
quite 1iymted expericnce may be able to “‘solve’” a message in 2n extremely simple system in a language of which
he has no knowledge at all; but such & “solution” ealls for nothing more arduous than the ahility to recognize
prmlmmcoahlc combinations of vowcels and consonants—an ability that hardly deseives to be rated as “cr; pt-
analytic” in any real sense. To say that it is possible to solve a eryptogram in a foreign language “without
knowing a word of that Janguage” is not quite the same as to any that it is possible to do so with only a slight
knowledge of the language; and 1t may be stated without cavil that the better the eryptanalyst’s knowledge of
1;_1_1_0 language, the greater are the chances for his success and, in any case, the easier 1s his work.
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17. The detcermination of the general system.--a, IExcept in the case
of the more simple types of cryptograms, the step roferred to os diagnosis,
that is, sscertoining the gencral system accordlng to whbich o glven eryp-
‘togram has been produced is usually a difficult, if not the most difficult,
step in its solution. The reason for this is not hard 4o find.

Han o Lt LY e L) ~ -

~b. As will become apparent bto the student as he procecds with his
study, in the final analysis, the solufion of every cryptogram involving
a form of substitution depends upon its reduction to monoalphzbetic terms,
if 1t is not originally in those terms. This is true not only of ordinsry
substitution ciphers, but also of combined substitution~transposition
ciphers, and of enciphered code. If the cryptogram must be reduced to
monoalphebetic terms, the manner of its accomplishment is usually indi-
cated by the cryptogram itself, by exbternal or internal phenomensa which
become apparent to the cryptanelyst as he studies the cryptogram. If
this 1s impossible, or oo difficult, the eryptamalyst must, by one means
or another, discover how to eccomplish this reduction, by bringing to
bear all the specisl or collateral information he can get from all the
sources et his command. If both these possibilities feil him, there is
little left but the long, tedious, and often fruitless process of elimi-
netion, In the case of transposition ciphers of the more complex type,
the discovery of the basic method is often simply & mabtter of long and
tedious elimingtion of possibilities. For cryptanalysis has unfortunately
not yet attsined, and may indeed never abtain, the precision found today
in qualitetive analysis in chemistry, for example, where the analytic
process is sbsolutely clear-cut and exact in its dichotomy. A few words
in explanation of what is meant may not be amiss. When a chemist seeks
to determine the ldentity of an unknown substance, he applles certain
gpecific reasgents to the substance and in s specific sequence. The first
reagent tells him definitely into which of two primsry classes the unknown
substance falls. He then applies a second test with another specific
reagent, which tells him again quite definitely into vhich of two second-
axry classes the unknown substance falls, and so on, until finally he has
reduced the unknown substance to 1ts simplest terms and has found out
what it is. In striking contrast to this situation, cryptanalysis affords
exceedingly few "reagents" or tests that may be epplied to determine posi-
tively that a given cipher belongs to one or the other ‘of two systems
ylelding externally similar results. And this is vhat makes the analysils
of an isolated, complex cryptogrem so difficult. Note the limlting adjec-
tive "isolated” in the foregoing sentence, for it is used advisedly. Tt
1s not often that the general system fails to disclose itself or cannob
be discovered by palnsteking investigation when there is a great volume
of text accumuleting from s regular traffie between numerous corre-
spondents in a large organization. Sooner or later the system beconmes
known, either because of blunders and carelessness on the yart of the
persomnel entrusted with the encrypting of the messages, or because the
accumilation of text itself makes possible the determination of the

_general system by cryptanalytic, including statistical, studies. But in
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the case of a single or even a few lsolated cryptograms concerning which
little or no information can be gained by the cryptanalyst, he is often
unable, without a knowledge of, or a shrewd guess as to the general system
employed, to decompose the heterogeneous text of the eryptogrem into
homogeneous, monoalphsbetic text, which is *he ultimate and essenbtial
step in analysis. The only knowledge that the cryptanalyst can bring to
his aid in this most difficult step is that gained by long experience and
prectice in the analysis of many different types of systems. In this
respect the practice of eryptanalyslis is analogous to the practice of
medicine: correct dlagnosis is the most important and often the most
difficult first step toward success.

c. On account of the complexities surrounding this particuler phase
of cryptanalysis, and because in eny scheme of analysis based upon suc-
ceseive eliminations of alternatives the cryptanalyst can only progress
a8 far as the extent of his own knowledge of all the possible alternstives
will permit, it is necessary thet detailed discussion of the eliminative
process be postponed until the student has covered most of the field.

For example, the student will perhaps want to know at once how he can
distinguish between a cryptogram that is in code or enciphered code from
one that is in cipher. It is at this stage of his studies impracticeble
to give him any helpful indications on his question. In return it may be
asked of him why he should expect to be gble to do this in the early
stages of his studies when often the experienced expert cryptanalyst is
baffled on the same score!

d. Nevertheless, in lieu of more precise dlagnostic tests not yet
discovered, a genersl guide that may be useful in eryptanalysis will be
built up, step by step as the student progresses, in the form of a series
of charts comprising what mey be designated An Anslytical Key for Crypt-
analysis. (See Section X.) Tt may be of assistance to the student if,
as he proceeds, he will carefully study the charts and note the place
which the poarticular cipher he ls solving occuples in the general crypt-
anglytic panorama, These charts admittedly constitute only very brief
outlines, and can therefore be of but little direct assistance to him
in the analysis of the more complex types of crypiosystems he may en-
counter later on, So far as they go, however, they may be found to be
quite useful in the study of elementary cryptanalysis, TFor the expe-
rienced cryptanslyst they can serve only as a means of assuring that no
possible step or process is inadvertently overlooked in attempts to solve
g difficult cryptosystem.

€. Much of the labor involved in cryptanalytic work, as referred
‘o in par. 2, 1s comnected with this determination of the general system.
The prepara.t:.on of the text, its rewriting in different forms, sometimes
being rewritten in dozens of ways, the recording of letters, the estab-
lishment of frequencies of occurrences of letters, comparisons and
experiments made with known material of similar character, and so on,
constitute much labor that is most often indispensable, but which
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sometimes farns out to have been wholly unpnecessary, or in vain. In one
treatisel it is statod gquite boldly that "this work omce done, the deterw
mination of the system is often relatively essy."” This statemcnd can
certainly apply only to the simpler types of cryptosystems; 1% is entirvely
mislecading as regards the much more Trequently encountered complex
eryptograms of modern times.

18. The reconstruction of the specific key.-~a.~ Nearly sll procti-
cal eryptographic mebhods require the use of a speeific key to guide,
control, or modify the various steps under the general system. Once the
letter has becn disclosed, discovered, or has otherwise come into the
possession of the cryptanalyst, the next step in solution is to determine,
if necessary and if possible, the specific key that was employed to en-
crypt the message or messazés under examination. This determination may
not be in complete detall; it mey go only so far as to lead to a know-
ledge of the number of alphabets involved in o substitution eipher, or
the nunher of columns igvolved in a transposition eipher, or that e one-
part code hasg been used, in the case of a code system. But it is often
desirable to determine the specific key in as complete a form and with
as much detail as possible, for this information will very frequently be
useful in the solution of subsequent cryptogrems exchenged between the
game correspondents, since the nature or source of the specific key in a
solved. case may be expected to give clues to the specific key in an
unsolved case, -

b. Frequently, however, the reconstruction of the key is not a
Pprerequislite to, and does not constitute an absolutely necessary preli-
minary step in, the fourth basic operation, viz., the reconstruction or
esteblishment of the plain text. In many cases, indeed, the two processes
are cerried along simultaneously, the one assisting the other, until in
the final stages both'have been completed in their entireties., In stHill
other cases the recondtrudtion of the specific key may follow the recon-
gtruction of the plain text instead of preceding it and is accomplished
purely as a matter of acedemic interest; or the specific key may, in
unusual cases, never'be reconstructed.

19, The reconstruction of the plain text.--a. Little need be said
at this point on this phase of cryptanalysis. The process usually con-
sists, in the case of substitution ciphers, in the esteblishment of
equivalency between specific letters of the cipher text and the plailn
text, letter by letter, pair by palr, and so on, depending upon the par-
ticular type of substlitution system involved. In the case of transposi-
tion ciphers, the process consists in rearranging the elements of the
cipher text, letter by letter, palr by pair, or occasionally word by
word, depending upon the particular type of transposition system involved,
until ‘the letters or words have been returned to thelr original plaintext
order, In the case of code, the process consists in determining the
meaning of each code group and inserting this meaning in the code text to
reestablish the original plain text.

3 Lange et Soudart, op. cit., p. 106.
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b. The foregoing processes do not, as & rule, begin at the begin-
ning of a message ond continue letter by letter, or group by group in
sequence up to the very end of the messsge. The egteblishment of values
of cipher letters in substitution methods, or of the positions to which
cipher letters should be transferred to form the plein text in the case
of transposition methods, comes at very irregular intervals in the pro-
cegs, At first only one or two values scattered here and there through-
out the text may appear; these then form the “skeletons" of words, upon
which further work, by a continuation of the reconstructiﬁ process, is

made posslble; in the end the complete or nearly complete™ text is
establlished.

c. In the case of cryptograms in a foreign langusge, the transla-
tion of the solved messages is a final and necessary step, but is not to
be considered ss a cryptanalytic process. However, 1t is commonly the
case that the translation process will be carried on simultaneously with
the cryptanslytie, and will aid the latter, especially when there are
lacunse which may be filled in from the context. (See also subpar. 16c
in this connection.)

20, The utiliza:bion of traffic intercepts. 5--9.. There are, of
course, other operations which are not as besic in nature as those Just
outlined but which must generally be performed as preliminary steps in

ractical cryptemalytic work (as distinguished from acadenic cryptena-
1ysis§ o Before a military cryptanalyst can begin the enalys: analysis of an
enemy cryptosystem, it is necessary for him to study the intercept mate-
rial that is availeble to him, isolate the messages that hve been
encrypted by means of the cryptosystem to be exploited, and to arrange
the latter in a systematlc order for analysis. This work, although
apparently very simple, may require a great deal of time and effort.

b. Since, whenever practicsable, two or more intercept stations
are assipgned to copy traffic emanating from the stations of one enemy
radio net, it is natural that there should be a certain amount of
duplication in the work of the several stations. This is desirable
since 1t provides the cryptanalysts with two or more sets of the same
messages, so that when one intercept station falls to receive all the
nmessages completely and correctly, because of radio difficulties, loeal
static, or poor operation, it is possible by studying the other sets to
reconstruct accurately the entire traffic of the enemy net.

2 Sometimes in the case of code, the meaning of a small percentage
of the code groups occurring in the traffic may be lacking, because
there is insufficient text to esteblish their meaning.

5 A traffic intercept is a copy of & commnication gained through
interception.
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c. In oll interccpl activitics where operators are used for copying
the traflic, onc of Lhe most likely errors to be found is caused by the
crypbanalysts ond their

For this reason

Most common errors in telegraphlc

Ltrs. | Morse Ltrs. j Morse
and | equi- Frequent Errors and | equi~ Frequent: Errors
Figs. | valent Figa. | valent
A .- i, m, L, eb S cen h, d, i, », u
B ~aes d, ts T - 8, ¢, n
c - f, ky, r, mm U “em- a, 8, v, it
D —ae b, 8, 1, ti v raem h, u, x, st
E . t, 1 w ‘o a, my 0, ¥, u, 8%
F tomn r, in X o= v, k, ¥y, tu
¢ - m, 0, %z, M X - X, ¢, mm
H enee 8, v, b, ii, se Z —— b, 8 q, md
I e 84, n’ 8 l B o ro o om ¢, 2
J tonm v, 0, am, eo 2 vemma 11, 3
K - d-, O, 'tﬂp 3 doemm 2’ ).l.
L Omo o r, d, ed ,-l- terem 3, 5
M . a, n, tt 5 cases U, 6
N - i, m, t, te 6 ~eees |5, 7
0 |=-- g, k, w, mb T |~=een }6,8
P hiadadd J, &, 1, v, an 8 m——— 71 9
' Q o Oy, Xy 2, Wa 9 m———. 18, ¢
R o a, f, g, 1, n, 8, w g |----- 9, 1
Chart 1. transmission.

asgistants should be familiar with the international Morse alphebet and
the most common errors in wire and radlo transmission methods so a8 to bhe

able 4o correct garbled groups when they occur,

Chart 1, above, will be found useful.

A
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SECTION IV

FREQUENCY DISTRIBUTIONS AND THEIR FUNDAMENTAL USES

- Paragraph

The simple or uniliteral frequency distribution...cceecsccescecsesees 21
Important featwres of the normal uniliteral frequency

A1t ibUtlONeacescccsonccssnccssassnnennsensnsvessncncesncsessone 22
Constancy of the standard or normal uniliteral frequency

distri‘butionll....Oiﬂﬂl.I...l...l.......I..l....ll.............l. 23
The three facts which can be determined from a study of the

uniliteral frequency diS'bI'ibution for a cryp'bogram. Seoncsveensensd 21"
Determining the class to which a cipher belongBeescssscsnscscecsossne 25
Determining whether a substitution cipher is monoalphsbetic or

non-monoal’pha.'betic.........-....................-................ 26
The (b (Phi) test for determining monoalphebeticityecesceoenrscascscns 27
Deteraining whether a cipher alphebet is stondard (airect

Or reversed) or mixed..lll...l'l.lIl...'..‘l.l...l.‘..'l......... 28

21, The simple or uniliteral frequency distribution.--a. It hes
lons becn knowvn to cryptcgraphers and typographers that the letters com-
pocing the words of any intelligible written text composed in any languege
which is alphobetic in construction are employed with greatly varying
{requencies, For example, if on cross-sectlion psper & simple tabuletion,
shown in Fig. 1, called a unillteral frequency distribution, is made of
the letters composing the words of the preceding sentence, the variation
in frequency is strikingly demonstrated. It is seen that whereas certain
letters, such as A, E, I, N, O, R, and T, are employed very frequently,
other letters, such as C, G, H, L, P, and 5 are employed not nearly so
frequently, while still other letters, suchas F, J, K, Q, V, X, and 2
are employed either seldom or not at all.

v

=z = F3
g e = =S = E
2 s E T=2E T EEx ERE =
ExESE_KEEE _ EEEEZ_EXZBS_B_E
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
14 8 8 4 22 2 9 10 156 0 1 9 3 17 14 8 1 13 10 20 3 1 & 1 7 O

(Total=200 letters)
Figure 1.

b. If a similar tabulation is now made of the letters comprising the
words of the second sentence in the preceding subparasgraph, the distribu-
tion shown in Fig. 2 is obtained. Both sentences have exactly the same
nunber of letters (200).
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2 l
2 = = =
= = & E S S
= ﬁtgk\ E = B2 ZRE
B RXREEREEE ~FEEEEEREEBEE Oso=S
ABCDEFGHIJKLMNOPQRSTUVYWIXYZYZ
122 8 7 2 7 4 6 20 1 9 617 M 6 2 13417 5 1 2 1 8 0

{Total=200 lettera}

Figure 2,

c. Although each of these two distributions exhibits great varia-
tion 1In the relative frequencies with which different letters are employed
in the respective sentences to' which they apply, no marked differences
are exhibited between the frequencles of the same letter in the two dis-
tributions, Compare, for example, the frequencies of A, B, C .4 «2in
" Fig. 1 with those of A, B, C . + « Z in Fig, 2. Aside from one or two
exceptions, as in the ca.se of the letter F, these two distributions agree
rather strikingly.

d. This agreement, or similarity, would be practically complete if
the two texts were much longer, for example, five times as long. In fact,
when two texts of similar character, each containing more than 1,000 let-
ters, are compared, 1t would be found that the respective frequencies of
the 26 letters composing the two distributions show only very slight dif-
ferences, This means, in other words, that in normel plain text each
letter of the alphabet occurs with a rather constant or characteristic '
frequency which it tends to approximate, depending upon the length of the
text enalyzed. The longer the text (within certain limits), the closer
will be the approximation to the characteristic frequencies of letters
in the language involved., However, when the amount of text being sna-~
lyzed hes reached a substantial volume (roughly, 1,000 letters), the prasc-
tical gaj’L_n in accuracy does not warrant further increase in the smount
of text.

e. An experiment along these lines will be convincing A series
of 260 official telegramsa passing through the Department of the Army
Mesgage Cenber wes examined statilstlcaliy, The messages were divided
into five sets, each toteling 10,000 letters, and the five distribubions
showm in Teble 1-A, were cbtained.

1 See footnote S5, page 38.

2 These comprised messages from several official sources in addition
to the Department of the Army and were all of an administrative character.

32
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Tasne 1-A.—Absolute frequencies of letters appearing in ﬁbe sets of Governmental platn-text telegrams,
each set containing 10,000 letters, arranged alphabetically

Set No. 1 Set No. 2 Set No. 8 Set No. 4 Set No. &

Letter Absolute Absclute Absolute Abhsolute Abnoluts
Frequency Frequency Frequency Troqueney Frequency

B | 738 788 [ 681 740 4
104 108 98 83 69
819 300 288 326 L 301
887 418 423 461 448
1,867 1,294 1,292 1,270 1,276
268 287 808 287 281
166 175 161 167 || G.. | 150
810 851 886 ] 848 349
742 750 787 700 697
18 17 10 21 16
86 38 22 i to21 ' 81
865 893 388 886 844
242 240 | 238 249 268
786 794 | 816 | 800 780
685 770 791 756 762
241 272 817 245 5 260
40 22 46 88 80
760 || R.. | 745 | 762 785 788
658 | 583 | 585 628 604
936 | 879 894 958 928
270 233 312 247 288
163 178 142 138 1 156
166 168 186 | 183 . 182
43 50 44 53 41
191 156 179 ] 218 229
14 17 2 11 5 !

Total .| 10,000 10,000 10,000 10,000 10,000

f. If the five distributions in Teble 1-A are summed, the results
are as shown In Table 2-A,

i

TABLE 2~A ——Absolute freguencu’s of letlers appearing in the combined five sets of messages totalmg
60, 000 letters, arranged alphabetwally
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g&. The frequencies noted in Table 2-A sbove, when reduced to the
basis of 1,000 letters and then “sed as = basis for constructing a simple
chart that will exhibit the variations in frequency in a striking manner,
vield the following distribution which is hereafter designated as the
normal or standard unilitersl frequency distribution for English
telegraphic plain text: -

=
=
=
=
=
=
=
= =
= = ;
= =
£ S ~ =
S = S E g =
= = = = = = =
= % = . ER X _=
= 2 = = EESR
= = = = = =EER
= = = = = XEE
= < B = =R ERER
= S 2 . XE REE »
¥ 2= S = E 2R EEE
X EEEs == ¥ EFs REEE.
X EEEE ER EXEEE EERE -
X EEEE_XE TEEEX EEEE= s
X EEEEEEE ZTXEERX REEREREER =
EEREREERE *XEEE XEEREE =
R F R EEEEE~SEEEEESEEETEEERE.

ABCDEFGHIJKLMNOPQRSTUVWXYZ

74 10 31 42130 28 18 34 74 2 3 36 25 70 76 ¥ B8 76 61 62 26 16 16 5 19 1

lFigure 3.

22, Important features of the normal wvniliteral frequency distri-
bution.,--a. When the distribution shown in Fig. 3 is studied in detaill,
the following features are apparent:

(1) It is quite irregular in appearance., This ig because the letters
are used with greatly varying frequencies, as discussed in the preceding
paragraph. This irregular sppearance 1s often described by saying that
the distribution shows marked crests and troughs, that is, points of high
frequency and low freguency.

(2) The relative positions in vhich the crests and troughs fall
within the distribution, that is, the spatial relations of the crests and
troughs, are rather definitely fixed and are determined by circumstances
vhich have been explained in subpar. 13b.

(3) The relative heights and depths of the crests and trouchs within
the distribution, that is, the lineor extensinis of the lines marking the
respective frecauencies, are also ratler. definitely Fixed, as yould be
Tound if an cqual volume ol similar text were sunolyzed.

= Al hl rn |
M = 3""
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() The most prominent crests are marked by the vowels A, E, I, O,
. and the consonants N, R, S, T; the most prominent troughs are marked by
the consonants J, K, Q, X, and Z.

(5) The important data are summarized in tabular form in Table 3.

- ) TABLE 3

‘ T Percent of | total i
ercent of| total in
. Frequency total round

numbers

6Vowels:t AEIOUY 308 30.8 40
20 Consonants: -
5 High Frequency (D NR S T) 350 35.0 35
10 Medium Frequency B C FGHLMP V Woemoeeee ‘ 238 23.8 24
5 Low Frequency (J K Q X Z) 14 1.4 1

Total 1,000 | 100.0 100

(6) The frequencies of the letters of the alphabet, reduced to a
base of 1000, are as follows:

Aoe T4 G 16 Lo 36 Qe 3 Vo 15
‘ B 10 Moo 34 Mo 25 Reeen 76 W 16
Cooeee 81 T 74 N 79 S 861 X b
S 42 Je 2 O 76 T 92 Y 19
B 130 Ko 8 P 27 U 28 B 1

(7) The reia:bive order of frequency of the letters is as follows:

B 130 I 74 C.. - 31 ) A— -~ 19 ) S - b

T 92 Seee 61 | 28 (e S 16 Qe 3
N 79 Dl 42 P 27 | A 16 Koo 3
Roooeeee 76 L. 36 Ul 26 Voo 135 5 S 2
O _ 75 Hoeooer. 34 Mo 25 B 10 Ze. 1

- - (8) The four vowels A, B, I, 0 (conbined frequency 353) and the four
consonsnts N, R, S, T (combined frequency 308) form 661 out of every
1,000 letters of plain text; in other words, less than one-third of the
alphabet is employed in writing two-thirds of normal plain text.
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b. The data given in Fig. 3 and Table 3 represent the relatiye fre-
quencies found in s large volume of English telegraphic text of a govern-
mental, administrative charscter.3 These frequencies will vary somevhat
with the nature of the text analyzed. - For example, if an equal number
of telegrams dealing solely with commercial transactions in the leather
Aindugbry vere studied statistically, the frequencies would be slightly
dilfferent becasuse of the repeated occurrence of words peculisr to that
industry. Again, if an equal number of telegrams dealing solely with
military messoges of a tactical character were studied statistically,
the frequencies would differ slightly from those Tound ebove for general
governmental mesgsages of ,an administrative character,

¢, If ordinary English literary text (such es may be found in eny
book, newspaper, or printed document) were analyzed, the frequencies of
certain lebters would be changed to an epprecieble degree. This is
because in telegraphic text words which are not strictly essential for
intelligibility (such ms the definite and indefinite articles, certain
prepositions, conjunctions, and pronouns) are omitted, In addition,
certain essential words, such as "stop", "period", "comma", and the like,
which are usually indlecated in written or printed matter by symbols not
easy to transmit telegraphically and which must, therefore, be aspelled
out in telegrams, occur very frequently. Furthermore, telegrephic text
often employs longer and more uncomion words then does ordinary newspaper
or book text. ' - 5.

4. As a matter of fact, other tables complled from Army sources
gave slightly different results, depending upon the source of the text.
For example, three tsbles based upon 75,000, 100,000, and 136,257 letters
‘token Trom various sources (telegrams, newspspers, magazine articles,
books of fiction) gave as the relative order of frequency for the first
10 letters the following:

For 75,000 letters.....’..l....'.. E TRN I 0 AS D L
For 100,000 1etter50.¢.-aooccooano E T R IN o AS D L
For 136,257 letterBacesevessscesss ETRNAOISLD

3 Just as the individual letters constituting a large volume of plain
text have more or less characteristic or fixed frequencies, so it is
found that dinrephs and trigraphs (two- and three-letter combinations,
respectively) have characteristic frequencies, when a large volume of
toxt is studicd statistically. In Table 6 of Appendix 2, "Letter fre-
quency data - English", are shown the relative frequencies of all digraphs
appzaring in the 260 telegrams referred to in subpar. 2le. Thie appendix
also Includes several other kinds of tebles and lists of frequency data
vhich 1711l be uselul to the student in his work. It is suzgested that
the student rofer to this appendiz now, to gain an idea of the data
available for his fubture refcrence,

Other langueges, of course, cach have thelr own individual charac-
teristic plaintext frequencies of single letters, digraphs, trigraphs,
cic. A brief sumnary of the letter frequency dats for German, French,
I::lion, Spanish, Portuguese, and Russian congstitute Appendix 5, "Lebter
Tequency deta - foreign lansuages"”.
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e. Trequency data applicable purely to English military text were
. compiled by Hitt,* from e study of 10,000 letters token from orders and
reports. The frequencies Tound by him are given in Tsables 4 and 5,

e -~ -

b

- TABLE 4. —ifrequency table for 10,000 lettars of htemry English, as compiled by Hitt
ALPHABET}C@LLY ARRA_.iGED -

A - 778 S 174 L. 872 Qe 87 Ve 112
B_. 141 Heoooo. 595 M. 288 R 651 Weeen 176
C... 296 A 667 N..._. 686 C 622 X 27
D.... 402 N S 51 o S 807 T 8556 Yoo .. 196
B 1,277 . S 74 P...... 9223 U_.___ 308 P 17

ARRANG]»D ACGORDING TO FREQUENCY

Boe. 1,277 Reeee. €51 U 308 Y. 196 Ko 74
;- 8556 S 622 Coeeee 296 Weeoeeee. 176 Jeeeeee.. 51
0...... 807 Ho.... 595 M. 288  Gue. 174 X 27
A...” 778  Du.. 402 P._....223 Bo... 141 Ze.... 17

e - r— A eaw

TaABLE 5 —Fregwncy table Jor 10 000 letters of telegraphic Enghsh as compzlul by Hiit -
ALPHABETICALLY ARRANGED

A.. 818 G201 L8392 Q.. 38 Voo 136

‘ B, 149 H.... .88 M. 278 R 877  W..._.. 166
Ce.. 306 j S 711 Neoaon 718 S S 656 X 51
D 417 Je 42 Q.. 844 T 634 Yo 208
B...1,319 K.___. 8 P_____ 243 U 320 Zee. B
F... 205

ARRANGED ACCORDING TO FREQUENCY

E.... 1,319 S..... 656 [ A— 321 | 205 K. ... 88
O... 844 p S 634 Coeee 3006 Goeeneee 201 b SHN—. 51
A .. 813 > S 417 Moe 273 W 166 1 [ 42
Neen 718 L 392 P 243 B . 149 Qe 38
I 711 3 P 386 h SN 208 | f— 136 A 6
R... 677

23. Constancy of the stanjard or normsl uniliteral frequency dis-
tribution.--a. The relative frequencies disclosed by the statistical
study of large volumes of text may be considered to be the standard or
normel frequencies of the detters of written English. Counts msde of
smaller volumes of text will wend to approximate these normsl frequencies,

" Gp, cit., Pp. 6-T.
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and, within certain limits,” the smaller the volume , the lower will e
the degree of approximation to the normsl, umtil, in the case of a very .

short message, the normal proportions may not manifest themselves a:l;f all.
It is advisable that the student fix this fact firmly in mind, for ‘the
sooner he realizes the true nature of any data relative to the frequelicy
of occurrence of letters in text, the less often will his lsbors toward
the solution of specific ciphers be thwarted and retarded by too strict
an adherence to these generalized principles of frequency. He should
constantly bear in mind that such date sre merely statistical genersliza-
tions, that they will be found to hold strictly true only in large volumes
of text, and that they may not even be spproximeted in short messagefs.

b. Nevertheless the normal frequency distribution or the "normal
expectation” for any slphabetic language is, in the last analysis, the
best guide to, and the usual basls for, the solution of cryptograms of a
certain type. It is useful, therefore, to reduce the normal, uniliteral
frequency distribution to a basis that more or less closely epproximates
the volume of text which the cryptanalyst most often encounters in indie-
vidual cryptograms. As regards length of messages, counting only the
letters in the body, and excluding address and signature, a study of
the 260 telegrams referred to in par. 21 shows that the arithmetical
average is 217 letters; the statistical mean, or weighted aversge®,
however, is 191 letters. These two results are, however, close enough
together to warrant the statement that the average length of telegrams is
approximately 200 letters. The frequencies given in par., 21 have there-
fore been reduced to a basis of 200 letters, and the following unilite-~
ral frequency distribution may be taken as showing the most typical
distribution to be expected in 200 letters of English telegraphic texbt: ‘

= T~
= ~ =
= = = Z = Ex Z
ExEZEREESEE EXRRE _BEEREEZEEsSSUE
ABCDEFGHIJKLMNOPQRSTUVWXYZ
Figure L.

-— 9Tt is useless to go beyond a certain limit in establishing the normal-frequency distribution for a given
language. As a striking inslance of this fact, witness the frequency study made by an indefatigable German,
Kaeding, who in 1898 made a count of the letters in about 11,000,000 words, totaling about; 62,000,000 letters in
German {ext. When reduced to a percentage basis, and when the relative order of frequency was determined,
the resulls he obtained differed very litile from the results obtained by Kasiski, a German eryptographer, from a
count of only 1,060 letters. Sce Kaeding, Haeufigheitswoerterbuch, Steglitz, 1898; Kasiski, Die Geheimachriften
und die Dechiffiir-Kunst, Berlin, 1863. |

6 The arithmetical average 1s ohtained by adding each different length
and dividing by the number of different-length messages; the mean is ob-
taincd by multiplying each different length by the number of messages of
that lcngth, adding all products, and dividing by the total number of
mnessages .
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c.» The sbudent should take careful note of the eppearance of the
distribution’ shown in Fig. 4, for it will be of much agsistance to him
in bhe early stapges of his study. The manner of setting down the tallies
should be followed by him in moking his ovn distribubions, indicating
every Tifth occurrence of a letter by an oblique tally. This procedure
almost automabically shows the total nunber of occurrences for each let-
ter, and yet does not destroy the graphical sppearance of the distribu-
tion, especially if care is teken to use approximately the same amount
of space Tor each set of five tallies. Cross-section paper is very
useful for this purpose.

d. The word "uniliteral" in the designation "uniliteral frequency
distribution” means "single letter", and it is to bhe inferred that other
types of frequency distributions may be encountered. TFor example, a
distribution of pairs of letters, comstituting a biliteral frequency
distribution, is very often used in the study of certain eryptograms in
which it is desired that poirs made by combining successive letters be
listed. A biliteral distribution of AB C D E F would take these pairs:
AB, BC, CD, DB, EF. The distribution could be made in the form of a
large square divided up into 676 cells. When distributions beyond bi-
litersl are required (triliteral, quadriliteral, etc.) they can only be
made by listing them in some order, for example, alphebetically based on
the lS'l',, 26., 36-, e o o lebter,

T The use of the terms "distribution" and "frequency distribution",
instesd of "table" and “"frequency teble", respectively, is considered
advisabie from the point of view of consistency with the usual gtatistical
nomenclature. When data asre given in tabular form, with frequencies
indicated by nunbers, then they may properly be said to be set out in
the form of a table. When, however, the same data are distributed in a
chart which partakes of the nature of a graph, with the dats indicated
by horizontal or vertical linear extensions, or by a curve connecting
points corresponding to quantities, then it is more proper to call such
a graphic representation of the data a distribution.
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2. The three facts which can be determined from a study of the
unilitoral frcquency distribution for a cryptogram.--a. The following
three fects (to be explaincd subsequently) can usually be determined from
an inspection of the unilitersl frequency distribution for a given cipher
messege of average length, composed of letters:

(1) Whether the cipher belongs to the substitutlon or the transpo-
sition class; : . 1

(2) I to the former, wvhether it ies monoalphabetied or non-
mnoalplmbetic9 in cheracter;

(3) If monmoalphabetic, whether the cipher alphsbet is stendard
(direct or reversed) or mixed. »

b. For immediste purposes the first two of the foregoing deternl-
notions sre quite iwportant and will be discussed in detall in the next
tiro paregraphs; the other determination will be touched upon very briefly,
leaving its detailed discussion for subsequent sections of the text,

25. Determining the class to which a eipher belongs.--a. The deter-
mnination of the elass to which a cipher belongs is usually a relatively
cosy mabter because of the fundamental difference betueen transposition
and substitution as cryptographic processes, In a transposition cipher
the original letters of the plain tcxt have merely been reorranged,
without any change whatsoever in their identities, that 1s, in the
conventionsl values they have in the normal elphabet. Hence, the nurbers
of vowels (A, B, I, O, U, Y), high.frequency consonants (D, N, R, 8, T),
nediun-frequency consonants (8, ¢, ¥, G, H, L, M, P, V, W), and low-
frequency consonants (J, X, Q, X, 2) are exactly the ssme in the
cryptogram as they are in the plaintext message., Therefore, the
percentages of vowels, high-, medium-, end low-{requency consonsnts are
the sawe in the transposed text as in ‘the equivalent plaln text, In a

8 Tn comnection with uniliteral frequeney distributlons, the term
monoalphabetic is considered o cnbrece the concept of monoalphsbetbic-
monogrophic-uniliteral systems only, thus excluding polygraphic and
multiliteral systems, both of which, however, usually fall into the

monealpiicbetic category.

9 The tern non-monoalphebetic as applied in this ingtance iz consi-
dered to crbrace all deviations from the characteristic sppearence of
monoalphobetbic distribubions. These deviastions include the phenomens
inberent in polyalphsbetic, polypraphic, and rmultiliteral eryptograms,
as well as in random text, i.e,, text vhich appears to have been pro-
duced by chance or accident, having no discernible patterns or
linitations.

Lo
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substitution cipher, on the ofher hond, the identities of the original ~
Tebters of the plain text have bgen chonged, that is, the conventional
values they hove in the dormal elphobet have béen” altered. Comsequently,
if o count is wecde of bhe various lebters present in such a cryptogram,
1t will be found that the nunber of vowels, high-, mediuvnm-, and low-
[requency consonants will usually be quite different in the cryptogrem
from whab they are in the original plsintext messsge. Therefore, the
percentages of vouwels, high-, medium-, ant lov-Lrequency consonants are
usvally quite different in the substitution text from what they ere in
the cquivalent plain text. From these considerations it .follows that if
in a speeific cryptogrem the percentages of vowels, high-, medium-~, and
low~-frequency consonants are approximotely the soame as vould be expected
in normal plain text, the cryptogrom probably belongs to the transposition
class; if these percentages are quite different from those to be expected
in normel plain text the cryptogram probably belongs to the svbstitubion
class.

b. In the preceding subparasraph the word “"probebly" was emphesized
by italieizing it, for there can be no certainty in every case of this
determination. Usually these percentages in o transposition clpher are
close to the normal percestages for plein text; usually, in a svbstitu-
tion ecipher, they are for different from the normal percentsges for plain
text, But occasionally a cipher message 1s encountered which is difficult
40 classify with a reasonable degree of certainty becaunse the messege is
to0 short for the general principles of frequency to menifest themselves.
It is clear that 1 in actual messages there were no veariation whetever
from the normol vovel end congcnant percenbages glven in Teble 3, the
dctermination of the class to which a specific cryphtogram belongs would
be an extremely simple matter. Bub unfortunately there is always some
variation or deviation from the normsl. Intuition suggests that as
nessares decrease in length there may be a greater and greater departure
from the normal proportions of wvowels, high-, medium-, and low-lrequency
consonants, until in very short messages the normal proportions may not
hold at 2ll. Similarly, es messages increase in length there may be a
losser and lesser departure from the normal proportions, until in messages
totalling a thousand or more letters there may be no difference at oll
between the actual and the theoretical proportions. Bub intuition is not
enough, for in dealing with specific nessages of the length of those
commonly encountered in practical work the question sometimes arises as
to exactly how much deviation (from the normal proportions) may be allowed
for in a cryptogram vhich shous a considerahle amount of devistion from
the normal and vhich might still belgng to the transposition rather than
tu the substitution class,

¢, Statistical studies have been made on this matter and some graphs
hove been constructed thereon. These are shovn in Charts 2 - 5 in the
form of simple curves, the use of which will now be explained. Each
chart contains tiro curves marking the lower and upper limits, respect-
ivelv. of the theoretical amount of deviation (from the normal percent-
ases) of vowels OF cShsonants vhich may be allowsble in a cipher believed
Lo belong to the transposition class,
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d. In Chart 2 3 curve Vq marks the lower limit of the theoretical
amount of deviationlO from the nuuber of vowels theoretically expected o
appearll in a messege of given length; curve Vo marks the wpper limit

of the same statlstic., Thus, for example, in a message of 100 letters

in plain Fnglish there should be between 33 ond 47 vowels (AE I 0O U Y),
Likewlse, in Chart 3 curves Hj and Hp mark the lower and upper limits as
regards the high-frequency consonsnts. In & message of 100 letters-there
should be between 28 and 42 high-frequency consonents (D NR 8 T)., -In .
Chart 4 curves Mj and Mp mark the lower and upper limits ae regerds the
mediun-frequency consonents. In a message of 100 letters there should be
between 17 and 31 medijum-frequency consonents (BCFGHLMP VW),
Finally, in Chart 5, curves L3 and Io mark the lower and upper limits as
regards the low-frequency consonants. In a message of 100 letters there
should be between 0 and 3 low-frequency consonants (J K Q X Z). In using
the charts, therefore, one finds the point of inbersectlon of the vertieal
coordinate corresponding to the length of the message, with the horizontal
coordinate corresponding to (1) the nunber of vowels s (2) the number

of high-frequency consonants, (3) the number of medium-Trequency con-
sonants, and (%) the nunber of low-frequency comsonants actually counted
in the message., If all four points of interseetion fall srithin the

ares, delimited by the respective curves, then the nunbers of vowels and
high-, medium-, and low-frequency consonants correspond with the numbers
theoretically expected in a normal plaintext message of the same length;
since the message under investigation is not plain text, it follows that
the cryptogram may certminly be classified as a transposition cipher. On
the other hand, if one or more of these points of intersection fall out-
8ide the area delimited by the respective curves, it follows that the
cryptogram is prcbebly a substltution cipher. The distance that the point
of Intersection falls outside the area delimited by these curves is a more
or less rough measure of the improbability of the eryptogram's being a
transposition cipher.

e, Somebimes a crypbogram is encountered which is hard to classify
with 'Eertain'ty even with the foregoing aids, because it has been con-
sciously prepared with a view to making the classification difficult,

This can be done either by selecting peculier worids {as in “trick crypto-
grems") or by employing a cipher alphsbet in which letters of approx=-
imgtely similar normal frequencies have been interchanged. TFor example,

E moy be replaced by O, T by R, and so on, thus ylelding a eryptogram
giving external indications of being a transposition cipher but which is
really o substitution cipher. If the cryptogram 1s not too short, a close
study will usually disclose what has been done, as well as the fultility of
go simple a subterfuge.

10 In Charts 2 - 5, inclusive, the limits of the upper and lower curves
have been caleulated to include spproximately TO percent of messoges of
the various lenzths. ) ‘

11 7he expression 'the mumiber of ,.. theoretically expected to appear"
is often condensed to "the theoretical expectation of ...
expectation of ...

" or "the normal

1t
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f. TIn the majority of cases, in practical work, the determination of
. the closs to which a cipher of aversge length belongs casn be made from a

mere ingpection of the message, alter the cryptanalyst hos acquired a
Tamlliarity with the normel appearance of transposition and of substitu-
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‘Chart 2. Curves marking the lover and upper limits of
the theoretical amount of deviation from the nunber of vowels
theoretically expected in messages of various lengths.

(Sce subpar. 25d.)

tion ciphers. In the former case, hls eyes very speedily note meny high-~
Tecoizney letters, such as B, T, N, R, O, and S, with the absence of
low-Lrequency letters, such as J, K, Q, X, and Z; in the labter case, his
ewrrs just as quickly note the presence of many low-frequeacy letters, and
a corvasponding obsence of some of the high-frequency letters.
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B. Another rather guickly completed test, in the case of thé’ simpler
varieties of ciphers, 1s to look for repetitions of groups of letters. As ‘
will become gpparent very soon, recurrences of syllebles, entire wbrds and
short phrases constitute a characteristic of all normel plain text, Since
a transposition cipher involves a change ir the sequence of the letters
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Chart 3., Curves marking the lower and upper limits of
the theoretical amount of deviation from the number of high-
frequency consonants theoretically expected in messages of
various lengths. (See subpar. 25d.)

composing a plaintext message, such recurrences sre broken up so that
the cipher text no longer will show repetitions of more or less lengthy
sequences of letters. But if a cipher message does show many repetitions
and these are of several letters in length, say over four or five, the

Ll
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. conclusion is at once warranted that the cryptogram is most probebly a
substitution and not a trenposition cipher, However » for the beginner

in cryptanslysis, it will be adviaable to make the uniliteral frequency
distribu'bj:on, and note the frequencies of the vowels and of the high-,
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Chert b, Curves marking the lower and upper limits of
the theoreticel amount of deviation from the number of medium-
frequency consonents theoreticslly expected in messages of
verious lengths. (See subpar. 25d.)

medium-, and low-frequeucy consonants, Then, referring to Charts 2 to 5,
he should carefully note whether or not the observed frequencies for these
cotegories of letters fall within the limits of the theoretical frequen-
cles for a normal plaintext message of the same length, and be guided
accordingly. '
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h. It is obvious that the foregoing rule applies only kbo ci{whers
composed. wholly of leitters. If a nessage is composed. entirely of figures » ‘
or of arbitrary sigus and symbols, or of Intermixbures of letterd! ; figures
end other symbols, it is immediately apparent that the cryptogra *is a
substitution eipher. by
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Chart 5., Curves marking the lower and upper limits of
the theoreticel amount of deviation from the nunber of lowe
frequency consonants theoretically expected In messages of
various lengths, (See subpar. 25d.)

1., Finally, it should be mentioned that there are certain kinds of
cryptograms whose class cannot be determined by the method set forth in
subparagraph d above. These exceptions will be discussed in a subsequent
section of this text.12

12 Section X.
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' 26, Determining whuther a substitution cipher is monoalphsbetic or
non-monoalphabetic.~~8., It will be remembered that s monoalphebetic
substitution cipher i1s one in which a single cipher alphabet is employed
throughout the shole message; that is, o given plaintext letter is in-
variably represcnted throughout the message by one and the same letter In
the cipher text. On the other hand, a polyalphabetic substitution cipher
is one in which two or more cipher alphebets are employed within the same
message; that is, a given plaintext letter may be represented by two or
more different letters in the cipher text, according to some rvle govern-
ing the selection of the equivalent to be used in each case. From this
it follows that a single cipher letter may represent two or more different
plaintext letters. A similer situation prevails in the case of multi-
literal substitution, in which a particular cipher letier may counstitute
8 part of the equivalents for several pleintext letters, giving rise to
Phenonens. rescunbling those of polyalphebeticity.

b. It is easy to see why and how the appearence of the uniliteral
frequency distribution for a substitution cipher may be used to determine
whether the cryptogram is monoslphebetic or non-monoslphabetic in char-
acter. The normal distribution presents marked crests and troughs by
virtue of two circumstances, ¥First, the elementary sounds which the
symbols represent are used with greatly varying frequencles, 1t heing one
of the striking characteristics of every alphebetic language that its
elementary sounds are used with greatly varying frequencies A3 In the
second place, except for orthographic aberrations peculiar to certain

. languages (conspicuously, English and French) » each such sound is rep-
resented by the same synbol. It follows, therefore, that since in a
monoalphabetic substitution cipher each different plaintext letter
(zelementary sound) is represented by one and only one cipher letter
(zelementary synbol) , the uniliteral frequency distribution for such a
cipher message must 8lso exhibit the lrregular crest-and-trough appearance
of the normel distribution, but with this important modification--the
absolute positlons of the cresgts and troughs will not be the same as 88 in
the normal. That is, the letters scecompanying the crests and the troughs
in the distribution for the cryptogram will be different from those accom-
panying the crests and the troughs in the normel distribution, But the
marked irregularity or "roughness" of the distribution, that is, the
presence of occentusted crests and troughs, is in itself an indication
that each symbol or cipher letter always represents the same plaintext
letter in that eryptogram. Hence the general rule: A marked crest-and=-
trough appearance in the uniliteral frequency distribution for a given
cryptogram indicates thol & single cipher alphabet is involved and
constitutes one of the tests for a monoalphebetic substitution cipher.

c. On the other hand, suppose that in & cryptogram each cipher
letter represents several different plaintext letters. Some of them are
of high frequency, others of low frequency. The net result of such a

13 The student who is interested in this phase of the subject may find
the followlng refercnce of value: Zipf G.K., Selected Studics of the
. Principle of Relative Frequency in Leneuage, Caumbridge, Mass., 1932,

7
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siltuation, so far as the unlliteral frequency distribution for the .
cryptogram is concerned, is to prevent the eppearance of any marked
crests and troughs and to tend to reduce the elements of the distribution
to a more or less common level. This imparts a "flabttened out" appear-
ance to the distribution. For example, in a certain cryptoe;rs.m of
polyalphabetic construction, Kp=E Gg a0d Jp; Re=Ap, Dp, and Bp;

Xe=Op, Lp, and Fp. The frequencies Ke, Re, and Xp will be approx-
imately equal becouse the summations of the frequencies of the seversl
plaintext letters each of these cipher letters represents at different
times will be about equal. If this same phenomenon were true of all the
letters of the crypbogram, it 1s clear that the frequencies of the 26
letters, when shown by means of the ordinary uniliteral frequency dist-
ribution, would show no striking differences and the distribution would
have the flat eppearance of a typical polyalphabetic stbstitution eipher.
Hence, the general rule: The absence of marked crests and troughs in the
uniliteral frecuency distribution Indicates that a complex form of sub-
stitution is involved. The flattened-out appearance of the distribution,
then, is one of the criteria for the rejection of a hypothesis of mono~

alphebeticl* gubstitution.

d. The foregoing test based upon the appearance of the frequency
distribution is only one of several means of determing whether a sub-
stitution cipher is monoalphabetic or non-monoalphebetic in composition.
It can be employed in cases ylelding frequency distributions from which
definite comclusions can be &rawn with more or less certainty by mere
ocular examination, In those ceses in which the frequency distributlions ‘
contain Insufficient data to permit drawing definite conclusions by such
examination, certaln statistical tests can be applied. One of these
tests, called the ¢ (phi) test, warrants detalled treetment and iz
discussed in peragraph 27 below.

e. At this point, however, one additional test will be given be~
cause of its simplicity of spplication, This test, the A (lambda) or
blank-expectation test, may be employed in testing messages up to 200
letters in length, it being assumed that in messages of grester length
ocular examination of the frequency distribution offers 1ittle or no
difficulty. This test concerns the number of blanks in the frequency
distribution, that is, the number of letters of the alphabet which are
entirely sbsent from the message. It has been found from statistical
studies that rather definite “"lews" govern the theoretically expected
number of blanks in normal plaintext messages and in frequency distribu-
tions for cryptograms of differen’ natures and of wvarious sizes., The
results of certain of these studis have been embodied in Chart 6.

f. This chart contains two curves. The ome labeled P applies to the
average number of blanks theoretically expected in frequency distributions
based upon normal plaintext messages of the indicated lengths. The other
curve, labeled R, applies to the averege number of blanks theoreticelly
expected in frequency distributions based upon perfectly random assort-
ments of letters; that is, assoritments such as would be found by random

Tk Cf., Footnote 8 on page L0, ‘
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selection of letters out of a hat containing thousands of letters, all of
the 26 letters of the alphsbet being present in equsl proportions, each
letter belng replaced after a record of its selection has been made., Such
random assortments correspond to polyalphsbetic cipher messages in which
the number of cipher alphabets 1s so large that 1f unllitersl frequency
distributions are made of the letters, the distributions are practically

identical with those which are obtained by random gselections of letters
.out of a hat.

8
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Chart 6. Curves showing the average number of blanks
theoretically expected in distributions for plain text (P)
and for rendom text {R) for messages of various lengths.
(See subper. 26f.)

g+ In using this chart, one finds the polnt of intersection of the
vertical coordinate corresponding to the length of the message, with the
horizontal coordinste corresponding to the observed number of blanks in
the distribution for the message. If thils point of lntersection falls
cloger to curve P than it does to curve R, the number of blanks in the
message spproximates or corresponds more closely to the number theoreti-
cally expected in a plaintext message then it does to a rendom (ciphertext)
nesgege of the seme length; therefore, this is evidence that the crypto-
gram is monoalphebetic., Conversely, if this point of intersection falls
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cloger to curve R than to curve P, the number of blanks in the message ap-
proximates or corresponds more ciosely to the number theoret:.cally expected ‘
in a random text than it does to a plaintext message of the same lengthg
therefore, this ls evidence that the cryptogram is non-monoalphabétic.

27. 'The ¢ (phi) test for determining monoalphabeticity.~~a. fhe
student has seen in the preceding persgraph how it is possi‘ble to deter-
mine by ocular examination whether or not a substitution cipher is mono=~
alphabetic. This tentative determination is based on the presence_of a
marked crest-snd-trough sppearance in the uniliteral frequency distribu-
tion, and also on the number of blanks in the distribution. However, when
the distribution contains a small nunber of elements, ocular examination
end evaluation becomes incressingly dlfficult and uncertain. In such
cases, recourse may be had to a mathematical test, known as the ¢ test,
to determine the relstive monoalphsbeticity or non-monoalphaebeticity of
s distribution.

b. Without going into the theory of probability at this time, or
into the derivation of the formulas involved, let it suffice for the pre-
sent to state that with this test the "observed value of ¢" (symbolized
'by $¢o) is compared with the “expected value of ¢ random™ (¢y) and the

"expected value of ¢ plain" (¢p). The formulas are ¢p=.0385N(N-1) and,
for English military text, ¢p=.0667N(N-1), where N is the total number of
elements in the distribution.l> The use of these formulas is best illus-
trated by an example,

¢. The following short eryptogram with its accompanying unlliteral
frequency distribution is at hand: .

QCYCH ADSKS YZZQE CYKYK QZ2YSK

LSZAC TKFCX LKLKC ESZMX KISZX

Q!
sl

=il
mTHLI

Z
Y

Mlll
ShiHL

TUVW

&DHI )

FGHEIJ MNOP

|

D

=

B

15 The constant .0385 is the decimal equivalent of 1/26, i.e., the
reciprocal of the nunber of elements in the alphsbet. The constent 0667
is the sum of the squares of the probabilities of occurrence of the indi-
vidual letters in English plain text. These constants are treated in
detall in Military Cryptanalysis, Part II.
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¢o is ecalculated by applyinz the formula f£(f-1) to the frequency (f) of

each 1ette and” totalipg the result; or, expressed In mathematical
notation,10 ¢, =££(f-1). Thus,

£r =2 6121 11 831 3 61 356
ABCDEFGHIJKLMNOPQRSTUVWIXY
£r(f-1) =2 30020 00 5660 6 300 62030 188
For this distribution, ¢r: .0385N(N-1)=.0385 x 50 x 49 = ok, and

¢p= O66TN(N-1)=.0667 x 50 x 49 = 163.

Fow since ¢g, 188, is in fact greater than ¢p, we have a mathematical
corroboration of the hypothesis that the cryptogrem is s monoslphebetic
substitution eipher. If ¢o were nearer to ¢p, then the assumption would
be thet the eryptogrem is not a monoslphebetic cipher. If ¢g were just
belf way between ¢y snd ¢p, then decision would have to be suspended,
since ne further gtatistical proof in the matter is possible with this
parbiﬂu'l.a.r teat 1T

4. Two :t‘urbher examp'Les may be 11lustrated:

_____ —— ..E.. = -— ] N-25
HIJKLMNOPQRSTUVWXYZ
2 0 122 0 0 6 €5(r-1)=U2

-16 The more ususl mathemstical notation for expressing ¢o would be

Z

2. £4(f1-1), vhich is read as "the sum of all the terms for all integral
"i=A Z
values of f from A to Z inclusive, In turn, = £3(fi-1) would be expanded

iz=A

a8 £a(fa-1)+ ffa(ita-l)+fc(fc-l)+ e o o of7(fz-1). However, in the
interest of simplicity the notation % £(f~1) is employed; likewise, the
notations ¢y and ¢p are employed in lieu of the more usual E(¢r) and E(¢p).

17 Another method of determining the relative monoalphs.beticity of &
cryptogram is based upon coipering the index of coincidence (abbr, I.C. )
of the cryptogram under examination with the theoretical 1.C. of plain
text, The I.C. of & meBsage is defined as the ratlo of ¢o to ¢pn; thus,

in the exsmple shove, the I.C. is 183, which equals 2. The theoretical
“on

1.C, of English plain 'bext is 1.73 ’ which 1s 'bhe decimal equivelent of

qu.f. the ratio of the "plai cons'ba.nt“ ’co the "random constent”, The

g

I.C. of random text is 1, i.e., 20385,
= .0385
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(2) ABCDEFGHIJKLMNOPQRSTUVWXYZ .
0 002000600 02 00 O0026%f(£-1)=18

Since both distributions have 25 elewments, then for both
bp = 0385 x 25 x 24 = 21, and G e
¢p = L0667 x 25 x 24 = ko,

Hence distribution (1) is monoalphsbetic, while (2) is not.

e. The student must not assume that statisticel tests in cryptanal-
ysis are infallible or ebsolute in themselvesl®; gtatistical approaches
serve only as a means to the end, in gulding the snalyst to the most
probably fruitful sources of atta.ck. Since no one test in cryptanalysis
gives definite proof of e hypothesis (in fact, not even a battery of tests
gives sbsolute proof), =ll applicable statistical meens at the disposal
of the cryptanalyst should be used; thus, in examination for monoalphabet~
icity, the ¢ test, A test, and even other testsl9 could profitably be
employed., To illustrate this point, if the ¢ test is taken on the
distribution of the plaintext letters of.the phrase

A QUICK BROWN FOX JUMPS OVER THE LAZY DOG

______________ E o = e o o N=33 ‘
ABCDEFGHIJKLMNOPQRSTUVWXYZ
2 2 12 2 2 . £r(£-1)=20

“ép = b1y ¢p = 70

1t will be noticed that ¢o is less than half of ¢, thus conclusively
"proving" thst the letters of this phrase could not possibly constitute
plain text nor a monoalphsbetic encipherment of plain text in any len-
guage! The student should be gble to understand the cause of this
cryptologic curiosity.

18 The following quotation from the Indian mathematician P. C. Mahaw-
lenobis, concerning the fallibility of stetisties, is perticularly
appropriate in this connection: "If statistical theory is right, predic-
tions must sometimes come out wrong; on the other hand, if predictions
are always right, then the statistical theory must be wrong."- zg,,
Vol. 10, Part 3, p. 203, Calcutta, 1950,

19 One of these » the chi-square test, will be treated in a subsequent
text.,
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28. Determining whether a cipher alphsbet is standard (direct or

. revergsed) or mixed.--a. Assuming thet the uniliteral frequemcy distri-
bution for a given eryptogram has been made, and that it shows clearly
that the eryptogram is a substitutlion cipher end is monoslphsbetic in
character, a consideration of the nature of standard clpher alphabetszo
almogt makes it obvious how an inspection of the distribution will dis-
close whether the cipher alphebet involved 1s a standard cipher alphabet
or & mixed cipher alphabet. If the crests end troughs of the dlstribu-
tion occupy positions which correspond to the relative positions they
occupy in the normal frequency distribution, then the cipher alphsbet
is & stendard cipher alphabet. If this is not the case, then it is
highly probable that the exrypbtogram has been prepared by the use of a
mixed cipher alphebet. A mechanical test may be applied in doubtful
cages arising from lack of materlial available for study; Just what this
test involves, and an illustration of its application will be given in
‘the next section, using specific examples.

b. Of course, if it hes been determ_ned that a standard cipher al-
phabet is involved in a particular instance, it goes without saying that
at the seme time it mst have been found whether the alphabet is a direct
standerd or reversed standsrd cipher alphdabet. The difference hetween the
distribution of & direct sbtandard slphebet cipher and one of a reversed
standard alphebet cipher is merely a matter of the direction in which the
sequence of crests and troughs progresses-~to the right, as is done in
normally reading or writing the alphabet (A B C 3% Z), or to the left,
that is, in the reversed direction (Z #7 C B A). With a direct standerd

‘ cipher slphabet the direction in which the crests ard *+roughs of +he dis-
tribution progress is the normsl direction, from left to right; with a
reversed standard cipher slphabet this direction is reversed, from right
to left.

20 gee par. 12,
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UNILITERAL SUBSTITUTION WITH STANDARD CIPHER ALPHABETS

Paragraph
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Practical example of solution by the frequency methoGessssceceevesses 33
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Specisl remarks on the method of solutlon by completing the
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Value of mechanical solubtion as a short cub.cecsscacecccscccsconcses 36
Basic reason for the low degree of cryptosecurity afforded by

monoalphsbetic cryptograms involving standard cipher alphsbets... 37

29. Types of standsrd cipher alphsbets.--a. Standerd cipher
alphebets are of two types:

(1) Direct standard, in which the cipher component is the normal
sequence but shifted to the right or left of its point of coincidence in
the normal alphgbet, Example:

——
Plain: ABCIEFGHIJKIMNOPQRSTUVWXYZ
Cipher: QRSTUVWXYZABCDEFGHIJKLMNOP
——in

It is obvious that the cipher component can be spplied to the plain
component at eny one of 26 points of coincidence, but since the alphsbet
that results from one of these applications coincldes exsctly with the
normal alphsbet, a series of only 25 (direct standard) cipher alphsbets
results from the shifting of the cipher component,

(2) Reversed standard, in which the cipher component is also the
normal sequence but runs in the opposite direction from the normal.
Examples

e
Plain: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher: QPOUMIKJIHGFEDCBAZYXWVUTSR
D ——

Here the cipher component can be spplied to the plain compcnent gt any
of 26 pointas of coincidence s each ylelding a different cipher slphsbet,
There is in thid case, therefore, & series of 26 (reversed standard)
clipher slphsbets.
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b. It is often convenient to refer to or designate one of a series
of cipher alphsbets without ambigulty or circumlocution. The usual me-
thod is to indicate the particular alphebet to which reference 'is made by
citing a pair of equivalents in that alphsbet, such as, in the example
gbove, Ap=Qec. The key for the cipher alphebet just referred to, as
well as that preceding it, is Ap=Qe, and it is sald that the kez letter
for the cipher alphabet is Qg

e¢. The cipher alphsbet in subpar. a(2), sbove, is also a reciprocal
alghabet 3 that is, the cipher alphabet coutains 13 distinct palrs of equiv-
a.len'l.s vhich are reversible. For example, in the alphsbet referred ‘o,
..Q,c and @p=Ac3 Bp=Pc and Pp=Be, ete. The reciproclty exists through-
ou'b ‘the alphebet and 1s a result of the method by which it was formed.
(Reciprocal alphsbets may be produced by juxtaposing any bwo components
which are identical but progress in opposite directions.)

30, Procedure in encipherment and decipherment by means of uni-
literal substitution.,--a. ~ When a message is enciphered by means of
uniliteral substitution, or simple substitution (as it is often called),
the individual letters of the message text are replaced by the single-
letter equivalents teken from the cipher alphsbet selected by prearrange-
nment, Example:

Message: REIGHTEEN PRISONERS CAPTURFD
Encliphering alphsbet: Direct ste.m?.ard, Ap=Tc

Plain:  ABCDEFGHIJKIMNOPQRSTUVWXYZ
Cipher: TUVWXYZABCDEFGHIJKLMNOPQRS

Letter-for-letter encipherment:

EIGHTEEN PRISONERS CAPTURED
XBZAMXXG IKBLHGXKL VTIMNKIW

The cipher text is then regrouped, for transmission, inbo groups of five,
Cryptogram:

XBZAM XXGIK BLHGX KLVTI MNKXW

b. The procedure in decipherment is merely the reverse of that in
encipherment, The cipher alphsbet selected by prearrangement is set up
with the cipher component arranged in the normal sequence end placed above
the plain component for easse in deciphering., The letters of the crypto-
gram are then replaced by their plaintext equivalents, as shown below.

Cipher: ABCDEFGHIJKLIMNOPQRSTUVWXYZ
Plain: HIJKLMNOPQRSTUVWXYZABCDEFG

The message deciphers thus: '

Cipher: XBZAM XXGIK BIHGX KLVTI MNKXW
Plain: EIGHT EENPR ISONE RSCAP ‘TURED

The deciphering clerk rewrites the text in word lengths:
EICITEEN PRISONERS CAPTURED

—XRESTRICTED 56
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ce In subpar. 2, ebove, the ciyptogram was prepored in final form
for transmission by dividing the cryptographic text into groups of five.
This is generally the cas¢ in military communications involwving cipher
gystems, It promotes zce wacy in telegraphic transmission since an opera-
tor knows he must receive & definite nunber of characters in each group,
no more and no less, Also, uxc sually makes solubtlon of the messages by
unauthorized persons nore dilficult because the length of the words,
phrases, and sentences of the plain text is hidden., If the last group of
the cipher text in subpar, 30a had not been a complete group of five
letters, it might have been completed by adding a sufficient number of
mesningless letters (called mulls),

31, Principles of solubtion by constructlon and analysis of the
uniliteral frequency distribution.--a. The analysis of monoalphabetic
eryptograms prepared by the use of stenderd cipher alphsbets follows al-
mogt directly from a consideration of the rature of such alphsbets. Since
the cipher component of s stendard cipher alphobet consists elther of the
normal sequence merely displaced 1, 2, 3, « « « Intervals from the normal
point of coincidence, or of the normal sequence proceeding in e reversed-
normal direction, it is obvious that the uniliteral freguency distribution
for a cryptogrem prepared by means of such s cipher slphebet employed
monoalphebetically will show crests and troughs whose relative positilons
and frequencies will be exactly the same as in the uniliteral frequency
distribution for the plain text of that cryptogram. The only thing that
has happened is that the whole set of crests and troughs of the distribu-
tion has been displaced to the right or left of the position it occupies
in the distribution for the plain text; or else the successive elements of
the whole set progress in the opposite direction. .Hence; 1t follows that’
the correct determination of the plaintext value of the clpher letter
merking any crest or trough of the uniliteral frequency distribution,
coupled with the correct determination of the relative direction in which
the plain component sequence progresses, will result at one stroke in the
correct determination of the plaintext values of all the remeining 25
letters respectively marking the other crests and troughs in thst dis-
tribution, The problem thus resolves itself into a matter of selecting
that point of attack vhich will most gquickly or most easily lead to the
determination of the value of one cipher letter., The single word
identification will hereafter be used for the phrase “determination of
the value of & cipher letter"; to identify a cipher letter is o find
its plaintext value,

b. It 1s obvious thLat the easiest point of attack is to assume that
the letter marking the erest of greatest freguency in the frequency :
distribution for the eryptogram represents Ey., Proceeding from this
Initial point, the identifications of the remaining cipher letters merking
the other crests end troughs are tentatively made on the basis thet the
letters of the cipher component proceed in accordance with the normal

5T
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alphabetic scquence, either direct or reversed., If the actual frequency
of each letter marking a crest or a trough approximates to a falrly close ‘
degree the normal or theoretical frequency of the assumed plaintext
equivalent, then the initial identification Sc=Ep may be assumed to be
correct and thereflore the derived identificabions of the other cipher
letters also may be assumed to be correct.l If the original starting
point for essignment of plaintext velues is not correet, or if the direc-
tion of “reading" the successive crests and troughs of ‘the distribution

is not correct, then the frequenciecs of the other 25 cipher letters will
not correspond to or even approximate the normal or theoretical frequencies
of their hypothetical plaintext equivalents on the basis of the initial
ldentification, A new initial point, that is, a different cipher equiv~
alent, must then be selected to represent Ep; or else the direcction of
"reading" the crests and troughs must be reversed. This procedure, that
1s, the attempt to make the actusl frequency relations exhibited by the
uniliteral fregquency distribution for s given cryptorram conform to the
theoretical frequency relations of the normal frequency distribution in aa
effort to solve the cryptogram, is referred to technically as "fitting the
sctusl uniliteral frequency distribution for a cryptogram to the theoret-
icel uniliteral frequency distribution for normal plain text", or, more
briefly, as "fitting the frequency distribution for the cryptogram to the
normal frequency distribution", or, Still more briefly, 'Tibbing the 4is-
tribution to the mormal." in statistical work the expression commonly
employed in connection with this proecess of fitting sn sctiial Alstribu-
+ion to a theoretical one is "testing the goodness of fit." The goodness
of fit may be stated in various ways, msthematical in character.2

co In fitting the actual distribution to the normgl, it 1s neces=- .
sary to regard the cipher comporent (that is, the letlers A . + . Z marking
the successive crests and troughs of the distribulion) as partaking of
the nature of a eirele, thet 1s, s sequence closing in upon itself, so that
no matter with what crest or trough one starts, the spatial and frequency
relations of -the crests and troughs are constrnt, This manner of regard-
ing the clpher component as being cyelie in nature is valid because it
is obvious that the relative positions and frequencies of the ecrests and
‘troughs of any unilitersl frequency distribution must remain the same
regardless of what letter is employed as the initial point of the distwi-
bution. Fig. 5 gives a clesr picture of wvhat is meant in this connect=
ilon, as applicd to the normel frequency distribution.

1 The Greek letter © (theta) 1s used to represent a characher or
letter without indicating its identity. Thus, instead of the cilreum-
locution "eny letter of the plain text”, the symbol 6, is used; and for
the expression “any letter of the cipher text", the symbol ©, is used.

2 One of these tests for expressing the goodness of fit, the X (chi)
Yest, will be treated in Military Cryptanalysis, Part II.
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Figﬂre5.

4, In the third sentence of subparagrsph b, the phrase Yagsumed to
be correct” was advisedly cmployed in deseribing the results of the at-
tempt to £it the distribution to the normal, because the final test of
the goodness of fit in this connection (that is, of the correctness of
the essignment of values to the crests snd troughs of the distribution)
1s whether the consistent substitution of the pleintext velues of the ci-
pher charscters in the cryptogrem will yleld intelligible plsin text, If
this is not the case, then no matter how close the spproximetion between

. actual and theoretical frequencies is, no matter how well the actuel fre-
quency distribution f£its the normal, the only possible inferences are
that (1) either the closeness of the fit is a pure coincidence in this
case and that another equally good fit may be obbained from the same data,
or else (2) the cryptogram involves something more than simple monoslphs.e
betic substibtubion by means of a single standavd cipher alphsbet, TFor
example, suppose a transposition has been applied In addition to the
subatitution, Then, although an excellent correspondence between the
unlliteral frequency distribution and the normol frequency distribution
has been obtained, the substitution of the cipher letters by their assumed
eguivalents will still not yield plain text, However, aside from such
cages of double encipherment, instances in which the uniliteral frequency
distribution may be easily fitted to the normsl frequency distribution
end in which at the same time an attempted simple substitution fails to
yield intelligible text are rare, It may be said that, in practical
operations whenever the unilitersl frequency distribution can be made to
fit the normal frequency distribution, substitution of values will result
in solution; and, as a corollary, vhenever the uniliteral frequency
distribution cammot be made to £it the normal frequency distribution,
the cryptogram does not represent a case of simple, monoalphabetic
substitution by meens of a standard alphabet,

29
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32. Theorctical e le of solution.--a. The foregoing principles
will become clearer by noting the encryption and solution of a theoretical
exanmple, The following message 1s to be encrypted.

HOSTILE FORCE ESTIMATED AT ONE REGIMENT INFANTRY AND TWO PLATOONS
CAVALRY MOVING SOUTH ON QUINNIMONT PIKE STOP HEAD OF COLUMN NEARING ROAD
JUNCTION SEVEN THREE SEVEN COMMA EAST OF GREENACRE SCHOOL FIRED UPON BY
OUR PATROLS STOP HAVE DESTROYED BRIDGE OVER INDIAN CREEK.

b. First, solely for purposes of demonstrating certsin principles,
the uniliteral frequency distribution for this plaintext message is
presented in Figure 6, )

£ =~ =
= 2 = EE Ex B
EoERXEEERXE_~BEXTRER_EEEREL B
ABCDEFGHIJKLMNOPQRSTUVWXYZ
Figure 6,

¢. Now let the foregoing message be encrypted monoalphebetically by
the following standard cipher alphgbet, yielding the cryptogram shown
below and the frequency distribution showm in Figure 7,

Plain « -« «-ABCDEFGHIJKLMNOPQRSTUVWIXY
Cipher =~ -« GHIJKLMNOPQRSTUVWXYZABCDE

Plain - - - HOSTI LEFOR CEEST IMATE DATON ERGGI MENTI NFANT RYAND
Cipher - - NUYZO RKTUX IKKYZ OSGZK JGZUT KXKMO SKTZO TLGTZ XEGTJ

Plain - -~ - TWOFL ATOON SCAVA LRYMO VINGS OUTHO NQUIN NIMON TPIKE
Cipher « -~ ZCUVR GZUUT YIGBG RXESU BOTMY UAZWU TWAOT TOSUT ZVOGK

BN

Plain - - -~ STOPH EADCF COLUM NIBAR INGRO ADJUN CTION SEVEN THREE
Cipher - -~ YZUVN KGJUL IURAS TTKGX OTMXU GJPAT IZOUT YKBKT ZNXRK
Plain -~ - -~ SEVEN COMMA EASTO FGREE NACKE SCHOO IFIRE DUPON BYOUR
Cipher - YKBKT IUSSG KCOYZU IMXKK TGIXK YINUU RLOXK JAVUT HEUAX
Plain ~ - ~ PATRO ISSTO PHAVE DESTR OYEDB RIDGE OVERI NDIAN CREEK
Cipher - - VGZXU RYYZU VNGBK JKYZX UEKJH XOJMK UBKXO TJOGT IXKKQ
Cryptograia
NUYZO0 RXKLUX IKKYZ O0OSGZK JGZUT KXKXMO
SKT20 TLGTZ XEGTJ ZCUVR GZUUT YIGBG
RXESU BOTMY UAZNU TWAOT TOSUT ZVO0oQK
YZUVN KGJUL IURAS TTKGX O0OT7TMXU CGJIPAT
IZ0UT YXKBKT ZNXKX YXBXT IUSSG XKGgY&nyuyu
LMXKK PTGIXK YINUU RLOXK JAVUT HIUAZYX
VGZXU RYYZU VINGBK JKYZX UEXJH XO0OJMNK
UBKX0 TJO0OGT IXKKQ
RESTRICTED-
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2 x Z
-~ 2 - EE - 0=
2 = = B2 ZE B
EREL § Ex TZEZEZBEE_ EEZREBE ERER
ABCDEFGHIJKLMNOPQRSTUVWIXY?Z
. i Figire Te

d. Let the student now compere Figs. 6 and T, which have been su-
perimposed in Fig., 8 for convenience in examination. Crests and troughs
are present In both disbributions; moreover thelr relative positions and
frequencies have not been changed in the slightest particular. Only the
gbsolute position of the sequence as a whole has been displaced six
places to the right in FTig. 7, as compared with the sbsolute position of
the sequence in Fig. 6.

i~ = =~ B

o= = - B2 - =

B = \% = 2 E BB

BE SE=R - = e EEL O OBER L -
ExBZEREXRERBRBOEEEEBE BEBEEEEL-E !
%BCDEFGHIJKLMNOPQRSTUVWXYZ
°|'|’-I3!+“l‘ S

Q & Z = =

8 - S =X - = '

g = = s BE ., Bx=
BEL E ExXERXREEBREEBZRB_RZ2S
ABCDEFGHIJKLMNOPQRSTUVWIXY?Z

Figure 8,

e. If the two distributions are compared in detail the student will
clearly understand how easy the sclution of the cryptogram would be to one
who knew nothing sbout how it was prepared., For example, the frequency of
the highest crest, representing Ep in Fig. 6 is 28; at an interval of four
letters before Ep there is another crest representing Ap with frequency
16. Between A and B there is a trough, representing the medium-frequency
letters B, C, D, On the other side of E, at an interval of four letters,
comes asnother crest, representing I with frequency 14, Betueen E and I
there is another trough, representing the medium-frequency letters F, G, H.
Compare these crests and troughs with their homologous crests and troughs
in Fig. 7. In the latter, the letter XK marks the highest crest in the
distribution with a frequency of 28; four letters before K there is an-
other crest, frequency 16, and four letters on the other side of K there
is another crest, frequency 14, Troughs corresponding 4o B, C, D and F,
Gy Hare seen at H, I, J and L, M, N in Fig. 7. In fact, the two dis-
tributions may be made to coincide exactly, by shifting the frequency
distribution for the cryptogram six places to the left with respect to
the distribution for the equivalent plaintext message, as shown herewith,

—RESTRIETED- 61
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o~ = = =

s = = = = = Ex &

EE sSE .F LsEE. EEE_.  _
FxEEEREZFE_ cEEEREROERBRRBREBEL S
ABCDEFGHIJKLMNOPQRSTUVYVWXYZ

o = = &

E\ = - - - =

g = = = = 2 Ex E

E¥ sSE ¥ _sEE. EEE_.  _
ExEEEEETER o REBRBE_BRBEER. =
GHIJKLMNOPQRSTUVWXYZABCDEF

Figure9.

f. Let us suppose now that nothing is known ebout the process:of
encryption, and that only the cryptogram and its unilitersl frequency
distribution is at hand. It is clesr thab simply bearing in mind the
gpatial relations of the crests and troughs in a normal frequency dis-
tribution would ensgble the cryptanalyst to fit the distribublon to the
normal in this case, He would naturally Ffirst assume that Kg=Ep, from
which it would Tollow that if e direct standard alphsebet is involved,
Le=Fp,Mc=Gp, and so on, yielding the following (temtative) deciphering

alphabet:
Cipher - - =-ABCDEFGHIJKLMNOPQRSTUVWIXYZ "
Plain « - = UVWXYZABCDEFGHIJKLMNOPQRST

rd
g+ Now comes the final teskt %r fhese assumed velues are substi-
tuted in the cipher text, the plain text immedlately appears. Thus:

NUYZ0 RKLUX IKKYZ OSGZK JGZ2ZUT ebe,
HOSTI LEFOR CEEST IMATE DATON etec,

h. It should be clear, therefore, Llhat the initial selectlon of
Ge as the specific key (that is » to repredent Ap) in the process of
encryption has sbsolutely no effect uron the relative spatizl and
frequency relations of the crests and troughs of the frequency distri-
bution for the cryptogram. If Qq had been selected to represent Ap,
these relations would still remain the same, the whole series of crests
and troughs being merely displaced further to the right of the positions
they occupy when Ge=Ap.

33, Prectical example of solution by the frequency method,--
a. The case of direct standard alvhsbet ciphers.--~{1) The Tollowing
cryptogram is to be solved by applying the Toregoing principles:

NWNVH CAXXY BJCCJ LTRWP XDAYX BRCRX
WBNJB CXOWN FCXWB CXYYN CHABL XURVO

—RESTERICTED- . 62
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(2) From the presence of so many low-frequency letters such as B,
W, and X it 1s at once suspected that this is a substitution cipher. But
to 1llustrate the steps, that must be btaken in difficult cases in ordex %o
be certain in this respect, a uniliteral frequency distribution is con-
structed, and then reference is r—de to Charts 2 to 5 to note whether the
actual numbers of vowels, highe, meuiw.=~, end low~frequency consonants
fall inside or outside the areas S~1imited by the respective curves,

)

=FE_ _ _ = = Z_._ T ___EE=
ABCDEFGHIJXKXLMNOPQRSTUVWIXYZ
" Figure 10 &. a
Letter Froguonny | Fortion mth espt o sras
Vowels AEIQUY) 10 Outside, chart 1.
High-frequency Consonants (DNR S T) 12 | Outside, chart 2.
Medium-frequency Consonsnts BCFGHLMPVW)..__. 26 | Outside, chart 3.
Low-frequency Consonants (J KQ X Z) 12 | Outside, chart 4.
Total 60

(3) All four points falling completely outside the ereass delimited by
the curves spplicable to these four classes of letters, the cryptogran is
clearly s substitution eipher,

(4) The appearance of the frequency distribution, with marked crests
and troughs, indicates that the cryptogram is probebly monoalphsbetic. Ab
this point the ¢ test is applied to the distribution. The observed value
of ¢ is found %o be 258, while the expected value of ¢ plain and ¢ random
are calculated to be 236 and 136, respectively. The Tact that the ob-
served value is not only closer to bub greater than ¢p is teken as
statlstical evidence that the crypbogram is monoalphabetic. Furthermore,
reference being made Lo Chart 6 the point of intersection of the message
length (60 letters) and the number of blanks (8) falls directly on
curve P; this is additional evidence that the message is probebly mono-
alphabetic,

(5) The next step is to determine whether a standard or s mixed
cipher alphebet is involved. This is done by studying the positions and
the sequence of crests and troughs in the frequency distribution, and
trylng to fit the distribution to the normal,
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(6} The first assumption to be made is that a direct standard cipher
alphabet is involved. The highest crest in the distribution occurs over
Xeo Let it be assumed that Xo=Ep. Then Yo, Zey Acy « o o « ZFp, Op,

Hpy o o ¢ o, respectively; thus:

Cipher.o sl I K M
PlainessessH P R T

Figure 10b.

It may be seen quickly that the spproximation to the expected frequencies
1is very poor. There are too many occurrences of Jp, s Up and Fp and
too few occurrences of Ny, OE’ Rp, Sy, Tp and Ap. Moreover, if a substi-
tution is attempted on this basis, the fgllowing is cbtained for the first
two cipher groups:

Cipher.,....NWNVH CAXX
“Plain text*UDUCO JHEE

This is certainly not plain text end it seems clear that X; is not EP’ it
the hypothesis of a direct standard alphabet cipher is correct. A
different sssumption will have to be made.

(7) Suppose Ce=Ep. QGoing through the same steps_as before, sgain
no satisfactory results are obtained. Further trials3 are made along the
seme lines, until the assumption Ne=Ep is tested:

b4
F

Cipher.. e
Plainesese

Z
B
8

EFGHEITK ' i
VWXYZAB M

Figure 10c.

(8) The £it in this case is quite good; possibly there are too few
oceurrences of Ap, Dy, and R,e But the final test remalns: +trial of the
substitution alphabet on the cxryptogram itself, This is done and the
results are as follows:

C: N LT

P: ENEB CK

C: WBN cX

P: NS E TO

ENEMY TROOPS ATTACKING OUR POSITIONS EAST OF NEWTON, PITERS COL INF.

3Tt is unnecessary, of course, to write out all the alrhasbets and
pseudo~-decipherments, as shown above, vhen testing assumptions. This is
usvally done mentally,
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(9) It 15 alymys advisable to note the spaeific key. Tn this case
the correspondence between any plaintext letier ond its cipher eguivalent
will indiecote the key. Although other conventions are possible, end

equally velid, it is usual, hovever, to indicate the key by noting the
cipher equivalent ol Ay, In this case Ap=dg.

b. The case of reversed stondard slphabet ciphers.-~{1) Let the
Tollowing cryptogram and its frequency distribubion be studied.

FWFXL Q@SVVU RJQQJ HZBWD VPSUV RBQBY
WRFJR QVEWF NQVWR QVUUF QFSRH VIBWE
(2) The preliwinery steps 1llustroted above, under subpar. s (1)
to (4) inclusive, in counection with the test for class snd monoaolphebet-
fcity, will here be omitted, since they arc exsctly the sawe in nature,.

The result is ‘that the eryptogream is obviously a substitution cipher end
is monoalpbgbetic,

(3) Assuming that it is not known whether a direct or a reversed
stendard elphabet is involved, attemplts ere at once wade to Tit the fre~
quency distribution to the normel dlrect sequence, If the student will
try them he will soon find out that these are ungsuccessful, All this
takes bubt a few minutes.

(&) The next logical assumption is nov msde, viz., that the cipher
alphshet is & reversed standard alphabet. When on | this basis Fo 1s
essumed to be Ep, the distribution con readily be fitted to the normal,
practically every crest and trough in the actual distribution correspond-
ing to a crest or trough in the expected distribution.

Cipher....A
PloiNesesdd

e {lll
o gl

= i
= =
uQ

o il
3ol
o i |
= allf
on

o <l
= =l
= el
4l
=t

b
> el

X
Z

el

M
X

==
v il

0P
VU
l‘igurel_q._

(5) When the substitution is made in the cryptogram, the following
is obtained.

Cryptogramse o F W F XL QB8 VVYU JQQJd
Plain text...t NEMY TROOP ATTA

(6) The plaintext messasge is identical with that in subpor. a. The
specific key in this case is also A,2Je. If the student will compare the
frequency distributions in the two cases, he will note that the relative
positions and extents of the crests and troughs ere identicecl; they
merely progress In oppogite directions.
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c, General note on solution by the frequency method.-~In actual
Practice, the procedure of subpars. & and b are given a more rapid treat- ‘
ment than that just described, the practical treatment being based, not
on the initial finding of some single crest or trough, but rather on locat-
ing the more readily~discernible clusters of crests which usually sppear
in o distribution, such as the distinctive crest-patterns representing
"AeseBEaooI" and "RET", These crest-potterns are searched for, with a
gulck scanning of the distri'bution, and then the relative placement with
respect to each other is tested to see if 1t conforms to ‘the expectetion
for a direct stenderd cipher alphsbet, and, 1f not, then for a reversed
standard cipher alphsbet. During this 1atter step, vhich consiste of
little more than counting in one direction and then (vhen necessary) in
the other, the blank (or nearly-blank) expectation of "JK" followed by
the characteristic curve for "LMNOP" and the blank "Q" are considered,
es &g means of elther substantiating or invalidating the original
"1dentification" of the crests,

3ll Solution by completing the plein-component sequence,--
8. The case ol direct standerd alphabet ciphers,~~{1) The foregoing
method of analysis, involving as it does the construction of a upilitersl
frequency distribution, was termed & solution by the frequency method
because it involves the construetion of a frequency distribution and its
study. There is, however, another method which is much more rapid, almost
wholly mechanical, and which, moreover, does not necessitate the con-
structlion or study of ony frequency distribution vhatever. An under-
standing of the method follows from a consideration of {1he method of
encipherment of a message by the use of a single, direct standsrd clpher
alphabet,

(2) Note the following encipherment:
Messageem~~~ TWO CRUISERS SUBRK
Eneiphering Alphabetb

DEFGHIJKLMNOPGQ
JKLMNOPQRSTUVVY

Encipherment

Plain texteews- TWO CRUISER
Crypbogrofe~e~e Z CU I XAOYKX

Cryrtapren
ZCUIX AOYXX YYATQ

(3) The erciphering alvhsbet shoun chove represents a cose wrerein
the sequence of leJters of both componenis of the cipher alplwbhes ig the
normal sequencc, with the sequence forud~: the c:Ll,ner corponest Lverely
shifted six places 4o the left (or 20 © bjticrs +o the right) of the
position it ccecupies in the normal r.u.;_cl* ‘ret, TF, tlerefcre, twd ctrips

Plaineeeme A
Ciphereww~ G

BC
HI
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of paper benring the letters of the normzl sequence, cqually spoced, are
regoxrded as the two componenks of the ciplhier alphdbet and are jJuxtaposed
at all of the 25 possible points of coincidence, it is obhvious that one
of these 25 juxtapositions must correspond to the actual juxbtoposition
shown in the enciphering slpbabe’ directly shove ."l It is cqually obvious
that il a record were kept of the ic:zlts obbained by applying the values
given at ecach Jjuxtaposition to the letters of the eryptogram, one of these
results would yield the plain text of the crypbtogranm,

(4) Iet the work be systematized and the results set down in emn
orderly memner for exomingtion, It 1s obviously umneccssaxry to juxtapose
the two components so that Aq=A., for on the assumption of a direct stan-
derd alphobet, juxteposing two direct normal components at their normal
point of coincidence merely yields plain text. The next possible juxta-
position, therefore, is Ac=Bp. Let the juxteposition of the two sliding
strips therefore be Ag=Byp, as shown here:

PloiNermmaen—mne= ABCDEFGHIJKIMNOPQRSTUVWXYZ
Ciphereeremmmn~ee ABCDEFGIIJKIMNOPQRSTUVWXYZABCDEFGHTIKIMIOPQRSTUVWYZ

The values given by thls juxtaposlition are substituted for the letters
of the cryptogram and the following results are obtained.,

Cryptograf-mmmmmmmeer- ZCUIX AOYKX YYATQ
1ot Test--"Pioin text" ADV I Y BPZLY ZZBUR

This certainly is not intelligible text; obviously, the two components
were not in the position indicated in this first test. The plain
component is therefore slid one interval to the left, making Ac=cp, and.
g second test is made, Thus

" PlaiNesmenccacnes ABCDEFGHIJKILMNOPQRSTUVWXYZ
Ciphere--eceu=wae. ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKIMNOPQRSTUVWXYZ

Cryptogrotemmemememaae ZCUIX AOYKX YYATQ
24 Test--~"Ploin text"' BEWK Z CQAMZ AACVS

0
Q
Neither does the second test result in disclosing any plein text. But,
i1f the results of the two tests are studied a phenomenon that at first

seems quite puzzling comes to light. Thus, suppose the results of the
two tests are superimposed in this fashion.

Cryptogralemmrmume=m-= Z C YT X AOYXKX YYATQ
ist Test--"Plain text" ADVJY BPrZLY ZZBGUR
24 Testw-="Plain text" BEWKZ CQAMZ AACYVS

0 One of the strips should bear the sequence repesbed., This permits

Juxtaposing the two sequences at all 26 possible points of coincidence
go as to have a complete cipher alphabet showing at all times.
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(5) Note what hos happened. The net result of the two experiments
was merely to continue the normal sequence begun by the cipher letters at .
the heads of the colunms of letters. It is obvious that 1f the normal

sequence is completed in each column the results will be exaectly the same

as ‘though the whole set of 25 possible tesbs had setually been performed.

Let the columms therefore be coupleted, as shown in Fig. 1l.

N
Q
<
H
4
=
o
=
=

A
B
c
D
E
F
. G
H
I
J
X
L
M
N
0
P
Q
R
)
*T

U

A

W

X

h 4

UeopNHKMXE<dH R RNoWOR RO RgH D QEEY
HnbowWosERrRagHEHOHEBEU QWS NG MK <
HoERBUQEdrNKdKSddnwogog 2R
SN<cdnbdomoEErRugHbOaEEUOD QWD NK
MHIJddHNBOHOERErRurHbEaosEY QW
HEzrRgHEOEFDQE P NN <d<dEnwo o
HEa<dHnwoRoOoOEZEHrRgHEOEBEHUDQE >N
GHHOREREBUOOQUPNKNE<SdHLRDO WO R
SddnOoHOoOERUrRgHEOEE GO QW > N KX
MHE<dHOwoOWoERtHRgHMEOEEC QW > N
MNa<dHOwoWoREREHNRgHEAHEHO QW Nl
NHME<HOOONHNOEEHRyHE O HUY Q Wi
nNwowoHEHRGHEQEEUOQEENK M S<dgR
HoERHRyHEHHEHEBEHODQE P NKMXa <cdHEn 9o

Figure 11.

An examinabtion of the successive horizontal lines of the disgram discloses
one and only one line of plain text, that marked by the asterisk and read-
IngTWOCRUISERSSUNK,

(6) Since each colummn in Fig, 11 is nothing but a normazl sequence,
it is obvious that instead of laboriously writing down these columns of
letters every time a cryptogram is to be excomined, it vwould be more con-
venient to prepare e set of strips each bearing the normsl sequence
doubled (to permit complete coincidence for an entire alphshet at any set-
ting) ; and have them avsilable for exsuwining any future crynbtograms. In
using such @ set of sliding strips in order to solve a eryptogram prepared
by means of a single direct standard cipher alphabet, or to 1wke a test to
determine whether a cryptogram hes been so prepared, it is only necessaxry
to "set up" the letters of the cryptogram on the strips, thet is, alisn
then in a single rouv across the strips (by sliding the individual strips
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up or dowm). The successivo horizontal lines, called geperotrices (cin-

' gulax, {*enereﬂ-mx) s are then exemined 1n o scarch for intelligible text.
If the cryptogram really belongs to this simple type of cipher, one of
the generatrices will ezhiblt Intelligible text all the woy across; this
text vill practically invorisbly te the plain text of the nesssge. This
method. of analysis may be tarwed o s0i2t lon by commleting the plaine
conponent scquence, Sometimes it is reflerred to as "rwmins down" the
sequence, The principle upon which the method is based constitutes one
of the cryptanalyst's most valugble tools.

b. The case of reversed stondard alphsbets,~-(1) The method describ-
ed under subpar. a moy also bc applied, in slightly modified form, in the
case of & cr;yptogram enciphered by a single reversed standard salphshet.

The basic principles are identical in the two ceses, @s will now be demon~
strated.,

(2) Let two sliding components be prepared as before, except that in
this case one of the components must be a reversed normal sequence, the
other, a direct normal sequence, -

(3) Iet the two components be juxtaposed A to A, as showm below,
end then let the resultant velues be substituted for the letters of the
cryptogranm, Thus:

CRYPTOGRAM
NKSEP MYOCP OOMTW
Plaine—aeacewe = ABCDEFGHIJKLMNOPQRSTUVHXYZ
. Ciphereaermnwees ZYXWVUTSRQPONMLKI TIGFEDCBAZYXWVUTSRQPONMLKJ THGFEDCBA

Cryptografecemaenam==- K SEP MYOCP OOMTUW

16t Test—-"Ploin text" N Q LWL OCHIL HMOBRE

() This does not yleld intelligible text, and therefore the revers-
ed component is slid one space forwvard and a second test is made, Thuss

Plain-smeeee- ——— . ABCDEFGHIJKIMNOPQRSTUVWXYZ
Cipher-==muu= -—m ZYXWVUTSRGPONMLK I THGFEDCBAZYXWVUTSRQPONMLKI THGFEDCBA
Cryptogrem-veeaseencae NKSE® MYOCP OOMTV
2d Teste--"Plain textT O RJ A M PDNZM NUPIEF

(5) Neither does the second 'test yield intelligible text. Bubt let
the results of the two tests be superimposed., Thus:

Gryptogram—--- -------- NKSEP MYOCP OOMTV
1st Test--"Plein text” N Q LW L OCHIL MNMOGCUE
2d Test---"Plain text" ORJ XM PDNZM NNPFPIT

2 Pronounced: jeén Er-8-tri‘s8z and jn Tr-8%%rY¥ks, respectively.

6 A set of heavy paper strips, suitable for use in commlebing the
ploin-component sequence, has been prepared for use as a training aid in
connection with the cowrses in Military Cryptanalysis.
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(6) It is seen that the letters ~f the "plain text" given by the
gecond trial are merely the continuments of the normal sequences initiated ‘
by the letters of the "plain text" given by the first trial. If these
sequences are "run down"--that is, completed within the columns--the
resulte muast obviously be the same as though succesasive tests exactly
similar to the first two were applied to the ecryptogram, using one
reversed normal and one direct normsl component. If the cryptogram has
really been prepared by means of a single reversed standard alphsbet,
one of the generstrices of the diagram that results from completing the
sequences must yleld intelligible text,

(7) ILet the disgram be msde, or better yet, if the student has
already at hand the set of sliding strips referred to in footnote 6 to
page 69, let him "set up" the letters given by the Tirst trial, Fig. 12
shows the dlagrem and indicates the plaintext generatrix.

NKSEPMYO

EHWQHMQ%MUQ&?NMN2<¢$mw@moz
HoERHRGHEQHEBUQE PNKME<AaEnNO
HoHEOQEPNKKESaEBNEOoOMOE ZHEGH
<dHuODONOERHRUuHEOQEHUQW > Ni1¢ b=
NuyHHEEHODQUEPEPNKMAa<dadnxdodoY 2 H
BRHRGHEOEHBUQEPNRXE<SGHOTHO KO
HWeNdHdaEddrbdodo=E2rRagHOQEEOOQ
FRagHEQEHUDOQUW PP NKME<<cEHRODO WO =R
HNEdocHNDOWOERHMRuHEdeH D QY > N =<ie
AyHOQEHEBUDQWPPNHKXKI<dEOROoHOoZ = HA-
HfRuHEQEEUOQEPNRME<{dE Yo 9o = =o
FRyHOQEHBUODQUPNKKES<SEBn WO WO 2o
HrRAgHOdoHHUQUWPNKKE<dEdununo dol=
CHBUOOEPNKMXE<<dHOOO WO 2R H e
QPN MEdcdHRwoWOREEHRGHEQ =

Pigure 12,

(8) The only difference in procedurc between this case and the
preceding one (where the cipher alphgbeti uas a direct standard a.lphabe‘o)
is that the letters of the cipher text aprs first "deciphered" by means
of any reversed standard alphabet and then the columns are "yun dowm",
according to the normal AB C , . « Z sequence, For reasons vhich will
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become appareut very soon, the Tirst sbtep in this method is teehnically
termed converting the cipher letters into their Plain-component equiva-
lentg; the second step is the same es before, viz,, completing the plain-
component segquence,

35. Special remarks on the method of solubion by corpleting the
plain-con@onent SSQUENCE ¢==D.e The terms employed to designate the steps
in the solution set forth in par. 34b(8), viz., "converting the cipher
letters into their plain—componen-b equivalents" and "completing the plain-
component sequence", accurately describe the process, Their meaning will
become more clear as the sbudent progresses with the work. It may be sald
that whenever the conponents of a cipher alphsbet are known sequences, no
matter how they are composed, the dilficulty and time requ:i.red. ‘o solve
any cryptogram involving the use of those components is consldershly re-~
duced, In some cases this knowledge facilitates, and in other cases is
the only thing that makes possible, the solution of o very short cryptogram
that might otherwise defy solubtion. Iater on an example will be given to
11lustrate whet is meant in this regard.

b. The student should take note, however, of two qualifying expres-
sions thst were employed in a preceding parsgreph to describe the results
of the application of the method, It was stated that "one of the gener-
atrices will exhibit intelligible text all the way across; this text will
practically invarisbly be the plain text.” Will there ever be a case in
which more than one generabrix will yield intelligible text through its
extent? That obviously depends slmost entirely on the number of letters
that are aligned to form & generatrix. If a generstrix contains but a
very few letters, only five, for example, it maoy happen as a result of
pure chance that there will be two or more generatrices showing what
might be “intelligible text." Note in Fig. 11, for example, that there
are several cases in which 3-letter and l-letter English words (raD, COB,
MESH, MAPS, etc.) appear on generstrices that are not correct, these
words being formed by pure chance, But there is not a single case, in this
diagrem, of a 5-letter or longer word sppearing fortuitously, because
obviously the longer the word the smaller bthe probebility of its appear-
ence purely by chence; and the probability that two generatrices of 15
letters each will both yleld intelligible text along their entire length
1ls exceedingly remote, so remote, in fact, that in pra,c'hical cryptolozy
such a case may be congidered nonexistent,

ce. The student should observe that in reality there is no difference
whatsoever in principle between the two methods presented in subpers. a
end b of par, 34, In the former the preliminsry step of converting the
cipher letters into their plain~component equivalents is apparently not
present but in reality it l1s there, The reason for its apparent sbsence
is thet in thet case the plain component of the cipher alphsbet is ident-
ical in all respects with the cipher component, so that the cipher letters

1 A person with patlence and an inelinstion towvard the curiosities of
the science might construct a text of 15 or more letters which would yield
two "intelligible" texts on the plain-component completion diagram,
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require no conversion, or, rather, they sre idenmtical with the equivalents
that would result if they were converted on the basis AgmAn,. In fact, If
the solution process had been arbitrarily initiated by converting the ci-
pher letters into their plain-component equivalents at the setting Aa=0p,
for example, and the cipher component s8lid one interval to the right
therealter, the results of the first and second tests of par. 3la would
be as follows:

Crypogram=—mm=mm—=~ = ZCU
Tst Test--"Plain text --- N Q 1
R J

2d. Test~~="Plain text"-e~ 0

X
L

ul

Thus, the foregoing diegrem duplicates in every particular the diagram
resulting from the first two tests under par. 3h‘b. e Tirst line of cipher
letters, a second line of letters derived from them but showing externally
no re i, jonship with the first line, and a third line derived Lmmediately
from thc. gecond line by conbinuing the direct normal sequence. Thia maint
1s brought to attention only for the purpose of showing that a sir.ie,
broad principle is the basis of the general method of solution by complet-
ing the plair-corponent seguence, and once the studeul has “™Mis “Mrmly in
mind he will have no difficulby whetsoever in reelizing wher. 12 orineiple
is applicable, whet a powerful cryptanalytic tool it can ve, and vwhat
results he may expect from its application in specific instances.

d., In the two foregoing examples of the application of the prin-
ciple, the components were normal sequences; but it should be clear to
the student, if he has grasped what has been said in the preceding sub-
paragraph, -bha.t these components msy be mixed sequences which, if known

" (that 1s, if the sequence of letters comprising the sequences is knowmn to
the eryptanslyst), cen be handled just ss readily as can components that
are normal seguences,

e. It is entirely immaterlal at what points the plain and the cipher
components are juxtaposed in the preliminery step of converting the cipher
letters into thelr plain-component equivalents. TFor example, in the case
of the reverged alphshel cipher solved in par, 3h'b the two components
were arbitrarily juxtaposed to glve the value A.p-. , but they might have
been Juxtaposed at any of the other 25 possible points of coinecidence
without in any way affecting the finsl resulit, viz., the production of
one pleintext generatrix in the cogpletion diagram,

36. Value of mechanical solution as & short cut.--a. It is evident
that the very first step the student should ‘take in hils attempts to solve
an unknown crypbtogram that is obviously a substitution eipher is to try
the mechanical method of solution by conpleting the plain-component se-
quence, using the normal alphsbet, first direct, then reversed. This
takes only a very f{ew minutes and is conclusive in its results, It saves
the lgbor and trouble of constructing a frequency distribution in csse
the cipher is of this simple type. ZLater on it will be seen how certain
variations of this simple type may also be solved by the application of
this method., Thus, a very easy short cut to solubtion is afforded, which
even the experienced cryptanalyst never overlecoks in his first atbtack on
an unknown cipher,
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b. It Is important now to note that if neither of the two foregoing
attempts is succesgful in bringing ploin text o Llipght and the cryptogram
is quitec obviously monoalphabetic in character, the crypbanalyst is war-
ranted in assuming that the cryptogram involves a mixed cipher alphabet .8

37. Basic reason lor the low degree of . yptosccurity afforded by
monoalphobetic cryptograms involving stancerd cipher alphabels.--The
student has seen.that the solution of monoalphabetic cryptograms involving
standard cipher alphebets is a very easy matter. Two methods of analysis
were described, one involving the comstruction of a frequency distribu-
tion, the other not requiring this kind of tebulastion, being slmost mech-
anical in nature and correspondingly rapid, In the first of these two
methods it was necessary to make a correct assumption as to the value of
but one of the 26 letters of the cipher alphsbet apd the values of the
remaining 25 lebters at once became known; in the second method it was not
necessary to assume & Value for even a single cipher letter. The student
should understand what constitutes the basis of this situation, viz., the
fact that the two components of the cipher slphshbet are composed of knowm
sequences, What if one or both of these components are, for the crypt-
analyst, unknown sequences? In other words, what difficulties will con~
front the cryptanalyst if the cipher component of the cipher alphsbet is
a mixed sequence? Will such an alphasbet be solvable as a whole at one
gtroke, or will it be necessary to solve its values individually? Since
the determination of the value of one cipher letter in this case glves no
direct clues to the value of any other letter, it would seem that the
solution of such a cipher should involve considerably more anelysis and
experiment then has the solution of elther of the two types of ciphers so
far exemined. The steps to be teken in the cryptanalysis of & mixed-
alphsbet cipher will be discussed in the next section,

8 There is but one cther possibility, already referred to under
subpar. 31d which involves the case where transposition and monoalphebetic
gubstitution processes have heen applied in successive steps. This is
unusual, however, and will be discussed In its proper place. -
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SECTION VI ) -

UNILITERAL SUBSTITUTION WITH MIXED CIPHER ALPHABETS

i - ; Paragraph
Literal keys ond mumerical KeYSeeseseseeceesncscecascsscoseccnsscone 38
Types of mixed cipher alphabets......u...uuu.................... 39
Additionsl remarks on cipher alphebelsSceseessessascrsacsecncrsrsenes ho
Preliminary steps in the analysis of a monoalphebetic, mixed- .
B.l’phabe'h Cryp‘bogram...u..e...-.-....n.u.n.-uuouuunu.u hi
Prepa!‘a.‘tion OF the work sheebesscneescesteossvacceiisssasnscansncacis 1"2
Triliteral frequency Alstribubiongecceesoesssnscosvnnsecrsscsascoccss h‘3
Classifying the cipher letters into vowels and consonentSeecsceceess Bl
Further anslysis of the letters representing vowels snd consonants.. U45
Substltuting deduced values in the cryptogram.......a...'.-...-...... L6
Comple"bing the S0 UblONaessceccncecnsannsscesntsssonesetstsenacsossce ,+7
General remarks on the foregoing solublioNeecesssessescscccsscsncssnnce L8
The "probeble-~word" method; its value and epplicebilityececcesscseces U9
Solution of sdditional cryptograms produced by the same
COMPONENES sacaseeacsnnconsriosicccsstnoreacessssssrsbosscnsacoscns 50

Derivation of key WOXOB esnnnsoosetcssccanasssrscstssasnstsandsncsacass 51

‘ 38, TLiteral keys and numerical keys.--z&.. As has been previously
mentioned, most cryptosystems involve the use of a specific key to con-
trol the steps followed in encrypblng or decrypting a specific message
(see subpar. 9b). Such a key may be in literal form or in numerical form.

be It is convenient to designate a key which is composed of letters
as a literal key, As already mentioned, a literal key may consist of a
single letter, s single word, a phrase, & sentence, a whole peragrsph, ox
even a book; and, of course, it may consist merely of a sequence of let-
ters chosen gt random,

c. Certein cryptosystems involve the use of & numerical key, which
mey consist of a relatively long sequence of numbers difficult or impos-
gible for the average cipher clerk to memorize. Several simple methods
for deriving such secuences from words, phrases, or sentences have been
devised, and a numerical key produced by any of these methods is called a
derived numerical kev (as opposed to a key comsisting of randomly-selected

numbers ). One of the commonly-used methods consists of assigning numer-
ieal values to the letters of a selected litersl key in sccordance with
thelr relative positions in the ordinary alphsbet, as exemplified in the
following subparagraph.
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4. Let the prearranged key word be the word LOGISTICS., Since C,
the penultimste letter of the key word appeers in the normal alphsbet
before any other letter of the key word it is assigned ‘the nunber 1t

LOGISTICS
1

The next letter of the normal alphebet that occurs in the key word is G,
which is assigned the nunber 2. The letter I, which occurs twilce in the
key word, is assigned the number 3 for its firet occurrence and the num-
her I for its second occurrence; snd so on, The final result is:

LOGISTICS
562379418

This method of assigning the mubers is very flexible and varies with
different uses to which numerical keys sre put. It may, of course, be
applied to phrases or to sentences, so that a very long numerical key,
ordinarly impossible to remember, may be thus derived at will from sn
easily~-remembered key text.

€. As far as the cryptanalyst is concerned, the derivation of a
numerical key from a specific literal key is of interest to him because
this knowledge msy assist in subsequent solutions of cryptograms prepared
according to the seme basic system, or in identifying the source from
which the literal key was selected ~ perhaps an ordinary book, a magazine,
etc., However, it should be pointed out that in some instances the crypt-
enalyst may be uneware that a literal key has in fact been used as ‘the
besis for deriving s numerical key,

39. Types of mixed cipher alphsbetg.--a. It will be recalled that
in a mixed cipher elphobet the sequence of letters or characters in one
of the components (usually the cipher component) does not correspond to
‘the normal sequence, There are various methods of composing the sequence
of letters or elements of this mixed component, and those which are based
upon & scheme that is systematic in its nature are very useful because
they make possible the derivation of one or more mixed sequences from any
easily~remenbered word or phrase, and thus do not necessitate the carry-
ing of wrritten memorands. Alphabets involving a systematic method of
mixing are called systematically-mixed cipher alphsbets.

b. One of the simplest types of systematically-mixed cipher alphe-
bets 18 the keyword-mixed alphebet. The cipher component consists of a
key word or phrase (with repeated letters, if present, omitted alter
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their first occurrence)l, followed by the letters of the alphsbet in
their normal sequence (with letters already occurring in the key omitted
of course). Exemple, with GOVERNMENT ss the key word:

Plain:  ABCDEFGHIJKIMNOPQRSTUVWXYZ
Cipher: GOVEREMIABCDFHIJKLPQSUWXYZ

c, It is possible to disarrange the sequence constituting the
cipher component even more thoroughly by epplylvng s simple method of
transposition to the keyword-mixed sequence. Two common methods are
11Justrated below, using the key word TELEPHONY,

(1) Simple colummar transposition:

TELPHONY
ABCDFGIJ
EMQREUVW
Xz -

Mixed se)quence (formed by tramscribing the successive columms from left
to right):

PAKXEBMZI.CQPDRAFSOGUNIVYIW
(2) YNumerically-keved columnar transposition:
T T=1=3=6~2-5-4-8
TELPHONY
ABCDFGIJd
KMQRSUVYW
X2

Mixed sequence (formed by transcribing the columns in a sequence deter-
mined by the numerical key derived from the key word itself):

EBMZHFSICQNIVOGUPDRTAKXYJW

1 Mixed alphebets formed by including all repested letters of the
key word or key phrese in the cipher component were common in Edgar
Allsn Poe's day but are impractical because they are ambiguous, making
decipherment difflcult; an example:

Plain: ABCDEFGHIJKIMNOFQRSTUVWXYZ
(a) Alphebet for enciphering.-- Cipher: NOWISTHETIMEFORALLGOODMENT

Cipher: ABCDEFGHIJKIMNOPQRSTUVWXYZ

(b) Inverse form of (a), Plain: P VHMSGD QKAB OEF C
for decliphering,wevrcmmes L J RWIN I
: R X Tz
i)

The aversge cipher élerk would have considersble difficulty in decrypting

" & cipher group such as TOOET, each letter of which has three or more
equivalents, end from which the plaintext fregmwents (N)INIH., ..FT THI(S),
IT THI..., etc, can be formed on decipherment.

-
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8. The last two systemstically-mixed sequences are examples of
transposition-mixed sequences. Almost eny method of transposition may be
used to produce such sequences,

e. Another simple method of forming a mixed sequence is the deci~
nation method. In thls method, letters in *he normal alphsbet, or in e
keyword-mixed sequence, are “counted off" according to any selected in-
terval. As each letter 1s decimabted--that is, eliminated from the basile
gsequence by counting off--1t is entered in s separate list to form the
new mixed sequence. For exsmple, to form a mixed sequence by this method)
from e keyword-mixed sequence based on the key phrase SING A SONG OF
SIXPENCE with 7 the interval selected, proceed as follows:

Keyword-mixed (or basic) sequence:

SINGAOFXPECBDHJIKIMQRTUVWYZ

When the letters are counted off by T's from left to right, F will be the
firgt letter arrived at, H the second, T the third:

SINGAOFPXPECBDRJIJKLMQRYUVWYZ
123456712345671234567
These letters are entered In a separate list (F first, H second, T third,
and so on) and eliminated from the keyword-mixed sequence. When the
end of the keyword-mixed sequence is reached, return to ‘the beginning,
skipping the letters already eliminated:

SINGAOFXPECBDHEIKLYQRY

671234 567123 k567
The decimation-mixed sequence!

FRTTEMZPQNDWCVBSLXAGOKYJIRU

f. Practical considerations, of course, set & limit to the complex-
1tles that may be inbtroduced in constructing systemstically-mixed alphe~
bets., Beyond a certain point there is no object In further mixing, The
greagtest amount of mixing by systematic processes wlll give no more se=
curlty than thet resulting from mixing the alphebet by random selection,
such as by pubting the 26 letters in a box, thoroughly shaking them up,
and then drawing the letters out one at a time, Whenever the laws of
- chance operate In the construction of s mixed alphsbet, the probebility
of producing a thorough dlsarrangement of letters is very great. Random-
mixed alphabets glve more eryptographic security than do the less compli-
cated systematicelly-mixed alphsbets, becauvse they afford no clues to
positions of letters, given the position of a few of them, Thelir chief
disadvantege is thet they must be reduced to writing, since they cammot
readily be remembered, nor can they be reproduced at will from an easily-
remenbered key word.
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. 40. Additional remarks on cipher alphabets.--a. All cipher alpha-
bets may be classified on the basis of their arrangement as enciphering
or deciphering alphabets., An enciphering slphabet is one in which the
sequence of letters in the plain component coincides with the normal
sequence and is arranged in that manner for convenience in encipherment.
In a deciphering alphobet the sequence of letters in the cipher component
coincides with the normal, for convenience in deciphering. For example,
(1), below, shows s mixed cipher alphsbet arranged as an enciphering al-
phabet; (25 shows the corresponding deciphering alphsbet. An enciphering
alphabet and its corresponding deciphering alphsbet present an inverse
relationship to each other., To invert s deciphering slphsbet is to write
the corresponding encliphbering alphabet; to invert an enciphering alphebet
is to write the correspcnding decliphering alphabet.

Enciphering Alphabet

(1) Flain:  ABCDEFGALIKIMNOPQRSTUVWXYZ
1) Cipher: JKQVXZWESTRNUIOLGAPHCMYBDF

Deciphering Alphabeb

. Cipher: ABCDEFGHIJKIMNOPQRSTUVWXYZ
(2] Plain: RXUYHZQTNABPVLOSCKIJMDGEWF

b. A series of related reciprocal alphsbets may be produced by
Juxteposing at all possible points of coincidence two components which
are identlea.. but progress in opposite directions., This holds regardless
' of wvhether tlie componernts are composed of an even or an odd number of
elements., The following reciprocal slphsbet 1s one of guch = series of
26 alphabets: . - -

Plain:  HYDRAULICBEFGJKMNOPQSTVWXZ
. Cipher: GFEBCILUARDYHZXWVTSQPONMKT

A single or isolabed reciprocal alphsbet may be produced in one of two
weys:

(1) By constructing a complete reciprocel alphsbet by arbitrery or
random essignments of wvelues in pairs. That is, if AP is mede the
equivalent of Ke, then Ky is made the equivalent of Ag; if Bp is made Rg,
then Rg is mede B,, and so on. If the two components thus constructed
ere slld sgeinst each other no additional reclprocal slphsbets will be
produced.., - -

(2) By Juxtaposing a sequence comprising an even number of elements
against the same sequence shifted exactly half way to the right (or left),
as seen below:

ABCDEFGHIJKIMNOPQRSTUVWXYZ,
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKIMNOPQRSTUVWXYZ
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41. DPreliminary steps in the anelysis of a monoalphsbetic, mixed-
alphebet cryptogrem.--a. The student is now ready to resume his crypt-
analytic studies. Note the following cryptograms

SFDZF TOGHL PZFGZ DYSFF HBZDS GVHIF UPLVD FGQYVJ VFVHT GADZZ AITYD ZYFZJ
ZIGFT VIZBD VFHTZ DFXSB GIDZY VTXOI YVIEF VMGZZ THLLV XZDFM HIZATI TYDZY
BDVFH TZDFK ZDZzZJ SXISG ZYGAV FSLGZ DTHHT CDZRS VIYZD OZFFH TZATIT YDZYG
AVDGZ ZIKHI TYZYS DZGHU ZFZTG UPGDI XWGHX ASRUZ DFUID EGHTV EAGXX

b. A casuval inspectlion of the text discloses the presence of sev-
eral Tong repetitions as well as of many letters of normelly low [re-
quency, such as F, G, V, X, and Z; on the other hand, letters of normelly
high frequency, such as the vowels, and the consonants N and R, are rel-
abtively scarce. The cryptogram is cbviously a substitution cipher and
the usual mechanical tests for determining whether it 1s possibly of the
monoalphsbetic, standard-alphabet type are applied., The results heing
negative, s uniliteral frequency distribution is immediately constructed,
as shown in Figure 13, and the ¢ test is applied to it.
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Figure 13.

c. The fact that the frequency distribution shows very marked
crests and troughs indicates that the cryptogram is very probably mono-
alphabetic, and the results of the ¢ test further support this hypothesis,
The fact that the cryptogram has already been tested by the method of
completing the plein-component sequence and found not to be of the mono-
alphobetic, standsrd-alphabet type, indicates with s high degree of
probghility thet it involves s mixed cipher aolphabet. A few moments might
be devoted to making a careful inspection of the distribution to insure
that it cannot be made to £it the normal; the object of this would be to
rule out the possibility that the text resulting from substitution by a
standard cipher alphsbet had not subrcequently been transposed, But this
inspection in this case is hardly necessary, in view of ‘the presence of
long repetitions in the message.® (See subpar, 25g.)

by

2 his possible step is mentioned here for the purpose of msking it
clear that the plaine.component sequence completion method cannot solve a
case in vhich transposition has followed or preceded monoalphabebic sub-
stitution with standard alphabets. Cases of this kind will be discussed
in a later text, It is sufficient to indicate at this point that the
frequency distribution for such a corbined substitution-~transposition
cipher would present tre characteristies of a standard alphebet cipher
and yet the method of completing the plain-component sequence would fail
to bring out any plain text,
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d. One might, of course, attempt to solve the cryptogram by applying
the simple principles of frequency. One might, in other words, assume
that Ze (the letter of greatest frequency) represents Ep, De (the letter
of next grestest frequency) represents Tp, and so on. Lf the message
were long enough this simple procedure m?ght more or Jess quiekly glve
the solution., But the message is relatively short and many difficulties
would be encountered, Much time and effort would be expended unnecessar-
ily, because 1t is hardly to be expected that in a message of only 235
letters the relative order of frequency of the verilous cipher letters
should exsctly coineide with, or even closely approximate the relative
order of frequency of letters of normal plain text found in a count of
50,000 letters. It is to be emphasized that the beginner must repress
the natural tendency to place too much confidence in the generelized prin-
ciples of frequency and to rely too much upon them, It 1s far better to
bring into effective use certein other data concerning normal plain text,
such as digrephic and trigrephic frequencles,

L2, Preparation of the work sheet.--a. The details to be. considered
in this paragraph mey at first appear to be superfluous, but long expe~
rience hag proved that systematlzation of the work and preparation of the
dete in the most utilizeble, condensed form is most adviseble, even if .
this seens to teke considersble time., In the first place, 1f it merely
serves to avold interruptions and irritations occasioned by fallure to
have the data in en instaently available form, it will pay by saving mene
tel wear and tear, In the second place, especially in the case of com-
plicated cryptograms, painsteking care in these detalls, while it may not
elwasys bring sbout success, is often the factor that is of greatest
assistence in ultimste solution. The detalled preparation of the data
may be irksome to the student, and he may be tempted to avoid as much of
it as possible, but, unfortunately, in the early stages of solving a
cryptogram be does not know (nor, for that matter, does the expert always
know) Jjust which date are essential and which may be neglected. Even
though not 211 of the data mey turn out to hsve been necessary, as a gen-
eral rule, time is saved in the end if all the usual data are prepared as
8 regular preliminary to the solubtion of most eryptograms.

b. First, the cryptogram is recopied in the form of a work sheet.
This sheet should be of a good quality of paper so as to withsteand con-
gidergble erasure, If the cryptogram is to be copled by hand, cross-
section paper of —};-inch squares is extremely useful., The writing should
be in ink, end plain, carefully-made roman caplital letters should be used
in all cases 3 If the cryptogram is to be copled on a typewriter, the
ribbon employed should be impregnated with an ink that will not smear or
smudge under ‘the hand.

3 It is advisable to use, for this purpose, the system of standardized
manual printing adopted by Service commuicetlons personnel, The use of
this system, which is included in Appendix T, essures that work sheets
are completely legible, not only to the person preparing them, but to
others as well.
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c. The arrangement of the characters of the cryptogram on the work ’
sheet is a matter of considersble lmportence. ITf the cryptogrem as Tirst

obtained is in groups ol regular length (usually flve characters to &
group) and if the uniliteral frequency distribution shows the erypbogram
to be monoalphabetic, the charascters should be copied without regaerd to
this grouping. It 1s odvisable to allow one space between letters (this
is especially true for work sheets prepared on the ‘bypewriter), and to
write a constant nuwnber of letters per line, approximstely 25. At least
two spaces, prefersbly threc spaces, should be left between horizontal
lines, to allow room for multiple assumptions. Care should be taken to
avoid crowding the letters in any case, for thls is not only confusing to
the eye but also mentally irritating when later il is found that not
enough space has been left for making various sorts of masrks or indica-
tions, I the cryptogram Is originally in whet appears to be word lengths
(and this is the case, as a rule, only with the cryptograms of amateurs),
naturally it should be copied on the work sheet in the originsl group-
Ings.,” If further study of a cryptogram shows that some special grouping
is required, it 1s often best to recopy it on a fresh work sheet rather
than to sttempt to indlcate the new grouping on the 0ld work sheet.

d. In order to be able to locate or refer to specific letters or
groups of letters with speed, certainty, snd without possibility of con-
fusion, it is advisable to use coordinates applied to the lines and
columns of the text as it appears on the work sheet. To minimize possi-
bility of confusion, it is best to apply letters to the horizontal lines
of the text, nunbers to the vertical columns., In referring to a letter,
‘the horizontal line in vhich the letter is located is usually given first. .
Thus, referring to the work sheet shown below, coordinstes ALT designate
the letter Y, the 17th letter in the first line, The letter I is usually
omitbted from the series of line indicators so as to avold confusion with
the figure 1. If lines are limited to 25 letters each, then each set of
100 letters ol the text is auwtomatically blocked off by remenbering that
4 lines constitute 100 letters.

€. Above each character of the cipher text may be some indication
of the frequency of that cheracter in the whole cryptogrem., This indi-
cation may be the actual nunber of times the character oeccurs, or, if
colored pencills are used, the cipher letters may be divided up into three
categories or groups--high-frequency; medium-frequency, and low-frequency.
It 4s perhaps simpler, 1f clerical help is available, to indicate the
actual frequencies. This seves congtant reference to the frequency
tables, which interrupts the train of thought, and saves considerable
time in the end, since it enables the student better to visualize fre-
guency-patberns of words., In sny case, it is recommended that the fre-
guencies of the letters comprising the repetitions be inseribed over their

! In some erypbosystens, certain low-frequency letters are employed as
word senarators to indicate the end of a word; if the meaning of these
letters is discovered, it is tantamount to having the cryptogram in word
lenrths and thus the work sheet is made accordingly. See also in this
conmnection the treatment on word separators in Sectlon VII,
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respective letters; likewise, the frequenciles of the first 10 and last 10
letters should alsg be inseribed, as these positions often lend. themselves
readily to attack,’

£. After the special frequency distribution, explained in Par. h3
below, has been constructed, repetitions of digraphs end trigraphs should
‘be underscored., In so doing s ‘the student should be particularly wabtchful
for trigraphic repetitions which can be further extended into tetragraphs
and polygraphs of pgreater length. Repetitions of more than ten charsc-
ters should be set off by heavy vertical lines, es they indicabe repeated
‘phragses and are of considersble assistance in solution. If a repetition
continues from one line to ‘the next, put an arrow at the end of the under-
score to signal this fact. Reversible digraphs and trigraphs should also
be indicated by an underscore with an arrow pointing in both directions.
Anything which strikes the eye as belng peculiasr, unusuel, or significant
as regards the distribution or recurrence of the characters should be
noted. All these marks should, if convenient, be mede with ink so as not
$0 cause smudging. The work shee'b will now sppear as shown below (not
all the repetitions are underscored):

PR - -
- = - Ll —e—— . ~

- 12345078010111213141510171819202122232425

i 10 10 23 35 10 10 3 10 15 &5 & 36 10 10 35 23 X 10 6 19 16 & 3 23 10 -
A|SFDZFIOGHLPZFGZDYSPFHBZDS
—

10 16 15 22 19 5 5 &6 16 23 19 10 14 16 3 16 19 18 15 22 19 8 23 35 35
B{GVHTFUPLVDFGYVJVFVHTGADZZ

8 10 22 14 23 35 14 10 35 3 35 22 19 5 22 16 22 35 4 23 16 10 15 22 38
CIAITYDZYFZJZTGPTVTZBDYVYFHTZ
o >

2319 8 10 4 10 10 23 35 14 16 22 8 3 10 14 16 22 3 10 16 3 10 36 36
DIDFXSBGIDZYVTXOIYVTEFVMGZ?Z
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2215 5 5 16 8 35 23 19 2 15 22 35 8 10 22 14 23 36 M 4 23 18 10 15
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22 35 23 10 2 35 23 35 35 3 10 8 10 10 19 35 14 19 8 16 10 10 5 19 35
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23 22 15 15 22 1 23 35 2 10 18 22 14 35 23 8 35 10 10 15 22 35 8 10 22
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43, Triliteral freguency distributions,--a, JIn what has gone before,
a type of frequency distribubtion known as & unilitersl frequency distrie-
bution was used. This, of course, shows only the number of times each
individuael lctter occurs. In order to apply the normal digraphlc and
trigraphic frequency data (given in Appendix 2) to the solution of &
cryptogram of the type now being studied, it is obvious that the data
with resvcet to digraphs and trigraphs occurring in the eryptogram should
be conpilled and should he compared with the dats for normal plain text.
In order to accomplish this in suiteble manner, it is advisable to con-
struct a more con@rehengive form of distribution termed s trilitersl
frequency distribution.

b. Given a cryptogram of 50 or more letters and the task of deter-
mining what trigraphs sre present in the crypbogram, there are three ways
in which the data may be arranged or assembled. One may require that the
dete show (1) each letter with its two succeeding letters; ?u) each leb-
ter with its two preceding letters; (3) each letter with one preceding
letter and one succeeding letter.

c. A distribution of the first ol the three foregoing types may be
designated as a "triliteral frequency distribution showing two suffixes";
the second type may be designated as s "triliteral frequency distribution
showing two prefixes"; the third type may be designated s a "triliteral
frequency distribution showing one prefix and one suffix." Quadriliteral
and pentaliterel frequency distributions may occasionally be found useful.

d. Which of these three arrangements is to be employed at & specific
time depends largely upon what the daba are intended to show, For present
purposes, in connection with the solution of a moncalphebetic substitution
cipher employing a mixed alphabet, possibly the third arrangement, that
showing one prefix and one suffix, is most satisfactory.

e. It is convenient to use u--:i.nch cross-section paper for the con-
struction of a triliteral frequency distribution in the form of a distri-
bution showing crests end troughs, such as that in Figure it., In that
Tigure the prefix to each letter to be recorded is inserted in the left
half of the cell directly above the cipher letter being recorded; ‘the
sulTix to each letter is inserted in the right half of the cell directly
sbove the letter belng recorded; and in each case the prefix and the suf-
£ix to the letter being recorded occupy the same cell, the prefix being
directly to the Yeft of the sullix., The nunber in parentheses gives the
total frequercy for cach letter.

It is felt advisable here to distinguish between two closely related
terms, A triliteral distribution of AB C D E F would consider the
groups ABC, BCD, CDE, DE F; a trigraphic distribution would con-
sider only the tr:.granhs ABCeandDEF, (See also subpar. 23d.)
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L., The triliteral frequency distribution is now %o be examined with .
a view to ascertaining vhat digraphs and trigraphs oceur two or more
times in the cryptogram. Consider the pair of columns containing the
prefixes and suffixes to De in the digtribution, as shown in Fig, 1k,
Thlis pair of columng shows that the followlng digraphs appear in the
cryptograns

Digrephs based on prefixes Digraphs based on suffixes
(axrrangel as one reads up (arranged as one reads up
the colwm) the column)

zD, %D, VD, AD, YD, BD, Dz, DY, DS, DF, DZ, DZ, DV,
ip, ZD, YD, BD, ZD, ZD, DF, DZ, DF, DZ, DV, DF, DZ,
cp, 2), YD, VD, SD, GD, DT, DZ, DO, D%, DG, DZ, DI,
D : DF, DE

The nature of the triliteral frequency distribution is such that in find-
ing whet digraphs are present in the cryptogram it 1s immaterisl whether
‘the prefixes or the suffixes to the cipher letters are studied, go long
as one 1s consistent in the study. For example, in the foregoing 1ist of
digraphs based on ‘the prefixes to D,, the digrephs FD, 7D, ZD, VD, etc.,
are found; if now, the student will refer to the suffixes of Fo, Zo, Vo,
ete,, he will find the very same digraphs indicated., This being the case,
the question may be raised as to vhat value there is iIn listing both the
prefixes and the suffixes to the cipher letters. The answer is that by
so doing the trigrephs are indicated et the same time, For example, in
the case of Dg, the following trigraphs are indlicateds:

¥Dz, ZDY, ZDS, VDF, ADZ, YDZ, BDV, ZDF, IDZ, ZDF, YDZ, BDV, ZDF,
D7, ZDT, CDZ, ZDO, YDZ, VDG, SDZ, GDI, ZDF, IDE.

g« The repeated digraphs and trigraphs can now be found quite read-
1ly. Thus, in the case of D¢, examining the list of digraphs based on
suffixes, the following repetitions are noted:

DZ appears O times; DF gppears 5 times; DV appears 2 times

Examining the trigraphs with Dy as central letter, the following repeti-
tione sre noted:

ZDF eppesrs U times; YDZ eppears 3 times; BDV appears 2 times

h. It is unnecessary, of course, to go through the detailed proce-
dure set forth in the preceding subparagrephs in order to find all the
repested digrephs end trigraphs. The repeated trigraphs with D, as cen-
{ral letter can be found merely from an inspection of the prefixes and
sulfixes opposite D, in the distribution. It is necessary only to find
those cases 1n which two or more prefixes are ldentical at the same time
that the suffixes sre identical., For example, the distribution shows at
once that in four cases the prefix to D¢ is Z; at the same time that the
suffix to this letter is F,. Hence, the trigrsph ZDF appears four times.
The repeated trigrephs may all be found in this manner,
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L. The triliteral frequency distribution is now to be examined with ‘
a view to ascertaining vhat digraphs and trigraphs occur two or more
times in the cryptogram. Conslder the pair of colums contalning the
prefixes and suffixes to De in the distribution, as shown in Fig. 1.
This pair of columms shows that the following digraphs sppear in the

cryptograms:
Digraphs based on prefixes Digraphs based on suffixes
(arrangel ss one reads up (arrenged as one reads up
the colwm) the column)
FD, ZD, iD, VD, AD, YD, BD, Dz, DY, DS, DF, DZ, DZ, DV,
7D, ID, %D, YD, BD, 7D, ZD, DF, D7, DF, DZ, DV, DF, Dg,
7D, CD, Zd, YD, VD, SD, GD, o, DZ, DO, DZ, DG, DZ, DI,
7D, ID - DF, DE

The nature of the triliteral freguency distribution is such that in find-
ing whot digraphs are present in the cryptogram it 1s immaterisl whether
the prefixes or the suffixes to the cipher letters are studied, so long
as one is consistent in the study. For example, in the foregoing list of
digraphs based on the prefixes to D,, the digrephs ¥D, ZD, ZD, VD, etec.,
ere found; if now, the student will refer to the suffixes of Fo, Zg, Vo,
etc., he will find the very same digrephs indicated. This being the case,
the question may be raised as to vhat value there Is in listing both the
prefixes and the suffixes to the cilpher letters. The answer ia that by
so doing the trigraphs are indicated at the same time, For exemple, in
the case of D., the following trigrsphs are indicateds: .

¥DzZ, ZDY, ZDS, VDF, ADZ, YDZ, BDV, ZDF, IDZ, ZDF, YDZ, BDV, ZDF,
ZDpz, ZDT, CDZ, Zbo, YDZ, VDG, 8DZ, GDI, ZDF, IDE,
g+ The repeated digraphs and trigraphs can now be found quite read-

ily, Thus, in the case of De, examining the list of digraphs based on
suffixes, the following repetitions are noted:

DZ appears 9 times; DI gppears 5 times; DV eppears 2 times

Examining the trigraphs with D, as central letter, the following repeti-
tlons are noted:

ZDF eppears 4 times; YDZ sppeers 3 times; BDV appears 2 times

h. It is unnecessary, of course, to go through the detailed proce-
dure set forth in the preceding subparagraphs in order to find all the
repeated digraphs and trigraphs. The repeated trigrephs with Dy as cen-
tral letter can be found merely from an inspection of the prefixes and
suffixes opposite Do in the distribution, It is necessary only to find
those cases in which two or more prefixes are identical at the same time
that the suffixes are identical, TFor example, the distribution shows at
once that in four cases the prefix to Dg is Zy at the same time that the
suffix to this letter is Fo. Hence, the trigrsph ZDF appears four times,
The repeated trigraphs may all be found in this manner,
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i. The most frequently repeated digraphs and trigraphs are then
assenbled in what is termcd o condensed toble of repetitions, so as bo
bring this informotion rrominently before the eye. As a rule, Iin mes-
seges ol average length, digraphs which occur less than four or [ive
times, and trigraphs which occur less than three or four times may be
omitted from the condensed table as being relatively of no importance in
the study of repetitions. In the condensed tsble the Lfrequencies of the
individual letters forming the most important digraphs, trigraphs, etc.,
should be indicated.

. - _ - == -

W, Classifying the cipher Tottors ihto vowels and cONSONENES .-~
&. Before proceeding t0 & detailed snalysis of the repeated digraphs and
Trigraphs, a very inportant step can be taken whlech will be of assistance
not only in the analysis of the repetitions but also in the final solue
tion of the cryptogram. This step concerns the classification of the
high-~Trequency cipher letters inbo two groups--{1) those which most prob-
ebly represent vowels, and (2) those which most probably represent con~
sonants. For if the cryptanalyst can quickly ascertain the equivalents
of the four vowels, A, E, I, and O, ond of only the four consonants, N,
R, S, and T, he will then have the values of approximately two~thirds of
all the cipher letters that occur in the crypbogram; the velues of the
remaining lelbters can almost be filled in automatically.

b. The basis for the classificalion will be Tound to rest upon a
comparatively simple phenomencon: +the assoclational or combinstory be-
havior of vowels is, in general, quite different from that of consonants.
If an examination be made of Teble T-B in Appendix 2, showing the rela-
tive order of frequency of the 18 digraphs composing 25 percent of Eng-
lish 'belegraphic text, it will be seen that the letter E enters into the
confposmlon of 9 of the 18 digraphs; thet is » in exactly half of all the
cases the letter E is oune of the two letters forming the digraph. The
digraphs containing E are as follows: )

ED EN ER ES
IF RKE BSE TE VE
The remaining nine digraphs are as follovs:
) AT ND OR ST

o W TH
o TO

i+
¢. MNone of the 18 digrsphs is a combination of vowels. Note now
that of the 9 combinations with E, 7 are vith the consonants N, R, 8, and
T, one is with D, one is with V, and none 1s with any vowel. In other

words, Ey combines most readily wlth consonants but not with other vowels,
or even with itself. Using the terms often employed in the chemical ana-
logy, E shous a great "affinity" for the consonants N, R, 8, T, but not
for the vowels. Therefore, il the letters of highest frequency occurring
in a given cryptogram are listed, together with the number of times each
of them conblnes with the assumed cipher equivalent of Ep, those vhich
show considerable conbining power or alCinity for the cipher equivalent
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of Ep may be assumed to be the cipher equivalents of N, R, 8, Tp; those
vhich do not show any affinity for the cipher equivalent of Ep may be as-
sumed to be the cipher equivalents of A, I, O, Up. Applying these prin-
ciples %o the problem in hend, and examining the triliteral frequency
distribution, it is quite certain that Z¢=Ep, not only because Z, is the
letter of highest frequency, but also because it conbines with several
other high-frequency letters, such as Do, Fa, Ge, etc. The nine letters
of next highest frequency are: -

23 22 19 19 16 15 1k 10 10
Db T F G V H Y 8 I

Tet the conbinations these letters form with Z, be indicated in the fol-
lowing manner:

Nunber of times Z.
occurs as prefix---
Clpher Ietteremwum—a

Number of times Zg
occurs as suffix---

= = _ Z
(23) T(22) F(19) G¢(19) v(16) H(15) gr_(lh) s(10) 1(10)

2 = E

o MUl

i

4. Consider De. It occurs 23 times in the message and 18 of those
times 1t is combined with Zc, 9 times in the form ZeDe (=E@p), and 9 times
in the form DcZe (=6Ep). It is clear that Do must be a consonant. In
the ‘same way, consider Tc, which shows 9 combinations with Zg, 4 in the
form ZcTe (=ESp) and 5 in the form TeZe (=0Ep). The letter T appesars to
represent a consonent, as do also the letters Fe, Go, and ¥,. On the '

other hand, consider V., occurring in all 16 times but never in combina-
tion with Z¢o; it appears to represent a vowel, as do also the letters H,,
B¢, and Ig. So far, then, the following classification would seem logicals

Vowels Consonants
Zc(=Ep): Vc, Hc, SC) Ic Dcr Tc! Fc’ Gc: Yc

45, TFurther onalysis of the letters representing vowels and conso-
nants.--a, Op is usually the vowel of second highest frequency. Is it
possible to determine which of the letters V, H, S, I, is the cipher
equivalent of Op? Let reference be made again to Table 6 in Appendix 2,
where it is seen that the 10 most frequently occurring diphthongs are:

Diphthong I0 OU FA EI AT IE AU EO AY UE
Froquencyesmee hi 37 35 27 17 13 13 12 12 11

If V, 4, 8, I, are really the cipher equivalents of A, I, 0, U, (not
respectively), perhaps it is possible to determine which is vhich by
exemining the combinations they make among themselves and with Ze '('EEP) .
Let the combinations of V, H, S, I, and 7Z that occur in the message be
listed, There are only the following:

ZZo==lt VHp-~2 HH,~--1 HIo--1 IS.--1 SVa=-1

Z7%¢ is of course EF,. Note the doublet HH,; if H, is a vowel, then the
chances are excellent that Hyz0p because the doublets Ahy, Iy, UU,, are
practically non-existent, whereas the double vowel combination OOP is of
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next highest Irequency to the double vowel combination EEp. If HezOp,
then Ve must he I}g becavse the digraph VHe occwrring two times in the
message could hardly he AOp, or UOp, whereag the dipthong IO, is the one
of high frequency in English, So far then, the tentabive (because so far
unverified) results of the enalysis are ss follows:

ZomBp  HosOp ~ Veily
This leaves only two lebters, I, snd 8. (already classified as vowels) o
be separated into Ap and Up. Note the digraphs:

Hle=08p ~ ISo=66p Svc=eil::9
Only two alternstives are opens

(1) Bither Io=Ap and Se=Up,
(2) or To=Up and Sq=Ay.

If the first alternative is selected, then
Flo=OAp ISc=AUp SVosUTp
If the second selternative is selected, then

HIe=0Up  IS,ZUA,  SVe=AT,
The eye finds it difficult to choose between these alternatives; but sup-
pose the frequency values of the plaintext diphthongs as given in Table 6
of Appendix 2 are sdded for each of these alternatives, giving the follow-
ing: .

HIo=0A,, frequency valuez 7 HIo=0U,, frequency velue=3T
SVosUT,, frequency value=z 5 SVe=Alp, frequency velue=l7
ISc=AU£ s Trequency velue=z1l3 IS¢=UAp, frequency valuez 5

Totalewmaneux 25 Totalewewmas. 59

Mathematically, the second alternative eppears to be more probeble than
the first,! Let it be sssumed to be correct and the following (still
tentative) velues are now at hand:

Ze =EP He =0P Ve :IP Se =A.p IC =UP

b. Attention is now directed to the letters classified as consgo~

nantst How far is it possible to ascertoin their values? The letter Dg,
from consideratlons of frequency alone, would seem to be Ty, bubt its
frequency, 23, is not considerably greater than that. for @c. It is not

7 A more accurate gulde for choosing between the alternstive groups
of digraphs could be cobtalned through a consideration of the logarithmic
weights of thelr aessigned probebilities, rather than their plaintext
frequency values, These weights are given in Appendix 2, along with an
explanation of the method for thelir derivation; a detalled treatment of
their spplication is presented in Military Cryptenalysis, Part IX,
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much greater than thabt for Fo or G, wilh a freguercy of 19 each, Bub .
perhaps it 1s possible to ascerbtain not the valne of one letter alone btut

of two letters at one stroke. To do this onc may make use of a tebxa~

graph of considerable importance in English, viz., TIONp., ¥or 1f the

onalysis pertaining to the vowels is correcet, and 1f VE =I0,, then an

examinatblion of the letters immediately before and after the digraph VHa

in the cipher text might disclose both Tp ond N,. Reference to the text

glves the following:

GVHI FVIT,

" 6108y 6108y,
The letler Te follows VH. in both cases and very probably indicates that
Tc:NP s but as to vhether Ge or Fo equals Ty, cannot be decided. However,
two conclusions are clear: first, the letter D, is meither T, nor Np,
from which it follows that it must be either Ry or Sp; second, the let-
ters Ge and Vo must be either Ty and Sy, respectively, or Sy and 'l‘p,
respectively, because the only getragraphs usually found (in English)
conteining the diphthong I0p as central letters are SIONP and TION. .
This in turn means that as regards Dg, the latter cannot be either Rp or
8ps it must be Rp, a conclusion which 1s corroborated by the fact that
ZDc (=ERp) and DZe (=REp) occur 9 times each., Thus far, then, the iden-
tifications, vhen inserted in an enciphering alphebet, are 'as follows:

ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Cipher-wme~ 8 A v T H DGFI
F G

46, Substituting deduced values in the cryptogrem.--a. Thus fer the ‘
analysis has been almost purely hypothetical, for as yet not a single onc
of +the values deduced from the foregolng analysis has been tried out in
the cryptogram. It is high time that this be done, because the final
test of the validity of the hypotheses, assumptions, and identifications
made in any eryptographic study is, after all, only this: do these hy-
potheses, sssumptions, and identifications ultimately yield verifiable,
Iintelligible plain text vhen consistently epplied to the cipher btext?

b, Ab the present stage in the process, since there are at hand the
assumed values ol but 9 out of the 25 letters that gppear, it is obvious
that a continuous “reading" of the cryptogram can certainly not be expect-
ed from s mere Insertion of the values of the 9 letters. However, the
svbatitution of these values should do two things. First, it should
imrediately disclose the fragments, outlines, or "skeletons" of "good"
words in the text; and second, it should disclose no places in the text
where "“impossible" sequences ol letters are esteblished. By the first
is meant that the partially deciphered text should show the outlines or
skeletons of words such as may be expected to be found In the comuni-
cation; this will become quite clear in the next subparsgreph. By the
second is meant that sequences, such as "AOOEN" or "TNRSEIO" or the like,
obviously not possible or extremely unusual in normal Enslish text, mst
not result from the substitution of the tentative identificatlions result-
ing from the analysis, The appearance of several such exbremely unusual
or impossible sequences would bt once signify that one or more of the as-
sumed values is incerrect,
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Herc ave the results of substituting the nine values which have

been deduced by the reassoning based on a clagsifilcation of the high~

Ce
Trequency letters inbto vowels and consonants and the study of the nmenbers

ol the two groups:
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4. No impossible sequences are brought to light, and, moreover, ‘
several long words, nearly compleve, stand oub in the text, Note the

following poritions: .

The words are obviously OPERATIONS, NINE PRISOMERS, and AFTERNOON, The
velue Ge is clearly Tp ; that of Fp is Sp; and the following additional
values are certain:

Be :PP LC :Fp

47, Completing the solution.--a. Each time an additional value is
obtained, substitution is at oncc made throughout the cryptogram. This
leads to the determination of further values, in an ever-widening circle,
until all the identifications ore firmly and finally established, and
the message is completely solved. In this case the decipherment is as .

Tollows:
1 2 3 4 5 6 7 8 9 10 11 12 13 314 15 16 17 18 19 20 21 22 23 24 25

= e
la)
N
=1
(2]
N
o
<
n

b = R

= BN =23 EN WU

BN CH U< <M "0
O WA Z43 AN ON HN HN AN >0

o R
FA U cH BN QK HQ O 0

AN BN o WO = aM =239 om vy
QM AN H< > O H< EHN 09
NE Z249 249 aM 249 24 249 S @™
O O HEHN P> X Mo Ko H<g 3
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Message: AS RESULT OF YESTERDAYS OPERATIONS BY FIRST DIVISION THREE
HUNDRED SEVENTY WINE PRISONERS CAFTURED INCLUDING SIXTEEN OFFICERS ONE
HUNDRED PRTSOLERS WERE EVACUATED THIS AFTERNOON REMATHDER LESS OHE IUN-
DRED ''HLRTEEN WOUMDED ARE TO BE SEWNT BY TRUCK TO CHAMBERSBURG TONIGHT

b, The solution should, s a rule, not be consifered complete untll
an stlempt hes been made to dlscover all the elements underlying the gen-~
eral system aund the specific key to a message. In this case, there is no
need to delve furiher into the general system, for it is merely ome of
uniliteral substilubion with a mixed cipher alphsbet, Tt 1ls necessary
or advisuable, however, Lo reconstruct the cipher alphdbet because this
may give clues that later may become valuable,

¢, Cipher alphebets should, as a rule, be reconstructed by the

cryptanalyst in the Form of encn_gherm alphebets because they will then
usually be in the form in which the encipherer used -them. This is impor-
tant for two reasons. Tirst, if the sequence in the cipher comvonent
gives evidence ol system in its construction or if it yields clues point-
ing tovard its derivation from a key word or s key phrase, this may often
corroborate the identifications slready made and moy lead directly to
additional identifications. A word or two of explanation is advissble
here, TFor example, refer to the skeletonized enciphering alphsbet given
at the end of subpar. lle.

Plainemerewee ABCDEFGHEIJKLMNOPQR

STUVWXYZ
Cipherwmmmume S Z v TH DGF I
FG

Suppose the cryptanslyst, looking at the sequence DGFI or DFGI in the
cipher component, suspects the presence qf a keyword-mixed alphsbet.
Then DFGI is certalunly s more plausible sequence then DGFI, Examining
the skeleton ciphexr component more careI‘L,'tlly, he notes thet 8 « « o &
would allow for insertion of three of the missing letters UWXY, since the
letters T and V occur later, probebly in the keyword itself; further, he
notes that the key word probebly begins under Fp and ends in TH, making
it probasble that the TH is followed by AB or BC, This would mean that
either P, Qu*A, Be or B, Ce, Assuming that P, Qp=A, B, he refers to the
frequency distributiorn and finds that the assurptions Pp=A; and Q,¥B, are
not good; on the other hand, assuming that F, Qp=B, Cc, the frequency
distribution gives excellent corrcboration., A trial of these values
would materially hasten solution because it is often the case in crypt-
analysis that if the value of u very low~frequency letter can be surely
established it will yileld clues to other wvalues very guickly., Thus,

if Qp is definitely identified it almost invarisbly will identify Up, and
will give clues 1o the letter follovwing the Up, since it must be a vowel.
In the case under discussion the identification P, QprB, Cc would have
turned out to be correct, For the Toregoing reason an attempt should
always be mode in the early stages of the analysis to determine, if
possible, the basis of construction or derivation of the cipher alphabet;
as a rule this can be done only by means of the enciphering alphabet, and
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not the deciphering alphobet. For example, the skeletonized deciphering
alphebet corresponding to the enciphering alphabet directly ebove is as
follows:

Cipherwecwr=re ABCDEFGHIJXKLMNOPQRSTUVWIXYZ
Ploin~emm—amm~— R TsSO0U AN I B
ST

Here no cvidences of a keyword-mixed alphabet are seen at all., Iowever,
if the enciphering alphabet has been cxamined and shows no evidences of
systematic construction, the deciphering alphabet should then be examined
with this in view, because occasionally it is the deciphering alphebet
which shows the presence of a key or keying clement, or which has been
systematically derived from a word or phrase., The second resson vhy it is
important to try to discover the basis of construction or derivation of
the cipher alphsbet is that it affords clues to the general type of key
words or keying elements employed by the enemy. This is a psychological
factor, of course, and may be of assistance in subsequent studics of his
braffic. It merely glves a clue Lo the general type of thinking indulged
in by certain of his cryptogrsphers.

8. In the case of the foregoing solution, the complete enciphering
alphabet is found to be as follows:

Plainecm—w—na- ABCDEFGHIJKLMNOPQRSTUVVWIYZ
Cipher—=eemeaa SURYZLEAVNWORTHBCDFGIJEMP

Obviously, the letter Q, which is the only lelter not arpearing in the
cryptogranm, should follow P in the cipher componeni., Npte now that the
latter is based upon the keyword LEAVENWORTH, and that this particular
cipher slphabet has been cormosed by shifting the mixed sequence based
upon this keyword Iive intervals to the right so that the key for the
message 1ls Ap=Se .8 Note also that the deciphering slphsbet falls to gilve
any evidence of keyword construction based upon the word ILEAVENWORTH.

Cipher-wvewe-e ABC D E I‘GHIJKLMNOPQRSTUVWXYZ
Plainee—wemem- HPQRGSTOUVWFXJLYZMANBIKCDE

€. IT neither the enciphering nor the deciphering alphabet exhibits
characteristics which give indication of derivetion from & key word by
some form of mixing or disarrangement, the use of such a key word for
this purpose lis nevertheless not finally excluded as a possibility. Toxr
the reconstrvcetion of such wixed alphsabets the cryptanalyst must use
insenuity and a knowledge of the more common methods of suppressing the
sppearance of key words in the mixed alphabets., Several of these methods
are given detailed trestment in par. S1 belovw.

=~

L. Tt is very important in practical cryptanalytic work to pre-
pare @ technical surmary of the solution of a system., Step-by-step

8 s . .
It is usual practice to employ as the speclfic key the equivalent
of either Ay, or the equivalent of the first letter of the plain compo-
nent vhen this component is a mixed sequence.
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comnentaries should accompany an initial solution; the steps taken should
be jotted down as they are made, and at the end they should be corbined
into a complete résum® of the analysis. The résumf should be brief and
concise, yet comprehensive enough that et any future time the solution
may be reconstructed following the exact menner in which it was origi-
nelly accomplished, Assumptions of words, ete,, should he referred to
with work sheet line- and colwm~indicators, and should be couched in the
proper cryptologle language or symbols, A short exposition of the mech-
anies of the general system, enciphering alphsbets, enciphering diagrems,
etc., 88 well as all key words (bogether with their derivation) and spe-
cific keys should be included. On the work sheet there should bea ' .
letter-for-letter decryptment under the cipher text; the final plaintext
version spoﬁid be in word lengths, with eny errors or garbles corrected.
Nulls or indicators showing sentence separation, change of key, etc., may
be enclosed in parentheses, All work sheets and notes should be kept
together with the solution.

48, General remarks on the foregoing solubion.--a. The example
solved sbove is admittedly a more ar less artificisl 1lllustration of the
steps in analysis, made so in order to demonstrate genersl principles,
Tt was easy to solve because the frequencies of the various cipher let-
ters corresponded quite well with the normel or expected frequencies.,
However, all cryptograms of the same monoalphabetical nature can be
solved slong the same genéral lines, after a certain amount of experi-
mentation, depending upon-the length of the cryptogram, end the skill
and experience of the cryptanalyst,d

b. It 1is no cause for discouragement if the“student's initial
attempts to solve a cryptogrem of this type require much more time and
effort than were apparently required in solving the foregoing purely
11lustrative example, It is indeed rarely the case that every sssumption
mede by the eryptanalyst proves ln the end to have been corgyect; more
often it is the case that a good many of his initial assumptlions are in-
correct, and that he loses much time in casting out the erronecus ones,
The speed and facility with which this elimination process is conducted
is in many cases 21l that distinguishes the expert from the novice,

7 The use of monoslphsbetic svbstitution in modern military operstions
is exceedingly rare because of ‘the simplicity of solution, However, such
cases have occurred, and one rather illuminsting instance may he cited,
In an important commmicstion on 5 August 1918 » General Kress von ‘
Kressenstein used a siugle mixed alphsbet, and the intercepted radio mes-
sage wes solved &t Amerlcan GHQ very speedily., A day labter another mes-
sage, but in a very much more difficult cipher system, was Iintercepted
end solved. When translated, it read as follows:

"GHQ Kress:

The cipher prepared by General von Kress was at once solved here,
Its further use and employment is Fforbidden,

Chief Signal Officer, Berlin."
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¢, Nor will the sbudent always find thet the initial classification ‘
into Vowels and consonants can be accompllshed as easlly and quickly as
was apparently the case in the illustrative example. The principles in-
dicated are very gencral in their nature and applicebility, and there ave,
in addition, some other principles that may be brought to bear in case of
difficulty. Of these, perhaps the most useful are the following:

(1) In normal English it is unusual to find more than two consonants
in succession, each of high frequency. If in a cryptogram a succession
of three or four letters of high-frequency appear in succession, it is
practically certain that st least one of these represents a vowel, 10

(2) SBuccessions of three vowels are rather unususl in English,1l
Practicelly the only time this happens is when a word ends 1n two vowels
and the next word begins with a vowel 12

(3) When two letters already classified ss vowel-equivalents are
separated by a sequence of six or more letters, it is either the case
that one of the supposed vowel-equivalents is incorrect, or else that
one or more of the intermediate letters is a vowel-equivalent.l3

(4) Reference to Table 7-B of Appendix 2 discloses the following:
Distribution of first 18 digraphs forming 25 percent of English text

Nurber of consonant-consonsent digraphs-==-—smsmemmcemmenmes

Number of consonant-vowel Aigraphge--=--ssemescrcecucscomnees - 6

Number of vowel-consonant GlgraphS=eemesvemccewenmemwemnam—. § -
Nunber of vowel-vowel digraphg~re—maaremceancweemenenmmnees .

Digtribution of first 53 digraphs forming 50 percent of Fnglish text

Nutber of consonent-consonant digraphs--e--eetemcacea.w c———— 8

Number of consonant-vowel dlgraphsweee—ceea—- m———————— 23

Nunber of vowel-consonant digraphs-emewmumeceeseccewmereeee= 18

Nuniber of vowel-vowel digraphs~-ecec—cucecena e ————— L

10 Sequences of seven consonsnte are not impossible, however, as in
STRENGTH THROUGH,

11 Note that the word RADIOED, past tense of the verb RADIO, is coming
into usage.,

12 a sequence of seven vowels is not impossible, however, as in THE
WAY YOU EARN,.

13 ' :

Some cryptanalysts place & good deal of emphasis upon this principle as & method of locating the remaining

vowels after the first two or three have been located. They recommend that the latter be underlined throughout
the toxt and then oll sequences of five or more letters showing no underlines be studied attentively. Certain
letters which ocour in several such sequences are sure to be vowels. An arithmetiesl aid in the study is as follows:
Take a letter thought to be a pood possibility as the eipher equivalent of a vowel (hereafter termed a possible
vowel-equivalen!) and find the length of each interval from the possible vowel-equivalent to the next known (fairly
surely determined) vowel-equivalent, Multiply the interval by the number of times this interval is found. Add
the products and divide by the total number of intervals considered. This will give the mean interval for that
possible vowel-equivalent. Do the same for all the other possible vowel-equivalents. The one for which the
mesn is the greatest is most probably a vowel-equivalent. Underline this letter throughout the text and repeat
the process for locating additional vowel-equivalents, if any remain to be located.
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The latter tabulation shows that of the first 53 digraphs which form 50
percent of Fnglish text, W1 of them, that is, over 75 percent, ave com-
binations of a vowel with a consopsnt. In short, in normal English the
vowels and the high-frequency consonauts ere in the long run distributed
fairly evenly and regularly throughout the text,

(5) As a rule, repetitions of trigraphs in the clpher text are com~
posed of high~frequency letters forming high-frequeney combinetions. The
latter practically always contain at least one vowel; in fact, if refer-
ente is made to Teble 10-A of Appendix 2 it will be noted that 36 of the
56 trigrephs having a frequency of 100 or more contain one vowel, 17 of
them contain two vowels, and only three of them contain no vowel., In the
case of tetragraph repetitions, Teble 11~-A of Appendix 2 shows that no
tetragraph listed therein faills %o contain et leest one vowel; 27 of them
contain one vowel, 25 contain two vowels, end 2 contaln three vowels,

(6) Quite frequently when two known vowel-equivalents are separated.
by six or more letters ncne of which seems to be of sufficiently high
frequency to represent one of the vowels A E I 0, the chances are good
'l:ha.’c the cipher-equival«mt of the vowel U or Y is present.

d. To recapittﬂ.atn the genersl principles, vowels may then be dis~
tinguished from consonants in that they are usually represented by:

(1) high—frequency letters, ) - - d

(2) high-frequency letters which do not readily comtect each other;

(3) high-frequency lette'rs w'hich ha{re a grest variety of contact;

(4) high-frequency let’cers which haJ{e an affinity for low~-fregquency
letters (1.e. ; low-freguency plaintext chnsonants)

e. In the foregoing exsmple the emount of experimentation or "eut-
ting and fitting" was practically nil, (This is not true of real cases
as a rule.) Where such experimentation is necessary, the underscoring of
2ll repetitions of several letters is very essential, as it calls attent-
ion to peculierities of structure that often yleld clues.

" f. After a few basic assumptions of values have been made, if short
words or skeletons of words do not become menifest, it is necessary to
make further sssumptions for unidentified letters. This iz accomplished
most often by assuming & word. :} Now there are two places in every mese-
sage which lend themselves more readily to successful attack by the assump-
tion of words thar do any other places--the very beginning and the very
end of the message. The reason is quite obvious, for although words may
begin or end with almost any letter of the alphgbet, they usually begin

——

. "'This process does not involve anything more mysterious than ordinary, logicaf reasoning; there is nothing
of the subnormal or supernormal about it. If cryptanalytic success seems o require processes akin to those of
medieval magie, if “hocus-pocus” is much to the fore, the student should begin to look for items that the claimant
of such success has carefully hidden from view, for the mystification of the uninitiated. Tf the student were to
adopt as Ins personal motto for all his eryptanalytic ventures the quotation (from Tennyson’s poem Columbus)
appearing on the back of the title page of this text, he will frequently find “short euts” to his destination and will
not too often be led asiray!
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and end with bub e few V&FY domién digrsphs end trigrephs. Very often ‘
the assoclation of letters in peculisr combinations will ensble the stud-

ent to note where one word ends and the next begins. For exasmple suppose,

E, N, 8, ond T have been definitely identified, and a sequence like the

following is found in a cryptogram:

s » s ENTSHNE.,. ..

Obviously the break between two words should fall either sfter the S of
ENTS or after the T of E N T, so that two possibilities are offered:
..-ENTS/NE...,OI‘...ENT/SNE.... Since in
English there sre very few words with the initial trigraph 8 N E, it is
most likely that the proper division is . « .ENTS /NE .. ,. OF
course, when seversl word divisions have been found, the solution is
more readily achleved because of the greater ease with which assunptlons
of additional new values may be made.

&+ Although o considersble amount of detalled treatment has been
devoted to vowel-consonant analysis, it is felt advissble again to caution
the student ageinst the natural tendency to accept without question the
results of any one cryptanalytic technique exclusively, even one such as
vowel-consonant shalysis which seems quite scientific in character,

L9, The “"probable-vord" method; its value and applicebility.--a. In
practically all cryptanalytic studies, short cuts can often be made | by
assuming the presence of certaln words in the message under study. Some
writers altach so much value to this kind of an "attack from the rear"
that they practically elevate it to the position of a method and call it '
the "intuitive method" or the "probeble-word method." It is, of course,
merely o relinement of what in everyday language is called "“assuming" or
"guessing" a word in the message, The value of meking o “good guess" can
hardly be overestimated, and the cryptanalyst should never feel that he
is accomplishing & solution by an 1llegitimete subterfuge when he has
made a fortunate guess leading to solution. A correct sssumption as to
plain text will often save hours or days of lsabor, and sometimes there
is no altermstive but to try to "guess a word", for occasionally a system
is encountered the solution of which is a.bsolutely d.epend.en't upon this
artifice,

b. The expression "good guess" is used advisedly. Tor it is "good"
in two respects, Uirst, the cryptanalyst must use care in moking his
assumptions os to plaintext words. In this he must be pguided dy extra-
neous cilrcumstances leading to the assumption ol probable words--not just
any words that come to his mind, Therefore he must usc his imeginastion
but he must nevertheless carefully control it by the excrcise of good
Judgement. Second, only if the "guess" is correct and leads to solu‘blon,
or gt least puts him on the road to solution, it is a good puess, But,
vhile realizing the usefulness and the time and labor-saving lfeatures of
a solution by assuming a probable word, the cryptanalyst should exercise
discretion in regard to howv long he may continue in his efforts writh this
method, Sometimes he may actually waste time by adhering to the method
too long, if straightforward, methodical analysis will yleld resulis more
quickly. /

—RESTRICTED o8




REF ID:A56882

- N

¢+ Obviously, the “probnble-word“ mathod has much more a.:gpl* enbillty
when working upon Pnterlal the general nature of which 1s kuown, then when
working upomn moxe or less igolated commmloabiona exchanged bebween corres-
pondents concerning whon or whoge sctlvities nothling is knovm. Vor in the
latter case ihere io lihtle or nothing that the imsginatlon can seize upon
_as & background ov hosis for the agsumptions.l> However, in the gase of
military cryptannlysis in time of active operatlions there is, indeed, so
grest o probability that certain words and expressions are presenl In cer-
tain cryptograms thab those words and expressions ("cliches") are often
ref‘grred to as "cribs" (as defined in Webster's New Colleglate Dictione
ary: "...a plagiarism; hence, & translstion, etc., to ald a student in
reclting."), The cryptenalyst is quite sure they sre present in the
cryptogram under examination--what he must do is to "fit' the crib ®o
the text", that 1s, locate it in the cipher text.

~d. Very frequently, the cholce of probable words is alded or limit~
ed by the mumber and positions of repested letters. These repetitions
may be patent-~that is, externally visible in the cryptographic text as
it originally stands~~or they may be latent--that is, externelly invis-
ible but susceptible of being made patent as a result of the analysis.
For example, in a monoslphsbetic substitubtion cipher, such as that dis-
cussed in the preceding paragraph, the repeated letbters are directly
exhibited in the cryptogram; later the student will encounter many cases
in which the repetitions are latent, but are made patent by the analyt~
ical process. When the repetitions are patent, then the pattern or fore
mila to which the repeated letters conform is of direct uge in assuming
plaintext words; and when the text is in word-lengths, the pattern is
obviously of even greeter assistance, Suppose the cryptenslyst is deal-
ing with military text, In which case he may expect such words as DIVIS-
ION, BATTALION, etc., to be present in the text. The positions of the
repegted letter I in DIVISION, of the reversible digraph A¥, TA in BAT-
TALION, and so on, constitute for the experienced cryptanalyst tell-tale
indicetions of the presence of these words, even when the text is not
divided up into 1its original word lengths.

¢. The important aid that a study of word patterns can afford in
cryptanalysis warrants the use of definite terminology end the establish-
ment of certain deta having a bearing thereon., The phenomenon herein
under discussion, namely, that meny words are of such construction as
regards the number end positions of repeated letters as to meke them
readily identifisble, will be termed idiomorphism (from the Oreek “idios"=
one's own, individual, peculiar + "morphe"=iorm). Words which show this
phenomenon will be termed idiomorphic. It will be useful bo deal with
the idiomorphisms symbolieally and systematically as described below,.

15 . _

".Ceneral Givierge in his Cours de Ciyplographie (p 121) says. *However, expert cryptanalysis ofien
employ such detalls as are clted above {in epnnection with assuming the presence of ‘probable words’], and the
experience of tho years 1914 to 1918, to cile only those, prove that in practice one often has at his disposal ele-
ments of this nature, permitti 1g assumptions much morc audacious than those which served for the analysis
of the last example. The resder would therefore be wrong in imagining that such fortuitous cloments are
encountered only in eryptographic works where the author deeiphers & document that he himself enciphered.
Gryptogrnphlo correspondence, if it is extenslve, and if sufficiently numerpus working data are at hand, often
furnishes elemcnfs so complete that an author would not dare uss all of them in solving a problem for fear of
belng accused of obvious exaggeration.”
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f. WVhen dealing with cryptograms in which the word lengths are .
determined or specifically shown, it is couvenient to indicate their

lengths and their repeated letters in some easily recognlzed manner or
by formulas. This is exemplified, in the case of the word DIVISION, by
the formuls ABCBDBEF; in the case of the word BATTALION, by the formula
ABCCBDEFG, If the crypbtanalyst, during the course of his studies, makes
note of striking formulas he has encountered, with the words which fit
them, after some time he will have assembled a quite valuable body of
data. And after more or less complete lists of such formulas have been -
establighed in some systematic arrangement, a rapid compsrison of the
idiomorphs in a specific crypbogram with those in his lists will be feasw
ible and will often lead to the assumption of the current word. Such
lists can be arranged sccording to word length, as shown herewiths

3/aba : DID, EVE, EYE, etc,
gbb : ADD, ALL, IIL, OFF, etc,
L/sbec : ARAB, AWAY, ebc.
sbbe : ALLY, BEEN, etc.
gbea ¢ AREA, BOMB, DEAD, etc.
gbcb : ANON, CEDE, etc.

etc. ete.

£+ When dealing with cryplographlic text in which the lengths of the
words are not indicated or otherwise determingble, lists of the foregoing
ngture sre not so useful as lists in which the words (or perts of words)
are arranged asccording to the intervals between identical letters, in the

following manner: '
1l Interval 2 Intervals 3 Intervals Repeated dlgraphs

~DiD- AbbAcy AbeyAnce COCOa

~EvE~ ArAbiA hAbitAble ~dERER

~-EyE- AblAtive 1AborAtory ICICle

dIviIsion AboArd AbreAst ~-ININg
revisIon ~ACiA- AbroAd bAGgAGe

ete, etc, ' etec, - ete,

h, The most usual practice, however, in designating idiomorphic
patterns and classilyling them into systemsbic lists is to assign & lit-
eral nomencleture to that portion of a word (or sequence of plaintext
tetters) which contains the dilstinctive pattern, beginning with the first
letter which is repeated in the pattern and ending with the lasgt letter
which 1s repeated in the pattern, Thus, the word DIVISION would be term-
ed as an idiomorph of the asbaca class (based on the sequence IVIST con-
tained therein) , and the word BATTALION as an idiomorph of the &bba class
(based on the sequence ATTA)., In Appendix 3 will be found & compendium
of the more frequent militery words in English, arranged according to
word-lengths in alphsbetical order and in rhyming order; in addition,
there will be found in thils appendix a listing of idiomorphs arranged
firet according to pattern and then according to the first letter of the
idiomorphic sequence,
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50, Solution of additional cryptograms produced by the same compon-
ents o=-a., To retwrm, af'ter o rather long dlgression, to the oryptogram
Bolved in pars. 4+ - 47, once the components of a cipher alphsbet have
been reconstructed, subsequent messages which have been enciphered by
means of the same components may be solved very readily, and without re~
course to the principles of frequency, or application of the probeble~
word method., It has been seen that the illustrative eryptogram treated
in paragraphs U1 - 47 was enciphered by juxtaposing the cipher component
againat the normal sequence so that Ap=Ses It 18 obvious that the cipher
component may be set against the plain component at any one of 26 differs
ent points of coincidence, each ylelding e different cipher slphabet,
After the components have been reconstructed, however, they become
known sequences and the method of converting the cipher letters into
Their pla én—component equivalents and then completing the plain-component
sequencel® begun by each equivelent can be spplied to solve sny crypto=-
gram which has been enclphered by these components.

b. An example will serve to make the proecess clear, Suppose the
following message, passing between the same two gtatlone as before, was
intercepted gshortly after the first message had been solvedt

IYEWK CERNW OFOSE LFOOH BAZXX

It is agsumed that the same components were used, but with a different
key letter. TFirst the initial two groups are converted into their
plain~component equivalents by setting the cipher component against the
Pplain component at any arbitrary point of coineidence, The initilsl let-
ter of the former mey as well be set against A of the latter, with the
following result:

01 T—— ABCDEFGHIJKLMNOPQRSTUVWIEY?Z

Cipher=-mm- ~~-LEAYNWORTHBCDFGIJKMPQSUXYZ
- Cryptogram---- T ¥ E WK CERNW -
Equivalents~~- PYBFR LBHEF s o

The plain component sequenece initlated by each of these convergion equive
alentes is now completed, with the results shown in Fig. 15. Note the
plaintext generatrix, CLOSEYOURS, which manifests itself wlthout further
analysis, The rest of the message may be read either by contimuiing the
game process, or, what is even more simple, the key letter of the meseage
way now be determined quite readilly and the message deciphered by its
means,

16 It must be noted that if the plain component is a mixed sequence,

- ‘then it is this mixed sequenee which must be used %o complete the
eolumne .
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CEEFHRGHHEQYHU G WP NN <cHE 0 o oH
HE<S<dHNTWOWOoORREHARGHEQREHEUWOW & N
PNHMEZ<SdHEHNOOWOERCrTRGgHEEHEEUY QUH
HuQWepRKME<dddo"do=ERHR g H T Q==
OHOZBRNRGygKHEOEQEHEUOUQUE PN XS <50 0R
AagrmoEETaE N a<<ddHd o Wo 8 RH0
PNMNMNE<HLRUOLOYWYWOERHERGHE G = EHU Qi
QHEHEOOQUWEPEPNKMIE<dHNOIO YO H R HKR e H T
UQUWErPNHMESdJdHRNWOWOE R NN G-I QHEEE
HuaWppNHKKalddHdRGDoWWOERBRHR g Qs

Figure 15,

¢+ In order that the student may understand without question just
what is involved in the latter step, that 1s, discovering the key letter
after the first two or three groups have been deciphered by the conver-
sion~completion process, the foregoing example will be used, It was
noted that the first cipher group was finally deciphered ass follows!

Cipher-cevea-x IYEWK
Plaineemmee=s -CLOSE
Now set the cipher component agsinst the normal sequence so that Cp-Ic-
Thus:
Plainewreeman= ABCDEFPGHIJKLMNOPQRSTUVWIXYZ
Cipheremm=mane= FGIJXKMPQSUXYZLEAVNWORTHBCD

It is seen here that when Cp=Ic then Ap=F,. This is the key for the en-
tire message, The decipherment may be completed by direct reference to
the cipher slphebet, Thus:

Cipher-- IYEWK CERNW OFOS LFOOH
Plain-~-- CLOSE YOURS TATIO NATTW

lMessage: CIOSE YOUR STATION AT TWO PM

EAZXX
OPMIXX
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d. The student should make sure that he understands the fundamental

' principles involved in this quick solubtion, for they are among the most
important principles in cryptanalytics. How udeful they are will becone

clear as he progresses 'into more and more complex cryptenelytic studies,

e. It rust be kept in mind that there are four ways “that two basle
gequences may he used to form s cipher alphsbet, subject to the instruc-
tions guiding the cryptographer in the use of his cryptosystem; this fact
rugt be considered when additional eryptograms eppear in a particular
cryptosystem for which the primary components have been recovered., Assgume
ing that the sequenres just recovered are lsbelled "A" and “B", then the
following contingencies might arise in the encryption of subsequent mese
gagest

(1) "A" direct for the plain component, and "B" direct for the
cipher component (as in the original recovery);

(2) "A" direct for the plain, end "B" reversed for the cipher;
(3) "B" direct for the plain, and A" direct for the cipher; and
(4) "B" airect for the plain, and "A" reversed for the cipher.

51, Derivatlon of key words.~-a. Concurrent with the solution of a
cryptogram, there should be s simultaneous effort in the reconstruction
of cipher alphsbets and recovery of key words, Much labor can thus be
gaved as recovery of the keys early in the stages of solution may trans-
form the process of eryptanalysis into one of decipherment.

‘ b. A mixed cipher alphabet falls into one of five categories,
according to the composition of its components, viz.,

(1) the plain component is the normal sequence and the cipher com-
ponent 1is mixed;

(2) +the cipher component is the normel sequence and the plain com-
ponent is mixed;

(3) %both components are the same mixed sequence;

(4) both components are the same mixed sequence, but rumnning in
reverse; or

(5) +the components are different mixed sequences.

¢. Let us examine several types of mixed sequences, using the key
word HYDRAULIC as an example. The ordinary keyword-mixed sequence pro-
duced from this key word is:

(1) EYDRAULICBEFGJXMNQOQPQSTVWIXZ
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The two prineéipal transposition-mixed types based on this key word are
derived from the dlagram:

v

HYDRAULTZIG .
BEFGJIJKMNO
PQSTVWIXZ and read:

(2) HEBPYEQDFSROGTAJVUKWLMXINZCO and
(3 AJVCODFSHBPINZLMXROCTUKWYERQ

Other types may arise from \'raripus types of route transpositions suech as
the following, using the foregoing diagram:

(k) EBPQEYDFSTGRAJVWKULMIXZNICO
(5) HYBPEDRFQSCAUJSTVKLIMWIXNCOZ
(6) PBQHESYFTDGVRJIWAKXUMZLNTIOC
(7) HYDRAULICONMKJIGFEBPQSTVWXZ
(8) OCILUARDYHBPQSTVWXZNMKJIGPFE
(9) EYEBPQSTOGFDRAUKIVWXZNMLICO
(10) CPIOQBLNSEHUMZTFYAKXVGDRJIW

Any transposition system may be employed to produce s systematically-
nixed sequence; practicability of method 18 the only determining factor,
It must be remembered that the greatest amount of systemsatic mixing will
produce a sequence inherently no more secure than a random-mixed alphabet,

4., The student would do well to construct both enciphering snd de-
ciphering versions of cipher alphsbets recovered, as has been previously
mentioned, For example, in the following case

-

Plain: JQNMFHLEBRSKGYZOTICDUVA
Ciphert ABCDEFGHIJKLMNOPQRSTUVW

no sermblance of & key is apparent; but in the inverse form

Plain: ABCDEFQGQHIJKLMNOPQRSTUVWIXYZ
Ciphers WISTHEMFRALGDCPYBJKQUVIXZNO

the key-phrase "NOW IS THE TIME FOR ALL GOOD MEN TO COME TO THE AID OF
THEIR PARTY" is quite clear. In other types of mixed sequences, first
the one form is attacked, and then 1F negative results are obtained the
inverge form 1s treated,

e. Let us consider the following cipher alphsbet:

P: ABCDEFGHIJKLMNOPQRSTUVWIXY?Z
C: DUZMSOCRYATXBEFUGQHEIVJIKLINP
The section V W X seems to comprise superimposed psrts of the non-keyword
JXL
portions of mixed sequences., Adding Y Z to the plain component, we get

W
X

g
D3 >4
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. VW XY Z which is certainly consistent as far as alphdghetical progres-
JKLNP
sion goes, and indicates that the letters M and O are present in the key
word of the cipher component., Continuing in this vein, the section
MNOQSTVWIXYZ is rapldly established by correlating both se-
BEFGHIJKLNP
quences, It is obvious that the plain component key word begins right
after the 7, and that the cipher component key word probshly Jjust pre-
cedes the B, Going to the right, Z R H suggests key words 1ike RHOMBC D,
PQR
RHEUMATISM, ete. These trials are quickly repudisated; 'bherefore We go on
to Z R E which is acceptable, Z R E K is found wanting, but ZR E P is
PQs PQST PQSU
very satisfactory, snd this is soon expanded to ZREPUB L , and in
PQBUVVWIX
a momeant or two we recover the complete cipher alphabef:

P REPUBLICANDFGHJIJKMOQSTVWIXYZ
C: QB UVWXYZDEMOCRATBFGHIJKLNTP

f. In the example below the student will observe that the alphabets
are reciprocal: +this is an indication of identical sequences at a shift
of 13, or that a mixed sequence running sgainst itself in reverse has
been employed., In this case the W X Y Z points to the latter hypothesis.

ZYXW

P: ABCDEFGHTI LMNOPQRSTUVWXYZ
. C: HOJFTDNAKCIMLGBSUVPEQRZYXVW

Starting with the VW X Y Z R cluster, we see that the key word begins
RZYXWY

with the letter R; ‘ohen.fore the next letter should. be a vowele Z R A

WV EH
is not acceptable, but Z R E 1s fine, showing that the letter U appears
yvrT

in the key word. Continuing the same line of ressoning as in the preced-

ing example, and with a little further experimentation, the final alpha-

bet is discovered to be

P* REPUBLICANDFGHJIJKMOQSTVWIXYZ
C: VTSQOMKJIJHGFDNACILBUPERZYZXW

g« In the next example, all efforis to derive key words on the
basis of keyword-mixed sequences are fruitless: <the conclugion is there-
fore drawn that this 1s a case of a transposition.

P: ABCDEFGHIJKLMNOPQRSTUVWIXY?Z
C: ACSEJYIGWLFVMHXNKZPBQRDUTO

Considering the mechanics of the cryptogrephy involved, and assuming for
the time being that Z is at the bottom of ‘the matrix and not in the key
word, ve start with the letters to the left, or if this falls, to the
righ-b of 7 in the cipher component, obtaining the column ¥ vhich is not
K
7
incompatible if N is in the key word on the top row. If we place ¥ to

IcC
Y2

o
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the left of Z and build up its colum, we get E N which is excellent. ‘
JK
Y 2

N which quickly becomes 184 26

X _ | J:'A"“R T '"-ﬁ"_E“N_ T'E

Z DF KO
uv 2

This lagt example wes very easy because none of the letters VW X Y 2 ap-
peared in the key word; but other cases should hardly prove more difficult.

h, Two additional methods that have been encountered for deriving
mixed sequences may be mentioned. One is & slight modification of the
preceding paragraph, when the key word contains repeated letters:

Thig 18 expanded into I M
¢ H
WX

Mo

187349526
COM,IT,E,
ABDFGHJKL
NPQRSUVWUWX
Y Z which produces the mixed sequence:
CANYBKWFRICGCSJIJVLXMDQOBPZTHTU
The other method is an interrupted-key colummar transposition system:lT
513426
VAL .EY
B C) )
DFGHI
J K M) o
NOPQq)
R)
ST UWXZ) which produces the mixed sequences:

ACFKOTEIXLGMPUHQWVYVBDJNRSYZ

The first example will succumb to the treatment outlined in subpar. g,
wheress the second method is vulnerable owing to the presence of the
fragments D J Ny F X O, and G M P in the sequence which may be ansgram-
med, Note the fair-sized fragment B D J N R S, composed of an ascending
sequence of letters; this is an outward menifestation of the interrupted-
key columnar method.,

1. There are stlll other methods used for the production of mixed
sequences » but space does not permit giving further examples, However,
the student should by this time be sble to devigse methods of sttack for
any speclal cases ‘that msy present themselves, based upon the crypt-
analytically exploiteble wesknesses or pecullarities inherent in the
system of cryptogrophy involved,

17 It is to be noted that in thils particuler case the numerical key
gserves two purposes: (1) determining the cut-off point (and therefore
the nurber of letters) in each row of the diagram, after the appearance
of the keyword; and (2) determining the order of transcription of the
colums,
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 MULTILITERAL SUBSTITUTION WITH SINGLE ~-EQUIVALENT CIPHER ATLPHABETS
; Paragraph
Genersl types of m\ll'hili'beral Cipher a.lpha'bets csavascebessensnissanan 52
The Baconian a.n(l Trithemian CipherS..-...-..........-.........-..... 53
' Analysls of multiliteral monoa.lphabetic substitution clpherS.caev.. 5l
Historlceally interesting Exaﬂ{ples.nat-o--o--ounuouooon--wo-o'oocovoc 55
The in’berna‘bional ('Ba.udot) 'helepl"ln'ter C0d@esesevosernnconsnonnse see
52 . Genera.l ty;pes oj nmltili"beral cipher alphabets oo mﬂﬁm-.-
'betic substitution methods In general msy be clagsifled :Ln'bo ﬁnﬂ-ﬂ?ﬁiﬁ'ﬂi
and multili’teral systems, In the former there is a strict "one-to-one®

the clpher text; that is, each letter of the plaln text is replaced by a
single character in the vipher Yext., In the latter this correspondence
is no longer Iptle but may be 1p:2q, where each letter of the plain text
is replaced by a coubination of two characters in the cipher text; or
1p3c, vhere a three-character combination in the cipher text represents
a single letter of the plaln text, and so on. A.cipher in which the cor-
. respondence is of the 1,:1, type is termed uniliteral- in character; one
' in which it is of the 1;:2, type, biliteral; 1,:3,, triliteral, and so on.
' Ciphers in which one pla.intext letter is represented. by cipher cha.racters
of two or more elements are classed as multiliteral.—-

b. Biliteral alphabets are usually composed of s se'b “of 25 or 26
combinstions of a limited number of characters taken in pairs. An

exemple of such an alphabet is the following' . oo
Plaint------ A B c'p E F & ®E I 4§ K £ M
Cipher-eemen- Wi OWE WI WP OWE BV MH HI EY HY HE I IH
Plaine-en-- == _N 767 F 74 R i TV V' W ¥ Y =z
Ciphersmmmm-n- II IT°IE TW TH TI OT TE RV EE EI BT EE

This alphdbet is derived from the cipher square or matrix shown in

Tig. 16. The cipher equivalent of each plsintext element is made up of
two coordinate letters from outside the cipher matrix, one letter being
the coordinate of the row, the other being the coordinate of the column

1 The terms wniliteral end multilitersl, although originally spplied
only to cipher text composed of letters, are used here in thelr broader
sense to embrace cipher text in letters, digits, and even other symbols,
In more precise terminclogy, these terms would probsbly be monosymbolic
and polysymbolic, respectively, but the terms uniliteral and multiliteral
are too well estgblished in literature to be changed at this late time.
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in vhich the plalntext letter is located. ITn other words, the lettera at '
the gide and top of the matrix have been used to designate, according to

‘ (2)
W HI TR
WA B C D R
BEIF ¢ HI-JK
(1) i ¥ ¥ o P
-- T7iq R 8 7 U
E{V W X Y 2 E T - .
.- Figure 16. . Do

E Lol e

a coordinate system, the cell occupied by each letter within the matrix. ’
The letters (or figures) constituting the coordinate elements of such
mabrices are termed row and column indicators. \

c. Ifa message is enciphered by means of the I‘oregoing biliteral
glphebet s the cryptogram is still monoalphabetic in character. A fre-.
quency distribution based upon pairs of letters will obviously ha.ve all
the cheracteristics of a simple, unilitersl distributlon for a monoalpha-
betic substitution _clpher.

d. The cipher alphabets shown thus far in this text have involved
only Tetterd, but alphsbets in which the cipher component consista of
figures, or groups of figures, are not uncommon in militery crypbography.
Since there are but 10 digits it is obvious that, in order to represent '
an alphebet of more than 10 cheracters by means of figure ciphers, combi-
nations of at least two diglts are necessary. The simplest kind of such
an alphsbet is that in which 4,201, Bﬁ“oa, « + o Zp=26; that is, one in
which the plaintext letters have _as thelr equivalents two-digit nunibers
indica‘bing their positions in the normal alphshet. - -

e. Instead of a simple alphsbet of the preceding type, 1t is pos-
sible 'to use & disgrem of the type shown in Fig. 17, In this ciphexr -

1 2 34 5 6 7 8 9 ¢
. 1A B3 ¢ D EF G ETIU .
2K L M N 0 P @ R &8 T ,
- 3{lU VWXYZ ., t ; - -
oo Figure 17. ) o o

2 Although, as an extension of this idea, cipher alphsbets employing
signs and symbols are possible, such alphabets are not suiteble for
modern cryptography because they can be neither telegraphed nor tele-
phoned with any degree of accuracy, speed, or facility. i}

-
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I the letter Ap is represented by the dinomas 11 s B by -l;he dinome 12 s
ete’, Furthermore, this motrix includes provision” for the encipherment of
gonie of the frequently-used punctuation merks in additlon to the 26 let-

ters. v -
- T Te T4 -~ TT LI .. J ’_-"—; I ‘-
£. Other types of blliteral clpher alphebets are illustrated in the
exXamples below: et I - oA -

MU N I ¢ H A B C¢CDEFGHZE

Bfe 7 E 5 R M A[JA DG g M P SV Y
-« R|A 1 N Y B 2 - BB EHEKUDNOGQT®TW 2
_.__Ric 3 D4 F 6 clec P I L ORU X 1
“ L|E81I 9Jd pl2 3 k5 6 78 9§

I|K L 0P Q S )
‘N|T UV W X Z Figure 2.

® ‘ Figure 20. B T -

g. It is to be noted that in alphabets of the foregoing types, the
row indicetors may be distinct from the column indicators (e.g., Fig. 18),
or they may not (e.g., Fig. 19); of course, when there is any duplicstion
between the Tow and ¢olumn indicators, it is necessory to sgree beforehend
~ipon which indicator will be givén as the first half of the equivalent
“for a letter, in order to avoid ambiguity. (In all of the systems de~
seribed in this and subsequent sections of this text, the row indicator
will alweys fo¥m the Tirst part ol an equivalent). When letters sre used
as row and column indicators they may form a key word (e.g., Fig. 20), or
they may not (e.g., Fig. 21); the key words, if formed, may be identical
(e.g., Fig. 16) or different (e.g., Fig. 203. Furthermore, the plaintext
letters may be arranged within the matrix as s mixed sequence (e.g,, Fig.
20) , either systematically- or random-mixed; and the matrix may contain,
in addition to the letters of the alphabet, punctuation synbols (Fig. 3.7),
nunbers (Figs. 20, 21}, etc., permitting their encipherment ss such, in- -
stead of having to be spelled out. : : e e e

R . g - -

L

- o - - d
- & e .- ~ -

3 a peir of digits is celled a dinome; similarly, a trinome is s set
of three digits; a tetranome, a set of four digits; ete, Although e
single digit would properly be termed a mononome, for the salle of euphony
it is shortened into the term monome.

- R . -
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h. Uhen letters are used as row and column indicators, they may be .
selected so as to result in producing cipher -bext that resewbles artl-
fiejal words; that is, words composed of alterngte vowels and consonants.
For example, 1f in Figure 16 the row indicators consisted of the vowels
AE I OU in this sequence from the top down, and the column indicators
consisted of the consonants B C D F ¢ in this seduence from lefb o right
the word RAIDS would be enciphered as OCABE FAFOD, which very” ‘closely
resenbles code of lhe type formerly called e.rtificia.l code g.anbmage.
Buch. & system may be called a I‘alse , Or pseudo-code system.

3. As a weak type of subteri‘x.zge biliteral ciphers may involve a

third character appended %o the basie two~character cipher unit; this is

done to “camouflsge" the biliterel nature of the cipher text, This third
character may be produced through the use of & cipher matrix of the type .
illustrated in Fig. 22 (vhereiln Ap=611, B,=612, etec.); or the third char- -
acter may be s sum-checking" digit which is the non-carrying sum (l.e.,

‘the sum modulo 10)7 of the preceding two digits, such as in the Yrinomes

257, 831, and 662; or it may merely be a randomly-selected character (in-

gerted solely for the purpose of lesding the crypta,nalyst aetray).

z - -

3]

123&5
- 61 [ABCDE , - i
72 |F ¢ HIJK
B3 ILMNOP
oh lQRSTU ..
05 [VWXYZ . L. ‘
Figure 22. S, B oL F T -

.-
"

T, w o7

«J+ Another possibility -bha:b lends itself ’co certain multili“beral _-
ciphers is the use of a word spacer or word:separabor. This word sepa- -
rator might be repregented by a value in ‘the mabtrix; i.e., the sepa.ra.tor

is enciphered (for instance, the dinope "39" .in Fig. 19 might stend for

a word separator). The word separator might instead be a, single element

not otherwise used_in the cryptosystem; i.e., unenciphered, and thus not
glving rise to any possible amblguity. Thus, in Fig. 19 the digit ;15 and

in Fig. 21 the letter J might be used as word separators, since no ;Qp- -
fuslon would avise in decrmting. s Tt . . -

=
bag B PO .- - T . L.
A b S - . . L

- SR T .. ~a % it e

.--—aﬁ—-—-m ! - > ¥ - .'-,....l--‘ - ...; . '44,." =
Prior to 193k, international '-telegraph regulations required code

words of five letters to contaln at least one vowel and code wordg of ten
letters to contain at least three vowels, The International Telegraph
Conference held in Madrid in 1932 amended these regulations to permit the
use of 5~letter code groups containing any combination of letters. These
unrestricted code groups were authorized for use after ] January i93k,

5 The term modulo (ebbreviated mod) pertains to a cyclic scale or
basls of arithmetic; thus, in the modulus of 7, the numbers. 8 and 15 are
equlivalent to 1, and 9 and 16 are equlvalent to 2, ete.; or expressed
differently, 8 mod. Tis 1, 9mod 7 48 2, In crypbology, many opersbtlons
are expressed mod 10 and mod 26. ‘ 0

- v

llO At et ol 2 - - n.-.
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. k. The biliteral alphobets ylelded by the matrices of Figs. 16-21
may also be termed bipartite, because the cipher uniis of these alphabets
may be divided into Swo separate parts whose functions are clearly de-

fined, viz., rov indicators ond column indicstors, As will be discussed
le.ter, This bipertite neture of most biliteral alphabets produced from
cipher matrices constitute one of the weaknesses of these alphsbets which
make them recognizeble ss such to a cryptanalyst. However, it is possible
+o employ a clpher motrix in s mapner whieh will produce a hillteral
alphabet not bipartite In character., For example, using the matrix of
Fig. 23 one could produce the following bili'teral cipher a.lpha.bet in

) 1. 2 3 4 5
- 09 ¥ D R A
] < 15 (U L I-JC™*B
= 21{E F ¢ X M
g e O7IW O P Q S -
T .33l VWX Z
- = o SRS O ;’_'."4_“;.‘} n Teop - - .
- s Figure23_. ) o

_ which the equivalent for' any 1etter in’ the matrix is 'hha suq; m';' 1;?;@ twe
coordinates which indicate i'bs cell in the mtrixz

P el @

Plaine—wa- --.- A B C D E F”G

. . -8 I 4 K & X

. Cipherm--mnm- Ak 20 197 12 22 23 24 10 18 1B afF 1f @6
Plain-~--- - ¥ 0P Q@ R 85 T U V W X ¥ %

Cipherevemee= 28 29 30 31 13 3; 31+ 16 35 36 37 11 38

The cipher units of this alphabet axe, of dourse s biliteral, but they are
not bipsrtite. Note the equivalent of A, that Is 1h--if divided, it
yields the digits 1 and I which have no meaning per se: pla.in’texh letters
whose cipher equivalents begin with 1 may be found in two dlfferent yows

. of the mabtrix, and those whose equivalents end in b a.ppea.r in three dif-

- ferent coluwmns,

53. The ZBa.conian and Trithemian ciphers.--a.. An interesting exa;‘xple
-1n which the_ cipher equivalents are [live- Jetter groups and yet sthe re-
sulting “cipher is strictly monoalphebetic in character is found in the
cipher system invented by Sir Francis Bacon (1561-1626) over 300 yeers
_8go. Despite its antiquity the system possesses certain festures of
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merit which are well worth noting .6 Bacon proposes the following 2h-

element clpher alphabet, composed of permubations of two elements taken
five st o ti!pe:f

~aasan I-J=shass R-bagzas

Bzaaagh Kcabogb S=baagb
Czasagba Lzababa Trbagba
Draaghb Mzebabb U-V=hanbh
Ezagbasa N=-abbaa W=zheban
Fragbsh O=zbbab X=heheb
Gzasbba Pzabbba - ¥=habha

H=asabbb Q=abbbb Z=habbb

If this were all there were to Bacon's invention it would be hardly worth
bringing to attention. But what he polnted out, with great clarity end
simple examples, was how such an alphsbet might be usged to convey a
secret message by enfolding it in an innocent, external message which
might easily evade the strictest kind of cehsorship. As a very crude
exemple, suppose that a message 1s written in capital and lower-case lef-
ters, any cepital letter stending for an "a" element of the cipher alpha-
bet, and eny small letter, for a "b" element. Then the external sentence
"All is well with me today” cen be mande to contain the secret message
"Help." Thus:

AL 1 i s W E 1 L W I t H m B T o d a ¥
& o 'b1 b 13, & a ‘:{a z.:lea b s:a. b 8, & b B b &,
H E I P

Instead of employlng e device so obvious as cegpital and small letters,
suppose thet an "a" element be indicated by a very slight shading, or a

-

For s true picture of this cipher, the explanation of which is often
distorted beyond rccognition even by cryptographers, see Bacon's own des-
eription of it as contained in his De Augmentis Scientisrum (The Advence-
nent of Lee,rm.n’) s as translated by any first class editor, such as Gilbert
Watts (1640} or i1lis, Spedding, ond Heath (1857, 1870). The student is
ceutioned, however, not to accept as true any alleged "decipherments"' ob-
tained by the application Al Bagon's cipher to literery works of the 16th
century, These readings are purcly subJect:Lve.

T Bacon's alphabet was colled by him a "biliteral alphabet" because it
employs permutations of two letters. Bubt from the crypltanalytic stand-
point the signilicont point is that each plaintext letter is represented
by a 5-character equivalent. Hence, present terminology requires that
this alphabet be referred to as a auinqueliteral alvhabet. Although the
quingueliteral alphobet alfords 32 permutations, Bacon used only 2)+ of
them, because in the 16th century the letters I and J, U and V were used
interchangesbly. Nobe the regularity of construction of Bacon's biliteral
alphebet, a feature vhich easily perwmits its reconstruction from nemory.
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very slightly heavier stiroke. Then s secret message might easily be thus
enfolded within an external message of exactly opposite meaning. The
nuber of possible variotions of this basic scheme is very high. The
fact that the charpcters of the cryptographic text are hidden in some
menner ox other has, however, no effect upon the strict monoalphsbeticlty
of ‘ohe scheme._

L% = - . - '
-= - - w ERF
w—- -

b. Almost 100 years before Bacon's time ’ uhe abbot Trithemius s

born ‘Johann von Heydenberg (1462-1516), invented & trilitersl alphebet

. which he eviden'(.ly intended to use in a fashion similar to Bacon's

. alphabet; l.e., as a means of disguise or cover for a secret text This
alphabetb, modifi ed to include the 26 letters of the present-day English
alphsbet, is shown in Fig. 23 below; it conslsts of all the pennuta’bions
of three thin{gs taken ‘three at a time, i.e. s 33 or 27 in all. )

A:lll Dz121 -G=131  Jz21L :221 -231 :31.1. "321 =331
Bz112  E=122  Hz132  Kz212  N2222 Q232 To3l2 we322 -332
"Cz113 P=l23 I=133 "213 0z223 Rz233  Uz313 X:323 *2333

2 -5 qv'.a'.‘" -0 S N G T FUCIL I PRI R I
. -
. - - 1a - - e . "_ - - " - -
Figure 23. T i
bl N - ‘.- ‘—Vr v'\hf—:;; - ..1,.4. e " '_"" ‘—ﬂ‘_ﬁ ‘1-- - - . 3 n

e ey

_The cipher text of course does noi, have 1o be restricted to d.igi’cs H a.ny
‘groupings of three thin@s 'baken *bhree at a time will do.
54, Analysis of mthiliteral y monoalphabetic subs'citution ciphers.--
a. Biliteral ciphers end those of the other multiliteral (triliteral,
~quadriliteral, . . .) types are often readily detected externally by the
fact that the cryptographic text is usually composed of but & very limi-
-ted pumber of different cheructers. 'They are handled ln exactly the same
‘wAnner &s ‘arée uniliteral, monoalphabetic substitution ciphers. So long
"as the same character, or combinetion of characters, ls always used to
represent the same plaintext letter, and so long as a given letter of the
-~plain text is always represehted by the same charscter or combination of
, charac-bers, thé Hlbstitution is’ gtrictly monoslphebetic snd can be handled
in the’ simple manner deﬂcri‘oed in the preceding section of this 'bext.

b. In the case of bili’ceral ciphers in which the row and column in-
dicators are not identical, and the direction of reading the cipher pairs
is chosen at will for each _Bucceeding cipher pair, an enalysis of the
-contacts of the letters comprising the cipher pairs will disclose 'bhat
there are two distinct femililes of letters, and 8 cipher pair will never
consist of two letters of the same family. With this fact discovered,
the cipher may be quickly reduced ‘to uniliters.l 'berms a.nd solvec'i. .’Ln the
nanner previously mentloned, B

- 2t

¢, If a mdbiliberal cipher includes provision for the enciphement
of a Wword separator, the cipher equivalent of this word separator may be
" Yeadily identified because it will have the highest frequency of any ci-
pher unit, = On the other hand, if the word separator is a Single charw
acter (see subpar. 52]. on the use of the digit @ and the letter J), this
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character may be identified throughout the encrypted text by its position- .
al appearance spaced "wordlength-wise" in the cipher text, and by the

fact that it never contactas ltself. TIf this single character is used as

a nmull indiseriminately throughout the cipher text, Instead of as a word
separstor, the analysis is a bit more complica‘l.ed but not as great as

might be thought. . -

&. As a general rule, it is advisable to reduce miitiliteral cipher
text To uniliteral equivalents » especially if a triliteral frequency dis-
tribution is_to be mede. If pot more than 36 different combinations are
present’ in a cryptogram, the extra values over 26 may be represented by
diglts for the purpose of this reduction. If , however, more then 36 .
different combinations are found in the encrypted text, it is usually not
worth the trouble to attempt any uniliteral reduc‘oion, and the cipher
text can be attecked in its multiliteral groupings. ’ -

€. As one of the first steps in the solution of any mul‘biliteral

cipher in letters which appears to involve the use of a cipher mabrix, -
1t is generally adviseble to enagram the letters comprising the row. and
column indicators in an attempt to disclose any key words for these ine
dicators. When the ansgramming process does dlsclose such a key word or,
words, the next step is to mske a skeleton reconstruction mstrix which 18
a duplieate of the original enciphering matrix in that the indicators are
arranged in the same order as on the original. Then, as plain text is
recovered in the eryptogram by any of the methods outlined in the previous
sectlon of thils text, the recovered plaintext letters should bLe inserted.
in the proper cells o:t‘ the reconstruction matrix, so that any systematic
arrangenent of the plaintext letters, if present in the original may be ‘
disclosed prior to recovery of the complete plain text_. Furthermore, it
mey in some instances be found worthwhile, immediastely after successfully
uncovering the key words used as indicators, to make a fregqiency distri-

. bution of the particulor cryptogram in the form of tally marks wlthin the

* properly arrenged frame of the reconstruction matrix, becaise it may bhe
that & few moments! study of the lbcatlons of the crests and troughs in
the distribution made in that form wmey, if the plalintext letters are ar-
ranged in the normal sequence or in s keyword—nﬁ.xed sequence (especially
1f 1t 1s related to the key words for ithe indicators), provide a basis
for the deriva®ion of this sequence al one stroke » Wwithout recourse fo_
snelysis of Ul.. cipher text,

*e L

.
(R

55, Historically interesting exgr_n;_»__lr_s.--a. ‘l‘wc examples of multi-
literal ciphers of historical intercst slﬁl be cited as illustrations.
During the campaign for the presidential election of 1876 (Hayes VB
Tilden) many cipher messages were exchanged between ‘the Tilden manageis
and. their spents in several states where the voting was hotly contested.
Two years 1ater the Hew York 'I‘ribune8 exposed man:y' irregula.ri’cies :Ln 'the

mreep B

v?i

T8 o - ‘ - -
Wew York Tribune, Extra No. blt, The Cipher Dispatches, New York,
1879. . .
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. campa.ie;n by publishing the decipherments of meny of these nessages s
These decipherments were achleved by two investigators employed by ‘the
Tribune, and the plain text of thé méssages seews to show that’ 1llegal” '
attempts and measures to carry the election for Tilden were made by his
managers. Here i1s one of the messages?
~ - JACKSONYILLE, Nov. 16 (1876).

T .

GEO. F. RANEY Tallahassee

) Ppyyemnsnyvyplmashnsyyss1,=t'efné'faens'hns
pensshnsmmpiyysnppyeaap1eiss;}eshalnsssp *
eeiyyshnynsssyepiaanyitnsshyyspyyp:,nsyy

. gssitemeipimmeisseiyyeissiteiepyypeeoiaass
imaayespnsyyianssseissmnppnspinssnpinsin
imyyltemyysspeyymmnsyyss1tspyypeapppma

aayypilit ; .
L’Engle goes up tomorrow. ~ IR St TR . o
} - - - ITT ) -~ * * DANIEL. :
Examination of the message discloses that only ten different letters are
used. It is probable, therefore, that what one has here is a cipher
which employs a multiliteral alphsbet. First assuning that i'.he alphabet
is one in which combinations of two letters Tepresent single lettera of
the plain text, the message is rewritten in pairs and svbstitution O:E'
arbitrary letters for the pairs is made, a8 seen 'below:

3N T

-y ow .

e Woom BT URTMR s’ g “YBS et
‘ A B ¢ .D E B F d H 'n B 'I etd,
B _ - ' = T i [ PN
A triliteral frequency distribution is then made and analyaia of the vas~
sage along the lines illustrated in the preceding section oi‘ th:‘..a t&xh
:yields solution, as follows? 7 ) .

_ S - - - . - " w
- T s X Jaclssonvigie, Nov. 16. B
= LRI ey TR gy, T N ..

A

3

GHO. F. RANEY, Tallehessee: o

Have Marble and Coyle telegraph for infleaxft—fai nen from Delaware -and
Virginia. Indications of weekening here, Press advantege and watch

— . e oe e v 1 ome

Boa:rd. 'I‘.ngle goes up 'bomorrow. B ~ - 0, . . . i
S Cot 7t DAWEEL. |

b. The other exarmle, ’ using numbers, is as follows-
) EECE : 7777 Jacksonville, Nov. 17.
S. PASCO and E. M. L'ENGIE:

- 8k 55 84 25 93 34 82 31 3L T5 93 8 733 55 ha
93 20 93 66 T 56 23 8k 66 31 31 93 20 82 33 66
52 48 bh 55 k2 82 48 89 k2 93 31 82 66 75 31 93

- © . DANIEL.
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There were, of course, several messages of like najure, and examination
disclosed that only 26 different “punbers in all were used. Solution of
these ciphers followed very easily, the deciphermen‘b of the one given .
above being as follows: _

' Jacksonville, Nov. 17..

S PASCO and E, M, L'ENGLE:
Cocke will be ignored, Esgen called in. Authority rélia}_)le‘, . . ‘f—._.._
: -DANIEL.

s = 1 - %
-~ v 3 =

¢. The Tribune experts ga.ve the following alphabets ‘as the result
of their decipherments: . .a .

AA=0 EN=Y IT=D NS=E PPzH SSz=N~ . ]
AIsU EP=C MASB NY=M SH=L YE-PF I y
EI=sI TIA=K MM=G PE=T SN=P YI=X

EMsV IM=S TNN=J PI-R SP=W YYzA

20=D 33=N Mh-H 62:X T77=¢ 89=Y ST
.252k 34z W8T | 66zA  82=I 93=E - - S

27=8 39=F  52:U 68zF  Buzc  96=M
31L  k2=R™ 5520 75z 87V 99xJ f
They did not attempt to correla.te these al.phabe'bs, or at least 'bhey say
nothing sbout-a possible relationship. The present author has, however,
reconstructed the rectangle wpon which these alphabets are 'based, end it
is given ‘below (I'ig. 2h)

[,
= s .-

-

_ 24 Letter or Number . - -

! *HI 5P A YN ENT =~ -7 =
. .12 345 67 8 9 0
iH1 l
n-._Inz‘ = K s D . o
vrels 3L N|w P '
2 !
Eipa R H b
=
LR Ul 0
g‘ye X A F
S M7 B
8
% lE s I cl v Y
N9 E M
TO
Figure 24,
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Il 1s amusing to note that the conspirstors selected as 1lheir key a
phrase quite in keeping with their atlempted illegalities -~ HIS PAYMENT =~
for bribery seems to have played a considerable part in thabt campaign.
The glank cells in the matrix probably contained proper names, numbers,
etc. - - - - - o -

't

»

56, The international (Baudot) teleprinter code,~~a. Modern print-
ing telegraph systems,V or teleprinler systems as they are more often
called, meke use of a five-unit codell or alphsbet which is similar to
the Baconian alphsbet treaied in par. 53. Like the Baconian alphsabet,
the teleprinter alphabet 1s composed of permutations of two elements
taken five at a time, making it possible to obtain 32 different permu-
tations, 26 of which are assigned to the letters of the alphsbet, leaving
1 for an "idle condition and 5 for certain printer operations called
functions, such as space , "figure shift" "1etter shift," etc,

-
e men

b. During electrical transmission, the two distinct elements off
which each character is composed take the form of (1) a timed interval of
electrical current and (2) a timed interval of no current, which are
commonly referred to as "merk" impulses and "space" impulses, respective-
ly. In certain operations, a paper tepe 1s prepared of the traffic to be
transmitlied, or a peper tare may be prepared of the incoming traffic at

- ‘the recelving end; in such tgpes, the elements of the Baudot characters
take the form of punched holes ("mark" impulses) and imperforste positions
("space" impulses). ) o s e o v s . Td

= - a -—

7 As was mentioned in a previous footnote, a matrix containing such
items would be termed a syllsbary square; for exemple of such matrices
- gee the treatment of syllabary squares and code charts in Section X,

10 gych systems are characterized by the transmission and reception-

rinting of messages by ‘electrical means, incorporating two electrically-
connected instruments,resembling typewriters. When a key of the keybosrd
on ‘the transmitting instrument 1s depressed, an electrical signal is
transmitted to the recelvinz ingtrument, causing the corresponding cher-
acter to be printed therein. Usually the message is printed at the local
as well as the distant station, The system has been adapted to radlo as
well as wire and overseas cable transmission, -

11 The Ffive-unit code was first applied to teleprinter systems by Jean
Maurice Emile Baudot (1845-1903), and is commonly known as the Baudot
code. It 1s worthwhile 1o point out that Baudot apparently coastruciled
his alphebet to correspond with normal frequencies of characters (with
certain exceptions), since ihe most frequent ones are represented by per-
mutetions requiring the least electrical energy on the basis of "marking"
and "Epacing." In this respect Baudot "took a leaf out of Morse's note~
book.,. - -

o
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¢. The teleprinter code in inte: natiopal vse 1is given in Chari 7, .
below, vherein the mark and space impulses (known collectively ag bauds)
are illustrated as the holes (shown as black dots) end “no-holes" of a
teleprinter tape. The letter equivalents ("lower case") sre self-explan-
atory. The flgure shlift is used to change the meaning of a particulsr
character to an "upper case" equivalent, and when it is desired to return
to lower case, the letter shifl is used; in regular teleprinter usage,

.;— hL ~ ~ (¥ - . - “_

{
]

-

UPPER wennsasmam.s_:@ox:-\x_n/;-\ ofeld]1leTals]re]2]/Ts]-]- <= clE
GASE [“communications  [-17] 1813 |1 TalcTel |17 ,9¢1h4%@;2/’6;3<E3§5
X181 b1 ARNLA -ttt 1%
" LOWER CASE AfBIC|D|EIFiGiH|I|J{X|L[M owonsruvwxvziﬁr‘jﬁgg
_|o[e] [ele[e[ | | e[® o[ T["|o] |e[ee[e] | ] 1 [ele] ‘
- EEED el |ejefels] [ o0 ["ole T [e] [ele
FEED HOLES lololclolelo]o olo[efe]elo[ole]e]olo]D ojololelojololole o-o‘noJ
-3 e | [0 o lo [oje] 0o To| @0 |e[e] | [ [[e[e
2| [oe[e| [e[e| | (oo [c[oe| | o el e o | [o]¢
] ) d|@ 0 000 & (|99 0@ Q¢
= ! T -7 - -
! - -'I - - I
*
Chart 7. Ipxerpqtiona; teleppinter code, f

N Ioa 3-

the “commnications" set of uﬁper-casg equivalents are the ones recorded
on the typed copy by the leleprinter, whereas the "weather synbols" are
the upper-case equivalents which are printed in teleprinter systems de~
signed for the sending and receiving of weather information. The gspace
1s used to separate words; the carriesge return {C.R.) effects the returp
of the teleprinter cerriage to The right and Uhe line feed (L.F.) rollp
the platen to the next line for printing (ef. the corresponding functions
of an ordinary typewriter) In addition, when the upper-case equivalent
of "S" is used, a bell Tings in the receiving teleprinter es s signal to
call the operator to his mechine, or to indicate that raffic ls ebout to .
be sent, el -

- L] ., [ “f B

N

4. InFig. 25 is shown a portlon of a teleprinter tape containing
the beginning of the phrase "Now g the time for all good men . . "

1 o e e " e @ ™ e o

T 0 e ¢ one o

O e 0PSB IOENRCIIPOSOITREINOPOEESOGEOEPOTS
® WDoeoe o © % o0 » ] 0o o _ N o
o * (X% ) e @ o ®

oe 'Y} e @ e T Yy ™

NOW IS THE TIME FOR ALL GOOD MEN

_ — w

Figure 25,

- -

1L‘

The small holes, one of which appears in every position of the tape be-
tween the second and third levels, are sprocket holes used for advancing
the tape through the transmitter unit.

—RESTRICTED- 118
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e. Il ls bo be emphosized thot messages are not made secure from
unavthorized reading merely by sending them by meons of an ordinary tele~
printer system~~the teleprinter slphabet is Iinternbtionally known, Just
as the English, Russian, etc. alphabets are. In order 1o provide secur-
ity for a teleprinler messoge, it is Just as necessary to apply thereto
some sort of cryptographic treatmeni aes it 1s to any other kind of mes-
sage. The cryplosystems used for teleprinter encryption may involve
either, or both, of the two classes of ciyptographic treatment, viz.,
substitution and transposition. A substitution treatment mdght Tnvolve
changing certain of the mark impulses of the characlers comprising a mes-
sage to space impulses, and vice versa, according to a prearranged sys-
tem, a tronsposition lreatment might involve changing the order of the 5
impulses in the Baudot equivalents for the characters comprising & mes-
sages and so on. The cryptographic treatment Jcan be sccomplished by a
special cipher attachment (colled an applique unit") to a teleprinter;
thus no modification of the teleprinter itself would be necessary. There
are, of course, self-contained cipher teleprinters designed as such for
engineering or cryptographic reassons, or both,

£, In the analysis of encrypted teleprinter systems, recourse is
had to special teblesl? of the frequencies of single Baudot characters,
digraphs, trigraphs, etc., as they appear wm teleprinter traffic. It is
importent to note that in teleprinter traffic, as in any other type of
traffic involving the use of a word separalor, this character hes the
highest frequency of any plaintext element! Furthermore, one of the
highest~frequency plaintext digraphs, in aldition to those wherein the
word separator constitutes one of the elements, will be the coni inabtion

"oarriage-return/line-feed", since this combination of characters is used

in the normsl procedure of typing each line of text on the teleprinter.

12 11 such tables, as is common in cryptanelytic practice, the mark ime
pulses are designated by a plus symbol (+), and the space impulses are
designated by a minus symbol (-). In addition, it is wusual In such
tables to denote the character represeniing the figure shift by the digit
"2"  the space by "3", the letter shift by "k", the line feed by "5", the
blank by "6", and the carriage return by " ".
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- - " SECTION VIII
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- MULTILITCRAL SU%STI;I‘UTION WITH VARIANTS
» » s

R - - " Paragraph
Purpose of providing varlanle ip monoalphabetic gubstitubion......._ 57
Simple types of cipher alphabets with varianiS..ecescecccccscseacsses 58
More complicated {ypes ol g¢ipher alphabets with variantsS..ceceeee o« « 59
Anﬂ.l:YSis Of Sim.PlQ ekmnple-s..ll...lliﬁ [ NN RNN NN XN NNN NN NN NN NN NN NN X NN ] 60
Analysis of more compliceted eXAMPleS.ecesecscsosee sssenssccananass O
Analysis involving the use Qf 180108S caccssescsccsocssccsnnasnnsannns 62
Further remarks on variant Systems---o:-oo. eacssevsseanseancsnedesas 63

27+ Purpose of providing variants In monoalphabelic substilution.--

& Il has been seen that the individual letters composing ordinary
intelligible, plain text are used with varying frequencies, some, such as
(1n English) E, T, R, I, and N, are used much more often than others,
such as J, K, Q, X, and Z. In fact, each letler has a characteristiec
frequency which affords definite clues in the solution of simple mono-
alphabetic ciphers, such as those discussed in the preceding sections of
this texl. In addition, lhe associations which individual letters Torm
in cormbining to make up words, and the peculiarities which certain of
them manifest in plain text, afford further direect clues by means of
which ordinary monoalphabetic substitution encipherments of such plain
text may be more or less speedily solved. This has led cryptograpbers to
devise methods for disguwising, suppressing, or eliminating the foregoing
characteristics manifested in cryptograms produced by the simpler methods
of monoalphabetic substitution On€ category of such methods, the one to
be discussed in thas section, 18 that in vhich the letters of the plain
component of a cipher alphebet are assigned two or more cipher equivalents,
whach are called variaent values (or, more simply, variants).

b. Basically, systemsr :'Lm:rolv:mg variants are multiliterall and, in
such systems, because of the large nunber of equivalents made available

1 Uniliteral substitution with veriants 1s also possible. Note the
following cipher alphabet, i1llustrated by Captain Roger Baudouin an his
excellent treatise, Eléments de Cryptographie, p. 101 (Paris, 1939)

Plain ABCDEFGHILMNOPORSTUVIX?Z
Cipher LGORFQAHCMBTIDNPUSYEWJ
K X Z
v -
- = ST x A '
Baudouin proposed that J, and Y, be replaced by IE, Kp by C.. or Q,p » and
WB by VV,~-thus four cipher let%ers would be available as vgria.nts for 5’
t

e highgfrequency plaintext letters in French. I

- L - - 1
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by the combinations and permutations of a limited number ol elements, esch
letter of 1he plain text may be represented by seversl multiliteral cipher
equivalents which may be selected at random. For example, if 3-letler
combinations _are employed as the mulbiliteral .equavalents, there are
available 263 or 17,576 such equivalents for the 26 letters of the plain
texti, lhey may be assigned in equal numbers of dilferent equivalents for
the 26 letters, in which case each letter would be representsble by 676
diflferent 3-letter equivalents, or they moy be assigned on some other
basis, for example, proportionately 4o lhe 1elative frequenciles of plain~
text letters. For this reason this type of sysiem may be more completely
described as & monoalphsbetic, multiliteral Jsubsiitulion wilh a multiple-
equivalent ciphex alphabet.? Some authors flerm such a system "simpie
substitution with multiple equavalents", otHers Lerm il "monoalphabetic
substitution with variants", or multilitera. subsiitution with variants.
For sake of brevity and precise terminolegy, the latter designation will
be employed in this text, Ji being understood wathoub further restatement
that only such systems as are monoalphsbetic will be discussed.

¢. The primery obgect of monoalphabetic substitution wilh variants
is, as hes been mentioned above, to provide several values which may be
employed at random in a simple substitution of cipher equivalents for the
plaintext letters '

4. A vord or two concerning the underlying theory of (monoslphebetic)
miltiliteral substitution with variants may not be amiss. Whereeas in
simple or single~equivalent substitution it has been seen that

-

.-

(1) +the same letter of the plain text is inverisbly represented by .
but one and always the same character of the cryptogram, and

(2) the same character of the cryptogram invarisbly represents one
end always the same lctter of lhe plain text, B

- - - . .- g

in multiliteral substitution with variants 1t will be seen that

(1) +ihe same letter of the plain text may be represented by one
or more different characiers of the cryptogram, but _

(2) +the same character of the cryptogram nevertheless inverisbly
reprcsenls onc and always the some letler of the plain 'liext.

58, Bimple | ves of cipher alphabets wiih varients .--a. The mat-
rices shown on the pext poge provide some of Llhe simpler means for
accomplishing monoalphabetic svbstiiution wath variants. The systems
incorporatipg these matyices are extensions of the basic i1dees of multi-
Jateral subslitubion ireated In par 52 The variant equivalenis for
any plaintext letler maj be chosen at will, thus, ain Fig. 26, Ep=10, 15,
60, ot 65, in Fig. 27, Fp=AUs, 7o, FUc, FZc, LUg, o1 LZe, ele

2 C{. ithe i1tle of the peceding secetion, "Multiliteral substitution
with sintle-equivalent cipher alrh.beis." = | ae g~

P PR T T -
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b. It is to be noted ihat encipherment hy meons ol the matrices in .
Figures 27, 28, and 31 is commulative, 1.e., he coordinales may be rcad
in either row-colmm qr column-roy ovder witlub cryplogrophic onbaigulty,
since 1here is no duplication betlueen lLhe roy gpd column coordinales.

The remoining mailrices agbove are npon-commulative, thorefore a comvention
must be agreed upon gs to Uhe order of rcading the coordinates, Il should
also be noted that in Figs. 30 anfl 31 Lhe letlers in the square have been
anscribed 1n such a manner 1lhat, coupled with the parlicular arrongement
of the row and column coordingles, the nunber of variants aveilgble for
each plaintexi letter is roughly proportionnl lo ithe frequencies of the
letters in plain Lert A sumlir idea 1e found in Fag. 35, vherein the
1op row of ithe rectangle conloins 2 trord composcd of high-irequency lel-
ters, and the coordinoles arc nrranged n a mnner roughly corresponding
to the [requencies of plainterl lelters, The matrix in Fig., 28 is a mod-
ificalion of the pseudo-code sysiem described in par. 52h, with ihe added

¥

feature of variants. - - - \

L d a

+ €. Otheér simple 1deas for produci n{5_v5.c:|.ant systoms are melrices

such as the following - !
- - - - t

A BCDETFGHUI-JK L Iih, N 0P @
08 09 10 11712 13 1" 15 1617 18 19 20 21 22 23 o}
35 36 37 38 39 ko k1 Lo h3 Wh 45 W5 47 W8 ho 50 26 2
68 69 70 71 72 73 Th 75 51 52 53 54 55 56 57 58 59 162 63 64 65 66 67
87 88 89 90 91 92 93 9% 95 96 97 98 99 00 T6 77 78 0 81 82 83 8h 85 86

U VW XY Z
2 03 Ol 05 06 07
9 30 31 32 33 3k

Figue 36 ) ‘

| " [ [

ABCDEFGHJIJELANOP o R STUVVIXTYZ
ih 15 16 17 18 19 20 21 22 23 24 25 26 01 02 03 Ok 05 06 07 08 09 10 11 12 13
27 28 29 30 31 32 33 3% 35,36 37 38 39 4o h1 h2 h3 4k k5 6 L7 48 L9 50 51 52
58 59 60 61 62 63 Gh 65 66 67 68 69 70 7L 72 73 I 75 76 77 78 53 54 55 56 57
81 82 83 8" 85 86 87 88 89 90 91 92 93 9k 95 96 9 98 99 00 P27 19 €0|

Figure 37 - ' —
o . ) & o \ i
In these 1wo w tLrices lhere has been a regulor insciription ol ihe dinomes

an the 10uys. | 1 thermore, in Fig 36 the dinores 01, 26, 51, and 76 (4 c.,
the lowest murber in each of the four sequences) give the ey word (TRIP)

for that malrir, and ipn Fag 37, the dinowes 01, 27, 53, ond 79 denote

the Ley wrord (WAVY) for thobt malrzv  The sceurivy of systems involving

such malrices wrould of course be greally nproved 1 +the dinores were

assigned i1n o random manner bul, then ire essy imemonic ieelure of the

fowr scquences and {ihe lev word wvould be lost.
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a. nn Interesting edaplolion in_a disc form of the type of mnlrir

illustroled in Fig. 37 15 the follovxp device repuledly once used by
the Mesican Aimy - " $ ' *

e s
H ‘ B vem
- b ¥
- ] r -

- ' - YU F o # Y o -
The device consisted of five-concentric discs, the outer dise beéfing the
26 letters of the alphabet, and the olher four bearing the sequences
01-26, 27-52, 53~78, and 79-00. The rotatable discs made 1t possible ‘to
change the keys at frequent intervals, without the necessity of writing
out a new matrix each time B "

i
- - —

= b

- - =} » e La~r ray e - Ll

29 More complicated types of cipher alphabets with variants.--

a. Matrices such as those in Figs. 38, 39, and 40 below are termed
frequential matrices, siice the nunbeir of cipher values available for any
given plaintext letter closely approximates its relative plaintext fre-

quency.
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68915h372¢ 123456789 '
TARACDEELILN [ ENTRUCKING
1JAACDEEHKNO 1{QUARANTINGE
3/ABDEEHJINOR 2|UNEXPENDED
BIADEEHINORS 3|[IMPOSSIBLTE
9CEEGINORST h WICTORIOUS
2|EET IMOQSTT 5ADJUDICATE
gIEFIMOPRTTU 6|LABORATORY
5| FILNPRSTUX TIEIGHTEENTH
GIILNPRSTUWY 8 |[WAITURALIZE
W LNORSTTVY?Z R 9ITUIENTYFIVE
n “ A - " LI -
Figure 39 A ] * iFagure 40

!

b. In the fragmeptary matrir illustrated in Fig. 38, the number of
occurrences of a particular Jetler within the matrir ls proportional to
1ts frequency in plsain text, the letters are inseribed in a rendom manner,
in order {0 enhance further the security ol the system., In Fig. 39, we
have s modification of the idea sel forth in Fig. 38, except that the
size of the metrix has been reduced from 2626 to 10x10, in this case,
the letters (with approp:riate number of repetitions) heve been inscribed
in a simple diagonal route (lower lelt to upper right) within the square
and the coordlinales have been scrambled, for greater security, In Fig, fIJO
there is illustrated a type of cipher square vhich is known in crypto-
logic literature as the Grandpré cipher, in tihis square there are in- '
scribed ten 10-letter viords containing all the letters of the alphsbet in
thelir approximale plaintext frequencles  These ten words are further
linked logether by a 10-letter word which sppears vertically in the first
column, es a mnemonic feature for the inscription of the words in the

TOWS o - I~ - ) - Ly » [ - r s t 1) ‘ [ J--l

i

c. The frequential-type system represented in Fig. 4la (enciphering
motrix) ond bib (deciphering matrix) wes described by Saccod, who pro-
posed thet the dinomes anscribed in the enciphering matrix be ‘thorouvghly
disarranged by applylng a double transposition bo the dinomes 00-99 as a
megns of suppressing axly patent rela:blonshlgps a.monD the variant velues
for the variouc plaintect 1etters P f‘urthermore, ’the nulls incorporated in
the matrix vere tu be used occas:.ona,lly dtq;z.ng the encryption of a mes-
sage, in order to Llhrow & cryplanalyst off the track In ihis esomple the
nunber of voriant vplues for each plainte~t lelter hos been established,
of course, i‘r-om the standpoint of Italian 1ctter [requencies,

W & ” t o,

tr - A - ]

3 * ' -

{
¢
3 Sacco, Generale I'u:t"l, hnuale d CrltLo{'r;J. fia, 3d Ed., Rore, 1947,
P. 22, + X = 51§ i N .

i n
L
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h8-56 | 03~25 | 18-35 | 10-23 39 20 02-86 Ll W6
21-09 | 52-62 | 37-65 | 53-75 68 T( 66
T76-51 | T79-6G9 | 71-78 | 82-87 eipht
ho.12 N R 17 Lwo 29
Ch -7l B T J
55-1l 13-73 | 26-9% | 9% 8h ninc
83-90 ho 2l €1
63~06 93 57 _ 0 ] £ Lhree 31
ly7-hs C G K 07-30 | 13-58] 85 50
28 38 96 51-67 T Y four zZero
70 97 T72-89 | 33-88 | 22 27 19
= 92
D I L P U Z (ive | period
08 17 05 h1 00-15| 3t 60-91 16-61
80 43 ko o8 36-99| 59 s81£ | comma
0] oh 32
- - T T Fgure Mla _
1 2 .3 & 5 6 7 8 9 ¢
1 S - N - U [period i) E zZero I
2 - Y I ¥ A R four C eight Q
3 | nine | comma T Z, E U I G M 0
L P - I |/one - seven - - L B
5 0 A L - - - F s Z 1hree
6 |period A - - n one 0 M A five
7 E 0 il -] I - 0 E A c
8 Jd I - Tvo X v I T 0 D
9 | fave zero B R W K G P U -
¢ 1) v A 81y L - 0 D - 1)
/ B Ii‘-‘.gul' (o] ’ll‘E.
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d. The Baconion cipher described in par. 53e moy be used os a bosis
for superimposing additional complesities For inslance, the "a" elenents
may be represenied by ony one of the 20 consonents as variants, wvhile
the "b" elemenls may be represented by any one ol the six vowels, or Lhe
letters A-M may be used bto reprecsenl the "a" elements and the letters
N-Z for ihe "b" elemenis, digits moy be used for the "a" and "b" elements,
either on the basis ol the [irsi five and last five digits, or on the
basis of the odd and even digits, or the [irst 10 consonants (B-M) and
the last 10 consonanls (W-Z) may be used for the "a'" and "b" elements,
with the vowels used occasionally as mulls-~thmus the resultant crypto-
grems will resemble those of a falrly complex cryptosystem However,
once the cryplanalyst assumes the possibilaity of such a sysiem, ils com~
plexity is more apporent than i1eal Similarly, variations of this genre
ney be superimposed on triliteral systems such as the Trithemian'cipher
illustrated in par. 53b; variants for the "1", "2", and "3" elements may
be chosen in such a way as to provide a large nunber of equivalents for
each basic triliteral combinetion

b

e. Anolher scheme for s complex variant system is a summing-trinome
system. In this cryptosystem, each plointext letter is assigned a unique
value of 1 to 26, this value 1s then expressed as a trinome, the digits
of which sum to ithe designated value of the lctier. For example, if a
letter has been assigned the value "47, 1t may, be represented by any one
of the following permutations and combinations™

ooh 031 112 202 301
013 oo 121 211 310 -
022 103 130 220 hoo

Since the velues toward the middle of the r1ange 1-26 may be represented

by a very considersble number ol summing-trinomes (e.g., Tfor the values

13 end 1% there are 79 variants each), such a system would offer a crypto-

grepher wide latitude in the choice ol cipher equivalents in enciphering,
- . N

» -

1 ) 14 - -1 o T v

1
e L —

+ The representations of an integer (1.e., a whole nunber) as the sum
of integers in sll poss.ible vays gre termed the partilions of that num-
ber. The partitions in this gubparograph are mnd 10 and slso include the
digit ¢ in order to iorm trinome equivalents oul of all the possible per-
mutations. * Ty 4o A e ———— - -
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espec1nlly il the bosic values '©f the plaintert letlers were chosen to
correspond with the scale of their relative frequencies, such as the fol-

-

louing =

H
+

o

JQBY YUFHEDIONETRASL OPMGVXEKSZ
01253456 78 9101112131416516171819 2021 2223 2425 2627
= EEEZEEEEEEEEEEEEEEEEEE =—

T EEEREEEEFEEEREEEEEEEEE "
EEEEEEEEETEFESEEEREE "
! R EEEFEEEREEFEEREEEE ]
s EEEREEEEEFEEEEEE " , :
. ?“%%%%?¥§§5z2315 .
EEFEERFEREEERER
S EEEFEEEEFEREE" .

T s 2 BREFEFEZEZEEE=m . .

T 3 - I e T "2i%§£¥;gigg -

U Vg n%_—}_"ii’-?‘f Z:"éii’

vty e K EEEIERE
v esre SINHMESZEEREES

e &g te 2R EEES .

T T FEEY *

- & L. 1 r e - L v ¥ .t

bt - r ~er- 3 ke - T & s jﬁrﬂ' . _—— L e g

L] Tos @ T 4 p~ £ H e - ( o - I i

The tallies beneath each value represent the number of variants possible
for the particular value The unuse% 1ues for ¢ and 27 (uniquely re-
presented by 000 and 999, redpectively) moy be used for punctustion marks,
nulls, or other special-purbose symbols, Since such a system, once sus-
pected, would offer lattlé difricuTty to o cryptanalyst, certain modifi-
cabtions would be necessatry in order o pose any real obstacles in the way
of solution. For ainstance, 1f ithe nmmerical velue of a letter is expres-
sed by permutations of 3 letters (inmteed of dagils) out of a set of the
10 letters A-J vherein the sequence & the letters A-J represents a dis-
arranged sequence of the dagits 55-9, suech a system may be among the most
complex types of ciphers_in the realm of monoalphabetic substitution,
requiring the solution of many simultaneous equations, A further refine-
ment would involve the use of all 26 Jefters as varionts, in predetermined
groups, ‘to represent the digits "-9 Forlunately for the cryptanalyst,
such systems sre impracticable for f‘%ld military use, but if they were
encountered, a sufficiently large volyye of text, coupled with Hitt's
four essentials quoted in Section I, w'§_u1d eventually make a solution
possible. The, actual cryptanalytic complexity of certain spparently
exceedingly cq‘r[plex cryptosystems 1s depfhdent on their being correctly
used at all times, which 18 not invafigbly the case with mlitary ciphers.
» —

— ] - S -

a willine  euln WL
ve ¥ s s T o 3 .

7 The solution would involve simply dividing the cipher text imto
groups of 3 digits, summing the tringmes thus produced to yireld 28 pos-
sible basic values, and solving these besic valves as in any simple mono-
alphabetic substitution cipher.

: = 4 Co
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60. Annlysis of simple examples.~-~a. The following cryptogram is
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aveilable for siudy
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QMDCYVY PLFNF DHNWJI VLKDK NHBPV RLTVM
BKLWD WVHVEK SHBCL PQKJR VWSMIL KGCNR
LERNKV MGFXW JRCMYV WGTJH QKXFN ZVFDM
LTBPL PVFLM DCNWN HBCVZ NMLWQ FDHDW
VZBRY KLCVC VRDHL RVTILF NCDKG MIXWXM
DTSCB CLZLR LMVTS ZNKBW YPBRN CLRXR
DCNKV PBTNT GHJZL FQFVK BWDZX PNHSP
GHLKL FVZLT VMLKD PQRNZ LZDTB MNTGMN
NZVFX KBFDC LZVTYV _TDFVR GCLBOQ PNCDVW
VRIJTN HLZLM VWNPY PDZDW JPNVL -RJKVM
XMDTS MGFDR DKLWJ, FLPJM BSFQWB FNCBSZ
DKVWG ZSHBH DHJCX 2. .

. - . _

= = - - - x
The first thing thal strikes the.eye 1s the total absence of vo&els, re-
markeble not only because six lefters are missing (cf. the Atest) in a
text of this size, but also because all six of these letters fall into
an ldentical limited category--a significant non-random phenomenon.
a uniliteral substitution alphebet with six letters missing is highly
improbable, the conclusion of multiliteral substitution is obvious,
Upon closer inspection it 1s found that, il the cipher text is divided
into pairs of letters, only ten consonants (B DG JL N Q SV X) are used
as prefixes, snd the remaining ten consonants (CFHKMP RT W 2Z) are
used ag suffixes--thus the biliteral (and bipartite) characteristics of
the cipher text are disclosed., A digrsphic® distribution is therefore

-~

Since

constructed - a s o ~
T)'J ] bl 1 " S ~ v, T 3 e
" + - CF HKMPRTW a
' o
- - B‘ %___. | l= == .
Gl=l=]|= = —_ —
- — T
! J e — -— — — | = — — — i Paliash i
L|l-|E E|l=|ElF|=l=|B
- t NIE |- |BE 8| ~|- ~|=i=]|s
- " = o~
LT Qt = =] =~ |- —
S - = = = | —_
v = =IZTIEIE =Bz - ‘
= == I TIELTT N
X —— — = -~ | o— - -
] - N . -3 a
" + r - . ’-v(_‘ ¥ o ~ ¥ r~s b M ] F e 7‘-;'{

If it had not been noticed that the cryptpgram should be divided

into, pears for analysis, a biliteral distribution (see par. 234) might
in order to reveal contact affinities of the caipher let-

have\been made,
ters.
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b. It s possible that the cr"ptogram under study may involve Lhe
use of a small encipher ang matrix wvalh_ variants for the rows snd colwms.
Since there is avarloble an easily-applied special solubion which permits
the delerwinatlion of the roy indicalors which are equivalent (1.e., inler-
chanpeable varlantﬁ) and the column indicators which are equavalent, mere-
1y from a study of the digraphic distribution, this possibility 1s examin-
ed. The special solution s based on the following conslderalions. in a
message of moferale lenuth Tor such a cryplosystem, 1t may be assumed
{hat the various possible’ cipher pairs [or a given plaintest letter will
be used wath approrimotely equal frequency, Ffor lhis reason, the cipher
letters which palr with one of the letlers used %o indicate any particular
row of the enciphering matrix may be expected to pair equally often with
any other cipher letler which has begn used to indicate lhe same row (and,
of course, the seme 18 true corcerning the column-indicator lelier-),

Thus, in the digraphic dlubribuiion of such a crypbogram, sets of rous
appear wvhich have saimilar proflles and, likewise, sets of similar col-
ums.? First a study wi1ll be made of the rows of the distribution Just
compiled, in af attempb 1o locate and i1solale those 3 which match with each
other, then, the same will be done with the columns of the distribution.

c. It is noted that the "L and "V" distribuilions have pronounced
simlarities (Fig. 42a)--these rows came® under consideratlion first because
of their unique “heaviness" ol their frequency characteristics. ILaikewise,
the "D" and "N" rows have_homologous attributes in their appearance (Fig.
hEb) However, the Turther grouping of the rows by ocular inspection may
present difficulties to the student, since b~ may not yet trust his eye

z?

-~
i d

L|_[= q{-:_—:];l;lzlal—:- =l
S N Y S P I Y B
- Figure h2a i
*« o _ a- ra_ 4t - < N ¥y g 4
Dl-—:l..lzlé T_EE =
=] == -J:I—f_“s, =
_ Figure qu ‘;.' -

] Q

in matching distributions, cnd he may feel the need for some klnd of
statistical assurance. In the following subparagraphs there is given the
technique of a more precise method for matching, methemataical in nature.

- - .- - rl"":.: s._..._s_.,_ﬁ.-.r': -

7 These similarities are especially pronounced when the encipherér
uses a “check-off" procedure for choosing his variants for each letter,
that is, when he systematically "checks of " the variants used during
encryption to insure that all possible variants are used in approx1mately
equal proportions, - -

- - —

- X Fl
P
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¢ d. This rethod of motehing in an attempt to Yequate" interchangeable .
veriants invalves computing s separate value for each trisl matehing of a
particular row (or column) sgainst each of a serics of other rows (or
columns, as appropriale)--such o value i1s teken as an indication of ilhe
"moodness of moteh" cxhibited by Lhe particular tranl, the theory being
that the correct match will produce the highest value .8 The value for a
particular trial match is computed by multiplying the number of tallies
in each cell of one rov (or column) by the number ol tallies in each cor-
responding cell in the other row (or column) end then totaling the pro-
ducts thus obtained. Because of the way in vhich it is produced, such a
value 18 termed 2 "ecross-products sum". - - . -

— - e n

__ &. In subparagraph ¢ above, 1t was determin 3d that the “;Lr a.nd e
rows were equivelgni,” and that the "D" ond "N roys_ also formed an equiv-
alent pair. The nexl'"heavy" row is the "G" row, this is to be tested
for match with the five remaining unmatched roys. Let the Ma" row be
tested first against the "B" row fGaese two rows are glven below, with
their cross-products sum. For convenience, the eross-produc'ﬁs sum is
symbolized by X(61,02), vhere 61 and €2 represent the d.esa.gnators of the
dastributions to bhe ma'l:ched 9

- 3 t * a - -,

"¢" 222-.3--1-1 . .o -
-"B" 3111122121 - .2 T . -
Z(GB) 622"3-"1-1:15 -~ A e 2 P - *

L. ‘

The complete table pr 1he comparisons of the "G" row with the five aveil-
gble 10ws 18 as [ollovws -

x(e,B) 622-3--1-1z15
-x(GJ) 222 -3 ~-1-1=z11 ) .
206Q) k- -3. - = 7 ]
y(G,8) 2hh -6 -~ --12z17
x(GX) 2 b = 8

The results indicate that the moust probable match with the "G" row is the
"s" row.

f. BSinec the next "heaviest" row to be tested is the "B" row, its °
matchings waith ihe jthree remnining rovs are made, and are given below

x(B,J) 311r1l2k121=z17 - -
-X_(BO) -2-2122-21:z12
x(s,{) ~1-1222-h-:212
- | 2 1IN A L S . . rc oy ey - =
= ~r_. ~ @3, " 2 - - . b T r g,-l y, - _ 2a
8 In thas connec:t:.on, nole Lhe considerations treated in subpor. 60_3_.

7 The Greek lebler X (chi) 1s ofien used in cryptology to synbolize

matchiy; operatiqps & ¥ - ' - . .
1 bt /sl s - * - v - -
—_ 3 -wd =t T ] e -7 s -
- - - -~y 1 L v
L -
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The coriccel malehwng of lhe "B and "J" rows 1s indicaled by Lhe respults
This Jeaves only the "Q" and "X" rows, which -1c presvmed to go Logel,hcr
since not only is their cross-producls sum salisTaclory (vhen compored 1o
Lthe X values lor some ol the olher rows wlich have been mal,chcd), but,
equally smportant, Lhcix palterns of cresls and iroughs are simijar.
Since we have not found more Lhon iwo rows for any one set of Inter-
changeable values, Ll appecars that lhe orlginal malrix had only five
rovws, with ivo varianls for each rowv. The rows of Lhe distribution dra-
crom are therefore combined in the [ollowing dlapram

CTHKMPRTWZ

BIIh22223h232

v DN |8287222575

@B |3hh-51-1-2

. W 28177896 7T

X }-3-3322-3-
Figure 43

g. Analysis of the distribubtions of the colums of Fig. 43 quickly
reveals that colwms "C" and "H" moy be matched as a pair, and likewise
colums "F" and "M", and columns "P" and "R"., 1In order to decide the
groupings of the remaining columns, the six posslble g values are der-
ived.

(K, ) L35 -h2 .=z 81 Conbanstions
x(K w) 4 b9 - hg 9 = 113 KT, W2 8L+ 90 = 171
x(K,2) 435 -hg- - 88 KJ, TZ+ 113 + 73 = 186
(T W) 635 -L42 -z 83 Kz, mr 88 +83 = 171
(TZ) yos2hk - = 73 -
Z(WZ) 635 -4y -z 90 -
It appears that the proper palrings of the columns are "Kh WY, g

T 'lzll - - . . ,
h. The groupings of the coluiiis heving been determined, the fre-
quency dia.gra‘fn 1is red_uced. to 1'l:s bas:.c 5x5 squa.re s a.nd. the 15 test 1s

d L PP

e = ww. CcTF KPR T oo )
o + H M Y R Z ° - -
BJ|6 4 5 7 ) dp=1962
- DN{16 L4 1h X 10 ¢pz1132
GS17 9 - 1 3 $o=1670
ta. V| 315 1k 17 13
w X}~ 6 6.4 -

~ - - ) ¥ 4 -

taken as further statistical assugonce of the matchings. Al'l-:hough do in
this case does not come up to the best etpectations, we feel nevertheless
that the matching has been carefully and correctly accompl:.shed, and so

Py
=, " P -~

-

1 T a iy - - cl
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1he nest step is conbinuved with a conversion of the multiliteral texst
into uniliteral equivalenls, using the lollowvang reduction square con-
taining an arbitrary sequence

CFKPT

HIIWRZ
BJFIABCDE
DN IFGHIK
WS |[LMNOP
LV |IQRSTU
K IVWXY2Z

The converted cryptogram is nov easily solved, using the prineciples set
forth in Section VI. The fairst [ifteen letiers of the plainlext message
are found to read "WEATHCR FORECAST . .", ond the original enciphering
matrix 1s recovered, based on the key wvord ATMOSPHERIC, as follows

PFCKT

RMHWVZ
IV JATHOS
DN {PHERT
BIJICBDFG
GS IKLNOU
X [VUXYZ

1. The method of matching rovs and columns just deseribed in the .
preced.ing subparsgrophs applies equally well to all the matrices in Figs.

26-35, and similar variations ITf 1n the process ol equatling indicators
the cryptanalyst sees that the row indicators are falling into the same
groupings as the column indicators, he night be sble to accelerate the
equating proce.s by taking advontage of 1his [eature alone, as would be

the case 1f he hed encountered a cryptogram involving a matrix with indi-
cators arranged in a manner similar to that shown in Figs 29 and 30.
Turthermore, a cryptogram enciphered in a commtotive system, whercin

the equivalents have been toeken in row-column and column-row order indis-
criminately, mny be recopnized as such through a study of ithe digraphic
distribution ol the cryplogram since the "o " row of the distribution /
will have aon appearance similar to the "o " colum, the " B " row wvaill !
be simiinx to the " B " column, etc, this matter 1s discussed further in
subpar 61d. ‘e te

»
- Ll - - « -

10 IL 1s olten convenient 1o use arbitrary synbols in eryptanalytic
work, to prevent confusion with designations ol aclhel elements of plain
tert, cipher test, or key (see footnote 1 on page 58). TFor this purpose
Greek letbers sre often used., for reférence, the 2l leiters of the Greek
alphabel and iheir names are appenc‘tocl ln the choxrt bclov

Ao alpht| E g epsilonil ¢ iola [N ~ mu ? p Yo L) ¢ phi '
B @ belo {Z § .ela K « Lappa |= € xa £ o c1gm | X o cha

™ g formiH m cly A q labdi| © o omicroni T = tou W § Pst

A S do Lt_._| G 8 thela M 1l Moo D gAY V. J Lonl . - @ Oniea
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de 1L 38 wmport mt to poinl out ihal in matkehung, lhe cryplonalyst
should begin wilh Lhe "besi" rows or colulins--best not only Lrom the
alandpoinl of "heaviness" of lhe distribulion, but 2lso best from Lhe
poinl of view &L a dlstlncta.vc pabtlern of crests and troughs. If insuf-
Cleionl Loal 28 avoilable to allow equating oll the inteichangesble
coordinales of a pnriicular enciphering mabrax, it may still be possible
that a conversion of ine c:u.pher terl by ucand ol a partially-rcduced re-
cons b uct'l.on matrix may yireld enoug,h fdaomorphic pollerns and other dala
1o ma.Le poss.fblc an cnlry inlo lhk text. IF the eryplographer hos not
used a "check-oCf" process an enciphering, but instead hes favored certoin
equivalents for the various ploinlext lebters, matching moy not be pos=-
slble, ncvertheless, an enlry into lhe lLext may be laocilitoted in Lhis
case, becsusc come ol the resullanl peaks an the cipher texl msy be cor-
reclly ideniified Furlhermore, since no variant system can possibly
disguise the letlers of lov I‘requency 14 plaan test, ltheir low-frequency
equivalents in the cipher text may provide possible approaches ‘to solu-
11on  (See also subpar. Gle).

k. In addition to lhe melhod of solubion by matching and combining
rovs and columns of a digraphic disiribution of a multiliteral cipher,
there 18 also the general appronch applicable wilhoul exception to any
variont system. This melhod, involving Lhe correlotion ol cipher elements
suspected to be the equivalents of specilic but unknown plaintest letters,
18 lreated in detail in paragraphs 61 and 62,

1l. Systems such as the li-level dinome cipher 1llusirsted in Fig. 36
are susceplible to a very easy solution, i1f the dinomes have bheen in-
seribed in numerical order - rdicated., Assuming such a case 1n a
specific eryplopram, the lirst si4 group. ~7 which are

68321 09022 48057 65111 88648 L2036 ..

a [our-part frequency distribulion of {lhe cntire messane, is taken as
illustreted in Fig. 44 Delow

= :—.—.—'-_'z"':‘ga =sE=Z=_ - _= = —_—re E =

01 02 03 Ok 05 06 07 08 09 10 11 .2 13 1k 15 16 17 18 19 20 21 22 23 24 25
= o T= —_.._————"-z__ —_ = .E—_--——%E EZ%
26 27 28 29 30 31 32 33 34 35 36 37 38 39 ho h1 L2 L3 4 hs b6 b7 L8 ho 50
51 52 53 54 55 56 57 58 59 60 61 €2 63 61 65 66 6T 68 69 70 TL 72 73 Th 715
Z_. = = _ZFE¥E= =E2EZ=_ _ _ = Z —
76 77 78 79 80 81 82 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 99 00

- - Tagure hh,
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+ IT the student will bring to bear upon thilg problem the principles he .

learned an Section V of this texbt, he will soon realize that what he now

| has before him sre four simple, monoalphabelic Irequency distributions
similar to those involved in a monocalphabelic substitution cipher using
standard alphabets. The realization of this Tacl/ immedistely provides
the clue to the next steps "fitling each of the/ distributions ‘to the
normal”. (See par. 31). This cgn be done withgut dilficulty in this
case (remembering thal a 25-letter a2lphabet s Zlnvolved and agsuming thal
I and J are combined) and the Tollowing nlphobéts result

N -
- -

01—I-J 26—U 51—N 76—E
02—K 27—V 52—0 TT—F .
03—L 28—W 53—FP 78——G" - .
04—M 29—X 54—Q 79—H . !
05—N 30—Y 55—R 80—I~J -
06—0 31—2Z 56—S 81—K
07—FP 32—A 57-—T 82—I,
08—Q 33—B 58—U 83—M
09—R 34—C 59—V 84—N
10—S 35—D 60—W 85—0
11—T 36—E 61—X 86—P
12—U 37—F 62—Y 87—Q
13—V 38—=G 63—7Z 88—R
14—W 39—H 64—A 89—S -
15—X 40—I-J 65—B 90—T
16—Y 41—K 66—C 91—U
17—7 42—1, 67—D 92—V .
18—A 43—M 68—E 93—W
19—B 44—N 69—F 94—X
20—C 45—0 70—G 95—Y
21—D 46—FP 71—H 96—7
. 22—FE 47—Q 72—I-J 97—A

' 23—F 48—R 73—K 98—B
24—G 49—S 74—1L 99—C
25—H 50—T 75—M 00—D

The key word is seen to be JUNE and the beginning ol the cryptogram is
deciphered as "HASTERN TNTRANCE....."

m. I instead of 25-element alphabets, & system such as that in
Pig. 37 has been used, only a slaght modification of the procedure in
subparagraph J would have been necessary, i.e., the distributions would
have had to be consideied on a basis of 26, and the process of [itling
the dastraibutions to the norual would have gone on as in the previous
eLaiple.,

-~
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‘ n. One Cwlher opplication of pranciples learned in Section V de-
serves 1o be meniloned here, in comnection with the solulion of sysleme
guch as those of Fig. 36. Let the following shorl message be considered

N8226 88423 E3
36683 52267 97

99 G3604 760509
1h 54466 176

LA 1 L T Y

6'5 651

O,

L - n
If 1t is known Uhat the correspondenis have been using & verianl sysiem
such as that in Fig. 36, a special solution may be employed an thosc cases
wherein there ls insufficieni clpher text 10 permt analysis by lhe method
of Fitiing the frequency dastribution to the normal., Thus, a shori cryp-
togram may be solved by a variation of the plain-componént completion
mebhod. described in por. 3411 First, let the eryplogram be copied in
dinomes, with an indication of the level (1.e., the “alphsbet") the di-
ponte would occupy an lhe lh-level molrix, thus

[ Y

48 22 68 8k 23 52 09 99 36 Ok 76 05 90 56 51 36 68 35 22 67 97 11 45 4 66 76
T 2 2

2 1 3 & 1 3 1 & 2 1 &k T Ik 33 2 3 2 13 & 3 It
- Woa oty by e s “he e
The dinomes belonging to the four levels are as follow-sl .

v — - - - . w g r._.r i

(1) 2223 09 Ok 05 22 11 ~_ oAt d

(2) U8 36 36 35 45 hb - - - "

(3) 68 52 56 51 68 67 66 TR

® () 8499769 9776 ~ *~ - ot A

These dinomes are converted into terms of the plsin comﬁoneﬁ'b'b,;' sebting

each of the cipher sequences_sgoinst the plain component s‘a.tqan grbitrary

point of coincidehce, su?’ as in the folldwving example
r i bl

Ll
~ o

*-. - =
A B CDEFGHI-JK L M N O P @ R S T U

VU X Y 2
01 02 03 O 05 06 07 08 09 10 11 T2 13 14 15 16 17 18 19 20 21 22 23 24k 25
26 27 28 29 30 31 32 33 34 35 36 37 38 39 1O L1 b2 43 4h 45 U6 47 48 L9 50
51 52 53 50 55 56 57 58 59 60 61 62 63 64 65 66 67 68 69 7O TL T2 73 T* T5
76 77 78 79 80 81 82 83 84 85 86 87 88 89 90 91 92 93 9% 95 96 97 98 99 00
(1) 22=w, 23=X, 09=I, O4=D, O5zE, 22:W, 11=L
(2) 48=x, 36-L, 36zL, 35-K, Uu5z0, Uh=T
(3) 68=8, 52-B, 56=F, 51=A, 68=8, 67-=R, 66=Q
(k) B4z, 99zY, T6zA, 90zP, OT=V, T6zA
- - ¢ - s 1 h I
i LA N S LA = ' at ~Fr N

R should be clear to the student ihal the reasoh this method can be
applied in this instance 1s thail both the plain component (ABC.... Z) 2nd
the cipher component (01, 02, 03 ..... 25, 26-50, 51-75, 76-00) ore known
sequences (OII thus assumed).

!
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th level

-

-

34 level

-

The plain component sequence is now completed on the letlers of

0.
the four levels

s as follows*
o

2d level

1st level

<AODARRMUOHRHHMAESEOAMCGHMEHD D> E XK MHN
EXMHMNCSOUDARRUBHMAEZEOMTHMUMED>
MCHNEHDPEMMHNGADARRRODHHMASE RO
<SADARBMUODHEHHMAEBEOMTSHWMEHDP > =M PN
PN OARRMDHHMASEOAMTKENE DB =M
HMAESEEOMRCHMEHPDEPEHRMN<SONOARRKSH

CRNHDPEMHN<AOAUDAEGROIONHMKMASEO M
MUuEHDEPEXHANSAUARRKROEHHMAEEOR T
VHDFEMNHN<SRUOARROEHMAEEOMGERK
<OAUARBUEHHMUAESEOMOHNEHD > EZMKMN
RFOEHMMAOAEROMONREDEPEXRHN<SMOAR
MUOUARERUEHHMASEZOMOKNEHD > EMNMHN<
NEHPPpEXENAQQULUARRKRODEHMAZEOMG X

1
BEPPEMHNCSAUDARRUBEHMKAEERECAGX W
DEEKHNCONUAREROEHMASEOMGOMWE
MASREOMCGCHMEDEEXANSAOARBDEH
HEZOMCHOEHRDEPEXMHN<C<MOAMRARUEHX
LMNOPQRSTUVW.XYZABCDEFG..H,I..K
HKHNCSRQOUARKROERMAZEOMOENEHD > =

1

A EORMGRNNEHDEEMMNNSMUOARK DT HM
EAMHNCMUOAMRKMUEHM IS ZOMTGEWEHD >
HEOHHM ASEOLMOKNEHDEXMNN<SROA
AREROHHMASEOMGRENEHDEEXHNSMAD
HMASEOMORUEHDEPREXMNN<SNOAMKMDH
MHN<AUARRGOEHHM IS ZOMTHRUED>R
EXHN<OUARNEBOEHMASZEOMOKREHD >

gvels are

letters for the four 1

1

It is seen that the generatrices with the best assortmentl2 of high-

frequency

[N

hth level

3d level

24 level

1st level

REEDON EOSNEDC NCETAL

EFRMNEY T

12 11 evaluating generatrices, the sunm of the arithmetical Irequenries
of the letters in each row may be uvsed as an indication of thelr relataive

"aoodness".

A statistically much more accurste relhod ol evaluating

(5ee 3lso foolnole T on

e

generatrices invqlves the wse of lesorathms of the probshilities of the
the gereralrices

plaintext letters forning,

pase 89 )

»

-~
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IC the Jetbers 01" these gencraliices are arranged in ‘the ordexr of appeor-
ance of thelr dinome equivalents, according to the way Lhey fall anto the
various levels,

48 22 68 84 23 52 09 99 36 Ok 76 05 90 56 51 36 68 35 22 07 97 11 ks W 66 76

B I R M N T
R B E D 0O N
E 0 5 K E D c
N - C B T A E

the plain text "REENFORCEMENTS NEFDED AT ONCE" is clearly seen. Or, fhore
samply, il we examine the equivalenis of 01, 26, 51, and 76 after the
generatrix delermination has heen made, the key word JUNE 1s revealed.

If an error had been made i1n the selectlion of a generatrix, the error
could be resolved by hypothe51zing the probsble key word, or by decipher-
ing the text on the bas::s of the sssumed diagram and then noting and
degaxbling the systematic exrors (whach, 11 would be notlced all come
from one level)

P. The student should note that no one generatrix will yield plein
test all the way across as in the example in par. 34 Instead, the ~
generstrices musl be considered separately for the four levels, since it
1s within each of the four levels that there is a homogeneous relation-
ship of dinopes | Obviously 1f dinomes [rom more than one level were used
to complete the plain componen'l', sequence, <lhe generatrices vould notl con-
s1st of a homogeneous group of letters but instead would represent an
assortment of letters from two or more "alphabets"

61. Analysis of more complicobed evamplcs.--a  As soon as a begin-
ner in cryptography realizes ilhe consequences of tThe fact that letters
are used with greatly varying frequehcies in normal plain text, a bril-
lient i1dea very speedily comes to him Vhy not disguise the na'bural fre-
quencies of letrvers by a system ol subsiitulion using many eqhivaients B
and let the mumbers of equivalents assigned to the varilouvs lelters be
more or less in direct propoition lo ine noimal frequencies of the let-
ters® Let E, for csample, have 13 equivalenis, T, 9, N, 8, etc., and
thus (he thinl's) the cnemy cryplanalyst can have nothlng, in the way of
telltale or characleristic fiequencies Lo use as sn enlering wedge

b. If the tecl svarigble for study 1 smill in amounl and if the
varient values are wholly independenl of one ofiother, the problem can
become exceedingly difficult. But in practical mlllta.ry commnications
such methods are rarely en ountered because thé volune ol iext is usuvally
grest enough to permit of the es-ba.bl.LsEment of egquivelent values. To
illustrete what 1s meant, suppose 2 number of cryptograms produced by
the monoalphabelic-variant method described above show the Ffolloving

—RESTRICTED- 139
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two sels of groupings!3 ol capher elemenls 1n lhe tert, Setl “A" bLeing
assured to be different represenlalions ol one partlicular underlying
Plain lexl, and Scb "B" assumed to be representations of another under-
lying plain texi

SC"L ‘HIEII SG t "B“
(12~37-02-79-68~13~03=37-77) (71-12-02~51-23-05-7T)
(82-69-02-79-13-68-23-37~35) (11-82-51-02-03-05-35) -
(82-69-51-16-13-13-78 05-35) (11~91-02-02-23-37~35)
(91-05-02-01-68~-42-78-37-77) (97-12-51-02-78-69-77)

An examination of these groupings would leadl to the Ffollowing lentative
conclusions with iegard {o probable equavalciits

(12, 82, 91) (02, 51) (13, iz, 68) (35, 77)
(05, 37, 69) (o1, 16, 79) (03, 23, 78) (11, 71, 97)

The establishment of Lhese equivalencles would sooner or laler lead to
the finding of additional sets of, equal values., The compleleness wllh
which thas cen be accomplished will determinc the ease or difficulty of
solution Of course, 1T many equivalencies can be estoblished the prob-
lem can then be reduced practically to monoalphebetic terms and a speedy
solution cen be attained

c. Theoretically, the delerminsiion of equivalencies may seem to be
qui'Le an easy metler, but practically it mey be very difficult, because
the cryptanalyst can never be cerlain that a combination showing whal
may appear to be a variant value 1s really such and does nol represent,

a part of a diffcerent plaintevt sequence. TFor eiample, ‘Lale the groups --

17-82-31-82-14-63, ond
Pl - . 27-82-10-82-14-63

Here one mlgh'b suspc.ct tna'b 17 and 27 represent the same leller, 31 and.
40 another letter., L But :.1. happens thal one group represents the word

MANAGE, bthe olher DI\MAGE Thexe are hund.reds of such cases in Englash
and in other 1a.ne;Lw2,es

ek [
4. When reversible combinations aie used as varianls, the problem
is perhaps & bit more simple Tor efample, usling the accompanyling TMig. 45

() r W - -

- sor K,Z:,VBHHRDL

e, , W8, O HETATOT N
¥y DT |F | ®
¢,d [0 |B[UO[1]7V

. c,N [GlX|R|C[S
P,T [ | L[ Y|[VIEK
Figwe U5

e

t— e —

3 The alert stooenc m~ht be gble Lo deleimine Lhe underl aine plian
terb of Lhie tvo we's 0f cijgherltext groupanioe.
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Tfor enciplherment, lwo mesgages with the same initial words, REVERENCE
YOUR, may be enclphered as [ollows
; —— =

R E "F E"R -E N ¢ T Y o U R
(1) NIVDR XLS8HC DWWEZN RSLHP? SRBJC &
(2) CEDVR XSLHN DVZWN RLSHEP RVJIBN H_

o= =~

The cxperienced eryptanalyst, noting the appearance of the very First few
clpher groups, assumes lhal not only have ihe messarnes identical beginn-
ings in their plain texts, but also that he is here confronted with o
variant syslem involving biliteral reversible equivalents Onc of the
menifestations of such a cryplosystem is that in the digraphic distribu-
tion of lhe cipher 'bexb the "B" row will heve an sppearonce simlar to
the "B" column, the 'C“ roy will resemble the ton eolumm, ete., thus,

the eryptanalyst will almost 1mmedlotely realize thof He has encountered
a. commutative system 1nvolving a mstrix smaller thgn thnt indicated by
the size of matrix necessaxry_ Tor ma.kine; the dlgraphic d{stribution.

e The probable-word method of solution ma:y be used, but with s
slight veriation introduced becausé of the Tact ‘that s regardless of the
system, lelters of low frequency in plain lext remoin infreguent in the
c1ypbogram. Hence, suppose a word containing low-frequency letlers, bub
in iteelf a rather common word strikingly idiomorphic in character is _
sought as a "probable word", for exesmple, words such as GAVALRY, ATTACK,
end. PREPARG., Such o word may be written ér a slip of paper and 81id one
interval at a tiue under the te<t, which hes beén marked so that the
high- and low-frequency charac bers are 1nd.1cated.. Each coincid.ence of a
low-Trequency letter of the text with & low-frequency letter of thé
assuned word i1s examined carnfully to see whether the adjacent text let~
ters correspond in frequency with the other letters of the assumed word;
or, if the latter presents repetitions, whether there are correspondences
between repetitions in the cipher text and those in the word. Many trials
are necessary but this method will produce results when the difficulties
are otherwise too much for the cryptanalyst to overcome,

m = vt e e Mew '

62,  Analysis involving the use of jsologs.-<a. In military communi-
cations 1t 1s not unusual that cryptograms are produced containing identl-
cal plain text but which have been subjected to different cryptographic
treatment, thus yielding different cipher texsts., This difference in cryp-
tographic treatment may be caused by Lhe use of an entirely different
general system, or by the use of & different specific key, or merely by
the choice of equlvelenbs in a variant system. Messages which present
differeni, encrypted texts but vhich conta.in identical pla.in text are
called 1sologs (fiom the Greek 150 = "equal" and logos = “"word"). One of
the easily-noted indicstions of " the possible presence of isologs 1is
equality or near-equality in ithe lengths of two (or more) cryptograms.
Isologs, no matter how the cryptographic ireatment varies, are among the
most powerful media aveilable to the cryptanelyst for the successful
solution of a dilfficult cryptosystem--and, in some cases, may provide the

-RESTRICTED- 1k -
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3 however, a much more striking lllustration is glven in the
dy

next few suvbparagraphs.
The following two cryptograms, suspected to be isologs, are

b.

availgble for stu

help afTorded by i1sologe was revealed by the example conbained in su.,
61d sbove

only possible entries ivto a complex eryptosystem.

ININOVND I B~
-I\O N =00 N\ INCD
HOOFWANWON
ocoNVMMO N
Mg NSO

ANDO QN NN
QN ININD OO I
NG St~ O w
ANFO N ~0O
NINAU\O H AN~

QU WO S U N
= N3 24\0 0 N
QW O M~ © O
AN HO AP0 ON

6182”571. .«

O W O\NO O Ovzt
Moo UG
DOHMNOV- 1IN
GO ~\O
M~ O\ D-ONIN OO

MO O O -0 O =N "

oo NG MO
OV~ M~
OHOANAN A MNB~0O\0
VOoONINONONNTF N

El
N~-0NNDO ~0 O O

Vikkasdauona~-o
QU NO ~--\0 0 I~
NO N OND O\
W O\OD N0 I O

(]
3,
3
2

3}
s T tomHOVODFOmM

COHHOOCKQO ¢
~I 0§ O QI CO NCED O
omMINONMO O
NN M~ INQ O I

WmMm~Ingdt O O
MO I~ H\O 0 O
YN O N ~-mM
A\t N O I
30 O ~cO

OO QD AN
\O @ Mo QIO N
N INAND ~\0
~NO O OMAN
AN HINO N A

= Q IO OvineD
L Il TR w0 o B oV
IO Y OO QO -
S ONO Nt O ON
HO QU ONOVIN

r MO0 ~O MO M
t NODNYONTG -0 O N

i g HAINMHIND HOVQ

~O\-O A QI\O
DO ANA~Nr10 NN

Ot~ M rda I
N QA OO QMo OO
OO0 S S -H\O
O N0 NV = O\
NG NN A O N

1ho

On the possibility that some dinome system (or systems) 1s involved, the
messages are written under each other in dinomes to facilitate the exam=-

ingtion of the similarities and differences of such a grouping of the

cipher texts, as shown on the next page
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5 - 10 15

Al B2 26 56 31 03 74 83 96 98 lh2 32 52 97 0L 15
A'} 30 15 08 Th 97 1hl 51 19 73 60 h9 67 G5 0L 06
27 78 91 06 9&] 00 0oL 38 28 s5h 08 28 00 65
6h 79 91 81 69, 67 25 38 89 41 56 32 52 03 -

H xS

c|[63 62 93 39 18 43 15 88 10 'U8 26 h5 84 50 39

¢l 90 62 87 75 36 20 35 11 05 TO0 89 27 77 50 11

D{8 71 35 25 38 73 30 92 07 49 61 75 21 64 76

. D'l 35 19 99 01 38 99 97 h5 02 32 oOh 11 58 92 16
., 72 89 11 b7 99 92 64 11 68 13 36 53 38 81
E'f 38 46 31 75 k7 1h 6 80 06 WG 85 86 h5 38 98

L4

F|8 69 79 38 16 51 75 05 70 74 11 80 Lhi 32 55
F1] 26 12 18 38 78 ot 88 93 37 28 11 27 22 05 Oh

» ¢ 28 12 02 77 30 31 19 97 99 62 27 8 56 06 53

- G'1 06 U8 43 21 03 98 T 54 26 67 80 76 08 98 80
hd t 2 ¥rT

H| 9 87 o+ 08 67 46 59 L1 98 55 10 82 22 29 87

H*l Wb 10 55 29 00 59 T2 8 28 55 87 30 07 08 93

e -1 ~ -

J| W6 T2 93 62 L5 .. T . w s
J'| 59 68 2k 62 53 - re - 2V LA
7] bl f t ¥ - E L » 2 <,
The dinome dlstributions for the two messages are as follows:®
-rl'-..-_-. 3 _ | ? _’tr_¥‘ "‘l“

g 1.2 3 4 56 789 g 1 2 3 4 5 6 7 8 9
gfz 2 1 1112 31 2 - gfr 2 1 2 2 2 3 1 3 -
1j2 2 1112 1 - 11 11 % 1 - 2 11 - 1 2
21- 1 1 - 1 1 2 2 2 1 211 1 1-- 1 1 2 2 2 1
3|2 2 2 - - 11 -5 2 3|21 2 - -~ 2 115 -
bl1- 3 11212 2 1 1.1 hi- 1 - 1 1.3 2 1 1 1
511 1 1 2 1 2 2 - - 1 51 1 111 2 1 - 1 2
6l- 13 12 1 -1 11 6l - 3 - 2 1 -« 2 1 1
71 1 2 1 2 2 1 1 1 1 741t 11112 1111
8la 2 211 -1 2 1 2 83 11 - - 112 1 2
911 1 2 2 1 - 1 2 2 ? 91 11 2 1 - ~ 2 3 2

Dastribution for Distribulion for
Message "A" Message ng"

RESTRIETFED 13
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C. Since a general absence of marked cresis snd Lroughs is noted an ‘
both distrabutions, 1l the divis.on of these cryplopgrams inlbo dinones 3s
cortecl, and if ihey are both monoalphabetic, 11 i3 quite proboble thet!
some type ol variant system (or sysiems) has been used. Vath ibis in
mind, the encrypled tevis and Lheir distribulions ore serulanized IuxLher
Lor some indication of 1he kind of relationship which exisls belvecen “Lhe
methods of encipherment of the tiwo messages. The daslribulions are seén
to be strikingly simrlar, nol only with respoct to the localion of the
one predominant penk in cach, bul also in lhe close correlation of the
locotlaons of the blanks in each 14 Furlhermore, upon examination of Lhe
superimposed mesdgages themselves, 1t is observed thal Llhere are several
anstances wherein a value in message "A" coineides with the same value
in message "B" (e.g , see posilions A/A' 1L, B/B' 9) This observation,
taken in conjunction with the marked saiwilarity of the dislribulions,
strongly indicates thal not only has Lhe same general cryptosysiem been
used for the encryption ol both messages, but thot the same encipberang
nytrix has been used Tor both. Also, in the case of the values 30 and
62, 1t is noted that vherever either occurs in one messase the same value

-

lLE For the benefit of the student with & malhematical background, it
might be interesting to point out certain epplications of cryptomathe-~
matics in comnection with these two distributions, Tirst of all, each of
the two distributions is much flatier than thei which would be expecled
For a somple of 125 dinomes of random text, 1.e., a drawing (with replace-
ment) and recording from an urn conlaining equal nunbers of counters in .
each of 100 categories lobeled 00-99 consecutively. In other words,
whereas "random" follows a characteristic distributional eppearance, ap-
proximated by the normal or binomial distributions, the samples at hand
exhibit phenomena even flatter (or "worse") than that expected for ran-
dom, opproaching the theoretical (and Tantastically non-random) ' 'equi~
1ibrium" of exactly the same number of tallies in each cell of a distri-
bution. The following toble gives the observed number of x-fold repe-
t1tions in the two distributions, together with the expected nunber of
x-fold repetitions in a sample of like size of random test, which expected
nuniber has been computed Ffrom tables of the Poisson exponential dastri-
bution (see Military Cryptanalysis, Part I1I)

T & &
- Observed | Observed
x Mag. "A" Evpected
) 1k 17 29
1 51 52 36
2 33 23 22
3 1 6 9
l - 1 3
5 1 1 1

It 1s 1o be noted that in the distraibution for lessage "A" the observed
nunber of blanks (1) avninst the expected nuiber cf blends Ffrom random
text (29) 1epresents a sismrpge or standard devietion of 2 T8 o, vhich

-
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occurs In the olher message, a phenomenon explainable on Lhe assumplion
thal the plalnl,e:d. equivalents of the Volues sre ol such low Trequency
1hal no varianl values have been prov (1 for these plaaintexl ]ettem i
the eryptosystem.

d. Wilh Lhe Coregoling delalls determlned_, 1L is nmr xcal i?ccl that
1t should be poscible to form, between the two messages, "chains" of
those cipher values which represent identicol plainlext lellers, os .
cxemplified below. Bepinning wilh the first value in cach messege, 82
and 30, o poriial chain of equivalent veriants 18 starled, now Jocaling
some other occurrence of cither value elsevhere (e g., 82 at position H'8),
and noting the cipher value coineiding with it (in this case, hi) 5 ‘the
pariisl chain may be extended (3ncluding now 82, 30, ond 41). Aficr thas
particulor chain i1s eritended to include as many values as possible,
another chain 1s formed by starting with any value vhich has not already
been included in the preceding chain, thas procedurc being repeated uniil

1 LI

‘3

-\

can be translated as odds of 368 to 1 spainsi its occurrence by pure
chance. Likewise the other eniries besides ¢ (in particular, the x-values
of 1 and 2, and ‘the gumy] ative values of 3—a.nd.-better) may be evalueted
in terms of sigmages, and the conclusion would be reached thal the two
distributions have -3 mosl, remote chance of being as flat as 'bhey are
through mere chance *for instance , 1t 18 3 05 o or 877 to 1 against dls~
tribution A" ha,vigng only twb"lallies oceurring three or mére fimés when
13 sucH tallies are e}’;pec'ﬂ:ed by 1andom—-an6. this sigmage when taken Into
consideration With that of the numbér of blanks yields = sifmage of 4 o

or approximately 31,000 to 1 of occurring %hrough sheer chance. The sum
total of all the deviations could be collectively evaluated, but this
vould involve the laborious compul..iion of a multinomisl distribution,
Since the distributions of the two messages are much worse than would
even be expected for random chance, the conclusion is drawm that ‘the
dinome grouping 1s highly significant and therefore must be correct, and
furihermore that the crypbosystem involves va;:.a.n-l:s in sulficient numbers
for the plaintert letlers to permil the encipherer to select the cipher
equivalents with a view to suppress ing as fmch of the phenomene, of repe-
tition as possible Secondly, the x test ol the two distributions gives
a ¥ value of 206, as aga:}.nst the ¥ value of 156 Tor random samples of
this sgize, this reprlesents 2 sigmage of_k,02 &, or a ratio of 33,000 to
1 against its happening by pure chance, i.e., 1f the cryptograms were not
in the same general system and specific keys. Therefore 1t 1s a foregone
conclusion stabistically 'l,hat not only do the cryptosystems involve di-
nomes as the ciphertexl grolping, but tha.t the identical cryptosystem ais
:Lmrolved. in the twvo messages, and that because of_ the close correlation
o¥f the pa‘[‘. terns of 1he two distributions, there is a good probebility
thet the cryptograms ‘Contain identical plain text and lherefore are iso-
lJogs This specific 1llustrelion of the potentialities of cryptomathe-
matics indicates the importent role thal ihis branch of science may play
in 1the art of cryptanalysis.

—XRESTRIGTED 5
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all possible chains are completed,
arbilrarily arrenged here according to length, may be derived from Lhe
twro messages

(06 1k 15 26 28 31 35 73 7h 81 89 98 99) ~ s
(02 07 20 22 U3 4k 62 9Q)
(12 37 48 51 69 70 85 9h)
(03 30 41 5% 65 82 97)
(05 10 2 32 kg 87 93)
(16 18 36 76 78 79 86)
(27 b5 53 64 80 92) y .~
(11 39 75 88) .
(21 58 77 84)

(46 59 68 T2) -

(00 52 67) v
(o 55 61)

(08 29 56)

(19 71 90) ..
01 25) Single dinomes
13 85) - .-

(k2 60) (38) (47) (50) (62) (91)

If we now mske en arbitrary assignment of a different letter to represent
each chain (ond each single dinome) and convert either of the messeges to

uniliteral terms by means of these arbitrarily-assigned values, we note
the pattern of the opening stereotype "REFERENCE YOUR MESSAGE..e..", and
quickly recover the plain lext.

e. The plainiext values vhen inserted into a 10x10 matrix having
arbitrarily-orranged coordina:bes yield the follo\rine;.

IL is found that the following chains,

= fn - 1!
¢12_3h56789
gftc T R 0B T_F - S
1/0 DN HEEEA - AC L
2T I T - 0 ME S E F T
3[R E O - - E AN B D -
y{- R YT T S L V N O
5{Xx ¥ U 8 R P F - I L i
. 6ly PWT SR -UTLKN
7Im ¢ L EE DA I AA
8|S ER N I HA ODF
g9lr ¢ s 0O N - C R EE

Manipulating the, rovs and colurms 3 1ih o view to unE:overlns some“;&mm%ry

[

or systematic phenomena, the latent diagonal pattern of th;-_\_,_ equiva.l'entrg
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—RESTRIECTED- ' . - e -y,
for deriain of {he leltlers (such as Eyp, Np, Op, Rp, ond O 3,) 18 revealed,
‘ and the roid “and columns ol the reconstruction disgrm arc permuted to
yleld 'Lhe I‘ol’l owing OI‘lE,'Ln'B.l enclphering ma‘cl ix
BT - w¥ v . T [
- iy e [~ -
|- o 618-;‘91- 3 ho 3 7 2¢¢ - -
~ Pee p - 4ot 'TIAAMAC D EEBEBIL Y
¢ - . «l1]A ANC DEEUHHI XKXUDNO
. 3/1A B DEEHJIDNOR
bt . Tamae 8I|ADEEHTIUDNORS
[ 91C £ B ¢ I ¥ 0 R 8 T
* = gyt oy 2B E F.I M 0 @ S T T
roec ~ @B F I MOPRTTTU
W LT 5|IF I L. ¥ P RS T U X
' 4 .+ V 46JI L NPRSTUWY
/ Z ML N O RS T T V Y %
L BRGNP R JELL I Y s art PR - s L

There are oo Qbservable relatlon hips in or belween the gseguences of

! diglts an the row a.nd colwm coordina:bes, thereTore for want of any
vigible phenomena or further infonnqtion on thé derivabion (if any) of
these digits, 1l 1s agsumed that they must hafe becn assigned at random,
The student will nole thot ihe final mafrix ]LS 1dentical Lo Lhat of
Figure 39 in peragraph 59. _ )

f. Tt should be emphasired that in the caomple of the preceding
su‘bpa.ragraphs 1t wes only possible lo form chains of values from ‘both
. nessages reciprocally becauge the seme encipanering matrix had been used

for both. A non-reciprocal chaining procedure wrould have been required
1f only the general system had beed the same For both bul the enciphering
nalrices had differed in some respect y or if tvo completely diflerent
variant systems had been usea (e g , ome using a frequential matrix and
the other involving a less "t:omple:r type of varisnt matrix, such as Fig,
29). Specifically, it woulcl have been necessary to malntaln two sepa-
rate groups of chains, one c,roup for eﬂch message, otherwvise heterogeneous
valves would have become 1ntermlngled.

g« Although an ana.lys1s of but one 1solater1 example by means of
isologs was presented, ihe stydent should be able to appreciate ilhe
significence and polentially enormous value or 1s0logs to a cryplanalyst.
This value goes [ar beyond the simple variani encryplion in a monoalpha-
betic substitution system, 1sologs produced by the use of two daflerent
code books, or two diflerent enciphered code versions of the same under-
lyang plain lext, or two encryptions of identical plain text by tvwo difl-
ferent "settings" of a cipher machine, may all prove of inestimable value
/:Ln the attack on a difliculi cryplosystem

e - v

”
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63. TFuriher remarks on varienl systems.--a. A few yords should.
added wilh regord Lo certoin subte: fuges which are sonetinmes enemmbe
in monoalphabdlic substitution wilh variants, and which, 1T not recog-
ized in time, cavse considerable delays The conslderations treated R
before in subpars. 521 and j on the disguise of the length of the 'basfg
mliiliteral group opply equally here to multiliteral substitution with
variants, thus, in dinome systems, a sum-checking digit or a mull m:lght
be added in specilied positions of the group to form a trinome. In B,
complex varilant systems, the presence of a mull as one of the digits of
& tranome would add greatly to ihe complesities of cryptanalysis of tBat
system, The mwost importonl of the subterluges have to desl with the use
of mills vhich are of a diffcrent size than the real cryptographic units,
inserted occasionally to prevent the cryptanalyst from bresking up the
texl into its proper unmiis The student should lake carelul note of the
last phrase, the mere insertion of symbols having the same cheracteristics
as the symbols ol the cryptographic text, except that they have no mean=
ing, is not vhat 18 meant Zhis class of mulls rarely achieves the pur-
pose intended., Vhat is replly meant can besi be explained by an example,
Suppose that a 5x5 variaft matrix vith the rov afl colwm “indicators
shown in Fig. 46 is adopted for enciphermept. Nurmally, the cipher units
would consist of 2-letler combinalions of the indicators, inveriably

giving the rov indicator firsi (by agreemen'l,) T, + -:-"-"' )
.veIrIwop*™ ' _- X
A H P S XM T, .
T 0 £ B N )
F U R L C - -
- s =
,‘_-V.A,T,F A B G D E ' ol ™ - —- -
§ T re [ P )
s GH,0UJFP]|G|HII-J K
I, P,ER|LI|M|N P i _
| WS,BBL|Q|R|S i}
DMNC|V|W[X|Y]|Z
Tipuze 46

1 * Y

The phrase COIIINIIMLR OF SPLCIAL TROOPS might be enciphered thuse

c o ¥ M A I* D E R O T , .. - )
VI EB YH IU FT I AB TII WO HAI G . ..

These vould nornally ther 1e arronged in 5-letier groups, thus

VIEBRP UIUFT 1ITaBT LTODTYT GT ...
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b (11101 be woted, howgver, thil only 20 of the 20 letter, of U
Alphle b have Teen emiloyed as vt nd colwmn indscalor., Tcwrmr J, ¥,
0, vy Yy ' ww ed Pow, evppore lhe ¢ <1 leller  are vsed 95 rwlls,
nol n pul., 1w o3 -Indivadnal Ieller anscaled b rondon jgust before
1he 1ed Text 3 m1uged )-Iel;tct gioups Occa.vmmlly, paar of
'lel.tcra me.hl be ju-ciled, In order Lo mash Lhe charocterisiics of

"avoidmer" of Lhe e ]cllets for each other. Thus, for exsmple.

VIEXB JPEKIU FJXTI EAJBT MWOQP WGKTYX

The cryptanalysl, afler some sludy squec-(.ine; a biliteral cipher, pro-
ceeds 10 break up the Lokt inlo pa.vr-a

VI EX B HC TU FJ XT IE AJ BT MI OQ IV CGK TY

Compare 1his sel ol 2~1cLtev combinelions wilh the correct set. Only b4
of the 15 pairs sre "proper” umts Ii w8 casy 10 see thal wathout a
knowledge of the erisience of lhe nulls--and even with a knowledge, 1Tl
he does nol km~v which lellers ore nulls--the cryplenalysi would be con-
Tronted with a p1 oblem for the solution of vhich a fairly lorge ewnunt of
text might be necessory The coreful employment of Lhe variants also
very malerially sdds to the securily Of the method beceuse repetitions
cen be ralher eflfectively supprecsed

e, Simlorly in the cyanples vnder pavograph 58, the letter J in
Figs. 27 and 29 mey be used os o null, the letter Y in Fig. 28, and the
dagit @ in Fags 33 and 3  In Fag 30, any Tctuers an the range of
P - Z mght be used as nulls, oul 1lhis usate might be weak because of the
extremely lov [requency of Lhesc letters ss compared with the letbters
A - 0, this 15 an amporiani poaini 1o consider in 1he examinalion of en-
crypted texl for possible poor usages of nulls

4. From the cryptegraphic siandpoini, usage of nulls in the manner
outlined sbove re-ulti., in crypto,r'pnic Le 1 cven more than twice as long
as the plein texl, 1lwus conslilulin, 2 serious disadvaniage. TFrom the
eryptanalytic standpoant, lthe rm —1n of Lhe capher unils in the system
described in subpar b 'ﬂ:ﬂve conslitvie. the rost imporlant obstacle to
solution, i1his, covpled rilh tne u ~ of varinnts, makes this system con-
s1derably more difficult Lo solie, espile 1ls monoalphsbeticity.



REF

ID:A56892

+
- -
FR 4
r Yo
4 -t oy -
-
a »
i
=
1
+ A&
e e e =
T L
AR g
. 1
~ (BLANK)
o o
- nA rea— -
A
. -
e »

Y]

T -
L
e
~ = -
< s T -
- )