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The Golden Guess 

l s Morning·Star to the full round of Truth. 

•• Tennyson. 

Preface 

This text represents an extensive expansion and revision, both in scope and 
content, of the earlier work entitled "Military Cryptanalysis, Part I" by William 
F. Friedman. This expansion and revision was necessitated by the considerable 
advancement made in the art since the publication of the previous text. 

I wish to express grateful acknowledgment for Mr. Friedman's generous as
sistance and invaluable collaboration in the preparation of this edition. I also 
extend particular appreciation to my colleague Robert E. Cefail for his numerous 
valuable comments and assistance in writing the new material which is contain
ed herein. 

-L. D. C. 

ii 



REF ID:A56892 

TABLE OF CONTENTS 

MILr.rARY CRYP!'ANALlTICS, PART I 

Monoalphabetic Substitution Systems 

Section 

I. Introductory remarks•••••••••••••••••••••••••••••••••• 
1. Scope ofthis text. 2. Menta 1 equipment necessary for cryptanalytic work .. 

3. Validity of results of cryptanalysis. 

II. Basic cryptologic considerations •••••••••••••••••••••• 

4. Cryptology, communication intelligence, and communication security. 
5. Secret communication. G. Plain text and encrypted text. 7. Cryptography, 
encrypting, and decrypting. 8. Codes, ciphers, and enciphered code. 9. General 
system, specific key, and cryptosystem. 10. Cryptanalytics and cryptanalysis. 
11. Transposition and substitution. 12. Nature of alphabets. 13. Types of alphabets. 

III. Fundemental cryptanalytic operations •••••••••••••••••• 

14. The role of cryptanalysis in communication intelligence operations. 
15. The four basic operations in cryptanalysis. 16. The determination of the 
language employed. 17. The de termination of the general system. 18. The 
reconstruction of the specific key. 19. The reconstruction of the plain text. 
20. The utilization of traffic intercepts. 

IV. Frequency distributions and their fundamental use ••••• 
21. The simple or uniliteral frequency distribution. 22. hnportant features 

of the normal uniliteral frequency distribution. 23. Constancy of the standard 
or normal uniliteral frequency distribution. 24. The three facts which can be 
determined from a study of the uniliteral frequency distribution for a cryptogram. 
25. Determining the class to which a cipher belongs. 26. Determining whether 
a substitution cipher is monoalphabetic or non-monoalphabetic. 27. The + (phi) 
test for determining monoalphabeticity. 28. Determining whether a cipher alpha
bet is standard (direct or reversed) or mixed. 

V. Unilitera1 substitution with standard cipher alphabets 

29. Types of standard cipher alphabets. 30. Procedure in encipherment and 
decipherment by means of uniliteral substitution. 31. Principles of solution by 
construction and analysis of the uniliteral frequency distribution, 32. Theoretical 
exampleofsolution. 33. Practical example of solution by the frequency method. 
34. Solution by completing the plain-component sequence. 35. Special remarks 
on the method of solution by completing the plain-component sequence. 36. Val
ueof mechanicalsolutionas a short cut. 37. Basic reason for the low degree of 
cryptosecurity afforded by monoalphabetic cryptograms involving standard cipher 
alphabets. 

iii 

Pages 

1-10 

11-20 

21-30 



REF ID:A56892 

CONFI'[)P. M't'lAt. 

pecti~u 

VI. Uniliteral substitution with mixed cipher alphabets ••• 
38. Lite.ral keys and numerical keys. 39. Types of mixed 'cipher alphabets. 

40. Additionalremarl<s on cipher alphabets. 41. Preliminary steps in tlu: ana lysis 
of a n'lcmoalphabetlc, mixed -alphabet cryptogram. 42. Preparation of the work 
sheet. 43. Triliteral frequency distributions. 44. Classifying the cipher letters 
into vowels and consonants. 45. Further analysis of the letters representing vowels 
and consonants. 46~ Substituting dedueed values in the cryptogram. 47. Com
pleting the solution. 48. General remarks on the foregoing solution. 49. The 
"probahle- word" method; its villirc and applicability. 50. Soluti-on of-additional 
cryptograms produ<·l!d by the same components. 51. Derivation of key words. 

VII. Mu.ltiliteral substitution with single-equivalent 
cipher alphabets••••••••••••••••••••••••••••••••• 107-120 

52. General types of multilitcral cipher alphabets. 53. The Baconian and 
Trithemian ciphers. 54. Analysi~ of multilitenll, monoalphabetic substitution 
ciphers. 55. Historically interesting examples. 56. The international (Baudot) 
teleprinter code. 

VIII. Multiliteral substitutiOn with variants............... 121-150 

57. Purpose of providing variants in monoalphabetic substitution. 58. Simple 
types of cipher alphabets with variants. 59. More complicated types of cipher 
alphabets with variants. 60. Analysis of simple examples. 61. Analysis of more 
complicated examples. 62. Analysis involvl\\g the use of isologs. 63. Further 
remarks on variant systems. 

IX.· Polygraphic substitution systems....................... 151-226 
64. General remarks on polygraphic substituti-on. 65. Polygraphic substitu

tion methods employing large tables. 66. Polygraphic S\Jbstlt.ution methods 
employing small matrices. 67. Methods for recognizing polygraphic substitution. 
68. General procedure bi the identification and analysis of polygraphic substi
tution ciphers. 69. Analysis of four-square matrix systems. 70. Analysis of 
two-squarematrixsystems. 71. AnalysisofPlayfairciphersystems. 72. Analysis 
of polygraphic systems involving large tables. 73. Further remarks on polygraphic 
substitution systems. 

X. Cryptosyatems employing irregular-length ciphertext 
units•••••••••••••••••••••••••••••••••••••••••••• 

74. Preliminary observations. 75. Types of alphabets with irregular-length 
ciphertext units. 76. General remarks on analysis. 77. Analysis of simple 
examples. 78. Analysis of more complicated examples. 79. Further remarks 
on cryptosystems employing irregular-length ciphertext units. 

OONFIDISNriAL iv 

227-248 



REF ID:A56892 

GONFIDI3 N'fiAL 

Section 

XI. Miscellaneous monoalphabetic systems; concluding 
re~J~S.rks ...•............•....................•••• 

80. Cryptosystems employing syllabary squares and code charts. 81. Crypto
systems employing characters other than lette.rs or figures. 82. Special re

marks concerning the initial classification of cryptograms. 83. Disguised 
secret communications. 84. Concluding remarks. 

_.APPEBDICES 

1. Glossary for Military Cryptanalytics, Part I •••••••••• 
2. Letter frequency data- English .••••.••••••••••••• ~ ••• 
3 . Word and pattern lists - English ••••••••. • ••••••••••••• 
4. Service terminology & stereotypes •••.••••••••••••••••• 
5. Letter frequency data- foreign languages .•••••••••••• 
6. List of frequent vords - English and foreign languages 
7. Cryptographic supplement ••••••••••.••••••••••••••••••• 
8. Lester S. Hill algebraic encipherment ••••••••••••••••• 
9. Concealment systems .••.•••••....••.•••••••••••.••••••• 

10. Communication intelligence operations ••••••••••••••••• 
11. Principles of cryptosecurity •••••••••••••••••••••••••• 
12. Bibliography; recommended reading .•••••••••••••••••••• 
13. Problems - Military Cryptanalytics, Part I •••••••••••• 
14. Foreign language problems ••••.•••••••••••••••••••••••• 

CONFIDIBN'FIAL v 



REF ID:A56892 

CONFIDEN'f'fAL •• 

(BLANK) 

GOHFIDERl"'HAL 



• 

• 

REF ID:A56892 

-&.. --

: __ .S~TION I 

;~bDUCTORY"REMARK:s . 
... ---- . - o:-""3r,• C'" T 

---~---~ _ Paragraph 
Scope of this text •••••••• ;••••••••••••••••••••••••••••••••••••••••• 1 
Mental equipment necessary for cr;yptanalytic work. • • • • • • • • • • • • • • • • • • 2 
Validity of results of cr,yptanalysis................................ 3 

1. Scope of this te:!Ct.--e This text constitutes the first of a 
series of six basic texts Lon the art of ~tanalysis. Although most of 
the information contained herein is applicable to cryptograms of various 
types and sources, special emphasis will be laid upon the principles and 
methods of solving milita:.ry2 cr;yptograms. Except for en introductory 
discussion of fUndamental principles underlying the science of cryptana
lytics, this first text i11 the series will deal solely with the principles 
and methode for the anal~Jis or monoalphabetic substitution ciphers. 
Even with this limitation it will be possible to discuss only a few of the 
:many variations of this 011e type that are met in practice; but with a 
firm grasp upon the genern.l principles few difficulties should be expe
rienced with any modificai:;ions or variations that may be encountered. 

... ··- ,....,. .. 
b. This and some of the succeeding texts will deal only with basic 

types-of' cryptosystems no1:; because they may be encountered unmodified in 
military operations but bE~cause their study is essential to an under
standing of' the principleEJ underlying the solution of' the modern, very 
much more complex types oj' codes, ciphers, and certain encrypted trans
mission systems that are likely to be employed by the larger governments 
of today in the conduct of their military af'f'airs in time of war. 

c • It is presupposecl that the student has no prior background in 
the field of cryptology; 1;herefore cryptography is presented concurrently 
with cr;yptanalysis. Basic: terminology and preliminary cryptologic consi
derations are treated in Election II; other terms are usually defined upon 
their first occurrence, o1• they maybe found in the Glossary (Appendix 1). 

d. The cryptograms 11resented in the examples embrace messages f'rom 
hypothetical air, ground, and naval traffic; thus, the student will have 
the opportunity to fa.milieLrize himself with the language end phraseology 
of all three Services coJJII•rising the Armed Forces of the United States. 

1 Each text has its acc·ompanying course in cr;yptanalysis, so that the 
student may test his leariLing and develop his skill in the solution of 
the types of cryptograms 1.reated in the respective texts. The problems 
which pertain to this tex1. constitute Appendix 13. 

2 The word "military" :l.s here used in its broadest sense. In this 
connection see subpar. ~' below • 

R¥]8'fRIC'FED 1 
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2. I>1ental c u:Jpment necessary for cr anal ic work.--!!_· Captnin 
Parker Hitt, in the ~irst United States Army manual dealing with cryp
tology, opens the first chapter of his valuable treatise wlth the 
following sentence: 

"Success in dealing with unknown ciphers is measured by these four 
things in the order named: perseverance, careful methods of analysis, 
intuition, luok." 

These words arc as true today as they were then. There is no royal 
road to success in the solution of cryptograms. Hitt goes on to say: 

"Cipher work wiJ 1 have little permanent attraction for O"le lTllo 
expecta results at once, without labor, for there is a vast a.nount of 
purely routine labor in the preparation of frequency tables, the rearrange
went of ciphers for examination, and the trial and fitting of letter to 
let.t.e.r before the message begins to appear." 

The present author deems it advisable to add that the kind of work 
involved in solving cryptograms is not at all similar to that involved in 
solving crossword puzzles, for example. The wide vogue the latter have 
had and continue to have is due to the appeal they make 'f;o the quite 
common interest in mysteries of one sort or another; but in solving a. 
crossword puzzle there is usually no necessity ~or per~orming any preli
minary labor, and palpable results become evident after the first minute 
or two of attention. This successful start spurs the crossword "addict" 
on to complete the solution, which rarely requires more than au hour's 
time. Furthermore, crossword puzzles are all alike in basic principles 
and once understood, there is no more to learn. Skill comes largely from e 
the embellishment of one's vocabulary, though, to be sure, constant prac-
tice nnd exercise of the imagination contribute to the ease and rapidity 
with uhich solutions a.re generally reached. In solving cryptograms, 
however, many principles must be learned, t:or there are many di:ff'erent 
systems of varying degrees or complexity. Even some of the sili!J?ler 
varieties ~equire the preparation of tabulations o~ one sort or another, 
which ma.ny people ~ind irksome; moreover, it is only toward the very close 
of the sollttion that results in the form of intelligible text become 
evident. Oft.-:.n: indeed, the student will not even know whether he is on 
the right "iracl- until he has performed a large amount of preliminary 
"spade worl:" involving many hours of labor. Thus, without at leust a 
willingnes£" to pursue a fair amount of theo1·etical study, and a more than 
average nmcunt of patience aud perseverance, little skill and experience 
co.n. be gained in the rather difficult art of cryptanalysis. General 
GivierGe, the autho;t" or an exce-llent treatise on -cryptanalysis, remarks 
in this c0lmection:4 

"The cryptanalyst's att:!.tude must be that of William the Silent: 
No need to hope in order to undertake, nor to succeed in o;.oder to 
persevere." 

3 I!itt, Capt. Parl:.cr, fb.nual for the Solution of Military Ci-phers. 
P.nny Service Schools Pres a< Fort Leavcmmrth, Kansas, 1916. 2d Bdition,.. 
1918. (Both out or :print. J -

4 Givicrce, G6ncral f·~a~·cel, c ours de Cryptosraphie, Par ls, 1925, p. 301. 
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b • As regards Hi tt 1 s reference -to careful methods of a.nalys is , 
before one can be said to be a cryptanalyst worthy of the name it is 
necessary that one should have1 1 firstly, a sound knowledge of the basic 
principles of cr;ypta.nalysis 1 £Llld secondl.y1 a long, varied, and active 
Rractical experience in the successful application of those principles. 
It is not su:f'ficient to have read treatises on this su'6ject. One month's 
actual practice in solution i~1 worth a whole year 1 s mere reading or 
theoretical principles. An exceedingly important alement of success in 
so2ving the more intricate cr~~tosystems is the possession of the rather 
unusual mental faculty designnted in general terms as the power of in
ductive and deductive reasoning. Probably this is an inherited rather 
than an acquired faculty; the best sort of training for its emergence, 
if latent in the individual, 1md for its development is the study of 
the natural sciences, such as chemistry, physics, biology, geology, and 
the like. Other sciences such as linguistics, archaeology, and philology 
are also excellent. 

c. Aptitude in mathematics is quite important, more especially in 
the solution of ciphers and enciphered codes than in codebook reconstruc
tion, which latter is purely and sinqJly a linguistic problem. Although 
in the early days of the emer,gence of the science of cr;yptanalytics little 
thought was given to the applications of mathematics in this field, many 
branches of mathematics and, in particular, probability and statistics, 
have now found cryptologic applications • Those portions of mathematics 
and th~se mathematical methods which have cryptologic applications5 are 
known collectively as cryptomathematics. 

5 It is quite important to stress at this point that in professional 
cryptologic work the science of-cryptarialytics is subordinated to the 
art of cryptanalysis, just as in~he world of music the technical virtu
osity of a great violinist is adjuvant to the expression of music, that 
is, the virtuosity is a "tool" for the recovery of the complete musical 
"plain text'' conceived by the composer. Since the practice of cryptana
lysis is an art, mathematical approaches cannot always be expected to 
yield a solution in cryptolosy' because art can and must transcend the 
cold logic of scientific met~od. By way of example, an experienced 
Indian guide can usually find. his way out of a dense forest more rsa.dily 
than a surveyor equipped with all the refined apparatus and techniques 
of his profession. Likewise, an experienced cryptanalyst can generally 
find his way through a cryptc•system more readily than a pure mathematic ian 
equipped merely with the tectmiques of his field no matter how abstruse 
or refined they may be. A c:l:'yptomathematician of repute once stated 
that "the only effect of .fjef'ined mathematical technique!] is frequently 
to discourage one so much thl:~t one does nothing at all and some UimJD.the
matical ignoramus then gets 1,he problem out in some very unethical way. 
This is intensely irritatingn 11 See also in this connection the remarks 
made in subpar. 27e in referE~nce to the validity of statistical tests 
in cr;yptanalys is • - ·• - -

RESTRICTED 
-------
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d. An active imagination, or perhaps wbat Ritt and other writers • 
call intuition, is essential, but mere i:magina.\;ion uncontrolled 'by a. 
judicious spirit will 'be more often a hindrance than's. help.. In prac-
tical cryptanalysis the imaginative or intuitive faculties must, in other 
words, be guided by good judgment, by pJ.•actica.l ex.perience, and by as 
thorough a knowledge of the general situa:tion or extraneous circumstances 
that led to the sending of the cryptogram as is possible to obtain. In 
this respect the many cryptograms exchanged between correspondents whose 
identities and gen-:-ral affairs 1 cgmmercial, social, or political, are 
known are far more reetii.ly solved than are isolated cryptograms exchanged 
between unknown corr~1:pondents, dealing with unknown subjects. It is 
obvious t!Jn+. in the f<'nner case there are good data upon which the intu-
itive powe::t , of th .. cr\'PI:ianA.lyst can be brought to bear, whereas in the 
latter cas ' no such dn t.a are available. Consequently, in the absence or 
snr:h data, no mal:i,er how good the imagination and intuition of the cryp-
ta.na.J.yst, t,_e-r::~ powers arc of no particular service to him. Some writers, 
however, regard the intuitive spirit a.s valuable' from still another 
viewpoint, as may be noted in the following: 7 

"Intuition, like a flash of lightning, lasts only for a second. 
It generaily comes when one is tormented by a difficult decipherment and 
when one reviews in his mind the fruitless experiments already tried. 
Suddenly the light breaks through and qne finds after a few minutes what 
previous days of labor were unable to reveal." 

This, too, is true, but unfortunately there is no way in which the 
intuition maybe summoned at will, when it is most needed.8 There are 
certain authors who regard as indispensable the possession of a somewhat 

6 The application in practical, operational cryptanalysis of "probable 
words" or "cr1bs11

, i.e., plain text assumed or known to be present in a 
cryptogram, is developed in time o:f war into a refinement the extent and 
usefulness of which cannot be appreciated by the uninitiated. Even as 
great a thinker as Voltaire found the subject of cr;ypta.na.J.ysis stretching 
his credulity.to the point that he said: 

"Those who boast that they can decipher a letter without knowing its 
subject matter, and without preliminary aid, are greater charlatans than 
those who would boast of understanding a language which th~y ho.ve never 
learned."--Dictionnaire Philosophique, under the article 11Poste". 

7 Lange et Souda.rt, Trait~ de Cr;y:ptographie, Libraire r~~ix Al~an, 
Paris, 1925, p. 104. 

8 The foLlowing ext~acts are of interest i~ this connection: 
"The fnct that the scientific investigator works 50 pt~r C<'nt of h1s time by non-rational means is, it seems, quite 

insufficiently recup;ni..:('d. There 1s ~ 1thout the lrast do'IJ.bt an insbnct for resenrch, aml often the most successful 
inYcstlgo.tols of ll.\1nrc are quite unahlc to gl\'e an account of thCJr reasons for doing suc.h and such nn experi
ment, or for t•lacm~ s1de by a1do two apparently unrelated facts Again, one or the 1nost salient traits 11" the 
chmacter of the succes::~ful bCienlific worker 1s the capacity for knol\ing that a pomt 1s pro\ctl l\ hrn it '1\ould not 
n.pJWni to be JlrO\ ed to n.n outs1de mtel!lgl.'nee functiouing in a purely rational manner; thu& the im e&hgator 
feels thnt some p1 opos1hon 18 true, and proceeds at once to the ne-.;t set uf e'!:pcnmcnts Without wa1tmg and \\a~otmg 
time in the elaboration of 1he fouunl proof of the pomt wluch he&\ 1er mmds would need. Questionless such a 
sr1cnhfic inf.•llhon may and does somehmes lead mvesti~o.tors astray, but 1t is qmlc ccrtam that 1f they did 
not~ u.lcly mnkc use or 1t, they would uot g~t u. quart('r as far as they do. Ell. pel iments c.onfmu cach other, nnd o. 

RES'i'RfC'f'ED • 
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re.ro, ro.thar mysterious faculty that they designate by the wrd "flair", 
or by the expression "cipher b"t'ains". Even so excellent an authority as 
General Givierge,9 in referri~~ to this mental faculty, uses ·the ~al-
lowing vTOrds: ~._ 

::- ..... 1 • 

"Over and above perseverance and this aptitude of mind which some 
authoro consider a special girt, and which they call intuition, or even, 
in its highest manifestation, clairvoyance, cryptographic studies will 
continue more and more to demand the qualities of orderliness and memory." 

Although the present author believes a sp~cial aptitude for the 
work is essential to crY,Ptanaly.tic success, he is sure there is nothing 
mysterious about the matter at all. Special aptitude is prerequisite to 
success in all fields of endea:vor. There are, for example, thousands 
of physicists, hundreds of excellent ones, 'but only a handful of world
wide fame. Should it be said, then, that a physicist who has achieved 
very noto.ble success in his f:I.~J.d. has done so because he is the fortunate 
possessor of a mysterious fact~ty? That he is fortunate in possessing a 
special aptitude for his subjE!ct is granted, but that there is anything 
:mysterious about it, partaki~~ of the nature of clairvoyance (if, indeed, 
the latter is a realitz) is nC>t granted. While the ultimate nature of 
any mental process seems to bo as compj_.e+,e a mystery today as it has 
ever been, the present author yould like to see the superficial veil of 
mystery removed from a subjeci:;~ that has been shrouded in mystery from 
even before the Middle Ages d•1Wn to our mm times. (The principal and 
readily understandable reasoti"l'or this is that governments have always 
closely guarded cryptographic ~ecrets and anything so guarded soon becomes 
"mysterious".) He would, rat'b.er, have the student a:pproach the subject 
as he might approach any other s~ience that can st~nd on its own merits 
with other sciences, because ;5f'Y.ptana.lytics, like other sciences, has s. 
practical importance in human "~?fairs • It presents to the inquiriDg mind 
an interest in its own right as a branch of knowledge; it, too, holds 
forth many difficulties and disappointments, and these are all the more 

false step is usually soon discovered. And no;t. only by this partial replacement of reason-by intuition does the 
work of science go on, but also to the born scientific worker--and emphatically they cannot be made-tile struc
ture of the method of research is as it were givenl he cannot exj>lain 1t to you, though he may be brought to agree 
tJ posteriori to a formal logical presentation 91 the way the method works".-Excmpt from Needham, Joseph, 
'I'he Sceptica& Baolog_iil, London, 1929, p. 79. 

"'l'he essence of scientific method, quitE! simply, is to try to see how data arrange themselves into causal 
configurations. Scientific problems are sohed by collecting data and by "thinking about them all the time." 
We need to look at strange things until, by the appearance of known configurations, they seem familiar, and to 
look at familiar things until we see novel c:Jnfigurations which make them appear strange. We must look at 
events until they become luminous. That h §Q!entifl.c method • • • Insight is the touchstone • • • The appli
cation of insight as the touchstone of met hoc( ISP'bles us to evaluate properly the role of imagination in scientific 
method. The scientific process is akin to tlliJ_prtistic process: it is a process of selecting out those elements of 
experience which fit together and recombining lhem in the mind. Much of this kind of resl."arch is s1mply a cease
less mulhng over, and even the physical scientist has considerable need of an armchair • • • Our view of scien
tific method as a struggle to obtain insight forces the admission that science is half art • . • Insight is the 
unknown quantity which has eluded student!J of sqientific method" .-Excerpts from an article entitled I naight and 
Scientific .Method, by Willard Waller, in The Americr.~n Journal oj Sociology, Vol. XL, 1934' 

9 Op • cit • , p. 302 • ~: " 
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keenly felt when the nature of these difficulties is not understood by ~ 
those unfamiliar with the special circums"t:a.nces that very often a.re the 
real factors that led to succesa in other cases • Finally, just as in 
the other sciences wherein men labor long and earnestly for the true 
satisfaction and pleasure that comes from work well done, so the mental 
pleasure that the successful cryptanalyst derives from his accomplish-
ments is very often the only reward for much of the drudgery that he must 
do in his daily work. General Givierge '~;J words in this connection are 
well worth quoting:lO 

"Some studies 'Will last for years before bearing fruit. In the case 
of others, cryptanalysts undertakinc them ne•1 er get any result. But, for 
a cryptanalyst who likes the work, the Joy of discoveries effaces the 
memory or his hoW's of doubt e.nd impatience." 

e. With his usual deft touch, Hitt sa.ys of the element of luck, as 
regards the role it plays in a.nalys is : 

"As to luck, there is the old miners 1 proverb: 'Gold is where you 
find it. 111 

The crypte.na.lyst is lucky when one of the correspondents whose crYD
togra.ms he is studying makes a blunder that gives the necessary clue; or 
when he finds two cryptograms identical in text but in different keys in 
the same system; or when he finds two cryptograms identical. in text but 
in different systems, B.na. so 0...1. The element or luck is there, to be 
sure, but the cryptanalyst must be on the alert if he is to profit by 
these lucky "breaks11

• 

f. If the present author were asked to state, in view of the pro
gress-in the field since 1916, what elements might be added to the four 
ingredients Hitt thought essential to cryptanalytic success, he would 
be inclined to mention the following: 

(1) A broad, general education, embodying interests covering as 
many fields of practical knowledge as possible. This is useful because 
the cryptanalyst is often called upou to solve messages dealing with 
the most varied .... r human activities, and the more he knows about these 
activities, tlie easier his task. 

(2) Access· 'Uo a large library of current literature, and wide and 
direct contacts with sources of collateral information. These often 
afford clues as· to the contents of spec+fic mes~ages. For example,. ~o 
be able instantly to have at his'disposa~ a newspaper report or a 
personal report of events described or referred to in a message unde~ 
investigation goes a long way toward simplifying or facilitating 
solution. Government cryptanalysts are sometimes fortunately situated 
in this respect, especially where various agencies work in harmony. 

(3) Proper coordination of effort._ This includes the organization 
of cryptru1alytic personnel into harmon,:t.ous, efficient teams of cooperating 
individuals. .: , 

10 Op• ci~., p. 301. 
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( 4) Under menlio.l equipmer!t he would also include the faculty or 
beinB able to concant.ro.ta on t:L :problem for ro.thcr loni periods of time, 
111 thout distraction, nervous irritability, ond impo.ticncc. The s1.~ro.in 
under ·ullich cryptanalytic stuclies are necessarily conducted is quite 
severe and too long-continued application has the errec~ or draining 
nervous anergy to an umrholesmne degree, so that a word or two of caution 
ma.y not here be out of place • Ope shou10. con"tfnue at work only so long 
as a peaceful, calm spirit prc~valls, whether the "tfork is frui ti'ul or not • 
But just as soon as the mind 1Jecames wearied with the exertion, or just 
as soon as a feeling of hopel•:!ssness or mental 1'a.liigue intervenes, it is 
better to stop completely and turn to other activities, rest, or play. 
It is essential to remark tha·t systematization and orderliness or work 

, are aids in reducing nervous tension and irritability. On this account 
it is better to take the time to prepare the data ce.rei'ully, re1n-i te the 
text if necessary, and so on., rather than work with slipshod, incOlllplete, 
or improperly arranged material. 

(5) A retentive memory is ~n in:g;>ortant asset tci cryptanalytic sltill, 
especially in the solution of codes. The ability to remember individual 
groups, their approximate locations in other messages, the associations 
they :f'onn with other groups, their peculiarities o.nd oimilaritics, saves 
much wear and tear of the mental lllll.chinery, as well o.s much time in 
looking up these groups in indexes :-

(6) The assistance of machine aids in cryptana.lysis. The :tnq>ortance 
and value of these aids cannct be overem@hasized in their bearing on prac
tical, operational cryptanal~sis, especially in the large-scale effort 
that would be made in time of' war on com;plex, high-grade cryptosystems at 
a theater headquarters or in the zone of the interior. These aids, under 
the general category of rapid analytical machines, comprise both punched
card tabulating machinery--and. certain other general- and specia!-purpose 
high-speed electrical and electronic devices • Some of the more compact 
equipment ~y be employed by lower echelons within a theater of operations 
to facilitate the cr;yptanalyEiiG- of' medium-grade cryptosystems found in 
to.ctical communications • - -

--::--:-::-- . -. 
g. It may be advisable to add a word or two at this point to prepo.re 

the student to expect slight mental jars and tensions which will a.1D1ost 
inevitably come to him in thE~ c_onscientious study of this o.nd the sub
sequent texts • The present o.uthor is lTell awo.re of the com@laint of 
students that authors of texts on cr;ypta.no.lysis base much of ·their ex.pla
nation upon their :f'Qreknowled.ge of' the "ans't-rer"--1-rhich the student does 
not lmow while he is attem;pt:Lng to follow the solution with an unbiased 
mind. They complain, too, that these authors use such ex.pressions a.s 11 ili 
is obvious that", "na.tura.llylf, "of course''., "it is evident tho.t", and 
so on, when the circumstances seem not at all to -rTS.rrant their use. 
There is no question that this sort of treatment is apt to discourage 
the student, especially when the point elucidated becomes clear to him 
only after many hours ' labor, whereas, according to the book, the author 
noted the weak spot at the first moment's inspection. The present 
author can only promise to try to avoid making the steps appear to be 
much more simple than they really are, and to suppress e;laring instances 
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of unjustifiable "jumping at conclusions". At the same time he must • 
indicate that for pedagogical reasons in many cases a message has been 
consciously "manipulated" so as to allow certain principles to become 
more obvious in the illustrative examples than they ever are in practical 
work. During the course of some of the explanations attention will even 
be directed to cases of unjustified inferences • Furthermore, of the 
student who is quick in observation and deduction, the- author will only 
ask that he bear in mind that if the elucidation of certain principles 
seems prolix and occupies more space than necessary, this is occasioned 
by the author's desire to carry the explanation forward in very short, 
easily-comprehended, and plainly-described steps, for the benefit of 
students 't-Tho are perhaps a bit slower to grasp but who, once they under-
stand, are able to retain and apply principles slowly learned .1ust as 
well, if not better than the students who learn more quickly.ll 

3. Validity of results of cryptanalysis .--Valid or authentic 
cryptanalytic solutions cannot and do not represent "opinions" of the 
crj'ptana.lyst • They are valid only so far as they are wholly objective, 
and are susceptible of demonstration and proof, employing c.uthentic, 
objective methods. It should hardly be necessary (but an attitude fre
quently encountered among laymen makes it advisable) to indicate that 
the validity of the results achieved by any serious cryptanalytic studies 
on authentic material rests upon the same sure foundations and are 
reached by the same general steps as the results achieved by any other 
scientific studies; viz., observation, hypothesis, deduction and induction, 
and confirmatory experiment. Im;plied in the latter is the possibility 
that two or more qualified investigators, each working independently e 
upon the same material, will achieve identical (or practic.cU.ly identical) 
results--there is one and only one (valid) solution to a cryptogram. 
Occasionally a "would-be" or pseudo-cr~tana.~~t offers "so~utions" which 
cannot withstand such tests; a second1 unbiased, investieator working 
independently either cannot consistently apply the methods-alleged to 
have been applied by the pseudo-crY,Pta.na.lyst, -or-eise,- if he can app;Ly 

11 In connection with the use of the word "obvious", the following 
extract is or interest: 

".rrow the word 'obvious ' is a rather dangerous one. There is an 
incident, ln1ich has become something of a legend in mathematics.~ circles, 
that i~lustrates this danger. A certain fc.m.ous mathema.tir:ian ·uas ~ec
turing to a group of students and had occasion to use a formnla which he 
wrote down vrith the remark, 'This statement is obvious.' Then he po.used 
and loolted rather hesitantly at the formula. 't-lait a. moment,' he said. 
'Ia it obvj ous? I thinlt it 1s obvious.' More hesitation, and then, 
'Pardon mf:!, gentleman, I shall return. 1 Then he left the room. Thirl:iy
i'ive n1inul.cs ~o.ter he ro31.urned; in 'his hands ~ras a sheaf of :pa:pers 
covered with calculations, on his face a loolt of quiet satisfactj.on. 
'I "tvas rie;ht, gentlemen. It is obvious,' he said, and proceeded with his 
~ecturc."--Excerpt from The Anatomy of Mathematics by Kershner and \'Tilcox. 
Uc't7 York, 1950. 
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them at all, the results (plaintext'trD.nsia.tions) are far different in 
·Lhe two co.ses. The reason for this 1s that in such cases it is generally 
found that the "methods" are not clear-cut, straightforward or mathema
tical in character. Instead, they often involve the making of judgments 
on matters too tenuous to measure, weigh, or otherwise subject to careful 
scrutiny. Often, too, they involve the "correction" of an inordinate 
number of "errors" which the pseudo-cryptanalyst assumes to be present and 
which he "corrects" in order to make his "solution" intelligible. And 
sometimes the pseudo-cryptanalyst offers as a ''solution" plain ~ext which 
is intelligible only to him or· which he makes intelligible by expanding 
what he alleges to be abbrevie.tions, and so on. In all stich cases, the 
conclusion to which the unprejudiced observer is forced to~ome is that 
the alleged "solution" obtaine·d by the pseudo-cryptanalyst is purely 
subjective.l2 In nearly all cases where this has happened (and they occur 
from time to time) there has "been uncovered nothing which can in any way 

12 A mathematician is often unable to grasp the concept behind the ex
pression "subjective solution" as used in the cryptanalytic field, since 
the idea is foreign to the baEiic philosophy of mathematics and thus the 
expression appears to him to represent a contradiction in terms. As an 
illustration, let 118 consider a· situation in which a would-be cryptanalyst 
offers a solution to a cryptogram he a...lleges to be a simple monoalphabetic 
substitution cipher. His so-c~alled solution, hawever, requires that he 
assume the presence of, let ws say,· approximately 5o% garbles (which he 
claims to have been introducecl by cipher clerks 1 errors, faulty radio 
reception because of adverse ,weather conditions, etc • ) • That is, the 
"plain text11 he offers as the "solution" involves his making helter
skelter many "corrections and -emendations", which, one may be sure, will 
be based on what pis subconscLous mind expects or desires to find in the 
cleartext message:. Unfortuna·cely, another would-be cryptanalyst ,working 

I upon the same cryptogram and hypothesis independently might conceivably 
"degarble" the cryptogram in •Uf'ferent spots and produce an entirely 
dissimilar "plain text" as hi:~ "solution". Both "solutions" would be 
invalid because they are base•i upon an erroneous hypothesis--the crypto
gram actually ha.pp~ns to be a polyalphabetic substitution cipher which 
when correctly analyzed requires on the part of unbiased observers no 
assumption of garbles to a degree that strains their credulity. The 
last phrase is added here because in professional cryptanalytic work it 
is very often necessary to make a few corrections for errors but it is 
rarely the case that the garble rate exceeds more than a few percent or 
the characters of th~ 44:YPtogram, say 5 to 1~ at the outside. It is 
to be noted, however, that occasionally the solution to a cryptogram 
may involve the correc1iion of more than this percentage of' errors, but 
the solution would be regarded as valid only if the errors csn be shown 
to be systematic in same significant respect, or can otherwise be 
explained by objective rationalization • 
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be used to impugn the integrity cf the psc . .:;.d.o-~rypt~ na.lyat. ~~he worst • 
that can be said of him io that ~~a hatJ b~c.J.cne a victim of a special o.r 
peculiar for.m of self-delusion, and that his desire to solve the problem1 
usually in accord with same previously-formed opinion, or notlon, has 
over-balanced, or undermined, his judgment and good sense .13 

13 Specific reference can be made to the following t~ical. "case 
histories": 

Donnelly, Igt;;at1us, The Great Cr;yptogra.m. Chicago, 1888. 
Owen, Orville W ., Sir Francis Bacop.'s Ci;P.her Storz. Detroit, 1895. 
Gallup, Elizabeth WellsL Francis Bacon's Biliteral Cipher. 

Detroit, 1900. 
Arensborg, 'Walter Conrad, The CryptoS!!-ihY of Shakespeare. Los 

Angeles, 1922. 
The Shakespearean Mystery. Pittsburgh, 1928. 
The Baconian Keys. Pittsburgh, 1928. 

\ 

Margoliouth, D. S • , The Homer of Aristotle • Oxford, iJ..923. 
;)..Newbold, Wi~l.iam Romaine, The Cipher of Roger Bacon. Philadelphia., 

\

1 1928. ~(For a scholarly and complete demolition of Professor 
\1 Newbola's work, see an article entitled Roger Bacon and the 

Vo'Yllich ·Ms~ by John M. Manly, in Speculum, Vol. ,!!, No. 3, 
. ·-July l931.} 

i Feeiy, Joseph Martin, The Shakespearean C;y;pher. Rochester, N. Y., 
1931. 
Dec i;Phering Shakespeare • Rochester, N. Y. 1 1934. 

) \...: Roger Bacon's Cypher: the right key found. Rochester, N. Y., 1943. 
Wolff, Werner, D~chiffrement de 1 'Ecriture Map.. Paris., 11938. 

/Strong, Leonell C., Anthonx Askham the author of the Vo, i-ch 
"' manuscript, in Science, Vol. 101, June 15, 1 5, pp. -9· 
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SECTION II 
~--- .... _ - .. 

BASIC CRr.PTOLOGIC CONSIDERATIONS 
.... 

P&rBSi'&:Pb 
Cryptology; cO'IIliliU.llication :lll:telligence 1 and aommu.nicat1~ . -

secu:ri tr ....... " •.•.• ., •••.•.••.•• , •••.••. ~. -.-.... • ••• • • •. • • •. • • • i • • • • 4 
Secret communication ............ .,~ •• -~.,.;. • ~ ... ~ ••••• ;. ~ ~ ~ ...... • • • • • • - · ""' 
Plain text and encrypted tel~·-•••••••••••••G••••••••••••••••••••••• ·-_ 6 
Cryptography, encrypting, exd decryptinS•·~·····~••••••••••••••••••• 7 
Cod.es1 ciphere, and enc:tphexed code .......... •••••••. ••••••••• .. •••... 8 
Geners.l system, specific key, and cryptoeystem ••• , ••••••••••• • • • • • • • · -9 
Crypta.nsl.yt ic a a.nd crypta.ne..1.ys is •••••••••••••••••••••••• , ••• • • ••• • • • · 10 
Tra.nB',POsition and. substitut~.on •• • •••••••••••••••••••••••••• •........ U 
Nature of alphabets••••••••4•~•••••••~•••••••••••••••••••••••••••••• 12 
Types of alphabets •••••••••••••••••• ~·•••••••••••••••••~•••••••••••• 13 

4. C~tolo~, commun:l.ca.tion intelli~ence 1 and communication 
securlt}r:e occasionai 01' :rr*equent need for secrecy In the ooliruct ot 
lll!Porta.nt affairs has been :toecognized trom time immemorial. In the cue 
of diplomacy and organized ·us:t':fare this need is especially important in 
regard t.o cO'IIllll'llnications. llowever 1 rwhen l!luch communications are trana. 
mitted by electrical mea.na 1 they can be heard and copied by unauthorized 
persons. The protection renul.ting from all measures designed to dent 
to 'U118.uthorized persons ir.lformation of value 'Which may be derived from. 
such communications is cal.l«!d communication FJecuri ty. Tb.e evaluated 
11l£ormation concerniDg the tmemy, derived princ:ipall.y from a study ot his 
electrical. communications 1 :Ls called ~pmmunication intellipnce. The col., 
lecti ve term including all ]~bases of communication intelligence and com.
mun:ication security is ~~lo~.1 Or1 stated in broad terms, ar,ptoloao 
ia tha.t branch of knaw~edge 'Whic treats of hidden, disguised, or aecret2-
communications. ~ 

i From the Greek lc:lptos Cb.idde~) .;: loSos (ie~). ~ ~~t:t.X 
"crypto-" in compound words pertains to "c~tologic" 1 "e~tographio" 1 
ar "c~tana.lytic11 1 depend.i1Cl$ upon: the use ot the particul.ar :word u 
defined. 

2 In this text the term lfi!Secret" 'W1U be used in its ordin.a:ey' sense 
as given in the dictionary-. Whene-Yer-the--deeigna.tic:in is used in the more 
restl.~icted sense o:f' the sea'll.ri ty olatssi:tice.tion as defined in official 
reguJ.ations, it will be cS,Pttalized. There are in current use the t'ou:r 
classifications ~rioted, Con:f'iden.tial1 Secret, and Top Secret, listed 
in ascending order of degree • 
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5. Secret communice.tion ..... a. COlilmllD.ice.tion ~ lle conducted by 
a:n::r means susceptible o".f Ultimate interpretation by one of the five 
senses 1 but those most commonly Ul!led are eight and hearing. Aside from 
the use or simple Vi~ual and auditory signals for communication over 
relatively short distances, the usual. method of communica.t1on between 
err among individual.s separated from one another by relatively long dis
tances involves, at one stage or another, the e.c:t ot w.riting or C1t 
~eaking over a telephone. 

b. l?ri vacy or secrecy in communication by telephone can be obtained 
by using equipment Which af~ects the electrical currents involved in te• 
lephony so that the conversations can be understood only by persons pro
Tided n·th sui table equipment properly arranged for the purpose. The 
sa;me thing is true in. the case of' electrical. transmission of pictures, 
dra'WiDgs 1 m.e.ps 1 and television images • However 1 this text 'Will not treat 
of these aspects3 of cryptology. 

c. Writing may be either visible or invisible. In the former 1 the 
characters are inscribed with ordina:ry wrfEing materiaJ.s and can be seen 
with the naked eye; in the latter, the characters are inscribed by means 
or methods "Which 'U.lak.e the writing :J uv:tsible to the naked eye. Invisible 
writing can be prepared with certain chemice.ls called invisible, b!o£a'!'" 
thetic, or secret inks, and in order to "develop" such "Writing, t t is, 
make it visible, special. processes liD.lBt usually be applied. There are 
also methods o'f producing writing "Which is inv1sible to the naked eye 
because the characters are of microscopic size 1 thus requiring special. 
photographic or microscopic apparatus to make such writing visible to the 
naked eye. 

d. Invisible 'Wl.'iting and. unintelligibJ.e v:tsibl.e 1ft'it1ng constitute 
secretvritipg. 

6. Plain text and encmted text.--a. Visible writing which is 
intelligible 1 that is 1 conveys a more or Iess understandable or sensible 
meanillg (in the la.nguage in 'Which written) and wlrl.ch ~s not intended to 
convey a bidden meaning, is said to be in. ~la.in text. A message in 
pla.:ln text is termed a pl.ainte.xt messye, a cleartext message_~ or a 
messe.ge in clefl.!. 

3 These aspects of cryptology are now known e.s ciphony (from. !:!tther + 
tel~hOA~) ( cii"ax (from £!Pher + facsimile); and civision (from S"Pb.er + 
teleVision). -

4 Visible writing may be intelllgible but the meaning it obvious~ 
conveys m.a.y not be its real meaning, that is, the mea.niDg intended to be 
conveyed. To quote a simple example of' an ~arently innocent message 
containing a secret or bi~den ll;!ea.nillg, prepared "With the intention or-es
caping censorship 1 the l!lentence "SOn born today" ma;r mean "Three trw-../ 
ports lett today.'' Messages of this type are said to be in gpen code. -
Secret communication method.a or artifices of tb.ia eort ( concea.lment f3YI!J• 
tems) are impractical. for field. mUi tary use but are often encountered 
in eBJ)iOna&e and counter-espionage activities. 
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b. Visible 'W'l'iting wh.tch conveys ~o intelligible tnea.ning in aicy
recogilizea .langua.ge5 

6
is snij~ to _be in !!r.:c?:lRted. text and auch writing 1• 

termed a ~:; »'t~Ee:B:.m.• ~:-:: ~--- - . ·- _ . . _ · 

t" CPotO§e:e.Rhlf encr.iiti!i:ana decr~tipj5··-~· C!:lRtoEapbz ie. 
tb.e.t :ranc of cr;n:rto clgYW.~icht:r.ea.ts &fve.rious means' metlioaii, am 
apparatus for converting o~·transforming plaintext messages into crypto• 
grams and for reconverting the cryptograms into their original plaintext 
forms by a simple reversal of the steps used in their tranatarmation. 

b. To encrPot is to conve1>t or transform a plaintext message into 
a cryptograml5y0Iiowing certatn rules 1 steps, or processes constituting· 
the kE;r or ~.xs. and agreed. upon :1.n ad. vance by correspondents 1 or fUrnished. 
them y hig er a.uthori ty. · · _ · . 

· £.· To deer~"'?. :.ts to ~econvert or to--transform a c:Q:ptogram' into the-- · 
original equivalent plaintext message bz a direct reversal of the en-
cr~tin~ Eocess, that is, by applying' to the criijtogram. the key or ke;ys · 
{ uSUBliy a reverse order.) used in producing the cryptogram. -

d. A pex-son sk:illed. :hi the art of encrypting and decr;ypting, or one -
who has a part in devising a cryptographic system is ca.lled a c~to
eapher; a clerk 'Who encr:n;·ts and decrypts, or "Wb.o assists in sue work, 
is ciuled. a ~tographic_~~· 

8. Codes, ciphers a.rtd enciphered code .... .-a. Encrypting and de• · 
cr;ypting are accompJ.ish~d 'hy means collectiVely-designated as codes and. 
ciphers. Such means are ue1ed for either or both of two purposes: (1) se
crecy 1 and ( 2) economy or 'brevity. Secrecy usually is far more important 
in military crY,Ptogra.phy than ·economy or orev:ttyft In ciphers or cipher 
systems, cryptograms are produced by applying the cryptographic treatment 
to individual letters of the plaintext messages, 'Whereas, in codes or code 
systems, cryptograms-are prod.uced by applying the cryptographic treatme-n:=e
to entire words, ..R_bra.ses t and sentenc~ of the plaintext messages. The 
specia.J..izea meanings of h<~ terms coae and cipher are explained 1n detail._-
later. -. .._ -

k.. A cryptogram pr0d11ced by mea.us of' a. cipher system is said to be.
in ci;pher and is ca.ll.ed a t~ipher message 1 or sometimes sitrq>ly a cipher. 
!lie act or operation of en~~rypting a cipher message is ca.lled e!iciPb'ering1 

5 There is a. certain tyyo of writing -which is considered by its authors 
to be intelligible, but which is either completely unintelligible to the 
Wide variety of rea.de1•s or else requires considerable mental struggle on 
their pa.r·t to make :t t intelligible.. Reference is here made to so-called 
"modern literature" and. "modern verse", products of such writers as 
E. E. Cummings, Gertrude Stein, James Joyce, et al. 

· 6 From k:ryptos + gramme.· {that which is written). Analogous terminol
ogy woUld call a plAintext message a J2b.anerogram (pha.neros = Visible 1 
manifest, open) • -- __ . 
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and the enciphered version of the plain text, as well as the act or pro
cess itself, is often referred to as the enciphe~nt.. The cryptographic 
clerk who performs the process serves as an ~ci,I!herer. The corresponding 
terms applicable to the decrypting of cipher messages are decipher!~~ 
decipherm.e~, and deciJ?herer. A clerk who serves as both an encipherer 
and decipherer of messages is called a cipher clerk. 

c. A cipher device is a relatively simple mechanical contrivance for 
encipnerment and decipherment, usuall.y "hand-operated11 o:r manipulated by 
the fingers, as for example a device with concentric rings of alphabets, 
manually powered; a. cipher machine is a relatively complex apparatus or 
mechanism for encipherment and decipherment, usually equipped ltltb a 
typewriter key board and often requiring an external power source. 

d. A cryptogram produced by means of a code system is said to be in 
code and is called a code message. The text of the cryptogram is referred 
t'O"'as code text. This act or operation of encrypting. is called encoding, 
and the encoded version of' the plain text, as well as ·the e.ct or process 
itself, is referred to as the encodement. The clerk who performs the pro
cess serves as a.n encoder. The correspondiDg terms applicable to the 
decrypting ot: code messages are decoding, decodement 1 and decoder. A 
cryptographic clerk Who serves a~ both an encoder and decoder of messages 
is called a code clerk. 

e. Sometimes 1 for special purposes {usually increased security) 1 
the code text of a cryptogram undergoes a further step in concealment 
involving s?Perencryption, that is, encipherment of the characters com
prising the code text, thus producing l7hat is called an enciphered-code 
message, or enciphered code. Encoded cipher, that is, the case where the 
final cryptogram is produced by enciphering the plain text and then en
coding the cipher text obtained from the first operation, is also possible, 
but rare. 

9· General system, specific key, and cryptosystem.--a. There are 
a great many different methods of encrypting messages, so that correspon
dents must first of all be in complete agreement as to which of them will 
be used in their secret communications, or in different types or classes 
of' such connnunications. Furthermore, it is to be understood that all the 
detailed 1~es, processes, or steps comprising the cryptography agreed 
upon 'Will be invariant, that is, constant or unvarying in their use in a. 
given set of communications. The totality of these basic, invariable 
rules, processes, or steps to be followed in encrypting a toossage according 
to the agreed method constitutes the general cryptographic system ar, more 
briefly, the general system. 

b. It is usually the c.ase that the general system operates in con
nection with or under the control of a number, a group of' letters, a word, 
a phrase, or sentence which is used as a key, that is, the element which 
specii'ically governs the manner in which the general system will be applied 
in a specific message, or the exact sett~ of a. cipher device or a cipher 
machine at the initial point of encipherment or decipherment ot a specific 
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message. T.fiis element--ususily of a variable nature or- changeable at the 
will of the correspondents, or prearranged for them by higher authority-· 
is called the !Wecific key. The specific key ma.y also involve the use of 
a set of specially prepared tables, a special document, or even a book. 

c. The term cryptosya1;em7 is used 'When it is desired to designa.te 
or refer to all the cr;y:ptomaterial (device, machine, instructions for use 1 
key lists, etc.) as a unit 1;o provide a. single, complete system and means 
for secret communication. 

10. ~ta.na.l~ic s and c!zete.nal}':sis. -..-...!. In theory any cryptosystem 
(except one ) can be "brokell11

, i.e., solved, if enough time, labor, and 
skill are devoted to it 1 an1l if the volume of traffic in that system is 
large enough. This can be d.one even if the general system and the speci
fic key ere unknown a.t the ::Jtart. In mili ta.ry operations theoretical 
rules must usually give way to practical considerations. How the theo
retical rule in this case i~ affected by practical considerations will 
be discussed in Appendix ll. ' 

E.· That branch of cryl?tology which deals with the principles 1 
methods, and means employed in the solution or ~lsis of' cryptosystems 
is called cmtan~!!:!. - - _- - . ' . ... . . . -~ . 

c. The steps and operations ·performed in applying the principles of 
crypta'naJ.ytics constitute c;cyptana.lysi...!• To cmta.nalyze a. cryptogram 
is to solve it by cryptanalysis. 

d. A person skilled in the art of cryptanalysis is called a c~t
analyst, and a clerk who assi~~s in such work_is_called a c;zptapal c 
clerk. _. ,. _ _ _ 

ll. Trangpsition and substitution.--a. Technically there are only 
two distinct es of treat~nt which may be appli~d to written plain 
text to convert it into sec:ret text 1 yielding two different classes of 
cryptograms. In the first,. called transposition, the elements or units 
of the"plain text retain thei:r original identities and merely undergo 
some change in their relat:l.ve positions, with the result that the original 
text becomes unintelligiblE!. In the second, cal.led substitution, the 
elements of the plain text retain their original relative positions but 
are replaced by other eletn£mts 'With different values or meanings, with 
the result that the original text becomes unintelligible. Thus, 1n the 
case of transposition ciphurs, the unintelligibility is brought about 
merely by a change in the ()riginal sequence ot the elements or units of 

7 The term ~tosystem is used in prefer~nce to c~to§raphic system 
so as to permit i s use in designating secret communica ion systems 
invo~ving mean!? other t~ writipg, such as ciphony and cifax. 

8 The exception is the ·~one-time" system in 'Which the key- is used onJ.y 
once and. in itself must ha:ve no systematic construction, derivation1 or 
meaning • 

-- ..;-
·.l._ ---

• t 

RES'f'RIC'f' ED 15 



. ' 

REF ID:A56892 

the plain text; in the case of substitution ciphers, the unintelligi
bUity is brought about by a change in the elements or units themselves, 
without a change in their relative order. 

b. It is possible to encrypt a message by a. substitution method and 
then to Eg?ply a tra.nsposition method to the substitution text, or vice 
versa. Such combined tr~osition ... aubatitution methods dO not form. a 
third class o:f' methods. ey are occasionaJ.l.y encountered in military 
cryptogrs;pby, but the tJ'pes at combinations that e.rt! sufficiently simple 
to be pre.cticable for field use are very lim1ted.9 _ 

c. Under each of the two principal. classes of' cryptograms as out
linedabove, a further classifics.tion can be made based ~on the ntmiber · 
of characters composing the textual elements or units undergoing crypto
graphic treatment. These textual. units are com_posed of ( 1) ind.i vidue.l 
letters, (2) combinations of' letters in regul.ar groupings, (3) cattibina.
tions of letters in irregul.a:r, more or less euphonious groupings ca.U.ed 
syllables, and ( 4) CO'DI,Plete words, phrases 1 and sentences. ~tethods which 
deeJ. with the first type of units ere called monographic methods; those 
which deaJ. w1 th the second type ere called polygraphic ( digraphic 1 tri
grapbic 1 etc.); those which deal. with the third type 1 or syllables 1 are 
called s;rllabic; snd, finally, those 'Which deal. w1 th the fourth ocype ere 
called le:x:Lcal (of or pertaining to -words). 

d. It is necessary to indicate that the 'foregoing cl.assifica.tion of 
cryptogra_phic tnethods is more or less artificial. in nature 1 end is estab
lished for purpose of convenience onl.y. No sharp line of demarcation can 
be drawn in every case, :f'or occasiona.lly a given system 1IItey' combine me
thods of treating single letters, regulsr or irregular-length groupings 
of letters, syllables 1 vords, phrases, and complete sentences. When in 
a single system the cryptogre;pbic treatment is applied to te:x.tual. units 
of regular letl8th 1 usuaJ.ly monographic or digraphic (and seldom longer, 
or intermixed monographic and digraphic) 1 the system is cal.led a cipher 
sy-stem. Lj..kewise, when in a single system the cryptogrer,phic treatment is 
applied to textual units o:t irreguJ.a.r ~ength, usually syllables 1 'Whole 
words, phrases 1 and sentences 1 and is onl.y exceptionally applied to single 
letters or regular groupings of letters, the system is cal.led a code 
system and genera.lly involves the use of a. cod.e book.lO -

12. Nature of al.;phabets.--.!· One of the simplest kinds of' substitu
tion ciphers is that which is known, in cryptologic literature as Julius 
Caesa.r • s Cipher 1 but Which, as a matter of fact., was a. fa.vori te l.ong 
before his day. In this cipher each letter of the text o:f' a message is 
repl.aced by the ~etter standing the third t~ the right of it in the 

9 One notable exception is the .ADFGVX system, us~d extensively by the 
Germans in World War I. See in this connection the Cryptographic 
Su;pplement (1\J?pendix 7) • . -

10 A list o:f' single lettere~, frequent digiSa?hs, trigraphts, fiY'llables 1 
and -words is often called a sylla.'ba;cy; cryptogra;_phic treatment of the 
tm.i ts o:r such syllabaries places them in the category o:t code systems. 
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ordinary alphabet; the leti.;er A is replaced by D 1 the letter B by E 1 
and so on. The word cab bnconiea converted into FDE, which is cipher. 

I -~ ~ ..,. _.__ .......,..._ - -

b. The English l.anguoie-Ts llrltten by ~eans ~:r2Ei simple characters -
called letters which, take11 together and cons~dered as a ~e~uence of 
s~bols, constitute the a~'habet of the language. Not all systems of 
writing are of this nature. Chinese writing is com.posed of about 44,ooo 
complex characters 1 each r•~resenting one sense of a word. Whereas 
English words a.re composit1~ or polysyllabic and may consist of one to 
eight or. more syllables 1 Chinese words e.re all monosyllabl.es end each 
monosyllable is e- word. W:ritten languages of the major.ity of other 
civil.ized peoples of today e.re, however, alphabetic and polysyllabic in 
construction, so that the :~rincipl.es discussed here apply to all of them. 

£• The letters comprising the English aJ.pbabet used today are the 
results of a long period of evolution, the complete history of which ~ 
never fully be known.ll Tney are conventional symbols representing 
elementary sounds, and any other simple symbols, so long as the sounds 
which they represent are agreed Upon by those concerned, will serve the 
purpose equally -well. If taught from early childhood that the symbols 
$1 *, and @ represent the sounds "Ay", ''Bee", and "See" respectively 1 the 
combination ®$* would still be pronounced ~' and would, of __ course 1 have 
exactly the same meaning as before. Again, let us suppose that tvro per
sons have agreed to change the sound values of the letters F 1 G1 and H1 
and after long practice have become accustomed to pronouncing them as we 
:pronounce the letters A, B, and C, respectively; they would then write 
the "word" BFG, pronounce it cab, and see nothing strange whatever in the 
matter. But to others no party to their arrangements 7 HFG constitutes 
cipher. The combination of sounds called for by this combination of 
symbols is perfectly intelligible to the two who have adopted the new 
sound vaJ.ues for those synibols and therefore pronounce HFG as cab; but 
RFG is utterly unpronounce·able an<" wholly unintelligible to othe'rs who 
e.re reading it according i;o their own long-established system of sound 
and symbol equivalents. J:t would be stated that there is no such word 
as liFG, which -would mean merely that the particular combination of' sounds 
represented by this combir~tion of' letters has not been adopted by con
vention to represent a tW.ng or an idea in the English language. Thus, 
it is seen that, in order f'or the written words o:f' a language to be 
pronounceable and intelligible to all who speak that language, it is 
necessary, first 1 that thE~ sound values of the letters or symbols be 
universally understood a.nci agreed upon and, secondly, that the particular 
combination of sounds denoted by the letters should have been adopted to 
represent a thing or e.n i(iea. Spoken plain language consists of vocables; 
that is, combinations and permutations of elementary speech-sounds Which 
have by long usage come t1' be adopted and recognized as representing 
definite things and ideas. Written plain language consists of' wordsj 
that is, combinations and permutations of simple symbols, called letters 1 
which represent visually and call forth vocally the elementary speech
sounds of which the spoken language is composed • . 

11 . 
An excellent and most authoritative book on this subject is The Al-

}?habet: a key to the historz of Mankind by David Diringer. London, 1949. 

&ESTRIO'FED -17 



t . •• 

REF ID:A56892 

RESTRFC'fED 
- - - ~ -- . - ..._ ~ _-- -~ .. - - .. .,: • b 

ordinary alphabet; the letter A is replaced by D1 the letter B byE, 
and so on. The word cab becomes converted into FDE, which is cipher • ... . -.- ....... __ 

b. The English llUlguage is written by means of 26 simple characters 
ca1led letters which, f;aken together and considered as a. seg,uence of 
SlJ.!lbols, constitute th!:! alphabet of the language. Not a1l systems of 
writing are of this nature. Chinese writing is composed of about 44,000 
complex characters, eaeh representing one sense of a word. Whereas 
English words are composite or polysyllabic and may consist of one to 
eight or' niore syllabler3, Chinese words are· all monosyllables and each 
monosyllable is F word. Written languages o:f' the majority of other 
civilized peoples of today are, however 1 alphabetic and polysyllabic in 
construction, so that the principles discussed here apply to aJ.1 of them. 

c. The letters cl:lm.prising the English alphabet used today axe the 
results of a long period of evolution, the complete history of which may 
never :f'ully be known.l.l They are conventional symbols representing 
element~ sounds, and any other simple symbols, so long as the sounds 
which they represent ~~e agreed upon by those concerned, will serve the 
purpose equally "Well. If taught from early childhood that the symbols 
$, *, and @ represent the sounds 11Ay", ''Bee", and "See" respectively 1 the 
combination @$* would still be pronounced cab, and would, of course, have 
exa.ctl.y the same meani:ag as before. Again, let us suppose that two per
sons have agreed to ch1:.w.ge the sound values of the l.etters F 1 G, and H, 
and after long practic·~ have become accustomed to pronouncing them as we 
:pronounce the letters A, B, and c, respectively; they would then write 
the "word" HFG, :pronou:o.ce it cab, and see nothing strange whatever in the 
matter. Butto others no party to their arrangements, HFG constitutes 
cipher. The combination of sounds called for by this combination of 
symbols is perfectly i o.telligibl.e to the two who have adopted the new 
sound values for those symbols and therefore pronounce HFG as cab; but 
RFG is utterly unpronounceable anc'l wholly unintelligibl.e to otiiers who 
are reading it according to their own long-established system of sound 
and symbol. equivalents. It would be stated that there is no such word 
as HFG, which -would nte9.D. merel.y that the particular combination of sounds 
represented by this combination of l.etters has not been adopted by con
vention to represent a thing or an idea in the English language. Thus, 
it is seen that, in oraer for the written words of a language to be 
pronounceable and intelligible to all who speak that l.anguage, it is 
necessary, first, that the sound values of the l.etters or symbols be 
universaJ.ly understood and agreed upon and, secondly, that the particul.ar 
combination of sounds aenoted by the letters should have been adopted to 
represent a thing or an idea. Spoken plain language consists of vocables; 
that is, combinations and permutations of elementary speech-sounds ~ich 
have by l.ong usage come to be adopted and recognized as representing 
definite things and ideas. Written plain language consists of wordsj 
that is, combinations and permutations of simple symbols, called l.etters, 
which represent visuall.y and call forth vocally the elementary speech
sounds of which the spoken language is composed. . - -

ll An excellent and most authoritative book on this subject is The ·Al~ 
l?habet: a key to the bistog of Mankind by David Diringer. London, 1949. 
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ordinary alphabet; the letter A is replaced by D, the letter B byE, 
and so on. Tb.e word ~!?.becomes converted into FDE 1 which is cipher. 

b. The English language is written by means of 26 s:f.m;ple characters 
called letters ~hich, taken together and considered as a se~uence of 
sllnbols, constitute the alphabet of the lru1guage. Not all systems of 
'Writing are of this nature. Chinese writing is cQ1l1posed of about 44,000 
complex characters, each representing one sense of a word. Whereas 
EngJ.ish words are compo1:3ite or polysyllabic and may consist of one to 
eight or tn6re syllables , Chinese words are eJ.1 monosyllables e.nd each 
monosyllable is E word. Written la~tages of the major.ity of other 
_civilized peoples of to<lay are 1 however, alphabetic and polysyllabic in 
construction, so that the principles discussed here apply to eJ.1 of them. 

c. The letters comprising the English el.phe.bet used today are the 
results of a long pcriocl of' evolution, the com;plete history of which may 
never fully be known.ll They are conventional symbols representing 
elementary sounds, and any other simple synibols 1 so long as the sounds 
which they represent are agreed upon by those concerned, will serve the 
purpose equally ·uell. If taught from early childhood that the symbols 
$1 *1 and@ represent tbe sounds 11Ay" 1 "Bee", and "See" respectively,-the 
combination ®$* would still be pronounced cab, and would, of course 1 have 
exactly the same meaning as before. Again, J.et us suppose that two per
sons have agreed to change the sound values of the letters F 1 G1 and H, 
and after long practice :~ave become accustomed to pronouncing them as we 
pronounce the letters A, B, and C, respectively,; they would then 'Wl'ite 
the "word" EFG, pronounc•! it cab, and see nothing strange whatever in the 
matter. Butte others n•::> party to their arrangements, HFG constitutes 
cipher. The combination of' sounds called for by this combination of 
symbols is per:f'ectly int(~lligible to the two who have adopted the new 
sound values for those symbols and therefore pronounce BFG as cab; but 
RFG is utterly unpronounc•eable an(! wholly unintelligible to otii'e'rs who 
are reading it according to their own long-established system of sound 
and symbol equivalents. It would be stated that there is no such word 
as HFG, which woul.d mean merely that the particular combination of sounds 
represented by this combination of letters has not been adqpted by con
vention-to represent a tbing or an idea in the English language. Thus, 
it is seen that, in order for the written words of a language to be 
pronounceable and intelligible to all who speak that language, it is 
necessary, first, that the sound values of the letters or symbols be 
universally understood and agreed upon and, secondly, that the particular 
combination of sounds denoted by the letters should have been adopted to 
represent a thing or an i•iea. Spoken plain language consists of vocables; 
that is, combinations and permutations of elementary speech-sounds Which 
ha.ve by long usage come tc) be adqpted and recognized as representing 
definite things and ideas, Written plain language consists of words,; 
that is, combinations and permutations o:f' simple symbols, called letters, 
which represent visua,lly Ellld call forth vocally the elementary speech
sounds of which the spoker~ -~e is composed. 

11 An excellent and most; authoritative book on this subject is The ·Al
phabet: a ltey to the histcq oi' Mankind by David Diringer. London, 1949, 
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d. It is clear also tha.t in order to write a polysyllabic language 
with 'facility it is necessary to establish and to lll8.inta1n by common 
agreement or convention, equivalency between two sets o:f' elements, first, 
a set of elementary sounds and, second, a set-of elementary symbols to 
represent the sounds. When this is done the result is what is callec1 an 
alphabet, a word derived from the names of the first two letters of the 
Greek iilphabet, "alpha" and "beta" • · 

e. Theoretically 1 in an ideal alphabet each symbol or letter would 
denote onJ.y one elementary sound, and each elementary sotm.d would inva
riably be represented by the same symbol. But such an ~phabet would be_ 
far too difficult for the average person to use. It has been conserva
tively estimated that a minimum of 100 characters would be necessary for 
English alone. Attetqpts toward produci~ and introducing into usage a 
practical, scientific alphabet have been made, one being that of the 
Simplified Spelling Board in 1928, Which advocated a revised alphabet of 
42 characters. Were such e.Il alphabet adopted into current usage 1 in 
books, letters, telegrams, etc., the flexibility of cryptographic systems 
would be considerably extended and the difficulties set in the path of 
the enemy cryptanalysts greatly increased. The chances for its adoption 
in tbe nea.r future are, however, quite sma.l.l. Because of the continuaJJ.y 
changing nature of every living language, it is doubtful whether an 
initially "perfect alphabet" could, over any long period of' time 1 remain 
so and serve to indicate With great precision the exact sounds Which it 
was originally designed to represent. 

13. ~es of alphabets.--a. In the study of cryptography the dual 
nature ofTe alphabet becomes-apparent. It consists of two parts or 
components, (1) an arbitrarily-arranged sequence of sounds, and (2) an 
arbitrarily-arranged sequence of symbols. 

b. The normal alphabet for a:ny language :ts one in which these two 
components a.re the ordinary sequences that have been definitely fixed by 
long usage or convention. The dual nature of' our normal or everyday -
alphabet is often lost sight of'. When we write A 1 B 1 C 1 • • • we really 
mean: 

Sequence of sounds: "Ay" "Bee" "See" •••• 
Sequence of symbols: A B C , ••• 

Normal alphabets of different languages vary considerably in the number 
of characters composing them and the arrangement or sequence of' the 
characters. The English, Dutch, and German alphabets each have 26,; the 
French~ 25,; the Italian, 21; the Spanish, 27 (including the digraphs CH 
and IJ.,}; and the Russian, 31.12 The Japanese language has a syllabary 
consisting of 72 syllabic sounds 1-Thich require 48 characters fo:>- their 
representation. 

12 In contrast to the foregoing alphabets, it is of interest to note 
that in the IImm.iian language the alphabet consists of only 12 letters 1 
~' the five vowels A, E, I 1 01 u, and the seven consonants H, K1 L, 
M, N, P 1 U. 
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.:.• A cipher aJ.pha~~t, or substitution alphabet as it is sometimes 
called, is one in which ·che element~ ~eech-sounds are represented bf 
characters other than tht:>se representing them 1n the normal alphabet. 
These characters ~be :Letters, figures, eigns1 symbols, or combinations 
of them. 

d. When the :plain ··~ext of a message is converted into encrypted 
text by the use of one Ol~ more cipher al.phabets 1 the resultent cryptogram 
constitutes a substi tuti<>n cipher. If Ollly one cipher alphabet is in• 
volved, it is ca.ll.ed a monoa.l;phabetic substitution cipher; if two or 'IDOre 
cipher eJ.phabets are inV<>~ved, it is called e. ~oJ.ye.;J.phe.betic substitution 
cipher. _ 

e. It is aonven:leni; to C. ':!Signate that component of a cipher al.pba
bet const1 tuting the sequence of speech-BOunds as the p~n component 
and the component conati tut:tng the sequence of symbols astbe cipher 
com,ponent. If' omitted in a cipher alphabet, the ple.in component is 
understood to be the nortiJB.l. sequence. For brevity aud clarity 1 a letter 
of the plain. text, or of the pla.in component ot a cipher alpbabet 1 is 
designated by suffixing t:L smaJ.l letter "p" to it: !\p mee.na A ot the 
plain text, or of the pudn component ot a cipher alphabet. Similarl-71 
a letter o:f' the cipher tetxt, or of the cipher component of a cipher 
alphabet, w.Ul be desigruLted by su:f:t'ix:tng a sms.U letter "c" to it: 
Xc means X of the cipher text, or a:r the cipher component of & cipher 
alphabet. The eJq)ression Ap = Xc means that A of the pla:f.n text 1 or A 
o:f' the plain component oi~ a cipher el.pha.bet, is represented by X in the 
cipher text, or by X in 1;he cipher component ot a cipher al.phabet. 

f. With reference 1:o the a.rra.ngement en: sequence o:f' letters f0l'l111ng 
their-components, cipher alphabets B.T.'e of two types: 

(1) Standard cipher alphabets, in 'Which the sequence ot letters in 
the pl.a.in conq>onent is tl:~ norroal ~ end in the cipher component is the 
same a.s the normal, but x>eversed in direction or sbifted from its normal 
~oint of coincidence with the plain component. 

( 2) Mi2d cipher al.J2habets in 'Which ·the sequence or 1etters or 
characters in one or both. of t~ components is no loDger tbe same as 
the normal. in its entiret:y. 

g. AJ.though the basic considerations o:r tbe preceding paragraphs 
place-the student in a position to undertake the study at certain funda
mental principles of cr,yptanalysis, this may be & good point at which to 
pause and to make a few remarks with regard to the role that cr;yptanel Y"• 
sis plays in the "Whole cbain ot more or less complex operations involved 
in deriving communication. intelligence 1 after which these tundamental. 
c:eyptanalytic principl.es Will. be treate~ • 

:.,, 
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Bl!XJTION III .- . 

FUl'IDAlfiilNTAL CRll?TAN.ALlTIC OPERATIONS 

Paragraph 
The role of' crnrta.ns.lys:Ls in communica'bion intelligence 

qperations ••••••• ;............................................... 1~ 
The four basic.operati~lS in cryptanalysis.......................... 15 
The determination of' t~! language employed•••••••••••••••••••••••••• 16 
The de~ermination of.tb! general system............................. 17 
The reconstruction of toe specific keY•••••••••••••••••••••••••••••• 18 
The reconstruction of' t'b.e plain text • ~ • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 19 
The utilization of traffic intercepts~•••••••••••••••••••••••••••••• 20 

I 

14. The role of cryptanalysis in .communication intelligence 
:£!erations • --a. Thl'ough the medium of cO'IIDllUnication intelligence an at-

empt is made-to answer three questio:riS concerning enemy communications: 
''Who?"_ "Where?" "What?"--Who are their originators and addressees? 
Where are these originat.oi=S' and addressees located'l What do the messages 
say'/ -

b. All of' the f'o:regoing questions are very important in the military 
application of communication intelligence. Hence, even though this text 
deals almost exclusively with the principles and operations involved in 
deriving the answer to the third question--"What do the messages say'l"--
a f'ew words on the impc1rtance of the first and second questions may be 
useful. It is a serimlB iilista.ke to think that one can necessarily and 
always correctly inter,pret the mere text of a message without identifying 
and locating the origiz1ator and the addressee or, on many occasions, with
out having a background against which to interpret the message in order 
to appreciate its real import or significance. 

c. The very first step in the series of activities involved in de
riving communication intelligence is the collection of' the raw material, 
that is, the intercept:lonl and copying of the transmissions constituting 
the messages to be stuciied and analyzed. 

d. Then, with the! raw material in hand, studies are made in order 
to a.nSwer the first tW'Il questions-·''Who?" and ''Where?" The answers to 
these questions are no-c always obvious in modern military communications 1 

especially ln the case of messages exchanged by units 1D. the combat zone, 
since messages of this sort rarely indicate in plain language ~ the 

1 To intercept means, in its cryptologic sense, to ·gain possession of 
communications which are intended for other recipients, without obtaining 
the consent of these addressees and without preventing or ordinarily 
delaying the transmission of' the commun~cations to them • 
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originator and the addressee are or where they are located. Consequently, 
certain apparatus and techniques specifically developed for finding the 
answers to these questions must be employed. These apparatus and tech
niques are embraced by that part of communication intelligence theory and 
practice which is known as traffic analysis. This latter subject and 
interception are treated briefly in Appendix 10, "Communication intelli
gence operations". (The serious student will derive much practical 
benefit from a careful reading of this appendix.) 

e. The foregoing operations, interception and traffic analysis, 
along-w~th cryptanalysis constitute the first thr~e 9pera~ions ?f commu
nication intelligence. But generally there must follow at least one addi
tional operation. If the plain texts recovered through cryptanalysis are 
in a foreign language, they must usually be translated, and translation 
constitutes this fourth operation. In the course of translating, it may 
be found that, because of errors in transmission or reception, corrections 
and emendations must be made in these plain texts; however, although this 
often requires skill and experience of a high order, it does not consti
tute another communication intelligence operation, since it is but an 
auxiliary step to the process of translation. 

f. In a large-scale communication intell-igence e-ffort these four 
steps~ interception, traffic analys~s, cryptanalysis, ·and translation, 
must be properly organized and coordinated in order to gain the most bene
fit from the potentialities of communication inteliigence,-that is, the 
production of the maximum quantity of information from the raw traffic. 
This information must then be evaluated by properly trained intelligence 
specialists, collated with intelligence derived from other sources, and, 
finally, disseminated to the commandars who need the intelligence in time 
to be of operational use to them, rather than of mere historical interest. 
The foregoing operations and especially the first three--interception, 
traffic analysis, and cryptanaly6ia--usually complement one another. 
This, however, is not the place for elaboration on the interrelatiot~hips 
which exist and which when properly integrated make the operations as a 
whole an efficient, ttnified complex geared to the fulfillment of its prin
cipal goal, namely, the production of timely communication intelligence. 

g. With the foregoing general background, the student is prepared. 
to proceed to the technical considerations and principles of cryptanalysis. 

15. The four basic operations in cryptanalySis.--!· The solution of 
practically every cryptogram involves four fundamental operations or steps: 

(1) The determination of the language employt:d in the plaintext 
version. 

(2) The determination of the general system of c~yptography employed. 

(3) The reconstruction of the specific key in the case of a cipher 
system, or the reconstruction, partial or complete, of the code book, in 
the case of a code system; or both, in the case of an enciphered code 
system. 

(4) The reconstruction or establishment of the plain text. 
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b • These operatior s will be taken up in the order in rrhich they are 
given-above and in which they usually are performed in the solution of 
cr;yptogrruns, althougl). occasionally the second step ruay precede the first.l 

-16. Th~ dctermino:tion of the la~ee emplo;ved.--!· There is not 
much tha..-1:; need be said 'ri th respect to this operation except that the 
determination of the lane;uage employed seldom comes into question in the 
case of studies made of the cryptograms of a.n organized enemy. By this 
is meant that during wru~time the enemy is of course known, and it follows, 
therefore, that the la~~age he employs in his messages will almost cer
tainly be his native or mother tongue. Only occasionally nowudays is 
this rule broken. Form:~rly it often happened, or it might have indeed 
been the general rule, 'that the language used in diplomatic correspondence 
was not the mother tongue, but .tt'rench. In isolated instances during 
World War I the Germans used English when their own language could for 
one reason or another not be employed. For exa:m;ple, for a year or two 
before the entry of the United States into that war, during the time 
America was neutral and the German Government maintained its embassy in 
Washington, some of the messages exchanged between the Foreign Office in 
Berlin and the Embassy in Washington were encrypted in English, and a 
copy of the code used vras deposited with the Department of State and our 
censor. Another instatLce- is found. in the case of certain Hindu conspira
tors who were associated with and partially financed by the German Govern
ment in 1915 and 1916; they employed English as the language of their 
cryptographic messages .. Occasionally the cryptograms of enemy agents may 
be in a language different from that of the enemy. But in general these 

1 Although the foregoing four steps represent the classical or ideal 
approach to crypta.nalyn is, the art may be reduced to the following: 

Procedures ln cryptanalysis 

1. Arrangement acici rearrangement of 
data to disclose non-random cha
racteristics or manifestations 

- (i.e., in frequency counts, re
petitions, patterns, symmetrical 
phenomena, etc.). 

2. Re-cognition of the non-random 
characteristics or manifestations 
when disclosed. 

Requirements 

Experience or ingenuity, 
e.nd time (which latter may 
be appreciably lowered by 
the use of machine aids in 
cryptanalysis). 

Experience or statistics. 

3. Explanation of' the non-random Experience or imagination, 
characterist:l.cs when recognized. and intelligence. 

In all of the foregoing, the element of luck plays a very important part, 
as it is possible to Elide-step a large amount of labor and effort, in 

__ many cases, if "hunchE~s" or intuition lead the analyst forthwith to the 
rlght path. Therefor*~, the phrase 11 or luck" should be added to each of 
the requirements abov«;, • 

In fact, it all boils down to the simple statement: "Find something 
significant, and atta~~h some significance thereto." 
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are, ns has been said, isolated instances; as a rule, the language used 
in cryptograms exchanged between members of large organizations is the 
mother tongue of the correspondents. Where this is not the case, that is, 
when cryptograms of unknown origin must be studied, the cr;ypta.na.lyst 
looks for any indications on the cryptograms themselves which may lead to 
a conclusion as to the language employed. Address, signature, and other 
data, if in plain text in the preamble, in the body, or at the end or the 
cryptogram, all come under careful scrutiny, as well as all extraneous· 
circun~tances connected with the manner ~r which the cryptograms were 
obtained, the person on whom they were found, or the locale of~ their_ 
origin and destination. - · 

b. In special cases, or under special circumstances a clue to the 
language employed is found in the nature and composition of the crypto
graphic text itself. For example, if the letters K and W are entirely
absent or appear very rarely- in messages, it may indicate that the lan
guage is Spanish, for these letters are absent in tne alphabet of that 
language and are used only to spell foreign words or names • The presence 
of accented letters or letters marked with special signs of one sort or 
another, peculiar to certain languages, wili sometimes indicate the lan
guage used. The Japanese Morse telegraph alphabet and the Russian Morse 
telegraph alphabet contain combinations of dots and dashes which are 
peculiar to those alphabets and thus the interception of messages con
taining these special Morse combinations at once indicates the language 
involved. Finally-, there are certflin peculiarities of alphabetic lan
guages which, in certain types of cryptograms, viz., pure transposition, 
give clues as to the language used. For example, the frequent digraph CH, 
in German, leads to the presence, in cryptograms of the type mentioned, 
of many isolated C 's and H's; if this is noted, the cryptogram may be 
assumed to be in German. 

c. In some cases it is perfectly possible to perform certain steps 
in cryPtanalysis before the language of the cr;yptogram has been definitely' 
determined. Frequency studies, for example, may be made and analytic 
processes performed without this knowledge, and by a cryptanalyst wholly 
unfamiliar with the language even if it has been identified, or who knows 
only enough about the language to enable him to recognize valid combina
tions of letters, syllables, or a few commnn words in that la.ngua.ge. He 
may, after this, call to his assistance a translator who may not be a 
cryptanalyst but who can materially aid in making necessary assumptions 
based upon his special knowledge of the characteristics of the language 
in question. Thus, cooperation between cryptanalyst and translator 
results in solution.2 

2_:5"- -
-The writl'r ltas seen in print statements that "during World War.!_.!. . decoded mes&ages in_ Japanese 

and Russian w1thout kno\\ ing n word of mUter language." The ext tt to\\ hich such statements arc cxaggcratctl 
11ill soon bucomc obvious to the student. Of course, there arc occasiOnal 1nstanccs m winch a mere clerk wtth 
quite Utmled. cll.pencncc may be able to "solve" a message m an C'\trcmely simple system in a language of wh1ch 
!10 bas no kno\\lcdgc at all; but such a "solution" calls for nothmg more arduous than .t,te ability to rcco!l'nizc 
pr01101111Cl'a.hlc combinations of vowels and consonants-an ability that hardly dc&el \'CS to be rated as "cr:, pt
analytic" in any r«.>al sense. To &ay that it is possible to solve a cryptogram in a foreign lar\g~age "without 
knowing a word of thn.t lnngungc" is not qmtc the same as to say that it is possible to do so with only n slight 
knowledge of the language; and 1t mny be stated \\ ithout ca\'il that the better the cryptanalyst's knowledge of 
the langungl', ~~~greater nrc the chances for his success and, in any case, the casie~ 1s his work. 
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17.. The detcrJnination or the general s~tem.--_!· Except in the cas: 
of the more simple typco of cr;y:pto3rams , _ the step rorcrred ·to us diasnos l.B, 
thai> is, o.sccrto.inine; the general system accordlng to vrlJich o. glven cryp
togram has been produced is usually a difficult, if not the most difficult, 
step in its solution. The reaaon for this is not hard -to find • 

.,._ • .... - .. • I • r.- ~ II; • ~ ._ 

b • AB will become appa.rei1t l;o the student as he proceeds with his 
s-tudy-; in the final atlO.l;r?iS, the solution of everl cr;xptogram involvi'!?-8 
a form of substitution del'ends upon its reduction to monoalphabctic terms z 
if it is not ori{?inall:y in those terms.. This is true not only of ordinary 
substitution cipllero, but also of com"'bined substitution-transposition 
ciphers, and of enciphel·ed code. If the cryptogram must be reduced to 
monoa.lphabetic terms, the manner of its accomplisbm.E>.nt is usually indi
cated by the cryptoe;rwn itself, by external or internal phenomena which 
become apparent to the c:ryptanP1yst as he studies the cryptogram. If 
this is ilrq>ossible1 or i:;oo difficult, the cryptano.lyst must, by one means 
or another, discover ho~r to accomplish this reduction, by bringing to 
bear all the special or collateral information he can get from all the 
sources e.t his connnand. If both these possibilities fail him, there is 
little left but the lo~~, tedious, and often fruitless process of elimi
nation. In the case of transposition ciphers of the more complex type, 
the discovery of the ba.3 ic method is of'ten simply a matter of long and 
tedious elimination of :possibilities. For cryptanalysis has unfortuno.tely 
not yet attained, and may indeed never attain, the precision found today 
in qualitative analysis in chemistry, for e~le, 11here the analytic 
process is absolutely clear-cut and exact in its dichotomy. A few words 
in explanation of' what is meant may not be amiss • When a chemist seeks 
to determine the identity of an unlmown substance, he applies certain 
specific reagents to the substance and in a specific sequence. The first 
reagent tells him definitely into which of two primary classes the unknown 
substance falls. He tnen applies a second test with another specific 
reagent, which tells him again quite definitely into which of two second
a:ry classes the unkn.OWIL substance falls, and so on, until finally he has 
reduced the unknown siibstanee to its simplest terms and has found out 
what it is. In strikir~g contrast to this situation, cryptanalysis affords 
exceedingly few "reagexlts" or tests that may be applied to determine posi
tively tha.t a given ci})her belongs to one or the other "of' two systems 
yielding externa.lly siraila.r results. And this is what makes the a.na.J.ysis 
of an isolated, complex cryptogram so difficult. Note the limiting adjec
tive "isolated" in the foregoing sentence, 'for it is used advisedly. It 
is not often that the general system fails to disclose itself' or cannot 
be discovered by pains·l:ia.king investigation when there is a great volume 
of text accumulating f'·rom a regular traffic between numerous corre
spondents in a large organization. Sooner or later the system becomes 
known, either because of blunders and carelessness on the part of the 
persoDnel entrusted with the encrypting of the messages, or because the 
accumulation or text itself makes possible the determination of the 
ge'll.era.l system by cr;y:ptanalytic, including statistical, studies. But in 
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the case of a single or even a few isolated cryptograms concerning which • 
little or no information can be gained by the cryptanalyst, he is often 
unable, without a lmowledge of, or a shrewd guess as to the general system 
employed, to decompose the heterogeneous text of the cryptogram into 
homogeneous, monoalphabetic text, which is ~he ultimate and essential 
step in analysis. The only knowledge that the cryptanalyst can bring to 
his aid in this most difficult step is that gained by long experience and 
practice in the analysis of many different types of systems. In this 
respect the practice of cryptanalysis is analogous to the practice of 
medicine: correct diagnosis is the most important and often the most 
difficult first step toward success. 

c. On account of the complexities surrounding this particular phase 
of c:tiPtanalysis, and because 1.n any scheme of analysis based upon suc
cessive eliminations of alternatives the cryptanalyst can only progress 
as far as the extent of his own knowledge of all the possible alternatives 
will permit, it is necessary that detailed discussion of the eliminative 
process be postponed until the student has covered most of the field. 
For example, the student will perhaps want to know at once how he can 
distinguish between a cryptogram that is in code or enciphered code from 
one that is in cipher. It is at this stage of his &tudies impracticable 
to give him any helpful indications on his question. In return it may be 
asked of him why he should expect to be able to do this in the early 
stages of his studies when often the experienced expert ccyptanalyst is 
be.ff'led on the same score 1 

d. Nevertheless, in lieu of more precise diagnostic tests not yet 
discovered, a general guide tha.t may be useful in cryptanalysis will be 
built up, step by step as the student progresses, in the form of a series 
of charts comprising what may be designated An Analytical. Kel for Crypt
analysis. (See Section X.) It maybe of assistance to the student if, 
as he proceeds, he will carefully s-tudy -the char-ts and no-te the place 
which the particular cipher he is solving occupies in the general crypt
analytic panorama. These charts admittedly constitute only very brief 
outlines 1 and can therefore be of' but little direct assistance to him 
in the analysis of the more complex types of cryp·"osystems he may en
counter later on. So far as they go, however, they may be found to be 
quite useful in the study of elementary cryptanalysis. For the expe
rienced cryptanalyst they can serve olll.y as a means or assuring that no 
possible step or process is inadvertently overlooked in attempts to solve 
a. difficult cryptosystem. 

e. Much of the labor involved in cryptanalytic work, as referred 
to in-par. 2, is connected with this determination of the general system. 
The preparation of the text, its rewriting in different forms, sometimes 
being rewritten in dozens of ways, the recordins of letters 1 the estab
lishment of rrequencies or occurrences of letters, comparisons and 
experiments made with knmm material or similar character, and so on, 
constitute much labor that is most often indispensable, but which 
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sometimes turns out to have been wholly unn.ecessar7, or in vain. In one 
treatlse3 i.t is statod qu.ite boldly that "this work t>nce d.'On"C, the deter
ainatkm. of the system. io often relatively easy. n '!'his statement ean. 
certainly epply on1;r to the simpler typea of cryptosystems; it 1B entirely 
misleading as regards tlle much more !'requently encountered complex 
cryptograms of modern tjmes. 

18. The reconstruc1::ion or the SJ2!:cific key.---_!.· Neariy e.l.l prooti.:. 
cal cryptographic methoc~ require the use of a specific key to guide, 
control, or modify the various steps under the general system. Once the 
latter has been disclosE~d, discovered, or has otherwise come into the 
possession of the cryptu.ne.ljrst, the next step in solution is to determine, 
if necessary and if posl3ible, the specific key that was ezqployed to en
crypt ~he message or me::;sages under examination. This determination may 
not be in cODI.Plete detail; it ms:y go only so far a.s to lead to a know
ledge o:f' the nuniber o:f' alphabets involved in o. substitution cipher, or 
the number of columns i~volved in a transposition cipher, or that a one
part code has been used, in the case' oi' a. code system. But it is often 
desirable to determine the specific key in as camp~ete a. form nnd with 
as much detail as possible, for this information will very frequently be 
useful in the solution ot: subsequent cryptograms excb.a.nged between the 
same correspondents, since the nature or source of the specii'ic key in a 
sol.ved case may be expe•cted to give clues to the specific key in an 
unsolved case. 

• • ., .. • - ... - r - - .. 

E.• Frequently, hc)W'ever~ the reconstruction ·of the key is not a 
prerequisite to, and dc,es nat constitute a.n absolutel.y necessary preli
minary step in, the fourth basic operation, viz., the reconstruction or 
establishment of the plain text. In many cases, indeed, the two processes 
are carried along simultaneously, the one assisting the other, until in 
the final stages both' :nave been completed in their entireties. In stil.l 
other cases the recon.S·t;ruotion of the specific key ma.y f'ollmr the recon
struction of the plain~text instead of preceding it and is accomplished 
purely a.s a matter of academic interest; or the specific key may, in 
unusual. cases, never· be reconstructed. 

19. The reconstruction of the plain text.--!; Little need be said 
at this point on this phase of cryptana.J.ysis. The process usually con
sists, in the case of sUbstitution ciphers, in the establishment of 
equivalency between S];1eci:f'ic letters of the cipher text and the plain 
text, letter by lette1•, pair by pair, and so on, depending upon the par
ticular t;ype of substj.tution system involved. In the case or transposi
tion ciphers, the proc:ess consists in rearranging the elements of the 
cipher text, letter b:r letter, pair by pair, or occasionally word by 
word, depending upon the particular t:ype of' transposition system involved, 
until the letters or ,MOrds have been returned to their original plaintext 
order. In the case of code, the process consists in determining the 
meaning of each code group and inserting this meaning in the code text to 
reestablish the original plain text. 

3 Lange et Soudart, · op.-cit. 1 p. 106 • 
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b. The foregoing processes do not, as a rule, begin at the begin
ning of a message o.nd continue letter by letter, or group by group in 
sequence_ up to the very end of the message. The establishment of values 
of cipher letters in substitution methods, or of the positions to which 
cipher letters should be transferred to form the plain text in the case 
of transposition methods, comes at very irregular intervals in the pro
cess • At first only one or two values scattered here and there through
out the text may appear; these then form the "skeletons" of words, upon 
which further work, by a continuation of the reconstructi€n process, is 
made possible; in the end the cOIIq)lete or nearly c~lete text is 
established. 

c. In the case of cryptograms in a foreign la.ngua.ge, the transla
tion of the solved messages is a final and necessary step, but is not to 
be considered e.s a cryptanalytic process. However, it is commonly the 
case that the translation process will be carried on simultaneously with 
the cryptanalytic, and will aid the latter, especially when there a:re 
lacunae which may be filled in from the context. (See also subpar. 16c 
in this connection.) - ....... 

20. The utilization of traffic intercepts .5 •• !• There are, of 
course, other operations ,'l"hich are not as basic in nature as those Just 
outlined but which must generally be performed. as preliminary steps in 
practical cryptanalytic work (as distinguished from academic cryptana
lysis). Before a military cryptanalyst can begin the anaJ:ysis of' an 
enemy cryptosystem, it is necessary for him to study the intercept mate
rial that is available to him, isolo.te the messages that hve been 
encrypted by means of the cryptosystem to be exploited, and to arrange 
the latter in a systematic order f'or analysis. This work, although 
apparently very simple, may require a great deal of time and effort. 

b. Since, whenever practicable, two or more intercept stations 
are assigned to copy traffic emanating from the stations of one enemy 
radio net, it is natural that there should be a certain amount of 
duplication in the work of the several stations. This is desirable 
since it provides the cryptanalysts with ~To or more sets of the same 
messages, so that Yhen one intercept station fails to receive all the 
messages comp~etely and correctly, because of radio difficulties, local 
static, or poor operation, it is possible by studying the other sets to 
reconstruct accurately the entire traffic of the enemy net. 

4 Sometimes in the case of code, the meaning of a small percentage 
of the code groups occurring in the traffic maybe lacking, because 
there is insufficient text to establish their meaning. 

5 A traffic intercept is e. copy of a-communication gained through 
interception. 
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c. In o.ll intercept. activities where operators are used for copying 
the tro.!' fie, one of the :ruost likely crroro to be found is caused by the 
human elemerrl:i in receptic,n. For this reason cryptanAlysts o.nd their 

Ltrs. Morse Ltrs. Ivlorse 
and equi- Freqw:~nt Errors and equi- Frequent Errors 

Figs. valent Figs. valent 

A ·- i, m, t ' 
et s ••• h, d, i, r, u 

B -··· a, ts T - a., a, n 
c -·-· f, k, r, nn u . ·- a, s, v, it 
n -·. b, s, 1) ti v ···- h, u, x, st 
E • t, i 'W ·-- a, m, o, r, u, at 
F ··-· r, in X -··- v, k, y, tu 
G --· m, o, z, me y -·-.. x, c, nm 
11 •••• s, v, b, ii, se z --·· b, g, q, mi 
I •• a, n, s 1 ·---- ~~ 2 
J ---- ,,, o, am, eo 2 . ·-.. - l, 3 
K ..... d, o, til 3 ···-- 2, 4 
L ·-·· r, d, ed 4 ····- 3, 5 
M -- a, n, t·t 5 ••••• 4, 6 
N .... 1, m, t, te 6 -···· ·5, 7 
0 --- g, k, w, mt; 7 --··· 6, 8 
p ·--· J, g, 1, w, an 8 ---·· 7, ~ 
Q --·- o, x, z, ma 

~ --.. -· a, 
R ·-· a., f, g, 1, n, s, "W ----- 9, l 

Chart 1. Most connnon errors in telegraphic transmission. 

assistants should be familiar with the international Morse alphabet and 
the most common errors in wire and radio transmission methods so as to be 
able to correct garbled groups when they occur. In this connection, 
Chart 1 1 above, will be found useful. 

--
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SECTIOI'f IV 

Fro!lQUEl\TCY DISTF:D3UTIONS AND THEIR FUNDAMENTAL USES 

Paragraph 
The simple or uniliteral f~equency distribution..................... 21 
Im,portant i'ea.tures of the normal. un111 teral frequency 

d1stribut1on •••••••••• 4•••••••••••••••••••••••••••••••••••••••••• 22 
Consta.ncy of the standard or normal uniliteraJ. frequency 

distribution ••••••••••••••••••••••••••••••••••••••••••••••••••••• 
The three facts "vbich can be determined from a. study of the 

uniliteral frequency distribution for a cryptogr8m ••••••••••••••• 
Debermlning the- class to which a cipher belongs••••••••••••••••••••• 
Determining whether a sub1:stitution cipher is monoaJ.pha.betic or 

non-monoalphabet1c ••••••••••••••••••••••••••••••••••••••••••••••• 
The~ (phi) test for determining monoalphabeticitY•••••••••••••••••• 
Deter,nining whether a cipher alphabet is standard (direct 

or reversed) or mixed•••••••••••••••••••••••••••••••••••••••••••• 

23 

24 
25 

26 
27 

28 

21. The simple or unilitera.l freQuency distribution.--a. It has 
1~~~ been known to cryptcgraphers and typographers th~t the-l~tte~s co~
pocin,z the words of: a:ny intelligible "iJTitten text CO!!IPOSed in any language 
which is alpho.betic in construction are employed with greatly varying 
frequencies. For example, if on cross-section paper a. simple tabulation, 
shown in Fig. 11 called a. uniliternl frequency distribution, is made of' 
the letters composing the words of the preceding sentence, the variation 
in f'reguency is strikingly demonstrated. It is seen that whereas certain 
letters, such as A, E, IJ N, 0 1 R, ann T, ere employed very frequently, 
other letters, such as c,. G, H, L, P, and S are employed not nearly so 
frequently, while still other letters, such as F, J, K, Q, V, X, and Z 
are employed either seldom or not at all. 

(Total=200 lettel's) 

Figure 1. 

~· If a similar tabulation is now ma.de of the letters com;prising t.he 
warda of the second sentence in the preceding subpa.ragrg~h, the distribu
tion shown in Fig.. 2 is obtained. Both sentences have exactly the same 
number or letters (200) • 
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(Total=200 letter.tt) 

Figure 2. 

c. Although each of these two distributions exh:J.bits great varia
tion In the relative frequencies with which different letters are employed 
in the respective sentences to' which they apply, no marked differences 
are exhibited between the frequencies of the same letter in the two dis
tributions. Compare, for example, the frequencies of A, B, C ••• Z in 
Fig. 1 -with those of A, B 1 C • • • Z in Fig. 2. Aside from one or two 
exceptions, as in the case of the letter F, these two distributions agree 
rather strikingly. 

~· This agreement, or similaritz, would be practically complete if 
the two texts were much longer, for example, five times as long. In fact, 
vhen two texts of similar character, each containing more than 1 1000 let
ters, are compared, it would be found that the respective frequencies of 
the 26 letters composing the two distributions show only very slight dif
ferences. This means, in other words, that in normal plain text each 
letter of the alphabet occurs with a rather constant or characteristic 
frequencywhich it tends to approximate, depending upon the length of the 
text analyzed. The longer the text (within certain limits), the closer 
will be the approximation to the characteristic frequencies of letters 
in the language involved. However, when the amount of text being ana
lyzed has reached a substantial volume (roughly, 1 1000 letters), the prac
tical gain in accuracy does not warrant further increase in the amount 
of text.l 

e. An experiment along these lines will be convincing. A series 
of 260 official telegrams2 passing through the Department of the Army 
Message Center was examined statistically.· The messages were divided 
into five sets, each totaling 10,000 letters, and the five distributions 
shown in Table 1-A, were obtained. 

1 See footnote 5, page 38. 
2 These comprised messages from several official sources in addition 

to the Department of the Ar.my and were all of an administrative character • 
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TAnLm 1-A.-Absolute frequencies of letters appearing in jive sets of Governmental plain-text telegrams, 
each set containing 10,000 letters, arranged alphabetically 

Set No.1 Set No.2 Set No, 8 Set No.4 Sat No.5 -
Letter Absolute Letter Abuc•lut~ Letter Absolute Lotter Absolute Letter Absolute 

Frequency Frequency Frequency Froquoncy Frequency 

A_ ____________ 738 A_ ___________ 
'783 

A_ __________ 681 A_ ___________ 
740 

A_ _________ 741 
B---------------- 104 B ___________ LOB 8 _________ 98 B •••••••••••••• 83 B •••••••••••••• fl9 c ______________ 319 c ____________ 300 c _____________ 288 c _____________ 

826 
c ___________ 301 o _________________ 387 D ..•.••.••••••. us o _____________ 423 o ___________ 451 
o ____________ 448 

EJ... _____________ 1,867 E .. ·-········· 1,294 E __________ 1,292 E ... _______ 1,270 E.-------·-· 1,275 
F .. ------------- 253 F------------- 287 F-----·------- 308 F __________ 287 F __________ 281 
G •• ------------- 166 G ____________ 175 G ____________ 161 G.--------··· 167 

G ___________ 
150 

H_ ___________ 
310 

H_ _________ 
351 H. ••••••••••••• 886 H_ __________ 

349 H_ _______ 349 ! _______________ 742 ! __________ 
750 

! ___________ 
787 

! __________ 
700 ! ___________ 697 

J ______________ 18 J ____________ 
17 

J ___________ 
10 

J ________ 
21 J ---------·- 16 

K._ _______________ 
36 !{_ _________ 88 

!{_ ___________ 
22 

!{_ _________ 
21 K.-----~--- 81 

L_ _____________ 866 L.. ________ 393 L---·-------- 888 L--·--·-····· 886 L_ _________ 844 
M_ _____________ 242 M_ __________ 240 M_ __________ 238 

M_ ___________ 
249 

M_ ________ 
268 

N.----------- 786 N __________ 794 N ________ 815 N------···· 800 
tt _______ 780 o ____________ 685 Q ___________ 770 Q _____________ 791 

Q __________ 
756 o _________ 762 

p _____________ 241 
p _________ 272 

p ___________ 
817 

p __________ 
245 

p ________ • ___ 
260 Q _____________ 40 Q. ___________ 22 Q __________ 45 

Q.. ________ 
88 Q.. ______ .:_ ___ 80 

R_ ___________ 760 R_ ________ 745 R--------- 762 R--····---- 786 
R. _________ 

786 s ____________ 668 s ________ 583 
s ____________ 

585 
s ________ 

628 
s ________ 

604 
T .. ·-----·-····· 936 T----------- 879 T ... -----·-· 894 

T ________ 
958 T--··------ 928 u ___________ 

270 
u ___________ 233 u ____________ 

312 u_.:_ _______ 
247 

u ________ 
288 v _____________ 

163 
y ________ 173 y _________ 

142 
v ________ 

133 Y--··-··--• 156 w _________ 166 w ___________ 168 w ________ 136 
w ________ 

188 w _______ _._ 182 
X.-------·--·1 43 

x._ ________ 
50 

x._ _______ 
44 x._ ______ 

63 
x_ ________ 

41 
y ________ ---- 191 y _________ 166 y __________ 

179 Y--------~- 218 
y ________ 

229 z_ __________ 14 
z_ ___________ 

17 
z_ ________ 

2 
z. _______ 

11 
z. _______ 

6 
----

TotaL ... 10,000 ---------- 10,000 ------------ 10,000 ----------- 10,000 ·--------· 10,000 

f. If the five dia-t,ributions in Table 1-A are summed, the results 
are a.s shown in Table 2-A. 

TABLE 2-A.-Abiolutejreq_ue~it1s o} letters appearing in the combined five sets of messages totaling 
50,000 letters, arranged alphabetically 

A .••••. 3,683 G •••••• 819 L ...... 1,821 Q. ____ tts V •••••• 766 
B •..•.• 487 H ...... 1,694 M .....• 1,237 R ..... 3,788 w ______ -

780 c ______ 1,534 I ...... 3,676 N .•.•.• 3,975 S ...... 3,058 X. •...• 231 
D ....•• 2,122 J ------ 82 Q ______ 3,764 T .....• 4,5~5 

y ______ 
967 

E ....•. 6,498 K .•..•• 148 
p ______ 1,335 U ..•..• 1,300 Z .••••• 49 

F ...... 1,416 
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e;. The frequencies noted in Table 2-A above, when reduced to the 
bo.sis-of' 1,000 letters and then ,,sed as a basis for constructing a simple • 
chart that will exhibit the variations in frequency in a striking manner, 
yield the following distribrrbion which is hereafter designated as the 
no1~l or standard uniliteral frequency distribution for English 
telegraphic plain text: 

~ 
~ 
~ 
~ 
~ 
~ 
~ 
~ ~ 
~ ~ 
~ ~ 
iS ~ ~ ~ 

~ ~ ~ gg g ~ 
~ ~ g g~ g g 
~ ~ ~ gg ~-g 
~ ~ ~ g~ ~~~ 
~ ~ ~ ~~ ~~~ 
~ ~ ~ ~~ ~~~ 
~ ~~ ~ ~~ ~~~ 
~ gg g - gg gg~ 
g _g~ ~~ ~ g~ ~~~ 
~ ~~~~ ~~ g ~~~ ~~~-
~ ~~~~ ~~ g~~~~ g~~~ 
~ ~~~~-~g ~~~~~ ~~~~ ~ 
~ ~~~~~~~ ~~~~~ ~~~~~~ g 
~~~~g~~~~ ~~~~~ ~~~~~~ ~ 
~~~~~~~~~~~~~~~~~~~~~~~~~-

ABCDEFGHIJKLMNOPQRSTUVWXYZ 

Figure 3. 

22. Im;portant features of the normal uniliteral frequency distri
bution.--~· When the distribution shown in Fig. 3 is studied in detail, 
the follo'tving features are apparent: 

(1) It is quite irregular in appearance. This is because the letters 
are used with greatly varying frequencies, as discussed in the preceding 
paragraph. This irregular appearance is often described by saying that 
the distribution shows marked crests and troughs, that is, points of high 
frequency and low frequency. 

(2) The relative positions in ;rhich the crests and troughs fall 
'tfithin the distribution, that is, the spatial relatj_ons of the crests and 
troughs, are rather definitely fixed and are determined by circumstances 
vrhich have been explained in subpar. 13£. 

(3) The relative heights and depths of the crests and. tro~hs within 
the distribution, that is, the line2.r e:x:tenf' i ')!.S of the lines ro~rkil1.3 the 
rcsrcctive frequencies J nrc also ratl:er. d.•3i'initely fixed, as 1rould be 
found if an cqui'J..l vuJun1e of Gi111ila.r te2~t iTerc nnol~,rzed. 
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(11.) The most prominent crests are marked by the Vat-Tels A, E, I, o, 
nnd 1-.he conaon..."'l.nts Iif, 'R, S, T; the most :prominent troughs are marked by 
the consono.nts J, K, Q, X, and z. 

( 5) The important data. are sununarized in tabular form in Table 3. 

TABLE 3 
-

I - Percent of 
Percent of total in -·- . Frequency total round . 

numbers 

6 Vowels: A E I 0 u y ________________________________________________________ 398 39.8 
20 Consonants: -

5 High Frequency (D N R ::; T)--------------------------------------- 350 35.0 
10 Medium Frequency (B G F G H L M p v W)--------------- 238 23.8 
5 Low Frequency (J K Q )[ Z)--------------------------------------- 14 1. 4 
- Totn.L _______________________________________________________________________ 1,000 100.0 

- :: - ---
-

(6) The frequencies c)f the letters of the alphabet, reduced to a 
base of 1000, are as follows: 

A_ ________ 74 G __________ 16 L. _________ 36 Q_ ________ 
3 

v _______ 
15 a _________ 

10 H ..•...•.•• 34 M __________ 25 R ......... 76 w ---------- 16 c __________ 31 ! __________ 
74 N •.•.•.•••• 79 s __________ 61 ji:_ _________ 

6 o _________ 
42 J ---------- 2 

o __________ 
75 T--------- 92 

y _________ 
19 

E--------- 130 
K_ _________ 

3 p ---------- 27 
u _________ 

25 
z _________ 

1 F _________ 
28 

(7) The relative order of frequency of the letters is as follows: 

E--------- 130 I .......... 74 C .. .............. 31 
y _________ 

19 
x_ ______ 

5 T _________ 
92 s __________ 61 F ·--------· 28 

G _________ 
16 Q_ _______ 

3 
N-----~--- 79 o_: ________ 42 It ......... 27 

w _________ 
J6 K. _______ 

3 
R. .•.• : •••• 76 L .........• 36 (J. _________ 26 

y _________ 
15 

J _________ 
2 o ________ 75 H •••••.•.•• 34 

M. ________ 
25 B _________ 10 z __________ 

1 
A. ••••••••• 74 

40 

35 
24 
1 

100 

(8) The four vowels A, E, I, 0 (combined frequency 353) and the fOUl· 
consonants N, R, s, T (combined frequency 308) form 661 out of every 
1,000 letters of plain tc~xt; in other words, less than one-third of the 
alpha.bet is em;ployed in "rriting two-thirds of normal. plain text • 
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E.• The data. given in Fig. 3 and Table 3 represent the relati}'e fre
quencies round in a large volume of English telegraphic text of a govern
mental, o.dministrative character .3 These frequencies will vary somewhat 
with the na.tUl•e of the text analyzed ... For example, if' an equa.l. number 
of telegrams dealing solelywith commercial transactions in the leather 
.!,;duatrl "rere studied statistically, the frequencies would be slightly 
different because or the repeated occurrence of words peculiar to that 
industry. Again, if an equal number of telegrams dealing solely with 
militarr messages of a tactical character 1rere studied sta.tistical;Ly, 
the frequencies 1-rould differ sliBhtly from those found above for genero.l 
governmental messages of'.an administrative character. 

c. If ordinary English literaqr text (such as may be found in any 
book,-nawspa.per, or printed document} were analyzed, the frequencies of 
certain le·tters would be changed to an appreciable degree. This is 
because in telegraphic text 1-rords 1-rhich are not strictly essential for 
intelligibility (such as the definite and indefinite articles, certain 
prepositions, conjunctions, and pronouns) are omitted. In addition, 
certain essential words, such as "stop", "period", "comm.a", and the like, 
which are usually indicated in written or printed matter by symbols not 
easy to transmit telegraphically and which must, therefore, be spelled 
out in telegrams, occur very frequently. Furthermore, telegr~hic text 
of'te.n employs longer and more uncoll'Jtlon words than does ordinary newspaper 
or book text. • · " 

d. As o. matter of' fact, other tables compiled from Army sources 
gave slightly different results, depending upon the source of' the text. 
For ex~le, three tables based upon 75,000, lOO,ooo, and 136,257 letters 
·token fro111 various sources (telegrams, newspapers, magazine articles, 
books or fiction) gave as the relative order of frequency for the first 
10 letters the follmring: 

For 75,000 letters •••••••••••••••• E T R N I 0 AS D L 
For 100,000 letters••••••••••••••• E T R IN 0 AS D L 
For 136,257 letters••••••••••••••• E T RNA 0 IS L D 

3 Just as the individual letters constituting a large volume of plain 
text ho.ve JT.ore or less cho.ractoristic or fixed frequencies, so it is 
found that .2:_~~raphs and trip,rapha (two- and three-letter combinations, 
respcctlvoly) ho.ve cha~racteristic frequencies, when a largo volume of' 
text is studied sto.tistically. In Table 6 of Appendix 2, "Letter fre
quency data - En3lish", are shoun the relative frequencies of all digraphs 
o.pp:mri11g in the 260 telef!;rEli!!S referred to in subpar. 21e. This appendix 
also lncludes several other kinds of tables and lists of-frequency data 
·phich 'ITill be useful to the student in his ~rork. It is BUBgcsted that 
the sturlcnt r.~i'cl• to this appendix now, to gain an idea of' the data 
avo.il::~ble for his future rei'c:-rence. 

Other laJ}Gt'!.!:'(;es, of course, each have their oim. individLtnl charac
t0ristic plo.intoA~ frequencies of single letters, diaraphs, trigraphs 7 

ct.c. I\ brief SUDL.]j.::JJ.'Y of the letter fl•equency data i'or Gcrrr.an, French, 
r: '..li('ln, Gp:mish, Portuguese, and I\t'lSsio.n conatitute Appendix 5, "Let;ter 
f .. · !qucncy dr'.to. - foreiGn lnl'l~Ua.ges". 
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~· l!"'requenc~ dal:ia. applicable purely to English military text were 
cOIIJ.I)iled by llitt,'+ from a ntudy ot' 10,000 letters taken from orders and 
reports_ The frequencies round by him a.re given in Tables 4 and. ; • 

• ,...- - - ~ -- --=-..._ - .. 

• • TABLE 4.-Freg:uency table for 10,000 letters of -llierary English,, as compiled by Hitt 

A.---~
B---~ 
c.~--~-o _____ _ 

--778 
141 
296 
402 

I E...... 1 ,277 
F ••..•. ..,. 197 

E._____ 1 ,277 
T...... 855 
o______ 807 

A •...•. - 778 
N...... 686 
I...... 667 

~ ALPHABETicALLY ARRA.'~(UID 

G-----~--· 17 4 L_________ 3 72 Q. •••. :.... 8 
H________ 59 5 M..-~------ 28 8 R.._______ 6 51 
I._________ 6 61 N_________ 6 s 6 s__________ a 2 2 
J_________ 51 o _________ 807 T ________ 855 
K.________ 74 P---~---- 223 u _________ 308 

ARRANGJDD ACCORDING TO FREQUENCY 

R........... 6 51 s________ 6 2 2. 
a_________ 59 0 
o ________ 402 

L. .•.....•• 372 

u ______ 308 

c.......... 2 9 6 
M_ ________ 288 

p --------- 2 2 3 
F.......... 19 7 

Y .. ...: .. ~--- 19 6 w ________ 176 

G.......... 17 4 
B.......... 141 

v -------·-- 112 

··------- ............. .. 

v -------·· 112 w_______ 11 a 
x_ ___ 27 
y ______ 196 
z_____ 17 

K_______ 74 
J________ 51 

L---···· 27 z______ 17 
Q._______ 8 

- -
TABLE 5!.-:-:ft.:eg:utncy table for 10,000 letters of telegraphic English, as compiled by Hi'lt 

A •••••• 
~------c ___ _ 
D •••••• 
E .••••• 
F ••..•• 

E •.. --
Q _____ _ 

A •••••• 
N ••..•• I ____ _ 
R. __ _ 

813 
149 
306 
417 

1 ,319 
205 

t ,319 
844 
813 
718 
711 
677 

ALPH-ABETICALLY- ARRANGED 

G __ : ______ _- 2 0 1 L.......... 3 9 2 Q.......... 3 8 
H. ••••.•• :. a 8 a M.......... 2 7 s R..________ e ':' 7 
!__________ 111 N.......... 1 1 s s.......... o 56 
J.......... 42 0.......... 844 T.......... 634 K.________ 88 p __________ 243 u__________ 321 

ARRANGED ACCORDING TO FREQUENCY 

s__________ 6 5 a 
T ·-----·--- 6 3 4 
D__________ 41 7 
L.......... 3 9 2 
H__________ 3 8 6 

u______ ... 3 21 
c __________ 306 

M-~-------- 2 7 3 p __________ 243 

y ---------- 2 0 8 

---. 

F.......... 205 
G.......... 2 0 1 
w__________ 166 

B.......... 149 
v ---------- 13 6 

-. 

v ---------- 13 6 w_______ 166 
x_________ 51 
y ________ 208 
z.________ 6 

!{__________ 8 8 
x..________ 51 
J,_________ 42 
Q._________ 3 8 
z._________ 6 

23 • Constancy of tlle standard or nornza.l unili;teral frequency dis-
tribution.--a. The relative frequencies disclosed by the statistical 
study of large volumes of text may be considered to be the standard or 
normal frequencies oi' the !Letters of written English. Counts made of 
smaller volumes of text will ~end to approximate these normal frequencies, 

hOp. cit., pp. 6-( • 
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ana, within certain limits, 5 the smaller the volume, the lower wil~ be 
the degree of approximation to the normal, until, in the case of a. very 
short message, the normal proportions may not manifest themselves at all. 

'I -It is advisable that the student fix this fact firmly in mind, for the 
sooner he realizes the true nature of any data relative to the freqlielicy 
of occurrence of letters in text, the less often will his labors toward 
the solution of specific ciphers be thwarted and retarded by too st~ict 
an adherence to these generalized principles of frequency. He shou~d 
constantly bear in mind that such data are merely statistical generaliza
tions, that they will be found to hold strictly true only in large Yolumes 
of text, and. that they may not even be approximated in short messag~s. 

b. Nevertheless the normal frequency distribution or the "normal 
expectation" for any alphabetic language is, in the last analysis, the 
best guide to, and the usual basis for, the solution of cryptograms of a 
certain type. It is useful, therefore, to reduce the normal, unilitera.l 
frequency distribution to a basis that more or less closely approximates 
the volume of text which the cryptanalyst most often encounters in indi
vidual cryptograms • As regards length of messages 1 counting only the 
letters in the body, and excluding address and signature, a study of 
the 260 telegrams referred to in par. 21 shows that the aritlunetica.l 
average is 217 letters; the statistical mean, or weighted a.verage6, 
however, is 191 letters. These two results are, however, close enough 
together to warrant the statement that the average length of telegrams is 
approximately 200 letters. The frequencies given in par. 21 have there
fore been reduced to a basis of 200 letters, and the following unilite
ral frequency distribution may be taken as showing the most typical 
distribution to be expected in 200 letters of English telegraphic text~ 

~ --- -~~-~ 
~ ~ 

~ ~ ~ ~~ ~~~ 
~ -~ ~ - .... ~ :::::: -~ ~ ~ ~ ~ 
~::::::~~~~~~~ -~~~~~-~~~~~~-~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

Figure 4. 

__ 5rt is uselc~;to"'~o beyond a. certain limit in ;stablishing the normal-frequency distribution for 8 given 
language. As a striking instance of thls fact, witness the frequency study made by an indefatigable German, 
I<:aeding, who in 1898 made a count of the letters in about 11,000,000 words, totaling about 62,000,000 letters in 
German text. When reduced to a percentage basis, and when the relative order of frequency was determined 
the results he obtnincd difiered very little from the results obtained by Kasiski, a German cryptographer from ~ 
count of only 1,060 letters. Sec Kaeding, Haeuji.gkeitswoerterbuch, Steglitz, 1898; Kasiski, Die Geheim;chrlften 
und die Dccliij)HI·-l{unet, Berlin, 1863. I 

6 The a.ri·tlnnetical average is 'Jbtained by adding each different length 
o.nd dividing by the number of different-length messases; the mean is ob
tained by multiplyinB each different length by the number of messages of 
that lenGth, adding all products, and dividing by the total number of 
messaBea. 
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c. '!'he s t.udent shoulcl take careful note of the appearance of the 
distribution7 shown in FiB• 1~, for it will be or much assistance to him 
in the early staacs of his study. The manner of. setting down the tallies 
should be foJ 1m-red by him in" m.o.king his o"'m distributions, indicating 
every fifth occurrence of a letter by an oblique tally. This procedure 
almost automatically shm~s the total number or occurrences for each let
ter, o.nd yet does not destroy the graphical appearance or the distribu
tion, especially if care is taken to use approximately the same amount 
o~ space for each set of five tallies. Cross-section paper is very 
useful for this purpose. 

a:. The word "uniliteral" in the designation 11uniliteral frequency 
distribution11 means "single- letter"' and it is to be inferred that other 
types of frequency distributions may be encountered. For exa.:nwle, e. 
distribution of pairs of letters, constituting a biliteral frequency 
distribution, is very often used in the study of certain cryptograms in 
which it is desired that }>airs made by combining successive letters be 
listed. A biliteral distribution of A B C D E F would ta.ke these pairs: 
AB, BC 1 CD, DE, EF. The clistribution could be made in the form of a. 
large square divided up into 676 cells. When distributions beyond bi
litera.l are required (triLiteral, quadriliteral, etc.) they can only be 
made by listing them in some order, for example, alphabeticallybased on 
the 1st, 2d, 3d, ••• letter. 

- ~ 

7 'l'he use of the te~ "distribution" and "frequency distribution", 
instead of 11table11 and 11 1'requency table11

, respectively, is considered 
advisaole from the point o~ view of consistency with the usual statistical 
nomenclature. When data. are given in tabular ~orm., u!th frequencies 
indicated by numbers, then they ma.y properly be said to be set out in 
the f'orm of' a. table • When 1 however, the same data. are distributed in a 
chart which partakes of the nature or a. graph, with the data. indicated 
by horizontal or vertical linear extensions, or by a curve connecting 
points coz-responding to quantities, then it is more p:':oper to ca.ll such 
a graphic representation of the data a distribution. 

\ 
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24. The three facts trllich can be determined i'rom a stud:r of the 
unilito1•3J. frc uanc distribution for a. cr ogram .... -a. The following • 
·three :f'E~.cts (to be explained subsequently can usuaJ.iY: be determined from 
an inspection of the un111tcrol frequency distribution for a given cipher 
message of average length, composed of letters: 

(l) Whether the cipher belongs to the substitution or the transpo-
sition cla.ss; _ " I 

(2) Ii' to tho former, 'tThether it iet monoalpha.bet:tc8 or non
monoalplla.betic9 in character; 

(3) If :monoalphabetic, whether t)le cipher a.lpha.bet is standard 
(direct or reversed) or mixed. • 

b. For innned:tate purposes the first two of the foregoing determi
no.tions ere quite important and ,.Till be discussed in detail in the next 
tiro pa.rcgrapbs; the other determination 'tofill be touched upon ver-:r br:Lefl-:r, 
leaving its detailed discussion for subsequent sections of the text. 

22. Det.crmining the class to "1-Thich a ci-pher belong!·--!• The deter
nlination of the class to which a cipher belonas is usuallif o. relativel-:r 
oo.sy ma.tter because of the fundamental difference be·tueen transposition 
and substitution o.s cryptographic processes. In a transposition cipher 
the original letters of the plain tt~~ have merely been rearranged, 
uithout a:ny chaD5e "1-Thatsoevcr in their identities, that is, in the 
conventional vaJ.ues theif have in the norma.l aJ.pho.bot. Hence, the nurdbers 
of vorrels (A, E, I, o, u, Y), high··frequonc-:r consonants (D, N, R, s, T), 
mediut'l-frcquency consonants (B, c, F, G, H, L, M, P, v, w), and low- • 
i'.raqucncy consonants (J, K, Q, x, Z) are exactly the se:me in the 
cryptogrom as they are in the plaintext message. Therefore, the 
pel"Cel'lte.ges of vowels, high-, ntedium-, and law-i'requency consonants ere 
the sOJlle in the trausposed text as in the equivaJ.ant plain text. In e. 

8 ln com1ection with uniliteral. frequency distributions, the term 
lnonoalpha.bc·tic is considered to ombra.ce the concept of monoaJ.pha.betic
mono~ophic .. uniliteraJ. systems only, thus excluding _i9lygra"Phic and 
r.n.tltilitc.L•aJ. sys·tems, both of which, however, usuo.lly fall into the 
monoalpllc.betic category. 

9 The tcr1~ non~monoalphabetic as applied in this instance is consi
dered to cribra.ce cl.l dcvia.tlons from the characteristic appearance of 

· monoal'pho.betic distributions. These deviations include the phenomena 
inhercn~ in polyoJ.phabetic, poly(7tt:J?hic 1 and IllllJ.tiliteral cryptograms, 
as "!Tell o.s in randol!l text, i.e. 1 text 1rhich o.ppeo.rs to have been :pro
duced by chance or accident, ho.ving no discernible patterns or 
lil11i ta bions • 
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substitution C tphc1• 1 011 the·· otllcr ho.nd, the lc1~-;~:r:ti~G- ~~ the- ofl~ln'll =
lct!Jero o.r the J'la.i.n tc:::t have b~cn chor,-e;ca, -th:rt is, 1;hc convrmtiono.l 
vo..lucs they lKwc in the 1iormo.l olpho.bct ha.-ve bceri" altered. Consequently, 
if n. count io 1rcd.e o:(' the various letters present in auch n cr:YPtor;rom, 
i"li 11ill be fotuld. tha.t the number or voue-is, hi~h-, medium-, and low
frequency consono.nts- .. rill usually be quite different in the cr;yptogra.m 
rrom 1·rhot they are in the original plaintext mcssar,o. Therefore, the 
rerccntngcs or vmrclo, high-, medium-, anC!. lo11-frequcncy consono.nta are 
·usuo.ily -quite- different in the substitution text from vrhat they are in 
the equivalent plain text. From these considerations it .folloiTs that if 
in a specific crY,PtOGram the percentages of vowels, ~igh~, medium-, and 
lmr-frcqucncy consonants arc approximo.tely the some as 1rould be expected 
in norm:~.l plain text, the cryptogram 12robo.bly belongs ·to the transposition 
qlass; if these percentage·s are quite different from those to be expected 
in normal plain text the cryptogram probably belongs to the substitution 
class. 

b. In the- preceding sitbpo.ro.graph tha-~rord. "probably'' was enr,t;>hasized 
by italicizing it, for thc~re can be no certainty in every case of this 
det~l1liil'lal:iion. Usually these pe.rcentagcs in a. transposition cipher are 
close to the ri.on11al percellta.gcs for plain text; usuall;y, in a substitu
tion cipher, they are far diff'erent from the normal percentages for plain 
text. But occasionally a cipher message is encountered 'tYhich is difficult 
to classify~ith a reasonable degree o~ certainty because the message is 
too short for the general principles of frequency to manifest themselves. 
It is clear that if in actual messaBes there uere no variation whatever 
~-~~ t~~ no~l vmrel ro1d conson~t percenbase~ eiven in TabJe ~, the 
dcteT."I"'-tna.tion oi' the class to "tYhich a. specif'ic cryp+.ngram. belongs would 
be an extremely simple matter. But unfortunately there is a.luays some 
variation or devio.tion from the normal. Intuition suggests that a.s 
messa~es decrease in length there may be a greater and greater departure 
from the normal proportie>ns of vo'trels, hi~-, medium-, and lmr-rrequcncy 
consq_nants 1 until in- ver:r short messages the normal proportions Illfl.y not 
hold nt ~llw- Similarly: as messagE's increase in lenffbh there ma.y be o. 
lcsoer Rni lesser depart~e from the normal proportions, until in messages 
totalling a thousand or more letters there maybe no difference at all 
bet\-reen the actua.l and the theoretical proportions. :But intuition is not 
enough, for in dea.lins '\lith specific r,1essaaes of' the length of those 
commonly encountered in practical ~-rork the question sometimes a:t'iscs as 
to exactly hmr much deviation (i'rom the normaJ. proportions) mo.y be allowed 
for in a cryptogram uhich shous a considerable amount of deviation i'rom 
the nor.m.o.l and uhich mie;ht still belong to the transposition ra:liher than 
tu the bubstitution class. " 

c. Sto.tiatical studies have been made on this matter a.nd some eraphs 
ha.ve been constructed thereon. 'I'hese are shmm in Charts 2 - 5 in the 
form of simple curves 1 the use of "'irhich will nm-r be explained. Eo.ch 
chart contains t1ro curves marking the lmrer and upper limits, respect
j,rc).Y. '!f th~ theoretical amoUnt or deviation (from the nori11Bl pcrcent
'l.;~cs) Of' VO\TelS Or "consonS.nts Uhich may be allovTable in 0. Cipher believed 
i.e; belo113 to the transposition class • 

.. 
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,9;. In Chart 2i curve V1 marks the lower limit of the theoretical 
amount of deviation 0 from the number of vowels theoretically expected to • 
a.ppearll in a message of given length; curve V2 marks the upper limit 
of the same statistic. Thus, for exo.mple, in a message of 100 letters 
in plain English there should be between 33 and 47 vowels (A E I 0 U Y}. 
Likeiorise 1 in Chart 3 curves H1 o.nd H2 marl: the l':nrer and upper limits as 
regards the high-frequency consonants. In a message of 100 letters·there 
should be bett·reen 28 and 42 high-frequen~y consonants (D N R S T). -In 
Chart 4 curves M1 and M2 mark the lo~orer and upper limits aa regards the 
medium-fJ. .. equency consonants. In a message of 100 letters there should be 
betireen 17 and 31 med.:f.,um-frequency consonants (B C F G H L M P V w)' f 
Finally, in Chart 5, curves L1 and 1:2 mark the lower and up);ler limi~s a.s 
regards the lOir-frequency consonants • In a message of 100 letters there 
should be betl·reen 0 and 3 lOir-frequency consonants (J K Q X Z). In using 
the ch~·ts, therefore, one finds the point of intersection of the vertical 
coordinate corresponding to the length of the message, with the horizontal 
coordinate corresponding to (1) the number of vowels, (2) the number 
of high-frequency consonants, (3) the number of medium-frequency con-
sonants, and' (4) the ntunber of lmr-frequency consonants actually counted 
in the message. If all four points of intersection fall within the 
area delimited by the respective curves, then the numbers of vowels and 
high-, medium-, and lm-r-frequency consonants correspond with the numbers 
theoretically expected in a normal plaintext message of the same length; 
since the message under investigation is not plain text, it follows that 
the crY,Ptogram may certainly be classified as a transposition cipher. On 
the other hand, if one or more of these points of intersection fall out-
side the area delimited by the respective curves, it follOi-Ts that the 
cryptogram is probably a substitution cipher. The distance that the point 
of intersection falls outside the area delimited by these curves is a more 
or less rough measure of the :i.mprobability of the cryptogram's being a 
transposition cipher. 

e. Sometimes a cryptogram is encountered which is hard to classify 
with certainty even with the fo:;.:egoing aids' because it has been con
sciously prepared with a view to making the classification difficult. 
This can be done either by selecting peculiar woris (as in "trick crypto
grams") or by employing a cipher alphabet in lrhich letters of approx
imately s im.ila.r normal frequencies have been interchanged. For example, 
E :mo..y be replaced by o, T by R, and so on, thus yielding a cryptogram 
givin13 external indications of being a. transposition cipher but 1·7hich is 
really o. substitution cipher. If the cryptogram is not too short, a close 
study 1rill usually disclose what has been done, as -vrell as the futility of 
so sim);lle a subterfuge. 

10 In Cha.rts 2 - 5, inclusive, the limits of the upper and loirer curves 
have been calculated. to include approxirrstely 70 percent of messnges of 
the vo.rious leJ:13ths,. _ _ _ · 

11 'l1he expression "the n1.n11ber of ••• theoretically expected to a:p:pear" 
is often condensed to "the- theoretical expectation of ••• " or "the normal 
e:Jq)ecta.tion of ••• 11 
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!.. • In t.he majori~y of cases, in prnctlcal work, the d.eterminntion of 
the clo.so to 1.rhich a cipher or average length bclon{Ss can be mo.de from a 
mere iilOpcchion of the meEisage, a.rter the cry:pta.nalyst has acquired a 
fmniliarlty \-rith the normo.l appearance of tra.nsposition and of substitu-
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Number or letters 1n massage. 

'Chart 2. Curves marking the lrnrer and upper limits of 
the theoretical amount of deviation from the number of vmYels 
theoretically expected in messages of various lengths • 
(See subpar. 25~.) 

-I 

tion ciphers • In the former case, his eyes very speedily note many high
~~c~t~ncy l~Gtcrs, such as E, T, N, R, o, and s, with the absence of 
lmr-rr~quency letters, such as J, K, Q, X, and Z; in the latter co.se, his 
r~T""!s ,j,1•;t ~:~.s quiclt:ly note tho presence of many lmr-.frcquc:ncy letters 

1 
and. 

n cor,..'!Opondin3 n.:bsence of acme of th~ high-frequency letters • 
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t I 
_a. Another rather quickly completed test, in the case of the' simpler 

varieties of ciphers, is to look for repetitions of groups of letters. As 
will become apparent very soon, recurrences of syllables, entire *prds and 
short phrases constitute a characteristic of all normal plain text~ Since 
a transposition cipher involves a change i;' the sequence of the letters 

9 

8~ 

an 

• 7. 
8' :7 
z ea ... 
n a e;o 

.. 

Iss _ 
i5 
IS 

$A.-
~ :a ~ .... 
'a 
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'j30 
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1 ... -

10 

5 ---

-
0 10 20 30 40 50 60 70 80 90 I )0 I 0 I 2o I 30 I ~ I 5o 1150 .I 0 ISO 100 2 JO 

Number of let tors In message. . 
Chart 3. Curves marking the lower and upper limits of 

the theoretical amount of deviation from the number of high
frequency consonants theoretically expected in messages of 
various lengths. {See subpar. 25E:·) 

composing a plaintext message, such recurrences are broken up so that 
the cipher text no longer will show repetitions of more or less lengthy 
sequences of letters. But if a cipher message does show many repetitio~ 
and these are of several letters in length, say over four or five, the 
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conclusion is at once warranted that the cryptogram is most probably a 
substitution and not a tre.nposition cipher. However, for the beginner 
in cryptanalysis, it Will be advisable to make the uniliteral frequency 
distribution, and note the: frequencies of the vowels and of the big~-, . 

l -

I -

- r 
-- _l 

10 20 30 40 50 6(1 70 60 90 I 110 120 130 140 I 0 160 170 160 190 2 0 

, Number of lett.crs In message. 

Chart 4. Curves mking the lower and um)er limite-of --- -
the theoretical EIIIlOunt of deviation from the number of medium.
floequency consonants theoretically expected in messages of 
various lengths. (See subpar. 25~.) 

I 

medium-, and low-freque·acy consonants. Then, referring to Charts 2 to 5
1 

he should carefully not·e whether or not the observed frequencies for these 
CP..tegories of letters fall within the limits of the theoretice.l frequen
cies 'for a normal plaintext message of the same length, and be guided 
accordingly. ' 
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h. It is obvious that the foregoing rule applies only to ciphers 
composed wholly of letters. If a message is composed entirely of figures, 
or of arbitrary signs and symbols, or of intermixtures of letter~; figures 
and other symbols, it ls immediately apparent that the cryptogra~ 1 is a 
substitution cipher. :, . 

--
: - f - ~r 

0 10 20 30 40 50 60 70 80 90 100 llo 120 130 140 150 160 I 0 180 I J0 200 

Numbor or loUonln mossago. 

Chart 5 • Curves marking the lower and upper limits of' 
the theoretical 6mount of deviation r.rom the number of low
frequency consonants theoretically expected in messages of 
various lengths. (See subpar. 25~.) 

i. Finally, it should be mentioned that there are certain kinds of' 
cryptograms whose class cannot be determined by the method set forth in 
subparagraph d above • These exceptions will be discussed in a subsequent 
section of this text.l2 

12 Section X. 

RES':FRIC'f'ED 46 

• 

• 



• 

• 

REF ID:A56892 

RElB'FRIC'FSD 

26,. Determinin6 wht.:ther a substi tut~ cipher is monoal:phabetic or 
non-monoal:phabetic .--!· I·t will be remembered tho.t o. raonoa.lphabetic 
substitution cipher is one in which a single cipher alphabet is employed 
throughout the .:hole message,; that is, a given plaintext letter is in
variably represented throughout the mess9.13e by one and the same letter in 
the cipher text. On the other hand, a polyalpha.betic substitution cipher 
is one in which two or more cipher alphabets are employed within the same 
message; that is, a given plaintext letter may be represented by two or 
more different letters in the cipher text, according to some rule govern
ing the selection of the equivalent to be used in each case. From this 
it follows that a sii:lgle cipher letter may represent tlro or more different 
plaintext let.ters. A similar situation prevails in the case of multi
literal subst:ttution, in which a particular cipher letter may constitute 
a part of the equivalents for several plaintext letters, giving rise to 
phenomena resembling those· of polyalphabeticity. 

b. It is ea.sy to see why a.nd how the appearance of the uniliteral 
frequency distribution for a substitution cipher may be used to determine 
whether the cryptogram is monoalphabetic or non-monoa.lphe.betic in char
acter. The normal distribution p1·esents marked crests and troughs by 
virtue of two circumsta.ncE~s. First, the elementary sounds lrhich the 
symbols represent are use<l with greatly varying frequencies, it being one 
of the striki~ characterlstics of every alphabetic language that its 
elementary sounds are used with greatly varying frequencies .13 In the 
second place, except for orthographic aberrations peculiar to certain 
1anguages (conspicuously, English and French), each such sound is rep
resented by the same symbol. It follows, therei'ore, that since in a 
monoalpha.betic substitution cipher each different plaintext letter 
{:elementary sound) is represented by one and only one cipher letter 
{:elementary symbol), the uniliteral frequency distribution for such a 
cipher message must also eXhibit +.he irregular crest-and-trough appearance 
of the normal distribution, but with this important modification--the 
absolute positlons of the crests and troughs will not be the same as-in 
the normal. That is, the letters a~ companying the crests and the troughs 
in the distribution for the cryptogram will be different from those accom
panying the crests and the troughs in the normal distribution. But the 
marked irregularity or "roughness" of' the distribution, that is, the 
presence of accentuated crests and troughs, is in itself' an indication 
that each symbol or ciphelr letter always represents the same plaintext 
l.etter in that cryptograi!l. Hence the generDJ.. rule: A marked crest-and
trol-!811 appearance in the uniliteral f'reCIU;ency distribution f'Ol'" a. given 
EEY?togram indicates thn~ a single cipher alphabet is invol.ved and 
constitutes one o.f' the t<~sts for a monoal;eha.betic substitution cipher. 

c. On the other haJld, suppose that in a. cryptogram each cipher 
letter represents several dif~erent plaintext letters. Some or them a.re 
of high frequency, otherr:J of 1ow frequency. The net result of such a 

13 The student ~.rho is interested in this phase of the subject may find 
the following rci'ercnce of value: Zip£ G.K., Selected Studies of the 
Princip1e of Relative Frequency in Language, Cambridge, Mass., 1932 • 
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situation, so far as the unlliteral frequency distribution for the ~ 
cryptogram is concerned, is to prevent the appearance of any marked 
crests and troughs and to tend to reduce the elements of the distribution 
to a more or less common level. This imparts a. "flattened out" o.ppear-
ance to the distribution.. For example, in a certain cryptogram of 
polyalphabetic construction, Kc=Ep1 G-o, and Jp; Rc=Ap, Dp1 and Bp; 
Xc=Op, Lp, and. Fp.. The :f'requenciee of Kc, Rc 1 and X0 will be approx-
imately equal beco.use the summations of the frequencies of the several 
plaintext letters each of these cipher letters represents at different 
times will be about equal. If this same phenomenon were. true of all the 
letters of the cryptogram, it is clear that the frequencies of the 26 
letters, when shown by means of the ordinary uniliteral frequency dist-
ribution, would show no striking differences and the distribution would 
have the flat appearance of a typical polyalphabetic substitution cipher. 
Hence, the general rule: The absence of ma.rlced crests and troughs in the 
uniliteral ~requency distribution indicates that a complex form of sub-
stitution is involved. The flattened-out al?Peara.nce of tlle .distribution, 
then, is one of the criteria for the rejection of a hypothesis of mono-
alphabet~cl4 substitution. 

d. The foregoing test based upon the appearance of the frequency 
distribution is only one of several means of determing whether a sub
stitution cipher is monoalpbabetic or non-monoalphabetic in co~osition. 
It can be employed in cases yielding frequency distributions from which 
definite conclusions co.n be dl:awn with more or less certainty by mere 
ocular examination. In those ce.ses in wh:lch the frequency distributions 
contain insufficient data to permit drawing definite conclusions by such 
examination, certain statistical tests can be applied. One of these 
tests, called the ~ (phi) test, warrants detailed treatment and is 
discussed in parag1·aph 27 belo"ir. 

e. At this point, however, one additional test will be givcll be
cause-of its simplicity of application. This test, the A (lambda.) o1• 
blank-expectation test, may be em;ployed in testing messages up to 200 
letters in length, it being assumed that in messages of greater length 
ocular examination of the frequency distribution offers little or no 
difficuli.y. This test concerns the number of blanks in the frequency 
distribution, that is, the nuniber of letters of the alphabet which are 
entirely absent from the message. It has been found from statistical 
studies that rather definite 11 laws" gover11 the theoretically expected 
nuniber of blanks in normal plaintext messages and in frequency distribu
tions for cryptograms of differenli natures and o'f variot'IS sizes. The 
results of certain of these studi)S have been embodied in Chart 6. 

:f. This cho.rt contains two curves. The one labeled P applies to the 
average number of blanks theoretically expected in frequency distributions 
based upon normal plaintext messages of the indicated lengths. T11e other 
curve, labeled R, applies to the average number of blanks theoretically 
expected in frequency distributions based upon perfectly random assort
ments o'f letters; that is, assortments such as ~rould be f'OUiidby random 

14 Cf., footnote 8 on page l~O. 
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selection of letters out of a hat containing thousands of letters, all of 
the 26 letters of the alphabet being present in equal proportions, each 
letter being replaced after a record of its selection has been made. Such 
random assortments correspond to polyalphabetic cipher messages in '\-rhich 
the number of cipher alphabets is so large that if uniliteral frequency 
distributions are made of the letters, the die~ribu~ions are practically 
identical with those which are obtained by random selections of letters 

. out of a hat. 

26 
25 
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Number or letters In messsgo. 

- -Ch~t 6. Curves showing the averae~ n~Unb~r-~f blank~ ·- --------
theoretically expectE~d in distributions for plain text (P) 
and for random text (R) for messages of various lengths. 
(See subpar. 26f.) 

~· In using this ch'U"t, one finds the point of intersection of the 
vertical coordinate corresponding to the length of the message, with the 
horizontal coordinate corresponding to the observed number of blanks in 
the distribution for the message • If this point of intersection falls 
closer to curve P than it does to curve R, the number of blanks in the 
message approximates or corresponds more-closely to the number theoreti
cally expected in a plaintext message than it does to a random (ciphertext) 
message of the same length; therefore, this is evidence that the crypto-

• gram is rnonoalphabetic • Conversely, if this point of intersection falls 

RES'fRIC'fBD 49 



R:SS'fRIC'i'ED REF ID:A56892 

closer to curve R than to curve P 1 the number of blanks in the message ap
proximates or corresponds more closely to the number theoretically~expected ~ 
in a random text than it does to a plaintext message of the same length; 
therefore, this is evidence that the cryptogram is non-monoalphab~tic. 

27. The cl> (phi) test for determining monoalJ2habeticity.--~· ·~he 
student has seen in the preceding paragraph how it is possible to deter
mine by ocular examination whether or not a substitution cipher is mono
alphabetic. This tentative determination is based on the presence_of a 
marked crest-and-trough appearance in the uniliteral frequency distribu
tion, and also on the number of blanks in the distribution. Howev~r, when 
the distribution contains a small number of elements, ocular examination 
and evaluation becomes increasingly difficult and uncertain. In such 
cases, recourse maybe had to a mathematical test, known as the~ test, 
to determine the relative monoalphabeticity or non-monoalphabeticity of 
a distribution. 

b. Without going into the theory of probability at this time, or 
into the derivation of the formulas involved, let it suffice for the pre
sent to state that with this test the "observed value of <!>

11 (symbolized 
by 4>0 ) is compared with the "expected value of ~ random" (~r) and the 
11 expected value of ~ plain11 (cl>p). The formulas are <Pr=.0385N(N-l) and, 
for English military text, ~:.o667N(N-l), where N is the total number of 
elements in the distribution.l5 The use of these formulas is best illus
trated by an example. 

c. The following short cryptogram with its accompanying uniliteral 
frequency distribution is at hand: 

QCYCH ADSKS YZZQE CYKYK QZYSK 

LSZAC TKFCX LKLKC ESZMX KISZX 

- 'jE- == - i :: _ _ ~ __ =: ~ ~ N=50 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

15 The constant .0385 is the decimal equivalent of 1/26, i.e., the 
reciprocal of the number of elements in the alphabet. The constant .0667 
is the stun of the squares of the probabilities of occurrence of the indi
vidual letters in English plain text. These constants are treated in 
detail in Military Cryptanalysis, Part II. 
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cl>o is ce.1culate9,. by applying the formula f(f-1) to the frequency (f) of 
each lette:t and" total,ing the result; or, expressed ln mathematical 
notation,1° <fl0 :£f(f-l). IJ!b.us, . -

~f = 2 6 l 2 1 1 1 8 3 1 3 6 1 3 5 6 = 50 
A B _C_ D E t G H I J K L M N 0 P Q R S T U V W X Y Z 

f:.f(f-1)::2 30020 00 5660 6 300 62030=188 

For this distribution; ~r= .0385N(N-l):.0385 x 50 x 49 = 94, and 
~: .0667N(N-l):.0667 X 50 X 49 : 163. 

Now since <j,0 , 188, :f.s in fs.ct greater than cilp, we have a mathematical -
corroboration o:r: the hypothesis that the cryptogram is a monoalphabetic 
substitution cipher. If <!lc1 were nearer to <!lr1 then the assumption would 
be that the cryptogram is not a monoa.1phabetic cipher. If ~0 ware .just 
haJ.f way between ~1• and cj>p, then decision would have to be suspended, 
since no further statisticnl proof in the matter is possible with this 
particu1a1• test.l7 

d. 1 Two further examples may be illustrated: 
- I - "' •• 

- = =: _ := - = N:25 
(1) A B c D i F G H I J K L M N 0 p Q R s T u v w X y z 

0 0 2 6122 0 12 2 0 0 6 (f(f-1):42 

rl6 The more usual mathematical notation for expressing cf>o would be 
z 
~ fi(fi·l), which is read as 11the sum of all the terms for all integral 

'i:A z 
values of! f't'om!. to~ inclusive. In turn, :E: fi(i'i-1) would be expanded 

- i::A 
as fA(fA .. l)-to fB(f'.B-1) ... fc(i'c-1)+ ••••• +.fz(f'Z-1). However, in the 
interest of simplicity thEt notation £ f(f' .. l) is emplo,ed; likewise, the 
notations ~r and ~p a:re eD:g;>loyed in lieu of the more usual E(~r) and E(~p). 

17 Another method of de·hermining the relative mon~a.lpha.beticity of a 
cryptogram is based upon <lolrr.Paring the index of coincidence ( a.bbr. I .c • ) 
of the cr;yptogram under e:mmination with the theoretical I.e. of pliiii 
text. The I.e. of .!i mess~:~.ge is defined as the ratio of t\10 to ch-; thus, 

in the example above, the I .c. is ~, which equals 2. The theoretical 
- - -- 9 - - -

I .c. of English plain text is l. 73, which is the decimal. equivalent of 

.:)C~, the ratio of the 11plain c~nsta.ntn .to th~ ''r~dom constant". The 

.03~ . 
IwC, of random t~xt is 11 i.e., .0385. 

• .0385 
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(2) 
_ _ _____ :::: _ _ _ _ _ _ = :::: N =25 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
0 002000.600 02-00 00-26(f(f'-1):18 

Since both distributions have 25 elements, then for both 

~r = .0385 x 25 x 24 = 21, and 

~p : .0667 X 25 X 24 : 40. 

... 

Hence distribution (1) is monoalphabetic, while (2) is not. 

e. The student must not assume that statistical tests in cryptanal
ysis are infallible or absolute in themselveal8; statistical approaches 
serve only as a means to the end1 in guiding the analyst to the most 
probably fruitf'ul sources of' attack. Since no one test in cryptanalysis 
gives definite proof of a hypothesis (in fact, not even a battery of tests 
gives absolute proof), all applicable statistical means at the disposal 
of the cryptanalyst should be used; thus, in examination for monoalphabet
icity, the~ test, A teat, and even other testsl9 could profitably be 
employed. To illustrate this point, if the <I> test is taken on the 
distribution of' the plaintext letters o~. the phrase 

A QUICK BROWN FOX JUMPS OVER THE LAzY DOG 

= _ _ _ _ _ _ _ _ _ _ _ _ _ == __ = _ _ _ _ _ _ _ _ N:33 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 
2 2 12 2 2 ~f(f-1)·20 

· ~r = 41; ~P = 70 

it will be noticed that 4>0 is less than half of .Pr, thus conclusively 
"proving" that the letters of' this phrase could not possibly constitute 
plain text nor a monoalphabetic encipherment of plain text in any lan
guage 1 The student shou.l.d be able to understand the cause of' this 
cryptologic curiosity. 

lB The following quotation from the Indian mathematic ian P. C. Maha
lanobis, concerning the fallibility of' statistics, is particularly 
appropriate in this connection: "If statistical theory is r:l.ght, predic
tions must sometimes come out wrong; on the other hand, if predictions 
are always right, then the statisticeJ. theory must be wrong."--sankhyi;, 
Vol. 10, Part 3, p. 203. Calcutta, 1950. 

19 One of' these, the chi-square test, will be treated in a subsequent 
text. 

RES'f'RIC'fED .52 

• 



• 

• 

REF ID:A56892 
Jt:I!:S'f'RIC'fElD 

28. Determini$ whether a cipher alphabet is standard ~direct or 
reversed) or mixed.--a. Assuming that the uniliteral frequency distri
bution for a given cryPtogram has been made, and that it shows clearly 
that the cryptogram is a substitution cipher and is monoalphabetic in 
character, a consideration of the nature of standard cipher alphabeta20 
almost makes it obvious how· an inspection of the distribution will dis
close whether the cipher alphabet involved is a standard cipher alphabet 
or a mixed cipher alphabet. !f the crests and troughs of the distribu
tion occupy positions which correspond to the relative positions they 
occupy in the normal freque•ncy distribution, then the cipher alphabet 
is a standard cipher alpha'bet.. !f this is not the case, then it is 
highly probable that the Cl'YPtogram has been prepared by the use of a 
mixed cipher alphabet. A n1echanical test may be applied in doubtful. 
cases arising fram lack of material availab~e for study; just what this 
test involves, and an illUfltration of its application will be given in 
,the next section, using spE!cific examples. 

b. Of course, if it has been detem_ned that a standard cipher al
phabet is involved 1n a pa~icular instance, it goes without saying that 
at the same time it must have been found whether the alphabet is a direct 
standard or reversed stand:9.l'd cipher alphabet. The difference between the 
distribution of a direct s·ba.nd.ard alphabet cipher and one of a reversed 
standard alphabet cipher is merely a matter of the direction in which the 
sequence of crests and troughs progresses--to the right, as is done in 
normally reading or writing the alpha. bet (A B C ::': Z), or to the left 1 
that is, in the reversed direction (Z ~ C B A). With a direct standard 
cipher s.lphabet the direction ~-n which the crests ~.'l troughs of t.he dis· 
tribution :i;)rogress is the normal d.irection, from left to right; with a 
reversed standard cipher e.lphabet this direction is reversed, from right 
to left. 

20 See par. 12. 

'' . 
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SECTION V 

UNILITERAL SUBST:r:rtJriON WITH STANDARD CIPHER ALPHABN.rS 

Paragraph 
Types of standard cipher alphabets•••••••••••••••••••••••••••••••••• 29 
Procedure in encipherment and decipherment by means of 

uniliteral substitution••••-••••••••••••••••••••••••••••••••••••• 30 
Principles of solution by construction and analysis of the 

uniliteral frequency distribution•••••••••••••••••••••••••••••••• 31 
Theoretical example of solution••••••••••••••••••••••••••••••••••••• 32 
Practical example of solution by the frequency method••••••••••••••• 33 
Solution by completing the plain-conq>onent sequence••••••••••••••••• 34 
Special remarks on the method of solution by completing the 

plain-co~onent sequence••••••••••••••••••••••••••••••••••••••••• 35 
Value of mechanical solution as a short cut••••••••••••••••••••••••• 36 
Basic reason for the low degree of cryptosecurity afforded by 

monoalphabetic cryptograms involving standard cipher alphabets... 37 

29. Types of standard cipher alphabets .-.. !• Sta.1·1dard cipher 
aJ.pha.bets are of two types: 

(l) Direct standard, in which the cipher component is the normal 
sequence but shif'ted tothe right or left of its point of coincidence in 
the normal alphabet. Exa.m:ple: 

---+ 
Plain: ABCDEFGHIJKINNOPQRSTlMlXYZ 
Cipher: QRS'I'UVVIXYZABCDEFGHIJKLMNOP 

.... 
It is obvious that the cipher component can be applied to the plain 
component at eny one of 26 points of coincidence, but since the alphabet 
that results from one of these applications coincides exactly with the 
normal alphabet, a series of only 25 (direct standard) cipher aJ.phabets 
results from the shif't,ing of the cipher component. 

(2) Reversed standard, in which the cipher component is also the 
normal sequence but niiiS'In the opposite direction from the normal.. 
Example: 

Plain: 
Cipher: 

--.. 
.ABCDEFGHIJKLMNOPQRSTUVWXYZ 
QPGriMLKJ!HGFEDCBAZ'YJCt-lVUTSR 

Here the cipher component can be applied. to the plain component at any 
·of 26 points of coincidence, each yielding a different cipher alphabet. 
There is in th1s case, therefore, a series of 26 (reversed standard) 
cipher alphabets • 
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b. It is often convenient to refer to or designate one of a series • 
of cipher alphabets without ambiguity or circumlocution. The usual me-
thod is to indicate the particular alphabet to which reference •is made by 
citing a pair of equivalents in that alphabet, such as, in the exam;ple 
above, Ap=Qc• The kez for the cipher alphabet just referred to, a.s 
well a.s that preceding it, is Ap:Qc, and it is said that the kel;letter 
for the cipher alphabet is Qc • 

.2.• The cipher alphabet in subpar. ~(2), above, is also a _!!ci;erocal 
al.J2habet; that is, the cipher alphabet c.o-nta.ins 13 distinct pairs of equiv
aJ.ents which are reversible. For ex~le, in the alphabet referred to, 
Ap=Qc ~ Qo=Ac; Bp::Pc ~ Pp::Bc, etc. The reciprocity exists through-
out the a.lpbabet and is a result of' the method by which it vas forzned. 
(Reciprocal alphabets may be produced by juxtaposing ,!11Y two conwonent! 
which are identical but progress in opposite directions.) 

30. Procedure in encipherm.ent and decipherment by means of uni
l.itera.l substitution.--a. When a message is enciphered by means of 
uniliteral substitution-; or sim;ple substitution (as it is often called), 
the individual letters of the message text are replaced by the single
letter equivalents taken from the cipher alphabet selected by prearrange
ment • E:xa.nu;>le : 

Message: EIGHl'EEN PRISONERS C.APl'URFl) 

Enciphering alphabet: Direct standard, Ap=Tc 
I 

Plainz .ABCDEFGHIJKI.MNOPQBSTUVWXYt. 
Cipher: TUVWXYZABCDEFGHIJI<LMNOPQ,RS 

Letter-for-letter encipherment: 

EIGB!.rEEN PRISONERS CAPrURED 
XBZAMXXG D<:BLIIGm. VTIMNKXW 

The cipher text is then regrouped, for transmission, into groups of five. 

Cryptogram: 

XBZAM XXGJK BLHGX KLVTI MNKXW 

b. The procedm-e in decipherment is merely the reverse of' tho.t in 
encipherment. The cipher alphabet selected by prearrangement is set up 
with the cipher com.ponent arranged in the normal sequence end pl.aced a.bove 
the plain conqJonent for ease in deciphering. The letters of the ccypto
gra.m. are then rel;)laced by their plaintext equivalents 1 a.s shown bel.ow. 

Cipher: AECDEFGHIJKLUNOPQRSTUVWXYZ 
Plain: RIJiru.fiifOPQ,RSTUVWXYZA:BCDEFG 

The message deciphers thus: 

Cipher: XBZAM XXGJX BLH'GX KLVTI Mroi"'K:Xll 
Pl.a.in: EIGHI' EENPR ISONE RSCAP TURED 

The deciphering clerk ret-rrites the text in word lengths: 

EIGTITEEN PRISONERS CAP.ruRED 

R:SB':FRlC':FElD • 
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c. In subpar, a, above, the c1 .)'Ptosram was prepo.red in final form 
for transmission by dividing the cryptographic text into groups of' five. 
This is generally the case in military communications involving cipher 
systems. It promotes e.c1:r ~racy in telegraphic transmission since an opera
tor knows he ~st recc1ve .::.. ~.efinite number of characters in each group, 
no more and no less. Also 1 ::a.·G /UaJ.ly makes solution of the m~ssages by 
unauthorized persons r10re difficult because the lensth of the words, 
phrases 1 and sentenceu of the plain text is hidden. If the J.a.st group of 
the cipher text in sub}>Elr. 30a had not been a complete group of five 
letters, it might have been completed by adding a sufficient number of 
meaningless letters (c~U.led nulls). 

31. Principles of solution by construction and ana.l.Y!3is of the 
un111teral frequency distribution ..... .!• Tho analysis of monoal.phabetic 
cr,yptograms prepared by the use of standard cipher alphabets follows al
most directly from a c•::>nsideration of the rie.ture of such alphabets. Since 
the cipher component of a standard cipher alphabet consists either of the 
normal sequence merely displaced 1 1 2, 3, ••• intervals from the normal 
point of coincidence, or of the no1~ sequence proceeding in a reversed
normal direction, it is obvious that the uniliteral frequency distribution 
for a cryptogram prepared by means of such a. cipher alphabet eiJU)loyed 
monoalphabeticallywill show crests and troughs whose relative positions 
and frequencies will be exactly the same e.s in the uniliteral frequency 
distribution for the plo.in text of that cryptogram. The only thing that 
has happened is that the whole set of crests and troughs of the distribu
tion has been displaced to the right or left of the position it occupies 
in the distribution f'or the plain text; or else the successive elements of 
the whole set progress in the opposite direction. .Hence; it follows that · 
the correct determination of the plaintext value of the cipher letter 
marking !!!l crest or 1:.rough of the unilitera.l frequency distribution, 
coupled with the correct determination of the relative direction in 'Which 
the plain component sequence progresses, will result at one stroke in the 
correct determination of the plaintext values of' all ·the remaining 25 
letters respectively rn.arking the other crests a.ndtroughs in that dis
tribution. The problem thus resolves itself into a matter of selecting 
tha.t point of attack "Thich will most quicltly or most easily lead to the 
determination of' the value of one cipher letter. The single word 
identification will hr~reafter be used for the phrase 11 determination of 
the value of' a ciphE-r letter11

; to identify a cipher letter is to find 
its plaintext value. 

b. It is obvious tr..at the easiest point of atto.ck is to assume that 
the letter marking the crest of greatest frequency in the frequency · 
distribution for the cryptogram represents Ep. Proceeding from this 
initial point, the identifications of the remaining cipher letters IDBrking 
the other crests and trouehs are tentatively mo.d.e on the basis that the 
letters of the cipher component proceed in accordance with the normal 

RES'FRlC'fEf) 
57 



REF ID:A56892 
RES':PRIO':FED 

alphabetic soquence, either direct or reversed. If' the actuaJ. frequency 
ot each letter marking a crest or a trough approximates to a fairly close 
degree the normal or theoretical frequency of' the assumed plaintext 
equivalent, then the initial identification 9c::Ep :may be assumed to be 
correct and therei'ore the derived. identifications of tb.e other cipher 
letters also maybe assumed to be cor.rect.l If the original starting 
point for assignment of' plaintext values is not correct, or if the direc
tion of "reading" the successive crests and troughs or the distribution 
is not correct, then the frequencies of the other 25 cipher letters will 
not correspond to or even approximate the normal or theoretical frequencies 
of their eypothetical. plaintext equivalents on the basis of the initial 
identification. A new initial point, that is, a different cipher equiv
alent, must then be selected to represent E~; or else the direction of 
"reading" the crests and. troughS must be reversed. This procedure, that 
is, the attell:qlt to make the actual frequency relations exhibited by the 
uniliteral frequency distribution for a given crypto~ra.m conform to 1ihe 
theoretical frequency relntions of the normal frequency distribution in a.t1 

effort to solve the cryptocram, is referred to technically as 11 fit·t;ing the 
actual uniliteral frequcmcy distribution for a cryptogram to the theoret
ical un1literal frequency distribution for normal plain text", or, more 
briefly, as "fitting the frequency distribution for the cwtogram ·to the 
normal freguency distribution", or, still 1n0re brie:f'ly1 ""fitting the dis
tribu-tion to the nonr..a.l. 11 In sto.tistical work the expression commonly 
e~loyed in connection with this process of fitting an actttal distribu
tion to a theoretical one is "testing the gooch1ess of fit." The goodness 
of fit may be stated in various ways, ma.thematicaJ. in cht'LI"a.cter.2 

c. In fitting the actual distribution to the normal, it is neces
sary to regard the cipher com.porent (that is, the ~etters A ••• z marking 
the successive crests and troughs of the distribu1.1on) as partaking of 
the natUl·e of a circle, that is 1 a. sequence closing in upon itself, so that 
no matter with what crest or trough one sta.rlis, the spatial and frequency 
relations of the crests and troughs are con8tr..nt. This manner of regard
ing the cipher co~onent as being cyclic in nature is valid because it 
is obvious. that the relative positions and ~eqgencies or the crests an~ 
troughs of any unili"t!~ral frequency distribution I11USt r~:main the saJne 
regardless of 1{hat letter is ~loyed as the ini~oJ. ;point or the dist\·i
bution. Fig. 5 gives a. clear picture of' what is mco.nt in this connect .. 
ion1 as applied to the normal frequency distribution. 

1 The Greek letter e (theta) is used to represent a character or 
letter without indicating its ideHtity. Thus, instead. of' the circum
locution "any letter of the plain text11

, the s;ymbol Sp is used; and for 
the expression nany letter of' the cipher text11

, the syrobol ec is used. 
2 One of these tests f'or expressing the goodness of fit, the I' (chi) 

test, will be treated in Military Cryptanalysis, Pa.rt II. 
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~~~~~~ ~-~~~~~~ ~~~~~ ~~~~~~~~~ 
.FEDCBAZYXWVUTSRQPONMLKJIHGFEDCBA 

+----

Figure 5. 

d. In the third sentence of subparagraph b 1 the phrase "assumed to 
be correct" vas advisedly c~loyed in describing' the results of the at
tempt to fit the distribution to the normal, because the f'il'laJ. test of 
the goodness of fit in this connection (that is., of the correc·tness of 
the assignment of values to the crests and troughs of the distribution) 
is whether the consistent substitution of the pla.imext values of the ci
pher characters in the cryptogram will yield intelligible plain text. I:f' 
this is not the case1 then no matter haw close the approximation between 
actual and theoretical frequencies is, no matter how well the a.ctueJ. fre
quency distriblrtion fits the normal, the only possible ini'erences are 
that (1) either the closeness of the fit is a pure coincidence in this 
case and that another equa.lly good fit may be obtained from the same data, 
or else (2) the crY,Ptogram involves something more than simple monoel.pha .. 
betic substitution by means of a single standa:t-d cipher aJ.pha.bet. For 
example, suppose a trenaposition has been applied in addition to the 
substitution. Then, although an excellent correspondence between the 
uniliteral frequency distribution and the norma1 fre~ency distribution 
has been obtained, the substitution of the cipher J.etters by their assumed 
equivaJ.ents wiJ.l stiJ.l not yieJ.d plain text. However, aside :from such 
cases of double encipherment, instances in which the uniliteraJ. frequency 
distribution :may be easily fitted to the normal i'requency distribution 
and in which at the s~une time an a.ttem,pted simple substitution fails to 
yield intelligible text are rare. It may be said that, in practical 
operations whenever the uniliteral frequency distribution can be made to 
fit the normal frequency distribution, substitution of values Will result 
in solution; ana., as IJ. coroJ.lary1 1vhenever the unilitera.l i"requ.ency 
distribution cannot be made to fit the normal frequency distribution, 
the cryptogram does not represent a case of simple, monoalphabetic 
substitution by means of a standard alphabet • 
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32. Theoretical e~le of solution.--.!· The foregoing prinaiples • 
'Will become clearer by noting the encryption and solution of a theoretical 
exa:111ple. The following message is to be encrypted .. 

HOSTILE FORCE ESTD-11\TED NJ! ONE REGIMENT Jmi'.AM'RY AND Ti-10 PLATOONS 
CAV.ALRY 1-lOVmG SOUFII ON QUINNIMOM PIKE STOP BEAD OF COLUMN NEARmG ROAD 
JUNCTION SEVEN THREE SEVEN COMMA EAST OF GREENACRE SCHOOL FIRED UPON BY 
OUR PATROIS STOP RA.VE DmTRO'mD BRIDGE OVER INDIAN CREEK. 

b. First, solely for purposes of demonstrating certain principles, 
the '1iniliteral i'requency distribution for this plaintext message is 
presented in Figure 6. 

Figure 6. 

a. Now let the foregoing messae;e be encrypted monoaJ.phabetice.J.ly by 
the following standard cipher al.pha.be t, yielding the cr:r.ptogram sholm 
below and the frequency distribution sholm in Fi.~e 7. 

Plain-- .. -ABCDEFGHIJKLMNOPQRSTUVWXYZ 
Cipher .. .. - G H I J K L M N 0 P Q R S T U V w· X Y Z A B C D E P' • 

Plain - • - HOST! LEFOR CEEST IM'ATE DATON EREGI MEl1.ri l~FANT RYAND 
Cipher - - NUYZO RKLUX IKKYZ OSGZK JGZUT IOCKMO SIG:'ZO TLGTZ XOOTJ 

Plain .. .. - TWOPL MOON SCAVA LRYI'-10 VINGS OUTRO ~lQUII{ NDION TPJXE 
Cipher .. .. ZCUVR GZUUT YIGBG RXESU BCY.L'lvlY UAZliD THAOT TOSUT ZVOQJ{ 

Plo.in .. .. - STOPH EADOF COLUM Nr!El\R DIDRO ADJUN CTIOli SEVE!f THREE 
Cipher .. - 'YZUVN KGJUL IURAS 'ITKGX O:C!IlXU' GJP.AT IZOUT YKBKT ZNXKK 

' Plain .. .. .. SEVE!~ COMMA EASTO F'GREE :t~ACBE SCHOO U'JE: DUPON BYOUR 
Cipher - - YKBI<T IUSSG KGyzu U.OO<K TGIXK YINUU RLOXK JAVUT ID.'Ul\X 

Plain .. - - PATRO LSSTO PHAVE DESTR OYEDB RIDGE OVERI NDIAN CREEK 
Cipher - -. VGZXU RYIZU VNGBK JKYZX UEKJII XOJl·iK UDIOCO TJOGT IXKKQ 

Cryptogrmn 

NUYZO RKLUX IKKYZ OSGZK JGZUT KXICMO 
SKTZO TLGTZ XEGTJ ~CUVR GZUUT YIGBG 
RXESU BOTMY UAZlfU TWAOT TOSUT ZVOQ.K 
YZUVN KGJUL IURAS TTKGX OTJ.1XU GJPAT 
IZOUT YKBKT ZNXKK YKBKT IUS S G KGYZU 
Ll.fXKK TGIXK YIUUU RLOXK JAVUT HEUAX 
VGZXU RYYZU Vl'TGDK JKYZX UEKJit XOJUK 
UBKXO TJOGT IXKKQ 
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~ ~ ~ ~~ ~~~ -- ~ ~~~ -~ -::::::~~- ~~~ 
~~- ~ ~::::::~~~~~~~-::::::~~~~~-~~~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

Figlire 7. 

d. Let the studen·l. now compare Figs. 6 o.nd 7, which have been su
perimposed in Fig. 8 for convenience in examination. Crests and troughs 
are present in both dis~ibutions; moreover their relative positions and 
frequencies have not been changed in the slightest particular. Only ·t:.he 
absolute position of the sequence as a whole has been displaced six 
places to the right in Fig. 71 as co~ared with the absolute position of 
the sequence in Fig. 6 • 

• 

e. If the two distributions are coiii.Pa.red in detail the student will 
clearly understand how easy the solution of the cry:ptogram would bo to one 
who kn.e1r nothing about hp\-T it was prepared. For example, the frequency of 
the highest crest, re:presenting Ep in Fig. 6 is 28; at an interval of four 
letters before Ep there is another crest representing Ap '\Tith frequency 
16. Between A and E there is a trough, representing the medium-frequency 
letters B, c, D. On the other side of E, at an interval. of four letters, 
comes another crest, rE~presenting I with frequency 14. Bet~reen E and I 
there is another trough, representing the medi'UI!l-i'requency letters F, G, H. 
Compare these crests m1d troughs with their homologous crests and troughs 
in Fig. 7. In the latter, the letter K ma:rks the highest crest in the 
distribution with a fre~ency of' 28; four letters before K there is an
other crest, frequency 16, and four letters on the other side of K there 
is another crest, frequency 14. Troughs corresponding to B, C, D and F, 
G, H are seen at R, I, J and L, M, N in FiB• 7. In fact, the two dis
tributions may be made to coincide exactly 1 by shifting the frequency 
distribution for the cryptogr&m six places to the left with respect to 
the distribution for the equivaJ.ent plaintext message, as shoun herewith • 
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G H I J K L M N 0 P Q R S T tT V W X Y Z A B C D E F 

Figure 9· 

i'. Let us suppose now that nothing is lmown about the process ·of 
encryption, and that only the cryptogram anc1 its unilitera.J. frequency 
distribution is at hand. It is clear tha-t simply bearing in mind the 
spatial relations of the crests and troughs in a normal frequency dis
tribution 'trould enable the cr;yptana.lyst to fit the distribution to the 
normal. in this case. He would naturally first assume that Kc::Ep1 from 
which it would follow that if a direct standard alphabet is involved, 
Lc::Fp,Mc::Gp, and so on, yielding the following {tentative) deciphering 
alphabet: 

Cipher - - - A 13 C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Plain-- -UVWXYZ.ABCDEFGHIJKLMNOPQRST . . 

, I t1 ' 

,a. Now comes the final. test~ tr these assumed val.ues are substi-
tuted in the cipher text, the plain text immediately appears. Thus: 

N U Y Z 0 R KLUX I K K Y Z 0 S G Z K J G Z U T etc. 
11 0 S T I L E F 0 R C E E S T I l.f A T E D A T 0 N etc • 

h. It should be clear, thet•et'ore, !..hat the initial selection of 
Gc as-the specific key (that is, to represent Ap) in the process of 
encryption has absolutely no effect uron the relative spatial and 
frequency relations of the crests and troughs of the frequency distri
bution for the cryptogram. If Qc had been selected to represent Ap1 
these relations would still remain the same, the whole series of crests 
and troughs being 1nerely displaced further to the right of the positions 
they occupy when Gc::Ap. 

33. Practical exo.mple oi' s~ution by the frequency ll1.ethod,. --
a. The case oi' direct standard aluhabet ci]Jhers .--(1) The follm-ring 
c1•yptogrmn is to be solved by applying the i'oregoing principles: 

NWNVH CAXXY BJCCJ LTRWP XDAYX BRCRX 

't-TBNJB CXOlfN FCXvlB CXYYN CUABL XURUO 
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(2) From the presence of so mar~J lOll·fre~ency letters such as B, 
w, end X it is at onca sus:Pected that this is a. substitution cipher. But 
to illustrate the steps.that must be taken in difficult cases in order to 
be certain in this respect, a uniliteral frequency distribution is con
structed, and tl1en reference is :-·"'.~e to Charts 2 to 5 to note whether the 
actual numbers of vowels, high-, :rr~ev..~...-- 1 end low .. frequency consonants 
fall inside or outside the areas s~l~tted by the respective curves. 

--= 
=~~- - s - ~=- = ---~~= ABCDEFGHIJKLMNOPQRSTUVWXYZ 

Figure 10 .!• 

-
Let\era Frequency Position with respect to areas 

delimited by curves 
- . 

Vowels (A E I 0 U Y)----------·------·---------·-------------------- 10 Outside, chart 1. 
High-frequenay Consonants (0 N R S T)----------------------· 12 Outside, ehn.rt 2. 
MediumMfrequency Consons.nts (B C F G H L M P V W) ..... 26 Outside, chart 3. 
Low-frequency Consonants 1( J K Q X Z) ----------------------· 12 Outside, chart 4. 

Toto.L •••••••••••••.•.•..•....•••••.••. _________________________ 60 

(3) All four points falling completely outside the areas delimited by 
the curves applicable to these four classes of letters, the cryptogram is 
clearly a substitution cipher. 

(4) The appearance of the frequency distribution, with marked crests 
and troughs 1 indicates ·that the cryptogram is probably monoalphabetic. At 
this point the + test is applied to the distribution. The observed value 
of' ~ is found ~o be 258, while the expected vaJ.ue of 4> plain and <{> random 
are calculated to be 236 and 136, respectively. The fact that the ob
served value is not only closer to but greater than ~p is taken as 
statistical evidence that the ccyptogram is mononlphabetic. Furthermore, 
reference being made to Chart 6, the point of intersection o:f' the message 
length ( 60 letters) and the number of blanks ( 8) i'a.lls directly on 
curve P; this is addit:i.onal evidence that the message is probably mono
alphabetic. · 

{ 5) The next step is to determine vhether a standard or a :mixed 
cipher alphabet is involved. This is done by studyiDB the positions and 
the sequence of crests and troughs in the .frequency distribution, and 
trying to fit the distribution to the norxnal • 
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(6) The first assumption to be made is that a direct sta.nda.:r."d cipher • 
alphabet is involved. The highest crest in the distribution occurs over 
Xc• Let it be assumed that Xc=Ep• Then Yc, Zc, Ac, •••• :Fp1 Gp, 
Hp1 •••• , respectively; thus: 

~~~- = _ ~=- ~ ---~is 
Cipher. • •• A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Plain. • • •• H I J K L M N 0 P Q R S T U V W X Y Z A B C D E F G 

Figure 1~. 
41 

It may be seen quickly that the approximo.tion to the expected frequencies 
is very poor. There are too many occurrences of Jp, Q_p, Up and Fp and 
too few occurrences of Np1 On, Rp 1 Sp1 Tp and Ap• Moreover, if a substi
tution is e.ttem;pted on this basis, the :fOllOWing is obtained for the first 
two cipher groups: 

Cipher·~··•N W NV H C A X X Y 
11Plain text"U D U C 0 J H E E F 

This is certainly not plain text and it seems clear tha.t Xc is not ~~ if 
the h')'l)othesis of a direct standard alphabet cipher is correct. A 
different assumption lTill have to be made. 

(7) Suppose Cc=Ep. Going through the same steps as before, again 
no satisfactory resUlts s:re obta.ined. Further tria.J.s3 are made along the 
same lines, until the assumptio~ Nc:Ep is tested: 

=~~- - - = - ~=- = ---~2= Cipher. • • .A B C D E F G R I J K L M N. 0 P Q R S T U V W X Y Z 
Plain •• • •• R S T U V W' X Y Z A D C D E F G R I J K L M N 0 P Q 

Figure 102,. 

(8) The fit in this case is quite good; possibly there are too fe~r 
occurrences of A.p, Dn, and Rp. But the final test remains: trial or the 
substitution al.pha.bet on the ceyptogram itself. This is done and. the 
results are as follows: 

C: N W N V H C A X X Y B J C 'C J L T R W P X D A Y X B R C R X 
P: E N E M Y T R 0 0 P S A T 1' A C K I N G 0 U R P 0 S I T I 0 

C: l-7 B N J B C X 0 W N F C X W B C X Y Y N C Ii A B L XU R loT 0 
P: N S E A S T 0 F N E W T 0 N S T 0 P P E T E R S C 0 L I N F 

EIU!!MY TROOPS A!l!fACKING OUR POSITIONS EAST OF NEWTON. P:m:rERS COL nTF. 

3 It is unnecessary, of course, to 1rrrite out al.l the al:r>ho.bets a.TJ.d 
pseudo-decipherments, as shown above, nhen testing assW!lJ?tions. This is 
usually done mentaJ.ly. 
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( 9) I"t is r.U:uu.ys o.dYiGablc to note tho SJ:3Cific key.. In this case 
the corl·cspoll<1enc.c bct1rccn any plo.ini;.ext letter o.nd its cipher eq~.-tivalent 
will indicate the key, Althoualt othar conventions ro.·e :possible, end 
eqnoJ.ly vol.ld,- it iG ooual, hovrevcr, to indico.te the key by notin13 the 
cipher equivalent oi' Ap• In this case A;p=Jc• 

b.. The case or reversed standard a.ll"~h~et ci;phcrs.--{1) Let the 
i'ollmring cr;yptogrelil ond. its i"rcquency distribution be studied.., 

F'f1FXL 
WRFJR 

QSVVU 
QVEWF 

RJQQJ 
NQVWR 

HZBWD 
QVUUF 

VPSUV 
QFSRH 

RBQBV 
VYBWE 

(2) The preliminary steps illus·tro.ted above, under subpar .. a (1) 
to (1~) inclusive, in connection uith the test i'or class and rr.onoiilpha.bct
icity, will here be Olni1;ted, since they aro exactly the same in nature. 
The result is that the cryptogram is obviously a substitution cipher and 
is monoalphabetic. 

(3) Assuuiini that lt is not lmawn whether a direct or a reversed 
stendal·~ alphabet is involved, attempts are at once m:r:J.de to fit the fre
quency dist19 ibution ~o the nornlD.l direct sequence. If the student -nill 
try theJn he will soon find out that these are unouccess:f'ul.. All this 
takes but a felT minutes. 

(4) The next logical ass'Ulli.Ption is nou :ma.de, viz., that the cipher 
alphabet is a reversed standard. alphabet. lVhen on~is basis Fe is 
assumed. to be Ep, the a.istribution con readily be fit·tcd to tllc normal, 
practically every crest and trough in -t~he actuaJ. distribution correspond
ing to a crest or trough in the expected distribution. 

a -=~ - - - - -~~= =~~~-
Cipher • • • .A B C D E F G li I J K L M N 0 P Q R S T U V liT X Y Z 
Plain •• • •• J I H G F E D C B A Z Y X W V U T S R Q P 0 N M L K 

Figure 10,9:. 

(5) When the substitution is made in the cr~toBI"am, the following 
is obtained. 

Cryptogram. • .F W .F X L Q 6 V V U R J Q Q J 
Plain text ••• E N E MY T R 0 0 P 6 AT T A 

(6) The plaintext; nessa.ge is identical -.;rith tlla.t in subpar. a. The 
specific key in this case is aJ.so Ap=Jc. If the student -.;rill co~are the 
frequency distributioJ:lS in the t-:ro cases, lle -;dll note that the relo.tive 
positions and extents of the cres·ts and trouaho ere identic~:'~; they 
merely progress in om,osite directions. 
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c.. GenerDJ. note on solution by the frec:JEency method.-.. In ac-hua.l 
practice, the procedure of subpars. a ond b are given a more rapid treat
ment than tho.t just described, the practicil treatment beine based, not 
on the initial finding o.f some s:f.ngle crest or trough, but rather on loco.t .. 
ing the more readily-discernible clusters of crests which usually appear 
in n distributionL-!uch as the distinctive crest-patterns repreaenbing 
"A ••• E ••• I" and "RST". These crest-po.tterns are searched for 1 with a 
quick scanning oi' the distribution, and then the relative placement wi·th 
respect to each other is tested to see i.f it conforms to the expectation 
for a. direct standard cipher alphabet, and, if not, then for a. reversed 
standard cipher alphabet. During thin latter step, ~rhich consis"t"S-or
libtle more than counting in one direc·tion and then ('trhcm necessary) in 
the other, the blank (or nearly-blank) expectation of ""JIC" followed by 
the characteristic curve for "Lf'IDOP" and the blank "Q" are considered, 
as a. means of' either substantiating or invalidating the original 
"identification" of' the crests. 

34. Solution by completill6 the plain-component sequence • --
a. The case of direct standard alphabet ciphero.--{1) The .foregoing 
method of analysis, involving as it does the consbl~r~ion of a ~ilitcral 
i'requency distribution, "ro.s termed a solution by the freq;uency method 
because it involves the construction of a frequency distribuLion and its 
study. There is 1 however, another method which is much :more rapid, a.l.Jnost 
vhol~y mechanical, and rrhich, moreover 1 does not necessitate the con
struction or study of' o.ny frequency distribution vho.tever. An under
standing of' the method follous from a. consideration of' the method of 
encipherment of a message by the usc of a. single, direct standard cipher 
alphabet. 

(2) Note the follmring encipherment: 

Message----... IJ.lWO CRUISERS SUI~ 

Enciphering Alphabet 

Plain---.... A B C D E F G H I J I} L M N 0 P Q, R S T U V ,.T X Y Z 
Cipher---- G H I J K L M N 0 P Q R S T U V U X Y Z A D C D E F 

Enciphermenli 

Plain textN·--- T W 0 
Crypto~am----- Z C U 

CRUISERS 
IXAOYK:X:Y 

Cr;yptocre.!!l. 
• 

ZCUIX AOYKX YYATQ 

SUITK 
YATQ 

(3) 'T!ha enciphering al.:9habet sho~:n c~Jove represents o. c:::.::sc ''~"(!rein 
the sequence of le ... tcrs of both co:mponen·:::; of the cipher El.l:ph"bc·.; is the 
normal sequence, i·iith the sequence fc:t~l~- .. _:: tl'e cipher cor.r;;>'Jr..o.:'..:; l.:<::~'";ly 
shifted six :Olt1.Ccs to the left (or 20 'P _ slticr_s -to tlle rig!.1t) of t!~e 
position it occupies in the normal o.l:Pl~ •cet. !·e, -:::~<::!!'efc:·e.., b;:> r~ tr lps 
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of pnpcr benrin~ the letters of the norm'll sequ~nce, equally spaced, are 
re~orded. o.o the t,,.ro cmn:ponents oi' the cipher o.lpho.bet and are juxtaJ:loscd 
a.t o.ll or tl1c 25 possible points of coincidence, it is obvio·us that one 
of these 25 j'll.XtOl"lOoitlons nmst correapond to the actual ju.xta.position 
shmm in the cncil,hcrine el.PfiOi")c,.. ;'lirectly above .. 1J I·b is equally obv·ious 
that if a z:ccorcl "'.rere kept or the .rc.;·.:.lts obbo.ined by applying the va.luas 
given a.t each j'llxtaposition to the le·c·ters or the cryptogram, one oi' these 
results would yield the plain text o'!. the cryptogram. 

(4) Let the "'TOI'k be· systematized and the results set down in an 
orderly manner for exom:l.no.tion. It is obviously unnecessary to juxtapose 
the two components so that Ac=ll.n, for on the ass'Ullij!tion of a direct stan ... 
dard alpha.bet 1 juxtaposing t"<rO <iirect normal components at their normal 
point of coincidence merely yields ,plain text.. The next possible juxta
position, therefore, is Ac=Bp• Let the juxtaposition oi' the two ·Sliding 
strips therefore be Ac=l3p1 as shown here: 

. 
Plain---~-------- ABCDEFGHIJKLMNOPQRS~iKYZ 
Cipher----------- .ABCDEJ1'GlliJKLlviNOPQ,RSTUVWXYZABCDEFGHIJKI.Mt~OPQBSTuvt-JXYZ 

The values 5iven by thia juxtaposition are substituted for the letters 
of the cryptogram and the following results are obtained. 

CrlPtogram----------~- Z C U I X A 0 Y K X Y Y A T Q 
1st Test--11Plo.in text" AD V J Y B P Z L Y Z Z B U R 

This certainly is not intel:I":Lgible text; obviously, the two components 
were not in the position indicated in this i'irst test. The plain 
con:g;>onent is therefore slid one interval to the le:rt, makiDg Ac=Cp1 and 
a. second test is made. Thus 

Plain------------ ABCDEFGHIJKLMNOPQRSTUVWXYZ 
Cipher----------- ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ 

Cr;yptogram---------··-- Z C U I X A 0 Y K X Y Y A T Q 
2d Test---11Plain text11 B E '\-1 K Z C Q A M Z A A C V S 

Neither does the seconcl test result in disclosing any plain text. But, 
if the results oi' the two tests are studied a phenomenon that at first 
seems quite puzzling comes to light. Thus, suppose the results of the 
two tests are superinq><>sed in this fashion. 

Cr~togram------------ Z C U I X 
1st Test--11Pla.in text" A D V J Y 
2d Test---"Plain text" B E W K Z 

AOYKX 
:BPZLY 
CQAMZ 

YYATQ 
ZZBUR 
AACVS 

4 One of the strips should bear the sequence repeated. This permits 
juxtaposing the two sequences at eJ.l 26 possible points of coincidence 
so as to have a complete cipher alphabet showing at all times. 

RRS'fRIC'fED 



--
REF ID:A56892 

RES'fftiC'fEf) 

(~) Note what ha.s happened. The net result of the two experiments 
was merely to continue the normal. sequence begun by the cipher letters at 
the heads of the columns of lcrtiters. It is obvious that if the normal 
sequence is completed in each column the rcsul:ts "t·rlll be exactly the same 
as thqugh the whole set o~ 25 possible tests had actually been ~er~ol~ed. 
Let the colunms therefore be completed, as shown in Fig. 11. 

ZCUIXAOYKXYYATQ 
ADVJY:BPZLYZZBUR 
BE1-TKZCQAMZAACVS 
CFXLADRBllfABBDvTT 
DGYMBESCOBCCEXU 
EHZNCFTDPCDDFYV 
FIAODGUEQ.DEEGZ'\-1 
GJBPEliVFREFFHAX 
HKCQFivTGSFGGIBY 
ILDRGJXHTGHHJCZ 
JMESHKYIUHIIKDA 
KNFTILZJVIJJLEB 
LOGUJNAKWJKKlviFC 
MPHVKNBLXKLLNGD 
N Q I r1 L 0 C M Y L J;.i M 0 li E 
ORJXMPD~TZMNNPIF 
PSKYNQEOANOOQJG 
QTLZORFPBOPPRKR 
RUMAPSGQCPQQSLI 
SVN:BQTHRDQRRTI<IJ 
+:~WOCRUISERSSUNK 
UXPDSVJTFSTTVOL 
VYQET'\vKUGTUUHPM 
WZRFUXLVHUVVXQN 
XASGVYM't-TIVWl-l'YRO 
YBTHWZNXJl·TXXZSP 

Figure 11. 

An examination of the successive horizontal lines of the diag.r~ discloses 
one and only one line of pla.in text, that marked by the asterisk and. read
ing T loT 0 C R U I S E R S S U 1T K. 

(6) Since each coJ.wnn in Fig. J.l is nothine; but a normal sequence, 
it is obvious that instead of laboriously 'tTriting down these columns of 
~etters every time a cry:ptogram is to be ex::.r..11.ined, it 1rouJ.d be more con
venient to prepare a set of strips each bearine ·the non11al sequence 
doubled (to permit complete coincidence for t".Il entil:'e alphe:bet at any set
ting), and have them available for exe1.1ining any future cr~n:rto3rarns. In 
using such a set of sliding strips in order to solve o. cryptogram prepared 
by mea.11s of a single direct standard ciph~r al!>h9.1::et, or to 1nJ.r..e a test to 
determine "1-Thether a. cryptogram has been so prepared, it is Oil~Y necessn::.'y 
to "set ttp" the letters of tl'le crYJ.ltogram on the striJ?s, th9.t is 1 o.lir;n 
them in a single rmr across the strips (by slid.in.g the individual strips 
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up o1· dmm).. The successive! horizonto.l llne-s, co.llcu ~cner::'l;tr:tcca (r:::tn .. 
c-uJ_3r 1 ccn~ .. ~,t"t"ix) 5, ore then examined in a. sco.rch f'or intelligible text-;, .. 
If the crypbor:,rtmt really belongs to this sirrple t;}'-:pe oi' clp'her, one of 
the 6Cncrat"t":lces will eAhiblt ~-n·telliBible text _all the im.y a.croos; this 
text ·vill pro.ctico.lly invo.riab:.y 'b~ the plain text of the n:cssagc. Thls 
method of :ma.lysts ma.y be tal'meO. r .. .io::i..·xt :on by co:rrrolcrtin3 the plain
CODl;J?Onmrt SC£1.l..lencc. Sometimes it is referred to as 11rurming dmmn -the 
sequGnce. The princil)le upon which the me~hod is based. constitutes one 
of the cryp-l:;anal;y""St 's most valuable tools • 

b.. The case of reversed ,sto.nd.a:rd alpmo:bets .--{1) The method describ
ed under subpar. a :mo.y also be applied, in s1ightly modified for.m, in the 
case of a crnrtogram enciphered by a single reversed standard alphabet. 
The basic principles are iclentical in the ttro cases, as 'Will now be demon
strated. 

(2) Let two slidi~ components be prepared as before, except that in 
this case one of the conwonents mu.st be a reversed norm,'3.l sequence, the 
other 1 a direct normal. sequence. 

(3) Let the two conwonents be .juxtaposed A to A 1 as shotm below, 
and then let the resUltant v&lues be substituted for the letters of the 
crY,Pt.ogram. Thus : 

CRYP!'OGRAM 

NKSEP MYOCP OOMTW 

Plain-----.. ----- ABCDEFGHIJia.MNOPQRSTUVt-IXYZ 
Cipher------.. ·-- ZIX\f'IUrSHQPONIIIT.KJmGFEDCBAZ'YX\oTVUTSRQPOIWJI.KJIHGFEDCBA 

C~togr~--------- .. -- N K S E P MY 0 C P 0 0 MT W 
lst Test-- 11Plain text" N Q I H L 0 C M Y L I>1 M 0 H E 

(4) This does not yield intelli5ible text, and therefore the revers
ed component is slid one space f'ol'lrard and a second test is made. Thus: 

P1ain----------- A:BCDEFGHIJKI.'Mlml?QRSTUVNXYZ 
Cipher---------- Z'YXWVUrSRQPOl'Jl.UJIIIGFEDCBAZ"Y"Ja·TVUTSRQ,POiiJtlrr..f'...JmGFEDCBA 

Cryptogram-------· .......... N K S E 0 N Y 0 C P 0 0 M T 'toT 
2d Test-..... 11Plain text11 0 R J X l-1 P D xl Z M H lif :P"'"F. 

{5) Neither does the second,'test yield inte11igible text. But let 
the results of the two tests be superill'l;posed. Thus: 

Cryptogram------------ N K S E P U Y 0 C P 0 0 !>! ~ U 
1st-Test--nPlain text11 N Q I U L 0 C 1-1 Y L 11 :t-1 0 .Ll E 
2d Test---"Plain text" 0 R J X M P D N Z l.r N ~l P I Ii' 

5 Pronounced: j~n""'ifr-t-tr!""" se'z and j~n""er-a"tr:!ks, respectively .. 
6 A set of heavy paper strips 1 suitable far use in cor.~letine the 

plo.in-component sequence, has been prepared for use as a training aid in 
connection "trl.th the cow·ses in Military Cryptanalysis • 

, 
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(6) It is seen that the letters --'!: t~1~ ''plain text11 given by the 
second trial are merely the continuants of the normal sequences initiated • 
by the letters of the "plain text11 given by the first trial. If these 
sequences are "run down"--that is, completed within the columns--the 
results must obviously be the same as though successive tests exactly 
similar to the first two were applied to the cryptogram, using one 
reversed normal and one direct normal. component o If the cryptogram has 
really been prepared by means of a. single reversed standard alphabet, 
one of the generatrices of the diagram that results from completing the 
sequences ~ yield intelligible text. 

(7) Let the diagram be made, or better yet, if the student has 
already at hand the set of sliding strips referred to in footnote 6 to 
page 69, let him "set up11 the letters given by the first trial. Fig. 12 
shows the diagram and indicates the plaintext generatriX. 

NKSEPMYOCPOOMTW 
NQ!WLOCMYLMMOHE 
ORJXMPDNZMNNPIF 
PSKYNQEOANOOQJG 
QTLZORFPBOPPRKH 
RUMAPSGQCPQQSLI 
SVNBQTHRDQRRTMJ 

*TWOCRUISERSSUliK 
UXPDSVJTFSTTVOL 
VYQETWKUGTUUWPM 
WZRFUXLVHUVVXQN 
X A S G V ,y M W I V W W Y R 0 
YBTHWZNXJWXXZSP 
ZCUIXAOYKXYYATQ 
ADVJYBPZLYZZBUR 
BEWKZCQAMZAACVS 
CFXLADRBNABBDWT 
DGYMBESCOBCCEXU 
EHZNCFTDPCDDFYV 
FIAODGUEQDEEGZW 
GJBPEHVFREFFHAX 
HKCQFIWGSF'GGIBY 
ILDRGJXHTGHHJCZ 
JMESHKYIUHIIKDA 
KNFTILZJVIJJLEB 
L 0 G U J MtA K W J K K M F C 
MPHVKNBLXKLLNGD 

Figure 12. 

( 8) The only difference in proced.·.l.r.c between this case and. the 
preceding one (1·There the cipher ali?ho.'bet -.,~as a direct standard tupha.bet) 
is that the letters of the cipher text a;e~~ first 11 deci:phered.11 by means 
of' any reversed standard alphabet and then the colunms are "run dmm", 
according to the normal A B C • • • Z sequence. For reasons which i-Till 
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become apparent very soon, ·~he first step in this method is technically 
termed converting the ciphe·r letters i,nto their plain-comrtonerat equiva
lents; the second step is the same as before, viz., coseleti~s .~le ~la~n
cornwonent sesuence. 

35. Special remarks on the method of solution by co~l.eting the 
plain-component seg,uence ..... .,:::. The terms em;ployed to deSii~"l'la.te the steps 
in the solution set forth in par. 34b(8), viz., 11 convert5,.ng the cipher 
letters into their plain-component equivalents 11 and 11 completing the plain ... 
component sequence", accurately describe the process. Their meaning will 
become more clear as the student progresses with the work. It may be said 
that whenever the com,ponents of a cipher Blphabet are known sequences, no 
matter hmr they are composed, the difficulty a.nd t::tme required to solve 
any crY.Ptogram involving the use of those components is considerably re
duced. In some cases this knowledge facUitates, and in other cases is 
the onl.y thing that makes Ji!9SSible, the solution of o. very short crletogram 
that mitaht otherwise defy solution. Later on an example will be given to 
illustrate what is meant :l.n this regard. 

!?. • The student shou.ld take note, however, of two qualifying expres
sions that were employed .Ln a preceding paragraph to describe the results 
of the application of the method. It was s·ta.ted tha;t; 11one of' the gener
atrices will exhibit intelligible text all the way across; this text 'tfill 
P,raatically invariably be the plain text;. 11 Will there ever be a. case in 
which more than one generatrix will yield intelligible text through its 
extent? That obviously depends almost entirely on the number of letters 
that are aligned to form a. generatrix. If a generatrix contains but a 
very few letters, only f:i.ve, for e~le, it ma.y happen as a result of' 
pure chance that there will be two or more generatrices showing 1vhat 
might be "intelligible t£~xt." Note in Fig. 11, for exa.n:q>le, that there 
are several cases in whic!h 3-letter and 4-letter English words (LAD, COB, 
MESH', MAPS, etc.) appear on genera.trices that are not correct, these 
words being formed by pU're chance. But there is not a sinsle ca.se, in this 
diagram, of a 5-letter or longer word appearing fortuitously, because 
obviously the longer the word the smaller the proba.bili.ty or its appear
ance purely by chance; and the probability that two generatrices of 15 
letters each will both yield intelligible text along their entire length 
is exceedingly remote, so remote, in fact, that in practical crY.Ptology 
such a case may be cons:i.dered nonexistent. 7 . 

c. The student should observe that in reality there is no difference 
whatsoever in principle between the two methods presented in subpars. a 
and E. of par. 31:1-. In the former the preliminary step of converl:iing the 
cipher lett~rs into their plain-component equivalents is apparently not 
present but in reality it is there. The reason for its apparent absence 
is that in that case the plain collq)onent of the cipher a.l.phabet is ident
ical in aJ.l respects "rith the cipher component, so that the cipher letters 

7 A person ~ri.th pat1.ence and an inclination to1rard the curiosities o:r 
the science might construct a text of 15 or more letters which ~rouJ.d yield 
two "intelligible" texl;s on the plain-component completion diagram • 
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require no conversion, or, rather, they are identical with the equivalents • 
that would result if they were converted on the basis Ac~· In fact, if 
the solution process had been arbitrarily initiated by converting the ci-
pher letters into their plain-conwonent equivalents at the setting Ac=Op, 
for example, and the cipher co~oncnt slid one interval to the right 
theree.i'ter, the results of the first and second tests of par. 3t~a would 
be as follo-vrs : · -

Cryptogram--------------- Z C U I X A 0 Y K X Y Y A T Q 
1st Test-- 11Ple.in text11

--- N Q I \<l L 0 C M Y L M M 0 H E 
2d Test---11Plain text"--- 0 R J X M P D N Z M N N P I F 

Thus, the foregoing diagram duplicates in every particular the diagram 
resulting from the first two tests under par. 3l~b: a first line of cipher 
letters, a second line of letters derived from them but showing externally 
no re:! .. ionship with the first line, and. a third li:r..e deriveC:. innnediately 
from th~ second line by continuing the direct normal sequence.''Tr{a ·~01nt 
is brought to attention only for the purpose of shovTing that a s:f.:··::J.e, 
'IJroad :princ.LJ •le is the bas is of tlle gep.e:ral method of solution by complet
ing the plaiJ'I-CO!'Iponent se·quenoe, and onc.e the stud=:Lf;; ~1as ~:"--.ts ,_·~:rmly in 
mind he will have no difficulty wh&tnoever in rcaliz:f.ng whe~. ,:·~~~ :orinciple 
is applicable, what a pm-rerful cryptanalytic tool it co.n be, &1~ what 
results he may expect from its application in specific instances. 

d. In the two foregoinG examples of the application of the prin
ciple; the components were normal sequences; but it should be clear to 
the student, if' he has grasped-what has been said in the :preceding sub
:paragraph, that these components may be mixed sequences which, if knmm 
(that is, if the sequence of' letters comprising the sequences is known to 
the cryptanalyst), can be handled just as readily as can components that 
are normal sequences. 

e. It is entirely immaterial at what po:tnts the :plain and. the cipher 
components are juxtaposed in the preliminary step of converting the cipher 
letters into their plain-component equj.va.lents. For example, in the case 
of the reversed alphabet cipher solved in par. 34b, the two components 
were arbitrarily juxtaposed to give the value Ap=~, but they might have 
been juxtaposed at any of the other 25 ~ossible points of coincidence 
without in anyway affecting the final result, viz., the production of 
one plaintext genera.trix in the c,::,.:rrpletion diagram. 

36. Value of mechanical solution as a short cut.--a. It is evident 
that the very first step the stud.ent should take in his-attempts to solve 
an unlmown cryptoGram that is obviously a substitution cipher is to try 
the mechanical method of solution by completing the plain-component se
quence, using the normal alphabet, first direct, then reversed. This 
talces only a very i'e'-r minutes and is conclusive in its results. It saves 
the labor and trouble of constructing a frequency distribution in case 
the cipher is of this simple type. Later on it will be seen hmr certain 
variations o~ this simple type may also be solved by the application of 
this method. Thus, a very easy short cut to solution is afforded, which 
even the experienced cryptanalyst never overlooks in his first attack on 
an unlmmm ci:pher. • 
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~. It fs important llow to note that if nej thor of tbe t'\TO foregoing 
attempts is succesa f'u..l in brin~in~ plain text to lie4ht o.nd the cr~toqro.m 
is quite obviousll :mono,nlphabetic in character, the crypta:nal~st is war .. 
rauted in o.es'lunin£5 that; tl1e crY]?tOgl'am involves a mixcc-1 cipher al;eha.bet .. B 

37. Bfl.sic reason for the low degree of ~. ~tosccuritr afforded b;! 
monoal;P.ho.betic crYj!toBroms involving staniiard cipher Dl.phabets .--The 
student has seen, that the solution of monoalphabetic cryptograms involving 
standard cipher al-phabets is a very easy matter. Two methods of a.na.lysis 
were described, one involving the construction of a frequency distribu
tion, the other not requ:t.ring this kind of tabulation, being aJ.most mech
anicaJ. in nature o.nd con:espondingly rapid. In the first of these two 
methods it was necessary to malte a correct assumption as to the value of 
but one of the 26 lettere1 of the cipher alphabet and the values of the 
rema.iniDB 25 letters at e>nce became known; in the second method it was not 
necessary to assume a""Va.\.ue :Cor even a. Sitl8le cipher letter. The student 
should understand what ccmstitutes the basis oi' this situation, !!_!., the 
fact that the two components or the cipher a.lphe:bet are composed of known 
sequences. 'What if one or both of these components are 1 for the crypt
analyst, unknown seg,uenc~'l In other words, what difficulties will con
front the cryptanalyst if' the cipher component of the cipher alphabet is 
a mixed sequence? Uill such an alphabet be solvable as a whole at one 
stroke, or will it be necessary to solve its values individually'/ Since 
the determination of the value of one cipher letter in this case gives no 
direct clues to the value of any other letter, it would seem that the 
solution of such a cipher should involve considerably more a.na.:cysis and. 
experiment than has the solution of either of the two tY,Pes of ciphers so 
far examined. The steps to be taken in the cryptanalysis of' a mixed
alphabet cipher will be discussed in the next section. 

8 There is but one o1;her possibility, already ~eferred to under 
subpar. 3ld which involves the case where transposition and monoalphabetic 
substitution processes have been applied in successive steps. This is 
unusual, however, and wLll be discussed in its proper place • 

R ElS'f'RlC 'f'ED 73 



REF ID:A56892 

• 

(BLANK) 

I . 

RES'ffHG TED ............ __________________ _ 



• 

• 

REF ID:A56892 
RBS'Fflf(J'FED 

SECTION VI 

UNTI.ITERAL Sm3STITUTION WITH MJXED CIPHER ALPHJ\BETS 

.,. Paragraph 
Litera.l lteys and numerical keys." •. • • • • • •. • • ., ••• • ••••••••••••••••• • • 38 
Types of mixed cipher alphabets •••••••••••••••••••••••• ~•••••••••••• 39 
Additional remarks on cipher alphabets ••••••••••••• ~•·•••••~•••••••• 40 
Preliminary steps in tbe analysis of a monoalphabetic, mixed-

alphabet cryptogram•••••••••••••••••••••••••••••••••••••••••••••• 
Preparation of tbe work sheet••••••••••••••••••••••••••••••••••••••• 
Triliteral frequency distributions•••••••••••••••••••••••••••••••••• 
Classifying the cipher letters into vowels and consonants ••••••••••• 
Further a.na.lysis of thf~ letters representing vowels and consonants •• 
Substituting deduced values in the cryptogram ••••••• o••~•••••••••••• 
Completing the solution-•••••••~•••••••••••••••••••••••••••••••••••• 
General remarks on the foregoing solution••••••••••••••••••••••••••• 
The "probable-word11 me·thod; its value and applicability ••••••••••••• 
Solution of additional cryptograms produced by the same 

41 
42 
43 
44 
45 
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48 
49 

components •• e•••••~••••••••i••••••••••••••••••••••••••••••••••••• 50 
Derivation of keywords••••••••••••••••••••••••••••••••••••••••••••• 51 

38. Literal ke;¥,!? and numerical ke:J1!3 .--~· As has been previously 
mentioned, most cryptosystems involve the use of a specific key to con
trol the steps folloW€ld in encrypting or decrypting a specific message 
(see subpar. 9,2). Sueh a key may be in literal form or in numerical form. 

b. It is conven.Lent to designate a key which is composed of letters 
as a literal kel• As already mentioned, a literal key may consist of a 
single letter, a single word, a p'lll'ase, a sentence, a whole paragraph, or 
even a book; and, of course, it may consist merely of a sequence of let
ters chosen at random. 

c. Certain cryptosystems involve the use of a numerical key, which 
tnay consist of a relatively long sequence of numbers difficult or impos
sible for the average cipher clerk to memorize. Several simple methods 
for deriving such sec~ences from words, phrases, or sentences have been 
devised, arid a numerical key produced by any of these methods is called a 
derived numerical key (as opposed to a key consisting of randomly-selected 
numbers). One of th(; connnonly-used methods consists of assigning numer
ical values to the letters of a selected literal key in accordance with 
their relative positions in the ordinary alphabet, as exemplified in the 
following subparagraph • 
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.2:• Let the prearranged kez ~ord be the word LOGISTICS. Since 0 1 
the penultimate letter of the key word, appears in the normal alphabet 
before any other letter of the keyword, it is assigned the number 11 

LOGISTICS 
1 

The next letter of the normal alphabet that occurs in the keyword is G1 
which is assigned the number 2. The letter I 1 which occurs twice in the 
keyword, is assigned the number 3 for its first occurrence and the num
ber 4' for its second occurrence; and so on. The final result is: 

LOGISTICS 
5 6 2 3 7 9 4 1 8 

This method of assignina the numbers is very flexible and varies with 
different uses to which numerical keys are put. It may 1 of course 1 be 
applied to phrases or to sentences, so that a very long numerical key, 
ordinarly impossible to remember, may be thus derived at will from all 

easily-remembered key text. 

e. As far as the cryptanalyst is concerned, tl .. e derivation of a 
• numerical key from a specific literal key is or interest to htm bec~use 

this knowledge may assist in subsequent; solutions of cryptograms prepared 
accordi~ to the same basic system, or in identifying the source from 
which the literal key was selected- perhaps an ordinary book, a magazine, 
etc. However., it should be pointed out that in some instances the crypt-
e.t.1a.lyst may be unaware that a literal. key ho.s in fact been used as the • 
basis for deriving a numerical key. 

39. TlQeS of mixed ci'pher alphabets.--_!:· It will be recalled that 
in a mixed cipher a.l:pho.bet the sequence of letters or characters in one 
of the components (usually the cipher component) does not correspond to 
·bhe normal sequence. There are various methods of composing the sequence 
of letters or elements o~ this mixed component, end those which are based 
upon a scheme that is systematic in its nature are very useful because 
they make possible the derivation of one or more mixed sequences from any 
ea.sily-remem'bered 't~'Ord or phrase, and thus do not necessitate the carry
iDe of 'tn"ittcn memoranda. Alphabets involving a systematic method of 
mixing are called sY!3tematica.lly-mixed cipher alphabets • 

/ . 
b. One of the simplest types of systematically-mixed cipher alpha-

bets is the keyword-mixed alphabet. The cipher component consists of a 
keyword or phrase (with revaated letters, if present, omitted arter 

• 
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their first occurrence)l, followed by the letters or the alphabet in 
their normal sequence (wit.h letters aJ.ready occurring in the key omitted 
or course). Exe.mple, with GOVERNMENT as the key word: 

Pl.ain: A'BCDEFGRIJKJlviNQPQ,RSTUVWXYZ 
Cipher: GOVEFU~ABCDFHIJKLPQSUWXlZ 

c. It is possible 1,o disnrra.nge the sequence constituting the 
cipher component even more thoroughly by applying a simple method of 
transposition to the keynord-mixed sequence. Two common methods are 
illustrated below, using the ltey 'Word TELEPHONY. 

(1) S~le columnar transposition: 

- TELPHONY 
ABCDFGIJ 

- K M_'(fR s u v w 
xz 

Mixed sequence (formed by transcribing the successive columns :f'rom left 
to right): 

IJ'AKxEBMZLCQPDRHFSOGUNIVYJW 

(2) NumericallY-keyed ··columnar tr8.nsposition: 

- 7-l-3-6-2-5-4-8 
TEL PHONY 
ABCDFGIJ 
KMQRSUV'W 
xz 

MiXed sequence (formed by transcribing the columns in a sequence deter
mined by the numerical. key derived from the key word itself): 

EBMZHFSLCQNIVOGUPDRTAKXYJW 

1 Mixed alphabets fo~d by includi~ al{ repeated letters of the 
key wrd or key phrase in the cipher corqpone~t were co:nmJOn in Edger 
Alla.'I'J. Poe 's day but ar~! im,pra.etical. because ·they are ambiguous, making 
decipherment difficult; an exampl.e: 

Plain: ABCDEFGHIJ:n;MNOPQ;RSTUVWXYZ 
(e.) Alphabet for enciphering.-- Cipher: NOWIST:Eilf:riMEFORALLGOODMENT 

(b) Inverse form of (a), 
Cipher: 
Plain: 

for deciphering.---------

ABCDEFGRIJKIMNOPQRSTUVWXYZ 
P VBMSGD QKAB OEF C 

L J RWY.N I 
X T Z 

u 
The average cipher clE·rk would have considerable difficulty in decr;ypting 

· a cipher group such a.s TOOEll', each letter of which has three or more 
equivalents, a.nd f'rom. which the plaintext fragments (N)INTH., •• F'r THI(S), 
IT THI •• • , etc. ce.n bE! formed on decipherment • 
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!!• The 1ast two systematically-mixed sequences are eXBll.g?les of 
transposition-mixed SCg:t!Cnces. Almost any method of transposition may be 
used to produce such sequences. 

e. Another simple method of forming a. mbed sequence is the deci
ma.tioii method. In this method, letters in -J;he normal alphabet, or-:J.n a. 
keyword-mixed. sequence_, are "counted off'" according to any selected in
terval.. As each letter is decimated--that is, eliminated f'rom. the basic 
sequence by counting off--it is entered in a separate list to t'orm the 
new mixed sequence. For example, to f'orm a mixed sequence by this method! 
from a keyword-mixed sequence based on the key phrase SING A SONG OF 
SIXPENCE with 7 the interval selected, proceed as follows: 

Keyword-mixed (or basic) sequence: 

SINGAOFXPECBDHJKIMQRTUVWYZ 
'When the letters are counted off by 1 's from le:f't to right, F will be t-he 
first letter arrived at, H the second, T the third: 

SINGAOfXPECBD~JKLMQR1UVWYZ 
123456112345611234561 

These letters a.re entered in a separate list (F first, R second, T third, 
and so on) and eliminated f'rom the keyword-mixed sequence. When the 
end of the keyword-mixed sequence is reached, return to the beginning, 
skipping the letters already eliminated: 

StNGAOfXP~CBDjJKL~QR1UVWYZ 
1 2 3 4 5 

611234 561123 4561 
The decimation-mixed sequence: 

FmiEMZPQNDWCVBSLXAGOKYJRU 
!• Practical considerations, of' course, set e. limit to the complex

ities that may be introduced in constructing systematically-mixed alpha
bets. Beyond a certain point there is no obJect in further mixing. Tbe 
.grea:test amount of mixing by systematic processes will give no more se
curity than that resulting frOlll mixing the aJ.phabet by- random selection, 
such as by putting the 26 letters in a box, thoroughly' shakiDB them up 1 
and then drawing the letters out one at a time. Whenever the laws -or 
chance operate in the construction of a mixed alphabet, the probabt:l.1.ty 
o:r producing a thorough disarrangement of letters is very sreat. Random
mixed a.J.phabets give more ccyptographic security than do the less com;p.:U
cated systematically-mixed a.J.phabets 1 because they afford no clues to 
positions of letters, given the position of a few of them. Their chief' 
disadvantage is that they must be reduced to -writing, since they cannot 
readily be remenibered, nor can they be -reproduced at will from an easily
remembered key word. 
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40. Additional remarlts on cipher a.l.;pht~.bets .--!!;· All cipher alphFl.
bets may be classified on the basis of their arrangement ns ~;ehe1·i~ 
or deciphering A.l;phabcts. An enciphering alphabet ia one in which the 
sequ.eiiee of letters in the plnin co:m,Ponent coincides with the normal 
sequence nnd is arranged in that manner for convenience in encipher.ment. 
In a deciphering alphabet the sequence of letters in the cipher component 
coincides with the normal, for convenience in deciphering. For example, 
(1), below sh01rs a mixed cipher alphabet arranged as an enciphering a1 .. 
phabet; (2~ shows the corresponding deciphering alphabet. An enciphering 
alphabet and its corresponding deciphering alphabet present an inverse 
relationship to each other.. To invert a deciphering alphabet is to write 
the corresponding encipllering alphabet; to invert an enciphering alphabet 
is to write the correapc·nding deciphering alphabet. 

(1) 
Plain: 
Cipher: 

EnciEneri11g Alphabet 

JffiCDEFGHIJKLMNOPQRSTUVWXYZ 
cJKQVXZWESTRNUIOLGAPHCMYBDF 

Deciphering Alphabeh 

Cipher: A'BCDEFGHIJI([.MNOPQ,RSTUVWXYZ 
Plain: RXUYHZQTNABPVLOSCKIJMDGEWF 

b. A series of related reciprocal. alphabets may- be produced by
juxtaposing 1tt aJ.l possible points of coincidence two components which 
are identica:. but progress in opposite directions. This holds regardless 
of vhether tlLe components are composed of en even or an odd number of' 
elements. The following reci-procal alphabet is one of' such e. series of' 
26 alphabets: 

Plain: -HYnRJl'OLICBEFGJKMNOPQSTVWXZ 
Cipher: GFEBCTI.UARDYHZXWVTSQPONMKJ 

A single or isolated reciprocal aJ.phabet may be produced in one of two 
ways: 

(1) By- constructing a complete reciprocal alphabet by- arbitrary- or 
random assignments of ·vaJ.ues in pairs. That is, if Ap is made the 
equivalent of Kc, then I<:p is made the equivalent of AC; if Bp is made Rc, 
then Rn is made Be, and so on. If the two components thus constructed 
are slid against each other no additional reciprocal alphabets will be 
produced. 

(2) By- juxtaposing a sequence comprising an even number of elements 
against the same sequ~nce shifted exactly half way to the right (or left) 1 
as seen below: 

.ABCDEFGHIJKIMNOPQRSTUVWXYZ. 
ABCDEFGHIJXT...MNOPQRS'l'OVWXYZABCDEFGHIJKLMNOPQ,RSTUVWXYZ 
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ln. Preliminary steps in the analysis of a monoal;ehabetic, mixed
alphabet cryptogram .. --,!!:· The student:. is now ready to resume his crY,Pt
analytic .Jtudies • Note the following cryptogram: 

SFDZF IOGEL PZFGZ DYSFF BBZDS GVRTF UPLVD FGYY' J 'V'FVE!r GADZZ AlTYD ZlFZJ 
2'lrGP.r V'l'ZBD VFl-lTZ DFXSB G IDZY VTXOI YVTEF V:MGZZ TRLLV XZDF.M BTZAI TYDZY 
BDVFH TZDF.t<: ZDZZJ SXISG ZYGAV FSLGZ IY.rHBT CDZRS VTYrn OZF'FH: TZ.I\IT YDZYG 
AVDGZ ZTKHI TyzYS DZGHU ZFZTG UPGDI XWGHX ASRUZ DFUID EGHTV EAGXX 

b. A casual insJ:lection or the text discloses the presence of' sev
eral long repetitions as well as of many letters of normally low fre
quency, such as F, G, v, X, and Z; on the other hand, letters of normally 
high frequency, such as the vowels, and the consonants N and R, are rel
atively scarce. The cryptogram is obviously a substitution cipher and 
the usual mechanical tests f'or determininB whether it is possibly of the 
monoalphabetic, standard-alphabet type are applied. The results being 
negative, a uniliteral frequency distribution is immediately constructed, 
as shown in Figure 13, and the ~ test is applied to it. 

4>p=3668 ~r=2117 ~0=3862 
Figure 13. 

c. The fact that the frequency distribution shows very marked 
crests and troughs indicates that the cryptogram is very probably mono
alphabetic, and the results of the ~ test further support this hypothesis. 
The fact that the cr'Y!>togram has already been tested by the method of 
completing the plain-component sequence and found not to be of the mono
alphabetic, standard-alphabet t~e, indicates with a high degree oi' 
probability that it involves a mixed cipher o.lpha.bet. A few moments might 
be devoted to mik.ing a careful inspection oi' the distribution to insure 
that it cannot be made to fit the normal.; the object of this would be to 
rule out the possibility that the text resulting from substitution by a 
sto.nda.rd cipher aJ.phabet had not sube.gquently been transposed. But this 
inspection in this case is ha.rC!.ly 'lecessary, in view of the presence of 
long repetitions in the message):! (See subpar. 25,f!.) 

2 This possible step is mentioned here for the purpose of making it 
clear that the plain-component sequence completion method cannot solve a. 
case in ~rhich transposition has followed or preceded monoalphabe~ic sub
stitution with st::mdard alphabets. Cases of this kind will be discussed 
in a later te~:.t. It is sufficient to indicate at this J?Oint that the · 
frequency distribution i'or such e. combined substitution-tr::msposition 
cipher '\oTOuld present t!:e ch3.racteristics of a standard alphabet cipher 
and yet the l!l.ethod of completing the plain-coin!Jonent sequence would fail 
to bring ou ~ any plain text. 
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~· .ona mlght1 of course, attempt to solve the cryptogram by applying 
the simple 'Principles of frequency. One might, 1n other words, assume 
that Zc (the letter of greatest frequency) repr~sents Ep, De (the letter 
of ne:rl g1~ea.test frequency) represents Tp, and so on. Ir the message 
were long enough this sin~le procedure mlght more or less quiekl~ give 
the solution. But the me·ssa.ge is relatively short and many difficulties 
would be encountered. Much time and effort would be ex;pended unnecessar
ily, because i·t is hardJ.y to be eXJ?ected that in a message of only 235 
letters the relative order of frequency of the various cipher letters 
should exactly coincide 'dth, or even closely approximate the relative 
order o~ frequency of letters of normal plain.~ext found in a count of 
501000 letters. It is to be eS2hasized that the beginner must re~ess 
the natural tcndencl to place too much confidence in the generalized prin
ciples of frequency and t.o relz too much upon them. It is far better to 
bring into effective use certain other data concerning normal plain text, 
such as digraphic and trigraphic frequencies. 

42. Preparation of the work sheet·--:!• The detaUs to be- considered 
in this paragraph may at first appear to be superfluous, but long expe
rience has proved that systematization of the vork e.nd preparation oi' the 
data in the most utilizable, condensed form is most advisable 1 even if 
this seenis to take cons:ldere.ble time. In the first place, if' it merely 
serves to avoid interruptions and irritations occasioned by failure to 
have the data in en insi,antly available form, it will pay by saving men
tal wear and tear. In the second place, especially in the case of com
plicated cryptograms, pn.instaking care in these details, while it may- not 
always bring about success, is often the factor that is of greatest 
assistance in ultimate J:solution. The detailed preparation of the data 
may be irksome to- the s·tudent, and he may be tempted to avoid e.s much of 
it as possible, but, unfortunately, in the early stages of solving a 
ceyptogram he does not lmow (nor, fCFr that matter, does the expert always 
lmow) just which date. are essential and which may be neglected. Even 
though not e.11 of the data may turn out to have been necessary, a.s e. gen
eral rul.e, time is saved in the end if a.ll the usua.l data. are prepared e.s 
a regular preliminary to the solution of most ccyptograms. 

b. First, the cr~'Ptogram is recopied in the form of a work sheet. 
This sheet should be of' a good quality of paper so a.s to withstand con
siderable erasure. If the cryptogram is to be copied by hand, cross
section paper of !-inch squares is extremely useful. The writing should 
be in ink, ana. plain, c:arefully-made roman capital letters should be used 
in e.ll: cases .3 If the cryptogram is to be copied on a. typewriter, the 
ribbon em;ployed should be impregnated with a.n ink that 'Will not smear or 
smudge under the h.a.nd. 

3 It is advisable to use, for this purp~se, the system of sta.nd~dized 
manual printing e.dppted by Service communications personnel. The use of 
this system, which is included in Appendix 7, assures that work sheets 
are completely legible, not only to the person preparing them, but to 
others e.s well • 
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c. The a.rr~ement of the characters of the cr;v.ptogra.m on the work • 
sheet-is a matter or considerable importance. If the cryptogram as first 
obtained is in erou;ps o.r regulo.'l.'" length (usually :r 1 ve characters to a 
group) and if the m1ili teraJ. frequency distribution shows the crYPtogram 
to be monoalphabetic, the chru·a.cters should be copied without regard to 
this grouping.. It is advisable to aJ.lmr one space between letters (this 
is especially true for work sheets prepared on the typewriter), and to 
"Write a constnnt number or letters :per line, approximately 25. At least 
two spaces, preferably three spaces, should be lc:rt between horizontal 
lines, to allow room f'or mul t.iple o.s SUJIIl?tions • Care should be taken to 
avoid crowding the letters in any case, for this is not only confusing to 
the eye but also mentaJ.ly irritating when later it is fountl that not 
enough space has been left for making various sorts of marks or indica-
tions • Ii' the cryptogram is originally in "tvhat appears to be word lengths 
(and this is the case, as a rule, only with the cryptogranm of amateurs), 
naturflY it should be copied on the work sheet in the original group-
ings. If :f'urther study of a cryptogram shows that some special grouping 
is required, it is often best to recopy it on a fresh work sheet rather 
than to a.tteiii,Pt to indicate the nevr grouping on the old work sheet. 

d. In order to be able to locate or refer to specific letters or 
groups or letters with speed, certainty, snd without possibility of con
fusion, it is advisable to use coordinates applied to the lines and 
colunm.s of the text as it appears on the work sheet. To minimize possi
bility of confusion, it is best to apply letters to the horizontal lines 
of the text, numbers to the "'rertica.l col'UlllD.s. In referring to a letter, 
the horizontal line in 1-Thich the letter is located is usually given first. • 
Thus, referring to the work sheet shown below, coordinates A17 designate 
the letter Y, the 17th letter in the first line. The letter I is usually 
omitted from the series of line indicators so as to avoid confusion with 
the fiaure 1. If lines are limited to 25 letters ea.ch, then each set of 
100 letters o£ the text is automatically blocked off by remembering that 
4 lines constitute 100 letters. 

e. Above each character of the cipher text ma.y be some indication 
or the frequency of that character in the whole cryptogram. This indi
cation maybe the actual number of times the character occurs, or1 if 
colored pencils are used, the cipher letters maybe divided up into three 
categories or groups--hieh-frequency; medium-frequency, and lm-r-:f'requ.ency. 
It 1s perhaps simpler, ii' clerical help is available, to indicate the 
actual frequencies • This saves constant reference to the frequency 
tables, which interrupts the train of thought, and saves considerable 
time in the end, since it enables the student better to visualize fre
auency-pa.tberns of words. In any case, it is recommended that the Tre
quenciea or the letters comprisine the repetitions be inscribed over their 

lt In son~ cryptosysten~, ce1~ain lmv-frequency letters are employed as 
"tvord se1"~lll"ntors to indicate the end ot' a "'Tord; if the 1'11.eo.ning oi' these 
letters is discovered, it is ta.ntru11ount to havine the crypt0grron in uord 
lenr;ths and thus the 'tvork sheet is made accordingly. See also in this 
c01mection the treatment on ·uord separators in Section VII • 
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respective le·tters; likellise, the frequencies of the first 10 and lo.st 10 
letters should o.lso be inscribed, e.s these positions oi'ten lend themselves 
readily to attaclc. 5 

f. Arter the special. frequency distribution, explained in Par. 4 3 
belo,.r, has been construc·ted, repetitions of digraphs and trigraphs should 
be underscored. In so doing, the student should be particularly wo.tch:f'ul 
for trigraphic repetitions which can be fUrther extended into tetragraphs 
and polygraphs or area:ter length.. Repetitions of more than ten charac
ters should be set o:r.r by heavy vertical lines, as they indicate repeated 
phrases and are· of considerable assistance in solution. If a repetition 
continues from o11e line to the next, put an arrow at the end of the under• 
score to signal. this i'a.ct.. Reversible digraphs and trigra.phs should also 
be indicated by an underscore with an arrow pointing in both directions. 
Anything which strikes the eye as being peculiar, unusual, or significant 
as regards the distribution or recurrence or the characters should be 
noted. All these marks should, if convenient, be made with ink so as not 
to cause smudging. The work sheet will now appear a.s shown below (not 

- all the repetitions are underscored): 

1 2 3 ~ IS 0 7 8 D JO Jl l! 13 lt 15 10 17 18 19 20 21 22 23 24 2IS 

ro m ~ u m ro a m u IS s u m m u 23 u ro & m u ' u 23 ro 
·-A S F D Z F I 0 G H L P Z F G Z D Y S P F H B Z D S 

ro ro u ~ w & & & ro 23 w m u ro a ro m ro u 22 m 8 23 u u 
B GVHTF'UPLVDFGYVJVFVHTGADZZ 

8 ro 22 u ~ u u w u a u ~ w s ~ ro ~ u ~ 23 ro m u ~ u 
C A I T Y D Z Y F Z J Z T G P T V T Z B D V F H T z • ..--

~ m 8 ro 4 w ro 23 u u ro n s a ro u ro 22 a m ro 2 m u u 
·n D F X S B G I D Z Y V T X 0 I Y V T E F V M G Z Z 

22 15 & & 10 8 ss 23 111 ! 15 22 36 8 10 22 u 23 86 H 4 23 18 111 16 

E T H L LV X~ M H T Z A I T Y D Z Y B D V F Ha 

22 u 23 m 2 u 23 u u a ro 8 ro ro w u u m 8 ro m ro D m u 
F ,T ~ K Z D Z Z J S X IS G Z Y G A V F S L G Z 

23 ~ U U 22 1 23 H ! W ro 22 U H 23 8 H N W U 22 H 8 ro 22 
G D T H H T CD Z R S V T Y Z D 0 Z F F H T Z A I T• 

H23UHN8U23WUU~2UW22HHHW23HNU6 

f!.,YDZYGAVDGZZTKHITYZYSDZGHU 

u m u 22 m s s w 23 ro 8 1 m u 8 s ro 2 & u ~ m IS w 23 
J ZFZTGUPGDIXWGHXASRUZDFUID 

a m u 22 ro a 8 w 8 a 
K EGHTVEAGXX 

5 See Appendix 4 in this connection • 
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113. Triliteral :f'requency disliribu.tio.ns,--2:• ~n what has gone bei'or~, • 
a tY.Pe of frequenc-y distribution lmown as a uniliteral frequency distri-
bution was used. This, of course, shows only the number of' times eaoh 
individual letter occurs. In order to apply the normal digra.phic and 
trigraphic frequency data (given in Appendix 2) to the solution of a 
crY,Ptoaram of the type nO"W being studied, it is obvious that the data 
with reA"Qcct to digraphs and trigraphs occurring in the cryptogram shoul.d 
be coDJ;piled and should be co:m;pared with the data for normal plain text. 
In order to accomplish this in suitable manner, it is advisable to con-
struct a more co:m;prehengive i'orm of' distribution termed a triliteral 
frequency distribution. 

b. Given a cryp-togram of' 50 or more letters and the task of deter
mining ~.rhat trigraphs are present in the cryptogram, there ere three ways 
in which the lla.ta may be arranged or assembled. One may req_uir~ that the 
data show (1) each letter with its two succeeding letters; {2) each let
ter with its -t.wo preceding letters; (3) each letter 'With one preceding 
letter and one succeeding letter. 

c. A d1 stribut:ton of' the f'irst or the three foregoing types may be 
designated as a "triliteral frequency distribution showing two suffixes"; 
the second type may be designated as a "triliteral. frequency distribution 
shmvine; two prefixes"; the third type may be designated as a "triliteral. 
frequency distribution shmring one p-t"ei'ix and one suffix." Qua.driliteral 
and pcntalitere~ frequency distr1butions may occasionally be found useful. 

d. Hhich of' these three arrangements is to be employed at a specific 
time depends largely upon "t·That the data are intended to sho"t-r. For present 
purposes, in connection with the solution of' a monoalphabetic substitution 
cipher em;ploying a mixed alphabet, possibly the third arra.ngem~nt, that 
shm.rill3 one prei'ix and one suffix, is most satisfactory. 

!:! • It is convenient to use !-inch cross -section paper for the con
struction of a triliteral ii•equency distribution in the form of a distri
bution showing crests and troughs, such as that in Figure 14. In that 
figure the prefix to each letter to be recorded is inserted in the left 
half of the cell directly above the cipher letter being recorded; the 
sufi'ix to each letter is inserted in the right half of the cell directly 
above the letter being recorded; and in each case the prefix and the suf
fix to the letter beine recorded occupy the same cell, the prefix being 
directly to the J:ef't or the sui'i'ix. The number in parentheses gives the 
total frequency i'or each letter. 

6 It is felt advisable here to distinguish betireen two closely related 
ter!!lS. A trillter:Ll distribution of A B C D E F vrould consider the 
e;roups A B C, D C D, C D E, D E F; a trigra!,)hic distribution irould con
sider only the trigraphs A B c and DE F. (See also subpar. 23~.) 
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CONDENSED TABLE OF REPETITIONS FT 

Digraphs Tri(J1'apha Longer Poly(J1'aph8 UF 
DG 

Dz-9 Tz-5 VF-4 DZY-4 FHT-3 HTZAITYDZY-2 Y'l 
ZD-9 TY-5 VT-4 HTz-4 TYD-3 BDVFHTZDF-2 ZT 
HT-8 FH-4 ZF-4 ITY-4 YDz-3 ZAITYDZY-3 GZ 

' I I, ZY-6 GH-4 ZT-4 ZDF-4 ZAI-3 FHTz-3 DY 
DF-5 IT-4 Zz-4 AIT-3 TA 
Gz-5 OF ' 

J YD 
DR 

,IE GD 
ZF HV GY 
GI ZG ZJ 
sz IY DZ 
VG. DU AX ZK KD 

'()) YZ zz EH IY TD 
\J1 zo FH WH HZ DY 

I cz ZF PD VY TE TA 
. ZT. vs TU GT HC AD XD 
zz DK ZH GX DH ST zs ZT 
ZF VH DZ GU HZ AF TZ GZ 
BV DM YA KI IY DF ZG DY 
YZ EV LZ FT HZ LX TD TD 
ZF DX YA HT UD AR ZH FM TZ TB 
IZ" VH sz TH DX YD VE YT ZG JT I 

EG ZF YZ MZ FT HT RV vx YT X- ZB FJ, 
xs BV vv BI MT AT FL HZ DF GX TD DY 
GV YZ DG TP TL xs IG vz TT HA IV ZA 
ZI AZ TU TA FT AT SG UG JX PV FI FH IW zv DZ 
GV YD VF PH FY VT OY LV GT XB ZG RZ JF SI ZF BD. 
ZI SG zs VA ZG sv VT GD zs HL DZ UL DG IY GP YJ vz TD GD 
ZI ZD ZY DG ZI FZ FB AT zz TH PV FH XI SF su yp HG HZ LD TO GV PF 
GD HZ TD FZ TF SD OH GL FO vv FZ HP VG IG LZ zs -F HF FP GH XG FS DS DF 

A B c D E F G H I J K L M N 0 p Q. R s T u v w X y z 
(8) <•> (1) (2a) (S) (10) (19) (16) (10) (a) (2) (lj) (2) (0) (3) (6) (0) (2) (10) (22) (6) 00 (1) (8) (14) (36) 
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f. The trilitera.l frequency distribution is now to be examined with • 
a view to a.s(·ertaining ~rhat digraphs and trigraphs occur two or more 
times in the cr;y:ptogrmn. Consider the pair of' columns containing the 
prefixes and suffixes to De in the distribution, as shown in Fig. 14. 
This pair of columns shows that the following digr~hs appear in the 
cryptogram: 

DigrE~phs bas~d on prefixes 
(arrange.i as one reads up 
the col'wm) 

Digraphs based on suffixes 
(arranged as one reads up 
the colwnn) 

FD, ZD, £D, VD, AD, YD, BD, DZ, DY, DS, ~,, DZ, DZ1 DV, 
~,m,w,m,w,~,~, ~,n~w,m,w,w,m, 
ZD, CD, ZJ, YD, VD, SD, GD, DT, DZ, DO, DZ, DG1 DZ, DI1 
zo,m ~~~ 

Tb.e nature of the triliteral frequency distribut:J.on is such that in find
ing what digraphs are present in the cryptogram it is immaterial whether 
the prefixes or the suffixes to the cipher letters are studied, so long 
as one is consistent in the study. For example, in the foregoing list of 
digraphs based on the prefixes to De, the digraphs FD, ~, ZD1 VD, etc., 
are found; if now, the student will refer to the suffixes of F01 Zc 1 V01 
etc., he will find the very same digraphs indicated. This being the case, 
the question may be raised as to 'lvhat value there is in listing both the 
prefixes and the suffixes to the cipher letters. The answer is that by 
so doing the trigraphs are indicated at the same time. For example 1 in 
the case of D01 the f'ollmfiDg trigraphs are indicated: 

~~~~~~~~~~~~~~~~m~~,~,~,~~ 
ZDZ, ZIY'r, CDZ, zoo, YDZ, VDG, SDZ, GDI, ZDF 1 IDE. 

fi. The repeated digraphs and trigraphs ce.n now be found quite read
ily. Thus, in the case of De, examining the list of digraphs based on 
sut'fixes, the follmring repetitions are noted: 

DZ appears 9 times; DF appears 5 times; DV appears 2 times 

Examining the trigraphs with De as central letter, the following repeti
tions are noted: 

ZDF appears 4 times; YDZ appears 3 ~imes; BDV appears 2 times 

h. It is Ul1necessary, of course, to go through the detailed proce
dure set forth in the preceding subparagraphs in order to find all the 
repeated digraphs and trigraphs • The repeated trigraphs with D0 as cen
tral letter can be found merely from an inspection of the prefixes and 
sui'fixes opposite D0 in the distribution. It is necessary only to find 
those cases in which two or more prefixes are identical at the same time 
that the suffixes are identical. For exa.nu>le, the distribution shmrs at 
once that in four cases the prefix to De is Zc at the same ttme that the 
suffix to this letter is F c • Hence 1 the trigraph ZDF appears four til1les • 
The repeated trigraphs may all be found in this manner. 
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UD 
CONDENSED TABLE OF REPETITIONS FT 

Digraphs Trigraphs Longer Polygraphs UF 
DG 

Dz-9 Tz-5 VF-4 DZY-4 FHT-3 HTZAITYDZY-2 yy 
ZD-9 TY-5 VT-4 HTz-4 TYD-3 BDVFHTZDF-2 

. 
' ~ ZT 

HT-8 FH-4 ZF-4 ITY-4 YDz-3 ZAITYDZY-3 . I GZ 
ZY-6 GH-4 ZT-4 ZDF-4 ZAI-3 FHTz-3 .I DY 
DF-5 IT-4 zz-4 AIT-3 

. 
~ 

TA 
Gz-5 I 

t I OF 
.J I YD 

DR 
IE ~ GD 
ZF HV ' I' 

GY • 
GI ZG ZJ 
sz IY DZ 
VG DU AX ZK tl KD 

()) YZ zz EH IY TD 
VI zo FH WH HZ I DY 

cz ZF PD VY TE. TA 
ZT vs TU GT HC AD XD 
zz DK ZH GX DH ST _ zs ZT 
ZF VH DZ GU HZ AF' TZ GZ 
BV DM YA KI IY DF ZG DY 
yz EV LZ FT HZ LX TD TD 
ZF DX YA HT UD AR ZH FM TZ TB 
IZ VH sz TH DX YD VE YT ZG JT 

EG ZF YZ MZ FT HT RV vx YT X- ZB FJ 
xs BV vv BI MT AT FL HZ DF GX TD DY 
GV YZ DG TP TL xs IG vz TT HA IV ZA 
ZI AZ TU TA FT AT SG UG JX PV FI FH IW zv DZ 
GV YD VF PH FY VT OY LV GT XB ZG RZ JF 'SI ZF BD 
ZI SG zs VA ZG sv VT GD zs HL DZ UL DG IY GP YJ vz TD GD 
ZI ZD zy DG ZI FZ FB AT zz TH PV FH XI SF su yp HG HZ LD TO GV PF 
GD HZ TD FZ TF SD OH GL FO vv FZ HP VG IG LZ zs -F HF FP GH XG FS DS DF 

A B c D E F G H I J K L M N 0 p Q R s T u v w X y z 
(8) (<I) (1) (23) (3) (111) (111) (16) (JO) (3) (ll) (6) (2) (0) {3) (6) (0) (2.) (10) (22) (G) (111) (1) (8) (14) (3S) 
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r. The triliteral frequency distribution is now to be examined with • 
a view to asc·ertaining '1-Tha.t digraphs and trigraphs occur two or more 
times in the cryptogram.. Consider the pair of columns containing the 
prefixes and suffixes to De in the distribution, as shown in Fig .. 14. 
This po.ir of' columns shmrs that the following digraphs appear in the 
cryptogrm11: 

Digrf~phs bas~d on prefixes 
( arrane;e1l as one reads up 
the colUlm) 

FD, ZD, ~D, VD, AD, YD, BD, 
ZD, ID, ZD, YD, BD, ZD, ZD, 
ZD, CD, ZJ, YD, VD, SD, GD, 
ZD,ID 

Digraphs based on suffixes 
(arranged as one reads up 
the column) 

DZ, DY, DS, DF, DZ, DZ, DV, 
DF, DZ, DF, DZ, DV, DF, DZ, 
DT, DZ, DO, DZ, DG1 DZ, DI1 
DF, DE 

The nature of the triliteral frequency distribut:J on is such that in find
ing what digraphs are present in the cryptogram it is immaterial Whether 
the prefixes or the suffixes to the cipher letters are studied, so lo~ 
as one is consistent in the study. For example, in the foregoing list of 
digraphs based on the prefixes to De, the digraphs FD, ZD, ZD, VD, etc., 
are found; if now, the student will refer to the suffixes of F0 , Zc1 Vc 1 
etc., he '!-Till find the very same digraphs indicated. This being the case, 
the question may be raised as to '!-That value there is in listing both the 
prefixes a.nd the suffixes to the cipher letters • The answer is that by 
so doing the trigraphs are indicated at the same time. For exam;ple, in 
the case of De, the following trigraphs are indicated: 

~~~~~~~~~~~~B~~,m~~~~~~~~~ 
~~~~~~~~~~~,~,~,~,~. 

!1• The repeated digraphs and trigraphs can now be found quite read
ily. Thus 1 in the case of De, examining the list of digraphs based on 
suffixes, the foll~ring repetitions are noted: 

DZ appears 9 times; DF appears 5 times; DV appears 2 times 

Examining the trigraphs with De as central letter, the following repeti
tions are noted: 

ZDF appears 4 times; 1DZ appears 3 ~imes; BDV appears 2 times 

h. It is unnecessary, of course, to go through the detailed proce
dure set forth in the preceding subparagraphs in order to find all the 
repeated dieraphs and trigra:phs • The repeated trigre.phs "W'ith De as cen
tral letter can be found merely from an inspection of the prefixes and 
suffixes opposite De in the distribution. It is necessary only to find 
those cases in which two or more prefixes are identical at the same time 
that the sufi'ixcs are identical. For exe.m;ple, the distribution shmrs at 
once that in four cases the prefix to De is Zc at rthe same t:Une that the 
suffix to this letter is Fe• Hence, the trigra:ph ZDF appears four times. 
The repeated trigraphs may all be found in this manner. 
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i. The most frequently repented digra:pbs and trigraphs are then 
assembled in ,.,hat io termed o. condensed to.blc of repetitions, so as ho 
bring tbis inforn10.tion J:roi11i.nenbly before the eye. As a rule, in mes
saees oi' nvc:r~c lt"nr;_th; digraphs which occur less than four or five 
times, and tr ir,ra:phs '"rh1 ch -occur less than three or f'our times may be 
omitted from the condenfled table o.s beine; relatively oi' no importance in 
·the study of re:pctitiono ~ In the condensed table the frequencies of the 
ind1.vidual letters forming the most important digraphs, trigraphs, etc., 
should be indicated. 

l~ll-.. Clasai fyi.~ the cipl;~r l~ttc;s -into vow~is and consonants.-.. 
a. Bei'ore proceedj.ne; t•:> a. detailed ano.lys is or the repeated digraphs and 
trigrar>hs, a very in1portant step ca.n be taken whlch "trill be of a.ssista.D:ce 
not only in the analysis of the repetitions but also in the final. solu
tion of the cr;y:ptogram. This step concerns the classification of' the 
high-frequency cipher letters into two {9:"0ups--(l) those which :most prob
ably represent vmrels 1 and (2) those which :r.tnst probably represent con
sonants. Foi.. if the cryptanalyst can quickly ascertain the equivalents 
of the four vmrels_, A, E1 I, and 0 1 o.nd of only the four consonants, N, 
R1 8 1 and T, he will then have the values of approximately two-thirds of 
all the cipher letters that occur in the cryptogram; the values of the 
renaining let l:iers can nlmost be filled in automatically. 

b. The basis for the clo.ssification will-be -round -to rest upon a. 
com;paratively simple phenomenc1n: the associo.tional or combinatory be
havior of vowels is 1 in general, quite dif rerent from that of consonants • 
If an examination be m:tde of' Table 7-B in Appendix 2 1 showing -the rela
tive order of frequency of the 18 diara:phs composing 25 percent of' Eng .. 
lish -telegraphic te-A-t, it will be seen that the letter E enters into the 
corr.position of 9 of the 18 digraphs; that is, in exactly half of all the 
cases- the letter E is one of the two letters form:l.ng the digraph. The 
digraphs con-taining.E are as follows: ' 

ED EN ER ES 
rw. RE SE TE VE 

The remaining nine digraphs are_ as follovrs: 

1\"T l'ID OR ST 
Til NT TH 
O:N' TO 

I 

c. !'Tone of the 18 digraphs is a combination o:r vovrels. Note now 
that of the 9 combina.l;ions uith E, 7 are uith ·the consonan-ts N, R, S, and 
T, one is wi-th D, one is 'vith V 1 and none is vith any vowel. In other 
words, Ep combines most readily wlth consonants but not with other vowels, 
or even vrith itself. Usinc the terms oi'ten employed in the cheTllica.l ana. .. 
logy, E sho·us a great "ai'i'inity'' f'or the consonants N, R, S, T, but not 
for the vovrels • Therefore 1 ii' the letters of' highest frequency occurring 
in a c;iven cryptoe;ro.m arc listed, together uith the number of' times each 
of' them conibines with the assumed cipher equivalent of Ep, those uhich 
show considerable c011ibining power or af'C'inity f'ol.' the cipher equivalent 
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of Ep ma.:Y' be assumed to be the cipher equiyalents of N, R, S, Tp;- those . • 
which do not show any affinity for the cipher equivalent of Ep may be as-
sumed to be the cipher equivalents of A, I, 0, Up• Applying these prin .. 
ciples to the problem in hand, and examining the triliteral frequency 
distribution, it is quite cerla.in that Zc=Ep, not only because Zc is the 
letter of highest frequency, but also because it combines with several 
other high-frequency letters, such as Dc 1 Fe, Gc 1 etc. The nine letters 
of next highest frequency are: 

23 22 19 19 16 15 14 10 10 
D T F G V H Y S I 

Let the combinations these letters form with Zc be indicated in the fol
lowing manner: 

Number oi' times Zc :: 
occurs as prefix---~ _ _ i5 
Cipher Letter------ D(23} T(22} F(l9} G(l9} V(l6) H(l5) Y(l4) S(lO) I(lO) 

Number of t:IJnes Zc ~ 
occurs as suffix--- = ~ - ~ 

d. Consider De. It occurs 23 times in the message and 18 of those 
times-it is combined with Zc, 9 times in the form ZcDc (:E9p) 1 and 9 times 
in the form DcZc (=9Ep). It is cleo.r that De must be a consonant. In 
the same way, consider Tc, which shows 9 combinations with Zc, 4 in the 
form ZcTc (=Eep) and 5 in the form TcZc (=9Ep). The letter Tc appears to 
represent a consonant, as do also the letters Fe, Gc, and Yc• On the • 
other hand, consider Vc, occurring in all 16 times but never in combina-
tion with Zc; it ap~ears to represent a vowel, as do also the letters He, 
Sc, and Ic• So i'ar, then, the following classification would seem logical.: 

Vowels Consonants 
Zc{:Ep), Vc, He, Sc 1 Ic De, Tc, Fe, Gc, Yc 

1~5.. Further analysis of the letters representine; VOYTels and conso
nants • --!!:. Op is usually the vowel of second highest frequency. Is it 
possible to determine which of the letters V, H, S, Ic is the cipher 
equivalent of Op? Let rei'erence be made again to Table 6 in Appendix 2, 
where it is seen that the 10 most frequently occurring diphthongs are: 

Diphthong-----IO OU EA EI AI IE AU EO AY UE 
Frcq'l.tency-----1~1 37 35 27 17 13 13 12 12 11 

If V, II, S, Ic are really the cipher equivalents of A, I, o, Ul' (not 
respectively), pe1·haps it is possible to determine which is uhl.ch by 
exe:miniP..g the collibinations they m"l,ke among themselves and. 'I;Tith Zc "(;Ep). 
Let the combinations of V, H, s, I, and Z that occur in the message•be 
listed. There are only the i'ollowing: 

ZZc--4 VHc--2 BRc--1 Hic--1 ISc--1 SV0 --l 

ZZc is or course EE'l'>. Note the doublet ERe; if H0 is a vovrel, then the 
chances ro·e excellent that !Ic=Ou because the doublets Mu, IIp, UUP" a.re 
practically non-existent, 'l;vhereas the double vowel combination OOP is or 
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next highest freq_ucncy to the double vowel combination EEp. If Hc::Op, 
then V c must be ~ beco.u se the digraph VHc occurring two times in the 
:messll(le could ha.ral.y be AOp1 or UOp, wherea~ the dipthong IOp is the one 
of high frequency in Enc;lish. So far then, the tentative (because so far 
u11verified) results of -t;he analysis are as follows: 

Z0 =Ep l:I~=Op - V c=Ip 

This leaves only two letters, Ic and S0 (already classified as vowels) to 
b~ separated into Ap and Up. Note the diBraphs: 

Hic::09p - ISc:eep SVc::Sip 

Only two alternatives at'e open: 

(1) Either Ic::Ap and S0 :Up1 
(2) Or Ic=U;p and Sc=Ap• 

If the first alternative is selected, then 

BX0 :0Ap IS0 :AUp SV0 :Uip 

If the second alternat1ve is selected, then 

liic~OUp ISc:UAp SV c :A~ 
The eye finds it dif'fic!ult to choose between these alternatives; but sup
pose the frequency values of the plaintext diphthongs as given in Table 6 
of Appendix 2 are add.e1i for each of these alternatives, giving the follow
ing: 

HI0 =0Ao, frequency vaJ.ue: 7 
SV0 :urp, frequencyvalue= 5 
IS0 =AUp1 frequency value:l3 

Total-------- 25 

1II0:0~, frequency va.l.ue=37 
SVc=Arp1 frequencyvalue:l7 
ISc:UAp, frequency value: 5 

Total-------- 59 
Mathematically, the second alternative appears to be more probable than 
the first.7 Let it be assumed to be correct and the following (still 
tentative) va.lues are now a.t hand: 

Zc:Ep Hc:Op Vc:Ip Sc:Ap Ic=Up 
b. Attention is now directed to tlle letters classified a.s conso

nants% How far is it possible to ascertain their values? The letter D01 
from considerations of frequency alone, would seem to be Tp1 but its 
frequency 1 23 1 is not considerably {!reater than :that. for Tc. It is not 

7 A more accurate guide for choosing between the alternative groups 
ot digraphs could be obtained through a consideration of' the logarithmic 
weights of their assigned probabilities, rather than their plaintext 
frequency values. These weights axe e;iven in A];lpendix 2, along with an 
explanation of the method for their derivation; a detailed treatment of 
their application is presented in ltllitary Cryptanalysis, Part II • 
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much greater than that for Fe or G0 , "iT1t'h a. fr<Jqvorlcy of 19 each. B'\.1.'1:. 
perhaps it is possible to ascertain not the va.l.ne of' one lcttel' alone but 
of two letters o.t o11e sl:,roke. To do this one rr.tly m.•lke uf::le of' a tehra
Braph of considerabie im_portance in Engl:lsh, lli· 1 TIOilp• For if the 
o.no.lysis pertaininG to the vmvcls is corroct, ~mel if' Vl-Ic=IOP' thE>n an 
examination of the letters ir1m1ediately before and af'ter the digraph VHc 
in the cipher text m:lght disclose both Tp and Hp• Reference to the text 
gives the following: 

GVHT c FVIJT c 
9I09p 9I09p 

The letter Tc follows VHc in both cases and very 'l?robably ind.icates that 
Tc:Np; but as to ~rhether G0 or Fe equals Tp cannot be decided. Hm·:rever, 
two conclusions are 91ear: first, the l~tter D0 is neither Tp nor Np, 
f'rom whicl1 it follmvs that it must be either Rp or Sp; second, the le·{i .. 
ters Gc and Fe must be either Tp and Sp, respectively, or Sp and Tp1 
respec·bively, because the only tetraeraphs usue.lly found (in English) 
containing the diphthong IOp as central letters are SIONp and TIONp• 
This in turn means tho.t as rer;a.rds D01 the latter cannot be either Rp or 
SpJ it must be Rp, a conclusion which is corroborated by the fact that 
ZDc (:E'R"p'J and DZc (=REp) occur 9 t:Ln1es each. Thus fa:r 1 then, the iden
tifications, ~-rhen inserted in an encipherine; alphabet, are ·as follmm: 

Plain-.. ---- A B C D E F G H I J K L N N 0 P Q R S T U V H X Y Z 
Cipher----- S Z V T H D G F I 

FG 

1~6. Substituting deduced values in the cryptogram.--a. Thus i'ar the 
analysis has been almost purely hypothetical, for as yet not a single one 
of the values deduced from the foregoing analysis has been tried out in 
the crY,Ptogra;m. It is high time that this be done, because the final. 
test of the validity of' the hypotheses, o.ssmn;ptions, and identif lo:rtiOllS 
made in any cryptographic study is 1 after all, only this: do these hy
potheses, ass~tions, and identifications ultimately yield verifir\ble> 
intelligible plain text when consistently applied to the cipher text? 

b. At the :present sta.ee in the process 1 since ·there are at band the 
assumed values or but 9 out of the 25 letters that appear, it is obv1ous 
that a continuous "reading11 or the cr'Y]?togra.m can certainly not be e:x;pect
ed from a mere lnsertion oi' the values of the 9 letters. Ho,rever, tl1e 
substitution or these values shoul.d do t"\ro things. First, it should 
innnediately disclose the fragn;.ents, outlines, or "skeletons" or "good" 
words in the text; and second, it should disclose no places in the text 
where "impossible" sequences oi' letters are established. By the first 
is meant tho.t the partially deciphered text should show the outlines or 
skeletons of 1-rords such as Inc.'1Y be expected to be found in the commun.i
ce.tion; this 1-Till become quite clee.r in the next subparaBraph. By the 
second is meant that sequences, such as "AOOEiiJ"" or "T1TRSEITO" or the like, 
obviously not possible or extremely unusual in normal Enclish text, must 
not result from the substitution of the tentative identifications result
ill6 from the o.nalysis • The appearance of several such eY-t:::-cli'.ely un1L'3tW.l. 

or impossible sequences "\Tould at once signify that one or n1ore of tl1c as .. 
surr~d values is incorrect. 
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c. Here a..t•e the results of substituting the nine values which have 
been deduced by "''he? rca.E~onine; based on a classification of the h:l.gh
i'requency letters into vmrels Rnd consonants and the study of the raembc'l"s 
oi: the two groups : 

A 

B 

1 2 s 4 6 e 7 8 9 ro u u u u ~ ro ~ u m ~ n ~ ~ ~ ~ 
ro m ~ ~ m w a ro w 6 a M ro m M ~ u ro 6 ro ~ 4 M ~ ro 
SFCZFJ:OGHLPZFGZDYSPFHBZDS 
ATRET SO ETSER A TO ERA 

S S T S T s· 
ro ~ ~ ~ m 5 a a ro ~ m m u ro \ ro m ro u a m 8 ~ H M 
GVHTFUPLVDFGYVJVFVHTGADZZ 
S I o·N T I R T S I I T I 0 N S R E E 
T S ST S T 

s m a u ~ ~ u ro u a u ~ ro a ~ ro a u 4 ~ ro ro u ~ u 
C AITYDZYFZJZTGPTVTZBDVFHTZ 

N RE TE ENS NINE RITONE 
S T S 

~ ro s ro ' ro ro ~ M u ro ~ s 3 ro u ro ~ 3 ro ro 2 ro u u 
D D F X S B G I·D Z Y V T X 0 I Y V T E F V M G Z Z 

RT A S RE IN IN TI SEE 
S T S T 

a ~ a & ro s ~ ~ m 2 ro ~ M 8 ro H u ~ u u 4 m ro ro " 
E THLLVXZDFMHTZAITYDZYBDVFH 

NO I ERT ONE N RE RITO 
s s 

~ H ~ ro 2 u ~ M n a ro a ro ro u M u ro a ro m ro a m M 
F TZDFKZDZZJSXISGZYGAVFSLGZ 

NERT EREE A ASE S ITA SE 
S T T S T 

~ H ~ ro ~ 1 ~ M 2 ro ro a u ~ ~ a M ro m u H u s m ~ 
G DTHHTCDZRSVTYZDOZFFHTZAIT .. 

RNOON RE AIN ER ETTONE N 
s s 

M ~ U M W 8 W ~ ro H M H 2 U W H U M U W ~ M W U & 
B YDZYGAVDGZZTKHITYZYSDZGHU 

RE S IRSEEN 0 N E ARESO 
T T T 

" ro " H w & & m ~ ro 8 1 ~ u 8 s ro 2 & u ~ ro a ro ~ 
J ZFZTClUPGDIXWGHXASRUZDFUID 

ETENS SR SO A ERT R 
S •r T T S 

a ro ~ n ~ s a m 8 8 
K EGHTVEAGXX 

SON! 'S 
T T 
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d. Ho impossible sequences e~·c b1•our;lrb to lic;ht, and, moreover, 
several long 1.rords, nearly conrple'\.e, stroJd. out in tho text. Note ·t;be 
following portions: 

A Ill 

HBZDS'GVHTF 
(1) 0 ? E R A S I 0 N '!' 

T S 
CIS 

TVTZBDVFHTZDF 
(2) N I N E ? R I T 0 N E R T 
. s s 

F22 

SLGZDTHHT 
(3) A ? S E R N 0 0 N 

T 

The 'H'Ords are obviously OPERJ\TIONS, ~TINE PRISO!I'IERS, and AFTERNOON. The 
value Gc is clearly Tp,; that of Fe is S:p; and the following additional 
vaJ.ues a.re certain; 

47. Completing the solution~--o.. Each time an additional vs.lue is 
obto.ined, substitution is at once made throughout the crJIPtogram.. This 
leads to the determination of fUrther values, in an ever-widening circle, 
until all the identlficatio~~ are firmly and finally established, and 
the message is completely solved. In this co.se the decipherment is as A 
i'ollmm : W 

SFDZFIOGHLPZFGZDYSPFHBZDS 
A ASRESULTOFYESTERDAYSOPERA 

GVHTFUPLVDFGYVJVFVHTGADZZ 
B TIONSBYFIRSTDIVISIONTHREE 

C AITYDZYFZJZTGPTVTZBDVFHTZ 
HUNDREDSEVENTYNINEPRISONE 

DFXSBGIDZYVTXOIYVTEFVMGZZ 
D RSCAPTUREDINCLUDINGSIXTEE 

E THLLVXZDFMHTZAITYDZYBDVFH 
NOFFICERSXONEHUNDREDPRISO 

F TZDFKZDZZJSXISGZYGAVFSLGZ 
NERSWEREEVACUATEDTHISAFTE 

G DTHHTCDZRSVTYZDOZFFHTZAIT 
RNOONQREMAINDERLESSONEHUN 

JI YDZYGAVDGZZTKHITYZYSDZGHU 
D R E D T H I R T E E N W 0 U N D E D A R E T 0 B 

J Z F Z T G U P G D I X W G H X A S R U Z D F U I D 
E S E N T B Y T R U C K T 0 C H A M B E R S B U R 

K EGHTVEAGXX 
GTONlGHTXX 
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Message: AS RESUIJr m~ YES1.CERJ)AYG OPEltJ\.TIONS BY l!'IRST DJ:ITISIQrT TlmEE 
HUNDRED SEVENI'Y Nn'!E I'RIGOllEHS CL\HURED INCLUDING STh"TEJl:i~ OFFICERS OHE 
H'U'NDRED PR!SOIJ.!n.S \fEHE J~V 1\.CU.L\TED r.riiiS 1\.FTERNOmT REll·TAIUDER LESS OiiE Htfl'r
DRED 'l'HlRt'J~EN HOUNDED ARE TO BE SEliiT BY TR1JCK TO CIT.l\l,.illERSDURG TONIGIJT 

E.. The sol'\.ttion should, as a :rule, not be consi<".ered complete until 
an attcm.:Pt hus been lll(Vl€· to discov():r all the clements undcrlyill6 "'Ghe sen
eral system nnJ. the specific key to a messo.e;e. In this co.se, the"t"e is no 
need to delve 1\~ther itlto the ceneral system, for it is merely one or 
uniliteral substi'\..u"!::i.on 'tdth a mixed cipher alphabet. It is necessary 
o1~ advistl.ble, ho~rever, to reconstruct the cipher alphabet because this 
!nay give clues th~:~.t later may becom~ valuable • 

.£• Cipher alphabets should1 as a rule, be reconstructed by the 
cryptanalyst in the .for-n of enciphering alphabets bccau:;e they ~-rill then 
usually be in the form in which the cnci:Dherer used theln. This is :tmpor
tant for two reasons. First, 1f the sequence in th~ cipher co~onent 
gives ev:lde11ce of' sys liem in its cons·truction or i£ it yields cl·&les :point
ing tova.rd its deri vo.tion from a key woro. or a key phrase, ·this may often 
corroborate the identifications already n~de and m~y lead directly to 
additional identifications. A word or t~ro or explanation is advisable 
here. For example, re:f'er to the skeletonized. enciphering alphabet given 
at the end of subpo.r • ~ 5E. i 

Plain-------- A 'B C D E F G li I J K L M N 0 P Q R S T U V ~of X Y Z 
Cipher------- S Z V T H D G F I 

FG 
Suppose the cryptanalyst, loo}:ing at the sequence DGFI or DFGI in the 
cipher component, suspects the presence qf a keyword-mixed alphabet. 
Then DFGI is certainly a more plausible sequence than IXJ.FI. Examining 
the skeleton cipher co~ponent more caref\aly, he notes that S • • • Z 
woul.d a.llmv for insertion of tbree of the missing letters UWXY, since the 
letters T and V occ~~ later, Drobe~ly in tPe ke~Tord itself; further, he 
notes that the key vord probably begins under Fp and ends in TR, making 
it probable that the TH is followed by .A:B or BC. This would mean that 
either P, Q.~:A, Be orB, C0 • Assuming that P, Qp=A, Be, he refers to the 
frequency dl.stribution and f"tnc1s t.hat the "'.Ssur.rptions Pp=Ac a.!l..d ~=Be are 
not good; on the other hand, asstuuine; that. P, 0.p=B, Cc, the frequency 
distribution gives excellent corroboratiop.. A trial of these values 
1rould materially hastem solutiron because it is often the case in crypt
analysis that if the value of u. very lO'~T-i'requency letter can be surely 
established it will yield clues to other Va.l'\leS very quickly. Thus, 
if Qp is definitely identified it almost invariably will identifyU~, and 
'trill give clues to the~ letter follo"ine; the Up, since it must be a vowel. 
In the case under discussion the identification P, Qp:B, Cc would have 
turned out to be correct. For the foregoing reason an attempt should 
aluays be mo.d.e in the early stages of the analysis to detex'ID.ine, if 
possible, the basis of construction or derivation of the ciPhe~ alphabet; 
as a rule this con be done only by means of the ~nciphering alphabet, and 
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no·t the decipheri~ alpbo.bet. For exat.J;ple 1 the skeletonized deciphering 
alphabet corresponding to the enciphering alphabet directly above is as 
follows: 

Cipher-------- A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Plo.in--------- R T S 0 U A N I E 

S T 

Here no evidences of o. keytmrd-m.ixed alphabet are seen at all. IIowever 1 
if the enciphering alpnabet has been examined and sho·us no evidences oi' 
systematic construction, the deciphering alphabet should then be examined 
with this in view, because occa.sionaJ.ly it is the deciphering alphabet 
which shows the presence of a ltey or lteying clement, or which has been 
systematically derived from a word or pbrase. The second reason 't·Thy it is 
important to try to discover the basis of construction or derivation of 
the cipher alphabet is that it affords clues to the ge,neral type of key 
words or keying elemenlis employed by the enemy. Thi.s is a psychological 
factor, of course, and maybe of assistance in subsequent studies of his 
traffic. It merely gives a. clue to the general type of thinking indulged 
in by certain of his cryptographers • 

d. In the case of the foregoing solution, the complete enciphering 
alphabe li is found to be as follm-rs : 

Plain--------- ABC DE F G B I J K L M N 0 P Q R~ T U V W X Y Z 
Cipher-------- S U X Y Z L E A V N '-7 0 R T H B C D F G I J K M P 

Obviously, the le·!iter Q, which is the only letter not a!'pearine; in the 
cryptoe;ramJ sl1ould i'ollo"r P in the cipher co~onent. I-l0 te non that the 
latter is based upon the keyword LEAVEXlVTORTH, and that this :particuJ.ar 
cipher alphabet ho.s been coT'l'posed by shifting the mixsu sequence based 
upon this keyt-rord .rive intervals to the righ·l:i so that the key for the 
message is Ap~Sc.8 Note also that the deciphering alphabet fails to give 
any evidence of keyword construction based upon the 'trord T..FJ-tVEUWORTH. 

Cipher-------- A B C D E F G H I J K L M N 0 P Q R S T U V ~T X Y Z 
Plain---... ----- H P Q R G S T 0 U V vT F X J L Y Z M A N B I K C D E 
e. If neither the enciphering nor the deciphering al)?habet exhibits 

characteristics which give indication of derivation from a lmy irord by 
some form of mixing or disarrangement, "'che use or such a key 1-rord for 
this purpose is nevertheless not finally excluded as a possibility. For 
the reconstruction of such ~xed alphabets the cryptanaly~t must use 
ingenuity and a knmvledge of the more connnon methods of suppressing the 
appearance of key 'trords in the mixed alphabets. Several of these methods 
are given detailed treatment in par. 51 belmr. 

£• It is very important in practical cryptanalytic T..rork to pre
pare a tech..'lical sutlii18.ry or the solution of a system. Step-by-step 

8 It is usual practice to employ as the specific key the equivalent 
of either An, or the equiv-alent of' the first letter of the plain compo
nent uhcn tf1is component is a mixed sequence. 
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connnenta.ries should acco"ll,Pa.ny an initial solution; the steps taken should 
be jotted down as they are made, and at the end they should be collibined 
into a compl.ete rls:wiil of the ane.l:ysis. The r~sum should be brief and 
concise, yet comprehensive enough that at any future time the solution 
maybe reconstructed following the exact manner in which it was origi
nall.y accomplished. Assumptions of words, etc., shoUld be referred to 
with work sheet line- and column-indicators, and should be couched in the 
proper cryptologic language or symbols. A short exposition of the mech
anics of the generaJ. system, enciphering alphabets 1 enciphering diagrams 1 
etc., as well as all kel"'Words (together with their derivation) ana spe
cific keys shoul.d be included.. On the work sheet there should be a · 
letter-for-J.etter decr;yptment under the cipher text; the final plaintext 
version "shoUld be in word lengths, with any errors or garbles corrected. 
Nul.J.s or 'indicators shouing sentence separation, change of key 1 etc. 1 may 
be enclosed in parenthefles • All work sheets and notes should be kept 
together with the solution. -

48.. Gel!&ral remarks o'n the foregoing solution.--!• The e:xa.mpl.e 
solved above is admitteclly a more or less artificial illustration of the 
steps in anaiysis, made so in order to demonstrate general principles. 
It was easy to solve because the frequencies of' the various cipher let
ters corresponded quite well with the normal or expected frequencies. 
However 11 al.l cryptograms of the same monoalpha.betical nature can be 
solved al.ong the same general. lines, after a certain amount of experi
mentation, dependil;l.g upon -the length of the crj'ptogra.m11 and the skill 
and experience of the cryptanalyst.9 

b. It is no cause for discouragement if' the'-student's initial 
attemi)ts to solve a cr;yptogram of this type require much more time and 
effort than were apparently required in solving the foregoing purely 
illustrative exa.niple. It is indeed rarely the case that every assumption 
made by the cryptanal.yst proves in the end to have been co~ect; more 
often it is the case that a good many of' his initial assumptions are in
correct, and that he loses much time in casting out the erroneous ones. 
The speed and facility wi'th which this el.imination process is conducted 
is in many cases all tl1at distinguishes the expert f'rom the novice. 

9 The use of monoalphabetic substitution in modern military operations 
is exceedingly rare because of the s:iJnplicity of' solution. However, such 
cases have occurred, and one rather illuminating instance may be cited. 
In an i~ortant communication on 5 August 19181 General Kress von 
Kressenstein used a single mixed alp~Jabet, and the intercepted radio mes
sage was solved at Ame't'ican GHQ very speedily. A day later another mes
sage, b'Ut in a very mu~h more dif'i'icul.t cipher system, was intercepted 
and solved. When translated, it read as i'ollO'W'S: 

"GHQ Kress: 

The cipher prepared by General von Kress was at once solved here. 
Its further use and employment is forbidden. 

Chief Signal Officer, Berlin." 
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c. Nor will the student always find that the initial cinssification 
into vowels and consonants can be accomplished as easily and quickly as 
was apparently the case in the illustrative ex8lll)?le. The principle~:: in
dic~ted are very general in their nature and applicability, and there are, 
in addition, some other principles that may be brought to bear in case of' 
difficulty. Of these, perhaps the most usefUl are the following: 

(1) In normal Enelish it is unusual to find more than two consonants 
in succession, each of' high f'requency. If' in a cryptogram a succession 
of three or four letters of high-frequency appear in succession, it is 
practically'certain that at' least one of these represents a vowe1.10 

(2) Successions of three vovrels are rather unusual in English.ll 
Practically the only time this happens is when a vrord ends in two vowels 
and the next word begins vri th a vowel.l2 

(3) When two letters already classified as vowel-equivalents are 
separated by a sequence of six or more letters, it is either the case 
that one of the supposed vowel-equivalents is incorrect, or else that 
one or more of the intermediate letters is a vowel-equivalent.l3 

(4) Reference to Table 7-B of Appendix 2 discloses the f'ollolving: 

Distribution of first 18 digraphs forming 25 percent of' English text 

Number of consonant-consonant digraphs--------------------
Number of consonant-vowel digraphs-------~---------~------
Number of vm-rel-consonant digraphs----- .. ------------------
Number of voive1-vowel digraphs-----------------------------

4 
6 
8 
0 

Distribution of first 53 digraphs formlng 50 percent of English text 

Number of consonant-consonant digraphs-------~------------- 8 
Number o:r consona.nt-vm·rel digraphs------------------ ... ------ 23 
Number of vowel-consonant digraphs------------------------- 18 
Number of vowel-vowel digraphs----------------------------- 4 

10 Sequences of seven consonants are not impossible, however, as in 
STRENGTH THROUGH. 

11 Note that the vrord RADIOED, past tense of the verb RADIO, is coming 
into us age. --

12 A sequence of seven vowels is not impossible, hm-rever, as in TEE 
WAY YOU EARN. 

13 
Some cryptanalysts place a good deal of emphasis upon this principle as a method of locating the remaining 

vowels after tho first two or three have been located. They recommend that the latter be underlined throughout 
the text and then all sequences of five or more letters showing no underlines be studied attentively. Certain 
letters which occur in several such sequences are sure to be vowels. An arithmetical aid in the study is as follows: 
Take a lett-er thought to be a. good possibility as the cipher equivalent of a vowel (hereafter termed a possiblB 
vowel-equivalent) and find the length of each interval from the possible vowel-equivalent to the next known (fairly 
surely determined) vowel-equivalent. Multiply the interval by the number of times this interval is found. Add 
the products and divide by the total number of intervals considered. This "ill give the mean interval for that 
possible VO'I\ el-equivalent. Do the same for all the other poBBible vowel-equivalents. The one for which the 
mean is the greatest is most probably a vowel-equivalent. Underline this lett€r throughout the text and repeat 
the process for locating additional vowel-equivalents, if any remain to be located. 
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The latter to.bulo.tion shmfs that of the first 53 digraphs which form. 50 
percent of F!nglish text 1 41 of them, that is 1 over 75 percent 1 axe c;9n1 ... 
bi.nations of' a vowel with a consollp.}lt~ In short, in normal English the 
vpwels and ~he high-frequency consonants are in the long run distributed 
fairly evenly and regularly throughout the text. 

(5) As a rule, repetitions of trigraphs in the olpher text are com
~osed of high-freque~cy letters forming high-frequency combinations. The 
latter practically SlwaJ~ contain at least one vowel; in fact, if refer
ence -is made to Table 10-A of Appendix 2 it will be noted that 36 of the 
56 trigraphs having a frequency of 100 or mor~ contain one vowel, 17 of 
them contain two vowels, and only three of them contain no vo"'.rel., In the 
.case of _te"!;ra.graph repe1~itions, Table 11-A of Appendix 2 shows that no 
tetragraph listed therein fails to contain at least one vowel; 27 of them 
contain pr~e vowel, 25 contain two vowels 1 and 2 contain three vowels. 

(6) Quite frequently when two known vowel~equivalents are s~parated 
.l>Y six or more letters none of vThich seems to be of sufficiently high 
frequency to· represent one of the vowels A E I 0, the chances are good 
that the cipher-equiyalc:mt of the vowel U or ·y is present • 

• i --- ' 

~· To recapitulate the general principles, vowels may then be dis
tinguished from consonants in that they are usually repres~nted by: 

- -- ---' • -.- - - - i 
(1) high-frequency ~l~~te~~; r - • 

(2) high-frequency letters which do not readily contact each other; 

(3) high-freg_ue-nc;t letters -w:hi_ch have a great variety of contact; 
I • • I - -

(4) high-frequenc~ letters Which have'an affinity for low-frequency 
letters (i.e., low-frequency plaintext c~nsonants). 

e. In_ the forego1ng example the amGunt of experimentation or ucut
ting and fitting" was- :practically nil; (This is not true of real cases 
as·a-rule.) Where such experimentation is necessary, the underscoring of 
aii repetitions 9f several _letters is very essential, as it calls attent
ion to pecUliarities of-structure that often yield clues • 

.f• After a few basic assumptions of values have been made, if short 
words or skeletons of ·w-ords do not become manifest, it is necessary to 
make further assumptions for unidentified letters. This is accomplished 
most often by assuming a 1rord.t4 Novr there are two places in every mes
sage-which lend themselves more readily to successful attack by the assump
tion of words than do any other places--the very beginning and the very 
end of the ~ssage.. The reason is quite obvious, for although words may 
begin or end with almost any letter of the alphabet, they usually begin 

14 
__ ·This process does not involve anything more mysterious than ordinary, logical reasoning; there Is nothing 

of the subnormal or supernormal about it. If cryptanalytic success seems to require processes akin to those of 
medieval magic, if "hocus-pocus" Is much to the fore, the student should begin to look for items that the claimant 
of such success has carefully hidden from view, for the mystification of the unimtiated. 1f the- student were to 
adopt. as Ius personal motto for all his cryptanalytic ventures the quotatiOn (from Tennyson's poem Columb<~..!) 
appearing on the bacl' of the title page of this text, he will frequently find "short cuts" to his destination and will 
not too often be led a,.G~rayl 
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and end with but. a felt vflry comtnon digraphs and tr:tsraphs. Very often 
the association or letters in peculiar combinations will enable the stud
ent to no be 'tvhere o11e word ends and the next bee;ins, For exe.m;ple suppose 1 
E1 I~, s, o.nd T have been definitely identified, and a. sequence like the 
following is i'ound in a crY,Ptosram: 

• • • E N T S N E 8 • • 

Obviously the break between two words should f'aJ.l either after the S of 
E N T S or after the T of E N T, so that two possibilities are offered: 
• • • E N T S I N E • • • 1 or • • • E N T I S N E • • • • Since in 
English there are very few words with the initial tri~aph S N E, it is 
most likely that the proper division is ••• EN T sINE •••• or 
course, vhen several. word divisions have been round, the solution is 
more readily achieved because of the greater ease with which assumptions 
of additional new values may be made. 

li• Although a considerable amowtt of' detailed treatment has been 
devoted to vowel-consonant analysis, it is felt advisable again to caution 
the student against the natural tendency to accept without question the 
results of any one crY)?tanalytic technique exclusively, even one such as 
vowel-consonant analysis which seems quite scientific in character. 

1~9. The "probable-'\rord" method; its value anQ. applicability.--E:· In 
practically all cr;y:ptanalytic studies, short cuts can often be made by 
assuming the presence or certaln words in the message under study. Some 
writers a'Ltach so much value to this kind of an "attack from the rear" 
that bhey practically elevate it to the position of a method and call it 
the "intuitive method" or the "probable-,rord ll".ethod." It is, or course, 
merely a refinement of' '\That in everyday language is called "assuming" or 
11guessing" a word in the messaee. The value or maki~ a "good guess" can 
hardly be overestimated, and the cryptanalyst should never feel that he 
is accomplishing a solution by an illegitimate subterfuge '\<Then he ho.s 
made a fortunate guess leading to solution. A correct assUmption aa to 
plain text will of' ten save hours or days of labor 1 and sometimes there 
is no alternative but to try to "guess a word" 1 for occa.si'onaJ.ly a system 
is encountered the solution of ~'l'hich is absolutely depenclent upon this 
artifice. -

b. The expression "good guess" is used advisedly. For it is "aood" 
in ttoro respects • l•'irat, the cryptanalyst must use care in I!ID.ldng his 
o.ssUJnptions o.s to plaintext ~rords • In this he must be csuided by extra
neous circwnstances leading to the assumption or probab!_e:_ vrord.s--not just 
nny "imrds that come to his mind. Therefore he must usc his ima~ination 
but he must nevertheless carefully control it by the e~~crcise of cood 
juC~.Bem.ent. Se~ond, only if the 11guess" is correct and. leads to sOIU'tion, 
or o.t least puts him on the :road to solution, it is a BOOd c;uess. But, 
'trllile realizing the usefulness and the time and labor-saving features of 
a solution by assuming ·a probable ~rord, the cryptanalyst should exercise 
discretion in resard t.o hmr long he may continue in his efforts 't7i th this 
method. Sometimes he may actually waste time by o.dherinc to the 1nethod 
too long, if stro.iBhtforwarcl, methodical analysis 'rill yield resul'Ls 1.1ore 
quickly. J 
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c. Obviously, the "probo.ble-word" mathorl hns much more appHcabilt-t.:y 
when Wol~ldncs ttpOl'l 1in.~e:r l al the 6eneral na.turc oi' wh:l.oh is lrn~m, tb.o.ll when 
working upo11 :rn01.•o ot" lcr.D :l.&olo.ted eo:mmunioatiolm exoha.need bet~rcen corras ... 
ponO.ents concel'nillfl wllon or whoae n.ct:tvit;les noth1n~ is known. For :l.n the 
latter cas(' thoro io 111::tle o:r nothina, tbo.t the iD'I~eina.tion can nciza upon 

. as i bac~·ounc.l o't" 1lOSiG ~or the a.eB\Willt:1ona,l5 Howeve.l:', in the cn.se of 
m:t.lit.Ary c:rJ:':£1-l.nnnJ.ys:Ls ln time of active oper~tione there :ts 1 indeed, so 
great a. probabili·cy tha:t certain wo:rds and e:M.Preesiono ore praaent 111 cer .. 
tain cryptograms that those words and. ex;pressions ("cliches") arc o:rten 
ret'C?rred to as "cribs" (as defined in v1ebster 1s Ne~r Collegiate Diction .. 
a:ry: 11 

••• a plag~arism; hence, a translation, etc., to aid a student in 
reciti~."). The cryptanalyst is quite sure they a.re present in the 
cryptogram under examination--what he must do is to 11 !it' the crib to 
the text", tb.at is, lac ate it in the cipher text. 

-d. Very frequently, the choice o.r probable words is aided or l:lmit .. 
ed by the number and pe>sitions of repeated letters. These repetitions 
may be ;gatent--that is, externa.lly visible in the cryptographic text as 
it originally stands--or they may be latent--that is, externally invis
ible but susceptible of being made patent as a result or the a.na.lysis. 
For example, in a monoalpha~etic substitution cipher, such as that dis
cussed in the preceding paragraph, the repeated letters are directly 
exhibited in the cryptogram; later the student '\-Till encounter nvmy cases 
in which the repeti tiona are latent 1 but are made patent by the analyt
ical process. lfuen the :repetitions are patent 1 then the :2attern or !!!£· 
~ to which the l'e:pea.tea letters conform is of direct use in assuming 
plaintext words; and ·when the text is in word-lengths, the pattern is 
obviously oi' even gree.ter assistance. Suppose the cr:yptanaJ.yst is deal
ing with military text,, ln which case he may expect such words as DIVIS· 
Iotr, :BMTALION, etc., to be present in the text. The l?ositi.ons o.f' the 
repeated letter I in DIVISION, of the reversible digraph AT, TA in B.A!J'
T.At.ION, and so on, constitute for the experienced crypta.nal.yst tell-tale 
indications of the pr1:3sence of these vrords 1 even when the text is not 
divided up into its oTiginal word lengths. 

e. The important aid that a study o:r word patterns can afford in 
cryptanalysis warrants the use of definite terminology and the establish
ment of certain data having a bearing thereon. The phenomenon herein 
under discussion, natr.ely, that many words are of such construction as 
regards the number and positions of repeated letters as to make them 
readily identifiable, will be termed idiomorphism (from the Greek 11 idios"= 
one's own, individual, peculiar+ "mocyhe"=form). Words which show this 
phenomenon will be termed id:f omorphic. It will be useful to deal with 
the idiomorphisms symbolically and systematically as described below. 

15 -
· '·.a~eral Glvlerge in his Cours de C1 yptogrrspl,ie (p 121) says. "However, expert cryptanalyst& often 

e1nploy sul.'h details as are clte:f above [in connection witl1 a&.Guming the presence of 'probnble words'], and tho 
experience of tho years 1914 to 1918, to cite only those, prove that In pro.ct1ce one often bas at his d1sposal ele
ments of this nature, permitti 1g assumptions much more audacious than thoRe which served for the o.no.lys1s 
of the last example. The res der would therefore be wrong ln imagining that such fortuitous clements are 
encol!ntcrcd only in cryptogro.phlo works where the author deciphers 8. document tho.t ho hlm&clf euciphcrcd. 
Cryptographic correspondence, if it Is extensive, and if sufficle!ltly numerous working data. are at hand, often 
furnishes €'laments so complE.'tt, that an author would not dare usa all of them in soh·lng a. problem for fear of 
being accused ()( obvious exagr,era.tion." 
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f. When dealing with cryptograms in which the word lengths ru.1 e 
determined or specifically shown, it is convenient to indicate their 
lengths and their repented letters in some easily recognized manner or 
by fornmlas • This is exemplified, in the case of the ivord DIVISION, by 
the formula ABc;BDBEF; in the case of the word. B.AT!'.ALION, by' the f'ormuJ.a 
A:BCCBDEFG. If the cryptanalyst, during the course of his studies, makes 
note of striking formulas he has encountered, with the words which fit 
them, af'ter some time he will have assembled a quite valuable body of 
data.. And after more or less complete lists of such formulas have been -
established in some systematic arrangement, a rapid comparison of the 
idiomo1~hs in a specific crY.Ptogram ir.lth those in his lists will be feas• 
ible end. i-Till of'ten lead to the assumption of the current word.. Such 
lists can be arranged according to word length, as shown herewith: 

3/aba D:m, EVE, EYE, etc. 
abb ADD, ALL, IIL, OFF, etc • 

4/abac ARAB, AWAY, etc. 
abbe ALLY, BEEN, etc • 
abc a AREA 1 BOMB, DEAD, etc • 
abcb ANON, CEDE, etc~ 

etc. etc. 

I£. When dealing with cryptographic text in which the lengths of the 
words are not indicated or otherwise de·lierminable, lists of the foregoing 
nature are not so useful as lists in which the words (or parts of words) 
ru.1 e arranged according to the 
following manner: 

1 Interval ~ Intervals 
-DiD- AbbAcy 
-EvE- ArAbiA 
-EyE- AblAtive 
divislon AboArd 

revision -AciA-
etc. etc. 

intervals between identical letters, in the 

3 Intervals 
AbeyAnce 

hAbitAble 
lAborAtory 
AbreAst 
AbroAd 
etc. 

Repeated digraphs 
COCOa 

-d.ERER 
ICICle 

-ININg 
bAGgAGe 

etc. 

h. The most usual practice, hovrever, in designating idiomorphic 
patterns and classifying them into systematic lists is to assign a lit
eral nomenclature to that pol~ ion of a word (or sequence of plaintext 
letters) Which contains the distinctive pattern, beginning with the first 
letter which is repeated in the pattern and ending >fith the last letter 
which is repeated in the patterno Thus, the ~mrd DIVISION would be term
ed as ~n idiomorph of the abaca class (based on the sequence !V!Sl con
tained therein), and the word BATTALION as an idiomorph of the abba class 
(based on the sequence A'ITA). In Appendix 3 will be round a compendium 
of the more frequent military i-Tords in English, arranged according to 
word-lengths in alphabetical order and in rhyming order; in addition, 
there will be found in this appendix a listing of idiomorphs arranged 
first accordine to pattern and then according to the first letter of the 
idiomorphic sequence. 
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o. Solution of additional. cr togra.ms reduced b the same ca n
ents .--a. To retur11_, after a rather long digression, to he crY,Ptogram 
iOiVed In :pars. 41~ - 47, once the com;ponents of a cipher alphabet have 
been reconstructed_, subsequent messages which have been enciphered by 
means of' the same components may be solved very readily, a.nd without re .. 
course to the :principles of frequency 1 or application of the probable
word method. It has beEm seen that the :lllustral:iive ceyptogram treated 
in :paragraphs 1~1 - 1~7 "mi.S enciphered by juxtaposing the cipher component 
against the normal sequence so that Ap=Sc, It is obvious that the cipher 
component may be set against the plain component at any one of 26 differ
ent points of coincidence, each yielding a different cipher alphabet. 
After the C07l!Ponents have been reconstructed, however 1 they become 
known sequences and the method of converting the cipher letters into 
their plain-component equivalents and the11 completing the plain-component 
sequencel6 begun by each equivalent can be applied to solve any crypto• 
gram 't(hich has been enciphered by these components. 

b. An example 'Will serve to make the process clear • Suppose the 
folloWing message, passing between the same two stations as before, was 
intercepted shortly after the first message had been solveds 

IYEWK CERNW. OFOSE LFOOH EAZXX 
It is assumed that the same collq)onents were used, but with a different 
key letter. First the initial two groups are converted into their 
plain ... component equivalents by setting the cipher component against the 
plain conu>onent at •any arbitrary point of coincidence. The initial let• 
ter of' the former ma.y as well be set against A of the latter, witb. the 
following result: 

Plain--------- A B C D E F G H I J K L M N 0 P Q R S T U V W X Y ~ 
Qipher-------- L E A V N W 0 R T H B C D F G I J K M P Q S U X Y ~ 

... -.CrYPtogram: ... :. "!' Y E W K C E R N W • • • 
Equivalents--- P Y B F R L B H E F • • • 

Tlle plain co:m;ponent sequence initiated by each of these conversion equ:l:vw 
alents is now com;pleted1 with the results shown in Fig. 15. Note the 
plaintext generatrix, CLOSEYOURS, which manifests itself vithout further 
analysis. The rest of the JneSsa.ge may be read either by continuing the 
aame process,. or, what is even more simple, the key letter of the mess~ 
lDEJ.Y now be determined quite :readily and the message deciphered by its 
means. 

16 It must be noted that if the plain component is a mixed sequence, 
then it is this mixed sequence 'Which must be used to complete the 
column!! • 
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IYEVTKCERNW 
PYBFRLBHEF 
QZCGSMCIFG 
RADHTNDJGH 
S:BEIUOEKHI 
TCFJVPFLIJ 
UDGKWQGMJK 
VEHLXRHNKL 
WFIMYSIOLM 
XGJNZTJPMN 
YHKOAUKQNO 
ZILP:BVLROP 
AJMQCWMSPQ 
BKNRDXNTQR 

*CLOSEYOURS 
DMPTFZPVST 
ENQUGAQWTU 
FORVHBRXUV 
GPSH'ICSYVW 
HQTXJDTZWX 
IRUYKEUAXY 
JSVZLFVBYZ 
KT\fAMGWC ZA 
LUXBNHXDAB 
MVYCOIYEBC 
NWZDPJZFCD 
OXAEQKAGDE 

Figure 15. 

c. In order that the student may understand vrithout question just 
what is involved in the latter step, that is, discovering the key letter 
after the first two or three groups have been deciphered by the conver
sion-completion process, the foregoing exa.lltple vrill be used. It was 
noted that the first cipher group was finally deciphered as follows: 

Cipher-------- I Y E W K 
Plain--------- C L 0 S E 

Now set the cipher component against the normal sequence so that Cp=Ic• 
Thus: 

Plain--------- A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher-------- F G I J K M P Q S U X Y Z L E A V N W 0 R T H B C D 

It is seen here that when Cp=Ic then Ap=F c. This is the key for the en
tire messac;e. The decipherment may be completed by direct reference to 
the cipher alphabet. Thus: 

Cipher-- I Y E W K C E R N W 0 F 0 S E L F 0 0 H E A Z X X 
Plain--- C L 0 S E Y 0 U R S T A T I 0 N A T T W 0 P t-1 X X 

Hessa.e;e: CLOSE YOUR STATION AT TiW PM 
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d. The student should make sure ·that he understands the fundamental 
principles involved in this quick solution, for they are among the most 
important principles in cryptanalytics, How useful they are will become 
clear as he progresses ·i.nto more and. more complex cryptanalytic studies. 

- - - .... -
e. It must be kept in mind that there are four ways that two basic 

sequences may 'Qe used to form a cipher alphabet,-su.bject ·to the instruc
tions guiding the cryptographer in the use of his cryptosystem; this fact 
must be considered when additional cryptograms appear in a particular 
cryptosystem for which the primary components have been recovered. Assum
ing that the sequen11es just recovered are labelled "A" end "B", then the 
following contingencies might arise in the encryption of subsequent mes-
sages: 

(1) "A" direct for the plain component, and "B" dire~t for the 
cipher component (as in the original recovery); 

(2) "A11 direct for the plain, end "B" reversed for the cipher; 

(3) "B" direct -for the plain, Md "A" direct for the cipher; and 

(4) "B" direct for the plain, and. "A" reversed for the cipher. 

51. Derivation of key words.--~· Concurrent with the solution of a 
cryptogram, there should be a simultaneous effort in the reconstruction 
of cipher alphabets BJld recovery of key words. Much labor can thus be 
saved as recovery qf the keY's early in the stages of solution may trans
form the process of cryptanalysis into one of decipherment. 

b. A mixed. ciphe't" alphabet falls into one of five categories, 
acc.ording to the composition of its components, viz., 

(1) the plain component is the normal sequence and the cipher com
ponent is mixed.; 

(2) the cipher component is the normal sequence and the plain com
ponent is mixed; 

(3) both components are the same mixed sequence; 

(4) both components are the same mixed sequence, but running in 
reverse; or 

(5) the components are different mixed sequences. 

c. Let us examine several types of mixed sequences, using the key 
word HYDRAULIC as an example. The ordinary keJil-rord-mixed sequence pro
duced fro~ this key word is: 

- - -
(1) H Y D R A U L I C B E F G J K M N 0 P Q S T V W X Z 
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The two principal transposition-mixed types based on this keyword are 
derived from the diagram: 

HYDRAULIC 
:BEFGJKMNO 
P Q S T V W X z and read: 

(2) liB P Y E Q D F S R G T A J V UK W L M X IN Z C 0 and 

(3) A J V C 0 D F S H B P I N Z L M X R G T U K W Y E Q 

Other ty:pes may arise from various types of route transpositions such as 
the following, using the foregoing diagram: 

(4) H B P Q E Y D F S T G R A J V ·W K U L M X Z N I 0 0 

(5) H Y B P E D'R F Q S G AU J T V K L I M \of X N C 0 Z 

(6) P B Q H E S Y F T D G V R J W A K X U M Z L N I 0 C 

{7) H Y D R A U L I C 0 N M K J G F E J3 P Q S T V W X Z 

(8) 0 C I L U A R D Y H B P Q S T V W• X Z N M K J G F E 

(9) R Y E B P Q S T G F D R A U K J V W X Z N M L I C 0 

{ 10) C P I 0 Q B L N S E H U 1-1 Z T ~ Y A K X V G D R J W 

Any trans:position system may be employed to produce a systematically
mixed sequence; practicability of method is the only determining factor. 
It must be remembered that the greatest amount of systematic mixing will 
produce a sequence inherently no more secure than a random-mixed alphabet, 

d, The student would do we'll to construct both enciphering and de
ciphering versions of cipher alphabets recovered, as has been previously 
mentioned. For example, in the following case 

Plain: 
Cipher: 

JQNMFHLEBRSKGYZOTICDUVAWPX 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

no semblance of a key is apparent; but in the inverse form 

Plain: A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher: W I S T H E M F R A L G D C P Y B J K Q U V X Z N 0 

the key-phrase "NmT IS THE TIME FOR ALL GOOD MEN TO COME: TO THE AID OF 
TRE:IR PARrY" is quite clear. In other types of mixed sequences, first 
the one form is attacked, and then if negative resul.ts are obtained the 
inverse form is treated. 

e. Let us consider the following cipher alphabet: 

P: A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
C: D vT Z M S 0 C R Y AT X B E F U G Q H IV J K L N P 

The section V W X seems to comprise superimposed parts of the non-keyword 
JKL 

portions of mixed sequences. Adding Y Z to the :plain component, we get 
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V If X Y Z which is certainly consistent as far as alphabetical :progres
JKLNP 
sion goes, and indicates that the letters M and 0 are present in the key 
word of the cipher component. Continuing in this vein, the section 
M N 0 Q S T V W X Y Z is rapidly established by correlating both se
BEFGHIJKLNP 
quences. It is obvious that the plain coruwonent key word begins right 
after the Z, and that the cipher component key word probably just pre
cedes the B • Going to the rieht, Z R H suggests key words like RHOMBO;ID, 

PQR 
IDIEITJMATISM, etc. These trials are quickly repudiated; therefore we go on 
to Z R E which is acceptable. Z R E K is found wanting, but Z R E P is 

PQS PQST PQSU 
very satisfactory, and this is soon expanded to Z R E P U B L I C, and in 

P Q S U V vT X Y Z 
a moment or t"'Y'O vre recover the complete cipher alphabet: 

P: R E P U B L I C! A N D F G H J K H 0 Q S T V W X Y Z 
C: Q S U V 1V X Y !ii D E M 0 C R AT B F G H I J K L N P 

f'. In the example below the student vrill observe that the alphabets 
are reciprocal: this ia an indication of identical sequences at a shift 
of 13, or that a mixed sequence running against itself in reverse has 
been employed. In this case theW X Y Z points to the latter hypothesis. 

ZYXW 

P: A B C D E 'F G H I J K L M N 0 P Q R S T U V W X Y Z 
C: H 0 J F T D N A K C I M L G B S U V P E Q R Z Y X W 

Starting with the V 1-T X Y Z R cluster, we see tha.t the key word begins 
RZYXWV 

with the letter R; therefore the next letter should be a vowel. Z R A 
WVH 

is not acceptable, but Z R E is fine, showing that the letter U appears 
WVT 

in the key word. Continuing the same line of reasoning as in the preced
ing example, and vrith a little further experimentation, the final alpha
bet is discovered to be 

P: R E P U B L I C A N D F G H J K M 0 Q S T V W X Y Z 
C: V T S Q 0 M K J H G F D N A C I L B U P E R Z Y X W 

g. In the next example, all efforts to derive key words on the 
basis-of keyword-mixed sequences are fruitless: the conclusion is there
fore drawn that this is a case of a transposition. 

P: A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
· C: A C S E J Y I G W L F V M H X N K Z P B Q R D U T 0 

Considering the mechanlcs of the cryptography involved, and assuming for 
the time being that Z :1 s at the bottom of the matrix and not in the key 
word, ye start with thE! letters to the left, or if this fails, to the 
right of Z in the ciphE!r component, obtaining the colunm N v7hich is not 

/ IC, 
z 

incompatible if N is in the key word on the top row. If' we place Y to 
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the left of' Z and build up ~ colUI!111, we get E N which ie excellent. 
JK 
YZ 

This :ts expanded into I M E N which quickly becomes 
GHJK . 
WXYZ 

.zl843a269 
PARLI ENT 
BODFGltJKO 
Q.SUVWXYZ 

This last example was very easy because none of' the letters V W X Y Z ap; 
peared in the key wrd; but other cases should hardly prove more d.i:f'f'ic\Lt.t. 

h. Two additional methods tha:b have been encountered for deriving 
mixed sequences may be mentioned. One is a slight modification of the 
preceding paragraph, When the key wrd contains repeated letters: 

1 8 7 3 4 9•5 2 6 
C 0 M • I T • E • 
ABDFGRJKL 
N'PQRSUVWX 
YZ which produces the mixed sequence: 

CANYEKWFRIGSJVLXMDQOBPZTRU 
The other method is an interrupted-key columnar transposition system:l7 

5 1 3 4 2 6 
VAL.EY 
B c) 
D F G H I) 
J K M) 
N 0 P Q) 
R) 
S T U W X Z) which produces the mixed sequence: 

ACFKOTEIXLGMPUHQWVBDJNRSYZ 
The first example will succumb to the treatment outlined in subpar. g, 
whereas the second method is vulnerable owing to the presence of the
fragments D J N, F K 0, and G M P in the sequence which may be anagram
mad. Note the fair-sized fragment B D J N R s, composed of an ascending 
sequence of' letters; this is an outward manifestation of the interrupted
key colunu1ar method. 

i. There are still other methods used for the production of' mixed 
sequences, but space does not permit giving further examples. However, 
the student should by this time be able to devise methods of' attack for 
any special cases that may present themselves, based upon the crypt
analytically exploitable weaknesses or peculiarities inherent in the 
sys t..em of cryptogrnphy involved. 

l7 It is to be noted that in this particular case the numerical key 
serves ~ro purposes: (1) determining the cut-o£f point (and therefore 
the nu.niber of letters) in each rovr of the diagram, af.'ter the appearance 
of the lceyword; and (2) determining the order of transcription of the 
colm11.ns • 
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SECTION VII 

, ,MULTILITERAL SUBSTITU'.JIION WITH SINGLE-EQUIVALENT CIPHER ALPHA:Bm'S 

_ . . Paragraph 
Gener~l types of multilii,eral cipher alphabets •••••• o............... 52 
'l!he Baco!J.ian _ ~d Tri them:l.an ciphers ••••.••••••••••••••••••••••• '! • • • • • 53 
Analysis of mu.ltiliteralJ' monoe.lphabetic --substitution ciphers........ 54 
Historically interesting exwn;ples ••••••••••••••••••••••••••••••••• !, ·55 
The , international (Ba.udc-1:.) teleprinter code ........................ ~. • ?6 
-:.. .. -......, --- =-- -- -- -

. _,.52. General types of multiliteral cipher aiphabets • ...-!• ~!-~" 
betic substitution methocls in general may be classified into ~'-.lf.~fi"At! 
and multilitera1 systems. Iii the former there is a str;Lct "one-t.o-op.e" 

. corr~spondence between- the length of- the units of the plain and those ot 
the cipher text j that iS 1 • each letter Of the plain text iS replaced by a 
single_ char~cter in th~ ~dpher text. - In the latter this correspondence 
is no longer -lp:lc but wty'be lp:2c, where each letter of the plain.teXt 
is replaced by a combinaJdon of two characters in the cipher text; or 
:J-p:3c, where a three-character combination in the cipher text represents 
a single letter of the p1ain text, and so on. A_ cipher in which the cor-

.respondence is of the lp:lc type is termed uniliteral·in character; one 
in whicp it is of the lp:2c type, biliteral; lp=3c, triliteral, and so on. 
Ciphers in which one plaintext letter is represented by cipher characters 
of two or more elements are classed as multil:tteral.1 - · 

b. Biliteral alphabets are usually composed of a set ·of 25-or 26 
~om~:rnations of a limi. te•i number of characters taken -in pairs • ·An · 
~xample of such an alphabet is the following_: ' 

Plain~------- A 
Cipher------- WW 

~ -

Plain------.:- _ N 
Cipher------- II 

_ ..... _ ..__ 

B c . 
D 

111H WI WT 
·- -- .r_ ...... _,....- .. 

0 p Q 
rr" IE '1'\-1 

E 
WE 

R·-

TH 

- ~ - -

F G H I J K 
llW'~ RH H! ·m B.T HE 

--.-:&:" s T u v· w X 
TI '1'r TE EW :EH -EI 

_... :;; - ~~ ' - - .z; ..... ~ . ~ .. -..:.... . - -

t -~-
M 

IW m 
y z 

m EE 

This alphabet is derived fr?m the cipher-square or matrix shown in 
Fig. 16. The cipher equivalent of each plaintext element is made up of 
two coordinate letters from outside the cipher matrix, one letter betng 
the coordinate of the ro~, t~e other being the coordinate of the column 

~-The terms uni~iteral and multiliteral, although originally applied 
only to cipher text colll)?osed of letters, are used here in their broader 
sense to embrace cipher text in letters, digits, and even other symbols. 
In more precise terminology, th~se terms w~ul~ probably be monos~bolic 
and pol~bolic, respectively, but the terms uniliteral and multiliteral 
are too well established. in literature to be changed at this late time. 
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in which the pla:l.ntext letter is located. In other words, the letters at e 
the side and top of the matrix have been used to designate, according to 

w 
H 

(1) I 
T 
E 

ta> 
W H I T E 
A B c D E 
F G H I-J K 
L M N 0 p 

Q R s T u 
v w X y z 

Figure 16. 

a coordinate system, the cell occupied by each letter within the matrix. 
The letters {or figures) constituting the coordinate elements of such 
matrices are termed row and column indicators. 

-
• - ..... 'JI 

c • If a message is enciphered by means of ·the i'orego;l.ng bil:l;~:eJ;"al 
alphabet 1 ~he cryptogram is still monoalphabetic in-cha:t'agter. (}. fre.::-. 
quency distribution based upnn pairs of letters will obviously have all 
the che.r!=J.cteristics of a simple, uniliteral distribu,t~on fo:t" .9. ·IOOnoalpha-
betic substitut:t.9n_cipher. ·· · 

d. The cipher alphabets shown thus far in this text have involved 
only letters,· but alp~bets in which the cipher component consists· or 
figures, or groups of fi_gu;res, are not unconnnon in military cl'Y,ptography. 2 
Since there are but 10 digits it is obvious that, in order to represent 
an alphabet of more t.han 10 characters by means of figure ciphers, combi
nations of at least two digits are necessary. The sinij;llest kind of such 
an alphabet is that :f:n yl_lich ~=011 Bo=02, • • • Zp=26; that is, one in 
which the plaintext letters haye_~ t$.e~ equivalents twq;-:digit nunibera 
indicating their positions _in t~ 11ormal alphabet. · .. 

!• Instead of a simple alphabet of the preceding tYf'e, it is poa
si'qle to use a diagram. of tp.~ type shown in Fig. 17. In this qiph,ezr · . - - ~ 

1 2 
1 A B .. 
2 K L 
3 u v • ' 

; ... .... 

Figure 17. 
..1' 

2 Although, as an e~ension of this idea, cipher al~habets _employi~ 
signs and s:ymbols are possible, such alphabets are not suitable for 
modern cryptography because they can be neither telegraphed nor.tele~ 
phone~ with any degree of accuracy, speed, or fac:tlii?Y• .-, .' ", ·.~· 
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the le·Her Ap is rc:pl•cscn1:;ed by the ~i~oiD!J3 11, BP .by the dinome- 12, 
etc·. Furthermore, this nut"lirix includes provision for the cncipher.ment of 
some of the frequently-used punctuation :marlts in. addition to ·the 26 let-
ters • - -- ~ - -~~ · _ _ , -~ ~ · _ . 

- "' - - =-=---- ~ '"-=- ~ .. - - c ," 

f. Ot.her t;ypes of bi.li'teral cipher o.lphe.bets arc illustrated in ihe 
eiea.mples below: 

1 
2 
3 
4 

5 6 7 8 9 ¢ 
A B c D E F 
G H I-J K L M 
N 0 p Q R s 
T U-V W X y z 

-~ ... - .. _ ------ ~-

__ Figure 18. 

- - M ·u N I- C H 
B 

~- i .. - E 
R 
L. 

I 
N 

G 
A 
c 
H 
K 
T 

7 E 5 
1 N y 

3 D 4 
8 I 9 
L 0 p 
u v "YT 

-

Figure 20. 
-

R M 
B 2 
F 6 
J ¢ 
Q s 
X z 

!.:'!, - - " ~ ~ ... ·-. 

- ' . .F~~e 19.: . 

--... 

A B c D E 
.. r~ 

! F G H 
A A D G J M p s v y 
B B E H K N Q T vT z 
c c F I L 0 R u X 1 
D 2 3 4 5 6 7 8 9 95 

Fieure 21. 
- . 

~. It is to be not~d that in alphabets of the foregoing types, the 
row indicators maybe distinct from the ~olumn indicators (e.g., Fig. 18), 
or- they may not- (e.g., Fig. 19); of course 1 '-rhcn there is any duplication 
between the row and column indicators, it is necessary to agree beforehand 

,-,.poiCwhich indicator "'fill be given as· the first half o:r the equivalent 
-for a letter, in order to avoid ~biguity. (In all of the systems de
scribed in this and subsequent sections of this te,~, the row indicator 
will-aiways form· the i'irst -pa.rt of an equivalent). \Jh_en letters are used 
as row and column inaica.tors they rnt.l.Y form a key 1-rord (e.g., Fig. 20), or 
they ms.y not (e.g., Fig. 21); the key 1-1ords~ if' formed, may be identical 
{e.g., Fig. 16) or di.fferent (e.g., Fig. 20}. Furthermore, the ple.intext 
letters may be arranr;ed vrithin the matrix as a mixed sequence (e.g .. , Fig. 
20), either systematically- or ·random-mixed; and the matrix IDB.y contain, 
in addit_ion to the lettE~rs of the alphab~t, punctuation s;ymbols (Fig. 17), 
numbers (Figs. 20; 21), etc.; permitting their enciphennent as such, in
stead of' having to be SJ)elled out • 

. 3 A pair of' digits 113 called. a ·dino:nle; similarly, a trinome is a ... set 
of' three digits; a tetranome, a set of four digits; etc • Al thoueh a 
single digit vrould prQ'p.::!rly be termed a mononome, for the salfe of euphony 
it is shortened into the term monome • 

.· . . --
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h. lfuen letters are used as row and column indicators, they may be 
selected so as to result. in producing cipher ·text that resembles a.rt~
ficial words; that is, vrords composed o~ alternqt~ vo~els and QO~sopanta. 
For example, if in Figure 16 the row indicators consisted o~ tho vowels 
A E I 0 U in this sequence from the_ top do,~, and the co:l:_umn indicators 
consisted of the con.sona.nts :B C D F G in 'this sequence--from lef't to right, 
the rTOrd RAIDS would be enciphered as OC.ABE FAFOD, which very'"closel:f ·· 
resembles code of the type formerly called artificial code ~anguage. 
Such a system may be called a ~a1s7, or ;psettdo-code system. . 

i. As a wenlt type of subterfue;e, bilitera.l ci:Phers may involve a 
third-character appended to the ;"Qasic tiro-character cipher unit; this is 
done to 11 caJOOui'la.ge11 the biliteral nature of the ciphe;r te:JFt, -~h~s third 
character may be produced through the use of a. cipher matrix of the tYJte 
illustrated in FiB. 22 (wherein Ap=611 1 Bp=6121 etc.); or t~e third char
acter may be a. 11 sum.-checking11 d.igi t which is the non-carr~ s~ (i.e., 
the sum modulo 10)5 of the preceding two digits, such as in the trinomea 
257, 831, and 662; or it may merely be a randonuy~selected character (in-
serted solely- for the purpose of leading the cryptanalyst astray_). -

-123.45 
61 ABC DE 
72 F G HI..JK 

.83 L 1-1 N 0 P 
94 QRSTU 
05 V 1-T X Y Z 

F~gure 22. ~ -~··--

- =.. _- • ..~ "'-= .... l"'"S! 

... .J.. Another possibility thv.if lend.s itself to certain ~lt~litero.J.. 
ciphers is t~ use of a wo.r..9-· spacer or word: separa.:tor. This wor~ s~pg.7 
rater might be represented by a va.lue in the matr;tx; i.e • .,. the sepa.ratpr 
is enciphered (for ins:ta.nce, the dino;w~ "3911 .in Fig. 19.,might s"lt~d ;for 
a word separator). The word aep~ator :rpight instead be a..EJ.~ e~ement 
not otherwis~ ~e~_in th~ cryptosystem; i.e., unenciphereq, an~. t~us ~ot 
giving rise to any possible ambiguity. ~hus, in F~_g. 19 the digit ¢ c.md. 
in Fig. 21 the letter J might be used as word separators, since Jl'V ~9P:-
fusion would a::: ~f e- in decrjY.Pting ~ _ ! · - : ~- , , .... _ .· , :; . .- ·. 

- .. 
._ - \.l"" ~ ... ... -... 'lr; ... . ' -

.... ,4 -1 .,. -~- ~"""': ... f--.;- ·-~- i .. . (, .... <# 

Prior to 1934, international _telegraph regulations requir:ed c.or..lc _ 
words of five letters to contain at least one vowel_ and cQde word11 or ten 
letters to contain at least three vm-re1s. The International Telegraph 
Conference held in Madrid in 1932 amended these regulations t~ permit ·the 
use of 5-letter code groups containing any combination of letters. These 
unrestricted code grO\lP~, "'fe~<; a~tQ.orized for use after. ;r. January 1934. 

5 The tem modulo (abbreviated mod) pertains to a, c~.J-ic s.cale o~ 
basis of arithmetic; thus, in the modulus of 7, the numbers.8 and 15 are 
equivalent to 1, and 9 and 16 are equivalent to 2, etc.; or expressed 
differently, 8 mod 7 is 1, 9 mod 7 is 2. In cryptology, many operations 
are expressed mod 10 and mod 26. 
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k. The biliteral alpho.bets yielded by the m.::ttriccs of' Figs .. 16-21 
mo.y also be termed bipartite, because the cipher units of these a.l]?habets 
maybe divided int~separa.te parts whose functionq are clearly de
fined, viz.~- ro;r ind:tca.t;ors and column indicators. As will be disc·1.1ssed 
later, tiiTs bipartite na.ture or most biliteral alphabets produced from 
cipher matrices constitu.te one of the weaknesses of these alphabets which 
make them recognizable a.s such to a cryptanalyst. However, it is poasible 
to employ a cipher mo.trix in a manner which will produce a biliteral 
alphabet not bipa.rti te :i.n character. For ex8ll1.ple, u.s ing the matrix of 
]fig. 23 ooocould produc.e the following biliteral cipher alphabet in 

' II: 

i w-.- --, ~ .... ~ .. -;f.,• -~ 

-
-. 09 

15 
-: -21 

•2.7 
- -_~3 

1 2 3 4 5 
H y D R A 
u L I-J C -·"'B 
E F G K M 
H 0 p Q s 
T v vt X z 

... ..~"lr: ~ ii.... ~ -:: .. " f .. .-'" ~ - .: t . - ~ ..... -=-; ~ 
~~~ F:tgure_?;r.- , 

.... 

. which ~P.e equivaleni foJ; an; f~tt~;·in'iu~ ~tr+i' :t.a the ~P.m-Pf t\m-ti@ 
coordinates which indica.t~ its cell in the ~t:pi~; 

. . 
- ...... ... l ~ • - -. 

Plain-----=-- A B c D E F. ~G ff J; if I ~ M 
Cipher------- .14 20 19 12. 22 23 24 10 18 +8 a~ +7 e6 

-

~lain-------- N 0 p Q R s T u v w X y z 
28 31 

- 34 16 35 36 37 38 Cipher------- 29 30 13 3f: 11 
.... - I ..... .,;;- ..... ..., ., -

- - ... r ~ • c-

The cipher units of this alphabet are, of course, biliteral; but they are 
not bipartite. Note the equivalent of ~' that is 14--if divided, it 
yietd.S- the digits 1 and 4 which hB.ve no meaning ;eer ~: plaintext letters 
whose cipher equivalents begin with 1 may be found in two different rows 

-of the matrix, and those whose equivalents enq i:p. 4 appear in tpree dif
. ferent columns • 

53. The :Baconian and Tri themian ciphers • --a. An interest!~, exa'itpl.e 
... -.--in which the cipher equivalents are five-letter-groups and yet •the re:

sulting-cipher is strictly monoalphabetic in character is found in the 
cipher system invented by Sir Francis Bacon (1561-J.626) over 300 years 

. ago. Desp:i.te its antiquity th~ syste~. J??S~e_sses ~ertain fea·liures of 
-, 

,,...._ ..... - -
L ~-
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merit which aJ."e well worth noting. 6 Bacon proposes ·the following 24- e 
element cipher ~lphabet, colll.[>Osed of' :per:mu.tat:tons of' two elements taken 
five at a time: f 

• 

A=aaaaa I-J=abaaa. R:bo.aaa. 
'B:a.a.o.ab K:aba.ab S::baao.b 
C:aanba L:nbaba T:baaba 
D:aaabb M:e.babb U-V:ba.nb'h 
E:aabaa N:abbaa _W:babaa 
F:aabab O:abbab X::ba'ba'b 
G:aabba P:abbba · Y:babba. 
H:aabbb Q:abbbb Z:babbb 

If this were all there "t-rere to Bacon's inv-ention it "1'7ould be hardly worth 
bringing to attention. But i~hat he pointed out, w!,_th great clarity and 
silli,ple examples, was how sl).ch an alphabet might be used ·t;o convey a 
secret message by enfolding it in an innocent, external message which 
might easily evade the strictest kind of censgrship. As a very crude 
example, suppose that a message is written in_~apita.l and lower-cas~ let
ters, a:ny capital letter standing for o.n "a" element of the cipher a.J.pha
bet., and any small letter, for a "b" element. Then the external sentence 
"All is well with me today'' can be rnnde to contairl the secret message 
"Help." Thus: " _ 

A L 1 i B w E 1 L w ! t H m E T 0 d a y 
,a a b b ~ \a a b a aJ \.a b a b a.,., a b b b a, ...-- -r .,._ -r \, .... • 

H E 'L p 
. ~ 

Instead of employing a device so obvious as capital and small letters, 
suppose that an "a" element be inuicated by a very slight shading, or a 

6 
For a true picture of this cipher, the explanation of which is often 

distorted beyond recognition even by crYJ?togrn.phel~s, see Dacon 's o'W!l des
cription of it as contained in his De A~~:~ntis ~cientiarum (The Advance
ment of Learnin:)'), us translated by any first class editor, suC!h as Gilbert 
Watts (151.1-0) 01.: Zllis, Spedding, a.nd Hea·th (1857, 1870). The student is 
cautioned, however, not to accept o.s true any aJ.leBed "decipherments 11 

• ob
tained by the app1ic~tion·~r Da£on's ci~her to literary works of th~ 16th 
century. These reacl.mgs are p~cly subjectiv-e. . - , · _ . -

7 Bacon 1 s alphab~:t; 1-ras cailcr.l by him a 11bili tera.i alr>habet 11 becaus-e it 
employs permutations uf tva let"Gers. But from the cry:pta.nalytic stand
point the significant point is that each plaintext letter is represented 
by a 5-character equivalent. Hence, present terminology requires that 
this alphabet be referred to as a auinqueliteral aluhabet. Although the 
quinqueli teral alphabet affords 32-· permutations, Bo.con used only 211- of 
them, because in the 16th century the letters I and J, U and V vere used 
interchangeably. No t.c the ree;ulari ty of construction o.f Bacon's bili teral 
alphabet, o. feature 'tThich easily permits its reconstruction from r.teruory. 
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very slightly hco.v:ter stJ~oke. Then a secret message might easily be thus 
enl'olded wit.hin an external message of exactly opposite meaning. The 
nrnriber of possible va.rio.-1:.1ori.s of this basic scheme is very high. The 
fA.ct tho.t the char~cters _C?:f' :the <:r~tographic text are hidden in some 
manner or other has, hm-rc~ver, no effect upon the strict monoalphabeticity 

. o.f the scheme • 
• ! .1. -= ' . -- -

b. Almost 100 years b~f~~~ .Bacon's t~me, ~he abbot-T~ithemiu.S~
born J~hann von IIeydcnberg (1462-1516) 1 invented a:·triliteral alphabet 

· -which he evidently intended to use in a fashion similar to Bacon 1 s 
~ al;ph~bet; _1.~ ., as a mean!-J_ of_ disguise or cover for, a .. s~<7ret te~~. _'f!lis 

o.lplmbet, modi:f'led to include the 26 letters of the present-day English 
alphabet, is shown in Fig~ 23 below; it consists of all the permutations 
of three things t~ken thr~e at a time, i.e., 33 or 27 ill all. - -

' A:lll 
B:112 

· C:113 

.. - f' 

D:l21 - G:l31 
E:l22 H:l32 
F:i23 I::l33 

.. 
J:211 
K:212 
!.:213 

. -~- ---- .. . ~ : .. 
M:221 P:231 S:3ll 
N:222 Q:232- T:312 
0:223 R:233 U:3l3 

-- ;. -~-~ • .... .:- .. ~--:~ .. .:_~ ... ~ .. J-:.....!. ..-4'" ......... j • l -

·- --- · ----Figure 23 ~ 
..... ......... •• .. ""!::...- ... ~ ·-~. . - - ... 

---. 
V:321 Y:331 
W:322 Z:332 
X:323 *:::333 .. .;;:"- ... - ....... .... 

-,-;r 

. ) ~ 

_The cipher text of cours~ does not have to be restricted to digits; any 
. groupings of three things talten' three at a time will do. - '- ~ 

1..!!' L -. :_; • • _ '_ = - •• ::: ~~J. :-t' 

54. Anal~ is of nlu.J.tifitera.r 1'ni0noalphabetic substitutio';; ci hers.:..
a. Biliteral ciphers and those of the other multiliteral triliteral, 

quadiiliteral, ••• ) tJ~es are often readily detected externally by the 
-fact that -the cryp~ographic text. is Uf3Ually composed of but a very limi-
-ted ntmiber of difi'erent characters • -· They are handled in exactly the same 
"manner"as -a:re ID!iliteraJ., monoalphabetic substitution ciphers. so· long 
·as the same character, or combination of characters, is always used to 
represent the-same plai11text letter, anu so long as a given letter of the 

·-plain -£ext i-s a"'Iways reJ)i'esehted by the same character or combination of 
charac'ters' -the substitu:tion :l.s. strictly monoalphabetic and can be handled 
in- the' s:tiuPle, m.a:n.ner 'deBcribed- in the precediD.g ·section of this text. 

--.:: -:.. j-"1~ • (_ ,. -- ~ - • ~ _:.. ~ ..-. - -~ I ' ,f J .... ... ,. • • I - ,- • 

£• In the case of bil~tera], !7!_iphers in whi~h the row and c~lumn, in
dicators ar~ not ide~t~cal, and the direction of reading the cipher pairs 
is chosen at will for each succeeding cipher pair, an analys:i.s of the 

-contacts of the letters" "coiDprising the cipher-"pa:Crs will disclose that 
there are ~ dist~q~ f~lies of letters, and a cipher pair will nnver 
consist of_two Jetters of the same-family. ·with this fact diacovered 1 
the cipher may be quickly reduced to uniliteral terns and solve_d il.i the 
manner :previously mentioned. :- - - · _ ~ -- -:. - _ ·-:- · · - ~ ~ _ 

- -- - - ~ \ ~ I A ' • w • I 

c. If a multiliteral cipher includes provision for the enci:pherment 
of a :Word separator, the cipher equivalent of this word. separator may be 

' reS4f:l~. ~?:~n~~~ied b':~a?BC_ it Will_~~ the hi@est frequency Of any ci
pher unit. On the ·other hand, ii' the word separator is a single cruu: .. 
acte1· (see subpar. 52,s1. on the use of the digit ¢ and the letter J), this 

~ .. ; w --
~ 
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character maybe identified throughout the encrypted text by ita position- ._. 
al appearance spaced 11"WWrdlength-wise" in the cipher te.xt, and by the W' 
fo.ct that it never contacts itself. If this single character is U:'3ed as 
a null indiscriminately throughout the cipher text, instead of as a word 
separator, the ana.l.ysis is a bit IllOre com;plicated but not as great as 
might be thought. 

d. AJ3 a genera.l. rule, it is advisable to reduce :nn.tltilitera.l. cipher 
text to uniliteral equivalentsrespecially if a triliteral f,requency dis
tribution is to be made. If not more than 36 different combinations are 
present. in. a~-cryptograln, the ~~ra V?-lUeS ove:r- 26 may be represen~e~ _by 
d1.gits for the purpose of this reduction. If, however, more than 36 
different combi~tions are found in the encrypted te~, it is usually not 
worth the trouble to attempt any uniliteral reduction, and the cipher· 
text can be attacked in its muJ.tilitera.l groupings. -

e. As one of the first steps in the solution of any multiliteral 
cipher in letters which appears to involve the use of a cipher matrix, 
it ia generally advisable to a.nagrBJll the letters comprising the row. and 
column indicators in an attempt to disclose any keywords for these in
dicators. When the anagramming process does disclose such a keyword or. 
'WO~ds, the next step is to make a skeleton reconstruction ma.trix 'Which ia 
a duplicate of the original enciphering matrix in that the indicators aJ.~e 
arranged in the same order as on the original. Then, as plain terl is 
recovered in the ccy:ptogrem by any of the meth9ds · ou~;t.ined: _in t~e- previous 
section of this text, the recovered plaintext letters should ue inserted 
in the proper cells of the reconstruction_ matrix, so ;t;ha:!' any _s,YStema.tio. 
arrangement of the plaintext letters, if pres~nt i.n th~ o;!:'ij{f.nal, may be 
disclosed prior to recovery of the_ com;plete plai~ text.. Fu.:rthermore, it 
may in some instances be found worthwhile, immediately after successfully 
uncovering the keywords used as indicators, to ~tea treqciency distri
bution of' the pe.rticu.la.r CrY.J?togra.m in the forll1 of' tally marks within the 

~. properly arraneed frame of the reconstruction matrix, :becatise it may be 
that a few moments 1 study of the J,.bca.tions of' _the crests and tro\lghs in 
the distribu-tion made in that form -may, i:f: the plainte~ J_ett~;r~ _are ar
ranged in the normal sequence or in~ keyword-mL~e~s~quence (especially 
if it is related to the key words for tlvJ .i~d1,cator~}, prov;tde a basis 
for the derive3;ion of this sequence at one !?t~q_k~, without recourse to_ . ~ - .......... - .,. -r .... .,.. - • . .. ~ 

analysis of tL. cipher text. · · . ..,... - .. . , ·· ..... " . 
... . - - -, ::-.' ""':' ... "' , - :.!-~ .. -. 

55. 1I:i~tol'ica.lly interesting ex~_!}s ... -!• Two ex.anwles o_f m;tl:ti
literal cirhers of historical interest >liTl be cited as il:L,ustrations. 
During the campaign- for the presidential electiori--o"'f 1876 (Hayes VS • 

Tilden) m..9.11y dpher messages were~ ~xchanfied beb-Teen th~ Tilden managers 
and their agents in several states vrhere the vot!ilg was 'b.otly contested. 
Two years lnter the lfew YorJc Tribtme8 e:x:posed many !rreg;U.tarities in the 

I - •-• - ~· ........ -:!! • • .... 

B New York Trib~, Extra No. 44, The Ci;p.~r Dispatches, New York, 
1879. 
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cam,po.ie;n by publishing the decipherments of many of these messages;' ,_ 
These decipherments were achieved by two investigators employed by the 
Tribune, o.nd the plain text of tlie'messages seems to show that- illegal· 
attempts and measures to carry the-el~ction fof Tilden ~ere made-by his 
managers • Here is one of' the messages: 

- " . , J~CKSONVl~!..E~ Nov. 16 ( 1876) • 
GEO. F. RANEY, Tallahassee·. - "'"_ - , 

1 
- ' -= - - . i - t . .. .. 

p p y yam n s n y y y pi mash n s y y .f! ~ :i "t e p a a e' il s· h n s 
p 9 n s s h n s m m p i y ~'/ s n p p y 9 a a p i e :\. a s ':/ e s h a i n s s s p 
9eiyyshnynsssyapiaanyitnsshy,spyyp~nsyy 

ssitemeipimmeisseiyy~issitai9PJ'p'eiaass 
imaayespnsyyianssseissmmppnspinssnpinsim 
imyyitemyysspeyymmnsyyssitspyypeapppma 
a a ·y y p i i t · ' 
L'Engle goe~ up fo-morr·o~·~---- · '• · <' - '-• .. - ,., 

' • PA,NIEL. 

Examination of the messE~e discloses th~t only ten airr;reht l~tters are 
used. It is probable, therefore, that what one has here is .a cipher 
which eniploys a. multili·beral alphabet. First assUmlng that the e.l:plmb.et 

. . "' - - ' is one in which combinations of two letters represent aingle"lettara of 
the plain text, the message-is rewritten in pairs and substitution Qf 
a.r'llitra.ry letter!'l !or the pairs is made,_as seen belowi 

= .. "_til'..; 

- pp 
A 

yy 
B 

-.......... , .... 
EM 
c 

...,........ ., • _ _. ,... .... r ·• ~.. -;:; ?~ 

NS NY YY PI ' 'MA 
. D. - E B . ]'" ·ct 

sii .. ---l-is~· t'l. " ;...~a- oto ,-
H - . D :a -- l efo·. 

_f ~-~- --::,~:;-

A trilitera.l frequency cli~t~ibut:i~n i~ then- made aJil({~;nalysio af' the mas ... 
sage along the lines_ill~tratea in the preceding ~ection of thie text " 
yiel<l:B solution, as follows: · -.., :.. • ~ · ' · _. . 

- 'I .. 1 - " .. 

· ·. _:.-~ ... ·~aclp3onvil1e, Nov. 16., . __ 
• -""t__: • - '·~i "· .. ~: . •, • ' - ;, -

GEO. F. RANEY, Tallahassee:. 

Have Marble and Coyle ·t.elegraph for infl$zit-iai men _,.from 'Delawa,fe ·and 
Virginia. Indications of' weakening here,. Press advantage and watch 
Board -L 'Engle goes u!, tomorrow· ;- - · - · · ; - · ' ..... 

• ..:_'! ... - • - : : : .... i - :--- - .. 

"-:.D~EL_. 
.:; '. ! 

b. The other exar:rple, using numbers, is as follows: __ .....: .; 
·"' ·- -- Jacksotivi_l~~, Nov. 17 .. 

s. PASCO and E. M. :!:.'ENGlE: 

84 55 84 2) 93 34 82 31 31 93 82 
. 

33 l~2 75 77 55 
93 20 93 66 7'7 66 33 84 66 31 31 93 20 82 33 66 
52 lt8 44 55 4:2 82 48 89 42 93 31 82 66 75 31 93 -- -

. 

DANIEL. 

,-_ 
r d- • 

i15 
.~ ....... ,. -

ftES'ffUC'fED 
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·. 
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There were, of course, several messages of like ~ature, and examinat~on 
disclosed that only 26 different .... nuntbers. in ali we~e- used. Solution -of 
these ciphers followed very "i:1asily, the d.eci:pherinerit of the "one given-
above being as foll01·Ts_:' ~- ~~ .· ·~ _ .. -- .r·;·--:,.._: _ ·' - · · ~.--: -.-r-._·- · 

Jackaonvill~, Nov. 17 •. 
s. PASCO and E. M, L1ENGLE: 
Cocke will be ignored, Eagan called in. Authority relia'):>J_e. 

=--~ ::. r_ .,....; .• :;-:. - ~ 

!- • ·-- • ·DANIEL. 
r: - - t' 

c. The Tribune experts gave the following alphabets as the result 
of their decipherments: ·-~- 0 

1 ~ . . . 
M=O ENaY IT:D NS:E PP:H SS:N 
AI=U EP=C MA=B NY:M SH:L YE:F -. 
Eiai IA=K MM:G PE::T SN:P YI:X 

~· 

EM=V D1=S NN:J PI:R SP:W YY:A 
2{):D 33:N_ 44:Ii 62:X 77:G 89:Y 

~25:J( 3~='i- 48:T 66:A - 82:I 93:E 
- -! 68:F S4:C 96:M 27:8 39:P . 52;,U 

42:R-· -........ 87:v 3l:L 55,:0 75:B 99:J 
a;;' " .,. 

·-

They did not atteln:pt. to. correla~e these ~:j.pbabeta, or at -least iipey say 
nothing about-a possible rel~t~onsP,i:j?. _'!'he present author has, however, 
rec~nst~ted the :rectangle ~po:p. whicll these alphabets are based, and it 
is given below (Fig • 24) '· · ·-

l • 

flEO':FFHC'fEfi 

- -

- ~ • • J • _...., -~d_Lej£er or N umoer 
··:--HI S P A Y M 

H 1 

N9 

T 0 

12 34 6 67 

- - - - - 1- -
:; K s - -

L N w 
- 1-- - - 1- -

R H 
- r- - - - - -

u 0 
- 1-- 1- - 1- -

X A 
,-- - - - - - -

B G 
,-- - 1- - - -

I c v 
- - - - - - -

E M 
- - - - - - -

Figure 24. 
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-

-
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-

-

-

-

N 
9 

-
p 

-

-

-
-

-
y 

-
J 

-

T' 
0 

r-
D 

1-

-

-
1-

-
-
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. -- . 
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It is amusil16 to note that the conspiratolJ3 -~elected as their key a 
phrase quite in keeping with their attempted illegalities - HIS PAYMENT -
~or bribery seems to have played a consider~ble part in tha~ campaign. 
The blank cells in the mat dx -probably contained proper names, numbers, 
etc .9 _ _ - - -- .. - - -- • -

56~ The international {Baudot) telegri~ter code.--~· Modern print
ing telegraph systems, 10 oc teleprinter systems as they are more often 
called, ~te use of a fiveMunit codell or alphabet which is similar to 
the Baconian alphabet treaiJed in par. 53. Like the Bacon ian alphabet 1 
the teleprinter alphabet in col'llJ.)osed of per.nu.tations of two elements 
ta.!ten five at a time, making it possible to obtain 32 different permu
tations, 26 of which are ac,s igned to the letters o;f' the alphabet, leaving 
1 for an "idle condition" and 5 for certain printer operations called 
functions, such as "space", "figure shirt", "letter sh:L:f'!i," etc, - --- ... .... - ... - - - --. ~ = 

£• During electrical tr~nsmissio;t, the two distinct eleJnents o:O 
which each character is composed take the form of {1) a. timed interval of 
electrical current and (2) a timed int~rval of no current, which are 
connnonly referred to as "me.rk" impulses and "space" impulses, respecthre
ly. In certain operations, a paper tape is prepared of the traffic to be 
transmitted, or a paper ta:~;e may be prepared of the incoming traffic at 

- th~ receiving end; in such tapes, the elements of the Baudot cha:t'acters 
take the form of punched holes ("mark" impulses) and imperforate positions 
e''space" impulses). ..: ~ ·~ ~ ~.:t ~ 

~..._ 

9 As was mentioned in a previous~ fo~tnot~, a ma.tr~x CQ~taining such 
items would be termed a syllabary square; for ex9.lll.ple o_f such_~trices 

- see the treatment of syllabary squares and code charts in Section X. 
10 Such systems a.re cg..'J.l"acterj.~ed 1?Y the transmission ~nd reception· 

~rinting of messages by electrical m~ans, incorporat~ng two electrically
connected instruments,resembling typewriters. When a key of the keYboard 
on the transmitting instrument is depressed, an electrical signal is 
transmitted to the receivi110 in~trum~nt, causing the correspondjng char
acter to be printed therein. Us~al_ly the message is printed- at the local 
as well as the distant station: The system has been adapted to radio as 
well as wire and overseas cable transmission~ 

11 The five-unit code vTas first applied to teueprinter systelDI ... by Jean 
Maurice Em::r.._le Baudot (1§~2-L903), and is commonly known as the Baudot 
code. It is worthwhile to ]:>oint out that Baudot apparently constructed 
his alphabet to correspond ,,::r..th normal frequencies of characters (with 
certain exceptions), s::r..nce the most frequent ones are represented by per
mutations requiring the lcaE.t electrical energy on the basis of "marking11 

and "spacing." In th1.s resJ>ect Baudot "took a leaf out of Morse 1s note
book." 

.. 
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c. The teleprinter co~ in intel natiop.ai use is given in Cha.rt 7, 
beloW, wherein the mark and space :tm.pUlsoa (known collectively aS bauds) 
are illustrated aa the holes (shown as black dots) and 11no-holes" of' a 
teleprinter tape. The letter equivalents ("lower case"} are aeli'-ex:Pl:-e.n
e.tory. The :fi~e shift is used to change the meaning of a particular 
character to a.i1 upper case" equivalent, and when it is desired to return 
to lower case, the letter shift is used; in regular teleprinter usage, ,--..--- "' .. 

J ... 

-.... .-
UPf'ER ~l~~ te0/3-,!n~-' ~'~14657$2./6•-<~-~-
CASE COMMUNIC-"flOiiS - "I $ 3 -r~·r;( '& :... I ) -- :-~ -" 1 1~" * ,-r,. I 2 /~6 I II ( = lj !!: ~ 

-~------r---~1-r r -~1--c~-- --~- ~~~ 
LOWER CASE A 8 C 0 E F G H I J K L M N 0 P Q R S T U V W X Y Z ! ~ ~ ~ ~ ~ 

I •• .•• ~--.. -.-.-••••. ~~ -i: 
2. o o ~~•-•••• - •• r. -o~.-- r ~-·eo 

:J'EEO HOLES oo~~oooo~oo~·a~~o·o~o~oo 1~o~ooooooo 
G -.- 1-0i-i~ Oirc:io .-.IO-OOf-- -reo-- 3 

4 
- - I= -!-"- - ~ - - --;;_. 1- -t- '- b:: 

oee ·~=r~~~o,~·~~~~-~--·~~ •- ie 
5 o •• •• ••o • oe~o• ·o~ - I I ~ 1'--- -

\ 

Chart 7. .. 
. [ 

J ... l 

the "communications" se~ of ~v$er-cas~ equ:$.va.lents are the ones recorded 
on the typed copy by the teleprinter; whereas the "weather symbols" at'!! 
the upper-case equivalents whic~ are ~ripte~ ~n teleprinter systems de
signed for the sending and rece;tvipg of' ""lreather information. The spaFli. 
is used to sep~a~e woFds; !hS ca.rrie.!3e ret~n (c.R.) effects the ret"Q.tJ.l 
of the teleprinter carriage to the right and the line feed (L.F.) roll~ 
the platen to the next_ J :!.,ne far printing ( cf. the corresponding :f'u,nctiOJlS 
of an ordinary typewriter). In addition, when the upper-case equivalent 
of 115 11 is used, a bell rings in the receivi:tig teleprinter as a signal to 
call the operator to his machine, or to indicate that traffic ls about to 
be sent • - • ~ - h- " · .,. :t. ' 

- • ' ».. t;, - - ~r , ..... ... ' 

d. In Fig. 25 is shown a portJ.On of a teleprinter tap~ containing 
- p the beginning of the phrase "Now is the tiDle for all good men • • • " 

s -
~ . . . . . . . 
~ . . ..... 

• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •••• • • •• •• • • • •• •• • ••• •••• • • •• •• • • • •• ••• • 
NOW IS THE TIME FOR ALL GOOD MEN 

Figure 25. 

The small holes, one of which appears in every position of the tape be
tween the second and third levels, are sprocket holes used for advancing 
the tape through the transmitter unit. 

HE"B'fRIC'f'ElD 118 
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e. It ls GO be emphasized tltat messaGes are not made secure ~rom 
unauthorized reading merely by send~ng them by means of an ordinary tele
printer system--the teleprinter alphabet is intcrn~tionally known, Just 
as the English, Ru9sian, etc. alphabets are. In order to provjde secur
ity for a teleprinLer m~ssace, it is just as necessary to apply thereto 
some sort of cryptographic treatment as it is to any other kind of mes
saGe. The cryptosystems used for teleprinter encryption may involve 
either, or both, of the t'\<ro classes of clyptograpMc treatment, viz., 
su'bstitution and transposition. A substitution treatment m:l ght InVolve 

_ changing certain of the mark impulses of the cho.racters comprising a. mes
saGe to space impulses, and vice versa, according to a. prearranged sys
tem, a transposition treatment might involve changing the order of the 5 
impulses in the Baudot equivalents for the characters comprising a mes
sage; and so on. The cryptographic treatment can be accomplished by a 
spec ia.l cipher attachment (called an "appliqu~ unit 11

) to a teleprinter,; 
thus no modification of the teleprinter itself would be necessary. There 
are, of eou~se, self-contained cipher teleprinters designed as such for 
engineer~ng or cryptographic reasons, or both. 

f. In the anal~ is of encrypted teleprinter systems 1 recourse is 
had to special tablesl2 of the frequencies of single Baudot characters, 
digraphs, trigraphs, etc., as they appear Ln teleprinter traffic. It is 
important to note that in teleprinter trafi~ic, as in any other type of 
traffic involving the use of a word separa ,or, this character has the 
highest frequency of any plaintext element! Furthermore, one of the 
highest-frequency plaintext digraphs, in aldition to those wherein the 
word separator constitutes one of the elem•mts, will be the com1 ination 
"carriage-return/line-feed", since this combination of characters is used 
in the normal procedure of typing each line of text on the teleprinter. 

l2 In such tables, as is common in cryptanalytic practice, the mark im
pulses are desisnated by a plus symbol ( +), and the space impulses are 
designated by a minus symbol (-). In addition, it is usual ~n such 
tables to denote the character representing the figure shift by the digit 
11211

, the space by "3", the letter shift by "411
, the line feed by "5", the 

blank by "6", and the carriage return by "7". 

119 
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SECTION VIII 
';,..., -. " 1-IDIT!ILIT.CRAL SUBSTI'rUTION 'liTH VARIANTS 

........ ~ ~ .. 
"L ' - n Parasraph 

'Purpose of prov~d~f\G vo.r 1an1. s ip mono.J3.lphabetic subs·h tution. • • • • • • 57 
S implo t;yp~'3 of c ~phe'r alphabets -wi til-variants • ;: : • •••••••• : ••••• :-. : 58 
More compl~c~ted types or ~ipher alphabets \rith variants........ • • 59 
Analysis of simple eXamples •••••••••• •••••••••••••••••••••••••••••• 60 
Analys1s Of more compl1cated examples•••••••••••••• •••••••••••••••• 6l 
Analys~s involv~ng the use or ~sologs••••••••••••••••••••••••••••••• 62 
Further remarks on vartant systems ••••••••• •••••••••••••••••••••••• 63 

57. Purpose or provid~ng variants ln monoalphabet~c substitut~on.--
a I~ has been seen that the ~nd~vidual letters composing ordinary 

inteli~a~ble,pla~n text ar~ used_w~th varying frequencies, some, such as 
(~n Engl~sh) E1 T1 R, I, and N, are used much more of'ten than others, 
such as J, K, Q, X, and z. In fact, ench letter has a character1st1c 
frequencz ""1h1ch affords def1nite clues ~n the solut1on of s1mple mono
alphabetic ciphers, such as those d~scussed ~n the preceding sections of 
this text. In add1t1on, the nssoc1at1ons wh1ch 1ndiv1dual letters form 
in combining to make up words, and the pecul1ar1t1es wh1ch certain of 
them man~fest in pla~n text, afford further direct clues by means of 
which ordinary monoalphabet~c substitution encipher.ments of such plain 
text may be more or less speedily solved. This ha.s led cr;yptographers to 
devise methods for d~sgu1sing, suppressing, or el~minat~ng the forego1ng 
characterist1cs man1fested 1n cryptograms produced by the s1mpler methods 
of monoalphabetic substitut~on One- category of such methods, the one to 
be discussed 1n th1s sect1on, ~s that in uh~ch the letters of the plain 
component of a c1pher alphabet are ass1gned two or more cipher equivalents, 
wh1ch are called variant values (or, more s1mply, variants). 

b. Basically, system~- involv~ng v~iants are multill.terall and, in 
such systems' oecause of the large number of equi'Valents made available 

l -
Uniliteral substJ.tution with variants ~s also possible. Note the 

following c~pher alphabet, ~llustzated by Capta~n Roger Baudoul.n ~n his 
excellent treat1se, Eltments de Cryptograph~e, p. 101 {Par1s, 1939) . ~ 

n~n ABCDEFGHILMNOPQRSTUVXZ 
Cipher L G 0 R F Q A H C M B T I D N P U S Y E 'toT J 

K X Z 
v .. ~ 

- X ' 
Baudou~n )?reposed that JP and Yp be replaced by In, ~ by CP or QP' and 
Wp by VVp--thus four c~piler letters would be avaiiable as variants for ' 
the high-frequency plaintext letters in French. 1 

...... -..... - ... _ -..,_ . 
RES ':FRIO 'f':BD _1.21 



REF ID:A56892 
RES'FHIO'f'ED 

- I 
by the combinations and pe1nutations of a limited number or elements, each 
lett.er or tlle plain text may be represented by several multJ.literal cipher 
equivalents which may be selected at random. For exam:ple, if 3-let;tar 
combJ.nations are employed as the mult.l.literal..eqw.vo.lents, there are 
available 263 or 17,576 such equivo.lents for the 26 letters of the plain 
text., they mo.y be a:JSJ.6ned. in equal numbers o£ dif~~rent equivalents for 
the 26 letters, in which case each letter would be representable by 676 
different 3-letter equivalents, or thc:r mo.y be assigned on acme other 
basis, for exam;ple, proportJ.onately 1jo the 1elative frequencies oi' plain
text letters. For this reason this type of system ~a.y be more completely 
described as ~ monoalphabetic multilitero.l substitutton with a multiEle
equivo.lent ciphcl a.lphabet. Some authors I erm such a system 11simple 
substJ.tutJ.on with multiple equJ.valents", otJ era l..erm if.. "monoaJpha.betic 
substitution vrith variants", or nrultilitera~ subs"f..itutl.on with variants. 
For sake of brevity and precise termJ.nology, the latt.er designation Wl.ll 
be employed in this text, Jt be~ng unders!4ood WJ.thout further 1estatement 
tbat only such systel'IS as are monoalphabetic vill be discussed. 

c. The primary ObJect of monoalphabet1.c substitutl.on w:lth variants 
is, a.'S hes been mentioned above 1 to provide several vo.lues which. may be 
employed at random in a simple substitution of cl.pher equJ.valents for the 
plaintext ]etters ~ r 

d. A word or two concerning the underlying theory of (monoalphabetic) 
mu.ltliiteral substitutJ.on with variants may not be amJ.ss. Whereas in 
simple or single-equivalent subst1.tution J.t has been seen tho.t 

(1) the same le~ter of the plain text l.S l.nvariably represen~cd by 
but one and alwo.ys the srunca character oi' the cry:ptoe;ram, and 

(2) the srune chaJ a.cter of the cryptogram J.nvaria.bly represents one 
and always the same lct,ter or the plaJ.n text, 

/! 

in multiliteral substJ.tution wjth varl.ants J.t WJ.ll be seen that 

(1) the same letter of the pJain te~ rr~y be represented by one 
or more dJ.ffer~nt.. characters of the cry:ptogra.Jll, but 

{2) the sd.J'I.e charac.tel of the cryptoGI"am nevertheless J.nvariably 
represents onc- and al11c.1ys the so.me letter of' the plain ~ext. 

58. GJ.n~ll t nes or cJ.pher alphabets with varJ.ants.--a. The mat
rices shcmn on the pext :page prov~de some or '\..he s:J.m.plcr Ineans ror 
o.ccomplJ.shJ.Ilfl monoalphabet.ic substitutwn ";TJ.th variants. The systems 
inco:r:poratJ.og thce.e mnt~J.ce~ a1e extensJ.ons of the basic J.deEOs of mu.lti
lJ.tcJo.l suh~tltul1on treateu ln par 52 The varJ~nt equivalents for 
a.ny pla1ntexl.. letl.er Ili.llj 'be cl,o::;en at VJ.ll, thus, J.n FiB• 26, Ep=lO, 15, 
60, 01 65, J.n F1.G· 27, Fp::AU0 , r.rz0 , 'F'Uc, FZc, LU0 , 01 LZc, etc 

? Ci. the •~,J.tle of the plccedJ.ng section, 11 ~nlh.lJ1erc:J.l subsliiLut..ion 
1vith &l.n";JC'-equJ.vo.l ent c1pher alrh .. bets." 

1'1 ..,.,. ... _ :!t Vlt"-

1,.,':) 
t::._ 

1 ... -:. 
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G 7 0 9 ¢ 
1 P 3 lr 5 

61 AUCUF. 
7 2 F G II I.Jl\. 
83 IMNOP 
94 0HSTU 
¢ 5 V \1 X Y Z 

F~@.lrC 26 
~ I 

V~lXYZ 
QRSTU 

LFA ADCDL 
P-1 G B li' G HI.JK 
NIIC J .. MNOP 
orn o.ns~u 
P K ... E V U X Y Z 

I - • t 

F~B\.U'C 27 
- J . - " .. 

0 
....t ... - M N 

V\.fXYZ_ .... . ' 

A E t 0 u' 
TliHD ABCDL 
VPJC FGHl..JK 
v7QKD LHNOP 
XRLF QRSTU 
ZSUG VUXYZ 

':F~gure 28' 
l .J 

- '.,...a I • 

z 
... 

QRSTU_ 
LM].'jOP 
FGHIK 
ABC DE 

.,... J K L 

F G HI 
. . ~; ~ v I 

VQLFA 
URMGB 
XSNHC 
YTOID 
ZUPKE 

ABC DE 
F G III-JK 
LMNOP 
Q.RSTU 
VUXYZ 

Figure 29 ·-

OMJFA 
NKGB 

LHC 
I D 

ABC DE 
ENALU 
TRSFW 
OI.JH Y X 
DCMVK 

E PGBQZ 

F~gure 30 .. 
-----

-N 0 p Q R 
MJFA ENALU 

KGB TRSFW 
L H C OI.JH Y X 

ID DCMVK 
E PGBQZ 

l 2 3 I~ 5 6 7 8 9 ~ 
741 ABCDEFGHIJ 
852 KLMNOPQRST 
9 6 3 u v n x Y z-. , 

1 2 3 4 5 6 7 8 9 
741 ABCDEFGHI 
852 JKLMNOPQR 
963 STUVWXYZ* 

F?-gure 32 

\ 
1 2 8 9 

5 i ABCDEFGHI 
6 2 JKLMNOPQR 
7 3 STUVWXYZ1 
8 4 23456789~ 

Figure 34 
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F~gure 33 ... 

¢ 8 5 1 
9 6 2 

7 3 
4 

123 

-

1 2 3 4 5 6 7 8 9 
TERMINALS 
BCDFGHJKO 
PQUVWXYZ1 
23456789'91 

Figure 35 
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b. It ic:; to be noted "l,ho.t enc.q>ho:nnenl.. 1ly meons of the matrices J.n • 
Fiaul~S 27, 28, and 3J is conwru-t,o.tivc~ J..e., he coo~dinatc~ m~y be rco.d 
in ci ther row-colptJUl or column-ro,\r owlcr vn.put~t cryp1 oa:ro.phic ruulngu:J ty, 
sJ.ncc "ll1,e!'c is no -P.uJ:ll:l.co.taon b~-t,·uccn l..hc :rovr qpd colwnn coo1.dina l..co;;. 
The reniO.inil16 llJO.{,rJ.ces o.l>ove o.re ;npn-conunutp.tJ. ve .t thorcfo~e 0. corrv'Cn l:aon 
must be ac;1 cod upon ~ to l..lH.. 01 <ler of 1•eo.Q..Lng the coordJ.no.tcs "' I-t, should 
also be noted that J.n F1c;s. 30 an.'d 31 !.he lct..terc;; in the ';Jquare have been 
J.nscrJ.bed in sucb o. m::mncr tho.t, coupled vrith the pa.rt:Jcula.r arrangement 
of the rm-1 and column .coordi.no;l..es, the nwnber or vo.rl.ants avaJ.lsP-ble for 
each plo.J.ntext lctt..cr .Ls,rot~hly proport:Jon~l to the frequencies of the 
lett.era in pla.J.n LeYt.. A S1.1lll1lr ideo. J.b I'ound in FJG• 35, 1rbe1eJ.n the 
-t,op rcnv o1' "l,hc rectanGle conl..o.J.ns ;a uor d composed or bJ.gh-ircquency lc t..-
ters, and the coordJno."l,e& arc ~rranced 1.n a m~nner-rotlBhlY cor2•e9ponding 
to the !'requenc 1es of plo.J.nteYt le.t ters • The ma.tr1 "C J.n FlG. 28 is a. mod
ificai..J.on of the pse-udo-code syc;tem descrJ.bed .Ln pa.r. 52h, with the added 
feature of ya.riants. • • _ • - - , .... .... 

I .c. Other 'Hill)?le J.deas-for -producJ 11[~ -vn.cJ.ant s;Yst~ms arc matrices 
such as the fol10WJ.ng - I I .. ' ... 

A B C D E F G li I-J K L I! IiJ 0 r Q R S' T U V ~1 X Y Z 

08 09 10 ll'J2 13 11 ~ 15 16.~7 J8 J? 20 21 22 23 24 25 01 02 03 OIJ. 05 06 07 
35 36 37 38 39 ho lH 1~2 lrJ ~~~~ lr5 lrt) lr7 h8 h9 50 26 27 28 29 30 31 32 33 31~ 
68 69 70 71 72 rf3 "{lr 75 51 )2 53 5lr 55 56 57 58 5') 6o 61 62 63 6ll 65 66 67 
87 88 89 90 91 92 93 94 95 96 97 98 99 00 76 77 78 79 80 81 82 83 81~ 85 86 

Fic.;Ule 36 e 
~ .. ...., r• , •• .J r" ... , 

A B C D E li' G li ;r J K L H II 0 P 0 R S T U V l1 X Y Z 

11~ 15 16 11 10 19 20 21 22.. 23 24 25 26 01 02 03 ol~ 05 o6 07 o8 09 10 11 12 13 
27 28 29 30 31 32 33 3~ 35, 36 37 38 39 lro 1H 1~2 1+3 ~~~~ 1~5 46 47 lr8 1~9 50 51 52 
58 59 6o 61 62 63 61~ 65 66 67 68 69 70 71 72 '"(3 (l~ 75 76 77 78 53 51t. 55 56 57 
81 82 83 81~ 85 86 87 88 89 90 91 92 3 94 95 96 91 n8 C)9 00 .. (9 80 

.... 
F J.Gure 3 .. ( 

In those -t,wo n• Ll ~ccs Lhere h.J.s been a rt"'&u1or .Lnse;L 1pt1.on oi the dJ.nomcs 
J.n the I 01r.s. 1 1 l..hermore, ~n Ji'iG 36 the <hnol.f'es 01, 26, 51, and 76 ( J. o., 
the 1m-Test munbcr in each of the rom sequences) f!J.Ve the J~cy 1r01 d (TRIP) 
fol thut 1'jJo.trir, n.nd J.D. FJ e- 37, the dJ.llOll'les 01, 27, 53, vn<l .. (9 denote 
Lhc l,cy uoH1 (NAVY) for thol.. rn.tr::.v The c;ectl.rJ."VV of syoLel% J.nvolvJ.ne 
such matr~cer; T1'QU ld or course be e;rccltly J.. lf'L ovecl 1 tl,e dJ.norcs ,,ere 
assiGned J.n t1 reJ.l!'l.on ma.m1c1 bu• ... t.hcn tre easy 1 UlC"mom c iee l..ure of the 
foUl o;;cquenc.eq a.nd the 1 ev vor d uould be loo:, t. 

RJSSTRIGTED 
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a.. nn tntcresLJ.nc; o.dnptol..ton in=o.,.dJ.sc form of the t~e or mntriY 
i llus't:roted in F q~. 37 1.c; the fol~ou ~.device reputedly once used by 
t.hc Uc...cicnn 1\l.iiiy- 1 • ' "' ' ' \ 

.. .( .. !-'l• ... ,., 
~& ~ r 

t 

, ,-
• - 'Yt • t ., ~-"" 'J' i!' ..., .. ~ '1 

- I~ -

The device consisted of rJ.ve-concentrJ.c dJ.scs, the outer disc bearing the 
26 letters of the alphebet, and the other four bearint5 the sequences 
01~26, 27-52, 53-78, and 79-00. The rotatable dJ.ecs made it poss1ble to 
chn.nge the keys at frequent J.ntcrvals, without tl:'oe necessity ·or writing 
out a new matrix each time - ~~ • 

........ 
59 More complJ.cated types of cJ.pher alphabets WJ.th variants.--
a. Matrices such as those J.n FJ.gs. 38, 39, and 4o below are termed 

frequential matrJ.ces, s11ce the nrunbe1- of cipher values available for any 
g1ven plaintext letter closely approximates its relative plaintext fre-
quency. % 1 -... ~... l _......., -~o;_ 'C"' .. ..;: ~r ... 

_..,. 

RE1B'fH:IO'FElD 

~.PA B' ... c DE 
A TGAUR 

J3 _ S L&I D Y 
.. c c N D 6 I•l 

.l:' ....... - --
D RAPTF 
E U T X !IJ:~E 

I 
A..:r:' : -

I 
I 

Jl!'~· 

V HOI\..T£ 
'H I II R P.Q 
X OIETA 
Y F T L 0 S -
Z ISNDR 

125 

• 
• ... -
• 

ALEZII 
E 'l' R B_ T 

• C N P E S 
- A ~fT I U 
IEDO~J 

I 

- f -

.... -

{676 - ceil matrix) 

.. --. -"' ~ 

.. 
.. ;:;..• 

..... 
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- .. ~ 1.. I 

6 8 9 1 5 ~~ 3 7 2 ¢ 1 2 3 1~ 
7 AAACDEEILN ¢ ENTRUCKING 
1 AACDEEHKNO 1 QUARANTTNE 
3 ABDEEHJNOR 2 UNEXPENDED 
8 ~DEEHINORS 3 IMPOSSIDLI: 
9 CEEGINORST 11 VICTORIOUS 
2 EEl! IMOQSTT 5 ADJUDICATE 
¢ EFIUOPRTTU 6 LABORATORY 
5 FILNPRSTUX 7 EIGHTEENTH 
G ILNPllSTUlvY 8 nATURALIZE 
IJ. LifORSTTVYZ 9 TUENTYFIVE 

•• ... ,.._ I 

Figure 39 I ' •FJ.gure 40 - ~ -\. 

E.· In the i'ra.sme)ltory mntriY !llu.strated in FJ.g. 38, the number of 
occurrences or a par-ticular J etter ~r ~ thJ.n the matriY ls proportional to 
its frequency J.n plaJ.n text, the letters are inscrJ.bed in a random manner, 
in order to enhance :f'urt.her ~he security oi' the system. In Fig. 39, we 
have a modJ.ficatJ.on oi' the idea set fo1th in Fig. 38, except that the 
size of the matrJ.x has been reduced from 26G26 to lOxlO, in this case, 
the letters (with a.pproplJ.ate number oi' zepetitions) have been inscribed 
in a. sJ.mple dJ.agona.l route (lcn-Ter le.rt to upper rJ.Bbt) UJ.thJ.n the square 
and the coordino.tes have been scrambled, i'or greater securJ.ty. In Fig. 4o, 
there is illustrated a t;ype or cipher squo.re "tThJ.ch is lmown in cr;ypto
logic literature as the Grandpr~ cJ.pher, J.n this square there are in
scribed ten 10-letter ~rords containJ.ng all the letters of the alphabet in 
their approAj~te plaintext frequencies These ten words are further 
linked together by a. 10-letter word whJ.ch oppears vertically in the first 
column, as a mnc:momc i'ea.ture for the inscrJ.ption of the ,fords J.n the 
rows • , - '"• ... ~ .. • ii --.- .. 1 r , ..1. ..... 

c. The frequential-type system represented in Fig. l~la. (enciphering 
matrix) o.nd lnb ( decJ.pherJ ng ma.trix) 1-1as described by Sacco'3, who pro
posed that the-dinomcs J.nscrJ.bed J.n the enc'ipherine; matrix be thoroughly 
dJ.sarranged by auplyi111J a -a.ouble t:r_:anspof!.:l1J.on ~o the dJ.nomcs 00-99 o.s a 
means of suppr<'sSJ.llB ru:iy patent relatJ.onsbJ.ps among the variant velues 

• I " .l I 
forth~ varJ.ouc ~laintett letters 1 further~~~,'the nulls J.ncorporated J.n 
the m'lti i"C ~rere t.u be ·used "'occo.sJ.orully dtt:rs;J.nf3 the encr;yptJ.on or a. mcs
saee, J.n ord~r to Lhrmr a crypta.nalyst orr the -tracl~ In thJ.s e~co.'in;ple th~ 
nUDib~r or ,'V,Of'l.allt vp.lu~s for e~h plaJ.nte rt l.~tter hos been established, 
oi' course, from the standpoJ.nt of Italia!l l_?tter frequencies. 

' ' ,. .... ~ J • ! 'I 

3 Sacco, G~ncrale ~~~GJ., lf;nuaje dJ Cr~tL~~r~fJ.e, 
p. 22. .... ~ , l!!!'i' "' f. 

I 
H ~ -· 

3d Ed., Rol"'e, 191~7, 
• 

i 
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~--Nullo f\. 
118-56 03-25 
21-09 52-62 
76-)1~ 79-69 
1~2-12 
GlJ-71~ D 
55-lll 
83-90 ~0 
63-06 93 
l~7-'J.5 c 

28 
70 

~ 

D 
08 
80 

1 

1 s -
2 - y 

3 

4 

n~ne cornmo. 

5 

6 

7 
I 

8 

9 

¢ 

p 

0 

perl.od 

E 

J --
f~ve 

u 

-
A 

A 

0 
--

I 

zero 

v 

RES'l?R!G'FED 

]~ r 
llJ-35 10-23 
37-65 53-75 
71-~(8 82-87 

F J 

21~ e1 
57 
G K 

38 96 
gy 

II L 
17 05 
113 49 

3 4 

N -
I I!"' 

T ~ ,, 
II • /one 

l -
- -
N - ::.-

- t~ro 

B H 

A S~Y 
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u· v Q one seven 
39 20 02-36 4h 1~6 
68 1( 66 

e1.ght 
~r R u Luo 29 

13-73 26-91~ 9) 81~ n1.nc 

0 ... 
j.) £. three 31 

07-30 lJ-~8 85 50 
51-67 T y four zero 
72-89 33-88 22 27 19 

92 
p u z rive per~od 

~1 00-15 3'~ 60-91 16-61 
98 36-99 59 s~..<: comma 

OJ ol~ 32 

-7 9 ¢ 8 5 - -
u per~od n: E zero I 

A R four c eight Q 

E u E G Jlrl 0 

- qeven - - L B 

- - F s z three 

n one 0 M A five 

I - Q E A c 

X v I T 0 D 

u K G p u -
1. - 0 D - u 
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d. The Bucon~on c1pher doscr1.bed in pa.r. 53a mo.y be used o.s a. bosis 
for aup<?rimposJ..nr., nddlt1on':U complc..cJ.ties For instance, the "a" clel11ents 
mo.y be represented b;y o.ny one or the 20 consonants ':l.S variants, uhile 
tho "b" elements mo.y be repreo;enten by any one or the s:Jx vowels, or l.he 
lebters A-M: may be used l:io 1eprcsent the "a" elements and the letters 
N-Z for the "b" elemeu"Ls, die;1ts mo.y be used for -the "a" and "b" elements, 
either on the bas1s of the firs"\. f1ve and last fJ.ve dJ.gJ.ts, or on the 
bas;,..s of the odd and even dJ.e;it'3, or the fir'3t 10 consonants (B-M) and 
the last 10 consona.nLs (N-Z) may be used for the "a" and "b" elements, 
with the vowels used occnsJ.onally a.s nulls~-thus the resultant crypto
gram~ WJ.ll resemble those or a fairly complex cryptosystem However, - ~~ 
once the cryptanalyst u~sumes the possJ.bilJ.ty of such a system, its com
plexity is more appment than 1eal SJ.mJ.larly, varJ..atJ..ons of this genre 
may be superJ.mposed on tril1tero.l systems such as the Trithemian' cJ.pher 
illustrated ln par. 53b J vm J.ants for the "1", "2", and "3" elements may 
be chosen J.n such a way as to provide o. lar(5e number of equivalents for 
each baSJ.c tr1literc11 combJ.natJ.on 

e. Another scheme for a complex var1o.nt system is a sunmD.ng-trinome 
SlBteml. In this cryptosystem, each plaJ.nte~ letter is assigned a un1que 
value of 1 to 26, th1s vo.lue J.s then e~les'3ed as a t11nom.e, the dJ.gits 
of which sum to the desJ.c;nuted value of the letter. For exam;ple, if a 
letter has been• assJ.c;ncd the value 11 411 , J.t may

1 
be represented by any one 

of the following per.muto.tJ.ons and combJ.na.tJ.ons 1 

ool~ 031 
013 ot~o 
022 103 

112 202 301 
121 211 310 
130 220 l~oo 

' Since the values toward the mJ.dd1e or the 1 ange 1-26 may be represented 
by a very consJ.derable nwnber or SUilllnJ.ng-trJ.nomes (e.g., for the values 
13 and 14 there are 75 variants each), such a system would offer a crypto
grapher wide latitude J.n the choice of cJ.pher equivalents in enciphering, 

• l .,. .J _ ..... , 

-.._ ,, .. ""'- 'r 
,,. - ... 

The representations of an 1ntee,er ( J. .e. 1 a "rhole number) as the sum 
of J.nteGers in e.ll poss J.ble uays ~e tcrllled th...e partitions oi' that num
ber. The pa.rtJ.tJ.ons in this aub:paratSraph are In.C"d 10 and olso inc).ud.e the 
dJ.git ¢ in order to iorm trJ.nome equ1vo.lents ou~ o£

6 
all _the possible per-

mutations. _, ~ ~ • ~ _ -~ __ 
1 -· - -- ...... .. - "' 

.. 
... 

-
:::.. 

Rl!lS'f'RfC•i'ED 
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espec1nlly if the basic valuesiDf the pla1nteYt letters were chosen to 
correspond with the scale or their re~a~ive freQuencies, such ag the fol-
~d~ - - ~ 

• .. .. - - ... .j 

J ~ B W Y U F H D I 0 N ~ T R A S L 0 P M G V X X Z 
0 1 2 3 4 5 6 7 8 9 10 111213 141516 17 18 19 20 21 22 23 24 25 26 27 
-~~~~~~~g~~~g~t~~~~~~~g~~~=-

-~~g~2~~~~~~~~$E~~~~~~g-
ii ~ i5 iS'~ fi! ~~i ie 'f! r-~2 ~ a ~ 1l if ~·;g 

' -~~ · ~~g ~ ~ e: ;~ g ~ ~ ~ -e ~ i! ill :e: ~ e 
-:;-~=-¥~ill !!';(if ~ ~ ~ 5! ~ ~ i! ~ ~ $5 -
~~ ~ _sf~ ~ ~ ~ 'PI-g 'l.'iE ~ i!! il ~ ~ = 

iii! iE ft~;! ;&~~ -~~~ 
-iEEi!~~;!je~:if'i5"F~-

.n~· .: -~~:~it_~~~~- ~~.r jE ~.iii-
-·f'J. -:-- .......... ~~;s~~~i!jii!i!i! 

- o4 "lrf -* -, .. ~-;g i2!' ~-~ ~g ~ ~ ~ 
'- t ~ _\- r , ~n:.- ~ ~ ~ ~ ~ ~ iff: 

• '".., :<I .,r I ~ ... l.,.:; ~ ;! 'j!! ~-iS-~ = 
H'- I~ ~ ,;t~.r - .t" - ':: ~ ·= ~ ~ ;!~-

, .. i ;! ., • - ,. .,. l ::. -;g ~T 
- '-_.I'" ' !. - r - -~.._,.._ 

!.' J L 
-

. ~ 
--- '-t. .. .. J.. 

... 

,. 
.. 

"" 1 _. fiat on _. , - .£. .... , "'\ 4f _ 1 ,-:; - .. J , f< 
The tall1es beneath ea.ch value represent the number of variants possible 
for the part1cular value Th~ unuse<l._;t.l9:lues for ¢ and 27 (uniquely re
presented by 000 and 999, rE>IfpectJ.ve.il) IllDY be used f'or punctuation marks 1 
null~, or other spec1al-putPose symbois: S1nce such a system, once sus
pected, would off'er lJ.tth~ d1fffcu!"ty5 to a cryptanalyst, certain modJ.f'i
catJ.ons would be necess~y 1n order ];o pose any reaJ. obstacles J.n the way 
of solution. For 1nstancc, 1f the numerJ.cal ve.lue of a letter is ex;pres
sed by per.mutatJ.ons of 3 letters (J.~ad of dJ.gits) out of a set of the 
10 letters A-J vhere:ln the sequence ~the letters A-J represents a dJ.s
arranged sequence of tl!_C d1E;Hs !/J-9, ~U!!h a system may be among the most 
CC""plex types of ciphers_ 1n the real!n of monoalphabetic substJ.tution, 
requ1r1ng the solutwn of Illany sJ.multane~ms equations, A further refine
ment would 1nvolve the use or all 26__le1ters as var1o.nts, 1n predetermined 
groups, to represent the dJ.BJ. ts '1{_9 Fortunately ror the cryptanalyst, 
such systems are imprac"&icable f'or ..f'ie.ld mJ.litary use, but if' they were -encountered, a suff'1c J.ently ::..arge vo l~c or text, coupled lri th Hi tt 's 
four essentials quoted J.n SectJ.on I, l-rQuld eventually make a solution 
possJ.ble. The/ actual cryptano.lytJ.c conwJexity of' certa.1n apparently 
exceedJ.ngly cqnu>lex cr;yptosystems J.S dep!ndent on the1r being correctly 

used a~ all-~~s, wh>eh '",not >~~:.~ Case W>th m>l>~Y ciphers. 

"- I -;., r • l_. :> • .(!!r""';" "''-"• a 
5 The solution "t-rould 1nvo1ve sJ.n!J;iiY (hvidJ.ng the cipher text into 

,;roups o.f' 3 dJ.gJ. ts, summing the trinQJll~s thus produced to y:Leld 28 poe
sible bas1c values, and solvuu thes,;_ ~asic values as 1n any sinu>le mono
alphabetic subst1tut1on c1pher. 

4i 
ftES'f'RIC'f':SD 
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60. An'1.lys is of s ~mplc examples • --2;. The follmdne; cryptogram is 
available for study • "' • ... 1 I •- • 

- ,,-_ L...- ,.. "'' j' 
Q MD C V P L F N F D H NIT J \1 L-K D K N H B P V 
BKLUD WVHVK SHBCL PQKJR VWSML 
LRNKV MGFXW JRGMV WGTJH QKXFN 
LTBPL PVFLM DCNWN HBCVZ NMLWQ 
VZBRV KLCVC VRDHL RV~DF NCDKG 
D T S C B C L Z L R L _M_V T S Z N K ~ U Y P B R N 
DCNKV PBTNT GHJZL FQF~K BVDZX 
GHLKL FVZLT V~LKD ~QR~Z ~ZD~B 
N Z V F X K S F D C ..__ L-::zv -T V- :_-F -D F v·Jl_ -G C L P_ G 
VRJTN HLZLM VWNPV PDZDW JPNWL 
X M D T S M G F D R D K-L W J 'p L P J M B F-Q VT- B 
D K V V1 G Z S H B H D H J C x'" - ,. 

..... r. 
RLTVM 
KGCNR 
ZVFDM 
FDHDW 
MXWXM 
CLRXR 
PNHSP 
MNTGM 

~-~--~ i ~ ~ 
FNCBZ 

~ ~ - ,. .... - -- ....... ... 'll:'" ..r"' 
The first thins that strikes the~eye is the total ~bsence of vowels, re-
marltable not only because sJ.:x: -le-fiers are missing (cf. the A test) in a 
text of this size, but also because-o.lJ sJ.:x: of these letters fall J.nto 
an identJ.cal linuted category--a si~nificant non-random phenomenon. Since 
a unJ.literal substitution alphabet with six letters missing is highly 
improbable, the conclusion of mult~l~teral substJ.tution is obvJ.ous. 
Upon closer inspectJ.on it is found that, if the cipher text J.s divided 
into pairs of letters, only ten consonants (B D G J L N Q S V X) are used 
as prefixes, and the rema:ming ten consonants (C F H K M P R T W Z) are 
used as suffixes--thus the bilJ.teral (and bipartite) characterJ.stics of 
the cipher text are dJ.sclosed. A digraphic6 dJ.strJ.bution is therefore 
constructed "' .. L ~ "" 

-;,. ../ 'l,J J 1 

.L .. - C F H K r-1 P R T W Z 

= -~--+--r--~=~--~--- ~~~ 

D -E- '=-= 
=---r--r--t--+--1-~1--~~~-4 

G - = = =: 1---+-----+--l---+ -- --l--t--+--~:.-1 

J c-=:--=- ,----t--J----1---t-=--f--- r--=-- =-
L _ = = = ~ ~ _ s 
t--r_,--+--r~~~-+--t--~~ 

N = - - s = = 'S 

~ 
.. ' -= - - -.... l r--

s = = = -
v -=- - -=-- - = - = a - --- - -
X - = = 

'= - ' , . - > . 
.. ... ~.., 

~ • ...., .. ~ ; ,.~, ........ I rr ... r-=-.,. r ~ 

6 \ If it had not been not ~ced that the cryptot;ram should be d~ VJ.ded 
into pa~rs for unalys1s, a b1l1teral d~str1bution (see par. 23d) m~ght 
have\peen made, in order to reveal contact affinit~es of the cipher let-
ters. ;;; , ...... ,.... ,,, •""~' ,, 

'~ I -- ' . 
.2 ' 
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b. It 1.s ponsJ.blc that the cr:'J.YI .. 9e;ro.m-under study mny J.nvolve l..he 

use of A. snnll enc.1phe1 J.ll/3 matrJ.x "'nth_variants for the rmrs onrl coJumns. 
SJ.nce thcrC' io avcuJ able an easJ.ly-npp-lj ed specJ.nl soluGion -vrhJ ch J}crmits 
the cleJvCllul)la.\lon of the ro3.r J.ndica.tors which arc equJ.vo.lenL ( J..e., J.nter
chanc,eable va.ru.tnts) and the column indicators which are equJ.valent, mere-
1 y from a study of t-he dJ.gro.phlc dJ stributwn, thJ.s possibJ.l1ty J s exar!Un
ed. The specJ.a.l solution J.s based on the followJ.ne; consldcrn.LJ.ons. J.n a 
message of moQero.Le lensth for such o. cryptosystem, J.t may be assuraed 
that the van.ous possJ.blc' cipher pn.J.rs for a e;.lven plo.intcAt lette.t' will 

I be used -,;nth appro:>...imo.tcly equal frequency, for this reason, the Clphcr 
letters which pair w· J. th one of' the letters used to J.ndJ.catc any pa.rtJ.cular 
row of ~he encJ.J?hering ~trix may be expected to pa:Lr equally often 1-Tith 
any other cJ.pher letter which has been u13ed to J.ndicate the same rovr (and, 

~ ~ ... ~ ~ 

of course, the same J.S true cor.cerning the coJuJnn-J.ndi.cator lcl..ter~). 
Thus, in the dJ.graphic dls tribution of S"I.}Ch -a:-cr;yp Lograrn, sets of rc.JI~s 
appear "'ThJ.ch have sJ.m:),lar "profiles" and, like'l;nse, sets of SJ.milar col
umns. 7 FJ.rst a study iflll be made of the rovrs of the distribution JUSt 
compJ.led, in an o.ttempL to locate and J.solate those which match vrJ.th ~ach 
other,-then, the~srune viil be done with the-columns of the distributJ.on. 

c. It is noted that the 11 L11 and "v1' dist~ibutJ.ons have- pr~nounced 
s~lariti~s (FJ.g. 42a)--these rows came~under cons~dera~~on f~rst because 
of theJ.r unJ.que 11 heavTness 11 of theJ.r frequency characteristJ.cs. LJ.!{.e"I;-Tise, 
the 11D11 and 11N11 rovs ho.ve_homologous attrJ.butes J.n their appearance (Flg. 
l~2b) • Hmrever, the i'urther grouping of the rows by ocular J.nspectJ.on may 
present dJ.ff~cultJ.es to the student, s~nce D' n~y not yet trust h~s eye 

-= 
Figure l~2a 

.. - -1. 

_ Fit;ure l.J.2.E_. ~, 
- -fl ,...,. 

- .:;; .. - ... 'l!li 

-
in matching distrJ.but~ons, ~nd he may feel~the need for some kJ.nd of 
statistical asourance. In the following subparagraphs there is g~ven the 
technique Of a more precJ.Se method for matching, trlhthematJ.cal ~n nature • 

.._ r ~ •; :. t. ~ ... ~~-,..1 ' ~ .. 
7 These sJ.mlla.rJ.t~es are especJ.ally pronounced vrhen the enc~phere'r 

uses a "check-off" procedure for choosJ.ng his vaX"J.a.nts for ~ach letter, 
that is, when he systematJ.cally "checl<:s off" the varJ.ants used during 
encrypt~on to J.nslue that all possJ.ble varJ.ants are used_.1n approx{mately 
equal proportions • ~-
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~ d. Th1s niethod ot' matcb,_ins in an attempt to "equate" intercha.ne;ea.ble 
variants invo.lves computine; a. separate value for _each trJ.a.l matching ()£'a 
pa.rticulm• row (or co:lumn) fl.{3a.inst eo.ch or a. series of other roi-rs (or 
column$, as appropriate)--such a value J.s taken as an J.nuication of the 
"e:oodness of' mo.tch11 exhibited by l.he po.rticula.r trJ.oJ.,

8
the theory beJ.llG 

tho.t the correct :mn.tch w:t.ll produce the h:t.ghest value. The value for a. 
particula.1 lirlal match J.S computed by nrultJ.plYJ.na the number of tallies 
in each cell. of one rem (or column) by the number or tallies in each cor
respondl.lJ.8 cell in the other rovr (or column) end then totall.~ the pro
ducts thus obtained, Because or the way in uhich it l.S produced, such a 
value J.s tenned a "cross -products sum" , 

e • In subparagraph c above, l. t w~s dete~in ;d th,;:t th~ lt;r. r; a,;d' "V" 
rows-were equJ.vo.li;nt, ... and'tho.t the "D" o.nd "N" rove also formed an equiv-... . ....... ..... '"""" .. 
alent paJ.r. The next "heavy" rou is the "G" ro1r J thJ.s is to be tes~ed 
for match WJ.th the i'J.Ve rem...·un;r..ng unm~tched ro·us. Let the ''G" row be 
tested f'J.rst aga.J.nst the 1'B" row 'iaese two rous are given below, l'rith 
their cross-products sum. -For conven:t.ence, the cross-produc~s sum is 
s;ymbolized by ,C(el,e2) 1 where el and e2 repr~i!sent the d.esl.gna.tor.s of' the 
dJ.stributJ.ons to be~matched 9 ~ • 

.A r . .. 
"G" 2 2 2 - 3 1 - 1 , .. 
"B" 3 1 1 1 ] 2 2 1 2 1 ':. 

,.., 
X (G,B) 6 2 2 - 3 - - 1 - 1 = 15 .A • • .. 

• J J- " I. 

The complete tabJ e pf the com;po.r1sons or the "G" rmf with the five avail-
e.ble lOWS J.S as ro1lmrs 

X (G,B) 6 2 2 - 3 - - 1 - 1 = 15 
'X. (G,J) 2 2 2 - 3 - - 1 - 1 = 11 
~(G,Q) - 4 - - 3 - - - - - = 7 
;t(G,S) 2l~lt-6 - - 1 : 17 
,:t(G,X) - 2 - - 6 : 8 

The results ~ndJ.cate that the most probable match with the "G" rem is the 
"S" rou. 

f. SJ.nc( the next "heav:t.est" row to be tested is the "B" row, its • 
:matchJ.IlgS w1th the ,three re:mo.inJ.ng rol-TS are maj.e, and are g1v~n below 

ox<n,J) 3 1 1 1 ! 2 4 l 2 1 = 17 
x(B,C') - ~ - 2-1 2 2 - 2 1 = 12 
xCB,A:) - ] -12.22-11 - 12 -

e-1~-1" ... T ~ , .., r.,. ,. 'I ...... 
- ,.. A ~- - .I • I ~ ~ 'J'""-l ...... 

8 In tins cont~ctJ.on,-nol.e "tbe consJ.deratJons treated J.n subpo.r. 6o.s1• 

9 The G1cek Jetl..cl I' (chi) J.S often used J.n cryptoJo_cy to BYlt,bol:t.ze 
nJD.tcll1.11{5 ope:t:_a"LJ.O,JlS ... ,. .... , ~ 

• t.t- ... ~ • -i. c ~ .. 

... , ' 
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ThC' conccl. mo:l.ch1.n~ of lhc 11D11 n.nt'l. "J" ro,rs is inchca.l.cdby l.hc t'C'r,u1t'3~ 
Tlu& J cnvcs onJ y t.llc "Q" iinu "X" rows, whlch 'Jl c prc::mmecl to c;o t.occ !.her, 
s J.ncc not on] y io the~r cross -producta c;;mn sat LS fac Lory ("uhen compot"ed to 
Lhe 7G vaJues .ror some or the aLhm ro~rs 'trluch h~vc been ma.l.chc.d), but, 
equally Jmportani, Lhc.ll pa.tterns oi crest<:~ and troue;h-:; a.re si'lll] 'J.r. 
81 nee 11e have not f'ound mnre Lh'J.n tvro rows for a.ny one get of lntcr
chrul£:Cable values, 11.. a.ppcm·s that l.he orlgJ.no.l mo.tnx had only fJ.ve 
roiTs, 'tvJ.th tuo vm"Hlnl.s for eo.ch rou. The rm-rq of t.hc distrjbution dla
Gl. am o.re therefore comb1.ned 1n lihe foJ lmrina diagl om 

CFIIKMPRTvlZ 
BJ I~ 2 2 2 2 3 ~~ 2 3 2 

• ~nN 8 2 8 7 2 2 2 5 7 5 
GS 3 lr l.r - 5 l - 1 - 2 
LV 2 8 1 7 7 8 9 6 7 7 
QX - 3 - 3 3 2 2 - 3 -

F1gure 1~3 

g. Analys1s of the dJ.atrlbuliJ.ons of the colunms of' Fig. l-1-3 gul.ckly 
reveals tha.t colunms "C" and "H" mo.y be matched as a pair, and likewise 
columns "F" and "M", and columns "P" and "R" • In order to decide the 
group1ngs of' the re:mA.J.nJ.ng columns 1 the sue posalble l values are der
ived. 

)!: (K,T) • 4 35 - lt2 - = 81 CombJ.nations 
'X (K1 li) • 4 49 - 49 9 : 113 KT, UZ 81-f" 90 : 171 
~(K,Z) 4 35 - ~~9 - 88 Kll, TZ• 113 + 73 = 186 -
x<T,lf) 6 35 - 42 - - 83 ~ KZ, TU 88 of- 83 = 171 -
~(T,Z) lr 25 2 h2 = 73 
;.t: (lf ,z) 6 35 - 49 = 90 

It appears that the p;oper pa~rines of' th~ columns "a.r; _ 'ik"' .. ~ "W", "T" ani "Z" • - ~ 

1 ~· The grou':pJ.ncs of- the c'YoluliiD.s hav~ng been determined, the fre-
quency diagram ~s reduced to ~ts bas1c 5x5 square, and the f test 1s 

"&.. #~ ....... -t. .... or.. • ..... ..:.. ... ., ... 

tJ. 

- ., ~ C F K- '"p 'r - ... " • ' ~ 

.1J.. • HN:URZ 
BJ 6 4 5 7 l.r 
DN 16 1~ 111 ~ 10 
GS 7 9 1 3 
"&V 3 15 11~ 17 13 
QX - 6 6_4 

<!lp:l962 
cl>r:ll32 
cf>0 :1670 

, - . . ~ 

taken o.s further stat1st1cal assw;o.nce of' "'the. ma.tch1ngs. Although <Ito in 
this case does not come up to the best e_q>ect.atJ.ons, we feel nevertheless 
that the matching has been carefully and correctly accOII'IplJ.shed, and so 

RESTftlC'f';BD 
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the neAt step is cont.Lnued with a conver&ion of' the multJ.literal teAt • 
into 'WlJ.lJ.l.ero.l equivalent.s 1 usJ.ng tho follouJ.nB reduction square con-
ta.inJ.ng o.n .J.rbitr'll"y sequence 

CFKPT 
IIHUR~ 

BJ ABCDE 
DN F G HI K 
\18 L N N 0 P 
LV Q R STU 
QX VWXYZ 

The converted cryptogram J.s nmr easJ.ly solved, using the princJ.ples set 
for'lih J.n SectJ.on VI. The fJ.rst fJ.fteen letters of the plaintext message 
are found to read 11lJE.ATHCR FORECAST • .", and the originDJ. enciphering 
matrix is recovered, bo.sed en the key uord J\TMOSPHERIC, as follows 

P F C K T 
RMH\IZ 

LV ATliOS 
DN PIIERI 
BJ C B D F G 
GS KLN0U 
QX VtlXYZ 

i. The method of matchJ.ng rmrs and columns JUSt described in the 
preceding subparagraphs applies equally well to all the matrJ.ces in FiGs• 
26-35, and slm.ilar varJ.o.tions if 1n the process of equatlne; indicators 
the cryptanalyst sees that the row ind1cators are falling J.nto the same 
aroupill8S as the colwnn J.ndJ.co.tors, be nuBht be able to o.ccelero.te the 
equating :proce,.s by takJ.Da advantage of "LhJ.s feature alone, as ~rould be 
the case l.f he had encountered a cry:ptorsram ip.volVJ.ng a matrJ.X "ifith indJ.· 
co.tors a.rraDBed 1n o. mn.nner SJ.mJ.lar to that shown J.n F1e,s 29 and. 30. 
Furthermore, a c1•yptogram enc1:phered 1n a commutative system, wherein 
the equivalents have been taken J.n rovr-column o.nd column-row order indis
criminately, mo.y be recoe,nized as such through a. study of the digraphic 
distrJ.bution or the cr;yp"Lo~a.m. s1ncc the 11 

ot 11 row of the distrJ.bution ,C 
WJ.ll have o.n appearance sinu.lar to the 11 oC. 11 column, the 11 ~ 11 rm-r "'TJ.ll 
be simll 'U to the 11 ~ " colunm, etc, lO this matter 1s d!scussed further in 
subpar 6ld. ~ r t. 

- .. .. 
10 It J.s olten convenJ.ent to use arbJ.trary "3yntbo~s in cryptanalytic 

i-TOlk, to p1evcnt confusJ.on 'nth desJ.c,n::Ltions of_!J.CL.llDl elements of plain 
teYt1 c1phcr tc..<:t, or key (see footnote 1 on pae,e 58). For thJ.s purpose 
Greelt letter& u.rc often used, for reference, the 2!1 le"Liiors or tlic Greel<: 
alphabet a.nd "Lhe1r namco a.l!"e appenckd ln the chru. t bclmr " 

,..._ .. .... ... ..1 _, - , 

A a( o.lph"'l 
t3 ~ bcLJ 
r ~ f\OI'IIJI...~ 

A .S_ clc.L~ 

E E 

z t:: 

H"'! 
r.E_e 

ftEB'fRJC'i'ED 

el)SJ.lon 
~cLa. 

cl.t 
theL.1 

I 1,. iota. N v 

K I< l~a.ppa. - ~ 

" 1\ laJIJ.bd I 0 0 

M. ~ t.m n ,. 

nu ',:) f ro <P ; phJ. 
"I{J. .t: IT <' ~...,111..'1. X X clu 
or.ucron T "t tou '¥ '/ ps 1. 

Pl f'V "ll~ J lou (l. CoJ 0T,1C(,O. ____ ,__-



REF ID:A56892 

RES'fftiCTI!:D 

J • J l. ":j s 1.IllJ.">Ol '\.. mt to point.. out th'1.t in nul.clunc, I he cryptnno.ly<Jt 
should bcf3J.l'l '\TLI..ll Lhc. 11best" rous or columns--best not only lrolal l:"lle 
<Jto.udpoinl.. of "hea.vl.nesr~" or the dibtrf'butJ.on, but oJso beot from l.he 
J:I01.n.l. or vic1r M o. dJ.stJ.nctJ.vc patt.ern or crests and troughs. Ii' J.nsur
fJcionL L~"::d, J.<:J a.va.J.l ... tble to o.llo,.,. equo.tJ.n{5 a.ll the int..elcha.ne;cabla 
cooH11.nnLP.s of a pn.rt.tcu1nr cnc.tpherJ.~ matr_;~.x, J.t m'J.y still be possJ.ble 
l.lla.t a con'Vc1 '3J.on or i.11c cJ.pher ten by 1n.eo.n~ or a pAri:.:J ally-reduced re
col~bJuct1.on1matrLx D~'1.Y yJ.e]d enough !aJ.onrorphJ.C potl.erns and other daLo. 
to moJ;:c pos&Lblc an e11try J.nto l.he ~ext. :t.r the cryptogrO'.:pher hos not 
used o. "chccl~-orf11 process J.ll enc1.pherinf;, but J.nstead bets .f'.J.vored ccrta.J.n 
cquJ.valcnt.s for the va.rJ.ous plo.J.ntexb letters, matching moy not be pos
slblc, nevertheless, an en'1..~7 J.nto Lhe t.ext may be ro.cilito.ted J.n l.lus 
co.sc, becouse oom.e ol the reaultarrl.. peaks J.n the c1.pher text. may be cor
rectly J.dentL.f'J.ed Furl.hern1orc, SJ.nce no vo.rJ.ant system can po'3sJ.bly 

I -dJ.Sf::,Uise the let Lers or 10'~1 frequency J.ll plo.J.n te~<:t' theJ.r lmr-frcquency 
equJ.vo.lents in the cJpher tc"'Ct mo.y provJde po'3sible app:roaches to solu-
tJ.on (See also subpar. G1~). 

k. In addJ. '\..J.on l:;o the method o.t solut~on by IllD.tchJ.n.; and combJ.mng 
rmrs iin.d coltmms or a dig1 '1.pluc dJ.st't'ibution or a muJtilJ.teral cipher, 
the1e J.s also the cenera.l appro"l.ch a.pplJ.cable ·uithout exceptJ.on to any 
vo.rLo.nt system. Tlus meLhod, LnvolvJ.nc:, l..he correlation or cJ.pher eleMents 
suspected to be the equJ.valcnts of specLfLc but unknown plainte..ct letters, 
J.S t.rcated J.n detail Ln paraGraphs 61 and 62. 

1. Systems sucl1 os the 1r-1evel dJ.nome c.tpher J.llus'l..rated in FJ.s. 36 
are susce?tJ.ble to a very eo.sy solutJ.on, Lf the dinome~ have been J.n
scrJ.bed J.n numer'lcal order "'~ ,dJ.c>~tcd. AsstynJ.ng such a case J.n a 
specJ.fic cr;yptoe,ram, the fJ.rG t su: crouyJ ~ r 1rluch are . 
6 8 3 2 1 0 9 0 2 2 8 8 6 4 8 

a four-part frequency distrJ.butJ.on of the cntJ.re I'lesso.e,e, is talcen as 
illustrated J.n FJ.G. l-1-4 belmr 

- t -

• • 

= -_gg= =-~----~ • -~~= 
01 02 03 ol~ 05 06 07 08 09 10 ] 1 -' 2 13 11~ 15 lb 17 18 19 20 21 22 23 2l.f. 25 

- .. -
._ _ .. = ~ - - = ~ - - ==- - ;t ~ - = ~ ~ 

26 27 28 29 30 31 32 33 31~ 35 36 37 38 39 J~o h1 42 43 1,1~ 1~5 46 47 lr8 49 50 
... ' 

-

~~= ~~= - ~ -~- - = 
51 52 53 51~ 55 56 57 58 59 l'So 61 G2 63 61~ 65 66 671 68 69 70 71 72 73 7lt- 75 

... 

~- -= --~~~ -~~=---= ~- -
76 77 78 79 80 81 82 83 8lr 85 86 87 88 89 90 9J 92 93 9!~ 95 96 97 98 99 oo 

FJ.c,ure lrlr • 

RE8'fftfC'f'EiD 135 
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1 If' the student "\Till brine; to beo.r upon thi~ problem the pr~nc~ples he 
leCU"ned J..n Section V of ~Ius te:x;t, he Wl.ll soon realize that 'tvhat he now 
has before him are four sl.llrple, monoalphdbel.ic frequency distrl.butions 
similar to those involved in a monoalphabet1.c substJ..tution cJ..pher using 
standard alphabets • The realizatwn of tlns f'lc"L/ immediately provides 
the clue to the next atep· 11 fitt~ng each of the/distributions to the 
normal". (See par. 31). This Cf.ll1. be done \dthdut dJ..lflculty in this 
case (remembering that a CB-lette:r .alphabet ~s l~nvolved and assuming that 
I and J are combined) and the follmnne; o.lpho.b~ts result 

':;, 

01-I-J 2_6-U 51-N 76-E 
02-K 27-V 52-0 77-F 

~ -
03-L 28-W 53-P 78___::-a-
04-M 29-X 54-Q 79-H 
05-N 30-Y 55-R 80-I-J 
06-0 31-Z 56-S 81-K 
07-P 32-A 57-T 82-L 
08-Q 33-B 58-U 83-M 
09-R 34-C 59-V 84-N 
10-S 35-D 60-W 85-0 
11-T 36-E 61-X 86-P 
12-U 37-F 62-Y 87-Q 
13-V 38-G 63-Z 88-R 
14-W 39-H 64-A 89-S 
15-X 40-I-J 65-B 90-T 
16-Y 41-K 66-C 91-U 
17-Z 42-L 67-D 92-V 
18-A 43-M 68-E 93-W 
19-B 44-N 69-F 94-X 
20-C 45-0 70-G 95-Y 
21-D 4.6-P 71-H 96-Z 

... 22-E 47-Q 72-I-J 97-A 
23-F 48-R 73-K 98-B 
24-G 43-S 74-L 99-C 
25-H 50-T 75-M 00-D 

The key vrord ~s aeen to be JUNE and the beginninG or the cryptogram J..s 
deciphered as "Iffi.STERN DNTRANCE ••••• 11 

m. If' instead of 25-eJemcnt alphabets, a system such as tho.t J..n 
Fig. 37 ha'3 been uset1, onl r a slJ.ght IlJ.Od~ficatwn of the procedure in 
subpmae;1aph J vrould have been nccessa1y, ~.e., the dJ..stribut~ons ITOuld 
have had to be conside1ed on a basJ..s or 26, anc1 the process of fJ..tting 
the d~strJ..butions to the nonKtl vrould have GOne on as Ul the prev~ous 
e.hru'lJ.)lc,. 

--
' • 
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n. 0l1C' C'1ll. Lher o:pplJ.co.tion of prJ.ncipJ e~ leo:t'ncd :f n SectJ.on V de
se:rvcs to be menttoncd here, in conncctJ.on ~rlth the aoJutJ.Ol1 o-r GY"JLem"' 
such as thocc of' Fie;. 36. Let the i'oll~-TJ.llG short message be concidered 

1, s ;. 2 6.,! 8 o '-~ 2-3., -5-' 2. o 9 9 9 ·3 6 0 1, rr 6 a 5 To~ 5 6 5 1 

36683 52267 9711~ 54466 76 
t_/t -~ .. •'tJ ni\,'1_ .. 

, ... ..., "I# rT_ 

If it is lOlPWll ~hat the correspondents have been usJ.nt, o. vo.riant system 
e.uch a.s tho.t 111 Fig. 36 1 a special aolutJ.on may be eJL!PlO;yed J.n those cases 
"trhercJ.n there ls J.nsufi'l.cJ.ont clpher text to pe:rnu.t ana.lJSJ.S by the method 
of fJ.tt.in~ the frequency dJ.stributJ.on to the normal. Thus, a. short cr;yp
to13ram. may be solved by a varJ.atJ.on or the p1o.in-conq>onbnt completJ.on 
me~hod descrJ.bed in par. 31+.11 FJ.rst, let the cryptosro..'r!l be copJ.ed in 
d"tnomcs, "tfl.th an ind1.ca.tion of the level (1..e., the "alphabet") the dl
nome uould occupy J.n the 1~-level. mo.t.t."J.X, thus 

.... __ ... __ . ..,. .,.. 

~8 22 6B B4 23 52 09 99 36 oh 76 05 90 56~)1 36 68 35 22 67 97 il 45 41r 66 76 
2 1 3 4 1 3 1 4 2 1 4 1. 4 3 3 2 3 2 1 3 4 1 2 2 3 4 

,I .a. "'11 " ' ':II. ... '"- a.... :... • 
.. - --~ .. ,.-

The dJ.nomes bclone;J.lll3 to the four l~vels are as follow':l 
-" ~ll ..... _' 

(1) 
(2) 
(3) 
(!~) 

22 23 09 Ql~ 05 22 11 
.. - ..,- r ~ 

.!. 
~8 36 36 35 45 hL ~ 
68 52 56 51 68 67 66 : ~ • ~ 
84 99 76 90 9 7 76 ' .. ... • .. : 

• • .. '9 .1. - "" " ' rt I 
• t' .., -- tl T -,. 

These d~nomes are converted J.nto terms or the plaJ.n COmPonent~by sett1n& 
each of' the cJ.pher sequences/ aeo.J.nst the ~p1a.J.n componen-E at an, ~bitrary 
poJ.nt Q~ ~oincJ.de~ce,_su//~~~in the roll(~)'Uine;~e_X?-11I.Ple 'J"'~ • I 

A B C D E F G H ~-J K L 1-i N 0 P Q- R- S T U V W X Y Z 
01 02 03 ol~ 05 o6 07 o8 09 10 11 !2 13 ll~ 15 16 17 18 19 20 21 22 23 24 25 
26 27 28 29 30 31 32 33 31~ J5 36 37 38 39 t•o 41 42 43 411 45 46 117 tr8 1~9 50 
51 52 53 5'~ 55 56 57 58 59 60 61 62 63 6!~ 65 66 67 68 69 70 71 72 73 71~ 75 
~TI~~~~~~~~M~OO~~~~~~~~~~~oo 

(1) 22:Y1, 23::X, 09:I, Ol1 :D, 05:E, 22:lv, ll:L 
(2) 48::X, 36:L, 36:L, 35:K, ~5:U, l~l~:T 
(3) 68:8, 52=13, 56:F, 5J :A, 68:8, 67:R, 66:Q 
(l~) 84:I, 99:Y, 76:A, ~:P, 97:U, 76:A 

Ll - - • ""' ''" - ' ' .. ,, ,_ - ~ ..... ; •" t!' ... .,-r,. 
" .. 

11 It should be clea.r to the student i..llo.t the reason this method Cd.Il be 
applJ.ed in this 1nstance ~s that both the plo.J.n component (ABc •••• Z) ?nd 
the cl.pher co~on~nt (01, 02, 03 ••••• 25, 26-50, 51-(5, 76-oo) arc knolrn 
sequence& (of thus assumed). 

I 

' I 
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o. The plain component sequence is now completed on the letters of 
the four_1evels, as follows• ~ - • 

1st level 

WXIDEWL 
XYKEFA.M 
YZLFGYN 
ZAMGHZO 
ABNHIAP 
BCOIKBQ 
GDPKLCR 
DEQLMDS 
EFRMlfET 
FGSNOFU 
GHTOPGV 
HIUPQHU 
IKVQRIX 
KLWRSKY 
LMXSTLZ 
MNYTUMA 
NOZUVNB 
OPAVWOC 
PQBWXPD 
QRCXYQE 
RSDYZRF 
S T E Z A S,G 
TUFAB'l!H 
UV'GBCUI 
VWHCDVK 

2d level 

XLLKUT 
YMMLVU 
ZNNMWV 
AOONXW 
BPPOYX 
CQQPZY 
DRRQAZ 
ESSRBA 
FTTSCB 
G U1U T DC 
HVVUED 
I yT \-1 V F E 
!(XXWGF 
LYYXHG 
MZZYITI_ 
NAAZKI 
OBBALK 
PCCBlJIL 
GDDCNM 
REED ON 
SFFEPO 

1T 1 G G F Q P 
UJH H G R G 
V.I IRS H 
v1 K K I T S 

3d level 

SBFASRQ 
TCGBTSR 
UDHCUTS 
V~IDVUT 
vTFKEUVU 
XGLFXWV 
YHMGYXW 
ZINHZYX 
AKOIAZY 
BLPKBAZ 
CMGLCBA 
DNRMDCB 
EOSNEDC 
FPTOFED 
GQUPGFE 
HRVQHGF 
ISURIHG 
KTXSKIH 
LUYTLKI 
1-I V Z U M L K 
H't-T_AYNML 
OXBWONM 
PYCXPON 
QZDYQ'PO 
RAEZRQP 

4-th level 

IYAPWA 
KZBQXB 
LACRYC 
MBDSZD 
NCETAE 
ODFUBF 
PEGVCG 
QFHWDB 
RGIXEI 
SHKYFK 
TILZGL 
UKM[tHM 
VLNBIN 
WMOCKO 
YNPDLP 
YOQEMQ 
ZPRFNR 
AQSGOS 
BRTHPT 
CSUIQU 
DTVKRV 
EU~.fLSW 
FVXMTX 
GWYNUY 
HXZOVZ 

' 
It is seen-tllat the &eneratr1cC9 with the best assortment12 of high-
frequency fet~ers for the i'our J~vels are ., .. .. 

1st level 2d level 3d level 4-th level 

E F R 11 N 1' '1 RE.EDON EJ)SNEDC NCETAL 

l2 In evaluo.t1ne; generatrices 1 the sun of' the o.rithmet1co.l i'requenries 
of the letters in ea.ch rmv m~y be used as an lnd1cat1.on of t1:1eir rela.t1ve 
"r;oodness 11

• '' sta.tisticq, 1 Jy much more occurote rJ.ethod oi evo.luo.t~nc; 
Benero.trlces J.n;vQl ves th<:! 'lSe of lc.e;~•r1 thms or the probelh1l1t1es of the 
plaintext letters foruln:_. "Gh<" t;eT'Ier ~1.L.c 1<.co. (&ee also footnote 7 on 
pw~e 89 ) ... ' ~ 

RESTIUCTED J38 
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Ir the Jel:;tels or these Genct'o.Ll:lces o.le arla.nse<l J.n the OldC'l or o.ppeJr
o.nco or thci't" d:lnomc eqUl.Valents, accordJnr; to lhc 1.T'l.Y Lhcy :f'all J.nl"o the 
variou"' lC'Vels, 

l~B 22 68 Bl1 23 52 09 99 36 ot~ 76 05 90 56 51 36 68 35 22 67 97 11 t~s 411 66 76 
E I• H. 11 N E. T 

R E E D 0 N 
E 0 S N E D c 

N c E T A 

the pla.J.n te~t "REENFORCEMENI'S NEE''DED AT ONC:m" 1.s clearly seen. or, :rhore 
sJ.mply, ir we examine the equJva.lcni s or 01, 26, 51, and 76 after the 
generatrJ.x determJ.na.tion has been m~e, the keyword JUI~ J.S levealed. 
If a.n error had been made J.n the selection or a gcnera.tlJ.X1 Lhe error 
couJd be resolved by h¥.PothesJ.zing the probable key word, or by decJ.pher
J.ng the text on the ba.sJs o:f,' the assluned dJ.O.£~lam and then noting and 
degarbli~ the systematJ.c e~rors (whJ.ch, J.t would be notJ.ced, all come 
from one level) - -

p. The student should note that no one generatrJ.x will YJ.eld plain 
te..ct all the -..my across as in the exa.tnple J.n par. 34 Instead., the ,.. 
generatrJ.ces must b~ consJ.dered geparat~ly for the four Jevels, SJ.nce 1.t 
is WJ. thin each of the four levels that there .Ls a hornoseneous relatJ.on-

" sh1.p or dulOJlleS .~ Obvious}-y 1.f dinomes from more than one l~vel w~re used 
to com;plete the plain c0roronent sequence, the seneratrJ.ce& 1.10uld not con
sJ.st of a homogeneous Group or letters but instead 1.rould represent an 
assortment of letters-f.com tuo or more "alphabetg" 

61. AnalysJ.s or mole conq:>J 1co t.ed e~amplcs .--a. As soon as a. begin
ner in crypto~raphy realJ.zes the consyquences of the fact that letters 
are used WJ.th greatly vary:mG frequencJ.es u1 normal pJaJ.n text, a bril
liant J.dea very speedJ.ly comes to him Uhy no~ d~esuJ.se the natural fre
quencJ.es of let~ers by a systeM or substJ.lution_usJ.nG many equivaients, 
and let the 'lumbers of equivaJe-nts ass~gned to the various le!.ters be 
more or less J.n dJ.rect propo1j.~on lo tne noiwa.l :CrequcncJ.es of t.he let
ters? Let E, f'or c..rample, have 13 equJ.va.1ents, T, 9, N, 8, etc., and 
thus (he ~hin.Ys) the enemy crypl.ana.lyst can have nothJ.ne, in lhe uay or 
telltale or characl.eiJ.stJ.c f1eque~cies to usc as an enterJ.ng wedge 

:£. If' the te d eva:l.l~b~e for stud;y 1r; sm tll in amounl.. and if the 
varJ.a.nt values are wholly =1-ndepenclerrL of one o.Jiother, the problem can 
become exceedinely dl.ffJ.cult. But 111 practJ.cal mJ.lJ.tary communJ.cat.Lons 
such methods are rarely enqountcred, because the voluli"e ol te"!:t. is ugually 
g,rea.t eno'l'l!?h to pcrmJ.t of the cstablisfunent of eatuvelcnt value'3. To 
iJ lustrote ~rhat J.S meant, suppose a num,)er or cryptograms produced by 
the roonoalphabetl.c-var lant ne thod U.escrJ.bed above sb,mr the i'ollmrins 

RESTRIC'FE!D 139 
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1.;tvo sets or g1 oupJ.nc;o 13 or cJ.phcl element& J.n t.hc teY'I.., Set "A" bcJ.ne; 
a.satlll'cd to be di:ffe1ent reprc'3enta.tJ.onc;; or one po.rt!cu1o.r underlyJ.nc; 
pl'J.J.n t.ext., and Set. "B" asstuucd to be re:present.ations or another under
lyin~ p1nJ.n text. 

Sci. 11 11.11 

(12-37-02-79-60-lJ-01-37-77) (71-12-02-51-23-05-77) 
(82-69-02-79-13-68-23-37-35) (11-82-51-02-03-05-35) 
(82-69-5J-16-13-13-78 05-35) (11-91-02-02-23-37-35) 
(91-05-02-01-68-1~2-78-37-77) (97-12-51-02-78-69-77) 

An exam~natJ.on of these c;roup~res wouJ d lenaj to the fo11mrJ.nc; tentatJ.ve 
conclusions uith 1ec;a.rd to p1obable equ;LV'1.1cpts 

(12, 82, 91) (02, 51) (13, q~, 68) 
(05, 37, 69) (Ol, 16, 79) (03, 23, 78) 

(35, 77) 
(1J, 71, 97) 

The establJ.shment of t.hcse equJ.vo.l~I!.c!cs 1rould sooner or J ater lca.d to 
the tJ.ndJ.ng of additJ.onol sets or~ equal values. The completeness 1,7!th 
1fhJ.ch thJ.s can bl" accomplished 1rJ.ll dctermJ.nc.. the case or difi'J.cul ty or 
so1utJ.on Of course, J.f many e~uivalencJ.e& can be esta.blished the prob
lem can then be reduced pra.ctico.lly to monoalphabetJ.c ter.mc;; and a speedy 
solution can be attaJ.ned 

~. Theoretically 1 the dei.crnn Mtton or t;quivalen~J.es may seem to be 
quite an easy metter, but praci.J.cally it msy be very dJ.fficult, because 
the cryptanalyst can neve1 be cerla.J.n that a combination showine; 1rlla.t. 
may appear to be a varJ.o.nt vaJue J.'3 leally such and does not. r~prcsent e 
a part of a dJ.f'fcrent p1aJ.ntcvi sequence. For e..roJI'U?le, tal"e the croups --

17 -82-)1-82-l!t-63, a.nd 
I I .... 27 -82-110-82-lh-63 

Here one mJ..al;t S.,11Spc..ci. t!l.Qt 17 ana 2T represent the same let.t.er, 31 and 
40 another let Ler .... But J. ~ .,hflppens ~hat one ~roup reprec:;ents the uord 
:MANAGE, the oi.hc! D!U:1AGE. , ':\hei e o;cre ~ h~ndreds of such cases in EnglJ.sh 
and in other laUB\w~es • • . 

- I ( r ~ 

d. When reversJ.ble combinatJ.ons a1e used as varJ.an"Ls, the problf'm 
is perhaps a b~ t more s J.DJ.Plc ror e~ca.m;plc, uslng the accompanyinc; Fig • 1~5 

I •• . - ""'' K.ZOVDHIIRDL . ,~ c , ., , 
• " . U1 S, 

Jl,Y 
H H A 0 }!, 

D •r 11 l'' p 

G,J ,, D u 1 v 
c,N G v R c s A 

P,T ,_, L y \f IC 

"' 

-13 'rhc ~lt•! t. r.;tt'U~llC m -ht be able to C.eLet'''JTJ.c Lhe Ul"dcll l.n'~ pJ 1J.n 
te' 1.. of the. tuo bC.. J s o ( cJ._Jhel te"<:t ::;1 oup.Lr'.:-..,. 

1 •() 
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f'ol cnc1.:phcrmcn'L, L1-ro mes~ages with the srune ~nilanl wordg, REl•'ERENCE 
YOUR, may be enciphered ns rollolfs 

R :ffi Ji' 1l: - -R- - E N c I ~ y 0 u~ 

(1) N H H D R X L S II C D U U 2', N R S L H I? S H B J C 
(2) e II D U n X S L H N D \T Z U N H L S II P H U J B N 

- -= -

-
R 

H 
II 

L 

The cxper1.enced cryptanalyst, notine; the appearance oY the very .f'irst few 
cipher f,t'Oups, a<Jsumcs that not only have the mess9J"!:es identical beGinn
J.ngs ~n their pJ ain texts, but also that he is here confronted 'tT1 th a 
variant sys"Lem involvuJ.g biliteral reversible equivalents One of the 
man~restations of puch a cryptosystem is tPat in the djgraph1c diqtribu
tiQn o [' the ci:pher text the 11B11 row will have an a:p-pearo.nce a1.m~J ar to 
the "B'1 colUlllll the hen row will resemble the 11e" column- etc. thus 

, I _, - I'- J I J 
the cryptanalyst WJ.ll almost ~nm~dJ.otely realize that ne has encountered 
a commutatJ.ve system 1nvolving a mati~X smaller th~n th~t ind1cated by 
the s1zc of matrix necessary for maldne the d:t~raphJ.c di""stribution. 

• l - • J .., -

- ... - t .. ~ ....... 
e The probable-word method o.f' solut1on may be used, but with a 

slJ.ght variatJ.on J.nbroduced because o.f' the fact that, regardless of the 
system, letters of low frequency in plain te~ remoJ.n J.nfrequent J.n the 
cl yptogrem. Hence, su:ppose a word containJ.nu low-frequency let"Lers, but 
J.n i.tself' a rather common word strJ.kingly idiomorphJ.c ill character is _ 
sought as a "probable 'tTOrd11

, for example, words such as OAV.AJ.:RY, ATTACK, 
and PREP.ARI:. Such c1. 1rord may be 1ttitten 6ri o. slip of' paper and slid one 
intervai at a tL.J.e under the ted, whJ.ch has been marked so that the 
h~gh- and low-frequency characters are ~nd~c~ted. Each coincidence o.f' a 
low-frequency letter o.f' the text~;,J.th a !~~-frequency letter of the 
assumed word ~s exnmined carefUlly to see whether the adJaCent'text let
ters correspond in frequency-with the other letters of the assumed word; 
or, if the latter presents repetitions, whether there are cor.res]bndences 
between repetitJ.ons J.n the ci:pher text and those ~n the word. Many trial.s 
are necessary but th1s method will produce results when the difficulties 
are othenTJ.se too nru.ch for the cryptanaJ yst to overcome • • .. _ ...... """' .. - ........ 

62. 1\na.lysis J.D;VolvJ.ng the use of ~solo(is~-:.!:• In milJ.te.ry communi
catJ.ons J.t J.s not unusual that crYJ?toc;rams are produced contaJ.nJ.ng J.denti
cal pla~n text but "\fhich have been subJected to dJ.fferent cryptograph:tc 
treatment, thus yJ.eldJ.ng di.ffe't'ent cJ.pher teAts. This difference in cr:YJ?
tographJ.c treatment ma.y be caused by !..he use of an entJ.rely d1fferent 
general system, or by the use of a different specific key, or merely by 
the cho1ce of equivalents 2n a varJ.ant system. Messages which :present 
different encrypted texts but 11hich contaJ.n identJ.cal plaJ.n text are 
called J.sologs (flom the Greek J.so = 11 equal11 a11d logos = 11word11

). One o:r 
the easily-noted indJ.cations or the poss~ble presence of J.sologs is 
equality or near-equality J.n ~he lengths of two (or more) cryptograms. 
Isologs, no matter hou the cryptoe,ra-phic -t.reatment var1.es, are among the 
most pO'tverf'ul. m.edJ.a available to the cryptanalyst for the successful 
solutJ.on of a dJ.ffJ.cult cryptosystem--and1 in some cases, may provJ.de the 

RES'f'RIC'FED 
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only possJ.ble entries :l"?to a complex cr;yptosystem. An inkling of' tbe 
help afforded by J.sologs was revealed by the example conta1ned in su~~,3r· 
6ld above; however, a much more striking illustration J.S given in the 
ne~ f'ew subparagraphs • 

b. The f'ol101r1ng two cryptograms, suspected to be iso1ogs, are 
available f'or study _ _ ~ 

Message -11A11 

8 2 2 6 5 6 3 1 0 3 1 4 8 3 9 6 9 8 4 2 3 2 52 9 7 0 11 5 
80277 8 9 1 0 6 9 4 0 0 0 1 3 8 2 8 54082 4 0 0 6 5 
6 3 6 2 9 3 3 9 1 8 4 3 1 58 8 l 0 4 8 2 6 4 58 4 50 3 9 
8 1 7 1 3 52 53 8 7 3 3 0 9 2 0 1 4 9 6 1 7 52 1 6 4 7 6 
3 8 7 2 8 9111~7 9 9 9 2 6 411~68 1 3 3 6 5 3 3 8 8 1 
89697 9 3 8 1 6 5 1 1 50 5 7 0 1 4 1 1 8 0 4 4 3 2 5 5 
2 8 1 2 0 2 7 7 3 0 3 1 1 9 9 7 9 9 6 2 2 7 8 6 5 6 0 6 5 3 
90870 4 0 8 61 4 6 5 9 4 .1 9 8 5 5 1oe22 22987 
4 6 7 2 9 3 6 2 4 5 ... 

.. ... ,,"'f ~ ., 

- Mesr:.a.ge 11B" 
~ .. .. 

3 0 1 50 8 7 4 9 7 1 4 51 1 9 7 3 6 0 4 9 6 7 6 50106 
4 56 4 7 9 9 1 8 1 6 9 6 7 2 5 3 8 8 9 4 1 56 3 2 52 0 3 
90628r 7 7 5 3 6 2 0 3 5 1 1 0 57 0 8 9 2 7 7 7 50 1 1 
3 51 9 9 90138 9 9 9 7 4 50 2 3 2 0 4 1 1 5 89216 
3 8 4 6 3 1 7 54 7 14648 0 0 6 4 6 8 58 6 4 53 8 9 8 
26121 8 3 8 7 8 9 4 8 8 9 3 3 7 2 8 11 2 7 2 20504 
o6l~8~ 3 2 1 0 3 9 8 7 1 5 4 2 6 6 2 8 0 7 6 0 89880 
4 4 1 0 5 52 9 0 0 5 9 7 2 8 2 2 8 5 5 8 7 3 0 0 7 0 8 9 3 
5968-2 4 6 2 53 

On the possibility that some dinome system (or systems) 1s involved, the 
messages are written under each other 1n dinomes to facilitate the exam-
ination of the simila.ritJ.es and differences of such a grouping of the 
cipher texts, as shown on the next page .. 

RESTRJCTED 
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.4 - 5 10 l~ 

A 82 26 56 3l 03 7~ 03 96 98 112 32 52 CJ( 01 15 
A' 30 15 OS ... ,,1 97 11~ ?1 19 7'3 Go )19 67 65 01 oG 

-I 
B 80 2( 78 91 06 911) 00 Ol 18 28 5'1 08 211 00 65 
D' J,? 611 79 91 01 691 67 25 38 89 1~] 56 32 52 03 

I ~. 

c 63 62 93 39 18 1~3 15 88 10 '118 26 1~5 81~ 50 39 
c• 90 -62. 8,..( 75 36 20 35 11 05 70 89 27 77 50 11 

D 81 71 35 25 38 73 30 92 07 1~9 61 75 21 64 76 
D' 35 19 99 01 38 99 97 1,5 02 32 ol, 11 50 92 16 

\ ...,.. I 1 

E 38 72 89 11 47 99 92 61~ 1'1 68 13 36 53 38 81 
r' E' 38 46 31 75 1~7' 11~ 611 80 06 1~6 85 06 1~5 38 98 

'!! • 

F 89 69 79 38 16 51 75 05 70 74 11 80 
F ' 26 12 18 38 ~ra 94 oo 93 37 28 11 27 

,. G 20 12 02 
G' 06 1!8 1~3 

77 30 
21 03 

31 
98 

l9 97 99 62 27 86 
7J 511 26 6r 8o 76 

411 32 55 
22 05 ot~ 

56 06 53 
08 98 80 

-· 

-

• •l·rr 
H 90 
H' 111~ 

J 46 
J' 59 

87 04 08 67 
10 55 29 00 

72 93 62 45 
68 21~ 62 53 

46 
59 

59 41 98 55 10 8g 
72 82 28 55 87 30 

22 29 
07 08 

: 'I'"' 
, . -

tj .... .,. - if: I _, l' Mo. 

87 
93 

• 

The d1nome distributions for the two messages are as folloWs• 

¢ 
- r r --~ 1 • 1 -,11.- i 1 .. • 

~ ¢ 6' "l 

¢ 
1 
2 
3 
4 
5 
6 
7 
8 
9 

2 
2 
-
2 
-
l 

-
1 
2 
1 

l 
2 
2 
l 
2 
J 
1 
l 
1 
2 
1 

2 3 1~ 5 6 
1 1 1 1 2 
1 1 1 2 1 
l - l 1 2 
2 - - 1 l 
l l l 2 2 
l 2 J 2 2 
3 1 2 l -
2 1 2 2 1 
2 1 1 - 1 
2 2 1 - 1 

D1str1bution ror 
Messa{3e "A" 

RE8'£RiO'f'ED 

7 
J 

-
2 
-
l 
-
l 
1 
2 
2 

8 9 
2 -
l 1 
2 1 
5 2 
l _l 

- 1 
1 1 
1 l 
1 2 
2 ~ 

] 

2 
3 
~~ 

5 
6 
7 
8 
9 

J 
1 2 
1 4 
1 1 
2 1 
- 1 
1 1 
1 -
1 1 
3 1 
J 1 

2 3 4 5 7 
1 2 2 2 3 1 
l ... 2 1 1 -
1 -- 1 1 2 2 
2 - - 2 1 1 
- 1 L 3 2 1 
1 1 1 2 ]_ -
3 - 2 1 - 2 
l 1 1 2 1 1 
1 - - 1 1 2 
1 2 1 - - 2 

Dts~ribu~ion for 
Mess~e "B" -

8 
3 
l 
2 
5 
1 
1 
1 
1 
1 
3 

.. ... ..,. .. ,.. 

-· 
"l., 

9 
-
2 
1. 
-
1 
2 
1 
1 
2 
2 

. . 

) 
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c. Since a. r;cme1al absence of Illr..'U'lted crests and Lro~hs .LS notocii J.n 
both distrJ.but ions, ~r t.he divis_ on oi' tllcse c:r;ypt..oe;11.1111S int.o ~nomos ,=4-s 
cor1ect, u.nU. ii' they a.re both monoo.l:pha.betJ.c, Jt iCJ qu~te probnlJle thai' 
some type """01' vc.u ta:nt systPl•l (ot systems) h'J.s b(.en used. ll1th "Lhis in 
1ninc.i1 the enc11 ypl.ed tc-vLs o.nc\ LhcJ.r d1.sl.,r1butiono ore scrui.J.nl.lcd 1\u Lher 
ro1 some indico.t.J.on or "Lhe kind or rclationslup uluch cxJ.s-Ls bctuccn the 
methods or enc~phcrment or the "t.-no messages. The d~s\.rib"U-Liono arc selm 
to be strikill£5] y SJ.Dllla"t', not only vrt t.h respect t.o the loca.t~on of the 
one predonn.no.nt pe'llc J.n ca.ch, but.. aJ so J.n the close corrclatJ on or the 
loco.tJ.ons oi' t.he blo.nks in each 11l Fw-l.hermore, upon exominatJ.on or t.he 
superimposed messaGes themselveo, J.t is observ~d th~t there are several 
J.nstances wheieJ.n o. vo.lue J.n messne;e "A" coJ.ncJ.des with the same val.ue 
in 1nesso.gc "B" (e .e; , see posi-Liong A/A 1 .11~, B/B 1 9) 'rhJ.s observation, 
taken in conJunction "~"nth the marked SJ.Llilarity of the distributions, 
strongly J.ndica.tes tlult not only hl'ts l.he same gene:to.l cryptosy&t..em been 
used for the encryptJ.on or both mcosso.c;es, but "\.hot the sa.me encJ.pllcrJ.ne; 
m~tri~ hns been used for both. Also, in the case or the values 3a and 
b21 J.t is noted that "tTherever either occurs in 011e messaGe the same value 

1 ~ For the benefit of the student "tvith a nt..<t"l,hematJ.ca.l background, it -,\ 
might 1>e J.nteresting to po.tnt out certatn awlJcations of cryptoma.the
matics in connet..tJ.on m.th these two dJ.otributjons. F1.rst oi' all, each of 
the two distributions is much flatter thon that '"hich would be expected 
.f'or a sample of 125 dJ nomes oi' random text, ~.e. 1 a. drawing (with replace
ment) and recordinG from an urn contain~ne; equal numbers of counters J.n 
each of 100 categories l~beled 00-99 consecutively. In other words, 
whereas "random" rollous a. cha.racte>r~st~c distributional appearance, np
prox!nJated by the normal or bwom1al distr lbutJ.ons, the sa.n:g;>les at hand 
exhibit phenomena even flatter (or •r.-vrorse") than that expected for ran
dom, o.pp1oa.chi:ne; the theoretical (and ranta.stically non-random) "equi
librium" of' exactly the same number oi' tall~es J.n each cell of' a distri
bution. The follotrlng to.ble gives the observed number or x-i'old repe-
t~ tions in the two dJ.stributions, together with the expected number oi' 
x-i'old repetitJ.ons in a san:q>le of l~ke G.LZe of random te..ct, "tvhich expected 
number has been computed from tables or the PoJ.sson exponential dJ.strJ.
bution (see Mj 1"' tnry Cryptanalys J.s, Part Ili) 

Observed Observed 
X Usg. "A" Ms13. 11B11 E-vpected 

¢ 14 Y( 29 
1 51 52 36 
2 33 23 22 
3 1 6 9 
1! 1 3 
5 J 1 1 

It J.s to be noted that J.n the dJ.strJ.butJ.on for l.essQ.Ge 11A11 the observed 
number oi' blo.nltE (llr) ar::nnst the expectet1 m.unber c.r blonJ s from ranclom 
text (29) leprcscntb o. SJ.VJl.,ae or standard dev~otJ.on oi' 2 78 a-, "trluch 
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occtu~s ln Lhc ol.hel messa.c.e, a. phcnomenoJl explo.ina.ble on the 0'3Stm\JlL~on 
tha.\ the pl . .unt.,ctl cqu:lya.len"!:;s of LheiS.-V'olucs nre or such lmr frcqncmcy 
tha.t no vox~a.nL vnluc>o 1l'lve been provided for the<"Jc pla.~ntcxt., Jetter'l ~n 

f the c1 ypt.o'>)'btem. ... ' 

a. UJth Lhe roreaoine del.,ails determtnc::>d, it ls nmr :te'o.J i7cd th"J.t 
- II II 1.t shoulcl be posn.ble to rorm, betueen the tuo messar;as, cha:Jng ol 

those c~phcr va.luc'3 ·uhich represent J.dentJ.col pla:lnLext letl.,ers, os , 
exmnpl J.rl.C•d bel01-1. .Ber.,umine; W1.1,h the :('J.rst value J.n each meo':loBe, 82 
ond 30, a po.rtio.l chain of equJ.vo.lent variants J.S star Led, novr J ocat~nr.; 
some other occurrence of either value erscmhere (e e;., 82 o.t position 1I'8), 
and not.1.113 the ctphor value co1.nc:ldins vith it (in this case, Ja), the 
pro~1 J.al cha.in may be extended ( j ncluding nmr 82, 30, ond 1~ J ) • 1\.fic't' thJ.s 
pm~iculo.r cha1.n J.S ertcnded to :rnclude as many values as possible, 
another cha1.n 1.s rormed by start:ln~ with any vo.lue 'tTh1.ch hoa not already 
been included in the p-receding cruun, thJ.s procedure beJ.ng repeated unt~l 

I .. 

•\ 

can be translated a'3 odds of 368 to 1 ~ainst its occurrPnce by pure 
chance. LikevrJ.se the other entrJ.es besJ.des ¢ ( 1.n partJ.cular, the "1{-Val.ues 
Of 1 and 2 1 and t}le pum-q~ atJ.Vf' Valu,es or 3-o.nd-beti.er) may be evaluated 
J.n terms of Sl.gtna.Bes, and the conclusion would be reached thai. the t'tro 
dJ.strJ.butl.ons have a moa'L remote chance o~ being as flat as they are 
throt~h mere cnance~4 f~r ~nstance, J.t is 3.05 ~or 877 to 1 agal.nst ~is-

r ~ri"iiutJ.on 'tA''
1 

ho.vinc pnl~ tw:c>"io.:lJ .Les occwrinc tJ-.Lree or rndre -fimea 'tvhen 
13 su.cn tali'ies are ery~eC'l;ed' by lO.ndom":-and thJ.S SJ.cma.ge vrhen taken lnto 
eonsJ.deration with that of the munber of blanks yields a sJ.~e of' 4 o
or approximately 31,000 to 1 of oc currJ.ng through- sheer chance. The sum 
total of alJ the devJ.at1.ons could be coll~ctivcly evaluated, but this 
'trould 1.nvolve the laborious cong;mt ..... tJ.on of o. multJ.nomial dJ.strJ.butJ.on. 
SJ.nce the distrJ.butions or the t1ro messages are much vrorse than would 
even be expected for random chance, the conclusion is dra1rrn that the 
dJ.nome sroupJ.ng J.S hJ.ghl~significnnt and therefore must be correct, and 
fUrthermore that the cryplio9ystem J.nvolvcs'v81J.~~s ~ufficJ.ent numbers 
for the plaJ.ntert latters to permit the encJ.pherer to select the cipher 

C • I 
equJ.valents vrith a v-;.cw to sUI>yre<:>sing as inuch of the phenomena of repe-
titJ.on as poss~ble Secondly, tue X test of the two dl.stributl.OUS eives 
a l value of 206, as agalnst the X. value of 156 for_ ro.ndom SOJ111?les or 
thJ.s size, th1.s repr~sents _a SlGJllO.Ge or_h.02 t:r , or a ratJ.o or 33 1000 to 
1 aga1.nst its happertJ.Ilf, by pure chance, i.e., J.f the cryptograms were not 
1.n the same general sy&tem l)!Od specJ.,fl.c keys. Therefore J.t J.B a foregone 
conclusJ.on statJ.stJ.ca}ly t~t not only~do the cryptosystems J.nvolve dJ.
nomes as the cJ.phertext ~rouJJJ.ne;, but that the identical cr;yptosystem 1.s 
J.nvolved J.n the tuo messoges, and that because of the close correlation 
ot,. the pat terns of i.he .. t1-ro distribut1.ono, there is a g,ood probabJ.iJ. ty 

,. ull I --
that the cryptograms contaJ.n J.dcntJ.cal pl~J.n text and therefore are !.SO-
logs This spec.Lfl.c J.llustrat~on of the potentJ.alities of cryptomathe
matics J.ndicates the important role tho.t thJ.s branch of scjence mo.y plny 
in the art of cryptanalys J.S • 

RESTRICTED 
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all possJ.ble cho.ins cl!'e completed. It is found that the following chains, 
arbJ.t.rarJ.ly a.rrflll6ed hcze o.ccordine to length, may be c.lerJ.ved from Lhc 
tuo mes'3o.~Jes 

(06 14 1) 26 28 3J 35 73 711 81 89 98 99) 
(02 07 20 22 43 ~~~ 6~ 90) 

.. -
(12 37 1~8 51 69 70 8.1 91~) 
(03 30 41 5~ 65 82 97) 
(05 10 211 32 49 87 93) 
(16 18 36 76 78 79 86) 
(27 1~5 53 61~ 80 92) 
(ll 39 75 88) 
(21 58 77 81~) 
(1~6 59 68 72) 
(00 52 67) 
(ol~ 55 6t) 
(08 29 56) 
(19 71 96) 
(01 25) 
(13 85) 
(42 60) 

,. 
SJ.ng1e dinomes 

(38) (50) (62) (91) 

I:C we now ma.ke an ~b:IJ;ra:;'y assi(l'nment .9f p. difi'erent letter to represent 
each chain (o.nd each sinGle dJ.nome) a.nd convert either of the messages to 
unilitera.l terms by means or these arbitrarily-assigned values, we note 
the pat=tern of the opepJ.ne; stereotype "REFERENCE YOUJt ~IESSAGE •••• • " 1 and 
quickly recover the plaJ.n text. 

e. The plaJ.nte:>..rt values uhen J.nserted into o. lOxlO matrix having 
arbitrarily-arranged coordinates YJ.eld the fo11mring. 

¢ 
1 
2 
3 
~ 
5 
6 
7 
8 
9 

~ ~... - ... 
¢ 1 2 3 ~~ 5 6 7 8 9 -
u l1 T R r 0 E T..,F -
0 D N II E E A - A c 
T I T - 0 14 E s E F 

~ 

R E 0 - - E A N B D .. _ 
- R y T T s L v N 0 
X N u s R p F - :t L 
y l' vl T s R - u L N 
N c L E E D A I A A 
s E R N I II A 0 D E 
T G s 0 N - c H E E 

... - ...... .,., ... 
Manipulatp1c; the,. rovs and coltll1!1s ' 1 i..h o. vielr to uncoverJ.nG some &;yi'Il~try 
or systeJitQ.tJ.c phenomena., the lntent dJ.ac..onnl pattern of the equivalents - ~ ~ ..... 

- "" - I 
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for ccr:~Ln:~r the letters (such as Ep, Np, o~, ~' ~nd GP) JS revealed, 
and thc> rmf'3 OJ1d coJ mnns of the reconstruction d :J o~r .. ,m nrc. permuted to 
YJ.eld the-fol1owlnc, or1[5l.ll'1.l enclpherinr.; matli"C ' 

.. -;;- lt.':C_.;_- • l ~ • - -4-f v 1 '\ 

'
1

' ~ • 6 8 9 1 5 1~ 3 7 2 ¢ 
l - ~W"J I r'-I - ,..;_t I .. 

I t 

.. 

r .. ,. r - ... J. r ..... 1 ., 

... r ... ,..,..a:...... 

A r ... , .. .._ .... 

r 1 
3 
8 
9 
2 
~ 
5 

.. ~G ~ 
"' '· l.j. 

11. 
A 
A 
A 
c 
'El 
E 
F 
I 
L 

11. A c 
11. c D 
B D E 
D E E 
r: E G 
E F _I 
F I M 
I L N 
L N r 
N 0 R 

D 1!: E I L l{ 
E E li K N 0 
E H J N 0 R 
1I I N 0 .n s 
I N 0 n s T 
M 0 Q s T T 
0 p R T T u 
p R s T u X 
R s T u 't-1 y 

s T T v y z 
" ~ . - ' ..... , t ~ t-J ~ • a·~ ., "" - · . , ... 

~here are ... :'lq ~Qbserv'lpl.;_ relo.t_:L~nfhJ.pg in or betieen the sequences of 
digL ts w the. ;row anQ. co.lunw. coordino.t~s, ther~l'ore i'or vrant of any 
VJ.siblq phenomena. or ~thet infor:mq,;Lion on t}JE' deriva.t:J.on ( 1f a.ny) o.r 
theSe dJ.gL ts, 11.... i CJ S.EU.'Iume(J. ~'Wo t f:.hey nlUS t; hare been asSigned at random • 
The stud~nt UJ.l.l note tha"l:j ,t:p.e i'Lno.l mo.t:n. fs 1aentJcaJ to l..hat of' 
FJ.gure 39 in paragraph 59· 

~.. -
f. It should be emphasJ.:>ed that in tbe e>..a.tllple of the precedJ.ng 

subparagraphs J.t was only poss1ble l.o fonn chains or values from both 
.a • 

messages recJ.procally becam~e the same encJ.pnerJ.ng I!'atrix had been used 
f'or both. A non-recLproc'l] _chaJ.nLnJ procedure ~roula have been required 
J.f' only the general system had been the same for both but. Ehe encJ.phering 
ma.trJ.ces. had dJ.f.rered in some resp~c-t, or if tuo COII\Pletely d~:rrerent 
varJ.ant systems had been usect (e g , one ue.J.nt:s a frequentJ.al matrJ.x and 
the other ~nvolving a less "tompl~Y type or va.riont matrix, such as FJ.g. 
29). SpecJ.fJ.cally, it would.have been necessary to maJ.ntaJ.n two sepa-" - -rate groups of chaJ.ns, one c,roup for ,eech messa~e, othertuse heterogeneous - , -values would have become l.nterrnnGled. 

~ - .... fto .... .... -

g. AlthoUBh an analys~s of but one J.soleted example by means oi' 
igologs was presented, the st~dent shotud b~.nble to apprecJ.ate the 
s~snJ.fJ.cance and potenLJ.Ally enormous value or J.solobs to a. cryptanalyst. 
This value goes .rar beyond the s1mple vo.riant encryptJ.on in a monoalpha
betic substitutJ.on system, J.'3olo~s producea by the u~e or t~ro dJ.fferent 
code books, or two dJ.fferent encJ.phered code vers1ons or the same under
ly:Lng plaJ.n te:At, or tiTo encry:rnaons or ~dcntJ.cal pJain text by t~ro dJ.£
ferent "sett1ngs 11 of a C' 1pher I'lach.me, J!l.aY a] 1 prove of J.nestl.lM.ble value 
Jn the attack on a d1ff1cult cryptosystem 

/ ~ 
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63. Further rcmark9 on vo.r1a.n1. systems .--a. A i'ew '\fOrds shoulcllli~ 
added u1.l.h rcaa.rd to ccrtD.J.n subte1 f'ue,es Wh.1.ch o.re sometimes encouute~§ 
in monoalpba.bttl.ic subsl:.1.tut~on uil..h var1.o.nts, and which, J.f not recog--.. "-· rfJ.zed in time, cnuse cons1.derable delays The consldera.tions treated • 
before 1n subpars. 52! and .sl. on the d1sguise or the leZI(Jth oi' the ba.s,Q

1 
mul1.iliteral group o.pply equally here 1.o multU:lteral substitution vi~la 
varia.nts, thus, 1.n d1.nomc systems, a sum-checking dJ.Bit or a null might 
be added 1.n spec1.r1.ed pos1.tions of the group to rorm a tr1.nome. In lTS • 

complex Valiant systems 1 the presence or a null as one or the digits of 
a tr1n.ome would add greatly to 1.he co1nple..<:J."t1ei of cr~t~is or tlli.t 
system. The most important of the subterfue;es have to aSaJ. with the use 
ot nulls which are oi' n d1.ti'crcnt sJ.ze than the real cryptographic units, 
inserted occasJ.onall y to prevent the cr;yptanalyat :rrom breakins up the 
teX'l. into 1 ts proper unJ.1.s The student should 'l.a.ke care.LUl note of the 
last phrase, the mere insert1on of s;ymbols haVJ.llg the same characteristics 
as the symbols or the cr;yptoaraph1.c text, e"(cept that they have no mean
irlg, is not ll'hat J.S meant ~his class or nulls rarely ac~E!'ftB the pur
pose intended. \lhat is reVJ..ly meant- c.an best b~ explained ... bY an eXSDqJle. 
Sv;ppose tha.t a 5x5 varJ.azit matr1x lrith the 1'017 ~ column indicators 
shown in Fig. 46 is adopt.ed tor encJ.pherineJ:lt. IlurmaJ.l"', the cipher units 
would consist or 2-let'l.er combJ.nsl.ions or the indicators, i~iabl7 
giving the rmr indicator fJ.rs1. (by agreemen-t,). .. ... ,. ...... .,. 

• .. ... - .... ""' :r ~" .... 

V G I W D 
A H P S M 
T 0 li: B N 
F U R L C 

•--:. 
• 

r 

--V,A,T,F A B c D E ...... "----
I 
I 

G,H,O,U 

I,P,E R 

W,S,B,L 

D,M,N,C 

r 
L 

Q 
r--
v 

G 

M 

R 
-
w 

t , 

H I·.J K 
- r--

N 0 p 
r--

s T u 
- - r---

X y z 

The phrase COIRII\IITll!rR OF SPl!.CIAL TROOPfJ lJU.e;ht be enc1.phered thus • 

C 0 "~ M A I• '0 E R 0 F • • • 
VI EB 1'H ru Fl' Ii' AB Tli UO P\1 GT • • • 

The~e uould nor nall y thc1, 1 e D.l'l oneed 1.n 5 -let l.or croups 1 1,huo 

v I E n 1., 1r I u r~ T 1 r '" B T 11 T' o r '1 a T • • • 

ltBSTRIO'FBD 
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• 1, 1 1 1 111 ,,C"' uotr tl,~. ltawovc>r 1 111 1l on I y 20 c.•l l"1c.. 2f. lf..l tr.r ~ or Lhc 
.. ,J!,lnb~.'l" l'\1\'\.Q \''-"'"" ClJllilo,vi'il d.CJ -r-.!ll mrJ rol11mn JndJcal.or~, lc"'\-/lnr J 1 Y1 

• 

"' '' l.. "\lltl • \1]\'tl C"ll flow, I .. lt;['PO'"f' tlJC c r I 1 (\I l M "\1"(\ fJ";C"Cl "J'i T•Ull 'J 1 

noL 1ll.J'."..J...1.::~' !l~__!!:;-lnclt.!£lll-..l !f.tr(!r 1n .. c..1LC"d "'.L roPclOJ"L JU.:it before 
tllc 1 o '\l h'"tl l.l OO.l "Ul!..,'<!O l.ll ~-let~c} elOtll>CJ Occa•non'lll.y1 '1. pa.J.r of 
ll"'Ltcl'a lllt.lll be ,lll"Cl Lotl, Jn ort'le'l Lo Jn.."\Sf ... t.he chaT"octeiis'LLCS or 
11 o.vold"ll\Cf'0 or Lhc.. e J c lt ei c:;. .ro1 e'lch o~her. "Cbus, ror ec.Jm;plc. 

V I l!l X B J' Il K I U F J X 'l' I EAJBT MVOOP UGKTY -
Tile cr;yptNldlyal, ai'Ler o;~ome o:J"\.udy ~u'lpectina a bJ.l.LtcrRl c:lphor, pro-

~ 

cecds to brcalc U!l Lltc Lc"tL J.nto p&J r'3 

Compare thJo:s set. or 2-lc'l.te't' .... combJno"\.Jon~ 1nLh tbe correct set. Only 4 
of the 15 paJ.r"' ore "propel 11 um ts It LS c"3.Sy to <Jee tha.1 WJ.thout a. 
knowledge or the eYis"lcncc or Lhe nulls--and even with a knowledge, J.i' 
he does not len""' whJ.ch lottl"'t'O:S o"t'e nulls--the c"t"ypi.an~1. would be con
'('ronted Wi t;h a. pl Ob lem for t.hc c:;olutlon 0 C 'Th.l.Cb 0. ra1rl Y lo.'rge eJlii')Unt Of 
text mJ.e,ht be necessary The corcLU.l entpJ oyment oJ LhE" variants alo:so 
very mater1ally edds t-o l.he '3ecur1:l.y or the 'llethoc'l because repet1t1ons 
can be ra."\.her effectively '3'ltpprC'c'Jcd 

c. SJ.mJ.lorly J.n the c"~ oo-.:~plcs l.1ndCl: !lO.t"Of9'F!.Fh ';8, the letter J in 
Figs.-27 and 29 IllE'Y be user\ t"S o null, the letter Y J.n F1g. 28, and the 
d.J.g1t ¢ in FJ.gs 33 "l.nd 3h In FJ G 30, o.ny 1 ct"ero:s J.n the range oi" 
P - Z m1ght be used a.c:; nulls, oul.. 1.llJ.S u:.a.se nu13ht be weak because oi' the 
extremely lmr freQuency of l,heqc letters as compl.l'en uith tbc letters 
A - 0, th1s 1s an 1n~ort~nt ro1nt t0 cons1dE"r 1n the exam:lnaL1on of en
crypted text for pos&J.bl~ poor u~~zc~ or nulls 

~· From the t'ryptC'g..:-o.pln.c '3t'lndpo111\,1 uacl{?;e of nulls J.n the manner 
out11ned above re::>ult .. .Ln cr.f.Pto,_,r,pnJ.c l.C' '1. even more than tuice as lona 
as the pla.J.n t.exl., 1hu~ con'31..Jl.uLJn._. 'J. serJ.ous disadv'l.lltace. From the 
cryptanalyt,J.c '3tc.Uldpo1n~, !he fl"'l -Jn of l..hc Cl.J:'Iher un1Ls 111 the o:system 
descrJ.bcd J.n subJ?ar b 'l.bo·ve con .. , I .L t.1.1" .. e.. t.hc D'Ost J.mporLant obstacle to 
solut.Lon, 1.hJ.s, c01Jpled r1.l11 tne u ~ of VLlX'J'l.llts, makes thJ.s system con
sJ.derablJ more dirfl.t'ult l..o ~ol\e 1 e~pJ.I..e 1l.s ~onoo.JphobetJ.c.Lty • 

... 

.!.,,.I ... 
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SECTION IX 

POLYGRAPHIC SUBSTITUTION SYSTEMS 

Paragraph 
General remarks on polygraphic substitution......................... 64 
Polygraphic substitution methode employing large tables•••••••••••e• 65 
Polygraphic substitution methods en~loying small matrices........... 66 
Methods for recognizing polygraphic substttution.................... 67 
General procedrre in the identification and analysis of polygraphic 

substitutio~ ciphers••••••••••••••••••••••••••••••••••••••••••••• 68 
Analysis of fo -square matrix systems•••••••••••••••••••••••••••••• 69 
Analysis oft~ -square matrix systems............................... 70 
Analysis of Pl yfair cipher systems••••••••••••••••••••••••••••••••• 71 
Analysis of po1ygraphic systems involving large tables.............. 72 
Further remark on polygraphic substitution systems................. 73 

6q.. Gener 1 remarks on ol raphic subetitution.--a. The substi
tution systems dealt with thus far have involved plaintext units con
sisting of si le elements (usually single letters). The major dis
tinction betwe n them has been made simply on the basis of the number cf 

tuting the ciphertext units of each, i.e., those in
volving single element ciphertext units were termed uniliteral, and those 
involving ciph rtext units composed of two or more elements were termed 
multiliteral.l That is to say, when the terms "uniliteral", "biliteral", 
11triliteral11 , tc., were used, it was to have been automatically inferred 
that the plain ext units were composed of single elements. 

b. This ection of the text will deal with substitution systems 
involving lai text units composed of more than one element; such 
systems are te ed polygraphic .2 (By comparing this new term with the 
terms "unilite al" and41multiliteral" it ma.~r then be deduced--and cor
rectly so--tha a term involving the suffix "-literal" is descriptive of 
the compositio of the cipher text units of a cryptosystem, and that a 
term containi the suffix "-graphic" describes the composition of the 

1 See also 
2 Systems olving plaintext units composed of siogle elements may, 

on this basis, be termed monographic; however, as has been stated in 
connection wi the terms "uniliteral" and 11nru.ltil1teral11

, the plaintext 
units of a sys em are understood {wilihout restatement) to be monographic 
unless otherw se specified. 

RES'FRlC'fElD 
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---plaintext units .. ":\) Pol;y-gra:p11ic systew~q in wh:ich the pla1ntert units are 
Cl)n}.!ose-d of two clemE.nl:re ate called ~f~!!Eh~~:::, thcoe in which the plain
text un1ts are coTJJI>Ull<:!d. of tbt ee elements ro. e t~~E;~~, etc • '.rhe 
cirhertext units of polygl"'e\1'~1-tic t:Jystem,s usually (. omnst of the same 
nunibcr of elements as t'he pJ atntext units. IJlrms, if a s~tem io calle-d. 
"d1grnphl<.. 11

, it mas be Msumed that. the cirhe'!."t<:::xt un.ito of the ay~:>t~m 
ccn!J J at of t-wo elements, as d.o t..he plaint~xt units; :tf thia -were not the 
co.$e, the term "d!graphJc. 11 by itself woul.:l no1, be a.de.qmte to describe 
the system. complete] y 1 and P..n edditionaJ modif'ying word or pb~·ase would 
have to be u<:J.ed to indic..at~ this t'rct .5 

c. In polygraphic aubstjtuticn, the combinations of elements which 
constitute the ple.1nt~xt units are considered as indivisible compounds. 
The units eue co:mpoa~te in character and the individual ele1nenta compos
inc the unite affect tt.".! equivalent cipher units Jointly,. rather than 
separately~ The bru:; ic important i'o.ctor in trl.le polygraphic substitution 
io That all the letters of Pach plaintext unit participate ~n the de
tc~7u1nntion of its cipher equiva1~nt, the identity of ea.~h element 9f 
the plaintext unlt affects the composition of the whole cipher un~t.6 
:rttu'3, in a. cer-Lo.in d1.graphic system, ABP may be enciphered as XPc, and 
Aep, on the other hand, may be enciphered as NY"c; a. dii'ference in the 
identity of but one of the l~tters of the plaintext pair ha:t'e produces a 
differeu~e in the identity of both letters of the cipher pair.'( 

3 In this connection, it is fUrther pointed out that since the root 
"J itcral" dertv.~a from th~ tattn 11 1-ti..e:r: a", it is conventionally prefixed 
by mod.ift~ra of I.atiu orjgin, such as 11uni-", "bi-11

, and "multJ.-11
; simi

larly, "graphic", dE>rlv-ing from the Greek "graphikos", is prefixed by 
mo<.Ufiera of Greek origin, such M 11:monc:-11

, "di-11
, and "poly-rr. 

4 The qualifying edverb ''usua.lly11 is employed because this cor::f>
s~ondence io not essential. For example, if one should draw up a sot of 
6(6 arbitrary sit~le stcns, it would be possible to represent the 2-
leLter pairs from 1-'\A to ZZ by ~in13le symbols. This would. still \)e a di
g.ca.pnic systel'l. 

5 GE>e sub:p~.:rf.' .. 65<" and. 66f for eJCa..1Tples of tvo such sys~ens and their 
- ..-..:... - ---- ...£... nsmea. 

6 An aus.logy b found J n chomi s't:t y, w'hr..n t-wo clerr.entl:l combine to form 
a ThOlecuJe, the latter usually havi~~ prop~rties qui~e_different from 
those of eith:~:r 0f i..11L rene Htuerd .. ulemcnt,q. For exrunple. Godiu.m, a 
~tal, and chlorine, a Gas 1 comb in~ to form sodi lliil chloridE', c.oll1lll0n 
table salt. r.ovre.rer, sodit.un. and fluorine, ~lso a. gas «:iznilar in nwny 
respec-t-<J to chlorine, combir:e- to for•j au{l i um fJ veri de 1 'r.llich is much 
different r£~m table salt. 

7 Jror this reason -c'hc t-wo letters arc ..larked b; a J j ;ature ~ th~t :t s, 
'b;> n 1mr across tneir tops. .1!1 C1")1JC01ugi~notntion, the ay.nbol eep 
n11 ... o.ns "ony !-rlt. t.rt-ext digro.r>l£11

, tl:'e s;yubol 68c, "any eipherte)ct; digraph". 
To refer &pecil•call)l tc the 1st; ~ • .~., 3d, •• me~r of a lJ.cature, the., 
ex:P,S>!!£_nt 1, 2 1 3, • n will be used. l'hus S~ ?f RF.J-1p is the letter :E, e~ 
of XRZc is z. See also footnote 1 on !h~e ·~ 

RE8TIHP1'E! 1 ' 
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____ ,.. ---------
d. The fundamental purpose of polygraphic substitution is again 

the suppression or the elimination of the frequency characteristics of 
stngle letters of plain text, just as is the case in monoalphabeti~ 
substitution with variants; but here this is accomplished by a different 
method, the latter arising from a somewhat different approach to the 
problem involved in producing cryptographic security. When the substi
tution involves replacement of sipgle letterg in a monoalphabetic system1 
even a single cryptogram can be solved rather readily; basically the 
reason for thts is that the principles of frequency and the laws of 
probability, applied to individual units (single letters) of the plain 
text, have e very good OJ?port\Ulity to manifest themselves. However, 
when the substitution involves replacement of plaintext units composed of 
two or more let~ers--that is, when the substitution is polygraphic in 
nature--the principles of frequency and laws of probability have a much 
lesser opportunity to manifest themselves • If the substitution is di
graphic, then the units are pairs of letters and the normal frequencies 
of plaintext digraphs become of first consideration; if the substitution 
is trigraphic', the units are sets of tbree letters and the normal fre
quencies of plaint-ext trigraphs are involved. In these cases the data 
that can 'bcr em;ployed in the solution are meager; that is why, generally 
speaftfng, the !Salution of polygraphic substitution ciphers is often ex
tremely difficult. 

e. By way of example, a given plaintext message of say n letters, 
enoiphered by means of e. uniliteral substitution system, affords n 
cipher characters, and the same number of cipher units. The same-message, 
enciphered digraphically, still af:f'ora.s E: cipher characters but only~ 

cipher units. Statistically speaking, the sample to which the laws of 
probability now are to be applied ha.& been cut in half. Furthermore, 
from the point of view of frequency)\the very noticeable diversity in 
the frequencies of individual lettersj leading to the marked crests ana 
t1oughs of the uniliteral frequency distribution, is no longer so 
strikingly in evidence in the frequencies of digraphs • Therefore, al
though digraphic encipherment, for example, simply cuts the cr;mtographic 
textual units in half, the number of oipher units which must be identi
fied has been squared, and the diff1cu1ty of solution is not merely 
doubled but, if a matter of Judgment arising from practical experience 
can be expressed or approximate~ mathematically, squared or cubed. 

f. The following two paragraphs wil1 treat various polygraphic 
substitution methods. The most practical of these methods are digraphic 
in character and for this reason their treatment herein will be more de
tailed than that of trigraphic methods. 

65. Polma;phic substitution methods employing large tables.--
a. The simplest method of effecting polygraphic substitution in

volves the use of tables similar to that shown in Figure 47a.. This 
table merely provides equivalents for digraphs, by means of-the coordi
nate system. Specifically, in obtaining the cipher equivalent of any 

R:SS'i?RIC'f'BD 153 
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REB1 :RlG'i"'ED 

A B 0 0 E F G H ! J K L~~ ~ 0 P Q R S T U V W X Y Z 
A WG EE 5N TR IA hL GC H'l' OI UO AM RF Bi I"B C'D DF FH JJ LK l\IQ PS ~U VV XH YX Z& 
B m~~m~~~~m~~~~~OOIT~W~~~WaD~~ 
coo~~~~~oomnoo~rcrwrn~rnw~~~~n~~~ 
o ro~~~~~oo~~~m~M~m~~ruw~~m~~~~ 
E ro~~mM~~n~M~~n~w~ffi~W~~mw~~n 
F I NG GE Ki OR UA AL RC BT to: co D'll FP JY LB MD PF QH VJ XK YQ zs wu r.v sw TX 13 
G 00 He ON 'UR AA RL BC KT CI DO FM JP Ll l\IB PD QF \'H XJ Yl{ 7Q WS EU SV TW IX N7 
P IIG OE UN AR r.A BL KC t.T DI FO JM LP KY PB QD VF XH YJ ZK \'IQ ES SU TV IW NX GZ 
I OG UL AN RR SA l'L CC D'l' FI JO L'd MP PY QB VD XF YH ZJ WK EQ SS TU IV NW GX HZ 
J UG AE RN BR KA C.L DC F'J.' J I LO MM PP QY V:S 'ltD iF ZH 'IIJ EJ( SQ TS IU NV ~W HX 07. 
1\ All ~C BN KR CA DL FC JT LI MO PM QP V'l XB \D ZF tVH EJ SK 'l'Q IS NU GV HW OX UZ 
L RG BE KN CR 01- FL JC LT MI PO Q'd \P XY YB :m \-IF FH SJ TK IQ NS GU HV OW UX a.z 
ia BG KE CN DR FA JL L\! '.1'1' Pl QO VM XP YY ZB 'riD El'' Sll TJ IK NQ GS HU OV UW AX RZ 
N KG CF m: l'R JA LL MC PT QI VO X~l /P ZY r\'B ED SF 'lH IJ Nrl: GQ HS OU UV AW RX BZ 
0 CG D~ FN JR LA ML PC QT VI XO YM ZP Wi ~B SD ~F IH NJ GK HQ OS UU AV RW BX KZ 
P DG FE JN L'l\ MA PL QC VT ii YO Z~ ?lP E! SB TD IF NH OJ HK OQ U5 AU RV BW KX C.Z 
qroaw~~~~~n&n~n~m~oo~~~~~~~~~ 
R JG LE liN PR QA. vt. "<C Y'£ ZI 11/0 1:."4 SF T l IB NO GF J.IH OJ UK AQ RS BU 1\V CW DX FZ 
~ w~~~nnro~nro~~n~~~~w~~~~~~~n 
T MG PE Q~ \oR A.A H ZC W .t CI SO TM IP N l GB HD OF UH AJ RK BQ KS CU DV FW JX L:?' 
U PG QE V"' XR YA ZL \'fl. EL' ¥ TO JM N~~ C.~ PB OD UF AH RJ BK KQ CS DU FV JW LX MZ 
V QC. VE Jill YR ZA WL EC Sl' TI IO N'i GP Hi DB Uu AF RH BJ KK C'Q DS FU JV LW MX PZ 
'19' VG XE ill ZR WA l!.t. SC TT II NO GM liP Of IJB AD PF Btl KJ CK DQ FS JU LV MW PX Q~ 
x~~m~~~rorr~~~~~~~~~ru~ro~w~~~n 
Y YG ZE WN E'R SA TI IC Nt I,T "'0 Oh' UP AY RB BD l\r CH DJ Fr JQ LS MU PV QW VX "CZ 

1 

Z _zG WE El'l SR 'lA IL NC:, Gr HI 00 Ul.t AP R\ BB ~KD CF DH FJ JK LQ MS PU QV VW XX U , 

0 plaintext cligroph, the 1nitia1 letter or tlJe plaintext digraph 1~ used 
to indicate the row in lthich 'Lhe -e.c;uive.J.ent l.S found, and th~ fiD.A.l 
lettt:rt" of t.he l'la"'nte-:rt di£9. o.ph ind1.t::fl.t .,..J t.he colwun., the cJ.ph.er digrAph 
is then f'-lll.t'S !l'l tbc :1nte:rsE:.ct1on of tl1e .rw at".d column thus indicatv-ct. 
F('t• exaJ1L,C·l eo, KGp:-l!'C' c, f5'ip:.OY0 , etc • 

b. In the preceding tabl.c two u1'1ted s&quences ·u·ere employed to 
:form the cipher equivalent~:~, one secruena:::e being based on the key phro.se 
lffiSTD'fGliOU"t:~'C ~IF BRA..'m ana. the vt.he.r uu Gr:~..L ElECTRIC COllPAUY. The 
table in Figure 47s. could have be:en dl'!..Wn .:tF "tD. e. slightly different 
nw.nner, as shown in Fie;ure h7b, e.nu -..t" 1. U yield the sctme cJ.pher equiva
lents as 'before.. Using th1'3 latt~r t.a.,Jl.! 1 e~ for any pJ.ainte:rl d1f1'rn.ph 

ie found at the 111ter3ectiou of l..ho : o'r q,nd column ~denlifie::d by e~ and 

e~, respectively, e~ iCJ fmu•d :fr ... the sequence below the table a.nd :fs 
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RES':PRIC'fED 

02p 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 

A WESTINGHOUARBKCDFJLMPQVXYZ 
B ESTINGHOUARBKCDFJLMPQVXYZW 
C STINGHOUARBKCDFJLMPQVXYZWC 
D TINGHOUARBKCDFJLMPQVXYZWES 
E INGHOUARBKCDFJLMPQVXYZWEST 
F NGHOUARBKCDFJLMPQVXYZWESTI 
G GHOUARBKCDFJLMPQVXYZWESTIN 
H HOUARBKCDFJLMPQVXYZWESTING 
I OUARBKCDFJLMPQVXYZWESTINGH 
J UARBKCDFJLMPQVXYZWESTINGHO 
K ARBKCDrJLMPQVXYZWESTINGHOU 
L RBKCDFJLMPQVXYZWESTINGHOUA 

6 M BKCDFJLMPQVXYZWESTINGHOUAR 
•N KCDFJLMPQVXYZWESTINGHOUARB 

0 CDFJLMPQVXYZWESTINGHOUARBK 
P DFJLMPQVXYZWESTINGHOUARBKC 
Q FJLMPQVXYZWESTINGHOUARBKCD 
R JLMPQVXYZWESTINGHOUARBKCDF 
S LMPQVXYZWESTINGHOUARBKCDFJ 
T MPQVXYZWESTINGHOUARBKCDI'JL 
U PQVXYZWESTINGHOUARBKCDFJLM 
V QVXYZWESTINGHOUARBKCDFJLMP 
W VXYZWESTlNGHOUARBKCDFJLMPQ 
X XYZWESTINGHOUARBKCDFJLMPQV 
Y YZWESTINGHOUARBKCDFJLMPQVX 
Z ZWESTINGHOUARBKCDFJLMPQVXY 

~GENRALCTIOMPYBDFHJKQSUVWXZ 

Figure 47E_. 

taken from the position directly under the column identified by e~. A 

few sam,ple encipherments will illustrate that this table is cryptographi
cally equivalent to that of Fig. 47~· 

c • Figures 48 and 49, below, contain other possible types of' tables 
for digraphic substitution. In Fig. 48, it ~rill be seen that there are 
two vertical sequences to the left of this table and no hor~zontal 
sequence below it. e~ is located in the le:rt.m.ost sequence, e~ beinz 

found directly to its side in the right-hand sequence, 9~ is then found 

a.t the intersection of the row and column identified bye~ and e~, 

RES':FRIG':FED 
l55 



RES'fRIC'f'E:'D 

t/lpBI 

AW 
BE 
c 5 
D T 
r:: I 
FN 
G G 
HH 
I 0 
J u 
KA 
LR 
M B 
NK 
0 c 
p D 
QF 
p J 
S L 
TM 
up 
v Q 
w v 
XX 
yy 
zz 
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IJI, 

AEICDFFGHIJKLMNOPQRS'J'UVWJCYZ 

G~NRAL~TIOMrYBDFHJKQSUV~~z 
ENRALO~IO~PJDDrHJKQSUVWXZG 
NRAtCTIOMPYBDrHJKQSUVWXZGE 
RALCTIOMPYBDrHJi(Q<,UVWXZGEN 
A L C T I 0 M P ~ B D F H J ~ Q S U V W X Z ~ E N R 
L 0 •r I 0 M P Y B D F H .1 K Q ~ U V tl X Z G E N R A 
CTIOMPYDnFqJKQSUVWX7GrNRAL 
TIO~PYBDFHJKQSUtWXZGENRALC 
IOMPYBDFHJKQSUV~lZGENRALCf 
o~rYBDFqJAQSUY~XZGENRALCri 
~PYBDIHJKQSUVW~zqENRALCTIO 

PYBDFHJKQSUVWXZGENRALCTIOM 
YBDFHJKQSUVf;!XZGENRALCTI0!4P 
BD"'H.JKQSUVWXZGENRALCTIOMPY 
D~HJKQ~UV~XZGENRALCTIOMPYB 
FHJK~SUVWX7GLNRALrTlOMPYBD 
HJKQSUVWXZGENRALCTIOMPYBDF 
JhQSUV~XZGENRALCTIOMPYBfiF~ 
KQSUVWYZGENRALC~iOMPYBDFHJ 
Q'3UVWXZI..ERRALCTIOMPYBDFHJh. 
SUVWXZGCNR4.LCTIOMPYBDFHJKQ 
UVWXZGENRALCTIOMPYBDFHJKQS 
VWXZGENRALCTIOMPYBDFHJKQSU 
~YZGFNRALCTIOMPYBDF~JKQSUV 
XZGtNRALC~Io~nYBDrHJKQSUVW 

ZGENRALCTIOMPYBD~HJKQSUVWX 

Figure 48. 

respectively. 'J'he table in J.i':fg. 49 provides digraphic equivalents by 
tt .. ano of the coordinate syat<.m (e.g., Rffp=JZ0 ), in the same :manner ae 1n 
F1g. ~~1a., end a cursory exA.Mina.tion of tnc inside of the table might 
d.Lsclosc :n,thing neti about t.hJ s table tt eJ 1.. But, if one wore to scan 
closely the d!agonals for.wed by each e0 from upper risht to lower left, 

he would see tlvtt ench such dia,eona.~ chd.T'~es be>low the "l-1_p row", s:f.mi
larly, if the diae-ona.ls tormed by ec are scanned fl.om upper left; to 

lower l.Lght, it "tTill be seen tha.t E"ach of them a leo cha.11ges after the 
"l'tn IO'W

11
.. In effect, the. im~ide of the table is divided into i.uo sepa

rate poJ tioriS b:y an lrr.a6ii'Iary line extending horizontally betlrecm the 
U nnd N rows 1 but -within e!.'ch porticm a. stJ' '3.ightforward type of symmetry 
ls e> • .lrLbitPd a.nd the scur..t two m:fxed seqaences have bec.n ePU>1oyed in each. 
J\ctua.llV, in a 26x26 table, it is not :[.OSBible to r.JR.intain the oiagonals 
follt'ed thus by e~ and e~ in a complete=lj "unbrol(cn" oequence without 

rt educing rep~ftted di~apns within the t,1ble and. 'trithout consequent 
cryptocra:phic- ombicruit~, tht.'3, Fig. 49 illtt::.t't'a.tcs one tY.Pe of lJJIIited 
dingono.J sym."J''st.ry -vhic1 Irn.,q+ be 1eaorted to in the sysLema.tic con
struction of sucn a t~bJe. 
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... 
ll 

Q 

ll 

I 

J' 

I) 

1 ll 0 D Jl ., 
II' E s !11 I II 
z X 11' v 11 s 

J: s !1' I ll G 
G z X 11' v u 

s T I N G H 
lli G z X II' v 

'1' 1 N G H 0 
N E G Z X 11' 

I N G H 0 u 
R K E G z X 

If (} H 0 u J. 
A R N E (} z 

G H 0 u A R 
L A R lf E Q 

H 0 u A R ll 
0 L A R ll 1: 

0 11 A R B It 
T c L A R N 

u 
I"'T 

R B K lOR I c L A. 
J. R B K c D 
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C H l J J( L II 11 0 p q B B !1' '11 T 11' X l' Z 
G !! 0 t1 J. R B J: 0 D r J J u p Q v X T z 

Q I[ J B r,;! -J- :e T ..J- .... ~ 0 I T 0 L A R N ! a 
!! 0 11 J.- R B I 0- D j' J L I( I' Q v x- y z II' 
s Q. X J H 1 D ll T I' u 0 I 'r 0 L A R N E 

0 u .l R ll K c D r J L 1.1 p Q v X y z 1Y E u s Q ll: J n r ~ B y I' II 0 I 'r 0 L A n N 
u A n B I 0 n r J L ll p Q v X IYT z I~'~L E s 
v u s Q X J ll J' ~ D T p lA 0 I c A R 

J. R B It c D r J L i P Q v X y z II' ! s '1' 
'lr v TJ' "'~ ~ K rJ-J! >:r_ J!- .). )-rJ- tl 0 I T c L A 

R B It c J'- .r L ll I' Q. v X y z rr E s T I 
X " v u s Q K J R F D B T p ll 0 I T 0 L 

Jl It IC, D F J L !I p Q. v- 1.. l z w E s ':C I II 
z X v u s Q K J l! F D ll y p Ll 0 I T c 

K 0 D F J ILU ll 
p Q v 

XH 
y z " E s IT I I G 

G z X 11 v s Q. K J F D ll y p H 0 I T 
0 D , J L J,! p q, 

VQ X y z li E s T I N G I! 
E G z X II' v u s K J H F D B y p I 0 I 

D I.I!'E IJG L ll p Q. v X \ z w E s :~D I ll G H 0 
N z X II' v u s K J H F B y p !I 0 

i' J L ll p Q. V X y z W E s T I !l G II 0 u 

l 

J 

X 

t 
0 I T 0 L A R II E G z X 11 v 11 s Q !C J R F D B T p u 

'"'GPo K 

lt 

0 

ll 

8 

~ 

tl 

T 

1r 

X 

T 

z 

R B K C D i' 
II 0 I !!! c L 

B K 0 D F J 
p ll 0 I T c 

z T X v Q. p 
z G E II R A 

ITX X v 
"' .I'll 1.1 

z (I E n 
"'w vx l"'z lPG ~~ ,L 

II 
v Q. p II L J 
v " X z (I E 

Q. p I( L J j' 

11 v 11' X z (I 

rs ; "v IJ II' X Dz 

u L J F D c 
_Q s 11 v II X 
L JQ 

j' D c K 
X s 11 v rr 

J l DQ. c X B 
J K s 11 v 

IF ll D c IKQ. Ills R 
J X u 

D c It B R A ., H J It Q s 
c It B R A u 
D r B J K Q. 

J: :a R A 11 0 
B D r H J It 

J L !.1 p Q. vz X y z w E 
SQ I'I'K A R H l'J (} X w v u s 

1\ II Q. lVI: X ! IZX "w l"y 
s :c 1\ A R ll G z u s 

!.1 L J j D c K B R A u 0 t! 
L c T I 0 !.1 p y B D r II J 

L J i' IJ 0 K B R \ u 0 H (I 

A L c T I 0 I! p B D r II 
IJ i' A. D ICC IKT B R A u 0 H (I ll 
n L I .2._ v p T ll D :r 

i' D 0 It B R A. u 0 H (I !{ iiD ll ll. A L c T I 0 !! p y B 
D c K :a R A u 0 K I} If I \ l'J II R A L c T I 0 !.! p y 
c K 11 R lA 11 0 I! (I l 1 ·~p s 

(I E II p A L c T I 0 u y 
It B R A U 0 !l G !l 11 ':C s E 
z G E II R A L 0 T I 0 u p 

B R A. u 0 H G If IT s I: If 
X z 0 E N R A L c T I 0 I 

R A. u 0 d G II I 'I! s E II z 
IT X z 0 E N R A L c T I 0 

.A. u 0 II G II 1 T s E 11 z y 
v " X z (I E II R .A. L c T 1 

u 0 t! G II IG ·~ E s E 1Y z y X 
11 v 1Y X z II R A L c T 

0 II G 11 I T s E IT z y '( v 
s 11 v II X z ~ E II R A L c 

HQ 
(I II l T s E If 

<IE I X v Q. 
s u v 'II X z (I II R A L 

• 
Figure 1~9. 

llJ ,NH G R 0 u A 
F D B y p 

~ (I !! 0 u A R 
K J II F D B T 

G N I 'I' s E II' 
ll: Q s u v 'If X 

N I 'I' s E II z 
J 11: Q. s u v 'lr 

I T s ~Q "' z y 
II J X s 11 v 

T s E IT z y X 
F II J r: Q. s 11 

s E \'1 z r X v 
D F H J K Q s 
~ 1Y z y; X v \ ll D F n J K 
IT z:s y X v ~ p 
T D F II J X 

z r x v "' p M 
p y B D F I! J 

r X v q, I' 1.1 L 
!I p y B D F B 

X v Q. p M L J 
0 M p y B D F 

v Q. p I~ L J F 
I 0 II p l B D 

Q. PI " L J F D 
'I' 0 M p y B 

p !J '\ J F D c 
c T 0 M p T 

d. All of the foregoing tables have exhibited a symmetry in the 
arrangement o~ their contents, which is undesirable ~rom the standpoint 
of' cryptographic security. This systematic internal arrangement could 
be detected by a cryptanalyst early in his attack on cryptograms pro
duced through their use, permittin8 rapid reconstruction of the particular 
table involved, this subject will be Biven a more detailed treatment in 
par. 72. The table in Figure 50 is an example of one type of table which 
would provide more security than the foregoing. This table is con
structed by random assignment of values and shovrs no symmetry '<;Thatsoever 
in its arrane;ement of contents. It 1-dll be noted thaL this table is 

RESTillG'FEJD 
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A 

B 

c 
_D 
Ml>o 

~E 

~ :::; F 
Q) ....... 

X 

y 

z 
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(&!Jowlng only 1\ partially filled table) 

Fmnl Letter (02v) 

A B C D E F G H I J K 

FX CH XE yy ZA YG FB CD EF XJ zx 
- - - - - -- - - - - -
NY DC NB ZI XX DX 
- - - - - - - - - - -

AH AB 
- - - - - - - - - - -

BB YA AY 
- - - - - - - - - - --
AX AI 
- - - - - - - - - - -

AG NZ AZ 
- - - - - - - - - - -

- - - -
Acj= 

- - - - -
AJ 

DE Ar I - - - - - - - - - - --
AE BD ' 

A B C D E F G H I J K 

Figure 50. 

X Y Z -
EA DJ FH A 
- - -

B 
- - -

ND c 
- - -
BF D 
- - -

E 
- - -
AA F 
- - -

I=IBAIFEI N 

- - -
BE X 
- - -

AD y 
- - -
AK z 
X Y Z 

reciprocal in nature, that is AF'P=YGc and YG'P=AFc• Thus, this single 
table serves for deciphering as ~vell as for enciphering. Reciprocity 
is, however, not an essential factor, in fact, greater security is pro
vided by non-reciprocal tables. But, in the case of such non-reciprocal, 
randomly constructed tables, each enciphering table must have its comple
mentary deciphering table. 

e. Digraphic tables employing numerical equivalents instead of 
letter equivalents may be encountered. However, since 676 equivalents 
are required (there being 676, or 26x26, different pairs of letters), 
this means that combinations of ~hree figures nrust be used, such systems 
are termed trinome-digra.phic sys~ems, indicating clearly the number of 
elements which comprise the ciph~r units. By way of an example, the 
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following figure contains a f'raement of' a table8 which provJ.des trinome 
equivalents for the plaintext digraphs: 

y z A B C D E 
A 001 002 003 00 005 
B 027 028 029 030 031 
c 053 054 

••••••••• 025 02 
051 052 

••• 
• • • 

Figure 51. 

f. All of the foregoing tables have been digraphic in nature, but 
a kind of false trigraphic substitution may also be accomplished by means 
of similar tables, as illustrated in Figure 52, whereinothe table is the 
same as that in Figure 49 with the addit1on of one more sequence at the 
top of the table. In using this table, e~ is located in sequence I 1 and 

8 It is interesting to note that this comparatively bulky and unwieldy 
table can be reduced to the following two alphabets with numerical 
equivalents for the letters: 

(1) 

(2) 

A B C D E F 
000 026 052 078 104 130 

A B C 
1 2 3 

D E F 
4 5 6 

• • 
• • • • • • 

• • 
• • 

• 
••• 

• 

• 
• •• 

• 
• 

• 
• •• 

• X Y Z 
• 24 25 26 

In enciphering, the first letter of the plaintext digraph is converted 
into its numerical value f'rom alphabet (1), and the second plaintext 
letter is converted by means of alphabet (2), the two numerical values 
thus derived are added together, and their sum is taken as the cipher 
equivalent of the particular plaintext digraph. Of course, this simple 
reduction would not be possible if the trinomes, in ascending order, had 
been arranged in the table in1 say1 a diagonal manner. 
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RBB'f'HIC'f~B 

III A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
IV R A D I 0 C P T N F M E B G H J K L Q S U V W X Y Z 

I II .----------------------: 
A W GENRALCTIOMPYBDFHJKQSUVWXZ 
BE ENRALCTIOMPYBDFHJKQSUVWXZG 
C S N R A L C T I 0 M P Y B D F H J K Q S U V W X Z G E 
D T RAJ,.CT!OMPYBDFHJKQSUVWXZGEN 
E I ALCTIOMPYBDFHJKQSUVWXZGENR 
F N LCTIOMPYBDFHJKQSUVYIXZGENRA 
G G C T I 0 M P Y B D F H J K Q S U V W X Z G E N R A L 
H H T!OMPYBDFHJKQSUVWXZGENRALC 
I 0 I 0 M P Y B D F H J K Q S U V W X Z G E N R A L C T 
J U OMPYBDFHJKQSUVWXZGENRALCTI 
K A MPYBDFHJKQSUVYIXZGENRALCTIO 
L R PYBDFHJKQSUVWXZGENRALCT!OM 
M B YBDFHJKQSUVWXZGCNRALCT!OMP 
N K BDFHJKQSUVWXZGENRALCTIOMPY 
0 C D F H J K Q S U V W X Z G E N R A L C T I 0 M P Y B 
P D FHJKQSUVWXZGENRALCTIOMPYBD 
Q F HJKQSUVI'/XZGENRALCTIOMPYBDF 
R J J K Q S U V W X Z G E N R A L C T I 0 M P Y B D -F H 
S L KQSUVWXZGENRALCTIOMPYBDFHJ 
T M QSUVWXZGENRALCTIOMPYBDFHJK 
UP SUVWXZGENRALCTIOMPYBDFHJKQ 
V Q UVWXZGENRAL.CTIOMPYBDFHJKQS 
W V VWXZGENRAL~TIOMP'lBDFHJKQSU 
X X WXZGENRAL-G'l'!OMPYBDFHJKQSUV 
Y Y XZGENRALCTIOMPYBDFHJKQSUVW 
Z Z ZGENRALCTIOMPYBDFHJKQSUVWX 

Figure 52. 

its equivalent, e~, taken from sequence IIJ e~ is located in sequence 

III, and its equivalent, e2, taken from sequence rl; e3 is the letter c c 
lying at the intersection ~f the row indic~ted bye~- in~seque~ce I_ ~d 
the column determined by ep. Thus, FIRE LINES would be enciphered NNZ 

IEQ KOV. Various other agreements may be made-with respect to the 
alphabets in which each plaintext letter will be sought in such a table, 
but the basic cry:ptographic principles are the same as in the case 
described. 

II• Tables such as those illustrated in Figs. 47-52, above, have 
been encountered in operational aysteiDB, but their use has not been veey 
widespread because of their relatively large size and the inconvenience 
in their production and handling. In lieu of these large tables it is 
possible to employ much smalJer matrices or geometrical designs to ac
complish digraphic substitution, methods J.nvolving their use will be 
discussed in the following paragraph. 
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66 PolYCJ.ophic substi.tuL:Ion method'l c!?WJ_o;yin~ omo.lJ m,-.tr1.rcc:J.9 __ 
a. A s:lnrplc method for o.C"compl1shln6 d:l[!;lO.:Dhlc substitu-t-ion l.n

volves the use of the four-sgnnrc m'1.triJ., n m.."1.tr1.>.. con'J:IatJ.ng of four 
5r5 squares in wh:leh t-he letters of o. 2!)-clement o.lpha.bct (combinJ.nf5 .t: 
nnd J) are inaertc.d in any prearranged order. When four such squo.reo 
ore arranged in o m':ltrix as shown J.n FiGUre 53, the lo.ttcr moy be em
ployed ro~ digro.ph1.c substttutl.on to yield the some clpl1cr results as 
does a much larger table of the type ireo.ted l.n the precedinG paree£aph. 

1 - 2 In o. four-square motrJ.~, ep or eep is sought in sect:lon 1, ep, in section 
1 2 

2. Thus, ep ond ep 1-rill al~mys form the northuest-southeast corners of 

o.n tma~inary rectangle delim1tcd by these Lwo letters as located l.n 

these two sections of the square. Then e~ and e~ are, respectively, the 

letters a.t the northeast-southwest corners of this- same rcctone;le. Thus, 

TGP:XSc' liDP:ffiic' ORP=YVc; URP:XBc; etc. In decrypting, e~ o.nd e~ are 

so'l'lght in sections 3 and )J, respectJ.vely, and. thel.r equivalents, e~ and 
2 

ep, noted in sections 1 and 2, respectJ.vely. 

A B c D E F 0 u 
F G H I K L M p 

Sec. 1 (e~) L M N 0 p K y z 
Q R s '[' u I X tT 

v lf X y z H G D 

T H I R E A B c 
0 p Q s N F G H 

Sec. 4 (e~) M y z u A L M N 

L X w v B Q R s 
K G F D c v w X 

F1gure 53. 

R 

Q 

s 
v 
c 
D 

I 

0 

T 

y 

T 

E 

N 

A 

B 

E 

K 

p 

u 
z 

Sec. 3 (e~) 

2 Sec. 2 (S ) 
p 

b. It is possJ.ble to effect dJ.graphic substJ.tut.LOn "t-rith a. matrJ.x 
consisting of but two sections by a modL£icatJ.on l.n the method of' ~J.nd
iDB equJ.valents. In a horbontal two-sguare nu:ttrix, such o.s that shmm 

1n Figure 54, e~ of eep is located in the square at the left, e~, in the 

square at the right. 

9 The word matrJ.X as empJ oyed in this paragraph refers to checl:er
board-type dia~~smaller than the tables J.llustrated in the preceding 
pa.r8.(5raph. These J"lELtrJ.ccs are usually composed of' sections contal.nl.n(5 
2.5 cells eo.ch, 
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- 'l 

M A N u F A u T 0 ~I 
c T R I G B I L E s 

- - -- - - - - - - --
B D E H K c D F G H 

- ---- - - - - ~ -- -
L 0 p Q s K N p Q R 

- - - - - --
v w X y z v w X y z 

F .tGUJ. e 5h 
" , _ .... 

1 2 
When ep and 6p are at the opposite ends of the diasonal of an ~mae;innry 

rectanele defined by these Jetters, the cjphertext equlvalent compr1scs 
the two letters appearing at the oppo9ite ends of the other diaeonal of 

1 - . -- .. ~ ,.. 
the same rectangle, ec is the particular one "trhich is in the same rmr a,s 

1 2 ~ 
ep, and ec is the one in the same row as e~. For exa.m;ple, ALp='"'"Erc, 
-- 1 2 DOP:GAc. When ep and ep happen to be ~n the same row, the ciphertext. 

- . ' 
~uivaJent !~merely the reverse of the plaintext digraph, for exanlple, 
ATp::!rAc and E~:Iillc. - ; :: ' 

c. Digraphic substitution m~y also be effected by means of verticel ' 
~ . .:i9i~EE~Elatrices, in which one section l~ chrcqtl;y above tbe ot11C:r-;Us 
jn Figure 55, it wjll be noted that mo.tiiccs Of this type have a reature 
of 1ec1procity when employed accorcling ~o-theusun.l rules, which foJlow. 

M A N u F 
-- - - --- -
c T R I G 

--- - --
HI_~ B b E 

L 0 p Q s 
- ------ -
v w X y z 

- - - ----
A u T 0 M 

- - ---- -
B I L E s ---iill C D F G H _______ ._ __ 
K N P Q R 

¥1--wl--x-y-j-z-
F~gurc 5). -.1 

~ ' 

f• 
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• 
1 2 

When e;p and ep are at the opposite ends of a diagonal, the rule for en-

' 

cipherment is the same as that for horizontal two-square enciphern1ent 

(e.g., MOp=iiAc and UA"p==MO'c); vhen both e1 and e~ happen to be in the same 
:p - -

column, the plaintext digraphs are self-enciphered, (e.g., MAp=MAc and 
- -) 10 ELp=ELc , a fact which constitutes an important weakness of this method. 

This diseavantage is only slightly less obvious in the preceding case of 

horizontal two-square methode wherein the cipher equivalent creep con
sists merely of the plaintext letters in reversed order. 

d. One-square digraphic methods, with a necessary modification of 
the methoDor finding equivalents, are also possible. The first of 
this type to appear as a practical military system was that known as the 

11 PlaYfair cipher. It was used for a number of years as a field cipher 
• by the British Army, before and during World War I, and for a short time, 

also during that war, by certain units of the American Expeditionary 
Forces. Figure 56 shows a typical Playf'air square. The modification in 
the method of finding cipher equivalents has been found usefUl in 

M A N u F 
- - - - -
c T R ! G 

- 1-- - - -
B D E ij K 

~ 0 p Q s 

w X y z 

Figure 56. 

imparting a greater degree of security than that afforded in the preced
ing small matrix methods. The usual method of encipherment ca.n be best 
explained by examples given under four categories: 

lO See subpa:r. 73b on other enciphering conventions which remove this 
weakness. -

11 This cipher was really invented by Sir Charles Wheatstone but re
ceives its name from Lord Playi'air, who apparently was its sponsor bef'ore 
the British Foreign Office. See Wemyss Reid, Memoirs of Lyon Playf'air, 
London, 1899. It is of interest to note that, to students of' electrical 
engineering, Wheatstone is generally not known for his contributions to 
cryptographybut is famed for something he did not invent--the so-called 
Wheatstone bridge", really invented by Samuel H. Christie. 

ItESTIUCTED 
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1 2 (1) Members of the plaintext pair, ep and ep, ore at oppo~ite ends 

of the diagonal of an imaginary rectangle defined by the two letters, 

the members of the ciphertext pa1r, e~ and e~, are at the oppocite ends 

o.f the other diagonal of this imaginary rectangle • Exeui_Ples • MOp:.IU.c , 

U~:UC0 , LUP:Qr4c, VIP:YCc • 

(2) e~ and e~ are in the same row, the letter immed1ately to the 

ri~ht of e~ forms e~, the let~er irumediately to the right of e~ for.ma 

e~. When either e~ or e~ is a.t the extreme right of the row' the i'irst 

le-tter in the row becomes its cipher equlva.lent. Examples• 1-Uip::illlc, 

llUp='AFc; AFP:Nl~; F~::MNc• 
(3} e~ and e~ are in the same column, the letter immediately belati' 

A~ fotms e~, the letter iinlJ'.ediately belmr 9~ forms e~. Uhen CJ.thcr e~ 
or e~ 1s at the bottom of the column, the top letter in that column be

comes its cipher equivalent. Examples MCp::CB0 , AUp-§Ac, WAp:A'Tc, 

QUp=YI0 • 
I 1 2 

(4) ep and ep are identical, they are to be separated by inser1..ill3 
a null, u~ually the letter X or Q, and subsequently enc1phcred by the 
pertinent. rule from above. For example, the uord BATTIES uotlld be cn
ci:pheled thus• 

BA TX TL ES 
DM RW CO KP 

The Playrair square J.s autnmatically reciprocal so far o.s enciphcrrn ... nts 
or type (1) above are concerned, but this is not true of' enciphena~nts 
of type (2) and (3). 

(\ 

c. It is not essential that the small matrices used ior dierorh~c 
subst:i'tution be in the shape o.f perfect squares, recta.nauJ_or des1sns "'TJ.ll 

serve equally well, with little or no modification in procedure.12 For 
ex~le, each section or, say, a four-square m~triY could be construct~d 
"lith four rous containJ.ng six letters each by hav~ng Up serve for Vp) oo 

vell as r P for JP. Furthen(lQre, it is possible to exp~nd the sect1ono oi' 

a diGraphic 'llA.trix to 28, 30 1 OJ:. more characters by the :CollmTJ.n~ subter
fUGe, without introducing d1gits or &~.fuels ~nto the cJ.phe~ te~.l3 One 

12 flo,rcver, because the terms 11four-squore matri'l:11 
1 "tvrO-<Jf1UOX~ natrl.Y11 

1 
and "Pla.;yfa.ir squarc11 have become f'J.ril'J.y f'J.""'ed in cryptolog1c litercturo 
nnd prachcc, they continue to be applied -co all such r.lLltr~ces, even 
lihcu the "squares" of suer matriccc.; do not conto.J.n on equal nu.rn.bc.c Oi.~ 
rous and columns { tho.t is, even "'then +bey £Ire not square) • 

13 The addition of eny symbols such o.s t~e digits 1 1 2, 3, ••• J.nvo o. 
maLri <: solely to o.llg"'J.cnt the number of elc!ll ... nts "Lo 27, ~8, 30, :J~, o~ 36 
charac"Ler'3 lTOuld not be cons 1 dered pl. actJ.coble 1 s J.ncc such a. :P- oceJm c 
v-ould result in ptoducJ.na cry-ptograms conto.inJ.Il(S intcr•,ixtUJ.es ol lc-ctcro 
"llrl fi[~UrCG • 
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or the letters of the alphabet maybe omitted from the set or 26 letters, 
and this letter may then be replaced by 2 1 3, or more pa1rs or letters, 
each pair ho.ving o.s one of its members the omi"lted aingJe let .. "cr. The 
545 Playfair sgua.re of F:lgure 57a has been derived thus, the letter K has 
been omitted as a single letter,-and the number or cho.ractera 1n the 
rectangle has been made a total of 30 by the o.ddition of five combi
nations of K ·uith other letters. An interesting consequence of this 

w A s H I N 
- --i--

G T 0 B c D 
--1--- ------

E F J KA KE KI 
----- ------

KO KU L M p Q ----- - ----
R u v X y z 

F:lgure 57!• 

modification is that certain irregularities are J.ntroduced in any crypto
gram produced through ii.s use~ i'or example, (1) occasionally a p1aintext 
digraph is replaced by ciphertext trigraph or tetragraph, such as 

~:mruc and EP~KEK00 ; and (2) variant values may appear--BKE0 , D'REc, 
KEPc 1 GPc, and TPc all may be used to represent CK_p. As far as the 

deciphering is concerned, there is no d1fficu1tybecause anyK occurring 
in the cipher text is considered as invarJ.ably form.J.ng a ligature with 
the succeeding 1etter, taking the pair of letters as a unit; and, when a. 
plainte...ct unit is obtained contal.nJ.ng one of the K-pa.J.rs, the 1etter 
a:f'ter the K is disregarded, for ex~le, CKOP is read as CK. The four-

square matrix in Fig. 57!?. has also been constructed using the foregoing 

B 2 E 5 R L A B c D E F 
I 9 N A 1 c G H I J KA KE 
3 D 4 F 6 G KI KO KU KY L M 
7 H 8 J 0 K N 0 p QA Q;E QI 
M 0 p Q s T QO QU !QY R s T 
u v u X y z u v w X i ~ F --A B c D E M u N I c 
G II I J KA KE 3 I:I 8 A 1 B 

KI KO KU KY L M 2 D 4 E 5 F 
N 0 p lOA IO.E QI 6 G 7 J 0 K 

iQO :QU IQY R s T L 0 p Q R s 
u v l-1 X y z T v u X y z 

Figure 57b· 
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subterfuge. With this latter matrix, numbers in the pla:ln text may be 
enciphered, still without produc1ng cipher text contain~ng numbers, for 
exrunple, the plain te:x.t "HlLL 3406" would be represented by the cipher 
QAB AT KUKI NQE, which would be regrouped into groups of five letters 
and sent as QABA!r KUKIN QE ••• 

f. Figure 58 shows a numer J.c.al four-square matrix WhJ.ch presents a 
rather interesting feature in that it makes possible the substitution of 
3-fJ.gure combinations for digra.phs in a. unique manner. To encipher a 
message one proceeds as usual to find the nume1ical equivalents of a pair, 
and then these numbers are added together Thus 

Plain text. 

C:fpher text• 

PR 00 EE DI NG 
275 350 

9 13 
2'Slj: 3b3 

100 075 325 
21~ 18 __1 

12fi 093 332 

A B c D E 1ooo 
1125 F G H I K 

L M N 0 p 250 
- - - - - -
Q R s T u 375 ------- - -
v w X y z 500 

- - -- - - --
0 1 2 3 4 v 

- - --- - -
5 6 7 8 9 w 

- ---- - -- -
Sec 4 (81c) 10 11 12 ]3 14 X 

- - - --- -
15 16 17 18 19 y 
- - - -- - -
20 21 22 23 24 z 

025 

150 

275 
-
400 
-
525 
-
Q 
--

R --s 
--

T 
--
u 

Fi~e 58. 

050107b 100 
--

175200 225 
--r--
300 325 350 
1--- --
425 450 475 
--- -
550 575 600 
-- - -

L F A 
----

M G B 
---- -

N H c 
-----

0 I D 
r-------

p K E 

In deciphering, the greatest multiple of 25 contained in the group of 
three digits is determined, then this nn.lltiple and ii,s remainder are used 
to for.m the elements for determining the plaintext pair in the usual 
monner. Thus, 281~=275 i 9:PR. 

~· Thus far all the small-matrix methods have involved only d:f
crnphic substitution. ~1e two matrices together ~llustrated in F~Gures 
59a and b may be used to provide a system f'or encipherment which is 
pertly trigraphic, the adverb "partly" has been used because this Ila.r
ticulal system will yield trigraphic encipherment approximately 88.~ of 
the tin.e in Ofdinary text e.ud dlgraphic encipherment app1oxlmotely 11.5% 
of the time.l4 In this cese the clpher equivalents of the trigraphg 

14 These figures are based on the number of trie;raphs ending in one of 
the 15 highest-flequency letters (miffi.OAISDLHCFPU), and on the nu11be.r.- of 
t1ig1aphs ending with other letters. 
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H1 H2 l£:3 H4 Y1 Y2 Ys Y4 D1 D2 oo 01 02 03 olt 05 o6 07 o8 09 
Ds D4 R1 R2 Ra R4 A1 A2 As A4 10 11 12 13 14 15 16 17 18 19 
U1 U2 Ua U4 L1 ~ L3 L4 I 1 I 2 20 21 22 23 24 25 26 27 28 29 
Is I4 C1 C2 Ca C4 B1 B2 Bs B4 30 31 32 33 34 35 36 37 38 39 
E1 E2 Es E4 F1 F2 Fs F 4 G1 G2 ho 41 42 43 4L~ L~5 46 47 48 49 
Gs G4 K1 Kz Ka ~ M1 M2 Ms M4 50 51 52 53 54 55 56 57 58 59 
N1 N2 Na N 4 01 02 0 s 0 4 P 1 P 2 6o 61 62 63 64 65 66 67 68 69 
Ps P4 Q1 Q2 Qs Q4 s 1 82 Ss s 4 70 71 72 73 74 75 76 77 78 79 
T1 T2 T3 T4 V1 v2 V3 V4 1v1 H2 80 81 82 83 81J- 85 86 87 88 89 
W3 VT4 X1 X2 Xa X4 Z1 z2 Z3 Z4 90 91 92 93 91J- 95 96 97 98 99 

oo 01 02 03 o4 05 o6 07 os 09 Q1 Q2 Qs Q4 U 1 U 2 Us U 4 E 1 E 2 
10 11 12 13 14 15 16 17 18 19 Es E4 S1 S2 Ss S4 T1 T? Ta T4 
20 21 22 23 24 25 26 27 28 29 It I2 Is !4 01 02 03 04 N1 Nz 
30 31 32 33 34 35 36 37 38 39 N3 N4 At A2 A3 A4 B1 B2 Bs B4 
40 41 42 43 ~4 l~5 46 47 48 1J9 Lt L2 L3 L4 Yt Y2 Y3-:t'4C1 C2 
50 51 52 53 54 55 56 57 58 59 C 3 C 4 D 1 D2 D 3 D 4 F 1 F 2 F 3 F 4 
60 61 62 63 64 65 66 67 68 69 Gt G2 G3 G4 H1 H2 H3 1I4 K1 K2 
70 71 72 73 74 75 76 77 78 79 K3 K4 M1 M2 M3 M4 Pt P2 Ps P4 
80 81 82 83 81J- 85 86 87 88 89 R1 R2 Rs R4 V1 V2 Vs V 4 W1 Wz 
90 91 92 93 94 95 96 97 98 99 '-13 W4 X1 X2 JC3 X4 Z1 Z2 Zs Z4 

Figure 59~· 

1 2 3 4 
1-ETN 
2 R 0 A I 
3SDLH 
4CFPU 

Fig. 5~· 

(or digraphs, as the case may be) are tetranomes. Encipherment is best 
illustrated by an example, this is given in the next subparagraph • 

h. Let the text to be enciphered be a message beg:mning with the 
words-" REFERRING TO YOUR MESSAGE NUMBER FIVE STOP ••• 11 This is rewritten 
~nto trigraphs, with the proviso that the third letter of the ~r~graph be 
one of the letters contained in the small square in Fig. 59b, ~f the 
third letter is not one of these 15 letters, the plaintext group~ng is 
left as a digraph, then the grouping into trigraphs (or digraphs) con
tinues • Thus, the foregoing plain text would be written as follovrs • 

RE:F ERR IN- GTO YOU RME SSA GEN UM- BER FI- VES TOP ••• 
- -

In encipherment, it is to be not~ced that ~ occurs four times in section 
1 (as do all the letters) and ~ occurs four times in section 2; the 
pro~er combination of the 16 possibilities is determ~ned by the coordi
na~es of the third letter of the trigraph as ind~cated in the small 
square, Fig. 59b. Since the coordinates of FP in this square are 42, 
then it is the 4th occurrence of Rp in section 1 and the ~ occurrence 

of Ep in section 2 which are used to obtain the equivalent for the tri

graph REFP' this equivalent is 1905. When the plaintext unit as obtain

ed above is only a digraph, it ~s the ~ occurrence of' e~ vThJ ch is used 

in section 1 and the ~ occurrence of e~ which is used in section 2; 
thus, "IN-" from the srunple messB.{;e beginning, above, would be enciphered 
2828. The encipherment of the plaintext example above is then 

REF ERR IN- GTO YOU RME SSA GEN UM- BER FI- VES TOP 
1905 4081 2828 4719 0727 1372 71~17 4118 2270 3807 402!~ 8806 8623 

RES'fffiC 'f':SD 
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The cipher text. could '\.hen be transm1. tted in groups of four digits, or 11 

as o. subtcri\lge to conceal the baslo. group length, the transm"tss:~.on • 
could be in five-digit groups. In decipherment, the ciphertext tetra-
nome is deciphered in the manner or the usual four-square matrix, and 

the location of '\.he particular values for e~ and e~ will indicate tlw 

ldenti ty of the third plaintext letter, if any. 

i. Nol-r that the student has become familiar with the details of 
typicnl polygraphic substitution systems, he is :ueady to continue his 
cryptanalytic sLudywith the Lrcatmen'L of methodo for recognizing poly
gJ.o.phic substitution, these methods are described in the next para,eraph. 

67. Method':l for rec.ognizil1g pol;mro.phic substitution.--.!· The 
methods used to determine 1-rhe t.hcr a given cryptogram is digraphic in 
character are usually rabhc.r ai.mple. If there are many repetJ.tions in 
a. cryptogram or a set of cryptogrruns and vet the unilitero.l frequency 
d:~.stl:Lbution g:~.ves no clea1-cut indications of monoa.lpha.bet:~.city, if 
most of the repctiLions contain an even number of letters and these 
repetitions for the most pari.. begin on he odd letters and end on the 
even letters or the messace, yet the cipher teAt does not Yl.Cld to so
lution o.s a biliteral cipher when the procedures outl:Jned :~.n Sect1ons 
VII and VIII a.re applied to it, if the cr;yptogrruns usually contain an 
even nuM.beJ• or leLi..crs (exclusive of nulls), and if the c1phe1 text is 
in lctLcra and all 26 letters are not p1esent o.nd J or U are amo113 Lhe 
absent letters (or jf the c~pher is in digits and there is a l~itat:~.on 
in the range of the text when divided inl.o tr1nomes 11 l..his range usuoJ.ly 
beine not greater than 001-676), then the encipherment maybe o.ss'Ul1'1ed to 
be digro.phic ln nature. 

b • Al tllougl1 the rorc~oi.ne general remarks arc true as i'o.r a.s they 
eo, occasionally they may be d~frJ.cult to apply with any clear-cut 
1 esults unless a. lur~Je volume of cipher text is available for study. To 
surplement them there ore statistical tests which may be o.pplietl £01 the 
reco~JniLion of digro.phic- sub'3liJtution. Ju.'3t as the rp t~.-bt anrl the 1\ 
i,t..st may be appJ ied. -t,o the. uniliteral djs triby.tipn o.r _a c1 ypbo(!;rtLI'l. to 
help determine ·uhethel" it is monoalpb.o.betl.c.. with respect. i.o Sl.IlBle
leti..er plo.intexl. units, so may these same_ tests be apl)lJ.ed i.o the di
r~roPhic distl"ibutl.on or 6. cryptoeram for the purpose of del..clminl.nG ---- .. -whct.llcr l.hc cryptoc;ulln in question is rnonoa.l.phabetJ.c vhen co11sidered os 
a digraphic cipher. • ~ 

£ The ba.s::Jc ~ of the T test is the same ·uhep."' a.ppll.ed to dl.
Cl•\Phic distributions as 11hen a!lPl "ted to monoaraphic--tha c ~s, unl.
lii..clal--dJ.si.ributions (see por. 27). lt J.s only the 'PlaJ.n and ro.ndo'rll 
constunl..u that cha.nGe, t'Uld "N" in the i'Ol.,llUlaa nou pertail's to the nUI'lbcr 
or di~l ~11l1s under consideration, instead of the number of su1r;le letterq. 

~.a.. ... ... -- -

.. 
I~ 
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To illustrate this, the fol'IIPllas for t.onrputing the "digraphic phi plain 

(~;)" and the "digraphic phi random (4>~) 11 are shown below:15 

~2 - .0069 N(N-1) 
p 

~; - .0015 N(N-1) 

The "die;raphic phi observed- (q,2 )" is calculated in the usual manner, that 
is, by multiplying each f (whigh in this case is found in one of the 
cells of a digraphic distribution) by f-1, and then totalling all the 
values thus derived. -

I 

d. The 1\2 test (or the "digraphic blank-expectation testtt) may be 
applied to a digraphic distribution just as easily as its monographic 
counterpart is applied to a uniliteral frequency distribution. For this 
purpose, Chart 8 is gJ.ven below, showing the average number of blanks 
theoretically expected in die;raphic distributions for plain text and for 
random text containing va.ri'ous numbers of digraplls (up to 200 digraphs) • 
As can be seen, the chart contains two curves. The one labeled~ applies 
to the average number of blanks theoretically expected in digraphic 
distributions based upon normal plaintext messages containing the indi
cated number of digraphs. The other curve, labeled R, applies to the 
average number of blanks theoretically expected in digraphic distri-

• 
- ~ .. ' . 

'1-
... I 

15 ·- ,. - . 
The digraphic plain constant 1 .00691 was obtained by summing the 

squares of the probabilities of digraphs in EI1Blish plain text; the 
digraphic random constant, .0015, is merely the decimal equivalent of 
1/676. Further elaboration on the use of these constants, among others, 
will be given in Military CrY.Ptanalysis, Part II • 

.. 

- - f 
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Number of dtg1aph~ in message 

Ch.a.rL 8. 

butlons based upon rerfectty rnndom assortxnents o:C' digraphs. In using 
this chart one finds the point of intersection of the vertical coordi
no.tc corresponding to 'Lhe number of digz aphs in the message, ui th the 
horizontal coordinate corres~onding to the observed nuraber of blanY~ in 
the dicraphic distribution for the messaee. If this :point of inter
section falls closer to cUive P thR~ it does to curve R, this 1s ev1dcnce - -

170 

• 

' 



-

• 

REF ID:A56892 

RBS'I'ffiCYE:O 

that the cryptogram is digraphic in naturel6; if it falls closer to 
curve R than to curve P, this is evidence that the cryptogram is not 
digraPhic in character: 

e. Although it may not be necessary to resort to the use of the 

~2 ~ A2 test to determine whether or not a particular cryptogram has 
been digraphically enciphered, it 1s well to know the application of 
these tests, since use has been made of them in difficult cases in 
operational practice. They may be helpfully employed in cases where the 
crJPtanalyst is uncertain as to whether or not a single null has been 
added at the beginning of a cryptogram suspected to be a digraphic 
cipher; and these tests me.~ also be found useful in the analysis of com
plex cases where the digraphic encipherment has been applied, not to 
adjacent letters of the plaintext message, but to digraphs composed of 
more-or-less separated letters in the message. Elaborations of these 
ideas will be treated in Military Cryptanalysis, Part II. 

!• As for the recognition of' tri,Eai!hic substitut!on ciphers--if 
most of' the repetitions are a multiple of three letters in length, if 
these repetitions for the most part begin (when the cipher text is 
divided into trigraphs) with the :first letters and end with the third 
letters of the trigraphs, and if the leneth of the cryptograms is for 
th~most part a mult1ple of three letters, yet the cipher text does not 
yield to solution as a triliteral cipher, then the encipher.roent maybe 
assumed to be trigraphic in nature. 

~ .. 
~· Just as the ~ test may 'be used as an aid in the recognition of 

digraphic~ty, it may theoretically be used for recognizing the tri
graphic, tetragraphic, etc • , nature of cr-yptograms, but its use for 
these latter purposes is much more limited because o£ theolarge amount 
o~ te}~ which would be required to permit a valid application o~ the 
pertinent polygraphic ~ test. 

68. Gener-;;.1· p~~~ea'\ll-e'~!n the ide~tiri'cation- and.~ ~U:1¥s'1: b:f pol~- ~ • ' 
graphic substitution ciphers.--~· Ce:t'ta~n systems which at first glance 
seem to be polygraphic, in that groupings of plaintext letters are 
treated as ~tnits, are on closer inspection seen to be only partly poly
graphic in character. Such is true of systems involving large tables of 
the type illustrated in Figs. 47! and B_, and 48 (in par. 65; above), 

16 Unfortunately, such would also be the case if the cryptogram under 
consideration were a polyalphabetic cipher involving tvro alphabets. 
Hovrever, to distinguish between a digraphia cipher and a polyalphabetic 
cipher 'With two alphabets, a digraphic distribution could be made "off 
the cut", that is, made o£ those ciphertext digraphs which are formed. by 
omitting the first letter of text and then dividing the remaining text 
into groups of two letters. If the system were digraphic, such a distri-
bution would exhibit a poor ~~,; if the system were a two-alphabet substi

tution system, the T~ would be as satisfactory as that of the regular 

distribution, taken "on the cut" • 

&E~T:RICTED 
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1o/'hC1 e ut cnc iphermen"l. is by pairs but. one of' the let tcrs in coch pair to • 
enciphered monoa.lphabetically, malune these system::; only pseudo-poly-
graphic. For exrunpJe, unine; the table in F~gure ~8, any plninterl di-
gro.ph beainnine; with "A" mu.s t be enc iphe1 c.d by a c iphel text digraph 
beGinning 't.rith "iv"; o.ny plaintext digraph beginnina ~Yith "B" must be 
enc iphcred by a ciphertext digl aph beginning with "E''; e t.c • A cry:pto-
Sl8Ll involvine the usc of "l.his table muy then be identified as such 
rrerely from a study of the uniliteral frequency distribution made on the 
initial letLers of' the ciphPr digraphs, since such a distribution would 
perforce be monoalphabetic.l7 

-
£• In certain other systems--namely, the four-square, two-square, 

o.nd Pluyfair squaJ.e systems of pa.:r. 66, above--the method of cncipherment 
is by pairs, but the enciphcrments of the left-hand and right-hand ' 
members o~ the pairs show group reJationships; this is not pseudo
polye;raphic but, rather, partiallz-polygraphic. Cryptograms enciphered 
by means of systems of "l.his latter type may not be readily identi~icd as 
such merely tbrougu an examination of their cipher text, but their so
lution may be effected rather repidly as soon as a few correct plaintext 
assmnptions have been made therein. A more detailed treatment of this 
mnttcr will be given in succeeding paragraphs of this section. 

c. The analysis of cryptograms which have been produced by di
graphic substitution is accomplished largely by the application of the 

18 simple principles of frequency of digraphs, with the additional aid o~ 
digraphic idiomorphs and such special circumstances as may be known to 
or suspected by the ~rypto.nalyst. The latter refer to peculiarities 
which may be the result o~ the particuJar method employed in obtaining 
the equivalents of th~ plainbeA~ digraphs in the encrypting process, 
such as those mentioned in subpars. a and b, above. In general, if' there 
is sufficient text to d~sclose the normal phenomena of repetition and 
idiomorplusm, or if cribs are available to be used as an entering \f\:!dge, 
solution will be feasible. The foregoing general statements will be 
C'{,Panded upon ln the following two subparagraphs, _2: and ~. 

d. 'Phen a d.igra.phic syt>tem is employed in regular service, there 
is little doubt that traffic wiJl rapidly accumulate to an amount more 
than sufficient to permit of solution by simple principles o~ frequency. 
Somctlinea only two or three long messages, or a half-dozen of averaee 
lcneth, ar~ sufficient. For with the identification of only a few cipher 

J7 For this purpos-e, the simplest and most economical way to obtain 
the unilitcral distributions for the in1.tial and final letters of di
ernphs is to mn.ke a digrapM c diatri'butlon and then add the talhcb in 
each rm-r to yield the distribution for the initial letters, nnd add the 
tallies in ench column to obtain the distribution for the final Jcttcrs. 

18 
In this connection, it would be well for the student to fruniliar~ze 

hiJTlSelf w1.th that por t1on of Appendix 2 \fhlch contains digraph~c fre
quency data. 
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A djgrapha, larger port.ions of' messaccs rnn.y be read bccvuse thq slrclc-t.ons 
of 1TOrds f'orm~d from -\.he fe\v hic;h-frequency dic;raphs- Very defin~tcly 
liurtt the values that can be inserted f'or the intervening unidentifwd 
digraphs • For exo.mple, suppose tho.t the plaintc:x-t dj c;raphs RE, Il~, ON, 
ND, NO, SI, NT, and TO are among those that have been ident1f1ed by 
frequency considerations, corroborated by a t~ntatively ident~fied long 
repetition; and suppose also that the enemy is knmrn to be usinc; a large 
to.ble of 676 cells contain1ng d~graphs shmring recipl·ocal equ~valcnce 
bctncen plaintext and ciphertext digraphs • Suppose the messa~fe bcc;ins 
as follovrs (in which the assumed values have been inserted). 

-

I 

- ~ 

XQ. VO ZI LK AP OL ZX PV CK IK OL UK Nr HN LK 
ND IN NT RE :t.."'T NO IN 

VL BN OZ BZ DY TY LE GI 
SI ON TO 

The init:tal1-rords SECOND INF~RY REGIMENT are readily recogtnzed~ 
Furthermore, if CKc=GIP' then Gic:Cf<p, which suegests ATTACK as the last 

word in the message beginning~ Thi'3 fragment of the message may noir be 
completely recovered. SECOND INFANTRY REGIMENT NCY.r YET IN POSITION TO 
ATTACK ••••• 

e. Just as the choice of probable words- in the solution of uni
literal systems is aided or limited by the positions of-repeated letters 
(see subpar. 49d), so, in digraphic ciphers, 1s the placing of cribs 
aided or limited by the positions of repeated digraphs8 In this con
nection, several frequent words and phrases containing repeated disraphs 
have been tabulated for the student's aid, and this list of ~1gra~h1C 
idiomorphs is presented as Section D 1n Appendix 3 (q.v.). Thus, if one 
is confronted by a ciphertext message contain1ng the following repeated 
sequence ~therefore likely to represent an entire word) • 

..... ... " Ml", "" ,. ~ .,\. ., .,! ..... ... .... r ... l'r ...... -v ~.~. .., .... ~ oJ _ ... t.r~.,. '~ ,:J , 
'V ,_ J ~ .,;.... ,., ...., - _,. ,. .., , _.L • 7 

VI Ftv- HM AZ FF Ftv RO~ 
. 

he may refer to the appropriate section of Appendix 3 which will dis
close, on the basis or the idJ.omorphic pattern "AB -- ----- AB" startiUB 
with the second cipher digraph, that the underlying plaintext 1vord may 
be RE EN FO RC El-1 EN T, among others • Once a good start has been made 
and a fe'lv words have been solved, ':lubsequent work is quite simple o.nd 
straightforward. A knm-tledge of' enemy correspondence 1 including data 
reBarding its most common words and phrases, is of as much assistance in 
breaking down digraphic systems as it is in the solution of any other _ 
cryptosystems. 1 

I ' .. !• In the ca~e ~f trigraphic substitution, analysiJ is msde con-
siderably more complex by the large amount of traffic required, not only 
f'or the initial entries, but also for further exploitatJ.on of the cnter
inB 1-tedges. In effect, the solut1on of a triBraph1.c system closely 
parallels the solution of the syllabary portion of a large two-part code, 
these techniques 1vill be discussed in Military Cryptanalysis, Part V. 
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69. Analysis of four-square matrix s~stems.--a. In all the small
matrix m~tllods illustrated in paragraph 6 ' the encipherment is only 
partJ.alJ y digraphic because there are certain relationships betvrcen 
those plaintext digraphs which have common elements and their corre
sponding ciphertext digraphs, which will also have common elements. Fo~ 
exrun:p~, in th~fo~-s~e_!!!atr~ given in F2:f£• 53, it will be noted 
that AA:p=Frc, AFp=FOc, ALp=FMc, AQp::FLc, and AVp::FKc. In each of these 
cases when Ap is the initial letter of the plaintext pair, the initial 

letter of th~ ciphertext equivalent is F0 • This, of course, is the 

direct 1esult of the method, it means that the encipherment is mono
alphabetic for the first half of each of these fJ.Ve plaintext pairs. 
This relationship holds true for four other groups of five pairs begin
ning with Ap, in effect, there arefive cipher alphabets employed, not 
25. Thus, this case differs from the case discussed under subpar. 68~ 
only in that the monoalphabeticity is complete, not for half of all the 
pairs but only among the members of certain groups of pairs • In a true 
digraphic system, such as a system making use of a 676-cell randomized 
table, relationships of the foregoing type are entirely absent, and for 
thiS reason such a system is cryptographically more secure than small-
matrix systems • r- -

b. From the forego1ng it is clear that when solution has progressed 
suff'iciently to disclose a few values, the insertion of letters within 
the cells of the matrix to give the plaintext-ciphertext relationnhips 
indicated by the solved values immed~ately leads to the disclosure of' 
additional values. Thus, the soJutJ.on of only a few values soon leads to 
the breakdown of the entire matrix. 

c. The following exan!J?le will serve to illustrate the procedure. 
(1) Let the message be as follows. 

. 
1 2 a ~ 5 6 1 s g ro u u ~ H w ro u ffi w ro ~ ~ ~ u ~ ~ ~ ~ ~ ~ 

A. H F C A P G 0 Q I L B S P K M ~ D U K E 0 H Q N F B 0 R U N 

B. Q C L C H Q B Q B F H M A F X S I 0 K 0 Q Y F N S X M C G Y 

C X I F B E X A F D X L P M X H H R G K G Q K g M L F E Q Q I~ 

D. ~___QJ H M 

E. F L B U Q 

F. Q I T X E 

... 
U E 0 R D C L T U F E Q Q C G Q N H F X I F B E X . -
F C H Q 0 Q M A F T X S Y C B E P F N B S P K N U 

U Q M L F E Q 0 I G 0 IE U E H PI AN Y_T F LJB 

G. F E E P I D H P C G ij Q I H B F H M H F X C K U P D G Q P N 

H. C B C Q L Q P .N F F !- N I T 0 R. 'l' E N C 0 J3 C N .. T _ F H H A Y • 

J. <ZLQCI AAIQU CHTPC BIFGW_KFCQS LQMCB 
tr -

K. 0 Y C R Q Q D P R X F N Q_M_k__E I D G C C G I 0 G 0 I H H F 

L. I R C G G G N D L N 0 Z T F G E E R R P I F H 0 T F H H A y-

H. ~.Q._Q_ I A A J Q U C H T P 

RJ;i:;STRIC':FED 
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A (2) The cipher having been tested for standord alphabets (by the 
mPthod of completing the plain-component sequence) and found to give 
neGative results, a uniliteral frequency distribution is made. It is a.s 
f'ollo"t-m: 

-

, 

(3) At first glance this may appear to the untrained eye to be a 
monoalphabetic frequency distribution, but upon close~ inspection it is 
noted that, astde from the freguencies of four or five letters, the 
frequencies for the remaining letters are not very dissimilar. There 
are, in reality, no very marked crests and troughs--certainly not as many 
as "rould be expected in a monoalphabetic substitution cipher of equal 
length. The ~ test, if taken (this test 1 as a rule, is not necessarv 
with sam;ples of text of sizes such as this), would show unsatisfactory 
results (~0:6084, as against ~p=7870 and ~r=4543). 

(4) The message is carefully examined for repetitions of 4 or more 
letters, and all of them are listed• 

Frequency Located in lines 

TFmrAyzLQCIMIQUCETP (20 let'ters) • • • • • • • • 2 
QMLFEQQIGOI (11 letters) ••••••••••••••••• 2 
XIFBEX (6 letters) ••••••••••••••••••••••• 2 
FEQQ••••••••••••••••••••••··~···••••••••• 3 
01IF.. • • • • • • • • • • • • • • • • • • • • .. • • • • • • • • • • • • • • 3 BFmi..... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 
BSPK•••••••••••-••••••••••••••••••••••••• 2 
GOIH. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 2 

H and L. 
C and F. 
C and D. 
C1 D1 F. 
C, F, K. 
B and G. 
A and E. 
D and K. 

Since there are quite a few re;petitions, two of considerable length, 
since all but one of them contain an even number of letters, since these 
repetitions with but two exceptions begin on odd letters and end on even 
letters, and since the message also contains an even number of letters 
(344), the cryptogram is retranscribed into 2-letter groups for fUrther 
study. It is as follows: ~ 

.. 
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Message transcr1bed m paus 
1 2 s 4 I! 8 7 8 0 10 11 12 13 14 11! 

A HF CA PG OQ IL BS PK MN DU KE OH QN' FB OR UN 

B QC LC HQ BQ BF HM AF xs IO KO QY FN sx MC GY 

c XI FB EX AF DX LP MX HH RG KG QK QM LF EQ QI ~ 

D~GO IH MU EO RD CL TU FE QQ CG QN HF XI FB EX 
t 

E FL BU QF CH QO QM AF l'X SY CB EP FN BS PK NU 

F QI TX EU QM LF___EQ QI GO IE UE HP IA NY TF LB -

G FE EP ID HP CG NQ IH BF HM HF XC KU PD GQ PN 

H CB CQ LQ PN FN PN IT OR 'l'E NC CB CN TF HH AY't-

J "'ZL QC IA AI gu CH TP CB IF GW KF CQ SL QM CB 

K OY CR QQ DP RX FN QM LF ID GC CG IO GO IH HF' 

L IR CG GG ND LN oz TF GE ER RP IF HO TF HH AYt-
M,ZL QC IA AI gu CH TP 

It is noted that all the repetitions listed above break up properly into 
digraphs except in one case, vlz., FEQG in lines c, D, and F. This 
latter seems rather strange, and at first thought one mieht suppose that 
a letter was dropped out or was added in the vicinity of the FEQQ in 
line D. But it maybe assumed that the FE QQ in lineD has no relation 
at all to the .F EQ Q. in linea C and F and is merely an accidental repe-
titian. 

(5) A digraphic dis~ribution is made as follows• 
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(6) The appearance of the foregoing distribution for this message 

7 
6 

18 
3 
9 

10 

9 
13 
16 

5 
a 
~ 

5 
6 
7 

22 

4 

3 
10 

2 

2 

is quite characteristic of that for a digraphic substitut~on c~pher. 
Although there are 676 possible digraphs, only 107 are present in the 
d1stribution, this parallels what is expected of normal plain text, since 
out of the 676 possible two-letter combinations (including "~mpossible 
plaintext d~graphs" such as QQ, JK, etc., which might have been used for 
special ind~cators, punctuation marks, etc.) only about 300 are usually 
used 1n the construction of plain text.l9 The number of blank cells, 

19 The 300 most frequent digraphs comprise 95% of normal English plain 
text (Appendix 2, Table 7-A). 
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569, closely approximates the 565 Which would be expected in a distri-
bution made on a sample of plain text of this si~e, as shown by Chart 8. • 
Furthermore, although there are many cases in which a dlgraJ:lh appe-ars 
only once, there are quite a few in which a digraph app~ars two or three 
times, four cases in which a digraph appears four times, one case in 
which a digraph appears five times, and one in which a digraph appears 
aix times. All of the foregoing observ-ations concerning the distribution 
are reflected by the 1 test: the observed dieraphic phi value, 210, 

-compares very favorably with the expected plain value (:.0069 x 172 x 
171 = 203) as against the expected random value (:.0015 Y 172 x 171 : 
44) • Thus all ind 1.ca.tiol'lB DOint to ,e. digrai!hic:_ substitution SYstem. .,_ 

(7) Since neither the ~0 (J780) and 1\ 0 (1~) for the initial letters 
~ IE""' C" • J 1 • 

of the cipher digraphs nor the to (1496) and.A 0 (~)for the final ~ 

letters are too satisfactory in their approximation to the values ex
pected for monoalphabetic distiibutions (Tp:l962 and ~r=l133; Ap=5 and 

1\ r=O), the possibili~y of a Eaeud.~-digraphi~ s~tem ia:Uruled out. There 

remain~he possibiliti~S of a part~~lly-digraphic system-emPlOying a 
small matrix, or a true digraphic system employing a large, randomized 
table. Ir1 one common type of small-ma-t-rix systero, the Playfair cipher, 

-one of the telltale indications bp~ides the_absen~e,of (usually) the 
letter J is the absence of cipher doublets, that is, two successive 
identical cipher letters. ~he occurrence of the_double letters GG, HIT, 
and QQ in the message under investigation elimjnates t~e poseipility of 
its bt::ing e. normal Playfail• cipher. For want of' more accurate diagnostic 
criteria 20 at this _stage, 21 the simplest th~ng to assum.e

1
, from a.mo~ t~e 

various hypotheses that remain to be considere>d, is that a four-square 
matrix is involved. One yith no~J alphabets (es being~the simplest 
case) in Sections land 2 is therefore set~down-(Figure 6la). 

- - - I =-- - J -

L I 
tr 7 - -... ' 20 I ~ I I ' I I I I • • I 

Even a ~~dical pre.ctition~r oft~n canqqt successfully diagnose a 
condition on the first vi~it. Cr;yptana.lytically speaking, we are still 
on our "first visit". Sttbsequent probing will~ we hope, reject or sub
stantiate th:f a or that hypotheDis or assumption, until the patient (the 
cipher text) is recovered '(i.e., l>rought baclt to plain text). ~ ... 

21 However, see the treatment on the diagnosis of various types of 
digraphic systema in subpar 73.J.. 
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A B c D E 
- - - - - - - - - -

F G H I-J K 
- - - - - - - - - -

1 L M N 0 p 
- - - - 1- - - - - - 3 

Q R s T u 
- - - - 1- - - - - -
v w X y z 

- - - - 1---- - -
A B c D E 

- - - - - - - - - -
F G H I-J K 

- - - - - - - - - -
4 L M N 0 p 2 

- - - - 1- - - - - -
Q R s T u 

- - - - - - - - - 1-
v w X y z 

-
-F:(gure 6la. 

(8) The recurrence of the group QMLF, three times, and at intervals 
suggesting that it might be a sentence separator, leads to the assumption 
that it represents the word STOP. The letters Q, M, L, and F are there
fore inserted in the appropriate cells in Sections 3 and 4 of the diagr~. 
Thus (Fig. 61!?_) • 

-- -

A B c D E 
- - - - 1- - - - - -

F G H I-J K 
- - - - 1- - - - - -

1 L M N 0 p L 
- - - - - - - - - 1- 3 

Q R s T u Q 
- - - - 1- - - - - 1-
v w X y z 

- - - - 1- - - - - :-
A B c D E 

- - - - 1- - - - - -
F G H I-J K 

- - - - 1- - - - - 1-

4 F L M N 0 p 2 
- - - - 1- - - - - -

M Q R s T u 
- - - - 1- - - - - 1-

v w X y z 

Figure 61£. 

These placements seem rather good from the standpoint that keyvrord-Mixed 
sequences may have been used in these two sections. Moreover, in Se~t~on 
3 the number of cells bet,veen L and Q is just one less than enoU{Sh to 
contain all the letters M toP, inclusive, this suggests that one of 
these letters, probably N or 0, ~s in the key>-rord portion of the sequence, 

RES'FRIG'FED 
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tha.t is, near the top of Sect:t.on 3, Without making a commitment in the 
matter, let us suppose that M follows L and that P precedes Q; then let 
both N and 0, for the present, be inserted in the cell betw·een l<i ancl P. 
Thus (Fig. 61!?.) • 

-
A B c D E 

- - - - - - - - - -
F G H I-J K 

- - - - - - - - - -
1 L M N 0 r L 

- - - - - - - - - - 3 
Q R s T u M N p Q 0 

- - - - - -- - - - -
v w X y z 

- - - - - - - - - -
A B c D E 

- - - - - - - - - -
F 'G H I-J K 

- ~- - - - - - - - -
F L M N 0 p 

- - - - - - - - - -
4 M Q R s T u 2 - - - - - - - - - -

v w X y z 

Figure 61_£. 

(9) Now, if the placement of P in Section 3 is correct, the c~pher 
equivalent of THp will be Pee, and there should be a group of adequate 
frequency to corresEQnd. Noting that PN<; occurs three times, it is as
sumed to represent ~!p and the letter N ~s inserted in the appropr~acc 
cell in Section 4. Thus (Fig. 61,2:) • 

A B c D E 
- - - - - - - - - -
F G H I-J K 

- - - - - - - - - -
1 L M N 0 p L 3 - - - - - - - - - -

Q R s T u M ~ p Q 
- :-- - - - - - - -
v w X y z - - - - - - - - - -

A B c D E 
-- - - - - - - - - -

N F G H I-J K 
-- - - - - - - - - -

F L M N 0 p 
2 -- - - - - - - - - -

M Q ~ s T u 
-- - - - - - - - - -

v w X y z 

FiGUXe 6Jd. 

RES'f'RfC 'f'ED 
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(10) It is about tlllle to try out these assumed values in l.he message. 
The proper insertioDD nre mo.de, with the following results. 

2 8 ( 4 6 7 8 0 W U H D 4 U 

A HF CA PG OQ IL BS PK MN DU KE OH QN FB OR UN 

B QC LC HQ BQ BF HM AF XS IO KO QY FN SX MC GY 

0 XI FB EX AF DX LP MX HH RG KG QK QM LF EO. _9._L. 
ST OP 

D • GO IH MU EO RD CL TU FE QQ CG QN HF XI FB EX 

E FL BU QF CH QO QM AF TX SY CB EP FN BS PK NU 
ST 

F Q! TX EU QM LF EQ QI GO IE UE HP IA NY TF LB 
ST OP 

G FE EP ID HP CG NQ IH BF HM HF XC KU PD GQ PN 
TH 

H CB CQ LQ PN FN PN IT OR TE NC CB CN TF HH AY ) 
TH TH 

J 
1

ZL QC IA AI QU CH TP CB IF GW KF CQ SL QM CB 
ST 

K OY CR QQ DP RX FN QM LF ID GC CG IO GO IH HF 
ST OP 

L m 00 00 ~ ~ ~ ~ ~ m ~ IT 00 ~ HH ll> 

M • ZL QC IA AI QU CH TP 

(11) So far no impossible combinations are in evidence. BegJ.nnlng 
with group H4 in the message is seen the followl.ng sequence. 

I PNFNPN 
T H •• T R 

Assume it to be THAT TF.E. Then ATp=FNc, and the letter N is to be in
serted in row 4 column 1 of Section 4. But this is inconsistent with 
previous assumptions, sl.nce N in Sectl.on 4 has already been tentatl.vely 
placed in row 2 colUJJ1n h. Other assumptions for FNc are made • that it 
is, ISP (THIS TH ••• ), that it is ENp {THEN TH ••• ), but the same incon-

sistency is apparent. In fact the student wlll see that FN0 must re
present a digraph ending in F, G, H, I-J, or K, since Nc is tentatively 
located on the same line as these letters in Section 2. Now Fir occurs 
l.J. t1mes J.n the message. The digraph it represents must be one gi' the 
following• ----

DF, DG, DR, DI, DJ, DK 
IF, IG, m, II, IJ, IK 
JF, JG, JH, JI, JJ, JK 

R~STRlC'FElD 

OF, OG, OH, OI, OJ, 
TK, 
Y.F, YG, YH, YI, YJ, YK 
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Of these the only one likely to be repeated 4 tJmes is OF, yield~ng 

PNFNPN 
T II 0 F T H vThich may be n part of 

CQLQPNFNPNIT 
NORTHOFTHE. or 

CQLQPNFNPNIT 
.SOUTHOFTHE 

In either case, the posit1on of the F ~n Sect~oa 3 is excellent 
F • L in row 3 The1 e are 3 cells 1ntervenine; bet-vreen F and L, into 
which G, H, I-J, and K may be 1nserted. It J.S not nearly so likely that 
G, H, and K arc J.n the keJ'Ivord as that I shouJ d be in J.t Let it be 
assumed that th1s is the case, and let the letters G, H, and K be placed 
in the approprlA.te cells 1n Sectwn 3 Thus (Fig 61~) 

A B c D E 
- - - - - - - - -- -

F G H I-J K 

1 

r--- - - - - ---r- - - -
L M N 0 p IF G H K I. 

r--- _j __ 

Q R s T u 'M N p Q 0 
r--- r-v w X y z j 

I 

3 

,__ - - - 1-+--- - - ---
A B c D E 

- -- - ...-- - - - - - -
N F G H I-J K 

- - - - - - - - - --
F L M N 0 p 

-- - - - - r--- - - - - 2 4 
M Q Q R s T u 

-- - - -- - - - - --
v w X y z 

Let the resultant derived values be checked against the frequency dis
tribution. If the posit1on of H in Section 3 is correct, then the di
graph ONP' normally of hiGh frequenc~, should be repr~aented several 

. , -
times by mrc • Refere1~c_e to ~1g. 60 shows HF c to have a frequency of 4. 
And Ill4c, vnth 2 occurrences·, represents Tisp. There is no need to go 

through all the possible corroborations. 

·p N F N P N 
(12) Go1ne back to the assurnpt1on that T H •• T H is part of the 

e"qlrcssion 

C QLQPNFNPNIT 
• N 0 R T H 0 F T H E • 

CQLQPNFNPNIT 
or • S 0 U T H 0 F T H E • , 

ii. is seen at once from Fig _§,1~ that the latter is2:ppa.rent1:.Y c~rcct 
and not the former, because LGc eauo.l'3 OUP o.nd not 0~. If OS'P=C~, th~s 

r 
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... means that the letter C of the digraph CQc must be placed in row 1 column 

3 or row 2 colunm 3 of Section 3. Now the digraph CBc occurs 5 tmes, 

CGc, 4 times, ffiic, 3 times, C%, 2 times • Let an attempt be m"l.de to 

deduce the exact position of C in Sect~on 3 and the positions o£ B, G, 
and H in Section 4. Since F 1s already placed in Section 4, assume G 
and H directly follow it, and that B comes before ~t. How much before1 
Suppose a trial be made. Thus (Fig. 61£) 

' 

A B c D E C'l 
- - - - - - - - - -

F G H I-J K C7 
- - - - - c--- - - - r---

1 
L M N 0 p F G H K L 

- - - - - - - - - - 3 
Q R s T u M M p Q 
- - - - - c--- - - - -
v w X y z 
~ - - - - 1-- - - 1-

A B c D E 
c--- - - - - 1--- - - - -

N F G H I-J K 
c--- - - - - - - - - -

4 Bt B? B? F G L M N 0 p 
2 

r-- - - - - - - - - -
H M Q Q R s T u 

- - - - - - - - - -
v w X y z 

-
Figure 61! 

,~ -
By referring now to the f'requency distribution, Fig. 60, after a very 
few minutes of' experimentation it becomes apparent that the following is 
correct• .. . .. ,... ' 

A B c D E c 
r-- - - - - - - - - -

F G H I-J K 
1-- - - - 1- - - - - -

1 L M N 0 p F G H K L 
1-- - - - - - - - - 3 

Q R s T u M N p Q 0 
:---- - - - - - - - -v w X y z - - - - - - - - - 1-

A B c D E 
- - - - - - - - - -

~ N F G H I-J K 
- - r--- - - - -

4 B F G L M N 0 p 2 - - - - - 1-
H M Q Q R s T u 

- - - - - - - - - -v w X y z 

Figure 61~. 

REB'fHJ:G'fED 
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(13) The identifications given by these placements are inserted in 
the text, and. solution is very rapidly completed. The final matrix and 
deciphered text are given below. 

A B c D E s 0 c I E 
- - --- - - - - - -

F G H I-J K T y A B D 
- - - - - - - - - -

1 L M N 0 p F G H K L 
- - - - - - - - - - 3 

Q R s T u M N p Q R 
- - - - - - - - - -v w X y z u v w X z - -·-- - - - -

E X p u L A B c D E 
- - - - - - - - - -s I 0 N A F G H I-J K - - - -- - - - - - -

4 B c D F G L M N 0 p 2 - - - - - - - - - -
H K M Q R Q R s T u 

- - - - - - -
T v w y z v w X y z 

,~ 

Figure 61!!• 

A H F CAP G 0 Q I L B S P K M NDUKE 0 H Q N F BORUN 
ONEHU NORED FIRST FIELD ART I L LERYF 

B Q C L C H Q B Q B F HMAFX S I 0 K 0 QYFN'S XMCGY 
R 0 M P 0 S I T I 0 N SIN V 1 C I N I T Y 0 F B ARLOW 

c X IF BE XAFDX LPMXH HRGKG QKQML FEQQI 
WILL B E IN G E NERAL s u p p 0 R T S T 0 P D URI 

D GOIHM UEORD C L T U F E Q Q C G QNHFX ~ F BE ~J 
NGATT ACKSP E CIA L A'l'TEN TIONW ILL BE 

E FLBUQ F C H Q 0 QMAFT X S Y C B EPFNB SPKNU 
PAID T 0 ASS I STING AD VAN C E 0 F F IRS T B 

F Q IT X E UQMLF E Q Q I G 0 IE U E HPIAN YTFLB 
RIGAD EST 0 P DURIN GAD VA N C E I T WILL P 

G FEE PI DHPCG NQIHB FHMHF XC K UP DGQPN 
LACE C 0 N C EN T RAT I 0 N S 0 N W 0 0 D S N 0 R T H 

II C B C Q L QPNFN P N I T 0 RTENC C B C NT FHHAY 
AND S 0 U T H 0 F THAYE RFARM AND HI L LSI X 

J Z L Q C I A A I Q U CHTPC B I F G W K F C Q S L Q M C B 
Z E R 0 E I G H T D ASHAA NDO_NW 0 0 D S E AS TAN 

K 0 Y C R Q QDPRX FNQML F I D G C C G I 0 G 0 I H H F 
D WEST THERE 0 F S T 0 P C 0 M M E N C I N GAT 0 N 

IJ I R C G G GNDLN 0 Z T F G E ERR P I F H 0 T FHHAY 
ETENP MSMOK E WILL BE USE D 0 N H I L LSI X 

M ZLQCI A A I Q U C H T P 
Z E R 0 E I G H T D ASHA 

RES'FRIG~ElD 
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..A ~. In the solution of four-square cryptoero.ms, advantage m'J.y be 

--

tak~n not only of the general type or d~graphic jdiomorphs mentioned in 
subpar. 68~, above, but also of a special type of partial ~d~omorph~'3m 
pre'3ent in nny four-square cryptograms ~nvolvine the use or o. DJD.tr~x in 
which the plain components consist or normal alphabets normally in-

scribed .. 22 AB an illustration, let the d1graplls SO ill (II.) be enc1phered 
by means of any four-square having normal alphabets :tn Scct:I.oiis 1 and. 2, 
and ~t will be found that in the encipherment the initial letter o~ the 
cipher digraph representing sop will be identical to the in~tial letter 

of the cipher digraph representing_UTP, regardless of how the cipher com

ponPnts are constructed. On this basfs, a blief list o~ specialized - .. single-letter patterns have been compiled for use in the solution of such 
a digraphJ.c system, this list of "four-square digraphic idJ.omorphs" con
stitutes Section F of Appendix 3. 

e o It is interesting to note how much a impler the technique of 
analysis is in the case of so-called inverse four-sguare ciphers, which 
involve the use of a matrix wherein the c1pherteAt sect~ons conta1n normal 
alphabets, the plain components being mixed. For example, referring to 
Fig. 53, suppose that Sections 3 and 4 are used as the source of the 
plaintext pairs, and Sections 1 and 2 as the source of the cJ.phertext 
pairs, then ONp=Erc, ER._p:GEc, etc o The simplicJ.ty of the analytic pro
cedure will be made clear by the follmring expositJ.on. 

(1) To solve a message enciphered with an inverse four-square matr~x, 
it is necessary to perform two steps. F~rst, convert the ciphertext pa~rs 
into their plain-component equivalents by "dec~pherlng11 the message ~nth a 
matrix ~n wh~ch all four sections contain normal alphabets, th~s operation 
yields two uniliteral substitution "ciphers", one composed of the odd 
letters, the other of the even letters. The second step is to solve these 
two monoalphabetic port~ons 

(2) As an example, let us consider the followJ.ng cipher teAt, known 
(or assumed) to have been encrypted with a trinome-d1graphic23 system 

22 If any other kno'm plain components were J.nvolved, the procedure of 
deriving a list or idiomorphic patterns would be wodJ.fied to f1t the 
particuJ.ar case. 

23 If the cipher text were be1ng examJ.ned "from cryptanalytic scratch11
, 

the limitations (003-595) of the cipher text when the latter 1s dJ.vided 
into trinomes for examination would have at once indicated that this 
grouping is the one which merits detailed analysis. The ~2 test would 
then give an indication of the digraphl.c nature of the underly~ng crypto
graph1c treatment. 

RES'fRlC'fED 
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incorporating a four-square ma.t"t"ix similar to that illustrated in Fig. 58, 
except that the plain~camponent sections have been changed 

2 0 3 2 3 8 50 8 1 8 3 4 50 279Jlt 1 1 5 0 3 0 9 1 6 8 
2 7 8 3 5 4 1 8 0 4 5 0 4 1 3 2 7 ~~ 1 6 3 3 0 9 1 0 1 0 9 2 
2 0 8 0 5 7 4 1 3 5 3 5 4 7 3 3 2 6 2 6 9 11 6 0 0 3 2 1 8 
4 6 8 1 8 3 3 9 3 0 9 1 3 9 3 4110lJ. 4 1 3 3 1 1 7 2 9 6 
2 lJ. 3 0 2 8 3 6 3 2 2 6 3 5 9 3 6 0 2 2 6 1 0 4 3 6 9 1 3 0 
1 53 1 3 61041 00141~ 1 0 1 0 1 8 2 4 0 3 3 6 1 6 8 
4 6 53 6 6 2 6 6 3 4 4 0 0 7 1 8 3 4 5 b 1 4 0 2 8 8 1 52 
~ 7 8 2 1 7 3 9 3 3 81193 ~ 7921~ 0 4 0 3 2 4 1 3 0 6 
0 8 7 0 3 7 0 9 1 4 1 9 3 9 1 11 6 0 7 7 1 3 7 1 53 5 9 5 
0 0 7 4 1 3 3 3 8 1 3 3 5 9 3 3 9 3 4 0 6 3 5 3 1 8 8 1 3 3 

(3) The first thing to be done is to construct a four-square matrJ.X 
with the known ciphertext sections, and inscribe arbitrary alphabets in 
the pl ~ext sections, as follows• 

A B 
F G 
L M 
Q R 
v w 

1 
5 6 

10 11 
15 16 
20 21 

C D 
H I 
N 0 
S T 
X y 
2 3 

E 000 025 050 075 100 
K 125 150 175 200 225 
p 250 275 300 325 350 
u 375 400 425 ~50 475 
z oo 2 o 6oo 

A B C E 
7 8 9 

12 13 14 
17 18 19 
22 23 24 

F G H K 
L M N P 
Q R S U 
V ll X Z 

(4) The cipher text is then written 1n trinomes, and these trinomos 
are "deciphered" by means ot the foregoing matrix, yielding the converted 
cipher text as follows: 

RESTRIG'±'BD 186 
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5 10 15 
- - ... ... "''' )" ... ...- .. .. -- ~""" ... ,.- - .... ~ .. 

A 203 238 5o8 183 450 279 341 150 309 168 278 354 180 ~50 413 
m ~ D m ® ~ ~ n ~ m oo ~ ~ ® ~1 -

B 274 163 309 101-092-208 057 ql3 5~5 473 326 269 l16 003 2l8 
PV IM PH BE CT II CH TM VM TY MD PQ BU DA IT 

c-.._ ~= _., ,... .I I 

c 468 183 393 091 393 411 o41• 133 111 296 2~3 028 383 228 359 
TT m TQ BT TQ RM ER IF CU ~v IU :ol3 TF IE PK 

D 380 226 lo4 369130153-136 104 100144 101018 240 336 168 
QF GE EE PU FF IB GL EE AE KQ BE DQ FU l'LO IR ... - - , • 

E 465 366 266 344 007 183 450 140 288 152 478 217 393 381 193 
'll' MU MQ PT CF m Q,'D FQ OM HB TE ET TQ RF IS 

F 479 240 403 241 306 087 037 091 419 391 lJ6 077 137 153 595 
UE FU TB GU MH CO CM BT UR RQ BU CD HL IB VY 

G 007 413 338 133 593 393 4o6 353 188 133 
CF TM 00 IF lT TQ RG OE m IF 

The distr1butions-of the letters constituting the initial letters and 
final letters of the converted digraphs are as follows 

(Initial Letters) 

(Final Letters) 

-· - ... 
= .. 
£ == 

-= - ~ ~ ; ~ 
-l~==~==~- ~ eE£s ~~= _ 
ABCDEFGHIKLMNOPQRSTUVWXYZ 

... 
-~-

= -~s = = ~ ~e 
-~ ~e~-~--=~-=-~=-g~-- = 
ABCDEFGHIKLMNOPQRSTUVYXYZ 

.. 

(5)
24

Using straightforward prjncip1es of frequency and partial id1o
m.orphs, the pla1n text (beg1nning with the opening 't1ords ENEMY 
RECONNAISSANCE ••• ) is recovered, and the following equivalents are obtain
ed for the converted cipher letters of the two alphabets 

- ~ ' ' ...... 
(Initial Letters) C 

p 
ABCDEFGHIKLMNOPQRSTUVWXYZf 
BRAH~SCDEF I LNOP TUV Y 

...,. - .&..'Ill 

(Final Letters) C ABCDEFGHIKLMNOPQRSTUVUXYZ 
P• W A N E R B C D F H I K L M 0 P Q S T U V Y 

24 Note the ABA pattern of the first word in the message (~~), made 
patent by the two-alphabet conversion process. Also note the 3-fold 
repetition (!epresenting the pla1ntext word STOP) 11hich, although hidden 
in the original cipher text, now comes to light. 

RElB'I'RIG'f''BD 
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Keyword-mixed sequences directly manifest themselves because the original 
enciphering matrix contained such sequences in Sections 1 and 2, inscribed 
in the same manner as were the arbitrary A-Z sequences which were used for 
the conversion. In fact, the key words of the two distributions might 
have been recovered from an analysis of the "prof~les" of the distributions 
above, as described in subpar 54~ -

(6) The original enciphering matrix is then reconstructed, thus 

B R A H M 000 025 050 075 100 
s c D E F 125 150 175 200 225 
G I K L N 250 275 300 325 350 
0 p Q T u 375 4oo 425 450 475 
v w X y z 5oo 525 550 575 6oo 

~ 1 2 3 4 w A G N E 
6 7 8 9 R B c D F 

10 11 12 13 14 H I K L M 
15 16 17 18 19 0 p Q s T 
20 21 22 23 24 u v X y z 

(7) Although the example illustrated was that of a numerical di
graphic system, it is obvious that this technique of solution also applies 
to literal four-square systems ~n which the c~phe-r components are known 
sequences. It should be clear to the student the tre~endous difference it 
makes when it is possible to convert a d2~raphic system into a two-alphabet 
system, in a digraph~c system, we are plaguedlb;Y a potent2al 67b d~ferent 
elements in the cipher, whereas in a two-alphabet system we st211 have 
only 26 elements (in each of two sets, it is true) in the cipher text to 
be solved This principle of conversion of c~pher text into a secondary 
cipher text has application in some of the most complex types of crypto
systems, the student would do well to keep this in m~nd 

(8) As a further observation on inverse four-sqUBre systems, it 2s 
pointed out that where the same mixed alphabet is present in Sections 3 
and 4, the problem is still easier, sJnce the letters result2ng from the 
conversion into plain-component equivalents al1 belong to the same, s2~~le 
mixed alphabet, thus such a digrephic system is reduced to an ord2nary 
simple substitution cipher. 

f. The solution of cryptograms enciphered by other types of small 
matrices is accomplished along l~nes very similar to those set forth 2n 
subparo,graph c on the solution of a four-square cipher, this will be 
illustrated in subsequent paragraphs There are, unfortunately, fevr means 
or tests which can be applied to determine in the early stages of the 
analysis e~actly what type of digraphic system is involved 20 the f2rst 
case under study The author freely admits that the solut2on outlined in 
subparagraph c is quite a14 tif2cial ~ that noth2ng lS derronstrated 20 step 
(7) that obviously leads to or warrants the asswnption that a four-square 
matrix is involved. The point was passed over w2th the qulte bald state
ment that this was "from among the varwuG hypotheses that rcll'..ain to be 
considercd"--and then the solutlon proceeded e~actly o.s though this_J:.!'ere 
hypothesis had been definitely establlshed For e/~~ple, ~he very fi~s~-

;~;~STRICTBD 188 
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results obtained were based upon asswning tha~ a certain 4·let~er repe
tition represented the word STOP and immediately insertin~ cel~Qin letters ~n 
a.;epropriate cells in a four-sg,uo.re matrix vrith normal sequences in .bc.c:-
tJ.on'3 1 and 2. Several more assumptions were bullt on top of ·th?.t, and 
very rapid strides w~re made What if it had not been a four~square 
matrix at all? v1hat if it had been some other type of not 1ead.J..ly J.denti
fiable digraphic system1 The only defense that can be made of what may 
seem to the student to be purely arbitrary procedu:r.e based upon the 
author's advance information or knowledge is the following. In the f1rst 
place, in order to avoid making the explanation a too-lone;-dra.vrn-out 
affair, it is necessary (and pedagogical experience warrants) tnat certain 
alternative hypotheses be passed over in silence. J~ the second plac~~ 
it may now be added, after the prJ.nciples and procedure have been eluci
dated (which at this stage is the pr~y object of this text) ~hat if 
good results do not follow from a first hypothes1s, the only thlng the 
cryptanalyst can do is to reject that hypothesis and formulate a second 
hypothesis In actual practice ~e may have to reject a second, third, 
fourth, ••• nth hypothesis. In the end he may strike the right one--or he 
may not. Tiiere is no assurance of success ~n the matter In tb.€ third 
place, one o:f the objects of 1,his text is to shm-1 how ccrta:m crypto
systems, if employed for military purposes, can readily be broken down 
Assuming that some t:i,pe of digraphic system l.S in use, and that daily 
changes !n key words are made, it is possjble that the troff~c of the 
first day might give considerable dj~ficulty in solution if the suecific 
type of digraph1.c system were not known to the cryptanalyst Butby the 
tJ.IDe two or three days' -traffic had accumulated 1t would "Qe easy to solve, 
because probably by that time the cryptanalytic personnel would have suc
cessfully analyzed the cryptosystem and thus learned what type of matrix 
or table the enemy is using 

70 Analysis of two-square matrix systems --~ Cryptosystcms in
volving either vertical two-sq~~e or hor~zontal two-square matrices may 
be identified as such and ~olved by cap~talizing on the cryptoeraphic pe
culiarities and idiosyncracies of these systems It w~ll be noted t!~t, 
considering the mechanics of the cryptosystems, in vertical two-square 
matrices employing the normal enciphering conventiona,25 exactly 20~ of 
the 625 "possible" plaintext digraphs w1.ll be "transparent" (i.e , st~lf
enclphered) in c~pher text, in hor~zontal two-square systems, exactly 2C% 
of the 625 digraphs will be characterized by an "inverse transparency" 

-). 

25 ::,. -- -That is, for vertical two-square systems, digraphs are self-enc1.phercd 

if e~ and e~ fall in tne same colunm in the matrix, and, for hor~zontal 
two-square syst.ems, i.f e~ and e~ are in the same row, the ciphertext di
graphs are the reversed plaintext digraphs 
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(i.e., enciphered by the same digraphs reversed). 26 Therefore, if e.n 
e~1ination of a cryptogram or a set of cryptograms discloses a goodly 
portion of what appear to be direct transparencies (cipher digraphs which 
could well be plaintext digra'Phs), it may then be assumed that a vertical 
two-square matrix has been used for the encrypblon. On the other hand, 
if a large ntunber of e ipher digraphs could be "good" plaintext digraphs 
if the positions of the letters were reversed, Lhen it may be assumed that 
the cryptosystem involved a horizontal two-square matrix Sometimes 
skeletons of words or even of whole phrases are self-evident in such 
cipher text, thus affording an easy entering wedge into the cryptosystem 

b An example will best serve to illustrate the techniques of 
identification and subsequent solution of a two-square matrix cipher.' 
The following naval message ls to be studied 

-
UODLC ENOAN SIGLB BE I R I RCRGL NMOLC 
PTER'l RBBOE GPABQ WNNKS IPCRM OORAP 
DEA .d ANXRA IE D A I RMAGB EKHSL CD D L C 
TQORE NDTMD TIAQF IEQTA NNBFN 0 u 0 0 s 
SNNNR KTASE SNHLP ONNKS IPCRC E:NOIS 
IILIRK PLONO NZUCT A L T 0 I I H 0 C N OCERA 
0 S DIN OEEKR LCUBR A 0 S D I IPDAR COGGR 
OLNOC WDILP 0 I L N Q XDIGL RBBQY FSSRA 
VYOIG RSLXX 

Preliminary steps in analysis are maae according to the procedures already 
described in this text, and the hypothe<:~is of monographic, uniliteral en
Clpherment (with either standard or mixed cipher alphabets) has been re
jected Multiliteral substitution, or digraph1c substitution, comes nexc 

26 
Although 625 "possible" plaintext digraphs are involved, the identlty 

of digraphs actually used in plain text limit this figure considerably 
Furthermore, the frequencies of the plajntext d1graphs actually used come 
1nto consideration, in conjunction with the location of the letters of 
these dj~raphs in any particular two-square matrix Thus, from the crypt
analyst's standpoint, there a.re "excellent11 two-square matrices giving a 
high self-encipherment rate for hlgh frequency plaintext d1eraphs, ru1d 
there are "poor" two-square matrices which have a potent1aJly high sel:f
encipherment rate only fo1 those low frequency pla1ntext digraphs wh1ch 
may not occur at all in a given cryptogram 

RESTRIC'f'ElD 
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RES'f'RIC'f'EJD .. into consideration The cipher text is written m d~grap'l1s, e.s follo-vTs 

5 10 15 

A uo DL CE NO AN SI GL BB EI RI RC RG LN MO LC 

B PT ER GR BB OE GP AB Q\-1 NN KS IP CR 1<10 OR p;p 

c DE AM HA fNX, RA IE DA m MA GB EK HS LC DD LC 

D TQ OR EN DT MD TI AQ FI EQ TA NN BF NO uo OS 

E SN NN RK TA SE SN HL PO NN KS IP CR CE NO IS 

F HL IR KP 10 NO NZ uc TA LT OI IH oc NO CE ~ 
G < OS DI NO EE KR LC UB RA OS DI IP DA RC OG GR 

H OL NO cw DI LP OI LN QX DI GL RB BQ Y.F ss RA 

J VY OI GR SL XX 

Figure 62 

Noting the 8-letter repetition 90 letters apart, the 6-letter repetitlon ... 16 letters apart, and the 4-letter repetition at an interval of 220 let- _ 
ters, and that those repetltions begin on odd letters and end on even - letters, credence ~s given to the grouping of the c~pher text ~nto pa~rs 
o:f' letters. 
63 

A digraphic distribution is then made, illustrated in Figw 

.! .... 
-.; 

--

, 
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Figure 63 
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£ The ~~' 152, is most satisfactory when co~ared w1th ~~ (107) 

and ~~ (23) Since the cryptogram has all the ea.X'Il'arks of a d1graphic 

cipher, and no man1festat1ons are found to support the h3pothes1s of a 
multil~telal system, the next problem is the spcc1fic deterM1net1on of the 
particula1 ltJ.nd o!' d1graph1c- system 1nvo1ved It may be noted tnD.t thc.re 
e.re quite a few d1graphs in the c1pher text 1o1hich re'3ento] e good pl::unte...ct 
dig1aphs, proportionally more so than, for 1nstance, 1n ~he cryptogr~ 1n 
subpar 69c, the cryptologic f1nger po1nts to the poo;sib1l1ty of e ttro
square system However, s1nce the vrords 11good d1graphs 11 a.ce serr.a.111.1cally 
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elus:l:lfe, let us attempt to d~ter.fiiine ste.tJ.stica.lly wnethcl or not d. two
sqhtWd 1:1ysten1 might be involved Md, if a. two-square, whether it is more 
probably a Ve1~ical or a h6ri~6htaJ two-square 27 

.9. .F1rst !J for the pW:'};lo§e 6f determining whether 11duect tro.ns
par~fi'iii~:Js'1 or 1 inver§~ tra.nsparE!IH~ies" predomino.te :in this cryptoero.m> the 
d.igraphl:l df the distribution in Fig 53 will be set down in tabular form, 
Wlih an indicat1on of their freqU@ficy ih the cryptogram, and with data 
relatiVe to the probab:!ifty of these -aigraphs as plaintext d~graphs, and 
e.§ :Plaintext digraphs w11en .reversed.i" :rn the table on page l9li, col (1) 
is a iist:J.ng of the Clphertext digraphSj 561 (2) ~S the frequency Of the 
ciphertext digraph as 1{ occ~s~in the cr~togram; cdl (3) 1s the Juga~ 
rithhl 6f the theoreticil plaihtext frequeficy of the particular dlgraph 
(from Tabie i5J Appehdix 2)~ col (4) represents the products of the 
efitrie~ in cola (2) and (3J; col. (5~ is the loga~ithm of ihe theo~ct~cal 
plaihtext fre~u€rtcy of the ~evefsed fiigraph (frofu Table 15; Appendix 2)) 
and col. (6) represents the products of the eht~ies in cola. (2) and(~). 
From this, the Sill~ of the ~alue§ in coi. (4), 58.34; is taken to be the 
11d:l.rect tra.nspar€nic~'1 "'alueJ ahd. the sum 6f the values iB col• (6), 63.02, 
:I.e taken tel be the 1ifi.Verse tre.flspareaayu ve.iue. Thus, sll:lce thJ..s par
t:i.cuiat cryptelgra.ffi bas' an 1~inverse tranapareB.cylr value which is h:!sher 

- ~--- ... 
27 The test to be described, in the. :followifig ~~bparagril)hs ·ls based o1i 

afi evaiuation 8f those instances wherein the obse~ed frequ~ftcy of any 
particular cipherte~t. digraph ~ppr6ximat~s the rrequeticy ~lth whlcn the 
particUlar digraph; or its rev@rsai, wOUld be expect§d to occur Jf con
sidered as ~ plaintext digraph Any sUch ~orf@latidh which occurs ~n a 
four-sqUare or Playfair cipher, 6r lb a cryptdgr-am produced by a large 
randOmlZed d:i.graphic tabie, is purely accidental becaUse it is not a 
r§sUlt of the ffiechanics 6f the system HoweVer in two-sqUare cryptogram~ 
such corr~lation is caused by the ffi~chanlcs 6f ihe syste~ in the enci~her
mefit of 26o/o af the-possible pl~inte~~ digraphS) IDld these causal ~nstences 
of c6i·reiation 8ccur i:O ilddHJ.oii to §.l1y accidental 1nsta.Uces 1huch rr.ay 
arise lrl the encipherffierl.t of the reiliaJ.bing 8o;t, Thus J 1f e. d:Lgrapl:nc 
cipher ex1nbl ts fuer@ly the randoM e3q:le6tation of correlation both whert the 
particular ciphertext dlglaphs are ctihs~dered as they are-end when thelr 
re~efsa1s are considered, the crY,ptogram ffiay be assumed to~volvc a 
system 6ther t.hru1 two-square If ~ dig:\: a.phic cipher exlnbJ. ts more than 
t.he rartdom eXJ;,lectation of c6rr~ia.ti6fi, either \Theh the par'ticUler \hgrapl:is 
§fe co~sidered direct or when coHbidered reversed, it hlay be ass\~cd ~o 
irl~6iVe twS=§qUare encipherment, and the ~articuJar c6ruflaeration--that of 
the digraphs duect of ~~t_ of the digraphs reversed.--lihJch gives i'lse 1i0 
the greater aegree 6f cofrelatiofi ifidicates whether t.he cryPtogram lnvolves 
a veftlcai two-sqUare 6r g horiz6fital two-square, respectively 
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(1) (2) (3) (4) (15) (G) (1) (2) (3) (4) (15) (0) (1) (Ia) (S) (4) (l5) (6) 

M3 1 45 0~45 I 38 o. 38 HA 1 I 67 o, 67 ~ 215 o. 2!i OR 2 ,eo 1,78 174 1,48 
AM 1 • G1 0,61 ,78 0,78 HL 2 ,13 0,~6 ~n 0,2Q OS 3 • 61 1,8S ,62 1,86 
AN 1 • 89 Ot89 .72 0.7~ HS 1 • 38 o. 38 • 72 0,7~ PO 1 • 64 o. 04 I 72 l o, '72 
p;p 1 • 58 0,58 ~ 61 01Gl IE 1 169 o. 59 , 7S 0, 7S Pl' 1 • g~ 0,151 • 2ei o.~i 
AQ 1 I 00 0100 • 00 01 OQ IU 1 '00 0, 00 • 77 0177 QW 1 • 00 o. 00 100 0100 
:SB 2 I 00 o,oo • 00 ol oo IP 3 148 !144 145 1,35 QX 1 • 00 0100 ~ 00 o,oo 
:SF 1 • 00 0100 I 00 o.oo IR 2 • 73 1,46 175 1,150 nA 4 "'so 3,20 '82 3,28 
:SQ 1 1 0100 • 00 0, 00 IS 1 I 78 o.7S • 77 0,77 RB 1 ,26 0,25 I as 0,26 
CE 3 /6 2.28 '76 ~.28 KP 1 I 00 o. 00 100 0100 :RC 2 153 1106 • as 0,76 
CR 2 • 38_ 0,76 I 53 1106 KR 1 I 00 0,00 113 0,13 RG 1 • 48 0,48 ,42 o.42 
cw 1 .13 0.13 100 0, 00 KS 2 ,13 0,26 113 0126 R:t 1 • 75 o. 75 • 73 0173 
DA 2 • 76 1 52 '73 1,46 LC 4 I 33 1. 32 ,4g 1168 RK _ 1 ,13 0,13 I 00 0100 
DD l • 51 0151 • 51 0151 LN 2 ,13 0,26 142 0184 SE 1 , 84. 0184 186 0,86 
DE 1 177 o. 77 188 0188 LO 1 150 0150 ,-67 o. 67 SI 1 0 77 o. 77 178 0,78 
DI 4 • 73 2 92 45 1,80 LP 1 • 33 0,33 • 59 0,59 SL 1 ,25 0125 ,45 0,45 
DL 1 • 33 0,33 ,53 0,53 LT 1 • 51 0,51 ,42 0,42 SN 2 • 38 0~76 • 71 1.42 
DT 1 ,62 0162 ,45 0,45 MA 1 • 78 o. 78 161 0,61 ss 1 • 67 0!67 • 67 0! 67 
EE 1 • 81 o. 81 '81 o. 81 MD 1 ,13 0.13 .42 0,42 TA 3 • 74 2,22 • fl3 2,49 
EI 1 • 73 o. 73 ,59 0,50 MO 2 55 1,10 • 72 1.44 TI 1 • !:12 0,82 '13 0 /3 
EK 1 • 00 0,00 t45 0,45 NN 4 ,51 2,04 • 51 2.04. TQ 1 ,13 0,13 • 00 0,00 
EN 1 • 99 o. 9~ .87 0,87 NO 7 • 66 4,62 ,92 5,74 UB 1 • 33 0, 33 .25 0,25 
EQ 1 ,58 o,5s • 00 o. 00 :we 1 • 00 o. 00 .~3 Ot13 uc 1 t 33 Q,33 • 38 0 38 
E~ 1 .94 0,\}4 • 96 o. 96 NZ 1 • 00 o. 00 • 00 0~00 uo 2 ,13 0,26 ,79 l.bB 
FI 1 .so o.BQ ,55 0155 oc 1 • 51 0,51 ,80 0,80 VY 1 • 00 0,00 • 00 o.oo 
GB 1 • 00 o. 00 • 00 o.oo OE l 33 0,33 • 58 o. 58 XX 1 • 00 o. 00 • 00 0100 
GL 2 • 25 o.5o ,13 0,26 OG 1 • 25 0,25 ,45 0!45 YF 1 • 56 ~ ,13 0,13 -GP 1 .25 0,25 • 00 o. 00 OI 3 .42 1,26 • 80 2,40 125 58,34 63.02 
GR 3 .42 1.26 48 1.44 OL 1 67 0 67 • 59 0,59 

(1) Identity of cipher dxgraph appearing in the cryptogram, 
(2) Frequency of the particular digraph as it occurs in the cryptogram 
(3) Logarithm of theoretical plaintext frequency of ~he particular dxgraph (from Table !5, Appendix .f), 
(4) l'roduct of entries in columns (2) ancl (3). 
(5) Loganthm of theoretical plaintext frequency of the digraph's reversal (from Table 15, Appendix 2). 
(6) Product of entries in columns (2) and (5), 
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than the "direct transparency" value, it may be assuraed28 to involve a. 
horizontal two-square--if, indeed, two-square enc1pherment has been em
ployed It is now for us to establish whether or not this latter is the 
case, and this will be done by determin1ng whether or not the foregoing 
observed value, 63 02, is representative of the degree of ttansparency 
which may be expected in a horizontal two .. square cipher. (If the "d:.trect 
transparency" value had bePn the h1gher of the two, then :.tt vrould have 
been more probable that a vertical two-square were involved, and it would 
be necessary to determine whether or not this observed value was repre
sentative of the degree of transparency expected in a vertical two-square 
cipher) 

e The observed 11 inverse transparency" value (selected :.tn this case 
because Jt is the higher observed value) WJ.ll be compared with the value 
eeRecte~ from a horizontal two-square cryptogram of the same size, and if 
this observed value 1s as &_reat as or greater than the transparency value 
expected for horizontal two-squares, the cryptogram may be considered to 
be a. horizontal two-square cipher, if the observed value is lower than 
the expected two-square value, dec1sion will ha.ve to be suspended 29 The 
transparency value expected in a horizontal two-square cipher containing 
N d1graphs is computed by multiplying N by .3388, which in this case 

28 
Actually, if the two-square hypothesis J.S made, the d1fference be-

tween the horizontal two-square vauue and the vertical two-square value 
w1ll ind1cate the degree of probability of the b1gher score over the 
lower In this case, the d1ffercnce of 4 68 (: 63 02 - 58 34), which 
represents a difference of log scores, is equivalent to an overwhelming 

4 68 -ratio of 100 bill1on to 1 (i.e , 224 to 1) in favor of the hypo~hes1s 
of a hor1zontal t'w-square The foregoing computat1on involves an aspect 
of mathematics which will be glven deta1led treatment in Military Crypt
analysis, Part III 

29 For the benefit of the st~dent "with a background in statist1cs, 1t 
is pointed out that by abiding by the st1pulation "as great or greater", 
some cryptograms which actually are the result of two-square encipher.ment 
may be rejected by this stipulation, but 1t will insure that only a rela
tively rew non-two-square cryptograms will be accepted A better approach 
of a statistical nature would involve, first, computing r.he expected 
value for non-two-sque.res as '"Well as that for two-squares Then, any 
observed vBIUe falling below the expected two-square value could be 
expressed in terms of the number of standard deviations (i e , the 
sigmage) from this expected two-square value and,from the expected non
two-square value. Finally, the particular expected value which would be 
considered as sJ.gnificant would be the one from wh1ch the observed value 
differed by the smaller number of standard deviations The concept of 
standard deviation will be treated in Military Cryptanalysis, Part III. 
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yields 42 35 (: 3388 x 125).3° Th~ observed value for the cryptogram, 
63 02, is much higher tl~n the expected value, 42 35· Thus, it has been • 
proven statistically that the cryptogram at ~1d involves two-square _ 
encipherment, particularly, horizontal two-square encipherment 

~ -
f Having now proved that the cryptogram at hand is a horizontal 

two-square cipher, the next step ~s to assume some plain text in the 
message, guided by probable inverse transparenc~es (~nverse because the 
system has been identified as a horizontal two-square} in the cipher text. 
Referring to the work sheet in Fig 62, the repeated sequence at B9 and 
E9 is assumed to represent the plain text TASK FO RC (E-), on the basis 
of KS0 =sxp, and CRc:RCP The pla~ntext-c~phertext values are now 

30 In the case of vertical two-squares, N would be multiplied by tb.e 
constant 3610 The mathematical considerations underlying th~s test and 
their ~~~ofs (involving Bayes' theorem and Bayes' factors} are beyond the 
scope this text, however, for the benefit of the mathematician, the 
derivation of the foregoing constants JS expla~ned below, along with the 
derivation of the constant used for computing the expected transparency 
value for ~-two-squares In the formulas, below, 

~ : the summation over all digraphs AA-ZZ 

FAB : the ~requency of a g~ven digraph AB as found ~n Table 6A, 
Appendix 2 

otAD - the logarithm (to the base 221~) of the "frequency of a given 
d1graph .AB as found in Table 15, Appendix 2 

For verticaJ two-squares, 

[ 
20 FABl 

k : l:. a(. .80( .0015) .,.. 5000 j- 3610 
.A:& AB 

For horizontal two-squares, 

k = L. o< ( Bo( 0015) + 2o- F AB]= 3388 
AB BA 5000 

For ~-two square digraphic systems, 

CCAB -
k : 676 - 2737 

• 
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- --......-.. ....-..c -'II ~ t' , ~ 
31 -

recorded in a skeleton reconstructibn diagram as illustrated in Fig • 
..-.. 64a. At A3, the assumption of (-:R) EC ON NA IS SA NC (E-) is tossed off 

without muc~ ado, since four of the six digraphs concerned are trans
parent. The plain-cipher relationships from this assumption are added 
to the reconstruction diagram, as shown in Fig. 64b s Continuing in this 
ve~n, the plain text (-A) I:R C~ AF (T-) is inserted at Al¢, and the plain 

l -~ r--

T ~ 

~ A 

0 T N 

L N A e. 
- --

s K 
s ~ l< -1 --f---

F D 

' 

-
F t 

p 0 
- -

R c I ---- -'--::"'" - f • 

I --1--

I p 0 

E R 13 c. 
;--

I. 0 s 
-

~ 

Figure 614-~. 
- r 

Figure 64b. .. -
text (-B) AT TL ES HI (P-) is inserted at J3, the successive cumulative 
reconstruction diagrams for these two assumptions are shown in Figs. 64c 

-

0 T N 

A c 8 l N 1\ B s R 
s ~ I< 

F • 
p 0 

e It B E c 
<:. - F 

--
-

Figure 64.s_. 

3~ing the reconstruction of the squares of the matrix, the student 
should keep clear in his skeleton diagram which letters are in the same 
row, and which are in the same column. It will be found expedUious to 
draw a dividing line (either horizontal or vertical, depending on the 
type of two-square matrix involved) on the page to keep the elements of 
the two squares independent, recording the values which are in the same 
row or column and writing -down the letters as they are assumed. In the 
early stages of this process the student must exercise care in recording 
the letters so that no false relationships are formed, in other wordsi 
the values should be written down so that they are not in the same row or 
column with any letters other than those with which they are known to be 
related. This will entail spreading the work rather widely Oller the page 
initially, then gradually telescoping and reducing the size ot the re
construction diagram as the work progresses~ until in the end it will be 
red.uced to a concise matrix of two 5x5 squares., 
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1-1--·-- I 
0 T N t. 

- 1- - - - r- - - - - 1- 1-

A c ' L N A s e, R. i 
I -- ·-1---1--1-- -- - - --

s ~ K -- --, 

H F I 
·-

E R p & e: 0 c 
Gt F 

- -- - t-- - t- - ---- --
Figure 61~~. 

and 64d below. It is to be noted that at J7 ,p_C..c=P2P; but since in 
Fig. ~.2: it has already been determined that OC0 =9Sp1 then OC0 must equal 
:PSI 9.king the "W'ord BATTLESHIPS rather than 1.n the singular. 

l -
~· At this point the parlially filled-in vrork sheet will look as 

' -follows: ... ~ • '~ 
1. 

5 10 15 

A uo DL CE NO AN SI GL BB Er RI RC1 

~G LN MO LC 
-R EC ON NA IS SA NC EA IR CR AF T- E-

B ET ER GR BB OE GP AB QW NN KS IP OR MO OR AP 

' RE NC EO ' NE SK FO RC RO -E -E -E TA E-
I 

c DE AM HA NX RA. IE DA m MA GB EK HS LC DD LC 
AR -0 -0 -E 

D TQ OR EN Dl' MD TI AQ FI EQ TA NN BF NO uo OS 
RO BA IT -R AT TA ON 

E SN NN RK TA SE SN RL PO NN KS IP CR CE NO IS 
NS TA Nr 10 NS TA SK FO RC EC ON 

F m.. IR KP LO NO NZ uc TA LT OI IH oc NO CE ~ 
-0 OL ON -B AT TL ES HI PS ON EC AR 

I 

G-< OS DI NO EE KR LC UB RA OS DI IP DA RC OG GR 
ON EE AR FO CR .J....-Ew- ')' 

H OL NO cw DI LP OI LN Q,'\ DI GL RB BQ YF ss RA 
-s ON ES T- SA N- L- AR 

J VY OI GR SL XX 
§ 

ES -E LS 
r-- .... ~~ .... -
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A Slr;clctons or additional plain text, such as the \-TCrd OUR at Al, PnESEHCE 
OF ENEMY at l31, PROBABLE at Dl, A'I'TJ\CK ON OUR INSTALT...ATlONS at DlO, 
CATIRIER o.t Fl4, and VESSElS at Jl, may now clearly be seen The complete 
recovery of the plain te -<:t follows, and the reconstruch.on (.ha.grn.m is 
completed and telescoped into the form shorm in Fig 64c Slnce phe
nomena of keyword-mixed sequences arc observed, the rows and columns of 

, 

Q. f\i 0 K T N - Q L P 
AICLNABSRT 
GDFSHGKIFH 
UEPRBECODM 
Y-XV-WZY-X 

Figure 64_£ 

REPUBDEMOC 
LICANRATSB 
SDFGUFGH!K 
KMOQTLNPQU 
VWXYZVWXYZ 

Figure 64! 

Fig 64e are permuted to yield the original two-square~matrix as shown 
m F~g -64r -- -

I > ,_.. 

h The solution of vertical two-square systems follows analogous 
l1nes~with the necessary modificat1ons of the reconstruction d~agram 1n 
consonance with the d1fference )n mechanics between horilontal and verti
cal two-square systems 

i A few additional remarks concern111g the test appl1ed 1n subpars 
d and-e, above, are in order First, the except1ona11y hlgh transparency 
value observed in th~s cryptogrrun 16 a d1rect result of the very favor~ 
able manner ~ which Lhe keyword-mixed sequences 1n the two squares Jnter
act, ln the foregolng cryptogram, 47 of the J25 digraphs present (approx 
38%) were inverse transparencies It is also pointed out that, although 
some actual two-squa.re cryptograms lll8Y be rejected by that portion of the 
test wh1ch was descr1bed in subpar ~' the other phase of the test (de
scrlbed in subpar d)--by which one may determine whether a cryptogram is 
more probably a vertJcal two-square encipherment or more probably a hor~
zontal two-square encipherment--is extremely sens1tive ru1d h1ghly accu
rate The foregoing statist1cal method 1s not merely valuable ~r ~ as 
an application of cryptomathematics 1n the analysis of two-square matrJx 
systems, but 1s included as being illust1ative of the general pr1nciples 
of spec1al tecru1iqucs that may be developed in the attack on any part~cu
lar cryptosystem, the mechan1cs of which are la1own to the cryptanalyst 
The field of actual operat1onal cryptanalysis is replete with special 
methods of attack of this nature 

71 Analrs1s o£ PlaY[al: c1pher systems -*~ --or all digraph1c 
cryptosystems employing small matr1ces, the one which has been most 
frequently encountered is the Playfair cipher CeTtain var1ations of 
th1s cipher have been ~ncorporated 111 several complex manual ciphers 
used 1n actual operational practice, because of tb1S it 1s ~portru1t that 
the student gain familiarity with the methods of solution of the classic 
Playfair system 

- .. ,... 
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b The first published solutions32 for this cipher are quite • 
similar basically and vary only in m~nor deta~ls T.he earliest, that by 
Lieut. t.fauborgne (later to become Chief S"lgne.l Officer of the U.S. Army), 
used straightforward principles of frequency to establish the values of 
three or four of the most frequent digraphs Then, on the assumption 
that in most cases in which a keywo1d appears on the f~rst and second rows 
the last five letters of the normal alphabet, VWXYZ, w~ll rarely be dis-
turbed in sequence and Will occupy the last row of the square, he "Jug-
gles" the letters given by the values tentat~vely established from 
frequency cons~derat~ons, placing them in var~ous posit1ons in the square, 
together w~th VWXYZ, to correspond to the plaintext-ciphertext rela~ion-
sh~ps tentatively establ~shed A later solution by Lieut Frank Moorman, 
as described in Hitt's manual, assumes that ~n a Playfa~r cipher prepared 
by means of a square ~n which the key word occupies the f1rst and second 
rows, if a d1graph1c frequency d1stribution is made, ~t will be found 
that the letters having the greatest camb~nlng power are very probably 
lette >f the key A still later solution, by Lieut Commander Smith, 
is pe1naps the most luc~d and systematized of the three He sets forth 
1n definite languase certain cons1derat1ons whlch the other two wr1ters 
certainly enterta1ned but failed to 1ndicate 

c The follow1ng details have been summar1zed from Sm1th's so
lution 

(1) The Pl~air cipher may be recogn1zed by virtue of the fact that 
it always contains an even number of letters, and that when div1ded into 
groups of two letters each, no group contain~ a repet1t1on or the same 
letter, as NN or EE Repetit~ons oi' d~graphs, t:ngre.phs, and polygraphs 
w1ll be ev1dent Ln fairly long messaaes 

(2) Using the square33 shown in Fig 65, there arc two general cases 
to be considered, as regards the results of enciphe't'Dlent 

B A N K R 
D E F G H 

I-J L r-1 0 Q 
u p T c y 
s v w X z 

l .. ~ 
"' t 

Figure 65 - .. .. 

32 Mauborgne, Lieut J. 0., U S .A An advanced problem J.n c~tography: 
and its solution, Leavenworth, 1914 , 

Ibtt, Captam Parker, U.S.A Manual for the solution of m~l1te.ry 
ciphers, Leavemmrth, 1918 , 

Smith, L1eut Commander W. W., U.s.N. In Cryotography by Andre 
Lang1e, translated by J.C.H. Macbeth, New York, 1922 

33 The Pla.yi'a.ir square accompanylllg Sm1th' s solut~on J.S based upon the 
key word BAUKRUPTCY, "to be d1str1buted between the f'lrst and i'our~h l1nes 
of the square" Th~s is a s l111ple depa..L'ture from the or1g1nal Pleyi'a.1r 
scheme in wh1ch the letters of the key word a1e wr1tten from left to risht 
and 1n consecut1ve l1nes from the top dmv.nward 
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Case 1 LetterG at opposite corners of a rectanr,le ""The follmnng 
Jllustrat~ve relat~onsh~ps are found 

'J:'l!n=Xfc 
~=E!c 
YF#:~ 
F .~.p:Irrc 

Reciprocity and reversibility 34 

Case 2 Two letters in the same row'or column. The follow1ng il
lustrative relationships are found 

ANP:~ 
NAP:KNc 

But ~ does not : ANc, nor does KNp=NAc• 

Reversibility only 
~ .. 

(3) The foregoing gives rise to the folJowing 

Rule I (!) Regardless of the position of the letters in the 
square, if 

1 2:3 4, then 
2 1:4 3 

I 4 

Th~s rule is of particular a~d in select~ng probable words ~n the 
solution of Playfair c1phers, as will be shown shortly 35 

(£) If 1 and 2 for.m opposite corners of a rectangle, the 
follow1ng equat~ons obtain 

- l 2:3 4 
2 1:4 3 
3 4:1 2 
4 3=2 1 

34 By WS¥ of expla1n1ng what is meant by reciproc~ty and by reversJ.
bil~ty, _!!! t~ case 2!, d.!s_raph~c systems, the fol.lowing examples are 
g~ven THp=YFc and lFp=THc const1tute a reciprocal relat1onship~ 

THp~c and HTp~c constitute a reversible relationship 

35 In this connect~on, a list of frequently-encountered words and 
phrases which conta~n reversed d1g1aphs {so-called "ABBA patterns") has 
been compiled and is included e.s Section E, "Digra.phic J.d:Jolll.Orphs. 
Playf'air", in Appendix 3 
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(I~) A letter considered as ocGupylng a pos~tion in e. row ca.n be com- ' 
bined wi'Lh but f'our other leti.ers in the same row, the same letter con-
sidered as occupying e. position ~n a colunm can be combl.ned inth but four 
other letters 1n the same col\clllll. Thus, this letter can be combined Wl.th 
only 8 other letters all told, under Case 2, above But the same letter 
considered as occupy1ng a corner of a rectangle can be comb1ned with 16 
other lett.ers, under Case 1, above Sm~t.h der1ves from these facts the 
conclusion that "it would appear that Case 1 is twice as probable as 
Case 2". He continues thus (notation my own) • 

"!!'tom this it is seen that of' the 21.t equations that co.n be formed 
when each letter of' the square is employed either as the in1t1al or fjnal 
letLer of the group, five Wl.ll lnd1cate a repet1tlop o£ a correspond105 
letter or plain text 

"Hence, Rule II After it has been detetmined, J.n the equntion 

1 2:3 4, that, say, ENP::FA0 , there te a probab1l1.ty of one in f'J.ve that 

o.ny other group beginm.~ w1~h F c 1.ndlcates '5ep, a.nd that any group 
ending in Ac indicates eNP 3 

"After such combinations a~ ~~ ~~ and Eip ~ve been assumed or 
determined, the above rule may be of use ~ discovering a.dd1tional dJ.
graphs and partial words 11 ,. , 

'"" 
36 

!'here IB an error 1n thtB reasomng TaJ..c, fo1 example, the 24 equatiOns havmg F as an tnttia.lletter 
CI!.SII Caso CI!.SII Case 
1 FB.=DND 2 rE=r:D 2 FT=NM 1 FX=GW 
2 FD =EH 1 FL=r:M 2 FW=NT 1 FR=HN 
1 FI =Dl4 1 FP=ET 1 rK--GN 2 FH=EG 
1 FU =DT 1 FV=r:\'f 2 FG=Er 1 FQ=HM 
1 FS =DW 2 FN=NW 1 FO=GM 1 FY=HT 
1 FA =EN 2 I'III=NF 1 FC=GT 1 FZ=HW 

II ere, the lmlln.lllttcr F, represents the folio\\ lUg mlttallctters of pltun-text dtgro.phs 

DO.,, EO, NeD, Ge.,, and He., 
It 1s seen th'lt F. represents D.,, N., G.,, H, 4 hmls eo.ch, and r:.,, 8 times Consequently, supposmg that 1t ho.s 
been ddtrmmcd thn.t FA.=EN.,, the prob'l.uthty that F. l\ III represent ED fa not 1m 5 but 8 m 24, or 1 ln a, but 
supposing th'l.t 1t hns been determmed that FW.=NT "' the prouo.bll1ty that Fan ill represent N., IB 4m2 i or 1 m 6 
Tin. dlff<'rlltl'c In these probabthhcs 1s occs.s10ncd b:t the fo.ct that the first mstance, FA.= EN'., corresponds to a 
Cnse 1 cnci[lhermcnt, the second mstance rW.=NT .,, to a Case 2 ene1pherment But there 1s no \\a~ of kno,ung 
lmb'l.ll.}, and \Hthout other data, whether one IS dealing \\tth a Case 1 or Case 2 enetphC'rm~..nt Oul.) 'l.B an 
RJlpro'l.nnnhon then fori", ma~ one "0.\ th'lt the plobal.uht\ of F. reprc enhng a gt\Cn 9 11 1s 1m 5 A probo.b1hty 
of 1 m 5 lb of 'lhuo~t trt\ tal uuport'l.ncc m tim, "lfll'l.hon -.mce 1t h.pro,ents -.uch 'l. long o;hot ' fo1 ~uccc">S Tlu. 
folio\\ m~ mle nurht bt prl'flro.bk If the equo.hon 1 2=3 l hao; been cst'l.bh-.hcd "her~. o.ll the lettet~:~ rcpreo;cnted 
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Rtue III In the e~uation 1 2:3.4, 1 end 3 can never be identical, 
nor can 2 and 4~ver be identical Thus, AUP could not possibly be 
represented by AYe, nor could ERP be represented by KRc Th~s rule is 
useful in elimination of certa~n possibilit~es when a specific message 
is being studied 

Rule IV In the equat~on 1.2p:3.40 , if 2 and 3 are ident~cal, the 
letters are alJ 2n the same row or column, and in the relative order 
1-2-4 from left to right or top to bottom, respectively In the sque~e 
shownJ~=NKc and the absolute order is ANK The relative order 1-2-4 
1ncludes five absolute orders which are cyclic permutations of one 
another Thus• ANK •• , NK •• A, K •• AN, •• ANK, and .ANK 

Rule V In the equation 1 2p=3·4c, 2f 1 and ~ are ident1cal, the 
letters are all 2n the same row or column, and in the relat1ve order 
2-4-3 from left to right or top to bottom In the square shown, I<:Np=RI<c 
and the absolute order is NKR The relative order 2-4-3 includes f1ve 
absolute orders which are cyclic permutations of one another Thus 
NKR •• , KR .N, R •• NK, •• NKR, and .NKR •• 

Rule VI "Analyze the message for group recurrences. Select the 
groups of greatest recurrence and assume them to be high-frequency dl
graphs.37 Subst1tute the assum0d digraphs throughout the message, test
ing the assumptions 1n their relation to other groups of the cipher The 
reconstruction of the square proceeds simultaneously with the solut1on of 
the message and aids in hastening the translat~on of the c~pher". 

b,r I, 2, 3, and 4 are different, then there IS a probab1hty of 4/5 that a Case 1 enmpherment 1s mvoh ed Conse
quent!), If al, the same tune. another equatiOn, 3 6= 52, has been estabh&hed, where 2 and 3 represent the sam~.
letters as m the first equatiOn, and 5 and 6 are different letters, also different from 2 and 3 there Is 'l. probability 
of 16/25 that the equation 1 6=5 4 Is vahd or If at the same time that the equatiOn 1 2=3 4 has been deteunmed, 
the equation 1 6= 'i 4 has also been established, then there IS a probability of 16/25 that the equation 3 6=5 2 IS 

12 84- 3ft &2 10 54 

vahd (Check tins by notmg the followmg equations based upon ng 25a CE=PG, PH=YE, CH=YG Note 
the po~Itwns occupic>d m Fig 25a by the letters ui\olved) Likewise, 1f the equatiOns 1 2=3 4 and 1 b=3 5 
have been simultaneously established, then there ~~ a probability that the equatiOn 2 5=4 6 IS valid, or If the 
equatiOns 1 2=3 4 and 2 5=4 6 ha\e been smltlltaneou~ly established, then there I'l a probability that the 

l'l 31 115. 3G 26 oi.G 

equatiOn 2 5=4 6 Is vahd (Chc>ck this by notmg the followmg equations CE=PG, CA=PK, EK=GA, note the 
positiOns occupiCd m F1g 25a by the letters m volved ) Howe\ e1, It must be added that thP~e probabilities are 
based upon assumptions which fail to ta-ke mto account any consideratiOns whatever as to frequency of Ietter9 
or spemfic1ty of compositiOn of the matnx For m~tance, suppose the 5 high-frcquenc3 letters E, T, R, I N all 
happen to fall m the same ro"' OJ column m the matnx, the number of Case 2 enCiphetments would be much 
greater than expectancy and the probabtht\ that tl}e equation. 1 2 = 3 4 represents a Case 1 enmpherment falls 
much below 4/5 

37 
A more accurate guide to the determ~nation of the pla2ntext equ2va-

lents of hJgh-frequency cipher digraphs would involve the cons~derat1on 
of the difference 2n frequency of a part~cular d1grapa and ~ts reversal 
Thus, an example of a high-frequency eep wh~ch ~s also h1gh-frequency 1n 

1ts reversal, is REp, an exampl~of a h1gh-frequency eep wh1ch is rarely 
found in its reversed for.m, is THP 
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d (1) When solutionB ~or the Playfair cipher system vere first 
developed, based upon the fact that the letters vere inserted 1n the 
cells in keyword-mixed order, cryptographers thought it desirable to 
place stumbling blocks in the path of such solution by departJ.ng from 
strict, keyword-mixed order One of the simplest methods is illustrated 
in Fig 65, vherein it will be noted that the last. f1ve letters of the 
keyword proper are inserted in the fourth row of the square instead of 
the second, where they would natu:rally fall. Another method involves 
inserting the letters within the cells f~om left to right and top down
ward but using a sequence that is derived from a columnar transposJ.tJ.on 
instead of a keyword-mJ.Xed sequence Thus, using the keyword BANKRUPTCY. 

2 1 5 h 7 9 6 8 3 10 
BANKRUPTCY 
DEFGHILMOQ 
S V W X Z 

S~~uence A E V B D S C 0 K G X N F W P L R H Z T M U I Y Q 

The Playfair square J.B as follows 

AEVBD 
s co K a 
XNFVlP 
LRHZT 
MUIYQ 

Figure 66~ 

(2) Note the follow1ng three squares 

ZTLRH OKGSC 
YQMUI FivPXN 
BDAE~T HZTLR 
KG S C 0 IYQMU 
WPXNF VBDAE 

Figure 66£ F1gure 66.£ 

NFWPX 
RHZTL 
UIYQM 
EVBDA 
C 0 KG S 

Figure 66S!: 

At f1rst glance they all appear to be dJ.fferent, but closer exam1nation 
shows them to be cyclic permutations of one another and of the square 1n 
Fig. G6a. They y~eld ident2cal cryptographic equivalents 1n all cases 
HmoTever-; if an attempt be made to reconstruct the or1gmal l(ey ioTord, J.t 
would be much easJ.er to do so from F1g 66a than from any of the others, 
because in Fig 66a ~ne ori~inal keyword-ffilxed sequence has not been 
disturbed as much as in F1gs 66b, c, and d In vTOllnng WJ.th Ple.yfEnr 
ciphers, the student should be bn -ciie lookout for such 1nstwces of 
cyclic permutatJ.on of the origJ..nal Playi'aJ.r square, for durmg i..he couTsc 
of solution he will not know ivhethe~ he J.S bu1ld1ng up the orJgjnal or an 
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equivalent cyclic permutation of the origlnal mBtrl~, ~aually only after 
he has completely reconstructed the matn.x vTill he be able to dctcl.mmc 
this point 

e {1) The steps jn the solutlon of a typical example of th1~ 
cipher w111 now be 1llustrated Let the messaGe be as follows 

? .. 

1 2 s ' 6 c 7 s u w u ~ ~ u ~ w u ro ro ro D ~ ~ u ~ ~ ~ ~ w ~ 
AVTQEU HIOFT CHXSC AKTVT RAZ:CV TAGAE 

B OXTYM HCRLZ ZTQTD UMCYC XCT-GM 'fYCZU 

0 SNOPD Gi.:VXS CAKTV TPKPU TZPTW ZFNBG 

D P T R K X I X B P R Z 0 E P U T 0 L Z E K T-T C S N H C Q M 

EVTRKM WCFZU BHTVY ABGIP RZKPC QFNLV 
-

F 0 X 0 T U Z F A C X X C P Z X H C t N 0 T Y 0 L G X_X I I H 

G T M S M X C P T 0 T C X 0 T 'f C Y A T E X H F A C x·x C P Z 

HJU:!YCT XWLZT SGPZT VYWCE TWGCC MBHMQ 

JYXZPW GRTIV UXPUM QRKMW CXTMR SWGHB 

KXCPTO TCXOT MIPYD NFGKI TCOLX UETPX 

LXFSRS UZTDB HOZIG XRKIX ZPPVZ IDUHQ 

M OTK'.rK CCHXX 

{2) Without going through the prel~1nary tests in dc~gil) w1th 
Whlch it will be assumed that the student 1s now famil1ar, the con
clusion is reached that the cryptogram is digraphlc lU nature, and a 
dlgraphlc frequency d1stribut1on 1B made (F1g 67) 

38 
See par 69.£ 
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-- - - - --i-- --- - - - - - - - --

·--- ...,;_ - 1-- --- - - ~- - --
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Q 
R 

s 
T 

u 
v 
w 
X 

y 
- =-- if-=. -· 1---- :::......,. - --- - --

z 
= - --- - ___ , __ - -- -- - - -- --- :-- - - -- -

!=-_- ----· = - ..... -=..-~:= -- --- Lo:__ 

Figure 67 

Slnce there are no double-letter groups (termed 11doublets"), the 
conclusion 1s reached ~hat a Playfair cipher ~s 1nvolved and the message 
is rewr1tten in digraphs 
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l I I C a a f 8 I 10 II 1a l:S lt 16 

A VT QE UH IO FT CH XS OA KT v•r AA ZC VT AG AE 

B OX TY MH CR LZ ZT QT DU MC YO XC TG MT YC ZU 

0 SN OP DG XV XS CA KT VT PK PU TZ PT WZ FN BG 

D PT RK XI XB PR ZO EP UT OL ZE l{T TO SN HC QM 

E VT RK MW OF ZU BH TV YA BG IP RZ KP CQ FN LV 

F OX OT_ UZ FA CX XC PZ XH CY NO TY OL GX XI IH 

G TM SM XC PT OT CX OT TO YA TE Xli FA CX XC PZ) 

IJ 4 XH YC TX WL ZT SG PZ TV YW CE TW GC CM BH MQ 

J YX ZP WG RT IV UX PU MQ RK MN CX TM RS WG HB 

K XC PT OT CX OT MI PY DN FG KI TC OL XU ET PX 

L XF SR SU ZT DB HO ZI GX RK IX ZP PV ZI DU HQ 
M OT KT KC CH XX 

(3} The following three fairly lengthy repetitions are noted: 

Linea 

F 

G 

A 

D 

G 

J I -

OT UZ FA CX XC PZ XH CY NO 
- --+ (, 

TE XH FA CX XC PZ XH YC TX ........ 
FT CI·( XS CA KT VT RA ZE 

DG XV XS CA KT VT PK PU 
'· TM SM XC PT OT CX OT TC 

_K WG HB XC P'T' OT CX OT MI_ 
'\ ll 

• -• 
0:- .. 

The f1rst long repet~t~on, w~th the sequent reversed d1graphs CX and 1C 
:ilmned1ately suggests the word BATI'ALION (see Section E, Append J.X 3), 
split up 1nto -B AT TA LI 0~ and the sequence contain1ng th1s repetjtion 
in lines F and G becomes as fpll~ , _.. • ,. , , 

Line F 

Lme G 

OX OT UZ FA CX XC PZ XH CY NO TY 
- B AT TA L1 ON 

YA TE XH FA CX XC PZ XH YC TX WL 
B AT TA LI ON 

( 4) Because of' the f'requent use of.' numerals before the word BAT
TALION (as m~tioned ~ Sect~on B of Append~x 4) and because or the ap
pearance of 0~ before th1s word 1n line G, th~ poss~b~l1ty sueB~sts 
itself that the word before BATTALION in l1ne G ~s c~thcr 0~~ or ShCOND~ 
The identJ.cal. c1pher digraph FA in both cases g1.ves e. h~nt the.t tbc word 
BATrALlON in line F may also be preceded by a numeral, 1f OI~ J.S correct 
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in line G, then THRE! is possible 1n J 1ne F On the other hand, J.f 
SECO~ is correct in line G, then ~ is poss:~.bJ.e J.D l.l.Jle F !l.'hus 

Line F • ox or uz FA ex XC PZ XII CY BO TY 
,; 

OR' 1st bY,pothesis TH BE EB AT TA LI 

2nd hypothesis TH lR DB AT 'l'A LI 011 

LineG YA TE xn FA ex XC PZ XH YC TX l1L 

1st eypothesis ON EB AT TA. LI ON 

2nd ~hesis • -s EC ON DB AT TA LI ON 

First1 '"e that if either hypothe,!!s is true, then OT0~ The 
:f'reque~ ... .r distrJ.butJ.on shows that OT occurs 6 tJJDes and is m fact the 
most trequen.:!LdifEaph in ~ !!!,&sage Moreover, by Rule I or subpara
graph E,1 if OT0 :THp then TOc=RTp SJ.nce BTp is a very- rare digraph m 

normal plain text1 T00 shouJ.d e:\_ther not occur at all in so short a 
message or else it should be very- :Infrequent The f:requency d1stributJ.on 
shows that it does not occur Hence, there is nothing mconsJ.stent w1th 
the su,PPOsition that the vo~ m front or BATTALION :In lme F is !riJREE or 
THIRD, and there is some ev1dence that J.t l.S ac. tuap..y one or the other 

• 

-, .... -
(5) But can evidence be found .ror the suppopt of one lzypcn,hes:r.s A.. 

o.ga.mst the other? Let the £rt"'quency dJ.str:IQut!on be exam1.nod 'UJ.th a ~ 
view~ t~:I.Dg lJ.ght upon th_!! ~t Ir the first hypothesis J.s true, 
then UZ0 ::REp, and, by~ I, ZUc::F..Rp The f1eque~cy ~J.stributwn sh<nTB 
but one occurrence of UZ0 and but two occ~ence6 of ZU0 These do not 
look very good for Bi and ER On the other,.bond, t.r the second h;ypothes:~.s 
is true, then UZc=lRp and by Rule I, zuc::Rlp The frequencJ.eS are much 

mo1e favorable :m this case Is there- anythl.ng Jnconsistent with the 
assumption, on the basis o£ the second hypot.besJ.e, that TE0 ::iept The 
~eq~cy distributJ.on shows no inconsistency, for T.IDa_2cc~s once_!Pd 
ET0 (:CEp 1 by Rule I) occurs once As regards whether FAc=EBp or ~~ -
both hypotheses are tenable, possJ.bly i.hc second hypothesis iCJ ~ Y!18.dc 

bette!:_th,!!!! the fU"Sh o~the fol.!2,WJ.!!!i reason:mg By Rule !z. if lAc::Ifa"p 
then AFc=BEp, or J.f FAc=DBp then AFc:B'Dp The fact that no AF0 nccurs, 
U'hereo.s at least one ~ :may be expected J.n this message, inclines one to 
the second hypothesJ.s, fimcc BDp 'lS very rare 

(6) Let "Lhe 2nd bY,pothesJ.s be assw:red to be correct The additional . ~ 

val:uos ore 1.entatJ.velv J.nserted lll the t.e.<:"t 1 end m lmes G and K tno 
intelcstJ.nG repetJ.~ions ale noted • 

LJ.ne G Tit SU XC PT 0'-' C..{ OT TC YA 'I'D X'IJ FA C.C YC PZ XIr 
"'!'.\ c:L i J T TH -8 :CC OU 1JB AT TA LI OIT 

UG HB XC PT OT C' CT lli PY D t rG KI TC OL ..ru LT 
To\ ~.d J 'L' ~II 
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Tlus ce:r teinly looks like STATE THAT THE • • , vTh~ch would m..'l.ke 'IE :PTe 
Furthermore, in l1nc G lihc sequence STATE1.'HATTIJE .~.I!CONDBA'11ALION c..;t>n 
ho.rdly be n.Elthing eloe ~h~ STA'l'E T~ TI~ &ECOl'ID BA'l•rALIOH, 1orh 1.ch 
would m~lm ~'C0=E~ and YA0 =RSP Also &Hc=-Sp 

(7} It. is perhaps high tlllle t~t the wp.ole ljst_ of tcntat~ve ~quJ.va
lent valucB be studied in relation to thc~r cons~stency w1tn the po~~t~ons 
or letters in the Playfair square, moreover, by &o do~ng, add~t~onal 
values may be obta~ned in the process The complete list of velues ~s 
o.c; follmrs 

AssUllled values Derived bY Rule I 

(8) By Rule V, the equat~on T~:OTc means that H, o, and T are all. 
in the same row or column and in the absolute order RTO sim~larly, C, E, 
and T are in the same row or column and ~n the absolute order CET 
Further~ E, P, and T are J.n the same row attd column, and the~r absolu"t".e 
order ~s ETP That is, these sequences must occur someplace ~n the square, 
in either rows or columns, taking ~to cons~derat~on of course the proba
bility of cyclic d~splacements ot these sequences with~n the square 

.... _r - ... !I rl • 
... \ ..16. • 

(a) H T 0 -_(b) c E T - (c) E T P 

(9) Noting the common letters E and T ~n the second and th~rd se
quences, these two sequences may be combined into orie sequence of four 
letters, viz , C E T P Since only one pos~t~on remains to be filled in 
this "!!!!' l§Or column) of the square, and not~ng ~n the ll.st of equJ.val.ents 
that Ein=TCc, it is obvious that the letter ~ be~ongs to tl~ C E T P 
sequenci, the complete sequence ~s therefore C E T P I 

(10) Since the sequence HTO has a collllnon letter (T) 1n:th the sequence 
CETPI, it follows that ~:f' the HTO sequence occup~es a ro.T, then the 
CET.PI sequence must occupy a column, or, ~f tbe HTO sequence occup~es a 
column, then tb.e CETPI sequence must occupy a row, and they ma:y be com
b ~ned by means of the 1r common letter, T, v~z 

ItES'fFtiGTED 
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The ptoof of whether the CETPI sequence, fox eyample, properly belongs as 
a row or a column or the Playfair square l~es ~n the establishment o! a 
rectanGular relationsh~p, instead of the linear relat1onsh~ps constructed 
thus far. 

_ (!!_) \ole note that, from.J?_he~ssumptJ.ons in subpar ~(6), Arp:CX0 a11d 
ONp:XHc The relationsh~p ONP:XHc miaht be either a rectangular one, such 
as 0 X X, or ~t mJ.ght be lJ.near, viz , HTOXN or ~ SJ.nce hmvever 

H N 0 
X 
N 

ATP:CXc ~be a rectangular relat~onsh1p, then only the con£J.guration 

:--c---A--, 
I E f 

·----------.. 
I H I 

I I 

~H T 0 x. Ill will be valid, since the alterno.tJ.ve form 
I p I 

fc E T P I: 
: 0 !w1ll not 
:A X J I ; 

I I I L---------..1 l N : , __ .., .. ______ . 
satisfy the equation ATP:CXc 

(12) The fragmentary Playfair square39 has been establJ.shed, 
of its 25 poss1ble cyclJ.c permutat1ons, as 

T ..- -

C A 
E 

HTOXN 
p 
I 

1n one 

... ~ -4 
Scann1ng the list of plaJ.n-cipher equJ.valents g1ven 1n subpar d(7) J.D 
order to insert possJ.ble addi~lonal letters, none J.S found But seeina 
that several high-frequen~y letters have alreadv been J.nserted ~n ~be 
ma:l.rix, perhaps reference to the c1yptograrn -~.t~eli' 1n cor.nectJ.O!l •nth 
values derJ.vcd from these 1nserted letters maJ yteld further clues For 
example, the vowels A, E, I, and 0 a..ce all m.posJ.tJ.on, as are the very 
rrequent consonants Nand T The follOWJ.nB comb:tnat~ons may be studied-

39 In actual practJ.ce, it jra more usue.l to sta..ct '-ntr a n:.uch lroa;e1 
d~agrwn thon a simple 5x5 sq~ure, as rclatJ.ons~J.ps ~~~clop, tne d:teeram 
~s a1adually condensed, tl..lt tl fmally e. 5Y5 sqUElre e.~: -.!'ses ~~h1s plo
ccdure J.S quJ.te s~mJ.lar to tna.t e'Tplo~ed in tr.e reconstiuctJOn di"J.grJ"lS 
for t,,o-square mo.trices 
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ATP ( :CX0 ) , T~ ( :XC c) , ONP ( :XHc) 1 TEp ( :Pr c) .and ~.:E_ ( ::TP c) have already 

been inserted in the text Of the others, only OXc(=TOp) occurs two 
times, and thls value can be at once inserted in the text But can the 
cquiv~ents of AN, EN, or IN be found from f~quency cons1derat1ons? 
TaJ\.e ENP' for exa.m:ple, it is__;:epresented by eTc What combination of eT 
is most likely to represent ENP among the following cahdidatee 

KT0 (4 times), by Rule I, NEp would : TKc (no occurrences) 

VTc (5 times), by Rule I, ~ would : TV0 (2 times) 

ZTc (3 t:Unes), by Rule I, NEp would : TZc (~ time) 

VTc certa.mly looks good it begins the message, suggest1ng the "'vord 
ENEMY, and the sequence PZTVc, in line H, would become the plaintext 
sequence LINE. Let this be e.saun1ed to be correct, and let the word 
ENEMY also be assumed to be correct Then E~=QEc and the partial squa1e 
then becomes as shown herewith• 

p 
I 
C A 

VMEQ 
NHTOX 

Figure 68~ 

(13) In line E is seen the follo"'.ring sequence 

Line E 

The plaintext sequ~nce 
as follows 

VT RK MW CF ZU BH 'IV YA BG IP RZ KP CQ FN LV 
EN RI NE RS PT -E 

RI •• NERS •• PT ••• suggests PRISONERS C.AP.L'URED, 

MW CF ZU BH TV YA BG IP RZ KP 
P RI SO NE RS CA Pr UR ED 

ThJ.s~i.v~ the following ne"'V" values• ePp=CFc, SOP:BHc, ~::B'Gc, lmp=Rzc, 
and EDp=I<Pc The letters B and G can be placed in position in the 
partial square at once, since the pos~tions of C and A are already known 
The insertion of the letter B J.mmediately permHs the placement of the 
~tt;:!, S, from the eque.1 .. ion SOp=BHc Of the remaining equa'-ions only 
EDp:KPc can be used Since E and P are fixed and are in the same column, 
D a.nd K must be in the same column, and moreover the K must be in the 
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same row as E There is only one posslble posHion for K, viz , inmedi- ' 
ately after Q This ~utomatically fixes the pos1t1on of D ~he square 
is now as shown herewith. 

p D 
I 

GSCBA 
VMEQK 
NHTOX 

Figure 6B2. 
(14) A review of all equations, includ1ng the very ~irst ones es

tablished, gives the follow1ng which may now be used D.Bn=FA'c, 'R~:YAc 
The first permits the immediate placement ofF, the secona, by elfm1-
nation of possible positions, permits the placement of both R andY 
The sq J is now as shown herewith 

PFD 
YI R 

GSCBA 
VMEQK 
NHTOX 

Figure 68£ 

Once more a review 1s made or all remaining~used equat1ons L~=PZc 4llt 
now perm1ts the placement of Land Z mp=UZc now perm1ts the placement 
or U, which is confirmed by the equat1on ~::Rz'c from the word CAPTURED. 
There is then only one cell vacant, a.nd it must be occup1ed by the only 
letter left unplaced, viz , W Thus the whole square has been recon-
structed, and the message can now be deciphered. 

L(W)P F D 
ZYIUR 
GSCBA 
VMEQK 
UHTOX 

Figure 68~ 

! Reconstruction of the square 1n Playfa1r c1phers 1s normally 
carr1ed on concurrently w1th the synthesis of the pla1n text, once a few 
correct assumpt1ons have been made. Now, hav1ng JUst 1econstructed the 
sqUBJ.e as shown in F1g 68d, the quest1on to be a.nsr•ercd 1s v.hether thJ.s 
square is 1dent1cal with the or1g1nal enc1pherjng mat11X or whether 1t 
lS a cyclic permutat1on of the or1g1nal squa1e (wh~ch May have con~a1ned, 
say, a t1anspos1t1on-m1Xed sequence) Even though the crypto~rant 1n 
subpar 71~ has been solved, th1s point is st1ll of 1ntercst 
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(1) Ti1c square that is derived may not necessar1ly be the or~g1nal 
enciphering square, more than l1kcly it w~Jl be one of the 24 possJble 
cycl1c permutations or the oriBinal square If the Playfair square con
sisted of a kcj~r~rd-mixed sequence, a permutat1on of the square w1ll 
cause no d•fflculty in recover1ng the or1g1nal ma~rjx and hence the key 
word For c~le, 1f the square derived 1n sowc other 1nstance is 
Q T L N 0 then the square P Y R A M ~s eaa1ly recovered because of the 
XZUVW IDSBC 
AMPYR EFGHK 
BCIDS LNOQT 
llKEFG UVWXZ 
tell-tale letters uvmcz occurr:mg in a row of t.he der1.vat~ve square But 
io7hen the Playfan square consJ.sts of a transpos1~lon-m:l.xed sequence, then 
a d~rrerent procedure must be adopted 

~ 

(2} As an example, let us take the transpos.Ltlon Illi;J.tri.X 
5 8 6 1 4 3 2 7 from whJ.ch A F T D K is the origjnal square 
PYRAMIDS WIHVM 
BCEFGHKL GUPBN 
Jl n 'I T U V W X Z R E Q S 
l LXYCO 

Us.1ng the 

methods illustrated in par. 51~, scanning successive rows of the square 
will disclose sequences of letters which could have appeared as columns 
in the transposit1on matrix For example, discovery of the columns IIDIS 

• H K L 
vwx 

will afford rap1.d recovery of the key word. But if 1nstead of the orJ.gJ.nal 
square we had one of its permutations such as Q S Z R E, then treatment 

COLXY 
DKAFT 
VMWIH 
BNGUP 

of' the "columns", e.g , FIVIO L Q, of the tentat1ve transposition ma.tlix 
-- T M LX S 

VWXYZ 

(assumJ.ng that some or all of the letters V, W, X, Y, Z are in the last 
row oi' the transposit~on matrix) will be WJ.thout signif1.cance,. therefore 
the procedure above 1.s inappl1cable w1.thout a slight modificat~on. 

(3) S1nce it Wl.ll be noted that a permutation of the rows w1ll not 
aff'ect the procedure of lreyword recovery, then we construct a 9x5 rec
tangle Q, s Z R E Q S Z P wh~ch conta~ns the f1ve squares wh1ch result 

COLXYCOLX 
DKAFTDICAF 
VMl-7 I HVMW I 
BNGUPBNGU 

sim,ply from successive permutatJ.ons of the columns. A 5x5 cu~-out square 
WJ.ll. be found convenient in teostJ.ng each permutatl.on in turn A:ffirma
t1ve results will be obtaJ.ned when the correct perm~tation is reached, 
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which in this case is the th1rd square in the rectangle, namely, 
Z R E Q S. After recovery of the key word from this permuted -sq'1.1a.re 1 t 
LXYCO 
AFTDK 
WIHVM 
GUPBN 

is probable then that the original enciphering square must have been 

AFT D K. 
WIHVM 
GUPBN 
ZREQS 
LXYCO 

(4) In the case of the square recovered in Fig 68d, it is found 
that, following the procedure outlined in subpars (1) ,-(2), and (3) 
above "'.e key word is based on COMPANY, recoverable from the f'ollow1ng 
dJ.a.grt;tJD. • 

2536147 
COMPANY 
BDEFGHI 
KLQRSTU 
vwxz 

The original square must have been this 

AGSCB 
KVMEQ 
XNHTO 
DLWPF 
RZYIU 

F:lgure 68~ 

~ Continued practice 1n the solution of Playfair c1phers will make 
the student quite expert 1n tJlS matter wd WJ.ll enable him to solve 
shorter and shorter messages J Also, Wlth practice J.t will become a 
matter of indJ.fference to h~ as to whether the letters ace J.nserted J.n 
the square with any sort oi' regulru.J.ty, such as simple keyword-mixed 
order, transpositJ.on-mJ.xed ordel, or ~ a purely random order 

h It may perhaps seem to the student that the i'ore~oing steps are 
sor • .ewiia.t too artJ.fJ.ciaJ, a b tt too "cut and drJ..ed" in "l.lteJ.r accurac.y to 
portray the process of analysis as it is e.pplJ.ed in practJ.ce For 
example, the crJ.tJ.cal student may \Tell ObJect to some of the assumptions 
and the reasom.ne; in subpar ~ ( 5) , above, .m whJ.ch the vrords THREE and 

1
•0 The author once had a atudent "\rho "specJ.alJ.zed" 1n Ple.yfair cJ.phers 

and becrut.e so adept that he could solve messae,es containl.Il,3 as fe•r as 
50-60 letters WJ.thin 30 mJ.nutes 
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O:Nli: (lot hYJ.101..hcc;Jo) '-m1c 1e,wctcd in fDvor of the uords THffi]2_on1l £E.Q.QilD 
(2nn hypotllcs.Ls) ThJs 1c:Jied JruGcly uron thf' reJect Jon or m.::P c.ncl ERp 
o.s the cqtuvolcnt.s of UZc an•l Zuc, and tlle c1cJopt ton of IRp and 1Up as 
the Ll e'lu~va.lenl s Indeed .Lf the & t,udent w~lJ e> 'J.IIllnc the f'jnoJ message 
"'Tltll a cr1.tica.l eye, he w~lJ f.Lnd that wlDle the bit of 1easonjng ~n step 
(5) J.S perfectly lo(pco.l, tht~ a.e.sumptJ.on U};10n_!!h1ch lt is based J.S J.n _ 
fact ~nong, for ~t happens that in this case ERp occurs only once and REp 
does not oc(...ur at all Consequently, aJthou!Jh most of the reasonw~ 
Wh~ch Jed to the leJeCtWn or the f~rst hypothCSJS 'Jnd the o.do-ptJ.On Of 
the oecond uo.s loBical, .Lt was Jn fact based upon erroneous assumption 
In other wordG, desp1te the ia.ct that the o.s-;umption wa-; incorrect, a. 
correct deduct~on was made The student should take note that ~n crre
ann!YsJs sJ.tuations of this sort ate not at aJl tmusual Indeed they are 
to be expected, and a few words of explanation at thJ.S point may be use
ful 

i C1yptanalys1s J.S a sc1ence J.n whJch deductJ.on, based upon ob
servatJ.onal data, plays a ve1y large role But jt lB also true that J.n 
th.Ls scJ.ence most of the deductions usually rest upon assumptJ.ons It 
J.S most often the case that the cryptanalyst J.S forced to make hJ.s as
sumpt~ons based upon a quite ll.mJ.Led amount of text. It cannot be ex
pected that assumptJ.ons based upon statiqtical generalizatJ.ons will 
always hold true uhen appl1ed to data comparat~vely very much smaller in 
quantity than the total daLa used to derive the general1zed rules 
Consequently, as re~ards assumptions made in specJ.fJ.c mesgages, most ofl 
the t1mc they w1ll be correct, but occas1onally they w1ll be incorrect ~1 
In cryptanalys1s 1t ~s often found that among the correct deductions 
there will be cases 1n wh1ch subsequently discovered facts do not bear 
out the assumptions on wh.Lch the deduction was based Indeed, it J.S 
sometJ.mes true that 1f the factq had been known before the deduct1on was 
made, this lmowledE;e would have prevented mskmg the correct deduct1on 
For example, suppose the cryptanalyst had somehow or other dJ.v~ned that 
the message under cons1deration conta~ned no RE, only one ER, one m, and 
two RI 1 s (as J.S actually the case) He uouJ.d certauuy not have been 
able to choose between the uords TimEE and arm: (1st hypothes1s) as 
a,sainst THIRD and SECOND {2d l~othesJ.s) But because he assumes that 
there should be more ERp 's and REp 1 s than IRp 1 s and Rip's in the message, 
he deduces that Uzc cannot be REp, rejects the rust hypothes1s and takes 
the second It later turns out, after the problem has been solved, that 
the deduction "'Tas correc-t, although the asslJ!.!.II?tion O,!L wluch ~t wo.s based 
{expectatJ.on of more frequent appearance of REp and ERp) was, J.n fact, 
not true J.n thJ.s pa.rtJ.culer case The cryptanalyst can only hope that 
the number of ttmes wh~n h1s deduct~ons are correct, even though based 
upon assumpt1ons whJ.ch later turn out to be erroneous, will abundantly 
e..cceed the number of tJmes "'Then h~s deduct1ons are 'Trang, even thoueh 
based upon assumpt1ons which later prove to be correct If he J.S lucky, 

4l 5ee i'ootnote lJ on page 52 
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the making of an assumption which is really not true will make no dif
ference in the end and w1ll not del~ solut1on, but if he 1s specially 
favored with luck, it may actuallY help hJ.ID. solve the message--as "re.s the 
case 1n this particular example 

.s1 Another comment; of a general nature may be made in connect-ton 
with this specific example. The student I'flBY ask what would have been the 
procedure in th1s case if the message bad not contained such a tell-tale 
repetition as the word BAT'"~ALION, which formed the point of departure 
tor the solut~on, or, as it ~a often said, perm~tted an "entering wedge" 
to be driven 1nto the message The ans"'oTer to his query J.S that if the 
word BATTALION had not been repeated, there would probably have been some 
other repetJ.tion wh1ch would have per.mitted the same sort of attack t If 
the student is loolnng for cut and drJ.ed, straightforward, unva.ry1ng 
methods of' attack, he should remember that cryptanalysis, while con
sidered a branch or mathemat1cs by same, J.S not a science whJ.ch has ~ 
"general solut1ons" r:.uch as a1e round and expected in mathematics proper 
It is inherent in the very nature or cryptanalyt~cs 1..hat, as a rule, 
only general princ~ples can be established, their pract~ce.l applJ.-
cation must take advantage of peculLaritJ.es and partJ.cular situatJ.ons 
wh~ch are noted ~n spec~f1c mebsages Th1s J.S espec1ally true in a text 
on the subJect The J.llustration of a general princ1ple requ1res e. 
specifJ.c e~~le, and the la.Gter must of necessity man1fest character
jstics which make it difterent; from any other example The word BAT
TALION was not purposely repeated in thls example 1n order to make the 
demonstration of' solut~on easy, "it JUSt happened that way" In another 
example, some other en tiering wedge would have been found The student 
can be expected to learn only the general prJ.nciples whJ.ch will enable 
hJ.ID. to take advantage of the specific cha.racter1stJ.cs manifested in 
~pccii'ic cases Here 1t is desJred to illustrate the general principles 
or solving Playi'aJ.r c1phers and to po1nt out the fact that entering 
wedges must and can be found. The spec1f1c nature of the entering wedge 
varies with specifJ.c examples 

72 Ana;lysis of po1ygraphlc s;y:stems J.DV?1Vity3 lar,ge tables --,!! The 
analysis of systems J.ncorpore.t~ large d1graph1c tables J.S e.ccomplJ.shed 
by entering, within the appropr~ate cells of a 26x26 chart, data corres~ 
ponding to the plain-cipher 1elationsh1ps of assumed cr1bs on 26x26 
cha.l ts, a.nd examinJ.ng the charts i'or ev~dences of symmetry or systematic 
construction in the1r compilat~on The inJ.t~al plaJ.ntext entr1es may, 
in the absence of crtbs, be made on the basJ.s of digraphJ.c frequency 
consJ.deratJ.ons, aJ.ded by 1d~omorph1sms and repet1tions 

b. In pseudo·dJ.graphJ.c sy~t.ems, such as those incorporatme; tables 
similar to Figs 47a and b, and 48, the J.dentJ.fJ.cation of the monoalpha
betJ.cally-encJ.phered comPQn~nt of c~pher d1gre.phs will greatly accelerate 
plaintext entr1cs, )~nee advantag,e may be talten of this monoalphabetJ.
city. Tables ~'11th a feature of rec1proc1ty, such as the example J.n 
F1g 50, may be explolted on the bas1s of tha-.§. uee.kness, even 1i' the re
ciprocal pairs are assigned at random Tables such as that in F1g h9 
and the one for tr1nome lJ.graphJc enc1pherment shown 1n Fig 51 may also 
be exploJ.ted with fac1l1ty, once enough pla1n text has been correctly 
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assumed and jnserted to disclose their systemat~c constructJon A word 
of warning is inserted here against makJng incautious assumptions con
cerning the exact internal composition of tables sucn as that in F~g ~9, 
since their unusual construct~on could easily mislead the analyst who 
J~~s to premature conclualons. In the case of a tabJe such R9 Fig 5J 
wherein the trinomes have been inscr2bed ~n straight horizontals (or for 
that matter, any other known inscr1ption), if the dimensions of the table 
have been correctly assumed the Slmplest solution involves a reduction to 
two alpl~bets, 1eflecting the sequences of letters for the side and top 
of tl1e matrix, th2s solut~on closely parallels that of the numer2cal 
four-square sysLem descr2bed in subpar 69! 

c Because the forego~ng pr2nc2ples are rather straightforward, it 
lS not considered necessary to illusLrate their application with eAamples 
Of course, when dJgrnphlc tables of random construct1on have been usod, 
no ref1ne1nents in solut1on are possJble However, the record2ng of as 
few as 225 d~ferent plaintext d2grephg &ld theJr c2phertext equ2valents 
w1ll theoret2cally enable the automatic decryption of approx~tely 92~ 
of the cipher d1graphs of messages,and the recordjng of 335 plalntext
Clphertext vaJucs '1211 enable the auto1nat2c decrypt2on of 98% of the 
c2pher digraphs, thus almost every message may be read 1n 1ts ent2rety 
without recourse to further assumpt2ons Actually, 2t should be po2nted 
out that hav2ng only 122 n~Lched pla2ntext-ciphertext cqulvalenc1es will 
theoietlcally enable the decrypt2on of 75% of the c1pher digraphs, and 
enough skeletons of pla~n teAt may then be man~fes~ to per.m2t the decrypt
len of the complete message texts 

d It might be 11oll to poin~ out ~n connec~~on with large di
graphic tables ~hat there exist l~teral types wh~ch g~ve rise ~o mono
alphabet~c distributions for both the in~tial letters and final letters 
of pa2rs Such a table 2s 2llUStrated ~n Fig 69 below 
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A B C D E F G H I J K L M B 0 P Q R S T U V W X Y Z 
A~~~~~~~~~~~~~~m~~~~~~~~~~~ 
Bwmw~~wwmwwmruw~mmwoo~~wruwwmm 
cuu~~~~~m~aun~~o•o~~~g~wwum 
D~moo~~~~m~~~~~~~EE~~~~~wwmm 
EM~MM~~m~~ME~~~~mEm~~Mft~~~m 
F HI n DI RI AI UI LI II CI BI EI FI GI JI KI MI RI OI PI QI SI TI VI WI XI ZI 
oEmoooo~wwrooo~m~oo~m~Eoo~~oorowwmm 
HDD~~~~mm~unn~mDDD~~~9DW~DD 
IBUMMAA~~U~MDU~~DMB~n~9~U~nu 
JDD~~~Wmm~DDD~~~~D~~~D~UWDm 
K BL YL DL RL AL UL LL IL CL BL El FL GL JL KL ML NL OL PL QL SL TL VL VL XL ZL 
LnnM~~~un~~nnMnn~n~n~~nnnnu 
M~~oo~~oowro~~~rooo~E~Eooro~~~~~~m 
B~Eoo~~~wm~~~~oom~~~oo~~~~wwmm 
ov~~wMwu~a~~w~a~~~~w~~~~wD~ 
Pmmoo~MoommoommNoommm~ooM~~mwwmm 
QDm~e~w~m~unn~~oao~~~~~wwum 
Ruuoo~M~wu~~~u~nu~~~n~~~uuuu 
SB~m~~~Um~uun~~~~~~R~S~WR~U 
TDD~~m~~m~~~~~m~-~~N~9~~w~~ 
un~~~~wu~~~~~~~~~~~w~~~w~~~ 
vem~~~~mm~uon~~~De~n~g~nwu~ 
WWWW~MWW~~~fin~~~~W~n~~WWW~~ 
x~w~~~w~m~•~w~~~*ww~~~www~~ 
yg~m~~~~U~HBn~~~~D~n~g~~~~~ 
Z HZ lZ DZ RZ AZ UZ I.Z IZ CZ BZ EZ ~ GZ JZ KZ MZ liZ OZ PZ QZ SZ 'l'Z VZ VZ XZ ZZ 

Figure 69. 

In ef'f'ect 1 encipherment by means of' such a system yields the equ1valent 
of' a two-alphabet cipher, with a ~ranspos1tion within each of' the pairs 
of' letters. The cipher text produced by such a system may be character
ized by a large number of repetitions which begin w~th the init~ letter 
of' digraphs and end on the f'iDal letter of' digraphs and which are pre
ceded ~ d1graphs having repea~ed 1n1~~ letters or wh1ch are followed 
by d1graphs hav1ng repeated fJnal letters; for example, ciphertext 
passages of the following type m1ght often arise: fir BD GB 1J! and 
SQ BD aB ~C (where1n the repeated pla1n text is actually represented by 
SDBBGK, affected by the transpos1tion). ThiEl system is lDCluded here as 
being illustrat1ve or many simple systems which are capable or lead1ng 
the student very much astray ~n this :lns1.ance 1 if' one vere unaware of 
the transpo&1t1on feature 1nvolved and were to attempt what appears to 
be the simple ~ask of f1tt1ng pla1n text 1nto the two monoalphabet1c 
port1ons on the bas1s of single-letter frequency consideratJons, he could 
spend a great deal or t~ without success--probably w1thout any 1dea of 
what was caus1ng h1s d1ff1cult1es. 

e. A pseud.o-trigra.ph1c c1pher involving a table such as that lD 
Fig. 52 may be readlly reco&nized as such, s1nce two letters of each tri
graph enciphered by means of such a table are treated monoalphabet1cally. 
If three separate un1l1teral frequency distr1but1ons are made--one for 
e~h of the three letters of the c1pher tr1graphs--two or the distr1-
butlons should be mnoalphabetic. Then, explo1tlll8 the monoalphabet1city 
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(i.e., tho fOSitlonal monoalphabeticity) thus disclosed in the c1pher 
text, plajn text can be f1ttcd to the c1pher on the bas~s of S1ngle
let1er frequency considerations; 1n addition, advantage may be taken of 
partiel td1omorphisms, if these 1d1omorphisms 1nvolve the part1cular 
pos1t1ons of the trJarapbs wh1ch have bc.en treated rnonoalphabetjcally. 

f. Fortunately, 1t is unlikely that trigraphic systems other than 
the roxegoJ.ng pseud.o-trlgraphic type will be encountered, because they 
are difficult t~ man1pulate w1thout extens1ve tables or compl1ceted rules 
for encrypt1on. 1 The sUbject can be passed over w1th the s~le state
ment that the1r analysis requires much text to ~ermit of solut1on by the 
frequency method,--and blood, sweat, and tears. 2 

73. Further remarks on pol)p'aphic subst1tut1on systems.--!· In the 
treatment ot the cryptography or the various d1graphic systems 1n this 
Sect1on, the rules for encryption and decr,r.pt1on wh1ch have been lllus
trated are the "standard" rnl""s (i.e. 1 the rules extant in cryptologic 
literature, or the rules mor, t colllllODly encountered 1n operat1onal prac
tlce). Needless to say, how..-ver, there is no cryptologic counterpart of 
the Geneva Convention makfDs these rules sacrosanct, nor forbidding the 
use of other rules for enciphrr!Dg BDd decipher1ng. 

b. In two-square systems and Playfair systems there are poss1ble 
(and,-jn fact, there have been encountered in operational proetice) mod1-
fications of the usual enciphering and decipher~ rules which, if not 
suspected, may pose difficulties :fn the 1dentif1cat1o:n of such systems 
and 1n their cryptanalysis. For example 1 in a vertical two-square system, 
when two plaintext letters fall in the same column, their c1pher equiva
lents m~ht be taken as the letters ~diately to the right of or ~
mediately below these plaintext letters. Sim1larly 1 1n a horizontal two
square system, if two plaintext letters are in the same row, the1r cipher 
equl,.alents might be taken as those immediately below 1 or to the rJ.ght of 
these letters. In Playtair cipher systems, two pla1ntext letters in the 
same row mJ.ght be represented by the letters :Immediately below~ two 
pla1ntext letters in the same column might be represented by the letters 
immediately to the right.; a plaintext doublet might be represented by a 
ciphertext doublet foxmed by dotibl1ng the le~ter ~d1ately to the 
r1ght, or below, or d1saonally to the r1ght and below, thus removu1g one 
of the identify~ng ciphertext characterist1cs of the normal Playfa1r 
system. In one case encountered, instead of t.he normal Playfa1r l1near 
relat1onship .ABp=BCc, the rule vas changed to ABp::CBc (thus allowlllg a 

41 • 
However, see 1n th1s connect1on Appendu 8, "Lester S. Hill alge-

braic enc1pherment", which g1ves a mathematical treatment of true poly
graphic encipherment for polygraphs of Anv slZe. (See also subpar. 73h). 
~ ~ -

If a tr1graph1c system 1s encountered 1n operat~onal cryptannlys1s, 
special solutions would be made poss1ble by the appl1cat1on of cr1bs, the 
a1d furnished by 1sologs (not only 1n the same system, but also between 
systems) , etc • 
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letter to "represent :!.tself"--an ''l.Dlposs~bility" in Pla.yfair encipher
ment), even th~s simple modification caused d~f~cult~es in cryptanalysis 
because variant rules for encrypt~on nad not been cons~dered 

c The plac1ng of cribs in small-matrix d1graphic systems may be 
guided by the cryptograph~c pecul~arlties or these systems, when the 
general system lB known to, or suspected by the cryptanalyst, conversely, 
the placing or a known crLb may ass~st in the deter.m1natjon of the type 
of cryptosystem, or ~n the reject1on of other types of systems For 
example, cribs may be placed in Pi~a1r ciphers on the bas1s of the 
"non-crashing" feature or the normo.l Playi'air, that is, on the basis 
that in the equation 1 ~=3 l1 ne.tther 1 and 3 nor 2 and 4 can be identical 
In hon.zontal two-square s;ystt"ms, 1f o~pc. =-al._p, then .r.fJc must equal (Jetp, 

and if otflc= (l_ P' then .-.rae must equal pGlp If, by placing a known crib 
in a cryptogram, ev1dence or non-reciprocity is disclosed (e g 1 if 
ABp=CDc 1 but CDp='XYc) 1 t.he ,c:typtogra.m may be assumed to be o"t.her than a 
vertical two-square cipher, s1nce vert1ce.l two-square encipher.ment yields 
comple"t.e 1eciprocity In e~the:t type of two-square system, if one ot the 
two squares is known (for example, a vertical two-square m~ght be employed 
in wh1ch the upper square is always a normal alphabet), the placement of 
cribs is materially fac1litated 

~ The ~ test perronned separately on the in~t1al letter and f1nal 
letter of c1phertext pairs from cryptograms produced by small-matrix dl
graphic systems will give results neither close to that expected for 
plain text, nor close ~o that for random text The reason for the com
parative "roughness" or pronounced differences among the relative fre
quencies in "t.hcse distribut1ons, as contrasted with the "smoothness" 
expected of random, is that small-mat.rJ.X digraph~c system"3 are only 
partially digraphic ~n natUle and that the encryption involves charactel
istics stmilar to those or monoalphabet~c substitut~on with var~ants 
~1is roughness of the uniliteral frequency distribut~ons for the prefixes 
and suf'fixes, and, for that matter, for the over-all c~pher text, re
flects the part1ally digraphic nature of the encipherment 

e If the cipher letLers V, w, X, Y, and Z are of very low fre
quency in the over-all un1lite1al frequency distr~but~on of e. digraphic 
cryptogram or set of cryptograms, th~s may be taken as ev~dence that the 
cryptosystem is a small-ma.LriA d1graphic system employing keyword-mixed 
sequences :m the matr1 "'!: or ma Lr:~.ces Furthermore, in small .. matr J.X 

systems :lnvolv1ng keyword-mixed squares, ~f e~ of 66c l.B one of the 
letters V\nr.!Z, the 6~ of the correspondjng eep J.S likely to be one of 
these same lette:ts Sllnlla.rly, 1f 6~ 1s one of the letters VmCYZ, then 
e~ of the correspond1ng Sep i.s liltely to. be one of these letters 

f In tr1nom~-d1graph1c systems employing large tables, the tri
nomes-:may run from 001 to 676, as ~n Fig 51, or any consecut~ve set of 
G7G t1 mor"es :ln Lhe scale o:f 1000 poss1ble trmomes may be used For 
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tho.t ma.l l.cr, the cni HC '3pon of Vrinomcr; 000-999 mjGht be 1t'3cd Jn such a 
to.blc, vnl.ll occo.olouo.l gnpo, to htcle the lJ.m11..at1onr of thJ.s sysl.,em As 
another means of cJ lSGtusms U c llnnto.l.1on of 676 tn..nome:::; Hl such a 
syotem, l.hrec of the JnJ.ttol dJg:its of the trmomcs nue;ht h~ve one \arl.

o.nt e'1.eh--thus no l.1J11J to.l.Jon vould CXJ.S t. J.ll the f .L7 s l. poe J.tJ.on of trJ.
nomcs The 001, or other st.art1n~ poJnt Jn the. cyclJ.c oeaJe, ne~d not. be 
o.t the upper laft-hand corner or the table 'l"'he G76 l.ll•1omes 111 ruch 
1 'lbles ma.y be inscrJ.bcd jn straJght. hor J zoutaJ s ( j e., 111 the norrr1al 
manner of m J.l:.me;) as JU 1!"'1c; 51, or they m1e;ht be J.nsrr1bco o.ccord1ne; 
to some other 1 oute, they probably would not be inscrJ.bed :m a rordo'll 
Dlli:'.nnet' be>cause clumoy "decJ.pherJ.ne; to.bJc.s"TrW"ould then be necess'1.ry It 
js al&o possJble th~t the t~J.nomes 1n e trJ.none-dlc;raphJ.c systen1 WJ.e;ht be 
converted 1nto tetranomcs by l.hc o.ddJ.tJ.on of a sum-check (to o:ssJ.c;t 111 

e1ror-corrcctJon) 

z. The cryptana.lys:l s of tetra.nome-trJ.e;re.phJ.c ':lj sten1s vTJ. th mat.s. J.ces 
SJID11Dr to that illustrated Jn F1g 59 Jnvolves a modJ.fJ.catJ.on of the 
techn1que used Jn solv.me; inverse fonr-square systems If tbe pla.J.n
conrponent and c~ph<=>1-component sections or the lo.rgc oqun.re have been 
1.nscr1bcd accordmg to the normal manner of m J.t me (or a.uy other mn.n..."ler, 
if known), the f1rst two elewcnts of tne tr~graphs may be reduced to a 
pa~r of c1pher aJphabel.s, and these two monoo.JphabetJ.c subst.J.tutions may 
be solved as 1nd1cated in subpar G9e The appl1.cabJ.l1ty of Jnvcrse 
four-square solutJ.on prJnciples to this tetranomc-trJgraphJc system or 
course rests on thE' fact that the c~phet'te ..... t scctJons ere k.Hoim or es
smned to contaJ.n the dJnones 00-99 J.n numerJ.cal o ..... ncJ~, Jn<:lcrJ.bed 1.n t..he 
nor:rral manner of wrJ.tJ.ng, the conversJ.on of the f'J.rst two elemcntg of the 
tr~e;ra.phs depends upon the knmvledr;c of the monncr of J.nscript::;.on or the 
leLters of the plaJ.n component sect~ons, 111 order that ~ne £our occt~
rences of the m1.tJal le~utCis and the four occm:Ience'3 of the fJna.l 
lettern may be cor1ectly comb1ned J.nto ·wo nonoalphabet.J.c dJ.strJ.bUtJ.ons 
Of course, 1f the compositJ.on of lhe smalJ square (for the thJ..ct" element 
or trJ.graphs) J.S known, the tlnrd letter or tr~~ro.p.os may be eutoma.
tJ.cally dec~pherea If the compos~tJ.on of the small square ~s not }mom, 
a consJ.deratJ.on of the frequencJ.es of the convertc.d dJ.Domes for the 'l~ll 
squro:e ( 1 e , the coordJnates of the square to mdJ.ca.te the thlrC. n~ :JC"t" 

or trJgraphs) may be used to ob"la.i"l on ent.erJn&, "\T~d.g.c J.nto thJ.s th:uc 
monoalphabetJ.c substJtution ------

h There are but a very lJ.mJ.ted ntmJOer of lmown c~pher li'ecra.nJ.E:ms 
wh1ch employ the poly~raphJc encJ.poenrent pr1ncJplc J.n ;:my .:'arm U.S 
Patent No 1515680 ..L'3'3t.ed to A Henkels J.n 1921.t and U S Pote::1.t 1lo 
18!~591.t7 J.ssued to Tfe:t.sner and full 1n 1932 descrJ.bc two cuch IrechanJ.sms 
whJ.ch ~roduce poJy-c;raphJ.c Sl.lbstitut~r· The latte:r, tna.l., of' l\'cnsner o.nd 
Rill, is of port1cular 111te1est beca~~e 1t J.S based on a retrer s1mple 
mathcmat~cal process whJ.ch ca.n yJ eld "l.rue poly!J ... 1 o.phJ.c enc~pne.,'l.re"lt for 
polyeraphs of any sJze Ti1e underly1~at~ewau1cal process, ~rventcd 
oy P1 o:f LesteJ. S Hill of Hunter College ard d.cr::e.c~bea ln ~J: .. e 11JA.otc.ric..an 
lliB.thematJ.cal fv'onthly" J.n 1929 (Vol XXXVI, p 306) and 1931 (Vol 
XXXVIII, p 135), J.s tzeated brJ.efly, oclow, a ~ore detatJed ~.ceatli'ent 
J.S conta 1 ned 1n Appcnd~x 8, "Lester S Ihll e.lgcbra.~c enc 1phen•ent", 
~11Jch also 1.ncludcs remarks on the cryptenalys~s or tn~s rrcthcd of c.n
CJ.phelillen t. 
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(1) SJnce Professor Hill's sybtem ~s mathematicaJ ~n nature, the • 
first step ~n its use ~nvolves the convers~on of the plamtext letters 
into numbers by means of a conversion alphabet wh~ch shows a corres-
pondence be~reen the 26 let~ers or the alphabet and the 26 numbers from 
0 to 25, such as the follow~ng· 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
0 9 3 5 24 6 18 8 11 1 21 14 15 12 4 10 25 17 7 19 20 2 22 16 23 13 

(2) The numbers obta1ned through the convers1on of the pla~ntext 
letters are next treated arithmet~cally ~hrough the appl~cat~on of alge
braic linear functJons, this treatment be~ng performed by means or mod 26 
arithmet1c ~3 The numer1cal results yielded by the algebraic treatment 
are then converted back 1nto letters by means of the convers1on alphabe~, 
to y1eld the cipher equ1valent of the or~g1nal pla~n text 

(3) For example, suppose that the message "IqQTHING TO REPORT" is to 
be e~fliphered by trigraphs, and that, for this purpose, the enc1pher1ng 
keys4 ~ are 1, 2, 1, 5, 11, 3, 2, 4, 13 The message would be dJ.v~ded 
into trigraphs NOT-Hllf-GTO-REP-ORT and the letters uhich result from the 
follow1ng operat1on would be taken as the cipher equ~valent of the f1rst 
trigraph. ' 

Using the convers1on alphabet J.n (1), above, (N 0 T) 16 converted 
into (12 4 19), then the rorego1ng keys are applJ.ed--

lKl2+2JC4+1Xl9: 12 ... 8+19 = 13+1(26) = Z 

5Kl2+11"1~+3,Cl9 = 8+18+5 = 5+1(26) = D 

2afl2+4~4+13IC19 = 24+16+13 = 1+2(26) = J 

Thus, NOTp is enc~phered as ZDJc 

(I~) A large number or sets of enc1phermg and dec1pher1ng keys can 
be constructed It ~6 even poss1ble to construct keys which y~eld re
c~procal enc1pherment, and it ~s this poss1b~l1ty wh1ch makes pract1cable 
the construction of a mach~ne or dev1ce to acco~pl~sh the enc1pher1ng and 
dec1phering 

43 US1118 "mod 26 ar1thmet1c", one cons1ders as the sum or product of 
tuo numbc1 s, the number from 0-25 w"h1ch 1s obta1ned by sub1..ractmg 26 
(or a mult1ple of 26) from the ord1nary arithn1etical sum or product of 
the numbers 

41~ 

2 
Enc1pherment of polygraphs conta1n1ng ~ letters requ1res the use of 

n keys Thus, 9 keys are necessa1y ior tr1sraph1c enc1pherment, d1-
g1apluc enc1phe1merrc requ1res only l-1- keys, v.he.ceas tetrag.caph~c and 
pentae;rapluc enc1pherrnent necess~tai..e the use of 16 and 25 keys, respec
t~vely The nmrme.cs selected for use as ke~s m~~t be chosen according 
tQ rathel def.1n1te 1uJ.es based O'l tne "theory of determ1nan~s"J other
Wlse, cryptoeraph1c amb1gu1ty may result when decip'lermerrc ~s attem:gted 
AppendJ.x 8 conta1ns more on th1s matte.c 
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1. Attent1.on is called here to the appJ tent. lone of Table 13 ("Four
square individual frequenc:les 11

) of Append1.x 2; thi'3 tnblc hDs been re
produced here for convenience. If the cryptanalyst has a.t hand a. f'a1.rly 

(Tnble 13, Appcnd1.x 2) 
(Tin•••l on n lount ol ~.ono dlgrnphn) 

-
A B c D E 244 225 375 394 197 

F G H I J K 125 98 193 271 95 

L M N 0 p 229 199 188 360 251 

Q R s T u 148 162 258 427 295 

v w X y z 42 12 34 91 97 

- -
212 317 358 308 249 A B 0 D E 

120 108 216 256 85 F G H I J K 

216 1<10 152 435 26<) L M N 0 p 

206 121 306 364 284 Q R s T u 
38 29 21 147 43 v w X y z 

large volume of cipher digraphs produced by encipherment w~bh a normal 
four-square, he may use Table 13 as on aid in plac1.ng the in1tial letters 
and f1.na.l letters of the cipher d1.gra.phs into the appropriate cell~ of the 
c1.pher component sect1.ons on the basis of the1.r un1.litera.l fregue~n~· 
Thus, 1.f a distribution made of the 1n1.t1.al letters of c1.pher pair, 1.n a 
part1.cular example showo Qc, Ic 1 and Cc to be the letters or Eredom1.nuntly 
h1.gh frequency (listed in descending order of frequency), and 1.f the 
d1.str1.bution of the f1nnl letters shows Fc 1 Qc 1 and Pc as the letters of E~
dOIDl.nantly high i'requt.ncy (in descend1.ng order of _"'r .quency) 1 these? 
letters maybe tent~tively placed 1.nto a skeleton four-square matrix as 
follows (Fig 70), based on the locations of the hiBhest frequencies as 
g1ven 1.n Table 13 
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A ~ c D e c I 

F ~ 1-1 I K 

L M N 0 p 
--

Q. fl. s T u (\ 

v w )( '( c 
p A ~ c t> e: 

-
F ~ H I \<. 

F L M N 0 , 
~ ~ ~ s T u 

- -
v w X y i: 

F~gure 70 

1 In attempting to d1agnose the underlying cryptosystem in any 
particular polygraph1c cipher, the student may gain some assistance from 
the following recapitulation 

(1) In digraphic ciphers the majority of repetitions will be an 
even number of letters apart and these repetitions should for the most 
part begin on the first letters of pa1rs and end on the last lettere of 
pairs The major1ty of repetrt,ions 1n trJ.graphic ciphers will be some 
multiple of three letters apart and these repetitions should for the most 
part begin on the first letters of trigraphs and end on the last letters 
of trigraphs. 

(2) Digraph1c ciphe1s may be revealed as such by the digraphic phi 
test, with additional support being g1ven by the d1graphic blanlt
expectation test, the presence of a null letter at the beginning of the 
cipher text might be d1sclosed by applying the two foregoing tests to a 
distribution of Lhe dig~aphs which are formed when the first letter of 
the text is omitted 

(3) If either the Ulnlitera.l frequency distril..Jution for the initial 
letters or for the fJ.nal lette1s of the digraphs in a cryptogram exhibits 
monoa.lphabetJ.cJ.ty, the cryptogram is probably a pseudo-dJ.graphic cipher 
involving a large table of Lhe type in F1g 47 or 48 If both of the 
foregoing unilJ.teral frequency dJ.strJ.butions reflect monoalphabet1c1ty, 
the cryptogram may involve the use of a table of the type in Fig 69 

(4) If the "decipherment" of a cryptogram by means of a four-square 
matrix conta.mine; four normal alphabets y~elds two•monoalphabetic substi
tutions--one for the initial letters and one for the f'mal letters of the 
pseudo-decipherment--the c~~togram may be assumed to be an J.nverse four
square cJ.pher. 

(5) If an ocular J.nspection or statJ.stJ.cal evalua.t1on of the cipher 
text of a cryptogram reveals a large number of "transparencies", the 
cryptogram probably ~nvolves a tvro-square system 
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(6) If a cryptogram contains several cJphe~ doublets, all of wh1ch 
are b1oken up when the cipher text is divided 1nto dl.graphs, the crypto
gram may well involve normal Playfajr enc1pher.ment 

(7) If the cipher text or a cryptogram exhibJ.Ls any J.nvo.r J.~ble o.f
flnlty of one of the letters J, K, Q, X, or Z for vowels (or, for that 
matter, another cluster of 5 or 6 letters), the cryptogram probably 1s 
1n a small-matrlx system employ1ng sect1ons consisting of mole than 25 
letters 

k If a particular four-square cryptogram mvolves the use of a 
matrix in which either the plaJ.n component sect1ons or the c1pher com
ponent sect1onb are normal alphabets, the matr1x w1ll be recovered 
throuah crypta.nalys1s in its or1g1nal form, even when the components 
wh5ch ale mJxed have been der1ved by a transposition method or by no 
method at all In Playfair c1pher solutlon, the matrLK can be recovered 
m 1ts or1ginal i'orm as long as the original matrJX ha.s been mJ.Xed 1n 
some systematic manner However, m the case of two-square so1u11on, 
there is no guarantee that the matrix can be recovered m its origlnal 
f'orm unless the orig1nal matrix has been keY"'rord-mJ.Xed, 1f' the orJ.gl.na.l 
has been transposJ.tion-m1xed, f'or example, the matrlX wh1ch ~s been 
recovered through cryptanalys1s--while being cryptographically esuivalent 
to the ori.gJ.nal--"{ill undoubtedly involve a permuta.t1on of the rows and 
columns of the or1.g1nal 

l \fuen four-square systems are encountered J.n which the ma.tr1x 
consists of four differently-ml.xed sectl.on~, reconstruction oi' the matr1x 
l.S accomplJ.shed l.n a manner similar to -Lhat used m the a.nalysJ.s o£ two
square ciphe1s Ii' the sections are composed of keyword-mixed sequences, 
t~e or1gmal mat1ix may be recovered Otherwise, the reconstructed 
matrix will 1n all probabil1ty be a permutatlon of both th~ :rows and the 
columns of the or~gina.l matrix, and there may be no way of 1ecover~ne or 
or prov1ng the orig1nal matrl.X 

m In passwg, J.t might be well to mention that unt two-squ11re 
system can be solved a.s a four-square system in which tll~"' .matr.:ix J!S 

composed of four m1Xed sect1ons, upon the real1zat1on, fl~~ ~nomema in 
the matrlx reconstruct1on, that a two-square matr1X 1& J.nvo\v.ed._. tble 
proper conversJ.on ca.,., then easily be made 
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SECTION X 

CRYP!'OSYSTEMS E.'MPLOYING IRREGULAR-LENGTH CIPBERI'EXT UNI'l'S 

Paragraph 
Preliminary obaervationa.•e••••••••••~••••••••••••••••••••••••••••••• 74 
Types of alphabets with irregular-length ciphertext units............ 75 
General remarks on analysis.......................................... 76 
Analysis of simple examples.&e•e••••••••••••••••••••••••••••••••••••• 77 
Analysis of more complicated examples................................ 78 
Further remarkFJ on cryptoaystems employing irregular-length cipher-

text units •••••• o••·······················•••o•o••·············· 79 
74.. Preliminary observations.--!.. The cipher alphabets of nearly all 

of the various cryptosystems treated thus far in this text have involved 
cipher units or a constant length.l Tbat is, the ciphertext units have 
been (prior to regrouping into fives for transmission) either single charac
ters, or pairs of characters, or three -character groupings, or, in the case 
of the Baconian and 'Baudot alphabets, 5-e1ement ciphertext units; however, 
'Within a given cryptosystem the lengths of the ciphertext units have been 
consistent, and it is this consistency that has been of most importance to 
the cryptanalyst. 

b. There is no reason why a cryptographer could not vary the size of 
the cipher units in a particular cryptosystem, as long as no cryptographic 
ambiguity in deciphering would resuJ 1:; thereby. Furthermore, if' the 
size of' the cryptographic units is varied within a particular cryptosys
tem, obstacles are put in the way of' cryptanalytic attack on the system-
varying the length of' the ciphertext groupings compl:f cates the crypta
nalyst's preliminary task of dividing the cipher text into the proper 
units for study. In this connection, the student should refer back to 
par. 63 and read again the remarks on the use of nulls which differ in 
size from the real cryptographic units. The example contained therein 
iiiakes it cleaJ." that, until such nulls are identified and isolated by the 
cryptanalyst, he ls unable to divide the cipher text properly and make 
appropriate frequency distributions.. However, nulls may sometimes be rec
ognized as such because they do not behave like units which represent 
actual plaintext elements.. For eJtample, in the three almost-identical 
ciphertext passages below, 

(a) ••• 18~5 11343 71129 3219¢ 23231 52937 ••• 
{b) ••• 18151 ~1343 71129 32192 3g¢31 52937··· 
(c) ••• 18151 13437 1!129 32192 3!231 52937 ••• 

1 The only exceptions have been in the digraphic systems using the 
matrices illustrated in Figo. 57a. and 57b, in which a plaintext digraph 
may be represented by a ciphertext digraph, trigraph, or tetra.graph, 
depending upon the identity of the plaintext digr~ph. 
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the behavior of the digit ~ is characteristic of a null, and when this is 
recognized and eliminated, the remaining cryptographic text may be broken 
up into its real units and solved quite readily. 

c. Since it ho.s been indicated above that there are weaknesses in 
a scheme in which all cipher elE-ments do not behave like equivalents for 
plaintext ele~~nts, it would be logical then to devise n system in which 
djfferent-sized ciphertext units all represent actual plaintext elements 
and thus do behave :n:ore or less alike. It is easy to draw up cipher alph
abets in Which, for example, some of the letters are represented by single 
digits, others by pairs of digits.. Such a system, called a monome-dinome , 
system2, would produce cipher text which is an n-rc gular intena.ixture of 
uniliteral and tnlltilitcral equivalents. From the cryptanalytic standpoint, 
the decowposition of such cipher text could be very difficult for the an
alyst who does not knmv which digits to treat separately, '"h~ch in pairs. 
Such systems, and similar variations, are given detailed treatment i.n the 
following paragraph .. 

75. Types of al-phabets with irregu;tar-~l!gth cip~ext units.--!• One 
simple scheme for yielding single-digit equivalents for some letters and 
two-digit equivalents for others makes use of a rectangular matrix which 
is similar to sor~ of the biliteral matrices of Sections VII and VIII, 
but which differs in that the top rov of' the matrix has no indicator (or 
coordinate). For examples, see Figs" 71-74, belou. Each plaintext char-

-ETUROAIS 
7BCDFGHJKLM 
6PQUVWXYZ ·* 

Figure 71. 

123456 
-RAT I~O N S 
7BCDEFGH 
8JKLMPQU 
9VWXYZ ·* 

Figure 73 .. 

1 8 3 4 5 2 9 7 6 
-;1,~.:-_.fT RE AS 0 N 
~BCDFGHIJKL 
lMPQUVWXYZ. 
8¢123456789 

Figure 72. 

f/;_1834 
-AEIOU 
5BCDFG 
2HKL!-1r1 
9PQRST 
7VWXYZ 

Figure 711. 

acter appearing in the top row in the matrix has as its cipher equivalent 
merely the monome which appears above it, among tlte col\.,,.n Ct)Ordinates; 
thus, in Fig. 71, Ep = ¢c, Tp • lc, Np = 80 , etc. Each plaintext character 

2 See in this connection Foote, Alexander, Handbook for Spies, New York, 
1949, pp. 250-256, wherein is described such a cryptosystem reputedly 
typical of those used by secret agents in World War II. 
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appearing in one of the remaining rows has e.s its cipher equivalent the 
dinome formed. by ita row coordirta.i.e and column coordinate, respectively; 
tb.USin Fig& 71, Gp = 74c, Qp • 6lc, etc. 

b. It should be noted that the external construction of all of the 
foregoing matrices is such that any digit which appears as a row coordi
nate does not occur e.s the monome equivalent for any letter; this limita
tion, nccompliohed by blanking out appropriate cells in the top row, is 
necessary ln all monome~d~nome systems in order that cryptographic ambi
guity will not arise. In Fig. 71,. the internal composition is such that 
the plaintext letters which are roost frequent in English are the ones 
-which are prov,ded with monome f'quivalents. This type of arrangement 
theoretically provides the most economical encryption for auy given mes
sage--that is, theoretically yields the shortest possible cipher text for a 
given plain text--but, o:f course, greatly limits the number of internal 
arrangements which may be used. Fig. 75, below, which is split into two 

Figure 75!,· 

¢ 1 8 3 4 
ETNRO 

Figure 75E_. 

separate parts--one providing the monome equivalents and the other provi
ding the dinome equivalents--illustrates another schema for drawing up a 
monome-dinome cipher alphabet. In this alphabet, the digits which are 
used :for the initial and final element'3 of dinomes ere completely distinct 
from the digits used as monomes. 

c. MOst of the forego~ng matrices contain a period for punctuation, 
and the matrix in F'lg. 72, containing the single digits ¢-9, provides a 
means for encrypting numbers without .first spelling them out. The matri
ces in Figs.. 71, 73, and 75 contain another character, symbolized by an 
asterisk, wh:J ch may be used fol" punctuation or as a special indicator3. 
The matrix in Fig. 74 uses only nine of the single digits as coordinates, 
the digit 6 being omitted; thls single digit might be employed as a word 
separator, a. stop, or a null. The matrix in Fig. 76, below, illustrates 

3 For example, this special character may be put to use as an indica
tor to show that plaintext numbers begin or end, thus obviating the 
necessity of' including digits witllin the cipher matrix. In this usage 
digits in the plain text might be tripled and inserted in the cipher text 
with the appropriate indicator before and after the plaintext digits. 
Thus, usiDg the ma.1..rix in F lg. 71, the plaintex-t fragment" •• RILL 865 •• " 
would be encr~ted Wl the cipher sequence 75 2 77 77 66 888 666 555 66 
{prior to regrouping into five-character groups) • 
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a scheme by which certain high-frequency pla1ntext digraphs and trigrapbs 
maybe represented in the matrix, as well as the single letters and 

Figure 76. 

digits. The symbol # in this latter matrix could be used as a 'repeti
tion indicator" for checl~ing nurollers, as in the ciphertext passage 
69 65 68 76 69 65 68, meaning the ntwber 752, the symbol * might be used 
as an indiCator mean1ng "the irrmediately-preceding plaintext letter is 
repeated" (thus AA patterns would be suppressed in the cipher text). In 
all of the foregoing matrices the oroer of inscription of the letters 
within the matrix, and the psrt1cular arre.ngeoent of the rOlT- and column
coordinates are both subject to var1ation. 

d. By plearranged convention it l.S possible to employ ordinary commu
tative bipartite matrices (such as those already described in Sections VII 
and VIII) in a manner which yieJds l!iOnome-dinome encipherment. For exSJrq>le 1 
using the matruc illustrated in Fig. 77, the plaintext word EIGHT could be 

6 7..§...2__¢. 
lABCDE 
2FGHIK 
3LMNOP 
4QRSTU 
5VWXYZ 

Figure 77. 

encrypted as 10 29 7 8 49. That is, the normal bipartite e:c' iphering con
ventions would be used, w1th the except1on that the row indica~oJ in the 
cipher equivalent for a particular plaintext letter would not be employed 
'When this row indicator is the same as that for the mmediately preceding 
letter of the plain text.4 A!3 may be noted, no cryptographic ambiguity in 
decipherment may arise. 

e • Of course, os an extension of' the foregoing ideas, there could 
also be monome-dinome-trino.ne systems, incorporat1ng matrices of the types 
illustrated in Fig's. 78-B~belmr. In Fig. 83 there is a matrix 'Which may 

4 A variation of this method could make use of a convent~on by 'Which 
the coltunn indicator ~s dropped if it is the same as that for the p1eceding 
plaintext letter. 
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1:

1534 
- -r_r-o N E 
5 BCD F 
P lTIKL 
9 1'f'('I.RU 
7VWXYZ 

6¢ ¢ 1 2 3 4 
61 5 6 7 8 9 

Figu't'e 78. 

¢183452976 
ELATI N 

7BCDFGRJKM 
6PQSUVWXYZ. 

76 ¢ 1 2 3 4 5 6 7 8 9 

1 5 3 4 
¢ABCD 
lGHIKL 
8MPQSU 
3VWXYZ 

45 ¢ 1 2 3 4 
42 5 6 7 8 9 

Figure 79!· 

52976 
TEN OR 

Figure 79E.• 

-BRANCH 
2DEFGIJ 
9KLMOPQ 
7 S T Uo:.V W X 

29 y z ¢ 1 2 3 
27 4 5 6 8 

Figure SO. 

_¢_18345 
2ABCDEF 
9GHIJKL 
7MNOPQ,R 

62STUVWX 
69 y z ¢ 1 2 3 
67 4 5 6 7 8 9 

Figtu-e 81. Figure 82. Figure 83. 
be used for dinome-trinome enciphermeut. Encipherment vith this latter 
matrix is co:nnrtUtative; for example 1 Ep • 24 or 421 and Tp • 621 or 162. 

f. Literal versions of the preceding types of alphabets with ir
regular-length cipher units ere also possible. Several types are illus
trated in Figs. 84-881 including among them matrices permitting the use 

BLACK 
-ALIGN 
WBCDEF 
RRJICMO 
IPORST 
TUVWXY 
EZ.,() 

Figure 84. 

NOPQR 
IJKI.M 

EAABCDE 
FBFHIKL 
GCMNQST 
HDVWXYZ 

Figure 87!:• 

VWXYZ 
QRSTU 

TN 
LFAABCDF 
MGBGHIJIC 
NI!CLMPQS 
OJDUVWXY 
P K E Z • , ( ) 

Figure 85. 

g_R 0 U ~1> 
sTuvw-
XYZ 

F1gure 87!!. 

LMNOP 
FGHIK 

FABDEFG 
GBIJKLN 
HCOPQST 
IDUVWXY 
KEZo,() 

Figure 86!• 

MARC!P 
QRS T U 
VWXYZ 

FigUre 8~. 

QRSTUVWXYZ 
GHIJKLMNOP 

-ETNROAISDL 
DABGKQWZ258. 
EBCHMUX~369~ 
FCFJPVY147(J 

Figure 88. 

of variants in encryption. Furthermore, any o:f the comnru.tative variant 
matrices treated in par. 5f3.! (i.e., Figs. 27, 28 1 and 31) may be used in 
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connection with the convention described in S'Ubpar. d, above, to provide 
cipher alphabets wii.h irregular-le?ngth ciphertext units. 

76. General rema.rks on ana_l]!!iS .--!· The first step in the a.na.lysis 
of any cr:r.ptogram encrypted in a system with inegular-length cipher 
groupings involves dividing the cryptogram into the proper, veri-sized 
cipher units--that is, reducing the cryptogram to monoalphabetic tel~. 
After this has been done, solution proceeds along the straightforward 
lines 'Which have been described in earlier sections of the text.. Thus, 
in this section, attention will be focused on this first step of dividing 
the text into its p1oper monoalphabetic un:Jt.s. In order to simplify some
what the general treatitent contained in this paragraph, all reme.rlt'.s will 
be directed at monome-dinome systems, most of the principles and methods 
outlined herein are general enough that they may be modif1ed end applied 
in the solution of other types of systems wlth irregular-length ciphertext 
units. 

b. A cr;yptographer, in b.is process of deciphering a particular 
monome-dinome cr;r.ptogra.m., would begin by considering whether or not the 
first digit of the ctpher text were among those digits which can start 
a dinoro.e--that is, whether it were a rmr coordinate c.r not. If it were, 
he would treat it along with the nextdiglt- of the text as a dinome, 
and then proceed to consider whether or not the following digit were a 
row coordinate, etc. If the first digit of the message were not a row 
coordinate, he would treat it as a monome, and then proceed to consider 
whether or not the next digit were a row coordinate, etc. One may now 
see that the cryptographic process of dividing the cipher text into its 
propel units :fB based solely on a knowledge of the digits which are the 
row coord1 nates of the pertinent matrj x. Thus, it may further be seen 
that the cryptanal~ic attack on e. monome-dino~ cipher would first 
involve an attempt to determine the identity of Lhe row coordinates. 

c. If a given cryptogra.m involves a matrix in which the high
frequency plaintext elements are evenly distributed tlu•oughout the various 
rows, it may be expected that the partJ.cular digits occurrJ.ng with the 
greatest frequency in a unilitera.l frequency distribution mad( on ~he cipher 
text are those which are raw coordinates of the pertinent matrix. Thi~ 
maybe explained by the fact that the digits used as row coordinates occur 
in the cipher equivalents for more plaintext letters than do those digits 
which are used as monomes. However, one must remember that e. ll!Onome-
dinome matr lx may involve two, three, four, or more row coordinates and, 
although in a particular instance it may be that the most frequent cipher 
digits are those digits lThich have been used as row coordinates, a. study 
of the Ui1'fliteral frequency distribution may not make ic. cbvioua as to 
just how rrru1y coordinates are 1nvolved, it may be necessary to make 
several trials, one considering only the tvo most frequent cipher digits 
as row coordinates, one considerlng the three most frequent, etc. 

d. If tr1als of the type just mentioned do not ~eld reduced, rr~no
a.lphabetic text which will succuab to the principles of plaintext recovery 
treated in the ~arlier sections of this text, it ~ny then be ass~d that 
the cryptogram involves a matrix in 'trhich several of the high-frequency 
letters are a.rr::>ngcd together in the top rou or in 11hich one or more column<:. 
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are composed tJOJ ely of bigh .. frcquency lettel~s. Such matrices are likely 
to produoe cipher text ln vhich sol!le of the digits 'Which have been used 
as monom.es occur more frequently than some of those used as row coordi
nates. Thus, the easy mode of entl~Y' via the uniliteral frequency dis
tribution may not be used, nnd other approaches of a less clear-cut 
nature must be taken. 

e. In an att.empt to identify at least one or two probable coordi ... 
nates: the analyst should carefully scrutinize the cryptogrmn itself in 
order to find passages exhibiting :t'iyartite characteristics, such as ap
pear in the sequence 80438187~ J, wherein the digits 8 and 4 "act" like 
digits which have been used. as rov coord:tnates, being spaced off at in
tervals of tiro. A slightly mo"l'e objective approach involves first makiDg 
a biliteral5 distribution of the cipher text, and then considering as a 
probable row coordinate the lnitial dig1t of the particular dinome which 
the d.istribut:l.ou shows to be the 100st frequent. Of course 1 this ap-
proach is mosli likoly to be valid when the particular dinome occurs with 
o. much greater frequency than the remaining dinomes • While still on the 
subject of distl.•ibutions, it is -pointed. out that the previously-mentioned 
~ipartite eharaateristies" manifested :l.n a cryptogram might be disclosed 
by making a b'litcral d~stribution of alternate digits of the cipher 
text6, that ia, 1u the sequence 123456 'one would consider the dinomes 13, 
241 35, 46.. !n Sl.'l.eh a distribution, one may expect that the most :frequent 
dinomes will be thos~ ~omprising two digits which were both row coordinates 
of the pertinent enciphering matrix. 

f. if the cipher text of a given monome-dinome cr;y:ptogram begins 
wi~b a doubled dtgit, this digit is wost probably one of the row coordi
nates of the pertinent matrix; otherwise, the doublet would have to be 
considered as comprising two monomes and the first word of the underlying 
plain text wouJ d have to begin with a doublet (a very rare contingency 
in the English language). Similarly, if the cipher text is seen to contain 
any digit repeated consecuti-vely four or more times, the particular digit 
JJW.Y be assumed to be a. row coordinate; otherwise, such a sequence of re
peated digits wouJd have to represent at least a threefold repetition 
of some one plaintext Jetter (another rare event in English, although not 
as rare as that mentioned in the preceding sentence). 

5 The use of the ter.m. "biliteral" in connection with digit cipher text 
may uot be 1n conformance WJ.th the strictes-c rules of semantics, but the 
author :reels that :l.t is unnecessary to give a new name to an already
familiar type of distribution merely because it is being applied to a 
different kind of text. However, some who prefer to be purists in this 
matter term a digra.phic dist1•ibution which is made on digit text as a 
"dinome distribution" or "d"tnomic distribution", and a biliteral distri
bution made on digit text, a "running dinome distribution". 

6 In the vernacular such a distrJ.bution is termed an "A-A" (pronounced 
"ay-dit-ay"} distribution. 
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_s. On occasion it may be found that much time has been spent in the 
attempt to identify the row coordinat9s, yet apparently with not all of 
the coordinates being identified. In such a case, it may be found useful 
to consider those digits Which are least likely to be row coordinates, 
specifically, those which occur least frequently l.U the cryptogram. The 
analyst may go through the troublesome cryptogram and place a slant bar 
(virgule) directly after each such digit as it occurs in the message. 
These marks may then be taken as an indication of places l.n the crypto
gram where one bona fide cipher unit ends and the next begins • The ana
lyst mu.st then study the digits which directly follow these slant bars 
with a view to discovering new possibilities for row coordinates--possi
bilities which, although previously latent, have been made patent by this 
latest step .. 

h. In the foregoing subparagraphs, a to g, the secondary step of 
testfDg tor the corroboration or invalidation of' any particul.ar trial 
decomposition has been passed over quite briefly. Actually, this step 
is best described with specific examples of solution, and for this 
reason is treated in two subsoq..1ent paragraphs, TI and 78, with such 
examples. However, a few methods which can be applied for the reJection 
of incorrect hypotheses will be mentioned here, because they are rather 
basic and simple. If the cryptanalyst finO.s, after having divided a 
mnome-dinome cipher on the basis of a. particular hypothesis, that a long 
a.·epeti tion in the cryptogram is not broken up in the same way on each of 
lta occurrences, he may well reJect as incorrect the hypothesis on which 
4ibe division is based. Likewise, the analyst may reJecc any hypothesis 
which requires him to make bhe last dig~t of a cryptogram a :monome when 
this particular digit hao to be cons~dered as a rm¥ coordinate as part of 
the basic assumption.7 The presence of an inordinate number of consecu
tive monomes may cause one to suspect that a parLicular decomposition is 
incorrect; however, probebly only continued exposure to traffic of a 
certain type or involving one kind of enciphering matrix would provide 
pne With a sound basis for knowing .J.?st how many are _!oo manl• 

i. There is one practical, straightforward :measure for determining 
the relative goodnesa of an assumed decomposition which deserves particu
lar mention. It involves considering the ratio of the m.1mber of monomes 
produced in a particular decomposit~on to the ~ber of r~1ai~!..JYS ciphez: 
Wlita. In the case of xoonome-dinoma ciphers, for example, jn w.aich an 
a.ssUliiption of only two row coordinates is made, there can be no mre than 
eight different plaintext letters represented by monomes and the total 
frequency of those monomes can not exceed the frequency expected of the 
eight most frequent letters in the language.8 Since in English the eight 
most frequent letters occur with a total relat~ve frequency of ~1 any 
trial decomposition giving r~se to a ratio of monomes to dinomes which is 

7 However, the possibility of a f~nal null or nulls must not be ig
nored.; the presence of nulls at the end of the cipher text would invalidate 
this reasoning. 

8 The only exception to this statement would be a case wherein a word 
separator is inclndod as part of the cryptosystem, and that this separator 
is renrcsented by a mol'lome. This usage, hmrever, seems rather unlikely .. 
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considerably roore tho.n 66 to 3lt { :s 1.9) may be considered incorrect. 
Likewise, since an a.ss'Ullrption of three rmr coordinates limits to seven 
the number of different. plaintext letters which may have monome equiva
lents and s.Lnce the seven moat frequent letters in English occur with a 
total relative frequency of 6~, any such assumption giving rise to a 
ratio of monomes to d:tno:mes 'Which is considerably more than 6o to 40 
( • 1.5) ma.y be considered inval:f d. The author does, however, hasten to 
point out that a ratio which is smaller in any inatance than the pertinent 
ratio, above, does not_dJspr~~ the particular trial decomposition since 
the plaintext letters represented by monomes may not necessarily be the 
letters of highest frequency. The examples in the next two paragraphs 
will serve to clarify the foregoing considerations. 

77. Ana.l'Y!'is oJ s;!!DPle exampl~.--~· The following cryptogram, 
suspected to be a monome-dinome cipher, is available for study: 

5 -- 10 15 20 25 30 

A 2 4 0 9 0 1 57 0 9 08121 0 2 0 9 2 9 2 4 0 5 56001 

B 27072 90482 4 7 6 0 7 09022 1 0 2 0 9 29724 

c 07292 9 J 2 57 5 2 9 6 1 09042 72002 07247 

D 5 0 5 7 0 96081 7 2 4 0 9 29040 4 0 9 7 1 24097 

E 29128 76090 4 0 7 5 0 6 52 9 7 09067 20902 

:F 09040 74076 

Cursory examination of the cipher text reveals nothing more s ignifics.nt 
than the fact that the digit 3 is absent; however, the significance of 
this escapes us for the moment. A uniliteral frequency distribution of 
the text is then made, as is illustrated below: 

b. The uniliteral frequency distribution shows four marked peaks 
(2, 7 ,9, and ¢) and one pronounced trough (8). A biliteral frequency 
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distribution is made, as shown below, to ass 1st in further evaluation of' 
the properties ot the cipher text. It is noted that the 2 e.nd ¢ rows, 

3 - - - - - - - -
4 - l - - - - 2 1 - 10 
5 - 2 - - 1 1 3 - - 2 
6 1 - - - 1 - 1 - - 4 
7 1 8 - l 3 3 - - - 5 
8 2 1 - - - - 1 -
9 2 5 - - - 2 4 - - 10 
0 2 5 - 6 2 2 7 2 14 2 

representing the two highest-frequency digits in the cipher text, have 
the most liberal combinations with the remaining digits; this would indi
cate that 2 and¢ are likely row coordinates of the cipher matrix. Since 
the 7 and 9 rows show less affinity of these dig~ts for other digits, 7 
and. 9 are less likely to represent row coordinates of the matrix; conse
quently the assumption is made that the matrix involved only two numbered 
row coordinates, 2 and ¢. 

c. The cryptogram is now divided accordingly, and the assumption of' 
2 and-¢ as row coordinates is borne out by the bipartite character of' the 
:f'ollowing passages in the cipher text: 

(1) ••• /21/02/09/29/24/05/ ••• 
(2) ••• /07/09/02/21/02/09/29/ ••• 
(3) ••• /09/04/27/20/02/07/24/ ••• 
(4) ••• /24/09/29/04/04/09/ ••• 

(at Al4) 
(at Bl4l 
(at Cl6 
(at Dl2 

A frequency distribution of' the decoJJU?Osed text is made, as illustrated 
below: 

l 
- 7 
2 2 
¢ 1 5 

8 9 
1 1 
1 9 2 
2 13 l 

The percentage of monomes, 35~, does not exceed the threshold for the 
sum ot the frequencies of the eight highest-frequency plaintext letters; 
furthermore, since the eight monomes have a much lower frequency than the 
sum of the eight highest-frequency letters in English, this is an indi
cation that some of the monomes represent plaintext letters of lower 
frequency. 

d. The decomposed text ma.y now be solved, and the message is found 
to begin with the words "S.A:BOI'AGE PLANS ••• 11 The original matrix is recon
structed, and is discovered to be based upon the key word VERl!O'TJ.rH, as 
follows: 
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9 1 6 r, ~ a 7 3 ¢ 2 
- V"E R M ouT"Hf .~
¢ABCDFGJJKL 
2 N P Q ~o~lf~..!..,J_~ 

'!he reason fol~ the e.'hse-ncf> of the d.lgit 3 in the cipher text nw.y now be 
scE'n: the digit 1 forma a part of only the letters H, J, end z, and 
the'3e letters oiU. not occW" in the plaintext message. 

e ~ SoJ utlon of C..f;."l~ain other cases of mixed-length systems pro
gres&ea as easily as did the solu1.j on of the fo;t.~egoing example. 

( 1) For instance, in the case of a. cryptogram produced 'by e. matrix 
with lTh:fcb the digits used for both the lnitlal and fine.! digits of di
nomes are compld .. ely d:Jstiuct. from the monome digil.s (e.g., Fig. 75), it 
may be seen that 11el.tminating11 .from the cipher text those particular di
gits 1vhich 1-rere used. as monomes in the original enciphering alpnabet will 
leave the remain<ler of the cryptogram broken up into units all of which 
contain en even number of' di.e;its ~ ('Th.is would not be true in the case of 
other types of matrices, au<..h aa Figs. 71-74, since eliminating the digits 
which 1mre> used as monou..e'3 in the pertinent alplw.be t; would remove not 
only actual ~ipher monomc3 but also th~ final digits of many cipher di
nomes.} Based on this fa~t, lf one is confronted vith G cryptogram which 
he ass~s to have been produced b~ a matrix such as th~'t. in Fjg. 75 1 he 
:may use a r~.echalllcal methort bJ> means of which he will qulckl;y be able to 
determine 11hich dig:Jts arc row coordjnates and uhich are not, or, it' his 
bas1c assumpt1on concerning the type of matrlx involved is incorrect, the 
error W:;t.ll quicKly become kno1m 't.o bllU. He need only make successive 
trJ.als each of ivh:L.Ch invoJves considering a diffe1ent one of the 10 di
gits a~ being one of those which 1s a monome in the pertinent alphabet, 
neliminatu~g" the pe.:rtlcular dlgit from the cryptogram in e~ch trlal will 
~n~vif,ably lead to other digits which nawt also be eliminated throuchout 
the cryptogram in order to maintain the stipulation that all the cipher 
units -vrh~C'h remain must coutRin a.n even number of digits. For example, 
if one assumes that "¢'' is a digit which was a monome, then he muot :rur .. 
tber assume from a sequeucc of cipher digits such as ¢5¢35¢ that "5" is 
also a. d:1git ~vrhJ.ch "{178.8 a monome; and then llkcmise "3". Any particular 
one of the ten tr1ala which i':l based on an lnconect init-ial assumption 
maybe expected to end up with all ten digits being considered as digits 
whlch 1rcre monomcs • 

(2) Jn Lhe case of a monome-dlnome system in which the row coordi
nates of the enci~hering matrix are djst{nct .from the column coordinates 
(as ln Figs. 73 and 7~), solution is exped5ted by capitalizing on the 
fact that the digits wi~htn the family comprising ~he row coordiuatea do 
not (a.nd cannot) contact themselves o:r any other d.1 gits within the family; 
using F1.g. 'f3 as ~n exam:ple, it is obvious i..hat the diglts 7, 8, and 9 
can never be followed hy a 71 8, or 9. A cryptogram enciphered by such 
a system may be expected to contatn nmch f'evrer cipher doublets than ~rouJ.d 
a Cl'"Y.(>i.tOgram produced by a matrix wi:thout the foregoing limitation, and 
the doubJe~s which do occur will themselves involve but a !~ted number 
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of the 10 dJ.fferent digits o When solving such a cryptogram, the crypta
nalyst need only consider as ~ossJ.ble candidates for row coordinates those 
particular digits which do no"!; appea.:r. in cipher doublets. Furthermore, 
he may with certainty go through the cryptogram placing a slant bar (to 
indicate the end of a valid cipher unit) after every occurrence of any 
digi~ ~~ich bas appeared in a cipher doublet. 

(3) If the cryptanalyst is confronted with a monome-dinome cipher 
which is the result of encipherment by means of a counr.cutative bl.partite 
m.atl'ix (see subpar. 75d and the accompanying Fig. 77), he knotTS that tho 
first digit of the cryptogram must be a row coordinate. The analyst then 
has only to go through the cryptogram noting the digits which follow this 
row coordinate digit wherever it occurs in the ClJI]?togra.m and, in this way, 
he may be able to identify all "he column coordinate digits. Of course, 
by the process of elindnation, he will then know which digits are row 
cocrdinates besides the initial digit of the cryptogram, and it will then 
be possible for him to divide the teAt into 1ts proper irregular-length 
ciphertext units. 

J8. Ana.l:;f!!iS of more co!!J!licated example.!·--!· In sorr~ cases, the 
rather simple methods of' analysis applied in the preceding paragraph will 
not bear frujt, either because of the complexity inherent J.n the num"ber of' 
plaintext elements ln the cipher matrix, or because of certain unpredic
table abberrations caused by the particular designations of the rou and 
column coordinates. For instance, if a specific matrix contained only 
the highest-frequency letters in the top row, and if' the matrix contained 
a fairly large number of plaintext elements (and therefore errbodJ.ed 3 or 
~~ or more, row coordinates}, and if the elements in the dinome rows were 
balanced from the frequency standpoint, so that the rOtTs would be used 
with approximately equal frequency, and if fUrthermore certain of the 
columns were composed of heavier elements than others (thus producing 
peaks that :m:ight :Jncorrectly be identified as rov coordinates)--e.ll these 
conditions would yield a cr~ptosystem that might pose considerable dif
ficult1.es in the way of straightforward analysis. A case will now be 
studied that will illustrate typJ.cal techniques that would be necessary 
in 100re difficult circumstances. 

b. The i"ollotfing cryptogram has been intercepted on an enemy net 
knowto be passing monome-d.inome traffic: 

6 2 7 1 9 4 4 0 8 1 2 1 2 0 4 7 l 2 7 0 550}-1-2 12627 

0 9 6 3 7 0 6 2 l 2 2 4 7 1 2 9 l 7 2 4 2 1 0 5 8 1 2 7 2 7 

0 7 0 5 5 5 8 7 1 9 5 5 7 2 1 0 4 1 0 9 52 8 4 7 7 l 2 9 7 

2 3 5 7 1 8 2 1 2 3 9 4 5 7 8 7 7 57 1 8 0 58 1 9 7 6 54 

7 4 57 2 0 5 1 9 1 7 7 1 9 4 5 2 9 5 8 7 0 0 1 2 1 2 2 5 1 

6 9 0 5 1 1 57 2 4 7 1 3 8 9 4 7 3 1 6 7 9 0 3 5 4 7 3 5 9 

5 4 7 4 2 7 8 2 7 1 7 2 3 2 7 0 5 5 0 4 5 8 2 5 5 5 5 9 1 8 

CON"FIDEiv't'I/s L 1)'-38 



---------------------------------------------------------------------
REF ID:A56892 

COttFIDEHff'JAL 

The unilitera.l fl•equenc.y distribution for the cryptogram is shown below: 

- f[ 
~~ ~ ~ 
~g ~ ~ 
fti{ s~ it -
g~ ~~ g>=~~ 
~~:=tit ::iSE'E ~ 
~%~~~it~~~~ 
123~ 56789¢ 

e., From the appearance of the unilitera.l frequency distribution, it 
is to-be expected that from among the fo'I.U' peaks (l, 2, 5, and 7) some row 
coordinates must be ~epresented, and since there is not much variance in 
frequency among these peaks, ;E_erha_Es all four represent row coordinates. 
In an e.ttempt to obtain a.s much information as possible :from a study of 
the frequency characteristics of the cipher text, a bilitera.l distribution 
is made and is show below. 

1 
2 7 
3 l 
4 l 

g ~ 
7 10 
8 3 
9 3 
0 1 

233219132 
1--3-111-
3 • l 9 - 6 5 2 1 
2-39-6522 
3 1 " 1 - 1 - l -
722113217 
3 - 1 " - 3 - l 1 
- - 4 4 1 2 - - 2 
- 1 4 7 1 1 1 2 l 

Examination of thjs latter distribution adds support to the impressions 
gained from the uniliteral frequency distribution, namely, that the row 
coordinates for the cipher matrix are very likely to be found among the 
digits 1, 2, 5, aud 7. Furthermore the digit 7, because of its higb fre
quency and because of satisfactory combinative qualities in the biliteral 
distr1butiou, is selected ~ a defin1te row coordinatea-tbis will reduce 
the number of triala tha'l. must subsequently be considered., .. 

d. If all of' the row coordinates of the cipher matrix are found among 
the vil:-ious Comb~nat.!-ODS of_ 7 ~ri.th 1, 2, and 5, then it is clear that: 

(1) i:f' there a.re but two coordinates of' the matrix, these must be 
either 7 and 1, 7 and 2, or 7 and 5, (three cases); 

(2) if there are three coordinates of the matrix, these must be 
either 7-l-2, 7-1-5, or 7-2-5 (three cases)i or 

(3) if the matrix has four numbered coordinates, this must entail 
the combination of 7-1-2-5 (only one case). 

CffiiFIDBNTli\1.. 
239 



REF ID:A56892 

OONF'IDEN'fiAL 

e. On the basis ot each of the foregoing seven hJPOtheses, the cipher 
teXt Is divided a114 the re8Ult1Dg frequency d1str1but1otla are shoWn below: 

l 

7----------------~--~ Oue I 

5 

7~~--~----~------~ 

l 
5 

Cue III 

7~-'------~~~~~~ 

l -
2 
5 

7~----------------~--
Case Vl:t 

2 

7~----~--~----&-____ _.. 

-
1 
2 

Case II 

7~-'------------~--~ 

2 
5 

Case IV 

7--~--------~----~ 
Oaue VI 

t. In order to be able to evaluate the :relative merits of the seven 
hypotheses and choose tho cue 'tfbiah ia most likely to be correct, it ia 
poes1ble to resort to a Xlli'Jtb.o4 wherein E.~lt f!!g"U;encies of the high-fre
quency elements from each of the decompo81 OM are studied. In the fol
lowing table drawn up for this purpose 1 the column of figures under "x" 
denotes the cumulative twelve bighest-t'requency ciphertext units; under 
"N" 1 we have the actual frequencies of the first 1 the first two 1 the f'irst 
three ••• , the first 12 higb.est-freq\i.ency ciphertext units tor eaeh h~o .. 
thesis (compare with the distr:tbutit>ns in subpar. e); in the adjoining 
column to the right of each "N" colUMn1 the various cumulative frequency 
values are expressed as percentages of the total number of ciphertext 
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I II 
~=:-

-~ ...: N N Il[ rr 
--~ 15_~ ... ]7)f 

!--
30 18.6 1 31 19.6 

2 48 30.4 48 29.8 
3 64 45.0 64 39.8 
~~ 77 48.7 79 49.1 
5 87 55.1 91 56.5 
6 96 60.8 102 63.4 
7 105 66.5 110 68.3 
8 113 71.5 116 72.0 
9 120 75-9 122 75.8 

10 127 80.4 128 79-5 
11 133 81~.2 133 82.6 
12 137 86.7 138 85.7 

REF ID:A56892 

III 

N u 
157 

25 15.9 
46 29-3 
60 38.2 
73 46.5 
85 54.1 
92 58.6 
99 63.1 

105 66.9 
111 70o7 
117 74.5 
122 77-7 
127 80.9 

~ 

-- = 
u l ~ .... Ili? 
2 9 1 
4 29 
7 38 
7 45 

9.7 
4 
5 
6 

8 

10 

77 52 
4 57 

90 61 
96 65 

1 68 
10 

.9 

.8 

.6 
&4 
.1 
.2 
.3 
·1 
.4 

10 ~.1 
5 71 
9 71 

3 76 11 .9 -.. • 

--
v 

~~r--

~r N 
rm 

16 11.6 
29 21.0 
42 30.4 
51 37.0 
60 43.5 
67 48.6 
74 53.6 
P..o 58.0 
86 62.3 
91 65.9 
96 69.6 

101 73.2 

VI VII p 

N N N N 
i39 129 

17 12.2 12 9.3 13.0 
31 22.3 24 18.6 22.2 
11-3 30.9 34 26.6 30.2 
54 38.8 41 31.8 37.8 
62 44.6 47 36.4 45.3 
70 50.4 52 40.3 52.7 
76 54.7 57 44.2 60.1 
81 58.3 62 48.1 66.2 
86 61.9 67 51.9 70.4 
91 65.5 71 55.0 74.0 
96 69.1 75 58.1 77.4 

101 72.7 79 61.2 80.5 
~~-~do 

units which remain after the particular trlal decomposition. The column 
labelled "P" gives the cumulative theoretical frequencies of the first 
12 letters in English plain text. 

~· It is noted that in Case I, the most frequent ciphertext unit 
has a percent~le frequency of' 19.6%, the hiGhest two units, a percentile 
frequency of 30.4~; the highest three, a percentile frequency of 45 .. CY~>. 
When these percentages are compared with the percentile frequency of the 
highest-frequency letter in English plain text (13.~), of the highest 
two letters (22.~), and of the highest three le~ters (30.2$), it is clear 
that Case I does not conform to the characterist~cs expected of a simple 
monoalphabetic substitution, therefore Case I is not the correct division 
of the cipher text. Sim11arly, Ca.c:~es II, III, and rv can also be reJec
ted because the cumulative values are much higher than the corresponding 
expectations for pla~n text. Case VII, on the other hand, demonstrates 
values much lower than the cor1·espond~ug expeci..at~ons for pla1n text; 
therefore th~s case too is rejected. This leaves only Cases V and VI, 
both of which show a close correspondence w~th plaintext expectations. 

h. If there were nothing else in the manifestations of the decom
posed-cipher text in Case V and Case VI, these t-wo cases woul.d have to 
be tried in turn, making some tentative pla1ntext assumptions} of course, 
only the correct case would consistently yield pla~n text.. However, there 
is an additional bit of reasoning 1rhich may be applied here a.s a means of 
deciding which of these two remaining cases is more likely to be correct 
and ought to be worked on flrst--namely, it may be reasoned that cipher 
text which has been decomposed according to an incorrect hypothes~s will 
be likely to contain a larger rat.to of monomes to d1nomes than would the 
same text if it had been decomposed according to the correct hypothesis.9 

9 This intuitive reasoning has been borne out by empirical observation. 
30 ~~nome-dinome ciphers of an average length of 100 digits were decomposed 
in all possible ways based on the hypotheses of two, three, and four rov 
coordinates. In the case of of these ciphers, the correct decompo~ition 
yielded a ~onome-to-dinome ratio which was lower than the monome-to-dinome 
r~tio yleldcd by any of the incorrect decompositions. 
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Case V has a monome-dinome ratio of .916 whereas Case VI has a correspon
diDg ratio of 1.043; thus Case V is indicated as the case which is more 
likely to be correct. 

i. The cipher text is now divided e.ccording to the hypothesis of 
row coordinates of l, 5' and 7' and the plain text is quickly recovered, 
facilitated by the pattern of the first word, RECONNAISSANCE. The cipher 
matrix is reconstructed as follows: 

The reason for the high frequency of the cipher digit 2 is now seenz the 
combined frequencies of Ep, SP' and Up contribute to an inordinate peak 
for that column coordinate. 

1• In retrospect, several important points may be noted in the so
lution of' this particular cryptogram. First of all, the four consecutive 
5's in the last two groups of the cryptogram make it a very strong proba
bility that 5 is a row coordinate, otherwise the four 5's would mean a 
threefold {or even fourfold) repetitton of' a monome letter, a compara
tively rare contingency. Secondly, the digit 1 could have been selected 
as a row coordinate with considerable certainty, based on the fact that, 
since the dincme 12 ~s the highest-frequency element in the biliteral 
distribution, it may be assu.med that at least a nuniber of' 12's were causal 
and therefore 1 must be a row coordinate. In other words, the correct 
set of coordinates might have been established at the very beginning of 
the analysis, but for pedagogical reasons it was felt necessary to pro
ceed along the general lines of the solution as given. It is to be noted 
that, since at the start of solution we did not know exactly how msny 
numbered row coordinates there were in this particular case, we could not 
apply the ratio or monomes to dinomes at once as the deciding criterion. 

k. If mixed-length systems were encountered in actual practice, 
a:rter-the type of matrix beC"a.me known through solution of' several days' 
traf'f'ie, solution of subsequent days' messages would be facilitated be
cause by this time the analyst would be familiar with the general type 
of matrix used. This knowledge would be of great assistance in making 
assumptions as to the nature or subsequent lii!I.trices. In some eases, the 
internal arrangement of the matrix might remain fixed, with only the co
ordinates being changed periodically, in other cases, the internal ar
rangereent and the coordinates of' the matrix might change, with only the 
size of' the matrix remaining fixed. If it were known, for instance, that 
~enemy were using a monome-dinoree system with only two numbered row co
ordinates, then there would only be 10 x 9 or 45 exhauStive trials (if 

1 X 2 
these had to be made) wh1.ch would be necessary to guarantee reaching the 
correct decomposition of the cipher text; if there were three numbered 
coordinates, then there would be a ma.."timum of 10 x 9 x 8 or 120 trials 

1 X 2 X 3 
necessary to insure reaching the proper scheme for the decomposition of 
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the cipher text.lO Such trials, although laborious (and ordinarily un
necessary) when made by manual methods, would be by no means prohibitive 
if there were available machine processes for assistance. Exhaustive 
trials would rarely be necessary, except in very difficult cases; in the 
ma.jori ty of instances, straightforward methods of cryptanalysis would 
reduce the large number of theoretical trials to but a few, from which 
the correct selection could be made. 

1. If the exact composition of the internal arraPgen::ent of the 
matrix ~rere lmown, this lmo-llledge would be useful in dcteroining how the 
letters of assumed cribs would be enciphered as ~onorroo or dino~s. In 
any case, if a word of pronounced id~omo1~hic pattern is assumed, no mat
ter how the letters of the word are encrypted as Eonomos or dioOII:es, the 
idion:orphism must be patent in the cipher text; for exe:c-@lc, the word 
ARriLLERY in a reonome-dinome system must have a consccutl.vely repeated 
monome or dinome representing Lp, closely flanked on both sides by some 
particula:r n:'Onome or dinorre representing Rp. If 1mc.:nciroored nunibers 
were to o.pp~or in the encrypted text, bracketed by an indicator to signal 
that nmubcrs begin and end, the recognition of these plaintext numbers 
would cna.ble the analyst to identify the indico.tor, and thuG, lead to 
the establisbE~nt of one row coord~ate. 

m. It must be pointed out that nuxed-lcn~th oystcn:s, even rrore so 
than other types of systems treated in this text, of~on pr€sent unusual 
problelTIB for the cryptanalyst. Each ce se is o. chotinctly spzcial case, ll 
but continued practice in the solution of these types o~ systc~s should, 
as in other situa.t~ons, cultivate skill and develop ab1litiea in this 
field. 

n. The student ll'ay ba.ve noted that no rr.cntion has b3en r.J.de con
cerning the possible use of the t test as a r.~aPs for dGternining 11hether 
or not a particular tr~nl decomposition reprcacnts t1e rror3r reduction 
of' a cryptogr£.m to Ti'onoalpho.bct~c tern-a • The 1> test ~s 1J'3en ignored 
throughout this Section because, "!Then dcali!lg 'iTith c:Jrb~r alrh'l.'t' ..... ts 't-Thich 
include ple.int~xt elc:rr~nts other than single lctt~ls (e.g., such clcn:ents 
as syllebles, n\~bers, indicators, ecc.), the valve of qp can only be 
lcosely (\prro:rir'..nted, furth-:!n :ore, col"tpuco.tion of tht:! vult·~ of' ~r in a 
mixed-lc!l~th cipher is also a rather tenuous m~tter. For this reason, 
it has been considered best to describe only ~t.hod.o of solution ·uhich 
do not dep~nd ot all 'on the use of the 1/l test, nnrl thus keep from estab
lishing in the m2nd of the student any doubt as to th~ usefulness of this 
test when applied in other instances, such as those described in earlier 
sections of this text. 

lO The nmr.her of combinations of !. things taken .£ at a time is given 
by the formula rPr • U! ; thus for the assumption of 3 numbered 

r!(N-rH 
rows in a monornc-dinome matrix, 1oc3 = 10·9 8 7 6 5·4 3•2•1 • 10•9•8 = 120. 

3·2·1 (7 6·5 4·3·2•1) - 3·2·1 
The notation N1 is read as "factol' ial N •11 

11 And, as one cryptowag has pointed out, some cases are more special 
than others. 
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79. Further remarks on ci-yptosystems employing irregular-le~h 
ciphertext units.--a. The subject of the diagnosis or identification of 
mixed-length cipher-systems has not been discussed. This problem can 
sometimes be extremely difficult In complex cases; however, the general 
statement can be made that one takes advantage of any phenomena of repe
titions that are present in a cryptogram to arrive at the conclusion that 
a mixed-length system has been encountered. If the repetitions present 
are separated by numbers of letters without a constant factor, or if' the 
interval between repetitions is a prime number, and if the possibility 
of a null or nulls (of a different size than the real cryptographic units) 
has been considered and ruled out, then in all probability the cryptogram 
involves some sort of mixed-length cipher units. As to exactly which 
kind of' mixed-length system is involved, this question can be ans,.rered 
only by detailed analysis, sometimes to the point of actual plalntext 
recoveries in order to be certain about one •s conclusions .12 

b. It is not imperative that a mixed-length cipher system be pro .. 
ducea-through the medium of a matrix with row and column coordinates. 
For example, in one cryptogram that was submitted for solution, the cipher 
text began as follows: 

QKT2Q 3KB3K QKTQK T3QKT 2KB3Q KTQR2 

K K T 2 K K T 2 K B 3 Q K T Q B Q R K 3 K Q 2 Q K T 2 Q R 2. ••. 

The entire cryptogram, containing 490 characters, consisted only of the 
seven sym'bols B, K, Q, R, T, 2, and 3. When this cryptogram was solved, 
the following alphabet was recovered: 

A • K3 G = KR2 N = Q2 U=Q 
B II KR3 H = Q3 0 = QR2 v = QB2 
c = QB3 IJ = QKT3 p = QR W=K 
D = KB2 KQ = K2 R = QIG! X= KB 
E = KB3 L = KKT3 s = QB y = :KKT 
F = KKT2 M = QR3 T = QKT2 Z = KR 

To the reader who is a devotee of the royal game, it will be apparent 
that the foregoing alphabet is based upon chess notation.l3 If however 
the digits 1-7 had been used in lieu of the symbols above, the cryptogram 
could still have been correctly divided into its component ciphertext 
groupings of 1, 2, 3, and 4 d1g~ts, based upon an interpretation of the 
characteristics present in the c1pher text, and of the phenomena in a 
triliteral distribution showing one prefix and one suf'fix.l4 

12 Cf. the diSCUSSiOn Of dil?t?;l'OSiS in subpar. 69fe 
13 The chess-playing reader IUJgnt be ~nterested ~n recovering the key 

,.vord for th~s alph!lbet • 
14 The interested sturlen.t coulll. nnke up a cryptogram using seven 

characters in this f<'d'l.lon, so n., co..U.d see for hirnself the methods of 
attack on such a system. 
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c. The concept of irregul.ar-length cryptographic units can be 
applied to many varieties of systems, both code and cipher. For eXBll'q)le, 
in Fig. 89, below, there is illustrated a four-square matrix in 'Which 
plaintext -digraphs are represented by ciphertext dinomes, trinomes, or 
tetre.nomes. The positioning of lihe monomes in the ciphertext portions of 
the matrix was governed by the frequencies of individual components of 

A B 0 D E 10 12 5 3 13 
F G H I K 14 15 16 8 17 
L M N 0 p 18 19 4o 6 ¢ 
Q R s T u 42 43 9 2 7 
v w X y z 45 46 47 48 49 

10 6 5 7 12 A B C D E 
13 14 15 16 17 F G H I K 
18 19 40 2 ¢ L M N 0 P 
42 43 8 3 9 Q R S T U 
45 46 47 48 49 V W X Y Z 

Figure 89 

four-square cipher digraphs,l5 thus permltting optimum compression of 
the cipher text, i.e., allowing the mos1. liberal use of ciphertext dinomes 
and trinomes rather than the maximum cipher length of tetrano:mes; for 
example, the word REGJ:ME:NIIAL would be enccypted RE GI ME Nf AL. 

76 814 o6 68 1018 

d. The matrix for another mixed-l.ength cipher system, enq>loy:J.ng 
dinomes and trinomes for the encryption of plaintext digraphs, is shown 

15 • 
See Appendix 2, Table 13, "Four-square individual f'requencies." 
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in Figs. 90a and b. Using this matrJ..x1 tbe word. DIVISION is encr,ypted 
as 07 883 3'2 746.- It is noted that consonant-vowel digraphs invo~ving 

B 
~fo--Jif.-11:r-~~~,....&b 

c ~b..-~lr-o;!trri~"""'*.-J>b?ts~4-JJ"""2.).;4-n ""'tQ~4:"""'~""'k-"-t:-:-'"-rl~.~4~~~ 

i: kiiMnHH~.....-4..~hr--'-1--~4.,.:4,-.!.J..-=::.j,.-:t_ -'-1;;:-"Jrlnrhn•o"'t.:-=!f-,c-4.,·.'9.j.,.....!h-~.!J 
F !_.!,!!._• i_ "'~-;;-'"+.=- :.l r-"~·~f.,-
G 

H~~~-
I 

J 
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eight high-frequency consonants wlth five v~rels are represented by di
nomes, and all other plaintext digraphs are represented by trinames. In 
those rare cases where, as in the example 11U' ZZ LE, an "impossible" di
graph appears in the plain text, the insertJ.on of the letter Kp in the 
plain text at that pol.nt J.n questJ.on, sl.milar to the normal PlaYfair doub
let convention, enaoles the encryptl.on of the lTord, as W ZK ZL E. A 
better va.rJ.atJ..on of the foregoing system DU.ght J.ncorporate a dinome matrix 
for the 40 highest-frequency digraphs (comprising 42% of English plain 
text) such as that illustrated in Fig. 91, and a trinome matrix modified 

Figure 91. 
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in suitable fashion fo:r the remaining digraphs.. SUt'h a. scheme would 
yield a. greater condensing property for the cipher text, but would not 
be as easy to use e.s the system described above since the easy mnemonic 
feature of the matrix in Fig. 902, "t"'u.ld be lost. 

e. Another ideo. for a. cryptosystcm having irregular-length cipher
text groupings employs the diagram. in Figs • 92s and b.. This scheme in
corporates Playf'air digraphic encipherment (with billteral cipher equiva-

• lents) and monographic enciphermcnt (1vith unjlttera.l cipher equivalents). 
In order to disturb the regularity of usua.J dl.gra.phic encipherment (pro
duced by the Playf'air-type matrix :In Fig .. 9~), certain selected medium-

ACDEF 
RIKLN 
OPQRS 
TUXYZ 

BGMVH 
vi v ~1 G :a 

Figure 92E_ 

frequency consonants are enciphered monographically and uniliterallyby 
the reciprocal alphabet shO'~m in Fig. 921>. Using Fig .. 92, a~?. a.n example, 
the phrase BRIGADE OF ENEMY INFANTRY MOV7r,G ••• 1-rouJd be broken up and 
enciphered as follo"trs: 

B RI G AD EO FE 1-lE M YI NF AN TR YX M OX V IN G 
vl PL V CE .AR P:F LF M UL SN FH YO ZY M QT G KH V 

The cipher text, regrouped. into fives, 11PLVC EARAF LFMUL SNFHY OZYMQ TGKIIV, 
reveals no indication of the uniliteral-biliteral encipherment involved. 
Since the letters EGMVW represent 8.~ of normal plain text, there is ap
proximately 8% interruption or the regular~ty of normal digraphic text. 
Furthermore, since it is expected. that about half the tirr~ these letters 
will occur as singles in the plain text, and about half i.he tJ.roe as in
terrupter letter (such as Xp in the example above) will have to be used, 
this scheme is accomplished by adding only about 4% to the leneth of the 
original pla~n text. Other variat~ons of the basic idea are found J.n 
Figs. 93 and 94; in Fig. 93, the Playfa.J.r matr~x ~s a 6 x 4 rectangle 
omitting S and. Y, a.nd. these two letters form a rec~procal monographic 

ABCDEF ABC DE 
GHIJKL SY FGHIK !!> 
MNOPQR YS LMNOP Jc 
TUVl{XZ QRSTU 

VWXYZ 

Figure 93 FJ.gure 94 

encipherment convention; in Fig. 94, the Playfair m.a.triX is. the normal 
5 x 5, but with the convention that, unless E:p J.s the second. member of' a 
digraph in i.he process of encryption, Ep is represented monographJ.cally 
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by J c • In the foregoing two figures, the SY of Fig. 93 could be replaced 
of' course by any other two letters whose combined frequency is in the 
neighborhood of 6-lO'fo, and the monographic Ep of' Fig. 94 could be replaced 
by any other high:- or medium-f'requency letter. Instead of' Playf'air 
matrices, the digraphic portions of the enciphering schemes of this sub
paragraph could be accomplished by the use of any other small-matrix 
digraphic methods. 

f. The Morse code, consisting as it does of irregular-length units 
composed of dots and dashes, lends itself to interesting cryptographic 
treatm~nts. For example, the dots and dashes (and, of necessity, the 
sEaces between Morse characters) might be encrypted by n:.eans of the table 
illustrated in Fig. 95, vherein each of the three elen:snts has approxi
mately the same ntniber of variants. A better idea, hatvever, is to employ 
variants in the proportions of dots (42.4%), dashes (29.li), and spaces 

dot: 
dash: 

space: 

ABCDEFGHI 
JKLMNOPQR 
STUVWXYZ 

Figure 95 

dot: 
dash: 

space. 

HYDRAULICBE 
FGJKMNOP 
QSTVWXZ 

Figure 96 

(28.4~) of' the letters comprising normal Engl~sh plain text; such a scheme 
for variants is shovn in Fig. 96. Thus, using the example of Fig. 96, 
the word ENEliY (which in Morse code is • -· -- -·--) might be en-
crypted as RS MDW CQ lJFV PIXGZ, which would then be regrouped in fives 
for transmission. Other ideas for the encryption in digit form of Morse 
code systems might inco:J;Porate alphabets such as those illustrated in 
Figs • 91 and 98 below: 16 

dot: 
dash: 

space: 

1 2 3 4 
5 6 7 
890 

Figure 97 

dot: 
dash: 

space: 

1 3 57 9 
2 4 6 8 
0 

Figure 98 

g. Space does not permit detailed examples of analysis of some of' 
the foregoing systems. Admittedly, some of them would pose considerable 
difficulty in the way of solution, hovTever, if these systems were used 
in actual practice, then operational cryptanalytic methods and entries 
would make possible successful solution. 

16 Further ideas of cryptosystems based on the Morse code will be 
treated in Military Cryptanalysis, Part IV. 
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Six:TIOll XI 

UISCI!LI.J\I{COUS MO~'OAL PHABETIC SXSTENS, COl'CLUDllJG REt•fARKS 
- - .. - - f .. 

• ..: "" ~ ' • Po.rf\gro.ph 
Cl.·ypto~:rv··i""}:mo cDtploying o;yl:J.J>bcu. y r.:qua.rco and code cb'U"ta • • • • • • • • • 80 
Cr~p~oo~tcnw cmployin~ ch~ncte~a other tban l~t~crs or figurca •••• 81 
sr~cl.C\1 :rcnnrks conccrnt:ng t.hc :Jniti.al clc.osU."ication of crypt-ogramo.. 82 
Di~gtl:i f'f"d scc:r<:-t colT«<IUnico.t tons • • • • • • • • • • • • • 83 
ConcludinS rc~arks. • -·················· ········~··· .A .• ..••.•. 84 

f?.:_C~"}rl.o3ystema ClsllJlovin~ 'li£lla.bo.ry agu.o.rcs o.nd coc'lc charta.-... 
~. Tnc various crY,Ptos~Ttc:ms treo.ted l.n the pleccdl.ne; occtions of' 

thi.s t~At have ~n ~ho w~in ~o.ll~n in~o either the mu1~11iteral cetcgory 
o:r tl,e polygraphic ce.tce;ory Thio o.nd t.h~ n~xt i"c.v subparagraphs will 
u cat or systcli\8 wbi("h reprcs<"nt a Ill"'re;er of these two cnt:egorie<J-
n-.llielv1 bil~tcrol .&yetcm.:; vhich have as plaintext elo~nt.s not only 
stnslc l~~ter~ ~nd dlet~s 1 but also ccrte1n polycraph~ sclec~od for the 
condoansation in c~phc1 text. that 't.heir usage mo.y permit In o.dd:Jtion, 
-~.-roo."tn :!nt 11111 be m:idc of bilit<:!'t"al systems whic.n invol.ve 1 as pla.intc:~~..t 
o.lDl.r.r'l, a selection o'f 1."1 Cquont words (that ls, which occur i'rcquently 
~n the typ~ o~ t~affic for ~ni~h the particular cryptosystem io intended) 
an1. pcrho.ps som~ col!uoon phro.sca 1 such o.s "rc~crcncc your nraso.ge number", 
"req'\.o.'2S t ackn()'t(lcden,cnt", "nothi~ to report" 1 etc. Systems whieh embrace 
<hgu:.pha, tr:~..eraphs and othar polycrropho o.s plaintext elcmnts in addition 
to sJ.nglc lc"Ctel~s and. die;i ts are co.lled syllo.borr systctlS because t.he ad
d1t1onal inelus~on of thc~e poJysro.phG permita the encryption or plain 
tcYt in a ~yllo.bl.c or gun~i-syllnbic fashion, most systems of this type 
l.nvolvc bipartite matrices in the cryptographic scheme, and the~e matrices 
arc called syllabary squo.re'3. When the m"trix in this genc:i."o.l typo of 
aystcn ~:~lso inco1-po1 ates words among the pla~ntext eleiPents, the matrix is 
ter.ned '8'"C'Oda chart • ... - r - -

....... \ .... 

b. The ca.togory or tJystems embodying oylla.bo.ry squares and code 
chnrts as ~ho cryptographic vehicle actually constitutes a transition 
between c:fvher and code system.~,l since a syllabary sgu~ or a code 
Cnar\. mn:y be regarded equally properly as either o. special type of ci
pher or a prilJ'itive code. However, because syJ.lo.ba.ry syst.ems folJ Olr 
very clo&cly on the !dens of' biparti~e mRtrices, these systems are in
cluded in ~h1s particular text inotead or being reoerved for treatment 
in a sub:Jequont text .. 

1 See definitions o~ the terms cipher and~ in the glossary. 
p 
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c A sample syllabary squa:re is illustrated ~n Fig 99, below: 

1 
2 
3 
4 
5 
6 
7 
8 
9 
¢ 

1 
A 

ATI 
D 
ER 
8 

IVE 
liD 
R 
ST 
TI 

2 
1 
B 
lj. 

ERE 
HAS 

J 
NE 
RA 

STO 
TO 

3 h. 
AL AN 
2 BE 
DA DE 

ERS ES 
IIE I 
¢ K 
NT 0 
RE RED 
T TE 
u v 

5 6 7 8 9 ¢ 
AND AH ABE AS Nr ATE 
c 3 CA CE co COM: 
E 5 EA ED EN E~'T 

EST F 6 G 7 H 
9 IN ING ION IS IT 
L LA LE M ME N 
OF ON OR ou p Q 

RES RI RO s SE SH 
TED TER TIT THE THI 'l'HR 

VE \{ WE X y z 

Figure 99. 

It will be noted that the square contains the 26 letters, the 10 digits, 
and 6!1- digraphs and trigrnphs chosen both on the basis of frequency con
siderations and the combinative potent~alitica of the particular poly
graphs; the internn.l arrangement of the square ~s such as to pcndt the 
easy finding of the plaintext elements to be enciphered. Other mq,trices, 
of larger dimensions, may contain not only a larger number of different 
plalntext; elements within the matrix, but may also duplicate some of the 
more frequent plaintext elements and thus ~ncorporate plaintext variants 
within the matrix. Furthermore, when letters are used ~s coordinates, 
variant cipher equivalents may be incorporated into the scheme 

d. Typical of' the mo.ny ~a cas that have been employed in the past e 
for code charts is the_ cb.?rt_yhich is sho'm in Fig. 100, below, and which 

M,H 
T,Q 

K1 Z 
O,L 

R,X 
s,P 
W,;N 
A,B 

c,E 
l,G 

D,J 
F 1V 

u,Y 

C,D E~H -F,I J,K T;L M,O U,V Y1G Z,N P,Q X,R W,S B,A 
~:, n I r -!dd 1 ~5d d 45 ~ AD Sir~'~ AL A~ f! AN AND AR ARE 

I ltv 1 r 0 
I 'I': Aflt lvnl~) Arr Arb nt AnpY:

1 
: s AmJ1 ton A t c ft A I t1nk Aru (cO 
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Figure 100 
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hns ~eon used ns a standard tact1cal cryptooyatem for ground forces by 
AGCRESSOR, the maneuver enero.Y :J n U.s • joint- rnaneuve1 a and trniu:l ug ex .. 
ercises. This chart provides 2-lettei• equivalents for letters, numbers, 
syllables, and a selec~ion of words ~hich occur frequently in low-echelon2 
messages. A partJ.cula.r plaintext value may be des1gnB:ted by a combination 
of one of the two row coordinates &nd one of the two column coordinat~s 
of the cell containing the plai1;1text Vhlue; thus each pla.lntext element 
has four variant equivalents-and, for example, the word ARTiLLERY con
tained in the chart may ~e encryPted in toto as ~, TI, QF, or QI 
Tllien a complete word contained in th~ 'chart-is to be encrypted in a mes
sage, no designator is necessary to ind1 ca.te this lmrerce.se meo.ning How
ever, when UJ?;per-case meanings ( 1 .e:, letters, num'bei:-s;-o:n;r E"yllables) 
axe to be encrypted, it is necessary first to encrypt the desJ.guntor 
"Spell/fig Begins", followed by the cipher equivalents of the rarticular 
upper-case meanings; when the spell i.ng is CO'llpleted, the designator "Spell/ 
fig Ends" is encryptecJ, to show the returu to lowe:r-case meanings • The 
coorJinates of the chart, as used by AGGRESSOR, were random qequences and 
were changed daily, tu::l inside of the chart remnined unchanged 

e For the most part, the steps used in the re'!overy of plain tex-t. 
from messages involving syllabary squares dlffer from those used in the 
solution of previously-discussed multiliteral and pr;~lygraphic systems only 
in that a. larger number vf plaintext elements may have to be considered. 
The cryp~ano.lyst nrust accordingly modify his interpretat~on or the fre
quency characterJ.stics and idiomorphic patterns occurrlug in such messo.ges. 
By a careft1l study of the behav1or of frequently recurri11g cipher unitR, 
the analyct is led to conclude ti1at certain units, because of the general 
charactcrist1cs they exhibit, must be representative of numoers, o~hers of 
punctuation, others of single letters, and so on. This classification is 
based upon a lcnowledge of the generul behavior of the various classes of 
plaintext elements For example, c~pher units representing digits may be 
expected to appear in clusters (as in dates and time, ani the designations 
of topographical features, such as hills, road junctions, etc • ) ; whereas 
those which represent punctuation may be eXpected to appear at va~ying 
intervals throughout the message text (the particular intervals being de
pendent upon the particular punctuation ma~k) When this clasajfication 
has proceeded upon a solid foundation far enough, each set of cipher units 
is underlined throughout the text in some disi..inctJ.vc Manner bj• means of 
colored pencils. Subsequent to this, the individual rJembe.ra of' each class 
of cipher units are subjected -to clo!:ier scrutiny, and based upon a know
ledge of the specific behavior o~ the various elements in each class, 
specifir uni";s are identified as having specific plaintext mean:fngs. For 
example, among those cip:!J.er units which the analyst ha9 decided constitute 
tue class which represents plaintext digits, the particular cipher unit 

2 The term low-echelon as applied to a cryptographic system mea:ilS that 
the system is designed for use at the loweT orgeuizational levels such ~s 
(in the army) at the regimental level and below. The term low-grade as 
applied to cryp-tosystems means that the inherent security afforded by the 
system is low. Cf. the terms medium-echelo~ and -grade, and high-echelon 
and. -grade • 

' 
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representing pla.intext "¢" m'ly be expected to be readily recognlzo.hle on A 
the baois tho.t (l) it is ono of the tluce units which appear o.s the first • 
unit in thooc clusters "Whlch arc suspected of :rep1.eaentlng i'our-di~:ft 
time dcsiGxntlons onrl (2) it is onC:> of the two cipher unitf3 ·u·hlch, 'With 
any uotcwor"tby :Crcgucncy, occur doubled at the end of the ao.m12 four-unit 
c luatcrs • L ~ 

= . 
f When working on messages involving cod~ chm t.s, tho cryptanalyst 

uouo.lly st(U"tS by attmll]?ting to isolate sequences of ciJ)har uuita which 
rorrcoent plo.J .. ntext letter a_, sylle bles, numbers o.nd punctuation Subse
quent to this he procccful to classify o.nd identify these po.rticulo.r cipher 
uni to in the mo..m1cr described iu the forego lug subparo.e;raph; the recovery 
or word m-Ja.nin6s is usuo.lly accomplished much later. The isoJ a tine; of the 
ciphal text unjts wh1 ch represent syllabo.ry portions my be readily accom
plished in those cases ·vrhercin the underlying codC:' chert ho.s only one 
"Spell/fig. Bagino" group and one "Spell/fie; Ends 11 group, oincc the 
recognition or thcoc desie;no.tor'3 o.ut:>mntica.lly permits one to dlvide the 
ciphcl text into ~ord values and non-~ord values, the recognition of these 
desicna.tors is lll!lde on the basis of their high frequency and th<:>ir alter
nating placements throuGhout the cipher text 

e;. Ao plaintext Il'.ean:Jn.ga are recovered in a syllabary square system 
or code ch~t system, these mco.n1ngs should be entered into u skeleton 
matrix in o. rranner similar to that uacd ln the solution of the bipal~~lte 
oystem3 previously described (Sections VII and VIII). This ia done in 
order to uncov~r and exploit no early as possible a.ny cvidonccs of o~3te-
rno.tic construction arising from the arla.ngcm~nt which was used in tho under- e 
lying mtrix. It m..'3.y be a.asum.ed that each sylla.bru.y squt1ra and code chart 
will nor1oo.lly hnvc ha.d its internn.l elements arranged in soma tYl,)e of sys
tematic faohion in order to permit the ready finding of plaintext elements 
during the encryption of a n:~ssage 

h. ~fllen th~re are special circumstances involved, for insto.nce, when 
the contents or the exact internal construction of the ma.tl ix is knatm, or 
when the o.rra:neen(;lnt of the outside coordina.tes is kn01m, o1• 11hcn m.cosn,gca 
w~th isologous ayllo.uary portions (i.e., spelled-out porLions encrypLcd 
"o:ff-the-cut", such o.s IN TER CE P TO R and I 1T ER CE P T OH) arc present 
in the cipher text 1 oolution is ua:tu.cnlly considerably f'e.cilitt- ted. Even 
when only a. single message is available, i:f the m.r.~tr ..L "< is kuomt chere may 
be c;rccio.l n.pp:touches to solution, based on the n'l.turc o:f the plaintext 
elcm~nts co:nJJtitutl.ne; et?.ch row o.nd. ca.ch column of the rmrticulnr ll\'l.trix. 
For instance, if the 't1o1·d.s RK!'ERIU::E and YOUR and i~SSAGE arc kr:.mm to be 
in the anne rmr of o. particular code chart, then ib \TOuld be quite possible 
tho.t the ciphe1 text sequence LA r.JI LT at th~ bee;inn1ng of a ro~ss.-..e;c repre
sents the stereotype REJ'EREI7CE YOUR .1.IESSAGEJ if but n fer other s:unilnrly 
identifiable sequ('nces wc1c also available to the cryptana.lyst, !lc could 
possibly recover ~he ar1ane;ement of the outside cooldina~es after a rolativcJJ 
few steps. 

01 CryntosystclT'S cmployin~ characters otl'">er than lcttel s or fiGtu ea __ _ 
--a. In rr~ctical crJptocrarhY t~dny, the use of ch~Dc~c1s other tha~ 

the letters of bona fide alphabets (including recOGnized Horse and Ea.udot e 
GO:NFID:S~TTL\L 
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e alpho.bets) or the 10 digits is comparatively rare. When so-called symbol 
ciphers, tba.t is, ciphers eJliPloyinjl pacul:lar symbols, signs of pun<''LWltion, 
dlo.crit1.ce.l n\!l.t'lm 1 figures or "dancing mt"n", aud so on ~a encountered in 
practico.l work nowo.d.o.ys 1 they are !!-l.most certf:!oin to be simple monoalphabetic 
ciphers. They ore adequately dc!scribad in rOlJlD.ntic talos,3 in popular books 
on cryptography, and in the ~ro condlion t:ypes of mogR-zina s.rticleo. No 
:ru.rther SI>ace need be given ciphers o:f' thls type 1n this text, not only be
cause of their simplicity but also bcco.u~c they are encountered in military 
cryptogrnphy only in sporadic instances, pripcipnlly in censorship activitie~l 
Even in the lo.tter co.scs, it is usuo.lly found that such ciphers o.re employed 
in "intimste" correspondence for the excba!l6e or sentiments tba.t appear 
less decorous when sat forth in plain la.ngua.e;.e • They are very seldom used 
by authentic enemy e.gcnto Wllen such o. cipher is encountered nowaday& it 
ms:y pra.ctico.lly elwa.ys be re~ardcd aa the work or too varlest tyro, when it 
is not tba.t of o. cro.nlt or a :ntento.lly-clero.nged parson. 

b. Tho usual preliminary procedure in ho.ndllns ouch eo.sos, where the 
symbols may be somewaat confusing to the mind because o~ their unfamilia1 
appearance to the eye, is to snbGtit.utc letta,•o f'or them consiat.ently 
throughout the meaGoec and then treat the reaultin8 text in tbo manner tn 
which o.n ordlnary cryptogra.111 composed oi" lette-rs lo treated. Tbia procedUTe 
o.lso facilitate~ tho conAtruction of the ncccssPry frequency distr1but:10l1B, 
which vould bo tedious to construct by us inc symbols. 

c. A f'ina.l word mus-t; be said_ on the S1,!.bjcc::t of' symbol ciphers by way 
of caution 'fn~n s~~ola are used to repine~ l~ttors, syllables, and entire 
words, then the sy&tC"DJIJ orJproo.ch code mcthoc"s in principl~, and co.n become 
difficult of solui.ion 1 ~ The logico.l extension of the use o:r '3ymbol? in ouch 
a form o:r writing 1.s the cntploYJYI.ont of mbil.;raty cht~ro.cters f'or a specially 
developed "shol"thnnd" system 'Qcaring little 01 no rescmbla.nco to well-knovn 
and therefore nonsocrct, ~yatcnm of ahor~hand, such ao Greg~, Pitnr.u11 etc. 
Unless n conside1ablc ~unt or t~~ 1" a~ilable fo1 analysis, a privately
devised ahol .. tho.nd mo.y be very dif':f'icult to solve. Fortunately, such syo'-ems 
are rarely encountered in military cryptography. T!ley fall under "t.he heading . . ,. - ....... ;1 ...... - ... 

3 The- lDOSt t"amous: Edgar Allan ~Poe'.§. The bGotd ~ug; Sir Arthur Cona.n 
Doyle •s The Adventure o:r 'Lhe Da.nci~ Mop, !rules Verne •a A Journey to the 
Center of the Earth. -

4 The use of oy:fhbols tor o.bbrevJ.ation and speed in "fri ting goca book to 
the do.ys oi" o.ntlqui ty. Cicero • s f'reccl.ma.n and mno.nucns is, Ti.l·o, ls re1)()1 ted 
to have drawn up "a book like a 9,ictionary, in lrbich he pl.flced before each 
word the notation (symbol) which should 1cprcosent it, o.nd so grea.t was the 
number of r1otations and word.o tbat whatever could be written in Latin 
could be oxprcoscd in his notation." The designation "T:l.ronia.n notes" is 
applied to 'Lhis type of' shorthand. 

- .... _. __ 
f 
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or cryptographic curiosities, of intereat to the crypta.lllllyst in his 
leisure momenl..s .5 

82 S~ecial remn1ks concerning the initial clnsaifleation o£ cr~
§!a.IllS .--~ 'J!he otua.ent should by this time have a GOOd conceptlon o.r the 
basic nature of monoalpho.bctic substitution and of the many v& lations 
which my be plo.yed. uron this slmple tune The first step of all, natu
rally, is to be able to classify a cryptogram properly ~nd place it in 
either the tran<.:~position or the substitution class. The t<"sts for this 
claaaifico.tlon have been given and as a rule the student will encounter 
no difficulty in thto respect. 

b • There are, however, certain kinds of cryptogrwns whose cJ a.sa 
cam1ot be determined in the usual mnnner, as outlined in par. 25 of this 
texL • First of all there is the type of code message which employs bona 
fiue dictionary words a.a code groups. Naturally, a frequency distribution 
of such a m"Jsse.~e will p.pproxim..tte that for normo..l plain text. The o.p
pcru:ance of the mcsso.e;e, hoTfevel , r;ives clear indications of what is in
volved The study of such co.ses will be talcen Ul? in ii.s pro}?cr plo.ce. 
At the moment it is only necessary to point out i.hat these arc ~o~ 
ro':!ssagea and not cipher, and it is for this reason that in po.rs-::-21j:' and 
25 the words "ciphar~nd "cipher messages" are used, the word "crypto
e;ram" being used only where technJ.cally correct. 

c • Scconily, there come the unusual and borderline cases, lncluding 
crypto(7o.ms '\>Those n-:~.ture o.nd t;ypc can not be asC'ertained. i'rom frequency 
distributiona. Here, the cryptograms nrc technically not ciphe~s but 
special forw~ of dise;uioed secret Yritin~s which al~e rarely susc~pi.jblo 
of being classed as transposition or substitution. Thc'le lncludc a lo.rge 
share of the cases wherein the cryptographic m::!ssnges are diseuised and 
cn.rriad un<hr o.n external, innocuous tc:A.-t which is innocent and seemingly 
without cryptoe;1o.phic content--for instance, in a m:lssage wnerein spe
cific lettoro o.rc indica.tC"d in a iTD.y not open to suspicion under censor
ship, thcoc letters being intended to constitute the letters of' the 
crypto[7aphic rr~osages artd the other letters conotitutl.ng "dummies." 
Obviously, no amount of frequency tabulations vn.ll ava.J.l a competent, 
eX]_1ert crypto.nalyst in demonstratittG or dJ.sclosinc; the presence of a 
c1yptographl.c message, written and secreted 11ithin the "open" massage, 
~hJ.ch serves but as an envelop and dise;uise ~or its autheni.ic or real 
lmport. Certainly, such frequency ta.bulatiom; can disclose the e dotence 
neither of subotitution ~ t~ansposition J.n these cases, ~incc b~th f9~ 
are absent. ~~e next paragraph contains more about these latter cases. 

5 An exo.mpltl is found in the famous Pepys Diary~ vThich wo.s vrr l tten l.U 

shorthnna, purely for his ovm eyes by Samuel Pepys (1633-1703) "He wrote 
it in Shelton's system of to.chygraphy (1641), which he complico.ted by 
usl.ne foreign languages or byvarl.eties of his own-invention whenever he 
had to record passages least fit to be seen by his servants, or by 'all 
the world • 111 

6 The subparaGraph which the student has just read (82c) contains a 
hidden cryptographic messae;e. 'Hith the hints given in par. 83 let the 
student see if he can uncover it 
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83.. D"tS§!1.1sco scc:re t conwuni«;;o.tions --a A1J was WC"'ntioncd-nbove, 
the:~.·p 1s o. genera.:!: 'cl.o.sa 9!' mctho~ of oecre1. wr111ng in ;.rhtch a '3t"'cret 
messaGe 1G cpbccalcd ~ltnl~ the text or an apparently innocuous plain
text mesoo{~e, also, by extension, o. secret masege mo.y be concco.lod within 
otherwise bonn. f lde media. G,!lCh as maps, dro.vripgs, charts, musJ.c UtaJ!U
script~, bridse hands, chcss_problems, ~hOPFiDg llsts, stock quotations, 
and so on The addressee or such a co:mmunicatJ.on, kncnriDB where to look 
fot' the secret elements 1 does so and from 1 hem is able to read the message 
contained w1thin its covcrine; disguise. lr1h'ln the plo.irrte:Jet clemcntCJ oi' 
the secret message are cop~~alcd by surrounding themv1th the plo.lntoxx 
elem'3nts of an innocent cover text, such a syste.-'ll la known as o. conceal
ment system When, however, the actua.l plaintcYt clements of tho secret 
mcssa.~e arc not themselves concealed w1.thln a cover text, but :uwteo.d 
have codt"' equivalents which are themselves a.ctuo.l plaintext 'WOrd.-; or 

- -a. - - .. .. .. 
phrases and which are used to form an apparently innocent :messo.e;e, such 
sys l"ems arc called o~cn cod¢ syatcm • 

- l 

b. An exa.'lnple of o coneeal.nlcnt syS'tcm D'CGGaBe is the COIII'Jlun1co.tion 
"HAVE-ESTABLISHED LOU PRIORI!!" 1 in which th~ secret m~ssoge ••help" has 
been concealed as the first lct+er or each word or ~he coveriDB text As 

- \,; tl 
an example of an open code, in the message ~UNT MARY LEFT FOR DEIROIT ON 
FRIDAY", the words AUNT MARY mtght Gtand for "five troop ships", DE'l.'ROIT 
might mean "Southampton", and _FRIDAY mirrht stand for "Mond.a.y. n An often
cited ca.se of open code is tl}e messa.ge "A SOli IS BORN.,, uhJ.ch allegedly 
was sent out by German-controlled radio stat1ons all over the world in 
August, 1914, meaning that war was about to be declared 

• 
c. The solution of' concealmant systems may pose considerable diffi

culties for the cryptanalyst, who is placed 1n the rather odd s1tuatlon 
where he might have before him a simple system, if he can but find the 
system. Most of the statistical and other toolsat the disposal or the 
cryptanalyst are of no avail to him in the attack on concealment syotems • 
First of all, he might not even knOW whether or not a given letter docs 
contain a secret message, often the only reason for an examination or a 
particular message, other than a random sampling case, is that the origi
nator or the addresace is on a suspect 11st ru1d therefore the commxnlcation 
is considered for possfble secret wr1.ting. The difiicultyr in analysl.s 
is usually ~not brought abq,u:\:i by the complexity of the system, :Cor conceaJ.
ment systems are almost always cryptographically simple. The ditriculty 
of the problem arises from the lack, at the outset 1 of tangible cl•ypto
graphic elements into whil:h the cryptanalyst can 11 get his teeth" There 

- "' - -.:: lj. tw-... - .. • ,z , ., -
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ia ~lim~1ly vno question of wl1ether or not a secret text actually ex1ats,7 
und, if it does, where nre the elements constituting the secret text As 
o. consequence, locating thf?' elements of the seg_ret text e.u,Q. deriving the 
Ineo.ning of the secret text arc practically synonymQiis. Success in this 
type of an~lytic work requires extraordinary p~ticnce and ~~rsqverance, 
keen powers of observation nurtUled by unrelenting sus~iclon, a. ~lvely 
irrngina.tion, exceptional ingenuity, and organized wethods of a.n~lyoia-
plus a firm fow1dation and considerable experien~e in the methods and : 
practice3 of concco.lrn0nt systenm 

d The n'm1.ber of different concealment systems possible is enormous!.
The letters of the secr~t message might be concealed as th~ flrat. se~?ndt 
or thj rd letters o:f the cover text, or they might be concco.lcd a. a the final 
pcnult~no.te, or antepenultimate letters of the words, or they miG}x\. 1.c 
concealed by means of a specific key into prear1nnged varlable plncements 
w~ thin the ~rords of the innocent text. The secret text mie;ht be read by 
consideling the letters which follow or precede all unnecess~ breaks in 
cursive hand-writine;; or the secret tex-t might be indicb.tcci by shaded 
letters or by pin pricks over significant letters, or even by elongated 
tails on words pointing to significant letters 1n the l~ne above. In the 
analysis of such concealed-letter systems, it is advisab;Le to 'ttri1.e the 
successive words of the cover text one below the other, in a column, aligned 
by their beginninBs and subsequently to rewrite them colurunwise aligned by
~hcir endings, this will assist in disclosing n secret text hidden in a -
fi:Yed position relative to the beginnings or end:.'nes, or in diagonal routes 
near those locations {see Fig JOl). It is also advisable to write out the 

' l 
... 

7 In this connection, it is worthwhile to cite an' extract from an ofi'icial 
report prepared in 1946 by the wartime Office of Censorship: 

"Detection of concealed messages is based on the principle that 
there is no absolutely safe disguise for duplicity. Espionage letters 
have "tfealmesses and id.entif'ying character~stics, which modern techniques 
can lDJ..nimize but never completely elimjnate. Seasoned exo.nu.ners develop 
on ability to relate facts and think clearly about possibilities They 
develop a. keen perception of, or alertness to, certain peculiarities, 
an att~tude of suspicion tmra.rd certain J.ndica.tors, and experience or 
training in handling cerLain types of rraterials~ 

.- :r ....... .:._.... ttl} t 
uThe texts of letters containing concealed messages d.o not ring 

true; they lack spontaneity, and the normal emphasis which people give 
to certn~n thoughts or idee~ is absent Something comparable in social 
life is the stilted behavior and speech of a person who is obliged to 
entertain a. stranger with whom he feels noth~ng in common, he behaves 
unnaturally, he desires to be polite, but in order to do so he must. 
hide his boredom and pretend an interest he does not feel. Exactly the 
same is true in the writing of cover texts or open code letters--the 
attempt to pursue two aj.ms simultaneously results in strai.n. Skill 
and eA~rience may overcome the strained-text hazard to a high degree, 
but they can ~ever completely dispel the distortion and dislocation of 
a norrua.l emphasis inevitable ln a cover letter. 11 
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cover te>-.t in recto.nguJa"r ar:r:a.ngements qf yar,oua vld~hf!, :in ord.er to dis-
close secret text whlch might have been conqea lf'~ ip. ~ecy _!!th letter of 
the entire cover text {sec Fig. 102). ln cases where physical indicators 
arc employed, such llS brea.Jta-in..._hu.n~..rritlng or as shaded letters,. an exami
nation of the letters in the immediate viciniLy of such :Indicators 'trouJcl 
disclose the secret tekt ,r 

.F ..,." 

Cover text: 
-.I 

UNCLE EZRA SEEMS DESPONDElf.r. 
RAVE YOU BEARD THE LAST REPORT? 

UNCLE 
EZRA 

SEEMS 
DESPONDENT 

HAVE 
YOU 

HEARD 
THE 

LAST 
REPORT 

Secret text: ImED HELP 

Figure 101. 

.... ...__,~~ 

Cover text: 
-

WHEij lOU SEE CHESTER AT 
MADISON 1 S HOUSE TELL HIM 
LOIS DEPARTED. 

vliTENYO 
USEECH 
ESTERA 
TMADIS 
ONSHOU 
SE'rET .. L 
-HIMLOI 
SDEPAR 
TED 

Secret text: NEED HELP 

e. Soxr.e syste.lllS involve the concealment of entire words, in:;Jtea.d of 
just tndividua.l letters, in the cover text Thus, for example the secret 
text might consist of (1) every nth word of the cover text, (2~ the first 
and last vrords of avery line, (3} words preceding or following punctuation 
n~rkS, (4) words b~sected by an imaginary line running diagonally f'rom the 
upper left to the lower right of' the sheet of paper; or countless varieties 
of similar schemes. Grilles have also been used, the secret text being 
'tv.ritten through the apertures of the grille on placed positions ~n the 
sheet of paper, and then a covering letter written to surrour1d and cam
ouflage the secret tex~. In the solution of concealed-word systems, ex
amining the text produced by counting off every nth word may bear fruit; 
if the secret text is long enough, th~ validity of the assumed secret text 
may ba proved by the consistency of the decimD.tion. In cases wherein a 
variable key has been used to indicate which words constitute the secret 
text, proof of the assumed secret text may be impossible, uuless the key 
is short co~ared to the message lengths, or unless additional messages in 
exactly the same key are available for comparison to test an assumed key. 

f. There have been many cases in which a secret text has first been 
converted into the dots, dashes, and spaces of the I~r~e code, or encrypted 
in a Baconian or a tripartite cipher; then this converted text ~as concealed 
within an innocent text in any one of tb~ almost infinite number of possible 

-6_. .......... -..,, 

ways Some of these ways in which the multiliteral elements of the pre-
lJ.minary conversion ma.y be represented are by (1) the lengths of word.o, 

~ ·- • I ~ _. ' . ~ -257 - ~ ~ 
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(2) the n\l\uber of vowels or co'IY.\O~ts in the 'WOrds; (3) the numbe't' of 
oyllables :l.n the words; or (4) by the ways in which t•s ere crossed or 1 1s 
ore dotted. The solution of: sucb o;ystcn.s involves eiperi:mentation with 
basic hypotheses concerning the man-or in which multilitcral elements are 
denoted, followed by a reaombin~tion intq mopoalpbabotic terms (under the 
assumption of a Morse, tripartite, or Boconian syswm) and oolviog the 
1educcd mnnoalphabct1c text Another m~thod for o concealment system 
involves the usc of a bipartite matrix c~loying coordinates consisting 
of v~wcl~ (or, for that ml~tter, ~ny othcl set of five or siX letters), 
the Gecle~ text is first enciphe~d in this biliteral system, and then 
tne vovel3 arc surrounded by consonanto to form the plein text or an 
:irmocc-nt cover :messo.ge. As in most conce.:W:r.ent system:3, once such a. 
~~~..C\l':-§C iG suspected or assumed, then and only 1 hen is solution 
poss:Lole 

~ The detailed discussion thus far has been limited to concealment 
syatois 8 In casas of opc.n code, unfortune:l,ely tber~ are no clear-cut 
~110thoful of o.na.lysi'3 or even of recognition, there is simply no rational 
yay of proving that e. message such as "AUI.jT V.IARY LEFT FOR Dlif.FROIT TODAY'' 
contains a oocrct meaning, unless it is known for a fact that tho 3Cndor 
.ao.s no aunt nax:l~d lFe:ry, a.nd even then there still might exist a friend 
of the scndc1· 's who is a.:f':fectiona.tcly called "Aunt l/..nry" ... -or 1 tor that 
m'ltter, she might be someone else's a.unt 9 And once lla.ving suspected 
o1• even proved that there E som~thing rotten in Dc:nma.rlt1 proof of the 
content of the hidden meaning is simply out of tbc qucs1ion unleso the 
scrrler is SOlT'J.Chmr convinced to mend his wa.ys a.nd "I.-hereupon volunteers 
"'~o~he information In many wartime J.nsto.nces where open codes have been 
't4Sed, a legal case co11ld not be proved against a. suspect without his 
coo'Pcration. 

h. A proo1ncmt case of the use or open code in espionage co:mmllni
ca.tioiis ia that of an Axis spy, J.frs. Velva.lce Diclcinson, who in August, 
1?44, v·as sentenced in l{ev York to ten years ' imp1·1sonment and was fined 
?lO,C:)O after plcadJ.ng guilty to the charge tho.t a series of Jc:>tters she 
hnd v:r.•itten to an agent in Buenos Aires in the early part of 191~2 con
tained secret m~ssages hidden in the plaJ.n text. These messages g~vc 
information rago.rding the location and condition of allied worships in 
Pacific po1~s These two agents profes~ed to be dealers 1n antique dolls 
und used a. prearranged code giving secondary m·:uming to 1mrds pertaining 
to the sale of dolls Mrs • DickJ.nson would send out letters advcr1.is1ng 
01 o:L:Cering to sell certa.J.n of her antique dolls to the addressee. She 
would write the doll's name and after the name a brief description, then 
she would write, as in an ordina.:tir' buSine"ss letter, the price of each 

• r 8 Further dJ.SCUSS ion of this subject will be- found in Appendix 9, 
"Concea.ll...e"lt Systems • " 

9 In one instance, it has been related that a censor rev~ewed a ~ele
grem transLlittcd by a person on a susp~ct list The telegram read 11FA'l'IIElR 
IS ~EASED." The censor, smelltng a r~t, changed the text to read "FATHER 
IS DEAD", and \m.J.ted. Sure eno-ggh, several hours later came a query: 11 IS 
FATHE!R DEAD OR D:EX}EASED'l" ~ • I .., • 
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doll Tho originoJ cnuse f'or·au.eptcion was the eYtrc>lDP variation in 
p1•ices ove1 n range or three or four letters or who.t V3.S al,P'll'antly the 
same doll 0.1 the sn.me type of doll A great mnny let tel '3 lTCl."' necessary 
in order- to build up a ca~e sufl:icient to provo the u3e of ope-n t>ode. 
It is doubtful q,yen then th~t thP u~e of open code could have been legally 
proven exc~pt_:C'or'the !~ct thht 1 faced with so much evidence against her, 
she choso to confess this usc.• -

., ,....,. ~ ,. I "'it. • ,. 
I • l.. In o.ddition to coE<:"co.lmel\t sys1..elll6 and O!l~n C'Odes, there are 

three other xnethods for hiding the existence of' secret: text. These 
methods embrace the following: L I 

(1) secret inks; 
(2) microscopic writing, 1nvolv1..ng use of micropantograpbs; and 
(3) photographic methods, including "microdots" (i.e., the 

reduction of a page of copy to a negative the s1ze of a mlniaLure 
dot, which is then af:C'l.xed on a per1od or on the d.ot of an "i11

) , 

double printing, double- exposure, or' concealment within photographs. 
...... -

The methods of use and analysis o£ these syetems 1 howt>vf"r 1 ore bQyond the 
scope of this text. ' - - • • 

84 Concludtng rem~k~ --a The student will have by this time 
a.ppr'ecJ.ated that monoalphabetic substituUon ciphers are for the mopt 
part quite easy to solve, once the underlying principles are l.horoughly 
understood. As in other arts, continued practice ~th many examples 
leads to facJ.lity and skill in solution, especially uhere tho st."'Udent 
concentrates his attention upon traffic all of 1..hc same gcne~nl na.tur~, 
so that the type of text wh1ch he is continually encountering becomes 
familiar to hlln and its peculiarities or charac1..erl.stics of construc-
tion g1ve clues for short cuts to solution It is true that a know-
ledge of the general phraseology of messages, the kind of words used, 
theJ.r sequences, and so on, is of very great assistance 1n practical 
work in all fJ.elds of cryptanalysis In operational cryptanalyais,it 
is or vital importance to gain a knowledge of the language habits of a 
partJ.cular group of correspondents, to permit the rapid exploitation of 
the cryptosystem involved. Tbus 1 a.t least initially, all possible traffic 
is cryptanalyzed1 even taat in si.m.'ple systems and that of comparatively 
little intelligence value Word lists obtained empirically are of more 
value than 11 J.ntuitive" or academ1c compilations, however, at the outset, 
reference may of course be made to these latter compilations 10 

b. Some of the simpler subterfuges which the student should be on 
the lookout for in monoalphabetic:: substJ.tution are the follmn.ng: 

(1) There may be employed in the cryptograph1c scheu~e the con
secutive use of several different mixed cipher alphabets in a s1ngle • long message Obviously, a single, compos1te freguency distribution for 
the whole message will not show the characteristic crest and trough appear-

10 
See in this connection the word and idiomorph lists com,prising A:rpendix 3. 

J 
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ance of a eimple monoalphabetic cipher, since a given cipher unit will 
represent different plaintext letters in djfferent parts of the message. 
But if the c1yptanalyst will carefully observe the dist~ibution as it is 
being co~iled1 he will note that at first it presents the characteristic 
crest and trough appearance of monoalphabeticity, and t]lat after a time 
it begins to lose this appearance If poss~ble he should be on the look
out for some peculiarity of grouping of letters which serves as an indi
cator for the shift from one cipher alphabet to the next. If he finds such 
an indicator he should begin a second distribution rrom that point on, and 
proceed until another shift is encount~red!. _By thus isolating the dif
ferent portions of the text, and restricting the frequency distributions 
to the separate monoalphabets, the problem may be treated then as an ordl-

' nary simple monoalphabetic aubstitution.ll Consideration of these remarks 
in connection with instances of this kind leads to the comment that it is 
often more advisable for the cryptanalyst to compile his own data, than 
to have the latter prepared by clerks, especially when studying a system 
ab initio. For observations which will certainly escape an untrained 
clerk can be most useful and may indeed facilitate solution. For example, 
in the case under consideration, if a clerk should merely hand the com
pleted over-all uniliteral distribution to the cryptanalyst, the latter 
maybe led astray, the appearance of the composite distribution might con
vince him that the cryptogram is much more complicated than it really is. 
While still on the subject of frequency distlibutions, it is pointed out 
that, although earlier (par 43) the triliteral frequency distributiOll 
was cited primarily for its usefulness in ext~acting frequency data relative 
to the digraphs and trigraphs occurring in a simple substitution cipher, ~ 
this p~ticular type of distribution is used extensively in the manuaJ ~ 
attack on rrnny other types of cryptograms because it ~rovides one of the 
best means for systematically locating all of the repetitions which appear 
in a message • 

(2) There have been cases where direct and reversed standRrd al
phabets have been used alternately in a single cryptogram, the change of 
alphabets being made at irregular intervals, or changed at the end of every 
word or uith each group of five letters. If the interruption takes place 
at too short an interval, not only will a frequency distribution be of no 
avail, but also it would be almost in1possible for the cryptanalyst to de
tel minC' \rhen and hov tho change of alpho.bets occurs f'rom a 11",ere eXB.mination 
of the ciphor text However, if the cryptanalyst is on the alert to try the 
siY'lplcst thil1a first, col.'lPleting the pluin-compon:nt sequence on the as
SUJhption of standard alphabets will yield a solution Y.h::l're otherwise a 
solution might be out of the question 

(3) Another subte1fuge that has been encountered is the encryptlon 
'Ly ll'~ans of a Jr-onoalphnbetic uniliterul substitution of a message uhose 

11 !rhc cr:n)tDni.\ly_st sl10uld lie on the alert f01 the rossibility of rf'Jnted 
alrh.,bcta in r-uch a. systel'tl, 1.f thj s is lh9 cl:'sc, the rr•col,struct;Lon oi th" 
rt 1J • .,ry co -rnnellts f1 ou 1..he soh' Lion of OE~-};-ortlon of tho 1 ·s '3~' c;n • ou ld 
Cl10blc tl•c 1 i!'J.tl.in~ of oth.-.r rn LiO'l9 of tlL~ tr:;-osr ge by :r- rt1 ~ u.( ~ 1J GCl •rn-
t! i'C 1• ... tl oJ. tl .. tt..u in T'l 50 -
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'Dlai11 -f..p <t llR'J !'irst been Wl"ittcn lln,...lcwords (or for tbo.t JM.ttcr, on ordiMry 
;it.lplo su'bstttution cipher sent bt'Ck;;oxds) Cirhero or thja typr- rnn.y suc
C£'sofully rcslat the unoystemo.tic attempts of solution which a. tyro might. 
1.10.ke, llmrcver, the expet"ienced e.rmlyat would probnbly quickly rccogni:re the 
we'll":: oubtcrf'uee i:C he wore to exruninl! the :frequencies or cipher digraphs, 
triglnphs, o.nd t.c-t..rs.e;raphs, in relatlon to the un:l.litero.l frequencies oi" 
tl'leir coJ.JI{X>nent letters •• 

c. !wnoo.Jphabctic oubotitution with variants r(>'presonts en extension 
of the b<J.'lic prtnc:l.rlc, "'f'ltb t.be intention or mg,sking tho cbaract<>risl;;ic 
fleqnanclcs rcaulttne; from a. atrict ronoa.lpho.beticitv, by means of "t.bich 
solutions Q.'I"C ra.thct reodliy obtnincd Some of the sub'Leri\'fJCS o.pplicd on 
tbo cstabl!ohwent or variant or wu1tiple values arc simpl~ and more or less 
faJ.l to sol""rc the pul :pos<.j f'or which they oro intended; others, on the con
t1a1y, RRY in~erpoac serJ.ous difficultic~ to a stratghtforwnrd solution. 
But in no ('O.Se l•V\Y the probler.t be conGidcred or more tha.n ordinary diff'i-

"' 4 • I ...,;. ~ 

~ , - ~ .., .... ..,V"J c J.t qhou.lil be :rccoe;ni_.&ed Lbat where these 01\btct"fuc;co 
~r :J ~ c ::LJ J j o.deq11nto "t9 _the purJ:Qse, ... the co'lrpllcatlons introd-uced arc ll\1"" h 
tnat tha ~rnctica.l wanipulntion of the ~ystom bccomoa rs difficult for tho 
cryptogr~pb~r n~ ~or tn:,cryptanaly~t 

(1) A l'ew ~~.>rllo n."ly be added here :fn !'llga.rd to a method 'tfhich 
~"i~'"<"n ousgeats 11.9c.lf_to f.o:yn~en, btlt ~rhich is VC"T7 old ino~""eo in the o.\'t. 
l'hio C"<"I'~i.eta in ustng a book possc'3scd. by all 1..he corresrondent'l o.n<l 
r.11di.cutine the letter~ or the m~rilso.ac by m-:!O.us or nunbcl~-:~ 1eferr:fug t'l 
~ccJtlc lo~te1~ in the book One vny conGists in oclccLing a ccrt~tn 

:'? E;e and then c;ivi.Pg the lin,. nu 1i6o1 o.n<l poo 1 tJ.on of the lot tcr ln tnc 
lin....,., thtl page nwr'b<-'r bctne shown by a slnple ~n!"J.-ie.l :JndiC"a.tor ADothor 
v.1.y is to ,,"'P tho cnl.i't"c book., c;"~v:Jng 'Lhc clphc-r equiva.J cnt':l in _sroup3 
o.r three- nur~.~bora repic<.>cut.ing p'3.cc, line, ond numbe-r or letter (fo1." cxt>mple, 
'"(5-8-lO meo.na P£1Ge .. 15, 8th line, lOth letter in the Jine) Such oyrJtcmo 
Rr~, hO~CVer, CXtrelnoly cumbe"t"BO~~ to USC and, Wh~n th~ cnciphcriug i9 
done ce:relc9sly, can ba solvl"'d The bo.sia {or solu"7.ion l.n sueh CD"3r'lS l·cQtB 
\l."DQn the usa of adjacent lettt"•rs on the aame J lne, the o.ccidenl."l.l r~J?e
tJ.tion<3 or ccrl.e.in letters, enoi. the occurrence o1 unenciphcrcd "'f''lda in 
th<' mesoo.eca, vhPn lazine<ls or fatigue intcrvcmcs i.n the encipherlnc 12 

(2) It r:o,.,y o.loo oo lndJ.catcd tha.t llu:mDn Mturc and the fa.lli
bilJ.ty or t.~pllcr clE:t'lro l.S such that it io rather rare for an cncipharcr . -
~-2- - -.._ 4\...- - _;: 

In 1915 chc Gem"l.n Governnl"nt conspired wi1.h o. group o-r Hindu rcvo-
lu~iornl~es to a~ir up a.,rebcllion in In~l~, the purpose being to ceuqo 
1..11..,. wi"Lhnraln.l of .i3ritish 1.t"oop& fro:m the WcGtocrn Front Hindu conopJ.-ra.
tol .. S tn tnc United Sl;otc'3 ~,.,ere- gJ.Yt.n ;k,ncy to purch:l.r3C a.rxJI•'i a.nd e;rm;a.ni-

... - - ..... ,.. .. 
tJon Plid to transrJOrt them to India For C::OJtmrunica:Ljon with tlt-e:!r sup-
CH lora in Derlin tho con~piro.tols Used, OJ:'lODg othert 1.h~ llY'floLcn described 
i.l1 tnJG pru:-af7aph A 7-poge type,n-itten lettel buiJ I; up fron ra.c;e, line 7 
nnd J c:l ter-numbPl rereret.tcea "t.o a book knmm. only 1.0 "Cbe c<.m..ll'uuico.nts, 
w 1s J.ul:;erccptod by the B~1"l.ioh a.nd -turned over "l.O t.oc UnitNl St.t\toe &ov
Cl' nl!a .... nt f'ol U<Je in conne-ction with the prc.~ecutil)n of i.hc Hind..1::: for 
V1.0l .. ,t1.ntj ou...~ pcn1.l al.J.ty • ~ ;~e SU\hol• ffi .r .F d "i..OlV\}d l.his I!'~Sso.ge '\fith-
0'1.\t. tl1e b001\. 1n ql.\eati.on, oy vC\kJ."l3 full o.t\vo.ntese of the cl\\os ,4 e!txred 
to - - - • - - ~ ·, .... '~ -

- .. . -- ... ...,. ... , .... 
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to m~a full use of the complement of var~anta~placed ~t his disposal. ~ 
The rcsul t io that in rost caees certain pf the -~quiva.~ente wil~ be used W 
ao much more often than others tlla.t divel.~s;tties in frequencies will soon 
:ronnifeat them.aelves, affording ~mporto.nt data for at!;,ask, by the crypt-
ana.lyst 

d There is om .. aspect of cryptography within the realn.~ of' mono
alphabetic substitution ciphers that should be discuased. at this point-
the aspect involving repetitive roonoalphabetic subotitution. 

(1) Suppose a message undergoes a prima~y encipherment by means 
of a. single mixed, non-reciprocal cipher alphabet, and this p1imar~ ci
rher text then undergoes_a secondary encipherwent by means of the same or 
a. different mixed alphabet The resulting cryptogram is still monoalphe.
betic in character, and presents very little, if any, augment~tion in the 
degree of security (depending upon the type of alphabet employed).l3 Here 
a.n entirely illusory increase in security is in~olved and an ineffectual 
complexity is introduced, the process may indeed be repeated indefinitely 
without producing the desirable result of added securi.ty Similarly, the 
same illusory increase in security is present in the case of repetitive 
multiliteral encipherments involving regul~r-length ciphertext units, as 
lo~ as the repetitive encipherments ale made "on the cut". -

(2) In the case of repetitive polygraphic encipherment made on 
the cut, a. moderate in~rease in security is achjeved over the degree of 
security normally provided by a single polygrA.phic encipherment. For ~ 

inqta.nce, in the case of repetitive diGraphic encipherment using,let us W 
say, a four-square system for the first encipherment and modified Play-
fair system for the second step, the final encipherment is still monoalpha-
betic digraphic in character, except that thccryptoaystem might have to 
be resolved as involving a. more-or-leas random square table, instead of 
being recovered in its primary and secondary stel?s, all the repetJ.tive 
encipherment has accomplished is that it ha~ added to the difficulty of 
rccon~truction of the matrices used--but this, in the case of a digraphic 
system, is a reasonably fair increa~e in ~ecurity, since we expect solution 
to be expedited through an early recovery of the matrix 

{3) When, however, successive multiliteral or polygraphic en
cipherJOOnts are made ''off the cut" for the second step, the increase in 
security can be considerable, since the end result no longer exhibits the 
phenomena of monoalphabeticity and the cryptanalytic complexity o~ the 

13 ~ - ... -
The only possible slight increase in security lies in the fact that 

the key words for the primary and secondary encipherments_might be made 
rrore difficult to recover or even ~mpossible to recover 

f .. 
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lJ.f. 
syotcm has been. thereby ma:lorio.lly enhflnced For exvmplc,. uslng the 
two-oqu.a.re ma:tr 1x illustrni.e.d in Fig 55 on page 162, the massage 
REEl'lE ORCEt m:IlTS liEEDFD undcr~ocs thq_ followJ.ng enc iphena~nts • 

Cipher I 

CJpher II 

RE FN FO :00 El-i Ell TS liE ED ED 

IL DP UM C'f KT DP GI UL DF DF vvvvvvvvv 
0C c1r I•£ MR TD QF TO 00 AH - . ~ 

The first cnciphcX'IIlent, IL DP UM. , is subjected to o. second encipher-
mcnt by corwidering tho digJ.eplla nofi i.he cue", rcaultiDB in the cnorypt-
mant.. OC OT J.fJ In the final cryptogram, the f'irst and lo.at letters of 
the primary cnci.pbcl'IOOnt 7NlY be rei..a1.ned os is,. or they m"'.Y be comblned 
for the second encryption, for o.ddcd security, tbus t}le final cryptogro.m 
may read either IOCOT OCABF, or ROCor • OC.AHG 'When this sort of 
secondary enciph~rmant is nwlied in a repctit~ve multilitera.l cJ.pher, the 
syste-n is ca.llcd a. fractionllting system 15 The crypto.rm.lysis of' these 
sys terns, which i .-; ofi..cn quite complex, will be treated in subsequent texts • 

c. If the aryptanal)st is fortuno.tc enough to havt:" a. pair of' ioologs, 
one message Of W.nich 1.8 in 0. DlOD08lpha.betl.C Sll.botitution syotcm. and "&he 
other 1.n a. trane:rositJ.on s;rstem, 1.t may be poss1.blc i"or him to :tla.ke exact 
identifications of the clements in the ~ubstitution cipher baaed on the 
plaintext letter frequencies present 1.n the transposl.tion cipher. Then, 
havi~ the plain text, tne solution of the tl~ansrosl.tion is ereatly facil
ita.tcd 

14 A rather 1.neenious 1.dca proposed by Charles Eyra.ud in h1.s e~collent 
work, P1ccis de Cryptogrorhie Hodernc, Paris, 1953, pp 224-225, involves 
a r~pctitl.ve cncipne1ment using two dlfferent monome-d1.uow~ matrices. In 
Eyrnud's example, using the two m~triccs illustrated, the plal.n text 

Ma.tr1..;e I 

E CRIT UR ESSE C R I:TES 
3 19 9 8 1 11 9 3 I~ 4 3 19 9j 7 3 4 

31 9 9 8 1 11 9 34 h. 31 9 9 37 31~ 
I A A Z U C A Q B I A A FQ 

"ECRITURES SE>CRl!."'TES" is first enc1.p'l1cred 1nth :V.o.triY I,. i:ihen tllc diGits are 
' f -recom.b1.ncd into letters using l'atrl.x I uith the resulting cJ.p.ner t~rt 

IP~U (It is 1.ntcreati~ to note that the 17 letters of the pl~in tcYt 
o.re encrypted by only 14 lette1s 1.n the fl.nal cl.pher') The letter Yp is 
eliminated fron1 Ma:t..rJ.x I, and is 1.ncluded J.n .uatri...t II 'l:iO take ca.re of' a 
final 1 or 3 in tne f'i1st encipherm-i'nt -whl.ch othet'WJ.sc could not have been 
encrypted as a single ele~cnt. 

15 See Appendix 7 for other examples 
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f As has already been stated in subpar 2c, ma.thema.tics and me.th
eJW\tical methods have an important place in the art of cryptanalysis. This 
text has included only those introductory statistical and ms.theootical 
applications wl1ich apply to monoalphabetic systems If it appears to the 
student that there has been a rather extensive treatment of too-specialized 
tcclmiques, let him be reassured that these have been included as being :! n 
the nature of collateral information, rather than being an absolute• necessi
ty in the solution of the particular problems to which they were applied 
Aa a fino.l wold of caution to the student the following extract from a re
pol t by C • H. 0 'D. Alexander is included: 

"There is a considerable danger that a learner, when hE> realizes that 
statistical mctlwds can be of some use, will attempt to use them where t~ey 
are quite inappropriate If he does this a few times and finds it gets him 
nowhere, he then g~ves the whole th~ng up as a waste of tune and does not use 
such methods where he nught There is also the worse danger of doing statis
tical test3 for their own sake so that they are used o.s a method of passing 
the time and avoiding real thought about the problem to be solved " 

g. The general problem of cryptanalytic d1 agnosia has been d~scussed 
briefly in various Sections of this text The problem is far from simple, 
since many variations and conventions 1nay be encountered in the various 
systems treated in this text, furthermore, the problem is made even harder 
by the fo.ct that certain systems, themselves quite simple, may be combined 

. . 
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to produce a ays~em much more difficult to diacnooe The lack of precise 
diaGnostic tests, such as those available in the natural sciences,16 is 
brought about by the fact that variations and conventions introduced into 
otherwise conventional systems may change radicolly the appearance and 
manifestations expected in the ~ipher text produced by the known systems, 
y-J.elding 11hitherto-unencountered phenomena." Each crn>tosystem is tl1en 
actually an individual and unique case in diagnosis 17 

(1) For example, fo~-lett~r cipher groups of the pattern con
sonant-vowel-consonant-consonant_do not necessarily prove a code system, 
even though this grouping is a frequent one in four-letter code systems, 
the basic system might still be a cipher system, with the apparent 

16 The author feels that it is of value to pursue further a discussion 
of how the science of cryptanalytics compares 1rith some branch of one of 
the natural sciences, when the diagnostic procedures involved in eauh are 
considered. In that branch of biology called taxonomic botany, :for example, 
the first steps in the classificatory proceos are based upon observation of 
externally quite marked diffe~ences; as the process continues, the observa
tional details become finer and finer, involving more and more difficulties 
as the work proeresses Towards the end of the work the botanical tax
animist may have to dissect the specimen and study internal characteristics. 
The whole yrocess is largely a matter of painstaking, accurate observation 
of data and drawing proper conclusions therefrom Except for the fact that 
the botanical taxonomist depends almost entirely upon ocular observation of 
characteristics while the cryptanalyst in addition to observation must uae 
some statistics, the steps taken by the former are quite similar to those 
taken by the latter It is only at the very end of the work that a s~g
nificant Ci.issimilarity between the tvro sciences arises. If the botanist 
makes a mistake in observation or dedu~tion, he merely fails to identify 
the specimen correctly, he has an "answer"--but the answer is wrong He 
may not be cognizant of the error, however, other more skillfUl botanists 
will find him out But if the cryptanalyst makes a mistake in obGervation 
or deduction, he fails to get any "answer" at all, he needs nobody to tell 
him he has failed. Further, there is one additional important point of' 
difference The botanist ~s studying a bit of Nature--and she does not 
consciously interpose obstacles, pitfalls, and dissimulations in the path 
of those trying to solve her mysteries. The cryptanalyst, on the other 
hand, is studying a viece of wr1ting prepared with the express purpose of 
preventing its being read by-any~persons for whom it is not intended. The 
obstacles, pitfalls, and dissimula~ions are here consciously interposed by 
the one who encrypted the message • These, of course, are what make crypt-
analytics different and difficult. -

l7 Baudoui~ ( op c 1 t., "-chapte;- XIV)~ ru:=ew up a sort of ch;ck list of the 
classificatory procedures which an analyst might follow when attempting to 
diagnose the cryptosystem' -und.erly.i!lg""' a- particular cryptogram or cryptograms • 

I • • However, the science of cryptanalytics being as it is does not lend itself 
to successful completion of such-diagnostic "check lists." Thus, the one 
compiled by Baud.ouin is far from satisfactory and is of no IOOre than aca
demic interest to t~e.present-day practicing cryptanalyst 
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cho.racteristics of a code system. Upon closer examination, it might be 
poosible to disprove a code system, baaed on the non-appearance of certaln 
obher characteristics that should be present in a code system 

(2) I£ a cryptogram or a set of cryptograms contain only the 
letters A through 0 in the cipher text, all that can be said initially 
is that only 15 letters are present in 1.he encrypted text, and that 
the system must be one o:f substitution, either cipher or code. If a 
cipher, then the system must of course be a multilitero.l system (including 
perho.pn o. mixed-length system), not excluding, for example, a digraphic 
systC'Ill or o. con"' chart For instance, :In the b:l.literal matrix below, 
the c1.phc1 text units consist onJy of pairs of consonants, and the plain
text elements include the 26 lette1 s and the 371~ most frequent digraphs,; 
thua the s~~tem is essentially a digraphic system Such a system would 
not be at once recognized as a digraphic system, and if the vowels were 
used as nulls, the diagnosis of the cryptosystcm would be considerably 
impeded 

h. The o:rten extensive and elaborate treatment of the many va.rleties 
of cryptoeystems within the scope of this text has not been given solely 
for the sake of the analysis of the particular systems involved, but rather 
to illustrate the general cryptanalytic techniques ·which are applied to 
various problems • In being guided o.long the lines of "thinking cryptana.ly
tically", the student has been put in a position to analyze successfully 
many possible varl.ations and modifications of the cryptosystenw treated in 
this text and in the accompanying couroe. The cryptosystcms in this text and 
accomya.nying course have been solved for the most part from one or two 
messages Naturally, there is a certain amount of artific~a.lity in the 

B C D F G H J K L M N P Q R S T V W X Z 
!AMe~~~MM~nM~~~~~~~~m 
C AV AW AY ~ BABE BI BL BO BR BT BU BY C CA CC CE CH CI CK 
D CL CO CR CT CU CY P DA DB IX: DD DE DF DG DH DI DL DM DN DO 
F DP DQ DR DS DT DU TN DW DY E EA EB :&: ED EE EF EG EH EI EJ 
G~moro~~nm~ru~ruuftuFnrenn 
H l~I FL FO FR FS FT FU FY Gr GA GC GE GF GG GH GI GL GN GO GP 
J@OO~OO~HMemwo~nED900~~~ 
KEnlnrnmmD~rom~rnmro~mm~~ 
L~~Jn~~mK~Dn~LU~WW~UW 
M LI LL IM LN LO LP LR LS LT LU LV LH LY M MA HB ~ ME MI lilt-1 
N HO MP HR MS MT MU MY N NA NB NC ND NE NF NG NH NI ~lK IlL :N't1 
P~OO~~~~WWW~OMOOOOOOOO~OOOOW 
Q~~oo~oo~~oo~oowoo~~P~nwrnn 
Ra~ffirowffirenronQ~RM~~w~wm 
SMru~~WM~~Wm~W~~SM~OO~~ 
T SF sa SH sr SK SL SH sn so sf> "sR ss ST su svr sY T Ti? TB TC 

a. .. -r ..., t"".. f\ r 

v~~~mmiT~~~ro~~w~w~n~u~ 
.. • u - ~J. .. ~ ..... 

W UB UC UD UE UG UI UL UN UN UP UR US UT V VA VE VI VO W ylA 
~ . .... 

X \1E 'IJH WI HL HN UO WR WY X XA XC XE_XF XI :{eN XP XT Y YA YB 
ZEWDWEDTIE~DEn~~nWZU~U 

Figure 103 
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c'Hl:Tp~co ond n;cop!:_GC~ c nployed lwrcin The text..e o;f.' me.saagcs J:lrwc been 
m,ni.pulo.tcd, esrccio.lly in connection with the nccomp::mying prol)l0ms, 
i.n on1er to illustrate pcdaC;ogl.q1.l principl.-.s and the appl..ic0t.wn of' 
crypl..o.m:~.lytic techni~u.cs I!i" actuo.l practice, instead of the one or t;wo 
mesrfo.~es 1 fl.ve llliGht be rli!quircd, or for tho:L m"Jtter, fifl..y or wore mieht 
be 1cquircd in~o:i:d~r t,o ~f:Cect a solutiQn- In operational practice, there 
l.S frequently n.~ high""" incidcx~g. of e;a:rbles which woul4_ have a pronounced 
impact on not only -a. -fecilc ldentif'lca.t1 on of the crypi osyatem but a.lc;~o 
on its subsequent solution Speed is an essential criterion in operational 
practice, a cryptosystem must be broken o.nd m"'ssages reod as soon as 
possible, to be of nl'l.Ximwn us~? to a field connnander--rr.essages read a1.x 
or twelve ~onthG after they were sent are hnrdly of more than historical 
in~o1~ance Nevertheless, when a system is cryptanalyzed for the fjxst 
ti.me, no matter when it is broken i'L helps maintain cryptologic continuity 
whlch is of extremo importance in suc~e~sf'Ul operational prac~ice. 

i The stud<mt should novr '3tudy, if' he has not alrea(ly done so, the 
vnrioUG appendices to 'Lhis text Through them1 he may gain an insight lnto 
furt;hcr aspects of cryptography ana topics related to the axt of cryptana
lysls Practice on w.any different ciphers of the types covered in 1..hio 
1..ext will tend to sharpen the vri ts and c;ive to the student confidence o.nd 
:facill.ty in the cryptanalysis of unknmm examples It :f s for this reaaon 
that a course of problems is a ll('>cesso.ry adjunct to the study of this 
text; as 1<Tas previously mentioned, one IOOnth 'a actual practlce in solution 
i6 worth a whole year's mere reading of theoretico.l principles 

j. It may be of assistance to indicate, by means of a graphic out
line7-the rclationsh~p existing among the various cryptographic sys'Lems 
thus far considered The outline will be augmented w~th each succeeding 
text as the dl.fferent cryptosystems are encountered, and w~ll constitut~ 
what has already been alluded to in par 6d and there termed a "synoptic. 
chart of cryptography" The synoptic chart for this text (Chart 9) forms 
an insert following this Section. Looking at this chart the student may see 
that, although it is essentially d~chotomous in form, at several levels 
there appears a sort of cryptographic tertium quid--some category (or cate
gories) of cryptosystems wh~ch properly belongs at the particular level 
shown, but which does not directly fit into either of the two primary sub
divisions already appearing at that level However, if the studen-t. will 
study the synoptic chart attentively, it will asRist him in fixing in 
mind the :manner ~n which the various systems covered thus far are related 
to one another, and this will be of benefit in clearing away some of 1..he 
mental fog or haziness from which he is at first apt to suffer. 

k. There remain five more volumes to this series of basic texts on 
the art of cryptanalys1.s Military Cryptanalytics, Part II, will treat 
mainly periodic polyalphabetic substitution ciphers, including periodic 
numerical systems, Part III will treat varieties of aperiodic substitution 
systems, including an introduction to elementary cipher devices and crypto
mechanisms, Part lV will treat transposition and fractionating systems, and 
combined substitution-transposition systems, Part V will treat the recon
struction of codes, and the solut1.on of enciphered code systems, and Part VI 
will treat the solution of representative mach1ne cipher syatema. In addition, 
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throughout the five remaining texts there vill be interpolated statistical 4lt 
techniques applicable to the systems treated, and information on the appli-
cation of analytical machines in cryptanalytic problems. The security 
classification of each succeeding text Will vary according to the information 
~ontained therein. It is not int~nded that the student study all siX texts; 
life is too short to become an expert cryptanalyst in all fields of the art. 
Parts I and II embrace most of the necessary fundamentals of cryptanalySis; 
the succeedina four volumes will impart knm•ledge on more specific categories 
of systems with which the cryptanalyst may be faced. ' 
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GLOSSARY FOR MILITARY CRlP.rANALlBIS 1 PARr I 

I 
I accic:lental ~1t1on. A repetition produced f'ortuitousl)", and not b7 

the endP rml!"nt ot identical plaintext letters by identical keying 
eleJnents. (Cf'. ce.usal re:e!t1t1on.) 

additive, n. A single digit, a series of digits, or a nwner:lca.l group 
wliich, for the purpose of encipherment, is added to a numerical. 
code group or to numerical cipher or plain text. 

additive book. A book comprising a group of additive tables. 

a.Mitive system. A cryptosyetem in Which encipher.ment :La accompl1sbed 
• 'tlii-Ough tiie application of additives. 

add:lt:I.Te table. A tabular arrangement ot additives. 

addressee, n. The office, headquarters, activity or individual to whoa 
a message 1a directed by the originator. 

ADFGVX sptem. A German h:l.gh-con::mand cipber system used in World War I. 
Essentially, a biliteral substitution system enq>loying a 6 x 6 square, 
to which a columnar transposition vas subsequently applied. 

ael:t~ul ~ te~Minter. A special cipher attacl:mlent used in cqnnec- a 
:Ion Vf a te eprinter to provide ceyptograph:l.c treatment for tel.e- • 

printer messages • -- ..-or 
r• '• r '-... ) ... • ... 

art1fic:l.al word. A group of letters having no real meaniDg, constrUcted· 
by the systematic arrangement of vowels and consonants s9 as to cive • .. 
the appearance and pronounceab111ty of a bona fide word. - u 

Baaonie.n either. A cipher system invented by Sir Francia Bacon (1561-1626). 
It is= as:l.call.J' a monoalpho.betic substitution system in which single 
plaintext letters are represented by five-letter cipher equivalents 
to:rmed bJ' permutations ot two letters taken tive at a time. 

I 1 ' 

baud, n. A lll&'l"k ar apace 1mpulse 1n the international (Baudo-t) teleprinter 
code. 

" 
Baudo-t code. A f":l.ve-un1t code applied to teleprinter sy&tema b7 Jean Maurice 

Eliiile Baudo-t (1845-1903). It emplo)'S a 32-element alphabet compoaea. 
ot permutations of two elements taken five at a time. Also caUPd the 
international teleprinter code. 

bUlteral, ac1J. Ot or pertaining ,finly to ceyptos:ystems 1 cipher alphabets 1 
and b'equenc7 distributions 1ch involve ciphe.!: units ot two letters 
or characters. See the more inclusive term dip-eph:l.cJ see also~ 
literal :freguencz d:l.stribut:l.on. 
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. - ... 
( 

!_ili~~ral. al.Ehe.bet. 'A cipher alphabet imolving a cipher component com
posed of two-cbaracter units. 

\ • • --:::2' \ p }, I t, 

~~ral frequ~ncz.distribution:-A frequency distribution or pairs 
.formed by conibining successive letters or characters.. Th'US 1 a 

, biliteral distribution of ADCDEF would list the following ~airs: 
~~ ~, ~, !!,, !!.• (c:r:. digraphic frequencz ,!iistri~ti?,n•) 

""_. f)" ,. t' I ft-. ~ IIi • .. '" I. 

bipartite alphabet. A bilitere.l alphabet in Which the cipher uriits may 
Qe divided into two seyaro.te ports vhose functions are cleerly 
defined, viz., row indicators and column indicators of a matrix. 

bipartite Bl!!,tem. A substitution system 1Irtolv1ng the use of a. bipar
ti.te alpbabet. 

'blank-e!Rc~tation -te;t .'"" "'s~e '!tambd8. testt. I 

but messa5.e. A message containing an error in encipherment which 
Jeopardizes the cryptographic security of the message, and thus 
is potentially valuable to the cryptanalyst. 

-.... f or \.., - ,. .., 

Caesar's ci~her. An ancient form of simple substitution cipher in which 
each plaintext letter was replaced by the letter three places to 
the right of it in the normal alphabet; attributed to Julius Caesar. 

' -
call si~. A group of' letters or numbers, or a combination of' both, 

used as the identification for a telecommunication station (or 
station&), 'When stations are establishing contact with each other. 

(' ,. "' . .. 
cailaal repetition. A repetition produced by the encipherment"'of' identi

cal plaintext letters by identical keying elements. 

cell, ~: An individ~ small square ~il c~ss-eecti6-n ;..per; gt.illes' etc. -
characteristic :rreguencz. Bee normal fre9'U!ncy. .. --:.., 

chi-sguare~(~ table. A mathematical tabl~-llsting?tSe probabilities 
of' occurrence by chance of' a chi-square value higher than that 
observed in a given case; an ad.jtm.ct to the chi-sqUB.l"e test. 

• r
1 

• ... -... ~ _ -fl I 
4 

l 

chi-•crUar! (X ) test. A mathematical means tor det!rmin{ng the r'la! ~ 
tive likelibood that two distributions derive tram the same sO'lll"Oe. 
F9r eX8Jl!Ple, the test can be used to aid in the determination of 
whether a distribution is more likely to be random or not; in this 
usage 1 the observed distribution is compared v1 th a theoretice.l 
distribution representing that which is expected for random. The 
end result of the test is a value representing the discrepancy 

_, -bej;ween the two distributions 'Which have been compared. This 
vt:\lue, called a "chi-square value" may be interpreted as it is, 

_.. ~.·or i~ may be interpreted through the use of a chi-square table • 
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chi (X) tcs;t. A test applied to the distributions of thf' elel"'..cnts of 
two cipher texts either to determine whether the diotr1"butions arc 
tho result oi" encipherment by idc11tical cipher o.lpho.bcta, or to 
determine whether the un.derl:,rin(!; cipher o.lphe.bcts ore rela:ted. 
Also called the cross-Rroduct test. 

ci:ra:x:, n. Enciphered facsimile. The process of con:verting a plane image 
into an unintelligible imago or series of electrical ~lscs ond ot 
reconverting it or tb.em into intelligibility tbrough the use of a 
key.--e.d.j. Using or pertaining to cifax. 

CiE,her, n. l. A cipher system. 2. A cryptogrt\1!1 produced by JD!30.na of a 
cipher system. ---adJ. Pertaining to that which enciphers or is en
ciphered. 

c1I!her alphn.bet. An ordered e.rrangetoont or 1..he letters (or other con
vcn:Monn.l signs, or both) of o. 'Wl"ittcn lnngueee and of the clulracters 
'Which replace them. in a. cryptogro;phic process of' substitution .. 

ciiecr clerk. A clerk wbo enciphers and deciphers messages. 

cipher component. The sequence of a ciphE"r alpht;1.'bct con-taining the symbols 
which replace the plain symbolo in tlle proccso of substitution. 

cipher davicc. A nonzt~ecbo.niceJ. and nonelectrical. apparatus used for 
enciphering and deciphering. 

cipher disk. A cipher device consisting of two or more concentric disl's, 
• each bearing on its periphery one component of a cipher alphabe-t. 

ci"Rher machine. A mechanical or electrical apparatus for enciphering end 
deciphering. 

ciEher sguare. An o~derly arrangement or collection of sequences set 
forth in a rectangular form, commonly a sguo.re (c.g. 1 a Vige~re 
square) 

CiEher snt~. Any cryptosystem 1n vhich cryptoaraphic treatment is 
appl ed to textual units of regular lengt;h, usuo.J.ly oonographic or 
digraphic. (Cf. code system.:} _ 

cipher text. The text of o. cryptogram which has been produced by means of 
~ a cipher system. 

-
ciphony, n. Enciphered telephony. The process of converting vocal COl11I!lUD.• 

ications into unintelligibility and of reconverting them into intel
ligibility through cryptographic treatment .---adj. Using_ or per
taining to ciphony. 

citrol, n. '!'he process of' converting control and telemetering signals, 
such as those used in missile guidance, into unintelligibility and 
reconverting them into intelligibility through cryptographic trcat
ment.---a.dJ. Using or pertaining -to citrol. 
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civiaion, n. Enciphered television. A system of' converting television 
sign~ls into unintelligible s1gnala and vice versa, in accordance 
With certain ~edete~inea procedures.---adJ. Using or pertaining 
to civision. ~ 

clear ten. Plain text. 
-~~;...;. 

... f .., • 

code, n. 1. A code system. 2. A code book.---e.d~. Pertaining to 
- that which encodes or is encoded. 

I II 

code book. A book or document used in a code system., arrauied in systo
miJ.tic form, containing units of' plain text or v0J.71ng length 
(letters, syllables, words, phrases, or sentcnc:es) each o.cco:m:po.nied 
by one or more arbitrary groups of' s~ols used as equiva.l.enta in 
m~asases. 

code chort. A chart 1n the form of a matrix containing letters 1 syllables, 
nuiib'Crs1 voras ond, occa.sionally, phraaes. The matriX has row end 
column coordinates for the purpose of des 1gnat1ng the plaintext 
elements vithin. 

code clerk. A clerk vho encodes an<l decodes -messages.~ 

code ~. A group of letters or numbers, or a combination of both, 
assigned (in a code system) to represent a plaintext element. 

code meso age. A crY,Ptogra.m produced by encodement. 

code szstcm. A cryptooystem in which a:tbit1•a.ry groups of eymbols represent 
plaintext units of' 1rref5!11B.r length, usually syllables 1 'Whole words 1 
phrases and sentences. 

code text. The text of' a cryptogram. which has been produced by means of' 
a code system. 

coincidence test. The kappa test. A statistical test applied to two 
ciphertext messages to determine whether they both involve encipher
ment by the same sequence of cipher alphabets. 

col'Ulllilflr transwsition. A method of transposition in which the cipher
text equival.ent of' a message is obtained by transcribing the columns 
of a matrix into Which the message vas inscribed earlier according 
to some scheme other than this vertical one. 

column coordiMte. A symbol normally at the top of' a matrix or crypto
graphic table, identifying a specific column of cells, used in 
conjunction with a row coordinate to specify an individual cell in 
the matrix or table. Also called column indicator. -

column indicator. See column coordinate • 
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co:mnnmico.tion intellie;cncc ~COl.fiNr2. Eval.uo.tcd and interpreted 1n1"orma.
tion derived :from -the ntuU.y or intercepted communications • 

communication security (COMSEC). The protection resulting from o.ll 
mcosures dcsiBncd to deny to unnuhl1orized persons information of 
value which m1.ght be derived from. communications. C;ryptonccw:it;y:, 
,:tro.rmmlssion sccuritl, and ph}!icol. sccuritz arc the componcnto o:r 
coJJ1J:ounico.tion occurity. 

commu.to.tivc, c.dj. As applied to cipher matrices, so constructed e.s to 
ponait coordinntcs to ba rend in either row-column or column.-rcnr 
order without cryptoarapbic ambiguity. 

c~n'lnt, n. One of the two sequences (plain and cipher) which compose 
a cipher alphabet. _ 

compromise, n. The loss of security of e. cle.osified document, information, 
or :material, which results from tho possibility of an unauthorized 
pcrs~n or p~rsona having knowledge thereof. 

,concealment Bl!,tem. A method of' secret communication so designed GS to 
convey a secret message without its presence being suspected by 
others than tbe addressee. In ito most usua.l f'orm, the plaintext 
elements are concealed by combining them vi:t.h extronoous plaintext 
elements in such e. vay that the end rcsul t is an intelligible and 
apparently innocent message. (Cf. open code.) 

crest, n. In its ccyptolog1c o.pplication, a point of high relative fre· 
quency in a frequency distribution. 

~~ n. 1. Plain text assumed or known to be present in a cryptogram. 
2. Keys assumed or known to have been used in a cryptogrom ... --v.t. 
To fit assumed or known plain text or keyo into the proper position 
in an encrypted message. 

cross-product test. See chi test. 

crmta.nal;Y!iS I n. The steps and operations perforJBed 1n applying the 
principles of cryptanalytics. 

cmtanaJ.yst, n. A person versed in the art of cryptanalysis. 

cryptanalytic 1 adJ. Of 1 pertaining to, or used in cryptanalyt1cs. 

cryptana.lytics, n. 'rbat branch of cryptology which deals with the pr1n· 
ciples, methods, e.nd means employed in the solution or aualysis of 
cryptosystems. 

crypta.na.lx;e, v. t. To solve by cryptanalysis. 
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cr;nrt2~am,' n. A communication in visible writing 'Which eoJXVeys no 
intelligible meaning in o.ny known la.ngu.a.ge 1 or 'Which col'X'Ieys some 
m~a.niqg other than the real JOOo.ning. 

T-

,C~§l"'arher, n. One vho encrypts or decry,pts meseo.e;es or b.e.B a port 
in m.o.k1ng a cryptographic system.. 

cmtof£o.ph1c, adj. • Of~ pertaining to, or concerned with ceyptogra.phy • 

e!'}Pt2era~hic e.mbiS';'ity. Uncertainty e.s to the method of decryption or 
as to the meaning intend~d after decryption; created by a faul.t in 
the structure of a cryptosyatem. 

~ ~ • 1 -

crypto8!aph1c a:r1 tbmetic. The method of ood.u.lar arithmetic used in 
cryptoBl"apb1c procednres 'Which involves no carrying in addition 
aud no borroving in subtraction. 

- •""~ .,) , ' • - ~ .... r- , : ... 
cryptogra:Rh1c secur1t;r. See crypWsecuritz. 

~ .. , 
cryptograEhic system •• See cmtosY!tem. 

- t -

cmtograph1c text. EncrYPted text; the text of a cryptogram. 
w ' • .. J ... ,., 

cl'}Ptogra-pby, n. That branch at cryptology which treats of the nee.ns, 
methods, and appe.ratuff fQr converting or transforming plaintext 
messages into cryptograms 1 and for reconverting the cryptograms 
into the:l.r original plaintext form. by a. simple reversal of the 
steps used 1n_their transformation. 

cmtolosic, adj. ()t, pertaining to 1 or concerned Yith cryptology. 
... ' 

c:eyptolo§.Z, n. That branch ot knowledge Which treats of hidden1 disguised, 
or enceypted. C0l111111lnicat1ona. It embraces all the means and methods 
or producing communication intelligence e.nd maintaining communication 
aec'\11"1 t~YJ for example, cryptology includes C:t7Ptogra.pb.y 1 crypt
ana.lyt:Lca, traffic analysis, eta. 

crDtomaterial, n. All documents, devices and mo.cb:Lnea emplo,ed in 
encrypting and decrypting messages • 

cryptomathemat1c1an, n. One versed :l.n cr)'l)toma.tbematica. 

cmtomu.themat:l.ca, n. 'rhoao portions ot ma.th"m.e.ticl and those mathematical 
mothodi. Vh:t.!h have ~Jr:vptolog:l.o appU.co.tions. 

cmtoaccuritJ; n. That COJY!Ponont of commun1co.t1oD secur:tt~ lfh1c::b 
reeultq om the provision of technically sound cmtosra.ph1o a1flteJU 
and trom their proper u11e. 

c~sl!te,m, n. 'rho aaaoa:f.ated itema oz. oryptomater1al and the methods 
and rules by wh1ch thct5e :f.tcl'I'A are used as a unit to ~rav:Ld.e a 
s:lnsle znearus of enoeypt:f.on and decryption. A c)!')'ptos;yatem embraces 
the 5eneral c~szst~ ana the sEgc1f1c ~·l! essential to the 
em;lo,ment ct t e general aryptosyotem. 
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c~lic, o.d.3 • P<Oriod.ie; continuing or repenting oo tho.t 'l.ho f1rot term 

of o. scrico follmm th<'! laat; charo.ctcriz~d by a. ring or cloacd
cbo.in :rornm.tion. 

c~"Clic, p£_rmutnt:lon. Any rearro.ngcxrcnt of' o. eequcnco of clcmcnto "Which 
:rcarro.ne;cm.cnt merely itNolvcs ah1.1'ting Etll the elcroents o. connon 
distnucc to the right or left or their initinl ~ooitionB 1n tho 
sequence, the rclnLlvc order rcrrainin~ undisturbed; such o. 
rcnrraUBomcnt requirea that one cono1dc~ the boo1c sequence as 
boins clrcul.or in nBturc so tho.t, :ror cxo.mplo, olrl.1"tiD8 tll(\t 
elc~ent which occupies the left-most position in the sequence ono 
place to the loft places this element in the r1F.ht-most position. 

~i.lz kcpn~ ,element. Tbo.t part of the specific ltey which changes o.t• 
predetc:nn:l.ncd intervals, usuo.l.ly daily .. 

decimrl.tcd o.lpha.bet. An al.pho.bct produced ·by decimo.tion. -
r 

decimation, n. The process of' selecting members of o. series by counting 
off at o. chosen interval, tho original series being treated o.s 
cyclic; or the result of the foregoing process. .. , 

decimo.tion-mixed sequence. A mixed sequence produced by decimation • 
.6 ... I. ~... ':II" •• -... .. 

decipher, v.t. To convert an enciphered message into ito equivalent plain 
text by a rcvcroal of the crypto~aphic ~robcss \llicd in cltciphentcnt. 
(This does not include solution by c:i'l!.t~n¥~;o.) "'\~ ,. :. ~ .. 

deciphering alphn.bct. A cipher o.lpho.bet in which the scquehcc of s)'l'ibols 
' in the cipher component is o.r1·o.nged in normo.l. order for convenience 

in decipherment. .. .,., 
~ .. ..... ,.1 ~ 

deciphenn~nt, n. 1. The process of dcciphorins. 2. The plain text o't 
a deciphered crJ~Ptogrrun. 3. In an enciphered code system~ the code 
text resulting from the removal of the enciphcr.ment. 

I • ~ 

decode~ v.t. To convert an encoded :message into its plain text by moans of 
a code boolt. (This does not include solution by cryptnna.lysfs.) 
---n. 1. That section of a code book in which the code e,roupa are in 
alphabetical~ numerical~ or other syotellla.tic order. 2. The decoded~ 
but not translated, version of a code message. 

clecod.omcnt, n. 1. The process of decoding. 2.. The decoded, but not 
translated, version o't a cryptogrom. 

. J 

decrypt 1 v. t. To transform an unintelligible or cryptic conununico.tf.on into 
an intelligible one by a reversal of the cryptogro.!"hic process used in 
~nc;ryptment. (This does not include solution by cryptanalyaio.)--n. 
A d.ecr;ypted, but not translated, message. 

decrzytion, n. The act of decrypting. 

degorble, v.t. To mnke emendo.tions in a. garbled text. 
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~ 
~ derived nllTI,Cl :tcnl key.. A k<-;r produced by o.ns ieni'X'Ie n'Uill<>ricnl va.lJ.leG -to 

e. selected J it<..ral key. 

dinr;nosis ,_ C!:")1'.!"\n'1l.;yj.1c. A systelT,ntic e:~.amination of crJ'PWaz"EllilS w lth 
a. v .wu to discovcrJ.ng the gE>n<-rH~ a ys tcm unc1.crlying these crJ'I)to
g:roots. 

~ -
c\iftl"P-l,>h, n. A po.ir of letters • 

digrnp]?ic, ed.j • Of or rcrt.o.in:f ne to any conbino.tJ.on o:r tl."'' chnrv.ctcrs .. 

~grt"pl1ic :rrc~pcz dhtrib~\tion. A i'requcncy d.iotri'ht,tio:o of successive 
pa.ilE> of: 1<-ti.ers or cl"w.rE'cters. A d:ter(lphic distl.·ibtltion of AJ''1CDEF 
'WOtlld list the pairs: .AD, CD, EF. ( C1'. b:S litcr~l fro~cnC'z diatri-
bution.) - - - -- -- - -

d1ere-ohi'! id:to:r!lor:ph. A pln:fn1 ext or cipher sequence ~7hich contains or _..._.. -
shmrs a pattern in ita cons"tr1.1ction ns rcBo.rds the Il\llllber and. 
position of rf'pea.ted dierarhs. 

digrt":oh:Jc su'bstitutJ.on. :Cncipherlllevt by St1.bstitution methods in wl'rlch 
the pla1 n1.cxt um. ts are pail e or characters and tllcir cipher equiva.
l~nts usttally consist of two ch~acters. 

djno~e, n. A p~ir of digits. 

direct standard ci:pper E>l);!ha.b~"t!· A cipher e.lplmbet in 'li"hich both the 
plain ~~nd cirher cot.~pononts are the normnl sequence~ the two com
pont-nts being juxt.a.posed in &xy of tbe non-crnsltJ.ng placcrents • 

d1scrizn1nant, n. A group of' s:ymbols indice.tii'Ig the specific cr;ypto
systcm used in E.-ncryptittg a given messo.e;c. AJ.so coJ.lcd system 
indicator. 

-
d.istribtltion, n. See !:eSU:cncz d.istri'bl;ltion. 

...~ 

doublet, n. A double-let-ter aic;raph, such c.s, g, ~~ etc. 

double tl~sitio_!!. A cryptosystem in vhich the characters of a 
first or 'Ilrill1~ transposition are subjected to a second trans
position. 

encicooc, n. A portmanteau word for enciphcred·code. -

encipher, v. t. To convert a plaint.ext 
1 
roessace into "unfntidl:t.eiblc 

--i'aiie;uoee by nu•ans of n cipher sys-tem. 
. ... 

enciphered code. A crY.tYLcc;rl:t.))hic system in vhich a. cipher s~tem is 
applied to encoC!ed teJ~t. 
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~ncirherine; o.lpba.bet. A cipher alphabet i~ which the s~quence of' letters 
J.n the plain coD.o."Ponent is arranged 1n normal order for convenience 
in encipherm.ent. 

cnci;phcrment, n. 1. The process of- enc1phe!ing. 2. Text which bis ~been 
enciphered. v 

encoded cipher. The finoJ. text produced by enciphering the plain text and 
then encoding the enciphered text. _ ... - - • , "' 

- .... encode, v.t. To convert a plaintext ntesse.ge into unintelligible langu.oge 
by means of a code book.--... n. That section of a code book in which 
the plaintext equivalents of the code groups are in alphabetical, 
U'Ulllerico.l, or other systemo.tic order~ 

encodement, n. 1. The act or process of encrnYting plain text with a 
code system. 2. The text produced by encoding plain text. - ~ ...... 

encrn?t, v. t. To convert a plaintext DleSsage into ~intelligible la~gu.ege 
by means of a crY,Ptosystem .. 

en_cr~ted text. The text produced by the application of a cryptosy~tem to 
a plaintext message. 

~ 

c.n~!l.Rtion, n. J.. The act of encrypting,. 2. Encrypted text. , ) 

external text. In concea.llnent syste~ 1 the ~pparently i~o~~ envelop1n~ 
text within which a sec:ret message 1s hidden. . ' 

four:}!!el dinon:-e cipher. A biliteral substitution cipher system employ
in&; four cipher sequences composed of two-digit numbers 1 by JllC'lllS _, ,.,. 
of which all or nearly all of the plaintext letters are provided 
with four two-digit variant equivalents.~ 

four-sq~e pta.trix S]!tC!l• A di8l"S.Phic substitution Qystem employir.g a 
matrix vhich usually consists of f'our 5 x 5 squares in "Wrbich the 
letters of 25-element alphabets (usually combinins I and J) are 
inserted according to any prearranged order. ' 

- r - rl'--• 
fractionating BY.:Stem. A cipher SyStem in wh:ich l'lainte_xt units are . 

represented l:)'ii""tvo or more- cipher sYJiibols which in turu are dis
sociated and subjected to further encipberment by substitution or 
transposition or both. ...... ... . . 

- ... 
i'ractiona.tion, n. A cryptographic process wherein the cipher symbols, 
--~lCh "'combine(! 1 represent a plainteXt UU\t 1 are. dissociated and sub

jected to further encipberment. 
- .. - Ill: ..... • .. 
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trequencz distribution. A 'tabulation of 1 he frequency of occurrence 
of pln1n1.ext or cipb~rtext units :fn a meflsage or a group of 
~osages • A frequency co\U.\1 • 

b"equcrtt1a.J matrix. A type or cipher JM.trix providing "Ver:fants. A 
J!)[J.trJx in which the number o"f dif'rerent cipher values o.veile.bl~P 
to repr~sent any given ~la1ntext letter clooely approximates its 
relative plairrtext frequency. 

garble, n. An error in tr~nsm1ss1on, reception, encryption, or de
cryption Which rcnd~r~ incorrect or undecryptable a messaee or 
trnn<.;m:toaion or a IJOrt1on thereof .---v .t. To r-aJre an error in 
traDEimiss::lon, recep1..ion, encryption, or decryption of a message. 

.... ... • ,. .J 

general eryptooystem. The basic 1rrvar1Abl(" method or encryption 
incluocd in a eryptosyaten, excludjr~ the specific keys 
eosential.to it~~l~ymcnt. 

gener~.trix, n. In connect-ion'" with the m~thod or corq>letii'Ig the 
pla:fn component sequence, any one of the rows, each of which 
rf'Pl'esents a trial "dcciphc:rrrf'nt" or the original er:yptogram.. . ~ . 
~. ' ~ .!' ... ..!... .. 

Gre.nd:,v.re cipher. A type o-r substitution system providing variants. 
This system employs a cipher square in 'Which are il"'scribc.d ten 
10-let~er words con~aini~g alJ the letters of the olphabet in 
their epproximate plainteJ::t :Crequencies. These ten words ere 
f'urtber linked together by a 10-letter 'W'Ord which appears 
vertically in the first column es a mne-:rr10nic feature for the 
inscription o-r the words in the raws. 

~~ n. In a transposition system, a f'orm or matriX over 'Which e. 
grille is placed for the ~se of enciphering or deciphering. 

grille, n. 1. A sheet o-r paper, cardboard, thin metal, plastic, or 
like material in which pertorations have been made for the uncov
ering of spaces in vhich textue.J.. units may be "Written or ree.d 
on the grid. 2. A matriX in which certain squares are blocked 
out or otherwise roe~ked so as not to be used. 

§!OUP, n. A n'UDlber of' digits, letters or characters forming a unit 
for transmission or for cr.rotogre.phic trea.treent. 

high-eehelon, adj. Pertaining to organizo.tione.J. units at the e:nrt.y 
divisional level or higher, or their equivaJents. 

hie;h-ero.de 1 adj • Pertaining to a ceyptosystem l1hich of'fers a maximum 
o"f"resistance to cryptane.lysio; for eY.ample: (1) complex cipher 
w'chines, (2) one-time systems, (3) two-part codes enciphered 
'With an additive book. (Cf. law-Grede and medium-gre.de.) 
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Rill's nl{cbraic cnciphcrn"!nt. A true polygraphic system for the cncipher
mcnt oi' polygro.phs of o.ny order, involv lng algebraic trcattnont 'by 
means of coefficients for the transform~tion or a plaintext poly
BrD.Ph into its ciphertext polygraphic cquivo.lcnt, .a.nd vice verso.. 
Invented by Professor Lester S.. Hill of liun:ter Colle13e. 

~~ n. A coincidence or identit;y;. 

horizontal two-squo:re :m.."ltrix sY!tem. A diaro.phic substitution system em
ploying a matrix which normally consists of two 5 x 5 squares placed 
side by side. 

II.. - • -

id.Gntifica.tion, n. Determination_ of' the plo.intext 100a.ning_ of a cipher 
clcm>eut or code grO'Up. ~ .. - 'i"' r \'"II-

.identi!z, v. t. To dctermin.e the plaint~xt; :rooo.ning of a. cipher elc}Jl.ent or 
code group. , • .. ~ .. ~ , • .... _ 

idiOJDi?!P1!1 n. A plaintext or cipher sequence which contQ.ins or shows a 
pattern in its congtruction o.s regards the number ~d. positions of 
repented letters. ' • .. . ...... 

- .. - • ~ ;f. 

,idiomrphism, n. In a plaintext 6'1! cipher sequence, the phenomenon of 
showing a pattern a.s reg_ords tb.e nu.mber o.nd ~sition.s of ;r~pco.ted 
letters .. ' 1 

' - " ;:~~. -

" 
index of coincidence. The ratio of t'he observed nwnber o{ co1ne1donces in 

a given cry-.otogram to the number or coip.ciaep~~a e:xpcctcd in 0. se..mple 
of random text of the so.me size as the cl-yptogrDJll. .. --

indicator, n. In cryptography, an element inserted within the text or 
beading o~ a mcsoage which serves aa a guide to the selection or 
derivation and application of the correct system and key '£or 
the prompt decryption of the message. See abo the more precise 
terms discrim1nant and w~ss~e indicator. 

inscri-ption, n.. In a transposition system, the process of witing a. mes-
sae;c into a :mD.trix. ' 

intctJer 1 n. A whole number .. 

intcrcel?t, v .t. In its cryptoloeic application, to cain possession of 
communications which arc intended for other recipients, 'd~hou~ 
obtainine; the conocnt of the adrlrossces and 'td.toout prevcntine; or 
ordinarily delaying the tre.nsmssion of the CODllllUnica.tions to -Lhose 
addresseca.--n. A capy of o. message obto.ined by interception. 

intercc'Ption, n.. The process of ca1ni'Q8 possession of communicationo in
tLndcd for others vithout obta1n~ng the consent of the addrcsscas 
and ~r1thout preventing or ordine.rily delayilJ8 the transmission of 
the coliUlronications to those addressceo. ' ' •.r 
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~ 
~ internl'\l text. In conf!ea~nt systems, the secret text which is envel-

oped by open or apparently innocent text. 

interna.tion..'"Ll tclcprint..cr cod.e. See Baudot code • 

intcrru~d-key columntp: transposition. A colwnna:r tra.noposition system 
in which the pla~nt~xt elements are inscribed in a matriX in rows of 
irregular length as determined by a numerical key. 

inverse four-squo:re I!lo.tr1x Gystcm.. A four-square mtJ.tri.X system :!n which 
the ciphllr sections contain normal alphnbets while the plain component 
sections contain mixed alphabets. 

invisible writin~. Writing not visible to the naked eye; the characters 
composirg suCh writing mAybe microscopic or inscribed with invisible 
ink. 

isolog, n. A cryptoaram of which the plain text is identical with that of 
another message encrypted in another system, key, code, etc. 

isologous, adj. Perte.inine; to or ha:ving the nature of an isolog. 

Jefferson cipher. A polyalphnbetic substitution system invented by Tho:nw.s 
Jefferson and independently at a later date by the French cryptographer 
Bazeries. It provided for encipherment by 100a.no of a :mnnually operated 
device iJNolving a number of revolvnble disks, each beariJl8 a mixed 
alphabet on its periphery. 

kappa plain con.":Stant. A constant employed in coincidence tests to denote 
the probability of coincidence of' a given textual element or unit in 
plain text. It is the sum of the squares of the probabil1 ties of 
occurrence of the different textual elements or units as they ere 
employed in 'Writing plain text; :f'or example, in English telegraphic 
plain text, the monographic and digraphic kappa plain constants are 
.o667 and .0069 respectively. _ 

ka]?Pa random constant. A constant employed in coincidence tests to Clenote 
the probability of coincidence of' a given textual. element or unit in 
random text. It is merely the reciprocal of the number of different 
elements or units of which the cipher text mo.y have been com;posed; 
if a 26-letter aJ:pha.bet were employed, :f'or instance, the constant 
denoting the probability of coincidence of' various textual elements 
voul d be derived as follows: 

a. single letters 1/26 • 
b. digraphs 1/676 = 
c. tri~aphs 1/17576 • 

kappa teat. See coincidence test. 

.0385 
.00148 

.000057 

key, n. 1. In cryptography, a s:ymbol or sequence of s~ols a:pplied to 
successive textual elements of a messaee to accomplish their encryp
tion or decryption. 2. A srecific keJ:• 
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kel book. A book containing key text, or pJ~in text forming specific keys. 

ke~d columnar trnnsposition. A tranopoaition system in which the columna 
oi' a matrix o.re te.Yen off in the oro.er determ1ntoci by the specific t..cy 1 
which is of'ten a derived nuznerical key. • - - -

kez pbro.se. An arbitrarily selected phrase from which a key is derived. 

kcz recovery. The crn>te.nalytic reconstruction of a key. 

kez text. Text from which key is derived. 
,, 

#'., R • • .!'I 

kel_wra.. An orbitro.rily selected word used e.a a key "R.er se1 or from which 
a key is derived. 

keyword-mixed alp~. .An e.lphnbet constructed by writing the prearranged 
key "Word or key phrase (repented letters, if present, usually being 
omitted after their first occurrence), and then completing the se
quence from the unused letters of the alphabet in their normal sc~ue~~o. 

:. ..... • ... ... • p ~ t ' 

lambda (A) test. A test for monoa.lphabeticity in a :messaee, based on a 
comparison of the observed number of blanks in its frequency distri
bution with the theoretically expected number of blnnlts both 1n - -
(a) a nonna.J. plaintext message of equa.J. length and (b) a random 
o.asortment of an equal number of' letters. Also called the blank
expectation tes-t.. .. ' -t"~' -..t-• .. - ~ ... ,., . . .. . 

latent repetition. A plaintext repetition not apparent in cipher text 
but susceptible of being made patent as a result of a.rw.lysis. 

"- - -" _. "'J , r O!T - • .,..,.., 1 r I t 'VI~ ,f 

. .. -

.. .. --
,La:tin square. A cipher square in which no ::aw nor col~ coxito.ins a 

repeated symbol. • · •- .... ' • ;; ---t- ,.1. - ' •• ~ ' 
- . .,.,. ...... 

·~ . 'I ... ,. I.} .1:.11. 't •• ,.. ........ - ....... -

lexical, adj. Of, pe:t'taining to, or connected with, words. In its crypto
logic sense, the word is used to characterize those cryptOI3l"D.PhiC 
methods (chiefly codes) vhicb deal with plaintext elcm~nts com,prising 
complete words, phraseo and sentences. 

r-r- :II - "\.- • r::.;;!-

literal kez. A key composed of' a sequence of letters. ~ : 
i ; ~ - ...... ,. - - i J.,. ... • i "aJ - f' 

logarithmic we.tghta. NumericoJ. wcie;hts assigned to units o'f' plo.in text, 
-----~ich weights aro actually logarithms of the probabilities of the 

plo.intcxt ~1 ts, and 'Which are used to ev~uo.te tho ~sults o'! certain 
Cr)'P'trulfllytiC Opera.tiOnG e .r "·- • .- I r,( 

low-echelon, o.dj. PertaiJting 1..o organizational units below tlle level o:f" 
the army division or its equivalent. 

low-ern.dc, adj. Pertaining to a cryptosystem which offers only slie;hi. 
resistance to cr,yptanoJ.ysia; for eYample: - (i) Pla:y.f'o.ir ciphcro, 
(2) single transpoaition, (3) unenciphered one-port codes. (Cf. ~ .... 
medium-grade and h.,ir,h-grade) • & 

1'\- ' 1.11.\1 .,- 1 "• ..,. ...... :w: 
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~ mn.tr1x, n. A g~omctr1c f'onu or pattern. In tto.nspos:t.tion nyntcms, 
,_ the figure or rliegrom. in which the var101J.a atepa or tho trnns

poai"Lion o.rc e:rrec"Lcd; in substitution syatcms, the fie;uro or 
diogrmn conta1ning the sequence or sequencen of pl~1ntext or 
ciJ:lhcr symbols. 

• 

mdium.-c:ra.de, adj • Perto.1n1ng to o. cryptosyatcm which offers con
sidcrabl~ reaiatnncc to crypLo.nnlyo1s; for exarnpl~: {1) strip 
ciphers, (2) polyph~c tranaJ:lonition1 (3) unenciphered two" 
part codas. (cr. low-r-:rA.de ancl high-gr::o.dc) • 

:messe.o;c, n. .Any 1.houe;ht or id.ca expressed in pln.in or secret le.n
gu.nee, prepared in e. form ouitnblo for tra.nsm1as1on by any 
means of communication. 

mcssW?;c indicator. That I.>A.rt of tho spoci:fic key which cha.ne;es 'With 
every lll':!BBage. 

meseo.ge ke;P.ng element. See JnCBSO§e indicator. 

mixed cipher o.lphf\bet. A cipher- o.lpl1o.bet in vhich '\.he sequence of 
letters or characters in one or both of the components is not 
the normal sequence. 

m:l.xed-lenfi'!?h SJ'!ltell!-• A cryptosyatem in which the units ot cipher 
text or code text are of irregular or non-co.nstDJJ.I:i length, e.s 
for example, e. zoonome-dinooo system, or e. code system employ
ing both 4-letter and 5-letter groups. 

mnemonic key. A key so construc"tred as to be easily 1•emem'bered. 

modul.o, D.d.1. Pertaining to a cyclic scale or basis of arithmetic. 
{Abbreviated as !!!!?,!!; e.g., ood 10, mod 261 etc • ) 

modulus, n. Scale or basis of aritluneticJ the number n is called 
'\,he modulus when all nunibers which dif'fer :rrom each other by 
~ or e. multiple of~ are considered equivalent. 

Jl'.Oni tor, v. t. To intercept and copy one 's own or f'riend.ly radio and 
wire transmissions for the purpose of detecting and cor1•ecting 
violo:t.ions of reguJ.o.1.ions. 

mono¥rhqbe~ip1ty, n. A chare.ctel•ist:!c ot encryr.ted text wbi.ch indi
cates t1;;t\t it has been :produced by methods involving a single 
~1phcr alphabet or sinele code book, unenciph~red. It is 
nonl!nlly disclosed by :frequency distribut1 ons which dioplay 
"rou@l.ncss11

, or pronounced variation in rela.bivc f'r""q,1~nciea. 
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~n.ll,lt..,l~c-t:..~ .• ntihsi:ltu-L,i.on.. A type Of stibstitution ~lliplofina o. a1]1G1c 
c il~fi,..t• o.1.11htl.'bct \ly- m~a.ns or ~rllich each cit> her equivalent, ~omrottra''u:
o£ 01\C 01' 1001"<! ~lcmclllis I imto.t'inbl)" represents Otl.O part:tcultu· :[lla i 1\

trxt mrl b, 14'11cl'oVc1" 1 t occttrs tlll"'uc;hout o.ny gi~on message. 

-
l*')UCI_g1d'\.,h:lc subst:ltttt:lou. En~:tpherment by subst:ttu'hion frlt!tbod.s ifi whiph 

i.hc ~ln{nt.cxt tutits nre single characters B.tl.d their C!i]:1her equiva.• 
1cnts usun111 e~nai~t ot single c~~cters. 

m,n_O\uo1 fta A single digit, 

1\);)J\.~mc-d:l.nOJt\e D;t,"EEtcm. A su'batitut:ton system :tn •which eorta:t.n :ple.:t.nteX'b 
clcmex\ts hnv~ sil1g1e•clis:lt eij?hcr equivalents, while othel"s~ ¢re ... 
rcpt'eS<!11t~d by :pnirs of d.igi ts • 

llJ._ul_tilit.ru:tal, nd.j. o:r or l?Crtaining only- to eryptoe~t~nts 1 cipher alpht.t ... 
' bd s 1 l\11d. :C'requcncy distl"ibutions "Which involve (d'nhe1'" units o'£ tw 

o1• mox•e letters or clla.t•acters ._ _s_ec the nx>:te i.nciil'G 1've tern\ ~-
~ .. nphic • 

' - . 

~O;tilitcrp.l ,cip'-'\c;t: E\J.}'llllbet. A cipher alphabet in vhich one :Plaintext 
letter is lO.Cl"i'cscntcd 'by ei:pher units cOl'JlpX'ising t'W'O or more el_.ome)).ts, 

111\tlt:tlitcl•al system. A subst:ttution s:rstem involving one or more multi-
• · fftc1•aJ. 'aiphc.r alphabets • _, _ ... 

lll\lltiplo n.:trha.bet .s~tem. A t~ of substitution in vhich s_\lcCQ~sive 
lengtlly portions of a messoce are each monoalpha'bet:tcally enciphered 
by n different nlpha.bct; tOOnOa.l.J?habctic enciphenoont by sections. 

non-ca:t;-Yir£ s\mlt A S\'llll :Produced in crY,Ptogra.rhic (mod 10) tU.4:ttbmetia • 
.. - -

nl'n•ert\shin.~, ad.j. A term \\.Sed. to describe thnt :f'eat\U"e of th~ structure 
of cc1·t.e.in cryptasystems 'Which does not permit s. pleitltext unit to be 
self-encipher~d. 

non-eonmn1tative-, adj. As ap:plied to bipartite cipher matrices 1 so con
st-.1"\.tcted tllt'l.t rov and colunm coordinates must be rend in s. certa.~ 
pres~·ibcd order (for ~~le, in a rev-column order). ~ 

... .,. .J. , 
nort\.'11 fl.~auency. The standard :f'requeney of s. plaintext unit or letter 

relative to other S\1.Ch \Uli ts OX' letters, e.s d.isalos~ by the st~tisa. 
tical st\1dy of a. large vol\'l.me of text. _ .. .. ,-

.. .. 

"' • I ' \ 
no:t,1..'\l seouence ~ The norms.l alphabetical sequence of those letters v~feh 

are use~fin the vri tten te.:\.'"t of any ps...""ticul.er l~e, or any eye lie 
pe.:.n:1.tta.tion thereof. -

. 
\. •' 

, -

~· 

, 
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• 

... r"' • .. 
- ·'fir r' 
- • t r i • 1-16 ,._ 

= • 

•'! : ~·1 

• . 



• 

• 

REF ID:A56892 

~rmnl unilit~rnl fre~cnez distribution. A distribution showing 
tlic sta.ndord relative :Crequency of' sit13lc plaintext symbols as 
disclosed by statistical study of a large YOl~ of text. 

null, n. tn cryptography, o. s-ymbol or unit of encrypted text having 
- no plaintext signl:rlcancc. 

n'tiJilCricnl. kez. A key composed of a sequence o:f' numbers • 

n'Wl"cricq.;tlz-ke~rcd col~ trons~sitiol!• A transposition system in 
1 w'.ilicii the,....col'Ulllila o£ a :m.a.trJ.X are taken off in the order doter

mined by a numorico.l key. 
~. , ~ ,i 

off th'3 cut.._ As _o.P:e.lied to the division of cipher text into poly .. ' 
graphs, bee;inning elsewhere thnn with the initial. character ot 
a bona. fide polygraph. 

" f .. ... -
one-~~ coda. A code in which the plaintext; elements arc arranged 

in alphabetico.l or nwnerical order o.ccompo.niod by their code 
groups also arranged in alphabetical or numerical order. 

otle-tilre ~.. A- form of key book used in a one-t~ systom so de-
- signed as to permit the destruction of eo.ch page of key as 

soon as it has been used. 

one-tiF~ system. A cryptosyutem in which the key, nornally of a 
rendam nature, is used only once. 

on the ct\t. As applied to the division of text into polyera.pbs 1 be
ginning "'ITith the :first textual character. 

open c,ode.. A cryptosystem in which units of plain text ere used as 
the code equivalents tor letters, numbers, words, phrases or 
sentences. The code equivalents them.<Jelves, usually vords or 
pl:ara.ses 1 can be combined to form the intelligible text of 
apparently innocent messages. (Ct. concealment system..) 

oricin.'ltor, n. The individual (a co:mmander or his o:rtic1o.lly desig
nated representative) by whose authority a message is sent. 

padding, n. Extraneous text added to a mess~e for the purpose of 
concealing its length and beginning or ending or both. 

'POXO!>hro.se, v.t. To change the phraseology of a message without 
changing its meaning. 

:pro:tio.lly-polyp;raphic system. Any polJ18l"aphic substitution system 
in ·which the encipll.ern!ant of certain n:.el!lbers of the roly
e;ra.phs shmrs eronp relationships; small matriX syatems, such 
as trc four-square, tuo-square and Plo.yi'air syot~ 1:J involve 
such 6l"OUP rclntionsh:fps t'nd are considered to 1 oJ rt'rtie.lly
d:t(.trD.phic s~ct ... ..,s • 
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~·1.1i1on, n. Rccolut.:ton of t•n :ln1cecr ::ft1to a set o'f :ln1.('c;ers (c .. e.,. 

-- i=<11icocn-\ a.tion or 1 he if'1,cc;cr G a.s 1 ana 5, 2 o.na 41 3 o.na 3) • 
-. ... ., al r o\_.. ,,,. 1 - ' ~ rt .I ~ ' :11. !L 

pn1E_!!! .. ~.P.2.i~~· A repetition which is oJ::terno.lJy viaJ.bJc :Fn 1.ho 
ol.·:l c;illru cryptot,rnphic 1.cxt. 

- i" I ' • r,., 

r.r 

.. 2 ... 

.. -
~('n~"!.f~, n. A set o'f :rive letters. 

J?..Cnt"\ron~C, n. A set or five d::l~ita. I r • 
• 

• 
"' 

periodic st'lbsti tution. Perj odic pol yo.1 phabot:t.c S'l'lbst:J.tu~ ion.. A IIIC"thod. 
o'fcric""i'PilexT.iC""@-ircvolving the cycl:fc usc o'f 0. plura.J.ity o:r aJnbn.bcto. ... 

~ ~ • ~..,. .. L. 4! .... "' ~ ;;;; 
,. - --- ~ 

;wrmut~t1on ta'hJ ~. 
coda c;rou:po .. 
code text. 

A table dcs1gncd for the syatemntic con&t~~!Ction ot 
It m:lY also be uood to con e-c~ gd.rbl<"o in ~J>s o-r ~ 

• ' - J t' - '".......- T "';t ,.,,. '_.. f' t'tr.,r : • • It 

ph:J~.JP-)_tp.!J!. A test a.ppl:J cd to 
rc-lo.tivc li'LOnoalphnbcticlt.y. 
rondom constant. 

r • ~ f. -' { ~ 1 l I. .,' 
- - - ! I 

o. :rrcqucncy a:tat..r:tbui._:ton to ao;te~~(': \ts · 
Sec o.J so ~a _Pl.ail:J ~onstnn't. an.O.i~" . " -,- -. ·- . . -.. 

;e!l]!_i_c!L..v~urjt,X• That component of conmrunication sc:.~urity which ;:e,l?\t\,t,p 
i'rom aJ J pi1ynical moastu•<-s necessary to sAf'ccuaJ."<l cla.ss11:icd coli1Dmni ... 
cntion cqu:Jpmcnt and ~ter:Jal ~~m access thereto ~y unautborized 

t' A ,r t persons. 

~~.!' n. A portmanteau rrord used to dcsienat<. plain or un(..nciphcrcd 
--·· ~ ., ~ 1- ' code. 

~nin cOi£. Unenciphered code. 
I~ 

Jalo.in C£t~Dn<"nt. That conwoncnt of o. cipher aJ.pho.bet which COIIJl)rises th: 
sequence of plaintext symbols,. - _.. ... • .:,_ ; 

ur u ... ' ·v 

Eln'~ C.2ll!P.Pl!.eE.:!....£.~.!EJ..!Fj.a. In connection 'With the mci,b.od o:C' completing 
tl1e plnin componen-t sC'qt,c.nce, 1.he plaintext equivalents for cipher 
units dcl·:Jved f'rom tiD nrb1trory juxta.);IOs:ftion of the components of o. 
cipher o.J pha.bet. -· - -.I- !--

l?,l;qip. ~~-(~;_c.= "t.e~l· 1. Text or lMgua.ge which conveys an intelligible 
n.:.o.nil't..e; in ~le.Jl~w.gc in Wich it is -written, with no hidden ~aning. 
2. The intelligible text und.erly:Lng a cryp toe;rv.m. 

.. ~ ....... '¥ '\ ,. • • .. , .a, 

-
~ '=--. l 

- ..... "f.. .<f~ , .. ...,. 

-~ 

• ..... 

~E' B'V!'.!=SE.!• A type of digra.phic substitution using e. single ma.tr:f:X 
n!'l"D.alJ y of' 25 cells. 

.. • ,. ;- "' ' • r .~.-~1 -~ 

, .. 
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I I ' ... ~ .k 

Poisson t('blc. Table of the Poisson distribution. A- type of math
cn~ice.l table contai11ing probability C:W.tn o.pplice.ble "to the 
phenoll'enn of repetitions expected to obtain in so~les of' ranaom. 
text; used in cryptanalysis to det"!I'Jilinc "Whether or not the 
rc:peti tions obocrved in a given smnple of cryptoe;raphic text are 
cc.1:1sal repetitions or ncc:t dental. (re.noom) repetitions • 

• 
poll,?:}phc.b~~e substi~~· A typ'3 of substitution in vhich the 

success1ve plaintext elc~~ts of a u~sasee, usually single 
letters, are enciphered by a succession of different alpb~bets 
which may bo used more then once and vhich ere u6ed in e. 
pre6etcr.mincd order. 

~.!.T\1:12.1 e.dJ. Of, pcrte.:lning to, or eonx.ectcd with r..ny ~-
1Dgs compr:l sing tl.'O or 11 ore lot~rs or cbr-...rncters. 

,. 
POlE!O.'O~~ substit11t!2!:• Encipherm::mt by substitution lL'2thods in 

"~llieh tl:lc plaintext units o.re rcgul.er lcneth ~-pines o:r :more 
than one eleff.ant. 

PQ11Jth1lse cnci!"!~~· A:ny system of cncrypt1on involving t.ro or 
~o~ cucccssJ.vc CI~rationa of cneiPhcrn~nt. 

-
;probcp,fc, ~OJ-:~· Plain text e.seu.Jted Ol.'" knotm to be present in a. Crnrto

gl"E!l!l. A crib. 

pr_obabl~;-"t~rd n:::!tbp~. The Jrl!thod of solution illV'olving th'! tr:le.l of 
ple,1U tf:xt QSS'Uin2d to be precent in 8. crnnogrem. 

• I 

FOf~m.!..E':~2· A message 1n stnndardi~cd form, d.cs:tgncd to comrey 
intelligence by conventions of nrre.n.gcment and abbreviation. 

-
]ZSeudo-cod~ s~ts-~· .A cipher system 'Which produces a. cryptogro.m wose 

croups res<!D..ble 1:hose produced by a code system. 

Jl!Seudo-~~.tP'h,i$! s~em. A i>o1Yc.raphic substitution system in wich 
at l<..ast o.a.e of e letters in each -;polY'8l"O.l?h is enciphered mono-
e+t>babetically. - - ~ •_ -· .... 

~i~~±ij;era.l o.JJ?'¥!-':j:,. A ~pher al:pb.a.bet in 'trhich each pla.intext 
.~~ette~ ~~r~~sented by a 5-character equivnlent. 

rando;-~:~a. c}ph:r"·'alPbabet'l~ A cipher alprulbet !f.n which the letters 
compr1s1ng the plain or cipher component have been mixed at random. 
(Cf. systema.t.~cally-mixed cipher alJ!h~bet). -

random text. IJ!ext which appears to have been produced by chance or 
accident, lur.ripg no discernible patterns or limitations. 

,...., ... 
.... .. - 31 
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ro.;2id noolytical mnchinerz. Any high-speed cryptanalytic ma.ehincry, 
--- usuaJ.lyClec'tronic or :photoelectric in nature. • ' - _-p- .;..!~· "·"' 

,., r t. -

raw traffic. Intercepted traffic showing no evidence of processjng for 
- -r co:mn'UD.ica.tion intelligence p\u'poses beyond sorting by clear address 

elc~cnts, elimination of unwanted messog~s, and the inclusion ot a 
case number and/or an arbitrary tr~~fic dasiehator. 

reciRrocal c:fpher al~~· A cipher alphabet in which either of' the ~ 
sequences JDD..Y serve as plnin or cipher since the equivalents eJfpibit 
reciprocity. ,. ~ -

reci,Erocity, n. As used in cryptology, intercha.neeability of pla.in ... (!i~ber 
relationships (e.g., ~p =Be and_~ = Ac). . .. ... -... '( 

related al-phabets. A:ay of the scvci"o.l. secondary cipher alphal.1ets wl1ich 
-areprodii'Ced by sliding any given pair or primDry co:rrponents aeo.inst 

each other. " - ' 

relative code. Code text f'rom which an cncJphcnrent lVls been reD'OVCd in 
relntlve terms but not reduced to plain-coo~ text, so that th~ groups 
differ from the actual, original plain code by an intervo.l. constant 
for every group; thus the dii'i'crec.ce bctuccn 'l.iJO relativE:! code groups 
is the some as that between their plnin-code equiva.lents. 

repao.ting-kez m~t~od. See periodic subt;!_~.!!!E~· 

repebitive enciphcl"D'.cmt. A t;ypc of cncirben~nt :Jn which the prim.'ll"Y cipher e 
- ~xt o:facrir>toC;rem is subjected to furLhcr enciphnl'JiLant uith either 

the se.me or a dii'fCl"'etlli sysLcm. Double trnnsrosition is a f'requcntly-
cncolmtcred e:xt\Iij_')lc of rep3'Litivo enciphcl .. m:mt. , 

,.. ..:\ \.. • I. "\,... • 

~!Ec~!!£!l~:!'~.!rlE!..!lr!!'lbcL. A c_iphor rurhab~t in which both ,_the 
plo.ln ~nc.i cipher cOI!lfOn:mts t're th<J nbl"'I'll.l sequence, tlle cipher com
roJlimt bcins reversed in direction i'roro tl~ plo~n bdm}?oneut. 

reversibility, n. That cl'lora.cteristic of the rol~tiQJWbip 'bet·u·epn (i pla1n
--tcxff1i1Ct"ap1l m1d its cirbcr difiruph equiva.len"tt wl1ich perui£s the ~ 

elcm~nts of each to be reversed (e.g., ABp • CDc and nAp • DCc). 

revot'V'in~ r;rille. A t;ypc of arille in whicli the apertures are 'so dis:brf
buted that when the grille is turned successively tbrough four- an5l0a 
of 90 de5L"ees anC! set in ;position on the grid1 all the cells on the 
grid are disclosed only once. Also called rotating grille~ ' • 

- ,. _. ., • ... I .,.. 

rotating grille. See revolving grille. 
- • 1.. • 

rotor, n. A disk which is designed to rptate within f c~Pber machine and 
which controls the action of'-some other machine COJIU)onent or produces 
a variation in some textual or keying element. 

• 
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ro'l,..,.lmcss, n. Tl:m.t ch .. "U"ac1.Cl"1otJ.c of' a. f'rcqt1cncy- di::rtrib..ttion lo:Ucrc 
-----1l1cr~ is dJGpln)~d in the diotrJ.bution a pronounccdv~rJ.-tion in 

rolo.tivc i'roqltoncios of the elcir.:::mt:J considered. ( Cf'. s >wbncno .. ) 

:route trr!ln";'f'IOOi"t ion. A methqd of tra.nsposit1on in "t<luch the cipher-
., ---tcA."t cqui"V""l cnt of a JTossage is obt:J.in:!d by tr<mscribing, accord-

ins to any prearranged rmt1.c, the cells of a ro~trix into 't-hich 
the JI()Seegc liaS inscrJ.bed earlier according to som other pre
arro.ngcd route. 

row coordinate.. A sjlllibol nol"lT'""J.lly at t~ sJde of' a 1'\."l.trix or crypto
gr~phic to.blc 7 idcntif'"",.fincr a specific rm; of' cells, U'3ed in con
junction "~;dtll a coltu.n coordinate to specify e.n J.ndividuaJ. cell 
in the matrix or tvbJ c.. Also called ro-r indicct.or .. 

row indicator. See rou r:- -.ordino.m .. 

runnifl"' din01r~ distributJ.on. A bJ.literal distribution n-:-dc on dJ.git 
to:A-t., 

secret ink. Any o:r several chC.ilic<lls urcd for 11ritirg or printing 't-rhich 
h~ve th~ propert,y cf bc~ne J.ni~ially irrvisiblc to th~ n~Ked eye or 
o:r b"comng so a.ficr a short t:t.rn-e.. Also called 1.nvlsible ink or 
~~~th~tJ.c 1nk. 

secret l~'"n"t'!.'lge. Text "tThich conveys no intelligJ.blc m:!o.ning in any 
l ... ,.,rr.:--~eor nhich conveys an intell1gible rr~aning that is r.ot 
1.J.1e real, hidden msani~. 

secret 't-'lriting. 1. V1sible 't1l"itJ.ng in secret language. 2. Invisible 
·urit~ 

se-g~aJ-.9.r, n. See 't'Ord separator. 

seque~7 n.- An ordered arrane;ement of synibols {letters, digits 7 etc.) 
having continuity. Specifically, the m:lmbers of a cortpOnent of a 
cipllcr alphabet in order; the symbols :in a. ro1-1 7 column, or diagonal 
o:r a cipher square in order; key letters or key figures in order. 

settin~7 n. The arrangement and aligmnent of the variable elements of 
a cryptographic device or ma.chme at any moment during its opera-
tion. ' ~ 

s1[.It' .. ,..,7n. As used in cryptomathen'.atics, a measure of the standard 
deviation from normal, expressed in terms of' sigma ( q). 

simple substitution. Monoalpha.betic unJ.literal substitution. 

simple tra.n"'!'Osition. See single transposition • 
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siugle transposit1.on. A t:ro,psposition in which on].y one inse!"iption and 
one transcription ore effected. -~ ,, '-

.. ~..:: .. .... \.. 
sJIIOOthness, n.. Th'lt characteristic of o. frequency distribution where tliere 

is dinvlo.yed in the distribution no pronoUllccd variation in rela.1(tve 
frequencies o:r the elements considered. (Cf'. rouf9mess) " - ~· 

solution, n. In its crypto.n~uytic application, the process or result ot 
solving e. cryptogram or cryptoaystem by cryptanalysis. 

solve, v.t. To cryptanalyze. To find the plain text of encr,ypted co'Mlll1ni
cations by cryptanalytic processes, or to recover by a.na.l.ysis the keys 
and the principles of their application. 

sJ.?.ecif'ic key. .1\n clement which is used with a specific cryptosystcm to 
determine the encirhenr~nt of a. m-essage and which includes both the 
~'3sflge keying el('r•:mt and the daily keying el01nnt. It JD'lY consist 
of o. letter, nulilbcr, word, phro.se, sente11cc1 a sp~cial docUltletlt1 book, 
or table, etc., usually of o. variable nature and et'sily changeable 
at the will of the correspondents, or prearranged for them or for 
their agents by hicher author1.ty. 

squa.r~, n. See D"ltrix. 

-• 

standa:rd cinher aJ.nhabet. A cipher alph-:1.bet in which the sequence of 
lcttars in the plain component is the normal, and in the cipher 
compo11~nt is the s~'! as the non.nl, but either reversed in direction 
or shifted from its nor:mn.l point of coincidence 'With the plain com- 41' 
ponent. 

stano!>rd unilit~r(l'l frequency distribution. See norm"''.l unilitcra.l :rre
su~ncy di~tribution. 

stercotyt'e, n. A l-rord, number, phrase, abbreviation, etc • ., 1-rhich as a 
l"c..!sult of l~e lwbits., ha.s a. high probability of occurrence, 
especially at the beginning or ending of' a Jr.ossage. 

t 
stercotyred ~2ss~~es. Related encrypted messages which are recognizable 

t'S such because of distinctive ch'U"a.cteristics of' the underlying 
plain text. · ·· • v , ~" 

,, , ~ 

strit> c!~r·_~,.. o.cvice. A cipher device em:ploy:Lng slidinz alphabet strips. 

sttbstitutJ.on aJ1?ho.bet. See cipher alrht.'lbet. 
--- ~- ... - ~ ... _ ..... 1.1'( 

'3Ubstitution cipher. 1. A c~pher system in l-Thich the elements of the plain 
tcJo.."t are replaced by other elements. 2. A cryptogre.'l!l produced by 
encirhering a plaintext message with a substitution system. -

... I • • - ' ..... -
substitution system. A system in wh~ch the elements of the plain or code 

text o.:ra repl.D.c~d by other elell'.ents • 
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Sl'&-c-lv·"'~·h •~" tl'' ... •• A Tit"Coclcc~d die;tt (nOlilnlly tll'l f'l.Iml. dicit) 
111 - cc-;;--ol:""""oi;,hcr a'I'"O'llp ' 11tch i'l the ntr"-crn-yin~ 0'1i11 o'f 
tll.... o thcl" dl.t;l.1.s J n th'l crotlll. 

SlV.Tlit~g-tx-il"C'ro .,..., ... ~,., A mt'b::Jtltut:lon C)T-Jt0711 in "tTldch c""ch pl ... 1n
tc4"1. lcttt:r 1-;;-::-::-olQ.'od "" ,,ni.qull rn~ ":lr::1c.al "":"r:"' .. , '> f' 0 to f' (. 
TbJs wluc 1s th~n CJi:III'C3BC<l Ps a trinone, "W&O d:L{p.ts or -...W..ch 
s'Wil to tho deCJ:feno.tcd val.uc o'f tOO letter. 

s\mcrenc:l T'lll~rJ'llCnt, n. A f'om of 11\lp{Tencryption in 'Wbich the :C:lno.l 
step 11IV"Olvcs cnciphcrsrent. ---v. t. f'11f~rcl"cl pl:.or .. 

Sttporencl=roJon1 n. A :rurtbcr encryption o'f tho. text of ·.L c-r:,'l>to-
6X'N"l i"or l.ncrcesrd securii.y.. E&lciphcred codo is a frc.q\' 'ntl.y
encou:ntcrcd example of surcrencrypt1on.---v.t. S\urr-ncr;.'Pt. 

switch a:£0UP• A lJl'OUP used wi't.bin 1\ JMsso...."e to 1J'Idica.te tbo.t the 
follcr.rtng tc:x1,ua1 eloe1nents ere encrypt.ed 'With a dii'fCI:Cnt key 
or code book. 

syllaba.!J', n. In a code 'Look, a. list or indiv1d11A.1 1ettQrs 1 ron'bi
nations of' le \. t~rs, or "iyllo.bles 1 secor !Jlt:>lli<.>d by thPir oquJ.va-
1ent code group'l 1 USl.'!8lly provided for spcl.J int:s ont 1rordCJ or 
proper names not present in the voca.bul.sry of A. code; a. spell• 
ing "\.able. 

szllabarv sou3l"e • A cipher matrix containing indl.Vit'Jn.al letters 1 
digl.ts, syllables, frequent digrnphs, trigro.phs, etc., which 
are encrnn,ed by the row and column coordinates of tbe 1113.trix. • 

s-vllab1c, adj. Of, perl.~,inll1C to, ot• denoting syllables. 
- - - ....... 1- ... -!... .~'"' 

9!~1 n. See ~..!2.!!· 

systcmJ~lz-DI:!!'cd ci~hcr !'lf~bet. A cit,her a.lrhabet in which 
tl)e corrol'lent tlia1. is '11\lJf'ed ha.::J been disarrf\Dg~d by systorx:l.tic 
procedure. (c:r. ~~~E.!!.2~her-s-lrl\abet) 

s;ystem inc11cator. See disc-r:Jm"Lnnnt. 
... -

~!P.'lPtor, n. An eleci.rical.ly-operated 1nstruloout reseJJ1bl1ng a. 
typt:Ml1ter, used for the transDUssion al)d reception-printing 
of messages by elttctrical means. Also called telet~1ter • 

te~et]P~n"i'ter, n. A teleprinter. 

te1rrf181"!'!!~' n. A set or four letters • 

t~fi.!\Ome 1 n. A set of four digits. 
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i.a.1.1 n. ~part at a. message c0Dta1n:Sua the 'bas1o ~:tou wb1al:L 1;be 
- oris1Dator desirPs to bt' ~cotccl. .,.. - .... 

tra:1'1'1c 1 D. All i.raDSJid.tted CODII'UDicat1oDB • 
I 

... ~ •• 

tra:r1':l.c anal pia. IJkb braDch a£ crwtol..oG' which, 'bJxroDSh i -~ o"P -
alanaJ 1iraund.sa1o1Js 'bJ' all meena short ~ ~1s of •ssase 
te:I:Lf, 1 aaaedllea 1Df'ormat1on concorm ns cotmam:» catl.on JJetworks. D1a 
111formt10D 1s used (1) as n sa1de to :rurLber 1rrLercept:umJ (2) as an 
aid to cl")'ptet:Ja.1.JE,1s J (3) a a. source ot 1D1.eU:1 gouce cmm :ID 1Jle 
absence of docr)'pted :rl'lssage text.&; and (4) to atnl'gthen our owo 
accur1 t7 b7 c11scover:lng voaknesscs :ln OU1" c0lllllml1cat10Ds 8Dd 'bJ" 
svo1CJ1nS wealmesses chscovered 1D the CQIDI!IIMl CBt10DS of' otJlers • .. ,. ,. . 

,.. -

I --
tra:rn.c :llrl.erc!i'• A cow ot a commuD19at1on obta.1Ded.'throush 11Ltercept1oD. 

'bl&riSSJ..2!!, D. In a tu~nspos1t1on 6J'Stei!L, the process at reDJVlDe; ~ 
~ a •tl :tx or gr1d by a method or route c1l.f1"erelrb :tram tl'tat 

usccl :I.D the itlscr1pt:lon. "' ,. ...... 

tnmsm1sa:»on secur:»tz. 'fho.t compoDJmi, of COJIIIIlllP1cat1oD secur1t7 Vh1ch 
I zesUita fiOOili 'i1f mcoaures des:».gDed to protect trP.mmd.ss:lo.Ds :f'.raiL 

::lzrl:ez'Cepticm eDd trat1"1c 8D8J.JB::. s • Ill' • ~ rr ... .. 
• ' J'l .. .. c f c- .. f 

l:J!!!~~~~a~l.l'e~ct~. Da:t charecter:lS't:lc ot c:lpbez' test 1fh1cb :lnd:lcatea 
:II!!!.L-~ .......... n eleaeJrts _,. bave 'bMD aelf'-cmc~. 

- .. • , .. 6. • - .. 

'liraDEopU'!!!ClJ1!1!8l"Se• ~t cbare.ct.erSst:lc ot c:lpber text v!d.ch ,.UCtctea "" 
tliiGOertalll cii'iler dfgrapha_ a)' be ll8l'el.7 reft!'Sala of 'bba correspmd-
11111 pla1ntezt ~. 

... ·-· ...., • r\ 

..-.....,~itl~ti::LPiilz. ~1D8. A tiazlapos1t1on &,......_. 2. A ~ pro
• messase 'With a tn.nspoait:l.oD SJ&te• 

V8Zl8f0.!11i1011-m:b'ea. c~. A c:lpbe:r ~ 1D 'Wb1ciL at least 
ODf'--cs;;~~~) has been CODStractecl 'b7 ~ & 
form of tr&Dspos::l.t:um to !'i'Uler a 8'tazl4srr4 or a :ad.xed s~. 

1iren!J10!1tl.oD 'ly&tem. A CZ'J'Pt08~ 1D. ~~ ~ fitlemelltS of ~ text,_. 
-~ 1nttiVliualle1iLers, srou;pa of letters, s'tiJablec, -woraa, pbrliSea, 
sent aces, or code gl"'Up8 or thel.l" cCIIIIIpOIIellta uncJerBQ some clmzlp 1D. 
thob- 1elat1ve poa:lt:lolls without a clJe.uge m tbeir 1"ent1t!es. -· a, -. I -. ....... ' 

'P f - .... 
- I ... -- .... 

t1! eyenbl.c 1 ac1.1. Of or 1'8r'liEWJ.~ to &JQ" three-cha:racter ~· 
I "''I. I 

..... 

• 

-.. 

~ --

.. 
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triL?:~l?lrlc subst:t ... ct~t1_2..!!...!:.~E~· A m .. 1.bstitution system in 'Which ·the 
plaintext unite are composed of three el~~nts. · 

tr:Uitcral, adj. O:r 1 or pertainiug only to cryptosystc-ms 1 cipl1cr 
· alpkbete 1 and" :f'requency distrj:but;ions 'trbich 1n:volve ciy1her 

· units of three letters or characters. See the m.ore inclusive 
tern1 trier3.phic; see also ~iU.ternl frJ_g'V.ency distribu.tion. 

trilitero~ :f"reqt:enc1 distl·ib:utiop. A distribution of the characters 
in the text of a m'3ssae;e in sets of three 1 vh:f.ch 'ti":lll show: 
(a) et',ch clk"'lXacter with its tuo preceding characters or (b). 
ench character 'W'i th its two succeeding chr--...ra.cters 1 or 1 in its 
most usu.al :f'orm, (c) each chera.eter with one :px-eceding and one 
succeeding c~cter. A trj.li teral :f"requency distribution of 
A'ECDEF -would consider the groups P.BC, ~~ £!?!.1 ~· 

.. 
trinome 1 n. A set of three digits. 

-=tr;;;.·;;;,ino-.o:ro~c-di~t~hic system. A su:bstitution system in which plain-- _,___,--="' _____ _ 
text digrc:pbs are represented by 3-digit cipher elements. 

~h1 n. In its ceyptologic application, .a point of low relative 
· frequency in a frequency distribution. 

true polygre:ph:tc system. Any polygraph~c substitution system in which 
·. the individua.l-ei'emcnts of 'tbe polYBraphs display no evidence · 

of ~or~alphabeticity, nor evidence of relationships within any 
group of polygraJ?hs; that is, in a true -polygraphic sy-Stem., cbang
iD3 one letter in any plaintext polyeraph p£fects the equivalent 
ci",!)hcrliext poly,s'"l"a-ph in its entirety. ( Cf'. J?al"ticJ.ly-:r.?olygre:pbic· 
s~tem and :f!'~Ct ... (~.~-pol;yp:ra-rhic system.) . 

bo-elelt,el).t dif:f'er.en1:;ial. The charncteristic incorporated in. certain 
codes in -which the groups differ from one e.r..o·tlv"...r by a miniirL~J.lll 
of two elemsnts 1 either in identity or the -positior..s ocCU!)ied. 
When the ele~nts are letter.s,.the characteristic is called a 
:f;Yro-l~tF ~ff'-erentit:!~J ~-rll~n ~e. clelr:~nts are digits 1 it is 

.. ca.lle~ a :tiro-digit dii'i'cre:n;!iia.l. · 
, .... ,.~ 

tvo-pe.rt -code. A :w:andomized cod~~ consisting of' an encoding section 
in ·which th~ pl.D.intext: gro.1ps · are arro.nged in alpba.bet1cal or 
ot)ler signif'ics.t¢ order. acc~anicd by their code groups arranged · 

,in,.a non-alphe.beticai or random order; and a.decoding section, 
. 1n which the code groups ~- arranged in alphabetical or m.m::.eri

cal or<lP...r and are accompanied bj:. their meanings as given in the 
encoding section. 

two-s~~re matrix system~ A digraphic substitution system which 
no.rr: 1lly e!"tploys a matrix consisting ot two 5 x 5 squares 
arranged either horizontally or vertically • 
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uniliteral1 adJ• Of1 or pertaining~ to ceyptosystemll1 cipher al~, 
and frequency distributions wbi~himrolve cipher units o:r: si~~gli't ·· ·. · 
letters or characters. See the more inclusive tel'lll mnoEapJlic; see 
also uniliteral. frequencz distribution.. , . , ,., 

• r· f-· .l 't-~"', .; 

unilitereJ. fre~encz distribution. A simple tabulation showing the ~- · 
quency of in!iVlaual characters of a text. 

uniliteral substitution. A cryptographic process ill which the individwQ. 
letters of a message text are replaced by single-letter cipher .· · ... ,. · 
equivalents. "' 

varient, n. 1. One of two or more cipher or code symbols which herte the 
same plain equivalent; also called variant value. 2. One of senre1 
plaintext ~anings which may be represented b7 a single code group •. 

variant system. A substitution system in 'Which ~:~ome or all plai1rtext 
letters may be represented by more than one cipher equivalent. 

variant value. See variant. 

vertical two-sguare matrix system. A digraphic substitution aystea emplo7-
lng a matrix which normally coneists of two 5 x 5 squares al"l'an8e4 
vertically. 

V1gen~re s~. ne cipher square commonly attri'bute!cl 1n ceyptosraPhic' 
liters ure to the French crwtographer VigeMre, haYing the mrmal a_ · 
sequence at the top (or bottom) and at the lett (or right), with • 
ctclic permutations of tbe normal or other sequence formiDS the suc-
cessive rows (or columns) within the square. . . 

":' ~. . 

visible writing. writing in which the characters are 1nscribed Vith or41- . 
nary writing materials and can be seen:· With the Daked.e,e •. (C:t. ·iuvis-
ible writiJ¥.) ·. , 1 :. :. · 

Wheatstone cipher device. A cipher ~ce cOIISistiDs es~entially of two 
. rings mounted concentrically 1n! a siJIBle plazlel '_tbe outei: 'and .larser) 

ring being the plain component of ~'·.device an4 CODipJ"i8i1JI zr equ1-
sized divisions, the inner (and, smaller) riDS be1Dg the _cipher com
ponent,~ comprising 26 s:lmilar divisions. 'rhe 4e¥'1ce incc;.rpo~~es two 
hands {similar to those on a clock:) ·pivoted at the center of 'the de- . 
vice--the larger hand serving t~e outer riDs ·an4 the amal.ler land, 
the inner--so geared together tbat-for each complete revolution of the 
larger, the smaller ~s tbroukb one ~omplete l'eYolution ilua one 
twenty-sixth. · · · ·. · 

word ;;tern. The characteristic ~ement of repeated letters in a word 
ch tencla to make it . readily identifiable when nciphered ~al.pba-

betical.q. · · 

l·f!6 . •••• 
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vori separator. A unit of one or .:n-e cbaracten ap~ in certain 
ceyptos)'lltems to 1Ddicate the space between words. It m'3 be · 
euc1phered or · UDenc1phered. Also called a word &pacer. 

vord traDBpos1t1on. A cl'JPtos711tem 1n which wbole W1'48 are trana
poaiK\&ccorcnDa to a cert;a1p prean"aalfJed route or pattern • 

1-27 
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ENGLISH CRYPTANALYTIC DATA 
FREQUENCY TABLES 

'l"able No Pap 

1-A Absolute frequenCies of letters appearing m five sets of Governmental plain-text telegrams, each set 
containing 10,000 letters, arranged alphabetically-------------------------------------------- 4. 

1-B Absolute frequencies of letters appeanng m five sets of Governmental plaxn-text telegrams, each set 
contammg 10,000 letters, ar"anged accordmg to frequencY------------------------------------- G 

1-C Absolute frequenmes of vowels, high-frequency consonants, medium-frequency consonants, and low
frequency consonants appearing m five sets of Governmental plam-text telegrams, each set con-
taining 10,000 letters ___________________ ---------- ______________ ---- __ ---------- __ -------- 6 

2-A Absolute frequencies of letters appearmg m the combmed five sets of messages totalling 50,000 letters, 
arranged alphabetically __ -------- ________ ---- __ -------- ____________ ------------ __ -------- 6 

2-B Absolute frequencies of letters appearmg m the combmed five sets of messages totalling 50,000 letters, 
arranged accordmg to frequency ______________________ ----------------- __ ---------- __ ----- 6 

2-C Absolute frequenCies of vowels, high-frequency consonants, medium-frequency consonants, and low-
frequency consonants appearing m the combmed five sets of messages totalling 50,000 letters______ 6 

2-D Absolute frequencies of letters as Imtial letters of 10,000 words found m Governmental plain-text tele-
grams (1) Arranged alphabetically and (2) arranged accordmg to frequency___________________ 6 

2-E Absolute frequenCies of letters as final letters 01 10,000 words found m Governmental plam-text tele-
grams (1) Arranged alphabetically and (2) arranged accordmg to frequencY------------------- '1 

8 Relative frequenCies of letters appearmg m 1,000 letters based upon Table 2-B (1) Arranged alpha-
betically, (2) arranged according to frequency, (3) vowels, (4) high-frequency consonants, (5) me
dium-frequency consonants, and (6) low-frequency consonants--------------------------------- 7-8 

4 Frequency distribution for 10,000 letters of literary English, as compiled by Httt (1) Arranged 
alphabetically and (2) arranged accordmg to frequency______________________________________ 8 

5 Frequency distribution for 10,000 letters of telegraphic Enghsh, as compiled by Hitt (1) Arranged 
alphabetically and (2) arranged accordmg to frequencY-------------------------------------- 8 

6-A Frequency distribution of digraphs, based on 50,000 letters of Governmental plmn-text telegrams, 
reduced to 5,000 digraphs ___________ ---------------------------- __ ------------------ __ ---- 9 

6-B Frequency distnbution of digraphs (naval text) based on 20,000 letters of naval text, reduced to 
2,000 digraphs--------------------------------------------------------------------------- 10 

7-11 Absolute frequenCies of digraphs, trigraphs, and tetragraphs and the logarithms of thetr as-
signed probabilities __________ -------------------------- __ ---- ______ -------------------- __ 11-88 

7-A The 428 different digraphs of Table 6-A, arranged according to their absolute frequencies, accom-
pamed by the logarithms of their aSSlgned probahllities _______________________________________ 18-15 

7-B The 18 digraphs composmg 25% of the digraphs tn Table 6-A, accomparued by the logarithms of 
their asSigned probabihties, arranged alphabetically according to their lDltial letters (1) and ac-
cordmg to thetr final letters (2) and accordtng to their absolute frequenCies___________________ 15 

7-C The 53 dtgraphs composmg 50% of the 5,000 dtgraphs m Table 6-A, accompamed by the logartthms 
of tlteir aSSlgned probabthties, arranged alphabetically according to their irutiallettel'IJ (1) and ac-

/ cordmg to thc1r final letters (2) and accordmg to their absolute frequenCies____________________ 16 
7-D The 122 digraphs composmg 76% of the 5,000 dtgraphs 1n Table 6-A, accompamed by the loga

rithms of their asSigned probabilities, arranged alphabehcally according to their initial letters (1) 
nnd accordmg to their final letters (2) and according to their absolute frequenCies •• ---------- ____ 17-18 

7-E All the 428 digraphs of Table 6-A, arranged first alphabetically accordmg to their Initial letters 
and then alphabetically accordmg to their final letters________________________________________ 18 

8 The 4~8 different digraphs of Table 6-A, arranged first alphabeticallY according to their mitial 
letters and theq according to their llbsolute frequencies under each lDitialletter, accompanied by 
the logarithms of thetr assigned probabihttes ________________________________________________ 19-21 

9-A The 428 dtfferent digraphs of Table 6-A, arranged first alphabetically according to thetr final 
letters and then accordmg to their absolute frequencies, accompanied by the logarxthms of their 
assigned probabilities. ________ ---- __ -- J. ---- -· -------- ______ ------ ----------------------- 22-24 

9-B The 1~ thgrnpbs composing 25% of the 5,000 dtgraphs of Table 6-A, accompamed by the loga
ritbjnc:; of their '\SSJgned probabilities, arranged alphabettcally accordmg to thetr final letters (1) and 
o.ccbrJmg to thetr mitiallctters (2) and accordmg to the1r absolute frequencies_________________ 25 

' 
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Table No Pap 
9-C The 63 d1gra.phs compo•nng 60% of the 6,000 d1graphs of Table 6-A, accompamed by the loga

rithms of the1r ass~.gned probab1hties, arranged alphabetically according to their final letters (1) and 
accordmg to the1r mttlalletters (2) and accord1ng to the1r absolute frequencies----------------- 25-26 

9-D The 122 d1graphs composmg 75% of the 5,000 digraphs of Table 6-A, accompanted by the loga
rtthms of the1r asSigned probabthttes, arranged alphabetically accordmg to the1r final letters (1) 
and accordlng to the1r 1ntt1alletters (2) andaccordmg to thmr absolute frequenmes.------------ 26-28 

9-E All the 428 different d1graphs of Table 6-A, arranged alphabetically first accordmg to thell final letters 
and then accordmg to thell mlttalletters •••• ------------------------------------------------ 28 

10-A The 66 tr1graphs appeanng 100 or more times m the 50,000 letters of Governmental plam-text tele-
grams, arranged accordmg to thelt absolute frequenCies, accompanted by the logar1thms of then' 
asstgned probab1ht1es _______________________________ ---- __________ ---- __ __ __ __ __ __ __ __ __ __ 28 

10-B The 5G tr1graphs appearmg 100 or more tlmes m the 60,000 letters of Governmental plam-text tele
grams, arranged first alpllabettcally accordmg to thelr lnttlalletters, and then accordmg to their 
absolute frequencies, accompanted by the logarithms of thetr ass1gned probabtbtles.-------------- 29 

10-0 The 56 tr1graphs appearmg 100 or more times 1n the 60,000 letters of Governmental plam-text tele
grams, arranged first alphabetically accordmg to theJr central letters, and then accorchng to thm 
absolute frequencies, accompamed by the loganthms of the1r ass1gned probab11Jt1es ••••••••••••••• 29-80 

10-D The 56 tngrapbs appearing 100 or more t1mes tn the 50,000 letters of Governmental plam-text tele-
grams, arranged :first alpbabettcally accordmg to thell' fmalletters, and then accordmg to thm abso-
lute frequenCies, accompamed by t.he logarithms of thmr assigned probabihtles___________________ 80 

11-A The 54 tetragraphs appearmg 50 or more ttmes m the 50,000 letters of Governmental plain-text 
telegrams, arranged accordmg to thmr absolute frequencies, accompanied by the loganthms of 
the1r ass1gned probabihb.es ____________________ ------ ____ ---- __ •• __ ------------------------ 81 

11-B The 54 tetragraphs appearmg 50 or more times m the 60,000 letters of Governmental plain-text 
telegrams, arranged first alphabetically accordmg to thetr tmttalletters, and then accordmg to theJr 
absolute frequenCies, accompamed by the logarithms of thm asstgned probabthtJes_______________ 81 

11-C The 54 tetragraphs appearing 50 or more t1mes In the 50,000 letters of Governmental plam-text 
telegrams, arranged first alphabetically accord1ng to their second letters, and then accord1ng to 
thm absolute frequenCies, ac!!ompa'd1ed by the loganthms of the1r ass~gned probablhties__________ 82 

11-D The 54 tetragraphs appearing 50 or more times m the 50,000 letters of Governmental plain-text 
telegrams, arranged first alphabetically accordmg to their th1rd letters, and then accord.J.ng to 
the1r absolute frequenmes, accompanied by the logarithms of the1r assigned probab1htles •••••••••• 32-88 

11-E The 54 tetragraphs appearmg 50 or more times 1n the 50,000 letters of Governmental plain-text 
telegrams, an-anged first alphabetically accordmg to thelt final letters, and then accordmg to theJr 
absolute frequenCies, accompamed by the logarithms of thell' ass1gned probabllitles............... 88 

12 Average length of words and messages-------------------------------------------------------- 84 
18 Checkerboard mdlVldual frequencies.--------------- ____ ---------------- __ ·--------------- •• __ 86 
14 Relatlve loganthmic values of frequencies of English digraphs •• _________________________________ 86 
16 Relative loganthmic values (Logo 222) of frequenCies of Enghsh dtgraphs_________________________ 87 

***** 
SPECiAL-PURPOSE DMA 

16-A. Frequency distribution of digraphe 1 based on 64,365 letters of 
decrypted U. S. Government messages in which Z was used as e. 
word-separator and X was used for both Xp and z.o •••••••••••• 

16-B. Frequency distribu"Gion of digraphs, based on the :Cen used for 
Table 16-A, from which the Z word-separator has been omitted 
(total. 531 866 letters)•••••••••v••••••••••••••••••••••••••• 

16-c. The 53 digraphs from Table 6-A which comprise 5r:Jfo of the to
tal, arranged according to frequencies reduced to a. base of 
51 000 digraphs, shown With the corresponding frequencies of 
the same digraphs from Table 16-B (also reduced to a. base 
of 51 000) ••••••••••••••••••••••••••••••••••••••••••••••••••• 
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• TABLl!l 1-A -Absolute Jrequenczes of letters appeattng ~n jive sets of Gotlemme?ttal pla~'111-te:tt telegrams, 
each set contatn-&.ng 10,000 letters, affCJlltged aEphabettcaZly 

SatNo 1 SetNo ll SatNo 8 SatNo 4 Set No.6 

Lotter Absolute ,.Lotter Absolute Letter Absolute Latter Absolute Latter Abllllute 
Frequeney Frtlquaney Froqueney Frtoquaa"ey Frequeney 

A_ __ ---- 788 
A. ______ 

788 A._ ----- 681 A. -- - 740 A._-- 741 
B-------- 104 B -- -- 108 B ---- 98 s_ ---- 88 B ---- 99 
0------- 819 o __ -- 800 c - - -- 288 c_ -- 826 c ____ _. __ 801 
D ----- 887 D --- 418 o ___ - 428 D_-- 461 

o _______ us E.. ______ 
1,367 E_ __ -- 1,294 E __ --- 1,292 E --- 1,270 E.. __ --- 1,276 F _______ - 263 F ---- 287 F - --- 808 F ____ -- 287 F------ 281 G ______ - 166 G __ -- 175 G __ --- 161 G- -- 167 G _____ 160 a. _________ 

810 H._--- 351 H. ---- 885 H. -- -- 849 
H. _______ 

849 
I--------- 742 I------ 750 I ---- 787 I - 700 I------ 697 
J ------- 18 J --- --- 17 J ----- 10 J --- --- 21 J --- - 16 K_ _________ 

86 It _____ 88 
K._ ______ 

22 K.._ -- 21 
K.. _____ 

81 
L. ------- 865 L__ ---- 893 L ----- 883 L __ -- 886 L__ _____ 844 M _____ 

242 
M_ _____ 

240 M - --- 238 M ------ 249 
M.. _____ 

268 
N -------- 786 N ____ - 794 N ------ 815 

N ______ 
800 N ---- '180 

0-------- 685 0 ---- 770 0--- -- '191 0 ----- 756 
o ____ 

762 
p ------- 241 p __ --- 272 p ---- 817 p _____ 245 p ___ -- 260 Q. ________ 

40 Q_ _____ 22 Q__ - - 45 Q._ --- 88 Q_ __ --- 80 
R. ----- -- 760 R. __ --- 745 R. ----- 762 R. __ -- 785 

R. ______ 
786 

s ------- 658 
s _____ 

583 s ___ --- 585 
s _______ 

628 s. ----- 604 T ______ 
986 T ___ -- 879 T ____ 894 

T ______ 
958 T------- 928 

u_ ---- 270 
u ______ 

238 u ____ 
812 

u ______ 
247 

u _____ 
288 y ______ 

168 y ___ - 178 v ---- 142 v- ----- 188 v ------- 155 
w __ ----- 166 w- ---- 168 w ------- 136 

w ___ 188 w ---- 182 x___ ____ 
48 

x.. _____ 
50 x_ ____ -- 44. 

x_ _____ 
58 

x.. _____ 
41 y _____ 

191 
y ____ 

155 
y _____ 

179 
y _____ 

218 y --- -· 229 
z__ ----- 14 

z_ _______ 
17 

z_ ______ 
2 

z_ ______ 
11 z___ -- 5 

TotaL 10,000 - ----- 10,000 --- --- 10,000 ------- 10,000 ---- 10,000 

REB'fRIGTED 
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TABLE 1-B -Absolute frequenczes of letters appear,ng tn f'we sets of Governmental platn-text telegrams, 
each set contazn'tng 10,000 letters, arranged accordzng to frequency 

SetNo 1 Set No 2 SetNo 8 SetNo 4 BetNo 6 

Letter Absolute Letter Absolute Letter Absolute Letter Absolute Letter Absolute 
Frequency Frequency Frequency Frequency rrequeney 

E_ __ - - 1,867 E_ __ - 1,294 E: _____ 1,292 E: _____ 
1,270 E -- 1,275 

T_- --- 936 T --- 879 T -- 894 T_ - 968 T - 928 
N __ -- 786 N --- 794 N - - 816 N - 800 R. --- 786 
R. __ - - 760 A.. --- - 783 o _____ 791 0 ---- 766 N --- 780 
I ---- 742 0 -- '170 I -- 787 A__ - -- 740 o ___ '162 
A_ ___ - - 788 I - - '160 R. -- -- 762 R_ __ - - 786 

A_ ______ 
741 

o_ -- - 686 R__ - '146 A. --- 681 I - -- 700 I------ 697 
s_ -- - - 668 s __ -- 683 s ___ -- 585 s __ -- 628 

s _____ 
604 n _______ - 887 D -- - 413 D ---- 42.3 n_- - 461 n_ -- 448 

L_ ------ 866 L - -- 398 H.._ - - 886 L ---- 886 H. ------ 849 a. ____ - - 319 H._ 861 L. ---- 883 H_ __ -- 849 L. --- 844 
H._ - - - 810 c --- BOO p - 81'1 c - 326 c_ --- 801 
u_ ---- 270 F 287 u_ -- 312 F -- 287 F ___ - 281 
F. - - -- 258 p - - 2'12 F -- 308 M.. - 249 M - --- 268 
M_ __ ---- 242 M.- -- 240 c -- - 288 u_ --- 24'1 p_ -- 260 
p ---- -- 241 u -- 288 M. -- - 238 p_ --- 245 u __ --- 288 
y ---- 191 G - 175 y -- 179 y - 213 y ________ 229 
G _____ - 166 v - 1'18 G - 161 G ____ 167 w - --- 182 
w -- --- -- 166 w -- - 163 v - 142 v - -- 138 v ----- 155 
v ------- - 163 "[ - --- 155 w ---- 186 w ----- 183 G __ --- 150 
s __ ------ 104 B -- - 108 B -- 98 B ____ 88 B _____ 99 x_ _____ 43 X.-- - 60 Q__ - - 45 x._ - -- 68 

x. ______ 
41 

Q. _______ - 40 K. ----- 88 X. - - 44 Q. ___ -- 88 K. - --- 81 
K--- --- 86 Q._ -- 22 K - 22 K. - - - 21 Q. --- - so 
J- --- --- 18 J -- --- 17 J - 10 J ---- - 21 J ---- 16 
z. -- - 14 z -- 17 z.. -- 2 z.. - 11 z. __ - 5 

TotaL 10,000 ----- 10,000 10,000 ---- -- 10,000 ------- 10,000 

TABLE 1-C -Absolute frequenc~es of vowels, htgh-frequency consonants, med'tu'ln-jrequenC'IJ con
sonants, and low-frequency consonants appeanng 'tn jive sets of Governmental pla'tn-text tele
grams, each set contazmng 10,000 letters 

Set No 

1----------------------------------------------------
2---·----------------------------------------------3 ___________________________________________________ _ 

4----------------------------------------------------
5----------------------------------------------------

Total 1
--------- --------------------------------

' Grand total, 60 000 

RBS'FFHCTE:C 

Vowels 

3,993 
3,986 
4,042 
8,926 
3,942 

19,888 

Modtum-Fre-Bigh Frequency quency Conso- Low-Frequoney 
Consonants nants Consonants 

8,627 
8,414 
3,479 
8,6'12 
8,546 

17,688 

2,829 
2,467 
2,366 
2,368 
2,889 

11,889 

151 
144 
123 
144 
128 

686 
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RESTIUCTED 

't ABLm 2-A -Absolute frequencMs of letters appeartng in the comb~ ned jive sets of messages totall1-ng 

A ___ 3, 683 
B_ _ _ _487 
c -- 1,584 o_____ 2, 122 
E --- 6,498 
F __ 1,416 

G 
ij 
I 
J __ _ 

K 

50,000 letters, arranged alphabettcally 
819 L 1,821 Q _ _ 175 

1,694 M - 1,237 R __ 8,788 
3,676 N 8,975 S 8,058 

82 0 . 3,764 T _ 4,596 
148 p 1,335 u. - 1,300 

v - - 766 
'w - - 780 
X - - 281 
y_- ---- 967 
z - - - 49 

'r ABLm 2-B -Absolute frequenczes of letters appeanng tn the comb·med f11ve sets of messages totalbng 

E __ 6,498 
T . _ _ __ 4, 595 
N __ 8, 975 
R _ _ __ 3, 788 
0 .. - - - - 3, 764 
A.... __ 8 , 683 

50,000 leiters, arranged accord~ng to frequency 
I _ _ _ _ 3, 676 C • 1, 534 Y 967 
S • __ 3,058 F 1,416 G 819 
D ____ 2,122 P 1,335 W. 780 
L __ • _ 1, 821 U __ 1, 300 V 766 
H _ _ 1, 694 M _ 1, 237 B 487 

X. 
Q_ -- -
K ----
J --
z- ---

231 
175 
148 

82 
49 

TAnLm 2-C -Absolute frequenctes of vowels, htgh-frequency consonants, med'tum-frequency con
sonants, and low-frequency consonants appeanng 1.n the comlnned f1.ve sets of messages totalhng 
50,000 letters 

~owels-----------------------------------------M---------------------~------- 19,888 
High-frequency consonants (D, N, R, S, and T) ______ - -----------------------~---- 17,538 
Medmm-frequency consonants (B, C, F, G, H, L, M, P, V, and W)-------------------- 11,889 
Low-frequency consonants (J, K, Q, X, and Z)_--- -------------------------------- 685 

Total--------~---------------------------------------------------------- 50,000 

TABLD 2-D -Absolute frequenctes of letters as tntt~alletters of 10,000 words found tn Governmental 
platn-text telegrams 

A 
B. -
c 
D 
E 
F 

T 
s -
A 
F. 
c 
0 

905 G 
287 H 
664 I 
525 J 
890 K 
855 

1,253 R 
965 D. 
905 N 
855 p 
664 E 
646 

REiTRICTEI> 

(1) ARRANGED ALl'HABETICALLY 

109 L 196 Q 
272 M _ 384 R 
344 N 441 S 

44 0. 646 T 
23 P 483 u_ 

80 
611 
965 

1,258 
122 

(2) ARRANGED ACCORDING TO FREQUENCY 

611 M 884 L 196 
525 I 844 u 122 
441 w 820 G 109 
438 B 287 y 88 
390 H 272 v 77 

2-6 

v 
w 
X 
y 

z_ - -

77 
820 

4 
88 
12 

Total _10, 000 

J. 44 
Q -- - 30 
K 23 
z 12 
X 4 

Total 10,000 

• 
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TABLU 2-E -- .tl il'lolute jreqlHmC'll'8 of lrttcrq as fmal lellcrs of 10,000 wordc; found tn G071ernmcmtaZ 
plrt:m-te:rt tclcg, a.na 

A 
B 
c 
D -
E 
F 

269 
22 
86 

-- 1, 002 
- 1' 628 

252 

G_ 
H 
I 
J_ -
K 

(1) AltnANGilD ALPHADDTICA:f-LY 

225 L_ 354 Q 
450 M 154 R 

22 N 872 S 
6 o _ 575 T-

53 p 213 u 

8 v 
_7p9 w 

"' -•962 X 

~=-- 1,001 y 
a1 z 

4 
45 

116 
866 

9 

Total __ 10, 000 

E 
T -
D --
s 
N --- -
y -

1,628 
1,007 
1,002 

962 
872 
866 

(2) ARRANGED ACCORDING TO FREQUENC~ 

R _ 769 F 252 C 86 
0 575 G 225 K 53 
H 450 P 213 W 45 
L 354 M 154 U 31 
A 269 X 116 B. 22 

I 
z 
Q 
J -
v - --

22 
9 
8 
6 
4 

Total _ 10, 000 

TABLE 3 - Relattve frequenctes of letters appeanng tn 1,000 letters based upon Table ~-B 

A 
B_- ----
c - - -
D -
E - -
F_-- -

E_ - -- -
T 
N_ - - - - -
R -- - --
Q_ 

A 

73 66 
9 74 

30 68 
_42 44 
129 96 

28 32 

129 96 
91 90 
79 50 
75 76 
75 28 
73 66 

A_ 
E -
I 
o_ 
u 
y 

:RESTRIO'f'ED 

(1) ARRANGIJD ALPHABETICALLY 

G 16 38 L - as 42 Q 3 50 v -- 15 32 
H 33 88 M 24. 74 R 75 76 w 15 60 

I 

I 73 52 N 79 50 s 61 16 X 4 62 
J 1 64 0 75 28 T 91 90 y 19 S4 
K 2 96 p 2G 70 u 26 00 z 98 

I 

1,ooo qo , Total 
(2} ARRANGED ACCORDING TO FREQUENCY I 

I 73 52 c -30 68 y 19 34 X 4 62 
s - - 61 16 F 28 32 G 16 38 Q 3 50 
D 42 44 p 26 70 w 15 60 K 2 96 
L 36 42 u 26 00 v 15 32 J 1 64 
H 33 88 M 24 74 B 9 74 z 98 

Total 1, 000 00 
(3) VOWELS 

- - - - -- - - 73 66 
--- -- - - - 129 96 

- 73 52 
7o 2s 

- - - -- - - - 26 00 
19 34 

Total a97 76 

(4) HIGH-FREQUENCY 
CONSONANTS 

o_ 
N 
R 
s -
T 

Total 

42 44 
79 50 
75 76 
61 16 
91 90 

350 76 
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'l'ABLl!l 8, Contd -Relat,ve frequenctes of letters appear,na 1,1t 1,000 letters based upon Table ~B 
(6) .MEDIUM-FREQUENCY (6) LOW-FREQUlllNCY 

CONSONANTS CONSONANTS 
B - - ---- ------- 9 74 X ·-- _ _ _ 
c - - - _..,_.,... __ - - so 68 Q -- - - - -- - -
F •• -- - _ -- --- - 28 82 K 
G _ _ _ __ __ 16 88 J _ _ _ _ __ _ _ 

H _ - -- ---- 33 88 Z 
L _ __ _ _ 36 42 
M _ _ __ _ •• _ _ • _ _ _ 24 7 4 Total 
p 26 70 
v 15 32 
w -- --- -- --- --- -- - 15 60 

4.62 
3 50 
2 96 
1 64 

98 

18 70 

Total - 237 78 
Total (3), (4), 
(6), (6)-- - 1,000 00 

TABLE 4 -FrequenC'/J d,strtbut,on for 10,000 letters of z,terary Engluk, as compzled by Hdt 1 

(1) ARRANGED ALPHABETICALLY 

A ---- 778 G-- -- 174 L -- 372 Q- -- - 8 v -- - 112 
B.----- 141 H. - -- 595 M 288 R 651 w - -. 176 
c 296 I - 667 N 686 s - -- 622 X 27 
0 402 J - - 51 0 807 T. --- - 865 y_- --- 196 
E 1,277 K - - - 74 p __ --- 228 u - - 308 z -.... - 17 
F 197 

(2) ARRANGED ACCORDING TO FREQUENCY 

E - . 1,277 R- ---- -- 651 u- --- 308 "/_ - - - 196 K. --- 74 
T. - .. 855 s -------- 622 c __ -- 296 w 176 J ______ 51 
0- ---- 807 H _____ 595 M - - 288 G ---- - 174 X - -- 27 
A ---.. 778 0 - -- 402 p --- -- 223 B - ----- 141 z --- - 17 
N.-- . 686 L ___ - --- 872 F-- ·-- 197 V. - ---- 112 Q ______ 8 
I ---·-- - 667 

TABLE 6 -FrequenC1J dtstnbutton for 10,000 letters of telegrapktc Engltsk, as compded by Httt 1 

A ---- -- 813 
B __ _ _ 149 
c- --- 306 
0----- 417 
E--- __ 1, 819 
F. ------ 205 

E --
0 -A __ 

- 1,319 
844 
813 
718 
711 
677 

N - -
I - - -
R. 

(1) ARRANGED ALPHABETICALLY 

G _ ----- . 201 L --- _ _ 392 Q 
H ----- _ 386 M --- _ _ 273 R_ _ __ 
!____ _ _ 711 N. • • 718 S • _ • _ 
J. _ __ 42 0 _ ---· 844 T _ ------
K __ ___ 88 P. _ --- 243 U • __ _ 

38 
677 
666 
634 
321 

(2) ARRANGED ACCORDING TO FREQUENCY 

S --------- 656 U ---- - 821 F. __ ---- 205 
T _ _ _ __ 634 C ---- • 306 G ---- --- 201 
D _ ---- • 417 M -- - - 273 W. _ --- _ 166 
L__ _ _ _ 392 P •. -- - - 248 B ----- _ 149 
H ___ .. 386 Y _ _ __ 208 v___ 136 

v_ - --
w - ---
X - - ---
y 

z - -. 

K ----
X- ----
J -- - -
Q- • --
z -.--

136 
166 

51 
208 

6 

88 
51 
42 
38 

6 

1 H1tt, Capt Parker Manual for the Solubon of Mddaru C,phers krny Service Schools Press, Fort 
Leavenworth, Kansas, 1916 
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TABLlll 6-A -Frequency dtstnbutton of dtgraph8, based on 60,000 letters of Governmental platn-te~ 
telegrams, reduced to 6,000 dtgraphs 

SDCOND LETTER 
Total 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z -~-Blanks 

A 

B 

3 6 14 27 1 4 6 2 17 1 2 82 14 64 2 12 44 41 47 18 7 3 12 374 3 
!---- - - - - - - - - - - - 1- - - - - :- - - -4 18 2 1 6 1 4 2 1 1 2 7 49 14 

c - - - - - - - - - - - - - 1-- 1- - - - - - - -20 8 1 32 1 14 7 4 5 1 1 41 4 1 14 4 1 1 155 f 

D 
- 1- - 5 1- - - - - - 1- - - -82 4 4 8 33 8 2 2 27 1 8 5 4 16 2 12 18 16 6 3 4 1 209 3 - - - - - - 1- - - - - --1- - - 1- - - - - - -E 85 4 32 60 42 18 4 7 27 1 29 14 111 12 20 12 87 54 87 820 7 7 4 1 648 1 - - - - 1- - 1- - - - - - - - - - - - - - - - - - - -F 6 2 1 10 11 1 89 2 1 40 1 9 8 11 a 1 1 141 9 

G 
- - - - - - - - - 1- - - i- - - - - - - - - i- - - - -7 2 1 14 2 1 20 6 1 2 1 8 6 2 5 8 4 2 1 82 7 

H 
- - - - - - - - - - - - - 1- - - - - - - - 1-,-- -20 1 3 2 20 5 33 1 2 8 20 1 1 17 4 28 8 1 1 171 7 - - - - - - - - - - - - - - - - - - - - - - - - - -I 8 2 22 6 13 10 19 2 28 9 '76 41 7 27 86 27 26 16 2 368 'l 

J 
- - - - - --1- - - - - - - - - - - - - - - - - - 1--1 2 2 2 7 22 

K 
1- - 1- - - - - - - - - - - - - 1- - - - - - 1-

1 1 6 2 1 1 1 13 u 

I L 

M 
.;..::! 

ti N 

""' 
0 

1-- ,_ - - - 1- -28 3 3 9 37 3 1 1 20 27 2 1 13 3 2 6 8 2 2 2 10 188 li 
t-1- - - - 1- 1-:- - - - 1- - - - 1- -

10 36 6 3 1 26 1 1 9 13 10 8 2 4 2 2 2 126 
t- - - - - - - !----

2 26 2 19 52 57 927 4 30 1 2 6 5 8 18 3 1 4 24 82 7 8 8 5 397 
1-- - - - - - - 1- - - - - - 1-- - - - - 1-1- - - 1- -7 4 8 12 8 25 2 8 5 1 2 19 25 77 6 25 64 14 19 37 7 8 1 2 876 2 
1- - - - - - - - - - - - - - - -- - - - - - - - - - -p 14 1 1 1 23 2 8 6 18 4 1 17 11 18 6 8 3 1 1 1 185 E 
!--- - - - - - - - - - - - - 1- - 1- - - - - - - - - -Q 1 1 15 17 za 

R 
!--- - - - - - - - - - - - - - - - - - - - - - - 1- -

~ 89 2 9 17 98 6 7 8 30 1 1 5 9 7 28 18 11 81 42 6 5 4 9 882 

s - - - - - - - - 1- - - - 1- - 1- - - 1- - - l-1- - - -24 3 13 5 49 12 2 26 34 1 2 8 4 15 10 5 19 63 11 1 4 1 807 4 

T 
- - - - - - - - - - - - - - - - - - - 1- - - - - - 1-
28 3 6 6 71 7 1 78 45 5 6 7 50 2 1 17 19 19 6 36 41 1 454 4 

1- - - - - - - - - - - - - - - - - - - - - - - - -u 5 8 8 8 11 1 8 5 6 5 21 1 2 81 12 12 1 180 9 - - - - - - - - - - - - - - - - - - - - - ~ v 6 67 12 1 1 77 21 - - - - - - - - - - - - - - - - - - -w 12 22 4 18 1 2 19 1 1 1 76 16 - 1- - - - 1-- - - - - - i- - - 1-- - - - - - - -
X 2 2 1 1 1 1 2 1 1 2 1 1 7 23 13 

,...--- - 1- - - 1- - - - - - 1-- - - - - - - -y 6 2 4 4 9 11 1 1 8 2 2 6 10 8 4 11 15 1 1 96 7 - 1- - - 1-- - - 1-- - - 1- - 1- - 1- - - -z 1 2 1 4 28 
Total_ 

Blanks.. 

- 1-1- - 1- - '- - - - 1-
870 46164 217 667 187 82170 374 814 189 128 897 878 180 17 868 804 462 180 75 77 28 99 4 6,000 
!--- - - - - 1-- 1- - 1- - - - - 1-- - 1- - - - 1- - - - -1 11 6 7 1 7 12 10 3 18 19 6 6 7 8 8 21 4 4 5 7 16 11 23 10 23 248 
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TABLE 6-B -Frequency d'!.stnbut'!.on of d'!.graphs (:nat1a' text), based on fJO,OOO letters of natJ<U t~~t, 
reduced to 2,000 {l,grapks 1 

- Sr:COND LDTTl!lR 
Total 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z -~ - Blanlm 

A 

B 

c 
D 

E 

F 

G 

H 

I 

J 

K 

Ill L 

~ M 

! ~ 
p 

Q 

R 

s 
T 

u 
v 
w 
X 

y 

z 
Total 

Blanlcs 

1 4 - -
4 

f-.- -
7 

f-- -
10 2 

- -
9 3 

- -
2 

- -
4 

- -
6 

- -
2 1 

- 1-

- -
1 1 - -

14 1 
- -

11 1 

10 3 
- -

3 3 
I- -

4 
I- -
- -

14 2 

8 2 
1-

16 1 
- ,_ 

4 8 

8 
~ 

4 
- -
- -

8 1 
- -
140 28 
- -

4 12 

9 
-
-

1 
-
2 

-
8 

-
1 ,_ 
1 

-
-

6 
-
-

1 
-

1 
-

8 
-
3 

-
-
-

6 

8 

4 
-

1 

-
1 

-
2 -

68 
-

9 

5 2 3 1 8 
- - - - - -

1 8 1 
- - - - - -

10 2 5 1 
1- - - - - -

2 15 3 1 1 12 
- - - - - -

24 25 7 1 2 7 
- - 1- - - -

2 1 13 
1- - - !-1- -

1 8 1 111 2 
- - - - - -

7 1 6 
1- - - - - -

2 2 511 
- - - - - -
- - - - - -

8 1 2 
- - - - - -

15 1 8 
- 1- - - --

5 4 

22 22 522 2 6 
- - - - - -

11 4 9 2 6 
- 1- - - - -

18 1 1 
- - - - - -
- - - 1- - 1-

9 34 2 8 19 
1-

1 15 2 4 13 

8 27 4 1 21 23 
- - - - - 1-

2 8 1 4 
1-

17 4 ,_ 
10 1 5 

- - - - - -
1 1 4 

- - - - - 1-
1 2 8 1 

- - - - - -
10 

84 262 48 48 50 150 
- - - - - -

13 4 10 15 15 4 

3 7 2 29 
- - - - -

6 2 
- - - - -

4 
- - - - -

2 2 
- - - - -

1 1 6 6 34 - - - - -
5 1 

- - 1-1- -
2 1 

- - - - -
1 

- - - - 1-
8 2 42 

- - - - -
- - - - -

1 1 
- 1- - - -

6 
- - - - -

1 2 
- - -

2 2 2 3 
- - - - 1-

1 4 9 38 
1- - 1- - -

5 
- 1-1- - -
- - 1- - -

1 1 3 3 

2 1 1 
1-

3 1 2 
- - - - -

2 2 9 

- - - - -
1 

- - - - ~ 

3 2 
- - - - -

1-
1 12 67 88 163 

- - - - -
25 20 7 11 15 

4 16 11 31 1 8 1 5 146 6 - - - - - 1- - - - - - - --1-
4 1 2 29 17 - - - - - - - - --1-

22 1 4 1 4 62 14 - - - ,_ - - - - - - - -
4 3 8 6 6 2 1 1 3 86 E - - - - - - - - - - - -
610 1 48 23 18 1 7 2 4 1 4 254 0 - - - - - - - - - - - -

12 1 2 1 5 1 1 48 12 - 1-1- - - - - - - - - -
2 1 2 2 6 3 1 49 9 

- - - - - - - - - - -
3 1 7 1 11 6 1 51 14 - - - - - - - - - - - -

21 2 10 10 11 9 5 149 9 - - - - - - - - - - - -
2 2 25 - - - - - - - 1- - - - - '---u 11 - - - - - - - - - - - -
7 2 1 2 1 1 2 2 64 11 - - - - - - - - - - - ,_ 
4 2 1 3 34 16 - - - - - - - - - - - 1-

10 2 2 9 27 8 1 163 E - - - - - - - - - - -
2 8 20 9 7 20 1 4 1 1 1 167 3 - - - - - - - - - - - - --,_ 
7 3 8 3 2 1 53 15 - - - - - - 1- - - - - -

8 8 2E - - - - - - - - - - - - --I~ 24 2 2 8 10 4 1 148 

5 6 1 1 6 23 6 8 108 I~ 
1- 1-

22 3 10 8 8 4 12 8 4 185 5 - - - - - - - - - - - - --'---u 1 1 4 10 47 

1 25 '----ru - - - - - -
6 1 27 20 - - 1- - - - - - - - - - -2 10 20 - - - - - - - - - - - -2 2 1 2 2 1 28 11 - - - - - - - - - - - - --,_ 

1 11 24 - -
166 54 2 139 107 184 57 24 26 11 26 10 1,960 - - - - 818 

- - - - - - --1-
6 8 2~ 8 11 19 17 22 17 22 334 

1Fract1onal values have been discarded Th1s accounts for the discrepancy between the md1cated total (1,960) 
and the stated total (2,000) 
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TABLDS 7-11, Inclus1ve 

Absolute frequenctes of dtgraphs, tngraphs, and tetragraphs and the loganthms of thetr 
asmgned probab'I.Ztttes 1 

1 For each of the followmg 18 tables, the baste data were first arranged accordmg to their 
absolute frequencies (F), and then the logar1thms-L10(F) of the frequencies found 

2 The tables are designed to facxhtate determmabon of the relative weights or probability 
of occurrence of .. ets or digraphs, tngraphs, or tetragraphs, particularly with respect to various 
"matchmg" operations For ~xample, are the matched digraphs RE and ET more probable than 
the matched digraphs RT and EF" Table 7-A show~ the frequencies (F) of the digraphs to be 
as follows RE=98, ET=37, RT=42, EF=l8 Therefore, 98 times 37 Is compared w1th 42 
times 18, or 8,626 with 756 This arithmetic method of approach IS extremely cumbersome for 
a large number of comparisons By usmg the logarithms of the IndiVIdual frequencies, the opera
bon IS greatly simplified, smce the addition of the logarithms of two numbers IS eqmvalent to 
the multlpbcabon of their equivalent. arithmetic values Thus, the foregmng computat10n may 
be expressed as Log 98+Log 37, compared with Log 42+Log 18, or 0 96+0 79 versus 0 81+0 66 
(see Table 7-A and explanatiOn below) If more than one occurrence of a particular digraph IS 

mvolved, It Is merely necessary to multiply the logal'lthmic value by the number of the occur
rences, VIZ, Log X-t 2(Log Y)+8(Log Z), as compared With Log A+3(Log B)+2(Log C) 

3 The logarithm of any given number 1s the power to which 10 must be rmsed to equal the 
given number Thus, 102 = 100, or the logarithm of 100 = 2 Similarly, 103 = 1,000, or the loga
rithm of 1,000 =8 The sum of logauthms Is equal to the logarzthm of the product of their antilogs 
(arithmetic numbers they represent) For example, 102 =100, 108 =1000, 10t+s=100X1000, Log 
100,000 = 5 Also, 10° = 1, or Log 1 = 0 The Log of 0 IS mmus Infinity (-co) 

4 In the compilation of the logarithms of the elements constituting these tables, frequenCies 
of 1, of course, had a logarithmic value of 0 00 D1graphs which did not occur, 2 1 e., those With 
0 occurrences, had a logarithmic value of mmus mfimty (-co) For practical use, each of 
the origmal frequency occurrences m these tables was doubled, I e, EN was given a frequency 
of 222 mstead of 111, the frequency of RE became 196 mstead of 98, etc Thus, Slngle occur
rences were doubled (2 X 1 = 2), and the logar1thms of those elements became 0 30 mstead of 0 
This IS eqmvalent to saymg Log 1+Log 2=0 00+0 80=0 80 Those elements which occurred 
0 tunes, now were assumed to have an occurrence of 1, With an eqmvalent logarithmic value of 0 00 

5 In order to place all the logarithms of the m1t1al frequencies on a comparable logarithmic 
basis, 1t was merEllY necessary to add 0 30 to each of them While EN had a frequency of 111 
m the ong~nal compilation, It now had a frequency of 222, or 2(111) The loganthm of 222 ts 
2 85 This Js eqmvalent to saymg Log 111+Log 2=2 05+0 30=2 35 

6 The frequencies as stated m terms of their actual logarithms do not readily Indicate their 
relative size for each distribution Therefore, the highest frequency m each group was given a 
value of 0 99, and the lowest a value of 0, frequenCies mtermediate between these extremes were 

1 These frequency dlstnbutlons are based ;pon data denvcd from 60,000 letters o( U S Governmental pla1n-te:R telegrams, reduced to li 000 
d1grapbs 

• While In general It Is possible to BSSIID probabtbty values to digraphs 1n accordance mth the•r observed frequencii!B, it Is not strictly correct 
to nssoc1ate the probabthty "ll WJth a frequency of zero Th1a would ho eqwvalent to saymg Because a spee~fled digraph has not oecurrod, lt 
cannot occw and would be reficcted 1n the mathematics Log prohabll1ty zero equals mmus mfin1ty " What may be &Bid Ia 'Smce a speetfied 
d1graph hns not occurred m the data 1ta true probabtbty value IS unlmown Blteept that 1t must be below the probabtllty value assigned to a fre
quency of one " The proper w~cy to ass1gn a probability value to d1graphs w1th frequencies of zero Ia to continue countmg until they havo at 
least one occurrence then the true relative prohab1bty can he found 

A mmple practtcal method or takmg tb1s difficulty mto account Is merely to asaume that In twlco the amount of data the d•graph probably 
would !•ave occurred at least once that Is 1t has a frequency oC one-half 

It should be pomred out however, that smeo probabilities are multiplied (by summmg logarithms) a 10% error In evaluatln.: the digraph ZZ 
tor cxnmple, makea the produet, wherever ZZ occurs 10% wrong and is JUSt as senous as a 10% error m evaluating the h~gb frequency d•graph EN 

I11 prnct1ce however results ohla1ned from thn logarithmic method are so satisfactory that refinements are not needed 
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evaluated in proportlOJl tp their respective frequencies ThiS Is eqUivalent to expressing the 
frequencies m logarithms WJtll a base other tbi:tn 10 In other words, this procedure of converting 
the logarithms to the range from 00 to 99 consists m dividing up the origmal range of logarithml!l 

1 Jnto 100 equal parts and asSigning each one to the proper rank m the range 
7 The new base (C) used to convert each of the digraphic frequenCies to the logarithmic 

range 0 to 0 99 lS derived as follows, when 222 IS the highest frequency (F) 
Let 222=C0 99 

Log1o 222 = Log10 co au 

LoglO 222 = (0 99) (Log to C) 
Logto 222 2 35 C =Antdog 0 99 

=Antilog 
0 99 

C=224 
8 The formula for the computation of the logarithm to the new base (C) of any actual 

frequency (Y) of a series Is 

Lo y Logtn Y 
ga LOgto U 

It IS more expeditious to use reciprocals m the conversion of a whole series of logarithmic values, 
as m this Instance The formula IS (Logto C)-1 (Logto Y) =Logo Y 

9 The d1graphic mdex chart, Table 15, on page 37, summarizes the logarithmic frequenCies 
of all English plam-text digraphs, computed to a base of 224 so that the logarithm of the highest 
frequency (EN) IS 0 99 

Example EN ==222 
Logto 222=2 35 

(Log10 C)-1= (Log1o 224)-1=0 421 
Log a 222==0 421X2 85==0 99 

10. Likewise, the trigraphs and tetragraphs have been c~uted to the 
bases L586 and L2441 respectively, so that the logarithms of the highest
frequency trigraph (ENT) and tetragraph (TION) are 0.99. Since no use is 
being made of the trigraphs appearing less than 100 times and tetra.graphs 
appearing less than 50 t:Lmes, the basic frequencies of the trigraphs and 
tetragraphs bave not been doubled in computing the new bases of the loga-
rithms. ~ 
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TADLl!l 7-A -The 428 dt(ferent dtgraphs of Table 6-A, arranged accord?.ng to theftr absolute frequenczes, 
accompanzed by the logarethms of tkezr ass.,gned probabzltttes 

F L1a(I') tzn F Lw(F) Lm F LID (F) ~ F L!o(F) (2F) - -
EN .• 111 2 05 99 DA _. 32 1 51 76 OL • 19 1 28 67 EQ__ 12 1 08 
RE -- 98 1 99 96 EO __ 32 1 51 76 OT __ 19 1 28 67 OD --- 12 1 08 
ER __ 87 1 94 94 RS - 81 1 49 75 ss 19 1 28 67 SF.-· 12 1 08 
NT •• _ 82 1 91 93 UR __ 31 1 49 75 TS. _ 19 1 28 67 us ____ 12 1 08 
TH •• 78 1 89 92 NI. - 30 1 48 75 TT _ 19 1 28 67 UT •• 12 1 08 
ON -- 77 1 89 92 RI. 80 1 48 75 wo -- 19 1 28 67 VI._ 12 1 08 
IN--- 75 1 88 92 EL. 29 1 46 74 BE _ 18 1 26 66 WA __ 12 1 08 
TE .. 71 1 85 91 HT. _ 28 1 45 74 EF •.. 18 1 26 66 FF •..• 11 1 04 
AN __ 64 1 81 89 LA __ 28 1 4.5 74 NO - 18 1 26 66 FT •••• 11 1 04 
OR -- 64 1 81 89 RO -- 28 1 45 74 PR. __ 18 1 26 66 pp-- 11 1 04 
ST _. 63 1 80 88 TA • 28 1 45 74 AI. ... 17 1 23 64 RR •• 11 1 04 
ED __ 60 1 78 88 --

22,495 HR ••• 17 1 23 64 su- 11 1 04 
NE --- 57 1 76 87 PO __ 17 -- 1 23 64 UE .. 11 1 04 
VE --- 57 1 76 87 AD _ 27 1 43 73 RD .. 17 1 23 64 YF • 11 1 04 
ES --- b4 1 73 86 DI _ 27 1 43 73 TR .• 17 1 23 64 YS --- 11 1 04 
NO ____ 52 1 72 85 EI - 27 1 43 73 DO __ 16 1 20 63 FE __ 10 1 00 
TO ___ 50 1 70 84 IR •• 27 1 43 73 DT. _ 15 1 18 62 IF •• 10 1 00 
SE. _ 49 1 69 84 IT _ 27 1 43 73 IX . 15 1 18 62 LY. _ 10 1 00 -- LL _. 27 1 43 73 11,249 • 

QU _ 15 1 18 62 MO __ 10 1 00 
---- NG _ 27 1 43 73 so -- 15 1 18 62 SP --- 10 1 00 

AT--- 47 1 67 83 ME 26 1 41 72 YT. 15 1 18 62 YO--- 10 1 00 
TI __ 45 1 65 82 NA. _ 26 1 41 72 AC __ 14 1 15 61 FR __ 9 0 96 
AR _ 44 1 64 82 SH 26 1 4.1 72 AM ~4 1 15 61 IM _. 9 0 95 
EE --- 42 1 62 81 IV __ 25 1 40 72 CH _ 14 1 15 61 LD _. 9 0 95 
RT _ 42 1 62 81 OF __ 25 1 40 72 CT __ 14 1 15 61 MI _. 9 0 95 
AS--- 41 1 61 80 OM 25 1 40 72 EM -- 14 1 15 61 NF --- 9 0 95 
co.-- 41 1 61 80 OP 25 1 40 72 GE . 14 1 15 61 RC. -- 9 0 95 
IO. __ 41 1 61 80 NS .• 24. 1 38 71 OS - 14 1 15 61 RM-- 9 0 95 
TY ____ 41 1 61 80 SA 24 1 38 71 PA -- 14 1 15 61 RY __ 9 0 95 
FO ____ 40 1 60 80 IL _ 23 1 36 70 AU _ 13 1 11 59 YE __ 9 0 95 
FI. ... 39 1 59 80 PE _ 23 1 36 70 DS 13 111 59 DD 8 0 90 
RA _ 39 1 59 80 IC __ 22 1 34 69 IE 13 111 59 DF --- 8 0 90 
ET __ 37 1 57 79 WE __ 22 1 34 69 LO - 13 1 11 59 HU _ 8 0 90 
LE __ 37 1 57 79 UN--- 21 1 32 68 MM. 13 1 11 59 IA __ 8 0 90 
ou __ 37 1 57 79 CA _ 20 1 30 67 PL __ 13 111 59 LT --- 8 0 90 
MA __ 36 1 56 78 EP __ 20 1 30 67 RP ___ 13 1 11 59 MP. __ 8 0 90 
TW. _ 36 1 56 78 EV __ 20 1 30 67 sc ____ 13 111 59 NN ___ 8 0 90 
EA --- 35 1 54 78 GH --- 20 1 30 67 WI __ 13 111 59 oc --- 8 0 90 
IS--- 35 164. 78 HA. __ 20 1 30 67 -- ow __ 8 0 90 83,745 
SI.. 34 1 53 77 HE 20 1 30 67 PT. _ 8 0 90 
DE -- 33 1 52 77 HO. -- 20 1 30 67 AP _ 12 1 08 58 UG _. 8 0 90 
HI _ 33 1 52 77 LI 20 1 30 67 AY _ 12 1 08 58 AV _ 7 0 85 
AL - 32 1 51 76 IG _ 19 1 28 67 DR._ 12 1 08 58 BY 7 0 85 
CE. 32 1 51 76 NC _ 19 1 28 67 EO _ 12 1 08 58 CI •• 7 0 85 

t The 111 dtgro~pbs .tl'O\~ tb11 tme compose .o<o or tl ~total • £h< 122 cltgrapba abo\e thiS lm!! campo e 75% or tbe to~:~.l 
• Tb~ 1'>3 dtgraphs aboH' t111• ltnc compose 60° ur lho tot~ol 
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t2'~ 
58 
58 
58 
58 
58 
58 
58 
56 
56 
66 
56 
56 
56 
56 
56 
55 
55 
55 
55 
55 
55 
58 
58 
53 
68 
53 
53 
53 
53 
53 
51 
51 
51 
51 
51 
51 
5 
51 
1 

1 
1 

5 
5 
51 
48 
48 
4 8 



REF ID:A56892 
RES'fiHC'f'ED 

TABLE 7-A, Contd -The 1,28 d-t.fferent d~graplzs of Table 6-A, arranged accord•mg to the1.r 
absolute jrequenetes, accompamed by the logarttkms of the~r ass~gned probab'l~t~es 

F Llo(r) t;;; F LJo(F) Lm F tu(P') tam F L!a(F) ~!IC <ar> (311 

EH •• 7 0 85 48 RU •• 5 0 70 42 GS •• 3 0 48 33 JE-- 2 0 30 25 
EW _. 7 0 85 48 RV • 5 0 70 42 HC • 3 0 48 33 JO -· 2 0 30 25 
EX • 7 0 85 48 SD •• _ 6 0 70 42 HN • 3 0 48 33 JU. -- 2 0 30 25 
GA •••. 7 0 85 48 SR _ 6 0 70 42 LB 3 0 48 33 KI. ••• 2 0 30 25 
IP __ 7 0 85 48 TL •• 5 0 70 42 LC 3 0 48 33 LM •• 2 0 30 25 
NU •• 7 0 85 48 TU •• 5 0 70 42 LF 3 0 48 33 LR _. 2 0 30 25 
OA • 7 0 85 48 UA _ 5 0 70 42 LP • 3 0 48 33 LU. _ 2 0 30 25 
ov - 7 0 85 48 UI 5 0 70 42 MC 3 0 48 38 LV __ 2 0 80 25 
RG •• _ 7 0 85 48 UM • 5 0 70 42 NP • 3 0 48 83 LW _. 2 0 30 25 
RN _ 7 0 85 48 AF 4 0 60 38 NV 1 3 0 48 83 MR ••• 2 0 30 25 
TF 7 0 85 48 BA _ 4 0 60 38 NW 3 0 48 33 MT _ 2 0 30 25 
TN_ 7 0 85 48 BO 4 0 60 38 OE •• 3 0 48 33 MU •• 2 0 30 25 
XT • 7 0 85 48 CK • 4 0 60 38 OH • 3 0 48 33 MY--- 2 0 30 25 
AB ••• 6 0 78 45 CR _ 4 0 60 38 PH. 3 0 48 33 NB_. 2 0 30 25 
AG ••• 6 0 78 45 cu-- 4 0 60 38 PU • 3 0 48 33 NK _ 2 0 30 25 
BL • 6 0 78 45 DB • 4 0 60 38 RH 3 0 48 83 OG • 2 0 80 25 
GO_ 6 0 78 45 DC • 4 0 60 38 SB • 8 0 48 88 OK. 2 0 80 25 
ID •• 6 0 78 45 DN • 4 0 60 38 SM 8 0 48 33 OY ••• 2 0 30 25 
KE - 6 0 78 45 DW ••• 4 0 60 38 TB 3 0 48 88 PF _ 2 0 80 25 
LS - 6 0 78 45 EB • 4 0 60 38 UB •• 3 0 48 3~ RB-- 2 0 80 25 
MB •• 6 0 78 45 EG. -- 4 0 60 38 uc --- 3 0 48 33 SG •• 2 0 30 25 
QQ ___ 6 0 78 45 EY __ 4 0 60 38 UD •• 3 0 48 33 SL. 2 0 30 25 
PI. 6 0 78 45 GT • 4 0 60 38 YI _ 3 0 48 33 TP ••• 2 0 30 25 
PS •• 6 0 78 45 HS _ 4 0 60 38 yp __ 3 0 48 33 UP_. 2 0 30 25 
RF •• 6 0 78 45 MS • 4 0 60 38 AH-- 2 0 30 25 WN • 2 0 30 25 
TC ___ 6 0 78 45 NH _. 4 0 60 38 AK •• 2 0 30 25 XA-- 2 0 80 25 
TD •• 6 0 78 45 NR _. 4 0 60 38 AO ••• 2 0 80 25 XC •• 2 0 30 25 
TM -- 6 0 78 45 OB -- 4 0 60 38 BI.- 2 0 30 25 XL .. 2 0 30 25 
UL •• 6 0 78 45 PM _ 4 0 60 38 BR --- 2 0 30 25 XP ___ 2 0 30 25 
VA • 6 0 78 45 RW -- 4 0 60 38 BU _ 2 0 30 25 YB --- 2 0 30 25 
YA 6 0 78 45 SN _ 4 0 60 38 DG -- 2 0 30 25 YL _ 2 0 30 25 
YN 6 0 78 45 sw -- 4 0 60 38 DH. 2 0 30 25 YM • 2 0 30 25 
CL __ 5 0 70 42 WH __ 4 0 60 38 DQ --- 2 0 30 25 ZE 2 0 30 25 
DM • 5 0 70 42 YC __ 4 0 60 38 FC _ 2 0 30 25 AE __ 1 0 00 13 
DP •• 5 0 70 42 YD •• 4 0 60 33 FL • 2 0 30 25 AJ .. 1 0 00 13 
DU • 5 0 70 42 YR • 4 0 60 3 ~ GC _ 2 0 30 25 BJ_ 1 0 00 13 
FA _ 5 0 70 42 AA _ 3 0 48 3J GF _. 2 0 30 25 BM • 1 0 00 13 
GI 5 0 70 42 AW. - 3 0 48 33 GL - 2 0 30 25 BS •• 1 0 00 13-
GR 5 0 70 42 cc - 3 0 4.8 33 GP 2 0 30 25 BT ___ 1 0 00 13 
HF 5 0 70 42 DL •• 3 0 48 33 GU 2 0 30 25 CD _ 1 0 00 13 
NL 5 0 70 4.2 DV _ 3 0 t18 33 HD 2 0 30 25 CF _ 1 0 00 13 
NM 5 0 70 42 EU _ 3 0 48 33 HM 2 0 30 25 CM 1 0 00 13 
NY __ 5 0 70 42 FS _ 3 0 4.8 33 IB 2 0 30 25 CN 1 0 00 13 
OI __ 5 0 70 4.2 FU 3 0 48 33 IK 2 0 30 25 cs 1 0 00 l'l 
RL G 0 70 42 GN • 3 0 48 '33 IZ 210 30 25 cw 1 0 001 13 
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REF ID:A56892 

ftES 'ffUC 'fED 

TAn:r.n 7-A, Concluded -The 428 dtjferent dtgraphs of Table 6-A, arranged accordtng to tlunr 
absolute frequenews, accompanted by the logarztkms of thmr ass.,gned probabtl'tttes 

F Lto(I') L,.. }o Lto(F) 
L-,4 F Laa(F) ~ F Llo(F) ~I!) (Ill"') (Ill') -CY •• 1 0 00 13 HW 1 0 00 13 PD - 1 0 00 13 WL 1 0 00 18 

DJ_ 1 0 00 13 HY ••• 1 0 00 13 PN _ 1 0 00 13 WR - 1 0 00 13 
DY _ 1 0 00 13 JA • 1 0 00 13 PV 1 0 00 13 ws --- 1 0 00 18 
EJ • 1 0 00 13 KA ••• 1 0 00 13 PW -- 1 0 00 13 WY _ 1 0 00 18 
EZ ••• 1 0 00 13 KC __ 1 0 00 13 py -- 1 0 00 18 XD. _ 1 0 00 13 
FD __ 1 0 00 13 KL __ 1 0 00 13 QM __ 1 0 00 13 XE. 1 0 00 13 
FG • 1 0 00 13 KN _. 1 0 00 13 QR -- 1 0 00 13 XF. __ 1 0 00 18 
FM __ 1 0 00 13 KS • 1 0 00 13 RJ - 1 0 00 18 XH-- 1 0 00 18 
FP.- 1 0 00 13 LG __ 1 0 00 13 RK 1 0 00 13 XN • 1 0 00 13 
FW.- 1 0 00 13 LH --- 1 0 00 18 SK _ 1 0 00 13 xo ____ 1 0 00 13 
FY •• 1 0 00 13 LN • 1 0 00 18 SV _ 1 0 00 18 XR -- 1 0 00 13 
GD ••• 1 0 00 13 MD __ 1 0 00 13 SY __ 1 0 00 13 xs - 1 0 00 13 
GG --- 1 0 00 13 MF . 1 0 00 13 TG. _ 1 0 00 13 YG --- 1 0 00 13 GJ __ 1 0 00 13 MH •• 1 0 00 13 TQ - 1 0 00 13 YH-. 1 0 00 18 
GM •• 1 0 00 13 NJ •• - 1 0 00 18 TZ ••• 1 0 00 18 YU._ 1 0 00 18 
GW __ 1 0 00 18 NQ.- 1 0 00 13 UF. 1 0 00 18 YW __ 1 0 00 13 
HB •• 1 0 00 13 OJ.- 1 0 00 13 uo - 1 0 00 18 ZA • 1 0 00 13 
HL-. 1 0 00 13 ox 1 0 00 13 uv - 1 0 00 18 ZI __ 1 0 00 .13 
HP •• 1 0 00 18 PB •• 1 0 00 13 vo - 1 0 00 13 --5,000 
HQ -- 1 0 00 18 PC _ 1 0 00 13 VT • 1 0 00 18 

TABLE 7-B -The 18 d'tgraphs cmnpostng 25% of the d'tgraphs 'tn Table 6-A, accompan'ted by the 
loganthms of thetr asstgned probab~l~ttes, arranged alphabet'tcaUy accord'tng to thetr t,n'tt.,alletters 

(1) AND ACCORDING TO THEIR FINAL 
LETTERS 

F Lm(F) LtK 
(2l') F Lm(I') 

AN. _ 64 1 81 89 ON ••• 77 1 89 
OR __ 64 1 81 

ED.-- 60 1 78 88 RE _. 98 1 99 
EN .. 111 2 05 99 
ER. _ 87 1 94 94 SE _ 49 1 69 
ES _ 54 1 73 86 ST __ 63 1 80 

TE. _ 71 1 85 
;tN --- 75 1 88 92 TH __ 78 1 89 

TO._ 50 1 70 

ND _ 52 1 72 85 VE. 57 1 76 
NE 57 1 76 87 --1,249 
NT--- 82 1 91 93 , 

RES':FRICTED 

~~1 
92 
89 

96 

84 
88 

91 
92 
84 

87 

2-15 

(2) AND ACCORDING TO THEIR ABSOLUTE 
FREQUENCIES 

I' Lto(F) (~ 
AN - 64 1 81 89 

EN •.• 111 2 05 99 
ER __ 87 1 94 94 
ED _ 60 1 78 88 
ES •• 54 1 73 86 

IN __ 75 1 88 92 

NT .. _ 82 1 91 <)'~ 

NE - 57 1 711 87 
ND_ 5211 7'1 85 

F 

ON._ 77 
OR __ 64 

RE 98 

ST - 63 
SE _ 49 

TH 78 
'fE __ 71 
TO ____ 50 

VE _. 57 

1,249 

LtaCF) 

1 89 
1 81 

1 99 

1 80 
1 69 

1 89 
1 85 
1 70 

1 76 

(~ 
92 

.89 

96 

88 
84 

92 
91 
8 

8 

4 

7 



REF ID:A56892 
RES 'i'RlG TED 

TABLE 7-C -The 59 d'tgraphs compos&ng 50% of the 5,000 dzgraphs of Table 6-A, accompan&ed by 
tke logarttl,ms of thezr asmgncd probabtkt?.es, arranged alphabet'tcally accordnzg to thezr znzt1alletters 

(1) AND ACCORDING TO THEIR FINAL (2) AND ACCORDING TO THEIR ABSOLUTE 
LET'l'ERS FREQUENCIES 

F L!a(F) ~!21 F LJ.(r) M1 r L11(l") {2fj r L1e(I') ('@) ,_ (2r) 

AL _. 32 1 51 76 MA - 36 1 56 78 AN __ 64 1 81 89 MA --- 36 1 56 78 
AN •• _ 64 1 81 89 AT • 47 1 67 83 
AR •• 44 1 64 82 ND. 52 1 72 85 AR • 44 1 64 82 NT ___ 82 1 91 98 
AS. 41 1.61 80 NE _ 57 1 76 87 AS -- 41 1 61 80 NE _. 57 1 76 87 
AT--- 47 1 67 88 NI _ 30 1 48 75 AL • 32 1 51 76 ND ..•. 52 1 72 85 

NT_ 82 1 91 93 NI ____ 30 1 48 75 
CE --- 32 1 51 76 co 41 1 61 80 
co __ 41 1 61 80 ON __ 77 1 89 92 CE - 32 1 51 76 ON -- 77 1 89 92 

OR • 64 1 81 89 OR • 64 1 81 89 
DA --- 32 1 51 76 ou - 37 1 57 79 DE_. 33 1 52 77 ou __ 37 1 57 79 
DE._ 33 1 52 77 DA •• 32 1 51 76 

RA •• 39 1 59 80 RE •••• 98 1 99 96 
EA __ 35 1 54 78 RE • 98 1 99 96 EN 111 2 05 99 RT .. 42 1 62 81 
EC • 32 1 51 76 RI. _ 80 1 48 75 ER 87 1 94 94 RA --- 39 1 59 .80 
ED __ 60 1 78 88 RO 28 1 45 74 ED __ 60 1 78 88 RS _ 31 1 49 75 
EE ___ 42 1 62 81 RS ___ 81 1 49 76 ES __ 54 1 78 86 RI __ 80 1 48 75 
EL. _ 29 1 46 74 RT •• 42 1 62 81 EE -- 42 1 62 81 RO __ 28 1 45 74 
EN __ 111 2 05 99 ET __ 87 1 57 79 
ER. _ 87 1 94 94 SE __ 49 1 69 84 EA • 35 1 54 78 ST --- 63 1 80 88 
ES -- 54 1 78 86 SI --- 34 1 53 77 EC. _ 32 1 51 76 SE _ 49 1 69 84 
ET ___ 37 1 57 79 ST • 63 1 80 88 EL .• 29 1 46 74 SI --- 34 1 53 77 

FI. _ 39 1 59 80 TA _ 28 1 45 74 FQ ___ 40 1 60 80 TH --- 78 1 89 92 
FO ___ 40 1 60 .80 TE. _ 71 1 85 91 FI ___ 39 1 59 80 TE __ 71 1 85 91 

TH. _ 78 1 89 92 TO ___ 50 1 70 84 
HI. •• 33 1 62 77 TI _. 45 1 66 82 HI - 33 1 52 77 TI __ 45 1 65 82 
HT __ 28 1 45 74 TO __ 50 1 70 84 HT __ 28 1 45 74 TY __ 41 1 61 80 • TW. _ 36 1 56 78 TW --- 86 1 56 78 
IN _ 76 1 88 92 TY _ 41 1 61 80 IN - 75 1 88 92 TA. 28 1 45 711 
IO • 41 1 61 80 IO _. 41 1 61 80 
IS • 35 1 54 78 UR __ 81 1 49 75 IS __ 35 1 54 78 UR •• 31 1 49 76 

LA--- 28 1 45 74. VE. _ 57 1 76 87 LE •• 37 1 57 79 VE _ 57 1 76 87 --
LE •• 37 1 57 79 2,495 LA 28 1 45 74 2,495 

2-16 
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REF ID:A56892 
RBS'f'RIC'f'f!D 

TABIIl 7-D -The 1~:2 dtgraphs compostng 75% of the 5,000 dtgraphs of Table 6-A, accompanted 
by the loganthms of the{r asszgned probalnl~t~es, arranged alphabettcally accord&ng to thetr 
tnttlallettcrs 

(1) AND ACCOltDING TO THEIR FINAL LETTERS 

F L10(F) (~ F I~ (J') }.""4 F L10(F) 
Lu F L!G(F) ~!'4 

~ (2F} (2F} 

AC --- 14 1 15 61 ER - 87 1 fJ4. <J4 MA ___ 36 1 56 78 RS - 31 149 75 
AD--- 27 1 43 73 ES 54 1 '/3 86 ME __ 26 1 41 72 RT -- 42 1 62 81 
AI--- 17 1 23 64 ET _. 87 1 67 79 
AL --- 82 1 51 76 EV __ 20 1 so 67 NA --· 26 1 41 72 SA • 24 1 38 71 
AM • 14 1 15 61 NC _. 19 1 28 67 SE •• 49 1 69 84 
AN __ 64 1 81 89 FI. _ 39 1 59 80 ND • 52 1 72 85 SH --- 26 1 41 72 
AR _ 44 1 64 82 FO .• 40 1 60 80 NE •• 57 1 76 87 SI •• 34 1 53 77 
A5_ • 41 1 61 80 NG .• 27 1 48 73 so .... 15 1 18 62 
AT •.. 47 1 67 88 GE. 14 1 15 61 NI. •• 30 1 48 75 ss --- 19 1 28 67 
AU ••• 18 1 11 59 GH __ 20 1 30 67 NO __ 18 1 26 66 ST •. - 63 1 80 88 
BE ___ 18 NS _. 24 1 38 71 

1 26 66 HA _ 20 1 30 67 NT . 82 1 91 93 TA ___ 28 1 45 .74 
CA._ 20 1 30 67 

HE __ 20 1 30 67 TE --- 71 1 85 91 
CE .• 32 1 51 76 HI -- 33 1 52 77 OF ____ 25 1 40 72 TH --- 78 1 89 92 
CH _ 14 1 15 61 HO ..• 20 1 30 67 OL - 19 1 28 67 TI _. 45 1 65 82 
CO. __ 41 1 61 80 

HR __ 17 1 23 64 OM • 25 1 40 72 TO ___ 50 1 70 84 
CT._ 14 1 15 61 HT 28 1 45 74 ON __ 77 1 89 92 TR __ 17 1 23 64 

OP_ 25 1 40 72 TS --- 19 1 28 67 
DA. __ 32 1 51 76 IO -- 22 1 34 69 OR __ 64 1 81 89 TT --- 19 1 28 67 
DE._ 33 1 52 77 IE -- 13 1 11 59 OS - 14 1 15 61 TW •••• 36 1 56 78 
DI.._ 27 1 43 73 IG --- 19 1 28 67 OT. _ 19 1 28 67 TY .•. ~ 41 1 61 80 
DO--- 16 1 20 63 IL __ 23 1 36 70 ou. 37 1 57 79 
DS __ 13 111 59 IN _ 76 1 88 92 UN--- 21 1 32 68. 
DT ..•• 15 1 18 62 IO -- 41 1 61 80 PA • 14 1 15 61 UR --- 31 1 49 75 

IR __ 27 1 43 78 PE __ 23 1 36 70 
EA --- 35 1 54 78 IS 35 1 54 78 PO -- 17 1 23 64 VE --- 57 1 76 87 
EC •... 32 1 51 76 IT •. 27 1 43 73 PR -- 18 1 26 66 
ED __ 60 1 78 88 IV - 25 1 40 72 

. 
WE--- 22 1 34 69 

EE ___ 42 1 62 81 IX -- 15 1 18 62 QU .. 15 1 18 62 wo --- 19 1 28 67 
EF .••• 18 1 26 66 
EI. .•• 27 1 43 73 LA--- 28 1 45 74 RA _. 39 1 59 80 YT ...• 15 1 18 62 
EL __ 29 1 46 74 LE __ 37 1 57 79 RD 17 1 23 64 --3,745 
EM _ 14 1 15 61 LI. _ 20 1 30 67 RE --- 98 1 99 96 
EN ••• 111 2 05 99 LL __ 27 1 43 73 RI - 30 1 48 75 
EP __ 20 1 30 67 LO ____ 13 111 59 RO - 28 1 45 74 

2-17 
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REF ID:A56892 

TABLE 7-D, Concluded -The 1~~ dtgrapks C01hpomnlJ 1'5% of the 5,?Jbo (/{graphs of Table 6-A., 
accompamed by the loganthms of thezr asszgned probabtlztMs, arranged alphabettcally accordtng 
to the7,r tntt-talletters 

(2) AND ACCORDING TO THEIR ABSOLUTE FREQUENCIES 

F Lto(F) lsM I' Lro(F) Lut F L.•(F) ~; r Lro(r) ~ (2I') 

AN _ 64 1 81 89 EI _ 27 1 43 73 MA 86 1 56 78 RI -- 30 1 48 76 
AT. _ 47 1 67 83 EP. 20 1 30 67 ME - 26 1 41 72 RO __ 28 1 45 74 
AR ___ 44 1 64 82 EV 20 1 30 67 RD ____ 17 1 23 64 
AS--- 41 1 61 80 EF 18 1 26 66 NT 82 1 91 93 AL _ 32 1 51 76 EM 14 1 15 61 NE - 57 1 76 87 ST __ 63 1 80 88 AD_ 27 1 43 73 ND 52 1 72 85 SE --- 49 1 69 84 AI _ 17 1 23 64 FO 40 1 60 80 NI - 30 1 48 75 SI_ 34 1 53 77 AC _ 14 1 15 61 FI - 39 1 59 80 NG - 27 1 43 73 SH __ 26 1 41 72 A'M _ 14 1 15 61 NA - 26 1 41 72 SA __ 24 1 38 71 AU __ 13 1 11 59 GH - 20 1 80 67 NS - 24 1 38 71 ss ___ 19 1 28 67 GE - 14 1 15 61 NC _ 19 1 28 67 so ____ 15 1 18 62 BE __ 18 1 26 66 NO __ 18 1 26 66 

HI 33 1 52 77 

co--- 41 1 61 80 HT 28 1 45 74 TH 78 1 89 92 
HA_ 20 1 30 67 ON _ 77 1 89 92 TE ___ 71 1 86 91 CE __ 32 1 51 76 64 HE ___ 20 1 30 67 OR 1 81 89 TO .. _ 50 1 70 84 CA •. 20 1 30 67 HO _ 20 1 30 67 ou --- 37 1 57 79 TI. ___ 45 1 65 82 CH _ 14 1 15 61 HR __ 17 1 23 64 OF--- 25 1 40 72 TY __ 41 1 61 80 CT __ 14 1 15 61 OM -- 25 1 40 72 78 TW ___ 36 1 56 
IN ____ 75 1 88 92 OP __ 25 1 40 72 TA _ 28 1 45 74 DE _ 83 1 52 77 IO . 41 1 61 80 OL 19 1 28 67 TS __ 19 1 28 67 

DA ·-- 32 1 51 76 IS _ 35 1 54 78 OT .. _ 19 1 28 67 TT _ 19 1 28 67 
DI.. 27 1 43 73 IR _ 27 1 43 73 OS __ 14 1 15 61 TR _ 17 1 23 64 DO __ 16 1 20 63 IT_ 27 1 43 78 
DT .. 15 1 18 62 IV __ 25 1 40 72 PE _ 23 1 36 70 
DS. 13 1 11 59 IL _ 23 1 36 70 PR __ 18 1 26 66 UR 31 1 49 75 

IC __ 22 1 34 69 PO _ 17 1 23 64 
UN_ 21 1 32 68 

EN .111 2 05 99 IG 19 1 28 67 PA. 14 1 15 61 
ER. 87 1 94 94 IX _ 15 1 18 62 VE - 57 1 76 87 
ED GO 1 78 88 IE __ 13 111 59 QU __ 15 1 18 62 
ES - 54 1 73 86 WE __ 22 1 34 69 
EE ·-- 42 1 62 81 LE 37 1 57 79 wo- 19 1 28 67 
ET. -- 37 1 57 79 LA 28 1 45 74 RE 98 1 99 96 
EA 35 1 54 78 LL _ 27 1 43 73 RT __ 42 1 62 81 YT _ 15 1 18 62 
EC 32 1 51 76 LI 20 1 30 67 RA_ 39 1 59 80 

3,745 EL -·- 29 1 46 74 LO - 13 1 11 59 RS _ 31 1 49 75 

TAnr.n 7-E -All the 428 dtgraJ)hs of Table 6-A, arranged first alphabettcally accordtny to thezr 
tmltallttle7s and tlzen alplzabctzcally accordmg to theu final letters 

(SEE TABLTI 6-A -READ ACROSS THE ROWS) 
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R"88 'i'R IC 'fi: f) 

TADLD 8 -The 428 dt.ffcrent d~graphs of Table 6-A, arranged first al1Jhabettcally accordtng to thm.r 
tmt~az letters and tlum accord1.ng to thetr absolutejrequenctcs ttndcr each 1.mt~az lctter,l accompa.nzed 
by the Zogantlmzs of thetr assigned pro1Jflbt11f'J.f'q 

r . 
F Lso(I') 

L..,, r I to(!') Ly I' L10(F) L~• F L10(!') -~ (2!') (2!') ~ --
AN - 64 1 81 89 CT - 14 1 15 61 ED.- 60 1 78 88 GH __ 20 1 80 67 
AT •••• 47 1 67 83 CI _ 7 0 85 48 ES -- 54 1 73 86 GE _ 14 1 15 61 
AR. __ 44 1 64 82 CL _. 5 0 70 42 EE __ 42 1 62 81 GA - 7 0 85 48 
AS •••• 41 1 61 80 CK _ 4 0 60 38 ET _ 87 1 57 79 GO __ 6 0 78 45 
AL _ 32 1 51 76 CR __ 4 0 60 38 EA --- 35 1 54 78 GI __ 5 0 70 42 
AD. _ 27 1 43 73 cu - 4 0 60 88 EC __ 82 1 51 76 GR -- 5 0 70 42 
AI __ 17 1 23 64 cc -- 3 0 48 33 EL _ 29 1 46 74 GT ___ 4 0 60 38 
AC __ 14 1 15 61 CD. __ 1 0 00 13 EI ___ 27 1 43 73 GN __ 3 0 48 33 
AM--- 14 1 15 61 CF. __ 1 0 00 13 EP --- 20 1 30 67 GS --- 3 0 48 33 
AU _ 13 1 11 59 CM _ 1 0 00 13 EV 20 1 30 67 GC ___ 2 0 30 25 
AP •••• 12 1 08 58 CN -- 1 0 00 13 EF ___ 18 1 26 66 GF __ 2 0 30 25 
AY • 12 1 08 58 cs-- 1 0 00 13 EM. 14 1 15 61 GL __ 2 0 30 25 
AV •• 7 0 85 48 cw - 1 0 00 13 EO_. 12 1 08 58 GP_. 2 0 30 25 
AB •••• 6 0 78 45 CY __ 1 0 00 13 EQ -- 12 1 08 58 GU ••• 2 0 30 25 
AG -- 6 0 78 4.5 EH 7 0 85 48 GD 1 0 00 13 
AF ••• 4 0 60 38 DE 33 1 52 77 EW _ 7 0 85 48 GG - 1 0 00 13 
AA _ 3 0 48 83 DA - 32 1 51 76 EX • 7 0 85 48 GJ --- 1 0 00 13 
AW •.•. 3 0 48 33 DI 27 1 43 73 EB _ 4 0 60 38 GM ___ 1 0 00 13 
AH_ 2 0 30 25 DO. __ 16 1 20 63 EG •• 4 0 60 38 GW --- 1 0 00 13 
AK _. 2 0 30 25 DT _ 15 1 18 62 EY __ 4 0 60 38 
AO __ 2 0 30 25 DS 13 1 11 59 EU __ 3 0 48 33 
AE -- 1 0 00 13 DR _ 12 1 08 58 EJ --- 1 0 00 13 
AJ_- 1 0 00 13 DD _. 8 0 90 51 EZ __ 1 0 00 13 HI_ _ 33 1 52 77 

DF __ 8 0 90 51 HT. _ 28 1 45 74 
BE ___ 18 1 26 66 DM _ 5 0 70 42 FO ___ 40 1 60 80 HA__ 20 1 30 67 
BY--- 7 0 85 48 DP _ 5 0 70 42 FI • 39 1 59 80 HE--- 20 1 30 67 
BL --- 6 0 78 45 DU __ 5 0 70 42 FF _ 11 1 04 56 HO --- 20 1 30 67 BA __ 4 0 60 38 DB 4 0 60 38 FT --- 11 1 04 56 HR _ 17 1 23 64 
BO --- 4 0 60 38 DC - 4 0 60 38 FE __ 10 1 00 55 HU-- 8 0 90 51 
BI. _ 2 0 30 25 DN _ 4 0 60 38 FR • 9 0 95 53 HF __ 5 0 70 42 
BR. -- 2 0 30 25 DW •• _ 4 0 60 3"8 FA ___ 5 0 70 42 HS __ 4 0 60 38 
BU 2 0 30 25 DL __ 3 0 48 33 FS _. 3 0 48 33 HC __ 3 0 48 33 
BJ. - 1 0 00 13 ov __ 3 0 48 '33 FU __ 3 0 48 33 HN _ 3 0 48 33 
BM __ 1 0 00 13 DG • 2 0 30 25 FC --- 2 0 30 25 HD. __ 2 0 30 25 
BS __ 1 0 00 13 DH 2 0 30 25 FL __ 2 0 30 25 HM __ 2 0 30 25 
BT_ 1 0 00 13 DQ_ -- 2 0 30 25 FD --- 1 0 00 13 HB __ 1 0 00 13 

DJ -- J o on 13 FG • 1 0 00 13 HL _ 1 0 00 13 
co - 41 1 61 80 DY __ 1 0 00 13 FM 1 0 00 13 HP __ 1 0 00 13 
CE 32 1 51 76 FP _- 1 0 00 13 HQ - 1 0 00 13 
CA 20 1 30 67 EN_ 111 2 05 99 FW - 1 0 00 13 HW. _ 1 0 00 13 
CH _ 14 1 15 61 ER. _ 87 1 94 94 FY - 1 0 00 13 HY __ 1 0 00 13 

1 For arrangement alphabetically first under Initial letters and then under final letters, see Table 6-A 
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REF ID:A56892 

TABLD 8, Coutd -The 4~8 d~fferent_d'l.graphs of"Table '6-A, arranged first alpkabet~cally accord~ng 
to tltelr ~ntttaZ letters and then accordmg to tlze-tr absolute frequenC'I.es under each ~mt~alletter,l 
accompanted by the Zoganthms of thetr asstgned probab1.l~ttes 

r Llo(r) &ri l L.ta(I) ~B F L.ta(F) Loa• r L.to(I') (~l (21) 

IN _ 75 1 88 92 LO --- 13 111 59 ND 52 1 72 85 ov ___ 7 0 85 48 
IO __ 41 1 61 80 LY _ 10 1 00 55 NI _ 30 1 48 75 oo ___ 6 0 78 45 
IS - 35 1 54 78 LD __ 9 0 95 53 NG_ 27 1 43 73 OI --- 5 0 70 42 
IR _ 27 1 43 73 LT ____ 8 0 90 51 NA __ 26 1 41 72 OB_ -- 4 0 60 38 
IT_._ 27 1 43 73 LS _ 6 0 78 45 NS _ 24 1 38 71 OE --- 3 0 48 33 
IV -- 25 1 40 72 LB 3 0 48 33 NC lC) 1 28 67 OH --- 3 0 48 33 
IL __ 23 1 36 70 LC_ 3 0 4.8 33 NO __ 18 1 26 66 OG _- 2 0 30 25 
IC __ 22 1 34 69 LF _ 3 0 48 33 NF 9 0 95 53 OK __ 2 0 30 25 
IG -- 19 1 28 67 LP 3 0 48 33 NN _ 8 0 90 51 OY __ 2 0 30 25 
IX--- 15 1 18 62 LM 2 0 30 25 NU __ 7 0 85 48 OJ __ - 1 0 00 13 
IE _ 13 111 59 LR 2 0 30 25 NL _ 5 0 70 42 ox - 1 0 00 13 
IF--- 10 1 00 55 LU 2 0 30 25 NM -- 5 0 70 42 ~ 

IM __ 9 0 95 53 LV _ 2 0 30 25 NY _ 5 0 70 42 PE ___ 23 1 36 70 IA _ 8 0 90 51 LW 2 0 30 25 NH - 4 0 60 38 
IP 7 0 85 48 LG __ 1 0 00 13 NR __ 4 0 60 38 

PR _ 18 1 26 66 
ID __ 6 0 78 45 LH 1 0 00 13 NP _ 3 0 48 33 

PO _ 17 1 23 64 

IB --- 2 0 30 25 LN_ 1 0 00 13 NV _ 3 0 48 33 
PA __ 14 1 15 61 

IK -- 2 0 30 25 NW 3 0 48 33 
PL _ 13 111 59 

IZ - 2 0 30 25 MA_ 36 1 56 78 NB _ 2 0 30 25 pp -- 11 1 04. 56 

ME 26 1 41 72 NK _ 2 0 30 25 PT --- 8 0 90 51 
JE __ 2 0 80 25 MM_ 13 1 11 59 NJ-- 1 0 00 13 PI 6 0 78 45 

JO --- 2 0 30 25 MO _ 10 1 00 55 NQ_- 1 0 00 13 
PS _ 6 0 78 45 

JU --- 2 0 30 25 MI _ 9 0 95 53 
PM _ 4 0 60 38 

JA - 1 0 00 13 MP __ - 8 0 90 51 
PH_ 3 0 4.8 33 

MB --- 6 0 78 45 ON ___ 77 1 89 92 
PU __ 3 0 48 33 

KE -- 6 0 78 45 MS _ 4 0 60 38 OR 64 1 81 89 
PF _ 2 0 30 25 

KI --- 2 0 30 25 MC _ 3 0 48 33 ou 37 1 57 79 
PB __ 1 0 00 13 

KA _ 1 0 00 13 MR _ 2 0 30 25 OF _ 25 1 40 72 
PC __ 1 0 00 13 

KC _ 1 0 00 13 MT __ 2 0 30 25 OM __ 25 1 40 72 
PD _ 1 0 00 13 

KL 1 0 00 13 MU _ 2 0 30 25 OP _ 25 1 4.0 72 
PN _ 1 0 00 13 

KN _ 1 0 00 13 MY 2 0 30 25 OL_ 19 1 28 67 PV 1 0 00 13 

KS-- 1 0 00 13 MD _ 1 0 00 13 OT __ 19 1 28 67 P\V 1 0 00 13 
MF _ 1 0 00 13 OS _ 14 1 15 61 

PY __ 'I " oo 13 

LE 37 1 57 79 MH. 1 0 00 13 OD 12 1 08 58 
LA- 28 1 4.5 7•! oc 8 0 90 51 QU --- 15 1 18 G2 
LL 27 1 t13 73 NT _ 82 1 91 93 ow- 8 0 90 51 QM - 1 0 00 13 
LI __ 20 1 30 67 NE 57 1 76 87 OA __ 7 0 85 48 QR 1 0 00 13 

1 ror atr'\ngcment '1lph.lbCtlC'111Y :first under miballetters and then under fin'll Jcttr.r", 'lCC T!<ble e-A 

.. 
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REF ID:A56B92 

TABI.n 8, Concluded -The .¥JB d~ffcrent d~graphs of Table 6-A, arranged first alphabet~calZy accord
~ng to the~r tn~hal letters and then accord~ng to the~r absollute frequencnes under each tn~ttalletter, 1 

accompanwd by the loganthms of tk~r ass1.gned probab'&l'tttes 
F Lto<r> L,. F L!o(F) L2u F Lto(F) Lti!t F Lio(F) -*> (2F) - (2F) - __@}_ 

RE --- 98 1 99 96 SR __ 5 0 70 42 us -- 12 1 08 58 XI--- 2 0 80 25 
RT -- 42 1 62 81 SN _ 4 0 60 38 UT. __ 12 1 08 58 XP _ 2 0 30 25 
RA __ 39 1 59 80 sw - 4 0 60 38 UE •• 11 1 04 56 XD ___ 1 0 00 13 
RS 31 1 49 75 SB. __ 3 0 48 33 UG •• 8 0 90 51 XE •• - 1 0 00 13 
RI - 30 1 48 75 SM •• 3 0 48 33 UL. _ 6 0 78 45 XF •••• 1 0 00 13 
RO.- 28 1 45 74 SG __ 2 0 30 25 UA __ 5 0 70 42 XH --- 1 0 00 13 
RD.-- 17 1 23 64 SL __ 2 0 30 25 UI __ 5 0 70 42 XN __ 1 0 00 13 
RP _. 13 1 11 69 . SK •• 1 0 00 13 UM _ 5 0 70 42 xo-- 1 0 00 13 
RR •• 11 1 04 56 sv ____ 1 0 00 13 UB __ 3 0 48 33 XR. 1 0 00 13 
RC _. 9 0 95 53 SY _. 1 0 00 13 uc --- 3 0 48 33 xs-- 1 0 00 13 
RM --- 9 0 95 53 UD __ 3 0 48 33 
RY •••• 9 0 95 53 TH - 78 1 89 92 UP •••• 2 0 30 25 YT - 15 1 18 62 
RG -- 7 0 85 48 TE __ 71 1 85 91 UF •••• 1 0 00 13 YF -- 11 1 04 56 
RN - 7 0 85 48 TO •• 50 1 70 84 uo. -- 1 0 00 13 YS __ 11 1 04 56 
RF - 6 0 78 45 TI __ 45 1 65 82 uv - 1 0 00 13 YO--- 10 1 00 55 
RL. -- 5 0 70 42 TY • 41 1 61 80 YE. -- 9 0 95 53 
RU --- 5 0 70 42 TW. -- 36 1 56 78 VE _ 57 1 76 87 YA. _ 6 0 78 45 
RV • 5 0 70 42 TA. 28 1 45 .74 VI -- 12 1 08 58 YN ___ 6 0 78 45 
RW __ 4 0 60 88 TS __ 19 1 28 67 VA • 6 0 78 45 YC. __ 4 0 60 38 
RH -- 3 0 48 33 TT --- 19 1 28 67 vo-- 1 0 00 13 YD._ 4 0 60 38 
RB •••• 2 0 30 25 TR._ 17 1 23 64 VT •• 1 0 00 13 YR •••• 4 0.60 38 
RJ --- 1 0 00 13 TF _ 7 0 85 48 YI_. 3 0 48 83 
RK. _ 1 0 00 13 TN __ 7 0 85 48 VIE __ 22 1 34 69 YP __ 3 0 48 33 

TC - 6 0 78 45 wo- 19 1 28 67 YB ___ 2 0 30 25 
ST ___ 63 1 80 88 TD - 6 0 78 4.5 WI -- 13 111 59 YL __ 2 0 30 25 
SE --- 49 1 69 84 TM _ 6 0 78 45 WA - 12 1 08 58 YM __ 2 0 30 25 sr ____ 34 1 53 77 TL - 5 0 70 42 WH _ 4 0 60 38 YG _. 1 0 00 13 
SH. __ 26 1 41 72 TU --- 5 0 70 42 WN -- 2 0 30 25 YH --- 1 0 00 13 
SA __ 24 1 38 71 TB __ 3 0 48 33 WL __ 1 0 00 13 YU. -- 1 0 00 13 ss. ___ 19 1 28 67 TP __ 2 0 so 25 WR 1 0 00 13 YW __ 1 0 00 13 so ___ 15 1 18 62 TG _ 1 0 00 13 ws __ 1 0 00 13 
sc ____ 13 111 59 TQ __ - 1 0 00 13 WY __ 1 0 00 13 ZE __ 2 0 30 25 
SF--- 12 1 08 58 TZ -- 1 0 00 13 ZA ___ 1 0 00 13 
su -- 11 1 04 56 XT. __ 7 0 85 48 ZI __ 1 0 00 13 
SP ____ 10 1 00 55 UR --- 31 1 49 75 XA. _ 2 0 30 25 5,000 
SD _ 5 0 70 42 UN--- 21 1 32 68 XC •• _ 2 0 30 25 

1 For arrangement alphabetically first under m1t1al letters and then. under final letters, see Table 6-A 
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HES'FRIC'f'ED 
REF ID:A56892 

TABLD 9-A -The .1,28 dtfferent d~graphs of Table 6-.24., arranged first alphdbet~caUy accord~ng to 
the" /tnal letters and then accord~ng to the'tr absolute frequenc~es, aecompanted by the loganthms 
of tlzetr asmgned prob.abtltt~es 

1J' L10(F) <m r L1o(F) <W> F L1a(F) Ir; F L~a(F) ~ --
RA --- 39 1 59 80 EC _ 32 1 51 76 RE __ 98 1 99 96 GF __ 2 0 30 25 
MA __ 36 1 56 78 IC __ 22 1 34 69 TE __ 71 1 85 91 PF 2 0 30 25 
EA.-- 35 1 54 78 NC __ 19 1 28 67 NE ___ 57 1 76 87 CF __ 1 0 00 13 
DA --- 32 1 51 76 AC __ 14 1 15 61 VE __ 57 1 76 87 "JJF __ - 1 0 00 13 
LA _ 28 1 45 74 sc - 13 1 11 59 SE 49 1 69 84 UF. __ 1 0 00 13 
TA _ 28 1 45 74 RC 9 0 95 53 EE 42 1 62 81 XF _ 1 0 00 13 
NA 26 1 41 72 oc 8 0 90 51 LE 37 1 57 79 
SA ___ 24 1 38 71 TC _ 6 0 78 45 DE 33 1 52 77 
CA __ 20 1 30 67 DC _ 4 0 60 38 CE 32 1 51 76 NG _ 27 1 43 73 
HA _ 20 1 30 67 YC _ 4 0 60 38 ME 26 1 41 72 IG. 19 1 28 67 
PA .... 14 1 15 61 cc 3 0 48 33 PE 23 1 36 70 UG _ 8 0 90 51 
WA __ 12 1 08 58 HC 3 0 48 33 WE 22 1 34 69 RG _ 7 0 85 48 
IA . 8 0 90 51 LC 3 0 48 33 HE _ 20 1 30 67 AG 6 0 78 45 
GA ___ 7 0 85 48 MC _ 3 0 48 33 BE 18 1 26 66 EG. 4 0 60 38 
OA _ 7 0 85 48 uc - 3 0 48 33 GE _ 14 1 15 61 DG __ 2 0 30 25 
VA_. 6 0 78 45 FC __ 2 0 30 25 IE _ 13 111 59 OG _ 2 0 30 25 
YA _ 6 0 78 45 GC 2 0 30 25 UE 11 1 04 56 SG --- 2 0 30 25 
FA _ 5 0 70 42 XC _ 2 0 30 25 FE _ 10 1 00 55 FG _ 1 0 00 13 
UA 5 0 70 42 KC _ 1 0 00 13 YE _ 9 0 95 53 GG _ 1 0 00 13 
BA 4 0 60 88 PC _ 1 0 00 13 KE 6 0 78 45 LG. 1 0 00 13 
AA 3 0 48 33 OE _ 3 0 48 33 TG 1 0 00 13 
XA 2 0 30 25 JE --- 2 0 30 25 YG _ 1 0 00 13 
JA-- 1 0 00 13 ED .. 60 1 78 88 ZE __ 2 0 30 25 
KA _ 1 0 00 13 ND __ 52 1 72 85 AE 1 0 00 13 
ZA - 1 0 00 13 AD_. 27 1 43 73 XIL 1 0 00 13 

RD __ 17 1 23 64 TH _ 78 1 89 92 
AB - 6 0 78 45 OD _ 12 1 08 58 SH. 26 1 41 72 
MB - 6 0 78 45 LD _ 9 0 95 53 GH _ 20 1 80 67 
DB _ 4 0 60 88 DD _ 8 0 90 51 OF_ 25 1 40 72 CH _ 14 1 15 61 
EB _. 4 0 60 38 ID ____ 6 0 78 45 EF _ 18 1 26 66 EH _ 7 0 85 48 
OB. - 4 0 60 38 TD __ 6 0 78 45 SF - 12 1 08 58 NH 4 0 60 38 
LB .. - 3 0 48 38 SD _ 5 0 70 42 FF -11 1 04 56 WH 4 0 60 38 
SB 3 0 48 33 YD _ 4 0 60 38 YF 11 1 04 56 OH _ 3 0 48 33 
TB - 3 0 48 33 UD _ 3 0 48 33 IF 10 1 00 55 PH _ 3 0 48 33 
UB 3 0 48 33 HD 2 0 30 25 NF 9 0 95 53 RH_ 3 0 4& 33 
IB _ 2 0 30 25 CD _ 1 0 00 13 DF 8 0 90 51 AH _ 2 0 30 25 
NB _ 2 0 30 25 FD - 1 0 00 13 TF - 7 0 85 48 DH 2 0 30 25 
RB . 2 0 30 25 GO _ 1 0 00 13 RF- 6 0 78 45 LH 1 0 00 13 
YB 2 0 30 25 MD 1 0 00 13 HF 5 0 70 42 MH 1 0 00 13 
HB _ 1 0 00 13 PD 1 0 00 13 AF 4 0 60 38 XH 1 0 00 13 
PB - 1 0 00 13 XD _ 1 0 00 13 LF 3 0 48 33 YH 1 0 00 13 

I 
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ftl!:S 'fiHC 'FED 

TABLD 9-A, Contd -Tile 428 dtffcrcnt dtgraphs of Table 6-A, arranged first alphabettcally accord
tng fn thezr final letters and then accordtng to thetr absnlutc frequcnetes, accmnpanted by the 
loganthms of tlzctr asstgned probabthttes 

F Lm(l) Lo24 r Lla(F) {;F) r Lm(r) !;: .. F Lm(F) ~ (2F) ___@L 
TI 45 1 65 82 LL - 27 1 43 73 AN 64 1 81 89 RP _ 13 1 11 59 
FI __ 89 1 59 80 IL --- 28 1 86 70 UN _ 21 1 82 68 AP __ 12 1.08 58 
SI --- 34 1 53 77 OL __ 19 1 28 67 NN -- 8 0 90 51 pp_ - 11 1 04 56 
HI--- 33 1 52 77 PL ___ 13 1 11 59 RN --- 7 0 85 48 SP 10 1 00 55 
NI __ 30 1. 4.8 75 BL __ 6 0 78 45 TN __ 7 0 85 48 MP. __ 8 0 90 51 
RI - 30 1 48 75 UL _ 6 0 78 45 YN __ 6 0 78 45 IP __ 7 0 85 48 
DI_ ___ 27 1 43 73 CL _ 5 0 70 42 DN _ 4 0 60 38 DP _- 5 0 70 42 
EI ____ 27 1 43 73 NL _ 5 0 70 42 SN __ 4 0 60 38 LP _ 3 0 48 33 
LI --- 20 1 30 67 RL_ 5 0 70 42 GN _ 8 0 48 83 NP --- 3 0 48 88 
AI 17 1 23 64 TL. _ 5 0 70 42 HN-- 3 0 48 33 YP 3 0 48 33 
WI __ 13 111 59 DL _. 3 0 48 83 WN-. 2 0 so 25 GP __ 2 0 30 .25 
VI. __ 12 1 08 58 FL 2 0 30 26 CN --- 1 0 00 13 TP --- 2 0 30 25 
MI ___ 9 0 95 53 GL _ 2 0 30 25 KN --- 1 0 00 13 up __ 2 0 30 25 
CI __ 7 0 85 48 SL __ 2 0 30 25 LN -- 1 0 00 13 XP __ 2 0 30 25 
PI - 6 0 78 45 YL - 2 0 30 25 PN • 1 0 00 13 FP ____ 1 0 00 .18 
GI .• 5 0 70 42 HL - 1 0 0'0 13 XN _ 1 0 00 13 HP. _ 1 0 00 13 or_ ___ 5 0 70 42 KL_ 1 0 00 13 EQ ___ 12 1 08 58 UL_ 5 0 70 42 WL ____ 1 0 00 13 

TO - 50 1 70 84 DQ - 2 0 30 25 YI __ 3 0 48 33 co 41 1 61 80 HQ - 1 0 00 13 BI __ 2 0 so 25 
KI._ 2 0 30 25 

OM _ 25 1 40 72 IO _ 41 1 61 80 NQ. - 1 0 00 13 

XI-- 2 0 30 25 AM 14 1H 61 FO 40 1 60 80 TQ __ 1 0 00 18 
ZI __ 1 0 00 13 

EM __ 14 1 15 61 RO - 28 1 45 74 
ER --- 87 1 94 94 MM _. 13 111 59 HO --- 20 1 30 67 

IM _ 9 0 95 53 wo-- 19 1 28 67 OR--- 64 1 81 89 
AJ -- 1 0 00 13 RM-- 9 0 95 53 NO 18 1 26 66 

AR __ 44 1 64 82 
BJ -- 1 0 00 13 ™-- 6 0 78 45 PO - 17 1 23 64 UR --- 31 1 49 75 
DJ __ - 1 0 00 13 DM __ 5 0 70 42 DO __ 16 1 20 63 IR__ 27 1 43 73 
EJ-- 1 0 00 13 NM_ 5 0 70 42 so- 15 1 18 62 

PR ____ 18 1 26 66 
GJ ____ 1 0 00 13 UM __ 5 0 70 42 LO ___ 13 111 59 

HR ___ 17 1 23 64 
NJ ____ 1 0 00 13 PM--- 4 0 60 38 EO. __ 12 1 08 58 

TR ___ 17 1 23 64 
OJ ____ 1 0 00 13 SM -- 3 0 48 33 MO --- 10 1 00 55 

DR __ 12 1 08 58 
RJ ___ 1 0 00 13 HM __ 2 0 30 25 YO __ 10 1 00 55 RR --- 11 1 04 56 

LM _ 2 0 30 25 GO __ 6 0 78 45 
FR __ 9 0 95 53 
GR __ 5 0 70 42 CK __ 4 0 60 38 YM __ 2 0 30 25 oo ____ 6 0 78 45 SR _ 5 0 70 42 AIL. 2 0 30 25 BM._ 1 0 00 13 BO. 4 0 60 38 CR __ 4. 0 60 38 IK._ 2 0 30 25 CM --- 1 0 00 13 AO __ 2 0 30 25 NR _ 4 0 60 38 NK _ 2 0 30 25 FM ____ 1 0 00 13 -Jo -- 2 0 30 25 
YR --- 4 0 60 38 OK._ 2 0 30 25 GM -- 1 0 00 13 uo - 1 0 00 13 BR _ 2 0 30 25 RK _ 1 0 00 18 QM --- 1 0 00 13 vo - 1 0 00 13 LR __ 2 0 30 25 SK. _ 1 0 00 13 xo - 1 0 00 13 MR __ 2 0 30 25 

EN __ 11l 2 05 99 QR - 1 0 00 13 
AL --- 32 1 51 76 ON _ 77 1 89 92 OP __ 25 1 40 72 WR - 1 0 00 13 
EL __ 29 1 46 74 IN ___ 75 1 88 92 EP 20 1 30 67 XR • 1 0 00 13 
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REF ID:A56892 
RE8'±'HIGTED 

TABLE 9-A, Concluded -The 1,28 dtfferent dtgrapks of Table 6-A, arranged jirBt alpkabettc/J.ly 
accordtng to thezr final leiters and tlum accord1.ng to tketr absolute frequenctes, accompa'ltted by 
the ZoganthmB of thtir asmgned probabtltttes 

F L,.(r) (2m r Lu(F) (~ F L10(l') tam r LJo(F) ~ 
ES __ 54 1 73 86 OT __ 19 1 28 (f~ JU •• 2 0 30 25 PW. 1 0 00 13 
AS. _ 41 1 61 80 TT • 19 1 28 67 LU. _ 2 0 30 25 YW .... 1 0 00 13 
IS ___ 35 1 54 78 DT •• 15 1 18 62 MU _ 2 0 30 25 
RS ___ 31 1 49 75 YT ••• 15 1 18 62 YU __ 1 0 00 13 

IX--- 15 1 18 62 
NS -- 24 1 38 71 CT __ 14 1 15 61 
ss - 19 1 28 67 UT 12 1 08 58 IV .• 25 1 40 72 EX.-- 7 0 85 48 

TS. 19 1 28 67 FT _ 11 1 04 56 EV _ 20 1 30 67 ox·-- 1 0 00 13 
os __ 14 1 15 61 LT _ 8 0 90 51 AV.- I 7 0 85 48 
DS ••• 13 111 59 PT 8 0 90 51 ov - 7 0 85 48 TY __ 41 1 61 80 
us ___ 12 1 08 58 XT 7 0 85 48 RV 5 0 70 42 AY --- 12 1 08 58 
ys __ 11 1 04 56 GT _ 4 0 60 38 DV. 3 0 48 33 LY ___ 10 1 00 55 
LS __ 6 0 78 45 MT 2 0 30 25 NV - 3 0 48 33 RY ••• 9 0 95 63 
PS •• 6 0 78 45 BT _ 1 0 00 13 LV 2 0 30 25 BY -- 7 0 85 48 
HS.- 4 0 60 38 VT. 1 0 00 13 PV _ 1 0 00 13 NY ___ 5 0 70 42 
MS - 4 0 60 38 sv --- 1 0 00 13 EY •• 4 0 60 38 
FS --- 3 0 48 33 ou-- 37 1 57 79 uv - 1 0 00 13 MY ___ 2 0 30 25 
GS. - 3 0 48 33 QU • 15 1 18 62 OY ••• 2 0 30 25 
BS •• 1 0 00 13 AU 13 111 59 TW •• 36 1 56 78 cy ___ 1 0 00 13 
cs - 1 0 00 13 su_ 11 1 04 I 56 ow-- 8 0 90 51 DY ___ 1 0 00 13 
KS 1 0 00 13 HU • 8 0 90 51 EW_. 7 0 85 48 FY •• _ 1 0 00 13 
ws -- 1 0 00 13 NU •• 7 0 85 48 DW • 4 0 60 38 HY ••• 1 0 00 13 
xs __ 1 0 00 13 DU _ 5 0 70 42 RW __ 4 0 60 38 py ___ 1 0 00 13 

RU • 5 0 70 42 sw --- 4 0 60 38 SY •• 1 0 00 13 
NT--- 82 1 91 93 TU • 5 0 70 42 AW • 3 0 48 33 WY ___ 1 0 00 13 
ST •••• 63 1 80 88 cu-- 4 0 60 38 NW __ 3 0 48 33 
AT_ 47 1 67 83 EU -- 3 0 48 33 LW __ 2 0 30 25 IZ __ 2 0 30 25 RT __ 42 1 62 81 FU • 3 0 48 33 cw --- 1 0 00 13 
ET •••• 37 1 57 79 PU • 3 0 48 33 FW. _ 1 0 00 13 EZ •• 1 0 00 .13 

TZ •• 1 0 00 13 HT _ 28 1 45 74 BU ___ 2 0 30 25 GW --- 1 0 00 13 --
IT .• 27 1 43 73 GU •••• 2 0 30 25 HW _ 1 0 00 13 5,000 
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REB'FRIC'fED 

TABLE 9-B -The 18 dtgraphs co1npomng ~5% of the 5,000 d-&graphs of Table 6-A, accompanted by 
the loganthmts of thar asmgned probabtltttes, arranged alphabchcally accordtng to thetr final letters 

(1) AND ACCORDING TO THEIR INITIAL 
LETTERS 

F LJo(F) tan F LIG(F) ta1> -----.....----
ED __ - 60 1 78 88 IN __ 75 1 88 92 
ND- 52 1 72 85 ON __ 77 1 89 92 

NEL 57 1 76 87 TO __ 50 1 70 84 

RE --- 98 1 99 96 
ER-- 87 1 94 SE •• _ 49 1 69 84 94 

TE • 71 1 85 91 OR._ 64 1 81 89 
VE __ 57 1 76 87 

ES •••• 64 1 78 86 

TH --- 78 1 89 92 NT. _ 82 1 91 98 
ST ___ 68 1 80 88 

AN ____ 64 1 81 89 1,249 
EN ___ 111 2 05 99 

(2) AND ACCORDING TO THEIR ABSOLUTE 
FREQUENCIES 

F LJo(F) {2F) F Lto(F) lSF\ 
ED-- 60 1 78 88 IN - 75 1 88 92 
NO--- 52 1 72 85 AN--- 64 1 81 89 

RE_ 98 1 99 96 TO -- 50 1 70 84 
TE. __ 71 1 85 91 

ER -- 87 1 94 94 NE --- 57 1 76 87 
VE - 57 1.76 87 OR. 64 1 81 89 
SE _. 49 1 69 .84 

ES _ 54 1 73 86 

TH _ 78 1 89 92 NT ___ 82 1 91 93 
ST ____ 63 1 80 88 

EN_ 111 2 05 99 1,249 
ON_ 77 1 89 92 

TABLE 9-C -The 63 dtgraphs compomng 50% of the 5,000 dt.graphs of Table 6-A, accompamed by 
the Zogartthms of thetr ass.tgned probabtZtttes, arranged aZphabehcaZZy accordtng to thetr jinaZ letters 

(1) AND ACCORDING TO THEIR INITIAL LETTERS 

F Ltt(F) Ln1 F Lto(F) t2m F L!o(F) (2F) F L!o(F) ~ (2F) 

DA. _ 32 1 51 76 NE •• 57 1 76 87 AN •• 64 1 81 89 AS--- 41 1 61 .80 
EA.-- 35 1.54 78 RE-- 98 1 99 96 EN __ 111 2 05 99 ES --- 54 1 78 86 
LA __ 28 1 45 74 SE --- 49 1 69 84 IN_. 75 1 88 92 rs __ 35 1 54 .78 
MA --- 36 1 56 78 TE __ 71 1 85 91 ON • 77 1 89 92 RS ____ 31 1 49 75 
RA --- 39 1 59 80 VE _ 57 1 76 87 
TA __ 28 1 45 74 AT ___ 47 1 67 88 

TH __ 78 1 89 92 co __ 41 1 61 80 ET _. 37 1 57 79 
EC ___ 32 1 51 76 FQ ____ 40 1 60 80 

HT __ 28 1 45 74 
NT ____ 82 1 91 93 FI. _ 39 1 59 80 IO __ 41 1 61 80 RT __ 42 1 62 81 HI ____ 38 1 52 77 RO __ 28 1 45 74 ST __ 63 1 80 88 ED--- 60 1 78 88 NI __ 30 1 48 75 TO--- 50 1 70 84 ND ____ 52 1 72 85 RI __ 30 1 48 75 

SL •• 34 1. 53 .77 
ou ___ 87 1 57 79 

CE __ 32 1 51 76 TI __ 45 1 65 82 AR ___ 44 1 64 82 TW --- 36 1 56 78 
DE-_ 33 1 52 77 ER __ 87 1 94 94 
EE ____ 42 1 62 81 AL---- 82 1 51 76 OR __ 64 1 81 89 TY __ 41 1 61 80 
LE __ 87 1 57 79 EL ___ 29 1 46 74 -UR. -- 31 1 49 75 2,495 
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REF ID:A56892 
RES'fRIC'fED 

TABLE 9-C, Concluded -The 53 d1,graphs compostng 50% of the 5,000 d.,graphs of Table 6-A, 
accompamcd by the logantlmzs of thctr asstgned probabtltt.,es, arranged alphabettcaZly accord,ng to 
tlzc" final letters 

(2) AND ACCORDL"'l'G TO TIIEIR Al3SOLI1 fE FREQUENCIES 

11' L11(li') <~t F L~<~(F) L,~ F Lw(I') Lo~t 1i' Lw(I') ram (21' J.D..... ~ ~ 

RA, __ 39 1 59 80 EE .. 42 1 62 81 EN .. 111 2 05 99 ES__ 54 1.78 .86 
MA --- 36 1 56 78 LE __ 37 1 57 79 ON • 77 1 89 92 AS ___ 41 1 61 80 
EA. __ 35 1 54 78 DE--- 33 1 52 77 IN _ 75 1 88 92 IS •• 35 1 54 78 
DA __ 82 1 51 76 CE _ 32 1 51 76 AN 64 1.81 .89 RS. 81 1 49 75 
LA __ 28 1 45 .74 
TA. _ 28 1 45 74 TH -- 78 1 89 92 NT ••. 82 1.91 93 

TO - 50 1 70 84 ST __ 63 1 80 88 
EC •• 32 1 51 76 co - 41 1 61 .80 AT. _ 47 1 6'7 83 

TI 45 1 65 82 IO - 41 1 61 80 RT _. 42 1.62 81 
ED •• 60 1 78 88 FI __ 39 1 59 80 FO __ 40 1 60 80 ET __ 37 1 57 79 
ND. _ 52 1 72 .85 SI __ 34 1 53 77 RO - 28 1 45 74 HT ___ 28 1 45 74 

HI __ 33 1 52 77 
RE _. 98 1 99 96 NI. _ 30 1 48 75 ou -- 37 1 57 79 

TE --- 71 1 85 .91 RI _. 30 1 48 76 ER 87 1 94 94 TW •• _ 36 1.56 78 
NE. -- 57 1 76 87 OR __ 64 1 81 89 
VE •• 57 1 76 87 AL _ 32 1 51 76 AR _ 44 1 64 .82 TY •• 41 1 61 .80 
SE • 49 1.69 84 EL __ 29 1 46 74 UR. 31 1 49 75 2,495 

• 

TABLE 9-D -The 12S dtgrapks compos1,ng '!5% of the 5,000 d.,graplts of Table 6-A, accompanted by • 
tl~e loganthms of thetr asszgned probabzlttzes, arranged alpllabet.,cally accorchng to tkezr final letters 

(1) AND ACCORDING TO THEIR INITIAL LETTERS 

F L!t(F) le~ F LID(F) 
x.,.., 

F LIJI(F) ~ F LII(F) ~!14 (2r) ~ -
CA -- 20 1 80 .67 ND_. 52 1 72 85 EF ___ 18 1 26 66 SI .• 84 1 53 '1'1 
DA --· 32 1 51 76 RD .. 17 1 23 64 OF •• 25 1 40 72 TI __ 45 1 65 82 
EA __ 35 1 54 78 BE _ 18 1 26 66 
HA. 20 1 30 67 CE • 82 1 51 76 IG --- 19 1 28 67 AL 82 1 51 76 
LA •• 28 1 45 74 DE--- 33 1 52 77 

NG __ 27 1 43 73 EL _ 29 1 46 .'14 
MA _ 36 1 66 78 EEl--- 42 1 62 81 CH _ 14 1 15 61 

IL _ 23 1 36 70 
NA __ 26 1 41 72 GE _ 14 1 15 61 GH 20 67 LL 27 1 tl3 73 
PA _. 14 1 15 61 1 30 

HE -- 20 1 80 67 SH - 26 1 41 72 OL • 19 1 :38 67 
RA --- 39 1 59 80 IE_ 13 1 11 59 TH - 78 1 89 .92 SA . 21 1 38 71 LE _ 37 1 57 79 AM __ 14 1 15 61 
TA 28 1 45 74 ME 26 1 41 72 AI 17 1 23 64 EM _ 14 1 15 .61 
AC _ 14 l 15 61 NE --- 57 1 76 87 DI 27 1 43 73 OM_. 25 1 40 72 

EC 32 l 61 76 PE _ 23 1 36 70 EI 27 1 43 73 

IC 22 1 31 69 RE _ 98 1 99 96 FI. 39 1 59 80 AN 64 1 81 89 
NC 19 1 28 67 SE: .. 49 1 69 84 HI_. 33 1 52 77 EN 111 2 05 99 

TE _ 71 1 85 91 LI 20 1 30 67 IN. 75 1 88 92 
AD • 27 1 43 73 VE: 57 1 76 87 NI _ 30 1 48 75 ON 77 1 89 92 
ED.-- 60 1 78 88 WE 22 1 34 69 RI __ 30 1 48 75 UN _ 21 1 32 68 
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It 1!:15 'f'tUCTEf> 

TAste 9-D, ConLd -The 1~~ d~graplts compos~ng 75% of the 5,000 d~grapks of Table 6-A, ac
compan~cd by the loganthms of the~r asmgned probabtl'Lt~e~. arranged alphabet~cally accord~ng to 
the~r final letters 

(1) AND ACCORDING TO THEIR INITIAL LETTERS-Concluded 

F L!o(F) !"" r LIO(r) ln r L.o(r) Lm F Lu.(F) [2m {21) _.@1_ - -----
co -- 41 1 61 80 AR _ 44 1 64 82 RS 31 1 49 75 TT -- 19 1 28 67 
DO •.•. 16 1 20 63 ER _ 87 1 94 94 ss-- 19 1 28 67 YT •• 15 1 18 62 
FO __ 40 1 60 80 HR • 17 1 23 64 TS _ 19 1 28 67 

1 11 HO -- 20 1 30 67 IR. 27 1 43 73 AU 13 59 
IO --- 41 1 61 80 OR __ 64 1 81 89 au _ 37 1 57 79 
LO • 18 111 59 PR • 18 1 26 66 AT 47 1 67 83 QU ___ 15 1 18 62 
NO __ 18 1 26 66 TR. 17 1 23 64 CT - 14 1 15 61 EV •• 20 1 30 67 PO __ 17 1 23 64 UR 81 1 49 75 DT - 15 1 18 62 IV--- 25 1 40 72 RO __ 28 1 45 74 ET __ 37 1 57 79 
so 15 1 18 62 AS _ 41 1 61 80 HT 28 1 45 74 TW •• 86 1 56 78 
TO ___ 50 1 70 84 DS -- 13 1 11 59 IT _ 27 1 43 73 

IX . 15 1 18 62 wo __ 19 1 28 67 ES • 54 1 73 86 NT _ 82 1 91 93 
IS __ 35 1 54 78 OT _ 19 1 28 67 TY --- 41 1 61 80 EP 20 1 30 67 NS _ 24 1 38 71 RT . 42 1 62 81 --

OP ..• 25 1 40 72 OS .• 14 1 15 61 ST 63 1 80 88 3,745 

(2) AND ACCORDING TO THEIR ABSOLUTE FREQUENCIES 

F Lu.(F) <~i F Llo(r) L.,. F Llo(F) Mi F LJocr> {¥Fj {2r) 

RA --- 39 1 59 80 RE .. _ 98 1 99 96 TH. 78 1 89 92 OM--- 25 1 40 72 
MA 36 1 56 78 TE __ 71 1 85 91 SH _ 26 1 41 72 AM _ 14 1 15 61 
EA •.• 35 1 54 78 NE 57 1 76 87 GH. __ 20 1 30 67 EM--- 14 1 15 61 
DA • 32 1 51 76 VE • 57 1 76 87 CH __ 14 1 15 61 
LA--- 28 1 45 74 SE ••• 49 1 69 84 EN .• 111 2 05 99 
TA .•• 28 1 45 74 EE . 42 1 62 81 TI • 45 1 65 82 ON--· 77 1 89 92 
NA .•• 26 1 41 72 LE _. 37 1 57 79 FI. _ 39 1 59 80 

IN __ 76 1 88 92 
SA .• 24 1 38 71 DE .. 33 1 52 77 SI .. 34 1 53 77 AN . 64 1 81 89 
CA --- 20 1 30 67 CE __ 32 1 51 76 HI_ 33 1 52 77 UN. _ 21 1 32 68 
HA .. 20 1 30 67 ME _ 26 1 41 72 NI _ 30 1 48 76 PA. _ 14 1 15 61 PE • 23 1 86 70 RI _ 30 1 48 75 TO .•• 50 1 70 84 

WE_ 22 1 34 69 DI •• 27 1 43 73 
co ___ 41 1 61 80 

EC •• 32 1 51 76 HE •• 20 1 30 67 EI __ 27 1 43 73 IO --- 41 1 61 80 
IC . 22 1 34 69 

BE _ 18 1 26 66 
LI . 20 1 30 67 FO --- 40 1 60 80 

NC • 19 1 28 67 GE -- 14 1 15 61 
AI. •. 17 1 23 64 RO --- 28 1 45 74 

IE ..•. 13 111 59 HQ __ 20 1 30 67 AC --- 14 1 15 61 
wo --- 19 1 28 67 

OF _ 25 1 40 72 AL _ 32 1 51 76 NO. 18 1 26 66 
ED._ 60 .1 78 88 EF .• 18 1 26 66 EL __ 29 1 46 74 PO 17 1 23 64 
ND._ 52 1 72 85 LL __ 27 1 43 73 DO . 16 1 20 63 
AD . 27 1 43 73 NG. _ 27 1 43 73 IL_ 23 1 36 70 so-- 15 1 18 62 
RD .• 17 1 23 64 IG •. 19 1 28 67 OL .•• 19 1 281 67 LO •• 13 111 59 
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TABLE 9-D, Concluded -The 1fJfJ d'l.graphs compos'/.ng 75% of the 5,000 a,,grapks of Table 6-A, 
accompan1ed by theloga,rttkms of thetr asstgned probabdthes, arranged alphabet'l.cally accord'l.ng to 
tTze'l.r final letters 

(2) AND ACCORDING TO THEIR ABSOLUTE FREQUENCIES-Concluded 

:F Lq(F) <Wl F Lao (F) ~ F Laa(F) 7i~> F Lao (F) 1~ 
op ____ 25 1 40 72 ES __ 54 1 73 86 NT __ 82 1 91 93 ou. 37 1 57 79 
EP .• _ 20 1 so 67 AS.- 41 1 61 80 ST ___ 63 1 80 88 QU • 15 1 18 62 

IS_ 35 1 54 78 AT • 47 1 67 83 AU__ 13 111 59 
RS_ 81 1 49 75 RT. 42 1 62 81 IV •.• 25 1 40 72 ER . 87 1 94 94 NS • 24 1 38 71 ET 37 1 57 79 

OR--- 64 1 81 89 ss -- 19 1 28 67 HT _ 28 1 45 74 EV - 20 1 30 67 

AR. 44 1 64 82 TS. 19 1 28 67 IT 27 1 43 73 TW --- 36 1 56 .78 
UR ..• 81 1 49 75 OS 14 1 15 6L OT _ 19 1 28 67 IX. __ 15 1 18 62 IR _. 27 1 43 73 DS .. 13 111 59 TT _ 19 1 28 67 
PR •• 18 1 26 66 DT _ 15 1 18 62 TY. 41 1 61 80 
HR._ 17 1 23 64 YT . 15 1 18 62 --3,745 
TR __ 17 1 23 64 CT • 14 1 15 61 

TABLE 9-E -All the 4fl8 dtfferent dtgraphs of Table 6-A, arranged alphabet'l.cally first accord'l.ng to 
thezr final letters and then accord,ng to the'l.r 1mttalletters 

(SEE TABLE 6-A -READ DOWN THE COLUMNS) 

'I' ABLE 10-A -The 56 tngraphs appeanng 100 or more ttmes tn the 50,000 letters of Governmental 
pla'l:n.tezt telegrams, arranged accordtng to thetr absolute frequenC'I.es, accompan'l.ed by the loga
nthms of the'£r asszgned probab'l.ld'l.es 

F X... (F) &m F La. (F) tzo F Lta(I') ltF> 
ENT •••••••• - 569 2 76 99 TOP .•..• - 174 2 24 82 EIG ___ 135 2 13 79 
ION • -·--- 260 2 41 88 NTH • . • -- 171 2 23 82 FIV ____ 135 2 18 79 
AND .• --- • 228 2 36 86 TWE _ ---. 170 2 23 82 MEN. --- 131 2 12 78 
ING. __ --- 226 2 35 86 TWO-- - 163 2 21 81 SEV. -- .•• 131 2 12 78 
IVE _____ 225 2 35 86 ATI ___ - 160 2 20 81 ERS •. -- 126 2 10 78 
TIO _____ 221 2 34 85 THR ---- --- 158 2 20 81 UNO-- • - 125 2 lQ 78 
FOR __ --- 218 2 84 85 NTY _ -- _ . 157 2 20 81 NET __ - 118 2 07 77 
OUR. •.• --- 211 2 32 85 HRE __ - - 153 2 18 80 PER---_ 115 2 O<i 76 
THI. •. -. 211 2 32 85 WEN _ -- --- 153 2 18 80 STA --- ___ 115 2 (I() 76 
ONE ___ -- • 210 2 32 85 FOU ---- 152 2 18 80 TER _ -- 1 J ,, 12 f)(J 76 
NIN - 207 2 32 85 ORT. -- - 146 2 16 80 EQU _ __ 111 2 OG 76 
STO .••• 202 2 31 84 REE 146 2 16 80 RED ___ 113 2 05 76 
EEN .•. - . 196 2 29 84 SIX - 146 2 16 80 TED - - 112 2 05 76 
GHT ___ ----- 196 2 29 84 ASH - - 143 2 16 80 ERI __ 109 2 04 76 
INE._ . 192 2 28 83 DAS ------ 140 2 15 79 HIR - 106 2 03 75 
VEN _ - 190 2 28 83 IGH • 140 2 15 79 IRT -- 105 2 02 75 
EVE •• - 177 2 25 82 ERE_-- - 138 2 14 79 DER -- 101 2 00 74 
EST. --- 176 2 25 82 COM_ - 136 2 13 79 DRE -- - 100 2 00 74 
TEE - 174 2 24 82 ATE -- - 135 2 13 79 
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TABLD 1(}-B -'11he 56 tr1graphs appeanng 100 or more ttmes 1:n the 50,000 lettns of Governmental 
plam-text telegrams, arranged first alphabettcally accord,ng to the1,r tnutal letters, and then 
accord,ng to thezr absolute fr_equenC'/,e~, accompanted by the loganfltms of tke'tr asmgned p1 obabtl'tt1.es 

F LJ.(I') tm F L•o(r) - ~ F LJo(r) ~ 
AND --- -- 228 2 36 86 GHT - --- 196 2 29 84 REE _ __ __ _ 146 2 16 80 
ATI __ - 160 2 20 81 RED --- 113 2 05 76 
ASH --- 14.3 2 16 80 HRE. -- 153 2 18 80 
ATE __ -- 135 2 13 79 HIR. - 106 2 03 75 STO _ -- - 202 2 31 84 

79 
SIX - - 146 2 16 80 

COM .• --- 136 2 13 ION -- 260 2 41 88 SEV - 131 2 12 78 -ING • _ --- 226 2 35 86 STA ... --- 115 2 06 76 
DAS .... _ •• 140 2 15 79 IVE - --- 225 2 35 86 
DER ---- 101 2 00 74 INE __ - 192 2 28 83 

TIO _ --- 221 2 34 85 DRE ___ --- 100 2 00 74 IGH _. _. 140 2 15 79 THI ---- 211 2 32 85 IRT __ 105 2 02 75 
TEE----_. 174 2 24 82 ENT. - -- 569 2 76 99 TOP ___ ----- l 7 4 2 24 82 

EEN ---- 196 2 29 84 MEN_ _ __ _ 131 2 12 78 
TWE ----- _ 170 2 23 82 EVE ----- 177 2 25 82 
TWO --- 163 2 21 81 EST ___ ---- 17 6 2 25 82 NIN - - 207 2 32 85 
THR ------ • 158 2 20 81 ERE _ . --- 138 2 14 79 NTH - -- 171 2 23 82 TER _ • 115 2 06 .76 EIG. __ .•. 135 2 13 79 NTY -- 157 2 20 81 TED __ -- .. 112 2 05 76 ERS. ---- __ 126 2 10 78 NET - -- 118 2 07 77 

EQU. ---- 114 2 06 76 
- 125 2 10 ERI. _ _ ___ 109 2 04 76 OUR 211 2 32 85 UNO -- 78 -

ONE - 210 2 32 85 
FOR._----- 218 2 34 85 ORT -- __ .. 146 2 16 80 VEN •• -- 190 2 28 83 
FOU. _ _ _ _ 152 2 18 80 
FIV. --- 135 2 13 .79 PER 115 2 06 76 WEN --- _ _ 153 2 18 80 

TABLE 10-C -The 56 tngraphs appeanng 100 or more t1,1nes 1,n the 50,000 letters of Governmental 
pla1.n-text telegrams, arranged first alpltabetwally accordtng to the'tr central letters, and then ac
cordeng to thmr absolvte jrequenc'tes, accompamed by tlte logaMtkms of tkeer asszgned probabtl'tt'l.es 

F LID (I') r.,,. F LID(r) r.,,. r Lt. (I') ~·" (2F) (2I') (2F) 

DAS____ __ 140 2 15 79 IGH _ -- 140 2 15 79 ENT _ -------- 56 9 2 76 99 
EEN. ------ 196 2 29 84 AND --- _ _ 228 2 36 86 
VEN - --- 190 2 28 83 

ING __ _ ___ 226 2 35 86 

TEE ----- 174 2 24 82 THI 211 2 32 85 
ONE ________ 210 2 32 85 --- INE___ __ __ 192 2 28 .83 

WEN. --- --- 153 :a 18 80 GHT ___ 196 2 29 84 
RE:E _____ -- 146 2 HI 80 

THR ___ 158 2 20 81 UNO_ --- 125 2 10 78 

MEN_ --- --- 131 2 12 78 
SEV --- 131 2 12 78 
NET------_ 118 2 07 77 TIO ----- 221 2 34 85 
PER ---- 115 2 06 76 NIN____ _ _ 207 2 32 85 ION - - 260 2 41 88 
TER _ ------ 115 2 06 76 SIX------- 146 2 16 80 FOR - --- 218 2 34 85 
RED. --- 113 2 05 76 EIG __ --- 135 2 13 79 TOP _ ---- 174 2 24 82 
TED_ -- 112 2 05 76 FIV ____ 135 2 13 79 FOU -- 152 2 18 80 
DER ----- 101 2 00 74 HIR _____ 106 2 03 75 COM --- 136 2 13 79 
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TABLE 10-C, Concluded -The 56 tngraphs appeanng 100 or more tzmes zn the 60,000 letters of 
Governmental plazn-text telegrams, arranged first alpkabettcally accordtng to the"'r central letters, 
and then accord1,ng to tlzezr absolute frequenctes, accompamed by the logarttlt1ns of tke1,r asmgned 
probabzltt1.es 

F Lto(I') lm r Lto(I') /20 F Lm(F) 13~ 
EQU ------- 114 2 06 76 EST - 176 2 25 82 OUR - -- 211 2 32 85 

ASH ---- 143 2 16 80 
HRE _ ---- 153 2 18 80 
ORT- --- -- 146 2 16 80 STO ---- _ 202 2 31 84 IVE ___ --- 225 2 35 86 
ERE -- _ _ • 138 2 14 79 NTH - 171 2 23 82 EVE-- - 177 2 25 82 
ERS ---- 126 2 10 78 ATI 160 2 20 81 
ERI __ ----- 109 2 04 76 NTY 157 2 20 81 
IRT ______ 105 2 02 75 ATE -- 135 2 13 79 TWE __ - 170 2 28 82 
ORE - --- 100 2 00 74 STA 115 2 06 76 TWO -- - 163 2 21 81 

TABLE 10-D -The 66 trtgrapks appeanng 100 or more t1,mes zn the 50,000 letters of Governmental 
pla1.n-text telegrams, arranged first alpkabet'tcally accord1.ng to tkezr final letters, and then accord1.ng 
to thetr absolute frequenczes, acwmpanted by the logarttkms of tkezr asstgned probab1.l'l.t-tes 

F Llo(F) Ltu F Lto(F) (2';) F L.o(F) ~ (2F) 

STA __ • --- 116 2 06 76 THI __ 211 2 32 85 TER _ ---- 116 2 06 76 
ATI __ - 160 2 20 81 HIR - - 106 2 03 75 

AND. _ --- -- 228 2 36 86 ERI __ - 109 .2 04 76 DER - - 101 2 00 74 
UND -- __ • 125 2 10 78 
RED ••. _ - 113 2 05 76 COM. 136 2 13 79 DAS - --- 140 2 15 79 
TED_------ 112 2 05 76 - ERS •. __ 126 2 10 78 

IVE _ ---- _ 226 2 36 86 ION_ - - 260 2 41 88 
669 ONE ••.• _ • 210 2 32 86 NIN ... -- 207 2 32 85 ENT --- •• - 2 76 99 

INE ••• --- 192 2 28 83 EEN .. 196 2 29 84 GHT. _ -- 196 2 29 84 
EVE • __ • •• 177 2 25 82 VEN. 190 2 28 83 EST -- 176 2 26 82 - -- 146 TEE- ·-- 174 2 24 82 WEN 153 2 18 80 ORT - 2 16 80 --
TWE ___ 170 2 28 82 MEN 131 2 12 78 NET - . 118 2 07 77 .. 

75 HRE _ 158 2 18 80 IRT. -- 105 2 02 . 
REE ..•.• 146 2 16 80 TIO. ___ 221 2 34 85 
ERE •. -· 138 2 14 79 STO _ 202 2 31 84 FOU __ -- 152 2 18 80 -- 114 ATE ___ •• 135 2 13 79 TWO __ 163 2 21 81 EQU ---- 2 06 .76 
ORE--- - 100 2 00 74 

TOP •.• . 174 2 24 82 FIV 135 2 18 79 
ING • • .• • 226 2 35 86 SEV .. 131 2 12 78 EIG ______ 135 2 13 79 

FOR. - 218 2 34 85 
146 2 16 80 NTH --·-· _ • 171 2 23 82 OUR 211 2 32 85 SIX --

ASH_ • - 143 2 16 80 THR 158 2 20 81 
IGH. ·- 140 2 15 79 PER - - 115 2 06 76 NTY - - 157 2 20 81 
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TABLE 11-A -Tile 54 tefragraplls appcartng 50 or more tunes tn the 50,000 letters of Governmental 
plan-text telegrams, arranged accord~ng to tkeer absolutejrequenC'tes, accompanted by the logartthms 
of tketr asmgned probabthttes 

F Lm(F) ~ F L~a(F) ~ Jo Lo(1') lan -TION. -- 218 2 34 99 THIR -·- 104 2 02 87 ASHT ... 64 1 81 .79 
EVEN -- 168 2 28 95 EENT -- 102 2 01 87 HUND --- 64 1 81 79 
TEEN - 168 2 21 94 REQU - 98 1 99 86 DRED. _ 63 1 80 79 
ENTY _ --- 161 2 21 94 HIRT __ 97 1 99 86 RIOD. - 63 1 80 .79 
STOP •.• 154 2 19 93 COMM _ 93 1 97 85 IVED - 62 l 79 78 
WENT. _ 153 2 18 93 QUES •• 87 1 94 84 ENTS - 62 1 79 78 
NINE -- 153 2 18 93 UEST ..• 87 1 94 84 FFIC . 62 1 79 78 
TWEN --· _ 152 2 18 93 EQUE - 86 1 93 84 FROM_ • __ 59 1 77 78 
THRE . 149 2 17 93 NDRE ___ 77 1 89 82 IRTY. - 69 1 77 78 
FOUR - 144 2 16 92 OMMA. __ 71 1 85 81 RTEE. - 59 1 77 78 
IGHT -- 140 2 15 92 LLAR. . 71 1 85 81 UNDR. --- 59 1 77 78 
FIVE -- 135 2 13 91 OLLA __ . 70 1 85 81 NAUG _ --- 56 1 75 77 
HREE -- • 134 2 13 91 VENT-- • _ 70 1 85 81 OURT. __ 56 1 75 ·~~ DASH ___ 132 2 12 91 DOLL - - 68 1 83 80 UGHT. --- 56 1 75 
EIGH ---- . 132 2 12 91 LARS __ 68 1 83 80 STAT __ •• 54 1 7~ ta 
SEVE - -- 121 2 08 89 THIS 68 1 83 80 AUGH. __ 52 1 72 ~: ENTH ... -- 114 2 06 89 PERI __ • 67 1 88 80 CENT -- - 52 1 72 
MENT. __ -- 111 2 05 88 ERIO. 66 1 82 80 FICE - 50 1 70 15 
TABLE 11-B -The 5.4 tetragrapks appeanng 50 or more t.zmes tn the 50,000 letters of Governmental 

platn-te:.:t telegrams, arranged first alpkabettcaZly accordtng to tketr tndtal letters, and then ab
cord"ng to thetr absolute frequenctes, accompanted by the loganthms of the?.r asstgned probabdtftM 

F Lo(F) 
r.,., 

F Lm(F) UM F Lm(F) Luc 
(21') (2F) <am 

ASHT .:L-- 64 1 81 79 HREE -- 184 2 18 91 REQU. _ -- 98 1 99 66 
AUGH_ -- 52 1 72 76 HIRT. -- 97 1 99 86 RIOD. --- 68 1 80 .719 
COMM 93 1 97 85 HUND ---- 64 1 81 79 RTEE _ --·- 59 1 77 78 ......... I 
CENT--·----- 52 1 72 76 IGHT. 140 2 15 92 STOP -- -- 154 2 19 :t . 
DASH--_ 182 2 12 91 IVED --- 62 1 79 78 SEVE . _ • _ 121 2 08 
DOLL.-._ 68 1 88 80 IRTY. ---- 59 1 77 78 STAT. _ • 54 1 73 76 
DREb. _ - 63 1 80 79 

LLAR 71 1 85 81 -- TION _ ---- 218 2 34 99 EVEN __ ._ 168 2 28 95 LARS - 68 1 83 .80 TEEN_. _ 168 2 21 94 ENTY ___ •. 161 2 21 94 
EIGH __ --· 182 2 12 91 MENT .. _. _ 111 2 05 88 TWEN. ---- 152 2 18 93 
ENTH --- 114 2 06 89 THRE __ --- 149 2 17 93 
EENT 102 2 01 87 NINE - 158 2 18 98 THIR --- --- 104 2 02 87 -- . NDRE -- __ 77 1 89 82 THIS 68 1 83 80 EQUE ____ - 86 1 93 84 - . 
ERIO. _ • _ 66 1 82 80 

NAUG .. __ • 56 1 75 77 
ENTS .• _. _ 62 1 79 78 OMMA ____ 71 1 85 81 UEST_ --. 87 1 94 84 

OLLA __ •• 70 1 85 81 
UNDR. -- 59 1 77 78 

FOUR .• • _ 144 2 16 92 CURT ___ • 56 1 75 77 
UGHT --- 56 1 75 77 

FIVE ...•. -- 185 2 13 91 
FFIC ______ 62 1 79 78 PERI ___ • 67 1 83 80 VENT -. 70 1 85 81 
FROM. _-- 59 1 77 78 
FICE. ----· 50 1 70 75 QUES ___ • 87 1 94 84 WENT .• _ •. 153 2 18 98 
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TABLmll-C-The 5.1,. tetragrapks appeanng 50 or more t~mes in the 50,000 letters ofGovernmental 
vlatn-text telegrams, arranged first alphabet~cally accord~ng to the~r second letters, and then ac
cord~ng to tlzezr absolute frequenc~es, accompanzed by the loganthms of thezr asctzgned probab1.lztzes 

F Lla(F) (~ F L10(F) l2l1 F Lu(F) l2'n 
DASH _ ----- 132 2 12 91 TIQN __ 218 2 34 99 HREE --- 134 2 13 91 
LARS _____ 68 1 88 80 NINE ___ • 158 2 18 93 ERIO. ____ 66 1 82 80 
NAUG. --- 66 1 76 77 FIVE_ - 185 2 18 91 DRED. -- 63 1 80 79 
NDRE ____ 77 1 89 82 

EIGH. -- 132 2 12 91 FROM.--. 59 1 77 78 
HIRT_ •••• 97 1 99 86 IRTY. -- 59 1 77 78 

TEEN. -- • 168 2 21 94 RIOD - - 63 1 80 79 
WENT ____ 163 2 18 98 FICE - 60 1 70 75 ASHT .•. -- 64 1.81 79 
SEVE - --- 121 2 08 89 
MENT ----- • 111 2 05 88 LLAR 71 1 85 81 STOP. 154 2 19 98 
EENT. . ••• 102 2 01 87 OLLA - 70 1 85 81 RTEE. 59 1 77 78 -
REQU . 98 1 99 86 STAT ____ . 54 1 73 76 
UEST_ •••• 87 1 94 84 OMMA - 71 1 85 81 
VENT_ .•• 70 1 85 81 QUES. --- 87 1 94 84 
PERI---··· 67 1 83 80 ENTY. 161 2 21 94 HUND --- ___ 64 1 81 79 
CENT ••• _. 62 1 72 76 ENTH. 114 2 06 89 OURT ....• 56 1 75 77 ENTS. - 62 1 79 78 AUGH. 52 1 72 76 FFIC _ -- _ 62 1 79 78 UNDR .. 59 1 77 78 -
IGHT ...•.. 140 2 16 92 

FOUR 144 2 16 92 EVEN -- 168 2 28 95 
UGHT •.• _. 56 1 76 77 

COMM .. 93 1 97 85 IVED. 62 1 79 78 --
THRE ---- • 149 2 17 98 DOLL •.•• 68 1 83 80 
THI~ --. 104 2 02 87 TWEN . -- . 152 2 18 93 
THIS •••• 68 1 88 80 EQUE •.•.• 86 1 93 84 

TABLB 11-D -The 54 tetragrapks appeanng 50 or more t~mes 't.n the 50,000 letters ofGovermnental 
plazn-text telegrams, arranged first alphabetzcally accordzng to thezr thzrd letters, and then accordzng 
to thezr absolute frequenc~es, accompan~ea by the logantk1ns of ~r asszgned probabzlzhes 

F Lu(F) t'2ll1 F Lla(F) (~ F Lu(F) <~i 
LLAR -· 71 1 85 81 EIGH ____ 132 2 12 91 COMM - - 93 1 97 85 
STAT. __ • 54 1 73 76 AUGH ... 52 1 72 76 OMMA - - 71 1 85 81 

FICE ··--. 50 1 70 .75 IGHT •. -- 140 2 15 92 WENT --- 153 2 18 93 

ASHT 64 1 81 79 NINE ·- 153 2 18 93 
UNDR ..• 59 1 77 78 ---- MENT --- 111 2 05 88 UGHT .• --- 56 1 75 77 EENT .. ___ 102 2 01 87 
EVEN •.•••• 168 2 23 95 

VENT ...• 70 1 85 81 TEEN ____ 168 2 21 94 THIR • --- 104 2 02 87 HUND ___ . 64 1 81 79 
TWEN. • •• 152 2 18 93 THIS .. --- 68 1 83 80 CENT _ 52 1 72 76 
HREE ••. 184 2 13 91 ERIO ••• 66 1 82 80 
QUES .• _. 87 1 94 84 FFIC .••• 62 1 79 78 TION -- 218 2 34 99 
DRED .. __ 68 1 so 79 STOP -- 154 2 19 93 
IVED. - 62 1 79 78 OLLA ____ 70 1 85 81 RIOD -- 63 1 80 79 
RTEE -- . _ 59 1 77 78 DOLL __ •. 68 1 83 80 FROM - 59 1 77 78 
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TAnLu 11-D, Concluded -The 61,. tetragraphs appeanng 60 or more ttmcs tn the 50,000 letters of 
Governmental z1latn-text telegrams, arranged first alphabcttcully accordtng to the1r thtrd letters, and 
then accordtng to the~r absolute frequenmes, accompamed by the logartthms of thetr as.B'tgned 
probabtlttles 

F Lu(I') {2~) F Lu(F) r.,., r Lu(F) lm (2r) -
REQU_ --- 98 1 99 86 DASH ___ 132 2 12 91 FOUR. - 144 2 16 92 

UEST ___ 87 1 94 84 EQUE ---- _ 86 1.93 84 
THRE - 149 2 17 93 NAUG ____ 56 1 75 77 
HIRT - 97 1 99 86 
NDRE -- 77 1 89 82 ENTY _ 161 2 21 94 
LARS. -- 68 1 83 80 ENTH __ - 114 2 06 89 
PERI ___ 67 1 83 80 ENTS -- 62 1 79 78 FIVE --- 135 2 13 91 
OURT 56 1 75 77 IRTY. - - 59 1 77 78 SEVE_ _ __ 121 2 08 89 

TAnLu 11-E -The 61,. tetragraphs appeanng 50 or more ttmes tn the 50,000 letters of Governmental 
plat.n-text telegrams, arranged first alphabettcally accordtng to thetr final letters, and then accordtng 
to thetr absolute freqttcnctes, accompanted by the logartthms of thetr ass?.gned probabtldtes 

F Lu<r> ~ r Lu(I') 14" F Lu(F) ~) (2F) 

OMMA -- 71 1 85 81 DASH - 132 2 12 91 QUES ____ 87 1 94 84 
OLLA - - 70 1 85 81 EIGH _ 132 2 12 91 THIS----- 68 1 83 80 

ENTH - 114 2 06 89 LARS _____ 68 1 83 80 

FFIC ---- 62 1 79 78 AUGH - 52 1 72 76 ENTS ___ ---- 62 1 79 78 

PERI 67 1 83 80 WENT __ --- 153 2 18 93 
HUND -- - 64 1 81 79 

1 83 IGHT 140 2 15 92 DRED ___ 63 1 80 79 DOLL 68 80 -
MENT _ ----- 111 2 05 88 RIOD ______ 63 1 80 79 COMM 93 1 97 85 EENT _ -- 102 2 01 87 

62 -IVED. 1 79 78 FROM_ 59 1 77 78 HIRT ____ 97 1 99 86 
UEST --- 87 1 94 84 

NINE. - 153 2 18 93 
TION _ - 218 2 34 99 VENT_ 70 1 85 81 --

THRE ____ 149 2"17 93 EVEN_ - 168 2 23 95 ASHT ---- --- 64 1 81 79 
FIVE _____ 135 2 13 91 

TEEN _ 163 2 21 94 OURT ____ 56 1 75 77 
HREE 134 2 1a 91 TWEN 152 2 18 93 UGHT ____ 56 1 75 77 ---
SEVE_ 121 2 08 89 ERIO 66 1 82 80 

STAT _____ 54 1 73 76 -
EQUE --- 86 1 93 84 CENT _____ 52 1 72 76 
NDRE 77 1 89 82 STOP --- 154 2 19 93 -
RTEE __ 59 1 77 78 FOUR -- 144 2 16 92 REQU _ -- 98 1 99 86 
FICE -- 50 1 70 75 

THIR -- 104 2 02 87 
LLAR_ -- 71 1 85 81 ENTY ----- 161 2 21 94 

NAUG --- 56 1 75 77 UNDR -- 59 1 77 78 IRTY --- 59 1 77 78 
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TABLE 12 -Average length of words and mcssaqes 

Number of Number of letters m Number o[ 
word times x-letter letters 
~ 

word appears 

1 378 378 
2 973 1,946 
3 1,307 3,921 
4 1,635 6,540 
5 1,410 7,050 
6 1,143 6,858 
7 1,009 7,063 
8 717 5,736 
9 476 4,284 

10 274 2,740 
11 161 1,771 
12 86 1,032 
13 23 299 
14 23 322 
15 4 60 

9,619 50,000 

(1) Average length of words _________ -------------------------------------------------- 5 2letters 
(2) Average length of messages _______ ------------ __ _ ----------- _ --- ---- __ ----------- 217 letters 
(3) Modal (most frequent) lengLh __________ ------ ____ ---------- __ __ __ _ ____ -- ______ -· _____ 105-114 letters 
(4) It 1s extremely unusual to find five consecutiVe letters Without at least one VO\Vel 
(5) The average number of letters between vowels 1s two 
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T AnLn 13 -Checkerboard ~nd~v?.dual frequenc?.es 1 

(Dnso1l on a count of 6 000 digraphs) 

A B c D E 244 226 375 394 197 

F G H I J K 125 98 193 271 95 

L M N 0 p 229 199 188 350 251 

Q R s T u 148 162 258 427 295 

v w X y z 42 12 34 91 97 

212 317 358 308 249 A B c D E 

120 108 216 256 85 F G H I J K 

216 140 152 435 269 L M N 0 p 

206 121 306 364 284 Q R s T u 

38 29 21 147 43 v w X y z 

1 The numbers m the Ct c, squares repre .. ent the rrt>quency or the md1v1dual components or the mpher digraph 
used to replace a g1ven Pt P2 digraph m accordance w1th a d1graphic checke1board system where Pt and Ps are the 
plam-text squares 
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TABLE 14 -Relai'tve loganthrmc values of frequenetes of Engl'tsk d'tgrapks 
!Based on a count of 5,000 dtgraiJhs. To obtam logarithm to baso 10 (Log10) diVIde by 1001 

SECOND LETTDR 

ABC DE F G HI JK L M N 0 P Q R STU V W X Y Z 

A 48 78 115 14S 00 60 78 so 12S 00 so 151 115 181 so 108 * 164 161 167 111 85 48 * 108 * - - - - - - - - - - - - - - - - - - - - - - - - - -
B 60 * ... * 126 * * * 30 00 "" 78 00 * 60 * * 30 00 00 30 * * * 85 * - - - - - - - - - --- - - - - - - - - - - - - ,_ i-
c 180 * 48 00 151 00 * 115 85 * 60 70 00 00 161 * ... 60 00 115 60 * 00 * 00 * - - - - - - - - - - :- - - - - - - - - - - - - - - -
D 151 60 60 90 152 90 30 30 14S 00 * 48 70 60 120 70 30 108 111 118 70 48 60 * 00 * 
E 

- - - - - - - - - - - - - - - - - - - - - - - - - IOo 154 60 151 178 162 12G 60 85 14S 00 * 14.6 115 205 108 130 108 194 173 157 48 1SO 85 85 GO - - - - - - - - - - - - - - - - - - - - - - - - - 1-
F 70 i< so 00 100 104 00 * 159 * * '!0 00 * 160 00 * 95 48 104 48 * 00 * 00 * - - - - - - - - - - - - - - - - - - - - - - - - - 1-
G 85 * 30 00 115 so 00 130 70 00 * 30 00 48 78 30 * 70 48 60 30 * 00 * * * - - - - - - - - - - - - - - - - - - - - - - - - - 1-
H 130 00 48 30 130 70 * * 152 * * 00 30 48 130 00 00 1~3 60 145 90 * 00 * 00 * - - - - - - - - - - - - - - - - - - - - - -
I 90 so 1S5 78 111 100 128 * * * 30 136 95 188 161 85 * 143 154 14S * 140 * 118 * so 

- - - - - - - - - - - - - - - - - - - - - - - - - 1-
J 00 * * ... 30 * * * * * * * * * 30 * * * * * 30 * ... * * * - - - - - - - - - - - - - - - - - - - - - - - - - 1-
K 00 * 00 * 78 * * ... so * * 00 * 00 * * * * 00 * * * * * * * 

) L 

M 

-- - - - - - - - - - - - - - - - - - - - - - - - - 1-
145 48 48 95 157 48 00 00 1SO * * 14S so 00 111 48 * 30 78 90 30 30 30 * 100 * - - - - - - - - - - - - - - - - - - - - - - - - - 1-
156 78 48 00 141 00 * 00 95 * * * 111 * 100 90 * so 60 30 30 * * * 30 * - - - - - - - - - - - - - - - - - - - - - - - - 1-

i N 

""' 
0 

141 30 128 172 176 95 4S 60 148 00 30 70 70 90 126 48 00 60 138 191 85 48 48 * 70 * - - - - - - - - - - - - 1-- - - - - - - - - - - - 1-
85 60 90 108 48 140 80 48 70 00 so 128 140 189 78 140 * 181 115 128 157 85 90 00 80 * - - - - - - - - - - - - - - - - - - - - - - - - - 1-

p 115 00 00 00 136 so * 48 78 * * 111 60 00 12S 104 * 126 78 90 48 00 00 * 00 * - - - - - - - - - - - - - - - - - - - - - - - - - 1-
Q * * * * * * * * * * * * 00 * * * * 00 * * 118 * * * .jc * - - - - - - - - - - - - - - - - - - - - - - - - - -
R 159 30 95 12S 199 78 85 48 148 00 00 70 95 85 145 111 * 104 149 162 70 70 60 * 95 * - - - - - - - - - - - - - - - - - - - - - - - - - -s 138 48 111 70 169 108 30 142 153 * 00 30 48 60 118 100 * 70 128 180 104 00 60 * 00 * - - - - - - - - - - - - - - - - - - - - - - - - - -
T 145 48 78 78 185 85 00 189 165 * * 70 78 85 170 30 00 123 128 128 70 * 156 * 161 00 

- - - - - - - - - - - - - - - - - - - - - - - - - -
u 70 48 48 48 104 00 90 * 70 * * 78 70 182 00 80 * 149 108 108 * 00 * * * ... 

- - - - - - - - - - - - - - - - - - - - - - - - - -
v 78 * * * 176 * * ... 108 * * * * * 00 * * * * 00 * * * * * * - - - - - - - - - - - - - - - - - - - - - - - - - 1-
w 108 * * * 134 * * 60 111 * * 00 * 30 128 * * 00 00 * * * * * 00 * - - - - - - - - - - - - - - - - - - - - - ~ - - - 1-
X so * 30 00 00 00 * 00 30 * * * * 00 00 30 * 00 00 85 * * * * * * - - - - - - - - - - - - - - - - - - - - - - - - - 1-
y 

z 
78 30 GO 60 95 104 00 00 48 * * 30 30 ~1100 48 * GO 104 118 00 * 00 * * * 
~*l_i<_ 

1-

* so * ~ * 00 >1- * * * * * ... * ~ * * ~ ... * ... * * 
*In computabon11, ass1gn a value of -100 as the log for these digraphs The~e combmatlons do not usually 

occur m 5,000 d1gr'lphs Do not ass1gn "0" to these combinations a'! that IB the logarithmic value for a fre
quency of one, 'lnd these combinabonc; have a frequency of less than one 
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IU~~~TRIGTED 

TABLh 15 -Relahve loganthnnc values (Logo 222) of frequenC?,es of Engltsh d'Lgraphs * 
[Baaed nn a count o£ li,OOO dlgrapba) 

SECOND LETTER 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

A 88 45 61 78 13 88 45 25 64 13 25 76 61 89 25 68 0 82 80 88 69 48 88 0 68 0 
r-- - - - - - - - - - - - - - - - - - - - - - - - -

B 38 0 0 0 66 0 0 0 25 13 0 46 13 0 88 0 0 25 13 18 26 0 0 0 48 0 
1- -c 67 0 88 18 76 18 0 61 48 0 38 42 13 13 80 0 0 88 18 61 88 0 18 0 18 0 - 1-- 1-- - - - - - - - - - - - - - - - - - - - - -

D 76 88 88 61 77 61 25 26 78 13 0 83 42 88 63 42 0 58 59 62 42 33 88 0 18 0 
- - - - - - - - - - - - - - - - - - - - - - - - - -

E 78 88 76 88 81 66 88 48 73 18 0 74 61 99 58 67 58 94 86 79 88 67 48 48 88 13 

F 
- - - - - - - - - - - - - - - - - - - - - - - - - 10 42 0 25 13 65 56 13 0 80 0 0 25 13 0 80 13 0 63 33 56 33 0 13 0 18 

G 
r-- - - - - ,- - - - - - - - - - - - - - - - - - - - 10 48 0 25 13 61 25 18 67 42 18 0 25 13 83 46 25 0 42 83 88 25 0 13 0 0 
- - - - - - - 1- - - - - - - - - - - ,_ 

H 67 18 83 26 67 42 0 0 77 0 0 18 25 83 67 13 18 64 38 74 51 0 18 0 13 0 

I 
- - - - - - - - - - - - - - - - - - - - - - - - - '25 51 25 69 45 59 56 67 0 0 0 26 70 63 92 80 48 0 73 78 73 0 72 0 62 0 
- - - - - - - - - - - - - - - - - - - - - - - - - 1-

J 18 0 0 0 25 0 0 0 0 0 0 0 0 0 26 0 0 0 0 0 25 0 0 0 0 0 - - - - - - - - - - - - - - - - - - - - - - - - - 1-
K 13 0 1'8 0 46 0 0 0 25 0 0 13 0 13 ,o 0 0 0 13 0 0 0 0 0 0 0 

I L 

M 

- - - - - - - - - - - - - - - - - - - - - - - 1-- 1-
74 83 33 58 79 88 13 18 67 0 0 73 26 13 59 83 0 25 45 51 25 25 25 0 55 0 

- - - - - - - - - - - - - - - - - - - - - - - - - 1-
78 46 83 13 72 13 0 13 68 0 0 0 69 0 55 61 0 25 38 25 25 0 0 0 25 0 

fi N 

""' 0 

- - - - - - - - - - - - - - - - - - - 1-- - 1-- - l(j 72 25 67 86 87 63 78 88 76 13 26 42 42 51 66 88 18 88 71 93 48 38 38 0 42 
- - - - - - - - - - - - - - - - - - - - - (j 48 88 61 58 33 72 26 33 42 13 25 67 72 92 46 72 0 89 61 67 79 48 51 18 25 

p 
;-- - - - - - - - - --- - - - - - - - - - - - - - - 0 61 13 18 13 70 26 0 83 46 0 0 59 38 13 64 66 0 66 46 61 38 18 13 0 18 ,__ - - - - - - - - - - - - - - - - - - - - - - - - -

Q 0 0 0 0 0 0 0 0 0 0 0 0 13 0 0 0 0 13 0 0 62 0 0 0 0 0 
f-- - - - - - - ,- - - - - - - - - - - - - - - - - - -

R 80 25 68 64 96 45 48 33 75 13 13 42 53 48 74 59 0 56 75 81 42 42 88 0 63 0 
r-- - - - - - - - - - - - - - - - - - - - - - - - - ~-s 71 88 59 4.2 84 68 25 72 77 0 13 25 88 38 62 66 0 42 67 88 56 18 88 0 13 0 

T 
- - - - - - - - - - - - - - - - - - - - - - - - ;-

74 83 46 4g 91 48 18 92 82 0 0 42 45 48 84 25 18 64 67 67 42 0 78 0 80 13 

u 
_.__ - - - - - - - - - - - - - - - - - - - - - - - - ;0 
42 38 33 83 66 18 51 0 42 0 0 45 42 68 13 26 0 76 68 68 0 18 0 0 0 

v 45 0 0 0 87 0 0 0 58 0 0 0 0 0 13 0 0 0 0 18 0 0 0 0 0 i-c 
w 

r-- - - - - - - - - - - - - - - - - - - - - - - - - l(j 58 0 0 0 69 0 0 88 69 0 0 13 0 26 67 0 0 18 18 0 0 0 0 0 18 
r-- - - - - - - - - - - - - - - - - - - - - - - 1-- 1-

X 25 0 25 13 13 13 0 13 26 0 0 0 0 18 13 25 0 18 13 48 0 0 0 0 0 0 

y 
1-- - - - - - - - - - - - - - - - - - - - - - - - - 0 46 26 38 88 63 56 18 18 88 0 0 25 26 45 55 83 0 38 56 62 13 0 13 0 0 
r-- - - - - - - - - - - - - - - - - - - - - - - - - -z 13 0 0 0 26 0 0 0 13 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

*See pagesll-12 for details 
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REIS'f'RIO'f'EID * * ~F*rn:AS6B92 
SPECIAL"PURPOSE DATA 

Table 16-A.--F1·equency distribution o~ digraphs, based on 64,365 
lc"l.."l..crs oi' decrypted U .. S .. Governmcn"l.. messa,gcs J.n which Z -vra.s used as 
a vord-sep~ator and X was used for both Xp and Zp. 

,_.a Lh 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

2.1 lS'+ 1+2. 1~7 17 Cfo CJCJ I'! .. , I' +!l12.o 157 +2.7 •tt 112. 2.. '2.S su. 1+7 sc. Sl. a.o 3 " 51<. --

~f-
-- ..._ --1--- r--- f-

n 11 7 I lq! I I +3 '3'3 11-1 ' IS "I 2. $1 11 a IS' I I 3 '() 1'1 -- -- 1--- -- -- 1--
12.1 ' I If 8 2Joo 11. 2.8 181 us +S 1S !'to S' ....... '5 I ,'3 '' "I +7 I s "5 1.1 12.1. 

f-- 1-- ·-f-- - 1--

3'0 12. 33 '10 110 + ,, It I 2. ' 7 ,. ' 102. II II '33 32. "St u 1a n I II 101, - -- - ~- --- -- - -- - 1--r---
'-9 I;~-nro 'I+ 1U. '&8'5 '2.0 Ill '35' 1'5 'l.lS "! ' ISS 11+ l~S 7S 112 Cil 857 '!2.tJ 187 +o 1.1o 'l.t} IllS' - f.- - ~ 1-- -

3+1_•_ 
r---

++ I C. IO '5 IOo 12.2. .... I ,,s 2. 2.8 2.'5 l't' S'SC. '8 U+ i '12. I 2. "6 ?.+'3 - 1- --:-1--- -----1-- - - -- 1--- r--- 1-- -
'7V 2.'t 7 ,, 2.58 s '!I 'l.t.O 2.5 I II 5 '31 2.0 l'l 13 2.') 17 2.5 2. I 2.15 -- - -- - - - -- - - - -
1,+ I ' 12. 1<13 I+ I 2.+ 1-11 "! , , 2. 2'1- ItS '3 :t+ 'l.l, 2.C. 2.57 .., 2. ' I 3 .f..l8 

- - 1--- -- -1- - 1- -
-4411il 

1--1--- - 1---- r--- - 1-- -r---
~s; 10 2.0 .. "&0 IS2. 5'3 no 5 5 I o{o¢ '70+ 1Cll •u .. I 12.~ '3o3 2.11 2. 2.U 2. l'l'S I SGo 

1--1- t- t-- - - 1--· 
2.' '3 ,_ 

'31 l I Ill :a. a 3 l 
"" 

'3S I S' 1 IS '7 2. I 2. l't 
-- - --- - --t-- - 1-" ·-1-

2.i 2. c. 1.011 2. It+ '! '.2.0 " '3 DO " I I , 2.. I I 2. ' 10 sq -- - -- - 1-- - - - f--
ISCV ' ' +8 '!2.9 t+ + lfi+ 2. I 1'31 2.0 ~s 12.0 S' S" +t 2.5 +I s I '71 ,_,, 
- - -- -- 1-- -- - 1-
581 t.'i '3(. 12. lCfl I sg l 11 

"'· ' 2. 42. + +3 IO\ 10 s:s 2.0 17 I 1 " 86 2.11 
- - - - 1-- ·- --- - -- -- - -

ll2. 1'5 157 281. 733 , 2.-t-1- + 1.'31 If lS ct .,, ,,.., 
" Ita 13 I 'IS 2.'7 t-1- IO 7 '7 14 'flo -- 1--- 1-1--- 1-- -- - - ---

2.5 t..1 +<. 100 St. ll7 ,, :z.t. 2.'3 ' '.2.3 ''' 2.'50 373 S'ct 57 'l. 118 12.'1 11-3 413 +If 5', 'U. ll 'lf6 
-- --1--1--- - -- 1-- -- -- -- ---1--1-- - - - --

'!Of- 5 t !&'5 '"' 2. !1 2.'1 "3 75' 1-4 , Its" lo+ "5 153 2(. 5SI o4-+ 2. '2. I + 12.2. -- -- -- --1- ---~ -- -- -- --1-- --
2. I l 

., + ' I 5' II I I Cj S" , 111 I 46 -- - -- -- - - 1-- --t- -- - - - --1- -- --t-- - --- 1-- -
2.41 S' +i g' ,,1 2.fo 51 5"' l'11 S' '30 " 121 1-S" S1o '310 .. 72. l.OS 11'1 60 l, I+ 13 7+ 1'53 
- --- -- - --- -- - -- - 1--t-- - ~- 1--- 1---·-1- -- - -- -- - --

1+'5 I+ ,, ' ~~ '45 52. +z.c. '5'3+ ' lC. u. ?at ' 
,,. 47 1"5 s 11-:S '305' 1'!8 I! 12. I +3 7U8 

1-- - --1-- ·-1-- 1-- t- -.,. ' n 2.2. '!51 11.. ' 571 115 2. IO 2.1 l'a ~ '172. , 2. I !it. '!1 I "'513 lo +~r 110, 
- -- -- - - - - f- - ~ +5' ---

'5't 
-
Ill -
q 

---
~ 

croz. 
:\ 

+I u. t.o 81 + C. I 2. 35' I 3 S'' Col ,, 12.. '38 +Sll+o 1-V s s 5 I I ++ - - -- - - -- ---;- - -- -- -
IO 2. '1-'tC. ' I ctl I 'I I '8 I 'I + l 3 + '7 I , I I 7 3+ -- -- - ---- :--- -- i---f-- -- f-

I '3 , i+ I II !?» 101 2. I lo 12. !t.1 , 2. 3 II S' 11 I'! 2. .:SO - -- -- -- -- - -- - --·-I--
I 8. 7 'JSO , 2. lo ' "1. 'l. 2. 10 2.0 3 12.. 'I '!2. I I 32.. ~ 203 - -- --- --- -- - 1-- - :_- --- - 1--

'3 "' 3 I+ c. ?t 2. 'S + q 
f-

to ·n l.l '3 1& 8 + I I v +'3~ - - - -- - - -- --- - -- -r----r-- -- --- --- -
~1~ 2.111+~ 2.t.t1tosg ''a '!f.+ Si+ 12.0 171 '32.~ CJ8 

""' 
rss :z:it 3+'tj750 81-~ ,!a(. 7oo 7&! 101, 1"50 ~' I 

;~ " '- ' 

In the "l..cxt; uhich f;S.Ve rJ.se to this and the f'ollo1•iJ:"'G tvro to.bles, the 
frequently-used punctua.tJ.on s ie;ns 11 

COll'Il.a11 and 11:per~od.11 1rcre (' obrevif' ted 
as Cl.ffi. and PD, respectively, and the procedure ten'l "re:peo.t 11 1•as abbre
viated as ILI-T; thus, the digraphs Cli, PD, I-T, and RF, i'hJ.ch u-;u.•Jly do 
not occur frequently (sec Table 6-A), are o:!." relelavely lnsh frequency 
here. 
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REBTRIC'FElD 

~nblc lG-n.--FrcQucncy dlstr~but~on or d~r,rnphs, ba~cd on the 
te:x-t used fo1: Table 16-A, from whJ.ch the Z ::v...-orcJ -c.cp:JJ .. o.tor has been 
omi.Ltcd (totnl• 53,866 letters). 

2.el Ltv 
A B C D E F G ll I J K L M N 0 P Q R S T U V W X Y Z 

A ~~i ns t-to '""' to 1~-s~ ; .. ~ z.~, '"B,_ 111 1''~ sr -,.;.; ! - cs1 ''' 3~s 's- sa .... +~ u i.7-- -- f-- - --1- ---'- - - -...:. I-- -- 1---- -f-- -,t---+----1 
B n ''~- 'l 2. tct3 os 1 "tl ·u 11-'t " t '8 ' ' 2. '2. n 11 1 s 2. -.s -s 'o 

-- --f-- -- -- --- - ---

c 1"$! I 31 2.0 ';1,3 "12. 2.'f li'1- 111 11 cut "5'13 U -tl(, I 2. 11 7, 180 41 I <il + 2.7 
!---t---t----1-;--+-,---I-- f- - I-- -1--- 1-- 1---

D ~t?, t.lo IOZ. lt "!ol ft. 2.' 13 IU 1 S' 2.'! "U, 17. lSI '11 " 11-:L IIi IS3 S'l +o SS 2. II 

E ~'l "70 311 "'l-!1 ,; 1i3 ~1 '!1 ;~--;_-;-~~~~;;- &S!i 1'81 2.18 ~3 lfll 17' ".5C.l 5'3 21S il 13C. "31-

F o 1'\ 41 2.$ ";1f.i, 1 2. "510 "3 I 31 2.5' IO 5'111 tO I I+~ S'' ,, "1 "& 'I 3 ; - --
1--- - -- -- 1--1-- --1---+- -+-~ 

G lo2. 'l'l 2.0 51 2." ,, '51 U2. "!o1 r '2. 11. lo +l 4S 1'il + ~I 53 !8 "51 2. 3 "'1 I 
1---1--1-- f--+--1--t--+-~1--- -- 1-+--1---+--+--+---f---1 

H 170 t 3+ 2.8 :us sot- 1'3 31 2.2.0 11" II W 1'3 !1- 131 It" 2.1 2.1't 't "ItS' 18 3 I' S 3 
1----+---t---t--r- --- -- --- -·1--+---+-~--t--1----t 

I ' ' 10 2.ll <4-1 lSI. SS ?r?lo 8 S" I 't'- IU "1-0 70S 2ol 't' I ltB "3o'3 Zll 2.. 2.70 ~ 11' I 
~·~-+--~~-+---~~ -~~~-+--~~-~---~-,--,·--+-~-

J 1f 7 2. "31 7 I 2.1 ,2.0 "1 I S' "3' 2. ' 2. 11 1 '2. 2. 
-

K '3t -t- , to lOW lo 'Z. 5", '3 2.0 II + 13 11. 7 I 
' II 

5" 2.. I 10 

L 111 2.1 u " ~n 41 2. rs 
:tJM 
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Table 16-c .--The 53 dlgJ.~aphs 1'ror.1 Table 6-.A wh:LCh comprise 5r::/fo or • the total, arranged accord~ng to frequencies reduced to a base of 5,000 
digraphs, shOim with tl1c corresponding frequencies of the same digraphs 
from Table 16-B (also reduced to a base of 51000).1 

Dig. 6-A 16-B Dig" 6-A 16-B 

EN 111 79 FO 40 511 
RE 98 91~ FI 39 35 
ER 87 86 RA 39 28 
NT 82 33 Er 37 31~ 
TH 78 55 LE 37 31 
ON 77 84 ou 37 '39 
nq 75 65 MA. 36 55 
TE 71 36 TlrT 36 31 
Alif 6~ 41 EA 35 28 
OR 61~ l~l-t- IS 35 28 
ST 63 36 SI 34 34 I ED 6o 45 DE 33 29 I 

NE 57 69 HI 33 201 I 

VE 57 46 .AL 32 a1 \ 

ES 5l.J. 411- CE 32 211- I 

ND 52 31 DA 32 1~1 
TO 50 43 EC 32 36 
SE 49 37 RS 31 25 
M 47 37 UR 31 42 
TI l.J.5 29 NI 30 21~ 
AR 44 61 RI 30 191 
EE 1~2 64 ET.J 29 191 
RT 1~2 24 HT 28 29 
AS 41 57 LA 28 181 
co 41 391 RO 28 59 
IO 41 191 TA 28 26 
TY 41 5 

1 With the exception o"f AL, EL, HI, IO, LA, RI, TY, the digraphs of 
this table are all from among the 65 digraphs from. Table 16-n whic.h 
comprise sr:tf, of the tota.l. 
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• lli:STRIGTED 

.APPENDIX 3 

WORD AND PATTERN LISTS - :ENGLISH I 

Section Pages 

A. List of words used in military text arranged alphabeti-
cally according to word length•••••••••••••••••••••••••• 2-10 

B. List of words used in military text arranged in rhyming 
order according to word length •• ~••••••••••••••••••••••• 11-19 

C. L1st of words used in military text arra.Dged alphabeti-
cally according to word pattern••••••••••••••••••••••••• 20-37 

D, Digraphic idiomorphs: general••••••••••••••••••••••••••••• 38-39 

E. Digraphic idiomorphs: Playfair •••••••••••••••••••••••••••• 40-42 

F. Digraphic idiomorphs: four-square••••••••••••••••••••••••• 43-45 
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RRS'FHIG'F:SD 

• A. LIST OF WORDS USED IN MILITARY TEXT ARRANGED ALPHABETICAJJLY 
ACCORDING TO WORD LENGTH 

TWO LETTER WORDS 

AM BY EM IN MM OK TO 
AN co GO IS MP ON us 
AS CP HE IT MY OR WD 
AT CQ HQ MC NO QM WE 
BE DO IF ME OF so wo 
BN 

THREE LETTER WORDS 

ACT BID DUN HAS MIX PVT TEN 
ADD BIG EAT HER NAN QMC THE 
ADJ BOX END HIM NET RED TIN 
AGE BUT EYE HIS NEW RID TON 
AGO BUY FAR HOW NOT ROB TOO 
AID CAM FEW ILL NOW RUN TOP 
AIM CAN FIT ITS OFF SAW TRY 
AIR CAR FIX JIG OLD SAY TUB 
ALL CAV FOR JOB ONE SEA TWO 
AND COL FOX KEG OUR SEE USE 
ANY CPL GAL LAW OUT SET VAT 
APT CUT GAS LAY OWE SGT WAR 
ARC CWT GEN LET OWN SHE WAS 
ARE DAY GET LOT PAR. SIX WAY 
ARM DID GHQ LOW PAY SPY WET 
ASK DIE GOT MAJ PEN SUM WGT 
BAD DOG GUN MAN PER SUN WON 
BAG DRY HAP MAT PIN TAN YET 
BAR DUE HAM MEN PUT TAX YOU 

FOUR LETTER WORDS 

ABLE BOTH EACH FLEE HIGH LATE MAIN 
AIDE BULB EAST FORM HILL LEAD MANY 
ALLY BULK EASY FOUR HlTS LEAK MASK 
ALSO CALL EDGE FROM HOLD LEFT MASS 
AREA CELL EYES FULL HOOK LESS MEAT 
ARMY CITY FALL FUSE INTO LIEU MEET 
ASIA CODE FARM FUZE ITEM LINE MESS 
AWAY COOK FAST GUNS JOIN LIST MIKE 
AXIS DARK FEEL HALF JULY LOAD MILE 
BACK DASH FEET HALT JUNE LONG MINE 
BASE DATE FELL HAND JUST LOOK MORE 
BEEN DAYS FlLE HARD KEEP LOSS MOVE 
BLUE DIRT FIRE HAVE KIND LOST MTCL 
BODY DOWN FIRM HEAD KING LOVE MULE 
BOMB DRAW FIVE HERD LAND MADE NAVY 
BOOK Dl'MP FLAG HERE LAST MAIM NEAR 

HSB!FfH€Ifi:SB' 3-2 
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MIS8!:i!Bi€E:fBB 

r ' • FOUR LETTER WORDS-Continued 

NEXT PARK REAR SHOT TEAM TOOK WEST 
NINE PASS RIOT SIDE TENT TOOL WHAT 
NOON PIPE • ROAD SOME TEXT TOWN WHEN 
NOTE PLAN ROUT SOON THAN T?F'E WILL 
OBOE POST RULE STOP THAT UNIT WIRE 
OMIT PUMP RUSH SUNK THEM VARY WITH 
ONCE PUSH SAID TAKE THEN -,ERY XRAY 
ONLY RAID SAME TALK THEY WEAK YOKE 
OPEN RAIL SANK TANK THIS WEEK ZERO 
ORAL RAIN SEEN TARE TIME WELL ZONE 
OVER RANK SHIP TASK TONS WERE 

FIVE LE1"rER WO:RDS 

ABOUT BOATS DECKS FIGHT LATER PRIOR SHIPS TITLE 
AFTER BOMBS DEFER FIRES tEAST PROOF SHORE TODAY 
AGAIN BOOTH DELAY FIRST EAVE PROVE SIEGE TOTAL 
AGENT BREAK DEPOT FLANK LEVEL QUEEN SIGHT TRACT 
ALARM BRIBE DEPTH FLARE LIGHT QUICK SIXTH TRAIN 
ALERT BROKE DOCKS FLATS LIMIT QUIET SIXTY TROOP 
ALIGN BURST DRAWN FLEET LOCAL RADIO SLOPE TRUCE 
ALINE CANAL DRESS FOGGY MAJOR RAFTS SMALL TRUCK 
ALLOW CASES DRILL FORCE MARCH RAIDS SMOKE UNDER 
ALONG CAUSE DRIVE FORTY METER RALLY SOUTH UNION 
AMONG CEASE EAGER FRESH MILES RANGE SPEED UNITS 
ANNEX CHECK EARLY FRONT MOTOR RAPID SPELL USUAL 
APPLY CHIEF EIGHT GATES NAVAL REACH SPLIT VALOR 
APRIL CLEAR ENEMY GAUGE NIGHT READY SQUAD VISIT 
AREAS CLERK ENTER GIVEN NINTH REFER STAFF VITAL 
ARMOR CLOSE EQUAL GOING NORTH REPEL STAKE VOCAL 
ASSET COAST EQUIP GROUP ORDER RIDGE START VOICE 
AWAIT COLON ERASE GUARD OTHER RIGHT '\STEEL WAGON 
AWARD COMMA ERROR GUEST PACKS RIGID SUGAR WEIGH 
BAKER CORPS ETHER HEAVY PAIRS RIVER TAKEN WHEEL 
BANKS COUNT EVERY HONOR PARTY ROGER TANKS WHERE 
BARGE COVER FATAL HORSE PETER ROUTE TENTH WHICH 
BEACH CREEK FEARS HOURS PLACE SCALE THEIR WIDTH 
BE:GIN CREST FERRY HOUSE PLAIN SEIZE THERE WIPED 
BEING CROSS FIELD ISSUE PLANS SEVEN THESE WOODS 
BLACK CURVE FIFTI-l JAPAN POINT SHELL THIRD YARDS 
BLIND DAILY FIFTY LARGE PRESS SHIFT THREE ZEBRA 

• 
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SIX LETTER WORDS • ACCEPT BOMBED DEGREE FIERCE LESSON OTHERS RESUME SUFFER 
ACCESS BOMBER DEPART FILING LETTER OUTPUT RETIRE SUMMER 
ACROSS BOTTOM DEPEND FINISH LINING PANAMA RETURN SUMMIT 
ACTION BRANCH DEPLOY FIRING LIQUID PARADE REVIEW SUMMON 
ACTIVE BREACH DESERT FLIGHT LITTER PARLEY RIDING SUNDAY 
ADJUST BREEZE DETACH FLYING LITTLE PASSED ROCKET SUNKEN 
ADVICE BRIDGE DETAIL FOLLOW LOCATE PASSES ROUTED SUNSET 
ADVISE BROKEN DEVICE FORCES LOSSES PA'rROL ROUTES SUPPLY 
AFFAIR BUREAU DEVISE FORMAL MANAGE PERIOD RUBBER SURVEY 
ALASKA CANADA DIRECT FOR.f14rD MANNER PICKET RUNNER SWITCH 
~LLEGE CANCEL DIVERT FOUGHT MANUAL PINCER SALARY SYSTEM 
ALLIED CANNOT DIVIDE FOURTH MEAGER PISTOL SCHEME TABLES 
ALLIES CANVAS DOCTOR FRIDAY MEDIUM PLACES SCHOOL TANKER 
ALWAYS CASUAL DOLLAR FUTURE MEMBER PLANES SCORED TARGET 
ANIMAL CAUSED DOWNED GARAGE METHOD POINTS SCREEN TATTOO 
ANNUAL CENTER DRYRUN GEO~GE ME'rRIC POISON SEAMAN TERROR 
ANYWAY CHANGE DUGOUT GREASE MINING POLICE SEAMEN THIRTY 
APPEAR CHARGE DURING GROUND MINUTE PONTON SEARCH J lfOUGH 
ARABIA CHEESE EFFECT GUNNER MIRROR POSTAL SECOND "'llftEAT 
ARMIES CHURCH EFFORT HALTED MOBILE PREFER SECTOR '1RAINS 
ARMORY CIPHER EIGHTH HAMMER MONDAY PROMPT &ECURE 'fRENCH 
ARREST CIRCLE EIGHTY HAPPEN MORALE PPOPER SELECT TROOPS 
ARRIVE COFFEE EITHER HARBOR MORTAR PURSUE SERIAL TURRET 
ASSETS COLORS ELEVEN HELPER MOVING RADIAL SETTLE TWELVE 
ASSIST COLUMN EMBARK HIGHER MURDER RAIDED SEVERE TWENTY 
ASSURE COMBAT EMPLOY HOURLY MUZZLE RAt:r!ON SHELLS UNABLE • 
ATT~CH COMMIT ENCODE INDEED NAUGHT RAVINE SIGCOM UNITED 
ATTACK COMMON ENGAGE INFORM NEARER RECORD SIGNAL UNLESS 
ATTAIN CONVEY ENGINE INLAND NINETY REDUCE SINGLE VALLEY 
AUGUST CONVOY ENROLL INTEND NORMAL REFILL SLIGHT VERBAL 
BANNER COURSE ENTIRE INTENT NOTING REFUGE SPHERE VERIFY 
BARBED CREDIT ERASER INVENT NOUGHT RE!FUSE SPOOLS VESSEL 
BARGES CRISIS ESCORT ISLAND NOVICE REJECT SPOONS VICTIM 
BATTEN CRITIC EUROPE ISSUES NOZZLE RELIEF STATES VICTOR 
BATTLE DAMAGE EXCEPT KEEPER NUMBER REMAIN STATUS VISITS 
BEETLE DEBARK EXCESS KILLED OCCUPY REMEDY STRAFE VISUAL 
BEFORE DECIDE EXCITE LADDER OFFEND REPAIR STREET WEIGHT -
BETTER DECODE EXPECT LANDED OFFICE REPORT STRESS WIRING 
BEYOND DECREE EXPELS LAUNCH OPPOSE RESCUE STRIPS WITHIN 
BILLET DEFEAT EXPEND LEADER ORDERS RESIST SUBMIT WOODED 
BITTER DEFECT EXTEND LEAGUE ORIENT RESULT SUDDEN ZIGZAG 
BODIES DEFEND EXTENT 

SFVEN LETTER WORDS 

ABANDON ALMANAC APPOINT ASIATIC AVIATOR BATTERY BETWEEN 
ABSENCE AMMETER APPROVE ASSAULT AWKWARD BATTLES BICYCLE 
ADDRESS ANALYZE ARMORED ATTACKS BAGGAGE BEARING BINDING 
ADVANCE ANOTHER ARRANGE ATTEMPT BALLOON BECAUSE BIVOUAC 
AGAINST ANTENNA ARRIVAL AVERAGE BARRAGE BEDDING BOMBARD 
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• SEVEN LETTER WORDS-Continued 

BOMBERS DEBOUCH FITTING LANDING PACKAGE REQUEST SUPPOSE 
BOMBING DECIDED FOGHORN LEADING PASSAGE REQUIRE SURPLUS 
BOYCOTT DECLARE FORCING LEC'TURE PASSIVE RESERVE SUSPEND 
BRIBERY DECODED FORGING LIAISON PATROLS RESPECT TACTICS 
BRIGADE DEFENSE FORWARD I IBRARY PAYROLL RESPOND TALKING 
CALIBER DELAYED FOXHOLE LICENSE PLACING RF''l'IRED TARGETS 
CALIBRE DELIVER FUELOII. LIFTING PLATOON RETREAT TERRAIN 
CAPTAIN DERRICK FURNISH LbAb!NG POUNDER RE'VENUE THATTHE 
CAPTIVE DESTROY FURTHER LOGICAL PRAIRIE REVERSE THROUGH 
CARRIER DETRAIN GASSING LOOKOUT !'RECEDE REVOLVE TOBACCO 
CAVALRY DETRUCK GENERAL MACHINE PREPARE ROUTINE TONIGHT 
CENTRAL DEVELOP GETTING MANDATE PRESENT RUNNING TONNAGE 
CHANGES DIAGRAM GLASSES MANNING PRESSED SAILORS TORPEDO 
CHANNEL DISCUSS GRADUAL MAPPING PRIMARY SATISFY TRACTOR 
CHARLIE DISEASE GRENADE MARCHED PROCEED SECRECY TRAFFIC 
CHASSIS DISMISS GUARDED MARSHAL PROGRAM SEC'fiON TRAWLER 
CIRCUIT DISTILL HALTING MARTIAL PROMOTE SECTORS TRIGGER 
CLIPPER DROPPED l-IAS BEEN MAXIMUM PROPOSE SERVICE 'I'UESDAY 
COASTAL EASTERN HEADING MEDICAL PROTECT SESSION TWELFTH 
COLLECT ECHELON HEAVIER MESSAGE PROTEST SETBACK UNKNOWN 
COLLEGE ELEMENT HIGHEST MESSING PROVOST SEVENTH UNUSUAL 
COLONEL ELEVATE HOLDING MILITIA PURPOSE SEVENTY USELESS 
COMMAND EMBASSY HORIZON MINIMUM PURSUIT SEVERAL UTILITY 
COMMEND ENCODED HOS'l'ILE MISFIRE PUSHING SHELLED VACANCY 
COMMENT ENEMIES HUNDRED MISSING QUARTER SHORTLY VARYING 
COMMUTE ENFORCE ICEBERG MISSION QUICKLY SIGNIFY VESSELS 
COMPANY ENGAGED ILLEGAL MORNING RADIATE SIMILAR VICTORY 
COMPASS ENTENTE ILL:WESS NATURAL RAIDING SIMPLEX VILLAGE 
CONCEAL ENTRAIN INCLUDE NEAREST RAILWAY SINKING VISIBLE 
CONDEMN ENTRUCK INFLICT NIGHTLY RAINING SIXTEEN VISITOR 
CONDUCT ENVELOP INITIAL NOTHING RAPIDLY SLOPING WARFARE 
CONFINE EXCLUDE INQUIRE NUMBERS REACHED SMOKING WARSHIP 
CONTACT EXPLAIN INQUIRY OBSERVE RECEIPT SOLDIER WEATHER 
CONTAIN EXPRESS INSPIRE OCTOBER RECEIVE STARTER WESTERN 
CONTROL EXTRACT INSTALL OFFENSE Rl!:COVER STATION WHETHER 
CORRECT EXTREME INSTANT OFFICER RECRUIT STEAMER WILLIAM 
COUNCIL FALLING INVADED OMITTED REDUCED STOPPED WINDAGE 
COURIER FARTHER ISLANDS OPERA'l'E REFUGEE STORAGE WITHOUT 
COVERED FEDERAL ISSUING OPINION REGULAR SUCCESS WITHTHE" 
CROSSED FIFTEEN JANUARY ORDERED RELEASE SUGGEST WITNESS 
CRUISER FIGHTER JUMPOFF OUTPOST RELIEVE SUMMARY WOUNDED 
CURRENTr FILLING KITCHEN OUTSIDE )tEPAIRS SUNRISE WRECKED 
CYCLONE FINDING KILLING PACIFIC REPLACE SUPPORT ~RIT'l'EN 

DAMAGJI:D FISHING 
EIGHT LETTER WORDS 

ACTIVITY ADVANCEO AIRBORNE AIRPLANE ANNOUNCE APPROACH ASSEMBLE 
ACTUALLY ADVANCES AIRCRAFT ALTITUDE ANTITANK APPROVAL ASSEMBLY 
ADJACENT ADVISING AIRDROME AMERICAN APPARENT ARMAMENT ASSIGNED 

• ADJUTANT ADVISORY AIRFIELD ANALYSIS APPEARED ARRESTED ASSOONAS 
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EIGHT LETTER WORDS-Continued • ATLANTIC CRITIQUE DRIFTING FORENOON MEDICINE PRIORITY SERGEANT 
ATTACKED CROSSING EASTERLY FORTRESS MEMORIAL PRISONER SH!!:LLING 
ATTEMPTS CRUISERS EASTWARD FOURTEEN MERCIFUL PROBABLE SHIPPING 
AVIATION DAMAGING ECONOMIC FRONTAGE MESSAGES PROBABLY SIGHTING 
BARRACKS DARKNESS EFFECTED FUSELAGE MIDNIGHT PROGRESS SKIRMISH 
BARRAGES DAYLIGHT EFFICACY GARRISON MILITARY PROHIBIT SOLDIERS 
BATTERED DECEMBER EIGHTEEN GROUNDED MISFIRES PROTESTS SOU1fHERN 
BATTLING DECIPHE8 ELEMENTS GROUPING MISSIONS PROTOCOL SPECIFIC 
BESEIGED DECISION ELEVENTH GUARDING MOBILIZE PURPOSES SPOTTING 
BILLETED DECISIVE ELIGIBLE HAVEBEEN MONOPOLY QUARTERS SQUADRON 
BOUNDARY DECLARED EMPLOYEE HINDERED MOUNTAIN RAILHEAD STANDARD 
BREAKING DECREASE EMPLOYER HOSPITAL MOVEMENT RAILROAD STATIONS 
BUILDING DEDICATE ENCIPHER HOWITZER NATIONAL RALLYING STRATEGY 
BULLETIN DEFEATED ENCIRCLE IDENTIFY ~AUTICAL RECEIVER SUFFERED 
BUSINESS DEFENDED ENFILADE IGNITION ~INETEEN RECORDER SUI'rABLE 
CALAMITY DEFENDER ENGAGING IMPROPER I ORTHERN RED CROSS SUPERIOR 
CAMPAIGN DEFENSES ENGINEE:R IMPROVED !NOVEMBER REENLIST SUPPLIES 
CANISTER DEFERRED ENLISTED INCIDENT 1

0BSERVED REGIMENT SURPRISE 
CAPACITY DEFINITE ENORMOUS INDICATE 

1
oBSERVER REGISTER SURROUND 

CAPTURED DELAYING ENROLLED INDIRECT 10BSOLETE REJECTED SURVIVED 
CARELESS DEMANDED ENTERING INFANTRY 1oBSTACLE REJECTOR SUSPENSE 
CARRIAGE DEPARTED ENTRENCH INFECTED OCCUPIED REMEDIES SWEEPING 
CARRIERS DEPLOYED ENVELOPE INITIATE OFFENDED REMEMBER SWIMMING 
CARRYING DEPORTED EQUALIZE INSECURE OFFICERS REPAIRED TACTICAL 
CASUALTY DESCRIBE EQUIPAGE INSIGNIA OFFICIAL REPEATER TAXATION 
CAUSEWAY DESERTED ESCORTED INSTRUCT OPERATOR REPELLED TELEGRAM 
CEMETERY DESERTER ESTIMATE INTEREST OPPOSING REPLACED TERRIBLE 
CENTERED DESPATCH EUROPEAN INTERIOR OPPOSITE REPORTED TERRIFIC 
CHAPLAIN DETACHED EVACUATE INTERNAL ORDINATE REPULSED THATHAVE 
CHEMICAL DETECTOR EXCAVATE INTRENCH ORDNANCE REQUIRED THIRTEEN 
CIRCULAR DETONATE EXCHANGE INVADING bUTBOARD RESEARCH THOUSAND 
CITATION DEVELOPE EXERCISE INVASION OUTGUARD RESERVES THURSDAY 
CIVILIAN DICTATED EXPANDED INVENTED bUT POSTS RE:SPECTS TOMORROW 
CLERICAL DICTATOR EXPEDITE JET PLANE PAINTING RESTORED TOTALING 
CODEBOOK DIMINISH EXPELLED JUNCTION PARALLAX RETIRING TRAILERS 
COMMANDS DIRECTOR EXPENDED LANGUAGE PARALLEL RETURNED TRAINING 
COMMENCE DISARMED EXPENSES LATI'l'UDE PASSPORT REVIEWED TRANSFER 
COMMERCE DISASTER EXTENDED LETTERED PLANNING REVOLVER TRAVERSE 
COMPLETE DISLODGE EXTERIOR LIMITING POLITICS RIGOROUS TRAWLERS 
COMPOSED DISPATCH FACTIONS LOCATION PONTOONS SABOTAGE VEHICLES 
CONCLUDE DISPERSE FATALITY LUMINOUS POSITION SANITARY VICINITY 
CONCRETE DISTANCE FEBRUARY MAINTAIN POSITIVE SATURDAY VIGOROUS 
CONFLICT DISTRESS FERRYING MANDATED PpSSIBLE SCHEDULE WARSHIPS 
CONGRESS DISTRICT FIGHTERS MANEUVER PpSTPONE SEABORNE WESTERLY 
CONTINUE DIVIDING FIGHTING MARCHING Pl'EPARED SEALEVEL WESTWARD 
CONTRACT DIVISION FINISHED MARITIME PRESERVE SELECTED WINDIVARD 
CORPORAL DOCTRINE FLANKING MATERIAL PRESSING SENTENCE WIRELESS 
CORRIDOR DOMINANT FLEXIBLE MATERIEL PRESSURE 

I 
SENTINEL WITHDRAW 

COVERING DRESSING FOOTHOLD MECHANIC PRINTING SEPARATE WITHDREW 
CRITICAL I 
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• NINE LE rTER WORDS 

ACCESSORY CENTERING DEVELOPED FORMATION MOVEMENTS PROTECTOR 
ACCOMPANY CHALLENGE DIETITIAN FORTIFIED MUNITIONS PROTESTED 
ACCORDING CHARACTER DIFFERENT FRONTLINE NAVALBASE PROVISION 
ADDRESSED CHAUFFEUR DIFFICULT GROUPMENT NECESSARY PROXIMITY 
ADDRESSES CHRONICAL DIMENSION GYRO METER NECESSITY RADIATION 
ADMISSION CIGARETTE. DIRECTION HOSTILITY NEGLIGENT RADIOGRAM 
ADVANCING CIRCULATE DIRIGIBLE HURRICANE NEWSPAPER READINESS 
ADVANTAGE CIVILIANS DISAPPEAR IDENTICAL NORTHEAST REAR GUARD 
AERODROME CLEARANCE DISCUSSED IMMEDIATE NORTHERLY REBELLION 
AEROPLANE COALITION DISINFECT IMPORTANT NORTHWARD RECEIVING 
AFTERNOON COLLAPSED DISMISSAL IMPRESSED NORTHWEST RECOGNIZE 
AGREEMENT COLLISION DISPERSED INCENTIVE NUMBERING RECOMMEND 
AIRDROMES COMBATANT DISTRICTS INCIDENCE OBJECTION REENFORCE 
AIRPLANES COMMANDED DIVISIONS INCIDENTS OBJECTIVE REFERENCE 
ALLOTMENT COMMANDER DOMINANCE INCLINING OBTAINING REFILLING 
ALLOWANCE COMMITTEE DOMINATED INCLUDING OCCUPYING REGARDING 
ALTERNATE COMPANIES ECHELONED INCLUSIVE OFFENSIVE REINFORCE 
AMBULANCE COMPELLED EFFECTIVE INCREASED OFFICIALS REINSTATE 
AMUSEMENT COMPLETED EFFICIENT INDEMNITY OPERATING REMAINDER 
ANNOUNCED CONDEMNED ELABORATE INDICATED OPERATION REMAINING 
ANONYMOUS CONDENSED ELEVATION INFLATION OSCILLATE REPRESENT 
APPARATUS CONDITION ELSEWHERE INFLICTED OUTSKIRTS REPRISALS 
APPOINTED CONFERRED EMBASSIES INFLUENCE PARACHUTE REQUESTED 
ARBITRARY CONFIDENT EMERGENCY INHABITED PARAGRAPH REQUIRING 
ARTILLERY CONFLICTS EMPLOYING INSTANTLY PARTITION RESOURCES 
ASCENSION CONQUERED ENDURANCE INTEGRITY PASSENGER RESTRAINT 
ASSAULTED CONTINUAL ENGINEERS INTENSIVE PATRIOTIC RETENTION 
ASSISTANT , CONTINUED ENLISTING INTENTION PENETRATE RETURNING 
ASSOCIATE CONTINUES ENTRAINED INTERCEPT PERMANENT REVIEWING 
ASSURANCE COOPERATE EQUIPMENT INTERDICT PERSONNEL SCREENING 
ATTACKING CORRECTED ESTABLISH INTERFERE PLACEMENT SEAPLANES 
ATTEMPTED CRITICISE ESTIMATED INTERMENT POLITICAL SECRETARY 
ATTENTION CRITICISM ESTIMATES INTERPOSE POPULATED SEMICOLON 
AUTOMATIC DEBARKING EXCESSIVE INTERRUPT POSITIONS SEMIRIGID 
AVAILABLE DECREASED EXCLUSION INTERVENE PRACTICAL SEPTEMBER 
BALLISTIC DEFECTIVE EXCLUSIVE INTERVIEW PRECEDING SERIOUSLY 
BAROMETER DEFENSIVE EXECUTIVE INVENTION PREFERRED SERVICING 
BATTALION DEFICIENT EXERCISES IRREGULAR PREMATURE SEVENTEEN 
BATTERIES DEPARTURE EXHIBITED KILOMETER PREPARING SHELLFIRE 
BEACHHEAD DEPENDENT EXPANSION LAUNCHING PRESIDENT SITUATION 
BEGINNING DESCRIBED EXPANSIVE LIABILITY PRINCIPAL SIXTEENTH 
BLOCKADED DESIGNATE EXPENSIVE LOGISTICS PRINCIPLE SOUTHEAST 
BOMBARDED DESTITUTE EXPLOSION LONGITUDE PRISONERS SOUTHWARD 
BRIGADIER DESTROYED EXPLOSIVE MAINTAINS PROCEDURE SOUTHWEST 
BUILDINGS DESTROYER EXTENDiNG MANGANESE PROCEEDED SPEARHEAD 
CABLEGRAM DETENTION EXTENSION MECHANISM PROJECTOR STANDARDS 
CAMPAIGNS DETERMINE EXTENSIVE MEMORANDA PROMOTION STATEMENT 
CANCELLED DETONATED FIFTEENTH MESSENGER PROPOSALS STRAGGLER 
CARTRIDGE DETRAINED FIREALARM MOTORIZED PROTECTED STRATEGIC 
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SUBMITTED 
SUCCEEDED 
SURRENDER 
SUSPECTED 

ACCEPTABLE 
ACCEPTANCE 
ACCIDENTAL 
ACCORDANCE 
ACTIVITIES 
ADDITIONAL 
AIRCONTROL 
AIRSUPPORT 
ALLEGIANCE 
ALLOCATION 
AMBASSADOR 
AMMUNITION 
ANTEDATING 
ANTICIPATE 
APPARENTLY 
APPEARANCE 
APPROACHED 
ARMORED CAR 
ARTIFICIAL 
ASPOSSIBLE 
ASSEMBLIES 
ASSESSMENT 
ASSIGNMENT 
ASSISTANCE 
ATOMICBOMB 
ATTACHMENT 
ATTAINMENT 
ATTEMPTING 
AUDIBILITY 
AUTOMOBILE 
BALLISTICS 
BATTLESHIP 
BEENNEEDED 
BRIDGEHEAD 
CAMOUFLAGE 
CAPABILITY 
CASUALTIES 
CENSORSHIP 
CENTRALIZE 
CIRCUITOUS 
COASTGUARD 
COLLECTING 
COLLECTION 

NINE LETTER WORDS-Continued 

SUSPENDED 
SUSPICION 
TECHNICAL 
TECHNIQUE 

TELEPHONE 
TENTATIVE 
TERRITORY 

THEREFORE 
TRANSPORT 
TWENTIETH 

UNTENABLE 
VARIATION 
WATERTANK 

COLLISIONS 
COMMANDANT 
COMMANDEER 
COMMANDING 
COMMISSARY 
COMMISSION 
COMMITMENT 
COMMUNIQUE 
COMPENSATE 
COMPLETELY 
COMPRESSED 
CONCERNING 
CONCESSION 
CONCLUSION 
CONDITIONS 
CONFERENCE 
CONFESSION 
CONFIDENCE 
CONNECTING 
CONNECTION 
CONSPIRACY 
CONSTITUTE 
CONTINGENT 
CONTINUOUS 
CONTRABAND 
CONVENIENT 
COORDINATE 
CORRECTION 
CREDENTIAL 
CROSSROADS 
DEBOUCHING 
DECIPHERED 
DECORATION 
DEDICATION 
DEFICIENCY 
DEFINITION 
DEMOBILIZE 
DEPARTMENT 
DEPENDABLE 
DEPLOYMENT 
DEPRESSION 
DESIGNATED 
DESPATCHED 

TEN LETTER WORDS 

DESPATCHES 
DESTROYERS 
DETACHMENT 
DETERMINED 
DETONATION 
DETRAINING 
DETRUCKING 
DIFFERENCE 
DIPLOMATIC 
DIRECTIONS 
DISCIPLINE 
DISCUSSION 
DISPATCHED 
DISPATCHER 
DISPATCHES 
DISPERSION 
DISTRESSED 
DISTRIBUTE 
OIVEBOMBER 
DOMINATION 
EFFICIENCY 
EIGHTEENTH 
ELEMENTARY 
EMPLOYMENT 
ENCIPHERED 
ENCIRCLING 
ENEMYTANKS 
ENGAGEMENT 
ENLISTMENT 
ENROLLMENT 
ENTERPRISE 
ENTRENCHED 
ENTRUCKING 
EQUIVALENT 
ESTIMATION 
EVACUATING 
EVACUATION 
EVALUATION 
EXCAVATION 
EXCITEMENT 
EXHIBITION 
EXPEDITING 
EXPEDITION 

EXPENDABLE 
EXPERIENCE 
EXPERIMENT 
EXPLOSIONS 
EXTINGUISH 
FACILITIES 
FLASHLIGHT 
FORMATIONS 
FOUNDATION 
FOURTEENTH 
FRONTLINES 
GEOGRAPHIC 
GONIOMETER 
GOVERNMENT 
GYROSCOPIC 
HYDROMETER 
HYGROMETER 
ILLITERATE 
ILLUMINATE 
ILLUSTRATE 
IMPASSIBLE 
IMPOSSIBLE 
IMPRESSION 
IMPRESSIVE 
INCENDIARY 
INDICATING 
INDICATION 
INDIVIDUAL 
INFLICTING 
INSECURITY 
INSPECTION 
INSTRUCTED 
INSTRUCTOR 
INSTRUMENT 
INTERNMENT 
I:t-J"VITATI•JN 
IRRIGATION 
KILOMETERS 
LABORATORY 
LIEUTENANT 
LIMITATION 
LOCOMOTIVE 
MACHINEGUN 

R ElS'ffliC 'fED 

WEDNESDAY 
WITNESSES 
YESTERDAY 

MAINTA!NED 
MANAGEMI!:NT 
MECHANIZED 
MEMORANDUM 
MILLIMETER 
MOTORCYCLE 
NATURALIZE 
NAVIGATION 
NEGLIGENCE 
NEWSPAPERS 
NINETEENTH 
OBJECTIVES 
OCCUPATION 
ONEHUNDRED 
OPERATIONS 
OPPOSITION 
OVERCOMING 
PATROLLING 
PERMISSION 
PERSISTENT 
PHOSPHORUS 
POPULATION 
POSSESSION 
POSTOFFICE 
PRECEDENCE 
PREFERENCE 
PRESCRIBED 
PROHIBITED 
PROPORTION 
PROTECTION 
PROVISIONS 
QUARANTINE 
RECEPTACLE 
RECREATION 
RECRUITING 
REENFORCED 
REENLISTED 
REGIMENTAL 
REGUj:..ATION 
REINFORCED 
RESISTANCE 
RESPECTFUL 
RESTRICTED 

• 
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TI!.N J l~llMt WORDS-Contmued 

REVOLUTION SUBMISSION SUSPENSION TRANSPORTS UNEXPENDED 
SANITA'I'ION SUBSTITUTE SUSPICIONS TF.AN~VEHSE UNSUITABLE 
SEPARATION SUCCESSI~'UL SUSPICIOUS TROOPSHIPS VICTORIOUS 
SIGNALLING SUCCESSIVE 'l'HIR'I'EENTH TVIEN'l'YF;rVE VISIBILITY ,.. 
SIMILARITY SUFFICIENT THREATENED UNDERSTAND WILLATTACK 
STATISTICS SUPPOR'l'ING TRAJECTORY UNDERSTOOD V{ITHDRAWAL 
SUBMARINES 

ELEVEN LETTER WORDS 

ACCESSORIES CONCENTRATE EMPLACEMENT INTERbERPTS REAPPOINTED 
AERONAU'riCS CONFINEMENT ENCOUNTERED INTERESTING RECOGNITION 
ALTERNATING CONSTITUTED ENEMY PLANES INTERFERING RECOM!{oENDED 
APPLICATION CONSUMPTION ENFORCEMENT INTERPRETER RECONNOITER 
APPOINTMENT CONTINENTAL ENGAGEMENTS INTERRUPTED REPLACEMENT 
APPROACHING CONTROVERSY ENGINEERING INTERVENING REQUIREMENT 
APPROPRIATE COOPERATION ESTABLISHED INVESTIGATE REQUISITION 
APPROXIMATE CORPORATION ESTIMATEDAT LEG.1.SLATION RESERVATION 
ARBITRATION CORRECTNESS EXAMINATION LIGHTBOMBER RESIGNATION 
ARMOREDCARS CREDENTIALS EXPLANATION MAINTENANCE RESPONSIBLE 
ARRANGEMENT CUSTOMHOUSE EXTENSIVELY MANUFACTURE RESTRICTION 
ASSESSMENTS DEBARKATION EXTERMINATE I MEASUREMENT RETALIATION 
ASSIGNMENTS DEMONSTRATE FINGERPRINT I NAT!ONALISM RETROACTIVE 
ASSOCIATION DESCRIPTION FIRECONTROL : NATIONALITY SCHOOLHOUSE 
BATTLEFIELD DESCRIPTIVE HEAVYBOMBER NAVALATTACK SEVENTEENTH 
BATTLESHIPS DESIGNATION HEAVYLOSSES 1 NAVALBATTLE SEVENTYFIVE 
BELLIGERENT DESTRUCTION HOSTILITIES NAVALFORCES SIGNIFICANT 
BLOCKBUSTER DETERIORATE IMMEDIATELY NECESSITATE SMOKESCREEN 
BOMBARDMENT DEVELOPMENT !MMl'GRATION OBSERVATION STRATEGICAL 
CATASTROPHE DISAPPEAREO IMPEDIMENTA OVERWHELMED SUBSISTENCE 
CERTIFICATE DISCONTINUE IMPROVEMENT PARENTHESIS SUITABILITY 
CIRCULATION DISCREPANCY INCOMPETENT PARENTHESES SUPERIORITY 
COEFFICIENT DISINFECTED INDEPENDENT PENETRATION SURRENDERED 
COINCIDENCE DISPOSITION INFLAMMABLE PERFORMANCE SYNCHRONIZE 
COMMUNICATE DISTINCTION INFORMATION PHILIPPINES TEMPERATURE 
COMMUNIQUES DISTINGUISH INSPIRATION PHOTOGRAPHY THERMOMETER 
COMPARTMENT DYNAMOMETER INSTITUTION PREARRANGED TOPOGRAPHIC 
COMPETITION ECHELONMENT INSTRUCTION PREPARATION TRADITIONAL 
COMPOSITION EFFECTIVELY INSTRUMENTS PRELIMINARY TRANSFERRED 
COMPUTATION ELECTRICITY INTELLIGENT PROGRESSIVE WITHDRAWING 
CONCEALMENT EMBARKATION INTERCEPTED RANGEFINDER 

TWELVE LETTER WORDS 

ADVANTAGEOUS CARELESSNESS CONCENTRATED CONSIDERABLE COORDINATION 
AGRICULTURAL COMMENCEMENT CONCILIATION CONSTITUTING DECENTRALIZE 
ANNOUNCEMENT COMMENDATION CONFIDENTIAL CONSTITUTION DECIPHERMENT 
ANTIAIRCRAFT COMMISSIONED CONFIRMATION CONSTRUCTION DEMONSTRATED 
ANTICIPATION COMMISSIONER CONFISCATION CONTINUATION DEPARTMENTAL 
BREAKTHROUGH COMPENSATION CONFORMATION CONVALESCENT DIFFICULTIES 
CANCELLATION COMPLETENESS CONSCRIPTION CONVERSATION DISORGANIZED 
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HES'fRIC'fElD 3-9 



' 

• HEB'F:RICT:SD ?-10 



REF ID:A56892 
HES1FBIC'i•ED 

• S. LIST qF ·WORDS USED IN MILITARY TEXT ARRANGED IN RHYMING ORDER 
ACCORDING TO WORD LENGTH 

THREE LETT¥ W.ORDS 

SEA SEE MAJ TAN TOP r&\T .Pfl' -I!' AX 
JOB A~ APJ GEN GHQ -MAll' BTJT !Fir X 
ROB SHE ASK MEN BAR VAT CUT MIX 
TUB THE GAL PEN CAR ACT OUT SIX 
;QMC DIE ALL TEN FAR GET PUT BOX 
ARC ONE ILL PIN PAR LET PVT FOX 
BAD ARE COL TIN WAR NET CWT DAY 
HAD USE ... CPL TON HER SET YOU LAY 
ADD DUE CAM WON PER WET CAV PAY 
RED OWE HAM DUN AIR YET LAW SAY 
AID EYE AIM GUN 'FOR SGT SAW WAY 
BID OFF HIM RUN fouR WGT FEW ANY 
DID BAG ARM SUN GAS FIT NEW SPY 
RID KEG SUM OWN HAS GOT HOW DRY 
OLD BIG CAN AGO WAS LOT LOW TRY 
AND JIG MAN TOO • HIS ~OT NOW BUY 
END DOG NAN TWO ITS 

li'OUR LET'I'FR WO;RDS 

AREA. MIKE BASE WEEK FELL JOIN PASS LIST 
ASIA YOKE FUSE -

'l'NwK WELL NOON LESS LOST 
BULB ABLE: OATE BULK HILL SOO.N MESS POST 
BOMB FILE LATE RANK WILL FJq.WN LOSS JUST 
HEAD MILE NOTE SANK rou. TOWN HITS ROUT 
LEAD MULE BLUE TANK TOOL ZERO DAYS NEXT 
LOAD RULE HAVE SUNK TEAM ALSO MEAT TEXT 
ROAD SAt&~ fiVE BOOK _.THEM INTO " THAT LIEU 
RAID TIME LOVE COOK ITEM KEEP WHAT DHAW 
SAID SOME ~ovg:. HOOK MAIM SHIP FEET XRAY 
HOLD LINE FUZE LOOK FROM DUMP MEET AWAY 
HAND MINE HALF TOOk -FARM PUMP LEFT BODY 
LAND NJ;NE FLAG -DARK FIRM STOP OMIT THEY 
KIND ZONE KING PARK F'ORM NEAR UNIT ALLY 
HARD JUNE LONG- MASK THAN -REAR HALT ONLY 
HERD OBOE EACH TASK PLAN OVER TENT JULY 
ONCE PIPE HIGH ORAL BEEN FOUR SHOT ARMY 
MADE TYPE DASH MTCL SEEN EYES RIOT MANY 
AIDE TARE Pt1SJi FEEL THEN THIS DIRT .. VARY 
SIDE HERE RUSH RAIL WHEN AXIS EAST VERY 
CODE WERE WITH CALL OPEN TONS FAST EASY 
FLEE FIRE BOTH FALL MAIN GUNS LAST CITY 
EDGE W!Rl!: LEAK CELL RAIN MASS WEST NAVY 
TAKE MORE BACK 
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• SIX Llt'M'ER WORDs-Continued 
I 

CANNOT SUNKEN MORTAR RUNNER FORCES c LORS TARGET MONDAY 
BROKEN RUBBER KEEPER BARGES A CESS PICKET ACCEPT SUNDAY 
SEAMEN MEMBER HELPER BODIES E CESS ROCKET EXCEPT ANYWAY 
HAPPEN BOMBER PROPER ALLIES ss BILLEtt PROMPT REMI!:DY 
BATTEN NUMBER NEARER ARMIES s RESS TURRET DEPART VALLEY 
ELEVEN PINCER ERASER TABLES A ROSS 1 SUNSET DESERT PARLEY 

1 REMAIN LEADER CENTER PLANES AS~~TS 
1 

WEIGHT DIVERT CONVE~ 
ATTAIN LADDER BETTER PASSES VISITS FLIGHT ESCORT SURVEY 
WITHIN MURDER LETTER LOSSES ,POINTS SLIGHT li;FFOR'l' VERIFY 
COLUMN PREFER BITTER STATES ST~TUS 'NAUGHT .!REPORT SUPPLY 
RATION SUFFER LITTER ROUTES AL~YS FOUGHT ,'ARREST HOURLY 
ACTION MEAGER AFFAIR ISSUES I 

..... 
CO AT NOUGHT I RESIST DEPLOY 

COMMON HIGHER REPAIR CRISIS DEFEAT CREDIT/ ASSIST EMPLOY ~ 

SUMMON CIPHER HARBOR SHELLS THREAT SUBMIT( AUGUST CONVOY 
POISON EITHER TERROR SPOOLS DEFECT COMMIT ADJUST OCCUPY 
LESSON TANKER MIRROR TRAINS EFFECT 1 SUMMIT DUGOUT SALARY 
PONTON HAMMER SECTOR SPOONS REJECT~ I = OUTPUT ARMORY 
RETURN SUMMER VICTOR STRIPS SELECT, I ORIE T BUREAU NINETY 
DRYRUN BANNER DOCTOR TROOPS EXPECT !NT T REVIEW JJ!IGHTY 
TATTOO MANNER CANVAS ORDERS DI~C~ EXT~NT FOLLOW TWENTY 
APPEAR GUNNER PLACES OTHERS t ·ST~EETI INVENT FRIDAY THIRTY 
DOLLAR 

SEVEN LETTER WORDS 

MILITIA COVERED REFUGEE WARrARm JROMOTE FORGING VARYING 
ANTENNA RETIRED WINDAGE DECLARE dOMMUTE li'ISHING ICEBERG 
ALMANAC ARMORED BAGGAGE PREPARE REVENUE PUSHING I DEBOUCH 
BIVOUAC PRESSED PACKAGE CALIBRE 

I 

NOTHING THROUGH RELIEVE 
TRAFFIC CROSSED VILLAGE MISFIRE RECEIVE TALKING FURNISft 
PACIFIC OMITTED TONNAGE INSPIRE 

r~ 
SINKING TWELFTH 

ASIATIC DELAYED AVERAGE REQUIRE SMOKING I SEVENTH 
REDUCED COMMAND STORAGE INQUIRE OLVE FALLING SETBACI( 
INVADED COMMEND BARRAGE LECTURE ~ PROVE FILLING I DERRICk' 
DECIDED SUSPEND PASSAGE RELEASE ERVE KILLING DETRUCK 

RESPOND MESSAGE DISEASE ·r RAINING I!:NTRUCK 
.. 

DECODED 
ENCODED BOMBAa.D COLLEGE SUNRISE :ANALYZE MANNING ... MEDICAL 
WOUNDED AWKWARD ARRANGE LICENSE JUMPOFF RUNNING LOGICAL 
GUARDED FORWARD WITHTHE DEFENSE BOMBING MORNING CONCEAL 
PROCEED REPLACE 'l'ftATTHE OFFENSE PLACING SLOPING ILLEGAL 
ENGAGED SERVICE CHARLIE PROPOSE , 1 FORCING MAPPING MARSI-{AL 
DAMAGED ADVANCE PRAIRIE SUPPOSE HEADING BEARING INITIAL 
REACHED ABSENCE VISIBLE PURPOSE LEADING GASSING MARTIAL 
MARCHED ENFORCE BICYCLE REVERSE LOADING MESSING FEDERAL -

WRECKED BRIGADE HOSTILE BECAUSE/ BEDDING MIS.SlNG GENERAL 
SHELLED GRENADE EXTREME MANDAT~ RAIDING LIFTING SEVERAL 
DROPPED PRECEDE CONFINE RADIATE HOLDING HALTING CENTRAL 
STOPPED OUTSIDE MACHINE OPERATE LANDING GETTING NATURA.t 
HUNDRED INCLUDE ROUTINE ELEV~TE BINDING FITTI~G COASTAL 
ORDERED EXCLUDE CYCLONE ENTE TE FINDING ISSUING GRADUAL 
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SEVEN LETTER WORD8-Cont1nued 

UNUSUAL ENTRAIN ENVELOP STARTER SUCCESS ASSAULT RAILWAY • ARRIVAL CONTAIN SIMILAR Qt,JARTER USELESS INSTANT SECRECY 
CHANNEL CAPTAIN REGULAR DELIVER ILLNESS ELEMENT VACANCY 
COLONEL CONDEMN CALIBER RECOVER WITNESS COMMENT SIGNIFY 
COUNCIL ABANDON OCTOBER AVIATOR ADDRESS CURRENT SATISFY 
FUELOIL OPINION OFFICER TRACTOR EXPRESS PRESE!NT RAPIDLY 
INSTALL SESSION POUNDER VISITOR DISMISS APPOINT QUICKLY 
DISTILL MISSION TRIGGER TACTICS DISCUSS RECEIPT NIGHTLY 
PAYROLL STATION WEATHER ISLANDS TARGETS ATTEMPT SHORTLY 
CONTROL SECTION WHETHER CHANGES SURPLUS SUPPORT COMPANY 
WILLIAM ECHELON ANOTHER ENEMIES RETREAT SUGGEST DESTROY 
DIAGRAM BALLOON FARTHER BATTLES EXTRACT HIGHEST PRIMARY 
PROGRAM PLATOON FURTHER GLASSES CONTACT NEAREST SUMMARY 
MINIMUM LIAISON SOLDIER CHASSIS COLLECT PROTEST LIBRARY 
MAXIMUM HORIZON CARRIER ATTACKS RESPECT REQUEST JANUARY 
HASBEEN EASTERN COURIER VESSELS CORRECT AGAINST 3 BRIBERY 
FIFTEEN WESTERN HEAVIER PATROLS PROTECT OUTPOST BATTERY 
SIXTEEN FOGHORN TRAWLER BOMBERS INFLICT PROVOST INQUIRY 
BETWEEN UNKNOWN STEAMER NUMBERS CONDUCT BOYCOTT CAVALRY 
KITCHEN TOBACCO CLIPPER REPAIRS TONIGHT WITHOUT VICTORY 
WRITTEN TORPEDO CRUISER SAILORS CIRCUIT LOOKOUT EMBASSY 
EXPLAIN WARSHIP AMMETER SECTORS RECRUIT SIMPLEX UT.ILITY 
TERRAIN DEVELOP FIGHTER COMPASS PURSUIT TUESDAY SEVENTY 
DET.RAIN 

EIGHT LET1 ER WORDS 

INSIGNIA EXPELLED DICTATED STANDARD LANGUAGE ENVELOPE OPPOSITE 
SPECIFIC ENROLLED EFFECTED OUTBOARD DISLODGE INSECURE CONTINUE 
TERRIFIC DISARMED INFECTED OUTGUARD EXCHANGE PRESSURE CRITIQUE 
ECONOMIC ASSIGNED REJECTED WINDWARD PROBABLE DECREASE THATHAVE 
MECHANIC RETURNED SELECTED EASTWARD SUITABLE EXERCISE DECISIVE 
ATLANTIC APPEARED BILLETED WESTWARD ELIGIBLE SURflRISE POSITIVE 
RAILHEAD DECLARED INVENTED DESCRIBE TERRIBLE SUSPENSE PRESERVE 
RAILROAD PREPARED DEPARTED ORDNANCE POSSIBLE DISPERSE EQUALIZE 
REPLACED HINDERED DESERTED DISTANCE FLEXIBLE TRAVERSE MOBILIZE 
ADVANCED SUFFERED ESCORTED COMMENCE ASSEMBLE DEDICATE INVADING 
DEMANDED CENTERED DEPORTED SENTENCE OBSTACLE INDICATE DIVIDING 
EXPANDED BATTERED REPORTED ANNOUNCE ENCIRCLE INITIATE BUILDING 
DEFENDED LETTERED ARRESTED COMMERCE SCHEDULE ESTIMATE GUARO!NG 
OFFENDED REPAIRED ENLISTED ENFILADE MARITIME ORDINATE ENGAGING 
EXPENDED REQUIRED SURVIVED CONCLUDE AIRDROME DETONATE DAMAGINt! 
EXTENDED RESTORED IMPROVED LATITUDE AIRPLANE SEPARATE MARCHING 
GROUNDED DEFERRED OBSERVED ALTITUDE JETPLANE EVACUATE BREAKING 
BESIEGED CAPTURED REVIEWED EMPLOYEE MEDICINE EXCAVATE FLANKING 
DETACHED REPULSED DEPLOYED CARRIAGE DOCTRINE OBSOLETE TOTALING 
FINISHED COMPOSED AIRFIELD FUSELAGE POSTPONE COMPLETE SHELLING 
OCCUPIED MANDATED FOOTHOLD EQUIPAGE SEABORNE CONCRETE BATTLING 
ATTACKED DEFEATED THOUSAND FRONTAGE AIRBORNE EXPEDITE SWIMMING 
REPELLED REflEATED SURROUND SABOTAGE DEVELOPE DEFINITE TRAINING 
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EIGHT LETTER WORDS-Continued 

• I 

PLANNING ELEVENTH CAMPAIGN PRISONER VEHICLES RESPECTS WITHDRAW 
SWEEPING ANTITANK CHAPLAIN IMPROP§:R MISFIRES ELEMENTS WITHDREW 
SHIPPING CODEBOOK MAINTAIN REPEATER DEFENSES ATTEMPTS TOMORROW 
GROUPING CHEMICAL MOUNTAIN DESERTER EXPENSES PROTESTS PARALLAX 
ENTERING CLERICAL BULLETIN DISASTER PURPOSES OuTPOSTS SATURDAY 
COVERING TACTICAL INVASION REGISTER RESERVES ENORMOUS THURSDAY 
RETIRING" CRITICAL DEC: IS ION CANISTER ANALYSIS LUMINOUS CAUSEWAY 
ADVISING NAUTICAL DIVISION RECEIVER BARRACKS RIGOROUS EFF'ICACY 
OPPOSING OFFICIAL LOCATION REVOLVER MISSIONS VIGOROUS IDENTIFY 
DRESSING MATERIAL AVIATION OBSERVER STATIONS CONTRACT STRATEGY 
PRESSING MEMORIAL CITATION MANEUVER FACTIONS INDIRECT PROBABLY 

I 

ASSEMBLY CROSSING NATIONAL TAXATION EMPLOYER PONTOONS CONFLICT 
DRIFTING INTERNAL JUNCTION HOWITZER WARSHIPS DISTRICT ACTUALLY 
FIGHTING CORPORAL IGNITION CORRIDOR OFFICERS INSTRUCT MONOPOLY 
SIGHTING HOSPITAL POSITION SUPERIOR SOLDIERS AIRCRAFT EASTERLY 
LIMITING APPROVAL FORENOON INTERIOR CAAAIERS DAYLIGHT WESTERLY 
PAINTING MATERIEL SQUADRON EXTERIOR TRAILI-~RS MIDNIGHT BOUNDARY 
PRINTING PARALLEL GARRISON OPERATOR TRAWLERS PROHIBIT MILITARY 
SPOTTING SENTINEL NORTHERN DICTATOR CRUISERS SERGEANT SANITA..'lY 
DELAYING SEALEVEL SOUTHERN REJECTOR FIGHTERS DOMINANT FEBRUARY 
RALLYING PROTOCOL CIRCULAR DIRECTOR QUARTERS ADJUTANT CEMETER1 
CARRYING MERCIFUL DECEMBER DETECTOR CARELESS ADJACENT ADVISORY 
FERRYING TELEGRAM REMEMBER ASSOONAS WIRELESS INCIDENT INFANTRY 
APPROACH AMERICAN NOVEMBER POLITICS BUSINESS ARMAMENT CAPACITY 
ENTRENCH EUROPEAN DEFENDER COMMANDS DARKNESS MOVEMENT FATALITY 
INTRENCH CIVILIAN RECORDER ADVANCES CONGRESS REGIMENT CALAMITY 
RESEARCH 1-tA.VEBEEN ENGINEER BARRAGES PROGRESS APPARENT VICINITY 
DESPATCH NINETEEN TRANSFER MESSAGES FORTRESS PASSPORT PRIORITY 
DISPATCH EIGHTEEN DECIPHER REMEDIES DISTRESS INTEREST ACTIVITY 
SKIRMISH THIRTEEN ENCIPHER SUPPLIES REDCROSS REENLIST CASUALTY 
DIMINISH FOURTEEN 

NINE LETTER WORDS 

MEMORANDA CANCELLED IMPRESSED ATTEMPTED ASSURANCE AERODROME 
STRATEGIC COMPELLED DISCUSSED PROTESTED ALLOWANCE HURRICANE 
AUTOMATIC DETRAINED INDICATED REQUESTl!!D INCIDENCE AEROPLANE 
PA:l'RIOTIC ENTRAINED POPULATED SUBMITTED REFERENCE INTERVENE 
BALLISTIC CONDEMNED ESTIMATED CONTINUED INFLUENCE FRONTLINE 
BEACHHEAD ECHELONED DOMINATED DESTROYED REENFORCE DETERMINE 
SPEARHEAD DEVELOPED DETONATED MOTORIZED REINFORCE TELEPHONE 
DESCRIBED CONQUERED SUSPECTED SEMIRIGID LONGITUDE INTERFERE 
ANNOUNCED PREFERRED CORRECTED RECOMMEND COMMITTEE ELSEWHERE 
BLOCKADED CONFERRED PROTECTED REARGUARD ADVANTAGE SHELLFIRE 
SUCCEEDED DE!CREASED INFLICTED NORTHWARD CARTRIDGE THEREFORE 
PROCEEDED INCREASED" COMPLETED SOUTHWARD CHALLENdE PROCEDURE 
COMMANDED CONDENSED INHABITED AMBULANCE AVAILABLE PREMATURE 
SUSPENDED COLLAPSED EXHIBITED DOMINANCE UNTENABLE DEPARTURE 
BOMBARDED DISPERSED ASSAULTED CLEARANCE DIRIGIBLE NAVALBASE 
FORTIFIED ADDRESSED APPOINTED ENDURANCE PRINCIPLE MANGANESE 
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NINE LETTER WORDs-Continued 

CRITICISE REGARDING PERSONNEL INVENTION CONTINUES., STATEMENT • INTERPOSE ACCORDING CABLEGRAM PROMOTION BUILDINGS EQUIPMENT 
ASSOCIATE INCLUDING RADIOGRAM SEMICOLON OFFICIALS GROL1PMENT 
IMMEDIATE LAUNCHING FIRE ALARM AFTERNOON REPRISALS INTERMENT 
OSCILLATE ATTACKING CRITICISM DIS.(PPEAR PROPOSALS ALLOTMENT 
CIRCULATE DEBARKING MECHANISM IRREGULAR CIVILIANS PERMANENT 
DESIGNATE REFILLING DIETITIAN SEPTEMBER CAMPAIGNS DIFFERENT 
ALTERNATE SCREENING SEVENTEEN COMMANDER MAINTAINS REPRESENT 
COOPERATE REMAINING SUSPICION SURRENDER DIVISIONS RESTRAINT 
ELABORATE OBTAINING BATTALION REMAINDER MUNITIONS INTERCEPT 
PENETRATE INCLINING REBELLION PASSENGER POSITIONS INTERRUPT 
REINSTATE BEGINNING COLLISION MESSENGER ENGINEERS TRANSPORT 
CIGARETTE RETURNING PROVISION BRIGADIER PRISONERS NORTHEAST 
PARACHUTE PREPARING EXPANSION STRAGGLER READINESS SOUTHEAST 
DESTITUTE NUMBERING ASCENSION NEWSPAPER CONFLICTS NORTHWEST 
TECHNIQUE CENTERING DIMENSION CT..JARACTER DISTRICTS' SOUTHWEST 
EXPANSIVE REQUIRING EXTENSION KJLOMETE~ INCIDENTS INTERVIEW 
DEFENSIVE OPERATING EXPLOSION BAROMETER MOVEMENTS YESTERDAY 
OFFENSIVE ENLISTING ADMISSION GYROMETER OUTSKIRTS WEDNESDAY 
EXPENSIVE RECEIVING EXCLUSION DESTROYER ANONYMOUS EMERGENCY 
INTENSIVE REVIEWING RADIATION PROJECTOR APPARATUS NORTHERLY 
EXTENSIVE EMPLOYING VARIATION PROTECTOR DISINFECT SERIOUSLY 
EXPLOSIVE OCCUPYING INFLATION CHAUFFEUR INTERDICT INSTANTLY 
EXCESSIVE PARAGRAPH FORMATION LOGISTICS DIFFICULT ACCOMPANY 
INCLUSIVE ESTABLISH OPERATION STANDARDS COMBATANT ARBITRARY 
EXCLUSIVE TWENTIETH SITUATION RESOURCES IMPORTANT NECESSARY 
TENTATIVE FIFTEENTH ELEVATION COMPANIES ASSISTANT SECRETARY 
DEFECTIVE SIXTEENTH OBJECTION BATTERIES CONFIDENT ARTILLERY 
EFFECTIVE WATERTANK DIRECTION EMBASSIES PRESIDENT ACCESSORY 
OBJECTIVE TECHNICAL CONDITION AIRDROMES DEPENDENT TERRITORY 
INCENTIVE CHRONICAL COALITION SEAPLANES NEGLIGENT LIABILITY 
EXECUTIVE PRACTICAL PARTITION AIRPLANES DEFICIENT HOSTILITY 
RECOGNIZE POLITICAL DETENTION EXERCISES EFFICIENT PROXIMITY 
SERVICING IDENTICAL RETENTION WITNESSES PLACEMENT INDEMNITY 
ADVANCING PRINCIPAL INTENTION ADDRESSES AGREEMENT INTEGRITY 
PRECEDING DISMISSAL ATTENTION ESTIMATES AMUSEMENT NECESSITY 
EXTENDING CONTINUAL 

TEN LETTER WORDS 

ATOMICBOMB APPROACHED COMPRESSED UNDERSTOOD CONFIDENCE 
GEOGRAPHIC ENTRENCHED DISTRESSED COASTGUARD NEGLIGENCE 
GYROSCOPIC DESPATCHED DESIGNATED POSTOFFiqE EXPERIENCE 
DIPLOMATIC DISPATCHED RESTRICTED ACCORDANCE PREFERENCE 
BRIDGEHEAD THREATENED INSTRUCTED ALLEGIANCE DIFFERENCE 
PRESCRIBED MAINTAINED PROHIBITED APPEA..~ANCE CONFERENCE 
REENFORCED DETERMINED REENLISTED ACCEPTANCE CAMOUFLAGE 
REINFORCED ONEHUNDRED MECHANIZED RESISTANCE DEPENDABLE 
BEENNEEDED DECIPHERED, CONTRABAND ASSISTANCE EXPENDABLE 
UNEXPENDED ENCIPHERED UNDERSTAND PRECEDENCE UNSUITABLE 
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TEN LETTER WORDs-Continued 

ACCEPTABLE EVACUATING ALLOCATION GONIOMETER CONTINGENT 
IMPASSIBLE COLLECTING FOUNDATION HYDROMETER SUFFICIENT 
IMPOSSIBLE CONNECTING RECREATION HYGROMETER CONVENIENT 
AS POSSIBLE INFLICTING IRRIGATl:ON AMBASSADOR EQUIVALENT 
RECEPTACLE EXPEDITl:NG NAVIGATION INSTRUCTOR ENGAGEMENT 
MOTORCYCLE RECRUITING REGULATION I BALLISTICS MANAGEMENT 

L 

.POPuLATION AUTOMOBILE ATTEMPTING STATISTICS EXCITEMENT 
DISCIPLINE SUPPORTING ESTIMATION CROSSROADS DETACHMENT 
QUARANTINE EXTINGUISH DOMINATION DESPATCHES ATTACHMENT 
ENTERPRISE NINETEENTH DETONATION DISPATCHES EXPERIMENT 
TRANSVERSE EIGHTEENTH OCCUPATION ASSEMBLIES ENROLLMENT 
COORDINATE THIRTEENTH SEPARATION FACILITIES ASSIGNMENT 
ILLUMINATE FOURTEENTH DECORATION I ACTIVITIES ATTAINMENT 
ANTICIPATE WILLATTACK LIMITATION CASUALTIES INTERNMENT 
ILLITERATE ARTIFICIAL SANITATION FRONTLINES GOVERNMENT 
ILLUSTRATE CREDENTIAL INVITATION SUBMARINES ASSESSMENT 
COMPENSATE ADDITIONAL EVACUATION OBJECTIVES COMMITMENT 
DISTRIBUTE ACCIDENTAL EVALUATION ENEMYTANKS DEPARTMENT 
SUBSTITUTE REGIMENTAL EXCAVATION SUSPICIONS ENLISTMENT 
CONSTITUTE INDIVIDUAL COLLECTION COLLISIONS INSTRUMENT 
COMMUNIQUE WITHDRAWAL CONNECTION PROVISIONS DEPLOYMENT 
TWENTYFIVE AIRCONTROL INSPECTION EXPLOSIONS EMPLOYMENT 
SUCCESSIVE SUCCESSFUL CORRECTION FORMATIONS PERSISTENT 
IMPRESSIVE RESPECTFUL PROTECTION OPERATIONS AIRSUPPORT 
LOCOMOTIVE MEMORANDUM EXHIBITION DIRECTIONS CONSPIRACY 
CENTRALIZE SUSPENSION EXPEDITION CONDITIONS DEFICIENCY 
NATURALIZE DISPERSION DEFINITION TROOPSHIPS EF?ICIENCY 
DEMOBILIZE CONCESSION AMMUNITION NEWSPAPERS COMPLETELY 
COMMANDING CONFESSION OPPOSITION KILOMETERS APPARENTLY 
DEBOUCHING DEPRESSION PROPORTION DESTROYERS INCENDIARY 
D'ETRUCK!NG iMPRESSION REVOLUTI01~ TRANSPORTS COMMISSARY 
ENTRUCKING POSSESSIQN MACHINEGUN SUSPICIOUS ELEMENTARY 
ENCIRCLING SUBMISSION BATTLESHIP VICTORIOUS LABORATORY 
SIGNALLING COMMISSION CENSORSHIP CIRCUITOUS TRAJECTORY 
PATROLLING PERMISSION ARMOREDCAR CONTINUOUS CAPABILITY 
OVERCOMING DISCUSSION DIVEBOMBER PHOSPHORUS AUDIBILITY 
DETRAINING CONCLUSION COMMANDEER FLASHLIGHT VISIBILITY 
CONCERNING DEDICATION DISPATCHER COMMANDANT SIMILARITY 
INDICATING INDICATION MILLIMETER LIEUTENANT INSECURITY 
ANTEDATING 

ELEVEN LETTER WORDS 

IMPEDIMENTA SURRI!:NDERED CONSTITUTED INFLAMMABLE CERTIFICATE 
• TOPOGRAPHIC ENCOUNTERED BATTLEFIELD RE:SPONSIBLE COMMUNICATE 

RECOMMENDED TRANSFERRED PERFORMANCE NAVALBATTLE INVESTIGATE 
PREARRANGED DISINFECTED MAINTENANCE TEMPERATURE APPROPRIATE 
ESTABLISHED REAPPOINT!!:D COINCIDENCE;. MANUFACBE APPROXIMATE 
OVERWHELMED INTERCEPTED SUBSISTENCE SCHOOiiW E l!:XTERMINATE 
DISAPPEARED INTERRUPTED CATASTROPHE C'QSTO~ OUSE DETERIORATE 
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ELEVEN LETTER WORDS-Continued 

CONCENTRATE SMOKESCREEN DISTINCTION PHILIPPINES CONFINEMENT 
DEMONSTRATE APPLICATION DESTRUCTION PARENTHESES REQUIREMENT 
NECESSITATE ASSOCIATION INSTRUCTION HEAVYLOSSES MEASUREMENT 
DISCONTINUE RETALIATION RECOGNITION COMMUNIQUES IMPROVEMENT 
SEVENTYFIVE DEBARKATION REQUISITION PARENTHESIS CONCEALMENT 
PROGRESSIVE EMBARKATION COMPOSITIOJ.f CREDENTIALS ECHELONMENT 
RETROACTIVE LEGISLATION DISPOSITION BATTLESHIPS DEVELOPMENT 
DESCRIPTIVE CIRCULATION COMPETITION ARMORED CARS APPOINTMENT 
SYNCHRONIZE INFORMATION DESCRIPTION CORRECTNESS COMPARTMENT 
APPROACHING EXPLANATION CONSUMPTION ENGAGEMENTS BELLIGERENT 
INTERVENING DESIGNATION INSTITUTION ASSIGNMENTS INCOMPETENT 
ENGINEERING RESIGNATION LIGHTBOMBER ASSESSMENTS FINGERPRINT 
INTERFERING EXAMINATION HEAVYBOMBER INSTRUMENTS DISCREPANCY 
ALTERNATING PREPARATION RANGEFINDER INTERCERPTS PiiOTOGRAPHY 
INTERESTING COOPERATION DYNAMOMETER ESTIMATEDAT IMMEDIATELY 
WITHDRAWING IMMIGRATION THERMOMETER SIGNIFICANT EXTENSIVELY 
DISTINGUISH INSPIRATION INTERPRETER INDEPENDENT EFFECTIVELY 
SEVENTEENTH CORPORATION RECONNOITER INTELLIGENT PRELIMINARY 
NAVALATTACK PENETRATION BLOCKBUSTER COEFFICIENT CONTROVERSY 
STRATEGICAL ARBITRATION AERONAUTICS BOMBARDMENT ELECTRICITY 
TRADITIONAL COMPUTATION NAVALFORCES REPLACEMENT NATIONALITY 
CONTINENTAL OBSERVATION ACCESSORIES EMPLACEMENT SUITABILITY 
FIRECONTROL RESERVATION HOSTILITIES ENFORCEMENT SUPERIORITY 
NATIONALISM RESTRICTION ENEMY PLANES ARRANGEMENT 

TWELVE LETTER WORDS 

TRANSPACIFIC CONSTITUTING ILLUMINATION CONSTITUTION EMPLACEMENTS 
HYDROGRAPHIC BREAKTHROUGH ANTICIPATION NORTHWESTERN MEASUREMENTS 
UNIDENTIFIED GEOGRAPHICAL REGISTRATION SOUTHWESTERN ADVANTAGEOUS 
COMMISSIONED CONFIDENTIAL ILLUSTRATION MARKSMANSHIP SIMULTANEOUS 
DISSEMINATED PRESIDENTIAL INAUGURATION MEDIUMBOMBER ANTIAIRCRAFT 
CONCENTRATED RECREATIONAL COMPENSATION COMMISSIONER NONCOMBATANT 
DEMONSTRATED AGRICULTURAL CONVERSATION PSYCHROMETER CONVALESCENT 
DISORGANIZED DEPARTMENTAL RADIOSTATION SHARPSHOOTER DISPLACEMENT 
SIGNIFICANCE UNSUCCESSFUL CONTINUATION DIFFICULTIES COMMENCEMENT 
INTELLIGENCE GENERALALARM PRESERVATION UNITEDSTATES ANNOUNCEMENT 
INTERFERENCE VETERINARIAN MOBILIZATION PREPARATIONS ENTANGLEMENT 
INCOMPETENCE TRANSMISSION ORGANIZATION OBSTRUCTIONS DECIPHERMEN'f 
CONSIDERABLE VERIFICATION INTERDICTION INSTRUCTIONS ENCIPHER~ENT 

FIGHTERPLANE CONFISCATION ROADJUNCTION LIGHTBOMBERS REENLISTMENT 
INTERMEDIATE COMMENDATION INTRODUCTION HEAVYBOMBERS INEFFICIENCY 
DECENTRALIZE CONCILIATION CONSTRUCTION HEADQUARTERS SUCCESSFULLY 
GENERALSTAFF CANCELLATION INTERVENTION PREPAREDNESS RESPECTFULLY 
TRANSFERRING PROCLAMATION CONSCRIPTION COMPLETENESS SATISFACTORY 
ENTERPRISING CONFIRMATION INTERRUPTION CARELESSNESS INTRODUCTORY 
ILLUMINATING CONFORMATION DISTRIBUTION SEARCHLIGHTS IRREGULARITY 
DISTRIBUTING COORDINATION SUBSTITUTION REPLACEMENTS 
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• TIIIRTEEN LETTER WORDS 

TRANSATLANTIC CHRONOLOGICAL DETERMINATION FIGHTERPLANES ESTABLISHMENT 
DISTINGUISHED CONGRESSIONAL EXTERMINATION INSTALLATIONS ENTERTAINMENT 
DECENTRALIZED INTERNATIONAL CONSIDERATION MEDIUMBOMBERS REAPPOINTMENT 
DISAPPEARANCE SPECIFICATION CONCENTRATION MISCELLANEOUS WARDEPARTMENT 
IMPRACTICABLE QUALIFICATION DEMONSTRATION INSTANTANEOUS APPROXIMATELY 
INDETERMINATE COMMUNICATION QUARTERMASTER REENFORCEMENT EXTRAORDINARY -

CORRESPONDING ACCOMMODATION CIRCUMSTANCES REINFORCEMENT REVOLUTIONARY 
CONCENTRATING INVESTIGATION DISCREPANCIES REIMBURSEMENT DEPENDABILITY 
COUNTERATTACK DISSEMINATION PRELIMINARIES REINSTATEMENT 

FOURTEEN LETTER WORDS 

CHARACTERISTIC RECONNOITERING ADMINISTRATION REORGANIZATION 
RECONNAISSANCE METEOROLOGICAL !NTERPru!:TATION RECONSTRUCTION 
DISCONTINUANCE CIRCUMSTANTIAL TRANSPORTATION IRREGULARITIES 
CORRESPONDENCE CLASSIFICATION CENTRALIZATION INVESTIGATIONS 
ADMINISTRATIVE IDENTIFICATION NATURALIZATION SATISFACTORILY 
REPRESENTATIVE ~COMMENDATION DEMOBILIZATION RESPONSIBILITY 
DISTINGUISHING 

........ .... 
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C. LIST OF WORDS USED IN MILITARY TEXT ARRANGED ALPHABETICALLY • . 
ACCORDING TO WORD PATTERN 

PATTERN AA 
-

A CC EPT FA LL MANNER 
A CC ORDING FE LL ANN EX 
0 CC UPY FULL CA NN OT 
A DD HI LL T 00 

SU DD EN I LL W 00 DS 
LA DD ER INSTA LL PR 00 F 
BE DD ING PAYRO LL B 00 K 
FL EE REFI LL C 00 K 
S EE SHE LL H 00 K 

THR EE SMALL I L 00 K 
PROC EE D SPE LL T 00 K 

SP EE D WE LL SCH 00 L 
CR EE K WI LL T 00 L 
WEEK VI LL AGE PLAT 00 N 
FEEL CO LL APSED S 00 N 

ST EE L DO LL AR TR 00 PS 
WHEEL OSCI LL ATE C 00 RDINAT:&: 
B EE N KI LL ED B 00 'TH 

FOURT EE N BI LL ET STO PP ED 
HASB EE N BU LL ETIN HA PP EN 

QU EE N VA LL EY CLI PP ER 
SCR EE N A LL IED MA PP ING 

SEEN A LL IES A PP LY 
SIXT EE N FA LL ING SU PP LY 

REENLIST PATRO LL ING A PP OINT 
KEEP SHELL ING A PP OINTED 

SW EE PING ALL OW SU PP ORT 
F EE T A LL Y SU PP ORTING 

FL EE T RALLY A PP ROVE 
MEET -co MM A, TE RR AIN 

JUMPO FF CO MM ANg CU RR ENT 
0 FF CO MM AN ER A RR.EST 

STA FF su MM ARX HU RR ICANE 
0 FF END CO MM EN~ DE RR ICK 

SU FF ER CO MM EN GA RR ISON 
TRA FF IC HAMMER A RR IVE 

0 FF ICE SU MM ER CARRY 
0 FF ICER CO MM IT FE RR Y 
E FF ORT SU MM IT ACRO SS 

FO GG Y SU MM ON COMPA SS 
ALL CO MM UT~ CONGRE SS 

CA LL TO NN AG CRO SS 
CE LL CHA NN EL DARKNE SS 

DRI LL BANNER DRE SS 
ENRO LL GU NN ER LE SS 
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PATTERN AA-Continued 

• LO SS A SS IGNED BA TT EN 
MA SS CRO SS ING WRI TT EN 
ME SS DRE SS ING BI TT ER 
PA SS MESS ING LI TT ER 

PRESS PA SS IVE BA TT ERY 
UNLESS LE SS ON SPO TT ING 

WITNE SS I SS UE BA TT LE 
PA SS ED A SS URE BA TT LESHIP 
ASSEMBLY EMBASSY MUZZLE 
A SS ET OMI TT ED NO ZZ LE 

PO SS IBLE SUBMI TT ED 

MISCELLANEOUS PATTERNS 

AABA AGREEMENT AABCB SU FFICI ENT 
AABA K EEPE R AABCB A LLEGE 
AABA CH EESE AABCB CO LLEGE 
AABA BR EEZE AABCB BI LLETE D 
AABA MA NNIN G AABCB AMMETER 
AABA PLA NNIN G AABCB W OODED 
AABA RU NNIN G AABCB TE RRIFI C 
AABA L OOKO UT AABCB BA TTERE D 
AABA E RROR AABCBDEB DI FFERENCE 
AABA MI RROR AABCC A CCESS 
AABA TE RROR AABCC A CCESS ORY 
AABA GLA SSES AABCC CO MMISS ARY 

e AABA LO SSES AABCCB WI LLATTA CK 
AABA PA SSES AABCCDD CO MMITTEE 
AABA CHA SSIS 1ABCCDEFBC A CCESSORIES 
AABA A SSIS T A:ABCDA I LLEGAL 
AABAACB A SSESSME NT rCM A TTEMPT 
AABAACBDEA A SSE'SSMENTS ABCDAB A TTEMPTE D 
AABAB PROC EEDED ABCDB 0 FFENSE 
AABB CO FFEE ABC DB CHA LLENGE 
AABB BA LLOO N iABCDB BA LLISTI C 
AABBAACAC B EENNEEDED ABCDB A RRESTE D 
AABBCBC SU CCEEDED AABCDB PA SSENGE R 
AABCA B EETLE AABCDB BA TTERIE S 
AABCA A NNOUN CE AABCDBA SU RRENDER 
AABCA F OOTHO LD AABCDBABD SU RRENDERED 
AABCA CA RRIER AABCDBC CO MMANDAN T 
AABCA A SSETS AABCDBD 0 FFENDED 
AABCA I SSUES ~ABCDBEC BA LLISTICS 
AABCADEC CO MMITMENT AABCDC E FFICAC Y 

I 

AABCADEC A TTENTION PABCDD A DDRESS 
I 

AABCADEFEA A NNOUNCEMEN T ~ABCDD I LLNESS 
AABCB SO~ BENIN G A!~BCDDCA A DDRESSED 
AABCB SJ F'FERE D AABCDDCD A DDRESSES 
AABCB DI FFERE NT AABCDEB CO MMUNIQU E 
AABCB 0 FFICI AL AABCDEB TR OOPSHIP 

I 
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MISCELLANEOUS PATTERNS-Continued • AABCDEB A SSEMBLE ABA INVA DED 
AABCDEBC TR OOPSHIPS ABA LAN DED 
AABCDEC CO MMANDIN G ABA RAI DED 
AABCDECB BA TTLEFIEL D ABA WOUN DED 
AABCDED CO MMANDED ABA DID 
AABCDEDF(\ A ~UNITION ABA IC EBE RG 
AABCDEE CO MMANDEE R ABA PRECEDING 
AABCDEFA R EENLISTE D ABA R ECE IPT 
AABCDEFA I RREGULAR ABA CR EDE NTIAL 
AABCDEFB 0 FFENSIVE ABA F EDE RAL 
AABCDEFBA A SSEMBLIES ABA D EFE AT 
AABCDEFC A LLOTMENT ABA D EFE CT 
AABCDEFC C OOPERATE ABA D EFE R 
AABCDEFD I LLtTSTRAT E ABA SI EGE 
AABCDEFD A SSIGNMEN T ABA R EJE CT 
AABCDEFDGA A SSIGNMENTS ABA S ELE CT 
AABCDEFGA C OOPERATIO N ABA T ELE GRAM 
AABCDEFGABF R EENLISTMENT ABA ELE VATION 
AABCDEFGD BA TTLESHIPS ABA SCH EME 
AABCDEFGDAE C OORDINATION ABA R EME DY 
AABCDEFGDE A PPOINTMENT ABA DISPLAC EME NT 
ABA AGA IN ABA PLAC EME NT 
ABA AGA INST ABA ENE MY 
ABA C ALA MITY ABA G ENE RAL 
ABA ALA RM ABA R EPE L 
ABA S ALA RY ABA H ERE 
ABA D AMA GE ABA SPH ERE 
ABA M ANA GE ABA THERE 
ABA C ANA L ABA W ERE 
ABA ANA LYZE ABA WH ERE 
ABA J APA N ABA CONQU ERE D 
ABA PARA CHUTE ABA COV ERE D -
ABA P ARA DE ABA TH ESE 
ABA SEPARATION ABA PR ESE NT 

.ABA FATAL ABA D ESE RT 
ABA NAVAL ABA COMPL ETE 
ABA N AVA LFORCES ABA KILOM ETE R 
ABA C AVA LRY ABA M ETE R 
ABA EXC AVA TION ABA P ETE R 
ABA AWA IT ABA D EVE LOP 
ABA AWA RD ABA S EVE N 
ABA AWA Y ABA S EVE NTH 
ABA PRO BAB LE ABA S EVE NTY 
ABA PRO BAB LY ABA S EVE RAL 
ABA BI CYC LE ABA EVE RY 
ABA CYC LONE ABA EYE 
ABA BLOCKA DED ABA FIF TH 
ABA GROUN DED ABA FIF TY 
ABA GUAR DED ABA EIG HTH 
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PATTERN AA-Contlnued 

• LO SS A SS IGNED BA TT EN 
MA SS CRO SS ING WRI TT EN 
MESS ORE SS ING BI TT ER 
PA SS ME SS ING LI TT ER 

PRESS PA SS IVE BA TT ERY 
UNLESS LE SS ON SPO TT ING 

WITNE SS I SS UE BA TT LE 
PA SS ED A SS URE BA TT LESHIP 
ASSEMBLY EMBASSY MUZZLE 
ASSET OMI TT ED NO ZZ LE 

PO SS IBLE SUBMI TT ED 

MISCELLANEOUS PATTERNS 

AABA AGREEMENT AABCB SU FFICI ENT 
AABA K EEPE R AABCB A LLEGE 
AABA CH EESE AABCB CO LLEGE 
AABA BR EEZE AABCB BI LLETE D 
AABA MA NNIN G AABCB A MMETE R 
AABA PLA NNIN G AABCB W OODED 
AABA RU NNIN G AABCB TE RRIFI C 
AABA L OOKO UT AABCB BA TTERE D 
AABA E RROR AABCBDEB DI FFERENCE 
AABA M! RROR AABCC A CCESS 
AABA TE RROR AABCC A CCESS ORY 
AABA GLA SSES A

1
ABCC CO MMISS ARY 

AABA LO SSES AABCCB WI LLATTA CK 
AABA PA SSES 1ABCCDD CO MMITTEE 
AABA CHA SSIS ~ABCCDEFBC A CCESSORIES 
AABA A SSIS T ABCDA I LLEGAL 
AABAACB A SSESSME NT ABCDA A TTEMPT 
AABAACBDEA A SSFSSMENTS ABCDAB A TTEMPTE D 
AABAB PROC EEDED BCDB 0 FFENSE 
AABB CO FFEE ABCDB CHA LLENGE 
AABB BA LLOO N BA LLISTI C 
AABBAACAC B EENNEEDED A RRESTE D 
AABBCBC SU CCEEDED AABCDB PA SSENGE R 
AABCA B EETLE AABCDB BA TTERIE S 
AABCA A NNOUN CE AABCDBA SU RRENDER 
AABCA F OOTHO LD AABCDBABD SU RRENDERED 
AABCA CARRIER AABCDBC CO MMANDAN T 
AABCA A SSETS AABCDBD 0 FFENDED 
AABCA I SSUES ~ABCDBEC BA LLISTICS 
AABCADEC £;{) MMITMENT AABCDC E FFICAC Y 

I 

AABCADEC A TTENTION ~ABCDD 
I 

A DDRESS 
AABCADEFEA A NNOUNCEMEN T AABCDD I LL:t-iESS 
AABCB SO~ EENIN G _A!ABCDDCA A DDRESSED 
AABCB SJ PFERE D A~BCDDCD A DDRESSES 
AABCB DI FFERE NT AfJ3CDEB CO MMUNIQU E 
AABCB 0 FFICI AL AABCDEB TR OOPSHIP 

' 
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MISCELLANEOUS PATTERN8-Continued • AABCDEB A SSEMBLE ABA INVA DED 
AABCDEBC TR OOPSHIPS ABA LAN DED 
AABCDEC CO MMANDIN G ABA RAI DED 
AABCDEC~ BA TTLEFIEL D ABA WOUN DED 
AABCDED CO MMANDED ABA DID 
AABCDEDF(l A MMUNITION ABA IC EBE RG 
AABCDEE CO MMANDEE E ABA PR ECE DING 
AABCDEFA R EENLISTE D ABA R ECE IPT 
AABCDEFA I RREGULAR ABA CR EDE NTIAL 
AABCDEFB 0 FFENSIVE ABA F EDE RAL 
AABCDEFBA A SSEMBLIES ABA D EFE AT 
AABCDEFC A LLOTMENT ABA D EFE CT 
AABCDEFC C OOPERATE ABA D EFE R 
AABCDEFD I LLtTSTRAT E ABA SI EGE 
AABCDEFD A SSIGNMEN T ABA R EJE CT 
AABCDEFDGA A SSIGNMENTS ABA S ELE CT 
AABCDEFGA C OOPERATIO N ABA T ELE GRAM 
AABCDEFGABF R EENLISTMENT 6.BA ELE VATION 
AABCDEFGD BA TTLESHIPS ABA SCHEME 
AABCDEFGDAE C OORDINATION ABA R EME DY 
AABCDEFGDE A PPOINTMENT ABA DISPLAC EME NT 
ABA AGA IN ABA PLAC EME NT 
ABA AGA INST ABA ENE MY 
ABA C ALA MITY ABA G ENE RAL 
ABA ALA RM ABA R EPE L 
ABA S ALA RY ABA HERE 
ABA D AMA GE ABA SPHERE 
ABA M ANA GE ABA TH ERE 
ABA C ANA L ABA W ERE 
ABA ANA LYZE ABA WH ERE 
ABA J APA N ABA CONQU ERE D 
ABA PARA CHUTE ABA COV ERE D ~ 

ABA P ARA DE ABA TH ESE 
ABA SEP ARA TION ABA PR ESE NT 

.ABA FATAL ABA D ESE RT 
ABA NAVAL ABA COMPL ETE 
ABA N AVA LFORCES ABA KILOM ETE R 
ABA C AVA LRY ABA M ETE R 
ABA EXC AVA TION ABA P ETE R 
ABA AWAIT ABA D EVE LOP 
ABA AWA RD ABA S EVE N 
ABA AWA Y ABA S EVE NTH 
ABA PRO BAB LE ABA S EVE NTY 
ABA PRO BAB LY ABA S EVE RAL 
ABA BI CYC LE ABA EVE RY 
ABA CYC LONE ABA EYE 
ABA BLOCKA DED ABA FIF TH 
ABA GROUN DED ABA FIF TY 
ABA GUAR DED ABA EIG HTH 

ftES'fHIC'fED 3-2.2 



REF ID:A56892 
RES'fRIC'fED 

MISCELLANEOUS PATTERN8-Contlnued 

ABA L IAI SON ABA CA RTR IDGE 
ABA PROH IBI T ABA D RYR UN 
ABA SERV, !CI NG ABA DI SAS TER 
ABA RA IDI NG ABA CA SES 
ABA R IDI NG ABA RE SIS T 
ABA R IGI D ABA SUS PEND 
ABA F ILI NG ABA SYS TEM 
ABA M ILI TARY ABA S TAT ION 
ABA MOB ILI ZE ABA DIC TAT OR 
ABA S IMI LAR ABA TIT LE 
ABA L IMI T ABA AL TIT UDEl 
ABA PROX IMI TY ABA LA TIT UDE 
ABA F INI ST-t ABA TOTAL 
ABA F IRI NG ABA TOT ALING 
ABA RET IRI NG ABA A UGU ST 
ABA W IRI NG ABA USU AL 
ABA V ISI BLE ABA F UTU RE 
ABA D ISI NFECT ABA SUR VIV ED 
ABA ADV ISI NG ABAA HAV EBEE N 
ABA DEC ISI ON ABAA SESS ION 
ABA V ISI T ABAACC TATTOO 
ABA V ISI TOR ABAB DETRA ININ G 
ABA POL ITI CS IABAB L ININ G 
ABA CR ITI QUE 1ABAB M ININ G 
ABA POS ITI VB: 'ABAB OBTA !NIN G 
ABA MEM ORIAL ABAB RAINING 
ABA NAN ABAB REMA ININ G 
ABA DOMI NAN CE: ABAB TRA ININ G 
ABA ORO NANCE ABABI CR ISIS 
ABA DOMI NAN T ABAB WI THTH E 
ABA NIN E ABAB PAR TITI ON 
ABA NIN ETY ABACA CANADA 
ABA MOR NIN G ABACA PANAMA 
ABA NIN TH ABACA PR ECEDE 
ABA OBO E ABACA ELEMENT 
ABA C OLO N ABACA ELEMENTARY 
ABA SEMIC OLO N ABACA ELEVEN 
ABA C OLO RS ABACA C EMETE RY 
ABA AUT OMO BlLE ABACA SEVERE 
ABA PR OMO TE ABACA AUD IBILI TY 
ABA HONOR ABACA EXH IBITI ON 
ABA VIG ORO US ABACA V ICINI TY 
ABA M OTO R ABACA M ILITI A 
ABA M OTO RlZED ABACA FAC ILITI ES 
ABA PR 01/0 ST ABACA 0 !MINI SH 
ABA PIP E ABACA L IMITI NG 
ABA POP ULATED ABACA INITI AL 
ABA LIB RAR Y ABACA DEF INITI ON 
ABA AI RDR OME ABACA D IRIGI BLE 
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MISCELLANEOUS F'A'l'TERN8-Condnued 

ABACA SEM IRIGI D ABA CDA R EVENUE 
ABACA REQU ISITI ON ABACDA U NKNOWN 
ABACA C IVILI AN ABACDA111 PR OMOTIO N 
ABACA D IVISI ON ABACDAAC S EVENTEEN • ABACA L OCOMO TIVE ABACDAACD S EVENTEENT H 
ABACA M ONOPO LY ABACDAC D ESERTER 
ABACA PR OTOCO L ABA CD AD D EFENSES 
ABACA CONS TITUT E ABACDAED AVAILABL E 
ABACA UNUSU AL ABACDAEEC N AVALBATTL E 
ABACADA V !SIBIL! TY ABACDB F ATALIT Y 
ABACADB DEF INITION ABACDB A NONYMO US 
ABACADBA PR ECEDENCE ABACDB C OLONEL 
ABACADC INITIAT E ABACDBA TH EREFORE 
ABACADD COMPL ETENESS ABACDC R ECEIVI NG 
ABACADDA N AVALATTA CK ABA CDC DYNA MOMETE R 
ABACADEC D !VISIONS ABACDCA L IMITATI ON 
ABACB V ACANC Y ABACDCCA NINETEEN 
ABACB COMB ATANT ABACDCCAD NINETEENT H 
ABACB C ATAST ROPHE ABACDCEA S TATEMENT 
ABACB D ETECT OR ABACDCECFGHIE M ETEOROLOGICAL 
ABACB V ISITS ABACDD FIFTEE N 
ABACB MEMBE R ABACDD li'O RTRESS 
ABACBDEC D ETENTION ABA CD DEC FIFTEENT H 
ABACBDEC R ETENTION ABACDEA ELEVATE 
ABACBDEFGFAG NONCOMBATANT ABACDEA D EVELOPE' 
ABACC R EBELL ION ABACDEA VER IF!CATI ON 
ABACC N ECESS ARY ABACDEA S IMILARI TY 
ABACC N ECESS ITY ABACDEAD SUSPENSE 
ABACC CAR ELESS ABACDEAFGE SUSPENSION 
ABACC WIR ELESS ABACDEB EXPL ANATION 
ABACCA P ARALLA X ABACDEB T OPOGRAP HIC 
ABACCA R EPELLE D ABACDEBFA R ECEPTACLE 
ABACCA T OMORRO W ABACDEC ABANDON 
ABACCDACC CAR ELESSNESS ABACDEC D AMAGING 
ABACCDC P ARALLEL ABACDEC QU ARANTIN E 
ABACCDEFEA N ECESSITATE ABACDECA P ENETRATE 
ABA CDA I ALASKA ABACDECFBA D ETERIORATE 
ABACDA ARABIA~ ABACDECFGB P ENETRATION 
ABACDA N AVALBA flE ABACDED C APABILI TY 
ABACDA RECEIVE • ABA CD ED M OTORCYC LE 
ABA CDA D ECEMBE R ABACDED SUSPICI ON 
ABACDA D EFENSE ABACDEDEDC G ENERALALAR M 
ABA CDA R EJECTE D ABACDEDI;'BA SUSPICIOUS 
ABACDA R ELEASE 1 ABACDEDFGA SUSPICIONS 
ABACDA S ELECTE D ABACDEFA D EFECTIVE 
ABA CDA R EMEDIE S ABACDEFA D EFENSIVE 
ABA CDA EMERGE NCY ABACDEFA T ELEPHONE 
ABACDA ENEMIE S ABACDEFA D ETERMINE 
ABACDA ~ EPEATE D ABACDEFA D EVELOPME NT 
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MISCELLANEOUS PATTI:RN8-Contlq.ued 

• A~.AbDEFA EXERCISE ABBA SH IPPl NG 
ABACDEFAF• ... EXERCISES ABBA M ISSI NG 
ABACDEFB DEDICATE ABBA ADM ISSI ON ~ 

ABACDEFB ENEMYTAN KS ABBA M ISSI ON 
ABACDEFC DEDICATI ON ABBA PERM ISSI ON 
ABACDEFCDFE V ETERINARIAN ABBA F ITTI NG 
ABACDEFCFD ELEC'l'RICIT Y ABBA AFTER NOON 
ABACDEFD SUSPECTE D ABBA NOON 
ABACDEFDF SUSPENDED ABBA F OLLO ft 
ABACDEFE ANALYSIS ABBA C OMMO N 
ABACDEFGA EXECUTIVIS ABBA OPPO SE 
ABACDEFGB POPULATIO N ABBA OPPO SITE 
ABACDEFGBA -ENEMYPLANE S ABBA • B OTTO M 
ABACDEFGBA S EVENTYFIVE ABBAB B AGGAG E 
ABACDEFGBEHF D ETERMINATION ABBAB WITN ESSES 
ABACDEFGDHH G ENERALSTAFF ABBACA APPARA TUS 
ABACDEFGE MEMORANDA ABBACA L ETTERE D 
ABACDEFGHA MEMORANDUM ABBACB V ESSELS 
ABACDEFGHIA D ECENTRALIZE ABBA CDA M ESSENGE R 
ABBA AFFA IR ABBACDA EFFECTE D 
ABBA APPA RENT ABBACDB M ISSIONS 
ABBA APPA RENTLY ABBACDEA IRRIGATI ON 
ABBA BARRA CKS ABBACDEDA OPPOSITIO N 
ABBA B ARRA GE ABBACDEFA EFFECTIVE" 
ABBA ARRA NGE ABBACDEFA D IFFICULTI ES 
ABBA P ASSA GE ABBACDE:F'A IMMIGRATI ON 
ABBA ASSA ULT ABBACDEFC:Q ILLITERATE 
ABBA ATTA CH ABBACDEFI>~ ATTAINMENT 
ABBA ATTA CK ABBACDEFEO ARRANGEMEN T 
ABBA ATTA IN ABBACDEFQiJ ATTACHMENT 
ABBA :B ATTA LION ABBCA ANNUA L 
ABBA IN DEED ABBCA APPEA R 
ABBA EFFE CT ABBCA DIS APPEA R 
ABBA COMP ELLE D ABBCA C ARRIA GE 
ABBA SH ELLE D ABBCA S ETTLE 
ABBA CONF ERRE D ABBCA ISSUI NG 
ABBA COMPR ESSE D ABBCA FOUR TEENT H 
ABBA IMPR ESSE D ABBCA SIX TEENT H 
ABBA PR ESSE D ABBCA CHA UFFEU R 
ABBA V ESSE L ASBCA S URROU ND 
ABBA CIGAR ETTE ABBOADAEF'<f APPEARANCE 
ABBA B ETTE R ABBOADAEFO DIS' APPEARANCE 
ABBA L ETTE R ABBCAPC APPEARE D 
ABBA D IFFI CULT ABBCBSOA P OSSESSIO N 
ABBA W ILLI AM ABBCBDA ASSISTA NCE 
ABBA F ILLI NG ABBCBDAED ASSISTANT 
ABBA K ILLI NG ABBCCDAB ASSOONAS 
ABBA REF ILLI NG ABBCDA ALLOWA NCE 
ABBA SW IMMI NG ABBCDA APPROACH 
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MISCELLANEOUS PATTERNs-Continued 

ABBCDA ARRIVA L ABCA ADVA NCE 
ABBCDA ASSURA NCE ABCA DI AGRA M 
ABBCDA M ESSAGE ABCA EV ALUA TION 
~ABBCDA ILLUMI NATE ABCA ALWAYS 
ABBCDAB M ESSAGES ABCA C AMPA IGN 
ABBCDAB C ORRIDOR ABCA M ANDA TE 
ABBCDAEA B ELLIGERE NT ABCA MANUAL 
ABBCDAEFC ALLOCATIO N ABCA JANUARY 
ABBCDAEFC IMMEDIATE ABCA CANVAS 
ABBCDAEFGAE ILLUMINATIN G ABCA CH APLA IN 
ABBCDAEFGAHE ILLUMINATION ABCA C APTA IN 
ABBCDAEFGAHE D ISSEMIN.Al'ION ABCA AREA l. 

ABBCDBCEA APPRO,PRIA 'l'E ABCA DEB ARI{A TION 
ABBCDCA EFFICIE NT ABCA EMB ARKA TION 
ABBCDCA C OLLISIO N ABCA ASIA 
1\BBCDCAED EFFICIENC Y ABCA COASTAL 
ABBCDCAED C OLLISIONS ABCA C ASUA L 
ABBCDGEFA ADDITIONA L ABCA C ASUA LTY 
ABBCDDCA C OMMISSIO N ABCA AVIA TOR 
ABBCDDCA C OMMISSIO NER ABCA BARB ED 
ABBCDDCEAFGC ACCOMMODATIO N ABCA BOMB 
ABBCDEA ACCOMPA NY ABCA BOMB ARD 
ABBCDEA APPROVA L ABCA BOMB ER 
ABBCDEA ASSOCIA TE ABCA LIGHT,BOMB ER 
ABBCDEA SH ELLFIRE ABCA BRIB E 
ABBCDEA T ERRIBLE ABCA BULB 
ABBCDEAFB ACCORDANC E ABCA CANC EL 
ABBrDEAFB REENFOR~ ABCA CHEC K 
ABBCDEAFBC ACCEPTANCE ABCA CIRC LE 
ABBCDEAFBGBC REENFORCEMEN 'l' ABCA CIRC ULATE 
ABBCDEAFD APPLICATI ON ABCA CONC EAL 
ABBCDEAFEC ASSOCIATIO N ABCA CONC LUDE 
ABBCDEAFGC ACCEPTABLE ABCA HUNDRED 
ABBCDEAFGC ALLEGIANCE ABCA L EADE R 
ABBCDEAFGHF C ORRESPONDIN- G ABCA EAGE R 
ABBCDEFGA ACCIDENTA L ABCA M EAGE R 
ABBCDEFGA APPROXIMA TE ABCA S EAME N 
ABBCDEFGA OCCUPATIO N ABCA STEAMER 
ABBCDEFGBAHAC IRREGULARITIE S ABCA N EARE ST 
ABBCDEFGBA IRREGULAR! TY ABCA C EASE 
ABBCDEFGEA ILLUSTRATI ON ABCA GR EASE 
ABBCDEFGHAD C OMMENDATION ABCA INCR EASE D 
ABCA P ACKA GE ABCA L EAVE 
ABCA EV ACUA TING ABCA ECHE LON ... 

ABCA EV ACUA TION ABCA WR ECKE D 
ABCA R ADIA L ABCA INF ECTE D 
ABCA R ADIA TE ABCA EDGE 
ABCA ADJA CENT ABCA S EIZE 
ABCA GRADUAL ABCA R ELIE F 
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• MISCELLANEOUS PATTERN8-Contlnued 

ABCA H ELPE R ABCA I NFAN TRY 
ABCA TW ELVE ABCA CO NFIN E 
ABCA NOVEMBER ABCA U NION 
ABCA ABSENCE ABCA SU NKEN 
ABCA LIC ENSE ABCA FLA NKIN G 
ABCA 0 ENTE! R ABCA I NLAN D 
ABCA ENTE R ABCA I - I NTEN D 
ABCA ENVELOP ABCA CO NTIN UAL 
ABCA R EQUE ST ABCA CO NTIN UE 
ABCA FI ERCE ABCA INVENT 
ABCA S ERGE ANT ABCA OCTO BER 
ABCA MAT ERIE L ABCA D OCTO R 
ABCA REVERSE ABCA F OGHO RN 
ABCA OBS ERVE ABCA P OISO N 
ABCA R ESPE CT ABCA C OMPO Sl!:D 
ABCA W ESTE RLY ABCA C ONVO Y 
ABCA w ESTE RN ABCA EN ORMO US 
ABCA ETHE ~R- ABCA EXPL OSIO N 
ABCA lvfAN EUVE R ABCA PUMP 
ABCA I R EVIE W ABCA PURP OSE 
ABCA EXCE PT ABCA HARBOR 
ABCA EXPE CT 

1
ABCA AI RBOR NE 

ABO A, EXPE ND ABCA MURDER 
ABCA EXTE NO t ABCA 0 RDER 
ABCA GAUG E ' I 

ABCA 0 RDER S 
ABCA GEOG RAPHI~ ABCA REAR 
ABCA FOR GING Al3CA RECR UIT 
ABCA W HICH ABCA COU RIER 
ABCA ... HIGH ABCA P RIOR 
ABCA HIGH ER ABCA SUPE RIOR 
ABCA HIGH EST ABCA ARMOR 
ABCA V ICT! M ABCA ARMORY 
ABCA M IDNI GHT ABCA PROGRAM 
ABCA DR IFTI NG ABCA MO RTAR 
ABCt L IFTI NG ABCA QUA RTER 
ABC S IGNI FY ABCA QUA RTER S 
ABet BU ILDI NG ABCA FEB RUAR Y 
ABC INDI CATE ABCA FORWARD 
ABCA INDI RECT ABCA CEN SORS HIP 
ABCA DESCR IPTI ON ABCA 1 SuNSET 
ABCA L IQUI D ABCA IMPOR TANT 
ABCA A IRFI ELD ABCA START 
ABCA REPR ISAL ABCA PRO TECT 
ABCA M ISFI RE ABCA TENT 
ABCA' F ISH! NG ABC.t\ TENT H 
ABCA W ITHI N ABCA PRO TEST 
ABCA FUE LOIL ABCA TEX'l' 
ABCA MAIM ~BCA THAT 
.ABC A LANDING fBCA S TRAT EGIC 
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MISCELLANEOUS PATTERNs-Continued • ABCA S TRAT EGY ABCAC P RAIRI E 
ABCA D UGOU T ABCAC PRO TESTS 
ABCA UNSU ITABLE ABCACA D IETITI AN 
ABCA P URSU E ABCACB 0 RDERED 
ABCA P URSU IT ABCACBDEC PROPORTIO N 
ABCA 0 UTGU ARD ABCACDEFD PROPOSALS 
ABCAA D ECREE ABCADA ALMANA C 
ABCAA DEGREE ABC ADA R ELIEVE 
ABCAA B ETWEE N ABC ADA C ENTERr: D 
ABCAA DI SCUSS ABC ADA B ESIEGE D 
ABCAA A SPOSS IBLE ABC ADA R EVlEWE D 
ABCAAB P ONTOON ABCADAB CO NTnffi:NT AL 
ABCAAB THATTH E ABCADAC S EALEVEL 
ABCAACDEB P REARRANGE D ABCADAC INDIVID UAL 
ABCAB W ARFAR E ABCADAEC IGNITION 
ABCAB S ECREC Y ABCADAEFB TENTATIVE 
ABCAB OBS ERVER ABCADAEFC S IGNIFICAN T" 

I 

ABCAB W HETHE R ABCAD.j\EFCE S IGNIF'ICANC E 
ABCAB B INDIN G ABCADAEFGHF SUBSISTENCE 
ABCAB F INDIN G ABCADB ATLANT ·IC 
ABCAB S INKIN G ABCADB BRIBER Y 
ABCAB PA INTIN G ABCADB CIRCUI T 
ABCAB PR INTIN G ABCADB W EDNESD AY 
ABCAB I NTENT ABCADB LOG ISTICS 
ABCAB P ONTON ABCADB EXPL OSIONS 
ABCAB C ORPOR AL ABCADB PREPAR ING 
ABCAB RECRE ATION 

' 
ABCADB IM PROPER 

ABCAB P RIORI TY ABCADB PROPER 
ABCAB SUPE RIORI TY ABCADBA INSIGNI A 
ABCAB DI SEASE ABCADBC PREPARE 
ABCAB PRO TECTE D ABCADBCEFCGG PREPAREDNESS 
ABCAB PRO TESTE D ABCADBD PREPARA TION 
ABCAB 0 UTPUT ABCADBEFD CIRCUITOU S 
ABC ABA INT ERFERE ABCADG R ADIATI ON 
ABCABB D ISMISS ABCADC ST ANDARD 
ABCABB D ISMISS AL ABCADC V ARIATI ON 
ABC ABC THATHA VE ABCADC ASIATI C 
ABCABCA ENTENTE ABCADC AVIATI ON 
ABCABDA S ENTENCE ABCADC R EVIEWI NG 
ABCABDB REPRESENT ABCADC EXTENT 
ABCABDBEFGFHIB REPRESENTATIVE ABCADC I NVENTE D 
ABCABDBEFGFHIED REPRESENTATIONS ABCADC TACTIC S 
ABCABDC RETREAT ABCADC S TARTER 
ABCABDED M ANGANESE ABCADCj ZIGZAG 
ABCABDEFA C ORPORATIO N ABCADC~ CO NVENIEN T 
ABCABDEFGHD RECREATIONA L ABCADCB CO NDENSED 

I 

ABCAC ARMAM ENT ABCADCB TACTICA L 
ABCAC N EARER ABCADCEFBGABC ENTERTAINMENT 

I .. 
ABCAC PROPO SE ABCADCEFGED 

I 
CONCENTRATE 
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ABCADCEFGEHC 
ABCADCEFGEHBC 
ABC ADD 
ABC ADD 
ABC ADD 
ABCADD 
ABCADD 
ABC ADD A 
ABCADDA 
ABCADDECCFA 
ABCADDEFA 
ABCADEA 
ABCADEA 
ABCADEA 
ABCADEA 
ABCADEA 
ABCADEA 
ABCADEAB 
ABCADEAE 
ABCADEAE 
ABCADEAE 
ABCADEAFA 
ABCADEAFGA 
ABCADEB 
ABCADEB 
ABCADEB 
ABCADEB 
ABCADEB 
A.BCADEBCE 
ABCADEC 
ABCADEC 
ABCADEC 
ABCADECA 
ABCADECAFD 
ABCADECFC 
ABCADEDA 
ABCADEDAFB 
ABCADEDBD 
ABCADEDBDE 
ABCADEDC 
ABCADEDF'GA 
ABCADEDFGDBC 
ABCADEDFGFB 
ABCADEE 
ABCADEEBFGHC 
ABCADEED 
ABCADEEFBC 
ABCADEEFGD 
ABCADEFA .., 

ftES'flUC'fElD 

!. REF ID:A56892 
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MISCELLANEOUS PATTERN8-Contlnued 
I 

CONCENTRATIN G 
CONCENTRATION 

D EPRESS ION I 
EXCESS I 

D !STILL ;' 
P OSTOFF ICE 
B OYCOTT 

AMBASSA DOR 
EXPELLE D 
UNSUCCESSFU L 
EXCESSIVE 
ADVANTA GE 
ADVANTA GEOUS 

DECREASE 
S EPTEMSE R 
R EQUESTE D 
D !SC!PLI NE 

CO NTINGENT 
EXPENDED 
EXPENSES 
EXTENDED 
ELSEWHERE 
EXPERIENCE 

C ENTERIN G 
ENTERIN G 

R ESPECTS 
INCIDEN T 

M ISFIRES 
INCIDENCE 

M ANDATED 
S ECRETAR Y 

GYR OSCOPIC 
REARGUAR D 

D ISTINCTION 
CONCERNIN G 

CO NFINEMEN T 
INVITATION 
SUBSTITUT E 
SUBSTITUTI ON 

LI EUTENANT 
ENTERPRISE 
CONCILIATION 
ENTERPRISIN G 

P ROGRESS 
CANCELLATION 
CANCELLE D 
CONCESSION 

P ROGRESSIVE 
ECHELONE D 

ABCADEFA 
ABCADEFA 
ABCADEFA 
ABCADEFAB 
ABCADEFAB 
ABCADEFABGADE 
ABCADEFAGB 
ABCADEF'B 
ABCADEFBA 
ABCADEFC 
ABCADEFC 
ABCADEFC 
ABCADEFCGHB 
ABCADEFD 
ABCADEFD 
ABCADEFD 
ABCADEFE 
ABCADEFE 
ABCAOEFE 
ABCADEFE 
ABCADEFE 
ABCADEFE 
ABCADEFE 
ABCADEFEA 
ABCADEFGA 
ABCADEFGA 
ABCADEFGAF 
ABCADEFGB 
ABCADEFGB 
ABCADEFGBC 
ABCADEFGC 
ABCAOEFGC 
ABCADEFGD 
ABCADEFGDC 
ABCADEFGE 
ABCADEFGF 
ABCADEFGHAB 
ABCADEFGHCA 
ABCADEFGHCFIG 
ABCADEFGHEIGCF 
ABCADEFGHH 
ABCADEFGHIAJF 
ABCADEFGHIB 
ABCADEFGHIE 
ABCADEFGHIGBH 
ABCBA 
ABCBA 
ABCBA 
ABCBA 

3-29 

ENVELOPE 
EXPEDITE 
EXPERIME NT 
INDICATIN G 

D ISTINGUIS H 
D ISTINGUISHING 

INDICATION 
ADVANCED 

EXT RAORDINAR Y 
BOMBARDM ENT 
CIRCULAR 

U NTENABLE 
RETROACTIVE 
ADVANCIN G 
EXTENDIN G 
EXTERIOR 
CONCRETE 
EXPEDITI NG 
EXPEDITI ON 
OBSOLETE 

G ONIOMETE R 
PURPOSES 
RECRUIT! NG 

C OMPOSITIO N 
EXPENSIVE 
EXTENSIVE 
ECHELONMEN T 

C ASUALTIES 
CIRCULATI ON 
CONCLUSION 
INDICATED 

S TRATEGICA L 
EXTENSION 
CONCEALMEN T 
REPRISALS 
BOMBARDED 

C ONFORMATION 
EXTERMINATE 
EXTERMINATION 
REORGANIZATION 

R ESPECTFULL Y 
CIRCUMSTANCES 
RETROACTIVE 
GEOGRAPHICA L 
CIRCUMSTANTIA L 

COMP LETEL Y 
AWKWA RD 
CAPAC ITY 

PA CIFIC 
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ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABOBA 
ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABCBA 
ABCBAA 
ABCBAAB 
ABCBAB 
ABCBAB 
ABCBABDEB 
ABCBABDEB 
ABCBADA 
ABCBADB 
ABCBADB 
ABCBADB 
ABCBADBC 
ABCBADEB 
ABCBCDBA 
ABCBDA 
ABCBDA 
ABCBDA 
ABCBDA 
ABCBDA 
ABCBDA 
ABCBDA 
ABCBDAB 
ABCBDAB 
ABCBDABA 
ABCBDABD 
ABCBDABDEA 
ABCBDAEFGB 
ABCBDAEFGHG 
ABCBDCBA 
ABCBDDBA 
ABCBDEA 
ABCBDEA 
ABCBDEA 
ABCBDEAEC 
ABCBDEBA 
ABCBDEBA 
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I 
MISCELLANEOUS PATTERNS-Contl*ued 

I 

SPE CIFIC ABCBDEBA 
HIN DERED ABCBDEBA 

DIVID E ABCBDEFA 
GARAG E ABCBDEFA 

C ITATI ON ABCBDEFBA 
LEVEL ABCBDEFGA 

P REFER ABCBDEFGBA 
REFER ABCBDEFGHFA 

P RESER VATION ABCBDEFGHIJBA 
RESER VATION ABCCA I 
TAXAT ION ABCCA i 

HOS TILIT Y ABCCA 1 
U TILIT Y ABCCABDEC 

AC TIVIT Y ABCCBADED 
U SELESS ABCCBCA 
P REFERRE D ABCCBDA 

DIVIDI NG ABCCDA 
AC TIVITI ES AECCDA 
P REFERENCE ABCCDA 

REFERENCE ABCCDA 
MINIMUM ABCCDA 

P RESERVE ABCCDA 
RESERVE ABCCDA 
REVERSE ABCCDA 
RESERVES ABCCDA 

SPE CIFICATI ON ABCCDA 
REMEMBER ABCCDAA 
DEFEND ABCCDAAEB 
DEPEND ABCCDAAEBFF 

MU NITION S ABCCDAAEFD 
RESEAR CH ABCCDAB 
STATES ABCCDAEC 
STATUS ABCCDAED 

IN TEREST ABCCDAEFB 
DEFENDE R ABCCDAEFB 

E NGAGING ABCCDAEFBC 
DEFENDED ABCCDAEFC 
DEPENDEN T ABCCDAEFDGG 
STATISTICS ABCCDEA 
DEPENDABLE ABCCDEA 
DEPENDABILI TY ABCCDEA 
PARAGRAP H ABCCDEA 
DEFERRED ABCCDEAB 

E CONOMIC ABCCDEAD 
DAMAGED ABCCDEAD 

PO LITICAL ABCCDEADCDE 
MANAGEMEN T ABCCDEBFGHDA 
DEFEATED ABCCDEFA 
DESERTED ABCCDEFA 

3-30 

RECEIVER 
REPEATER 
REJECTOR 
STATIONS 
DEVELOPED 

R ESISTANCE 
DETERMINEL> 
DISINFECTED 
DECENTRALIZED 
LITTL E 
PASSP ORT 

S TREET 
C ROSSROADS 

MILLIMETE R 
BE GINNING 

INF LAMMABL E 
COLLEC T 
CORREC T 

T RIGGER 
RUBBER 
RUNNER 
SPOOLS 
SPOONS 
SUGGES T 
SUPPOS E 
TURRET 
SUCCESS 
SUCCESSFU L 
SUCCESSFULL Y 
SUCCESSIVE 

P RESSURE 
TERRITOR Y 
CORRECTE D 
COLLECTIO N 
CORRECTIO N 
CONNECTION 
CONNECTIN G 
CORRECTNESS 
GASSING 
GETTING 

ST RAGGLER 
IN TERRUPT 
IN TERRUPTE D 

COMMENCE 
COMMERCE 
COMMENCEMEN T 
DISSEMINATED 
COMMUNIC ATE 
SUPPLIES 

• 
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MISCELLANEOUS PATTERNS-Continued 

I 
ABCCDEFAGHFBE: COMMUNICATION ABCDA INSPIRE 
ABCCDEFBGHDGAD CORRESPONDENCE ABCDA LOCAL 
ABCCDEFGA R EAPPOINTE D ABCDA LAU NCHIN G 
ABCCDEFGHAli'G R EAPPOINTMENT ABCDA CO NDEMN 
ABCDA S ABOTA GE ABCDA MACHI NEGUN 
ABCDA R AILWA Y ABCDA NOTIN G 
ABCDA ANIMAL ABCDA EXPA NSION 
ABCDA S ANITA RY ABCDA CO NTAIN 
ABCDA M ARSHA L ABCDA MOU NTAIN 
ABCDA M ARTIA L ABCDA I NTERN AL 
ABCDA EASTWARD ABCDA FRO NTLIN E 
ABCDA N ATURA L ABCDA I NTREN CH 
ABCDA N ATURA LIZE ABCDA C ONTRO L 
ABCDA TE CHNIC•AL ABCDA H ORIZO N 
ABCDA COUNC IL ABCDA OUTBO ARD 
ABCDA R EACHE D ABCDA PROMP T 

' ABCDA L EAGUE ABCDA RECOR D 
ABCDA EASTE RLY ABCDA REPOR T 
ABCDA EASTE RN ABCDA RETUR N 
ABCDA W EATHE R ABCDA P RIMAR Y 
ABCDA H EAVIE R ABCDA RIVER 
ABCDA INS ECURE ABCDA ROGER 
ABCDA S ECURE ABCDA FA RTHER 
ABCDA R EDUCE ABCDA FU RTHER 
ABCDA SCH EDULE ABCDA, NO RTHER LY 
ABCDA B EFORE ABCDA SATIS FY 
ABCDA R EFUGE ABCDA SHIPS 
ABCDA R EFUSE ABCDA WAR SHIPS 
ABCDA R EGIME NT ABCDA THIRT Y 
ABCDA R EGIME NTAL ABCDA WI THOUT 
ABCDA EITHE R ABCDA EX TRACT 
ABCDA FUS ELAGE ABCDA ..., TRACT 
ABCDA D ELIVE R ABCDA INS TRUCT 
ABCDA GR ENADE: ABCDA DES TRUCT ION 
ABCDA ERASE ABCDA TWENTY 
ABCDA OP E:RATE ABCOA B UREAU 
ABCDA R ESCUE ABCDA~ WESTWARD 
ABCDA PR ESIDE NT ABCDAA R EFUGEE 
ABCDA R ESUME ABCDAA C ODEBOO K 
ABCDA D EVICE ABCDAA BU SINESS 
ABCDA D EVISE ABCDAA DI STRESS 
ABCDA GOING ABCDAA STRESS 
ABCDA T HOUGH ABCDAAD F ORENOON 
ABCDA C HURCH ABC DAB DECIDE 
ABCDA F IGHTI NG ABCDAB DECODE 
ABCDA INFLI CT ABCDAB SP EARHEA D 
ABCDA EXT~INGUI SH ABCDAB R EDUCED 
ABCDA INQUI RE ABO DAB ENTREN CH 
ABCDA INQUI RY ABCDAB ERASER 
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MISCELLANEOUS PATTERN8-Contlnued 

ABCDAB GEORGE ABCDAECD L ABORATOR y 
ABCDAB POSTPO NE ABCDAECE OUTPOSTS 
ABC DAB RETIRE ABCDAECFD EX AMINATION 
ABC DAB ES TIMATI ON ABCDAED T RAVERSE 
ABCDABA DECIDED ABCDAEE ACTUALL Y 
ABCDABAB INCLININ G ABCDAEE EXPRESS 
ABCDABC M AINTAIN ABCDAEE THIRTEE N 
ABCDABC M AINTAIN ED ABCDAEEFAB THIRTEENTH 
ABCDABCEFD PHOSPHORUS ABCDAEFA OV ERWHELME D 
ABCDABEFA ENTRENCHE D ABCDAEFAB INFLICTIN G 
ABCDAC L ANGUAG E ABCDAEFB P RESCRIBE D 
ABCDAC ANYWAY ABCDAEFBE 0 NEHUNDRED 
ABCDAC GOV ERNMEN T ABCDAEFC M ANUFACTU RE 
ABCDAC I NSTANT ABCDAEFC PR ESIDENTI AL 
ABCDAC I NSTANT LY ABCDAEFC D ISTRIBUT E 
ABCDAC DI SPERSE ABCDAEFCA D ISTRIBUTI NG 
ABCDAC RES TRICTI ON ABCDAEFCA D ISTRIBUTI ON 
ABCDAC PA TRIOTI C ABCDAEFD F LASHLIGH T 
ABCDACB CO NDEMNED ABCDAEFD C ONTROVER SY 
ABCDACDAEFGB I NSTANTANEOUS ABCDAEFD A SCENSION 
.ABCDACEFDAF COINCIDENCE ABCDAEFD WINDWARD 
ABCDAD MOVEME NT ABCDAEFDB RESTRICTE D 
ABCDAD A MUSEME NT ABCDAEFDE RESTRICT! ON 
ABC DAD RIGORO US ABCDAEFE PAR ENTHESIS 
ABCDADC S ANITATI ON ABCDAEFE RETURNIN G 
ABCDADEDAFB INSTITUTION ABCDAEFEGE RE SPONSIBILI TY 
ABCDADEFEAGC ANTIAIRCRAFT ABCDAEFF RED CROSS 
ABCDAEA EXTREME ABCDAEFGAHB INSPIRATION 
ABCDAEA MAXIMUM ABCDAEFGC REGARDING 
ABCDAEAB SU ITABILIT Y ABCDAEFGD RESTRAINT 
ABCDAEABD UNI TEDSTATES ABCDAEFGFE TR ANSPACIFIC 
ABCDAEAE PAR ENTHESES ABCDAEFGHC TWENTYFIVE 
ABCDAEB F IGHTING ABCDAEFGHFBC CONSCRIPTION 
ABCDAEB S IGHTING ABC DBA PR ACTICA L 
ABCDAEB RAILROA D ABCDBA W ATERTA NK 
ABCDAEB REPORTE D ABCDBA DIV EBOMBE R 
ABCDAEB RETURNE D ABCDBA ENGINE 
ABCDAEB TRACTOR ABC DBA S ENTINE L 
ABCDAEB INS TRUCTOR ABCDBA R EVOLVE 
ABCDAEBA RECORDER ABCDBA S ITUATI ON 
ABCDAEBC DE TONATION ABCDBAA ENGINEE R 
ABCDAEBFBDC U NIDENTIFIED ABCDBAAEDBC ENGINEERING 
ABCDAEBFC SATISFACT ORY ABCDBAB LIABILI TY 
ABCDAEC AVERAGE ABCDBAD RE TALIATI ON 
ABCDAEC D !STRICT ABCDBAEAD D ISPOSITIO N 
ABCDAEC OUTPOST ABCDBAEBE U NEXPENDED 
ABCDAECA TWENTIET H ABCDBBA ANTENNA 
ABCDAECAB I NTERNMENT ABCDBBA D ISCUSSI ON 
ABCDAECB D ISTRICTS ABCDBBDEA TRA NSMISSION 
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ABCDBCAEB 
ABCDBCEA 
ABCDBEA 
ABCDBEA 
ABCDBEA 
ABCDBEAB 
ABCDBEAE 
ABCDBEAFB 
ABCDBEAFCDB 
ABCDBEAFD 
ABCDBEAFD 
ABCDBECA 
ABCDBEFAGABC 
ABCDBEFAGEB 
ABCDBEFBA 
ABCDBEFCDAB 
ABCDBEFGA 
ABCDBEFGAB 
ABCDBEFGBCHIA 
ABCDBEFGHA 
ABCDCA 
ABCDCA 
ABCDCA 
ABC DCA 
ABCDCA 
ABC DCA 
ABCDCA 
ABC DCA 
ABCDCAAC 
ABCDCAB 
ABCDCABCA 
ABCDCAC 
ABCDCAC 
ABCDCAD 
ABCDCAEAB 
ABCDCAEB 
ABCDCAED 
ABCDCAED 
ABCDCAEFD 
ABCDCAEFDGHEGA 
ABCDCBABC 
ABCDCBCEA 
ABCDCEA 
ABCDCEA 
ABCDCEA 
ABCDCEA 
ABCDCEA 
ABCDCEAFC 
ABCDCEAFE 

~EB'ffUCTED 
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MISCELLANEOUS PATTERN8-t.ontlnued 

INTENTION ABCDCEBA 
A ERODROME ABCDCECA 

INCENDI ARY ABCDCECDA 
PR OTECTIO N ABCDCEFGAB 
IN TERCEPT ABCDCEFGCA 
IN TERCEPTE D ABCDCEFGCA 
C ONTINUOU S ABCDDA 

INVENTION ABCDDA 
QU ARTERMASTER ABCDDA 

INCENTIVE ABCDDAB 
INTENSIVE ABCDDAEACBE 

E NCIRCLIN G ABCDDAEFAF 
ENTANGLEMENT ABCDDAEFGHICE 
TEMPERATURE ABCDDEA 
DECREASED ABCDDEA 

C ONTINUATION ABCDDEA 
YESTERDAY ABCDDEAEC 
ARMOREDCAR ABCDDECDFA 
DISTINGUISHED ABCDDEFCGHA 

P ERFORMANCE ABCDDEFEACGE 
AIRCRA FT ABCDDEFGGEDBA 
CRITIC ABCDEA 
CRITIC AL ABCDEA 

D EFICIE NT ABCDEA 
ENGAGE ABCDEA 

P OSITIO N ABCDEA 
PR OVISIO N ABCDEA 
FI REALAR M ABCDEA 

PHILIPPI NES ABCDEA 
ANTITAN K ABCDEA 

I NDEPENDEN T ABCDEA 
CRITIC! SE ABCDEA 
CRITICI SM ABCDEA 
OPINION ABCDEA 
ENGAGEMEN T ABCDEA 

P OSITIONS ABCDEA 
D EFICIENC Y ABCDEA 

PR OVISIONS ABCDEA 
CHARACTER ABCDEA 
CHARACTERISTIC ABCDEA 

IN TERPRETER ABCDEA 
HO STILITIES ABCDEA 

BRI DGEHEAD ABCDEA 
M EDICINE ABCDEA 
D EFINITE ABCDEA 
S EPARATE ABCDEA 

SURPRIS E ABCDEA 
QU ALIFICATI ON ABCDEA 
P ERSISTENT ABCDEA 
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ELIGIBLE 
D ESTITUTE 

CO NSTITUTIN G 
PHOTOGRAPH Y 

DEM OBILIZATIO N 
M OBILIZATIO N 
R ECOMME ND 
T OBACCO 

SHELLS 
B EACHHEA D 

INEFFICIENC Y 
R ECOMMENDED 
R ECOMMENDATION 

DROPPED 
AI RSUPPOR T 
A RTILLER Y 

COEFFICIE NT 
SCHOOLHOUS E 

MI SCELLANEOUS 
CLASSIFICATI ON 

R ECONNAISSANCE 
AERONA UTICS 

R AILHEA D 
AIRPLA NE 
AMBULA NCE 

CO ASTGUA RD 
M ATERIA L 
S ATURDA Y 
C AUSEWA Y 
N AUTICA L 

BLOCKB USTER 
ME CHANIC 

CHEMIC AL 
CONDUC T 
DISLOD GE 
DOWNED 

B ECAUSE 
D ECIPHE R 
D ECLARE 

OBJ ECTIVE 
L ECTURE 
V EHICLE S 

ENCODE 
COMP ENSATE 

ENTIRE 
R EPLACE 
R EPULSE D 

CONSID ERABLE 
INT ERPOSE 
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MISCELLANEOUS PATTERNS-Continued • ABCDJ!:A S ERVICE ABCD~ABFD NATIONAL! SM 
ABCDEA EUROPE ABCDEABFDC NATIONALIT Y 
ABCDEA EUROPE AN ABCDEABFE MARKSMANS HIP 
ABCDEA EXCITE ABCDEABFFGHD SHARPSHOOTER 
ABCDEA T HROUGH ABCDEABFGDHF W ARDEPARTMENT 
ABCDEA IDENTI CAL ABCDEAC AUTOMAT IC 
ABCDEA IDENTI FY ABCDEAC AI RCONTRO L 
ABCDEA INHABI TED ABCDEACFB ANTEDATIN G 
ABCDEA D !RECTI ON ABC DEAD CONTACT 
ABCDEA MEDIUM ABC DEAD V ICTORIO US 
ABCDEA SY NCHRON IZE ABCDEAD C RUISERS 
ABCDEA JU NCTION ABCDEADFD THREATENE D 
ABCDEA CO NFtDEN T ABCDEAE ENCODED 
ABCDEA NOTHIN G ABCDEAE P ERMAhEN T 
ABCDEA E NTRAIN ABCDEAE FORTIFI ED 
ABCDEA L OCATIO N ABCDEAE REQUIRI NG 
ABCDEA REV OLUTIO N ABCDEAEFGC TRADITIONA L 
ABCDEA DEC ORATIO N ABCDEAFA R EPLACEME NT 
ABCDEA T ORPEDO ABCDEAFAGE EXCITEMENT 
ABCDEA OVERCO MING ABCDEAFAGHEAID IDENTIFICATION 
ABCDEA T RAILER S ABCDEAFB CLERICAL 
ABCDEA T RAWLER ABCDEAFB INVASION 
ABCDEA DI RECTOR ABCDEAFBC RESOURCES 
ABCDEA REPAIR ABCDEAFC DES IGNATION 
ABCDEA NO RTHWAR D ABCDEAFC RES IGNATION 
ABCDEA C RUISER ABCDEAFC CO NFIDENTI AL 
ABCDEA I SLANDS ABCDEAFD D IMENSION 
ABCDEA STRIPS ABCDEAFE ADJUTANT 
ABCDEA SUNRIS E ABCDEAFE INTERIOR 
ABCDEA TARGET ABCDEAFE I NFLUENCE 
ABCDEA NOR THEAST ABCDEAFF R EADINESS 
ABCDEA THREAT ABCDEAFGA D ECIPHERME NT 
ABCDEA NORTHWEST ABCDEAFGAFB MEDIUMBOMBE R 
ABCDEA TWELFTH ABCDEAFGD LEGISLATI ON 
ABCDEA L UMINOU S ABCDEAFGE CO MPARTMENT 
ABCDEAA EIGHTEE N ABCDEAFGEE SMOKESCREE N 
ABCDEAAE SUBMISSI ON ABCDEBA DELAYED 
ABCDEAAFED EIGHTEENTH ABCDEBA D ETONATE 
ABCDEAB INVADIN G ABCDEBA INDEMNI TY 
ABCDEAB F LEXIBLE ABCDEBA D I~PERSI ON 
ABCDEAB NATIONA L ABCDEBA RECOVER 
ABCDEAB REQUIRE ABCDEBA SURPLUS 
ABCDEAB RESTORE D AB~DEBAB ARBITRAR Y 
ABCDEAB OU TSKIRTS ABCDEBAED ARBITRATI ON 
ABCDEABA DEMANDED ABCDEBFA B RIGADIER 
ABCDEABD IMPEDIME NTA ABCDEBFAGA ENCOUNTERE D 
ABCDEABE AT OMICBOMB ABCDEBFCAGBF INTERNATIONA L 
ABCDEABF REPAIRED ABCDEBFDGA NAVIGATION 
ABCDEABFB REQUIREME NT ABCDEBFGAF H EADQUARTER S 
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• MISCEII ANEOUS PATTERNS-Continued 

ABCDEBFGHA R ESPONSIBLE ABCDEEA ENROLLE D 
ABCDEBFGHBCGIA NATURALIZATION ABCDEEA P ERSONNE L 
ABCDECA E NLISTIN G ABCDEEA IMPASSI BLE 
ABCDECA PRINCIP AL ABCDEEA IMPOSSI BLE 
AB.CDECA PR!NCIP LE ABCDEEACB I S IGNALLING 
ABCDECA SKIRMIS H ABCDEEAFDBC INTELLIGENT 
ABCDECAB I NTERMENT ABCDEEAFDBGD INTELLIGENCE 
ABCDECAC I NTERVENE ABCDEEDFGB'A RECONNOITER 
ABCDECACFE M AINTENANCE 

I 

ABCDEEDFGBAFE RECONNOITERIN G 
ABCDECAFCDA TRANSATLANT IC ABCDEEFAB ENROLLMEN T 
ABCDECBA NEGLIGEN T ABCDEEFAB C ONFESSION 
ABCDECBA REVOLVER ABCDEEFAE EMBASSIES 
ABCDECBA P ROTECTOR ABCDEEFDGFA DISAPPEARED 
ABCDECBAFB NEGLIGE~CE ABCDEEFGCAHB INTERRUPTION 
ABCDECCFA DISCUSSED ABCDEFA C ABLEGRA M 
ABCDECDCAFC I NTERFERENCE ABCDEFA AMERICA N 
ABCDECFA ENCIRCLE ABCDEFA C AMOUFLA GE 
ABCDECFA EVACUATE ABCDEFA CHRONIC AL 
ABCm::CF'BA SEAPLANES ABCDEFA CONFLIC T 
ABCDECFEA STANDARDS ABCDEFA DIS CREPANC Y 
ABCDEDA N EWSPAPE R ABCDEFA S EABORNE 
ABCDEDA MARITIM E ABCDEFA EMPLOYE R 
ABCDEDA CO NTRABAN D ABCDEFA ENCIPHE R 
ABCDEDA C OALITIO N ABCDEFA ENFORCE 
ABCDEDA BA ROMETER ABCDEFA ENLISTE D 
ABCDEDA GY ROMETER ABCDEFA D EPLOYME NT 
ABCDEDA HYD ROMETER ABCDEFA EQUIPME NT 
ABCDEDA HYG ROMETER ABCDEFA FIGHT ERPLANE 
ABCDEDA PSYCH ROMETER ABCDEFA ESCORTE D 
ABCDEDAB C ONDITION ABCDEFA D ESCRIBE 
ABCDEDAC REC OGNITION ABCDEFA J ETPLANE 
ABCDEDAFC N EWSPAPERS ABCDEFA EXCLUDE 
ABCDEDFA DICTATED ABCDEFA INCLUSI VE 
ABCDEDFA EXCAVATE ABCDEFA' LOGICAL 
ABCDEDFA EXHIBITE D ABCDEFA F ORMATIO N 
ABCDEDFAC ANTICIPAT E ABCDEFA T RANSFER 
ABCDEDFAC CLEARANCE ABCDEFA REGULAR 
ABCDEDFACDGB ANTICIPATION ABCDEFA P RISONER 
ABCDEDFCAB INTERESTIN G ABCDEFA SAILORS 
ABCDEDFCGAHB INAUGURATION ABCDEFA SECTORS 
ABCDEDFDA ARTIFICIA L ABCDEF4 SERIOUS LY 
ABCDEDFDEAB C ONSTITUTION ABCDE1J. E STABLIS H 
ABCDEDFDGHAIF CHRONOLOGICAL gA TONIGHT 
ABCDEDFGA PR OCLAMATIO N A EFAA EMPLOYEE 
ABCDEDFGA P RELIMINAR Y CDEFAAF T RANSFERRE D 
ABCDEDFGABHED INDETERMINATE CDEFAAGC T RANSFERRIN G 
ABCDEDFGADB P RELIMINARIE S ABCDEFAB INCLUDIN G 
ABCDEDFGHAGD ADMINISTRATI VE ABCDEFAB RADIOGRA M 
ABCDEDFGHAGDIE ADMINISTRATION ABCDEFAB P REMATURE 

REB'i'HIC'flm 3-35 



REF ID:A56892 
R EIS'i?RIO':FEID 

MISCELLANEOUS PATTERNS-Continued 

ABCDEFABA EMPLACEME NT ABCDEFBABGHD MEASUREMENTS • ABCDEFAC . INTEGRIT Y ABCDEFBGA ENDURANCE 
ABCDEFAC P RISONERS ABCDEFBGBA DECIPHERED 
ABCDEFACB IN TRODUCTOR Y ABCDEFCA ESTIMATE 
ABCDEFACD ALTERNATE ABCDEFCA NORTHERN 
ABCDEFACGF ALTERNATIN G ABCDEFCAB ESTIMATES 
ABCDEFAD CONTRACT • ABCDEFCAD D OMINATION 
ABCDEFAD D ESTROYER ABCDEFCAGFC ESTIMATEDAT 
ABCDEFAD INTERVIE W ABCDEFCBA DETONATED 
ABCDEFAD OPERATOR ABCDEF'CCFA DISTRESSED 
ABCDEFAD FI RECONTRO L ABCDEFCEA DISPERSED 
ABCDEFAD P ROCEDURE ABCDEFCGA ELABORATE 
ABCDEFADB D ESTROYERS ABCDEFDA D EPARTURE 
ABCDEFADF T RANSVERSE ABCDEFDAB C USTOMHOUS E 
ABCDEFAE D ISCONTIN UE ABCDEFDBAB INTERVENIN G 
ABCDEFAEGHEC D ISCONTINUANC E ABCDEFDBCAGB INTERVENTION 
ABCDEFAF EXPANDED ABCDEFDEAB INTERFERIN G 
ABCDEFAF I MPROVEME NT ABCDEFDGAB DEM ONSTRATION 
ABCDEFAFCD R ADIOSTATIO N 

I 

ABCDEFDGAHQD INTERMEDIATE 
ABCDEFAGA ENCIPHERE D ABCDEFDGHA HYDROGRAPH IC 
ABCDEFAGAB ENFORCEMEN T ABCDEFEA R EINSTATE 
ABCDEFAGB AEROPLANE ABCDEFEAB F INGERPRIN T 
ABCDEFAGB D ETACHMENT ABCDEFEAGACE R EINSTATEMENT 
ABCDEFAGB INFLATION ABCDEFEAGDB CERTIFICATE 

• ABCDEFAGB REINFORCE ABCDEFECACD THERMOMETER 
ABCDEFAGB TRAJECTOR Y ABCDEFECAE CONFERENCE 
ABCDEFAGBDB REIMBURSEME NT ABCDEFEDCGCAHB INTERPRETATION 
ABCDEFAGBHBD REINFORCEMEN T ABCDEFEFA C OMPETITIO N 
ABCDEFAGC INTERDICT ABCDEFEGA D EMOBILIZE 
ABGDEFAGCAHB INTERDICTION ABCDEFEGA C OMPUTATIO N 
ABCDEFAGE D EPARTMENT ABCDEFF;A UN DERSTOOD 
ABCDEFAGEC D EPARTMENTA L ABCDEFFA IMPRESS! ON 
ABCDEFAGFD REGISTRATI ON ABCDEFFAGE IMPRESSIVE 
ABCDEFAGHAB ENCIPHERMEN T ABCDEFFEDAGBC INSTALLATIONS 
ABCDEFAGHEBC CONFISCATION ABCDEFFGAB C ONGRESSION AL 
ABCDEFAGHFD INVESTIGATE ABCDEFGA DISARMED 
ABCDEFAGHFAIB INVESTIGATION ABCDEFGA M ECHANIZE D 
ABCDEi'AGHFAIBE INVESTIGATIONS ABCDEFGA T ECHNIQUE 
ABCDEFAGHIF B REAKTHROUGH ABCDEFGA R ECOGNJZE 
ABCDEFBA DECLARED ABCDEFGA ENFILADE 
ABCDEFBA DEPARTED ABCDEFGA EQUALIZE 
ABCDEFBA DEPLOYED ABCDEFGA EQUIPftGE 
ABCDEFBA DEPORTED ABCDEFGA EQUIVALE NT 
ABCDEFBA DETACHED ABCDEFGA D ESIGN4.TE 
ABCDEFBA EMPLO~ME N'l' ABCDEFG1 EXCHAN&E 
ABCDEFBA ENTRAINE D ABCDEFGA: GROUPING 
ABCDEFBA REGISTER ABCDEFG~ GUARDING 
ABCDEFBA P ROJECTOR ABCDEFGAI INSECURI TY 
ABCDEFBAB MEASUREME NT ABCDEFGAI D IPLOMATI C 

• 

1U!:5YlUC'fED 3-36 



• 
REM'IUCTED 

ABCDEFGA 
ABCDEFGA 
ABCDEFGA 
ABCDEFGA 
ABCDEFGA 
ABCDEFGA 
ABCDElt"'GA 
ABCDEFGA 
ABCDEFGAB 
ABCDEFGAB 
ABCDEFGAB 
ABCDEFGABF 
ABCDEFGAC 
ABCDEFGAC 
ABCDEFGACB 
ABCDEFGAD 
ABCDEFGAD 
ABCDEFGADG 
ABCDEFGAEHBC 
ABCDEFGAFE 
ABCDEFGAG 
ABCDEFGAHB 
ABCDEFGAHCGIDE 
ABCDEFGBA 
ABCDEFGBA 
ABCDEFGBA 
ABCDEFGBA 
ABCDEFGBA 
ABCDEFGBACAHGD 
ABCDEFGBAE 
ABCDEFGBHA 
ABCDEFGBHIAKC 
ABCDEFGCAG 
ABCDEFGCHEA 
ABCDEFGDAHB 
ABCDEFGDAHBC 
ABCDEFGDBFHA 
ABCDEFGDHAIC 

RES'fRIC'fED 

REF ID:A56892 

MISCELLANEOUS PATTERN8-Continued 

E NTRUCKIN G I ABCDEFGDHFAE 
NUMBERIN G / ABCDEFGEA 
OBJECTIO N I ABCDEFGEHA 
OPERATION/ ABCDEFGFABF 
SOLDIERS ABCDEFGFAG 

DI SPATCHES II ABCDEFGGAG 
WITHDRAW ABCDEFGHA 
WITHDREW I ABCDEFGHA 

D ESPATCHES ABCDEFGHA 
U NDERSTAND ABCDEFGHA 

WITHDRAW! NG ABCDEFGHA~ 
ENLISTMENT ABCDEFGHA 

I NSTRUMENT ABCDEFGHA 
F OUNDATION ABCDEFGHAB 
I NSTRUMENTS ABCDEFGHADB 

SOUTHEAST ABCDEFGHAGC 
SOUTHWEST ABCDEFGHBA 
SOUTHWESTE RN ABCDEFGHBA 
CONSTRUCTION ABCDEFGHBIKA 
IMPRACTICA BLE ABCDEFGHCAEB 
WITHDRAWA L ABCDEFGHCAEB 
INSPECTION ABCDEFGHDAB 
RECONSTRUCTION ABCDEFGHDGCA 
DESCRIBED ABCDEFGHDIKA 
DESTROYED ABCDEFGHEEHA 
DETRAINED ABCDEFGHFA 
REMAINDER ABCDEFGHFCAG 
TRANSPORT ABCDEFGHIA 
T~ANSPORTATION ABCDEFGHIA 
TRANSPORTS ABCDEFGHIA 
ESTABLISHE D ABCDEFGHiftB 
ESTABLISHMENT ABCDEFGHIAE 
CONFIDENCE ABCDEFGHIAF 
RANGE~INDER ABCDEFGHIDAB 
INSTRUCTION ABCDEFGHIFKA 
INSTRUCTIONS ABCDEFGHIGBA 

CE NTRALIZATION ABCDEFGHIJDA 
OBSTRUCTIONS 

3-37 

ORGANIZATION 
H EAVYBOMBE R 
D ESCRIPTIVE 
I NCOMPETENCE 
I NCOMPETENT 
H EAVYLOSSES 

CONSPIRAC Y 
DOMINATED 

C ENTRALIZE 
EXCLUSIVE 
EXPANSIVE 
EXPLOSIVE 
MECHANISM 

C ONSUMPTION 
INFORMATION 
CONVALESCEN T 
DESIGNATED 
DESPATCHED 
DISORGANIZED 
INTRODUCTION 

D ISCREPANCIES 
C ONFIRMATION 

NORTHWESTERN 
REVOLUTIONAR Y 
COUNTERATTAC K 

D EMONSTRATE 
AGRICULTURAL 
DISPATCHED 
OBSERVATIO N 
SUBMARINES 

C ONVERSATION 
C OMPENSATION 
R OADJUNCTION 
C ONSIDERATION 

SEARCHLIGHTS 
DEMONSTRATED 
SIMULTANEOUS 



RESTRICTED 
REF ID:A56892 

l> DIGRAPHIC IDIOMORPHS GENERAL 

AB AB 

-G EN ER AL AL AR M-
NE ED ED 

-P RO CE ED ED 
-S UC CE ED ED 
-D ET RA IN IN G-

-L IN IN G-
-M IN IN G-

OB TA IN IN G
QU IN IN E
RA IN IN G

RE MA IN IN G
SH IN IN G

-T RA IN IN G
CR IS IS 

PO SI TI ON ON 
-A RE RE EN FO RC ED 
-A SU SU AL 
BO TH THE
WI TH TH E-

-P AR TI TI ON 
RE PE TI TI ON 

VI VI D-

AB- AB 

-M AI NT AI N
RE AR GUARD

CH UR CH 
DE CI DE 
DE CO DE 
DI VI DI NQ 

SP EA RHEA D
-R ED UC ED 

-S CH ED UL ED 
-B EE NN EE DE O-

EM BL EM ' 
AM EN DM EN T

CO NT EN TM EN T
-s EVEN TE EN 
-S EV EN TE EN TH 

EN TR EN CH 
ER AS ER 

RES'FlUC'FED 3-38 

AB- AB 

TH,ER EF ER EN CE 
TH ER ES ER VE 
WHjER EV ER 

-C AR EL!ES SN ES S-
: GE OR GE 

J SC hO OJ .. HO US E
I LL UM IN AT IN G-

1 
IN CL IN E

-F IR IN GL IN E
MA IN TA IN 

-I NF AL LI BI LI TY 
-A ME ND ME NT 
SO ME TI ME 
-0 NE NI NE 

NO TK NO WN 
NO WK NO WN 

-A PP OI NT ME NT 
-C ON TE NT ME NT 

-C OM PR OM IS E-
-P ON TO ON 

-T HR OU GH OU T-
-N OW KN OWN-

PH OS PH OR US 
PO ST PO NE 

TR 00 PS HI PSI 
PARA PH Rl\ SE 
-P RE FE RE:Nc E

RE FE RFINC E
-THE RE FO RE 1 

-PRE PARE 
RE TI RE 
RE VE RE NT 

-C RO SS RO AD 5-
CA RE LE SS NE SS 

AT TE MP TE D
TH AT TH E

-F OR TH WI TH 
-I NV ES TI GA TI ON 

ES TI MA TI ON 
-D ES TI NA ':i'I ON 

AC TI VI TI ES 
,-H,UM DRUM 



• 
REF ID:A56892 

:RES'flUC'fl!lD 

AB--AB 

-P AN AM AC AN AL 
AR BI TR AR Y
AS SO ON AS 

AC CE PT AN CE 
EM PL AC EM EN T

-Q UA RT ER MA ST ER 
-I NT ER PR ET ER 
-A CC ES SO RI ES 

IN CL UD IN G
-D IR EC TF IR E-
TO MO RR OW MO RN IN G
PA NA MA CA NA L-
-I NT ER ME NT 
-I NT ER VE NT IO N-
CO NT IN GE NT 
-C ON DI TI ON 

-T OM OR RO WM OR NI NG 
RA DI OG RAM
RE AS SURE 

-P RE MA TU RE 
-D EF EN SI VE PO SI TI ON 

IN TE RD IC TE D
QU AR TE RM AS TE R

IN TE RP RE TE R
IN TE RR UP TE D

-F OR TI FI CA TI ON 

ftES'fftlC'f'ED 

\ 

3-39 

AB---AB 

AR MO RE DC AR 
EN FO RC EM EN T-

RE EN FO RC EM EN TS 
IN DE TE RM IN AT E
IN TE RE ST IN G-
IN TE RF ER IN G-
IN TE RV EN IN G-

-I NC OM PE TE NC E-
-C ON GR ES SI ON AL 

-D EM ON ST RA TI ON 
-C ON SU MP TI ON 

PH OT OG RA PH 
TH IR TE EN TH 

AB----AB 

-I NS TA LL AT IO NS 
-C ON CE NT RA TI ON 
-C ON FL AG RA TI ON 
-C ON SI DE RA TI ON 

AB-ABAB 

I
!N CL IN INIG

MA IN TA IN INIG-



•REF ID :~A56892 
..J 

• HES'PH:fOr±'ED •' I• 
I 

q ... 
• I • I • 

I 

e= DIGRAPHIC IDIOMORPHS ,J?LAYFAIR 
I 

AB BA I 
I 

I 
sc ABBA RD SH EL LE D-

AF FA BL E- -H EM ME DI N-
AF FA IR ST EM ME D-

-B AG GA GE ST EP PE D-
-H AW AI IA N- AV ER RE D-

AL LA RE AS CO NF ER RE D-
-B AL LA ST -I NT ER RE D-
-}t" AL LA CY .-R EF ER RE D-

IN ST AL LA TI ON S-
• I ES SE NC E-

-P AR AL LA X- I ES SE NT IA L-
AP PA RA TU S- AD DR ES SE S-
AP PA RE L- -C OM PR ES SE D-
AP PA RE NT CO NF ES SE D-
AP PA RE NT LY IM PR ES SE D-
AR RA NG E- I -L ES SE N-I 
AR RA Y- -M ES SE NG ER 

-B AR RA CK S- PR ES SE D-
-B AR RA GE PR OF ES SE D-

-E MB AR RA SX SE D- -P RO GR ES SE D-
-N AR RA TI ON -S TR ES SE D-

AS SA IL AN '1'- -S TR ES SE s-
AS SA UL T- -v ES SE L-

-A MB AS SA DO R- WI TN ES SE S-
-IMP AS SA BL E- AB ET TE D-

-M AS SA CR E- -C IG AR ET TE s-
-P AS SA GE -B ET TE R-

AT TA CH -L ET TE R-
AT TA CK -E IG HT TH RE E-
AT TA IN -R IB BI NG 

-B AT TA LI ON FO RB ID DI NG 
-R AT TA N- -D IF FI CU LT 

BO OB YT RA P- -B IL LI ON 
IN DE ED -F IL LI NG 
-w EB BE D- -K IL LI NG 

EF FE CT -M IL LI ME TE R-
EF FE CT IV E- -M IL LI NG 

CO MP EL LE D- -M IL LI ON 
-E XC EL LE NC E- SH IL LI NG 
-E XC EL LE NT SP IL LI NG 
-E XP EL LE D- -T IL LI NG 
-I MP EL LE D- -W IL LI AM 

-P EL LE T- -w IL LI NG 
PR OP EL LE D- IM MI GR AN T-
-R EP EL LE D- IM MI GR AT IO N~ 

; 

:R :1!.!5'fHfC'f'i3D 3 .. 1~0 ' 
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;ABS'f'RlC'fED 

AB BA 

IM MI NE NT 
SW IM MI NG 

-B EG IN NI NG 
SP IN NI NG 
-W IN NI NG 
CL IP PI NG 
SH IP PI NG 

-5 TR IP PI NG 
IR RI GA TI ON 

-M IS SI NG 
-M IS SI ON 

-A DM IS SI ON 
EM IS SI ON 
-H IS SI NG 

PE RM IS SI ON 
TR AN SM IS SI ON 

EM IT TI NG 
-F IT TI NG 

-5 PL IT TI NG 
PERM IT TI NG 

-.l!. FT ER NO ON 
FO RE NO ON 

NO ON TI ME 
-F OL LO W-
-H OL LO W-
-C OM MO N-
-C OM MO TI ON 

PO SI TI ON NO RT HO F-
-R EC ON NO IT ER 

OP PO RT UN E-
OP PO RT UN IT Y
OP PO SE 
OP PO SI TE 
OP PO SI TI ON 

-C OR RO BO RA TE 
-C OR RO DE 

-T OM OR RO W-
-B OT TO M-
-C OT TO N-
CA RE ER 
-5 UC CU MB ED 

RESTfU:C'i?ElD 3-4J. 

AB-BA 

PR AC TI CA BL E
PR AC TI CA L
-T AC TI CA L-

-D IV EB OM BE R-
EN GI NE ER 

-G EN UI NE 
-I NT ER FE RE 
-I ~T ER FE RE NC E-
-P EN ET RA TE 

-R EV OL VE R-
IN FI NI TE 

-D IS PO S! TI ON 
-s IT UA TI ON 
CA NA DI AN 

VE TE RI NA RI AN 
NI NE TE EN 
NI NE TE ENITH 

PE RC EP TI ON 
-P RE MI ER 

-S UR RE ND ER 
-0 UR SE LV ES 
TH EM SE LV ES 

DE SE RV ES 
RE SE RV ES 

SE RV ES 



REB'l'HJG':PED 

AB--BA 

DE BA RK ED 
DE CL AR ED 
DE FE NO ED 
DE MA NO ED 
DE PA RT ED 
DE PL OY ED 
DE PO RT ED 
DE SE RT ED 
DE TA CH ED 

PR EC ED EN CE 
EM PL OY ME NT 
EN TR AI NE D-
ME AS UR EM EN T
NE GL IG EN CE 
NO TA TI ON 
PA RA GR AP H
RE CE IV ER 
RE CO RD ER 
RE GI ST ER 
RE PE AT ER 
RE PO RT ER 
RE VO LV ER 

-P RO JE CT OR 
AS SE MB LI ES 

fU!!:S'ffUC'fi!!D 

REF ID:A56892 

AB---BA 

DE SE CR A'r ED 
DE SI GN AT ED 
DE SP AT CH ED 
EN EM YP LA NE S-

-D ET ER IO RA TE 
-s EV EN TY FI VE 

IR RE GU LA RI TY 
NO MI ~A TI ON 
SU SP IC IO US 

AB----BA 

IDE MO NS TR AT EDI 
NO TI FI CA TI ON 

• 

• 
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BEST BIG TED 

F. DIGRAPBIC IDIOMOBPBS: FOUR-SQUABEl 

(Grouped by number o:r significant letters in the :t.diomorphic pattern) 

A- A
BlOCKADED 

I NV J\D ED 
DM1:AGE 

CO :MM AN DS 
I SL .AN DS 

Am PLANES 
E NE MY PL .AN ES 

DESIGN AT ED 
ESTIMATED 
INDICATED 

CAVALRY 
NAVAL 

PROCEDURE 
ME CHAN IZ ED 

IMMEDIATELY 
WI TR DR AU 
WITHDREW 

EMERGE NC Y 
LIEUTEN.Alq'T 

FI ]Yl' EE N 
FI FI' H 
FI F:r Y 

BRIDGE :BEAD 
VIC IN IT Y 
WITIIDRAU 

ADD IT IO NA L 
AMMUlq'IT ION 

CONDITION 
BE CO GN IT IO N 

ELEMENT 
MI LI TA RY 
MI 1'1I MUM 
NINTH 

POI NT 
TOMORROW 

PO NT ON 
RE Q,U EST 
REQUIRE 

PRISONER 
BE SI ST .AN CE 

D IS PO SI TI ON 
PO SI TI ON 

SOUTH 

Two letters 

A- A-
SQ UA DR ON 

FI GH 'rE RP IA NE 
MOTORIZED 

DEPARTURE 
UNUSUAL 

A- --A
SABOTAGE 

DETACHMENT 
HAS BEEN 

BA'I'rALION 
BOMB ED 
CASUALTIES 
CASUALTY 
COMB AT 
CO OR DI NA TE S 
DIRE CT ION 
DI SPAT CH 

ME DI UM BO MB ER 
DIVE BOMBER 

R OA DJ UN CT IO N 
R EP LA CE l.ffi! NT 
R E1' RE AT 
SEVERAL 

JU liC TI ON 
CO NF m MA. TI ON 

I NF OR MA TI ON 
I NT EL LI GE NC E 

PATROL 
SA BO TA GE 
SEVERE 

AC TI VI TY 
ATTENTION 
S UC CE SS 'FU LL Y 

A- -- --A-
AR TILLERY 
ATTACK ED 

REENFORCE 
R EE NF OR CE ME: NT 

ID EN TI FY 
n..t PASS IB IE 
IM PO SS Il3 IE 

1 See subpar. _, Section IX. 

HE8TBICTEQ 3-43 

A- -- --A-
MOVE ME: NT 

EMPLACEMENr 
PE RS Oll NE L 

ARTILlERY 

A- -- -- --A-
CO MM UN IC AT IO NS 
CO NC EN TR ME 

REOPGANIZJ\T ION 
LIEU TE NA 1~ 

CO NS TR UC TI ON 

A- -- -- -- -- A-
CO MM IS SI ON ED 

-B -B 
UN AB IE 

OB ST AC L'El 
.AD VANCE 
AGAINST 

RAILHEAD 
PREP ARM ION 
ASSAULT 
BOMBARD 
AIRBORNE 
SEABORNE 

A DV .AN CI NG 
VICINITY 

DETACH 
DE TA CH ME Nl' 

I-I AV EB EE N 
M OV El-i EN T 

ENEMY 
RESERVE 
RETURN 

FL .AN K 
FO LL OVT 

B .AG '•h GE 
HA. SB EE N 

A PP RO AC HI l\1"} 
DE BO UC HI NG 

LAUNCHING 
I MM ED IA TE LY 



RESTRICTED REF ID:A56892 

Two letters (cont.) • -B -B -B -B -B -- -- -B 
IN IT IA TE P ER SO -NN- EL IDENriFIC.ATlON 

F IF Tii ES TI UA TE DA T 14 EC E'A NI ZE D 
TERRITORY P LA. TO ON DEPLOYMENT 

SIXTY SUPPLY MESSENGER 
M IS CE LL .AN EO US SUPPORr DESTROYER 

ELEVATION NA VA rn AS E AIR SUPPORT 
EIJ!:VEN FOR HARD VISIBILITY 

LI AI SON UI ND ~fA RD MESS Eli GE R 
DAMAGE I MP AS SI BL E 

MORNING -B -- -B I 
I ~:!P OS SI BL E 

UNUSUAL C AS UA IJI1 Y A NT IA m CR .AF T 
OBJECTIVE PATROLS' COMMANDING 

C OL ON BATTLESHIPS• OPERATION 
C OL ON EL GENERAL PR IS ON ER 

SUPERIORITY \f IL I.A TT AC K PROCEDURE 
MOTORIZED TRANS MI ss!IO N REENFORCE 

OUTS KI R:C S R EC OG NI TI ON TR AN SP OR TA TI ON 
EQUIPMENT TROOPSHIP YESTERDAY 
A~ RAGE RE GI MJ:: NT 
B 1\R RAGE CARR IE RS 1 -B -- -- -- -B 

AI RC RAFT MISS IO I~ R EC OM ME ]ID ED 
AN TI AI RC RA ~ ~TEN TY HE AV YL OS SE S 

REMAIN R EQ, UE ST ED R EC OMI4E ND AT ION 
R EQ, UI RE ME NT C OM I-ID' NI CA TI Oli£ 

MISSING RECONNOITERING 

Three letters 

A- A- A- A- A- --A- -B -B -B 
N AV 1\.L BA SE RE QU :ES TI::D B OM B.l!. RD :ME NT 

R EQ UI SI TI ON EL El-i EN TS 
ENGAGE ME NT 

Four letters 

ABA- -B A- .AB -B I A- -B .AB 
HEADQUARTERS AD DI TI ON .AL M: OR liT NG 

ELEVEN POSTPOUE 
A- AB -- -B I 

.AB -B A- SO UT iiiTES fl' A- -B -B --A-
CA NC EL RE CO mr OI 'l!E R 

RE CO NN AI SS AN CE A- A- -B -B ~ 
\'1 IT liD RA UA A- -B -- AB 

.AB -B -- A- I!I TI: RD IC T 

.AD VA UC ED A- A- -- A- A-
Eif EM l!T AU KS CO lll AU DI 17G A- -B -- A- -B 

S .A!I! IS FA CT OR Y 
.AB -- A- -B A- A- -- -B -B 
SIGH TI IlG BE QU IR :c!1 E:N T •\- -- A- C- C- e DI SPAT CH .GS 

IU~STHI8!:J:'i!H3 :-'JL~ 
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RBSq:'fl'fC'f:BD 

• Four letters (cont.) 

I 

A- -- -- C- A- C- -B A- -- AB -B -D -D -B 
RO .i\D JU NC TI ON UNSUCCESSFUL AIRS UP PORT 

I 

-B ABA- -B A- --A- -B -B -D -- -D -B 
DI SP OS :rr IO N -l!E DI ,til1 BO MB ER IN ST R"lJ CT IO N 

POSITION I C ON ST RU CT IO N 
PRESENT -B A- ~- -B A-

RE PRES Elif ~ VI SI BI LI TY -B --A- AB 
FIGH.rERPLANES 

-B A- .AB -B A- -- -· AB 
REPEAT ED INFORUAT ION -~ -- A- -- -- 1\l3 

E ST ~~ LI SH ME N£ 
-BA-A- -B -B A- -- -- A- -B 
DESTROYER IN ST AL L.l\. TI ON -B -- -BA-A-

EN CO UN TE RE D 
-B A- -B --A- -B -D -B -- -D 
UN ID EN TI FI ED CR OS SR OA DS -B -- -- -B -D -D 

RETI~FORCEUENT 

Five letters 

A- -B M3 -- -B -BA-A- -- AB -B -D -- -D -B -D 
NA VA L.l\. T.r AC K DI ST RI BU TI ON IN ST RU CT IO NS 

e A- -B -- -B AB -B A- -B AB 
REC ONNAIS SANC E REPLACEMENT 

-- -- -- --

Six letters 

.AB CB C- A- A- A- -B .AB A- A- -- CB A- -- CB 
POSITIONS RE QU IS rr IO N ID EN" TI FI CA TI ON 

.AB -D -D .AB A- CB -- A- C;B -B A:e AD -D 
C ON DI TI ON QUARrERMASTER Amil:Ul"ISTRATIVE 

RA DI OG RAM 
A- CB -- CB A-
SC HO OL HO US E 

Seven letters 

-B AD -- -B -D AD I 
RE Elif FO RC EM EN T 

E1ght letters 

AB -D AD -- -B AD .AB -B C- .AB CB AB -D C- AD C- -B 

• Q,U AR Tr: RM AS TE R EM PL AC EMEN T IN IJ.'E RD IC TI OU 

lli: i!l!iu;g!±!;sa 3-45 
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• 

(BLANK) 
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APPENDIX 4 
. I I ... .-

I - .. SERVICE TERMmOLOGY & STEREOTYPES I< . I . 
I . ~~ :1 - -t 

- ~ . 
Fe.milia.rity w1 th the style and peculio.r phraseology which exist in 

military mesfln.ges greatly :facilitates the c;rypta.noJ..ytic recovery of' the 
plain text or any such messages which have been encrypted. Th~o, this 
appendix has been compiled to comprise notes on those idiosyncrasies 
present in m:llitary messages which ore of particular interest end aid 
to the cryptanalyst. T.he notes which are applicable to the meosnges 
or all Serv1ccs are grouDed together in Section A, those which are 
applicable to messages of ground, naval, and air-origin, respectively, 
constitute Sections B, c, and D; those which apply to special types ot 
messages, such as weather messa6es1 are contained in Section E; and 
remarks Qn stereotypic beginnings and endings of' messages comprise 
Section F. -

Alth01l8h the notes contained herein derive primarily :from U. s. 
military cOimD.unications 1 many apply as well to the military communi
cations ot other countries. At the very least, this appendix indicates 
the types or information on message style and phraseology which, when 
lmown concerning the messages or any source 1 can be quite helpful in 
the cryptanalysis ot_such messages. 
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1. When mention ism~~ or time 1n military messages, it iBtcon
Yentionally specified in ter.mo of the 2~-hour clock system (ending nt 
midnight) 1 :ln whi.ch time is expressed a.s a group or four numero.J s. The 
first two numerals or the group denote ~he hour and the lnst two numer
als, the minute after the hour; for example, 6:00 Ar.f nppeo.rs o.s oGoo 
and. 6:00 PM appeo.rs o.s 1000. For o.ny current month, the do.y mny be indi
cated by prefixing the rour-d:lgit time group with a two-digit da.tc group, 
indicating the do.y or the month; for example, 080600 denotes 6:00 ~~ on 
the 8th day or the month. In some instances, a four·d1g1t time croup or 
six-digit date-time group occurring in a messase m~y be round with o. 
literal suffix, giving rise to such groups as 18oOZ1 o80600Q1 etc; tbis 
s..d'tix may be eny one or the lettero A to I or K to Z e.nd is o. type or 
designator used 1n communications practices to refer to ~ particular one 
ot the 24 time zones or the earth. 

2. Administrative messages in general often contain many sequences 
ot numbers, brought about by numetoua references to previous messages and 
to variouE Service regulations (among other items), reference genera..Uy 
being mroae on the basis or identifying scrinl numbers ond dates which 
aucb items usually bear,; specific illuatrntions or this fact appea.r in 
several or the succeeding :fiO.ra~a.phs 1n thia appendix. Furthermore, 
administrative messages contain referenc~s to items having ltteral desig
Dations,; to minimize errors in this connection &uch deoianationo arc 
otten spelled out phonetically, by means of a-phonetic alpha.bct, such as 
aoe' or the following: 

~· ABLE JIG SUGAR ALFA JULIETT SIERRA 
I BAKER KING 'TARE BRAVO KILO TANGO 

CHARLIE LOVE UNCLE COCA LIMA UHION 
DOG 'M:oo: VICTOR DELTA "f1ETRO VICTOR 
EASY NAN WILLIAM ECIIO IiECTJ\R 'fHriSKEY 
FOX OBOE "XRAY FOXTROT OSCAR Ex'l'M 
GEORGE PETl!:R YOKE GOLF PAPA YANKEE 
HOt-1 QUEEN ZEBRA HOTEL SUEBEC ZULU 
jTEM ROGER lNDIA -ROMEO - "':" - ~ .. 

~ "' """"" 
3. T.be messageo ot all Services eXhibit a high content of abbrevi-

at1ons; for this reo.aon, the following list of frequently-encountered 
abbreviations is included: 

NAVY OFFICER RANKS 

FADU •••• fleet admiral 
1\DM ••••• a.dmira.l 
VAnM •••• vice admiral 
~l •••• rear admiral 
COl IO •••• commodore 
CAPT •••• co.pta.in 
CDR ••••• cotmnander 
LCDR •••• lt. commander 
LT •••••• lieutenant 
LTJG •••• lieut. jr. ~ade 
Ens ••••• ensign 

• l l - 4-2 

.ARMY 1 AIR OFFICER RANKS 

GEiq •••••• general 
LTGEN •••• lt. general 
t4AJGEN ••• major general 
DRIGGEN •• brigadier general 
COL •••••• colonel 
LTCOL •••• lt. colonel 
~1AJ •••••• major 
CAPT ••••• captain 
1ST LT ••• first lieutenant 
2ND LT ••• second licnt~l~nt 

·- 4 
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'PUHCTU.l\.'.CION MISCF..'LL/\HEOUS 

CLN.- .co~on CG ..... comma.ndi.ng general UQ ••• heail q\\nrters 
c,~m ... ,.comm."l 
PARA •• paro.e;ra.ph 
PARCN.parenthesis 
PD ..... per..Lod 
RPT .... rcpeat 

co •••• commnnd1ng offlcer LI\T •• l~titudc 
COM ••• commander LONG .. lon~itude 
CO~IDT.command~t LTR •• letter 
DET ••• a~to.cbm.ent • l\180 •• meooo.e;e 
ETA ••• cntimo.ted t:fme of arr;tva.l NR ••• number 
ET.D .... eatimat~d time ~f departure RE ••• rcference 
GMT ••• Greenwich mean t~e UR ..... you~ 

- -
....... :t J .. 

lt. T.be 1dcn~1ty o~ the ~eraon orisi~~t~ng o. mi11~ m~asa~e may 
vppeo.r o.s o. sien:J.ture at tb~ e:Q.d of a mesoa~c and the ail.d.rcssee 1 G :Jdentity 
mo.y o.ppea.r at the beginning; ';;,;r either~ or both,., of thea"e .;Ay be "buried n 
in the midale or the message, set orr by ~arenthesea. If the siBOature 
is at the end or the message, it may be preceded by STOP (or PERIOD or 
SIG~NED, or bot.h. The identiflco.tlon of the or;tgiru:J.tor or o,ddrcasee mny 
consiot merc~y or his command designation (e.z., COMMANDING GENERAL, 
FIRST JUU.ff) or it may consist or his name o.nd ro.nk, followed by COMML\NDING 
or some other appropriate a.mplii'y:J.ng 4_a.~'i. !q.e;., in ~:t?-e Army, his branch 
o:f service) • _ • .. , • ~ ~ , ~ .. ,. ..: , ..... col • \ l~ ._ ~ ~rn 

... c.\. ;,.£.,_ ..... 11!,,,-"' .... _'lllt~,. ._11 .. 

Examples: • .. • ... .. ... 
-~ -- .. ' r- t .., ~ ~ .II\. ... \r-- • -

JONES, COLOl'{EL 1 ARTILLERY 

COMMJ\NDTI~G OFFICER, THIRD REGIMENT 
- . . 

COMM.I\NDER1 DESTROYER SQUADRON SIX 

SMITH, FLIGHT !.EADER, SECOND SQUADRON 

5· In milttary communications, long messages are often broken into 
parts, eo.~h part subsequently being treated as a separate messaee. ihus, 
m~ssages arise ~Tbich 'begin "PART (number) OF (number) PAllTS" 1 or "(number) 
PART NESSAGE PART (number)" 1 often aeparo.ted from the following mesaa.ge 
text by STOP or simply by an 11 X'' • 

B. RE:tP.MKS ON ITEMS APPEARING IN GROUND (ARMY) MESSAGES 

1. When mention of an army unit appears in a niilita.ry message, its 
size (echelon) is indicated, generally preceded by a numerical or literal 
designation and, as further information concerning the unit, its branch 
of service may be included. The several echelons of the u. s. Army, 
listed in descending order of size, are: army, corps, division (DIV), 
brigade, regiment (REGT), battalion (BN), compo.nyl (co), platoon. Some 
of the branches of service which may appear 1 as mentioned above, arE" z 
Infantry (JNF), Artillery (ARTY), Signal Corps (SIG C), Armor, Ordnance 
( ORD), Engineers (ENG) 1 Quartermaster ( QM). 

Examples or unit designations: 

(a) "A" Company, 39th In.fantry Reg:Lm.ent, 9th Inrantry Division 

• ~An artillery unit at thie echelon 1o termed a battery. 
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(b) 1st Armored. Division 

(c) 57th Signa.l. Battalion 

2. In connection with 11 above 1 an o.:rroy is the nol'IIl"ll. co:ni'l)..."md o-:: El. 

r;cnc1al (four stars); a corpa being the comm:md of.' o. lieutenant gt.'lel. "'1, 
a division, the commo.nd of a m1l.jor ecneraJ.; o.nd fl. bric;n(le, the coru..-•1:ul o£ 
o. briGtdicr general... A re~Jim<mt is norm'"l.lly connnmdcd by a. colonel, a. 
bntto.l:l on m"l.y be cOir.tuandcd by a,'"licuten'Ult colonel or a. ~ jor; a C0'11.Pa~ ,~~ 
by- o. co.pto.in, o.nd a platoon, by a. lientena.nt. 

3. For rc:ferc:nce pu.rpoaes1 when giv:lng loco.tiono of' units, rccd:Hy
reco~izo.ble innclmo.rks Guch as hills 1 crossroads ~nd roo.d Jl1llct:LOns r.1'~y 
be referred to in termn or their al~itude o.bove sco. level {'n nt~bcr or 
fc~t), :11: such lo.ndmarks do .not bcb.r 'proper DDfll.os v.h:Jch arc sUJ..tcblc fc:r. 
the purpose. Thus, a reference, in n milito.ry- mcmsa.ge1 to CROSSfO.l\DS 
SIX FIVE ZERO would apply to that pm-ticul.ar crossroads with:tn C" prc
oclccted area wb1ch ~s locat~d at an nlt1tude_of 65b feet. If1 \nLth~ 
on;y preselected area of reference., there are two or more lan~rks or any 
e;iven type which are both at the sa.m...e ,.o.;Ltity.ge, ;Lt is nccess().ry to nfi'~x 
a distinctive ~etter or number to the~al.titude dcsi~lation or each, in 
order to clearly identify a particulnr one, thus, such a reference as 
CROSSROADS SlX FlVE Zr::RO DASH [hypheif B m::~.y be encountered. In this 
connection, CROSSROADS may be found abbreviated o.s "CR" 1 and ROADJtll~CTIO:i 
as •'RJ". . -..... 

4. The location of any pa.rticu.1n.r unit may be specified in tenus of 
ita location with respect to a particular place or loc~~ity~ or to a 
p'\rticulo.r landma.rlt. Uowever_, its location rna.y o.lso be specified by 
Gta.ting hotr it is located on a specific ma.p or portion of' n m.,p. Thio 
glves rise in military messages to phrases such as COORDINATES orm 1IVE 
POmT 'J.l\10 FOUR DA..CJH ONE NINE FOUR POINT SEVEN, whereJ.n the numbers before 
t,he "dash" indicate the unit's location with respect to the hori~on'l?l 
grid lines of a preselected map and the numbers after the "dash'• indic3.te 
ito location with respect to the vertical grid lines. 

5. Specific h:l ~ys 1 turnpikes 1 and other roadways arc often 
inentificd in military messages by stating the place na.Illes of thcJ.r i.l~l"mi
nnl points; thus the high'fm.y running betl.,een G1•izurbeto and BolzaJlO could 
be called the GRIZURBETO DJ\SH ffi:mheif BOLZANO HIGIDv.J\Y. Similarly, ~rhen 
reference is Inade to an imaginary straight line across the terr~~ ~n a 
rn1ticulnr area, such a line 1nay be identified by specifyine any reccc
n:l?<l.ble landmarks between which the line runs, for e>..en?le, LI1TI: CUOSSRO~\DS 
!L~llREEl ON'.!: FIVE DAGli llOADJU.NCTIOU 'ETO Nn]E EI9HT. • ~ , I 

G. Included below is a. brier list of' rr~quent words appcarmc in 
Jo~-echelon gro\md traffic,~~ the abbreviation for certain ones are appended 
in I'f>rentheses o.fter them. In addJ.tion to the WOl~dG listed belO"fT.I' nJ.:nbelS 

onif. rcnks/titl~?s will be found to have a high frequency of occurlcnce. 

Acnn~o 

ACTlVITY 
ADJ1ITIO.~AL 

J..DVA1~C:C 

ADVISE 
AFr~RPO:i~ 

A~.PLAW:: 
.LUCI[T.:UTro·~ ( 'l.t"' o) 
AltF.A 



ARI\10Rl.:D 
AR~W 

1\RR:rvF: _ 
1\R'l' cr_;r.ERY ( 1\ R'.IY) 
1\.Tl'f~CK 
BI\Rlli\GE 
llA'l"J'ALJO!~ (13N) 
BRIDGE 
CAP'ItiD.l'~ 
C/\&UJ\J .. TII•~S 
CO~l!>'f..A 

COMHhND POST ( CP) 
CO~lf-ru:NJCATION ( COMM) 
COMPANY (CO) 
CONCEN'l'RATJON 
COUN'rE.RA'ITACK 
CROSSROADS (CR) 
D.\TLY 
DASH 
Dl!.FJ'".:ND 
DEWENSIVE 
DISPOSITION 
DIVISION (DIV) 
EAST 
IO:MPI..I\.CID-1E..'NTS 
ENF.~.ff 
BNLIST.r::D flmSOJ.'TNEL 
Fmr: 
FLANK 
FORCE 
FROM (FM) 
I~UJ\RTERS (HQ) 
HEAVY 

"" 
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RADIO 
RAI.LROl\D 

• HILL 
HOSTILE 
;t:DENTIFICI\!I'IO~T (IDF.~T) 
IMMF;DIATELY 

RrJ\DY 
RECEIVE 
RECON!'TAISSANC'E (RCN) INFMJTHY ( mF) 

INlWHM/\'fiON ( TIWO) 
LARGE 
r,EFT 
LIGHT 
LINE 
LOC.I\TION 
MACHINEGUN (MG) 
MESSAGE (r-1SG) 
MORNING 
MORTAR 
MOUN TAm 
MOVE 
MOVE!MENT 
NEAR 

I NEUTRALIZE .. ~ 
,NIQHT 
NOfi'.rH 
NOTHING 

_QBJF.CTIYJ-: 
O~"'FENSIVE 
~ICER 
ORDEE 

t PATROL 

~L/Il'IE ' 
POSITION 
PREPARE 
PRISO}l"ER 
PROOEED 

REli'EI.miCE (RE) (REF) 
REGJJ1ENT (REGT) 
REINFO.RCEt.mN~ 
Rl!.'PORTS 
REQUEST 

_ _ __ RF~UTRE 
REQUISITION 
RESERVES 
RIGHT 
RIVER 
ROAD 
ROADJUNCTIOif (RJ) 
ROCKET 
SEND 
SMJU.L 
_soum 
STOP 
SUPPLY 
SUPPORT 

_T.At<fs\S 
TODAY 
'l'Ol~ORROW 
TONJGHT 
TR09PS 
VICINITl 
WEST 
rlOODS 
YESTERDAY 

C • REMARKS ON iTEMS APPEARING IN NAV 1iL MESSAGES 

1. Mention of various sized ~oupings of vessels are found in 
I -messages of naval origin, among which those mentioned below are quite 

.. . 

frequently encount_erQd,. A major naval force is called a fleet, and the 
levels of echelonmcnt (or subdivision) within a fleet are the tank force, 
task group, and task. unit (in descending order of si~e). The basic unit 
of all fleet vessels is termed a division, and is comprised of two or 
more vessels of the same type;· ill this connection~ ~-rhen mention 1.s made 
of a division in a naval message, the particular type of vessel ot whicll ~ 
the dJ..vision is ma.de ttp is often speclfied; for exa.mple, CRUISER DIV:CSIQN. 
A squadron is made up of two or more divisions o:f submvines, destroyers, 
landing ships or other light vessels, and a flotilla comprises two or 
more such squadrons. .. 
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2.. In connection with l, above, e. tl.eet ia norrn"\ll.y com.lil~dcd by r.n 
admiral (rour otero), a tnok force being the commQOd or a vice edmiral; 
o.nd n tnsk group, tho c:ommand of a. renr admirol.. FL\rtbcrmoro1 :tn time of 
vo.r the officer 1n co::mnand of a convoy or flotilla. often holds the roolt of: 
cor~JMod.oro; the of'f'icer commanding o.n :l.ndividuo.l obip mo.y ronso in rank 
trom captain on down, depending on the type of ohip. 

3· A list or the main combat vessels is included below, the approx
imate maximum speed of each, which is expressed in I<liOTS, is shown 1n 
po.rcntheses .. 

• • 

BA'rl'L'ESHIP 
CARRIER 
CARRIER ESCORT 
CRUISER 
DESTROYER 
DESTROYER ESCORT 
SUBl·fARINE 

(35) 
(35) 
(15) 
(30) 
{35) 
(25) 
(20, on surface; 
10, submerged) 

l. 

~~an n particular vessel is mentioned in a naval messo.ge, it may be identi
fied by a numerical designation, by a group of letters, or by some proper 
na.ma. 

4. In naval messageo, the direction of an Object from a ship, or the 
courso ot a particular naval veosel or unit at sea 1a given as a compnao 
bearing cxproosed in degrees (from 0 to 359), for example, BEARD~G ZERO 
D!G~ FIVE. In oomc instances tl'te statement of a bearing will be followed 
by tho word TRUE or l1AGilE'!'IC 1 indicating that the bearing is measured trom 
tho googr~ph1cal pole (true north) or the ma5Qct1c pole (not corrected for 
variation), respectively. 

5. The position of a particular naval. veasel or unit at sea. may be 
opccii'icd in a naval message by stating ito latitude and longitude in 
degreoB and minuteo. The latitude may be from 0 to 90 degrees and the 
lon~itud.c from 0 to 180 degrees, a specified latitude is generally fol.lowed 
by l{OI\1'fi or SOUTH (as appropriate) and, similarly, longitude is followed by 
EAS~ or tlBST. For example, LATITUDE ~"HREE ZERO DEGREES ~70 OllE MnruTpJS 
llORTfl LOliGITUDE OUE FOUR 1"-10 DEGREES OiiE SIX HillUTES WEST, or more briefly 
L\Tr.tUDE ~IHEE ZERO DASH 'lWO OlE l~ORTI{ LO:;GIWDE o:&lE FOUlliWO DASH OUE SIX 
tl.CST. It~poaition is stated in conJunction with a bearing, it is not 
b.ccesca;ry•1fo • s~tate both latitude and longitude, and the location, llORTH or 
SOUT"J!, with respect to the equator or EAST or t-IEST witll respect to Green
wich !o!eridian. may be found omitted where no ambiguity arises. Positions 
arc nlso c~~~t~es•given as a bear~ and distance in miles from a epec1f1c ...r i- .. ( 4 • point.. r 1 ~ " .. 1 • ~ • "' • -

~ f i '1""'i. y I it- \ a. i ' • • ' ~ l < 

"''"'":.te-1-, .... 111 1"1~ -,:f., ....... ~ .. - .,\." ..... . ' 

I ' .., .-.. I t I r' I • f" 
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6. The tollowing words may be expected to appear rrequent.Ly' ln 
n selection ot naval messages of various ~ypes: 

AIRCRAFT 
.. -,~RADAR ~ . 

EXECU1'E -- -
AT. TI'.IlJDE :FLEET REJOIN-

- - ·- 'T FLIGHT -' - ~ BP.ACll RENDEZVOUS 
•' SA.:tL BLOCKADE FOromTION 

BO::ID'ED FUEL "" SEA 
CAEGO GUARDDtG SHin 
CBAmJEL HARBOJi . .... -· SHIP , 

~a: l 

COASTAL lQIO'IS SORT'I 
ca:lit'UID LATI'IUDE SQUADRON 
COiiTACT LOO'Gr.roDE oAS~OARD 
CU.WOI )litES S'IRAFED 
CORRECTED )lDIE (FIELD) S'.lru\IT 
COUESE MIS? ION ~~f .... .. ~· TAR:& CRAFT lTAVAL VES 

NA.VI V"IA 
.. .J 

DEPART 
DEPLOY OPERATIONS VOXAGE • 

-~· 

... -J 

Dm.A:RK PILb'i' .:tiEA~ 
~- I ~· ESCORT PORT 

D. REMARKS Oll ITEMS APPEARDlG IN AIR MESSAQES 

1. T.he various ~lement~ of w~1ch an air force 1s c~posed 8Dd which 
~y be mentioned_in air mes~ages ~regiven below, The smSllest"gr~uptng 
of aircraft, composed or one or more aircraft of a particular type, is 
called a flight. A sg;ua.dron is two or more flights of the same type; a 
group is made up of two or more squadrons~ a wing comprises two or more 
groups, an air division is composed of two or-more wings, and two or ~ore 
divisions constitute an a~r force. 

2 • In connection With l 1 aboVe 1 a :f"light is USually C~ded by a- ' 
maJor, a squadrO!l :!>.t:...~e; the c_~and or a ~l.1:=ut. c~l~el1~ a -~o"W. be~g 
the command or a colonel, a. -wing, the command of a brigadier general; 
and an air force, the command -or amaJor general. -

3. Some or the types of aircraft which may be mentioned frequently 
1n air messages are li:Sted"below, an indication or the range ot speed ot 
each type 1 expressed in Kt10TS 1 is shown 1n parentheses. 

BO:mER 
CARGO PLANE 
FIGH~ 
JET BamER 
JET FIGm'ER 
LIAiso:t PLAllE 

(250-4oo) 
(150-350) 
(250-500) 
(350-6oO) 
(250-500) 
( 65-150) 

4. The position ot a particular aircraft may be specified in an 
air message by stating its latitude and longitude 1n degrees and minutes, 
sometimes in conjunction with its altitude in feet. (Latitude may be 
from 0 to 90 degrees and longitude from 0 to 180 degrees.) 
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1. Weather messages. Any generalization on the specific elements 

which a wea~her mcosagc will contain would perforce be rather t~nl\o~o, 
tho contento or a particular weather mesoage generally being dependent 
on its source and purpose. However, there are certain elements which 
may be expectea-to appear 1n most weather messages, these are listod -
below with an indication of the ter.ms in which each ia generally expres
sed: 

• c f I 

a. Identification of the originating station (by code number, 
or location). • 

00-36). 
-b.,-Wind s~eed (knots) and direction (tens of degrees, from - ~ 

c. AJ!lo't,W.t ot,low ~louds (tenths or skJr covered) and their 
height (hundreds of~feet). 

- -- '"' d. Types Qf low, medium, and high clouds (e.g., cumulus, 
stratus, cirrus, etc.). 

e. ~perature of the_a~r ~d t~mperature ot the dew point 
(both in degrees Fahrenheit) • . 

:f • ._Present and past weather (e.g., clear, partly cloudy, 
cloudy or overcast, tog, drizzle, rain, snow, showers, thunderstorm, 
etc.). • 

g. Horizontal visibilit' (miles). 
' . 

h. Atmospheric pressure (tens, units, and tenths digits in 
millibars) and barometric tendency (e.g., fa111ng, steady, rising, etc.) 

2. Air-to-ground position reports. Position reports made by air
craft in flight may be expected to contain the maJority of the following 
elements of information: 

r ~ ..,....- -

a. Position ot the aircraft (in latitude and longitud~ or wi~h 
respect to some locality on t~e ground). 

b. Time. 

c. Speed. 

d. Altitude. 

e. Weather conaitions. 
' •• t r: 

deotination. 
Estimated time of arrival at next reporting point_or at . .. 
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F. STEREOTIPIC BEGINitmos AND END~GS 

Within the confines of the comparatively limited scope ot military 
messages, otereotypy or phraseology io inevitable~ Particularly 1n the 
br',:;lrmiugs of messages io this limitation a.ppe.rentJ thus these positions 
lend tbemsclveA most readily to nttaclt by the cryptanalyst. The follow
ing list ot stereotypes have a high frequency or positional occurrence, 
and the1•efore may provide a trui tful source tor cribs. It is to be noted 
that a stereotypic initial word often may suggest ! who1e opening phrase. 
For example, it a message ot 1ow-ecbelon ground origin begins with the 
word HEAVY, then it is not too unlikely that the opening phrase is "BEAVY 
ARTILLERY (FIRE, :BARRAGE) (FALLING 1 INTERDICTING) •••• ," which might be 
expalldcd into "HEAVY ARTILLERY FIRE FALLDlG ON OUR POSITIONS (NORTH, EAST, 
SOUTH, WEST) OF •••• " 

ACKNO\n..EDGE 
ADVA!iCE 
ADVISE (THIS COMMAND) 

{THIS HEADQUARTERS) 
ARRIVE 
A TrACK 
AT.InlTION 
CAITCEL 
CITE 
co::wmmo (GEim:RAL) 
CO. :lJIIICATION (OFFICER) 
COI:CEUTRATE (-ION OF) 
CO~lFIRU 

CO~ITIIruE 

DEPART (-URE) 
DISCONTIIWE 
EFFECTIVE 
EllEMY 
EQUIPI4ENT 
EXPEDITE (SHIPMENT) 
FOLLOWmG (ARE) (IS) 
FOR 
FROM 
HEAVY 
HOSTILE 
INFORM ( -ATION) 
n~ REPLY (TO YOUR) (MESSAGE) 
LOCATION (OF) 

ACKliOWLEDGE 
ADVISE (D2MEDIATELY) 
CONFIRM 
EriD 
END OF MESSAGE 
IMMEDIATELY 
~mERS (1, 1st, 2, 2d, etc.) 

BEGINNINGS 

NUZffiERS (1, 1st, 21 2d1 etc.) 
ORDERS 
OUR 
PARAPHRASE 
PLEASE 
POSITION 
PREPARE (TO) (-ATIONS FOR) 
PROCEED 

I RECEIPT 
RECEIVE 
RECO!•: lEIID ( -ATION) (-ED) 
REFER (-RIIlG) (TO) {YOUR) 
REFEREUCE (YOUR, MY) (UESSAGE 1 BADIO-

GRAU, TELEGRAM) (NUMBER) (DATED, ~) 
REPEAT 
REPORT 
REQUEST 
REQUIRE 
RERAD 
REURAD 
SEND 
SITUATIO:U REPORT 
STA'l.US REPORT 
SUPPLY 
VERIFY 
YOUR (COMMAND) (ORGANIZATION) 

END mas 

4-9 

PERIOD 
REPLY 
REFERENCE 
REQUESTED 
SIGnED (NAME) 
S~P 

TITLES (MAJ 1 COL1 eto. ) 
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APPENDIX 5 

LETTER FREQUENCY DA'l'A - FO~I$)N, t.J\NqvA9E§. ~ ,. ' 
J ... ... 

., , ~ r 

Section P!f!! 

A. German letter trequenc~ data•••••••••••••••••••••••••• 3-6 

B. French letter frequency data•••••••••••••••••••••••••• 1-10 

c. Italian letter frequency data••••••••••••••••••••••••• 11·14 

D. Spanish letter frequency data••••••••••••••••••••••••• 15-18 

E. Portuguese letter frequency data•••••••••••••••••••••• 19·22 

F. Russian letter trequency data •• ~·······~···~··•••••••• 23-26 

;: 

... . 
-.,. t~ ... l- , - .. - ,..- -... 
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!be letter f'requency data contained herein bas been compiled f'rom 
selected newspaper and magazine articles comprising war communiques and 
other military-type text. In the material which was processed there 
were place names and words f'oreigD to each particular :Language., these 
words account tor the presence ~f' certain non-characteristic letters 1n 
the data given herein tor those languages which make use of' the Roman 
alphabet. 

5-2 
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A,. GERMAN J..F.J'lYL'ER F:R.EQUF.NCY DNrA 

1-a. Absolute fr(o:O,gucncies of slnele letters of Germ.~n :ela.in text, G.'r.l'!!!flOd 
~lpho.beticoJ.lu_ based-on 6ozo'•6 letters oi' text. '(i:h'c-lcit.Tero x an! y $:/'o 
derived from foreign words contained in German plain text), 

A 3,601 G 1,921 L 1,988 Q 6 v &23 
B 1,023 H 2,1~77 l4 1,3G0 R 1~,339 w 99 
c 1,620 I 4,879 1'f 6,336 s 4,1?.7 X 12 
D 3,2118 J 192 0 1,635 T 3,J+J~o7 y 24 
E 10,778 K 747 p 499 u 2,753 z 654 
F 958 

~ ... 6o,O'lib 

1-b. Mono~o.pM c kauo. p1o.i'l! Gc:rmr.m 1a.ncuase • .0787 
1-c. Frequcncr distribution or oinsle letters based on 6o,or~6 letters of 
Gel"JllfUl plnin t.cxt z reduced to J ,ooo lettC"rs, nrranged accordiug "Lo their 
relative :Crcquenci<;!. .. 

E 180 T 57 G 32 F 16 
N 1o6 D 51~ 0 27 w 15 
I 81 u , ... 6 c 27 K 13 
R 72 H 41 M 23 z 11 
s 69 L 33 B 17 v 9 
A 60 

---- ..,.. ...... -

p 
J 
y 
X 
Q 

8 
3 

~,ooo .. 
1-d. Percentage of vowels, high-fregucncz consonants, medium i're9!cncy con
sonants, and low-freq\lency consonants in 6o,ol16 letters of Gcrmo.n ;elo.in text. 
Percentage o.r 8 most :frequent letters in German J?la.in text. 

I • 

.. 

- r..,. ... ~rrr~o 1 
Vowels A,E,I,o,u, and Y = 39.4~ 
Hi~h-Frequency Consonants D,N,{l1 S 1 and 'I' • 35 .~ -
~e~~um~requency Consonants ~,c,r,G,H,L,M, and w • 20.4~ 
~:Frequency Consonants J,K,P,Q,V,X, and Z • 4.4~ 

... .... a. "' ... ... ,_1 4 - ~ t&' .... - ... -- -

I 1- ' , ' 

(In aescending otder 6f frequency) .. ..... . ~ , ... 

8 most fr~quent letters E~N;I,R,s,A,T, and D = 67.~ 
' ... I - ' 

~-e. Abso~ute fre"(#incies o'.f sin~l~ l~ters as inJ.tiM ~etters o:r 9,568 
words in German p1aJ.n text, arranged according i.o their frequencies. 

D 1,716 u 550 z 343 K 263 0 135 
A 762 N 541~ M 339 p 181 T 106 
s 698 G 461 N 3o6 R 167 E 22 
E 686 B 460 F 280 L 158 Q 2 
I 581 v I~oa H 265 J 135 

9,568 

5-3 
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2-a.. Freq~ncy distribution or dir:_ro.pho baaed on 6o,ol~6 lette1·a of e 
German plo.in text, reduced to 51000 digro.pha. 

'2.-i Lc1i~V" 
A B C D E F G H ! J K L M N 0 P Q R S T U V W X Y Z _,......_ --.-· - -- - r-- -·- --.----- --
+ 11- 10 ... '5'3 , , 1 I I 'Z.. 33 1"?0 +K 1. 2.'Z 27 13 3(. I I I -- ~- -- -- -- -- --- - - f--- -

" +1 I I S" 3 3 II .L I 3 I ' - - ----
no S" 

1-· - r-- - ---~ -- -- - -
2.1 2.. (/ 111 I '2. 2. '0 I '5 2. 2. ... I S' ' 1. , 2. 2. 2.. 

I"S 2.2. IO '31 13 1'2 32. 2.+ 10 2. ' 2.1l 2..5 23S' 'S (, l'fS' "i 2.8 2+ , 15' 7 
- -, 

' '3 IS , '2. 2. 2. I ' '3 10 2. IO 12 
-

IO I 8 11 ' '2 2. 8 2. 7 I "3 I II 1l 5" 4jl 2. I I 

2.'1 I 8 M· ' 2. I I+ 2 8 '3 " '" I zo + 2.~ , 2. '3 I - -
"! I 'S~ 1 11 2.. IS , 2. , 1'1 II 'l+ n I , s~ 41- I '2. I I - -
1" 8 '3 

12. I I II I t t s 'J IO t $ 1-

'1-' '3 I " 2.1 ' '2.. ~, '3 '2.0 I '2. 1- IO 1'1.. " I I 

I" "!. + 2.' 1. '2.. I I+ I 2. I II I fl 5' I "3 "3 'i ' I I . 
'!."I 12. I Uti 511 , 5'7 9 3S 1- 10 " 10 18 8 S' + 3t. 2.1 2.0 10 11 11-

I "3 s l II '3 "S 'S I 18 " '33 I 5" I~ 12. + I I s I 
-f-

10 6' + I 2. I 7 2. 7 I ' 
I I -

'11- II s 15' '0 ' 12. 1 '57 2. II ' 9. 12. let ~ ~ 2.2. 1\? 2." ' 1' S' 

I+ " ~S" 13 ... , '3 7 "3 ?10 I s + , '3 " " 2. +o 'i7 ' S' S" I 5" 
-

2.5 l • 17 ~~ 2. + ' +o I l 7 '3 + + I+ 2.0 , lt. 2. 10 13 

I 2. s 2. '37 IS" S' I '2. 2. n ,, 1. 19' '2.i .... I I 2. I -
I ,, 

3 2.1 
-,, '2.+ 2.() '3 L ' -

1-·- -- --
,- . 

I ' ' 5' ' 2. + '2.1 + 



=";.•!.. .. --.::- ~I' 

El{ 235 RE 
ER lSI5 Dl 
Cli 130 JlE 

- DE 127 NG 
IID 118 ST 
IE 9J SC 
EI 90 IS 
~ 88 DE 
Ill 84 AU 
GE _ 78-1! SE 

1236 IT 
uu 76 ss 
ES 68 TI 
HE 64 IC 
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6o riA 39 ED 
60 J .. I 3'7 SI 
58 UE 37 IIA 
57 Rl 37 DA 
57 AU 36 EL 
55 NS 36 US 
53 NI 35 l!.T 
48 no 35 1\S 
l18 Rll 34 LE 

!~~ A11 25~~ : 
1~0 ON 33 LA 
l~O AL 33 ME 
39 EC 32 RU 

-
31 TA 
30 EM 
29 F.lt 
29 EU 
28 ~\'E 
28 IlT 
20 AT 
27 AR 
27 P.S 
27 F.B 
27 vo 
26 NU 
26 WI 
26 TS 

-25 1m 
25 LL 
211 VE 
21~ RO 
24 on 
23 UR 
23 NN 
22 ET 
22 OL 
22 IG 
2J NW 
20 TD 
20 MA 
20 so 

20' 'TU 16 
20 WA 16 
19 UF 15 
19 FE 15 
18 EW 15 
18 AJ3 14 
18 HI 14 
18 TR 14 
18 SA llt-

. , 

18 lofi 14 _,. 
17 NZ llt- , r 

17 U'l' 14 
16 SD 13 
16 3750 

'::: 'J \ \ .. 

2-d. Fresuent dJ.gro.:Rhs in Ge~"J]l(l.n _Elo.in text wh9sc rcvcr~n rJ:I:! ale? fre
Iucnt, o.ccompa.nicd bl their frc~cnciea from the ta.ble of 5..zOOO ~~ro.EhG 

IteJll 2-a). 
rr r {" n 

EN 235 I NE 58 IE 91 I EI 90 ES 68 I SE 461 AN 48 ! NA 39 
ER 195 : RE 60 IN 81~ I NI 35 IS 53 I SI 30 IT 44 I TI 40 
DE 127 I ED 31 GE 78 I EG 32 ~ 

2-e. Freguent dierapbs in German Elain text who~o reversals ar~--r~re or in
fr~quent~ accompo.nied by tllcir frequencies from tho table of 5,000 di~ro.phs 
(Item 2-a}. - , - J 

r ,. """' ., --. I 

' CH 130 I HC 21 NG 57j GN 31 sc 551 cs 0 
C Ltl I 

2-f. Doublets occurrjng in Gcnnan lain i.eit, arranged accord:i'. to their 
frequencies from the tabl: o~ 5,000 di~hs Item 2-a • 

ss 
LL 
NN 

. 
40 I EE 20 MM 
18 DD 

p 

131 FF 11 TT 
8 

71 RR 
1 AA 

61 GG-
4 li 

' L c.. If C 21PP 2100 . 1 
2 HH , J -~ UU. ~1 

- J '""3.. ... ... ... 

~ ~ 

• ~ I 

2-g. ~~~~e:r11s S:'Pl!esri!le. 100 or more times as p~t-in!'_:l.,!!e;~. ,of wor.<l;FLJll ~ 
21568 words in Gez~n plain text, arran~ed aceordi~ to the1r-~~splutc ~~- -
queneies. ...• • .·: ... -

~ ~05 
DI 567 
mr 1128 
AU 318 

EI 300 I DA .2,-fl~ I WE 1921 ER 1531'z.u"" 1241 ST 112 ...... ~ i -i-

GE 299 VO 2111- VE 172 HA 111-0 1-D: 117 IN 111 ,. 
BE 252 SI 197 l-1! 155 .AL 1~4 S_N 112 . S~, 11,. l . - .:, ... ! ~ ~y .~ 

- .. ' t .. ) 

1- ~, ., ... ~ .,. 
The 10 digraphs above this line compose 25~ or Gerrr~n plain teit:~ 

2 The 37 digra.~hs above this line compose 5~ of German plain text • 
¥ ... "' ~"' -5-5 : • ~'"to ... 



,. 

3-n. The 102 trigro.phs ap~aring ~FOr :Q;t@Wj ~ 60 ,01~6 lcttcr<J of 
Gcrmo.n plain text, ~ll.IIe;cd o.ccordilJ~ to 'Lb~ir o.bllolute :f."requ.c.ncJ,cs. 

SCH 666 ERC 313 liEN 198 J\US 162 IST J.l~2, JIDE J.2lr JIT/l.U 108 
DER 602 ENS 270 SSE 191 TIS 159 STt\ J.l•1 HER 122 'l'SC 107 
CliE 599 Cll'l' 26'-1- I<EI 190 DER 157 DES J.l~O .1\GII 119 Elii'i J 06 
DIE 5611 ~"GE 263 Tr:R 188 ElU 157 FUE 139 GE!S ll8 ERG 106 
NDE 5lll liDI 259 Him 185 Elm 155 llTil 139 liBI! ll7 lUT 106 
EIN 519 IND 254 DIT 1811 TON 15''- UER 138 EFA 117 ERR 10!) 
END 481 ERD 21~8 BJ3E 1'"{8 SEN 152 ERU 137 Dr:tl 116 C:rrA 104 
DI:Iq 457 n1E '21J.7 FNE 175 rri 151 'l"Vlif 136 UEU 11!:i V01{ 1011-
ICTI 453 AND 246 LIC 175 AUF 149 SEI 133 RIE 112 SJC 103 
TF.N 425 RDE 239 EGE 173 IES 11~9 ESE 132 VE."R J.lO ICE 1.02 
U1'G 377 ENA 211~ DJ\S 172 /ISS 11r8 ERT 128 LAN 109 ITE 101 
HEN 332 EHS 212 E~'U 171 Ell>i 148 liDA 127 Elm lo8 ENZ 100 
Ul\"D 331 EDE 209 NUN 169 IDlT 11~6 IED 126 ESS 108 ERB 100 
GEif 321 STE 205 NI!R 166 ERI 111-3 ERU 125 LLE lo8 l'::U't' 100 
ISC 317 VER 201~ rnm 163 EST 11l2 

3-b. The 25 tric.raphs nppeari~~ 50 or uore t~~~ as bogjnning~ of word~ 
in 9, 5ba word3 in Gerll'o.n plo.l n t<•xt.. I on flr\.gPd nccord1:U'if to theu· O."bfi01ute 
frequc:oci~s. 

Em 21~2 DAS 79 :JCH 73 AUF 6l1 DEU 61.1 UllT 571 UEB 53 
VER 170 BRI 79 AUS 69 NER 63 GES 60 GRO 56 rOL 52 
FUn 89 DIE 76 SEI 68 IIJD 62 GEG 59 AUC 55 WlR 51 
SIC 86 NIC 73 STA 65 ALI. 61 

4. The 121 ~E-!'~!:a E-P'PCaring: 50 or JllOre t.imt:?s 1~ .. 60_,011-6 letters of A 
German plain text, arrnn~cd nccord~P~ to the~r n"bsolute frequencies. ,., 

SCJII!l 398 TSCH 107 ENIN 8o RITI 66 1WRD 61 DIEB 54 
ISCl{ 317 NUIID 1o6 NICH 80 ATIO 65 RSCH 60 EliZU 54 
CREN 296 ITIS 10il UIIDD 80 GENO 65 EDEN 59 ITEN 54 
NDF.R 243 SICH 103 EITE 79 TEND 65 ERGE 59 KRIE 54 
ElliE 218 RUNG 101 DEUT 78 EBER 64 ESSE 59 RIEG 54 
EliDE 216 .ANDE 100 FUER 78 GEGE 64 Uiml 59 SDIE 54 
IIDIE l. 76 Ul\"'GE 100 CHTE 77 F~LI 61• EICH 58 URCli 53 
LICH 168 EREI 911- EGEN 76 SIND 64 TLIC 58 ALLE 52 
ICHT 151 TION 93 ~rEIN 76 TUl{G 64 INER 57 DERS 52 
TISC 146 SEIN 92 lESE 75 FNSI 62 EBE~T 56 F.:I~.JE 52 
ERDE 1411- IEDE 91 ::!:RST 74 FU"TS 62 EliDA 56 lUBE 52 
EIIDI 141 LAND 91 RDIE 71l LITI 62 ENST 56 Oim!N 52 
NDEN 136 SSEN 90 FJmi 72 UEBE 62 IGEN 56 SCHI 52 
RDEl{ 133 BRIT 89 S'ISH 72 UTSC 62 ONDE 56 DEIID 51. 
El\"Ul{ 120 DASS 86 CI::ER 71 AUCli 61 TEllS 56 DISC 51 
ICIII!l 120 I~R 86 INDI 71 DJJre 61 EDIE 55 EllEN 51 
HIDE 111 EDER 83 REIIl 71 EiND 61 ERTE 55 IlACH 51 
NGEN 110 EREU 83 DDRE 70 O:uiT 61 IIREN 55 Itt>AS 51 
El\Ul{ 109 EimE 81 IDDE 70 Sl'!liA 61 TDIE 55 Ul1GS 51 
DIES 108 ENAU 80 EliDE 68 scm. 61 ATEN 511 AVEli 50 

"5. · ~ert\r.c lenl!th of words in G-e~ plain text = 6.3 
~:_6 

--!. " I .. 

IIDER 50 
- .,. 

--
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B • FRENCH LETTER FREQUENCY DATA 

1-n. f.baolute fregueuciea of si~le letters of French ]i!lo.in text1 
al]lhabctica.llz2 bo.scd on 55 2758 letters of tr.lxt. 

arro.nll).ed 

t ~ - r I ,._ ..!. 

A 4,480 G 624 L 2,737 Q 616 v 8ol 
B 406 H 276 M 1,617 R 4,117 w 6 
c 1,9!~4 I 4,230 N 4,406 s 4,561~ X 317 
D 2,198 J 181t- 0 3,255 T 4,057 y 100 
E 9,331-J. K 25 p 1,689 u 3,045 z 81~ 
F 61.J.6 

1-c. Fre~encl distribution of si~lc lcttcro based on 55 z1~~ letters ~ 
?rench ~la~n text reduced to 12000 lcttcrst ~·d orranacd accord1ng to the1r 
fre!l!!encies. ~· I 

E 167 T 73 c 35 G • J_]. J 3 
s 82 0 58 p 30 Q 11 y 2 
A 80 ·u 55 M 29 B 7 z 2 
N -19 L 1~9 v 14 X 6 K 1 
I' 76 D 39 F 12 II 5 w 
R 74 - 1,000 -- ... .: ~--...... .. 

1-d. Percenta..~c of vowels, hitrh-frcgucncy consono.nt.s, Il!~~.!~s.Sl.Eenc.l ~on
sonants, and low-frequency consonants 1n 55.,]2.,8 let.t.~~rench J2~in tcX"tl• 
rercentagc or 8 most, :rrcguent letters in !•'rcn<-h )?lO.in text. 

Vu..re~ A,E,I,6,u, andY = 43.B;' 
' .. ltigh:.Freqtiency Consono.nts N,R1s, and T = 30.-rfo 

~tedium-Frequency Consonants C,f>,L,M, and P • 18.3% 
Low-:Fr~qu~n~t Con.sc:na.r::t~ !l ,~1G ,n~ -!,K{ ~~ v, w ,X, and z = 7.2 

r - • ., .. • ~ - I- - :ri • • ..S: ..... .., 

(In desc~ndipg ord~r of,frequ~ncy} 
• ~ 1 , S- ' " 

~ 

~ . 
8 most frequent l:ette:s E,S;A,N,I,R,T, and 0- ;/ 68.9{a 

... . 
• J. ""' ·~ I -• ..... , I 

1-e. Absolute' i'.Leouencies of singl.e let't.ers as in1tial letters oi' 10, 7!~8 
words in French t>l~1n text, a.rranscd accordin,li to their ii=Cquczi~ic~:. :·~
letter words have been omitted). 

D 11!45 L 78l~o I 315 u 21!0 H 67 
p 929 s 664 F 313 0 177 z 7 
E 8911- Q 394 T 305 G ll!-6 K 5 
A 866 R 389 N 278 B ll5 w 3 
c 816 M 337 v 263 J 98 y 3 

T,fJ"S3 
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2-a. Frequencr distribution or digra~hs baoed on 55,758 letters of 
French Rlain text, reduced to 51000 digraFhs. 

2-d L•1"'w 
A B C D E F G B I J K L M N 0 P Q R S T U V W X Y Z --- -- - - -

~-3 +I ti t" 2.1 Irs .- - -,---
2 ' 2.() 12 + ' II so ' '3(, 1'1 'tr 2. ' - -- - - - - - -- -- -1--l-- -- - 1--

+ + + l'l. 5'2..12. 
- f-- -- - --- ----- 1---- ----- --1- 1--

IS (, ~7 II 'l.O S" +S 4 I 8 8 - - - - - - --1- -z --- - 1-- -- -~ - - -
18 I lO'J I '2.0 I I IO I ' ':l. 2.6 - 1- - -- --- --- --- - - - - I-- ---- --1--·-1--~-

'30 + +1 +S '50 IS' I+ '5 1"3 S' S''- ~8 105 + 3i 12 8'1 1St 58 ?.1 17 ~ 3 - ~- - --1-- - - --- -- -- --
10 '2. I 'f 6 8 I s I IC I I ---1-- --- -- ------- - - 1--

' 16 I 2. 3 ' 7 " 1 .,.. 2.. 
t--- t-- -- - --- 1--

' (:, + 3 I + 
1- 1---t-- -- 1-- -- --1-- - - - - - 1--- 1-- -

9 ~ ll. 10 +I ... + I "2.7 ~ "\1 Sl 5" 1'1 2.7 57 -4-1 , 1 I 
1-- -- - -

-+ " 5' :7~ 
- -- - - ,..-- - -

I 
1-- - -- . -
51 I 5 'IS" I I 2.'3 2.6 '3 lo ' S' 4 12. I 

1--- -- "--· - 1--- - -- - - --
2.2 1 I I Sl. 2.3 13 8 'I I 1---1- - ·- -- t--

F 
t 2.1 +O 51- , II I '1.0 I 3 ?.. IO I 'I " 1- 3 53 CJ'l ..... 1 I 

!- ---- - 1--

5 -, '!J I • '2. I '2.1 ' 10 '2.1 IO'i , 21 13 8 5'2 l. 2.. 
-- - t-- f-- - --f-- 1--

"50 I I 1'3 2. '3 II 35' , ~+ I " 1- -
f- -- --

I 5-1-
1-- -- -- - - - - f.- --
'-'2. 2. 10 1"6 12.7 2. " 2.+ I '' II .8 2..7 S' "5 7 )+ l'l , 7 I ·-- - -- ~- - ---

2.+1 +-
1-- - - --

+l. 2. I" 3'2 15' 5 '2. I '3, '2. 15' ~ '" 2.2 :z.+ II g 41-l n I 
1-- - - -I--- :_ 

40 I 7 '2.'1 19 + I 2.. ,, I 1'2.. + 1- \"" " 7 ~- 23 IO II '2.. 
1--- - - -

~' 
-

,1'2. ~ IO s "5'1 + "5 I 2.+ '3 1'3 " I 4it ' 41i' 2." ·~ I ~ .. ~ I -- -- - - - --1-- - - f- -
'I '21- II. '" S' '2.. 

i-

- 1- - - --- -- -- 1-- - - t--

+ "3 "5 "3 I I I I I + I I 2. l I 
1-- - ·- - -

2. 2. I 2. -- - -- - t-- -- ·- --1-- -
_ _I - - f-- - - -- 1-- - ---

3 I I --•-L- - _. 

5 ... 8 
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... -
2-b. Dif:?ro.phic ko.~o. ;rzl a.in, French la.n~ = .0093 

2-c,. -The 6 r di~p_ho <'OmpriGiDG 75cfo or Fl .. Cnch plain tcxh, bfl<"JCd on the 
~.lc o-r )zOOO difira:@s [rt~m 2:--e:J:z o.:rr~!_aeo accordi!?fi to their re:iiB.Ve 
flcqucnb .. c.,·. L ~ , 

.Es ~~l.54 • lz2371 EC 49 ND 40 I EE 30 SP 24 l'{I 20 . 
49 '2;5152 :uc 2'+ RE 127 ~ 58 llf 29 su Dl: 20 

O:t-l ~ 109 EM 58 Ji:D ~8 r.rA 40 AU 29 nr 24 CI 20 
·s 109 LA 57 co 48 UE 39 IR 27 VE 24 AC 20 

J!:;N 105 EL 56 UR 1~8 EP 38 EU 27 TS 23 UT 19 
NT 99 Q]J 51J. CE 47 liL 36 IL 27 ru 23 Iro ~9 
LE 95 1m 54 IT 47 SI 36 no 27 LI 23 RT .1.9 
ER 89 NS 53 N2 46 PO 35 OR 27 so 22 IID. 19 
TE --78 ME 52 TR h4 PR 3'' DU 26 Z.1A 22 DA J..8 
SE 75 IS 52 SA lt-2 ST 33 LL 26 TD 22 AS 17 
Ml 68 ou 52 m 41 SD 32 us 26 fU? 21 EV J:( 
TI (q IO 51 .AR ~1 PA 30 Ul'J 26 OI 21 
RA 62 AI 50 ss 41 EA 30 UI ~ .. 0~-1 21 3,751 

~ 

2-d. Frcgucnt <\ir<ra.phs in French }?ln.in tcJ~-~.:'!19:~.o.......!!.!.c~o__ ~--~ 1 

t'r~t, o.cconp,o.nicd by t.hcir frcg,ucncic:J i'J.·on "the tn.blc:l o:r 5,:0CO t1 1~n.E!. 
Jrtco 2-a.). 

ES 151~ I SIJ 75 L'E 95 l t:L 56 RA 62 l AR 41 IS 52 I SI 36 
RE 1271 J.;R 89 TE 781 E'l' 58 Elf 5o : m: 52 L'C 1~9} CI.: '~7 
DE 109l ED Q8 TI 67: IT 47 LJ\ 57 lAL 36 AT 46 l TA 40 
EJ:l 105 l Il.E 5~ 

2-e. Frc!iuant di~e.phs in French ~la.in text. ,.,ho::::o rcv~.E2._nls o.rc, ~rc or 
:tnf'rc9:'ont, accompanied by their frcqt1~""ncics i~Q1"1 tl1c. table of 5z0')0 0:~~ 
Tit':!n 2-a}. 

Nr 99 i TN 4 I QU 54 ! UQ 1 I KS 53 l srt 61 ou 52 i uo 1 
- . . 

2-f. Doub~ets occurr~ne; in F:fench plain text .t._o.rro.n.Q;ed accordin~ to their 
:f'reqUE!ncies from the table of 5,000 digraphs (Item 2-EiJ. 

ss 
EE 

41. J LL 261 NN 10 I pp 
30 :t-1M _ 13 _!'T_ 10 RR 

91 cc 
7 FF 

61 M 6 DD 
21 GG 
1 uu 

1 
1 

2-g. The 22 digrarhs appearin['; 100 or :more times o.s pcc;innill~s of \rords 
l:!f 1.0,- •(46 \rords ~n French plaintext, arranged accord.in"fJ. to- their· o.mutc 
frequencies. 

- I 

DE 501 RE 2831 PO 2221 GU 1681 PJJ 150 I DI 1241 so 117 
CO 394 PA 268 m 178 CE 163 NO 133 KL 122 VO ll2 
QU 34 7 LE 21~0 SE 178 Er 153 TR 127 UN 122 FR 101 
PR 291 

1 
The 13 d~gro.phs above this line compose 25% of French plain t~~. 

2 The 39 digraphs above this lino compose 50% or F~en~h plain text. 
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3-a. The 21 trie;raphs apgcarine; 100 or more times in 52.z158 letters of a 
French plain text, arranged accordisg to their absolute fregucncics. -~ 

ENT 588 CON 271 EST 188 ESS 151 NSE 130 EUR 115 TRA 105 
ION 555 EBE 267 ERA 185 An! 11+7 REN 127 NTA 115 ISS 104 
TIO 433 ANT 238 ECO 181J. POU 146 SQU 124 SER 115 IIfr 103 
Olm 373 ESE 230 ESD 179 TER 146 AIR 123 ESO 112 TEN 103 
RES 367 ELA 227 OND 175 COM 14 3 EPA 120 DEC 110 UEL 102 
QUE 338 LLE 216 LEM 173 ESP 139 QUI 120 EPR 110 ANS 101 
DES 313 PAR-213 NCE 173 OUS 139 SET 120 ALL 109 BLE 101 
EDE 305 l'IDE 211 ELE 172 AIS 137 REC 119 ECE 109 QPA 101 
EME 288 SDE 210 ESA 163 EHA 137 AND 118 IDlE 108 CES 100 
ATI 287 DEL 209 TDE 163 IER 136 En'A 118 RAI 106 ETE 100 
LES 281~ PRE 206 I'l'E 162 NTS 135 SEN 118 RLE 106 ETR 100 
NTE 281 OUR 205 SSE 160 TES 135 PRO 117 SSI 106 0Ul4 100 
TRE 280 RAN 196 ONT 157 EQU 133 ISE 116 EUE 105 TM 100 
MEN 272 IRE 191 ANC 153 IQU 131 REP 116 SUR 105 

3-b. The 20 trigra.phs appearing 50 or more times as beginninp;s of' words 
in 10,748 words in French plain text, arranged according to their absolute 
frequencies. 

CON 2131 COM 1291 FRA 931 INT 751 ETA 691 SER 61 I vou 56 
POU 144 PRO 105 PAR 87 CEN 72 D.!IN 68 TRA 57 FAI 50 
PRE 135 AU. 104 QJJA 80 NOU 69 RED 65 RES 56 

4. The 82 tetra.P,re.phs appearing 50 or more times in 55.z 758 letters of 
French plain text, arranged according to their absolute ~·equcnc1es. 

TION 431 CONS 98 LEME 83 ERAL 71 EREii 58 RESS 55 
MENT 251 EPAR 98 QUEL 83 ERES 70 ESSE 58 IERE 53 
ATIO 220 RESE 96 LEMA 80 DANS 67 NOUS 58 IRES 53 
IONS 2o8 ENTE 95 PORT 80 OUVE 67 TRES 58 TEDE 53 
EMEN 200 LI.EM 93 ENTS 78 El4AN 66 ENER 57 EQUE 52 
POUR 136 FRAN 91 EPRE 77 SENT 66 NDES 57 NDE:t 52 
IQUE 128 PRES 91 ~~ES 76 ANDE 63 NSEI 57 ECOM 51 
IOND 124 ENTA 90 ESET 76 PAm 62 ID'DE 57 GEI~ 51 
DELA 120 RANC 90 INTE 76 SDES 62 CAIS 56 SEIL 51 
AIRE: 117 ANCE 89 ALLE 75 li!SEN 61 ESTI 56 EI.ES 50 
ONDE 107 SION 89 ANTE 75 BAIT 6~ ITIO 55 ETAT 50 
ECON 102 COl-1M 88 1-WID 75 Elm> 60 Nl!~I1E 55 ILLE 50 
ESDE 102 ELLE 84 CEI~ 74 SSIO 60 NERA 55 SQUE 50 
ONSE 101 NTER 84 QUES 72 ENCE 59 

5. Average length of "WOrds in French pla.in text a 5 .2 letters • 

5-10 
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~- C • lT.ALIAit LE'l'TER FRE2UEllCY DATA - -- -- - -- - ~... --= 
-

...,I -- _._..,. -J • 

In all calcul~tiona, nc~cntca letters have been combined vith the 
corres12ondj.ng u.no.ccc~tcd lc;t. tcr.. .. .. ~ ... ~ 

'C. - t r 

1-a. AbsoluL~ fJ.Lequrinci:~ j{ ~i.n(:/.c lett'ers- o:f ,Jt~li:n plo.i; tdxt, arra~&!'d 
,!Uphabctica.lly, b::tscd on 5J, 9Q6. letters of. text. _ ... , , 

- .......... ,. - ill.' ~ l .. ......,_ .. "--t.- - - ... 
A 
B 
c 
D 
E 
F 

6,771 
527 

2,367 
2,258 
6, 781~ 

655 

G l,lba L 3,592 Q, 2271 V 1,024 
II 493 M 1,1141 R 4,037 W 13 
I 6,568 N "' 4,091~· S 2,967 X 9 
J 1a o 5,022 T 4,139 1 Y 14 
K 28 P 11616 U 1J547 Z 527 

57,906 

1-b. Monoaro.phic kaE}>a plain, Italian lo.n~o.ce = .0745 
• • Ml ~ 

1-c. Fregucncy ,?tistributton of sinRle lEtters bo.scd on 27l906 lettc}"S ~ 
Italian plain text, reduced to 1,000 lcttero end arranned nccordine to their 
frequencif's • .. • 

1,000 
1-d. Percentage of vowels, hi~h-frequcncy consonants, reedl.u.m.-:f'requoncy con
sonants, and low-frequency co~onants in 57,2Q6 letters of IL~lian ~la1n 
text. Percentage o:f.' 8 xr.ost frcSI'lent letters J.n Ito.l1.an plain text. 

Vowels A,E,I,o,u, and Y = 46.1~ 
High-Frequency Consontln.ts L1 N,R1 and T = 27 .4~ 
Medium-Frequency Consonants C,D,G,M',P,S, and V • 22.~ 
Low-Frequency Consonants B,F,H,J,K,Q,"11X, o.nd Z = 4.3~ 

(Listed in descending order of frequency) 

8 moat frequent letters E,A,I,O,T,N1 R,L - 70.~ 

D 1,381 L 500 T 337 u 217 J 
c ~,041 R 403 G 333 Q 172 w 
s 885 N 396 F 298 B 153 K 
p 830 E 371~ v 263 H 69 y 
A 822 M 371 0 235 z 29 X 
I 685 I. , 

5-11 
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2-a. Frequency distribution of digraphs bno~d on 571847 lcttern of 
Italian J!lain text, reduced to 5,000 d.lera.phs. 

2. ~ Lc"tlcr • 

.. 
" 

~ B c D E F G ~ I J _K. L M }l ~ P 'l !t _s ~ u y_ w y _Y_ ~ 

A ~!! .J 3! ~ '! 11 12. __ , ~~ __ ~-~ l s -~ +_ ~_! ~~ n,_'_ 2:1- _ -~-·~ 
B IO 7 7 10 I s ~ 4- "2. 
f-- - --1- ------ -- --1--- 1-- -- -- - ---1--- -

c '31 10 2.0 '33 33 '2.. c.... ' ~ ~ 
-- - -- - 1-t----f-- f-- - -1-- -- f -1-- - -- 1--1--1---l----1-----1 

D '31 I I.S (.1' '2.3 2. '1 
1- - - - -- - -- -- - -- --- -- -- --1--- -1---- --:1---1---1 

E '2.'! 7 31 S3 IS 48 2.1 2.. 2.5 t.(. 18 73 l. '2.2 + "" (.2 2.1 (. 17 + 
- - 1--- -1--- -- --f- -- -- - -- - --- 1-- --1--- - 1--1----1--l--1---

F CJ n 1 U I lo 6 3 
- - - - - -- ---1-- . - -1-- -~---1---1----1--1-

G 1 II 1l 2 2.0 17 4jt ~ II (. 
~ -f- - - - - - I- - f- _.-:-.....-JI---1---4---1.-1 

H ' 2.7 1 
I "' 1! 51. 30 r-~l tl li-~-al - -'M ; -~~'\+>;_;) 3 -2.1> 1-R .K IS " • l 
-- --- ----r--- 1-- 1-- --

J 1 I 
f- -- -- - - I---- -~-.\---1---l--+--1---l--.\---1 

K 
1--i--+---1-1--1-- --f--1--- -1~-1--1--1----l 

1J L '2. '3 f '- "r'J "Z. 7 St. S'1. 1- "l.. 2.& S' I ':S " IS' 1 3 
""" I-- --1-- !---1- --- - - - - -1--- - -- - ---ll---~-!---l---1---1--1----l 

'S U '"&I S' '5S 11 + ~IR ll 2. 1-=-t-- --!-- !-- --1- - !-- '--- -- . -1--1--!---1---1---1---1---1 

'!! N o2. I IS 2.1. ~I (. II I '37 "3 ~ -~o- So + -£\' ~ ll (.(.. 8 + II 
.__ - ---·- - 1----1- - - 1---- - 1- -+----i----1---1!---1--·--1--1---1- --t-----1--

0 11 + 2.2. 2.1 IO 5 IO I 2.0 +S' 2.+ g4 4} :Z.S 2. SS +O 11- 3 18 2.. 
- -r--- ---- f---- ---1---- ·--1--1---+----1--

p 2."5 '"50 \-1- 'J. .2.i H 2.'3 
-1-- 1- - - '-· - 1- --1-~1---1--1---1---1--1--l- -

7 

Q ---:- - - -- -- --1------- ~-----!-- --1-----<"----·-1-:z. __ o-1--1-·--t--:- --
l:l '+ I 8 8 ,I I 7 ''3 1- l'3 'l i+S' 2. 12. "J ll. IO '3 3 

1--1--+- ---- -- - - - ---·-

s 2.0 r--.!.! ~ ·n. ~ _ 1-- '"1-G" ___ -~"-~ _ j2.s -=I "3' sog 12
1
_, -1---l----1·- __ 

!t' 51'3 I '5' I SCf I I S't; "r3 I '31 10 
1---1--1------ -- - --1---l--+-+---1---1---11--+--l---11-+--+--1-r-----i-

u 12. 2.. + '3 IS' I '3 10 (. '3 2.1- ~ & 'I II IS" I 
- - -- - -- - f- --- ~--- --I-- -·~1--1---!---1--1--1--1--l---1 

v 2.G. 2.1 2..'3 10 2. 2. 2. 
!- -- -1- -I--- - -- --1-1- --l--~---ll---+--+--l!---+--+--lt--1---1--.---1--1----1 

w 
1--t--t~-~--- -·l- - -- ·--+---1-·--l---l-1---1--1---~--i --+--+-+---+--1-~1--1--1-

x r- 1-- -·i--·--+---1 ·--+--l--~--l--1--·l----l--i--+--+----l--+--+---1---1---1---1-~~ 

~ ~ - ~ + -~ -_ =-~~ : r -_ -~-~ ~= -_- -- - --1--- - r_-~ ----1-- ~ 

5-12 
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ER 
ON 
TA 
AN 
AL 
EN 
RE 
NT 
DE 
TE 
EL 
DI 
co 
NJ! 

,.,., ........... 
- trr. - -

f( -

. . ~ 

..... ., .. - ~ .liVR' "'L. 

- • ~..!~/ ..;--
~ -;;. ... ..,..""' ... 

-~ ....:;--:. ~-4--:tt-' 
96 RI 63 LL 52 AC 38 r MA. - 31 HE 25 
86 IA 63 IC 51 TT . . 37 _I SS 31 OP 25 
78 LA 62 NE 50 ~ DA 31 AM 24 
78 IN 62 NO 50 NI 37 EO 30 UN 24 
76 1 1 26(}1 I.E 49 ME 35 :PE 30 EI 24 
73 RA 62 IS 48 AS 35 m • ~0 AV 24 
71 ES 61 IT 45 IL 35 IE 36 OM 24 
66 TI 59 OL 45 CH 33 PO --28: PA 23 
65 ST 58 RO 45 C1 33 OD 2:7 DO 23 
65 AR 57 SI 44 NA 32 E.'.l! 27 VI 23 
65 TO 56 IO 43 SE 32 VA • 26 AP 23 
64 LI 56 TR 4 3 CA 32 ND 26 PR .. 23 
64 OR 55 ADO.S 4

3
o
9 

IM ~1 _ ~!!~ .. w~~~~~ ~3 
63 ED 52 M d ·'~ ...... ,J ....... 

~.--• ~ /sft:u.r~ ll.t. , , , • 

VE 23 
oc 22 
AG 22 
EG 22 
EP 22 
LO 21 
IP 20 
ZI 20 
SA 20 
CE 20 
QU 20 
GI 20 

3,762 

... ..._, ~-r .,.l ~ill~ t&=" r'i ~ t 

2-d. E,rcguent diaraphs 1n Italian pl.aiii teq~!\lose :t;e'V'crsals are als<! 
an1ed b their fre n~ies ~ the table of 000 digra hs 
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• .... ·~ 
~ 

3-a.. The 2Q tri!ZrO.:Ehs o;ppeo.rinf1 100 or more t:llll.QB in 57 .!9()6 letterd, O;f' 
Italian ]2lo.in tcxt 2 o.rr~ed o.ccordi~ to taeir o.bsolute frc~ucucica. 

DI:L 3l18 STA 215 ERE 169 ICJ\ Jlf-5 SSI 130 ODI 114 ESI 107 
Elf.r 3'~8 AL"C 213 ZIO 1G6 nAif 1'~5 IIEL J27 ORI 114 COR lOG 
ELL 314 EDI 212 Nro 165 STR 111-5 ACO 125 lr.!A 111~ IAif 106 
CON 306 ALL 201. NTI 165 ~ 11~1, AT! 125 Alm: 113 TAU 105 
CRE 276 ITA19{\ ANT 163 IDI 143 IDE 123 E'l'T 113 ATE 104 
LIA 271~ Mro 197 ERA 163 COM 139 ADI 121 ODD 113 NON 103 
ION 265 OST 19() TRA 160 ECO 137 AIID 121 PRI:: ll2 VER 1.03 
ONE 2~7 ER! 187 ESS 158 LLE 137 TEN 120 NDO 110 ICA 101 
PER 238 1\Rl~ 186 N?.r 157 Olfr 136 ouo 119 ONI 110 OLA 101 
BDE 228 TAL 181-1- ~'TO 156 TER 136 ARI 117 AZI 109 STI 101 
NTE 227 LIA 180 ADE 155 TAT 134 Ifl'R 117 ENE 109 oco 100 
ICO 216 IST 174 EST 151 TrA 132 PAR 116 ELA 107 RIA 100 
MEN 216 GLI 171 RES 146 ATA 130 TRO 116 ERO 107 

3-b. The 19 trigra.phs O.PJ?Coring 50 or more times as beginnings of' words 
in 10,1J81 l"Ords in Ito.lio.n plain text, arranged accordJ.n,s to theJ.r absolute 
:f'reguencies. 

4. 

DEL 2171 STA 1061 QUA 811 PRE 621 DAL 571 PER 551 GRA 53 
CON 195 ALL 100 PRO 75 NEL 57 ANC 56 RUS 55 I?TO 51 
COI4 137 1.1rA 94 QUE 74 

The 51 tctra~raEhs o.~eari~ 50 or more t~~s in 57z906 letters of 
Italian Elain textz arra~ed accordi~ to theJ.r absolute frequencies. 

5 ~ 

DELL 209 ALIA 99 ICON 74 AGLI 66 LIAN 59 OPER 56 
MENT 188 COI'l"T 93 VANO 74 ICBE 66 TORI 59 RUSS 56 
IOim 160 .ADEL 92 ECON 73 IDEL 64 ALIE 58 TATO 55 
ELLA 150 OSTR 88 IONI 71 ELIE 63 ANDO 58 TEDE 55 
ZION 147 ENTO 87 STAT 70 NELL 63 DALL 58 OCON 54 
TALI 125 AMEN 83 STRA 70 IMEN 61 NTRO 58 SION 53 
AZIO 106 ALLA 8J GLIA 69 ANTI 60 OCHE 58 'J.'AN.r 53 
EDEL 106 EtfZA 75 ISTA 68 P!rrA 60 ANTE 57 STOP 52 
ITA;L 106 Oll.CR 75 ODEL 68 PARJ:I 6o EPER 57 NOST 51 
El't'rE 105 ENTI 74 ACON 66 

Average length of words in Ital1an Elain text = 5.5 letters. 
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D. SPANisrr LE.'Trnm FREQUENCY bATA • 

1-o.. Absolute frcqu.cnc ics of a 1nglc letters or Spanish plain text, arre.n.Ged 
alplmbcl.ically, bo.scd on 60,115 letters of text.. _ ; - .... I ,, 

I -

6,681 823 
36~( 

2,17'~ 
1, 71~0 
1~,823 

.. 5,859 

Q , 31~6 v2 
R 4,628 W 
s lt,l40 X 
T 3,180 Y 

• 602 A 
B 
c 
D 
E 
F 

799 
3,137 
2,687 
7,801 

481 

G 
H 
I 
J 
K 

1~,920 
l90 
22 ,.1~785 l! . 2,17?_ _z ~ ... 

36 
127 
413 
182 

-- l.. tr .. O"o;l!-5 
• , i.Jl 1.'- ~·'2-l-

l-b. M<;>nograph-J.c kt\pj;>a plain, ~~o.nish 1~~ • .071~7 
!>.o 4 J 

- .z .. 'So 't -I 
- ... .... - .... .... __ , ..... P'.. -

1-c. FrequencY: distribution of sin~lc lettcrs'Q.ased, on 60,115 lct.ters in 
Spanish plaJ.n text, reduced to 1,000 letters, and arranged accord1ng to 
their fresuencJ.es. .,. _ _ - _: 

I - I .. r .. • ;_ 
E 130 s 69 u 36 v 10 J 3 r 
A 111 T 53 p ""30 F ... 8 z 3 0 . 91- c 52 M I 29 y 7 X 2 
I 82 D ~~5 G ll-1- :r-r 6 1-1 1 
N 80 36 6 L ... B 13 Q K 
R 77 - _. -- ' .:01 -1 

1,ooo 

Vowels A,E,I,O,U, and Y : 46.3~ 
High-Frequency Consonants 1~ ,R, and S = 22 .6~ 
Medium-Frequency Consonants C,D,L,M,P, and T = 24.5% 
Low-Frequency Consonants B,F,G,H,J,K,Q,v,w,x, and z • 6.~ 

-
(In descending order of frequency) 

I -. 

8 most frequent letters, E,A,O,I,N,R,s, and T • 69.9% 

I \ . 
.~ 

•l 

.-

inJ.tial letters of 10 129 
to their freauenc~es. One• 

p 1,128 L 1~35 Q 286 v 183 y 
c 1,081 R 425 I 281 F 177 w 
D 1,012 M: 1~03 R 230 0 169 z 
E 989 N . 3~6 u 219 B 124 K 
s 789 T 298 G 206 J 1J7 X 
A 761 

1 -Includes N throughout all tables. 
2 From fore~gn words appearing in Spanish plain text. 
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2·a. Fre~uency distribution of dir,raphe based on 6o,115 letters of 
Spanish plo.in text 1 r~ducod to 2l000 digraphs. 

'1.4. Lc:t+c.r 
ABC DE F G HI J K~L M N 0 P Q R STU V W ~X Y Z ,- -- - . ~- - - --=---- ~ -r- -

~ 12 l+ S'+ t.+ IS 5' 8 1- 10 1l +I ".So 't + :z.+ S' 91 41. IS , Cf II + 
1--

,_ - -- -- 1-- - 1-- - --I----1- 1-1---

II s t+ I 12. S' I?~ 2. I ~ --f- ---~- f--- --f- -- - -
"?>1 S' t1 ~ ~0 ~ t.Cf 4 13 li 

-1-- - - -- - - -- -- -1-- -
'32. •• 2. If+ l 30 I 51 2. I '3 I 4 I 

1-- -- --1--- -~ ,_ -- 1--

2.0 S' +1 '2.' ·n cz 2.1 ' 
, !> +1- 2.' 12.{:, S' u 4 '1+ .. , ll S" IO I 11 2. '3 

f.-- - f.-- --1- --1--- - 1-

2. C) 12. I -, + s 
- -- 1- --- - - - - -- f- --f- - -1-

12.. 12. S' I 2. lS" 

:~~i 
I .. 

- I- --1---

IS '3 S' ' I 
- --·- - - -
1-3 g 1-2. 2.1 1-0 5 ' I I+ '" S'O f.7 + I 2.+ I 8 . G' 

- f.-- ·- 1--I-

+ S' 3 "3 -- -- -- -
I ---f-- . - - 1-- - - -

1+ 5' s 'iSS I '3 :ztr ., S' I 17 ~ I '2. + s S" '3 I 
f- - 1--- f.--1--f.-- - --

3'1. 10 +.2. '30 IS' 10 ' -1-- :- --

~ 
2. "'!! "37 +I IO " '2. 28 ' s + "3 +3 10 2 ... '.Z.I 41 1'2. ' I I 

- - -., l1 '2.1 2.'1 '' (, S' 5' + I 'l . .':Z. '1"3 lot .... 2.1 , sa 13 11. '!: s 2. , I 
·--· --f-- ,..--- -

0 I 
,, s 8 '31 ~+ I '3 ., 

- - -
·- - r----- ~-- --

7+ I 11. to ,+ I 12. +S I I ' IS' " +3 7 l IO to IS" , ' I I -- - r-- - --
~ 2. 11 15 57 '3 2. + +I I S' 7 S' 2.2. 26 + " IO S7 2."& 2. ,..!. - - - - ---
(;,0 I C."1 ,'35' S(., '31- II 

- -- -I-- -
1'3 f~ Jl IS" 151. l "3 'I Cl ' '!i I 3 , IO + I .l 

f-- '--- -- - I 

I lS - IS' 7 1'2. -
~ _j I I -

I I + '3 2. -
[ -'- .!_ ~ _!_ '- -· t-- I _..!_ __ I S 12 ~ -·-~ -·--·--~- --1-- _ 1- _ 

I I ____ L _ ,____ _I - - 3 -- 2. .___ --- --

.. ., 
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.. ... ... -:. 

2-~. Th~ 87 r.li,,r'.l:ohs ccr::mris1 nc 7 of ~pe.niah plain terl b'l-."3ed. on the 
tr~blc of -5 2r.NO di~raEha l (rtef.l--2-e:. z arre.n.~ea. according to their relatl.ve 
fr~ou~r~cies. . 

--~ 
f .. -· • 

Eif 126 'I'E 6 7111l' 50 JfA ln ll'J-~. 32 IS 27 EJ.. 20 
J:'=-' 119 Ill G\JJ EC ~7 :C 1~02 SA 32 EH 26 OA 19 ..J 

ou 101~ 1,28 7 PI 45 ·~,513 PO 31 SP 26 PU' 19 
:E:R 9!~ AD 61-1- EL 41~ CA 39 HI 30 ED 26 sc 18 
HE 94 /..S 62 LA 44 liD 37 PA 30 OD 26 NJ! 18 
TIT 91 'l'A 60 RO 43 TI '35 /U) 30 lfP 21~ cu 18 
IJE 84 DO 59 I;'Q 1!.3 I..E 35 DI 30 IT 24 EE 17 
I..:P 8J on 58 IA 1~3 TR 34 ID 29 EP 23 OB 17 
CI eo bE 57 IC h2 uu 3h (U 29 su 23 CE 17 
I{A 74 CT 57 1~ 1~2 p~ 34 OP 29 so 22 ET 17 
OS '73 TO 5G I~ l.J.l OH 33 LI 28 OL E2 If.) 17 
co 69 1£ 5f-l- GI 41 HC 33 liT 28 l•S 21 
IO 67 t1E '52 rJE h1 DA 32 oc 28 EG 21 3,753 ... 

2-d. FrcQu~nt d1~x~phs jn Spaqiah plain tc>t whose reversals are also 
frcauentz acco~anicd by the-~f~~su~ncica from the table of 5z000 d~a~h~ 
1It~m 2-a.l -
n _ ,• _..., .... .,., _ ~ r .I L 

EU 126 rllE Jn 81t M' 7iT.s 621 SA 
- 44: AL -41 AR 32 LA 

ES 119 l SE 57 CI 8o I IC 42 OR 581 RO ).j.3 EL 41~ I LE 35 
on 101~o : :rro 43 Alf 641 NA 1n fiC 541 CA 39 !-fA 321 AM 30 
;ER 94: RE 94 1\D 61!.1 DA 32 -

-
2-e • f!'.!S.~nt d~r,;r].,s: i4 ~o.ni~-!l.J> .. ie.ln text \rhose "reversals are rare or 
infreaucntJ o.cccrr¢1~1ed b;! .their f:r. eg~c~ca :t'rom the +o.ble of 51000 
~igrapho ~I~cm 2-~2~ ' 

NT 91: TN 
IO 67 ~ 6I 

., , 
o 1 ~T 5'Z! TS oJ ND 37 ! DN 11 I~ 33 ! eN 4 , f • '" ... ._ t.tf 

I "" ~ 

EE 1 r 1 AA 12( nn 10 I ss 10 I u. 91 cc 5 [ oo 4 I HN 3 1 nn 2 

0 

to their 

2-g. The 21 digraph<:~ appearing 100 or more 1.im€'s as beginnfn~s of w~~ 
in J 0, J 29 words in SJ2anish p1ai~cxt, arranged according to helr abso1u~ 
frequencies 

CO 6841 PR 307 PA 263 SE 1891 CA 151 PE 111 liM 101 
RE 335 ES 286 PO 21~7 DI 175 SI 117 UU 109 CU 100 
DE 323 QU 286 II~ 235 PU 157 MI 117 HA 108 SO 100 

1 
The 15 d1graphs above this line comprise 25% of Spanish plain text, 

2 The 40 digraphs above Lhjs 1~ne comprise 5~~ of Spanish plain text. 
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3-a. The 105 triBraphs aweo.rine; 100 or more times in 60,115 letters of 
SRanish plain text, arranged according to thc~r absolute fraqucnc~es. 

ENT 596 ARA 229 POR 176 OSE 147 ERO 131 NDE 121 PER 111 
ION 56!~ ONE 227 TER 174 ONS 14~ ONT 131 RAN 121 ASE 109 
CIO 502 ESE 217 ODE 168 RCC Jl~l~ MTA 130 S'l'E 119 CAN 109 
N'.rE l1-29 .ADE 202 ERE J 66 ORE 1t1-3 i\RE 130 RE:U 118 UNI 108 
CON 415 PAR 193 ERA 1G5 OCO 142 UlrT 129 Ani 117 OSI 107 
EST 355 CIA 190 Till\ 165 BDE 141. AUO 127 'l'BlT 116 GEN 105 
BES 335 ENC 190 .AME 163 ICI llJO TAR 127 OUD 115 l{CO 105 
ADO 30 7 NCI 188 ERI 162 END 139 ANT 126 RIA 115 RIO 105 
QUE 294 PRE 184 MER 159 SEN 139 ESA 126 ECI 11h ERii l04 
ACI 277 DEL 183 ELA 158 TAD 138 IER 126 IST 113 OMI 104 
NTO 270 NDO 183 PRO 155 ECO 135 ADA 125 ONA 113 SCO 104 
IEii 267 NES 183 ACO 153 STR 131~ DEif 121~ DAD 112 TES 103 
COI\i 2h6 DOS 182 ENE 151 TOS 133 AND 123 INT 112 BIE 101 
ICA 242 NCU 181 UES 150 ]])A 132 Dr::S 121 NTR 112 I'fi'I 100 
STA 240 IlTA 176 DSP 111-9 SDD 132 IDO 121 ESI 111 IJ!OR 100 

3-b. The 19 trir;raphs aJ.?.Peo.rinR 50. or more timos as 1>e3_inn~nqs of words 
in 10,129 "'rords in Sp'ln~sh plain te:d, o.rran~cd a.ccordin~ to their 
absolute freaucncics. 

CON 2981 Pl\R 1541 PUN 931 II\TT 721 UIII 551 CUA 521 REP 51 
COM 218 PRO 139 PER 80 RES 72 DES 53 TRA 52 ARG 50 
EST 194 PRE 114 GOB 77 NUE 66 INF 53 . 

l1-. The 86 tetragraphs appeari~ 50 or more times in 60,115 letters of 
Spanish Rla~n text, arranr;cd according to their absolute frequencies. 

CION 1~1~4 CONS 104 ERUO 79 AM~R 72 FORM 62 EEST 55 
!ICIO 252 CO~'T 99 IERN 78 IEND 72 SENT 62 SCON 55 
ENll!!: 233 PUNT 95 OQUE 78 IDAD 71 ICIO 61 SIDIJ: 55 
ESTA 171! .ANDO 91 IONA 77 ENOO 70 ONTR 60 CIEii 54 
IOiiE 159 TADO 91 UEST 77 ERIC 70 SION 60 rOOR 54 
MElll' 150 ACON 90 BIER 76 NTOS 70 CCIO 59 OPOR 54 
ONES JJ~6 ANTE 89 ICi\li 76 MIEN 69 Gill~ - 58 RESP 54 
IENr 141 ~'TER 85 RESE 76 IOND 67 COMA 57 ARIO 53 
I!llTO 137 I~'TE 81~ GOBI 75 MERI 67 ESDE 57 ESTR 53 
ENCI 128 NTES 82 OBIE 75 NTRA 67 ORES 57 ARGE 51 
PARA 117 1\DOS 81 ECON 74 DELA 65 BECI 57 ECTO 51 
EllrA 115 A.T\1FJN 81 RGEN 73 E!lTI 64 AQUE 56 PART 51 
!TCIA 115 OCOii 81 RICA 73 :NTn~ 6h IOUP 56 POSI 51 
PRES 111 ESElq 80 STAD 73 COMI 63 QUES 56 EPRE 50 
Ul'iTO 111 OIIDE 80 

5. Average lcn~h of words ~n Span~sh plnin text= 5.9 letters 
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E • POIDVGUESE 1 m'I'ER FllEQUl!!NCY DATA 

A 5,.362 G 721~ L 1,.2,4-5 Q 348 v 737 
B 1.J.70 H 301~ M 1,.699 R 3,.292 w 24 
c 2,.285 I 3,.3111 N 2,.912 s 3,.409 X 166 
D 1,900 J 16o 0 5,.001 T 2,679 y 22 
E ,5,l~I.J.l IC 17 p 1,3('"( u 1,491 z 207 
F 520 

45,10b 

l-b. r,.ono~...£-Ehic ko.pe ~la:-:t.n, rortu~ese ~~ = .0746 

l .. c • FrcSU:cnc~ distrib\'ltion of a lnglo l~ttcrs bo.scd on 4~ 1 J 06 lctteJ;"s o:r 
Port~ose Elain tcxtz redu~cd to 1,000 lc~ters. -

1-d. Percenta.cc of vowels z hi~-:f'requcncy consonants z mdium.-frCS@~nc;r C~J!
.sonants, a.n.d. low i'reguency consonants in l~5 106 letters of Portuguese- lain 
text. Percentage of most fi cquent letters J.n Portu,f8esc ;Rl.o.in text. 

VoWels A,E,I,o,.u, andY = 45.~ 
Ri.Gh-Frequeilcy Consonants N1R1 and S • 21.3~ 
Medium-Frequency Consonants C1D1L,M,P1 and T • 21J..~ 
Low-Frequency Consonants B,F,G,R,J,K,Q,V,W,X,Y, and Z = 8.1~ 
(In descending order of frequency) 

8 most frequent letters E,A,o,s,I,R,N, and T • 69.~ 

1-e. ~solute freggcncies of single letters as initial letters of i,058 words 
in Portuguese plain text, arran~ed e~cording to their rre~ncJ.OB. 

p 
c 
E 
s 
A 
D 

847 
731 
608 
601 
597 
506 

M 
T 
R 
1~ 
v 

405 
348 
316 
299 
271 

. - ... 

I 
F 
Q 
0 
L 
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261-. 
222 
222 
187 
143 

B 
G 
J 
u 
R 

ll3 z 
lll w 

92 K 
77 .. Y 
60 X 

14 
11 
7 ..... 7 ... 

4 ' • 
2' J I 

~,:(.,~'8 

• . . 

- L 

, 

-... 

- -
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2-a... Frequency distribution or dip;raphs based on 44,921 lettcro or 
Portuguese plain text, reduced to ],000 dip,rapho. 

2.!! Lc:Hw 
A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

A ~ lA_ ~~~_; c.o i 1 I+_!: 

1
r !~ _2._ __ 38 j£ ~' 41 1.-i __!_ ~ i2_ ~1. 'i ~ ~- . 

B ~-- ___ I IO _ ~ 2 I _ -~ __ .!_ :-_ ~ ~- --- _ _ -;-

~ ~:- ~ !; - - ~ ~i --- ~- s- 1 
1 "~ : f 7 'i - j 

s 

E 115' S +g-;:;:- " ~~~-~ 2.'7 ~-~ '31 ~ tt7 t:. U? ' !~ ~5' 2.0 _'7 ~ 1 as I-r--S" 

F ~ I+ 1'3 J 15 2 '3 
G IS - -- - 11- --,----4 ~ I I t\; r- 11- 1 ~S -i--- r--

r- ----- -- ~- r-- -- 1- I-- --1- --
H IO S 3 II I 

1---1-- i---1- r-- - -- - - - - '--- --+-r----l 

I 4-2. "3 -:\1" '3l " 1 'f I '' l.2. s~ 2.' S" 2. '1-S "3, ?..7 2. IO 2. 7 

J 

K 

r-- -- - -- - -- - l---1---+-l--
7 2 2 7 

1--- - --f-- - - -- - . -I-- r--- -- -- ---1-----11---

-r---- --1--- -----1---l--1--1--1·-+--l-- --+-l----t---+-t---1--+-l---1 
tJ L 2.1- I + + 2.+ I 5' 1 2.1 2. 1- 2 11- 1- 2. I 1- 7 
~ u ~-... -.-~-~o-~-'! ! + ;1- ~- t---t----+-2,-1--, +--+-,--l---:z.--1 -,- --,-, IS -, ~ --s-+--J..--1-,--1·-z.- ---1---+---1----1 ' 2 

.... - -r--- - -- - -·-1--+--- ---1---1--1--+-+---1---1·--r- - -·1---1---1- -

!!! N 'SI 2.'1 lS I+ 1 V 12. 19 2.S' I l"l 111- ~ + I 
·-- -- I--·- ---1- ·---- --1----- ------ -1--i--l--+---l---t--l---1--

0 2.1 1 "52. 2.S !2. i IO '7 '3 '1.0 "} 1.0 '3~ 71 S' '3S 'i1 71 95 I« 1'2.. .z:z.. I 
r- r-- ·- 1---- -- - 1---+--1-----1 

p 2. C. 2. 2. S' 2. + I '0 I I 2. 8' J I '3 
1--- --r------1----· - - -- -~- ----- -+-+---1--~--1---1----"1---+ -

: ~i: I+ -:;--:,~"7~"' ~,_ -_2._ !!:~ i"W7 3 II 11 .!!_; -'------- ~-
S !-!_!_,-=..._ :Z.'Z. 10 "'2.. -~ _.:!__ -~ 2.'3 2. 3 I:Z. S .2"& "'SS 7 + <}t) 47 1g _!__ --11---1--- __ 

T 'E: I I '1 f 2.' l iS '33 I I :s - - - ---1-- -+---T----1---1-- -- - --- -l---·i---t----1·--1--+-1---~--~---- - --

u 2.1. S' S' 1 2.'- I + I '8 I 11- It 17 "2. 1- 't G II I 2. 

v 
1-- --r--- --- ---.- ---"r- - --

11 '37 2."?. 'l I 
- -- --- --'- - -I- - -- - -- --+---1---1--+--+-l------l--1- --+----1~-+---1 

r - -
1 "~ r .. 

: I 

, . 
:s ,~ 

'"''/ 'i ..... ~. 1 •• -, ·-

\f 

i 

... 
"' 
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NT 114 TA 6f 'ST 47 .AM __ ~6J CE 30 OD 25 AT 22 
EN 97 1,22{.1J RI 46 2,505 NC 29 NO 25 UA 22 
ES 95 SE 62 DA 45 ND 35 PR 28 LA 24 OA 21 
TO 88 00 61 EU 44 OP 35 IT ~ LE 24 LI 21 
RE 86 DE 61 IA 14-2 SP 35 OE 27 AP 23 OL 20 
co 85 AD 60 UA 41 RO 34 EI 27 EG 23 m 20 
OS 85 PO 60 SA 41 IC 34 UE 26 VI 23 OI 20 
ON 19 CA Go ss t~o TR 33 MI 26 so 23 NS 19 
ER 76 lUi 56 CI 39 DI 33 IO 26 SI 23 su 18 

- RA 75 IN 53 n:J 39 oc 32 PA 26 ov 22 RT 18 
AS 72 AC 52 AL 38 E:r ... 31 •rr 26 sc 22 EP 18 
OR 71 l•lE 51 VE 37 ID 31 PE 25 D.t 22 UI 18 
TE 69 AO 49 QU 37 NA 31 IR 25 ED 22 3,755 
.AR 68 EC ~8 OM 36 

2-d. Freguont d1g;ro.I?Ea in PortuGUese J2la1n text '!~o.ae. rcvcraa1s, &r4! ,!lao 
Tl~~e~:&y~cco~anicd ?r thair fre£uencioa fr2m.t~e table of it299 di§raE~ 

,I --
ES 951 SE 62 OR 71 I no 3lt- ME 51 : El-l h'"' 
RE 86 I ER 76 CA 60 I /I1J 52 PX: 48 ICE 30 I I I co 851 oc •32 1\D 6o IDA 1J.5 !I .A 41 I .AM 36 
RA 7~ 1 

AR 68 PO 6o: OP 35 CI 39 I IC 34 
.1\S 1 /SA 4i All 56: IfA 31 DI 331 ID 31 

- -
2-e. frcgucnt di.o'a.Ehs ~n .. Portu~eoa E1a.1n text whose revcroals are rare 
or infre uent o.ccompanied b th~ir frc u~nciea from the table of 5 000 
digl'aphs IteiJ 2-a • 

-
lfr 1141 TN ll ST 

r 

47 iTS 0 I ND 35 l DN 0 

to 
• 

ss 40 I EE 11100 51 LL ~I II lf pp ll 'IT l 
AA 11 RR ll cc 2 MM 

2-g. The 20 digra.J2hs a.E_Eee.rin~ 100 or more times as beginn~s of words in 
6:803 words in Port~se E1a.in textz a.rr~ed a.ccordi~ to their abso1u~ 
fre!Eencies. 

co 
4e+ IRE 2761 m 1881 PA 1'<31 MA 130 I ME llll TR 103 

PO 386 DE 259 ES 173 NA 133 PE 122 MI 105 DI 102 
SE 333 QU 220 PR 169 TE 132 VE 115 NO 104 

1 The 15 digraphs above this line compose 2'}/J of Portuguese plaiD text. 
2 The 42 digraphs above this line compose 5~ of Portuguese plain text. 
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3-a. The 59 trigraphs app:earitl§ 100 or more times in 45zlo6 letters of 
Portuguese plain text 1 arran6ed according to their absolute freS?encies. 

EilT 4 74 TOS 191 ERE 150 IDA 133 OSE 126 ECE ll5 ABE 105 
Ifl'O 457 EST 186 CIA 145 TER 132 ARE 125 NCI 11.4 ITO 1o4 
OilT 303 ACA 182 ADE 14 3 OPO 130 ESE 124 REC ll3 ELE 103 
lrrE 284 RES 181 STA 14 3 SPO 130 OVE 124 PAR ll2 ERI 103 
CON 255 ~ 172 ICA 1l~2 ADA 129 SSA 12l~ ESS 110 PRO 102 
POTr 236 NTA 167 OCO 11~0 TRA 129 DES 123 DAD 109 .Al>lE 101 
CAO 227 POR 159 ARA 136 liDO 127 ECO 121 ORE lo8 OSS 101 
AD0'211 ACO 158 DOS 134 ENC 126 ODE 118 EDI 107 IME 100 
l.m:N 205 COl~ 154 OES 134 

3-b. The 19 tri~aph':l appearing 50 or zoore time a as begl.Dni~s of words 
in 6,497 words in Portuguese Elain text, a~rranged according to their 
absolute frc~enciea. 

CON 224 QUE 109 PRO 931 QJJA 831 TRA 661 VEX 531 RES 52 
POll 213 EST 105 POR 88 DES 71 MIL 61 IND 52 REC 51 
COl-i 136 PAR 93 NAO 86 SER 70 REF 56 

4. The 38 tetra.graphs appeo.ri!!i 50 or more times in 42 z 1o6 letters of 
Portuguese }21a.in text2 arranged accordin6 to their absolute f'reS!:!encies • 

. 
Olfro 233 ENTA 97 AMEN 81 CONT 68 CONS 58 RENT 52 
PONT 221 NCIA 95 PARA 81 FORM 67 NTES 58 TELE 52 
l-1EI1!' 183 POR.r 87 COES 73 OCON 66 ANDO 57 EGRA 51 
Enro 173 DADE 86 IDAD 71 ELEG 61 .ANrE 57 l'lFOR 51 
Eifl'E 147 ESTA 85 CENT 70 ADOS 60 ORMA 54 OPON 51 
ACAO 142 ENOI 83 D1TE 70 IMEN 60 VEXA 54 IEGR 50 
NTOS 141 SPON 83 

5. Average lencth o:r WOlds in Portuguese plain text = 6.48 

i. -. .. -. 

' ' 
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F. RUSSIAN lETTER FREQUENCY DATA 

J...a. Absolute freguencJ.E'"s of sin8,le letters of Russ:f an p_lain text1 
a_lEhsb.§.I!.§A~ .... _li!.~ea _ op,-&:& .. ~?q,,!e}J,cz:.s ..... c;>l.-t~. · · -- · · 

arr@..&~ 

A. 5,122 3 1,?80 H 4,463 y 1,578 w. 257 
a; 1,095 1-1 4,923 0 8,078 + 127 It! l,ll-21 
B 3,543 t1 961 n 1,815 )( 941 b 960 
i 1,1.41 I< 2,324 p 3,4?., u. 369 ~ 17.3 
A 2,076 J1 2,74., c 3,917 '1 902 to 455 
E 5,531 M 1,936 T 4,041 Ul 554 St 1,185 
Jl(o 502 

1>r,rr5'0 

l-b. l.fono~_!a.J.>ES;_p].~in1 U~SJ-!'..11E.n~ua~ = .0568 

1-c. Frctucnct distr:fuution of sJ.n~1a lattars bnscd on 67,850 letters or 
~1!-li~i.;~.!L I~!;:rcClUcid-~o-·r;:bao~t'Crs ~: ar~.ziri.tf_B:<z.Oi3!!..~ to tlit;fr 
!~J.atJ. ve i'l."'o.9.uon~. ' 

0 119 B 52 
E 82 p 50 
A 75 J1 t,o 
111 73 t<. 34 
H 66 A 31 
T 60 M 29 
c 58 

n 27 6 
'I 23 tit 
bl 21 b 
3 19 X 
~ 17 "' r 17 w 

16 
1h 
14 
14 
13 

8 

* to 
u, 
w. 
:;) 

+ 

7 
7 
5 
4 
3 
2 

Vowe1s A, e, Ill, H, 0' y, bl, ~ 'j'.o; and S1 = 43!4% 
High-Frequency Conao11c'Ults B1 H, P 1 C 1 and T = 28.6% 
MediUin-Fl.~equcncy Cons•onants 6' r ' A' 3 I K , Jl ' M I n ' X , 'i ; 
Lm1-Frequency Consonants ~, +, U., w1 and W. = 2 .6% 

..... .... ... • - - f' ... 

.. 

and b • 2$.4~ 

10 most frequent le t.ters (in descending order of freque:ricy) 0 1 E 1 A 1 
~, H 1 T 1 C. 1 8 1 P , and Jl = 67 • .5% ~ 

n 1,210 A 496 H 321 )( 120 + .58 
c 983 M 4h6 i ?92 A 1.16 u. 47 
H 800 p 429 "J 2~9 E 92 Sl 41 
8 731 T 418 'i 182 * 72 1-0 34 
0 6,50 3 404 ~ 11~7 UJ 63 w, ~ 
K 555 6' 344 J1 146 

"f6,bm 
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JJ 

M 

s..H 
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T 

"J 
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2-a8 Frcgu7~~~d~str~but~on or dicrnphs based on 67J050 loLLers of 
~'E~siail]1.a:JF 1rc~ t:'C~~~Co ~-~uo c;Lir-!!,r§• -- -

2. ~ t.. (.:Ue.r 
A 6 BrA f!Jit-3 &1 ~ k J1 MHo nrc i' Y+xu. 'iUlUI,bl b ~IOSl --.--..-:-.-- - . ~ ~- ,..:;..:....--- .--" - '·- .-·- ,..:- -·-- ~ ~ ~-

3 r-r--- - - I"' 

2 12 '35 8 11 7 G 1 'J 7 7 19 27 10 J'i r; II 911 'H 27 3 1 10 r. 7 10 I 2 (, 

--- ·- --I-1-- - 1--- - 1-- - -- 1- - 1--
r; l.l 1 G G 2 21 R 1 G 1 1t "' .. -- - I-- - I-- 1-- - - -1-· 1--· - --1- - - ,_ 

35 1 5 3 3 '32 2 17 7 JO '3 :J 58 6 G t9 fi 7 1 1 2 4 1 18 1 2 J 
r-· I- - --1-- - - - -- -

•7 3 '3 5 1 5 1 50 7 2 _,_ --- -1-- -- 1--I- --- - - ~ 1-
25 3 1 1 29 1 1 13 1 5 l 13 22 3 6 8 1 10 1 1 1 b t 1 

1-- --1--- - -
0 9 18 11 27 7 5 10 6 15 13 '35 24 03 7 10 ')') '37 33 3 1 8 3 7 '3 3 t 1 " .. "' -- - 1-- - 1-- - -- - 1-- - 1- -- -- -
5 1 0 12 5 G 1 ,_ 1---1- - 1--1--1-- - - - - 1-1-- - ---- - - - --

35 1 7 1 5 3 1 2 1 2 !) 9 1 3 1 2 tl: 4 -- -- - - - --1- - ,.- ,.-

1 G 22 5 10 21 2 23 19 11 l'J 21 20 32 8 1 ') 1t 29 2!J 1 I 17 '3 11 1 1 1 3 1'1 
- 1-- :-- - - 1-- --- -1--- --1- - 1- - 1- - --

1 1 4 1 3 1 2 4 'j 1 2 7 9 7 " 10 2 1 l 2 -- - - - 1- - -
24 1 4 1 4 1 1 26 l 4 1 2 GG 2 10 1 7 10 1 

1-- 1--· - 1- - f-1-- - - -1- - -I-

25 1 1 1 1 33 2 1 30 1 2 1 8 30 2 3 ] 0 4 1 2 30 '.1 0 -- - - -- - - -- -I- -- -- - - - 1-- - - --
18 2 4 1 1 21 1 2 23 3 1 3 7 10 5 2 ') 3 0 1 2 5 1 1 1 

- -- I-- - 1-- 1--1-1-
54 1 2 3 3 '31 58 3 1 24 07 2 1 9 9 7 1 5 2 36 1 5 - - I- - - ~- - -- -- - - - f--

l 28 84 32 47 15 7 18 12 29 19 41 38 30 9 18 13 50 39 3 2 5 2 12 4 'l 2 3 2 
- -- - I-1-- - 1-- - 1-

7 15 4 9 1 46 41 1 6 2 2 - - - - - - -
55 1 4 4 3 37 3 1 24 3 1 3. 7 56 2 1 5 9 16 1 1 1 2 8 3 5 

1-- - - l-:-- r-

8 1 7 1 2 25 G 40 13 3 9 27 11 411 82 6 1 1 2 2 1 8 17 - -· - - 1-- - i-
35 1 27 1 3 31 1 28 5 1 1 11 56 4 26 18 2 10 1 11 21 4 

i-1-- - ,_ 

1 4 4 4 11 2 6 3 2 8 5 5 5 1 5 7 14 7 1 8 3 2 I) 1 - - --- ·-
2 2 2 1 1 1 

:-- - ~ --,-
4 1 4 1 3 1 2 3 4 3 3 4 18 5 3 4. 2' 2 1 1 - 1-- - 1--1-
3 7 10 2 1 1 1 

12 23 13 2 6 7 1 1 1 
1--

5 11 14 1 2 2 2 1 1 . - 1-

3 8 0 1 1 

1 9 1 3 12 2 4 7 3 G G 3 2 10 3 9 4 1 16 1 2 
1-

2 4 1 1 2 2 2 0 3 13 2 4 1 11 3 1 4 1 3 1 - --
1 1 1 9 

1--- --
2 1 2 1 3 1 1 1 1 1 3 1 l 7 1 1 4 _,_ - - 1-1-

1 3 9 1 3 3 1 5 3 2 3 3 4 6 3 6 3 6 10 2 1 4 1 1 1 1 1 
..... 
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TIP 41 I PIT 2 I CK 40 ! KC 3 

1 The 24 digraphs above this line compose 25i of Russian p,nln trxt. 
2 The 66 digraphs above this ~ine compose 5~ of Russian plaln text. 
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l I • 

2-g • The 24. digraphs aP.Eearitl§ 100 or mre til:!:.es as beginnin3s of words 1~ 
10,6o1 vords in Russian plain te~, arrapged accordin~ to their absolute 
fl equenc ies • - • ' 

ITP 470 PA 250 ro 169 OB 146 .UO 120 KA 110 \!E 107 
no 405 HA 246 CE 167 .UE 137 OT 115 ITE 110 BC 101 
3A 292 CO 220 CT 161 HE 122 3T 111 TO 108 1~ 101 
KO 287 BO 179 B:SI 159 

3-a. The 69 trigral'hs appearing 100 or more ttl"'~J in 67,850 letters. of 
Russian plain• text, arran.ged according to their absolute :fl..:!Cj\.\CllCles 

oro 318 
E1U1 295 
CKO 270 
CTB 267 
OCT 260 
llPO 233 
CTA 217 
OBO 2~ 
BOll 203 
EHH 198 

TEJI 188 
HOB 181 
E.Jib 176 
OBA 169 
OPO 167 
CTP 165 
ECT 159 
AHJ.i 158 
CKH 158 
TOB 158 

TOP 152 
JibH 151 
non 149 
JIEH 145 
mix 145 
IDlE 143 
mm 143 
Kmr 139 
YlTE 138 
HOC 138 

ITPYI 137 
PE.ll 137 
ETC 135 
RHH 135 
OBE 134 
KOB 130 
HHO 130 
COB 130 
riPE 129 
HOr 128 

POJl 128 
KOr 123 
ABO 119 
TIEP 119 
TBE 119 
3AB 118 
BAH 117 
KO.U 117 
HOI-1 117 
EPE 116 

POB 116 tiES 1~ 
CT~! 115 HfiJ\ 103 
tL.TIH 113 TBO 103 
ACT 112 AEO 101 
AHA 111 HCT 101 
HbiE 110 TPA 101 
mib 110 Br:r 100 
rroc 110 oBc 100 
CTO 110 PA3 100 
Ero 10l~ 

3-b. The 20 trigra.Phs appearin~ 50 or JI.:)re tilres aa b~ftinllin..gs of wor-ds 
in 10,601 words in Russian plain text, arra~~ad ~~ccordinJ to their 
absolute freguencies 

IIPO 205 nPl1 95 noc 81 Bbiii 73 llO.ll 61 CTA 59 ron 51 
llPE 116 COB 87 ITEP 78 PAS 72 EOn 60 PA3 53 rOP 50 
3AB 108 KOJI 84 non 74 HAP 71 PAl1 60 KOH 52 

4. The 58 tetragraphs appearing 50 or more t~es in 67,850 letters of 
Russian plain text, arranged according to their absolute freguenciea 

Horo 114 
TEJib 111 
YITEJI 107 
Koro 99 
HOCT 98 
EHW{ 97 
EHHO 95 
EHYIE 88 
IIPE.ll 87 
PAEO 87 

COBE 
ABO.Il 
3ABO 
CTBE 
JibHO 
IIOJlli 
CKOr 
EHHbt 
ABOT 
JI.EHVI 

87 EJibH 78 BJIEH 68 I1POI1 
86 CTBO 78 CKOM 66 rOI13 
85 WiEC 76 CTAB 66 OTOB 
84 OBET 74 APO.l! 65 BETC 
83 qECK 74 EnbC 65 TOPO 
82 AHOB 72 ECTB 64 ATEJI 
82 OCTA 70 CTAH 62~ rOTO 
81 CTPO 70 HAPO 63 ETCfl 
80 BEHR 69 OBAH 62 CTBA 
80 !BEH 69 CT?A 61 

5-26 

60 Ol13B 54 
60 KOTO 53 
59 HHbLX 53 
56 BO.IlC 52 
56 ETCK 52 
55 OTOP 51 
55 BCKO .. 50 
55 OJIXO 50 
55 c~ so 

• 
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APPENDIX 9 
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APPENDIX 10 
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APPENDIX 11 
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