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OUZLINE OF PROCEDURE AND TOPICS

FOR US TSWG REPRESENTATIVE

I. Discussions with UK TSW3 Representative:

1. Allow for two days discussions w=isr=Forder$f-—oouoilie—
before the talis with the French TSWG nomines.

2o The topies that should be covered in thase dlscussions
includes

a, Q(ecneral sgreemant x the fwunctims to be performed,

b, Agrasment on the mamer of dealing with the French
on those matters.

6o Exchange of information on the French COMSEC
organisatiaon.

II. Points tq__be ex_pla_:i.ned 40 the French Representatives;

1. Reason for undertaking the program:

Essentially an ﬁw&m of the Aide-Memoire, Our

raaliration of the need for secure commmiocations
and of the great effort necessary to achieve this,
our experience with NATO COMSEC, the belief that
some members have not mikde the affort necessary pius
such requests for assistance as thosa of Italy and
Belgium (which were addressed to HATO) all show a
nead for acticn on a common problem.

2. Reasa for the TS phase;

Essentially an expansion of the Aide-lomoire, The
subject is s0 technical. that the talks will produca
nothing wnleas the representatives are compstent. The
subject is so sensitive that lack of confidence in

the security of any representative will greatly inhibit
conversation, These matters are diffiocult to work out
at a very high governmental lsvel, The prior work of
the TSWG and the mutual confidence of tha experienced
members minimige these diffioulties,
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3.

1IT. Explanations of Points Which the Frenoh

2.

3.

O%WM Y

Purpose and scope of the Technisal Takar

8, If possible, the U3 and UK TSW3 rapreseniatives
should avoid interpretation of tha Alds-eoive
or explanations beyond its temis, Justifying this
on the growmd of their oum technioel incorpztopaa,
the limited funotion of this TS0 phaco snd tho
irxpossibility of carofully outlining the scope of
the talks in advence,

b. It can be sald furthor that the Aldeslzmnirs makan
the primary purpcse agraanant on a Stensing OGroup
memorandum, The cutline of tha propogsd raromnd=
in para 4 of the Aide-Memoire and the references to
cryptographic and transmiseion practices in pera 2
show the genaral scope.

May Ralse:

e L T awial

—,

Thair position on the Standing Group end their
sophistication in this field require their partici-

pation in order 1o be sure the plan is sound and
naximize 1ts effectiveness,

Assurances

If pressed on the "shortcomings™ and "assuranco® santences,

the US and UK representatives can say that thay indicate

& desire that none of the Standing Group powers shiculd be in

-the position of advising other NATO msmbers to do something

they are not doing themselwes. It oan bo said fuirther that

the language used does not mean that each of the threo

comtries must prove they are not following condamed pactices,
On the other hand, 1t does not say ihey may not do sp, Presuuably
this matter will be something the technical reprosentatives will
work out,

COMINT:

If asked whether the techmical representatives intend to discuss
intelligence or intelligence results, tho US and UK representatives
should reply that they assume not.
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k. Extent of US-UK Collabaration on this Programs

If this is raised, any ansvar sbould bo confined to

vhe nesesesary icplisations of the Joint Aids<{enoire,

This shows agrei.::at on the axistonse of the prohlem,

tha nesd for Frauch assistacs, and tho pointy covarcd

in the outline of the Standing Group zsuovandim, inelvding

a goraf : bai mractices (since this would ba
tabled earlv W -tedhnicel talks as a US-UK sgrcad
draft). If neeassary, the original idea might ba avtributed
to SECAN,amd 2US:0,-

S. Relationship of this proova, 0 tha French roquosty for cquip=ents

Unloss informed that the French have mentioned this requost
during the ambassadorial approech, the US and UR represcate-
tives should indiscatce that the UK doas not know of it. The
answer is.that it did not inspire the progran, but did ro-
inforce the US opinion that somo mutual prcgram wac desirable,
Presumably there is no reason why the French should not bring
this up at the teolmical talks if thsy o desire,

IV, Selection of French Technicel Dalesates (Proferably not more than thiwe)
1. Technical Criterias (Note Exhibits "A" and "B)
a, The delezates should be the most experionced erd

technically compatent commmications sacurity experts
available,

b, They shovld have a broad knowledgo of the entirs field;
should be capable of discussing the techniozl socowrily
aspects of oryptographio systams,

6+ They should have prestige within the Frénch COMSEC
organization so that their conclusions fraa the
discnssions will ocarry weight,

d, They should be of the caliber of Black, Arnaud
and Byraud,

6. Thay shovld be of the atature of the other dolegatea.
(Austin and Raven beliave it would be helpful to
give their names early in this discussion.)

f. Should not be intelligence spedialists wnless they are
also COMSEQ expexris,
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2, Security Criteria

&, They should be olsared and wudnedfor by tho

b, The standards of clonrmcq,di&vld be corparable %o
those applied to the US delezstes (need not have
equivalent clearances).

3, Qualifications of US delegates.

8. I_Baj.h_m_nsl cmsm specialids and are somectsd
" They have the highast regular Civil
Service grada and many years exporiencs in the

COMSEQ field, They are fully conversant with all
the technical securlty aspects of NATO and US

oxyptographic &systeams,

be They have the highest cleerance status, inoluding
COSMIC olearance, They have the standard 70P SECRET
clearance in terms of the TSt@ standards end also
a oryptographic clearance.

L. Action on French nominations;

It is not antioipated that the US will be able to provide
further ormation on the French nominees, so that the
princi ralisnce for tecknical competence and seourity

is placed on the TSWG representatives, However, tha names
of the Franch noniness together with the recoxzmandations of
the US and UK representatives, should ba passed promptly
tv the 3 for such checking as is possible,

V. Phpysical Security and Other Arrangemants to be Made in TSWG Talks
1., lLocation of the technical talks;
Paris is proferable as a convenisnce to the Fronch who

will have t0 meke rapid preparations for the discuscims,
London is our second choice,

2. Mooting place faor the teolnical delegates:

Ies Invalides, the Palais de Chaillot (NATO Headquarters),
and SSFA Headquarters hawo bewn suggestadjand we showld

-h- * -
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be ready to offer the US or UX Embasaies, SIHAPE is
undesirable, The meeting place should be as ssoure
as possible, It should slso be convenient,

rangements for a seoretnriat for the talks and the
HEETEE of DUpervork

Presumably the French are the ones to handle this, but
the TSWG reprssentatives mist be certain the arrangements
are secure,

Intamrater )

If English is not to be spoken by all the delegates, the
US representatives desire an interpreter. If secure
arrangements for this cannot be made with the French, NSA
or GCHQ must be gpproached on this,

Contacts after the technical talkss

The security of the group papers and contacts betwesen the
COMSEC organization after the talks should be emphasiged,
If reasonable, it should be suggested that later contacts
be made through SECAN subject to different but equally
secure arrangements by the technical delegates,

Date of technical talls:

When it appears that the French will como up with
accaptable nominees, the time of the tallks should be
broached, The US and UK delegates will be ready by
1 April, but will need at least 8 days notice.
Extended delay is undesirable, Reasonsz for speed
include (a) the broad scope of the program, (b) the
fact that the problems of the present gtage of the
program do not warrant long delay, and (c) the danger
(indicated by prior requests for action) that other
NATO members might initlate a different and less
effective program.
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INFORMATION OM FRENCH om&;sc;diibm:znmu
The following points suaxiarise tha”ﬁfor:.ation an the Frauoch

COMSEC organiultam_gmh_blg_m,thé above dats, - The Sourcas are
2 mossages froa ‘on 10 Ogtobor and 12 Hovezber, the

CIA report of the firet convarsation with do Vosjoldi and cos=zcnts
by Austin and Reven on 17 March 1953, ‘This infomatim m&y not be
acourate; any additional data will be holpful.

1. The Oomxission Iteridnistcriel de Chiffres is the top
group, but its powers and rolations wittiin tho goverumcnt are
not known, Its chairmen was thought to be a M. Segala, bdut
he may have been rePlaoad by a M, Mang, who has a ETEE position
in the Ministry of Wational mea, Jts membars includa
reprogentatives of tho SIECE and the Ministrios of Mational
Defense, Forelgn Affairs and Overseas France snd perhaps &ogs
others, Col. Black is ths SIECE mepber end wo have becn told
{tbut doubt] That the SIECE is supposad to puard the seourity
of French cipher syatams.

2. Ths Contirole do Chiffres is an adninistrative body for
the Gommission} its haad 1s a M, Muoller,

3. Tho Sovs~Comitd w%g&higgg is a group probably uxier
tha Commission, which ailege consdms itself primarily with
cryotographio security. Its xrosident is M. Ollier, an ex-PIT
men, now in the SDECE wnder M. Boursicot, ca-president
is Col., Black, The mcubers include oryptographic reprosentativas
from tho Ammy, Navy and Air Force and a non-specialist represantativa

fron the Quail d'Oraay,

. A subconmittee working on coramnications seouri% which
prasumably is not the same as the Sous Cryptographiqua,
Its maobers inolude Amaud for tho Aruy, Eyrand forr tha Navy and
Rafaeli for the Air Force.
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Tha persons listed below are oonsidered bty the US hohn:lml
representatives to be technisally competent on the subjects to
be considered at the third stage of the
All would know Austin by nams
The only name they could supply as a notiinse to be avoided wes
Veryon le Croix,

1. Col. Black of SIECEs head of French COMINT
organisation among other duties; kmows Raven, '

2., Arnaud works uader Marchand in the Ministry
of Defense; an Army repressntative; lmows Austin,

3. Eyraud vorks for the Havy.

he Raf_éli believed to work for the Air Forcej may kow
Austin.

5. Mueller heads the Controle de Chiffres,

6, Is Marohand is new head of commmications staff
orgsaivation In the Ministry of Defenses hs replaces
Veryon le Croix,
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19 March 1954
OUTLINE FOR US TS!!G REPRESENTATIVE

I. Discussions with UK representative:

1. Allow for two days discussions bdefore sesing the
French representative. In London, if posaible,

2. Points to be covered include: agreemant on the
functions to be performod; working arreangenents;
and exchange of information on the Frenoch COMSEC
organizations.

II. Points to be explained to the FPrench representative:

1. Reason for undertaking the program is essentially an
expansion of the points madse in the Aide-Memoire.

2. Reason for the TSWG phase is that set out in the Aide-
Memolre, that is the need for (a) competent and secure
technical representatives and (b) adequate physical
security for technical conversations.

3. Purpose and Scope of the Technical Talks:

a. The Aide-Memoire sets the purpose. (The
TSWG representatives cannot interpret
any ambiguities.)

b. The description of the proposed Standing
Group mamorandunm and the statemant in
para 2 of the Aide-Memoire indicates the
sCOpe.

IiI. Explanation of points which the French may raiss:

1. Need for French participation: Reason for approaching
the French Tirs EE%'&"EEegr position on the Standing Group
and their prestige in this field.

2. Assurances. There is no intention sither to require
oach to prove to the others his compliance with the

draft memorandum or to forbid anyone from offering
such proof.
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3. COMINT., The TSWG representatives assume that the
US and UK technical representatives do not intend
to discuss intelligence. ,

L, Extent of US-UK Collaboration_ on this

s dodn ol

a draft list of bad practioea.g

5. French Request of Equipment frum the US. This is
fiot known to the UK (unless mentioned ¥o the UK
Ambvassador or by the French TSWG man) and did not
inspire this program - although it did reinforce
the US opinion that some muhual effort was
desirable. ,

Selection of French Delegates (preferablg not more than
Three)

1. Technically the French delegates should be the most
competent and experienced communications security
axperts available, of the _caliber of Black, Arnaud
and Eyraud and the US ana‘vx delegates.

2. They should have security clearances comparable to
those of the US and UK delegates and should be
cleared for these disopsaiona.

3 The US de COMSEC specialists, are
connected and hold the highest regular
US Civll Service grade. They have the highesat US
security clearances, including clearance for CCSMIC,
US TOP SECRET and US eryptographic.

4. The names of the French nominees together with the
US and UK recommendations should be passed promptly
to the CWG for any poeslble checking on their
qualifications.

Phﬁfical Security and Other Arrangments to be Made in
iscussions?

1. Location of technical talks -~ Paris prefervred;
London next.

2. Meeting place for technicsl delegates -~ as secure and
convenlent as possible., Ies Invalldes, the Palais
de Chaillot, or SSFA headquarters are preferred.
The US Embassy should be avalleble, but is not

prefexrred.
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Arrangenments for & secretariat for the meetings
and for the segure handling of the paperwork -
presumably the French should do this.

Interpreter desired by US delegates, if English is
not spoken by all.

Contacts after the techniocal talks should be put on
secure basis.

Date set for technical talks should allow at least
8 days notice to the US delegates, but subjeot to
that limitation, should ba as early as possible.
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1], Brief US ) 1. Brief Us 1, Discuss with UK 1. TSWG discusgions. |il, Discuss with GCHQ 1. Technical
Ambagsador, imbasgador. TSWG representa- and UK technical discussions.
tive. 2. Arrange for representatives.
2. Arrange for technical
, TSWG phase. discussions.
30 Arrange for . .
US technical ‘
repregenta~ .
1 tivesn. |
(Polysoides (Polyzoides) (B111ott) (El11ott) (Austin, Raven) | (Austin, Reven)
- o oo -
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USCIBES to NSA{ end State to G-2 NSA. to G2 NSA

Radio communications || Aruy S50 - By { Army S50 - By Stetnl| Army 550 -~ By State|ipmy 950 - By State per|| Nsa/SUSLO - By NsA | Aruy 5§0 - By NSA per
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quest from | State to G-2 State to G-2 G request fron USCIBES
State to G=2 . .
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