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In the brief time at my dlapoaal this afternoon, it w111 be impossible
to touoh upon all pheses of code work, Hence I shall confine myaalf chiefly to
those phasss which will probably at some future time concern most of those present;
namely, ‘tha safeguards and precautions which must be observed in code or cipher
operations in order to malntain the secrscy of the system of commnication adopted,

Y préliminary word of explanat ion with regard to the two terms "Code"
and "_c_ﬁzﬁez;' may be necedsary, To most of you, the two words meah practically the
game thing, but such is not the case. Moderm oryptography draws & rathéx éharp
diatinotion between the two terms.

A CIPHER, taken in & ‘nro.ad Bense , is the name applied to any system of
oryptography which involves the tranaformé.tion of th; individual letters of the
original, intelligible text of a message into a secret or mnintellipible form by
means Of previously established agreements which subsequently permit of the recon-
atm;"bion 0f the original text from the seoret text.

The original , intelligible text of the massaée 1s called the PLAIN TEXT,
The resultant unintelligible-or socret. toxt. is called the CIPHER TEXT,

The oparation‘ of transforming the Plain Text into the equivalent Cipher
Text is called Encipharm'g; " the x-'everaa operation is called Deciphering.

A CODE is the name applied to a speoclalized system of oryptograrhy which
involves the traneformation of the original, intelligible plain text 0f a message
into a secret or unintelliglbl.e form by means of a book or a dooument wriich gives
conventional .worda, or uniform, arbitrarﬁ' combinations or numbers as the equivalents

of not only the letters, but slso the words, phrases, or entire sentences of the

original text, 1t 18 obviousfthat identicsl copies of the Code or Code book must
be in the possession of the correspondents. The operations which apply to this
system ere. ecalled ENCODING and DECODIRG. '

¥While there a.ré sox;x;e ciphers which resemble code or tend to approach
code, yot the distinction which exists and which should be made between cipher and
code is this¢ in cipher one deals 1:vith the individual letters as unlts; in code,

while one may deal occasionally with the indlviduwal letters, the ,operation 1s
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principally concerned with the phrasee or sentences taken as unita.

When the code designations o‘fi the encoded mﬁa of a message are afterwards

'enclphered, of in other words, when a x;xa'asage ig f;ra’s encoded and the{; the code

equivalents are erciphered, the res_ult: i9 called ENCIPHERED GpDE.— For' axample,
if the code wﬁr& i’or the phrass, "By ;)rd'er of the cdmﬁar-m-cmw* s POBAL,
and if phis code. word :Ls then enciphered into the form CITAX or into the number
17521, the 1atter e then lmom as W@. .

et 8o far-as 1 am sware, a &.v—atj.em- of aecrét; communication which is abmolutely

imﬁrégnable 'aéalnat solnﬂbp by the ememy and which at the same time 1sl suited to

the needs of naval, muit;‘ry, or diplomatic offices, is not imown to the acience

of coryptography. I 4o not k.now‘ how ‘su,fﬂciantly to impress upon your minds the
necegaity for exercilsing the' ;msé rig.th and painétgking care in the use of the codes
or cirhers which "may at some rntnr‘e time ba antrﬁsted t0 yous I have ééan elaborate
code and cipher systems rendered ;baol;ita_l‘y.valuelaas thronéﬁ the earelgaénesa and
ignorance of one man, Fron;.tl‘x.a- point of.viaw 61’ the Intellligence Department it

soems to me that a man who ﬂagrantly disregards or v.lolatas the rules and reguletions
laid down by the Code and Signal Section is as deserving of ths extreme pu:nishmant .i'or
a brea.ch of dlciplina resulting in the aotnal or potantial loss of 1ifs.of his comradea
as ls the man wgo consciously betrays them by furnishing information to.the enemy.

Let me tell you of ome 1ﬁ§1:'ance which t0 my knowledge had disaatrous eonsequencea. ’

You will recan that in March 1918 the Germans launched their last and great-

ewt offenelve on the Western front. Careful preparationa and provision had desn made

for nearly averything. 'On the day qf the opening of the offensive an absolutely new
type of code wex;t into effect 1nﬁgevery. sector slmltaneously on the whole front.
Honths of work by the allled intelligence departmentSupon thle German trench code were
rendered worthless at one stroke. We had to begin all over again and while the
géneral éltuation ¢n the whole battle fromt looked very dark, during th'ose' critical
woeks, things looked eapecially dark to. tﬁe menmbers of the code and piphe} 's\sction.

Among the very firat messages,-ln the new code that were ‘intercepted. by

“our own Signal Corps was a set of three messages pasaing between two .stations opposite

the front held by the Amerloan forces. Here they are ﬁg‘""*"""'*.’*‘,"’-"**"‘****"*"
fmia.solution was of vastly greater importance than is apperent on ‘tha
foace of the deoodéd message, The message itaelf meant, for us, at least .nothing.

Even to this day 1 can only surmise what it meant, But the most important feature\
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of the meaaage was that lt at onee gave deﬂnite clues with re@rd to the nature and
mechanioa of the ne! gystem, . certain features of the groups 1n this maasage léﬁa to

tha mak!.ng of gome assunlptiona which were: tasted upon other maseagea; tllzey px:ovad to
be cerrect,' At one blow tha whole new aystem fsll like a house of cards.
.. I have szid that this measage meant nothing _’co us; i?-max have;meant_'put"
vary little more to t'l:'xa-G'émns‘- betwean whom the massage was e.?.chanéed. ‘But this
message led to the bre'ali'tng of’éﬁ&ﬁhoie' code. Cartﬁinly ﬁhé 'Ge'rma'n-.opefétor would
" not have committed this ingxousable bl'ander had the maaaage baen of great ﬁaatical o
. importa.ncew But tor the oode aolver all maaaages are of equal mportance - and mogt
| often the mesaagaa <. laaat consaquenca as regards the tactioal s:tnation yiald the
moat far raaching rasults , and are tharefore the most dinastrous as far as mamtalnl.ng
AL BT
the secracy of the code is concérnad. (Practlce ssages) QUWJ~*“/”H~A~ a{ﬁkuh_
I might add that to oomplete t}:e’dramatimuon rgmtmt upon the \L:K":’ﬁ
aolutioﬁ of this ﬁret messaga, tha naws togethér wlth the datg, wag sant to the &MT
general heaﬂuartera of our allies by apec!.al aereplane because at that time direot L-QUM
telsgraphio communinatien between the American and the other code ofﬁcas had not yet - M

Lo o & g
been entabliahed. . . . - J,G_gfef.- -
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How - mauy of his comradea lost thei.r live& as a diract rasult of this one

Gelman's 'blunder, no one oan ‘says - He wa.s guilty of violating one, of the most

important rules of coda work, namely, & messegse gnga tranamittad in code or oipher

mugt NEVER be repeated in any ot_}_;er fgrm whataoavar.
If it nmlt be repeated bec:—msa of rwnatmn or garblea an exact duplicata

{

of the erigi.nal coda or cipher text must be sent. If aﬂ;er several rapetitions the
moasaga is still unintelligibla bacauaa of a failure on the part of the reoeiving
station to ba in poasession of the necasaary data for decodement , then 11; may be’
necessary to transmit the message 1n ancther form, Whatevar this aecond‘form be, it
ahould bear no reaemblanee mtsoevar to the first meaaage a8 regards internal form

o_t the plain text wn_ich has bean encoded 'or enei.phered. In other words, Ethe ‘plain

text of the original masaaga maat ‘na altered in form to the greatest exté;:t poaﬁibl‘e},.
.conaistent with the mtent and meaning of the masaaga. This process of altering the .
plain contenta of a menaage for the purpose of ohanging ita form, without matenal :
change in meaning, ao that a close comparhon betwean the plain text ami its 1

eqn!.valant oode or cipher taxt will be lmpoaaiblgj,is called PA.RAPHRASIEG. I shall\

refer to it later, As far as possible no 1;::0 rmat ion should .avgg be ggven 1n any \
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plain text communication, code, or cipher message which mey connect 1t in any way
with = message previously sent, O0f course, I need hardly add that a xﬁessag;e once

sentlin c¢ode or clpher must naver be rei:eatad in plain text under any cliroumatances -

there is no ezdaption to this mmle, The danger of such a procsdure is ao obvious

that 1t 19 hard to conceive of any normal thinking person dol.ng 1ts Yat, 1et me tell

you of an actual instance, ' | L .

(Cese 3) Q tadh pealdt K w&:&» Wt

1t seems hardly mecessary.to say that tha‘ 1ns§rtion of plain text in code

) ‘ or cipher text 1.8 g0 highly 'dangei'ous that 1t should nev'er bo done under any oir;;um; .
stences., O0f course it is possible that in a loz;g report, only one or two peragraphs

might be secret, ?n which case, the rest of the report could be sent in plain téxt,

providing that the plain text mat'talr 'willlgive no clue“Whate'ver" to the encoded or

enciphered matter, Bowevar tha beat plaﬂ.mf all would be to ma.ke them geparate, |

The insertlon of any signs ze».mm-av;..a'ﬂ.m:ma or pnnctuatton should be abaolutely

prohihited. This mnld ‘geem obvious but lst me tell you of an instance in which the
!.nsertion of an abbrevéa«tvion lead to the solution of a mogsage. (Case 3).

- The plain text a2nd code or cl.pher meHsagaes should never appear on the

same sheet of paper; 1n ths evant of the loss of the papers or their cgpture, thers

would be less likelihood of the two being compared. As ‘soon as & messags has been |

encoded or decoded, all the work sheets used iIn the process must be deat:royed by

burning in etrict accordance with the regulations set forth. & walta baaket in @

e Chen-
gode room s the most dsngerous article of furniture in it. klf it is necessary to “

ksep an exact copy of the plain text, the same should be kept in the coding room and

guarded with as much seoreoy and cars a:s the code itself, Where a'pléir'; tgxt copy of
the message must be fumlalhad to departments whose files are not ‘sacret; the plain
text mmst be carefully paraphraaed.- |

The work of paraphresing requires considerable skill.a'mi' p,i‘afajbilb‘e ,\&-md

in the case of matters of very great importance, the paraphrasing ehould; ‘be,“:done or

supervised by the higher officers. In all cases the ggraphraﬂg‘msf ba d‘g ne before

\

the megsage leaves the god room

To many of youﬂ,paraphra‘aing a inessage is more or l'ass'un‘ramiliax;\\\ and
it might bé advigable for me to give an illustration. I4will do no good to ahange
merely the order of'a'word or two in each sentence, The entire form of ’the measage

met undergo the changes The message should be altered by the snbatﬁmtion of \‘ \.
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synonyms, the .ela'boration 6!‘ fhréaee s the ohaﬁge from active .to pagsive voice and
vice v.eraa., etos all of which should be without essentlal change in the significance
of the masaags . Iﬁen the sentehqas may be shifted about so that the final result
bears véry liftla resamblance $o0 the original form of the message, The best wsy of
apﬁrdaohing the task 1s first to read the megsege over vary carefully 1n order to
gef; a clear-idea of its meaning. Once that 1s done the principal 1dsas‘ are to be
exprasged in a i’orm ad difforant. as pouibla from the original ,tithont materlal
alteration in the intant of the mesaagau {Cage 4) ' : .

With all thaae procautions, it hardly ssems nscessary to remind you that
anc-odad or ancipheirad .messagea muat naver bs filed with tliair eémivaleﬂ'?. plain text,
1 have personmal knowledge of such an ingtance,

All fha 'pr;abm;.tiona that I have memtioned s0 far ars of grgeheral nature ’

but I mast sdd one more: SEND CODE OR O MESSAGES BY WIRELESS OR BY

MEARS SUSCEPTIBLE OR E4SY INTERCEPTION WHEN A MORE gEGBET MEANS 18 AVAILABLE AND
WHEN THE MATTER DOES NOT REQUIRE IMMEDIATE ATFENTICN, If thers are r'ep.orts upon
matters of no particular importance at the moment, they might better bs sent by

oonr;er or tyrongh the regular chamf:elg rather‘ than tranaemitting them by wireless.

. The reason for this is that the greater the mmount of traffic an aneﬁy can mﬁercapt,
the greater his chanoces for breaking into the ooda.~ Furthemora , the enemy msy in
certaln oaaes gain valna'ble information mersly from the number of messagss gont and
their length, withoup boing in a position to read a single one of them, That applies
more to military affairsa, I sui:‘;ibaé.,. than n;;,val. It may be in'f.,arestlng to you to

learn a few fgcta bearing upon this phase of the gquestion dy gl'v'ing- you an instance

from the recent war, M wrdt, Q“Mﬂ\ |
(Case 5) Ha B M&W

1 ahould think that it wonld be wise to ragn_lata the amount o.f trafnc
during an actual state of war 8o that the enemy can draw no ooncluaions from the
number of maasagea. In regulating the amount of tragfio, routine measa.ges suo.h
a8 daily or weekicy reports, especially if they are of set forms, must be sont "\
by other means, They are highly dangerous becauee of the similarities or contsn‘ta.
. There is a method of breaking into a cods, called tha Analogy Method, Whieh mal(.a;\ .
use of just such messeged. i ‘ c . \\_
(‘Gasa 6) : , .' | ' ‘ - , : :\e.'
- The sanding of short message- should be avoided because the nature of

guch megsages. is rather limited and if they are apt to be very frequent they
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conatitute favorite pointa of attack. (Ga.ae 7o) ,
One way to .aliminlate this danger is to make good use c;f the dwmmy growps;
but their use must be Judioious. . (Case 8,)
he use of dumies is %o be amphaaized espacially in phrases or between

words llkely to be ropeated sevaral times in the same masaagaa or in several messnged,

They must be employed in the spelllng of such words as ars not present in the code.

Avolid the mse of words and mgasea not in the code when other words or
Phrases with the same siﬂificanoe ara present, because it ia abaolutely’ necessary to

avelid apelllz:g out words or phrasas a8 muoh ag posaible.' ghere a:-\;;g.dyantagea in
apelling out such \;:orda when it 18 unnecessery and mqreovef such procedure opens the
way for am att:_ack_ by the enémy becsuse it has been found that the spelling groups in
a code constit'uta‘ ﬁ?ftﬁweakeét eloments. ef~tEo=mede, The fewer apelhnng groups usad
the mors secuts will be the code.. It may sound far»fe'i:cﬁed to you 1‘£ I tell you that
the code man, after a carsful study of the toxt of. a cansiderable numbei' of massaéeé »
is able to determine, for the ma Jority. of the groups that appear vmich amea ’
represent punstuation; which, spelling groups; which, military or naval units etc.
In the cawe of the spalllng groupa aftar a mfficient number of them have been
clagpified as being spelling groups, there 1s lnvolvad only a more or leas simple
cage of eubatitution cipher. Onoce a few of the spellmg groups .have- bsen solved
a greét break ﬁaa baen made l.n'to -thé cods. 'Remember then, v;ae the spalling groups
as J.ittle ag possgible, and when they must bs unsed exerc!.sa caution and use your
best jundgment, ' (caaes 9 shd 10}
, Ancther:rula, which seems almost too obvious to xixeni;d-.on,- is that all

: oparétiens 2pplying to the syétem of enciphering, or sncoding, mmat be completed,
12 ther_e ars three operatloha neceﬁs'ary, it would be highly dangerona $o! léave off
one of them, say the ﬁnél"ona. 1 Enow of two casesin which an ancipharer either
through careléasness or a foolish’ beliaf that one operation wBS sufﬁc 1ent left
off the final operation in enciphering. The results weremO.ﬁdi disaetrous.

After a consideration of the general prlnciplea and mles ;hat apply ‘in the
preparation ot masaages we come to a discussion of soms special and dew.iled \faatnrss.

1 snp@ose if 1 were agked what is the most importent of the mﬁmr m;l.aa with
regard 0 al.'l cryptographic poocesses, for the purposes of making tham aecm'q, . *

By

should say thaa‘b it is the princlgla of random gelection or uss of anythlng pe;rtainihg
N
to the aystem; 1 do not know how to mpresa upon you the hnportance of this j ff _ N
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prinoiplé., One of the factors which moet often led. to a first break into the
- German systems, was the methodlcalness of the German mind. The typical German
mind §s 80 fascinstedwith the ides of doing everything systemically apd in
ascordance with a aéf forr;z that everything he does must be 'doz:a,. gga@;ﬁing:&blyy'f-ﬁa@g Jhen
when he has once adopted a system he never departs from it 1"mles it is specifically .
callgd. t0 his attention. It was his glavish adherence to"aet fo'x"m that most often
gave the leading clues. And if he was told that he must vary his procedure, he
varied it according.; %0 a aystemil | |

I muat confeas however, that our own forqés were not a grest deal better
in this respect than t}_;é German, Time and again we called attention to the flagrant
violat lons or. the rules by men in this ragiinant or that raglme;mt. But the seriousness
of the violations, I am gorry to say, was litfla appfaélatad by the superlor officers
of the men yvhg wore gullty. Yo;a know how difficult it is to get action on things

like this through the usual channels. The men in act ion think that there are a lot of

o old fogles back at haadf_quarters who have nothing to do but amuae themaslves getting

up a lot of."‘fool riles and regulationa" with Which to peater them, They say to
themselves "How the deﬁl can the enemy gat anytlng out of a code message that .1a
nothing but a jumble of letters? If this tnng were not gafe they wonld not give 11;
to ue", It may be that it is pyachelogically l.mpossible to make’ moat men raalize fhe
seriousness of the hundred and one minute precautions that must be obae,»rv‘ad, .except
by actually letting them see how solutions are achieved from the’ﬁost glender of
threads and far fetched clues, | |

For example, in a]moet avery aode for aaoret comunlcation,altarnatas or
variants for the most frequently used g;oupa are given, I cannot tell you how
difficult it is to get operators to use thess varisnts and use them 3_13 _l‘f}{lf?m-
A ayétemat_lc selaction c;f those varfanta, would be dangerous.;?or axampie:,,at first
the German operators had the idea.that if a word, or 2 spelling group, or a
punctuation aign occurred several times in a message, the varlanta wen_e' to be used
in auecesaion the first ong ths first time 1t was used, "the second the seoond time,
eto, Or 1¢ the group was ohly used onoa 1n a message; the first variant was to be
uged, Such'a procedure as the _lattax- does not accompliai: the purpose fqr which the
varlants are intended, (Case 11)

Another gource of danger 1s the repeated use of the ssme expré;sa ion, whether

it be in the beginning, middle, or emd of.'maasa,ge.,' I wonder how many of you reallze
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the danéer ‘involved in such mporta.nt) parts of & message as the address and slgnature,
In cipher work espécially, these two pé.rta of a message are 'a.livays .the fn’l'st to be
attacked, Now if, as often ﬁappana, messages contain the same addresses and signatures
m times, solution 1s parucularly eagy in certain forms of olphers. R::r exampla
one of the sataat ¢iph be solv&z if one has two agzen-shest masaagas in
the s;ﬁ.{ kay,Ain ﬁdc x;l’l signature 1s the ame, 4nd recently we solved anothar cipher,
which waa heraldadleven by other axperta)as being absolutely 1ndac ipherable by taking
advantage of the faot that the addraases of the megsages were in cipher too, even though
they wore all di.fferent. It 1s not 80 nmeh th,a fact that addresses or signatures are
‘d‘angarona as the fact that the beginnings % ends of mgsaﬂa arg alwaxs weak pointa,
It is Just as dangerous, 1f not more. aoL to have a more or less sst fom of beginning
message; such a8 "Acknowladging you.r message number 80 and so" or "Referring to your

mea'aa;ge numbey Q an.d'ac". .The only gulding point in such matters.can bs - avoild all

The use of punotuafion in & ‘code or oypher'me'aaga, except where the gense

would be ambiguous without it, should be avolded, 1 should .é_ay that‘ one of the greatest
gources of cluéa in our work on the German Trench‘COdes 1ay in the exceasix’ra use of all
forms of punctustion by the Germsn operators. - |
Tnere ia. one. mor,é gasution that I might mention'. Never glve the -ana'm& a chanda
to make any deductions with reepect to the contents of any messages if it ‘oan possibly
be avoided. Let us suppose for sxample that the unlts of & squadron are 1n maneuvera.
A ahért message followed by 2 certain mansuver would enable a vigilant enemy to make
. certatn' deductlions as to the contents 62 the message which dictated the movement,
'Similalrly & message sent from 4 fo B, followed by & short message from B to A‘,
followed by a raﬁiéition of the first ;nessage by A would ce'rtainly Mdlcate 8 requeat
| for repatition on tha part of B, Or a long mes:age ‘sent by A then a short message
.from B followed by a repétition of the first measage from say the thirtieth group
wauld- certainly indicate a statement from B Yo A to the effect that the message was
intelligible from the thirtieth group on. All such clues must be suppressed,
I have referred once before to the dangers of short messages, -4 short message
from 4 to B followed by & longer message from B to A, say within ten or fifteen minutag)
wonld indicate that possibly "question and answer™ had been exchanged between the two

stations.By watching these short messages the initial groups are apt to be easlky solved
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beéauae questions most often begin ¥ith iﬁtefrogatives sach ags "When" “_Whare“ YHow
or verbs such as "Ig" "Ars" "Have" etc.
Those responeible for the use of code books should regard it as 'part of
their dutiea to aend in to heaUuarters trom time to time a list of vwords or phrages
which are not present m tha codd and which are used sufﬂciently to warrant their
being incorporated. In thls conneat ion I may téll you of the most pecullar anomaly
of the German trench code;‘ :_It| had no word for code book. conaaquantlg; y overy
reference %o ;t had to be spelled out, I;ow 1t wag the ragular practice fo notify
the atations, after a nsw code book went into effect, to return the old codes,
Consequently, in the traffic the first day. of the lifa of & mew code ons or more
messaées could always be found instructing the gtations to send back t_l;eold codé b.ooka‘.
Since the word Code Book had to be 'spal.led out, the finding aisd golving of such a2
message at once enabled us %0 meks a graat hola. into avary' naw'code.' If I were asked
| what word im all the Gemai measages ,gav'e" the most useful clues to solution, I should
- . say 1t wag this word "Satzbuch". This went on for over two yearg=all for the lsck
of a man with snff;cient 1niti,};¥,~egnd regard for his duty to inform the proper
authc;rlties. (Ca;e 12) ' | ' ’
I have told you about some of the thingé which helped us in our work on the
German codes and clphers used on the battls front, and have hinted at successes,
0f our fallnrea, I have told you nothing - and they were many. I am of the opinioh -
and have good reason to suspsot, that toward the end of the war the Germsn intelligence
department gave special courses or. instruction in the uae of code and cipher to the

Operatoi-a in charge of transmitting commnications. The resson 1 suapact.'thls 1s that

as time went on the material becams inoressingly difficult to solve in spite of our
sontinued experience with the material. The enemy evidently came to a Eeal 1zg\tion
of the importance of the ‘correot use of their codee and oiphers and the raault';ag

that a most rigld déscipline in communications came to be enforced. They even had"\

»
‘e

inspectors whose duty it was to go from séation to station and corraet the errora\

being committed. One amusing incident In this connection may intersst yom, .(Lase }z.
\

The idea of having an inspector or a sort of a "Seocurity service® 1a

N

. h
e
fundamentally & very excellant one. The securlity service should bs, it ssems to m‘a

a branch of th,e code and Signal Section, because they arae in s better position to’ \\

AN

realize all the mistakes and pitfalla and the seriousness of violations of the rules \\\

N s
‘ v
H K

and they should slso be able to keep a close watch over all the traffilc, Sueh a

department might seem supserfluous but I believe that in the end it would mors -than




REF ID:A66639

«10~

pay for itself,

A poor cods in the hands of ex:egrta can be used more safel,‘z

an excellent code in the hands of carsless or ;Eorant operatorse. Finally, [

might add that no code or cipher system known to me may be said to be "gool Proofit,-
Since the aecrecy of operations ls a fundamental prereqguisite to mcasmi in waz'-fare,'
it is hardly necessary to point out.that the proper training of the peréonnel which
is to be entrusted with the work of encodlng and enciphering, and dacoding and
deoiphering, is one 0of the most important factors in the realm of militagy or naval

gclence. C : . !
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