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caamNIOATitm Di'.rEIJ.IOEHCB 

A pnaentation b,y Mr. W'l1'• F. Frieclmln to the Faault.y 
and students ot C1aaa )0-8, Air CcDul1aat.ion & lD.eatroD1o 

"'- ~ Of!i_..' Counlo, an 29 Septal~ l9SO 
.... -·\·~~~ _,. • -... , r-. .. .-\ ... ' ~:... . ~ .. _ .... -
.. ) .. :~...- . 
~-·....,.. .... 

ciation ot the opportlmitJ to caae hae to talk to 70U on 11\Y subject. In 

invl.ting ae to speak on tbe subjeOt of COmunicaticms InteW.genoe1 1t 

wu indicated that. "the objective of tile Pl"JSefttation is to create an 

mrarccese of the baclcgx*ound1 dewlopm:ent1 &"ld :mtUJBr of ~ ot 

this vital m111tQ7 wapon." CCXraun1catioZWJ Intel.l.1genoe 1188 not aJ.1ra.ya 

reprded aa T.l.tal. I aa rem:\nded hve ot a stor.r that I read some YeanJ 

/ago in an old book• ond tho story ma.r be 8pOC17phal1 but I give i~ tor 

11hat it. 1a liO!'th. I-t aeama tha't about "bJ!') tJ&ousand years ib"'' tr.ere,.. 

a Persian queen 11boae name was 3elairamia aDi llho took an intcut in 

C1'1PtozraPlV• Whether it was because ot that interest. or other uzanatural 

circumstancee, the record doesn't sa;r, but anyhow she ~ an ~ 

death. Pre&waabJJ' abe m.mt, to Ueaven, or perbapa t.o the otber- place, but 

having left iDatrucUoos aa to tho disposition of her reem,..,., thfYJ' buU.t 

for her an ~sing uauaol.aml in 'ldlich nor sarcophagus reeted. Q1 the 

outeide of the ma1UI01eum tbere 1188 carved a maaaqe1 11h1cb aa1d1 nstq, 

1ll88l7 trawler I It thou artf tootaoz-o, hung:f71 or :l.n need ot moncll1't 

unlock the riddle ot the oiphar &r&<ven bolarr1 and :you will be + to 

ftcbe8 be)to!d all drealla ot awrlce•" ThaD undernaath 1~.:.thara waa a 

~. For aevval hundred rears tbe posaibW.V' ot su1dlm wa'J.tb 

&Gf'IN • a lUN to all tbe ~ llbo tried their bazJd8 at dec1pherr1ng 

the.,. ... , 'but the¥ are without suo08881 until one c~a.r, PJ.Wft11ablT1 
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along aame a ~~ bespectacled indiv.l.dual11bo1 after l'I'Oiid.Dg 

at, 1t. lor a CODSiderable llmrtb ot ti:ae, ool,_ the me&811&0• It gaw 

b1.m. detailed 1Datructr1oD& tor •kin8 a 88CINt ent.rr into tbe tomb. 

lllen be got inside he tolD! aa inat.ruction to opeD the aarcopbagua• bat 

he had to solve another me8B&ge iD ol'dar to do' so. Poaaibl¥ it irrtalwd 

t1nd1ng tbe CO.l"!NN-.. ccmbimtlau to a $-ttp,Jer look I iell1 he solwd 

that. one too, attar a lot of 'DOl'k, mi opened the 8IIJ'COpba.gu8 and. l01Dl 

a boX. In the box na a meaaaae 111 plain language,. and t."lis is 'llh&t it 

aaida rtf.h1 thou vile and inaati.able monster, to d.i.aturb these poor 

bones 1 U thou hadat. laarDed l!tCID8tbing more uaeful than the art ot 

<lec1pbtu'1ng1 thou m:ruld&t not be tootao:re, h't.mg1'7 1 or 1n noed ot liOileJ' fl 

»an;y til4ea in the coUI"'S8 oi tbe put. t.hirto' 7ears I haw had oocas1on to 

1l1ah that I lmMr the olcl sal' a address au tllat r could put aa a .t.lra't 

~i; to the buic couamnication the single warc1 ueoncur.n "ilell, 

ruvtu•, it•s been an interesting l.Ue, it not f1nanc~ lucrat1w. 

1llW I aza going to read :fOU a s.'IJort ~aph :f'ra::l ~ !§aa:iDa ot 

uu.s. cit1sena d1acaverod last waek that pes'bape their 

ZIIDDt potent secret. 1l8apoll or World war II as not. radar, ~ 

the V'l .f'u8o1 not the ataa bomb1 butt a baNleea Uttle machimt 

11hicb crntosraptuJN pa:Lna~ CODatructed in a hidden 

:roora in -~· Wit,.~ this mobine, tiiU.\ attar yeana ~ 
tr1al 8DCl _.,..., ot ~ and deductiOn~ Cl7Ptog;l'aphers 

baw dupljcated the dacGr:UJ.Ig dsviCfltl usecl 1n !Olqo. ~ 

before the Pearl ffaZ1:aor OOiaittea bad ~ al1G1111 tba\ the 

•chine knOwn aa 'Jla&1c' ..,. :lJI use l.cmg before nec.ber 11 lS1a11 

'sEeREI ..._,_ __ ---. 



had p'fell araple am1.ns ot the Jape' 8D88k attack it on1)' u.s. 
brass bats bad been lllllr1'\ enovan to real1118 it. Oeneral Yarahal1 

naw oonti.nuad the 11toJ7 ot fJiagio • at 1111110·• 
. . 

And then it, gos 011 to 1t13 at that ator:r was. I hope 1111 baw time t,o 

ret.um to S.. a litt:J.e bit latc- ca. 

I -f{_ 1 l ~ -- to atftas the naoaasitr' tor seozrecv in this bii81N88e ' ·, t&,~.:...... ........ ~..,.~;).'" . 
jjJpe tor Murre suoo8se ~ to a V817 gl'G4't; degNe on ~ 

.. 1801"8Cl' wit.h reapect. to put~.. Cll.an888 aa a 1'88Ult ot 8\Sp8Cted 

\lle ettecta ~ lealcage or COllprCIIdae are DOt ~~ - t.be;r are 111daspread, 

beoase ot the 1l1daapnad 'll8G an4 dia~ ot ~ cr,yp~c 

s:ratam&• Du:r!!.ns •ld War II, I :11Ft say 1 the contil'lua."lCG o£ our succesa 
"i~ 

h'DDI b,y a VflrY alender thread. I ata nn:lnded at t.lWJ point of an inatance 

ot this sort; l1b1ch bappenad j'W!J't. a abort tJ.me be.tore 191&1, ani to avoid 

.,..sng 128IIISJI I 1d.ll lliapq sq tbat tbsre was a ohap m a certain capitol 
' 

~ the 1lfO:Ild. 1lho aont. a meesage to his hcaa ~nt 1n 1t1ich he said 

that he was getting a bit 1I01'riec1 about their COl.lllll'micationa. In aubcstanco, 

qe aa:l.d.a "You knalr1 these lllim3" .tele£rapbic ~- that we are having,· 

deal '1n8 nth tb1a matter .1D band,. haw put a great Rrain em our cipher 

"18"- becawJe tbq haW made it necJele&l"Y' to be ver,y 'VOl.UDd.nous in 0\1\" 

oorreap0Dd.an48,. so tha\ I a afraid that perhaps so. third partq ~t be 

Ndng ouzt ~. I think W ough.t to do &QIIa~ about th1a 

~!1Gb' -.r•• lrell, w Ned that1 aad w __.. W17 auah VpiJd tor tear tbat 

1iher would take tbe ld.ut and tbat ~ wou1cl bappea. So w wre on 

tentabooks aDl pins azxt Dea nee tor two or t.lu'ee dive tmtU we got tbe 

~ fJ:Ioll headqvartan. Y0\1 can ~ ha~r agog with GllDiteamt w ..,... 

3 
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\1Dt.1l. tbe moeaap was processed to .-. po1Dt ot intel'"'giMliV• !o 

paraphl'U8 the ~,. 1\ aaid1 CIWell, 7011 aout.barn ~tv ot a 

hOIW'a auatc1JV1 ~·t JW. NRltM tho what rou ue e&71Ds 1s ..,. om, 

ot 11De1 Don•\ you kDclf that ow :qatera and t.be MCbiaa baa ao 11f8V 

per1111tat.1.ons azld ombf nat.iDna 1t•a 1Dconeeivablo that ~ 8bGu1d be 

able to l'4iad these eawmicationa 111~ baY.I.n8 the Mcfline 81¥1 tba 

bV? Now, don•~ J'OU. worry 4%\1 mare about it. You 'tend to ,.our CMa 

budneaa, am a•n ~tam to onrs.• lfe 'llftJl"' "fC7 hApw 1ba • read 

taa"' one. The thread ., izadead a Yer"J' thin ana that t.t.m because it 

.. poeaible to do quite a TmDbe.r ot thi1lga to 19801;) up" the :v.stea. arv 
cma ot m:ich would haW occupied • for months t.o get back into- a state 

ot 1'8.t&b111.ty. 

• ~ ~ • )>I llal'dl;r .-1 to i1ve 7f3U a chi'im.~ rd co-Uoaa ~. 
~ 3, or CCilill'f, .as w Clll1 it !or -.. \10 doubt; llajor liDrrison has al>.'eeclf 

dealt ld.th it, so I will s:1Jrpl;y aite its three llllin object;;tvea. F'1rst -

to ps'O'ride authent.io illtomatiorl te poliCT ~t to apprioe t.'lem ot 

the realities ot tile i.nternational situation, of the as- maJd.ng capaM]itiea 

and wl.llarabUit.iee ot foreign countries• and ot tho inten'Uons ot tboae 

eounV1eB w:l:t.h ~ to war. Second • to eliainate ~ ~ of' 

8'Ql'Priae .trcra an ~ ot aggreasiou biT uother oourJt.r.r. third • to prov4.de 

ua1que 1nt01"118.t1on esaantial to the ~ proaec.ution, am vital 

. to a shol"ten:1Jl8 ot,. tbe period ot boat.Ui u.. 
Now, the baa~ ot cmmrt,. 1ihich is hued l1pCIC tbe M1el1ce ot 

~. baa a long aDd 1181.7 1rtterctaUQ& hbtor7 1lh1cb 1a inatri.cabq 

bound '1) with tbe b1at.ctz,- ot ~· 11• • an bat oppoeit.e tacea 

~ --~ 
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ot flbe .... eoint for p~ :J.a ODD 1na91tabJ.;r ltJGda to plrog:l'eft in 

\he o~. fkmcet Wb1le 711T talk 18 to be devotsl ~ to ~ 

~and CXI4IM'l~ I 1l1ll ~to deal also_, to a 08l'"t~Wledtmt;,. 

with. cr.vptograpb;r and cc•dmlicaUana sectr1:~ or:- COHSl&O. :JfoW1 because 

t4 the seo1'eC1' or cloak t4 silence wtd.cdl o.tf1o.1al.J3 ti1Zn'Ouada the 

wbole t1eld ot ar,ptoloi:7 aDd especial.q Cl7P~t it 18 obvious 

that a.'llt.hezlUc intonmtion With reterence to the ~and. &.mtlop­

raent. ~ the adenee in foreign count1'1ea 1s quite eparaeJ and altbouab 

atte1' World 'far II wa learned IIUCh regard;L'lfl the accoe:pli sbltlfi1W in 

'Wfl!1' DIICil 4bout hoar good or bad they were 1n campariaon with w. I can 

ODl;r' gi.w a f'airlr good aceount ot u.s. COMI~"'r act.ivities up to a cert.a1n 

point o-r time• ana Bft1l then I will not. be able to eq .,_.,. ::a:h abo\.oat 

tbe u.s. ia'r.f's COUINT activ1tiea• becaliSG I don't me. "'181'7 lllUCh about 

tb&t bnckgrowzd and pn!ar not, to give srrr 1ntormation which I ean1t 

· docu:aen~. In fll1l case. I mgnt. sq at this ?Oint that our Nlat.iol18 with 

tile lfaV in tlD ear~ days 1lti1'ti such aa to preclude m:1 kncnd.ng very much 

about llhat t:.hq 1f8l"e doing, aDl Vice 'VWS&• In the COurtJe ot 'fll'l talk I 

1dll gift W.uavat.iODS ot czayp~6 soma of 1lh1cb tara part of.,. 

CRill experience. HOdaet¥ 1IOUld <ttotate their oai.saion1 but because ot 

~ poe8ibla 1r1terest I 1ldll use Ulea· a."ld will here and now liUke a 

~ apal.car rw the uao ot the pareonal pt'OllOUil. 

'( BOll..., - ba"'t the ~ eUde, please. cz,p~ ~ ~,.,_ -:;: 
'U""\o.l we. ~ '= ...... ~ 

, ~ so hack to ~claim Of tbo 1Jmmt;1oD ot vi ~ here l.. _ . _ 
~~~~~,.~ft.b..t~ . e.·_ .. _· ~ 
•• 8D 1ii8tance ot ctpber in- t.ba-B1ble. In~ '2Sa26 · · ----.~ --.... \ 

.· ~-r~~~~·~~-·~ .. -~~.,~~; . 
. ~·~~-~~~.,~~ ~:b.te- ·-·-d u 
~ -~,....~~~~~~:~,!Jt'F~~ 
\(~0 -~~~~- ·~ -~:c: ·---~~s~~~~~ 

. -~ ~~---. ~--------~--- .. ·---- __________ _:_\.?__ -- ~-- ·--------------~---·--... -------------- -----
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411Pft1181C1Q • Ancl the JdnfJ ot Sheabakh ahall drink a.tta- them.• .&lao in 

~ Sldala •How is Shellbakb takeDP Well., tor 1181\T' II8IV' 7ea1!ll 

tbaf, DIIJ8 •sta88bakb" Nadnecl a JV'Bfial7• 1here 11811 no aucb place. 

lilt thaD aaaa'bod7 41.8~ that, if 10'1 write the tatntr-fllo 18\teN 

ot the He'bnw alpbabl't 1D ttao zwa, eJ.ewn arx:t e1ewn, like f.h1e,. JOU 

• t;p a aubatitut:ton alpba.bet. 11fhereb:IJOU oen replace the lettara tv 

tMae atmttng eppaeite th-. rot' ...,le. "SbiD•" is~ 1v' 

•.Bath" or '~'ice,....,. so that "8beahakh•" Uan&latea "Babel," or 

•Sabyl.al." 'lha VOIIels bad to be IIUP,Pliad. :Inc:1.dental.:b'1 amtiontng 
~~' 

tho tible• oua lld.atlt JJfJq tt1at D&niel• Wbc -.s!\ tiia .t1rst ps:fdlaanal18") 

~ 11Drda, "Nebuahadnntsar dre&1ed drecls, 'llheriJI:ith his spirit .. 

troubled, and sleep brake ~ hia." But when he 1IDke up be jUBt 

. couldn•t 88a3 to :reneraber t."lem. ana~ he called for biB mag:f..cians• 

ast:rologlsts, and ctmldean ~:s a."ld asked thea tD int.efp1'8t the dream 
;; 

be'd had d~ tho night. 'lbey askad b.ia: 11Wha1i 1IBLI the dream?• and he 

80.1d~ ltit8ll1 I don't ~ it• but it•a part ot '10YI job to t1Di tbat 

out am then to ~ it." h1i was a prettq aWt ~ and 

~ failed to make good, wnieb irked ~ DO ad. B1Dga bad 

a naaf¥ habit. ot chopping 70tJr bead oft 1n those dQB it ycu tailddJ eo 

1n tb1s oaae· it COllU aa DO surpr1aa 'to 1.earn that HabaGhadneaar plllri&Gd. 

the wrd ~ to deatro, !!! tba 1d.ae .at ot BabrloDt includirJg Datd.el. 

1fall, 1lh8b the a:I.Ds'• pard cae to get DIUd.el, Dan1el aa1cad that he be 
-ti~ 

given a bit ot tiel. '1beD1 by aoae ~- the record atmplJ' _,. 

that tba aearet 1188 N9lla1.tJd to lmd.el in a J1.1.aht y4...a1on - Daniel ._ able 
\ 
\ 

\ 
\ 

·,J ...... 
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w ~~ the ..... and then ~ it.. sa. yua1'8 la,., 
~·• aan, ilal.sbaasar• 1llaS giv.5..~ a teaat, and during the 

co_.. ot tbe taut tbe t1.npra ot a raante hand appeand on the ..U. 

'beh1nd the ~ck m:lCl WI!Ot8 a fS80IP8t. IIIJSIM&Ol Dllabaa_. ._. 

......, JIDCb upa&t aDd oallM for b1e fJOOthsa.Y8nt d\aldetm SOI'OWWJ!81 
::: 

magicians and so on, but 1:he:f oon]dntt, read the ll8!l88g8- apparent.~ 

tne:r ccni1dn•t tmm read the cirft_. charaateral well, Daniel was called 

:lD and 81cceeded not ~~ J!'IIUV11ng the writine em tb8 .U: "llse, 

..... takal,. ~.· but. also tbe man1ng ot the 1101"da. H1a 

1\tt U!ek:altt • 4bC #t. ~ed in the baJ.Mcea ami f'ouzx.l Yen~. 

,.~,.or- ra~ ••1.._,,. (apparer1~ the cbap 11ho did the bald-

1ill"it.ing OJl t.'iw all imEIW a tiling a:- two about or:rpt.osraPb71 because 

he W!led ~ r) - '.ftl7 Jdngd.ora shall be div.l.dad and given to the 

'!lel:1tMJ abil Persiana.ft 

!he nan 1a an illustration o£ tbo earlies~ c:lpher dtwice biatol7 

reotlrdat a device W!l1ch was called a ~· liiOCl by the aao:UJat. 

~ or Gn.taks• lbe,v had a 1IOOdeD ~ o£ spoci t1o 

cUmalaione, ai"'VVId 111\ich th'V' \1l'ftpj)ed apir~ a piece ot ~J 

tbe7 thEm 11r0te the ~ ~ tbe edges ot tbe pecbaan\1 1DtO\Dl 

it, aid ll8lrt. it to 1ta daat.ina~ 11hee the reaipient 1IOUld. 1da1 tB 

. p&I"Chttarrl\ 8Z'01DI an ~onecl ~~ am tbu JrJ.Ds 

~ ~l:' \be bits ot lat.t.en ~ the ..,... '.l!b1e 
• 

~ ~. is not. oo~. '1bo wri'U.It; waa dOD8 alaog the 

q• .of the parcbMnt• as I 'ttaid betorea and not aaftoan in this 

1 



p:1.et.ule. And. 1:u the -.v J the baton wiW:b tho EuropeaD t1ald srahalJ.. 

e\Ul oarnea ae one of the ~ ot his ~ o!!1ce dt!ll-:l:vee fJral 

thi8 WJ!"J ins~ 

Olesar1 ot eouraa, ia 'lllltll kncMB 1n b.J.atcr'.r to haft uaed ~ 

~ - a vr11111 uimple ~ obvi~1 becauae aU he did 11811 ~ 

replace each lette.l!' tv the cno that 1l'afl .f'ourtb .f':l:oom it, 1n tbe aJplabot. 

C1caro wu one of 'the 1:mmtars of llb.at ia rmw cal Jed ~. He 

had a slave b:r the name ot 1'Jro llb.o 1t1"'ta for Cicero h1a ~ and so 

0t11 in abo.L1hand or~ not.ea, aa the,v are caned. 

1he beginninp at !af.Xiern ~ are to be tound in Venice, 

in the Papal atatae,. aboutt ]hoo. I show 1JBXt. an alphabet ot tbat period 

'llhi.ah 1s intenot.ing ~ because it Sl."loaB that in thorJe ear]¥ ~ 

the,y a1reactr W a recogn:itJ.on ot the basic ~ ot llhat w call 

s1.ngla or ~ auba'titution. sol.ut.i.on of this type ot ciphw, 

aa you all lmoll1 is ~ by ns:1ng data baaed upon trequeacies. 

! don•t naw to go into that becauue aU o£ you,. at aa:ae time or other, 

ha"fe read "'!he tlold Bag, tf and UDiefttand tbat sort ot ~. But, 

this al.ide ah01rs tba't tbo .... ~ Italian czwtograpbers in~ a 

.thad ot d1a~ the I1Dl'El f'requenciee, b,y havinS the hi&h-~ 

lettaftl rep:uented b,r mre than a ldllf').a dlaractel'. I 1I1U add taat 

the earl.iest ~ that. tbe 110rld potJSeJ1181i on the subject ot Gr1Jlt.op'ap!V'1 

or tcr tha$ •"-"• cr.vP~1 1a that; wb1ch 1188 RitteR 1n 1474 _. 

a ll~tan, 1lbOae na. waa Sicco S:lmomt.ta. lie sate tortb the pr1.Miplea and 

:nethods of sol..n.nc oiph_.., ~· a$~ ciph-. no doubt,, but be deecr1be8 tbetl 1D 

a ,_,. clear cd ccma18o form. 1he ~ book or extensive treat4se 011 

8 
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QI7Pt0p~ 18 that b7 a Gerlaan labbot DaiDd Mthall.us, 1lba 1110t.e bia 

IIIDIIe1ltal 1101'k 1D lSJL. ae planned to '11"1ta tour wl\1111.181 but he qu11; 

with tbe t.h:lztd one beca1.,. be puzposeJ;r 1G"'te ao ~ and made 8\Jah 

tantaat.ic ola1• that he got dla1'pd 11'.1. fh beiDg 1D leeguo ld.tb -

nns.l.. 1be7 Wmed his baoka1 aa a matter ~ taat. 

we aN eo1JJG to i1UJp a WfQ1I nr.w to acme ezampl.ea traa _.. :recant . . ' 

h1a'tozl7• 'ftds alide Bhoa a ciphaze al:pbabft and systam UD8Cl br·llal71 

QueeD of SCots. 1D the periQ1 l.SbS. or thell"eabouttf,. '1hcmt was an 

-Italian arnttoP"aplter whose DBIII8 was Porta and 11ho wrote a book, 

publ 'ahead in 156.), in llbich he sh.o88d oerta1n tqpea at alpbabuta tha' 
haW ccaD down 1D h.1a't.or.f am are knorm DOW aa Porta •s Alphabets. Here' a 

P-'-

(!_) an~~ tbo P91"ta Table, shoving ono alplabet With~ letten 

.l or it anot.hezt alphabet '71ith ke3' le<ttal'a c =- n, and so on. I don't 

1SI%r& to go 1nto a:r.aot.l\7 harz thoae key letters are used, but it i.8 

sutf:l.oieat to say tbat, even to tb:1a day ~ using the Porta 

alphabets are occasional ]3 ancountered. !nc!dental.ly 1 Porta was quite 

a fellcRr. :here ant lots of people 1lbo re.tar to his book lAlt haw never 

read i't. I took the trouble to baVa it Vanalated to see just 'llbat, he 

d1d _,.,. 8l1d he was, in • opillicm, the snat.t. o£ tbe old =tPtosraPhers. 

~. also he was the ~ ot 11hat we know aa tbe ~ . 

~, the progentt.or ot our modern C8l!lfJftUh. I thiDk also he waa ono .. 

ot the earli.aR .ot ~te able to solve a srn- of ~ aubatil.-
, c 

t.utLon.t tba\ is• 'lileN the kfl7 18 cbaDg:I.QS C101'1Siatf.wl~ u the .a11818 

~ fM'«ripbemaDtf• Porta'e table waa ~ual.l.Y uaecl 1D ort1cla1 

~lltmce. ilel'e 1a a pJ.c\unl ot a table \hat was tOIJDd 81D1J8 the 
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8tata papers ol Queen !Qisabeth's t.i.ae~ used lor COIIIIUD1ca.tirJ& 111tb. tbe 

Etl&liah Nlbaaaador, to Spain. It used Porta's aJ.pbabet8. 

'Jhe nmn alido I show ia a picture ot wbat; ar:~Ptocraphera ~ 

oaU the ~ Square or Vi~ Tablet a "' ot ~ 
~ aueoaecd.~ d.1apl.aced GD8 let~ per rowr, with the~ 

le\ta.t-a at. the top ot the ac;ae mxi the k'a7•lettara at the aide. '!he 

met.hcd o.t uaiDg Ute table is to agree upon ~ keg' WOl'd:a which causea t.be 

equi.va.lente of the p~ letite:rs to change aocord1Dg to tbe .-mar 

in Bhicb. the k81' changes. tim~ 1 Vigen8re also has an 1ntereat, tD ma 

because although ite is corannly' eredited 1l1tb. having 1%mmted that ~~ 

he reaJ.l.T d1dn't and, What's more, lliJ'Ier said he did. Here's a picttll"8 

5'. t ·_, ot it as it a.ppears 1a hia oan book. It goes conaic::larably be70I1d 1lhat 
. '' ~_,..,. 

tne tJl'd1.nary reterenc:es Stl:/l about his table, ~ I won't go into tho• 

differences because truv•re tecimical and pe1'h.ap8 ot no great. intereatc 

w ;rou ~. 

'fbe next ceyptoerapncr I wi..CJh to :wmtion ia a F.rencbman, 1rame01a 

Vieta, an esaiMRt mathematic1an, £owner or modem ~-.bra. In l$89 he 

became Or:Nnoelor o:l ParJiment. at '.l'oU:'a and then PriV Oo'Unsel.or. i4lU8 

1ft that job he solwd a Spani. cipher aystela 'USing more taan sao 
cbaraatars,. ao that all the Spanish dispa'kb.es falJ'J.ng into French bands 

,... eaa~ road. pb11J1p II ot Spain was so convinced of tbe ~ ot 

tda c:lpher thai; wn• he found the F.reDcb 1Nir'e aware of Ule coll'tcll:lta c4 his 

lo\tara to tu ~landa, be ca.tplatned to the Pope that the lnJnc#1 -.re 

u:d.ng ~ against hill. V1eta 1lU call lid on the c:aJ.",p8\ and lll8de to Jr f.e .......... -::__cat ___ old ottia1al clpbc'. _ _ , 

.L t- ....... ,-..... '---'r ---~ ~ 
--- lJ) ~-~ 
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~ ~ ., ' tbe alphabetaJ and a alj ding eard1 11hich could be ah1tted up 8111 ~. 
"'-... _....' 

/_ ... """'~. 
~~~~. 1a anather, aallecl the "tala &q'U.U'e cipher•" QV ·"~~:let~~ 

1t imolwa cocrd1nateau haN is ona CQ~f)].ete alpbabet amd heft 1a 

another one,;. t.'1e coard1nate& l1l'8 'U88d to ~ the letters. 1ba' 
, _. ~ uaad 1n Ouv'les Ita u..., 1627, in CCIDlll1cGting vl.th 

PftDC8 and. Fl.aDleN. ~ 
~--- - ~~~Q- ..... - • I. -· ·~.---~-!~.{: I -.at, ~)~~ .. to~ _ th ~~ -~utf;;~ ;;·~- ' c 

_,,...-,.-......, 

. . - . .. ... - "~ . . . 
1J.S. hiatol7·- 1he slateas 'UIIiCl b7 the ~lmricaaa and b:l the Bri.Usb 

wre ~ J.denticall In ons caae1 in tact, ~"loy used the 8flll) code 

boat 1 I 1umt seen reterences to an Afaerican mo seems to haw been tbe 

Bcwolut.ioa•a AFSA, lO'I! no 1QS the oi:tner expet't to Congross and it is 

claimed that he managed to deciJiier near~ all, of not. aU,. ot tbe 

~~ 
Dr:i.Uab code II.OI!Jsage& intercepted btJ the Americana. ":he nat.....-.. 

: · Gr. lJ \ ahara a pioturo of a code ar "s:rllabar:!, • as w call 1t1 used by ~oau 
\ ....___..,. ... 

Jet.temon. 'l'bia syllabar'.;r is constructed on t.'lo so-callod ~ 

principle. This is a portion of the deQodjng sect.ian. You will note 

that the maeric3l iJ'OUPB are 1D conaocutivo order but. t..be1r ~ 

are at random. ThaT haw no alphabet.ical order at an. It ~ maaa:a 

that )"011 baVe to haYe another aact1on, the ellCOd1ng secUon, 1n 1lta1ch 

the 1ftD:'d8 81'8 ill alpb&bet.ical ordar, and their equiw.lents are in J'81ldDe 

O!dar. 1h1a eon ~ D.J8tell even ~ is 1D ear:teaa:l.ve ... Jet~ 

,_ an all1L"'und pn.i.us, am I shall have IIG'ID't.~ to _,. abcl1t; b:Sa aftll 

a:rpto~aptvo a 11\.t.l.e b1t later on, I bope. ~ ttereta an~ 1lide 

l-~~~~ l~~--~.;~ a·l.M.r~~~~ ~ Anlltld,~ 
~1 G~ . o.-....' _l"' ~ ~--~ ~ ~ ~...;t- ------
(~ ~ ~-o.~ ~ ~- ~kl.U6..<)·~~j~'· \ ~:v ~T'-~~~ 
'-V7~' r\~~~ ~\~ ·u~~~· I 

. -- .-!..-,-..,..._... ~- . -
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.. 
IrJdeo:l,pherab 1fta80l1able ec. ~-. n It. has ne"fer been c:lecipheNcl. 

I~ zrea&J., *'I haw bou&ht a omr azx1 calt baa Gen. John Jooepb Dull.:la,• 
and ao ~· 2bo l'OII8Gft ~ it ~·t. bamt decd.pberacl is that tl1eft 

ian•\ anovah ot it to tOftl tba bl81a tor a aoluUoo. 

I ra aoiug to fJ8I a tar 1l"arda about ~ ~ tor tite 

Naaarl tba\ I think tha'l tha-t~ the D8llt and a poeat 1~ 
. . 

1D the b1ato17 ot ~· About, 1821 a ~ ~ 

naz.t,1ed tbe world bT beginD1ng to publish tiranslat.io:. ot ~ 

~cs. ~ 1a a picture of the Rcaetta stone. It is a 't'r.l.-

l1Dgual. ~0111 i'C'Pt.ian h~, lollalred bf i!igyptian script; 

caned "Demotic 11 and ttum Gr:reek. All ·t.nz.ee texts ..... aatJ't.lled to tiB!i the 

amue 'tliJing, ot course. It was bT :seans oE tbi.a tr1-lingoal inscription 

that the EC/Pt1an ~de writi:l(; was :in:U.ly sol:'I8Clt a teat 1lin.dl 

repneanted the aucoeaa.tul sol.ut:Lon to a ceyptanal.Ttic p.robl.m, tb.e major 

part ot 1lh1ah 1188 1.1ngui.stio in c:haraoter-1 !or taw cr,yptanaqtic pa:'t vas 

relat.ive]¥ ~le. In tbe ~lies t.hore are tili:nt~ that Yl8 call. 

~~ ttmt is• cbarac:ters oncloaed in a rectang1s marked b;r a 

A-,1- ~1 l.i.DI. Ucre C'8 some exanplee. 1ht.s one 1108 em an Qbe11ek, am 
aa auspacted ot ~'Uq the :n.ama ~tra. I suppoaa t.be NUOI'l 

tor that. 8881111Pt.1.on ,.. tbe repiti tian here or two c:barac'teN· at a prcpep 

d1atance to repx eaant the two A'•- o£ ~tn. a?' tald.ng the var1GU8 --
~~ wri~ \hal M aaNfull¥. ~ th• OD tbe bu:la- tba~ 

this oartouehe ..., Cleapatre, 1t_ tua. out tbat bT +.aJctns tbe ~ 

111 the ~~ nbati\Uting t.b.elr aqu11'aleut ban le\tcn auct patine 

. thea 1A tbe proper plaoas 1n ~ ~, l:d.t bt b.tt ~.,. 

12 
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able to eatabliab nar.s otbet' than al.aopata., such aa PWl .,, A.laxar~Ser, 

and so oa. c.lbatte the 1IIQ' 1D 1lb1dl a trtart. cr iftitial bPeak 1188 mad$ with 

naped to the RDeetta stone. an:t BDPtian ~ ..... lWlJI' read. 

1\. R8 ftl7 fortunate that tbe 8111")¥ 8tttdanta ot ~didn't ka8' 

that the ~ al.ao uaed .,-p~ I so- at tbeiJr 'JG!I'ittnp are DDt 

OD.\1. ~ ~~· but ttaev a1oo had ·~ hial.'o­

~ I Hen, tart 1Dat.ance1 i.e a ee ')ole o£ aubstitut.ion. 'iha" 

char~ 11! place ol this one .as "to speak."_ You aee the .f'1npr 

:,. • ... ~ .. 7 Maw' I • going to juBp to tbe period of the Civil 1lar w the "War 

ietaaea tba statEie1
11 1n u.s. b.i.atfJr:r• Here is a picture ot a ci]iler deVice 

uaad tv the CoDtederate ;l..ft11trt< ·oapt.ured at v~, cme of our 1tl1aeta 

~ The dev1oa 1a a Cf'Under cova&:ud lli't'.b a 8hee't of papc- bear.Lng 

~ ' al.pl'labe'te1 the alphabet.& or~~ tabla~' in othor 'fiOrds, a pcint.alt 

that. ,-ou could alidet and a thlzltl knob 11'1th 11h1ch ;rou could turn the 

o:rl.:S.nder acco1'd:1ng tD tba .. letters. 

1here is oae person I pe.saed ~ in ge1;ting to the Civil ftar period. 

lrdpr Allan Poe, in 1Bb2 or th~t kindled an intez'ut 1:1. Cl')'pt.o-

81"~ bF Ida taraous stor¥ r4 111M Gold Bua,." and l:V some art1c1ea GD 

~ :lD .IWIJIPBpeN and ~GUl'I1Dl.a of the period. 

lieN 1o a piat.utre ot a mssaap,. authenUo 11itllou't quest1on1 1lhidl 

11118 88Dt, b¥ i'rea1.da\t Lincoln to Gen. ~ It's "'frJ aUple. I\ 
' ' 

reads tb1a _,... ot eouna, anr1 IZIBkaa no aeD88J ~ it ,.ou read 1t. baole-

118l"d& 1t .aa ~t ....,, •u I should. b8 iD a bCid ott Aquia 

CNek ~ dak tM&c:lt'I.W, ~ ft811il1flt could 10\l without inconverd.etloo 



1188\ as and paea an ~ or taD 111th •? {SigDed) A. ~... I think 

tbe Pl'all1dentt ._ ldddi.ng a b:lt. 

:-=q~~ 1h1a 1a a pbotogroph ot a pasa or two tram the coda book ard c:ipbel' 
,. 

s:fBtal .-1 by tbe r.tBra1 Arrll• D1e,y had 11bat -j, oal led ~~,"route. 01~, It 
~ 

'tbat. a, • •t.ftZ with :1J:sdicat1cms fd l'Out.a to be tol]CJIIII'd in 1naci'J.blQS 
. . A 

IUd ~ the tiVl'da r4 the li8888P• ftc'te•a ha 1W write the 

forthJ then JOU take tbcla out aocordi.,. t.o another J"out.e. ml heft tho 

tb1ng 18 complicated b.1 the use at EIZ'bit.rar:f equivalalts fer the MI'N 

ot ~ people. "Preeident ot the u.s." is zoepreaented by li.Adfd' 

or •Asia.• It. bad two equivalents, 70U see. ilare are saaa ot the Dal188 

ot famD\18 or 1f8ll-tcnoam at.t'1cers of tba\ period. I haft with me ~ 

the cc=plete set. ot cipher books 'UII8d bT the :hderal ~.'Zirf c!lr.1Dg that. 

per.Lod1 am att.er fill 'balk those at you 1lbo 11Lsh :111q com up and ezuine 

:'"\·.; ~-· them, together with certain ot.ner C!ahil4ta. 'lhe next al1da is a pictm'e 

ot a aesaaga sent to aens:raJ. Grant. in one o£ these route ciphers. I 

\~ 

r---
1 Thal"e 1a an example of a tm» of &80N't "lll'iti."l8 eq>l.o,oo b,y the 

Ftendl 1Zl tb8 ~ian llal". It consia'ted of code groupe 'lll"it.ten 

out lJrola a code book. You ~ tba' in the Siege of Paris tbe 

FNtlCb 1Ril"e coqlle~ cut ott, ao that aeasaeaa bad to be aent ~ ._, 

pigeoD. b =eaaap 1IU photographed· doet, aDd - tbis,. I bellme, ._. 

the t1re\ ancl.earliut .,_.,le ot lldc.ro 11l"it1n& uaed tor m:W.ta17 purpasee -

oa:r."''ier piaeon. ~ 1s a oow ot or:wt ot tM exa~. \...___ __ _ 
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After the Civ!l War, or 1'81" !Btuoen t.ba statee. the ,_ ot G7Pto­

~ in \bitecl states m1l1tar.f attairs -.nt 1ntD a daclJnD tcr a long 

period ot peace, and waa brokan ~ ~ b:r thea Span18h•Ar:IEr1can 

war. In liBS the 1Br ~ puhU.abed a code celled •Code to 

Insure SeoNcy ot .Tal.epums,• br:taed em a saaU ~ code, .,_,.. 

1ID1'd !'or 1IO'Iid. I have a Cop:( oE that 111tb • mel it 10U Tliah to ""D"Ddne 

it JOU'U get, aoaa idea ot bow Daive we 1IIIN in tbaae dap I In the 

Spanis..'l-AaericaD war tbere waa "'f!!l"'J JJ.ttl.e use :aad8 o£ 80UDd cr.~Pto­

~~ ftJe 118 used tna\ coda, which had no secNC.Y whataverJ but tnen 

w mwst ~there was no sudl thing as radio in thoao ttavs. ai.thezr •. 

Ib 1899 the Qliet SS;gnal ot.t1cer undertook the preparation at a suitable 

code. EcolJOIV was streased • the ~ Siaml o.ti"icer 2!!:!m'4k did 

by the Adjutant Gerleral. In 1906 a revision u~ that was ::;mhliahed.; and 

in 191S a eo3pleteq new code• the ".far ~ Tolegrsph Coda, was 

pQJ)11ahed.. But;, bal.ine it. or not, that code was printed by a~ 

hOU88 1n ClftolandJ \.tc\v......... tta. u.~. ~ ~ Wi.llr ~. ,.~ i~~., p..._. C4... ~-~ 
~ ~"'\ ~:te...~-4.~-~~·~~·!-o.~1.41~a-~~ ~ ~ ••'.;;:,t"t1U1 

We Olrae now to the iiorld War I period. With Kerts•a d1aoowl7' ~ h t~ •• ; ... 

the ao-aalled Kertsian 1llmJ8 atd Marconi ta ~cal ctaDonstrat.f.on ot 

adpll'\ng 'b;r ~, a n• era in .uit..ar-; coa:pmi,catiODI ._.ushered 

ia, and also a new era 1n crtPtoloa'.r• '.the ~ w14e usage ot 1draleee1 

or ratio, u 1\ aoon ca. to be called, was 1n World 11ar I, but dllmdep-

aenta 1ft cz:ypto~ J.aaad a bS.t, aa w &hall aee-. 

~ I will discua the tact.ical use of d.pher ST~Jteas in world lf.r 

l 1 beealwe theee wwe U8Gd in preference to oode eoat.a, 'llhidl ._ later. 

(Ii ·. Here 1a a picWre ol a ~ r;atst used b,r the Ruaaiana. You w111 110\e 

----
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that. it 1a notbi:ls but tbe ~ pr1nciple all over asain, uaiDI 

~ inRoad ot letwn, tar it repN~~GUU cmq a cua itttolnng a 

118\ at 1 or 8 alphabets uaed J."Gp8U.ti~1 b.r a key ~~ tor 

1Qbet.t.\U't4..on. !his waa the ~ table.- 1be ~ alide 1lf c. 

(~i} piot..-e ot a ~ c1pber .,&tea used by the FlNneb. :n 1fU a 

tn.napoa1.tion qataa, the colt.llha being hew \nnaoribDd according tD 

the~ JavJ in addition, certain dietulbl.na e1amanta came intO 

the &:aetbocl 'by taldng otf the letteft in d1agonals.. And heN 1a a 

~ ot tho s;vat. used by the Italian 4rJIV in "Korld war I • .~gaaa. . . 

1t ja ~ a 'Variation or the old ~ ~ Here 111 a qetea 
r-· -, 
1 L~: - t.aaed by the Gor:aaas,. i1mlntAd b;r thea, or, I :mould s.ay, it was a 

co-lbinat1on ct t1t0 athoda ~ togetbel' 1n a vez:r cltm~~r 111\7• We 

c:alled it the ADJ'QVX t:dt"'lhor beCause the cipher~ ccmsi8'ted aclusi-voq­

of tl\ose l.e\tera. An alphabet in hG1'81 ananged accordl.ng w some pre­

~ plan, td.tll the coordinatea ADPGVX; the ~ or tbe 1!188sace 

1181"8 then replaoecl tv pain o£ coordinataa; tot' caamplet tbe let,.ter R 

ia :repreacmted by' 14l1 and so forth. '!hen a ~ ke:r1 de'ftloped 

t.ra1 a .- worcS. is wrl:ttal cnrer the ~·• A'a and so .f'Cl!Mh,. cd ttle 

leti&N are theA take out. 1A cal.taDS aecording to the kef' on~ar. !hat. 

..-. as a bran4 .., thing iD ll1l1 taz7 C'1'3'P~ .cpbJ' arid. ea.ect 110 end 

ot headedlee tor the A] lied~ until it RS d1.aon•'Ud ~un 

h~ the eol.uU.on ooulcl be aotd.crWad. Die aolut1cm "A8 ~ a sene:ra:L 
•' 

aolutioa but depelldecllJPCID apac1al cues, but these bappeDild eo ottal 

tba't • could. bank: oa tna cacurr1ng. !hat. cd.pbe?t .,_.._ wu uaed b.r 

the 0e:run b1sh oom.and w couaeq~ IIOCIOOAe soon d1ac:G'118Nd that 

l6 

/. 
' . . . ' 
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if TW Mde a c:biaft baaed upon the ml1lbor o.t' Al).1IOVX ._..... intaroepted, 

1ltq' 701& CDU1d '"___. C8I'WD tbinga about th.e taat.1ca1 sLtlBU.on ata. 

1101'8 ~"" 7QU ooul4• 1d.th 8CBle cle&:Ne ot 88ZI\lZ'all081 pred1ot Wla\ 

CL\ ld.&h' bappea. !h1a i.e a ~ 11biclb a co\ up in tbe ABt tue4 qacm 

. ..._ 
I:...~. 

' J -::... ,--' ......... _.... 

tbe ADPCVl ~. 1'bia1 gent.laam1 is tho -t:trat W.uatraUon tha~ 

I maw or 1a ~ ot ana at tho baaic pr:tnaJ.ples ot t.ratn.c ~ 

and tra:r.f'j.c 11'rtell1.."'8ftCe. '!he ~elide gives a~ or the ..._ 

ot ·~ w iauadt "JJullet.1Ds8 that w put out. when the ADFOVX 

meaaa.pa wre %'Nd. Here 1a one ot a set ot ....,., dated ~ 20, 

UlBJ ot courae the war was ovett1 but this giwa: 'Mt7 important intonaa­

tion abou't the wJ.t,hdrawal at Mackensen' a arner into RoUIU8l1oia.. '-here is 

the Ge:rDarl tat and there is the translation, an intereatJ.ng aad 

For tact1cal maasagee the !ritish and AJm'icans in wwld war I uaecl 

a metllod knoml aa the Pl.q.f'air cipher, inwnted ~ by Lord IQon 

'Pla:'Zai:r1 but he d1dn·•t in'Nlt it .,. Sir Charles Whe~'tstmae irmmted it. 

!\9'-th~, Mleatatoae, 1lho ia eredi.ted with itmmt:l.n; the eJ.ectriea1 

bridp that. 1a lmoml by h1a name, d1dn•t ~ tna' bridge - a c1Uip 

.l1DIIeCl Qlriafir reaJJ, did. 1'be aethod at Pla;rtair enc~ is to 

ha've a aqaare S s ~ 1n 1lb1oh 10\1 a~ in with '· kaT 'IR'Jrd1 the the Net 

ot the \1ZN8Gfl lat._.. ot the o.lphabe~ (I aDd J are ~ted aa the same 

l.o"-')• It 70U aD.tt to encipber •at.tt the flq\d.valaftt 1a •wa, b,y cliagonal.a, 

ud ao •• Thee 1a an exmaple at haw a ..,.. 18 encipbet"84. In tboae 

c~~qa, ·Ulb1 that 11811 regarded aa pretV hot, nutt. In tact, an ott.l.ce&-

~ the Alllitioaa A7!1111 (later he becalle awtt Signal ot.f'J.cer; !fajor G tmaral 

17 
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~)wrote a littl.o treatlse1 pubUBheri in 19.14, in 1lb1ch he 

·dealt 1d.th this ~air cipher at;18tsl. 1he title ot Ma \IOrlc ia 

• AJl AdYatiOed P:ro'bl• in ar,pto~... Taiq, our most el.erDeata:l7 

etudenta are gi"hn. thiDga ot tba~ IJOl't, to sol'N attar a t• l.euons .. 

~ Bri"U..sl1 /arllq proposed a o:l.phGP drlice 1D TlGrld )1aJt I. ~ 

had ~ a great mBJ.'f' ol tbGa and distributed thousandsJ 

tbcJt proposed to the French and tlle Anericans that t.tuv use tho .. 

~ tor tactical comwnicati..ona, ant it liaS newr put to uae tcr 

Na80118 tbat I hope to tel.l10U later. 
' ' 

3olr1 I'd ~ to sau a tw words about codes am code ~ used 

son ol dic.t.iozmy in wb!ch the words, ptlftSOS and sentences azra 

~ntabl.e l:V arbitrarJ g:roupa o£ letters ~ figtJN~~. ~{ere ia a 
' \ ~ .. 

: 
1 \.~ 1>aQfJ trora a ~ telspatil or coaaarcial oobl.e ~·· code-

~ 1lbich tneT ofblr to theizl CNato:aers. Ioutll natice that~~, 

o! t.he&e code ~ups di£!Gnr b'al ftffr"J o+.Jler code group by at l.ttan 

tor ~uaV!.ng such a dl.Uerential is tha't eft"Ol'S are somati:las aada 1n 

t.l-anaWtsifal, ~ the likelihood o~ Dlllld.ng tao 8ft'OZIS in the aome group 

la ~ nearJ.r as &re&t aa :aald.ng a single error. '1ba 2-letter 

~tial atfOrda methado of renctlll' co.rrect.ing a group it i'l haa a 

e1ng.le GftW' :Ill 1tJ llith a bit DJmJ trcNble 2-letter dl'l'ON can al.ao be 

coaeated. 'flovl, coda boolca tuY1 cades an ~ to be suitecl to 

gGrJal'Ql * spec1.t1c 1d.nda ot bwd.neas. ~ aro g818'al1zed1 like a 

fiC'&"al trade or eh:1ppiDg coda, or a code tor the automat.iw :l.Dduat171 
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and so ODJ but t..t1e;r my also be higbl;y specialised in ebaz'act.el'. '!be 

DaXt slide ah0118 a ~ apacial.iMd code. You knal:r1 there u.re certain 

people who bel.iGva f~ and 'mpl.ioit.lq in the pnw of healing by 

~\ion arad what nA, and heft 18 a picture of a code book put out 

1:J.Y a get1etaan mo was a p.roteaaional _.in tba~ t.Lold. YouiU not1ee 

t!Bt the purpose ot it ws, ot uouzw., to be able to receive tree.~ 

from o~ by 10ur Gll'll precti u.,.. DO :.aat~ llhere you 11mt. 'lhua. :1l' JOU 

~ ·10::.- .a \:rip arx1 ant to consult 70tJr praot,itiona'.t 7011 can saD:\ hm a 
' -•see wxt Wll.l'Wa what 701 think l"'U are autter:Lng ~ Of courM, 

- ' 

1011 think you are suti'ering ~this, that. or t.ba ·of.b.er t:Wlg. 'ibe 

code is in Ealglish aZ'Kl Frencil1 and you 1iOOld sirlply represent "JJfJr 

11."\.nees;~ or alleged 1Jlneas, tv a code ~· Jkltl~ note that tbe ... ~ 

3ll1 who got up this code as prettq well vS"SGd in the 1ntr1cac1&s ~ 

coda and cor.mamicaUcns dUt1cultiGa, because these cede groups dit~er 

b:r ~ least t.':lree 1attors eachJ the reason, of course~ is that it 11DuJ4 

be a pretty serious t~ling if' ;,rot..: sent a~ a¢nc that. you tbink 
) . ..,~ .. ~~~:..'4 

7CU are sut.te:ring t.t-c:e ~ biz\ the ~ is garbled in ~ so 
~~..,~.t~, .. ~'tf"l· 

tha't. you get the treatnwmt fOI' ~ 'l'bat zuld bo ~t.Y toudll 

.Prior to iJorld War I the use ~ c:ode bDok:a for tact1cal purpoeea 

was thought to be impract.icable, largeq because ot the dUticuJ.tiee ot 

ccap11.1J.1g,. ~ c1iatributing and. protecting the books. I clontt 

1ibiDk they t.hiJuglrt too m.uch about the posaibil1t1ae ot •l:vins cadet 

.., larq in 1916 tb.a Genu:na began to uao t.leld caiea1 and the J111ea GOOD 
-~ 

t\/
1 follOIIIId ~t. I had some slides to shcnr 70u pictUNS ot pages or the 

\~J.-
rr code ":DOka o£ ~he wrioua bel.l1t.-ante1 but. I will 0111t thel:a aDd aq 
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tllU I also na• brouobt fJidl1tx1ta ot auab boolca au wre aatuaJ.q U88d 

tor the puz-poao. 'lhoae who 110Uld lilcB to see wha" ~ _.. like ~ 

1l'e1.cale to come up after tJ-..ia t.a1k and ~ne 1iher:h 7he ODl¥ al1de tbat. 

I 11111 ahR 1s one tbd 1dl1 give 70u a p1cfmre of ... ~ .&ncr's 

I didn't Eke it up • I tound it in the recorda. I~ta a code gotten 

out bT the S2Dd IDta:Dtt7 Bripda, dated 17 April 19186 m:l it 1a 'Wha\ 

- caUad 8 1:be b4oeball code.• u you 'Rilted to 8113' •ld.llaci," you said 

11struck outt'J~" 1188-repreaented by llhi\ b.v 'pitched ball1 8 atd 

so tarWl - vm:r ~· f'-....t ~ .... A.- Q ~ ;U:-(M;~ \fu A-t=. F ~i:t&a, . \..-~ ...;_..~ ~ ¥-&. t; ;]1;..L.z~q .... ~ .. -"\ __,,_o.A{;;. ..... d..Q..\1 • 
..,. Malr . I am coming to a ftl"',f interesting ~e ot the use ot cipbers 

by Gemrm agent-s in the 1'io:rld War I period. Rare is a cipher ~ 

•blch illS .tcnmd on a Geman apr !.n the ::ad.ted States aocm attar ne 
CS'08II8CI tba ?m1can bcl"der into 1ex.aa. A...~ soae 1e8ka it ..,. 

~-.;.1"_, deci:phe:ed tv G-2•a code-Qolving org.aniaat:icm in 'lashi.:sgton1 KI-81 ae 

it 11118 called. aare .1a the dec1pbered GerJW~D tan, and this 1a mat. 

it saidt •to ~]he ~ Conalllar att.i.ciala ot the .Republ1c or 'leJdco. 
·~· .;,..-'$- -·-

~ Secret J :lhe beazoer oK tb1a 18 a aubje~ ot tee ~ 1lbD 

traw1a u a !aa.iMl -w.-. the nama ot Pablo lJ'abarGJd.. Ke 1=1 a Garmarl 

........ ADd 80 ~ The ~ aeaterH:ed. ldm to be shotJ Pl'eld.dent 

W1],son OG&IIlUted it to 11te ~; .t he \'188 out of the poklv atter 

. otJJ:y OZ» JUrI 

, :~----·Hereie a ••usewtd.cb 1a pro~ the meet. tamua maesage m 
. ' 

~~} \~ p'ltiHabed ~ h18tol7' to date. !hia. 18 tba gesaep 1lbidl 
I 

~tale. lld.W St.at.ee into 11'01"1d War I, on tbe aide ot the Dritiah• 

20 _ ... ~ 
~-~~--~-
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In 19l5-16 it wu "'frJ auch ~tch-clm as to which D1de the 

Aia'ieana wn &oinc t.o join. ow irit.iah b-1enda1 lAte our a111ea, 

did certain things tbat w didnttr lilcB, and t.nere vaa a good deal ot 

the 0e1mn legation :1n aaiao Cit,. troll Count Von BeftJStozot.f, tho 

OeraaD amhase~ in Washington. 'the metnod ot sol.ution I won•t go 

into. 1'ho:U-al~ in tJlB bandJ.:.i.n6 ot the casu 1a a good Ulust&*ation 

ot b• astute, d1p1Datica117, our British ~ are, .tor, aa I haW 
........ ~..._. 

: __ ~ J aJ:raadT aaid1 it. Z'G&Ulted in bl:'ingiJJS 'Q8 into the :far on their aida. 

Rare is the tnnslatiorl ;;,f the tiling. I\ l1B8 !qlorto.nt becauaa 1he 

~ 881d the l:ierllml were going to 1"'18U:1B ~ctod subaL-ina 

11al't'are and this part1 here, daaltng w.itn a deal with aex:tco, vas the 

straw that broke t.'le camal. 'a back. ?coplo in t..."'!e ait.tdl.a ifest 1f8f'8 

"ff!l17 l~ tatrrard the idea ot our getting 1."'lto the "las.- - on e1 tber 

aide - but wnen the '~ began t-al~ about ~ to !taxico, 

Tezaa, ilalr M&Uco and Arizona, that. was soset.h1.sg else again. so, • 

got ·into the 1Ril" llithin a couple o£ weeks after the .aritiah &BW ue 

and esta.bl.iahed the authent.ici'tf' ot the translation ot "t.be ~ 

. telegram.• 

' ' .... . ~ 

·~ i ..... Jl 

' - K 
~ 

\ 

,---,.,p~ 

Hare· 1a another -=-age solved 111 WOrlci War I tv the ~it1all and 
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J CoamU ssion• in which the Genaana 1181'8 charged with certaiD acta or 

f_ eabota(J&, notablY the K1ng1ancl t:lre and the BlAck 'l'am ap1oe1oD in Metr 

' I· r 
--~~ Jeftll.t• ~ or rou are too 70un& to remember thoee 1nal.dente. 'Jhe 

' \ Vial resulted in a daois10D 1n favor ot t.he tm.ted StateJI alrdmlftte. 
h~ .... ,.,--;:-...... { 

:J ~}: 1 1lbo,.... all81!'ded soa $ba,ooo,ooo. Hen 18 a •uage,. 1n....,. ink, 
l-

1 that figured 1n the Black 'ftl:l CBstu a -page f'rom the Bl~ UBgatdne, 

)
-on--11hi-cb_there__ was a :.mssage 111'"itten in invisihle ink, a ~-- l'\1t1 

_ :t.nW ocoaa1onall¥ enn :In ax1ern war.tare • 

. 
._ 1 GeNana f1nanced a large n\Dber of Hindus in t.be1r att.eapta t.o Air up 

a rebell.1on in Ind1a1 t.'lote ~ to cause so Dl'UCh 2'ouble !D India 

t..ha' the British would "oe !'orced to 1fi thdraw tl'Uops traa the 'ieate:n 

tnmt. to quell disturbances iD India. 'Ihue Hindus ..,.... ~UDI 

for t.~e puzochasa of al"JlS and aaauni t1on in the UD:Ltad States and sendirag 

l.awa to permit :such tU¥1~ against a ~ nation. So the 

buslN!IIe had to "Qe conducted secrretJ:r and that is half c:r:~P~ 

lettc- that waa .1ntctrceptod between the top Hindu agent 1n the l1nited States 

and his chiot in SWitaerla:nd. The letter cona18tecl ol groups of i'igurea1 

in whioh wa:re ~ so;e pla1D-taxt, 110l'da. I :recognized P"'f¥ 

cpio~ that. the letten or tbe -~ had been :replaoad b7 Jl1l!lbara 
-!.J,r ' 

Yltd.oh izKHcated epeo1t1c lett.ara 1D. a~ Eaeh &roql ~ ma118ftt 

~ t.'te pap Atllber1 the lJm DIIIIW1 and. the pnaltion JPII)wr Ul 

the 11ne ot ihe let.w. All I needed waa the bock, l:Nt zt~ 

tbe tUDdu tailed to tell • what the book .... ao I bad w go ahead aad 
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V:V w eolw the rrJfJ888&G ld.tbout it. It was aolwd1 and I'll s.~ 7ft 

'Nt7 'br'le~ tbe :raathod.. Aa I aaid1. thora 1181"8 1110l'da1. ~ 'lfOl'ds, 

~ ~t the e1pbar text, aDd I uould llflka a gueaa •• 

Wl.at the ~ g1'0q) betaJ:e ar attar a pla:i.n-tat, wOl"ti ~~ 

Hez!e• tar eacaaplet 81'ormlld ~ w.l.tb soraDthing•" I 888UI8l 

'tha~ thia .first;·~ 1IQu1d be tbe 1IOlld •camatt.tee,• arw1 ~ 

~ ~ on pep 6S, the fOUI'V~ 11ne1 the second lattezt in tbe line 

waa a CJ the third to bet OJ the tourth MJ t.t'l.e f1tth anotber X, but tbe. 

sl.11:1h. ·~ :iJa that. :ar. sa DOt indicated.· Inate.t1 the DBXt poup 
. -~·:( , 

juaped to .anot.her p-age, troa mich the lottefs I, T. T1 and so on are 

takeo·. well• b:f subatitut.ing Sa38 oZ theiJe guesses in their proper 

posi t.1o.ne and raking tabulations o£ this sortr1 ! aesamed that the .f~ 

/ ·~ .;l ~ t1w let tara ot t.hia 1I0ft! 't.COilDi ttee.n CW!!le ~ the word "casaunication" ~- '··· :.r· 
-;. ,. -~ 

on page f6s .lille lu the next t:!l'ee1 bocxa a ward !la'ri.na n'lT~ :tn it. suc..'l 
CB:8 

ae ll&t.s1tioulf J but tna last letter, 11/~ anotlur pao-e altogetber aDd. 

I eouJ.d cnq add :l10ft data boEora 2ld..'1& a1V' j,;."USSS as to mat the word. on 

page 121 l1De 2, ~t ae. rtf world.n8 back and torth1 building up tne 

'Various "iiDRRa on ....ar'ioua pages ~ the book, then buildi-ng up tbe wcrda ot 

the ID8I8ag8 - oaa helped the other - l ~ got certa1n. elll08 aa to the 

IJ01't., ot book Smolftld- tba' it waa a book dealing 1l11ib the lU.atorJr of 

a..n po11tic&l. pn~, econa:v.. or histor:f• I hunted and hunted and 

hunted tor tba\ booka I t1nall3 f'oUDilit, all :r.i.ght. It was Pl•iae COU1er1a 

9M.'!!V an4 tbe Ocmlalls. Thia ~ t1gured ill a l.on8-dran out. tr.tJal. 

in San Franc:htco, '~here tht1ftt .,_..about a hundred and t.Lw H1Ddua OD 

W1al s!aul.taDeauslJ'• OM ot the a1alua turnl:kl State's fti.dence anr! go' 
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himselt in bad w:S.th ~ otben. 1':187 were aeucbeli e"'t!/11y dsv beto1'8 

tl'.uiV 08118 into tho ~. but oaa ckU • tne da;r attar .I testifted, cme 

lUnd.us ~ t.o aecrete a gun in his clothes and duri.og the ad.da~ ot 

the procel50i1nge shot. the HiTldu Who had tumed state•e e'Widsnce, ..._.,.. 

upon the 1ln:Lted states IIU"8hall1 a great 1n& tellaw1 six r.- raar. 
ataDd.iDg :1n the ba* at the cOUl"t, draw his ll86pOR 8ltd shot the .t1r8tt 

H1ndu dead. The.Y .... both dead riibt then. w:Lth1n two 01" three 88CO!lda. 

'.ftlat's tba ~ tbat. trial fftled up, dramatioal.J.7• 

haY.l.ng solved the 1Q8888ge8 vhicb. disclosed aoaa ot the facta tbat lead 

to u.r. hll 'a ~ to pr1saD. Je was 3ecretay ot the Int.erior1 it 

(' you NCalJ. • I think he died onl.y recen'tl.cy'. . , - . 
J ~~ .. 'f't,~~)~ ... ~il ;;.,..... p ~ .. ...,.,.'r'""' 
l..---· The :Na rtJDl'Jel'"S 1n tnose lamentable ~s ot,_ ~biti~, -~ some 

-, _ ver:t good codes am ciphers.. :!ere is a ~ular case where a 2S8Gg8 ...... 

was enciphered lV taking acde groups out ~ one 'bo1>k1 transt8l"l"ing the 

code nutibeN !or those groups into ar;aether book and thm adding a 

ccmatant wlue to t.lloee numbara, find.:~.ng ti'.e lottar-group equi"t"al.erlte of 

the t1na1 numbel'a1 then enci~ thaee letter groups I 'l'h18 waa 3UCh 

a Jlt!ISIGP• All I had to da was to .t'1nd the two code books, the additive, 

and tbG cipher alphabet. I.i.ill~ struck one ni6bt m:l the job 1111!18 

compl.eted 1A a few hours. 

T:tGN ...., 80118 1DtaresUng ~tiaga. working on the job 1a peaoetiaae1 

1lheD w wuld gft ~- troza vanoua ~ age'ICiee to solve. 

2h 

~ ·--~ '=""'?' 
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Here ill ... that oame to tJJe 74lite HCQJe am waa .... to us by the seont 

Slll.-t'1ca. It. ... addlaaeed to the Preaident and w t.b1a ctagge:r nuck 1n 

44·\ after th1a ........ It 70U :read it 'bacla:rard8 arld taka alternate 1et,ten 

it. IIIIHd PraeWeat. Rooaavel\i "Did ;you GVar bite a laaan?" 

lbf I aa going to j1q» to the qusat.ion at ci}M%' ds¥1cau, beca\188 

tMt ~aaertt. the ~ 'Qend• I'• alread:r .ntioaed. to 70U the 

point. about tbe imenUon and intz!oduction into w.Ldo usage ot radS.o1 &lid 

tbeir ettecta l4'0il .W.t.ary :atteft, eapeciall,y q:t0n C17Ptal.OST • fN.tt1c 

·in J.uge quanti'U.ee beoalae available tor ~ aul ~" ami 

hence ~ 1n ~ had to coma. It caa slDtc'l¥ bu\ SUI'Gl.7· 

In connection llitb t.beoreU.cal advances in Cl'l"'JPtographio 51Dtboda care 

irmtntiODS o.t c:r-~c dev.ices end =acrd.nea. A br:Let h:!.atar,r ~ 

4-;- theue wUl thertltore be uaef'ul. '!ha't is a picture of tbe earlieSt en'Ptc­

graph1c dev.f.ce oa record• ex~ tor the ac,rtale. . 1hl.s is talclm baa a 

baak btJ' an IWian DUitlld ~. published in lh101 and !a just a pair ot 

al,pla'bete• one revol'riDg· ~cal.l;r tq.)Otl tile other, so that ;rou could 

change the rolat.'l.ansb1p ol tbe two alphabets. lbia 1Jtleel is re;masentacl 

also 1n the Po:rt.a book• and1 ~~ I !law w1 th me toc:lq a cow ot 

the ,or1g1nel oditian ot Porta• With. the c1pber 1lheels in place and ill 

~ cm~ar. !his .. publiabed in 1563. 'rheU didn't ~- alii dUldPen 

in tboae d~Q'a• ~~ or ~ tbesa tbiags euldfttt be barB, aDd 

- ! 
.(' .... -# ·-· - ·-:. ....... ~-\. 

~ 

I lavRr 1" takes a 1Dns; t1ra to get a patent tbl"ougb tbe patct o.ttica, 

--. 
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@~~ ... - tbia8- ....s bT ... lli&Dal (!oZpl at ... 
. Uhited states Arll/l ... a. ~ pcbaplt, 1D \be peri.ocl U:lO to 

, 4l ··:· ~· _ .ihezre 18 a_.. NOIIl\ ~ ot the ... tld.D«• the pateat. 

Pft10G _..._., ... coed. ..... to 11-..tiul"e .od tbe '11Ub3ect ot ozwt.o-. ' . 

... : ~ los1, .. ..., -- 1A • '111dlAt •. 'tbial .... b - old .. t.he bUle ... 
. ~ . 
' 

~ ·-: ...... tbe pataa om.oe. lfolr • ~ to a ~ ·clat'1.ot.. I 

; ~, ~ a 11t.tle W1dl.e ago taa' tNt a-it4ah J'Z'OPO••rl a o1pbar dft'1ca . . . -. ..· .. 
. : .t,W ,.. • the ~ Pront t.n . ..-w war I, aad a little blt ~ td:etta7 

4 <( .. ·.of tbat deve1oJaat is ~- Here ia a pic'WN ot • t.Wrf.ae 

in'tonted 'bf 81zt Charlea -...tatooe. the ednellt lritlah at.heMUcia,. .. 

PttBio1at. and .e1eotrical ..,....._ Be waa al.lo a oryp~ ot 8QDil 

I 

nat_... !be prlnalplAI ot t.b8 •••tone cipber 1lhe8l 1s 3•' a 11t;tle 

dUt_._t t1"'0I tJia' ot Albal'ti.'a e the S1gn&l. eorpa. '1'h1ll ..- ha8 a 

alpbabe\ ot 27 cbU'act.era and-~ alphabet ot 26, with 8D eocet&fzie 

aotloa 1Dtl1111naed tv tbe l.ftWn that, 7011 ..,.. aot~ gOing to eaciphfllr. 

With thte baud, you ... , 7W go aromd tJ11a ,..... and, tor ~~ u· the 

lettco 11 18 ~ br It an tho Dtld JVVOlv.t.i.on II 1a repzealllltad 1\v 

· the D831'\. letter, 1lbiob. hal~ to be a V tor v.t.otor. Jbt tbe a-it.i.eb. took tlult 
. -·· 

'baa1o ~ a aoupacl1~ • a blt. ~ 70U DOUoed tbd OG the . .. 
. ftft\ e1Sdrt the oute ·~ ~ ot tile letW. 1n ncarM1 ~""' 
'· . . 

J ~ ~.-.... Cll the 1nner ~ the 18\t.wa .... iA ab8d ..... .. ,..,. 
'J .• . -. ·. . 

-.: ~. Cud ._ • add ibe idea ot a lda4 8lpbabet, oa b oaWde or 0.. J'Phabft. . . ~ \ . . 

.. ··:._:. ~ Gbars.aed the , ... ot a.:.~ S.tlelt. '*'\be .,~ ..... ple 

4 ;~_.;~~ Beftitia. ~-bM .... , ... ot ... _~~--: 
' . ~i:~ :J• at. t.ba\ u... b tbe .... ot Ul?, 1fOI4d.Jts ., tbe .......... ~- .... : 

<~ ~ ~ ,t ~~ I '. k o • - o o • a': • o • 

.. · '· 
'• 1't, I • 

•' -
. ' 26 

~ " 

·-·--~.-Lsi·;:~;.~:.~--~--- _ -~ --~--~----~· _::~~-~~.2_~--~---"-------~~-----~~-~~j;JEi~~~~~------· _ _i 



~. '~hie thing bad ~ appNWd 1:v ilha Mts.m. the PIWIIh 

aaJUae~~inlul'ope. It-.Gea.t.w~ 

~ t.licW8 tv' \be JII-8 people, 1m\ IGIIIbOdl' tbeft eaid, IIWel.1, letla 

1M ... thia tal1cRr M SD ,..., Udnlar about 1'• 10 thlr 881:$ _. a 

_---_ Mt· ot t1Ye .,_,. ~bon t.e8t. ..... GftC!pbiiNd • W.. dtrd.ce. All I 
.. ·' . 

;. _·. t.. wu tba\ a dn1oe ba8ecl ..- lbeatetoDa prino1p1aa wu ~ 
~~ ~' ~ 
'\·h 

.: _Sifto1..s. 1t1 ~ -.- to • a save • theM n.• ........ eact1 
.. .., , . . . 
: ..,...eae ~ 3S or eo 1etton lone• He aaid, "' waat. 1011 to aolw ~ 

·-

. :· ~.~-.· l eaid1 •But- I OBD't. solve ~ aa ahorti u tld.a• Itt a 

--_ 8lJavrd a ua:~.r. I dcm't; want. mv pan ot auah a teat.. Bea1daa, x 
tune crtber f'illh to trr•" He aatd• errouna IIID1 em tho laat dQ' ot eGCh 

.atb you set a 11\Ue sroan pieae ot paper with.-_. 1n the lc8r 

rJ.gtrt baftd aanaar. It 7011 1IOUld l.11r.e t.o continue receiving those piece~~ 

ot paper1 7DU 'ld.l1 8'ttart. 1IOI'k oa ~hie ri&bt. ... •• I said1 11Yee1 Sir I" 

-.n. "¥ bocaa pooua 11bich I '""'' go :into• l auooaeded in reacmeWUCUDa 

whAt X 1'.houabt - 'U1a baa1a ltJr the rd'dng ot these let'beN 1A ~ the 

letters ot the S.... alpba'bet. 2ba W'O'.f'd on 'llh1cb itt waa baaed ••'*' 1D 

be the 11Drd •oiphert" aad I tbou;h\1 111'fell• ao tu aa &ood.1 but-~~ r 

- thee i4 DO _,. ot NOOnSWuoU1ta :the outer ~be\ 'tV 8Dal¥adaJ•• A\ that 
. . . 

; · U.;I·hadntt 1riNMed the prin«lple ol do1DI ao• altboall& abo\$ a c1oaea 
. . 

_ .::. ~· later I did eo. sut. m·Ul? there .. aotbiDc ._ • mtt. t&7 t.o· .-.. 

:: ·; ~ • , ..... ,. .. -- ~abet. ll1&b\ ... tv V1a1 and ~· .s . 
~ -~: 

0

0 
° ~~ ,• I 

0 
"• 

0 
·~ o 0 

... t ~ 

- % riadG tbil Ma't81Pt.ioaa · It a· .t.U. ... ~ooli• _... to _. a 1IVr4 l11aa 

.. ~--~ --~ 1he bu1e tw •. 0118 alpbabn, bef4 ba 11mq to ,..· ~ .. 
I'' •' ::· ' • 

... .;: • > ... ~~ • • - • : -:. ~ 

· i .. t~ated 1IDJ!Id .. tbe bU1a •ldi:Suc tbe ~ I t.r1e4 -..., ._,. ., .. . 
~:~- ~ ~ .._ ; .. . ·... .. . . .. . .. . . .. -~ .. . 

. J.~~~r~-~.:~ ~~---~~ ·,: ~~~- ~ ~ : -
.. ~ .~ . .. ... 
' . f • ~ • 

~ ~ . , .... . 

:. . .,. : ... : ... ' ' 

~-· i.t~~ii:~!-~- :.:~ :-~--~--2 .:_ 

. ;• . 
. .. :: . ' . ~ . 

........ 
~ .. ' 

. -~ --·--·· ~-·~~~~;~::~:~·:~---~:~.~--~-~:--~~-~--~-~-~-~~:::.iiltJ. : .... 
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.. 
·_ ~ ia Jill a1al with the WOI'd •• _.,. - an. fibe otbel', 8bd 

· h_ took Jdmstee to teet eaGh ~ I ~ ~ ...S. U1at •alpbabft, 

. __ .. .,., • .,.u~ ~ .. , .... ao-. nna,,., I .... w.., 
' . 

,_.uo.rte. ·lift.- rz.J,.._, 11bo- IVI'ilb\ bmd ._ a\ tba \S.IIe, ._ 

~_:;:(-~Una 1D. autbtW pan ot ~· .._, u4 I Akt• ti'JQtaabdl1 ~ JW 

.............. 11ba\, JWift do1D& met do ~ - ~"' .. ..w, ...... do 

: . Jft .. • \fJ do~ I aaw, "'lllcc J'OQl'tJeU ooafGrtabloe X • ~ 

: .... awld to JO\Itltd I~J'CN tG ._ ba*; d•1d.tb the~ 

; ~--- -" pope into 70VII! het.• ..... JIIdl..-l,..__~ .., 'dt.b her Upe\lck 
~ • '•: ,.., '"" • =:.' ·C' • 

~· ..s. ....w, "Sboot.• I aa:Ld,_ •CS.pher.• She aaw, •uaats:t.ae .. • -n.t .. ltl 

Ill abOut. Ml raiDuta8 - h.s NGOJllltiraotied the otlMr alpbebet and aol.t 

file ... _.. ~~ tirs' maeup aa1d1 8 2!118 cl.pta- £a ~ 

~· 1Ift teJ.ecnpbed the 801\IUoft to Vuhinltoat ward sot to 

I.ondoo, aid they bad to JdJl the pro.2eot. 1hen I got ttl the JJ11 Sn 

~I 11UD'\ "ff/17 ..U l1IatcS by wr Britiah Mende. '!bat l'llaatatar. 

4~. \ priaciple 1a at.~ w ~ Cbarl.aa, ~ 110~ 1cmc aeo tv sheer aacic~ent 

I _. .....,.. thi8 ~cat 1''• 1n our ....... l1Gif aDt ... l8lde 1v a 
~. 

. ..._,... JMid.ta w.-...tlb, u.s. A1:r~T• I'~ was ada to Oezlen11filldnson• 

ot a.al~ tat, and be ~ baoeme Qdat ot ~. flow he . . 
lin•• ....__. ill o.iphem I (kmtt a., 'butt he ~ _.. tbla 

~ n. beara on it - t.hSa 1a a ...,. pOOP piduN - till· date ~71 lihUe 

1 ~1 ~ · .·~ ~---- ..S.wd h18 4w.\oe aact deear1'bad lt Sa 3870. a._, ~' 
~~-"·tW; the~ ot the ~~~ ~ prliiGSpla bel-~ to~ 

~.; ~·- ... w. ... -~ wio o....t' -~}; w \.~~ ~ ~ ~' c..t-.. 
·: ~. ·. I ~ Dal' t.o • oipbar de'f:1ce ell~ ilmmte4 b¥ a ~ a 

.... ~ ~. . . . . . . . ! . 

·.:·, _oriata•...,.,:~ ~, .s called ttae. ~ .,unctar.• fh8IJ8tla'ie8 ~ • 

. ·· 
... 

. ; . ' 
t -, •• ; 2 ... ?·~!·:·~__:_~-------~- --· 

•.!'"' 

~ : ~.:: 
. ~ .. __ _,___.~ ~ .... :; ... -."'· .. ~ .... _ ... ____ ., __ ... _,_ ...... -===-.:.:..~-·-~:-· ~ ·-~~:-:..% ~ttfz . . 
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.l\q.f ;.~" ot a .nat\ oa WbiGb U. aoaated 20 di-Rt1td.cb o. be~ 
. · !D 1cDJin1 .-.. 811Gb d1ao ~ m ~ D1llbar ud b&'f'lus a 
. ' ' 

. Att..-~ 0111 1-.. Jla'I1D& an 'W the d1aoa in keJ older, JOU 
-~ ._ ' I • o • 

;:··~ .,. the w-. ot .,_, ~ tat ll8fJMI8 th'aaa •J• aus. 
._ : • ,'' (, I • 

. :. ~-'aDd tor 7'0ttr ~ te:e ;vou can take s OZft ot thD other ~ . 
' .. ~ . .. . 

': . ._llent pr1ftaipl.e1 but it 1s qu1:te nadiJ1' solvable theee da7a -. it· . ·~ , " . . . . ~ 

.· .~ f, 1-o'a haVe the cl891oe.. 1'be pria01ple; bcMeVGr, •• not invented tv · · 

£o. ·-~ :; ~~ it. ~. in'Rntecl b.1 our own 'lhaaas .te~on, and hare 18: lda 

/-ro. !) ~·-cktaor1pt4.on ot the dft1ce 11h1dl he oa'l«l 11the.llleel Qnlher," 11S1DS 
l..._~ 

t aact:1;r the 8QIII8 pr1rsciple. I had aa 1nt.Greats.Jta -u.. ctt.g1na up the 

· ta.ow in =-oUoR 1d.th an 8l'ticl8 I was asiDl to W'ite tor tbe 

clet:IJd.U-.. edition ot Jet~'• 111'1t.1ngs Dmr baing publl.ahe4 at 

Pnl'lctrton.; In 1915-16 a anited State. lftq otftc.- by the .a:aama ol 

~ Hit.~ independen\1.7 ~ted that. aau prJ.acipl.e aaain, th18 t.1mo 

not, in the tore at diaoa, ~ alid:lng efir"...pa• 70" aeeJ tb1.a is a ¢.otur'e 
----/~ 
~~:i,j ~his ar1g1nal ~. Ill's. !11\t OUI8 to R1.,.-bank:, where I wu thea 

.tucatlns lfi'Hl.l1n ~. aDCl 8bo ln'oush\ alq bar huabaa4•• 
' 

. · im'~cm. ~ i"t. was P"ttr bot. atatt. She put \lp a cMll.tmP ~ 
~ \ . . 

an ibe deY1ce, 11h1eh I solved Jv' hoc.NB pocus• J'OU lld..gtrt. aq t UJca. tbili 

... :~-~~to .,..u, ..-, t.b1t ,.,.., .... Bit.t, 18 ~ ..( -. _" 

. ~· ~ . ..s 10 to$. ~-~. ~·~ kDorl ·~ &bod ~-. . 
"I 'fa ' ' • 

. ~· .:i -., .klal-·of a k4f' W1ll4 abe • ~ t.o wsa fer atXirc "P the:·~- · ·,. · 

>f >~the~' w.u, abe .tght '- .. ., 'R1Wrbank tabora~···. _·_:_ . . ~ . . . - . - . . .. - .... 

- . :- . 
: -~ ~ ·. ·: 

,• ... . . ~ ........ , .. . 
.: .... . 

. ·~~~~t·~:. 
~ .... ~~" .. ·~· .. :. : . 

~· .... ····-~----~~ ~ ~~~-;.:~~------. 



... : ~ . 
... - .. ,• 

.. -
' ~-

- _, 

REF ~~.§402 
.... ... \#~':, ,-

.a-'"* 1\ J In 1918 that. -- pd.ztoSple .. adopted by the Uld.ted ,.... s--o.)... -., -· , 
:- at&Ml OrllpiJ ..... 1t te ..... Jt.-94 danice. 'llda, .. ,_ ....... 

h-~;"*r 111tlo. ~ 111.-d ~ 7011- ,. .... -Sa ... 

. : ati:._... )'R_ pl-e, ..... aao~ •• 118M pribo1ple ee JtJltananta ~ · -
," :.. ... -:•..... ' ' • r I • .. .. 

: -~· ·~ ti,, •• ....,.. ._,~_ 11'8 ~ ~ Dcrd.ce ....,.. ~- ': ; . 
.. -.. ~'-';:·. i'. . - - . .~ ~ 

-- \~fl\ltt. a m~ber of ,...... after World 'lllll- I with sou • ...,. !be ....,., 

-~-'·~:~~-~-~the a.t Otard aleo taaeclit. ~ ack1>t1na Klttta 

~' ~ilua &trip t,;..., 1lb1Gh -. ~lilt be\W to ~ the ~ . 

,--------v;':\ .• ,.,.bdt~t w SO' sreaw aGCud.\1 1a a dcJvice w called- •Ule 
/ !5"0 l './ . ._,. · - - · 

~---~--- .:;.--~-or Clpher nmae u-Ua 1D the Al'rlti• ·,-
-..... ::"" 

- -~-~ 18 a pidw:e of the var;r nz.ft SIGTO'l ar oae-t'mt 
- -· 
... ·~ tnDaldsa:lan atadl1Da,. produQelt bJr .tba AM ~ 111 

. Ul.a, too la~ to be UGd. 1D 1'0r1a \far I• 2be prJ..nc1pl.e .t..• bate 7ft 
. . 

iJ«Ptlwa'te a tapa bearina 70IJr ~ _.B&I.., beN 10U turn a PN'IioWilr' 

~ ~ \ape paeain& thro1J8b. a \nnsaitw1 hen~ is anothW ~ 
_. 

...,. paiiJtas ~ IIJ'lGt.hct ~'tel'S tbe88 tapw ate dittaNnt an:1 1D 
. . 

•. tfll.'ll ot 1oopa o£ cl1tteNJm ~. suppose th1a ona 1a a tbou_. . . 

eb&r .... iu ieQ&tb .-1 the oti'lal'- 999. If JOU .......n .... out, &1; 1n1t:taJ. 

-o~-~ ~ illd1ca~~ -.... - po1IA --·- ... ~: ' . \ .. ' - . . . 
-~-·1Jatu 7'0\l _,. ano~ m,ooo ~I A· Jftt" .pod pl'l~, 

. . 30. 
' . 
; ; .:· . .' ~ 

L: .. --· :.:::\=;::~-~~-::ld~-~_:::_ _______ . _________ _ 
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latel.l1geoe1 btS I-. able to ao1'18 the~~ aa l bave .111ft aaid1 

w111bou\ ba'v1lt8 tbe tapes, without~ how 10111 tllfiT ,....., w tile 

:. •alft1ne• ft.., a loag ad~ eolut.icm, but. I baftott the 
-·­.. 
. . ... - 10 1Dlo 1'* 

"--~A.. . > _ _ '1h1a is a plotuN ot a DID' 1iiYP8 ot ~ ll&tiO!d.ne. A 
. '' 

~---~~.the - of llabolm- 1a Qa"Wcmda - tl>ftb 1a .a-to 

:"*, -~;~--~with a ke:fboal'd1 a rotor 1llb.1cb acta as a smtching ~ 

(~· , · ~· MJbe CUft'ent tl'OG the keJbou'd dapreesionB eten at th1a aidtt 

0 · (a .t.bllad OCIIIUtoator), goes t..bl'aU;b W"• wbeel here, alta aft thia ftae4 

·0G~z~~tator1 and ttJ.eD to tbe ~ • fitpewz'itar. :~or~ .. ttds IIBddne 

bad Oftll' one rotor. In about tine or tour yean• att..er collabora'U.An 

~ with the: !fa'V'J• be oara out 'td.th a ft~ machine, t1w rotors, J'OU 
-~ .... and ~ .,. the ~ ot rotcn that !te 11118d• wb1cb gave pnlt.y 

b1cb 811CNrit)r • The ffaV ae about. \o adopt these things. '1'he,r wn 

about to p1aoe a~ tor I?S,ooo.oo with Hebam. nar that hit • 

1IUD tbe ebiet of tba l'llrl:f Coda and S1gml Seatian, IJ.outenlmt Stl'ubel • 

now Admiral S\I'Ube11D charge ot the Otb Fleet iD the •ten &l"'\111d 

,_ .. told - 11ba\ the nav.r had iD tJla 1IIV' ot cull tor oiph• DJUbSZJe8 I 

• ill tile l:ltlJ(f dida't even baYe a dollar £or tb.at eon at tb1D8 at \8&~ 

.,_, ~ 8f;riJ)a1 aalrad •• 111bat about it?" I aa1c1, •x•u. ~ t'k• 

I dw11e4 tbe mat.w :. about Ida .....- betON I bad a ~ good idea. 
·' 

\beft I went, to St.nbel and Ald1 
111 tb!nk I oan aol• 118i18111t111•" He 1814, 

ll'foatn lun'e to •• ••• I aaw, •AU 1'1gbt;1 I acoapt;,.,... ObaJt-..• 

h _,4, ,•OL ._, dD you .....,. X ..sat~ •I watlt t. aaeeaeee ._ '9 an 

_,.,_. ~· He 11"8 • the teD ~~aaaasee, ID'l I eOl'val the tld.IJI• 

'- . .. 
-sE~";!:-. . 

. - . .. · 
·"' . . . . . .... _.. ·~ .. _......;:::_ - ·~..:... -~-~ ... -
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D _,..a oariotU:~ ~ tbQ ~ t.o • GD8 fmSft1DI aa I waa 

~ dleaaec1 to go n\. I'd b8l warJdas at. tbe pNb1aa, ot couftre, 

and 1\ .took ••• ot ~ ~ions and f1DdS.al ll(f WIV' arourd. 

I ~ Olla .. ~ at. the U. • be wa a ~, en .-pr1ae t1&bter1 

__ i·: :•tb ·...,.acHr~•,· oauU.tJ."'•" _,. and aUt and biJ .... , ZIIUCh ha2h· .· .. - .. 

...,.., • ~· I bad Jlleduaod a problas :lavolvtng llilltme· and 

. . _ -~~1 :laaa ot alphabete to a place 1lb.ea I ~ oae 1:lal ot 26 l8tteft ...... 

. · ~ to a ~ tom. It I could solve. that, one UDI I wuld turve 

a at.an. Well, I 111Dt. baaa tbat. ~ I tael'lUoned, IIUCb PftOCCupied• 

·I had a elear p1otv:re 1n IV' rrd.nd ~ this one ~' butr all I .._ .. 

• ... J> 

. tbat. ca:rt.idn lettera _.. t..'» ~ car.-t.ain onaa d.1.tterent. - and, of 

~. I kept. in lll1nd the apeeit1a positlGU o~ tbeae letteN. FOr 

1natanae, the :a.rat a1z lattel"e wve all ditt~t, but the ld1 7th, 

lbtb, 19th am 25th ..,. Weam1cal.J the 4th, 21ft and 26t.h ,.. id.en.Ucal• 

and eo on. well.t as I said bet~ 1llhile p\tiDg dfttaaed to go out to 

a~ that ld.gbt1 tidd'Ung with 'lllf black balr tie~: aU ot a audden it cae 

to me 1ft a tdna1e t.Lash, like ligJitming t i !be ~ tha" wu1d aaotlf 

fit. the poa1\10na ot the Npea\ed and t.'w d1tfenrnt latteft .. "PNa1deDt 

of -- Ubited states.• that wa 1\ I The next ckv I 01118 ill aDd ~ 

the ~ ID a t• ...,. I handacl tbe lfaV a soluUaaJ tb• k.Ulc 

the Older •. 'lbe ltebiWn tiN wmt. to pieoalaJ Rebem, the 1mrentor lid 

~ ot the n-41 W01a1ll up ill san QaenUn toa- a orqJle ot ,..... 

..,.._. he nn atou1 ot calU'~te lfbl.....,. laB.• 1'0\1 -• tbe Bebern 

~·• et.o* heel ~ _. the hoi up tha' a laV ozdel' • oOd~ 
..... J ..s 1lben \be ...,. .. dWJat\ oa. ~ .. ~ .. 
IMOJc ~ to about 32,00 a ehan. lebam p1okad • - ot t.1se la.:oo 

. ~ .... .. . 

. . .· . 
~.-~ ~!,~· 

. ' 
•.. .-...i· .. ~· -----~-~--- ------~ ..... __ _ .... --- _-:..__:. ____ .. ______ ... -~ ............. -·-- -- - ---- :...!. ... ..!.1.'~-· -· • --



.wtt, want to a clUt..- paa4 ot tbe atate1 am aold 1\ taP 110.00. 

the CalJ,,Qrrd.a autbor.t.Uea didJaft. tba'• 110 'h8.r JN' lda 1ft the 
' 

I ; I . ~bOClfllttiiOJW . ~ ~ i£a . 

•\.\.·. .. ~ . !bis~ia a~ ot t.htt~lbd ol;h•II&Cb1DI)1tlveaW ard bUU\. 
- ~~ ~~0~~ " ~ . 

'•; ; . _.); - ill ...... . tie .,.... X\ - so1d Oil tbe ... roSal ..... 
"' . (\ 

I ·' 

~ Wlti1 the Rrlda CSI8 into ~· HeN AN \be J'Dton• 70'1 ..,_ '/lnr of 

~~.~ : · .u.- ~~ere, a IIIIJbo8l'd .w1 tile ~~ 'lllnlr. rou Jft88 tbe ~. tile 

~ ~tap, anr1 ~ 1-Pa liobt •• You peait.S.ob these ~ I&G001'd. q; 

· to~ Jrat:lDB 1natruct.ions. larl• alJio 1n mzroPe a bit laW 

"S'4 thal:e ..-. o\lier llmlntcws. HeN i8 a aol:T.1.s oalled tbe D7ba, 1lbiab 

._ cansideNd to be a Vflr'T carap1.1cat.e:l ami d1tftoult thiag - aobody 
~ w-4.4 

s-~ ...wJ aolve it. Jill • :ta. a Genaarl professor 1lbo p1& out a t.naUee on 

the ~- ot tb8 tbSDg, llbcRd.Da 11011' .aqr ~ aDd 

combimUcme tlle19 ...,... ~ 1n the world could be ~ 11itb a 

~ .aM a cU.tterent key1 there w:re ao DI8DJ' peautatioaa and oarabina­

u .. avaUabl.e-. wen.. ~ ~ the mabal' or per-.t;at.t. .. and 

corabJ.Da~ that a si'Nl oipber 8;18tell aftDJrda1. l1le "the bird~~ tbat 

ldnc 1D the ~· ba,. aotb1ng ~ do wi'Ua the case. ar at, 1eaa\ ,.,. 

Uttle. It all. ~ upaa t.he uature et tbc:leo ,.._..Uona aad 

· ··. oaa1:d.nat1-., ~ it, '~~!bat tbf!V are baai~ ill tbe ~ 

.... Par 1nat.ance1 take tbe prinaipl.e et ~ ...Uwt~an,. 

tbe ,..snospla Poe 111114 'sa •the ODl4 aas.• tta~. With a 26-lettter 

a~pbabM yeu oc _.. 161 Gphar ~· a. 26& S. a lal'g8 ~ .... , 

:--~-IJN~, tba' 18, fD~ b~-...;. .. 
: • .. ~ 'r.#~ ;;. ~ .. .....,... -~ ~. • • • • .. • . ..,...u,,.., -~ ~--- "* •Ril forM h\lDil'ced. aa4 ... 'i!ne .. . .. . - .... 

. ·., ~ .· 
-' . 

: .. :. .. ·. ,, ....... . 

3) . u_ .. ~ 
~~~. 

--
.'· .. ~ .~ .. ·_:·.~_.-,;.~.~]f.·~~-:.:_t ... . 

__.,;!_ :t!:a.:: • __ ....._:_:__:.-........ ..:. .. --~·--· -.:.~ • .:_ ... ~ .. .r-... \:O;c,;;.":.~""' .. ..-.. ...-...& •• _ .......... - ........ _. ; .. -._ .. _____ .. ,. __ - ..... !- •.•. _..~:..:£~ .• J 
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1ftJ1101l8, one b1D'Jnti ~ thot.8and au hunr:SNd aJ¥1 tiw b.illW., 

.S.X b.andJ:raS tld.r\7'-t.\w thcruaa.nd f:l.w burJdNd 8Dl elabfrootour all'lone. 

QUite a l.ep ...,..,... So, :1t JW w:re to tr,y to aol.Ye a oJ,ph4w 8liOb ae . . 
~ fa tftJbe Gold BUfJ" .-1 .,.. to 80 ... lt .. 11' ., ~ aU ... 

~ ot .-:wtaU.Gr¥1 ot tbe ~~ J'CN'd s.d 1Aa ot t.sa. 

-en4 ....,.._. Beoauee it halt bee -.loulated tba1t ~ to -:tte doe 

. ..,_ ~01\1 it. 'tiOll14 Wee a th~ anJ:Sca Jllft ...nd.n8 a 

.. tibouam4 rdllie JU'N to do tbe -.;Scr pan ot the .1ob • DOt allot 1t.-
' . 

aail the 80l'G11 WIN1d readl t:raa Barth tar bayand tbe planet YIIIJWt7 t 

Yet, 81\" ot you can aolw ltThe Gold BQs" ~- 1rt a fa lld.nutea.1 despite 

tbe .,.... mJiber ot penmtat.tona tbat a 26-lst.t.ar alpb&bet. attorcsa. 

a.. 1a a ~ ot a S*diab a::achina oE about the .- perioclt 

a ~J a li&btr bankJ and a aet of rot.az-a. Dle rotcn are ot a b1t 

41U~ t7Pe 1n. tbia OUI• <tt o~, tile 11cht.-bank \1pe ot uabilwl 

._. slR~t tou bad to ai\ doa an4 cow tv hand and eo OAJ ao the 

i.~ ot this llllOh1ne ~ 1~ up with an e1ectr1o ~ tt'Pe­

witar• aal tbaf, .... the fire~ modal ot a mat:s d;n .. adlina. He 

la"t.err Ji11Ddif:\ed 1\ eo aa to haft the printina •afwd.atl ..U-cont&Snad 

ta the ~. aad tba\ta a p1c\uN ol tile JaObJne tNa tbe rmtaideJ 

8l'Jd t.bare 18 a pic\ve ot t.b8 intemal world.nga. Dumt 1a the Dv'boal'd. 

HM an 1he sdWWla ~~ witb p1Da 1!b1ch an put. 1n tDd M ~ 

ettee\lw poa1U..1 11ke • ow ~ 11-209. !boat pins clnYe a 

oerWti ~~ ~ w1d.Gb *-lv• tbe ...S.tohSD8 a.ataton, 1llbS.dl 8H Sa 

bt.ftJ 7ft oan &lao llld.tcb the elf_. ot the ..-toN _, ll88n8 ot .... 
r • • ' 

PlVca• II_... 18 \he prlnt4Qa ~-· tb1e a1lir1e JOU'll ~ • 
1;Jef,Ds.., e:taSlN' tD *' 1n or..wwll-20f. IJhe tat u prlDted a ·a .. ... 

. . . ~ ' -· . · .. · ' .. . 
-,. ... - ... 

1 _____ ...... ~· .. ·: ,;,.,,· ... :~· .• •• ••• 
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'feaft ago. of OCNI'II81 COill'1d8nb1.e VlOQSht bepn to be d8vote4 to 

tbe eno1phel.-.t ot t.eJ.etno --~~ cat.ioraa. A81da tNa that Uli-1.9 

.&.f. t& t. eampaqy .aabine tba\ I aboll8d JOU a lw ~ aao, tb1e .. 

. . tbe t.bft ot the ~ cd;bW a\taot.-. d8Nlaped tor ~tr 
• ,• p ~ 

. '•. 

h 0 . ;, -; ~ It wa an illnnUoll ot ODlonel Parke\ IJ:L\t• t1bo fftWtcl ·ftQa 

. ~·: !,·~ ., abou\ l92S and .1olned ihe Int.anat.ional Tel ...... and ~ .. ~ . . 

' .. ~ ·. Or~~P"'V'• ...... be de¥oted bt....U tor tm or thJiae ,.-.. to ~DC 
.·-

1 &'-J- ·· ... :··~ ll&ddne. ~·· tbe 1ntema1 ~ I\ bad Jav.ln8 "lbade 

· 1rb1ob 8ftect.t tb8 tJ.ve .-~ the teletrPe ~~~-
; . 

. _ _ _. ~ ~-:oi.-:11U't~ ~. '.fb1s one ha4 10l. po1nts. 'lb1e oua 
~~~~~:,~ .. ~ ~-~'\= o o • ~ .,. ::• T -

~ ---~ tbie GQ8 9'1 I aM 80 00. dGm, 80 that i' bad aD edlrS18ll' lq ~J 

"bat tbe leDgtb ot t.bo period, aga:t.u. li1c8 •tt. b6zid8 tbat ld.nc ia tAe 

aprlDga• haS li'\Ue ~o dD u:lth the case. The aachino _,. put. illte teet 

uaap in tbe State Department, wbidl called upon tba war Departmaat to 

male a I8CUI'itu evaluation. I ._ 8ll81pd to the· job, and hal era 

~ t1rae 14th this. 1he State ~ put up a ...S.. ot 

•••easee• 'lhey ..,.. a~ in at a ~ how, about 10&00 oto1ock 

in "'1e 1111Qft1111aJ about 10s30, •· sal_., the ch1et ot the state Depu1iraaat 

OC»>•nm'oa~ called • and aaid1 "'lbe IBCb1na 1e out ot oNar. _.be 
JOU 81 t.b: ~· I 881d,. •zt11 ba up tbera .ta a blw adll\lt;Gh• I ~Upped 

a p!aaa Ott paper 1D • pocket;, and huatlacl OWl' to the state Dap&I'U.,, 

tben ID tl1e old State, liar, Gill tiBV Jld\dS 118• "*' aJirlval., ..,_. waa 

~. •x•a tJtJ~.¥~;• he ..w. •I tr1ed w cateh JDUt bl3 10'1 bad 

. alNad,y left.. Hta 'IIDridDa ..Sa, • I wont' trouble ,_.,. l saW, •tr 
the w 1 I baft a cp~~~U.e \0 8IJk ~llou\ \lJG8e lle88ai'M•" He ~ 
. . . 

eft ,.tcd.ouo a4 aated, ~t; c1o ,OU -..t to ...,_,. Alii I -.t4 
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tlflate ;you 1ft a. p1aS.a tate w \b088 ...,.. btn!" Be dlw bS..U 

_.. .f.rGI • aad ea1d, ......-11 781•• I eaid1 "When ue ...,_ Ha 181d.1 . . . -· . 

•nt that aafe ~ thare.11 I Gllid1 ll1fel1, Itll ait ~ lou SO GWP 

_14 the ate and cba out. ..,.. ... Bo. 1• I _,~ to uk a ~ about 
~ ... . . , 

·_· ~ ~ -~· V., ~ l'~G co\ up, operlOcl the Bate, pulled oa\ •••• 

.. :: .... ,, aad, 1d.tb b1a baek to .. the ...... be1n8 held o.\~ \0. Jd.a 
~ ' -" ~ ' ~ 

~ ~ ~ tttfhat ia .lt. 10'1 _. to kid~?" X pulled out, IV' p1eoe ot 
' 

·_- · :PaP-1 ..S I aa1d1 ..U1 doea it _,. -7" ei I ...ad bSa tbe eot-. 

:.~: ~.... He allloa't. eat; dalm - tbe floor in ~ '1'bat .. 

, _, lS Jdllutea _or ., afte i\ ~ been l'8Q01'Nil. !be I'll ~ 

1'Aa-ned ita ~ on \hie ~~ cava up tbe ~ and _,.. 

W1ecl ~ I•w told 10\1 abo\A tbe A'!&.'f C«apcqr e\\JdtiD8 &!11 ir~Nlt1q 

-01pbei'I8CIIWae• and the IT&T ~J the J.utocJa.Uc :G.ectrlo ~of 

ctJioap, and. the DB~ alao tr1ed their banda at. _it. and f&i-lacL. 

1he baa1c ft880ft tor those taUl11'88 ill that Wit.houtl ~ ~ 

~ _auidaraae aobot\Y «an 1rlverA a ~~ aach1ne that. 18 

going to atand ._, UDder organiled attack tv ~ with tile p:ropeJ-

\1'3' •tmc. ~t•r• ~ V,$. ~ ~ &':\.. ~\Jt ~-aJI.o..-l.~j 
t«{S'o 1f.t~, L.M.. ltt+l. 1o t I 0 . 1'bia ii ~ H09, 'llhich- adcpWJ it .. a ~ ~ 

J C, '2.- and 18 pn\fi' sooct. I~ W'all the oaq tltina 118 _. ..,.. in l9liO au:l~ 

tor ow _. 1n the tleld~ Haft are kfq1na Wbeala. Here is ~ bafft1. ot 

aavable ~~ 1lh1csh az:e att~ lr.t tho kfV1Da ._l•J the etMRta1 • 

tbet-- to ,tho left, mt iD ..... tl'OII 0 .\o as, atteoft a p&'in.t 'llle82. 

1111 tMre la the tape,, A W17 neat sadie' btl\ a td.\ .,_ .s not too 

leowe .,_ ,.ou haW t.o or..-. •acracee iD tM ... 18ttina•. 

~Q:2>··::, -t; ~ ~ ""~ ~:r:)J _.:,_ ~ . 
~~~~. 0 I ~ \"\~" 

1 
--~ O ~0 I ~~~ 

.. '!%. : -. " . M ~~-~A . c . ~~~1'-C M. . . - .: 
_ _j_J~~---...:-.,--~~----M- .. -~------ __ M...J.~4 ~-:..-=-~_,_;,J_L .. : _______ : ____ ~.:i~-:J:: ••••• 
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------·-L- ............. ....___.,.,.._. ....... __ ......., __ 0~-.:'0-~ ... .-.----......_,_ ~~~ . ______________ , 

\ p(2 HGrla ~EJ- ns1i ot the; t.izDe I~ like to dewte to a bri.et 

die~~·~:;.:~ 'lhis, to fliT knowledge, 1a a . . /3 -~ -. ~ ~ the 11m ~c aid, somettdng I got up at 

_:-·~w~ 1AJiY back in 1916, I think it waaa a pair of glue pla._ 
: J::.~ ~·: ~ ~~.: . ~ ~ 
\?._::·ptdes er poovaa 1n 111b1ch alphabet stripe could be alid up and daan: 

• ·:"::· .~ .. ~ :-. .. .I 

-,_ ·: :!D Ol'der to alip lett.an and .study tbe, tar various purpoaea.. I dml't 

·. -~ now 1lh7 I put; doan on it "1ba u. s. war_ COllege.• I had no - ,, 

_ · ~tiona With th•1 but 1 t .. nice to baD1 them. a preaentt, so 1 tU9 
:' -:. ! . ~ \ 

:. ·-~at. I made those strips with rq own bands. 'lh1s was a wbealwith 

· rubber let. tara that I could arrange in fUV' ol'der I pleased to make up. 

Alphabets. 'lbere'a another view ot the thing, am here's a llhole bQnch 

., ot them put together, fw whatever purposes necessary. 

~-1~~~' Now, f1"CC:l that ear:cy- start have aoae a great many ver:f interesting 

) 
3 
y developments. Here is a picture ot a EIEIIO dated October .301 1934, which 

I sent to Captain K1ng and Major Akin, now Chie.t Signal Otfic:er, and 1n 

Which I made some remarks. You can see ovidences o£ tears or cuvbe p 
of blood on this thing. I was asking for a little bit ot money to get 

•. :dltil6 mt machines. I said, "Please do your v.tmost to put this across t-or 
:li • 

me. It you do, w can reall3 beg1n to do worthwh1le <="'JPtsna:cytj.c wort.• 

\ ~ \ . 1fell, tile plea 11118 --tul -..., got it. H"""'a a p1ctu:re o~' 
the contract, you see, dated the 12th ot Novt!mber. It took ODJ:r"a onth. 

_And here 1a 'lbat we ware getti:ng1 and aee these prices. When I think of 

the- 111111one ot dollars wbidl the ArrV'• Signal lntell:lgence serv.t.ce_ spent 

- .dUrJ.ng World ~ar non this S01't ot th1Dg1 1m amased tbat tre~a tluch . . . ~ 

\ 
1owlr' beginn:I.Dga should haVe OGle tha' sreat eatahl1ablll81& ot lJII appantua. \ . . 

\ '.; Tb1a 1s a l'OCII1 just one w.lns ot 8EJYaNl 1n our beac:lquar'tln 41rilig tte _ 
_ -_.;~ w4{,- ~Otv~ ~ ~ ·--~ ~~~ 

. ·-- 1 r----:· -.-- r ~) ~ ~~·-,~h:··~-··, 
... -~.\V>ti~··l. .... IJ4,-y,.-- . ·a-.r~ ' 
.~·-·t- ~r.;...a,r. ---~ ·· · · 

~ ~ . . . ---- -- -.----. ---- ·- ~---=------ ·- -----------------.-- .. ~·-- ---~·-·---'---·-· _...........,__:_-,___.:..._:- -----
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~ ... ·--.:. 

\ -· w:Ltll. tlillalaUng ~ laet ~- -alee t.11e ot1a- DJf ( 

i--j_~-. e~.u- ~,.. -"ft'lll r ... IP"Cdel 3"'-• . ~ 
b t)t> lou ttaa,r tbe pSft1JN tbe llftft88~~~*~ 

'

., .\~A.. ~C.,~-CA.-u-U, ~· .. ~·o.t~~-::~-~~~ 
v:> ·Re•t•~• Hew .. ~ , haaloQrl~ld.ib -,~ __ _ , · 

.·· .· . h~~ 
. ·., ~ Sa til• - 10 OISJ he pea JAto • bwtdla with h:h•elt ~ ~~~ ....... 

· ~ aoon ~ c.. vp 1d.t.b an ~· Wall, tba\'e t~¥~ 1\ta a. 
_pi~ ~ cllr8-• . ~ Sid Clft!llllJDicati.~ iatel11gence S. 

- ~ . ' . . 
;~ buld~ _._., and I waDt, to M:1 4l ward 01' t1lo about that; .... 

~ the _,~ ~ ot 1lllOCiem ava-. baa ._ tao:tl:t..~ 

u 1'll)'t; llflda poadble, by' the ,.. and app11caticn oE apea1a1 ~ 

aida, 1Dcl.ud1ng tbe use ot high speed raacl'dJa7 ot t.be ~ Jift'al'llld 

~ ac. _.. atan:Jard .-eb.U..,. w• ~ • de'9ille and ,.. 

aod1t1oaUaDa ot thea IBdliDIIh More ~ W baW ~ 

sone 1n'tio the 1mreat.ioll1 ~. m:l production ot eleo\roa1oa 

Cl7P~ gadge\ly. At thS8 point; I 11\Bt take a tw rlMII8III:8 to 

c.1.aft.t:f the picture aDd in tdaple language taU rou 11hat 8UCb ~ 

clo tor -. A8 I aaid ~"' the l'N!l'ber ot peautatlona and ccabf.natioae 

;_6.!~ leY a G17Ptoaptal Pfl'! I!! i.an't too sip1t1oant. It•a ,._ ttae.r 
are bu'cal~ boa tM atBIJdpcd.nt ot tbeir.aatwe GL7P~a1eal'Jr 

apeGJc1ns. lll ~ ~ ldlat JOU are up aaatnn _.. ._.,kl 

~ wtdclt ViiiQBl]J' 11Wolw, te tb8ir IIOlut.t-, taa •1c1as ot 

a .,., -.1.\Sp1io1fr .t tv'POtb•- eaah ot 1lb1clh .. , be t.W .-_. 011e 

atw .. otlha-, WltU J'OU t1ld .. ~ ... 1be 3ob ot tale .,., ... 

~ ie t.o dari.aa ahoft outa tor tentDs the~ *-" OQte 
- -. . 

o~ blae4 ~ the _._ ot au~ Nlat.ift to tNt~ <Dee 

\"'···· - ~ 
- -.~ ; .. · . -

~----- ............. __..-.:::.._ .. ____ ~_: ..... :. ..... -- _, __ ..,.o4-__ __.:: _____ .. ___ ., __ .,:..... ... ... :. ...... ~.: ... ------ ---· ------ .... ~--- • ------·-



. '· .... ,-,e. l'l .. 
. _(~ ctev1aGd the PN1*' '-' .. teet.a - ... ~# • tfi# 

,. ·--a'Bl ooacurNA ~, b\JUD labrw aan be set to 1IOdc •kiDS 

-~ .Sllf.,_ o~ wet. in ..... • ftad the COftlUO' Jqpotbeala _. to 
',, .. 

~;·~~- - the .... ...,01'1_ ot ~ .... 1lhen the ten 1e .r.u.-
~::~-f-~~~~ . . ' 
-:·;:-.w .. - ~- it ia ob'd.o1a that JOU'd .... tD haW, .. - ... to 
-~. it ..... 1, • ~· ? . 

::( ... ,. taotorJ,al.'! QdQIIa) \0 do tbO .1ob, - .... tbe .1Gb ~ ~ -... 
- it. Sa .. ~ tba' flrlfq ten Wb1ah .. be .. biT tumd ~ 

b$ aeabald.aad, aDd''it 1a turt.be ... ~ -- iD aaael -- lt 1a 

.ab ..,... ar u. out -.. wa)a_, or te ~ ar tcfr 8\ldl ~ u ,, 
abelPPinl1 love •klng, etc. - 1ll abort, 'he care ani tee41nl •ot mach!ntHJ 

. ~ 

1a a Nla\1~ I1QCh ..,. ~i~~ple •tte than toe •care and ~ ot 

mam beinga.-1 so, • •• ~ 1lho dev1se tbe tast.eJ then • 

ba'V8 ~ emgJneera 11ho JI8ICbai'&1n the taste-. a daviee• imNmt• 

develop, ·and prod1loe the ~ to parte• 'the testa at hiP apaed.J 

tbm w haw l!lld.nt111811CG engiaaen 1lbo kae~ the IIII.Cil1naa ill goad •Ol"ld.na 

ordlrrJ tbell .. haft orwtanalltic 888ialiant8 11ho aud.r» tbe o'tl1:1pn ·~ 

th8 1111Cb1Des1 aDd 1fbD ant 1IIIWilll' abl4 to take the ~ !qpotbet1a • 

'!' ....- caee and ao Oft 1d.tb \baa to the t1na1 atago 1thare a ..,. 1a 

raoavlt'eclJ 1beD w ., hlmt ot..11er III&Ob1De8 1lhicb ~ the ~ lap . 
to spioS.t14 ........ ancl ~ the plaSD tat.a baa tb-. Jut. 111 all 

theM . ...,., 1ft • tllllpbaas .. , tbe macb1nee ~ p~ a' a b1&li rate 

ot &tpttad_, prooee .. ~ t.be b' m. bnia 8Dd. band C&ll .,.,.. bd oa1,­

~ -~ Dldl ..,.__ rate - ._. aactli-. 4ont~ 1btiT CIIJll~ J"t)leoa _the 
. . .· 

\: ... ~.~.· ·. 

' . "·---~- ......... ~ ___ .. __ .. __ .: ____ _: _ ............. ~ ........ .:...__ ...... ~.. _, __ ..,._ --- .. ------~-................ ~ ~ __ J, .... _.;:_ •. _ ... ______ --- - _,. _____ ..._.. __ - ---
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laW.t I want to aboW JOU wba~ _.. ot \be8e ..CS.... 1aok W.. 

\~f ··i-. ill.~ ~4ne tw ~ ....... - oaU. 
-·· j 

,~\?" ·. lt • ~ beOanee a1thauab lt. ctoea ldlaf, the...,.. .. ~-
~~! ~ -~-;~.: ....... ~ ... bOtiiJift lt aad the ....... aaohlne ie ~ 

IQ4·· 

13l 

. . 
, ~ ~ ~·ia, x•~ RT tbiat In a ~~ prooeee1Dg 

~~ w \17 to cl\1p1Jcate v.ltb a t• ~ mat .thCIU88Dda ot ~ 
.·. ~~"Jor~ 

.:. ~ ibe ~ ~ an doinl. tor it, \MaG ~ ot aolcl'eraA tD 

liicipher aad ~ the .,...., ot the man,y ~ Smol"ftd lft 
~~ . .:.-~ -:.~~~· . 
~amica~ { AJ.J. these li1888qes• or 1I08tt ot the are 1ntweepted1 

tbtJ .U t1011r into cme place, and J'GU can ~ haw a certain m..- of 

people to proceoa tha:a. u you h8'la the ke7 or D;ya, then it bGcnral 

a prob1al ot ~ docipheringJ ao - devise special ~ 

to ~ the aessagee. A8 I said batore, the JaechiDe DIV' not baw 811' 

N8.8llblance 'llbataoeftlt' to the e~JB~V'• CJ7Pi»gNpbio manhine1 bft i't 

dwp11cataa 'llhat their ~ ~. and daea ao at a ~ rate ot ~c4 t, 
~ s~"Gb<-t~ ~"'~ cJ'f.. ~-~ w-e~ "W:1,tA..r~~·Hil. 0. w Here'• a pioture ot 8UCb d 4niea. ·- In ~~ nax\ a11d8 10U .. a tabulator, r 1;. 

A ~· 
a awutard tabulator with a spec1al attadmal't deriaad b-.r ow om -a1neel"a ;J:r1 

8\U~Cept1h\e of llbat. • call dcd.na t'blute tofte" operatAana, wllWe 70U _.. 

Wi1nc to aolve a tbillg Oft the baaia ot Npet;iUoaa 'llh1ch are t• and 

~\tiiN4 OWl' a~ vo1.UII8 ot .eaaaes. vau, it ,_ut<ve got mUUana 

and M111cat ot ~. tbe looet101l ot thoae J:18P8U.U.one ia a l'ft\tv 

1ebGftoqa tbinc 1t ,.a lld8 to do it b,y hand, 80 W IPIIrl the 88II1.'Gb •• 

A 1I80ht.De oi this Jd.nd td111Nate tboae NPGUUoal in, •• ......._.. . . 

.O..at~• ot tbe t.t. that lt. -.14 \alee to dolt_. haD~:'• Beft·S..a 

~.Uitd aob1ne, asdr& • ~--. Yd.tb - ..... , haN .. tba\ ia 

0 • 



2. ·L. 
- { J ·~ 

• 1.. • 

I , ' 
I I 

". m • aooard1ne to ce.rtain ~ti7J 7011 start the aachin&, 81\d 1.-

~. bebold1 ~t prod'uOe8 a printed. record ot the II10fJ8aP repet.itioua 

oit ., nat; . • 
11.!-o -~~~.J-e~.~ \ t~ _ _ Here 1s a machine Which { persoualq call "nodin•" Rodin was the 

pat French acu1ptor 'llho aculpted a piece of enainoarir.g knoml aa 

•The 1binkar·" This ~ al:loat thinks. ~t 1t does 1s thias you 

set •• or give it• or· teed i.'"lto it, a certain maber ot ~- and 

70U tell. it, "No!r1 you t'JX.alline tbcso h1Petbeaea,AI!l4.>::~~ 
'';;''D'\,.'~ ' .. ··- ., .. ,~· . 

\fb1cb will answer" all the f'ol.l.oning condi tiona." 'lhe eac:hine takes the 

.t1at bJpotneaes1 letts &~q, exam1Das that• and 1t it comes to a ccnta­

dietian it IJBliSt 8nell1 that • o no goodJ I•ll go back and take ~ tbe next 

one,." Ahd so on. It. teste tbe ~~ one attar the ot..w, at a 

nigh rate of speed, a~ el.eatrunic speed. 1hat'a ~ one small section of 

Well1 wt'V8 got left hore a tEtlil minutes in wbicb I should u,y somet.~ 

about the CUL'nllt ~ or manner of ~t ot coamnioat1ona 
I 

~elligence. I•w cle'loted two hours to tal.k:1ng about, the backBz'o\IDd and 

developms1t and hawn•t aa1d "rffl7 ISUdl about \he mDZ.U'1er ot ita aapl.o3ment., 

w~,. w could cliecusa tbat umer vari.DW~ beadiags1 but. 1t 1ct obvious tJroa 
~. . .' . 
~ _dia~ ot the Coagresaional Pearl ilarbaP Commi~ that the ma.aner 

~ 'tta. ~t 1ft lib~ World War II .. , have beon Vf/#7 ettioaciOua. 

R., t~Jf.ttb 1 heis the time to read 1ou _ ~ whole ot the llanlbal.l-Dalea' 

"~"f V?''''.. . t tt '1.-; ·:. 

~ ;,/""·:~~:~u.~~ ~a_,~ ... ~.~ h1 

_ .. ..er 0 •• 

.i 

\ 

... <'h. ~~"' t •• 

•. "· ·· .. ~ 6--- 'r-~t-... 
- •.j:.·:,-1.·"·'1-' .. . . . . . ) . .._{ .. ..;z.~~:::-::~-~---......____, __ .._. ~--- -- . -· _.,_ . - -._ 

~, .. -- . ·~ ... 
-- ~ .. - ______ ·,_: ___________ -~j1}Si;:._ ______ .:_ 
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SECRET 

ocmreapoixtance that the a:rticl.e in Tit1e waa baaed upon, but I think 
' -

that, just a briet extract 1dll be sut.tlcien~ to g:1 w JOU a prefttq 

Sood idea of the · cont:ribution CCIIINT made towud our 1lim1.ng World 

-War II. 'lhese are all 1n that CGl"l"eepondence1 wtd.ch was practi~ 

broadoaat to aU the cb.anJ;,u. ani ar o!'.ticea of tbe 110rld lltum it 

... disclosed during the Congressional hearings. GeDara1. llarahall, 

routU l'B!BDbctr1 in his letter to Govarnor IleWe1, aerrt during the hot 

political campai&n ot 19114, 1188 asking the Oovernor not to use certain 

1nt~on DewT got br surreptitious channels. Hare are some excallent. 

1l.lustrations o~ the manner ot empl.ayment ot COONTI 

artow ta'le point to the present dUti'DIIIEL ia tbat we have 
gone ahead with this business of deciphering their codes 
until • possess otr.er codes, German as well as Japanese, 
but our main basis of information regarding HiUer•a inten­
tions 1n Europe is obtained fran Baron Oshima t s :nessagea 
t1'0ia Berlin report.ing his interviews with Bitler and other 
o.i'.t1c1als to the Japanese Oove:ment. Theae are st1ll in 
the codes involved in the Pearl Harbor events. 

"'l'o explain turther the critiw nature of this set­
up 1lh1cb would be wiped out almost in an instant 1t the 
least suspicion \1IIZ'e aroused rogarding it1 the Battle of 
the Coral Sea. na baaed on deciphered maasaps and there­
fore our rs ships wre in tbe ri~t place at. the ri3'1t 
t.ime. Further 1 w were able to concentrate on our limited 
torces to meet their advances on M1c:1way when otherwise we 
almost certa:lnl¥ would have bee.'"l some 31000 m1lea out ot 
place. 

"We bad tullintomation ot the strength ot their 
forces in that advance and also ot the maller torce direotecl 
apinst the Aleutians Which .n Ml 1~ landed troops on .Attu· and 
11aka. 

. •' ·~·' I • •\ • ' 

.J' ~ • • • • 

. --..... ., ";,.·. ·- .· ~ ·- -
• / ., ~;. 'r ·~ • 

. . . 
~~ .. ~~f ;,·;~~::~~~~~~ :" . -- ----~ ~ ...... .y::, 1 • 

_.........._,_ ------------- --· ... ·--------.... ···· Cb~--~~----··--



' •!he be&V loaaea rEported from time to t•·which 
the,y austa1n by reason ot om- subraar1ne action larg~ 
reaul.ta trora the tact, that. • me. the aasl1ng dates and 
the routes oE their convo,ya and can not11)' our aul:marinea 
to lie 1n_wai.t at tbe propezo point. 

•'!he 0\1l'ftllt ra1d8 br .AdJd.ral Halses'..._ •CGrier 1'oJiOett 
on Japanese eh1pp1Dg 1D llan11a &w and elsewhere _.. 

, . larPI3 baaed in timing OD the 1a'lGan 110Vtii18Dta ot Jspaneae 
OonYOtYs~ two ot 'llbidl 1I8N caught, aa anticipated, 1n hie 
~ve attacks •. 

* * * * 
•'.[he conduct ot General Eisenhonr•s campaign and of 

all operations in the Pacific are closoq related in con­
coption and t1 ming to the int'ormation '118 s~ obtain 
through these intercopted codas. They contribute greatq 
to the victol"'J and tl'emendousq to the savings or American 
lives, both in the conduct of current operations and in 
looking toward tne aarl.T termination ot tbe war.• 

* * * * 
What I am going to sq next is Vt!I!'J important. The interception 

of foreign communications and subsequent. processing requiioes the services 

or numerous commtmicntions and other trained personnel. Iri order that 

the product 'lDll':f be most useful operational.ly 1 and not :aere:cy historicalq 

interesting, the intercept t.raf'tic haa got to be fOl'llal'ded as apedi tioual.y 

as possibl.e to the procesaing center, and after processing ~- ca.mtl' 

product must be prompt1.3' transmitted to the people who evaluate it t.raa 

an 1ntell1gau:e point of view, integrate or collate it 'llith intell.1gence 

.t.rom othw sou:roea, pass the reaulta th~ to other intelligence per~, 

and, 1D ·some cases llhere it fll8ke8 a difference - a great c11treririoe1 

.·:·: _. .~ pemapa - see that 1~ 1a transmit-ted d1reGt to operatiOnal --" 

. . . ~~ .~; . 
·'·: 

• - • ~ J ••• 

.. 
I """.... • I I 

0 

~ 
0 ,.;.. . ' 

' ~ "' ... 

. . 
','I 

.:.: ..... ~ '7"·.) '· : ,: : .. 

¥.J'~·-.:., .. : :;~ .. \ .. · 
-;:,::Jf/f;..o:;_-' ~1!·!~ ~~ · .. ~ .. 't' 

.~ .... '!.~':'. •. .t.;v,;:. ' ' 

.~ft:=:ii ~:~;~;: ·~;···~--- ·-
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~~ radio and electronics angineera1 mathematic:Lans, l:J.nsu:1sta1 

, \.! civilian, is 't'.heztcttcre quite obvious. It takes a large organisation. 

In 1939 or hO, tbe total.if¥ · ot persomlel in the ArrtV and llaV de'voted 

_' to this wol'k 1188 about 300. In 19!D w bad 371000 I That gi.YN you 

·, .. _ some idea aa to mat it takes, aside fteOIIl millions and m111ona ot 

~ :~ do-J.J.ara tor equ.ipment, both caaaunicationa equipment and this f4nHl . ,_...,... ' 

· · Ot equipment that I gave you a little atw,r about. 

SOme ot the cryptanal.ytic and comraunications intelligeace. proceeaea 

can be accompliahed 1n the .field to meet certain i.'Zadiate needs oE 

tield tactical COEDa!llers, and these have been provided tor by each of 

the t.hl"ee!! services in order to meet special needs in this categor,ye 

But ccanamications int~;enee processing invol.ves a rather large and 

intricate complex ot a good~ activities, muCl; ot which can be done 

11811 Oliey' at major, large processing plants llhere the lim1ted number of 

h~ skilled personnel can be ~ncentrated and very special specialized 

cryptanal;!tic machiner,r can be installed and :aai.'ltained. You see, n 

haw ~concentrate the alcillad personnel because ~ are ~ a 

1imitecl JDDber of them. You can't .t1nd. people trained 1D tbia field 1rl 

o1v1111te6 because there ia no need for cryptana:I¥s1s in cai1Jm"C8 cq,-
. . 

~try', ao that when war comes w don't have a large pool of' traine4 

., ·_ c1~:11Af!B .traa which to *• to aupaent, our t~. We'w got. to· take 

baei~ :l.ntalllgeat people vitb fP od backpounda, ar:u:l good educatiOn;' 

aDcl·traift tbaa ourselves. 1'he clearance procus alone taka41mcmtbe.1 aDd 

.: 'lihUe cSV:lnl tbat time w can g1w t.1-. eo• hasic tra:ln.1Dg. the JIIOre. 
• ':.i:. - -

~ .. -t - .. _,lex pbuea have t.o be absorbed J.azogeq_ by on-the-job training.f' . 
_. . 

• r' • ~ I ~ .. 

. -·;':.: .. .-
. . 

• ~ ' •• 'I . . ., 
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Haw; I want tD sq a fflfl worda about the Vf!lrY great importance 

o.r coordinati~ of comraunicaUou intelligence activitl.ee ld.th oth_. 

1Dtell1gence operaUoas and the tact1cal situation. Th01'8J'OU'ft got . . ' 

to haVe certa:1n oover methods. For ~le, when a decision baa been 

,:-,. . ~ to take action baaed ~ ccxaun:1cationa intell1gence1 a carefUl 

effort ~Nat be made to irlsure that the action cannot be attributed 

. . to coaiunioationa int~e alone. Otherwise you Will k1U the 

··=.':· · goose that lags' the golden egg.. When possible, action amst al-.m.ys be 

~--~ by su:J:t;able reconna:issance or other operations which 1d.ll sene 

as cove" or deceptive methods. For examplo1 if there 1a a C011VOY' out 

1n the middle ot the ocetU'l and suddenly it is attacked b.1 air, the 

question might well rise, "Well, how tho hall did they knovt m nre 

···~:f:-,;~~J;~~.;th~-:-~ten ~\~- You see, you make cover tar tnat, 
~-.:"' ~ ~·~.r·~ '"'":"'=":_;-_.~ u~J··~·":. .. ~~-::-~Y.:~ -..-~-·-;. :;:- .... ~ .. ~-

perhapa by air reconnaissance - ar it saema that wa:y to the en&lV• 

Another aspec:f. ot coordination betJteen operations and conamications 

1ntell1gance is to be mentioned. The co.1DUJ1i cat.iono in tel 11 gence 

producers IIIUSt be caretuJ.:q and ful.J¥ oriented to give .optizat.ml CO'Vm'age 

ol tactical operations in progress, or cont;eq>lated.. lbere are just; so 

IDaiV' tac111ties am p~sonnel available taz- communicat.icms 1.'lt:.elligenca 

"·. wark, and there's a great d8a1 of tra.ttic1 an 8!10l"'IIIU8 amount. ~a 

· '~ .traoti~ ot it can be pJ"OC888ed,; ao you1ve got to noglect the ren. 
·-~~ ;1.It•a eesential• tbel"etore, that the cCIDIIUllicati~ intel.J.iSence worfml'IJ 

· ~~-.. ··be abreast ot the ~\ situation so tba\ t.bG¥'ll know \Vhere to put .. 

,_ ·their JIIIXIIN'l ettort. Also, .their lmolrlec4.'8 of the t&Qtical aituatloD. 

·.·:·.:. _ia essential to a~ ~etation ot certain results _they~-
t ~, .. • ... : ' ' .. . . . 

....... 

~-
t -· . :;·,,··:;:~~r,~~~~-~~'1'·.:,- · .. :. '-~~~· ...... ~_.....-~~----- --~- -~ ........ ,_ ................. :< """" ~;r-' ..... b·'~-;::~ ..... p"":!._'~ . .......__ .......... _ 

. •,· .. ~>.~. 

A·~:~;l~~.~~ 
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It•a important, also, to corftlate the coiiWDications 1ntell1gence work 

with tantcal opcat.iona iD anothar pha8e of operations. ~ in ex.uberacce 

, 0\11' 'baabAn 1cDook out enozq radio stations, the 'V817 8t1CC888 ot 8'UCh an 

· operatioD ha8 :reparouesiOr&a upon CCIISI1m1cat1oua 1ntal.ligence. Yw see, 
~:--~~ ~. . -

:. ·:· . putting those stations out ot bus1neaa make&l unavailable to ,. a lot ot 

~ :-.traffi.oJ so that, operations ot this sort JaUS\ be coordinated with the 

.COUIN'.r authorities. There is anotb.ez' reason Ear being wrr caref'al to 

.. ,coordinate, am that is that cryptosatJtems are 'llS1.U1l.l3 world-wide or 

area-wide in distribution, and it you don•t, coordina.tc tactical operations 

. _With your CQUI;fl authorities, so as to cover up ;(Our source of 1nformat.i.on1 

t.'le enerv will soon suspect that his cr.vptosysts has been aompi'O!ldeled 

which would haw .tas-reachiJ:lg consequences. You see, a cat~Da~ldar·mo is 

a recipient of COJlii.f.r and seeks a :ai.nor advantage by using it 1n one 

locali v fDifq depri:ve comanclers in otl1er areas of much greater advantage; 

you want to be sure that you don't compraaise the source or inf'omation­

t.~t 's the important point in this discussion. While knaifl~"'S and 

experience point to tho necessity of expl.oiting 6'/er:f possible advantage 

that tbe situation affords when jOU get this stutf, and in the heat ~ 

battle the temptation is, of course, wr.r great to use the material 11hensvar 

it is available, nevertheless t.h1s often li1B1' lead to carelessnass 1n ita 

use, 1lhieb mq lead to ~eop81"dt.sing the source. ot courae, the full valm 

ot cCIIIIIUilicaticma 1ntelligen.ce CaJ'JDOt be rea' ized unless operational \188 

im made ot it. Howver1 when act1oa is contaaplated based upon 8Udl 

intelltgellee, the posaibillty or ccmpromlse or the source ZIU&t ~ be 

~ .-,:;- .. 
-------~ .... :.;, ; '- ,._· ''": :~·~J .... ...., *'* ""i ·---- -~--- _ __..:; 
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·,· 
be cained• HS.raor advantages nev'er alcma are autt.Loi•t gro'IIJd tw risld.D& 

•.. the~ ot tM -· "~~ . . . Co-.J,:., ..... t-~ I 
.. : : ··' ·. "-*' gmt.l81118n, lt.ta ~tOO otcl.ock.lz'm sanrr that ;. cck;;tt baVe 

:-.~>.; ~ ~ -tim& to BNI1ftiZ' questions, !"'~I ftl.~ you to mrarrlna the axb~te. 
:_\~I can 8D81IW a question wb1le you are d.oin8 so, I wW. be glad to do 

.:; .. 

'· ''I 
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~ • ' ' . COMMUNICATIONS INTELLIGENCE · 

~?A presentation by Mr. William F. Friedman to the ~aculty 
oh- and Students of Class 50-B, Air Communication & Electronic 

Staff Officers' course, on 29 September 19.50 

Colonel Sheetz, Gentlemen: first I want to assure you of II1I appreciation 
~ ~ 

of the ~pportuni ty to come A to talk to you on ~ subject. In inviting me to 

" speak on the subject of Conmunications Intelligence, it was indicated that the 

' objective of the presentation is to create an awareness of the background, 
\~ . 

development, and manner of employment of this vital military weapon. Communi-
~ ~ 

cations Intelligence was not always regarded as vital. I am reminded of a 
1\ 

story that I read some·'years· ago in an old book, and the story may be apocry-

}ihaJ., but I give it for what it is worth. It seems that about two thousand ~ 
.... 1 Se"WI·,,..a,"""'~~ ot, J.. ~ 

years ago there was 4 persian ~een whose· ·name -was SimaPl\is a 3he
1 

t.oo_lt ~ -n 
w~~-~·~·~4_~~ ""'~~ 

interest in cryptography. appaM~-'li. &Aa &.i.aa. Presumably she went to 
. A -'t ~ . 

Heaven, or p~rhaps to the other place, but"e~left instructions as to the 

disposition of her remains, ~ they built for her an imposing mausoleum in 

which her sarcophagus rested. on the outside of the mausoleum there was carved 

W··~ ... ~ \ 
a message, aBEl tae message said, "Stay, weary traveler • ¥ thou art footsore, 

hung~ or in need of money, unlock the riddle of the cipher graven below, and 

you will be lead to riches. ~eyond ~ dre~ of avarice." Then undern.eath it 
~ tfg_~~~~ ~ ~ 4.-Q G.~~ 

there was ~ cryptogram. For several hundred years all the expertsttried 

th .hd,...td"h"~ ~t~ht~". d~ e1r an s a ec1p er1ng message.) w1 ou success, untJ.l one ay, pre-

s= =~-whiskered, bespectacled ~ndividual taHte eie&g ~.,after working 
A ~ 

at it for a considerable length of time, solved the message• i,.!t gave him ~ 
instructiont':; ~~ret entcy into the tomb~~ got inside ana ~i!~--found 

A ~ ~ 

. ' 



" 

1M! ~ ...t-o tl.4 &-Q. 

an instruction to open the sarcoP.hagus, but he h~d to solve another message/.\ 
p~ ~ ~1··J. .. ~ ;fta. ~ ~ ;h ~ .s--~-R.o-Jt! kb4l~t 

A whieh •• liii:s aM: opene the arcophagus an9. found a box. In the box was a ~ 

message in plain language, and this is what il> said; "Oh, thou vile and in- ~ 
satiable monster, to disturb these poor bones! If thou hadst learned something~~~ 
more useful than the art of deciphering, thou wouldst not be footsore, hungry, ;.J ,, 
or in need of money1• Maqy times in the course of the past thirty years I 

have had occasion to wish that I knew the old gal's address so that I could 

put as a first indorsement to the basic communication the single word nCbncur.n 

Well, anyhow, it•s been an interesting life, if not financiall;y lucra\l~· 

Now I am going to read you a ~ paragraph from Tim~7ill'liecefuber 17, 
" - " 'i?. t.l: Ja I At-

19450 "Magic is the Word for It" is the title of the article.llrru.s. citi-

zens discovered last week that perhaps their most potent secret weapon of World 

war II was not radar, not the VT fuse, not the atom bomb, but a harmless little 

machine which cryptographers painstald.ngly constructed in a hidden room in 

Washington. With this machine, built after years of' trial and error, of in­

ference and deduction, cryptographers have dup+!cated the decoding devices used 

in Tokyo. Testimoey before the Pearl Harbor Committee had already shown that 

the machine known as lMagicl was in use long before December 7, 1941, had 

given ample warning of the Japs 1 sneak attack if only u.s. brass hats had been 
~ 

smart enough to realize it.~ ~ General Marshall continued the story of 
' ~ ,, 

lMagic • s' magic. And then it goes on to say what that story was• ...r I hope 

I'll have time to~ it a little bit later on. 

" I hardly need to stress the necessity for secrecy in this business. Hope 

for future success depends to a very great degree on maintaining secrecy with 

respect to past achievements. Changes as a result of suspected compromise of 
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cryptographic systems are easy ~o make and very hard to follow. The effects 

of leakage or compromise are not local - they are widespread, because of the 

widespread use and distribution of particular cryptographic systems. During 

world War II, I might say, the continuance of our success hung by a very slen-
- al~ ~\.~~0~~"'-~~a..si.J'h..a.. --t-Cf4~~ 

der thread. I am reminded at th!s point" 01 an instance,.. =t;ftiewaa I.. before(.fii& 

~and to avoid naming names I will simply say that there was a chap ~n a 

certain ·capitol of the world who sent a message to his home gov~rnment in which 
~~! 

he said that ha w~~t worried about their ~OIIIIIIlllications. He sai'i\ 

"You know, these many c ges that we are havingldealing with this matter in 
~ o.. ~r~~ o-v-~ ~~ ~.'"'44 ~ 

hand, have made it rte-;;;;~B.:ry to be very volwrdnous 'itl our correspondence, ... _.,;'tto.,t-
I am a.-l!ib tie bto&-a:t:.~aid that perhaps some third party might be IM1a •ID read~ 

rJVJ\... ~~ ~ ~ "Ao tJ.o ~" ~ J'IA.~ ~ !'"' 
ammunicatio~-~ well, ~e ~ad that, ani we wer~ very much ups~t for fear 

~ somet~ ~ !;:;;Ile-;;:. '1:fe were on tenterhooks and pins and nee~es for 

\wo or three dqB until we got tbe re~ from haadquarters. ~;;;;,;;;~·the_. .. _.,,\ 
_.._.., reply, it said, "Well, you southem extremity of a horse's anato1D7, don't you \ 

,· ~ . 
1 realize that what you are saying ~s.-.out of line? Don•t you know that our sys- (l 
o-.L~~ ,~ t 

tem ... has so many permutations and combinations it 1s inconceivable that anybody 
1

)/ 

,, ~ o.,,,.,t;·~ , 
should be able to read these communications without having the key? Now, don't J 

/} . " 
) ..-.~ ; ~ 

' you worry any more about it. You tend to your own m:i:ee:iea/and we'll tend to i 
,.,~ 1R . a ~ fl 

ours." we were ven happy when we read. that one~IA1~ ~~A.~ 
~~~~~~~~,_.,~h~~·dt. i 
t\.OI hardly need to give you a definition of conmunications intelfi.genceJO"'l. 1 

't.Otl\\..&17~ ~ c.u.At:1.t'~ ~. 'he~ !:¥o 
i thiuk '6ft&4i Major :Morrison. '1/B.s ~already dealt with _it, .&Rf:t I will simp].J cite 
'vtl ' ., 
~~three main objectives. First- to provide authentic information for policy 

~ • ·makers, to apprise them of the realities of the international situatio~of the 
. 1 l 

· ~war making capabilities and vulnerabilities of foreign countries, and of the / L r .· 

\ . . ' . ,, "' """"' ) 
' '• • . ., .... . . • 'l ~· I 
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intentions ~f those countries wi~ respect to war. Second - to eliminate the 

element of surprise from an act . of aggression by another country. Third - to 

provide unique information essential to the.successful prosecutionJand vital 
"'P CoMtN\.J 

to a shortening of; the period of hostilities • 1' Now, the background ofAoemau•t ... · 

eatieoe ~&l 1 itenee, which is based upon the science of cryptanalysis, ~a 
&..·~ ~ " 
ery interesting history 1\ lJII is ine.xtricab~ bound up with the history of 

c~ptography. The two are but opposite faces of the same coin~gress in 

one inevitably leads to progress in the other. Hence, while 11\V talk is to be 
CoM\ NT':" 

devoted largely to cryptanalysis and ggJIIII'alfti:e~ioBb iute!Ugenee, I will have 

to deal also~;~~:~;~ ....... ~. ~~~~;t~~~;~rlt~ to a certain exten~ 
'kn.LIIU "'"~ , \::::::: I"\. Ot-1\ \ • 

.Now, because of the secrecy or cloak of silence which officially surrounds the 

whole field of cryptology and especially cryptanalytics, it is obvious that 

authentic information with reference to the background and development of the 

science in forei~:~~~e sparse: and although after World War II 
~ I ~ ~ 

we learned much regardii!g,_,this field of work by OlU' ~' security rules pre-
. ~~ e-1 ~ ~ W41\Q,. .~ ~~ W~J. A.C.t"~ b-1.. 

vent ley' saying"'\-ery much about"~. I can onJt give a fairly good biiQk:gP&liiMi 0 
€/)~\NT' )fo 0.. ~~eLl ~ A -~A.:! .a.~ vi ties, and even 'then I will not be able to say very much about ~ 

v.s.~~~-~ ,~ " 
activities, because I don't know very much about that background and pre-

~ 
fer not to give aey information .wat I can't document. In a.ey case, I might 

" say at this point that our relations with the Navy in the early days were such 

as to preclude my knowing very much about what they were doing, and tse w iiPW 

o5- c:."~~o\1\~\'14\S., S ~ 
vice versa. In the course of zey- talk I will give illustratio~ •&DF of which 

form part of my own experience. 1Ji;>desty would dictate their omission, but be-

cause of their possible interest I will use them and will here and now make a 

general apology for the use of the personal pronoun. 

·-. 
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Now may we have the first slide, please. Cryptography and cryptana.J.ysis 

go back to the d.awn of the invention of writing, and here I show an instance 

of cipher in the Bible. In Jeremiah 25:26 occurs the expression "And the king 1 ~ ~ S\ :41!1-l ~''~ow'~ She.;;.h~k.\... +.ilce.vt.. 
of Shesha;h shall drink after them." Also in J eremiahl\. Well, for IliBJV', .rnaey 

~~ ~ 
years thB;tl\~ "Shesha;lhtt remain~d a JDiYstery. There was no such place. &.t 

then somebody discovered that if you write the twenty-two letters of the Hebrew 
~~ . 

alphabet in two rows, eleven and eleven, you !et up a substitution alphabet 
~ ~~ "A ~~. ttsh;~\ 

whereby you can replace the letters bj" :ct:ual:entmi\ For example, "JHl'" is 

' represented by "beth" or vice versa, so that 11SheshaJn, 11, Franslates ·~gabel11 ,,b"'«..J 
. ~ ~~(;~,~~.s ~ 

rtBabylon." The vowels had to be supplied. InciUentally," Daniel, who was ~e 
first psychoanalyst, was also the first cryptanaqst.t":l' f.l~ psychoanalystJ 

~,e.q,. I~~~ 
because ;you remember hew he interpreted llobuchadnezzar.•s ~".ttNebuchadneuar. " 

-~~~~·~-~~~~ ' -~*-~~·· 
had a dream._ ~~when he woke up he c.ould.n'!t;~embe:r;,.-M. )I e called for Dis . Q;£ 

• • ,,....,. ~ f\ll~ -to ~'-"~ · ~~~~ ......... ) ~ J ~ \.M, • II IA/(U1(,z. \\ ~ 
sor~rers and asked t; em to interpre be drean(~1 They asked him·.what"dream~ 

A. . ~ . 'I'~ &.o.!. ~ ~ . '! • +W'" 
and he said, ''Well, I don't remember it, bu~a1)i& your joe.., to'if!i {f1if: and 

4u st5f. r ~ ~ 

N 
, 1 • then"interpret it. 11 'ft!.at was a pretty.A.~assignment, and t~ failts~el)'ltll1f' Vl4awii..ll 

~~ ~sw-A... ~ /"'"·-···· -- ~ -" h;d-~ Bihl,y habit of cho ping your head off in those d~ if you failed; SOA · :\ · 

~ ~~ t.~'to'r#' ~~~~~d~ .Q.t..~ .. ~~~.~~ 
"~81U Daa:i.ad=,a M-1 by some..-NHJ== the record~IH}-:c ~;Sqt :bow-.-.. l 
:y~ ~ ··-r'~-P~~,.... "C~f't~~~~...,.., ~.-to· 

able to reconstruct the dream. and then interpret it. 'llftrSome years later,~-..._ :a.. 
" .- o-· ~ 

Nebuchadnezzar•s son, Belshazzar, was giving a feast, and during the course 
~ ff-~ o{fl.. ~~ ! - '" ' • . j .' -· 

of the feast"& hand appeared on the wall behind the candlestick and WJi<>te. a 1 
~ C4.~o......, ~ .. ~""'~..,·~ 

message; ~:~M-Belshazzar was very much upse~t an called for his sooths"lyer~ ~ ~d-L~ 

" ~ ........... ~-~~ ~~~-"""':"'~~~ 
so on, but they couldn't read!."· 'f:fte me~ . cb eiie.>m~~J ~_eke~.,;~}lP.h~,~W~ 

' ~~"""' Juao.tl• .. :t"' ~~~~.~~) 
Well, Daniel was called in and appers11U~ succeeded in deciphe'l-ing tho... JUI888~ ' 

' ~~~.~ 1\ :,- -...-- / 

~nt~rpretation was tr}lene''- God hath numbered thy kingdom and finished .. / 

'I. 

f :l'trt~ .... 1 ·t, 
' '" ..... \...j~.A· 

..• 

• •• ~ .... e.. 



~~ 
~ 

... VCIIAolili!'G./~.0 ~ tl) 

it. ''r:kel'~. (~tt. in.h ~·;Jt.u..~~~~~~ 
rather Peres, the iieibe J:e iadefizri:be - Thy kingdom shall be -dividld and given 

·1\.' \ 1\ 

to the J(edes and Persians • 11 

The next is an j.llustrati.Qn of the earliest cipher device history recorcl.s, Q.. 

~~~~4..-·~c.Xa.., 1~~.1>\.. ~ 
wit:tch-is= the ap.Uia:l:ae U$ed by the ancient "'GreekB. T-hey had. a 1 ' am(Ct.un-

'-'der ol ~: =~ wrapped spiral.JT a ,piece of. paz:chment;: IIBii they Ka-
'" ~;.&..~ at~ ~J~.........,J-1:1:. . 

wrote the message across I\ ani: 'e 1 IM 'bile pi!ece ef pw etmleMo tiheD..Jand sent it to 
~~t(.g_~~ 

its destination, w. ere the recipient I\ M:r.J4~ an identicalJ.y-dimensioned _., 
~~ \. . . ~~~~~~~ 

;Jilt cylinder, A. 'I\ the message. This diagr~, inci-

dental.l.y, is not correct. The writing was done along the edges of 1Jle _.Barch­
a.o 9~~,~~..0.0~...;...~ ~·~~~~~, 
ment_.," liBei:aeaeaiBiz&., the baton which the European ~ marshall~ar~ as one 

of the insignia/ of his high office derives from this~instrument. 

Caesar, of course,. is well known in history to have used cryptography.;.... 

a very simple method,~because all he did was to replace each letter 

by the one that was fourth from it in the alphabet. Cicer~a~the inventors 

of what is now called shorthand, He had a slave by the name of ~o who -- ~~ 
wrote for Cicero his records and so o~ in A Tforronean notes, as they are called. 

The beginnings of modem cryptography are to be found in Venice.> in the 
~ 

Papal st~tes) about 1400. I show next an alphabet of W. period of l:d,QQ which 

is interesting merely because it shows that in those early days they already 
I~ 

had.a :ec~gpition of~the~~eak~ess,of wh~t we,~all single, or monoalphabetic 
~- .. · 'al.ltt&.o~-~~ A4'~f/2~~ <: ~~~ 

substitu'tionf'.. iSoiu'!io:r\~ et::~onr&.e; is' accomplished l;"'~equencies,., I .,don•t '-' 
.RJ..c • "~ ~ lfV ~--l4.AIC. /AfH}.., ~_...a.. ... -~. 

:::;:. ;:,~~ 1~t/\ i flainh ~ of' youJat some~i:ftt~Jft&r.,e hed: .r couba&t 

,....~ that sort of' ~ But a method of' disturbing the normal frequen-
~~o.~~. 

ciesJ by having the high-f'requen~lette represented by • ~i!lti:~~--

'·- . ·~~ 
,? • '•'-·.• -6. ""' ~~All.~ -._ ' "'~ • 1~""\,,-... _,r-....,_, ~ ~~J•' 111o..u~ .., , '4., ~" ~'4A·. -w -~ o -,- - ~ -

""-,.1.1 h .•• 4'0:.::_~ L....... :' ' :I . ........ A' - ~ 
"'"~.L~ ,; .• ~ ~.....,..~ 
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• Jilt" Gharaeterf. ra) the earliest tract t~t the '!/Orld. possesses on t~ sub-
~,cn.-~~ ... ~ ~ JW6a .. ~ 

ject ofAcr.yptanalysisJis that which was writt~by a Neaplolitan~~os~ name 
c, ' ~-. ~·~--.ft,.-~~~ ~ 

. was Sico Simonetta,. it wae ..a.••m in 147 He <ieee:r~ methOdi or solv-
~~ " ~ ~ ~ 

~imple ciphery no doubt~ ·.but A in a ve'ry clear and concise form. The first 
~ 

book~ extensive treatise on cryptography is that b,y a German ~bbot named Tri-

tb~u•,,,wh~C~~ li."~ .V.lJ:.~~~'1i:_~ ..?,!'..;4 -~tn-.t~• 
. vo~umes, but he qui:e-'witn toe third one because;.semeh&w e! eisne..,-~o.t- charged 

,:,.,. -. ~ f - ' - ' • 1 

~ ~ith beihg in l~~~ue with the Devil, ~$hey b~~ed his books, as a matter of 
1E 1\ ~·-~' •' ~~ 

fact. We are going to jump a ways now to some examples from A history. 'l:ftepe 

~a cipher alphabet and system used by Mary, Queen of scot~ in the period 

1545, or thereabouts. There was an It&lian cryptographer whose name was Porta~ 
-~ 

who wrote a book, published in 1563, 'ir.i '• U he showed certain types of alpha-
~ AMJ..~~ )~ 

be~ ~-p~.::r~wn in hi~tory~now as Porta's Alphabets. '!tftM''\.an examp-

le!\ thlr.ea ae\ f1em Dia ~~:ftews one alphabet with key letters/ a or' 
' ~s.w.. /~ 

~' another alphabet with ke,y letters ¥ or ~>k I don't want to go into exa~tly 

how those key le~ters are used, but it is sufficient to say that even to this 
~~,w4·~ 

"day t!V'e Porta aipha'b\ts are occasionally encountered. Incidentally, Porta was 

"' quite a fellow. There are lots of people who refer to his book but have never 

read it. , I took the trouble to have it translated to see just what he did say, 

and he was)~ in mw opinion, the greatest or the old cryptographers. 

Incidentally, also he was the inv.entor or what we know as the camera obscura, 

th p nitor of our modern cameras. I think alao he~ \e earliest of ~ 
~ oJbeA. ~ :...... " ~ 0..0 
ve a system or k~bstitution~where the key is changing eeoe~- -l 

te.,_ ~~ w..u..U~~ -,. "- ~-
~"Porta's "table was actually used in official correspondence. ~ is a r • . 
picture of a table that was found among the state papers or ~een Elizabeth's 

'. 
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time, .. communicating with the dassador to SPain~~~ ~-.4 ~· 
C4-~~~~~~C4!£·~··. 

The next slide I snow rs" -Lhe, II Oolgene're S~e or Vigen';;re Table: 
/JAU~~ ~i.Ji.r ~~~ 

a set of twenty-six alphabets ,.fliJti!r placedA&tep 8jr ~)with the· plain-text 

letters a~~t;~he key-letters at the sidej eaj-,he meth~ of~i~ 
~ ~ ~uoao . ·,lV- a ....... -~~ • " •••. lla " ·= ... ~- ~ . -+:. ..... ,~.,.,.- " 

0 to A a key worci.> ~the equivalen~c ~i:;;d: &:li*ab<A according to the 
\ 

manner in which the key changes. Now, Vigenere also has an interest to me be- .. .J _..!._ 
~ "~~ ~ ~-'IAN4tU) 

cause =ugh he is"credi!ed with ha~nvented that square, he"nev~r said ~J 

he did-.:rre¥ez Olii&d6 tkJO auah al.M.-/· ~ais'a a picture_ of it as it appears in 

:':' book• a.it Tt goes considerably beyond what the ordinary references say about 
,... ~ -8-&~"...a. 

his tableA I won•t go into those differences~ ~e.r're technical and perhaps 

of no great interest to~today. 
The next cryptographer I wish to mention is a Frenchman, Fransois Vieta, 

an e.mminent mathematician, founder of modern algebra. In 1599 he becane Coun­

selJr of Parliament at Tours and then Privy CotplSelJr. While in that job he 

~ri tae 11!., 4ft> a Spanish c~ ~ 500 characters, ~1:£ 
all the Spanish dispatches falling into French hands were easily read. Phillip 

II of Spain was so convinced of the safety of his cipher that when he found 

the French were aware of the contents of ~~:lers to the Netherlands, he ~ -~ 
"~ ~ ~1-Qa~~o...L~~~~· 

complained to the o~~rt the French were using sorcery agilinst him •• -ere l.S 
&f.~~ ' ~11 ,, 

Hnother example,\ ere are the alphabets; and a sliding cardJ which could be 
~ ~ ~~~~ ao 4.. ""'2<-··~ 

shifted up and down.>was useti as 1\ changi~key,1:;.if' =e*bari of changing the key. 
II M 0"\.. . , II ~~ 

Here is another.)called the two-square cipher,,.,·two-alphabet cipherJ ~ coor-

dinates: II! ~~iRs ••• 1(here is one complete alphabet and /hezt is another one1 ......, 

the coordinates are use? to represent~ee letters. That was actually used 

in Charles Dtime, 1627,~mmunicating with France and Flanders. 
. ~ 

.. 'w ••• 
00 

... : ' ........ " • I': .,. 

J"--: ~.~--......· ._I I ) ,.. f>t 
·; ..... •. •( .. ~·:.1 il .. . .~-.. -.:.8- . ·""' 
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I want to jump now to th~ ~·...;:::~s:!cd in u.s. hi.st;· The 

s.ystems used by the Americans and by the Hritish were almost identical~ In 

_ ~ one case, in fact, they used the same code book~ ~~~rm.:C: ~ ~­
W'<'\0~ AD~~ -w..&. ~~ AfSPt)¥~ 1:0 ~ltw ~ 

American &aee name wcm tooe!Sit d:o was" the cipher expert "ef" Congress~-.. managed 

to decipher nearly all, if not all, of the British code messages intercepted 
ll II 

by the Americans • The next chart shows a picture of a code or syllabary, as 
~ ~-c.AAQ 

we call it, used by Thomas Jef~erson. This syllabary ~s constructed on~ two-

part . . 1 hi . ~ f th d od" ~Ul~ v "11 t pr~nc~p e. T s ~s a i56CU%dn o e ec ~ng ·u~. .r.ou Wl. no e 

that the numerical groups are in consecutive order but their meanings are at . 
~ '...~h. .Q.~ ~~) 

random. They have no alphabetical order at all. It slJilp]J means that.A.ill the 
~~ " 

encoding section, the words are in alphabetical order, and their equivalents are 
'"~~t6 . ~ ~ 

in random order•'/! system wfiiiiM even tod81 Asees extensive use. Jefferson was 

an all-around genius, and I shall have something to say about him and crypto-

grapny a little bit later on, I hope. Here's an interesting slide showing a 
I\ \ 

picture of a letter which is known as the Benedict Arnold Indecipherable trea-
1\ Sf- : 

sonable ,2ow Letter• ~has never been ~eciphered. It reads, n1 have bought 
:. . B .. ~ 

a cow and calf from Lien. John Joseph ~eea:a," and so forth. The reason that 
. 

it hasn•t been deciphered is that there isn•t enough of it to form the basis for 

a solution.~! am going to say a few words about Egypti~ hieroglyphics for the 
. ~--~ 

reason that I think that that represents the nextAlandmark in the history of 

cryptography. About 1821 a Frenchman, Champoli~ startled the world by begin­

ning to publish translations of Egyptian hieroglyphics. Tm.s is a picture of 11 
lt '"'Ow 'tv:-~~~... ~ ""'" ~ t~ u .De.w.t.f'Cd 

the Rosetta St<>ne;~pti,.~~phics,~ .Egyptian"and then 'AMi: ~.a..t .._ L 
n ~:_ . ·~16uLE"~~~ ~ --~. 

_.._.t was by means of. this i cription that ioW.s ~~ final.i3 s~~e~~ S,.rep~e-
~ ~~ ~~io " ,... -~,····,:--· ·'~-e..-

sentedf\a c~c problem~t; ~ th~~~=~~: th~re are t~ ~t we ~ 
n.,.'.. ~- .0 .. ...- ':-' ~_J-<>' ·, · •. · ~~~~ 
f.,Ul.lt "tv.u.Q.~~~~·~ ... .--- .t~~"-..... s-.t f .... _ -~ """'~ ~ 
t. ~'teo. So~• ~~~ ~. ; '--- , ~ '. p....t--~ 
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_ e 
~~~/;ii. ~CI.·~~ 

call cartouches, that is , ~biiAi§a fMlPI'&lii!Nifll!i by a graven line. Here are .some 
f"'\2.. . 

~.0:. examples • This ,...was on an obelisk, and tb;s ere was suspected of repre-
~ ........... ~ 

senting the name Cleopatra .... I suppose the reason for ~llBJieeit!bl~ !!t was the 

repitition here of two characters at a proper distance to represent the two 

A 1 s of Cleopatra. By taking the various cartouches, writing them out careful.]J, 
- - COAYO'I ""'IlL 

studying them on the basis that this,_._was Cleopatra, it turns out that by tak-
e-"~~,&~~ RfM~~ 

ing the *e'"eN aM: substitutJ.ngA.i;H. equivalent"and putting them in the proper 
"""~c~~.A.A4.1 w ~~ ~~ ~.~ «.o 

places, bit by bit Champolia., was able to establi~hl\ a'&hel' ll8Ble•.;: u 1Seil Ptoleli\Y.) 
" ~ ~(J"(~~~~w.e.k~~)o 

_. Alexander, and so on. That 1 s the way in which/\ the Rosetta Ston~ and Egypt-

ian hieroglyphics were fin~ read. It was very fortunate that the early' 

~ ... ~ ;.~ ~~ ~ . \ 
s:i\litee ·":J Egyptologf. ~aa .,t ~a.ali:11e8: that the Egyptians "used cryptography. 

~-~ u -1.4t( 
~~~:_:,~riJ:f:;: J ~e ~;A hieroglyphic~ but they a.e. also" crypto-

graPh.~ •• ' · f is is an example of substitution. That character in place of 

"' " It this one means to speak. You see the finger pointing .to the mo\J,th, and so on. 

~ New I am going to jump to the &.P!e11111 period of:~h~ Civil W~ .~r the 
' ,, [~u.s.~· ··~ 1 

War Between the States) Here is a picture of a cipher device used b,y Con!ed-
o-wJ\, M~ . " 

erate ArrqJ captured at Vicksburg, one o~- treasures. The ~~ YJsa e~ 
~ is a cyl~er covered with a sheet or paper. bearing alphabets., ·~the ~ "\ 

Vigen~re table, in other word~s a pointer that you could slide.Jand a thumb 
~~ ~· '"-r 

lmobl\you could turn the~ according to the key ~etters. 
There is one person I .passed over in getting to the Civil War period. Ed­

gar Allan Poe) in 1842 or thereabout~d an interest in cryptograph~ by 

~tory of "The Gold BUg')" and by ao- CUtii3 . I! arti~s~~ ~ 
A·~ . ~~ ~a et=.~.fHere is a picture of a message, authentic, which was sent . ~ 

by President Lincoln to Gen. Burnside, ·..rr Tt 1s very simple. It· reads this 

r---. . .. ,J- -~-1.0~ -.... '"'...... ..., ..... n:. r~- -" 
: • ,· 'h, • ·ti 'i1lY, . I ~ 



--· • ~ "-- ';t-w.~~fdacaw.t"~~ 
~W.C.-f""-4~•·6C,:.. , . , . /: _ "-
Wlq, of course,A but if you read it backwardW "If J: ~ould be in a boat off 

Aquia Creek at dark tomorrow, Wednesd~J' evening, could you without incouven-,, 
ience meet me and pass an hour or two with me?•(signed)A. Lincoln. I think 

the President was kidding a bit.~his is a photograph ·of a page or two from 

the code book and cipher system used by the Fe~ They had what is called 
II II 1\ -to~~ 
route ciphe~. that is, you ._ a matrix with indications of route.._ 

~ ~ ~ 'tC.&. ~~'te-a.~~· ' ,... 
AH how you write the-message in' the first wortt, second, third, fourth, 
' ~ ~ 

fifth, sixth and so forth; Af; tlieil~take~ out according to. another route. 

And here the thing is complicated by the use of arbitrary equivalents for the 
\\ II II 11 

names of important people. President of the U.s. is represented by Adam or 
\\ ,, 

Asia. It had two equivalents, you see. Here are some of the iemWJII names of 
~ "'~\o_ .. ~ ~~ 0 "'officers of that period. I have with me todq the complete s~t of ~ooks used 

by the Federal Al'li\Y during that period, and after ~ talk those of you who 
. ~ '' ~ . 

wish may come up and examine Jl', together with certain other exhibits. .Next ~ 
cn.ta A +tcna ' 

is a picture of a message sent to General Grant in \Mrl route cipherS, I shall 
.r: 1P ~ 

not take time to read ~. If There is an example of a type of secret writing 

emplo.yed by the French in the Franco-Prussian War. It consisted of code 

groups written out from a code book. You remember that in the Siege of Paris~ 
f~ ~~ tod.h-k.At.J1"4~~.~~~ 
~were completezy cut off11 •eeL tae message~as ....._ photographecl' down, and 

--~) ~~QII)frl • 
'*\was the first and earliest example tlYot I 1 m el of micro writing used for 

~~~~,..,.~~J 
military purposes-1\photograpned down and sent out by means of carrier pigeon• 

asd~his is a cop,y of one of the examples. 

After the Civil War)or War Between the StatesJ the use of cryptography in 

~ United States military affairs went into a decline for a long period of 
-~~ 

peace, and was broken onzy briefzy by the Spanish-American War. "-Xhe War Depart-

ment published a code called "Code/ to Insure Secrecy of Telegrams J' ift 1 SS'i... 
r 



~ .,1). ~ ~ ~UP....,.. uL Yll" ~ ~ ~J) ~ ~ ~ I.\JCIIIa. ...._ 
basevn a s~1 c~mmercial:- cod~, ~a~s~t word for~~~· j'IJ __ a ~ dau•t . 

have a cb'py of that with me. '.1:n t e S sh-American War there was very lit- L.._ I 
~ ,. •• Jt... 11:\~ ~ :. ':11-.t ~ , a" . 
._~:~cryptography) ~ec¥ that code;wlP.ch had no secrecy whatever; but then . 

w..a )'J' ....... ..J.,e...,... Lou. if.lrOA- ~~ ~. 
there was no such thing as radio, In '1.899 the Chief Signal Officer undertook 

"' " . 
the preparation of a suitable code. Eeon~ was stressed - the Chief ~ignal 

"1'0 ,, 
Officer personally did all the work. In 1902 the tldpher of the War 1>epartment 

was published by the Adjutant General. In 1906 a revision of that was published, 
·. ~ 

and in 1915 a completely new code, war Department Telegraph Code.- was published. ~ 
~·""'eo~~~ c~~ A 1,z> 

a&&o printed by a commercial house in Cleveland.-~ We come now to the World war 

" I.periodewith Hertz's discovery of th~ so-called Hertzian waves and Marconi's 
~: . -practical demonstration of signalling by wireleSSJ· a new era in military com':"' 

munications was ushered in, and also a new era in cryptology. 'J.he first wide 

usage of wireless, or radio, ·as it soon came to be called, was in world War 

I, but developments in cryptography lagged a bit, as we shall see. 
~ IU~. Wu :t. 

First, I will discuss the tactical use of cipher systems, because these 
. " . 

were used in preference to code systems, :Which C&DEI ~ter. Here is a ,Pi~tu,re 
~No ~ .,_.t.,i(oJ.. J-- .A ' f:'Y~ 

of a cipher s-ystem used by the Russians. Xothing but the Vigenere 8JIS tem all 

" f..t~~ ~ 
over again, - using numbers instead of letters., k. llere ie a case involving a 

~~)~Go~~·~~· 
set of 7 or 8 alphabets used~.,tor substitution. 'J.bis· was the deciphering n._ 

~k -~ ~~tao.,f';uu~~ W'04 
table. The mxt. .eae is a ~ctti.re ,of a front;... cipher system., a transposition 

1\ t\.~ ~~~~AI\. ~; 
system, the~ columns being here~ in additio~certain disturbing e"fements 

e.o.-ca.. ~~~ ~ . . ~ 
~Y taking off the letters in 1~iagonals. And ~ is a picture of the system used 

by the Italian ar.~ey in World War I. Again, it is only a variation of the~ 

' Vigenere system. ~liere is a system used by the Uermans, invented by them, 

or)~ I should say, it was a combination of two methods put together in a 



very clever way. 

sisted exclusively of those letters. An alphabet in he~anged according 

~ ~ l~li:Mj with the coordinates r~~J~ UI&iphe~:;. .. message 

,_Jt!..o,.~"':'. 't,rdinates~l::' blie Mtto""l"" p~ ••• ~;t!ietter 
~ A~ ~~£ ~ 
~is .represented by ~~nd so forth. est 1hen r· tll'l!i!'he 8: key) developed from.-
= >A ~ -\6.- "-"A.~~ 
key word,~ver ~,..x•s)&M--A 1 s and so .forth)and ... ~he letters" out in columns . 

according to the key order. -~~;~a brand new thi~~a.I7;JC: tt• r 
.levil.a.~ ~ .... ~ . 

and caused no end of hladaches" until it,-was ctl:SCOvered just how the s elution 

could be achieved. :: = uv'-The solution was not a general solution but u 
~..U ..Lt-~ (oHJ,.•6. ~ ~ ~ ~ r.,..J.,A. ~ fW. rv..._ 

depended upon special iMhncav, aM: I rieft'* 'nmre 'il!e '&idle +se go iube +shat.. ~ 
~- ~ ,f' 

That cipHer was used by the German high command and consequently someone soon \1 
. ,... "J., AJ)f"4-VX 

discovered that.fou made a chart based upon the number of A!88Bimessages 
A 

intercepted, why you co~d..l d~sctver certain things about the tlilctical situation 
~ ~~j ~ ~..J{. j.t."w.t.. ~ i A.o.WI.-.w..c,Q. ~J-

andj espeexai~ aeeilt what might happen. This is a chart which we got up in the 
f\ A)~X 

AEF based upon the kBB~ ~e:Rt. This, gentlemen, is the first illustra-

tion that I lmow ~~~tory. o~c~ana.lys~raffic intelligence. '.l.he 
" " I I ,.. • • .-...... J 
c~~--~ " ,, next slide gives a picture of the sort of,.;:: : u ·.- ,.n n±.s a bulletinS 

Ab r•\)x ""'-f to awz. Sl.. 
1iha1i we put out when the A.£8~ messages were read, 'f1M Q.ere ape-a set of mes-

tl.~ "' 
sages.)~ November 20, 1~18~ of course the ~ar was) over, b?t Jthis gilres very 

1'1~- .... ha ~~'l<lt.4./ 
important information about the wi~hdrawal of,. MeKs...,..'a arm;y. There is the 

~(t a.-t ,. ~r~ ~c-a.~ 
German text and there is the translation, arl authentic message. :!he British 0 -

~ ~~W~l: ~ 1\ 
and Americans~used a ei~he,rkndWn as the Playfair cipher, invented allegedly 

by Lord ~on Playf~r, but he didn 1t invent it - Sir Charles Weatstone ~ve~ted 
~~~ ,e~ ~~.r;.MN ~ ~ ~"-~A. 

it. The methcxi-Q@I\enc~nt is to ha~ a"key word, then the rest of the"""let- _ J 

( ~~~ 6AA- 'ttJ!A;O 'tea,. CSo.-~.'~ • :_. "~ 
of the alphabet• ~f you ·want .. to encipher nat" the equivalent --. 

' ~ ~ 

r'l... ~ w~ I ..uG.o ;.. e.>..<~~ ~ 14. ~~ 
~ ~~~-.. ~tre~rr~ -o. cA.f ~~. 
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"vr') by diagonals, and so on. There is an example o~ a message A. enciphered. 

In those days, 1914, that was regarded as pretty hot stuff. In fact, an officer 

of the American Al'll\!,(1ate~ec811B Chi.et "ignal Officer, llaj. Gen.~) 
wrote a little treatiseJpublished in 1914)in which he dealt with this Playfair 

cipher s,ystem~ ~~e title of his work is "An Advanced Problem in Cr,ypto-

,... R~~a.~~aphy." Today) 9ur most elementary students are given things of that sort to 

~olvCX fThe British Aney proposed a cipher device in World War I# ...-.-,hey had 

manufactured a great ma.ey of them and distributed thousands~ rfi{IIIJf they proposed 

to the French and the Americans that they use the same thing for tactical com­

munications, but it was never put to use for reasons that I hope to tell you 

later. 

Now, I'd like to say a few words about cod~ and code systems use'); I 

think you all know that a code system is simply a sort of dictionary in which 

the words, phrases and sentences are representable by arbitrary groups of let­

~~re is a page from a commercial telegraph or commercial cable compaQy's 

" ~ 
codebooks8imt they offer to their customers. You'll notice that each of these 

code groups differs from every other code group by at least two J.etters. We 
ll II ~ P..~.._..JO.Ucl Q. ~,.~ 

call that the two-letter differential. The 'feasoo-il that . a 8PP8P iB aaa. 
~ AM.~ '--o.J.o. ~ ~ .. ~ R,j'- " 

iR ttta&smse;ma. the liklihood of making two e~rore in the same group is not 

4.. ly t : 'ngl~ ,_.~li~t~h*'od•Q ~~ ----near as grea as ng a s~ e error• " me s o1't_correc ng -~-
~a.fra~~~ 2.- ~eo-~ .k..~hJ.. ,, 

,...D'?U BJJ a.llr~up if i!- has a single error in it. Now, code boo~ and codes 
~~ ~ .At..~l\1 ~·-~tal N ~~~ .)t\ 

are ada attirha i6e ~ idncts o business. They are ~generalized, 
t;·"..Yl~~ 

1I ~ aAshipping code, or a code for the automotive industry, and so on~ ~'l'h.e 
~~~Q. ~-........ 

nextAeBe ie +.l!e highly specialized code. You know, there are certain people J 
who believe firmly and implicitly in the power of healing by suggestion an V 

~~~--~A~ 
~~A~9N_.W.. 
~~~ 



and what not, and here is a icture of a code book put out by a gentleman who 

was a p~f'essional man in th t field. You '11 notice that the.,.P,.UI'pose of' it was, 
lo .&Q ~ -m..)sl~ ~ ~ ~ '{\"O't. ~. ~J ; .J 

of course,"~ if' you~ on a trip and .j1ll. wan~ to conslll:t your practi-

tioner) you~ send hJ.m a messa~e and tell him what you~t. you~ suf­

fering from. Of course, you ~yo~- suffering from this, that or the 
1tvz. ,.I* :.....·._ 

other thing. 1;8 -.. English and French, and you would simply represent your 
t!Ai 

illness, or alleged illness, by"code group. Now, note that the gentleman who 

got up this code was pretty well versed in the intricacies of code and communi-

cations difficulties, because these code groups differ.- by at least three let-

ters each; ~ the reason, of course, is that it would be a pretty serious 
~~-~ ~~ 

4A:~J. i.t:_ yo~ent a 111essage say~ that ybb,/\..,... suffering from coma but ~(,) ' 
.;,&4.)(j~~~~-~~~~~1._" 

/:.. ; 'ail for convu.I'sions. That would be pret-ty tough. 

Prior to World War I the use of code books for 1-actical. purpo§es was thought. 

~v.::~l1te.;w:;:l¥~~~A=:J~;~~ ·. 
,._~ ae&:a h~l!emi•• I don't think they thought too much about 

the possibilities of solving code,.._. ~ly in 1916 the Germans began to use 

/iel!J /ode$,8lll the Allies soon follared suit. J;.~llall:'~ to show 7ou picLJH-
• .# ~ ~.:t ;HCri-~ ~ ;fRd 3 a.R..o ~ ~ '- .. ·cr--

&-1 ~~.:: ~~f !_~~~~~,but IA- ex-
\) ~ibits~~ose who would like to see wha they were like are welcome to come 

"'--- r· a.,L.;J.A- IJ~ 
up after this talk and examine them. ~ on:qA.eBe- ~~"lllr'EfsiiiiP••""llWIJ81&1!tlltli!Eiil-dlibioil!·l~iieliloooil!'8ell'e 

show is one that will give you a picture of.~_ American .. i:didequacy in World War 
~~. ,, ,, 

I for code"'wcwlr. '!his is authentic - I didn't make it up - I found it in the 

records. It's a code gotten out by the 52nd lnfantry bTigade~dated 17 April 
tl tl u \I 

1918, and it is what we called the baseball code. If you wanted to say ki~L ~ 
. '~ tl~~· .. ·,~·~~~ \l 
·~ s\Pilfe eli•, ease ea sad:!., ''hit by pitcbl(ball'; am so forth - very- elementary. 
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• • \ "'"'' ..... '\, ... __ -(( ~'l.. ~ ...0 r Now I am coming to a ver,y interesting example o£1\World War I period. a cipher • 
~ rM- ~ ~!;.,. ~ J&..M'~If·~~ ~ 

message which was A~xom a German spy in the nitecl States~ lll!l:ld he was. • 1 ~. 

lfMilidid to dean 'U:le reasage wy tcnnd on his p~sgp, and t'bat 1& a }lie~m e ~ 
{)--1.v 

.J,Iv=u:oaa @r If? w ...rA£ter some weeks it was deciphered bj ~ code-solving 

organizationJ in Washington, W:-8, as it was called. Here is t~ext, 
'10 

and. this is what it said:. ttThe Imperial Consular officials of' the Republic of' 

" ~ Mexico.~trictly !ecretl~he bearer of this is,a subject of the Empire~&B& travels 
= ;. :. 'Pablo Wahe.'"'~"" 

as a Russian under tba name of ~ ,.B&wP6e. He is a German agent. n And so 
~~~~Jo.'~-.~~-W~·.- 1~4-~-

forth. "-lito ·--• was, co-..ted't~ lifo ~sonmentl and ~ I - Q 'fo. 
_t.. ~ear~ ~ere is a message which is probably the most famous message in crypt-
~·--{ . A 

a.na.lytic history to date. 'lb.is is the message which ~rought the United States 

into World War r;on the side of' Britain. In 1915-16 it was very much catch­

as-catch-can as to which side the Americans were going to join. Our British 
~ 

£riends)8Ai- late~ aJ.lies,did certain things that we didn't like, and there was 
~~~ 

a good dea~foT talk about ~.'But this message, solved by the British, brought 

()"lA.. ~ ~ " t\ 
us in. It was the straw that broke the caJ".~El •s back. It is lmown as the Zim.-

1\ II 
.mermal'»\telegram. It went to tbe German legation in Jlaexic::o City from Count Von 

Bernat~~ _tq.e ~erman ~ssador in Washington. The method of solution I won•t 
~ ~AJJW ~Q.~·~~ ~ 

,.. 9: J~o$.·.i":l ~of the. -;:-t"!l ~ =t~c~.l.~) ow;. friends ~J r-
- W8IJie in bringing,. i;he ._P.i::e&nsAiB e, meaRS ef 'Wla+s m:eee&!&• Here is the trans-

- " ~0~~ J1tR., ~ 
1ation of the thing. It was important because the~ \lfMie going to resume 1im:,. 

. ~~, . 
unrestricted submarine warfare and this; dealing with a deal with Mexico, was 

the straw that broke the camel •a back. People in the Midcile West were very 
{TtM. ~·c.uh~ ~-""-~~-~ ~&~ 

lukeyarm toward'\he id~a of"--..--e.• •••• ehqs began talking about\!!'•-'.ng ba;:::k 

(t~ ~ Texas,N;,-~~~~ Arizona, that. was somethillg else ag~ 

fJEeR:ET 
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~~o 
~~~i~ c~~~~. 

we got into the war.. WHere is ill Slii~~? A~ ,_~~her 's PM£ .ua• •1\•e- solved..w..... ~ 
WOJto7:~'t4~~~~~~ 

tt
. A tA'il: Iii• Wy ..ae ~eEl et.atee ~Pe.aJi! in Washington: a sabotage message talking 

W4AJZ. D~ t\ """"'.oo tP!-
. about who I\ Wlft! reliable"' and what they_ should do • ....r1hat ~figured in a long, long 

~- ~~-~M~ . 
~ trial before the" /Aitc ~laims eommission)in which the liermans were charged 

~1. '~-~th certain acts of sabotage, notably the KingJ"&:f fire and ,tli~ Black '.L'om__. .() 
w.. Y\W.W~.~ ~~ ~ ~~ h/Q.A·.a-·kJ~I"".ttl.,~.~ ~ 

explosion"'- a:&liid~ resulted in a de'l!isio'"i'l in favor of the United Statey claim-
~~~ 1~ 

ants, "some $40,000,000. ~~is a message) in secret ink; that figured in the 

B,"41.ck Tom ~ase.a a ~e ,/ro~ the.~ B:l..ueb_ook MagazineJ'4n which there was ~.~r-·~
0

-
~ ~~~)tt. ~~/IJ.l.N,..~ ~~cf)A.~ 
/\~ 1rri-\i:ag u ·~-v en *'n P118U· ::J!: i!TLad8P-J~ - / 

~(A~. ~me~~n which I was involved. In *9;1.), >Ms i.& 1916-17 

l the Germans financed a large number of Hindus in their at tempts to stir up a . 

rebellion in India, the idea being to cause so much trouble in India that~~ 
~1K,~to~~ to~e:LC.ot'~~ ~" 

. ~ wolb.\ dPe:w 8111:5: iir!!M:&l! troops from the VWest~rn fro~ aDtlhese Hindus were 

d !~ negotiating for the purchase of ar.ms and ammunition in the United States and 

{ .-{ sen<Ung~r to India~ Here is. one page of a long, seven-or eight-page~ 
1:_ r;.;;tJ.-;;-.;;88 ~t.;;.cepted between -:tei\Jiindu~ilfunited s:,tes and his chisf 

1,--/. in Switzerland. The~ consisted of roups of figur~~j. which were inter-_, 
!~ ~~-~t' " I ~Ae,_~-~~~-i.66', 
~\ s~ords. I rec~~d ,· .' _ ~ '"' ... · Areprestmted the pa.ge"-;,.r-

j j} \ • b"'*• w ... ~ line nwOO"? ~~L;'~ ~~~~1! ~ /fll I neecled 
, ~~was the book, but~~-=i~~; ;~ ~dn•t ... •iwhat the book was, 

•t/)~ !. t1 & ~. ~ 9t" 1 :)(J£, so I had to go ahead am try to solvel\a:t:. ·~ was solv~d, and I•ll show you· 

$1_ ii ve-,:y briefly the method. As I said, there were words, plain-text words, inter-
. ~~~~~:r 1 i 'si>erse~,-and I wouid make a ?ues • Here, for ~le:"For~-, something, 

., I\ ~)) ~ 

·· ~ . with/ something." I assumed t ~his" would. be ~e word "committee," and. that '--__..., 
meant that on page~~e fourth line, the second ietter in the line was a Cj 

~~ ~~ ~~ -..... ,JIY . . .t>f'f&~. 
tJ)r~ ~;y· ~Pf!'-R· r.::~ p p~ u "-""""" . "--< f. 
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·:: _..,.. 
~~~~ -~ ~ 

-~_the third)happell88 to be 0 4ft'd the fourth.)• M.>aM- the fifth"-• M, 

but th~was not indicated• aflfl sa 9a. Well, by substituting some of ~ese 
s smn~ 'IMC.~'n~ ~u ... ....J.... ~fir. 

S1l~sses in their proper positions andl\tabuhtions of this sort, I~ that.\~ 
'/) ~-.... "" . -· 1\ 1\ It , .. ~~~~~~.:~~ 
~"'t)this word committee came from the word communication on page 6SA '!he& \hia. --'t-. "' .'~\ 

woi!Q ie "M;I\a~e-!i:ea;" ana ae .ra An& jy working back and forth, building up 
~~ow~ .~· l£~.'pt'tf.e.. 

the pages &{(the book.J ~building up t:HeA mes_sage - one helped the other -
" ~~~ .... ~~~.il~~-

I finiliY". ·&&me 't;e 'hlle eonelll8ien. that 1~ was a book dealing with the history ~ 
. W~· ~~~ r_ 

of German political philosophy, or~, afli:l:"iiunted and hunted and hunted." 
' ., " 7\ {. 

I final~ found ~~eok!, all right. It was Price Collier's Germany and the i "t'.:-
£r,.. -~ trt.J . ~ _-r 

GerlWlS • This message figured ::A{\ trial. - in San _,.riUICisco) where there were ~ ~-
about a hundred and five Hindus on trial si.multaneouszy. One of the Hindus ~ ,g~ 

turned State Is evidence and got himself in bad with the others • They were r 
searched every day before they came into the court, but one day, the day after 1 
I testified, one Hindu managed to secrete a gun in his clothes .. and during the 1t: .. ~ 
midst of the proceedings shot the Hindu who had turned State's evidence, where-1 t 
upon the United States J'rshell, a:·~at big fellow_, six feet four) standing in · ~ 
the back of the court; drew his weapon and shot the first Hindu dead. '1hey J ' 
were both dead right there J within two or three seconds • That's the way that Cf 
trial ended upJ dramatic~: _ ~ 1\• l;. 

~~~$~h...~ ·rr 
I'm going to pass"-~,. :op: 'l:hM figurea ~~oil scandal in the ~ll 

days of 1924. I was government witness in that cas~ sol ted the messages ..aei t P 
~~ H..D.~ ~. 
~-e~ some of the facts that lead to Mr. Fall's going to prison• -4;M Secretary "( 

of tb> Inter~r; 1i~: . .f.i1;·~~ ~ ~' r~ 
TO. rum runners in~days._used some very good codes and ciphers~ Here i 

1~ 

=!1 
is a particular case where a message was enciphered b.Y taking code groups out 

of one book, transferring the code numbez.s for th(degrou.P,Sinto another book and 

II t 
fA-
f3_~ 
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~s~~~~N~~&~~" 
then adding a Ponstant value to those n~ers,, _.1his .was .,t;fte message. All 

1wo c.~ "' • .L,., '\A 1\~ t(,..tt.J..e. ·~ 0... ~ 
I had to do was to find the"books/1~- ......,.-..,.,, .;.. ~~ <J <:7~ 

There were some interesting things, working on the job"we would get mes- f 

,, 

l sages from various government agencies to solve. Here is one that came to the 
"--6 ~-"()~~ 

White House an~sent toASecret service. It was addressed to the President and 

had thi~ in IIIIi after this ~:4!~aa &lib a.t t¥&eo vta• !f you read it back-
~ ~~I!~~ 

wards and alternate letters it~ "Did you ever bite a lemon?rt 
~ ~ . 

Now I am going to jump to the question of cipher device~ because they 

represent the modern trend. I've already mentioned to you~f~ the 
~~ ~ wi.tla. te.W ~ ~~ 

invention and~ti!i::s'i~ of radio) and ~effecto~ciali;'upon crjptology. 

Traffic in large quantities becBJE available for interception and study, and 

hence improvement in cryptography had to come. It came slowly but surely. In 
. ~~~ 

connection with theqr~~advancesAcame inventions of cr.yptographic devices 

A ~-and machines. ·~brief history of these will therefore be useful. •nat is a 

picture of the earliest cr.yptographic device on record, except for the ~~: 
This is ~ken from a book by an Italian named Alberti) published in 1470 .>and is 

jus~oi~one revolving...:;:centrioally upon the other)so that you 

could change the relationship of the alphabe~. This wheel is represented also 
" ~~w~ 

in the porta book, and, by the way, I have a cop,y of the original edition of 
1\ 

Porta\ with the cipher wheei.\ in place and in working order. This was published 

in 1563. They didn 1 t have any children in those dey-s, obviously, or otherwise 

these thi~s wouldn•t be here,~ ~ ~ l~ ~ ~ 
I know it takes a long time to get a patent through the patent office, but 

Alberti's device was finally patented in 1865, the inventor happening to. the . .+-
if~ ~ J. /3Jbwt J.. ~ ~ 
the Chief Signal Officer of the AZ'ley) a+. 'f;b&~ ~! "?' Major Myer. :I~ was the same 

~ A ~ 
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There is a 

more recent invention of the same thing. The patent office doesn1t have good 

access to literature on t~ ~o eve:cy once in a while ·a thi 

" as old as the hills gets through the patent office. Now we come to 8)1 device 
A.~~ 4-,.,. " 

I mentioned that the British proposed a cipher device for use on the VVestem 

Front in Wo:ld War I, and a little bit of his~ interesting. Here 
. ~ 

is a picture of' a device invented by Sir Charles Wheatstone, the emminent JA_ 

llt. ~ ~ 0.. ~ ~~~~ ,--~nvt~ 
British mathematician, p~aic;iat and elec'trlcaf en8ineer." ihe principle ,(is ..;o \ 
o, ~ t· R~ D1.le... S l~~ ~· f' 
little different fro~')tfie pPeseai:~ gy., This .W an alphabet of 27 characters 

1\.. A 'Ce-Q. -e...-.4 ~ ~ 
and an inner alphabet of 26, 'With an eccentric motion wpewiing the lit- ~' 

"' -,;.. 
tera that you were actual~ going to encipher. With this ham, you see, you 

go around this way, and llhe fel:tl"'(,!! Ieuekbi'*"., for .example, if the letter H 

is represented b.y E)on the next revolution H wca!a~e represented by the next 

letterf, which happens to be a '!.~or. Now the British took that basic inven-

tion, a~~'t.~tt.~~~tbe.=-t ~ iliv~:::i#J:1~ 
E"~ ~~~~~~~~~~~. " 

"in normai~der.)/\ What they did """Wi$--to-add the idea of a mixed alphabet on the 

oufs"ir.T~d the form of the device itself, but the cryptographic 
1\ l~~- i,A.. :0 • 

principle ia identical. A_They had a great many of these manufactured·. I was 
.""'-~ ~ 1> &ti&"''., ~ 

at that time) working at the Riverbank Laboratories,.._.. 'his thing had been 

approved by t~e British, the French and t~t::~Europe. It was sent 

to Washington, appro'ved there by the MI-S people,~ somebody there said, "Well, 

let•s see ~this fe{low out in Uhicago thinks ~ut it.So they sent~ a 
~~ ~~ ~a..~" 

set of five ... test message~ tsf -!his device. All I lmew was ~ waa baaed upon 
n ~ A A 

WlM>~~- lL 
Wheatstone- priD.\:iple~ ellli.-ljY employer came to me 8ft8 ae,-~ gave me these five 

0 ~/io 
messages, each message 351\letters long only He said, nJ. want you to solve this 

3:0CRET 

-~ ..... 
s. 
?:~ 
e ,'5:> 

r-"=> 
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thing.n I said, "But I can• t solve aeything as short as this "A I have other \ 

f'ish to f'cy. n He said, ''Young man, on the last day of' each month you get a J 
little green piece of' paper with 11\Y name in the lower right hand comer. If' --y 

. ~Itt~ . 0'11\~ ~ 
you would like to c cntinue recei v~ those,.. ~ou will start work ,..msd.ei a right 

SWI!iY. • I said, •Yes, eirl• Well, by hocus pocus which I won 1 t go into, I 1 ,. 
~ 
l 

succeeded in reconstructi~ what I thought was the basis for the mixing of' these 
~ ~ 6/.. 'f8.t,_ ·~ ~~41 &.tT; ~A""A f. Ae,.. 
letters in Here,A.. The wora on which it was based~wee the word ncipher.".and I 

/10 fio.! M ~,A.;.t~ ftt fNJifA' ~~lb., --~ ~' 
thought., rrwell, there is no way of' reconstructing ~· n At ""ihat tlme I ~dn 1t 

"6L ~ SoJ ~~~ ~~ ~'8-J,:.J..twa. Owl- u...}fJ1 
invented the princfple. i-~ ,)l'here was nothing to do but t:r;y to 
~~'M.A. c,J..,/~.QpQ.64 ~ ~ ~: 
gu~s whae-t~~might be, by trial and error, and IAtPi:eci eft 1sll:b.:.eaej;lf! If a 

fellow was foolish enough to use a word like '\ciphe~ as the basis for mixing~ 
li. 

f.U> 

he '.d be likely to use an associated word,..-4etr the. basis for mixing the otherl• 

_. I tried every word in nw mind ssoeiated with the word 
1~i~e~, one after , 

to ~~· s ·"b~ J,.;.J:.A'~AboM.t;~~-
the other; and it took. minute\" iftfa f1 I exhausted nr:t efforts• Mil Mrs. 1:.. 
Friedman, who was nr:t right hand man at the time, was sitting in another part ~ ... 
of' the room, and. I said, nEJ.izabeth, will you stop what you 1re doing and do 

. do~~ -a..--1-oJ.O 
something for me? She said, "Wiiat?rr I said, trMake yourself' comfortable. I 

" am going to SfiY a word to you, ahd I want you to· come back at ,me with the first 
~ ~ ~ ·~ 0.. ~ ... f.wta ~ Lo..r ~ a.,J.. 

word that,..~& to your mii:rltt." Shef\said, "Shoot.n I said, "Clpher. 11 She 

said nMachine." That was it~ In about ten minutes we had reconstructed the 

~phabet and solved the messages. The first message said, "This cipher is 
~ ~~ 
absolute:cy indecipherable." We a...+:;._ the solution to Washington, word got to 
~~'fro~~ - • ~"1, 
Lol¥ion, an\ When I- got ~ 'u, France I """n 1 t very well liked by our British 

friends. That Wheatstone principle is attributed to Sir Charles, but not long 
~WM 

ago by sheer accident I came across this device: it •s in our .JmlSeum now" made 

- ., -- / - ·-·,· '"'- ......... ' /' , .. 

l 
t 
l 
; . 
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'J>~ u.~ .. ~. · w~_, 
4 by: a Major 1 tte~lll!l Wa.Qsw rth_,,._..-., 'frB:!!. __ aide to Ge~e::al"~_:en o.f Revolutio~ _ 
~~~o.-4. -~'\0 .. ~~~.&~~ ...... ~~~~ 
> K~ .. fame a. _. Tt bears on i - this is a very poor1icture - the date 1817, while 
~ '.t· ~ 

Wheatstone" c.ievi.sed his" describea,. in 1S70j" come now to a cipher I\ ~ege~ 

~~·d"by--;·rr;;;~, -·aa·~-.;;~;-'-c~ii~ct~cipher cylinde;. Trtp.~ r 
. 1 .lO r'·. 

a shaft on which are .mounte~discs which can be arranged in: key~ll&.._order, .each 
~-rw....· ... ~~~ ~~~&duu~~~ 

disci\· haVl.ng a different alphabet on it. 'l'ou fine up the letter~ of your plain ~ 
·• ~\\ 1\1 • .. ft L ' . U>• ~ ,_ -, ,.. )\ \.() ~ ~~ 0....\v..o..b ) 

text message: "Je~uis I am indecipherable),\ and for your cipher 
~ A f /\' ,_e. ~ ~ :JL.A 

~i.-val.eat you can take any one of the other tJudr iiM s hor~zontal lines. ~oks 
~~&.uJ.~ l:t -t..l! ~~~. 

like ~-excellent principle, but quite readi~ solvable th~ days" !he princi-
1\ " . 

ple, however, was not invented by ..Bazeri_;s; it was invented by our own Thomas 
;(..~~.e... " 

Jefferson,, and fhere is· pi:* 1r his description of~~~.J:heel 
» ·~ -~pher, ~4' the s ama principle. I had an interesting tt ,... · in 

~ ~"~3\U1Ut~+o~~~· . ::i.j~ ·~ ~ 
connection with the definitivcf"~Ritf s;:~w8J.l[s · beliig wblished ._.. 

1\ " p~ 
at Princeton. In 1915-16 a United States Arm;y officer by the name ofA. Hitt i~· 

~ted~t •- pr~ th.i~ime not in the form of discs, but slid­

ing strips, you see; .-, thi~ 50or~ginal model. .114rs. Hitt came to River-
~ S WOAitt- . ;_ ~t)k~~~ .. ~~~ 

bank,' · · , · it was pretty hot stuf'f• -MIIi~he put up a chal-
1 

/c._~~~ ~!. ~~$~.~~= 
l.enge message, ~I solved ~he e:Baibiiell!e Besnse bynocus pocus_, I thought to 

A M.Y • }~ ~ '. 1\. 

.11\VSelf, ''Well, this lady,J\beautiful and charming, ani so forth, but she doesntt 

know much about cryptography. What kind of a key would she be likely to use 

for mixing up the order of the stri~ Well, she might use the~ 'Riverbank 

Laboratories. '" , That was it r In 1918 that same principle was adopted by the 

United States Armw ~ignal ~orpsj there it is,, the M-94 device. This, as you 
1)4Qb.:4s-~ ~ ~- ~ 

see, /(S mixed al=b~an :,a~;:;!~-~ ~n~~er you 

please,-exactly the~~ prlnc.i.pl" We used r.for :uite a numbervo~"'years ~j 

~~ H .. er'-' w~~ 
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~N .~~~¥:~~ru~...a...~~.~~rw.r. 
with ~ sueces~s. ~ W&s aet ~lol<:e'ii as& t.Hles lte~oobe-~~i-R I.Qft4 . 
}~ . ~J~~~~.;h~~~ 

~ ~ a..uoe.. ~ ~ ' 4..,.. lfA,. ~' ~ ~ llN&, 

' IN ll~ M--,a~~ ~~ .. 
, gent emen, ~s a picture of the very first SIGTOT~ one-time tape 

cryptographic transmission machine, produced by the AT81.f Com:pany in 1918, too 

late to be used in World War I. J."he principle is: ~ere you J;r~t~ 
plain-text message, here ~~ -~e ~sing through a transmitter, 

~4~~;;.~;~~~ ~~~~~ ' 
l here is another keying tapeA ~"different" teeiP 1\fops1>~ different2E: 

diameters.~ne is a thousand characters in length and the other 999. SiJ 
" ·~.A ~-~ ~ 1) 

jou start them out at, givenApoinfiatljuttbbi!\s pos::tttow~ 1'aese two points 

won•t come together again until you have enciphered 99,9,000 characters~ A 
L - ~~lt1Hfr· 

pretty good princi~, but, again, on a challange~his was after I came· back~ was 
~ 

demobilized and then~back to Chicago to the Riv~rbank La~ratorie~-;on a ch~-
~ ~ o.. ~~.,f ..... '~~ v..,. ~Q. ~~~~~,.O~ara.·N'~~ ~ 

3:enge,~is was sup}X>sed to "be absolutely' indecipherable; ,.?aid so in writing • 
~ ( \.lid·~ . 
fit" a letter signed by the Director of l4ilitary ~telligence, but .&. was able 

A t:l4 ~ ~ ~ .SC..:4_.) . • 
to solve the thing without having the tapes, without knowing bOll long they 

'#"'-~ ~M4,. • ;J" J)4.. uJ"o.o d..~ ~ 
were, or"JmYtbi:ft!a ~Pe i.s PROtlaer interesting solution, but I haven •t the 

time to go into it. 

This is a picture of a new type of cryptographic machine. A gentleman 
)i~ 

by the name of ~e'oron out in California came forth in about 1922-23 with a 
a, ~~GAO.. ,.•:- ~ 

keyboard,~otor~a eematate.r swit~~comutator really. ~he current from 

the keyboard depressions~ this side( a fixed comutator)~ through 
~ A ,-~~~~~ 
J~~ ~~.:::-~~aeu.-euellliMs egJB:i.~ eut .... &r.i se:irtg~~J\a .> 

"typewriter. N&v.,) that machine had on:cy- one rotor. In about three or four 

years, after collaboration with the Navy, he came out with a five-wheel machine, 

five~-, you see, and these are tbe types of rotors that he used,~~ 
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pretty high security. The Navy was about adopt these things. 'lhey haa • ~ 
~J.apll.--a 4.. ~~ WA-~~~ ~ 

1 ~ II. contract for $75,000.(00,_ ~ ~ that hit 1 A didn 1t even have a dollar 
..Jr~~~ ~ I II 

for that sort of thing. Well, ~asked me',~at about it~ 80if"'1 said, "I'll 
. 7\. ~,....----, .. 

study it." I ~M .1 e~ this thi,qg .for about six weeks before 

I had a really good idea. ~I went -eMf' to ~tC:::h:~e titlfl, l!lftd :t 
-~~ut,lo 

said, "I think I can solve messages. 11 
-. We said, "fhow me. 11 I said,_ "All 

"'t ......... .M ~- d..caflQ,..,~': ..,~....oK. 
'd c.---r · rl.ght.J~ He sa:Ld, ·xwuat do you want." I said, "I want ten messages set up 

on your machine." He gave me the ten messages, and I solved the thing. It 
~.t._~ +o~ 0""-A, A-UP·.,.:~, ~ ~~~Akita.~ 

was a curious thi~ I was getting dressed to go out•~af course,1~obk ~ 

weeks of making distributions and finding 11\V way around. -I had one assistant 
. ~ ~~-~"" 
at the time- he was a veteran,rrx-prize fighter,Acaulif.lower ears and all, 

and he wasn't much helpJexcept in typing. I ge\ ,tg a peift~ w&e:re if .b co~ 

e~ ooloe i5l' ..... I had reduced ~~~}Jlhabets 
~~~~.c&J..7l:oo. . ~. 

to a place where I had one line of.: HeM 18 le~ .lf I could solve that 
~ wpLQ.,.. ., ~~)~~ • 

.....,..... "I wo~ld have. a start~,.-1\.1. went home ~t eveni~..t\freaweriE;J ~wa-i .. ~~.~ .a' ~-. 
'-4A. '-1 \'\u.H.cL. 1'..S ~~ ~-llf.A £S:*.i'" ' ' , : . . -. ...:.. :. ··v ;i. 

~ ~~~t~~~ ~~ :e.iS One ~~' l* all t knew • ~~~ that A- t, • :•• .'? -:~ c .7 I 



)~..._.. ''-. ·:, ~\'-,....1 ~~\. J;-4 }_ 
a share_. ~picked up some of the $2.00 stuff, went to a different 

" e.~ .. ~ 
part of the state)and sold it for ilO.OO. -The~ didn 1t like that, so they put 

him in the hoosegow. 

This is a picture of the first cipher machine invented and built in ~ 
9J,. ~ ~ 81-t. -6& ~ ~~ ~ Y\~ ~ 

Europe, called the Enigma-;CJ11im!'Cla'l EiiigJIJa': Here are the Dotors, you see; 

four of them here, a keyboard and the light bank. You press the keyboard, the 
y_.._.:~ . A~ ~ 

rotors step, and thfrill light up. You I?Osition these.._thifts& according to keying . 
~ -" A. ~ )(,~ ,,. ,.. 

lettePs.. Now, also in Europe"at%eP iftab 4J:me there were other inventors. 
·~"'- ~Jo~ 

Here is a machine called the ~~~which was llelf ae eeillig a very compli-

cated and difficult thing - nobody could solve it. Here is a German profes-

sor who put out a treatise on the indecipherability of the thing, showing how 

many perJIUltations and combinations th!9re were. I ali e &d5ti lm; e iverybody in 
~k ~ ~~(J.o~~ 

. the world provided with a machine am a.J\~~·- uoboli) e:b&e wetl~~ 
~~~"~. ~ 

! 

I 
l 
l .. 

I' ,I 

#..same kAfs 8ifl(j. ee-ootilRwo Well, gentlemen,,. the number of permutations and com-

binations that a given cipher system affords, like "/be ~irds that ling in 

the/pring," have nothing to do with the case, or at least ver,y~ttle.' It 
4~ "~ Af_ ~~ ~ .- .•. .JI)_ .t..... . - D I ,...,.J AWl-

all depends upon~ those permutations and combinatio~Aare basically~cr,ypto-
~~· ~ . 

graphic • T1 Here is a picture of a Swedish machine of abo1:1t the same period; o... 
~-1\-:--'/f:A... ~ 0.. iit oi ~ ~ ·~· ~ .... ~ ~ ~ 

keyboard;(light bank;" ~rotors.~a ~'8-ie different 'type of Miae i:RAt.hat. 
~ 4. \No..-t.........C. 

case. Of course, the light-ban~ was slow. You had to sit down and copy by 

" 
hand and so on; so the inventor of this machine hooked it up with an elec­

tric Remington typewriter, and that was the first model of a printing cipher 

machine. He later modified it so as to have the printing mechanism sel£­
~ 

contained in the cryptograph, and that 1s a picture of the 'be1' it.n::U: from the 
. A 

outside~ and there is a picture of the internal workings. There is the keyboard. 
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~------------------------It's::: ~;:~lB&Ii PZRJ?ps) p~ere a~~ _t~~ ~witching 'co.IDiltatorsJwith 

pins~~~ eeald put in and outAeffective positio~)like on our ~nverter 
M:-209. Those pins drive a certain leverj her~which drives the switching 

co':!:~':>~~~.~~.~ you;::tralso switch ... - the e££ects 

~ the comt~ors. Here the printing mechanism. This style you'll recog-
A ~~~ 

nize as being very similar to~le in tliJ8 Converter :M-209. A ..It printed 

on a tape. 
~~~J 

. . ~f course 1 .i:R ~:Res e &era considerable thought began to be devoted to the 
,.. 1911-1, 

encipher.ment of teletype communications. and anto 11 :r;~ide £rom that lS9e 
A.T."·~t·:r.eo. c..~ ~ .. ..:tt:. ~ .. 
machine that I sh,:;~ this was th~.l'irst o£ the teletype cipher attach-
,..~~~ . ~· ~~ ~ICfst.tr" 
mentspan inv"ntion o£ Col. Parker .tiJ.tt, who retired fran the AI"'IIY and joined 

,, ~ ~~ 1\ 

the International Telephone~elegraph Campaqy1~ devoted himself £or two or 

~~- " ~ three years to producing this tbiOi ~ -wu-45 paJ~ f!1ere 1 s the internal. 

" ~~~ 
mechanism. It had keying wheels which a££ectea the "'sands eil'· t.he teletypfl 

character$. These wheels were o£ differential diameters. This one had 101 

~: this one 99, this one 97, and so on, down, so that it had an exli~ne­
q long period: but the length o£ the period, again, like

11 
the birds that sing 

1\ 'Tt... """' ... L.: .. 
in the spring, has little to do wit~ the case. 'Ca.e 'IM.R8A was put into test 

usage in the State Department, ~r called upon the War Department to 

make a security evaluation. I was assigned to the job, and.,- had an interest­

time with this. The State ~t put up a series of messages. '.L'hey were 

stamped in at a certain hour,AlO:OO o'clock in the morning; l.els'o aa;v .. .._ 
~1\, • ~c.Jt-~.) 

about 10: .3~~he chief of the State ~epartinent comnunicationsJ called me and 

said, nThe machine is out of order, Maybe you can fix it·" I said, "I'll be 

up there in a few minutes.n I ~lipped a piece of paper in 1IT9 pocket, and~ 

~J:o }~ ~~~~~ ~~~J.. cs~~w~,. 
~N~_~ .. g,~~. ~~)S~_f2u·~~~~~.o 

<J <J -26- .'· [ ~ 
-i~--~~-~··----- . 



• R.EE.: .. ~U~'¥02 • . ·~ f~G~r '~l- --.\37');- -d ......-- . t'L . -~ ~ .A 
- ~j ;·,.-.-6 ... 

. ..,4S~> 
~ I ge+. liP t:Ae:Pa 5 lsle eei:Q.,. 11I •m sorry~ .~I tried to catch you, but you had 

already left. It's working again, so I won't trouble you." I said, "By the 

way, I have a question to ask about those messages." He immediately got sus­

picious and asked, "What do you want to know?" And I said, nHave you got the 
~~~.o··J.._ 

plain t~to those messages here?" 4\si- lie drew ~e'it~l!P·el:es{;, IHU1 he • 

said, nwe-el, yes •11 I s~d, "Where are .th",?" He said, "In that safe over ../!. 

there." I said, •!Well, I•ll sit here. You go ·over to the safe and dig out J 
message No. 7. I want to ask a question about it·" Very reluctantly he got .:3( 

~.a;.,.. ~+a MQ.)'#k~~~.;· 
up, opened the safe, pulled out message No. 7, and"said, ''What is it you wan-! 

. ...... 
to know?" I pulled out ley piece of paper, and I said, ''Well, does it say --" 9_ 

~ ,vJ._:~ ~v 
and I read him the whole message. Het('lumpbls sat down .. on th8 i'loor"- That ~ 

was only 35 minutes or so after it had been receive.d. .&:he ITT Company butaed _ ~~ 

"t fi ~ ~th~ . tm t d • d • %t. ~~ , -J. s ngers on .tn~, gave up e J.nve~ en an never trJ.e agun. 1\- we mfTe j(J 
~ A ~~~ ~w.o~_,~ --------........... _ 

~the AT&T compa,ny studying"-ijli~a, the rr&T Company;~ i.ataP QR I'll ~· ~~~j

1 a not a e• +;,,. aieeW.. the IBM Com.P!D;Y........,. ala o tried their hancis at it ·and 

~ ~~~ 
failed. "he"reason~ tha:_:{~t~~ cr.vpt&IWytic guidarlce 

nobody can inv~that•~-~~ng t9_ stand up unde~/\ ]~~ie attack~~ 
~~~~·~~~\) Q 
- <J\ -This is ~o~;erter M-~ which we adopted ;A.~ Swedish invention ~A. is 

~~ ~lq4o ~~·at~ .• . ~ 
pPetty good. tfbe on4' thing we cane across~a~ for our~ use..t..CA: ~ . 

~'IJ>w..~~~~ 
• .L Her~ ar~. key.j.ng wheels. Her~ tf:'3n:._..., !hichCJUtt.affected by the key22g whee~) 
;OA~J~~~j?)~~j~~~~ok~s ... 

1\.wr:a'B af!ecy a print wheel, ani there is the tape. A very neat gadget but a. t:A..-..-......... 

~ ' 
Anot too secure when you have two or more messages in the same se'lt."'~· 

Now, the rest of the time I would like to devote to a brief discussion or 

ceyptanalytic gadgetey. This,;~ a pict-;:;re of("!o ley: kn~ed~the first crypt­

analytic aid, something I got up at Riverbank way back in 1916, I think it was; 
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a pair of glass plates 1rW " ipt&:all!!t guidesA groove{.;. lea conlGi alj,Qe •sese 

. ~~ 
"bhi!!!' up •n' ien& to all.gn letters and study themJfor wJut net. I don't ~~!o'W,.,.,...,-

.... -.r- . ¥ 1\ " 
( 1'1"" -- -· . n-o. "' ,, 

1\w~ ,aa• Alms I put ~owrl~e United States War Uollege. I had_~~!elations with 
1 F.;:_;, ~~ 

them, but it was nice to hand them a present, so I did that. f. I made~ w~th 

D\V own handa. This was a wheel with rubber letters that I could arrange in 
to '"M--Ao.. '::f ~ tl ~, / . 

8.I\V order I pleased;" fA9!" •ere :ceznmw.sleiJ-lhere 1s another view of the thing, 

and here•s a whole bunch of them put together.1for whatever purposes~· 
be make N' t:A-.. 

Now, from that ear4' start have come a great many very interesting develop-
~ ·~ 

menta. Here is a picture of a t:Ai II@' dated vctober 30, 1934, waere- J. sent lfl'-
~ -~ 

mg a u• J• to Uaptain King and Major Akin, now Chief o:iignal. Officer, in which 
~-~ -~~" 

I made some remarks. You can s.e\. ....,, te~ci pr · '?r ma.Ybe~'Oioo~ on this thing. 

I was asking for a little bit of money to get some IBM machines. I said, "Please 

do your utmost to~this across for ·me. If you do, we can real~ begin to 
A 

do worth-whUe cryptanal.¥tic work." Well, 
I 

the plea was successful - we got it. 
~ 

Here• s a picture of part of the contract, you see, Athe 12th of .November. It 

~ JllOlltb. And here io what we.;._ere gettf~~ ~.~:'!"~-
When I think of the ,.d~iona of dollars w~pent Work-~ thio 

sort :f fe~'~that from such lowly beginning~:.,\~ come 

that ~~eat estabii~hment. This is a room, just one lira! Win't in our headquar-
~ - " 

ters during the war, w~th tabulating machin,tf, ~~~~.·lu:'.\ one after the otherr 

~IBM macii~~ 4~ea:,·y~s~ 
You know the picture the average person has of a cryptanalyst. He's a 
~ ~.4~~ 

long-hair. He~ thick spectacles) a!d'~whiskers ~ crumbs in them and so on: 

~ he goes into a huddle with himself and pretty soon he comes up with an 

~-. . ' . 



answer. Well, that •s far from the picture these days. and com-
1\ \1 l 

m.unications intelligence isp,ai business now, a~ I want to sq a word or 

~~ 61..:_j{, . ~ two about that HJP~ &b? iais:!!lg.. ryptanalysis of ern systems has been facili-.,... 

tated, if not made possible, by the use and applic ion/ of special crypt-

ana.l.ytic aids, including th~-- ~.:b. of high speed machi ry of the type pictured. 
S,.,...e. ~ tw-~ ~ ~ t»t ~ auA ...u. • . fNiol ~ ''---

here. standard A ,.._ modifications of those machines; *re importantly &r 
·~ ~~ ~· " ~he invention1uet developmen;"of electroni'}\-gaqgetr,y. I said before, the 

number of permutations.,...we:il, ru get to 'tiiit.f xn juubu:=-meM:.-• :J:ne Ml!llbeP 
~!:'\0..~~~.~ 

gf pew·* r'li;~ and c.o'tnbinations" ill~ ~~•t too signif~cant. It's what 
~ ~~il ~~~ ~~~ ptsa&Ja, ... ~ (IJ\IL. 

. 0- - they are. basica1J1.. In modern cry~ta~ys is what you are up )tgainst f a great 
', 1\ $1o•l. ~~ 

~J multiplicity of hypotheses ~ must be tested out 
• A ~~~~·~~~~~~~~ar.~~~~ w.;;;-fi;d t.h~·~;,;r;,.;r-~ . 
or- ] s 5 "I want to show you what 

~- ·;, -, 
~ A~P-~~ 

some of these look like. .l'" e=:::-: a ""'+br~""S u,;~ Here isl_. e~ 
;t~.~-~~: §§BQ8ft• ~Tn-;.:a;~tfe~~; 

~'f-(t...o~ ·~---·-.._,,.______ a ctyptanalytic ~ente:r:,~ { 

,, .~, to .. .-. 1
• ~ a.~patfPA ~· ) 

,._. · duplicate"what tho~ands of peo5on the eneii\V side are doing,();tt . 
"- ~-'IQA'!:) ~ ~ ~ ~ 
takes thousands~£ TlfJe:Plt& ~e p& the message ..,_e/l the uarfi:!us headquarters 
~~. " ·-~~ ~~)4Q.,~to\~cw. 
.aaet sa .e..A)l'hey all flow into one place, and you can orily have a cerlain num-

ber of people to PIM •tu 1 •••~~~ 8llli process them. If you have the key D'l ~l 

then it beco~s a problem of production-line deciphering; so "'e devisell special 

machines~he messages.,!: ~=~~~·~~'tve aey resem-
I 
j 

.I 
' 

blance whatsoever to the enem;y •s cryptographic machine, but :i.t 'i' a a•~•=ll·$ / 
~6Q ~~ . 

it duplicates what their machine 4oes, a~t a high rate of speed. io Mfttti's ;' 
~~Wl~t~~ {JJ / 

a picture of such a device. '11111 a i1 ~ tabulator, standard tabulator with a / 
~ ~ / 

a-~·~·&·~ 
...... ~-J~·,~,;~c:=.,~1~~-----,·-,-:_·"7"" -. ·:,;'~~~-a-~ 

_,..·~.~ ~~ v, ~..,., 
~.~~r~~-
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special attachment devised b,y our own engineers susceptible of what we call 

doing "brute force" operatio~~u are t~~- to solve a thing on the 
~M.A.~ a....-&.j; -·~ ,_~voQ.....·HA. '*'~~· 

basis of repetitioDSA Well, if you've got millions aDd millions o¥ letters, the 

location of those repetitions is a pretty laborious thing if you have to do 
+C..t.../llll AoCJ,.. 

it by hand, so we speed~ uiJ\ A machine of this kind will locate those 

repetitions~ne-ten-thousandt!Js of the time that it would take to do it 

by hand. Here is a specialized machine; again a tabulator, with an attachment) 

here)that is{used for passing the text of one message against the text of 

another message in o~der to find certain similarities_., or perhaps ~ dif-
iYL. ~~ ~crwr.o4.~.) 

ferenc'1s, and it does it automatically. These relays are set up according to 
A 

certain circuitry; .aiiJit you start the machine, and low and behold, it pr~du.ces 
~ f'< ~f.;t' ,.,.:r. 

a printed record of the message~ ~i;. 

Here is a machine which .L personally call "Rodin. II Rodin was the great 
~ tC II 

French~ who sculpted a piece of engineering known as 'I'he T.hinker •• 
~ ~~ ~AJ'~) IH~ ~,tr~ ~.,a.lo;t' 

This machine/\ thinks. What it does is/\ 1ell ~"" n a certain number of hypo-

theses and you tell it, nNow, Y,Ou examine these hypotheses and come up with ant 
. f1b. a.m. "ttLt. ~ ~ :' ~ answer." The machihe takes the first hypotheses, let•s say, ij!Cid ::i:i examines? 

1\ 1\. 

that, an:i if it comes to a contradiction.it says, "Hell, t.hat•s no good; I'll 
~~~~~~-~) 

go back and take up the next one. 11 And so on. I\ .efle after the other) at a high 

A:.:.\ ""- \,.U-Q c .t,... 4.. 
rate of speed,~~ electronic speed. 4 nat 1s only one small section of the~~· 

Well, we •ve got left here a few minutes in which I should say something 
. 0"\. ~~~ ·~~~-

about the current employment aad manner of employment. !'CI2 sea., I've devote'(\ 
A 

two hours to talking about the background am development and haven•t said ~ ~ 
. 'J:A ' 

~ about the manner of employment. '\!ten, we c~~ ... ~~·D that under , ' ~ ~-----u~~--:- ~ 
various headings, but it is obvious from the disclosures of Pearl Harbor~ that 

~ ~ ~ ~ 
the manner of"employment .. ini\.World War II must have been very efficacious. I 
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wish I had the time to read you the whole of the Marshall- e correspondence 

that ~article in Time was based upon, but I think that 
K -

sa:i next is pePhaps a lit.tla& &a.t.-~important. 'lhe interception o£ -foreign 
A 

communications and subsequent processing requires the services of numerous 

communications and other trained p~rsonnel. In order that ~e product ~ be 

most useful operationally;and not mere~ historically interesting, the~ 

~.~ntercept traffic has got to be~-~ expeditiously 
&LA ~to~ ~ &o,..,rl,. ~ 

"b& processing cent.er,, and after processing the ,.!esn 1:!f must be promptly trans-
A. ,...r ..... ,-fl' ~ ~ , 

. mitted to the jee~ie' ~p eval~t~?--t~m an intelligence point of vi;3 aiAii r·•:. .;t' 
~\.~en--~ ..:r ~ ~t-··~ ~ ~~~ ~'J'l\A~~ 

to other intelligence personnel\ani'\'in some cases where it makes a difference.,.._ 
" . " "'.o.uc. ~ '.;t- ~ 
a great differenc-; II seco~ perhaps -/\transmitted direct to operational com-

manders. The ne~d for trained coJDJIIWli.cationa personne 1, intelligence experts, 
au-A.~-·-~ 
radi~ engineers,~ trtle~eeil!t!u!!ili~e~!!:~e!!lta.,&. mathema~icians, linguists, artt! crypt-

analysts.) and other highly skilled personnel, military and civilian, is there-
' 

fore quite obvious. It takes a large organization. In 1939 or 4C1 the totality 

of personnel in the Armw and Navy devoted to this work was about 300. In 1945 

we had 37,000! That gives you~dea ~';. t takes, aside .from millions and 

millions of dollars for equipment, both communications equiP.J18nt a.l¥i this type 

of equipment that~ ~ou a little story about'TSome of the cryptanaly-

tic and communications intelligence processes can be accomplished in the field 

to meet certain i:mmediate needs of field tactical commanders, and these have 

been provided for by each of the three services in order to meet special needs 
. ~ ~~~~ 

. :~s category. But ~ communications intelligence processing i~usenia aJ ?'F-t 
~u.t\: .:£,o..~-w-~~ ~ A 

"complex ant:..-~""hctivi._.).._ much of~ can be done well onl3 at major, 

large processing plants where the limited number of highly skilled personnel 

-31-
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can be concentrated ani very special specialized cryptanalytic machinery can 
~cd:J.,~~ 

be installed and maintained. You see, we have to ft&w;e a eeBeen+.xalsioa ef tee 
~C.D ~.A Q..- b'f... ~ I 

personnel"- )lfiere are onl.¥ a limited "hilmbe~ You can 1 t find people trained 

in this field in civil life
1

because there is no need for 8ft activit$ •f 
H>~ 2U1~ 

cryptana.J.ysis in commerce or industry, .Md- when war comes we don•t have a pool 
~ " 1\:. 

of trained peuumno!J: !=& 11i1d , H r. from which to draw to auj91181lt our forces. 
A 7..t .•. ·.i : ..... '~ 

we •ve got to take basically intelligent people with good background~ and good 

education) and train them oursel:fes.~ ~ ~ A~~~'. 
-~~~~~ ~~~~~~v::~J 

Now, I want to s'ay a few words about the very great importance of coor- 'J 
~ 

dination of communication intelligence activities with .tae gemuil:: intelligence ~~<f&~I'Uv• 
~ ~. ~ ~ 

and tactical situation. There you 1ve got to have certain cover methods. For 
~ ' 

example, when a decision has been made to take action based upon communications 

intelligence, a careful effort mst be made to insure that the action cannot 

be attributed to communications intelligence alone. Otherwise you will kill 

the goose that lays the golden egg. wh ... possil!le, action JDUBt alw~ be pre- ! 
~ ~ LAiJt( ~ ~ ~ t-1 

ceded by suitable recolmaisance-or -other/\ deceptive methods. For example, if r. 
there is a convoy out in the middle of the ocean and suddenly it is attacked _j{ 
by air, the question might well rise, "Well, how the hell did they know ~e ~ 

~~~~...-..~ ~~~~~~~-G-4:x-~ 
were. out. here?" You see, you make cover fo\- -thlt. WAnother aspect of coordina-

·"- .\ ""'"- " ,, 
tion between operations and communications intelligence is to be mentioned. 

The communications intelJi~~= =be carefull.¥ ~e~ give 
~~ 1\ NC..~~. 1\ 

optimum coverage of operations in progress) There are just so many facilities 

a~~n'tiig e&ud:i:eo ", .. communications intelligence 

" work) lihe:e+s jl'l&t Be-mqr,aya1Ji~, and there•s a great deal of traffic, an 

-.32-
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enormous omount. ~ b-;r it can be " -

fA.;O-
processed}\ fou•ve got to neglect 

the rest. ~ Tt•s essential, therefore, that the ~communi-
~ 

cations intelligence peaP*e be abreast 9..£ .... the current situation so that they'll 
A ~ . 

) 

know where to put their maximum effort. 1~hai.r knowledge of the tactical situ-, 

' '1'44-·~~~· 
ation is .aLw essential to a proper interpretation of certB.in~Mwwoa],s• It 1s 

im~rt~ correlate the communicatio~ intelligence work wit~:f.ions ~ ~ 
.... J..__JAL ~· ~ ~···~ 
~- in exuberance our aiPeiaf9 knOck out~radio stations, the ver.y sue-

/\ -~ON-. ,... 

cess of ~operation has repercussions -upon communications intelligence. You 
~ ~~A.~- ~.\~p.q.t 

see~~ those,.. 81M. .make~ unavailable to us a lot of traffic; sop. that,..&M ~ 
~ -te..a; CoHtN1'" ~ 

W be coordinate'k There is another, reason for beiM very careful to coordinate, 

and that is that ~mid· cipher .,ataw are ~suall.y world-wide 
. " . ' ~.J, . 

or area-wide in d~tr~bution, and if you don't coordinate ~~operatio~ with 
Cf>Ktt-1,..-~J t6q ./;A· A~ ~ ~~ 

your-&! so as to cover up your source of info:nnation, 1iltellll ._,- eEsisc:sv.te+ '!'ftf 

~~-"~~~ 1\ 
~ ···~cbi!Pr~s~hich would have far-reaching consequences. you see, a commander 

~;... Q.,~JCoMtNr 
who g~ 4ie •i~MtH and seeks a minor advantage by using it in one 

A l·. 

localit~may deprive i&l 1 commanders in other areas of much greater advan-
~ h ;QQ. ~ ~~ -it&~ ~'t~~~.A:.w 't4:A ~. 

tag~ a you"'-don 1t .compromise the source of infonnatiol)l\ ~Wu.le knowledge 

and experience point to the necessity of exploiting ever.y possible advantage 
~ 1-«-. ~trL ~ 

that the situation affords when you get this stuff, andAthe tempta~on is, of 

course, very great .i!II tslio h ' f ea'e*~ to use the material whenever it is 

available, nevertheless this often may lead to carelessmss in its USt;Jwhich 

may lead to jeopardizing the source. Of course, the full value of communica-

tiona intelligence cannot be reali2;ed unless operational use is made of it. 

~r, when action is contemplated based upon such intelligence, the possi­

~ com~mise of the source DUSt al.ways be bome in mind and the danger weighed 
~ 

· .. 
~­
' 

·'4"\ .. • 
- J • 

• - .. _,l ... "\,.. .. ... ,_ 



... ',, ..... ':' ~·· 

.~· 
against military advantages to be gained. Minor advantages never alone are 

~ 

sufficient ground for risking the loss of the source. 

well, gentlemen, it's 10:00 o'clock. I'm sorry that we don't have any 

time to answer questions) Pigk6 F- I welcome you to examine the exhibits, 

..... ,.,__ T~ t• h "1 d . ~~ I "11 b gl d ..--o¥3~ 1 I can answer a ques ~on w ~ e you are o~ng ... '"'11. w~ e a 

to do that. .J..hank you very much for your courtesy and your attention. 
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