1. Operation with guntitiss of trafiia,
A. Proparation of prints for T/, and traflie dlogs for O/,
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Oparaticns inmvolved are tysnetription of aelevted parts
af Wraffis frcs written fopn to o fora vhich cmy e read Wy
magizine, mmmﬂ&mmmwmm“,n&
privting.

Selectirn anrd printing of plai= text material.

VYory larges quantitics of pladn taxt teafle, mootly set Y
stonztlio nesths md Sherefore yeoceived m parforated tope, sre
handled, % An required that & selestizn Lo mads to eliminate
odwimsly uninfauetive netmdal, the residus Geing printed,
mxd thot a further selection be wede to retaln oaly infercstion
st irgervat, snl that retained tronalated,

Preparstion of prims of maltizlex transeiesioon,

Por whose multiplex RKIP trangissions in which the ensipher-
Ang process 1a assoalated with the miltdplexing rathor than with
tke opsratlion of individval shanoale, 4t s reQudred that the
smalyst Lo presonbed with a print, en shidh the tet of a2l
charmels appsare on the stce pepe, and in sl form that 1t fe
readily sesn which ¢hernoters of different €unmals were sent in
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e sans xux dyolo. In ab lsast oo muth sysben, 4 &8 desired
that ecortain alemgotary statietical eounte sppesr with the print
of the aipher text,
B Presentadion of quality sand $dning inforaatisn,
For eostoln syatens it 4is deslmable that the awalyst e
Prasated with a print af gipher text which sarries with eath

lettar an indication of the protebility of & garble, md in sxw
eases also & Lime weasure,

IXI. Omerstions detemired Yy degreo of ignorange.

A Sptestle stobistioal mwugrfww Ponpoase

alysis of individugl wesrages or groups of erystograghteaily
ralated mecsuges mey yield usefni information, WM,
"Ihis 45 & digreph sebstitution®, o *In this W&*, no letter
soipiers ss itael e, e%ﬁmhthﬁ@%ﬂrﬂa—
sragtile change st noon every day™, or TThis eirher teaxt i
ststiatlonly Sndistingaiehehle frca retom, |
B, "Riind" search for fevorable edrdunstances.

s v ambi o iy A »l-';'l'ﬁﬂ".'h.m: i' 5"'{1 'I"L "ﬁ ‘Hﬂitm“ '

Systexctic search for peirs of messasos with 2 urasual
wiatlevity may undover dagdhs, aryplographie erre, or cther
esiadl arity” nay dnclude equality of length, petiem
sivglenge, oosien textual groups, somion iadisetor groups,

alnilar frequerty Bounte, oF ace mgg.

N2~ "ol

Noahlne ald herc is smerely ths Weinsing tcgthgr&at peirs o

wlsuise,
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Bexpazea, tha real $dertification efl\ slrevmatorces

l.

Waing made by an snalyst,
Operstions besxlng sppropriato dus bo the megdaition of apeaifie
Siems of imededge,

("perations in thie tlaws s ravely be parformsd until the
smalyst has mads ab least ons axanination of the text bedng worked
m, Fregeently thers are a nubar of operations 4n suscesnton,
Wb which epersiion foro next is dstertilned Yy Wie results o o
grovioun eperstion,)

As Daphh Searth,

I€ 10 has been deterined that desthe regiel st s
s wyebey, 4od moopnisable manifestations of degth oheervod-——
ma as Inficstor siallaritiss, or multinle group soincidensog—
8 weerdh for thops mnifestatizne will be nede,

B, Fekiern repeat ssavel,

Sous aipher syatess have the proparty that if in w0
moizhercunts of tho eaes pladn text meaxly Wt it ald of
the syvic varlalilecare the suce, the fwo remlting elpher
Sexts will be sisple substitutions of one sthor. Unde those
ramstantes, o ssard: is made for peirs of stretohes of
oipher text)/¢ bearing this relstion,

€. Pe:n/dled type everatlions.

If depths have been found, ard the underlying lmpsegen

e ab Jeast partially known, asristaice may be given to the
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My, w2

snalyst, We-pragenting him with & st of paire & wds ong
with their mearircs, safh word havins & positive peebebility
of eacurrerds in ane of dhe messares of the degth, and sush
thel thelr pirmultanecus odeurieie 1p sensletont with the
elizher tet under sacination, (A literal or dipttel code
is bere ecualdernd as & Tlanguage".)
Bonbe/Frog type eperation,

?wmuﬂ:imﬂphnrma,%umﬁm#ﬁtads,
eatining lacioal stepw with sbanstive trial Soshnigquen, which
regiire mgtched pladn and aizher texts and utilize e or
weversl sualogucs of the cljher maohing, which pleld gome of
tha periodis variables of the gystec.
Hesate/iiarlock type eperations.

In sooe xashire sguteis, the indisstors are such et even
when ail the perisdio warishles have Yeen deterxined, the measage-
vies varishise samot be detercined YW ey exxy mothcd. In
the abawco of sy knodedse of the pisin text (cther thm
statistical) of & partioulor moasage, (b may be medasay 4o
do the squivalned of detiphering 1% i possible valves of
the message—ive variztles and exxins the results stabisticelly
s deteruine vhich wetually is plain.

If there is & high peadability that & esrtain word, @ am
of a lint of words, ooours in the plain, it may bn mere econasical




.

v VN

_ ' REF ID:A60843 .

to detarine thoso values, 1f sny, of the messsge-w!se variahles,
which parsit the slimitanesns escwrrenco of the oipher text
Weing exsvined, md erw of the wnrds of the list.

Reabire decr;pAdcn,

& times, the aryptanalybio progess yields sxplete infor-
mation sctomuing & @Fptographic pariod. I s then nsdancary
to perfora the deoryption af aAll svallahls text in acovrdance
with the mules of the gyaten, srd prict the resmlting pladn,
Printing meanings for eade Zyoupsm.

M tizos, messages sre fully decrypled, ylelding platn
eode, Y s prososs mct lnvelving meanings of the groupe.
it s then nscessary Lo prims, exdinarily in the eyigingl
dsrguace, tho mearings of these groupe having known meanings.
Paxtial deaizhercact,

| In the oourse of attack en & mltiple step cryptographic

wrten,\

Preparstion of wotii shecta,
lealysto efve destre elpier ted wd yelevart dnfomatim
printed in acordeave with rules hich €apend on the atate of
solution of the probim being warked on.
EO 3.3(h)(2)

5 PL 86-36/50 USC 3605
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PL 86-36/50 USC 3605

é. Sqlottebim of cheours siebistion: phancoma,
it Vmes additive kay whiich s ueed anly enow,|

!mmuodth
provide She snalyst with peirs of growpe, ene of which hns
mwdmanlmtdﬂ&ntm,ﬂm
sther of which bap & probebility of being peocused o

Mothior favorable sase {s that whieh m\
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E0 3.3()(2)
PL 8‘6—\3‘6/50 USC 3605

K, Frossdures involving relstively esaplex manimalative and
lagionl stope.

M exaeplo S8 the gadution of a sinple columar trecs-
psition, wWith wdierlying (e ordinary langnare, "t wdmon
mdjet zatter, Berw ane will Socdepose eath palr of sygwross
of text fyon the messire Which ean be sucessive oolumas fyaa
the exdginal fom, and for each peir meke & estioate of the
selative probabllity of thelr ariading amisally, To the betior
sooring pedrs, tria) third colwma are afided, and mew probability
sstizates snd further alisinetions are wade, witil a sncco fa
olbalned wiileh is unlikely Lo have been obbxined Yo rendon in
the mter of trials siepted,

A ses@id axdle s the ense in vhish 1b &n lnown that
additive key has been dmived hy a spesifis saipler manual
process (With ot least ons varlsble of the systen urimowm)

Wt thet the detailed neture of the underlying pluin de waimown.
Rare it 43 mdessary to follow the sbepe of the eipher slevk
for sach possihle wvolue of the slsaing par@ater to pwrate
Srial additives, Lo strip each trisl adiitive froa the cicher
e, snd mxmine aidh resilting peendo plain for Lengnage-
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Iv. oOpeysllons aot having traffic es bagic dss,
As  Preparstion of specisl &lgtionariss, lmmsusge stotirtioal redseds,
sl gbhor ling:istlc alds.

For use Yy the analywd ot his deads, a vristy of &lotionary
or satalogne type Astinge with statietionl information axve
regidred, Yhe informsdion eontalred in thess fregentlsy, Wt
aot always, S8 fira: the text of previensly destypiold messages,
{Hora alse, = sodo may Yo sonsidored es & language.)
Garsataristisally, frequert ruvision is required as mere infor-
mation beeomes avallable.

B Prwparation of sstilogues, talles acd llstings, where basie data
ia fron mpesific olpher madhine: or gvyitocraohls wydtess,

Heod aryphanalynic is effon aided By the reedy avallehdiity
& gstenatio Mstings of the resilts of the perforasmne of wib-
staps of the ayptograchie systen,

8. Provigien of sb-the-les mechanleal aldp ol snzlemss,

In addition %o printed muteriel, slocuen of ¢dpher meciines,
devicea vhigh emiste wyRRagratiers, amd devisoen for ddng
tartain types of slerics) work may be highly weefinl, povided
thet they are &t hand, rether than &% a yesole loastion,

B. Developomert of meshine teehnicies in wmtioipetion of protiocs,

At Eimea in the gourse of ewrrant awyztzalysds, fhere
sppeer wleswds not mblect Lo reguier pariodis shange, ot wxh




=
that & change in then would obviste eurrent methads ef miback,

B

here dreumetzices mggest a 1ilwliheod of sudh a ehange, &
mbstantial sffort Lo prepary 1o sclwn & probie: which will
pasaibly never axdst may be Justified.
Proviglon of squimment meintainable by relatively ungilled
pergcrnel .

_'lhia regd et mcists R virtus of the wnavoidable necd
%o use "ghart~teew” allitary and other {ll-trained men for
malrdenance.




