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1. 1In accordance with Letter Orders 273 dated 2Y January 1955, as
modified by L.0. 273-A dated 4 February 1955, I left Washington via MATS
at 1500 hours on 18 February 1955, arrived at Orly Field, Paris, at 1430
hours on 19 February, and at Zug, Switzerland, at 1830 the same day. I
spent the next few days with Mr. Boris C.W. Hegelin, Senior, and Mr. Boris
Hagelin, Junior, for the purpose of learning the status of their new .
developments in crypto-apparatus and| N

| Upon completion of that part of my mlssion, I left ﬁg
1400 hours on 28 February and proceeded to Iondon, arriving at 1845 that
evening.

2. The following report is based upon notes made of the substance
of several talks with the Hagelins, at times in separate meetings with
each of them and at other times in meetings with both of them.

3. The notes regarding the status of new developments a.nd. pla.ns
for the future should be of interest. Included emong these notes ‘is

J.niaxm&lm_nf_mrsidex;able importance in connection with the problem

[¥as made to him during
' the evening o ebruary; an scussions thereon were continued

with Mr. Hagelin, Junior, on 27 February at the request of Mr. Hagelin,
Senior. y
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II. STATUS OF NEW DEVELOPMENTS

l. Sales and Prospects of Sales of C-Line of Machines. -~ The
following informetion under this heading was glven mostly by Hagelin
Jr., who either had the date in memory or had guick access to the
records pertaining thereto:

a. The present manufacturing capacity of the Hagelin plant
in Stockholm for the menufacture of the C-line of machines (C-52 ’
CX-52, ete.) is 60 to 80 machines per month; the goal is to increase
this to 100 per month as soon as practiceble after the Stockholm plant
is closed down and the new plant in Zug is Well esteblished (see para
b below). . No manufacturing quotas were mentioned with regard to
other machines; the latter are still ih the development, prototype, or
pre-production stage.

b. Decision has been made to close down the plant in Stockholm
and to move such of its manufacturing tools and equipment as, is deemed
edviseble or necessary to Zug, where two new buildings are to be pre-
pared for production of the new lines of machines. One of these build-
ings is an existing structure vhich is to be modified to sult the need
for additional space for operations but its top £loor is to be made
into an apartment for the chiel engineer, Mr. Sture Nyberg, presently in
Stockholm but scheduled to move to Zug as soon as the spartment is com-
pleted. : The other buillding is to be newly constructed and the excavetion
therefor has been completed; its top floor is tp be an apartment for Boris
Hogelin, Junior and his femily. The three buildings (the two above-
mentioned, plus the present research and development building) are adjacent
to the home of Boris Hagelin, Senior, so that the new plant comprising
Crypto A.G. will be a compact, homogeneous set of units. I was told by
Hagelin Junior that his father expects to retire from active direction
of Crypto A.G. in two years (at age 65), although undoubtedly he will
continue to have a voice or hand in direction thereafter. From one comment
made by Hagelin Senior, I gathered the unmistaksble impression that he
plans to let Hagelin Junior take over the Crypto business and direct its
affairs when He himself retires.

e.(1) The plant in Stockholm, besides being now engaged in
manufacturing of Wew C-52 and CX-52 machines, is also to £1ll an order
for 500 to 1,000 mathines of the old C-b46 type. (See peregraph £{1k)
below.) In order Yo execute this order some or most of the tools for
making the C-hh6 will have to be rehsbilitated or else replaced with .
new ones. I asked Hagelim Senlor if he needed eny fimmncial help in CRR
this regard; his answé® ¥aB In the negative, since, as he said, he :
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estimated the cost of rehsbilitating the old tools oi‘zy ma.king nev ones
to be only about $10,000. Hewever, he indicated that' he might like
to have some help in building up his new plant in 7ug for without it
he will have to sell some of his liquid capital assets (stocks and

bonds). I made no comment and the matter was not referred to again.

(2) ‘The present space occupied by the Hagelin plant in
Stockholm will be turned over to the Johansen Gauge Company, ‘together
with all of the C-B46 tools, Jigs, and dies; these are to be 'held by
Johansen on loan until the order for the 500 to 1,000 C-46's has been
completed. These tools, Jisas, and dies, together with certain machinery
will then be shipped to Zug. The Johansen firm is to take over and
employ all or most of the Hagelin workers in Stockholm, except Chief
ingineer Nybers, mentioned above. ‘

d. (1) It may be well at this point to set forth specifically
the different models or machines which are compr'ised in the C-line,
using designators which the Hagelins and I agreed would be suitable.

The C-line machines are readily classifiable (according to Hagelin'
Senior) into two main classes: ‘

(a) Class 1 -- Where all keywheelg advance the sa,me
nunber of steps. In the case of the M-P09, of the C-Uh6, and of a
certain version of the C-57, the advance is one step. LHagelin Junior
asked me: "What if some bright fellow came to us some day and wanted
8 (-52 that would advance all the keywheels 2 steps, or 3 steps, maybe‘l
Then wha.t'l" I se..il.d. "Well, I guess that would be more or less up to .
1

I made no comment _7 In thls class the machines are not to be equipped
for operation with a one-time tape (OTT).
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(b) Class 2 -- Where the stepping \
producing the

where OTT reeders are provided, as well as equipment
tapes.

there are the following models:

(a) CX-2'28.2|

(b) CX-52b: |

(¢) CX-52c: The model which is compab;’ble with the
old types of C machines, the M-209, the C-ki6, or a certain version of
the C-52 machine; ! -

(d) CX-52nk: A CX-52a,

(e) CX-52bk (or CX-52ck): These are likewise ‘the. .
same as CX-52b and CX-52c but with the| |
therein; Lo

()

|

can be of the a, b, or ¢ t and can also be provlded with| |
[ | iExa.mple: CX-52ak/10)

(3) 1In Class L there are the following models:

(2) C-52: The model which is compatible with M-209and
C-446, but also can be made to|

(b) I presume thab there can be a C-52/10 or C-52/30
but these were not meniloned; and al the moment I do nol recall asking
vhether there could be a C-Y2a, or C-42b, or C-52¢, or C-52ak, etc. I
could no doubt ascertain this point easily enouyn by asking either of the

Hagelins. Y
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e. (1) However, thcre is a new C- 52ﬁmachiné\which is of
consldersble interest, and which Hagelin Junior mentloned with much
enthusiasm. This model we agxeed to call the C-52Y. >

(2) In the C-52Y, the Eint wheel nay be agvagced

[ Perhaps the best way Lo explaiﬁ

what this model will do is [irst to mention what ihe M-209, or the
C-4h6, or the ordinary C-52 does. In each of these models, 1f ‘

of the I parts). 5o much for the advance of the print whool. Now .

for the stepping of the key wheels. In the M-209 and the C-hli6 theae

1s Type ol action, which was conceived only

recently (December 1954), can be brought about in the C-52 merely by
placing standard B slide bars in the cage in a certain sequence and with
a certain kind of lug assembly.

(3) Hagelin Junior was so enthusiastic about this new :
model that within two or three minutes immediately following our initial .
exchange of greetings he announced that they had decided to stop making

the CX model and are switching over to a variation of the C-52 which, eee
he said, "is simpler in mechanical effectuation and more readily adapt-

able to the crypto-control mechanism for the HX or electrical-rotor

machine." I was, of course, rather startled by this statement and oo,
later queried Hagelin Senior about it, saying that 1 was astonished at .t
the decision to switch to the C-52Y before any security evaluation at 55t

all had been made of it. Hagelin Senior said, "Oh, Bo is young and
overflowing with enthusiasm. |
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C-52 to & £-52Y and

(&) A fev minutes later Hagelin Senior rea.d. me a para-
graph from a recent letter from the Italian defense department 5 in
vwhich it was stated that they were withholding an order for mnew Hagelin
machines until more becomes known sbout what had been decided with
regard to the various levels of NATO communications. Hagelin Senior
wanted to know whether I thought there was a possibility that a Hagelin
machine night be adopted for 3rd level NATO.commumications. I :indicated
that this was certainly conceivable and that that was why I was so
interested in the proposed shift from (X-52 to C-52Y manufacturing, for
I pointed out to him that NATO COMSEC authorities would have to be sure
of the security of the new model and that detailed studies would certainly
have to be made of the C-52Y before it could be given serious consider-x
ation for possible NATO usage. | ‘

f. PFollowing is information regarding sales of machines of
the C-line:

(1) Egypt -- now negotiating for 50 C-52 machines. They .
also want 10 BC-52 machines., They are waiting until an agreement can
be reached as to prices. No final decision has yet been reached, either,
a8 to whether their machines are to have Romen ér Arsbic characters. I

(2) Jordan -- has bought (ebout) 30 machines; 10 are C-52's
and 20 are BC-52's. Hagelin is going to make delivery soon. He saids
"I have a very good agent there. These machines are for the Arab league

and the Foreign Office. |

(3) Iran -- The Hagelins have no agent in that country.,/ / .
There seems t0 be no interest there in cryptomachines, according to eeelt
Hagelin Senior. .
(%) Zra g is negotiating for an order of about”/b'o to
200 0-52's with Arabi chara.cters. "They have & more than lukewarm interes.” *.°°
6 . o 0 e
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(5) Syria -- has recently purchased 50 C-36(sic) machines.
I asked Hagelin Senior where in the world he found so many of that old
model; "We had some down in the basement in Stockholm."

(6) Saudi Arabia ~- only some correspondence exchanged
recently. Hagelin has no agent nearby.

(7) India -- wos shown only the C-52 model. The Hagelins
felt quite certain that the Indians will order some of these machines,
and they are also definitely interested in the BC-52. [ﬁagelin Junior
on his recent trip, it will be recalled, did not demonstrate the CX-52
1o any of the Arab countries, nor to India;z 'The Indian Army is
interested in these machines, too. They want to have a lot of BC-52's
for test purposes. Don't you think that queer?” I said that it seemed
a blt unusual to ask for a lot of machines merely for testing.

(8) Pakistan -- is walting for a model of the C-52 for
Hindustani (which has 29 or 30 characters).

(9) Belgium -~ The Armed Forces have ordered more than
200 CX-52's and about 160 have already been delivered. These are
CX-52a's with varigble typewheels. The Buelgian Foreign Office have

| [pul have bought 100 variable

| Gypevheels.

5 (10) France -~ "The French have had the CX-52 two years
 already, for study.” The Foreign Office has placed an order for about
100 machines; 80 CX-52a, 20 CX-52a/10. /"The Armed Forces arc much

' more interested in the HX machine," Hagelin said. I will have more to
. say about,France later in this report.

(11) Portugal -- bought five CX-52a's,

(12) Italy -- no action yet. "They are 'bellyaching'
about 'what will NATO do.'" Hagelin Senior stated that endorsement
of the CX~52 would serve as a real stimulus to their placing an order.

(13) Greece and Turkey -- have been given literature and
are interested. Hagelin Junior is suppogsed to have gone there long ago
for a selling trip, but has postponed the Jjourney -- no date mentioned.

(14) Holland -- The situstion with regard to the Dutch

j view of the Petersen Case. They are sticking to the
59 this is certainly true as regards the Foreign Office.
7

EO 3.3(h)(2)
PL 86-36/50 USC 3605



~E0.3.3(h)(2)

BBE P L 86-36/50 USC 3605

| these are for the Dulch Government.

Most of these mocnines are for trne Dutch Foreign Office bubt a good many
are also intended for tne ch “According to Hagelin Senior, the
Duteh Foregin Office flinds quit,e satlsfactory becouse, as they
say, (a) they are well orgaonized now for using that model and (b) the
nev models are much more expensive than the old ones. (Hag,el in Senlor
commented thnt Dulch iurifl rese:n.s having to pu.y more thanl_l.‘;\ey_th.‘l.nk_l
warranted.) However, irough une Duien Fureign Oftice likes

it wants a certain numoer of tneir [to be provided with means
for using one time-tape control of the stepping mechanism instead of
pin-wheel control. The duvelopment of’ the tap2-control mechanism has
glven Hagelin some trouble but the problem was reecently solved. Hagelin
Senior stated ihat ine Dutch Army ls much interested in the new CX-52

model and wauts to obtain spme machines ol that type as well as a nunber
of BCX-52's. .

(15) United Kingdom -- "The British bought twb CX-52's.
They peid for them, moreover, in Froe Swiss Francs and they: d.j.dn"b
relish this." ‘

(15) Germany and Austiria -- Dr. Hell (who by céntré.ct
supplies the West Germans and West Austrien market for C-line machines)
has assenbled ten CX-%2's for the Bonn Government.. These are CX-52bk
type, -- "the only model which is upproved by Huettenhain." L'I‘he
personal relations between Hell and Hagelin are still very cordial and
thelr contractual relalions are ithe same as relgted in my previous report_.]

(17) Bweden -- 1is going to replece| |machines
with CX-52's in a Jong-term replacement program, with a more or less
fixed amount of money avallable cach year for this purpose. I asked
Hagelin Junior what the Swedish Governmenti's reaction had been to the
decision to move the Stockholm plant to Zus. Hie réply: "They don't
like it, of course, but have vecome reconciled to the idea. What else
could they do?"

(18) Spein -- has snown a great interest in C-52 but has placed

no order as yet. They are also interested in other new Hagelin products.

(19) BEire -- has recenuly placed an order for two CX-52's.
These are scon to be delivered.

(20) 1Indonesia -- "We had quile a messy business corregpond-

8

ence, back and forih, bul now thcy have finolly declded to place an order for



£0 3.3(h)(2)
L 86 36/50 USC 3605

i:ll_1‘~41l\nl_1

" —op-gHoRED

20.or 30 C-52's. The order is not firm as yet -- th_y are walting to
get the appropriation and also an import permit.” /I failed to agk

why an import permit./

(21) Polend and H Chief engineer Nyberg in
Stockholm recently sold 2 C-Lk& mach1ncs to each of these two governments
without first consulting Hagelin Senior, who said that they had indicated
requirements for many machines. I asked what he would do if the real
cam: through with firm orders in quantity. |

I will add that in telling me about. these recent Polish-
Hungarian purchases Hagelin Senior commented: "Rossby [prllian head of
Swedish COMINT operatlon§7 told me he d4idn't think the Russians help or
would help the Satellites with cryptographic advice or material." I
made no comment but would have liked to have asked Hagelin the basis for
Rossby's feelings or knowledge in this connection. .

(22) Jugoslavia -- interested in the C-lines. Hagelin

Senior sald that|

(23) Central America -- "There's not much interest there in
our machines. Costa Rica recently bought two C-ih6's; Cuba showed some
interest at one time but this has died down. We have in Mexico & good
agent with Norweglan background and he wants to sell some machines to the
Mexicans. Venezuela is going to buy some machines.”

(24) Brazil -- The Brazilian Army is,interested to the
extent of some 500 or more machines but Hagelin Senior didn't think
they would come through with as large an order as this in one lump.
The Brazilian Navy has bought 60 CX-52's, these to be compatible with
their C-446's. When they will put in an order for more machines these
will be of the CX-52 type.

(25) Argentine -- The Navy bought 13 CX-52's but these
ere to be compatible with the C-Lko.

(26) Chile -- Not greatly interested but will buy some.

(27) Peru -- Inlerested to the extent of about 200 CX-52's.
9
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(28) Paragusy -- no interest.

(29) Uruguay -- bought five CX-52's and two BCX- 52'9.
"That's their first experience with eryptomachines." 3

" (30) Colombia ~- has ordered about 100 CX-52's and a'ﬁbut
BCX-52's.

2. a. In discussing with both }Ia.éelins the matter of new develop-
ments in erypto-apparatus and their sales promotion, they both stated
that they are sometimes confronted with a considerable amount of sales
resistance which arises from excessive nationalism and which makes it
difficult for a country to accept machines invented or manufactured in
some country other than its own. France, for instance, wanted to use
only such machines as were invented or made in France. [This statement
makes me suspect that the French have told Hagelin ebout the machines
furnished them recently by the U.S. and the U.K.3

b. I said to Hagelin Senior that Boris Junior had told me 'I;ha.t

his father had again been to Paris recently and that I imagined it was in
connection with the modification to the B-211l. When he nodded affirmative-
ly I said that I was glad to learn that he was trying to help the French,
for they were our allies in NATO. I asked him if he could give any reason
for the recently heightened interest in crypto matters on the part of France.
He said he thought that increased interest was a result of Viala's coming
into the picture in the Foreign Office. Viala* wanted to replace the

*agelin said that there is another, unrelated Viala in the erypto
business for the French Department of the Interior. -

10
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old-~-fashioned methods and Foreign Office code¢bocoks with morc up-to-date
things. Viala is a forceful characler, he said. But he added that ’
Viala, of course cOnfines his acn1v1t1cs in this regard to the Foreign
Office. Herwent on to say thal the "Commision de Chiffre" under Presi-
dent, Olller is now very actlve. Captain Mueller, a merber of the
Commision, representing the Presidence de Conseillers, is also very
active. Olller is a man 40 to 45 years of age, rather cold but Hagelin
slzed him up as being extremely Inielligent and a very strong character.
Hagelin said he could Lell me about some very important French plans for
improvement in cxypto affairs. For one thing, for example, the French
Government is going to establish a plant in Paris but as a private enter=-
prise. "There is plenty of money behind the p@ople who are prepared to
do that. The Government will buy the tools, since they want to be sure
to have all the tools necessary for menufacturing their machines, but

the plant itself will be under private ownership. This ownership will
probably be that of a subsidary of an already well-established firm called
the Societé Electronigue Automatisme (SEA), which, though & relatively
new Firm, is already a very lmportant concern meking electronic computers.
Its president is M. Raymond, & young man but supposed to be first in
France in technical know-how as regards such machines. The people behind
SEA have plenty of money -~ thcy are considerably higher up in Government
affairs than people like Colonel Arnaud, who is constantly being needled
by Ollier to get busy on this eryplo menufacturing business. The 'plant
will start with making HX (electric rotor) machines; possibly alsoc CX
machines."

¢. (1) The B-211 modificalion, designed and developed by the
Hagelins, has turngd out to be quite successful, according to Hagelin
Senior. What I saw of this development (in Paris last September) was
merely a rough design; they had worked it out in practice so that it can
easily be added to the existing B-211; hls agent in Paris (M. Rene de
Chauny) will probably do the work on the machines when the latter are
sent to him in batches for servicing. The Hagelin firm had an order for
250 B-21l1l modification kits for the French Army and 200 will probably
be ordered by the French Air Force. "Captain Mueller told me that with
this improvement the moditied B-211 will be more secure than the original
British TYFEX" (meaning, Hagelin said, the "type with the simple reflector
-~ not the one with the straight-through circuiting and reversing switeh").
Hagelin commented that the French had somcthing on their B-211's which
was not put on by him and hence he didn't know what it was. The parts for
the modification kit will be made in Zug, either by Crypto A.G. itselfl
or by a sub-contraclior in Zug.

(2) 1 asked Hogelin Senior whether this modification kit
for the B-211 would be avalilable to other owners of that machine. "There
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aren't any others now." "Oh, but we have some," I said, to which he
made the laconic comment: '"Yes, two." I said: "Yes, and you will
recall also that I have one personally, one you presented to me for
my collection -- the one Tormerly owned by Ivor Krueger." Then he
went on to say that he would do the conversion in Zug on our two or
three machines at such time as would be convenient.

3. a. Relations with Biemens and Halske are now formalized in
a signed contract. Siemens sgreed to stay out of the cryptomachine
manufacturing business and confine itself to the teleprinter manufactur~
ing business; Hagelin agreed to stay out of the teleprinter manufactur-
ing business and confine himself o the cryptomachine manufacturing
business. In case in the future Slemens wished; to go into the crypto-
machine menufacturing business they must give Hagelin notice thereof
and for at least one and a half years alter giving such notice they must
stay out of such manufacturing.

b. Hagelin Junior showed me the last page of the contract
with Siemens, in which the marketable areas for teleciphering machines
were divided between Siemens and Hagelin ms follows:

(1) Siemens alone: (2) Crypto A.G. slone:

West Germsny France

West Austria Italy

Jugoslavia Europe Switzerland

Portugal Sweden

Ireland Norway
Benelux

All except

Brazil, USA, America. Brazil

and Canada

All excepltl Egypt Africa Egypt

All except Indias,

Indonesia, China Asia India

All Australia
(3) Sienmens and Crypto A.G. together:

Denmark
Greece Europe
Spain

12




Siemens and Crypto A.G. together: (Cont'd)

Indonesin Asia

None America or Africa

(4) Areas not yet assigned or clearly agreed:

Finland

Russia and gll satellites
East Germany

China

USA and Canada,

., Rather casually, I asked Hagelin Senior, but in the presence
of Hagelin Junior, why, if they were moving the Stockholm plant to Zug,
they hadn't considered moving the whole business to the U.8. He replied:
"You'll have to sk Bo gbout that.” I said, "Why Bo?" Borie Junior
answered somewhat quietly: "I suppose he means for me to carry on the i
business. What would be the advantages of moving the business to the U.S.?%'
I said: "Well, I thought you didn't like Switzerland at all, and the same
goes for Edith, doesn't it?" His reply: "We're both getting better ad-
Justed to living in Switzerland. And then soon, when the Nybergs have
settled down among us, we'll have some agreesble company." Hagelin Seniors
"I suppose the U.S. could and would bind me with restrictions so I couldn't
be free to export where I please.” I said that I supposed that certain
things could be done along that line -~ there were, of course, restrictions
on sending instruments of war or material for wer to countries behind the
Iron Curtain. But I added that I didn't think the U.S. would be tough or
have s very rough policy. I did not pursue this subject any further, nor
did they. Iater on, Hagelin Junior's wife (Edith) confirmed that she was
getting better adjusted: "It takes a couple of years, you know. I was 80
upset last year that my doctor sent me to a psychia.trlst but after the one
and only one visit I made up my mind I didn't need such help and would help
myself out of the spell.” /[She did look much better than when I saw her
last September./

5. 8. The new base for the BC-line (electrically operated key-
board machines) was shown me. It looked extremely simple and compact.
Any C-52 or CX-52 need nmerely be placed inside the frame and fastened
down by two screws, thus becomihg a keyhoard machine. To adapt the base
to take a C-446 or an M-209 requires some modiflcation but Hagelin felt
that this could be done though he questioned the practicability of doing ‘
it, because the shaft on which the keyvwheel assembly and the print wheel
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is borne in these models is Loo short. This new BC base would facililate
operation by OTT and the sensing part of the mrchanism for operating a
Cc-52 or a CX-52 (or, eventually and possibly a C-4l4O or M-209) by means
of Ol is now worked out so Lhat the sale mechanism will do for all.

b. This new base for the BC-line will cost about $800. When
I commenied Lhat I thought Lhat a pretty stiff price for what was shown
me, Hogelln Senior replied that he usunlly charged what the iraffic
would bear bubt at thal prlce the cost of' the base plus the cost of the
'C or CX machine itself, the total cost will still be less than ilhal of
the old BC-hlUG, which was 8,000 Swedish Kronor, whereas ihe cost of the
nev base plus the C or CX comes to aboui, 6,000 'Kronor. On a big order
for BC machines he would, or course, make a price adJusiment.

c. The B bases are now being mide In Slockholm (about 25).
Zug wi]] begin muking them in aboul 10 months, according to Lhe Hegelins.

d. I am inclined to think thai Lhe ncw BC-line with OIT
operation, combined with the new cleclronic OIT making machine which
Cryplo A.G. has Just produced (sec paragrnph 6 below), could constitute
5, very serious threab to the UKUSA COMINT effort if not under some
conbrol with a view to conserving what mipht be left of COMINT after NATO
countries' COMSEC needs are net. .

G. One electronic OTT generator, called the ZG machine (Zufalls
generator = Random generator), was designed and boullt in the Zug research
and devulopment plant in five months by Hepelin englneer Sturz1nger. It
vas Just recently turned over to the French Foreign Office for study and
asgessment by the Commision de Chiffre. No Llesis for randomicity vere
made by Hdgelin. This model uses a Creed pi.rforator and produces one
original and one copy. It is not equipped with marking apparatlus which,
Hagelin Senior said, "is the heart of the Job. The«French are going to
work that out." He expecls an order for several more of these OTT
generators from the French. He also is making 3 or 4 for Denmark, Danish
Navy Captain Weilbach being much interested in this machine. Belgium has
also placed an order for one machine.

T. a. Crypto A.G. (Zug) has mnde ports Cor a Cirst series of ten
OTP producing machines (CBI-series) and one machine was assembled and .
operated for me during my stay in Zug. The machine is astonishingly
small in size (about 1 cu. ft.) but weighs (I estimate) aboubt 50-60 1lbs.
/ .
[_Present operating speed: 7 to 8
lines per minutefj |
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[_The machine eaBily makes
ne carbon copy end I imagine Tha® It could make two carbon copies,
hough Hagelin Junioy was dublous thereof. L

b. OF the 10 machines constitutlng this firs‘o series, 7 are
already sold, to countries as follows: Y

UO S-

Italy

Fortugal 1l each
Belgium

Fra.nce 3

Crypto A.G. hasn"h tried to sell any more of these as ye*b. . Hagelin
Junior mentioned that in his talks in Indis he learned that the Indlans
are now using IBM for meking their OTP's bubt became much interested

in the new Hagelin OTP machine. A retired general officer (Indian)
came recent.’l,y ‘o Zug for & look-gee.® There is a possi‘bilii;y that U.B.
will buy one or two more. The lst machine for the U.3. wi:Ll be ready
for d_elivery in 1 -« 2 months.

@¢. Hagelin Senior said that Dr. Huettenhain had tested t'he
end product of the prototype CBIL machine some months ago and stated
that the letter Z was unbalanged compared to the rest of the letters.
_Hagelin Senlor said ‘this had been corrected to & large degree bui. in

| two ameparate ma.ch:!.nes
would be Offered and they would be fester, simpler, and produce & more
random end result. Hegelin Junior told me that they weren't going to
meke any profit on their first 10 machines and I, lmegine they wwld be
gled to gell them all. Hagelin Senior asked me if U.8. could use more
than one. I said we'd want to test the end product of our first one:
a5 soon &s possible and that it might be that we would have use for :
geveral if they were really good. Hegelin Senior then reminded me .
(which reminder I didu't need) that General Canine had once indicated

we would buy at least a couple. These machines are expensive (gbout
$5,000) but, of course, practically all the parts are hand-made. How-
ever, small countrles would nobt need more than one or two such ma,chines--

*¥Hagelin Junior said the India.n Signal Corps is also interested in
-the Hagelin teleciphering machines.
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as the Foreign Office communications of these count:r\"»ies‘v“\afe concerned.

8. 2. The status of the HX development was dlqcussz—‘d. “Soue
progress has been made in regard to the type of rotors that will be
used; Hagelin Junior talked about their using printed. c;rcuits,
metter being investigated for them by an English {irm the name of

which was not mentioned nor did I ask for it. The new machine is ndﬁ

aske ge in pen
whether the HX-5I was to be a 2b-charecter machine and, if so, what
he proposed to do about the 6 extra characters.. (This question vas
also asked ln the course of my previous visit.) He told‘me that these.

| /I wondered whether I should ask him if he had put in
for patent coverage on this idea but decided not to ask. The U.S.
has one in secret status in the U.S. Patent Office;T

b. Two prototypes of the HX-55 wlll be reedy before June 1955.
fhere will be three crypto- components for these, that is, there will be

bne spare crypto-component, for test purposes. b

c. I told Hagelin Junior that the sooner they could get us
an HX-55 the sooner could an answer be given as to the securlty of the
machine.

d. The Hagelins demonstrated a bench nodel of the slide bar
and rotor ¢ drive mechanlsm for ihe HX machine, using the C-52Y principle.
This component was very quiet in operation and quite rapid. However,
the unit used was the same 5-rotor assenbly that was in the HX{- Sh I
saw on my visit last September, not the new proposgd 10-rotor assembly.

9. &. Haogelin Senior has definitely given up the idea of having
"a single package machine," that is, one that can be used both for on-line

teleciphering as well as for off-line literal operation in a single
apparatus made up of several components. He gave up the idea "becsuse
(1) it would take much longer to develop than he could afford at this
-Juncture of his research and development; and (2) the Sicmens people
didn't like the idea and I don't want to buck them." Hence, he is going
to have one off-line literal machine which might be the HX-55 or even
HX-56; and a separate on-line teleciphering machine. «

b. The first model of his on-line machine (‘FL-55 or 56) wili

|
controlled by OTT. The second model (TC-55) will olso use baud addition.
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but this will be controlled by tie same cryptomechanism and principle

as that to Le incorporated in the C-52Y; the third model, still en on-
line teleclphering machine ('rCX-55) will use the cryptoprlnciples of
the CX-52 machinc; and, :
the HX cryploprinciple i
translators). All of The latter three models of machmcs will also be
operable by means of OTT. Hagelin is trying to produce prototypes of
the new teleciphering machines os soon as possible, but so far they have
_only sketches, not even good drawings. Still they ho:ig to have proto-
" types this year.

c. Hagelin Senior told me that he was going to try to eliminate
- rolors from the TH-56 and use relays instead. He thoughb that with
about 400 relays h:. could a.ccompllsh what the rotors do. 'He did not
mention the word "electronic" in this connection, nor did "‘xI, of course.

d. No more of the present TC-52's or TL~52's w111 be
produced.; “of the former a total of 20 wes to be made and theae have
been completed; of the latter, a btotal of 50 was to be made but
only a few have been completed. These machines are for the French
Fqoreign Office, Army, and Navy -- no Air Force, because they are tied
=up with SAGEM which has recently improved its model but still uses the
s eryptoprinciples employed by Hagelin in the prototype he built for
., BAGEM. (The U.S. has placcd an order for one TC-52, and, I think, for
one TL-52.)

e. lHagelin Senior stated that Egypt and. India are interested
in having teleciphering muichines controlled by the C-52 principle, and
these would be provided with bul one tape reader (not two, so that : the
machine could not be operated by OLT.) | ‘

] 10. a. The new pocket eipher device (CD) appears to be well under
" way and. the Hngelins are enthusiaslic sbout it. This device will use

| One keying mechanism has
alreody been built at Stockholm; it is the size of the transistorized
radio set I bought for him in the U.S. I gathered that the CD will pro-
duce a printed record ("the print wnit is really very simple"), but my
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b. The history of this development may be of 1nterest. Part

of it was related to me privately by Hagelin Junior with the request I
say nothing sbout it to his falher. According to Hagelin Junior, many
of their customers for several years in the pasl have import@ned the
Hagelin firm with the request that they be provided with a pocket-size
eryptodevice, and he (Hagelin Junior) had in 1951 or thereabouts
proposed a mechanism for such a device -- the same or pearly the same as
that incorporated in the present CD prototype. .But Hagelin Senlor was
not interested in such a project and rejected Bagelin Junior's ideas -~
until an ex-Hagelin employee, one VIGO LINDSTEIN, came out recently with
& pocket-size device. [Note: This is the TRANSVERTEX device the Swedish
Government turned over to the Norwegian Govermment, which turned it over
‘to NATO COMSEC authorities; it is now being given security studies by

| How the Hagelins learned about the Lindstein device is not known
to me; it is held in a secret status by the Swedish Government and has
been from the beginning handled as SECRET in NATd |so far as
Iam aware;7' When Hagelin Senior learngd of the Lindstein device, he
then became much interested in such a project and somehow or other cqn-
sidered the ideas originally proposed by Hagelin Junior as his own. When
Hagelin Junior, learned that Hogelin Senior had dec1ded definitely to turn
over the Sundsbr brick manufacturing works to his other son (Guanar),
Hagelin JHnlor said to his father that in view of what he was doing for.
Gunnar he should at least turn over what royaltles there would be on the
new CD to him (Junior); whereupon his father went into a rage, apparently
claiming all credit for the CD himself. "It's not nice of me to say this
much about the matter, hut that's the way it was. i

~ t. 1 asked Hagelxn Serrior what usages he tould foresee for the
CD. He felt that secret agents, smpll leitary units or patrols could
find good use for it.

11. &, In comnection Wlth\the
to be used in the proposed fourth model of the on-line teleciphering
machine (THX-55 or 56), a principle which incidentally the U.S. uses in .
one of its own new developments, Hagelin Senior stated that he was alraid
he was going to have some difficulties with the Lorenz people in Germany.

Thet firm has a German patent (elsewhere, too, I think) on the means for eos
accomplishing or using that principle, application for patent having been sid
entered in 1943 and just recently granted (January 1955). Hagelin Senior 3%

showed me the German patent and he is‘to send me the numbers of the whole
series which Lorenz has in Germany and in other;countries on this translator
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mechanism or on other items of interest. [_ﬁaturully, 1 did not say any=-
thing to Hagelin about uvur use of the Lranslator principle but I am begin-
ning to wonder whether the U.5. may not heve simllar trouble with Lorenz_.]

b. One Lorenz pntenl, ulso entered in application form in 19U3
and. gra.nted in 1955 was, however, killcd when Hagelin showed prior use of
the item. I am to get that patent, tou.

l12. 8. With reference to what the Bonn Goverument may be dolng now
with the Huettenha.in crowd, Hagelin Senior said he was told that for Bonn
there would be "o small machine made by Dr. Hell. 'That would, of course,
be our own machine, the CX-52bk." But Lhere would also be "a large machine,
made not by us nor by Sicmens, 5 but prounbly, 1 think, by Telefon und
Normalzeit (T & N Co.)." Hagelin said.Lhat he did not know any details,
for those were classified. I asked: "Couldn't it be lorenz rather than
T & N?" "I don't really know," he replicd, "It could well be. I suppose
Lorenz did some work on cryptomachines f'or the Germans during the war,
Just as did the firm WANDERER In what is now East Germasny. They stole my
c¢ipher pinwheel and slide-bor-with lugs ideas and constructed a machine
in 194k, you know." [The BG-41; Hagelin has one of these in his office.f

b. In a later talk with Hagelin Junior he asked me whether,
with West Germany now or soon to be free, they will establish laws,
such a8 in Sweden, prohibiting exporting certaln kinds of equipment to
certain countries. I told him I supposcd they might well do something
along those lines. He asked me to send him, if possible, what information

ithere was and which could be made available with reference to such prohibitions.

1t seems that the Hageling are worried about the competition they might get
in future from such firms as T & N, or the one that made Enigmas; 'if West
Cermany wbuld place a ban on exporting cipher machines the Hogelins would '
fcel much more secure against the possibility thails such firms "would peddle
their machines abrond and give us serlous competition.”" I said I'd see
what literature or documents werc available to send them for information
on exporting bans.

LY
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III. 'fHE APPROACH TO HAGELIN AS AUTHORIZLD

IN USCIB: 29.14/29 OF
27 DECEMBER 1954 ‘

13. a. Having been with the Hagelins for several days, in a most
amicable relationshlp, on the evening of 25 Febxua.ry 1955, after dinner,
I felt the timc had come and was propitious_io broach to Hagelin Senior
the subject authorized in USCIB: 29.14/29 /and, of ‘course, the rea.l
object of my visit Lo Zug./. “ o

b. T began by telling him of U.S. appreciation of his patience

| therefore, on behalf of my
Government I wished to thank him for that. Secondly, I told him that we.
vere well awere of his disinclinalion to be paid money| ]
this was in line with his ideas of propqr conduct, and we under-

ood his feelings in this regard and his reluctance to enter into any
felationship In which such & feature would play a prominent part. Thirdly,
I said, we had been struggling to work out somwe kind of a proposal which
Wlould be satisfaclory Lo us and perhaps accepteble to him, and we had
finally hit upon one which was simple and which I had been authorized to
place before him, if he was willing Lo entertain a proposal at this time.

¢. Hagelin Senlor responded by thanking me for what I had said
about our apprecintion and understanding of his position. Moreover, he
wanted me to know how thanklful and grateful he and his wife are for what
we had done and were contimuing to do for various mem'bers of his family.
He hoped that everything would turn out well with xegard to his son-in~law
Conradl and his retenl:ion on active duty status in the USAF as a result of
our intervention -- "the young man keeps assuring me that he is working
like hell." He and his wife appreciated very much what we had done for
her cousin (Miss Barth) in meking a place for her in our orgenization.
Finally, he said, he would be glad Lo hear what sort of a proposal I had
novw to place before him. ‘

d« I then conveyed to him praciically verbablm 'bhe terms of
the propvsal authorized in USCIB: 29.14/29, dated 27 December 1954 and
|to the Chairman,
CIB. 1 told him tuat ue nced nol give his answer there and then but
could take his time to think il over, if he wished.
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e. Hsgelin Senior thanked me but said he d:.d. not need time to
think the matter over; 3 he was preparsd to make an snswer then and ‘there
to our proposal: NHe accepled it without any reservations or desire for
modifications. But he would like to have some more details; H he wanted to
know, for example, | N

[T told bim I was not authorized nor sble to give him more

information on this score at this time but I had no doubt that such detalls
would be forthcoming at the proper time.

. I thanked Hagelin for his ready acceptance of our proposal
and said tha.t| .

Howvever, he would appreciate it if I would convey the proposal
orally to Boris Junior myself. This I did the following day but by that
time Hagelin Senior already had a chance to tell his son very briefly the
substance of the proposal and of his own acceptance. Hagelin Junior also
wes ready with his assent. /I do not think that if he had withheld his
assent it would have made any difference in the situation or to Hagelin
Senior, for the latter had said, when he asked me to talk with Boris
Junior about the proposal that even though his son wag young, enthusiastilc
and wanted to meke money, he "would be kept in line."/

g. Both Hagelins wanted to know how the NATO purchasers of
their machines would learn what constituted "proper use" of them. I
+0l1d them not to worry about that -~ we would see to it.that instructions
for proper usege got to such customers. I said I was sorry and I hoped
they would not be enmbarrassed if they themselves, the producers of the
machines, were not also authorized to be recipientd of such instructions.

1.

h. Hagelin Senior felt that our proposal was & fair one for
both sides and wented to know when it was to become effective. I told
him thet I thought that for all practical purposes it was either already
in effect or would go into effect at once so far as we were concerned bub
I would let him know definitely about this point later.

i. Nothing was said on either side as to the term of the "under-
sta.nd:.ng,"' that is, how long it was to continue in effect.

J. The Hagelins wanted me to identify by name the NATO COMSEC
authorities; this, they said, would be of great interest and help to them
in their business. I told them I could not do 80 now; 1 could only say
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that there ls a primary authority in Washington and a secondary one in
Parls. I nsked tlat they be patient in this regard and {that it would
perhaps be poesible to give them more information later. In any case,

it was not they who were to ask for any endorsement, but the NATO customer
who had to take that action, addressing their inquiry themselves to the
NATO COMSEC authorities; they would know where or whom to address their
inquiry. l‘ \

k. Hogelin Junior said (but not in the presence ‘of his father)
that up to this time he did not ask the office staff to meke copies of
all correspondence, orders for machines, etc., for his own desk or uge.
_But now he could see that such copies would be useful|

14, In my last report of a vislt to Zug, I mentioned Hagelin
Junior's urgent desire to acquire a TYPEX machine which he could turn
over to Mr. Rossby (mentioned above in paragraph 1£(21)), who was
anxious to obtaln one. Hagelin Junior brought this subject up again,
sald that Rossby was still very anxious to get his hands on & TYPEX,
and that when he (Hagelin Junior) learned on his trip to India that.
the Indians had some TYPEX machines he tried to get one from them but
wa.s not successful. He went on to say that Rossby somehow or other
got hold of a copy of the instructions for operating the machine but N
this, Rossby said; was not enough for his needs. Hagelin Junior said }
that he didn't necegsarily have to have @ machine in perfect operating -
condition -- one that worked only haltingly would do. He was quite in

t about this and I think that if he could acquire chine th

with Hagelin Junior, for, he said, "L am sure I could get for myself a
new automobile out of such a deal."

ATIENE =
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