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SUEJECT: Usc of Meciines n Solving Ci, hers —~ Mornoal,habetic
Subsiitution

There has becen rceent dlscu-3! ‘n on LF- 1l-er that autarzt’c comru’ mrs
or dat. pr~cassing nechires riuhit ple ia tw ¢ Tatilon of elphe.e, Tiis
momorardum discusses one of thc simplust case-, na.clys, a soro-alrichet
subnbitution cirler, It i3 hoied t.at the .t y or a simclc ~asc i.i21 de v
o! sone help in wna rotendin~ the role of machines acc Lheir limil. ions.

Nescription of Sirher Text

Tte cipher tLext consists of 100 lebier.. These are divided into 20
five-lottur grours with no crrarent irdication of any proper «rd aivicion,
"“te Lol appears in ohie Torn of perforsiions in a tape and it is ascwjed
thet tke 1achine can rerd thils, Tt is also ssews d thai the machire 'will
Lyic out the solution cn a parer tuare, In cayital lotters, wit. tle proper
word separation but no furthe:s purctuatien,

In order to restrict the operatiorns 're start oul by Lakin~ err.u'n
‘wLumptions, We do not inguire into Lhe justificalion for thiw,

J. The cryptosrem iz a single alphabet substituticn eipher with
word senayutions and punctuslion omitted,

2, The olain text is in straivht forward Enclish villout code
words and trere has been ro effort made i» make tne cipher intc = puzsle by
introducing unusual werds and phreseologics. There may be unv:rual vords in
tno noral courte of uveaus, rFowever. Thore mer also be wonds inicl. have
nut found tleir way fnto tlc dictlionury,

I{ is neceseca, tc provide for tlr. possibility that o solition is
obtained., 1In rraclice tlis would ueuelly bz “»ecause the assumptionc are
incorrect. The plain buxt mi tt for exnmple be in Spanish,

Sclubion

The solullon to e outlined belov is not well thought out, and il
prohetly would be modified ir lmport:nl deteils at leart. Lowcver, at the
jreseut ctaco whal is neeled is an 1llusirative coliuticr, and an exact
opti. ua jrocedure? is riot of Srecu g ortuese,

It is sugzeoted thal the following materiel, erringed in orier of
Laroita-cc, be stered in Lce r1achire:
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1, The rolative frequency of the letters in knglish,

Z. The relative freguency of all digraphs. There are 456 of
these., Sorne of Lhese such as J} are very rdre but all may occur. The
rarost ones nay be sald to have a probability of appruximately zero.

2. The relative frequercy of about 1Q000 tripraphs. These are
some 17000 of these bui it would seem unnecessary Lo list thone wiose
probability is substantially zero. Periapc 10000 are umecessarily iany,

}
L, A list of ihe 10000 most frequent tetragraghs.

5. A list of 10000 most frequert wnrds.” Thegse should be ﬁfoupcd
by length, one letter words, twe letter, three letter, ebec. Within cach

sucl. proup the listine may be alphaietical and it wouwld perhars be advanta~— )

geous to have alphabetical listings starting with the second, third, etc.,
letters as well as by the first, lerhaps 10000 is an unnecessarily large
nunber of words (and Lrigraphs end tutragraphs),

The following arec bthe suggested steps in the solution,
l, HMake a frequency count of the letters.

2, Make a skelelon of a tentative solutlon by putting e's for
ihe most frequent letter, t tor the next most frequent, etc., until about
one-hall of the letiers have been replaced, This has perhaps made yse of
Len different lellers which we may assume to be

ctaoinshrd

3. Txamine the digraphs. 'The number of these will very fronm
messare to message but is usuzlly not far from an average of 25, There are
only 100 possionilities and only a few of them are verr imrrobable. Among
these are aa,il,ge,30 and hh, In addition to looking for Lhe individual
rossibilitics we divide the digraphs into classes as follows:

vowel, vowel

vowel, consonant
consonant, vowel
consonant, ccnaonant

1

O QWwp
t

R and C slould jredominate. If A and D predominate or if B and C dontt
rredorincte oufficientl; it is an indication that condorants and vowels
should ce intcrctangud. Thus the pracedurce is to inlercianze t with e, a,
o, ctc. and rotc whetter ilhe conditions improve, Similerly.n, s, ete. may
be tunlatively exchangecd with i, a, ete. When classes O and C redoninate
sufficlently it i3 probable that ithe assignment as betwe.n vowels and
consonants are for trc rmost 71t correct, but within these grows bthere s
arple room for arror, a and i are difficuli to distinguish,
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4o The trirmraphs mary be assured to average ten or twelve, with
half the letters in place bul Li:is number is subject to vaciatione, more so
than the nwiber of dig rap 'S, To Lle evtert Lhat they occur tre. are now
examinant for probabilitys, If ver imjrobable ones occur the lound letters
a:: interchansed tutative Iy until the Lrigraphis becomc rore rrobable, In

‘ tl.esc overutions 't is to ke expected tlat soie progress will be Eh.df ia
vt acsienmaents within tac vowel grour and within Lie consonail zroup
as well as between the Frour:. During these operations Lentative inte.-
chanres between the letiers alresdy rlaced and the more freucnt of those
not ;et plerced (r«rhaps 1, u) chould also be atteryled,

- s B Im  meeem = ==

fe The ner erit :: on to attennt is that of t-e telrarrapw.
flose cre very few, pertaps five «n the avorage, and this mo ber is subject
to e large Vdrla'blO’lS. Loreove *, st of tr.en have a vers low “reoacility
but hd-Vb to te uccerted ir tnyr cas.. The procedurc would be to rveut as
wder the trinmrajts,

f. .Ths next strr is 4o at'ompt to aszizn a value to th. ucxt most '
“requent lstler, the cleventl. under our assumptions, %e first ir; ilu moct .
common o1 vhose tlit arc lcfi. This rives riso to o nurber of di e, bs, !
Lrigraphs, et.c. une' tiese can be cxpzcled to detemine whrrller it was '
fiogd choicue, if il was nut Je next rost frequent one is tried .0 co forth.
Iv it is diJ.‘ficu.lt to find a satisfastory fit, at'empts should be rade to
wnterchange with one of these already ussicned, :

Tne other letters zre :dded onc by one in Lhe same msrner, !

Te The net soziczl ster is to atlempl to brea.. u,. Lie tentztive
lext ilato worde., TUL -jpear: advantajreous Lo begin with ile leani frejuent
lebbers, That is begin with the letter z and try to uetemnine the words in
t!¢ text of which it Is a part. Then rracueed to x, 2tc. One point in :
fovor of tris i3 tial there ~re fuw words Lo selrct fren ara the scarct 2 |
neced nol ..¢ long, Anolher polnt is blhiat bhese Lafrequent letters are rather
likely to hLave b-~on incorrectly arsigned so tierc is an eppertwat;- for '
meking correcticns cerly in the opcretior. Cncu tl.is prrocesn gel- .nder .
wey the correellons thet are sede are of asa’stance in what folluws nnud it
chould be vossitle to identifsr subsequurt werds that occur in e 21l if
bthery are also in tre slored lisi of words,

8. Aftur this process Los beun carried as far as mxs.iule there
ajrears to be tobhing nmore that car be done crcepl to type cub e raterial
wit! thc word snacings fowd, If no s lubion was found tnlo w.ll te dis-
closud by an xXe-ination orr a humearn,

Evuiuation

The methou outlined canrol be rclia on tu ive o cor, let~ solition.
Tt may be in.tr~ first place thal ine netlod acmetimes fals Lu arcive at
wven an approxiamation., We are nob much concerned wiii L's case b.cause it

L)
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is belloved ikat this only happens becausc the message is too short or SR
because somc of the rrocesses outlined have nol been well thought out, We
arc¢ concerned, however, with the evealuality that the resulils are correct
in the main but the resuviis as printed still a~ incomplete,

It is thourht bthat sych cesses would oceur and furiher that in most of -.
these cases it wonld be possible for a human being to look at the printed V-
answey and deduce the corvect amswer very quickly. This is because the -
human peing bas relatively large span of perception so tuat he cen judge P
by how woids fall to fit together what corrections mugt be made. He can P -
also detect incorrect word division by the samé moans. Further, he can )
locate garbles (caused citker by an enciphering érror oy by faulty trans~
mission). Here also the means is ossentially a long percept.:.on span, '

We may also say thut we have not been able to program the machine to
make usc of the semantics of thc text but only the structure on a rather
small scale. It does not appear iLhat ithe matter of semcntiocs vs. siructure

is the same as %ro natier of large percepticn span vs, short span but the
cffect is sim.lar

We have only becr. able to prorram into the mechine & means for meking
uso of the fine structurc ang what is lucking is the invention of "~ heens I
for makine an overall examination of the messaee and take curective sters '
in accordance mbh tre Iindinys. S : -

It may be corcluded thet in the ahsence aof such mcans it is #n esgential
part of tre sulution that a Lunan bein~ sioull examirie tlh.e tentative sdlution .
as il comies from the macline, ‘

If this nust be done the quuslion srises whetler il might not be better ' ~°
to have the exa.mj.rat_on made at an en.lier.stare nile procels As. The '
machine is at _ts test in tho early stages uhen what 1s recuired is comnting | %

and other simple operstions. It is not doing #o,well in tke Stupes when tle
last Fow letters are being introduced one at & dipe. It mar be that £ the D
rtial work werc submitted for inspection at a time when 90% of the letters, . ~o
hav-.- been inserted that a human being could complete the solutlion very .
quickly. This would save quite a2 little comparison work in conneotlon with Lo
thesc last letters und also the work of word division. .~

HARRY NYQUIST




