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Machine Tdentification of Words

3

If mo_s__‘l'; of the letters of a simple substitution cryptogram
have been &qte;cvn;x;q_d_there may be several possibilities for those words
which c_ontgi:n ﬁiq_e.nt:!'.fied letters. For example, we may have the word
NE.T, with substitutes fomd for all the letters except S and We The
correct choice will usually present no problems to the human cryptanalyst,
but would be -r;ther difficult for a machine, The following suggestion is
proposed as a fii'st faltering step in the directlon of doing this by ma-
chine, . - .

.Assu'mec eac;h word stored in the machine has associated with it
a gymbol showing the category or field in which it is likely to occur.
Most of the words will have a general symbol meaning that they could oc-
cur in almost any field. When a cryptogram has been solved as far as pos=-
sible, it is broken up into word lengths by the method described in the
attached 'Machine Separation of Words'. Then the text is scanned for ine
complete words and these fragments are compared with the words in the
machine’s dictionary for possible words these fragments may represent
(taking into account the fact that all missing letters must be found
among the set of letters still unidentified). If only one such word can
be found it is printed out at this point and the new letters so found
added in other places in the message if they occur. If two or more words
are found which might fit at this point, a freqnéncy count of the category
symbols of the other words of the message is taken and compared with the
cg.tegory gymbols of the candidate words. The word with the symbol having
the highest frequency (except the general symbol) is taken as the text
word.
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As an example, suppose we have the following message
TO COMMANDER SECOND ARMY ENEMY PATROLS
HAVE PENETRATED OUR RIGHT .LANK TO A
TWO MILE DEPTH

The word o LAN K , with B, ¥, J, Q, X and Z still unidentified might be
BLANEK (Gene) or FLAN K (Mil.), On counting the category symbols,
the machine finds )i words from the Military category and 12 words from the
General category. It therefore selects F L A N K as the correct word.

This is an extremely simple illustration, The number
of categories may have to be increased greatly, the words in the General
category may have to be arranged in several ways, provision may have to be

made for using pairs of consecutive words or groups of longer length, ete.
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Machine Separation of Words

Assume 2 machine has stored in it a dictionary of the most
common words in a particular type of traffic, and a set of instructions
as follows : Take the first letter of the message and look through the
dictionary to see whether there is a word beginning with this letter, If
there is, proceed to the second letter. If there is a word in the dic=-
tionary beginning with these two letters proceed to the third letter, etce
Also note at every point whether the letters up to this point represent a
complete word., If there is a complete word in the dictionary corresponding
to the first r letters and no word beginning with letters 1 to r + 1, print
out the word represented by letters 1 to r and repeat the same process be-
giming with the (r+4 1l)st letter. If there are words begimning with let-
ters k to k4 r (but not a complete word), and no word beginning with let-

ters k to k4 r + 1, go back to the last complete word which has not been
used and repeat the process.

As an example suppose we have the message ATANKERFL
YINGTHEFINNISHFLAGWASSIGHTEDATZEROSEYV
ENHEUNDRED. Let the symbol x mean 'mo word beginning with these /
letters is in the dictionary, go back to last complete wo:r-d,l e Mean 'a v )
word beginning with these letters is in the dictionary, proceed to next /
lotter, o mean 'this is a complete word, proceed to next letter!. The s

various steps in dividing this message into word lengths would then ap= -

—

pear as follous : e —————




REF ID:A60419

[}
0
X
(o]
0
p 4
[ ]
X
X
AT .
ATA .
A TAN o
A TANK o
A TANKE .
A TANKER o
A TANKERF x
A TANKER F R
A TANKER FL .
21 A TANKER FLY o
22 A TANKER FLYT .
23 A TANKER FLYIN .
2y A TANKER FLYING o
25 A TANKER FLYINGT x
26 A TANKER FLYING T .

SEERREEEREBv o~ oW E

The number of steps could be slightly reduced by using
some miscellaneous instructions such as requiring that if a complete word
at any point is AN, the next word must begin with a vowel., In the example
above, steps 8 and 9 would be eliminated by this instruction. However it
would probably not be worth while using any instructions except those which
refer to words in the dictionary.

There will occasionally be a word in the message which
is not in the dictionary. In that case the machine would have to be in-
structed to go back in turn to each one of the complete words which had
not been used and begin again from there., If no sequence of words ean be

found by regrouping the letters up to this point, the machine would print
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out the words up to the inadmissible word and the next letter separately
and then proceed as though this were the beginning of a new mwssage. For
example, suppose the word'Finnisl; in the message given were not in the
dictionary. The machine steps would then appear as on the sheet attached.
At step 4l all the complete words have been tried without success. There-
fore A TANKER FLYING THE F is printed out and the remainder treated like
a new message. The same situation arises at step L48. Here, however, the
machine can go back only to step Ii5 in its search for complete words. The
oni¥ possibility is IN at step Lh6. The machine tries IN N, IN NI and IN NIS
At this point there id no word in the dictionary beginning with NIS,,and no
complete word still untried., Therefore the machine prints out IN N and goes
on to I, IS and ISH, Eventually it gets to ¥, FL, FIX, FLAG, etc. and from
here on it is clear saiiling,.

The final version is A TANKER FLYING THE F IN NIS
H FLAG WAS SIGHTED AT ZEROS EVEN HUNDRED,

Note that the machine would print out ZEROS EVEN
ingtead of ZERO SEVEN, since it will always take the longest possible word.
The machine might be instructed to scan the finished product for all com-
plete words which have not been used. These may be broken up in different
ways and scores for pairs of consecutive words calculabed, If, for example,
the f£inal version contained the three consecutive words WILL BEAT ZERO ...
the machine would already have noted that BE 1s a complete word in the
dictionary, and on breaking BEAT at BE, the machine would also note that
AT is another complete word in the dictionary. It would then compare
WILL BEAT ZERO with WILL BE AT ZERO., WILL BE will score higher than WILL
BEAT and AT ZERO will score higher than BEAT ZERO. Therefore the text
wlll be changed to WILL BE AT ZERO .
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MEMORANDUM
BUBJECT: Suggested Means for Increased Automation in Crypta.na.lys:}s.

P - iy £ &

l. GENERAL _. -

In normal written alphabetic langusge there is a Eapatia.l relation-~
ship between and among contiguous letters, particularly as regards the

vowels and consonants, which ensbles the mind to recogni'ze a.lmos% ixistantan—

eously upon the receipt of visua.l impulses from the eyes a feabure of such

TeA ety RS s
a language which we call pronounceabllrt.y. It is my belief tha:b the pro-
- - ..' ; . m

nounceability phenomenon is what the mind apprehe_nd:.s_ g_?r= I;;ecogn_izes___i‘_irs_.t
of all and long before the succession or constellatior;s‘of letteré forming
words are recoghlzed as words and the la.t'l:er become in‘belligi%i—e-: What -
we need to know more about is this phenomenon of pronounceability and how
the mind or brain apprehends it. The phenomenon is probably basically
electrical in nature and the 1->roblem then is to designh a machine that will
simulate whatever electrical process takes place in the brain, a process
which perhaps corresponds to the phenomenon in guestion. This, I believe,
“would not be too difficult and I conceive af a complex of components which
would be of the nature described and would operate as a system in the
manner described below:
2. PROCEDURE

a. Assume we are dealing with a cryptographic version of a text
of 100 or more letters of good normal English which has been enciphered
monoalphabetically by a random-mixed alphabet. Assume a machine of the
digital computer type, into which impulses (in & binsry code) corresponding

to the succession of the letters or characters of the cipher text are fed,

by the usual means (punched cards, perforated paper or magnetic tape, or the

like) as the input.
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bs. The first step for the machine, on acceptance of the input,
would be to program its functioning, according to the usual methods, to
conduct the impulses to and store them in the memory, making at the
same time and storing a unilateral frequency count of the characters of
the cipher %ext. The machine then determines the 10 cipher letters most
frequently represetited and sets them up in a descending order of frequency.

c. The machine's next operation is to set up 10! permutations of
equivalents, beginning with the permutation corresponding to the normal
English frequency expectancy series E, T, O, A, I,N, R, S, H, D. The
substitution equivalents of the first of these 10! permutations are then
applied by the machine to the appropriate letters of the cipher text and
at the same time impulses which will trigger off signals corresponding to
and capable of making sound spectographic representations of the substitutional
plain-text equivalents are set up within the machine and temporarily impressed
upon a medium capable of being moved laterally (film, magnetic tape, etc.)
past a sound-spectograph reading component.

d. The sound-producing component of the machine, actuated by the
reading component, “pronounces” the sequence of spectographic representations

-- or, at least, it attempts to do so as best it can. The machine, furthermore,

is set so that there is a lower threshold-of "pronounceab:.l:.ty, Which unless

reached and passed, will cause a stuttering or some phenomenon equivalent to
a "lingusl impediment." When the machine finds_ ‘the impediment beyond the

threshold or critical value of pronouncea‘bility -- in other words ; when what it

tries to enunciate is unpronouncea.ble in Engllsh - it throws out the permutation

2§ Sxe
selected and begins to repeat its sequence of ope; 3 io__ ng on the next of ‘the 10:
yrdedye e
permutations. _ TR L TEY, N e

——
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e. The machine should be able in this way to eliminate a great many of
the 10! permutations at a very rapid rate, retaining only a few which surpass
the critical threshold of "pronounceability". These remaining possibilities
will have to be examined visually or "listened to" by the operator.

f. Assuming the correct permutation of the 10:{ high frequency
letters has been isolated the analyst will certainly be able to £ill in the

remaining letters without too much difficulty.
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HEMORANDIM
SUBJECT: Buggested Means for Increased Autometion in Cryptanalysis,
1. (RNERAL
%“&\ waktu - ¢ wg&.,& Caan e‘i
among codtiguous 1et1=ers, purticularlyw _l""
R4 awde _”g

W consona.nts, m enables the mind Yo recognize g a.lno ‘gmte.ntan-
meiptsuf mﬁiﬁ%mw ofwuek. - U..

Awhinh ve call ;gronouhdeaibilij.x_ it is my belief that the pro- E
nounceability phenomenon is what the mind apprehends or racogniges first ?
of all and long before the succession or constellations of letters forming
words are recognlred ap worde and the latter become intelligible. What E
we need to know more about ig this phenomenon of pronounceability and how :
the mind or brain u.ri'prehandn it. Tho phenomenon is probably basically
slectrical in nature and the problem then is o design a machine that will "
simlate whatever electrical process takes plmce in the brain, a process
which perhaps corre;ponds to the phenomenon in question. This, I believe,
would not be too difficult apd I copnceive af & complex of components which
would be of the nature dsgeribed and would aperate as a systen in the
manner deseribed belows
2. PROCEDURE | i
By Asgume :vu m dealing with a cryptographic version of a text
of 100 or more luttér,é of good normal English which has been enciphered o
monsalphabeticelly by & random-mixed alphabet. Aesume a machine of the i
digital eommter/' ty;;ei into which impuises {in & binary cofe) corresponding |
%o the succession oi' the letters or characters «f the sipher text ave fed, :‘\.
\ by the usual mea.néj {punched -eard.l, perforated paper or megnetic tape, orl the i

1ike) as the laput.
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Ye The firat step for the machine, on acceptance of the input,
would be to program its functioning, sccording to the ususl methods, to
eonduct the lmpulses to and store them in the memory, smking at the
same time and storing a unllateral frequency count of the characters of
the eipher text, The machine then determines the 10 cipher letters most
frequently represented and sets them up in a descending order of frequency.

¢« 7The machine's pext opexation is to set up 10!.-permutations of
equivalents, beginning with the permutation corresponding to the normal
English froquency expectancy series B, T, 0, A, I,N, R, 8, X, D. The
substitution equivalents of the first of these 10! permutations are then
applied by the mechine to the appromriate latters of the cipher text and
at the same timo impulses which will trigger off signals corresponding to
and capable of making sound mpectographis representations af the subastitutional
plain-text equivalents are set up within the machine snd temporarily impressed
upon & medium capable of being moved laterally (film, megnetic tape, etc.)

rast & sound~-spectograph reading component.
4. Tie sound~producing component of the machine, sctuated by the '

reading component, "proncunces” the sequence of spectographic representations ‘
= or, at least, it attempts Lo do s0 as bast 1t can. The machine, turthermre,‘i\
is set so that there is a lower threshold of "yronounceadbility,” which unless |
yeached and passed, will cause a "ptuttering” or some phenomenon aguivalent o
2 "lingual impediment.” When the machine finds the jmpediment beyond the

threshold or critic?l value of pronouncesbility ~- in other words, when vhat it

tries to emunciste %s "unpronounceeble” in English -- it throws out the permutation

selected and begips o repeat its sequence of operations on the next of the 10}
/

pexmutations, "N
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¢« The machine should be¢ sble in this way to eliminate a great many of
the 10! permtations at & very rapid rate, retaining only a few which surpass
the criticel threshold of "pronounceability”. These remaining possibiiities
will have to be examined visuslly or “listened to" by the oparator.

. Assuning the correet pexmutation of the 10! high frequency
letters has bYean imolated the analyst will certainiy be able to £ill in the
remsining letters without too much difficulty.
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A frequency count of letters and digraphs was made as
well as a chart showing the letters preceding and following each of the

cipher letters. From these a table of reversed digraphs was made.

The low frequency letters were marked as consonants. The
letters occurring only once or twice account for only 5 of the 101 let-
ters of the message. The letters occurring 3 times were therefore added.
This brought the frequency to 11, which was still below the 20% threshold.
However if letters occurring L times are included, the total frequency
would be 23, There are tests which might enable us to decide which of the
h-frequency letters to include and which to exclude, but this might be
difficult to build into a machine,

A table was made of the letters preceding and following
each of the assumed consonants Ay, Ry Q4 Z, B and T. All the letters ex~
cept G, E and Y appeared. Since letters which never contact low-frequency
consonants are very likely consocnants themselves, these three were added

to the assumed consonants. The contact table then appeared as follows :

ARQZBT CEYX

MMMMNM
GG
DDD}I DD
S| SSS
I|jITI1I
0] O
X1 XX
ViV
LLLLL|LL
FF}{ FFFF
PP P P
AR I 4
C
E
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M, D, S, I, L, F and P seem to be the best prospects for wvowels. The
substitutes for A, E, T and O should be found in this group.

The reversed digraphs were studied with a view to
identifying vowels., Since most reversed digraphs will be of the form
c=-v or v=c, it should be possible to separate most of the letters which
reverse into two classes, these being identified as consonant or vowel
by reference to (3). However since word divisions are not shown these
indications may be somewhat blurred because the first letter of one word
may reverse with the last letter of the previous word. As a start only
digraphs which reversed more than once were considered.

SM 3 TF 2 DM 2 VF 2 FL 2
MS 1 FY 1 MD 1 FV 1 LF 1

These can be separated into two classes in two ways, (a) MF-DS VYL
and (b) MVY L ~D S Fe From {3), V and Y are not very good prospects
for vowels; therefore D, S, V, Y and L in (a) probably represent the con-
sonants. This would make M, I, F and P the only good prospects to rep=-
regsent A, E, T and O, However we have the following contacts among these
four letters : MP 1, IM 2, FM 2, FI 1, In (b), M, V, Y and L
probably represent the consonants. This would leave A, E, T and O to be
found among D, S, F, I and P, There are only the following contacts
among these five letters : DI 1, DP 1, FI 1, PD 1, Since one of
these five letters would be eliminated, the number of these presumed
v=-v contacts would probably be reduced further. All in all (b) seems
like the more probable set-up,

An attempt was made to identify the assumed vowels,
D, Sy F and the assumed consonants, M, V, Y, L. , D, the highest fre-

quency 1etter, which also appeared doubled seemed almost certain to be
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Ee. F and S were assumed to be the two next most frequent vowels, A and

0 respectively. As for the consonants, M, V, Y, L; V and L which oécur

doubled seemed like good prospects for T and S respectively. M, the
highest frequency consonant is probably N, H or R. From the first four
letters of the message, SM DM , M= N geemed by far the best cholce.

The worksheet now appeared as in Fig. 1.

Changes were made in the plain text letter assumptions
in order to make the fragments of text recovered look more like English.'

ONEN ETTN . s
SMDMAGDV VM did not seem very likely., If we interchange the

values of Vand L, V=8, L=Tyields g Nowacmoop Which

seems to be an improvement, although there is probably something still

ATT E ON

WroNge 4 R LLGDASM suggests that G is H, R or L, G = R does not

look very good in % g ‘%, %: ':][': g % and G = H does not look very good in
ONEN HESSN . ALATTLE
sSMpMAGDVVM Bt G=1in Fo% 1 gp Sugeests F=1. The

worksheet then looked as in Fig. 2.

The solution was completed using these recoveries.

.NEN.LESSiswﬁwﬂyAW@NDLESS.
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