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; %5k DEVELOPMERT OF A COMMON COMMUNICATION SRCURITY AND
ZETELLIGRNCE AGENGY '

| 7HE PRORLE
. 1. To consider the necesaity for and benefits from establishing a
communicaidion security and intelligence agency common to all three ser-

¥icess the scope sand responsibilities of such an organization, and the
gadns for achieving it. )

DISCUSSION

2. The need for communication security and mtemgenca 1s just as
gﬂ during a cold war as during a shooting war but the means of achiev-

":'Ff G vy

it are far more difficult during the former pericd. The reasons for

s are not obscure. Money, personnel, and interest are at ebb in peace-
time, During an actual pecce this condition is not good but nelther is
it thp,gerous. But this is a phony peace and an exceptionally dangorous
ghié, In fact, from the standcoint of obtaining intelligence and protect-
. ing our own communications this present condition is a very reasonable
facsimile of war - with one important exception. We do not have the money,
or the personnel, or the interest with which to conduct adequate and inte~
-- grated intelligence warfare. There are favorable indications that the
~Honey, and the people which would follow it, may become more plentiful.
~But - there is an appalling lack of real interest in effective comauni-
Fition intelligence. This lack of interest is most sharply outlined in
the failure of the three military services to develop a gommon communi-

¢ation security and intelligence organization. ‘_:
il ~

military structure is less than a year old. When considered alone the ;
.{

s, It is appreciated that the remodelling of the national
-argusient that the persons on the upper echelons who direct the military
policy simply have not had enough time in which to initiate action on all

ages of the wnification is valid. What cannot be excused by those with-
the military establishment, and eventually will not be tolerated by
the citizenry, is the growing dcrision and defiance of the wnification
efforts by the military rank and file. The citizenry will eventually
¥eatt to these disintegrating elsments within the services as they do
to g corrupt police force.
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b, It is to forestall eha.:‘ges of malfeasance from without and, =4
dlaintegration from within that this plan for developing & communication ;
nsécurity and intelligence organization common to all three services is
Edvance&. It is realised that cormunication aect,z;:i}g and intelligence
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are two minute functions in the military establishment az a whole. How-
sver, they are activities which are particularly well adapted to being
organised for three service participation. They are the vital core of
communications. They are a service to the using forces; and their
genoral characterlstics are common to all services. In addition, the
axisting organizations performing this work are, in general, comparative~
ly small, effectively organized, competently staffed, and familiar with
each other's operations. Because of these facta it ir believed that the
functions of communication securit,; and intelligence and the organizations
performing them offer a situation highly favorable to the development of
& common service, —

3, It should be noted that throughout this study care has been
teken to use the term "develop e common service® rather than "unify the
present services." This difference is based upon the belief that the
¢only chance for schieving an effective common organization is to do it
slewly - but deliberately. Speed is sscondary; intent is primary. The
onie reef upon whieh most reorganigations founder is the theory that a
reorganization should be made without consideration of the people in-
volved. To follow this theory is gheer folly. An organization is
fundamentally a combination of people end functions (work)., If the
functions are arranged without consideration feor the people, the people
will soon resrrange the functions among themselves in a manner that is
‘acceptable to them, Few people are so adaptable that they can have the
responsiblilities and procedures to which they have become accustomed
slashed away from them and new ones thrust upon them without being pro-
foundly disturbed. Only by working with the people and, through the
painfully slow process of education, substituting new responsibilities
for the old ones which they themselves discard, can such a radical re-
organization as the unification of the services be accomplished. There- -
fore it is the primary intent of this plan to recommuend & means for the
gradnsl development of a common service.

4. The common service proposed in this study would have the follow-
ing responsibilities:

e

a8, Research and development of all cryptographic communications
squipment, key producing equipment, intercept equipment, and vapid analytic )
aid equipment. »
b, Procurement of all eryptographic communications equipment,
ksy producing equipment, intercept equipment; and rapid snalytic aid
asquipment,

¢, Compilatlon, production, distribution, and accounting for
eryptographic instructional and key materials (except those most effi-
tiently produced in the field by individuel service field headquarters),
assoclated with the cryptographic communications equipments.
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4. Development of policies, techniques, inatructions, and
training facilities for the maintenance of cryptographic communlications

equipments.

e, 8tudy, development, and promulgation of cryptographic opera-

ting procedures.

f. Enunciation of general policy governing physical security
practices and requirements.

g. Collecting and studying cryptographic traffic volume statis-

ties and violations of cryptographic operating procedures.

h. Declaration and determination of remedial action on all

compromises.,

i. Development and staff supervision of general policies and
procedures used in each service for the allocation, distribution, and
accounting for eryptographic material common to all services.

(1)

(2)

(3)

In order to enable each service to supply and utilize
cryptographic materials moat efficiently and with due
allowance for the peculiarities of the communications
problems confronting each service, the distribution
&L cryptographic equipment, key producing equipment,
and associated keying materdials common to all services
and/ox produced by the common agency would be made in
bulk from the common agency to the individual distri-
bution orgsnizations maintained by each service.

Accounting for such material would be in detail only
to the service organizatlon and in bulk to the common

agency.

Fleld organizations of the services presently perform-
ing this work (i.e. Navy's Registered Publications
Issuing Offices and District libraries, Army Sccurity

Agency thester units, and Alrways and Alr Communications

Service Group Registered Fublications Issuing Offices)
would be kept in existence and utillzed to the fullest
possible extent. 4 policy of mutual aid would be
followed by all.

J. Study and development of general pclicies and procedures
for transnission securlty. Administration would be a command function
axercised by the individual services.

k. BResearch, develoyment, and staff supervision of an overall
counlermeasures program.
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(1) Monitoring practices and countermeasures programe
wpild be performed and conirolled by the individual
sorvices with only staff supervision by the common

agen~y.

1, Estsblishment and maintenance of intercept facilities and
techniques adequate to meet cryptanalytic demands.

(1) Existing intercept facilities of the three services
would be utilized fully.,

®, Determination of intercept assignments and staff supervision
gver administration of the stations.

n. Development of rapid sffieient procedures for handling and
processing raw intercept material,

. Beasearch and development of c¢ryptanalytic procedures.

P Development of procedures for rapidly placing eryptanalysed
and translated traffic in the hands of intelligence evaluation agencies,

5. Before discussing the merits of the common eervice outlined
above, an answer should be given to the inevitzble question, "Cannot the
alms and effects of a commen service be accomplished by the full use of
the pregent technical coilaboration bozrds and committees composed of
représentatives of the three services?" The answer is NO.

8, In the first place, the committee approach to the problem
extends and aggravates the understandable fears of all but the boldest.
A person who sits on & cormittee is no longer merely a working man, he
is a HEPRESENTATIVE. And if he is a8 good committee member he never for-
gets 1t. The outlook of a representative is considerably different from
the outlook of a worker. The nagging pressure of the ever-present thought
that everything he says 1s teing said not as his opinion but as the opinion
of the sgency which he represents, affects his thinking. Hinor problems
become major; difficult problems are made to seem insoluble. To the
normal tension of working, it adds the hypsrtension which accoapanies
a Binding and Official Utterance by s REPRESENTATIVE. The actual day
to day problems of coxsunication security and intelligence are sufficient-
1y complex and difficult when naked. W¥We should not add to their complex-
ity and encumber their solution by clothing them in the tight fitting
guit of an OFFICYAL BEFRASENTATIVE.

b, Secondly, because of the fact that the Air Force has not
been in the business, only the Amy and Navy could contribute personnel
to the committees who are experienced in detalled workings of communica-

. tion security and intelligence work. However, sach service member of
“the committee has equal rights and votes. Thus a situvation is created
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4n which, because of inexperience, the member from one service does nct
know whether the proposal upon which he must act is good or bad. He
isn't even sure how it will affect his agency and thus how its ultimsate
¥ebults will reflect back upon him individuslly. Being in such a posi-
tion he has to refuse to agree until he and his chiefs have had tims to
study 4t. The result ia lost time, a general slowing of the work, and
an increase in the possibility of misunderstanding.

¢. Third, committees meet only infrequently by comparison with
persons who are working side by side day after day. BRven a committes
which meets once a week for two hours at a time brings’the members in
contact if they worked in the same office. vaiaun]y, then, the amount
of common problems which they can attack with common action is only a
Iraction of what it could be.

>
Jour ¥

d., Fourth, because of the OFFICIAL aspect of commitiees, the
adainistrative procedures surrounding committee considerations snd agree-
ments are more complex and time and energy consuming than the procedures
through which a single working group operates, Usually only about one
third of these procedures are hecessary, the rest are outward manifesta~
tions of the fenrs which permeate a committee. Fears of the members that
they will commit their organization to something which im not in accordance
with local poliey or which is unfavorable to their chiefs, Feara of the
organization chiefs that their representatives will commit the erganiza-
tion to extra work or will agree to something which will bring pressure
to bear uwpon them. Fears that another committee will take action on a
problem which doesn't actually belong to it amd in so doing, gain in
prostige. Fears that the action taken by the committes is a bit radicsl
and should have the protective coloration of a general concurrence by
other committees, however unrelated their responsibilities may be. These
are the fears which plague committees and which father such operational
gunuchs as coordinating committees and such administrative jungles as
the present procedure for implementing a decision of the Joint Communica-

tions Board. .. A ST %

e. Mnally, because the composition of committees is continually

changing, continuity of action, thought, and policy is lost. . pand
6. The essential elements of this plan for eventually achieving a O
coanon commmication security and intelligence service are: ]
a, The erecation of a medium for daily working contact of the %

three servicas, ¥

b, The acceptance by the three services of compulsion for
decision and agreement upon matters of common interest,

¢, The adoption and prosecution of a policy designed to develop

5
— ‘ o ——
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a single organization participated in by the three services for their
gmtual benefit.

[
nnatbal’

|

|
|
A8

7. These three elements form the nuci{eus of the plan. Thay are
listed in the chronological order of their maturity, but they should bs
adopted simultaneously. Adoption of all three elements will lay the
foundation for the common agency. Adoption will not mssn wnification.
It isg't that easy. let us consider these individually and in more
detall.

a, ¥The creation of a medium for daily working contact of the
three services, This is the first active step to be Laken after the
edoption of the program. It is pnot merely a training program and must
not be allowed Lo deteriorats into one. Training is an integral part
nf it but its primary purpose is to familiarize each service with the
commmication intelligence and securily probiems and means of the other
two services, Familiarization differs from training in the sams way
that eating ice cream differs from reading about it. The emphasis must
bs upon detalls and the peoples involved must comc from the working level.
It is the working people which must shake down this organization and make
it operate, consequently it is the working people which must initiate the
first active phase of the program. In brief, the medium which mmust be
¢reated is & program of long temm exchange of personmel. Not so many
people initially that operations of any service are going to be crippled
and not so few that the familiarization phase cannot be matisfactorily
accomplished within one year.

|

b, The acceptance hy the three services of compulsion for
declision and agreament upon matters of common interest. This is the
. srux of the pian. Acceptance of it makes it possible for truly mutual
Sporations, BRelection of it guarantees fallure, Wihout this element
this plan is akin to a statute without sn enforcement elause. It is
the lack of this very provision which has made the accomplishment of
even the simplest of joint projects through the various joint comuittess
an Herculesn tac%. There simply is no compulsion {other than the necesa-
ity for continning ssgential work) upon any of the joint committees to
reach & decision. EBarlier in this stndy considerable space is devoted
to a discussion of the fallibilities of cammittees and the people who
serve on them. Suffice it to atat: that generally there is no agree-
ment where there is no requirement for agreement. In easence this ele-
went calls for the creation of a head which will be reguired to decide
in each instance. This head initially may take the form of a governing
board composed of people from the three services. The differernce between
this board and the present joint committees or boards is that this one
will be required by i1ts charter to decide each issue ihat is presented
to 14, Agreement or compromige of the factions In an issue are accept-
able but stagnation is not.

. The adoption and actlveApresecution of & poliqy desimed




4o _develop a single organization participated in by the three services
for their mutual benefit., If we consider the first two elements as

the fiesh of this plan then this cne is its spirit. This policy 15 a
charted course, subject to and capable of bheing changed, but with a
f£ixed destination. ¥hen actually defined and stated it will be the
handhook by which the common agency will be built. The adoption and
prosecution of a workable policy by the three services will be concrete
evidence of sincerity and will do the most of aay single act to eliminate
resistance from within and suspicion from without.

8. It is realized that a very strong argument can be made in
gpposition to the development of a common service by citing the dengers
inherent in disrupting the preaent organizations in the face of a grave
international situstion, It is realized too that the immediate and usual
result of simplification or unification programs is confusion. However,
the confusion is inevitable only when the structure in which the people
hiave developed same efficiency, by virtue of familiarity, is leveled in
& single siroke to make way for the new, "simple" one, The very des-
truction of the medium causes the firat wave of confusion., In its wake
gomes a period of resentment arising out of the frustration caused when
the people fall to adapt rapidly and make mistakes. This in tumrn is
followed by the period in which most reorganizations fail; the one in
which the psople consolidate what they liked in the old with what they
ke in the new, The elements which they select from each organization
are not necessarily the simplest or best in each case vut rether what
they are able and want to salvage from both. I say salvage for by this
time the pimplificstion in practice bears little resemblance to the virgin
paper one. New organizations seldom are created successfully on the same
ground and from the mame materisls as the old. What actually results is
en srganization which combines, often in unsatisfactory proportions,
soms things that the director had in mind, some things that the people
want, and some things that the job (work) regquires, Besult: a bastard
_Eampiexity. However, this argument of the dangers of disruption is
wilid only if an attempt i1s mede to achieve the common smervice by an
{mmediate action directive. What is needed is a program of specific
actlon with the aim of developing, let me repezt, developing, mot
$nplementing overnight and by dictum, an organization for collective
sommunication security and intelligence. The danger lies in the haste
&f the action not in the actlon itself.

9. On the other hand, although it would be dangerous to rush into
$he development of a common service, thia does not mean that considerable
time need elapse betwsen the time of adopting the program given in para-
graph 6 above and the time benefits are realized. Once the basic agree-
went has bsen reached, there are several spsecific actions which can be
taken immediately to initiate the services into the practice of exert-
ing common effort to overcoma a common security or intclligence problem.

~ A examination in some detall is made below of two current problems and
tge practical benefits which would materialize from a golution reached
through mutual effort.
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‘ 4. Thg production of one-tima key tapes. This requires con-
#iderabls special key producing equirment snd personnel to process the
tapes. The Army Security Agency has the equipment, but dus to a lack
6f personnel cannot utilise the complete output of the squipmeni. The
Air ¥orce is the largest user of cne~time tapes, but has no facilities
for producing them. The time required to establish, organize, snd per-
fect a pmew production unit and the waste of money required to finance
duplicate overhead could be eliminated by the simple expedient of join-
ing forces and expanding the existing facilitiss. The Navy, although
not using one-time tape on the acale of the Army or the Air Porce, is
now assembling the necessary personnel and equipment to produce it. 7The
Bavy and the Air Force could contribute money and personnel to the ex~
jsting production unit and the tape produced by this common effort pro-
rated sccording to a percentage breakdown of the eircuits in each service
requiring one~tims tapes. Initially a esreful bookkeeping asystem could
be maintained in order to assure sach service that it was getting full
yalue for money contributed and not paying for tapes used by ancther
service, However, it is fimmly believed that such a procedure would
Jast only so long as required to prove to the sceptics in each service
that the common production unit was the most efficient and most economi-
cal, A security advantage would also accrue to this arrangement, in that
4he tapes used by all three services would have uniform characteristics.

b, The production of short term eryptographic material for
factical forces. Much of the cryptographic material used by tactical
Arwy, Ravy, and Alr units must be produced in great quantities (tens of
thousands of copies per edition) and used only for a very short period
of time (24 to 72 houras). Ths effort and expense of producing and dis-
fributing such quantities of material i1s enormous. For example, the
voint Aircraft Code is used by the three services. Under war-time condi-
‘tions, 1t requires the printing of 29,770 coples of a 16 page cods book
which is used only for 4B hours. The Navy has primting facilities in
Washington and in various major Navy commands with a greater production
espacity than the Amy's at the Army Security Agency; but it doesn't
have the personnel to utilize the equipment completely. Again, contribu-
tions of persomnel and funds by the Ammy and Alr Force would result in
complete and efficient employment of the equipment, and a completely
estisfactory solution to a titanie¢ printing Job.

¢, Thess are but two exammples of the immediate results which
eould be realized by an agreement ammong the services to establish a
eommon agency. Thess results could be achieved fairly soon after the
adoption of the three point program listed in paragraph &6 above and
would not have to wait until the actual achievement of a common organiza-
tion, &Similar resuits with similar economies of effort and money and an
increase in the qualiiy of the product could be gained on the communica-
tion intelligence aide.

30. In oxder to actually launch this program without disrupting
operations, creating unnecessary resistance to it, and lowering morale,

o s
e
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an lnvestigation should be conducted of the present needs for communica-
tion intelligence and security among the three services, the sxisting
organisations engaged in the business, and the best means of implementing
elements 1 and 2 of the program given in psragraph 6 above. It 1s be~
lieved that a board of inquiry is the best means of conducting a thorough
and reasonably impartisl inveatigation.

a. The members of this board should be appointed from the
sxecutive-technical level of the exlating communicatlon security agencles
in each mervice, should be a mixture of civillan and military personnel
from each servlice, and should be of comparsble administrative level, if
civilian, and equael rank, if ailitary.

b, Each member should be freed of sufficient ﬁreaent duties te
snable him to devote two full days per week to the investigation.

¢. The board should be a free agent with the right to investi-
gate any aspect of communication seeurity and intelligence operations.
It should have the responsibility end aunthority tos

(1) Investigate the responsibilities and facilities of
existing orgenizations, the present division of
work, and the areas of common interest.

(2) Consider the desirsbility of an organization having
eentralized control with decentralized operations =s
opposed to a completely eentralived and unified organi-
sation,

(3) Consider the development of common procedures, in-
struction, and equipment.

{4) Consider the relationships and methods of eaploying
the Army Security Agency field organisations, the
Navy's Registered Publications Issuing Offices, and
the Air Force Airweys and dir Communications Service
firoup security organizations.

{5) Consider the administration and control of intercept
problems.

{6) Consider the best means ior projecting cryptanalytie
sttacks and utilization of cryptanalytle talent.

{7) Consider the relation of the common agency to the
-Department of State, Central Intelligence Agency, and
ether government agencles requiring communication
security and/or intelligence.

(8) Devalop and supervise the implementation of a detailed
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plan for the founding and gredual building of an
organization supported by and composed of members
af the three services for the purpose of providing
comnunication security and intelligence to all
military services.

{9) Hecommend the order in which the various phases of
this plan shall be implemented.

CONCLUSIONS

11, Therefore, it is concluded that:

&, A communication security and intelligence ageney common to
three military services is nscessary and would benefit the services
particular and the government in general,

~ b. The most important action to be taken, and the only one
requiring any haste, 18 for the three military services to agree that
it 1s desirable to have a comnon communication security and intelligence
asgency and that it is their intent to develop such an agency.

¢. The program to implement an agreement to develop a common
sgency should provide for and stress the neceseity for this develop:ent
o be instituted slowly and along the most natural and least diarupuive
lines possible. o

4., An invesiigation should be tonducted into the problems in-
volved in the davelopment of such an agency by a board of representatives
from sach service, This board should be charged pot only to investigate
but to recommend in detail the means «: and schedule for build.mg &4 common
agency.

&, 7The details and scheduling of the development of a common
sgency should be in the hands of the aforementioned beard.

RECOMMENDATIONS

12. It is recommended that:

&, The Secretaries of Defense, Army Navy, and Air agree that
a communication security and intelllgence service commoa to all three
militery services is neceasary and would benefit the services in parti-
cular and the government in general,

b. A board of inquiry (to be known as the Crypto-sgency Board)
consisting of representatives from the three services, be appointed and
charged with investigating the problems involved in developing & conmon
agency and recommending in detail the means of and schedule for accomplish-
ing it.




e. The Secretary of Defense direct that the Crypto-agency

“Board adopt the following progrsm as 1is foundation on whieh to build
the common agency:

zF v T R o e T RS |
(1) Craate s medium for the daily working contast of the
. Yhree services In comsunication security and intelli-

E"‘“_—o activitles. S

{2) Secure acceptance from the three services ot the prin-
. siple of compulsion for deeision in all matters of
comzEon interest during the per:lod of development.
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(3) Adopt, pro-ulgate, aﬁcfsp‘i-osecute a policy and‘éo"ﬁ'r'a" T
] of action designed o develop a single organization

yarticipated in by all three services for thelir T
lu%""l benefit. S
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TAB B

£sGAS-80 14 June 1948

ftaff, ASA and Its Relationship
with the Operating Divisions

1. To eonsider the present organization of Btaff, ASA, and iis

relationship with the Operating Divisions.

PsCUSBTON Ll TEGTEL T

£, The complex mixbture of sTtuaiion, motlves, permonalities, muthor-
ity rd’l’pdﬁimfgi‘i,mfa'éﬁ, neces#lty, action and reaction whieh is inade-
Juatoly described by the word "relationship® is &iffisult to anslyze and
oubly dfficuli Yo express. Thus, in a study of ihis sort any attempt
to dimsect a relationship existing between much groups as the ABA Staff
_and Becurity Division will result, al best, mersly in c:rving 4t into
1ts major quantitles end not In & true anmlysis. However, it is felt
that 1t would be beneficial fo both groups to separate, examine, and
discuss the major quantities of this relationship from the standpoint
of each group.

3:_ The ;mo'}} for a staff to assist the Ghief of ihe Lrmy Becurily
Agency in the active persuance and accomplishment of his many responsi-
bilities 18 readily recognized. KEqually self-evident is the necd for

capable operating divisions to perform the work srising out of these
© ¥eBponiBibilities, The dMIficulties and friction which oceur between
these two groups, each pursuing the same end, accur for the most part

-

in those areas in whigh authority smd responsibility have not beem
$harply defineds In other words there is confusion over the specifie
futies, authority, and responsibility of each group. More specifically
thers Is confusion in Security Division as to the nature and extent of

- r -

the control which i Is" Intended 5Taff should exercise over the operating
divisions.
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4, The e__oz_xg;yt which 8ecurity Division holds of iis place im the

Ageney structure is as followm Mt —

‘mx The Chief, Becurity Division is responsible for providing
socurs erypto-equipment, matcriel, and doctrine to users at the proper
4ime; directing proper usage, surveying actual usage, and correcting
improper usage of this equipment and materials and liaison with other
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ailitary andt gonrm:ant agencies llem to assure bnie communieation
gscurity and to develop a ¢oordinated, sffective prograx.

b. Im order for the Chief, Becurity Divisiom te successfully
meet these responsibilities, he nuat be akle to dotermine basic opsrating
policies which will fit the requirements of the functions involved, the
limitations of the situation, and the most appropriate meams of accomplish-
wmant. The approval or rejection of these policies should be made by the
&hie? of the Agency.

¢, It it considered by Security Pivision that the responsi-
biiities of Sta¥f, ASA in the field of eommmnications security are to
assist the Chie¥, ASA by assuring thaf policies regommended by the Chief,
hcunty Divisipn, do mot conflict with existing pelicies of ASA or of a
or with pelitical or military consideratioms of which the

, ‘"lr.,, e

--5¢ %This chncept is consistent h the Division Chief's respomsibili-
£ios for all ackivities contributing eommunicetions security and with

- ;ﬂl% wsition as head of a &ivision pedforming communications security

. activities and Yunctions of a technicdl amd operationel mature. Im

i vite imdustry, for sxample, the governing polieies of the company are
. termined ;g e dircctors, most of whom ars operating vice-presidents

] %: gharge o -oﬁu Fopartment or other im the company. ¥he impleaentation
Thess policies Is left almest ontinaly te euch operating vice-president.

P ) ionc’fude the comparisen, the operating division echiefs are the operuting
e—m"'l"ien%s of the Agenty. Let us now presceed to the comsideration of

mportant questiomj De the Chisfs of the Operating Divieions have the
. ’ii‘fhorffy snd Preedom necessary te é&ischarge their responsibilities?

'—'—zﬁ -“ma—-u.

LI

Ll
I

2

«&. It is consid:red by Eecuﬁiy y Bivielon that the suswer to him
aotion at the present time is "No." The operating division chiefs have
_g Zacilities snd personnel (as elaborate ms the budget permits) meces-
!i{ig perform the Tunctions arising eut of these respomsibilities but
are not assigned the responsibility of formulating the poliocies
octing the utilization of these personnel and Facilities. They may
?i‘aﬁ‘é‘xf;‘ toliclens To a group oY intermediaries, but in themselves they
.. . 78 not conatifute the policy making group for the Chief of the Agency.
‘ in other worda bx “¢oziparison with other Tederal agsncies and with private
hs%ry%ah of the Opersting Divicions have certain restrictioms
‘fﬂ“&ce& upon trem ¥hieh 1imit their authority in thoir rospectivo f.tolds.
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3n one of several wa fenerally spesking, the Division roeommsnds such

“wetions, “besed upon’ l operational activities. However, Staff also

in?ifaies policy maticrs and changes thereto. Under such an arrangement,
on ean easily result unless the eleszest o/ ordinition exisis.

i’iero tave besn & Tew accasions when Staff has initieted, or determined

the courss of action en, d Watter of policy which Las affected Becurity

ﬁfﬂaion "without e eomg“"%o eoor'&'i-n'?ﬁon. It would appear that a simple
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method for eliminatiom of any such diffisulty in the future would be te
refer all matters of poliey to the Operating Divieions for their recom-
méndations. BSuch an arrangemest still permits 8taff to fulfill its
recponsibilities in assisting the Chief, ASA. i

8. There have been but few occasions when Staff has imdicated
non-géneurrence on the fundamental idea behinmd various policy matiers
redomnended by the Division. On the other hsnd, there are many oc-
sasions of differences of opinion between Btaff and Security Divisien
o2 "how"™ such policy recommendations should be stated, 1,e., differences
involving the wording, style, format, ete. There have been dozens of
fieces of correspondence, submitied to Btaff in draft form whioh have
beer rephrased, and rewrittien, and yet, so far as is spparent to Security
Pivision, have remained essentially unchanged or, im some cases, actually
présenting an erronecus or vague substitute for the original presentaiionm.
0f these some have been changed by Staff without referral to the Divisiom.
Bowever, it is appreciated that Staff is attempting to assure necessary
.todrdination An all cases. In some of this cerrespondence 4t may be that
4he fault lies with the Division, im that it failed to perform completed
staff work., In others, it has seemed that there were certain methods of
sXprossing the basie thoughts desired by Staff, with which the Division
was not familiar. If the first possibility is true, it would be sdvisable
4o point out at the time of occurrence all cases of improper staff work

_,g:_g;ogentuticn. If the second is true then the Pivision should be advised

in detall of the manner in which the _should be _expressed, Most of '
$he difficulties seem to arise from a goncembration by Staff on the “how®

, ~8f gorrespondence, rather than on “what® the correspendence is attempting

-%o_sccomplish, Buch misapplication of attention results im much wasted

_~effort and lees néEE%glilhméhi_!! the Army Security Agency. Is fact the
“wisunderst :i;gs with Btaff over policy mutters appear to be largely a

Hatter of semaniics. Most of the time Staff is not talking about policy -
§t's talking aboult procedures with which it has 1ittle actual costact and
sven less comtrol. Nowever, an t:ose occasions where errors in poliey
implementation or sxpression eccur, 48-80 expects, snd welcomes, Staff to
call such errors o its attention.

H+ 4s & result of the above situation, confusiom over the difference
between poliey and procedure, Staff has graduslly assumed more and more
control over recommendsd actions of Security Divisiom. Im effect the
Division furnishes the information and Staff edits, rehashes and rewrites
® large percentage of the Division's work. 8Such procedure results im
Woddless dalay, uneconomical usage of Division personnel améd inefficient

~ Htilizatiom of Staff, ASA. Btaff should be femiliar with the projects

and programs of the Division and should take cerrective measures when
viclations ef mpproved policy are evident, but should ngt serve as a
procsdural supervisor.
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CONCLUSIONS

10. A meed ecists for the operating divisioms to hdve the suthority
and responsibility to devise and sulmit for approval by the Chief, 4SA,

basie operating policies.

11. A redefinition of Staff's responsibvilities in so far as they
affect Security Division's eperaitions and pelicy recommendations is

" meedod.

RECOMMENDATIORS
12, It is recommendsd that the following twe propesals be comsidered:s

8. That the Chief, ASA be provided a staff consisting of the
Chiefs of the three Operating Divisiens and a "Deputy Chief fer Adainis-
tration® plus a small secretariat or personal staff, The Chiefs of the
three Operating Divisioms would be responsible to the Chief, ASA for all
matters of an aoperational nature concerning communicatioms security,
¢ommunications intelligence umd rescarch and development pertaining
4therete, and for recormending te the Chief, ASA all policy amd revisions
of poliey in these fields. The "Doputy Chief for Administration® would
be responsibls for all matters concerning persennel, fiscal affaire,

training and supply.

®. That Staff, organizatiemally, be retained, but that the
poasition of Staff be redefined. The Divieion Chiefs would have complete
responsibility for all eperational and non-policy matters and fer ap-
proval of all cerrespondemce thereon, as atl present, and matters of
ypolicy would be recormended by the Division Chiefs, to the Chief, ASA,
who would utiligze his Staff to assure him that no conflict will result
with existing peliey should the policy recommended by the Divisiom Chief
ba approved. Under such am arramgesent, the term "matters of poliey*
#idt be clearly defined, and all effort mads by Staff to comcentrate
upon "what® the Division recommendation is attempting te accomplish,

13. A suggestion of a general mature is considered of merit. If we
are to have a Staff, undertaking the importamt respensibilities fer the
Chief, ASA, then an effort must be made {0 assure a permanence of tenure
of the imdividuals who comprise the Staff., It is considered that Staff
efficers cannot exercise properly their responsibilities if such a large
part of their tsnure must be spent inm learning the job. ASA amd ite
missions are technical and complicated and Staff ASA requires men of
ability and expsrience. This ability and knowledge is not acquired ix
& short time. It is recommended that Staff be either liberally sprimkled
with career civilians of experience and ability, or that the tenure of
military personnel be inmcreased. Assuaing a tenure of four yoars, it is
further rocommended that am assistant be assigned sach responsible Staff
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iﬁfghr‘q% o sl of fw&diig?i,'aiﬁ"IEhi 1he aaais{ nt be trained In ETI
2% “phases of the position, with the aim that he succeed his supervisor
“upod the reacsignment of the latier officer. Such a program would
guaranites at all times that the position would be held by an officer

tith at 1oast two years oxperience on thn Job.
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