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Mr. David A. Salmoon,

Chiaf, Division of Comaunications
end Records,

Depsxrtacnt of 3tatwu,

¥ashington, D. C.

Dear Mr. Salmon:

In accordsnce with the Chief Signai Officer's
reply to your letter of January 16, I sam sendin; you a perau-
tation table and instructiona pertaining thereto. This table
is constructed according to our latust principles and will pro-
vide a met of 150,000 five-letter code groups embodying the
two-letter difference and nontransposability features throughout.

Very truly yours,

William F, Frieaman,
Chief of Signal Intelilgence Sectlion.

Attached:
Tabls and
Instructions,

- — - - -

Approved for Release by NSA on 04-10-2014 pursuant to E O 13526|
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CORRECTIIN OF ERRORS
- 4 By - |
- - |

- Parasgrash
SOurces Of OXTOXSE o » & 2 ¢ ¢« 8 & 4 o 8 % &2 2 8 0 & » &
?.'pe:ofgarbles LI B R A A A L R R I T I IR B
@ error corrcctor tabls ané the lwo-letter differcuce
@ & ¢ B & B 9 8 & B ¢ M N =® 3 w V¥
Corracting errors of tha substitulion typc « o ¢ » » &«
Corrzoting errors of the tr-nsposition Iype o o o o o
Corrzeting other typeS-of BXTOTS o « o v ¢ ¢ ¢ = s o &
Barvlice UBABALAN 4 s 5 s« 2 # 5 2 8 * & 2 v @ w ¥ w v A

» ¢ & % &5 & & &
2 & & £ & @ & w
*® & & ¢ 8 ¢ @& »
. » @ « & 4 » @
N ORI N

¢« 0 B & 2 S ¢ &

1. Sourses of arrors. - farbles or sutiletions in ths text of erypto-
graus coms froz two ssurcess _

& Errors nade ig agc;dinp, or gﬁéiﬂhér;gé, or';;gxiir; - fhese oérirs
ars avoldalls by ihe exerciee of gié%é care or the part of thome praparl;g
dispatches which 13 the boat safegunrd against most of the mor: serious errors T
aade in cosmunicstion — those ande at ihe ssurce. Where tim: per=mits, every ______
dispateh should bes verlfies; that is, declyherad snd decodsd fros Lhe final
typad copy hy someons other than the perzon who originally asruparcd the mes-
eage, before it is fileld for tronmaission, It is not a rellabl. chack meraly
to gucods or sncipher a second tim-, beosuge the sasc error 1z very likely to
be ropeatedy the reverse procoss, complet: decod%ng, is certain to dlsclosc any
errors and will in=ure thet tho final dispator. 13 corrzet, shen tihds is im-
practicabla, ths dispatol should be verified after it has besn £iled, andé my
exors notea should bz corrceted and the addresses notifi-d, If the errors
marsly involve a very limited nuaber of singls lettars, a corrsction mezsae
azy bo ssntj but Lt the ervor 1s of a gerious naturs, such as the use of the
wrany code or cipker, the entirs digpsteh should be sarefully parashrassd by
the orilginator of ths dispatekh; AL this is Lepossibl., than the parsphr-sing
shoald bo done by the comnanding officer of ths trocemitting messeg= centsr, and
priarsd anet,

b. Xrora asde in travsaiseion or racaedtisn. —~ Theszs ar: univoiasble so
far as the person who proparad the dispwtch i3 concerned, =nd constitute by far
the greatest Jrosorilon of sinple errors encountared.

2. Types of garbles. — 3. Garbled or mutilatad letters in a cods messsge

aré of throo typest

- . - ' -—— o
r - N - ~h
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. - () Subst‘ Lutiona of lncorreet lgtters for the corrcet onza. ’

Lo . =

- = s R =

TT Transpesitiona o. u.e mbara af a pdr of cdorrect latters, T

{3) O:sisalona md udﬂluona of letters,
b, By far the most cozzon errora ar: of the flrst typ., and it is
fortunately true thet 1t is unususl for sn gpurator to make mor. than a
single such error in a group of five letters.
3. 7hs error corrcctor teble mnd two-lstter differencs. — 4. The
ecode groups sxployed in thia code wer:z consiructcd by mesns of th. chart shoan as
an insert at the end of the book. BSuch a chart ia oftin called s %parzattion
t:bls®, Ycooe word conatruction tabla", ®a garble table®, etc. In thess ir-
structiuvna it xill bo rofarrsd to se ths ERVOE CORFICTOR T4BLT hucause it has
been included in the cnde 1n order to adslst in the eorreclior of errors. o
ks The error corrsctor table for this epds consiats of five secilonat
Seetlon 1. A singlae column of 26 letlers, froa wzhich the initlal letters

— =nelai
sro Laken.

Sections 2, 3, and 4. Three intermedidte squares of létters (with
ceftain blidnk spaces);, froa whic- the aseind, thi.r-:.‘_,‘ and
fourth l:tters, rospectively, are taken in turn.
Sectiin 5. A singls ros of 26 latters, froa which the final letters
arc taken.
£» The baaic principls in using this tsble to canstruct code words in
compasing s code is that each of its five gections contributes on~ ‘snd only
ons latiur to tha formatlon of the word -nd that in aclecting the successive
letters one always procesds in stralght lines. For example, suprese the
initial letter selectsd iz A, the firast letter in Ssotlon 1, %» may then
salact sny ong of th- leiiers on tha same lins with A but In Cactisn 23 sup ose
we s=lect F, giving AF as the initlal palr ol letters of th: codz grou; boing
constructed, We then proceed down the coluwn in which F is locoted, directly
into Ssatlion 2 and select the third letter, for example 0, givin, AFO aa ths
inttial tyricraph of the eode group. We thun go th the right Inty Section 4,

- stralght alopgz the line in ehlch tha O we selectud 13 loc~tzl and gclect a
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Lfourth lettar. Suppozs we ;eleot Qs ;L?ihg the f;;r lﬂtt;rn AFOG, 'ﬁe tﬁQn
hava avallabls as the Fif%. latter only oms lotter, nawely, that wnl:h, in aaatlan
5 is direotly sbove tha G we Nlectad.‘ In this case th: lett ter is E, gl.'virﬂg= the
complata grouy AFOL L.
4. Fith AFO as tha lnitlal trigr_ph we may congtruct, bzaldos AFOLZ, a
geries of 22 code groups all Affering fros ome awother in tha last two latters,
for examplo, APOIIA, AFONB, AFOOC, etcs O, with OQGE as tha fin-l trigract we
nay hava; b:sidag AFOGE, = seriss of 8. code groups all differing fro= ore
another in ths first two letzers, for sxmmple ENJ.., IV s, MA).s. OConslderation
of this methol of construction will show that shen the latters ars coablrmed in L
the manner indiezted, tha resulting code groups sust all d4ffer froa one ﬁﬂﬂ_!;.!:_ =

in at lesat two letters. This 1z referred to ms the "tuo-letter differenti=i®,

and 1t i2 of great assistance in corrzeting errors whe:. they occur as the result
of mistskes in writing, copying, tronasmtsaion, or rccsption.
4. Correcting errors of the substlitution tyva. - a. 8ingl--l.tler subsgti-

tutions =zre by far the most usual of all types of errors, and thelr carrsction_il

culte simple whon the eode groups sre sonctructed upon the two-l:tter dlffer.nce
princijsle, Th: method will b illustrated by - example,

b, Bupsose the cods groups DOSCT epposrs in a dispateh in th- pocitio
shiorn below and is not found listed in the decoding volumes .

* & » msm ¢ # &
7

The exrror may ba in any one of the five lettera of DOSCU, snd by ohanging then
one at 2 timz, & maximua of five possibllitles for tha corrset group will be
found., The group 12 written dom five times, leaviny a blank spsce for the

lettar that is assumad to Lo lncorruot in esct casde, Thuat

(1) ~0SCU
%2 hb-8¢CU
DOSCy 3) po~.CU
id POS8S~1U
5} BOSC -

(1) Assuning the first letter, D, to bs wrong, the procesa consists in
finding the corrsct letter to bo insertsd in the group ~0SCU, BRefer
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to tha syror.torrsetor tebls and in Section 5, beglaming =ith

U, we find, by following the snccesziiva lotters C, 5,-and G,

in Sections 4, 3, and 2, respectivaly, that the first letter should
be B, giving the group BOSCU as 2 posaibility.

{Z) Assuming the second letter, 0, to bs wrong, the procedurz in finding
the mlissing lotter Lo Du5CD 48 exagily the same 2o under (1) above
excapt that ws now mu3st leceis thoe seconi letter of the group,
glvez th: first, third, fourt. snd fifti. By Slowieg U, C =nd &,
in Sections 5, £, =snd 3, resspectively, wmd then finding the letter
in Saction 2 which is at the interssctisn of ths horisontil line
in whien U 1s Jocated in Section 1 =nd the vertleal coluzn Ir shich

%o B {s Yocatss In Scction 3, ws find i blank in the table which

indicates that if only one letter in the group DOSCU is wrong, it is
oY the second. ’

(3) Apsusing the thirc letter, 3, to be wrang, the proccdurs in eorrecting
DO-CU corsists in finding thet latter in Section 3 which lis;s at the i
‘intersection of the vertical lin. detorninsd by following the

ters D nﬁd?tn Sections 1 ond 2, reipeutively, wnd the horizontsl
1line daternliﬁd by fq}loulng_th? letters U and C ir fections § and 4,
respestively, This letter 13 K; glving DOECU as 1 third possibility,

(4) Aesuming the fourth leiter, C, to be wrony, the proosdur: in cor-
reoting DOS-U 13 obvious. We folloz the lstters D, 0, wnd 8 in
Sectlons 1, 2, mnd 2 respsotively, then find th: letter in 3echlon
& -which lies at the lntaraecti;n of the horizont<d line thua deter-
atned, with the vertical soluan in whick U Ls located in Section 5e

, ' In this cass, %a find a blank in the table, whien in fcatss th;; -_
AL ‘oniy onz ielter in the grouy [DNSCU ia wrong, it iz not the fourth.

(5) Assualng the fiftl. latter, U, to be wromg, the procedur shoma that

lt--hould be £, glving DOSCE s A poséibllity.
g+ The meaning of eash of the psss}hllitias ig thanproun}—snd thit one is

salectad which bost fita the ?ontext. Thusi

Mﬁh
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(1) -0SCU=2BOECU=
(2) D=-8CU = (No group possible)
DOBGCU= (3) DO-CU=DOKCU=
(4) DO B U= (No group possible)
(5) pops3C-=DOSBCEZS=
Bere 1t L2 seen thet ths roquirements of tho context are met Ly aclecting
as the corrsct group, yislding the following:

s o0 "

>0 0 -

G If oll attempts to corrsct an error sssumed to be of the single-
latter substltutiou type have resulted in failure or doubt, the naxt step i»
to assume that an error of the tranmposition type 19 involved. Thle L3 axe

' plained in datall in paragrnph 5,

5« Gorrecting errora of the transosition type. - a. A rathsr comamon K
error, usinlly made in copying, is lo transpess tha mambera of & paiy of
letters; that 1s, two lettera, both correct, sxchange posltions in the groupe
Ton such transpositions are possibls in » S-lolter group, as followas

Type (1} = lat snd 24 X!

- (2) - 20 end 3d

(3) - 3@ und 4th

AmP s waa b

(L) = 4th and 5th

{(5) - Lt and 34
(6) « 24 and 4th

PR S

{7) - 34 and 5th
(8) = 13t and 4th
(3) -~ 284 sand 5th

{10) .- Lst and 5th

Dbe e _table from wh he code words of this cods h=ve been o F

g of h chars evehy if two lotters in n be 503G ;
I cgds will ba nafide gro honcs w 19 Bl

d the d ssctione On the other hand, if » code group sz received g
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éoos coutaln sn error of this E?t, tranagosin; tha prepsr letters will uncover

{t. The procedur: ia culits eimplo, 'fhe first step in correcting =n error is
to asmac that a slngle-lstter arror of the substitutisr typz ia involvzd and
proceed as skown undar paragrndh L« IT this resulis in failura, or gives a gor-
poctlon of doubtfyl vallidity, the next step is to assuze that a treonsoeltlion s
isvolvad, maks the proper transpositisn of amch tyss showr sbove, =nd seo if mny
of ths yemiltin: groups ars In the dsesding mection, IF ore is found sa lizted,
with a meaning that well fits ths contexti, it may be assumad ¢o be corract.

£ An sxample may merve to make the Jrogsdurs moras ¢lear. Supuoas the
group RICIK has boen rocelved, found %o b incorrect, and tests for a single-
lettor arror have given no good rasults. The tss possibls transpositions =re
writtun down, thuss

IRCK RIOCK CIROE RIKDC ENCOI  RCIOK  KRICKO ROCIK  OICKE  KICOR

One and only ona of the foropoing tan groups will be feund on refsrance to the
error corraetor table, viz., the group RIXOC. Tae meaning of this group is then
sougcht irn the decodins seotion, and if it {lts well with the Eontaxt, ax be

taken o Br corruect. ) _f L

- <3 IR
b

6. Corrcciing other types of errord. - _3.: ‘S{nee all the ocode groupa c_:c_:c-'-‘_
tain five letters, the oslsslon or Additing of a letter 1o at ones noted, This
type of exror is mort oftin due to the false grouplag of the ghitractars of the
Worse t-legraph vodo by ths receivlne: oporator. By roference Lo the emror 00T~
reotor tubles and to the ta=ble of most common tclegraphic errors, chowm on page
000 of thy dscayding section, the majority of such garblss cer be corrcctcod.

Jx O(;:qa-a!.;nall,y attongts to correct a garbled group by wsmmlng » eingle

error of the substitutlion ty;_)e or an error' of the transposition type resmlt L“.-

failurs t9 find e sultable group. In such cesas, if the situatisn 13 urgent, e
and 1t would delay action to w2it for a service meesage {par. 7), sttempt should
bs mxde to corract an appsrant error by asasuning that two l:tters have been

garhlad in tr:nssission. Tho most anatur-l anm\mption 1= to consider that teo
soquanl letisrs have beasn changed by s falsza grouping of Mors: signsls. Amsuming

tha first three letters to be correct, the last two can be fourd by refercnce to

-

il
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5.

ca;£55£5r isﬁi;; ;r, ;aéﬁ;ing the thire, Tourtil, asd fL£Y letlers to
be carrect, the firat snd sacons Qan b: founi, It L7 mot uau~l that s 2.letter
matllstion should luvolve letters that are not se ucsmtj; hozever, as a lazd
resort, in ths abserce of success in other directionc, ons m-y assume errors of
tue mbstitution type inveolving two ssparated lettara. In every cesa, howsvar,
tha corrsetions lnvolving two lettars should be regarded az tuntativs, until
servicing of the messsge Lo qguestion verifles the egrreotions made,

Be When eljhor tables are mmployed to give added ory.bopraphic securlty,
errors of = éiffer.ntl nature ars liksly to be introduced, =uch as thosa occa~
slonzd by the imcorroot subatitution of lettersz, by thka use of incorrectrglahwbeta
and incorract imilestors, by fallurs to shor changes In alphsbet aejuencas =hen
necessary, ota. A proper understanding of the meshsnics of tie clpher aystes
seployed is necesawy for the correction of errars intraducsd froa this sourca.

7. Service mseasges. ~ In i diffioult sas:s, wxkere a dispste’ la so badly
mutllated that neither the error corrector table nor tha tabls of twmlagraphlc
srrors glvas an unaletakabla meoning to the mutilated dispatelr, or =hez doubt

still exlsts a3 to the acsuricy of a dispsatch, soveral groups of whick have bad

to bu corrected, o smervice message should ba regueated, This 13, in affzct, »
recueat that ths mtllated group or grougss be repeated froa the point of orizin,

which should rasult le disclosing srrors aede in the previous trsnozission,

xb.ax2l1 &L




