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the file to the apprropriate mission or consular office by registered mail,
in ordor that it my bo mads available to the representative of the Tariff
Commigsion or to the Treaswy agent. After due inspectlon, the involces

ghall ba returnod to the certifying office by registered mail.

- e - . = -

Note 15. Insgeotior-t of‘a:r‘e'lltives of a private naturs,

(a) General, Officers may parmit the inspsctlon of archives of &
private nafurs by private persons subjeqt to the following conditions:

(1) The priwats party must have an interest in the particular
dooumerrt.

(2) The interest shall not involve an importinent investigation or
an illegitimote objeot, .

_Tho inguiry must not be sontrary to the publlc interest.

(4) 1If the paper has beon filed by the inquiring party, he must
establish his identity.

If the paper has been filed by a party other than the inquirer,
the latter must hove the written authorization of the former
to excmine the paper.

The papers conosrninz which the inquiry is rade shall be
segragatod from other dosuments and carefully serutinizaed to
determine whather thoy bear endorsements or contain mattor,
the publication or knowlelge of which might ba prajudiclal to
the publle interest before pormitting their examination.

The private party shall not be permitted to sopy the papers
in question. If ocories aroe required, they must be made by
an officer of the Foroeign Sorvice and duly certifisd by him.
{Seo Tariff of United States Forelgn Service Fees, seo~
tion V-15 .)

(8) 1In oase of doubt as to the propristy of permitting the inspso-

tion of papors in a givon ocase, the Department shall first be
requasted for instructions. .

(b) Special rules govorning inspection of citizenship records.
Citizenship records are ooanen%ia.I. The contonte of syoh records may
be divulged only to the following classes of inquirers:

(1) Noar relatives of applisant.

(2) Attorneys for applicants, or for other slients whon the epplicant
is deceased and -_bhe olients have a legitimnte intorest in the

racord.
(3) Researchers in genealogy.
(4) Persons concerned in the settlement of ostates.
(5) Public welfare organizations.
(6) Americen sourts and officiml agencios,
(7) Insurance companies.

When a husband and wife have an absolute divorce, the records of one
shall be oconfidentiel from the other.

Lists of persons reglstered or of American citizens residing in o con-
sular distrlct shall not be furnished to inquirers in the Unibted States or

‘ ) abroad.
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Responsibllity for Archives

Note 16. Responsibiliiy for archives. The prinaipal- of Fiser in a mission
or consular office shall ba responsible Tor the proper meintenance, preserva- ¥
tion, and safeguerding of the archives in agcordance with the terms of the .
foregoing instructions. (See seotion IV-3.) '

A member of the steff shall be designated to Ilnspoot the records and archives Y
at reasonable intervals to chesck on thelr oonditlon.

. Codes

Vii-4. Safeguording of codes. The codes in Foreign Servise ostablishments
shall be safeguarded in ascordance with such rules and regulations as the Seore-
tary of State may presoribe. (E. O. No. 8379, March 19, 1940.)

Note 1. Precautions to be exercisod in eneodinx_% or enciphering and decoding
or deciphering messages. Foreign Service astablis ts are enjoined to comply
strietly with the fo ing rogulations relative to the precautions to be exercised
in engoding, enolphering, decoding, or desiphoring messages:

(a) Only oommissioned officers and sush Americen employeos of the Foreign
Service as have been specifically authorized by the Dopartment of
State to perform this work may cnsode or encipher, docode or deolpher
messages sefit or received in the confidential sodes.

(b) Only commissionad officers and suoh American employases of the Foreign
Service az have been spocifically designated by the principal officer
at tho post may onsode or decode messages sent or received in noncon-
fidentlal codes.

(e) When in use, the confidential oodes or ciphers must never be left, even
momentarily, unless guarded by a commissionod offioer or an American
smployee who has been authorized by the Department to use the codes,

(d) Under no cirecumstances shall a citizen or subjest of a foreign govern-
ment have access to or an opportunity to observe sush oodes or be
permitted to gain any knowladge thereof, through the taking of
dioctation or by any other means. 'If at any time an officer lsarns
that a Department sonfidential code or oipher is known by & foreign
government, or develops a reasoneable suspioion that such is the case,
he shall roport the matter at oncéd to the Department in full detall
for remedial action.

(o) Encoding or enciphering shall ba done from the origimal only.

(£) Code or oipher symbols shall be printed by hand by the psrson doing the
work. Under no circumstances shall code symbols be called from one
person to another,

(g) Confldential and nonconfidontial codes shall never be used in the same
message. Certain information, sush as quotations from official cor-
respondence, letters, or newspapers, shall always be transmitted in
noneanfidortial codee Whan it is necessary to comment on suoh informa-
$ion, the comments shall bes embodied in confidentlal code in a separate
mossage which shall include a statoment to the effect that the
information commented on is being forwarded in a separate message.

The message containing tho comments shall always be forwaided chead of
the message containing the information which is the subjoct of comment.

(h) So far as possiblo, the oncoding of messages shall bo verified before
sending by decoding and comparing with the original {ext.
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(1) In ensoding or enciphering a message or in decoding or deciphering
one, the true roanding, the peraphrase (if one is made), and the
code or a_:lphar text_shall be written on separate sheets of paper.

) (J) The verbatim text or $rud reading of the measnge reseived or sent
: *“in ‘eode shall not be wade lmown, shown, or cormamioated to anyons,
other than the Department of State, commissioned officers of the
Foreign Servies, and American employees of the Foreign Service
) - who have buen designated to perform work of this nature. If 1t
J is necassary to communioate the zist of the mossage to any other
person, 1ts conbents shall be carefully paraphrased and only the
paraphrase commumnicated. .

- A

In this commeotion attention is called to sestion 135, title 22
of the United States Code, whioh provides as follows:

Whoever, by virtue of his employment by the United
States, shall obtain from another or shall have ocustody
of or ascess to, or shall have had custody of or acoess
to, any offioial diplomntioc oode or any matter prepared
in any sush code, or which purports to havo boen prepared
in any sush sode, and shall willfully, without authoriza~
tion or oompstent authority, publish or furnish to another
eny suoh code or matter, or any matter which was obtalned
while in tho process of transmission betweon any foreign
governmont and its diplomtic mission in tl:e United States,
shall be fined not more than $10,000, or imprisoned not
more then ten years, or both.

(k) All stonographic notes, rough drafts, and carbon paper used in encod-
ing, enciphering, decoding, or deciphering messagoes shall be burned
immediatoly the message is transoribed.

(1) Messuges in the confidentlal codes or oiphers shall not be trans-
) mitted by wireless telegraphy. .

Note 2. Sategf;u_r_d 5& of codes and ciphers. The followlng reguletions with
reference to the safeguarding of codes and ciphers, when not in use, shall be
striotly observed:

(o) Either the principal officer at a post shall be personally responsible
for the safekecping of the sodes and oiphors or he shall designate
ancther Forelgn Service officer assigned to the post to assumo
personnl responsibility for their custody and carae.

{b) ¥hen not in use, the confldentlal oodes and ociphers shall be kept in
a lookad compertment or box in the safe. In the avent that the safe
is not fitted with a locked oompertment, confidential eodes and
oiphers shell be sealed eash time aftor being used.

(e) Only those officers and olerks authorizod tv use the confidentinl
codes and clyhers shall be given the oombination of or have access
to the safe containing the codes, c¢iphers, and strictly confidential
ocorrespondence fils. Combinations of safes shall bs changed
periodisally, at least once in two years. Each time e changs is
effested in the combination of a safe the Department shall be in-
formed by means of a card prepared in the following form:

" Paris, Framoe,
August 10, 1939.

Shaw-Walker Safe No, 26923
Inventory No. AZ.1

Combination
Turn right four times to 40
Turn left three times to 30
Turn right twloe to 20
Turn left to 10 to open
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(a)

(o)

(1)

This card shall be itransmitted to tho Department in a sealed envelope
marked "Safe Combination" which shall in turn be enclosed in ansther
sealed envelope adiressed to the "Chief of the Division of Foreign
Service Adminigtration". Officers are cautioned to forward the safe
combingtions in strict oonfornd.ty with the foregoing Instrustions.

At least onoe a day tho officer cha.rgod with the sareseeping of the codes
and olphers shall sheck them to se¢e that they are intaet. A dally re~
port on the results of this check sha.ll be submitted %o the principal
officer.

Only under exseptional circumstanses are code books to be rebound and
the specific authorization of the Department shall be obtained in advance
in each instance. In the svent a oodae book besomes unfit for further
use, & new one shall be requisitionsd from the Department and at the same
time ingtrustions requested with referense to the disposition to be mde
of the old code. ,

On Jamuary 1 and July 1 of each year, each Foreign Sarvice establishment
shall submit a report to the Dopa.rbment on the number and condition of
the sodps in its possession.
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