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23 June 1943,

NEMCRANDUK FR GOLONEL CLARKE.
Subjests Navy distribution of Stele Department materiale

Whather or not the Favy should furnish & summry of State Departwent
dispatehes to the British ean not ba positively answered by the S,8.8., It
geems 40 mo, howsver, that 1f State Department information is to be dise
sominmated, it should be done by the State Department and not by ths Navy

or the Army,

The S.8.5, has for soms time served as adviser to the State Department
on cryptographio security. any of their eryptographic systems were pro-
pared by ths 8348« or in oomsultation with uses A% present the State Depart-
ment 1z using oryptographie systems with a reascmeble degree of security.
However, 1t iz not waliksly that many of them can be read if an enemy mation
should maks every effort %o do so, Of courss, any of the systems are sus-
ceptlble to physical compromise.

Assuming it is desirable that the British be furnighed the information
in ow State Departmernt dispatches, it would alweys be posaible to change
the gystems pramptly should it be decided to no lomger publish the dispatches.
This would provide some immedimte security, but It ocammot bs denled that by
this time the Britizh could have gained a considerable knowledgs of our
systoms and our method of use.

For greatest protection aflter the end of hostilitles, I think it would
be a good idea to lmve in ressrve a camplets change for svery systan used by
the Stats Department so that irmediately armistice comes entirely new lmys
will go into effeot almost autocmationlly. A% thet same time undovbtedly
sunariss will be stopped.

As a solution to the immesdiate problem, It is suggested that the form
of the daily sumwmry be changed to a digest in which all references to dates,
mesaags mmbers, etce would be elimimateds 4ll messages should be completely
paraphrased with all quotes removede This would increass ths difficulty of
using peraphrases as “eribe®™ and would offer a middle ecurss causing the
least amount of embarrassment to all consernsd.

.Sig. .M“,“ W. Proston Corderman,
Golonel, Sigmal Gorps,

Comandinge
—SEEREF-
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SUBJECT ONI "Brief of Telegrems of Department of State™™
NUMBER NAME . DIV'SION
AESSR, 70 MEMORANDUM of asggéa‘
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Colonel
— | Corderman l. The problem as to whether the

Navy should furnish a summary of State Dew
it i one
which cannot be positively answered by thig

office. No need can be seen for furnighing

this information, however, it is possible

there is 8 _valid reason,

2, The State Department is using
cryptographic systems with a reasonable
degree of seourity, Most messages handled| e e
on the Washington-London circuit are cryp-

tographed in & systen which is hichly go-

cure fron cryptanalytic attack. Most othex
State Department holderg use crvptogrephicl .
systems which are reasonably secure al-
though not of the order of the London-Wash: . - R
ington circuit. The gencral quality of the
State Department systems has improved im-
neasurably since the beginning of the war,
All State Department installations in the
-Jclass of embassies, legations, plus some

e deaubeils hold strip_or aachine svsthens. for v
: handling secret traffic., Further, all se-
crot traffic is handled in a machine or. .

TN QA Y O
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strip system.

arrew VEX WF 1 11 P G 4 S

3. It is entirely true that para-

phrases. .of nessages.would be. of grenfi.zas. .
lue in breaking into a cryptographic sys-

t G%ML c a s.e i-uS’“-EQ- -wmtm:-rlug. PV KT RAICPRLIER 3 M U6 'SP EEAN RN L IR SNTE AWIRIFA S
entirely possible that given sufficient

Neribl . (which these. parBRhrASas~0oULd WRLLL e e mmyeemmmes:ssmesns e rrisme, oo

be), the daily keys for the gemerally held

strip systen oould be recovered, .It.is
not believed the system used on the London
—Nashington ciroult could.bs broken orvpz.t..u.
tanalytically in this manner. Of course,

~S2nv.ef the svstenms.are. susceptable to -

physical compromise,

4, Assuming it is desirable that the
British be furnished the information in

our State Depertment despatches, there

- o
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SUBJECT ONI "Brief of Telegrams of Department of State"

(Cont'd)
NUMBER NAME ., IVISION
A%ﬁﬁ 7o MEMORANDUM °§Nggsﬁ$§s

curity of the cryptographic systems with

respect to the British providing these
svstems can be changced immedistely should

it be decided to no longer publish the
despatches, The systems in use in the

State Department could be easily changed
providing suffiecient time were given for

the distribution of new keys.

5., As a recommended solution to the
problem, the form of the dailv gummarpy

might be changed to a digest in which all
Ie S, me g _pumhers, eto,

would be eliminated. All messages should

ke thoroughly persvhrased with all quates

e

removeds This would greatly increase the
difficulty of using peraphrases as.a Torith S
and would offer a middle course causing
the least amount of emba
concerned,
W‘mmﬂll‘ll'ﬁ
Attachads Gharles e Fitolmmmn
41 Memo for Col Clarke Ma jor, Signal Corps
dtd 15 June 1943 Soypiographis.sraneh
42 Memo for Col Clarke 19 June 1943
Dtd 10 Nay 1943 .
w/ Encls. A & B
He Buelk Slin frm 0ol Clarple - raren

;‘;’4 Buck Slip frm Col Corderman
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