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Memorasndums B Il Personnel Reguirements 16 December 19kh

1. It is believed opportune to dimcuss herein the prob-
iems that confront B II, with their conseguent personnel
demands, in order thst the Persomnel Cantrol Camittee mey
_Appresiste vhy it is necessary not omly that the 18 civilians

er discussion in Action 1 be zormnnsntly assigned to B Il
Yut also vhy it is necessary that the personnel allotment to
B IX be filled as soon as possible. Much of what follows is
zidbabl known by the Personnel Comtrol Coumittee dbut is

cluded for the sake of completeness.

£. The following principles and policy which guide the
sperations of B II must do econsidered viev of the person-
nel reguirements inherent therein.

&, The BSA has been directed by competent higher
mithority to process all intercepted Japanese Army and Alr
Porce Traffie.

"9, It is the eatablished policy of the Coomanding
Offioer, that the 83A be the leader and the directing center
184 eontrol sgency for the various American and British
denters engaged on the Japanese Army Code Problem.

¢. The materisl with wvhich B II rust concern it~
solf is very perishable. Information sbout the Japanese
forces, intentions, operations and lhipgins must be current
if it 1s to be of value snd vorth the effort necessary to
derive it. The inestimable value of such current informes-
¢ion to the operations of the American Forces against the

e -Japaneae has heen amply demonstrated. The pressure from
" _%;“. sused by a temporary stoppage of current information

or Some mon subsegquent to )1 August 193 due to various
¢hangfs introduced by the Japsness and the sxtremes to
Yhich it was their deasre to go to get data to derive such

3 Anformation, is a definite ication of the value of our
. afforts and the serious consequences of delay in the
L aperations, .

] $. A very large number of people and much equipment
is involved in the intergeption, forvarding and process-
ing of Japsnese Ammy Trafflc. Unfortunately, the exact
f{gures are not available to the writer though the Person-
nel Control Comittee can ascertain them., This personnel
is apread over the face of the earth and at the 88A includes
winy B Branch personnel, most of G Branch, most of B I, all
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g-2. I% must be pointed ocut thst the sxpense and perason-~

78l Involved in gétiing the traffic are wasted if B II
dannot successfully solve and process the material. MNost
of the operations of ( Branch, B I, I & L and msny person-
nel in G-2 are definitely dependent on the successful
#dlution and processing of the traffic by B II.

¥, It must also be pointed out that the nature and
direction of B Il Operstions and problems cannot be plenned
for long in sdvance nor #énticipated, since the Japanese
refuae to make changes in thelr cryptographic materisls
and procedures to suit our convenience and personnel. We
must be prepared to defend st no matter what point the
Japanese sttack cryptographically.

5. =. Bince 1 August 1934, because of & variety of
shanges and new proceédures introduced by the Japsnese
and edditianal commitments which B II has been directed to
undertake, it hes become necessary to process more traffic
#ith nev 44ditional procesges and procedures. Indeed, the
Jatest additionsl step vwill take place on and after
16 December 194%., Let me repéat not only must more traffic
be pracessed, but more processing steps xust be performed.
Evén if there had been no incresse in traffic to process,
it wvould still have required more personnel for processing.

—_b. A recent commitment wvhich B II has bheen T
directed to undertake i{s the Japaness Air Force Problem.
At preséent thers are 30 people engaged an this problem
Wbich needs 200 in order to satisfy the demands of G-2 and
mest the camitment of the BSA.

8. A comitment whioh the Jepanese have forced

B II to undertake is the discriminant problem. The proced-
ure of enciphering discriminants, introduced by the
Jupanese on 1 August 19344, has imposed several burdens on

, 1XI. In the first place, personnel had to be trained and
iverted to solve and recover the keys used to sncipher the
discriminant. In addition, every bit of traffic coming in
had to de processed to the extenf, at least of deciphering
the discriminant in order to segregate traffic by system,
& necdsiary preliminary to solution. This has absorbed
the sérvices of 163 personnel since 1 August 1944, some-
i%ing ¥hich ¢ould not have been foreseen until we learned
about this changse.

_ - &, w. At this point it might be of interest to
describe statistically the demands of the problems, just as
it wed #xplain®d to various ranking officers of the War
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b. On an average sf eveiry two months there must be
vecovered.

1, 50,000 keys in the Water Transport asystem
" random number book.

2. 100,000 keys in two administrstive systems
vrandom number books,

%. 100,000 keys in the Air Force random
sumber book.

k., o,goa keys 4n the Address yandom number
ook. :

5. 10,000 keys in the discriminant random
__mudiber book.

Ihis means & total of 310,000 new keys introduced every -
two manths. 3Since a key recoverer recovers an average of 15
keys psr Asy weé have every two months 2 work load of 20,667
wan days for rscoverers sione, If we amsume that ve viil
take 50 days to recover the keys then 315 key recoverers
-&1lone sre negessary. Because of days off, etc., to have 345
Koy récoVerers effective for 60 dayn raqnires that there be
at least 202 key recoverers. Bul for every key recoverer
there are¢ necédsary 4 other peaple for research, sdministre-
tion snd processing. Comseguently, the requirement im 402
Plus 1608 or 2010. )

%7 &. It must be remarked here that these figures are
Paied on » maximum possible utilization of mechanical sida
R for lsrge volume production. -

. o —ene, Tt myst 4lso Be BoINE in mind that ve aré ———
. Attemp z €0 duplicate the cryptographic procedures in all

units of the Japanese Army of Divisional or equivalent level

¥4 higher in addition to reconstructing the necessary data,.

. Right nov we have thoumands of messages in alr
force systems ¥hich could be read, lLack of suffiolent per-
sonhel 1s the only reason for the informstion contained
therein not being made availadble. i

I. s, It might be lugéested that the intercepted
traffic be limited to vhat the available personnel can
process and increase the traffic only as personnel becomes
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available, Unfortunately, the Japanese refuse to coopérate
with us to this extent,. Since 1 August they have changed
gonversion squares tvOrg Tive days, a# compared to once
avery 20 days prior to 1 August. 6onucqn¢nt1y, four times
amich traffic is needed if we sre to continue to get as
mich dats for sguare recovery &s defore.

b. The encipherment of the disoriminant using an

8-44git comtrol which means 100,000,000 possibilities or

10 Ogﬁ times ams much as previously, means that a very large
iqpn of traffie must be available for the solution of the

Egborin nts, ¥hich it must be repeated, is an sbsolute

pecengity if {he mesaages aré to be read. Consequently, each

snd svery aviilable message must be processed.

B, The ourrent sryptograpbic trend by thé Jepaneme
to the use of Latin squares and enciphered discriminsnt
&§éntrol méans that the reconstruction of such discriminant
squsre8 Vi1l be very dLfricult if not impossible. But msuch
SJUATSS sre sbsolutely necessery if the discriminants are
%o be dsciphered, the various systems separated and the
traffic read, bincc the Japanese tend to send c¢onsiderable
i %gzptograﬁhic information, including squares in their
- -traffic, 1t is ounuequentiy of prime importance thast contin-
G{ty be maintained and that all systems be studied and
BEEEE. The net result of the changes introduced by
he Jepanesé ia then that we must proceas more traffic with
many #dditional procédures and vork with it all 4f ve are
to resd any of it.

9. The 18 eivilian employees recently made available
to help clean up an accumulated backlog of traffic proces-
sing, in addition to those B II peraonnel that will be
made sgvailable by the fact that 30 ehlisted men at Vint
K11l and 25 WAG's from G Branch bave been made temporarily
#vailable for traffic processing will more than be
absorbed by the additional step which must be done on all
{raffic (an average of 385,000 per month) an and after
16 December. ,

0. The B I1 training program vhich has trained eand
helped absorb more than s thousand people in speclaliged

obs is prepared Lo continue to do so for all personnel
hat will be made svailable.
1. 3Should the thread of sontinuity get broken because

of insufficient perscnnel to process and resd the traffic
and a dackisg form it will result in a eessation of the
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;g%%i:ﬁln& of valuable i;idr;aﬁiun to G-2. Yhe %iiuéfdf the
ts 1s evldenced by the 'P¥r°v’1 given by and the inter-

#st displayed by the rank officials of the War Department
vho have reviewed ovur activities.

42. To summarize: The changes introduced by the
Juptnese and the trend of thelr procedure is such that a
gréstar volume of traffic must be processed with more opers-~

{ons and read under greater Aifficulty. If sufficlent per-
scnnel are not msde availlable to maintain a regular flow of
Poceis snd reading then all effort expended will bhe use-
less in that the materiel will either be 1lmpossible to read
gy readable vhen the information will be of not much value.
Heplfway measures will not suffice, We have progressed too
far Lo allov "too 1little and too late" to.mtop us.

-

&. XULLBACK
Lt., Col, 8 1 Corps
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