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NOTES ON CONFERENCE HELD 18 NOVEMBER 1943 BRTWRFN REPRESENTATIVES OF THE
BIONAL BKCURITY AGENCY AND THE STATE DEPARTMENT

1. The conferencs was held for the prupose of discussing a proposed
survey of the cryptographic facilities of the State Department by the Signal
Becurity Agency. The Bignal Security Agency was represented dy Mr, Friedman,
¥ajor Riser, and Captain Moak, The State Department was represented by
Ny. Salmon and Kr, Goldsdberry.

2, Nr, Salmon opened the discussion by presentiag a remorandum dated &
Novezmber 1943 from ¥r, Stettinius to ¥r, Shaw in which Xr, Stettinius pointed
out that the Prosident has expreseed an interest in the security of State
Department codes and eiphers. MNr, Stettinius then steted thet an investige-
tion oi this subjest by qualified representatives of the Army appeared
desiradle,

3. ¥Nr, Frieduan then made roference to a report dated 26 June 1941 of n
survey zade by representatives of the Signal Intaslligence Bervice, the 0ffice
of Naval Coumunications, and ihe Federsl Buresu of Investigation., This
report was read and a discussion followed from whieh it appeared that almost
all of the recommendations made therein have hesn carried out by the Departmext.

4, Discussion of a general nature now followed which brought out the

following points:

A+ The Depariment has allotied insufficient personnel for the proper

performance of necessary cryptographic funeiions.,

2. Existing office spuce and reproduction faocllities (mmltilith, eto.)

ars inadequats.

8+« The Aesistant Security Officer has not besn delegated proper

rasponsibility over ssgurity fumctlons of the operating division

{The Division of Communications mnd Records) and 1t appears that

the Security Officer has not exercised this responaidility.

5« At this point the question was raised as to whether the Committes had
sufficient authority to go further inte these matters. It was pointed out
that the only sxisting authority was a letter from the Joint Comcunications
Board to the Secretary of Btate in which the cocpsration and sdvice of Arny
oryptogrephic experts was offered. The Comnittes felt that this letter did
not meet the requirements and Nr, Friedman asked Mr, Balmon if he would be
willing to write & letter for the signature of Mr. Stettinius in which the
Department would specifically request e survey. ¥r. Balaon ugresd to do this
if requested and the meiier was dropped pending further perusal of the JCB
leott e
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6, As a preliminary step Capiain Nouk was requosted to make sz brief

This has been done and

surveay of the systens now 4n use by the Department.
A sopy of the report £»s atfached hereto,

For the Comxities

Coplea to1
¥y, Iriedman
Nr. ﬁlm
Najor Hiser

Jamess . Momk
Captain, Sigaal Corps




Btatevent of Cryptographic Systams wow in use by Department of State.

1. The Depsrizent of Stats oryptograpiis ned is somposed of 112
major stations (stations holding sonfidential or higher greds systeme).

2. Tue systeus held mre as followe:

o

(o)

(4)
(s}
()

3

3I6MYC (mecrel)s held by London and Washington.
Mavy EC: (€52 1127 = secrol)s hold by Tashington, lexice Glty,
Parama, Bogota, Limm, Santiago, Buence Alres, Wontevideo,
Rieo, Hoscow, All siations ip this net hold $he samo key
ltnte, thersfore, vertical and lateral comsubications are
posaible,
Btrip (secret)s Lsld by all Ecdaosiow and Legations and some
Consulates. Btrip systeocs ere asacpossd sssentially of 2 types,
vortical and lateral. The old systexa did not use Chamnel
Blisdration and the saue set of strips was sometines bheld
by 2 Lo 4 stations, howsver new systens using Crhannel Fliaminaw
tion and limited to 2 holders ars being distriduted as faet
a8 possivle. The lateral aystes will use Channel Elimination
boginning 1 Janvary 1944, The lateral system changes every
sonth and the vertical systess change is sccordance with
the sxount of traffie.
A, B, and C (enciphered gode ~ sontidential)s B and C are
held by all Schassles and Legations, A is held by all
Enbgosies, lagations and certain Consulates. A, B and O uaes
3 4ifferent 2~part codes with daiffersnt cipher fables for essh,
BROVE (2-part gode - restricted): held by all Exbaseles,
Legations and Conpulataes except 9 Canadian Conmulates, This
1 1; iz uasd in the uneneiphered form for Reatricted traffie
onlye
ORAY (one~part gode - restricted): held by all State
partugnt Cffices. This 4 an old code and at the present
i has very little upe, A

The Deyertsvent prepares all satarial used in the above aystems with
the following exgeption:

Strips are photographed by Kavy Departmant and pristed

by the Bigrel Security Agency. /

4, In addition te the above an independent atrip systes {sonfidential)
has baen issued to 12 stations in Europs, North Afrisca, and Chungking for the

18§ of the Pedaral Zeonomis Admintistratien, War Bhipping Administration and the
Office of Lend Lease Adminigtration, . : ;
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