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SUBJECT: Telec'rypto and' Cryptex Model CI

l. 1Inclosed herewith is a report "Brief Security Estimate of Telecrypto",
as requested.

2. .Also inclosed are comments on Cryptex Model CI.

3. Mr, Hagelin's letter is returned herewith,

"~ " R. H. SHAW
L Head, AFSA-412
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1 - Brief Security Estimate of Telecrypto
2 - Comments on Cryptex }odel CI
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BRIEF SECURITY ESTDATE OF TELECRYPTO

1, Teleerypto is & key gensrator using the M-209 pin wheel eszembly (which
steps ag in ¥-209), 4 key oylinders and 12-bar drum. The ey oylinders
are stepped srraticslly by the teeth on the 12 bars of the drum which in
turn are siid by the intsrsotion of the pins and lugs. The gelection of
which key cylinder is to be used is controlled by & second reading position
on 3 of the pin wheels. .

2. AFSA 412B oconductod A week's intensive geourlity study ;)f Telecrypto.
This paper is a summary of the results of that study.

5. Cryptographic Requirements,

8. Deily Key., - Teleerypto has.many variables that mst be set daily,
theraby oresting many chances for operator error. The systen, being
a teletype systom, does not permit essy checking. The daily seteup
putligshed in & key list would have to oontain the following::

(1) Datly pin and lug seteup.

(2) Daily setting of 128 plugs, 32 on emch of four eylinders.

(3) Daily setting of 4 "A" plugs detween the cylinders and the selectors.
(4) Daily sotting of 3 "B" plugs to cheese the three soltcnl:or pin wheels.

The lug set-ups mst hs carefully made up in order to asssure 1 to 8 steps
for each cylinder per halfeturn of the drum, 1.e.,, per operation of the
machine, The fixzed teeth in the model in the diagrams are probably not
the best arrangement posgible but no matter what arrmgement is uged, lug
puttorns mst be curofully derived,

b. Message Alignments. - For each messsgs the pin wheels and oylinders must
be set. If the oylinders are set for each message, there is a chance
for off cylinder situations to ocour which may lead to reconstruotion of
the machine variables. To avoid such ocourrences, the cylinders oould
be seroized for each message. But this also leads to a bad situation
heoause, if the oylinders are set the same at the beginning of each
megsage, the cylinders will step in and out of phase between messages,
sines all gylinders step at approximately the same rate. This situation
oould beoome very deangerous. Therefore, sither sclution 1s undesirable.
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6., Susmary, - Telecrypto requires too much set-up time for it to be practical |
for use by the U.S, Armed Forces. ASAM 2-1 is lass vulnerable to oryptanalytic

attack so that Teleorypto would not be any improvemesat over the comparable
system now in use.
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1. Cryptex, Model CI is similer to Telecrypto but differs from it in the
fact that the pin wheel assembly in Telescrypto is the s-me 28 }¥-209 =nd in
Cryptex, Model CI is similar to the modified Hogelin with erratic stepping.™
The paper on Cryptex, iodel CI is dsted 5 Auvgust 1950 pnd therefore mny be »

forerunner of Telecrypte. Perhaps thers were difficulties in its manufacture
with the more complicated srratic motion.

. 2. The security studies recently corried out by AFSA-L12B were all on Tele-

The set-up time for Cryptex, Model (1l ~nd its liability f¢ oper-tor error
would be the s-ne 28 Telecrypto. This time ~lone would 2npe-r to mrke the
systen impracticable,
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