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TO : 00'1/ t·c.s 
Thru · :d~. 04T, (J~ 
FROM :"fT4l2 

DATE: 15 June 1951 

SUBJECT: Telecrypto and Cryptex Model CI 

1. Inclosed here;vi th is a report "Brie£ Security Estimate ~f Telecrypto", 
as requested. 

2. -Also inclosed are coiTl!!l.ents on Cryptex Model CI. 

3. Mr. Hagelin's letter is returned herevri th. 
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Inclosures - 3 
1 - Brief Security Estimate of Telecrypto 

R. H. SHAl'J' 
Head, AFSA-412 

2 - Comments on Cryptex l·'odel CI ___ __ __l ~~- ~ 7)f 
3 - Letter from l!r. Hagelin £th/cr/ ..M, ~Lto~··'«U.. '0 S: 14~ 
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BRIIF SECURITY ESTitTA'l'E OF TELECRYPTO 

AJU-f12B/e&b 
15 .Ju.ne 1951 

1. 'l'eleerypto b a key ~nerator using the Jl-209 pin wheel aneably (which 
•wpa u 1D 11•209), 4 k.y oyl!nders and 12·bar drum. The key o:ylhden 
are st.pped erratically by the teeth on the 12 bara of' the drum. which in 
turn are 1lid by the interaotion of the pitus and luge. The eelaction ot 
which key erlinder is to be u1ed is controlled by a second readin~ position 
on 3 of the pin wheel.. , 

' 

2. AFSA o&l21! oonduatod A nek'a 1ntenlliw s•ourity study ot !eleorypto. 
this paper 11 a .ulllll&ry of the resu.lt• of that study. 

s. Cryptographic ltequireaeD.tl. 

a. Daily Key. - T•laemto haa ,many variable• that sat be aet daily, 
thereby o:rea:ting maay chances tor operator error. !he aystem., being 
a teletype •y.tem, do•• not permit easy oheok1DI• !he daily aet~p 
publiahed in a key li•'t would haTe to oonta11). the 1'ollning: · 

(1) Dally pin end lug ••t-up. 

(2) Dail7 tett1ng ot 128 plugs, 32 on each ot tour 4yl1ndert. 

(a) Daily ••tt1nc ot t "A" pl~gl between the cylizulen and the ••lntora. 

(4) Daily sett1n« o£ 3 ~Bu plu~s to cheo.e the thr.e ••l•ctor p1n wheel•• 
' 

!he lug aet-upa mat be caretu lly •de up in order to auure 1 to 6 steps 
tor each cylinder per halt-turn or the drua, 1.e., per operation ot the 
machine. The tiud teeth in the 110del in the dh.g.ras a.r• probably not 
the be•t arr&ngftent pouible but no matter what arrange111ent 1a used, l'tl& 
pa~terns mu&t be carefully ,deFiTed. 

b. Mesaage Al1gnmen~s. - For each ~•ssage the pin wh•els and oyliadera must 
be aet. It the cylinder& are ••t for eaoh m.asage, there is a chance 
tor ott ~ylinder •ituation. to ocour which may lead to reconatruotion ot 
the machine variabl••• To aTo1d auch ocourr.noe1, the cylinders could 
be seroized tor each ~seat•• But thia al•o leads to a bad •itUation 
beoauae, it the cylinders are •et the aame ~t ~. be&inning of each 
• .,.ace, the cylinders will etep in aa4 out of pha•e between ~easac••· 
ainee all tylinder• •~P at approximately the same rate. Thia ai~&t1on 
oould beoome very ~anserou1. !heretore, •1ther aolut1an ia unda1ira~le. 
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BRIEF SECURI!Y EStllfAT.E OF 'l'EI&CRYPTO (continued) 
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InolosuJ:"• 1 to AFSA Serial ---- dated l' ~, ____ . 
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BRIEF SECU'B.lTT I:STI'..!ATB OF 1'ELICRYPTO (contin'll•d) 

EO 3 . 3 (h) ( 2 ) 
PL 86-36/50 USC 3605 

.U'IU.•412B/egb 
15 June 1951 

e. Sunaey. - !eleorypto requiree too liPCh aet-up ti• tor 1 t to be practical 
tor ••• 'by the u.s. Armed Forcee. .ASAJl 2-1 ia 1&18 'VUl .. rable to oryptanalytio 
attaok so that '.feleorypto would not bs any impro-nMDt oftr the comparable 
ayatea now in u••• 
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AFSA-412B/egb 
1$ June 19$1 

3. 3 (h) (2) 
86-36/50 usc 3605 COYDirl'S OH CBYPfll liODEL CI 

1. Ceypte:x, Model CI is sillil-,r to 1'elecr,pto but differs from it in the 
f~ct th~t the pin wheel 8SSembl7 in Teleceypto is the 5:'U ~s M-209 "nd in 
Cr.yptex, Kodel CI is aiJii.lJtr to t.he· !!lodifi.ed !Utgelin. with er~tic stepping.-­
The p~tper on Cryptax., Model CI is deted 5 lugust 1950 ond therefore m:ay be J! 

.rorerwmer of '!eleceypto. Pem=-ps there were difficulties in its '"nuf!lcture 
with the more complic~ted err-tic motion. 

studies recentl c:trried out b 1\FS.A.- l2B were all on '1' le-
c 

The ae1;-up time for Ceyptex, Jl e !'Il s E' y o oper-:- or error 
would be the s .. r-.e PB Teleceypto. This time ::alone would ~_::>:pe"~r to m~ke the 

\ a,ata iapr.=.ctic~ble. 
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