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13 July 1953

MRMORANDUM FOR THE EXECUTIVE SECRETARY, PLANNING GROUP, NATIONAL
SECURITY COUNCIL

SUBJECT: Proposed NSC Directive for COMSEC

l. The Presidential Memorandum of 24 October 1952, subject:
fCommnications Security” directs action to establish effectlive,
efficient, and economical means for assurimg the security of classified
Federal telscommnications. The Department of Defense takes the
position that this can only be done by (1) designating a technically
competent operating organization to act for the entire Government,
and (2) a policy making board empowered to insure compliance. It
consaders that the draft NSC Dairective of 3 July 1953 on COMSEC
accomplishes only the latter.

2. The security of Federal telecommnications is of paramount
importance. It would be contrary to the spirit of the Presadential
memorandum to attempt to assure this security by relying upon
voluntary coordination and cooperation among the departments or upon
an vnwleldy board. Centralized responsibality for the complete
technical operation involved i1s absolutely necessary and 1s not
provaded in the proposed NSC directives Specifically, the draft
version fails in the followaing respectss

a. Does not assign complete and clear responsibility for
the adequacy of cryptoprinciples.

be Does not assign complete and clear responsibility for
the determination and adequacy of general cryptosecurity rules and
procedures for operating cryptosystems.

ce Does not provide an seffective and economical means for
marshalling the research and development effort necessary to snsure
the continuing adequacy of U. S. COMSEC.

de Does not provide adequately for the conduct and coordination
of technical liaison with foreign govermments and international organi-
zations on COMSEC matters.

es Does not provade for a responsible authoraity to standardaze,
produce, and procure COMSEC materials and equipments.

3. The Department of Defense considers it essential to the
implementation of the Presidential memorandum that the NSC dirrective
assign the specific functions and responsibilities in these areas to
the Director, NSA and the authority to ainsure compliance to the Ue. S.
COMSEC Boarde It 18 considered that the National Security Agency is
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the only appropriate anthority to assure that the U. S. has high amd
unaform standards of COMSEC and adequate cryptographic systems and

that to do this requares the centralization of responsibility in the
National Security Agency for prescraibing cryptoprinciples, minimum
cryptosecurity standards, and procedures for operating cryptosystems,
for havang cognigance over and conducting technical liaison with the
cryptologic agencies of foreign nations and international organizations,
and for programming and conducting or supervising the national COMSEC
research and development effort. This carries out the President's view
of communications securrty as a national responsibility. It promotes
economy by opening practical and effective ways for standardization

of materials and the coordination and resolution of anterdepartmental
problems.

k. The position stated above derives directly from the experience
of the Director, NSA over a period of years in dealing with the complete
range of technical activities inwvolved in COMSEC on a scale which is so
broad and constitutes such a major portion of the total U. S. COMSEC
effort as to be almost national in scope. This has included the
development of the fundamental principles employed in the major crypto-
equipments used by the Government; the evaluation and continuous re-
evaluation of the strength of these principles and the specaific methods
by which they are applied and used; almost daily contact on technical
problems with the representatives of the cryptologic organizations of
cooperating forelgn nations and NATO; the programming and conduct of
basic research on physical and mathematical phenomena which appear to
be applicable to COMSEC purposes, and the development and engineering
of COMSEC equipment.

5. It is essential that the responsibilities of the Director, NSA
acting for the Executive Agent be changed substantially as shown in
Appendix VA" for the reasons given briefly above and explained more fully
in Appendix "B",

2 Incls:

1. Appendix A (Revision of Portion
of Proposed NSC Directive on
COMSEC Covering Responsibilities
of Executive Agent)

2. Appendix B (Considerations
Supporting the Position of the
Director, NSA)




APPENDIX A

Revision of Portion of Proposed NSC Directlive on COMSEC
Covering Responsibilities of Executive Agent

1 The revision of paragraph 2 ¢ (1) given below is considered
essential to cover and clearly assign the functions and responsibilities
necessary to implement the provisions of the President's Memorandum of
24 October 1952 The wording has been altered in sub-paragraphs a, b, d,
e, £, g, and h, sub-paragraph ¢ is kept unchanged, and sub-paragreph i is
deleted as being premature and inappropriate for a general basic directive
Also wherever appearing, the phrase "Subject to review by the Board in
the event of disagreement " has been deleted as a redundency in
view of the general, overall, review authority which properly is designated
in the Board in paragraph 1 e and the appeal procedure set up in para-
graph 1 g.

2. The detailed revision follows.

Paragraph 2 ¢ (1):

(a) Devise and prescribe the basic cryptoprinciples
embodied or to be embodied in telecommunications equipment,
COMSEC equipment, or cryptosystem, giving full consideration
to recommendations received from the departments or agencies

(v) Devise and prescribe procedures necessary to operate
in a secure mamner the specific embodiments of cryptoprinciples,
and deviee and prescribe general rules and minimum cryptosecurity

standards applicable to operations common to all eryptosystems,
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review and approve procedures devised to meet requirements
unique to any department or agency.

(¢) Perform technical analysis of Federal telecommni-
cations for purposee of determining the degree of crypto-
gecurity being provided by the crypto-principles, materials,
and procedures utilized by the departments and agencies, es
well as the effect thereon of commmication procedures and
practices; snd make necessary arrangements, as appropriate,
to obtain the material required for such analysis; (see
paragraph 3-b)

(d) Under policies promulgated by the Board, and subject
to the exception granted the Director of the Central Intelligence
Agency under NSCID No 5, conduct or coordinate the conduct of
liaison on the technical COMSEC end related matters with the
cryptologic agencies of foreign nations and internationsal
organizations.

(¢) In consonsnce with policies of the Board, provide
technical guidance and support for cryptosecurity training
conducted by the departments and agencles.

(£) Obtain from the departmente and agencies their
requirements for COMSEC equipments and materiasls; formulate,

for consideration by the Board, integrated programs for the
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production, procurement, and maintenance thereof; and
implement the/zg'%?:a?g by internal action, commercaal
contract, and delegating to the departments and agencies
those portions which they desire and which can be performed
most effectively by them.

(g) Formulate for approval of the Board and maintain
continuous review of an integrated COMSEC research and
development program which 1s sufficient to assure the
contanuing security of Federal telecommmnications. Establish
and conduct (internally and by contract) COMSEC research and
development projects necessary to implement the approved
program. The departments and agencies are authorized to
pursue research and development projects designed to meet
their special needs providing the Director, NSA reviews
and approves such projects prior to their imtiation.

(k) In meeting operational requirements, the
Director of the National Securmity Agency will insure,
insofar pgs those requarements will permt, the standardization
of COMSEC materials and equipments in order to promote
efficiency and economy in their procurement, operation, and
maintenance. Determination of the acceptability of the
physical embodiments of cryptoprinciples is a function of
the various departments and agencies.

# Insofar as the Department of Defense is concerned, these programs will
include budgeting details which specify, among other items, the fundang
requared by the mlaitary departments and agencies.
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APPENDIX B
CONSIDERATIONS SUPPORTING THE POSITION QF THE DIRECTOR, NSA

1. Responsibility for prescrabing cryptoprinciples.

8¢ The responsibility for prescribing, reviewing, and approving
cryptoprinciples is the heart of the President's desire to insure that
the Ue S. has adequate cryptographic systems and high and uniform
standards of commnications securitye. A cryptoprinciple suaitable for
use today must be so rigorously analyzed mathematically that it requires
a technically competent organization. In the interests of getting the
maximm concentration of technical ability within a price the nation
can afford, it must be done in one organization and not in several.
It would not matter which organigation in the govermment did this work
af it were not for this important fact, viz; COMINT and COMSEC are
inextricably related and the effective conduct of each varies directly
with the completeness and intimacy with which the operations of both
are coordinated. The Brownell Committee in ats report on Ue S. COMINT
operations took special note of this relationship and emphasized the
absolute necessity for keseping the COMSEC and COMINT activities closely
tied 'boge‘bher.l This interrelataonship makes it possible for the
government to utilize in the most effective manner the very limlted
number of competent cryptanalysts available to the Ue Se in the -
analysis of our own cryptosystems, to take direct, immediate, and
demonstrably effective corrective action when a weskness in one of owr

systems is revealed in cryptanalyzed traffic of a foreigm nation, or

ls Page 101, Brownell Comrmittee Report




to take preventive action based upon the method by which a cryptanalytac
breakthrough has been achievede.

be There is a trend today away from separate and distinct
crypto~equipments and towards the integration of cryptosecurity elements
in telecommmnication equipment. In every respect this is desirable;
however, it promises to present policy and administrative complications,

for there are many distinct organizations waithin the government having

responsibility for the development of telscommunication equapment. It
would be uneconomcal, inefficient, and ineffective to require them to
assenble competent cryptologic staffs to devise, analyze, and perfect
cryptoprinciples for use in telecommunications squipment. The continued
existence of a central socurce to which they can look for a crypto-
principle wall keep them free to concentrate on the communications
portaon of the development, wall provide a common point for the exchange
and coordinztion of ideas on the integration of security principles
into telecommnication equipment, and will assure effective control
of the release of cryptoprinciples to usage in squipments destined to
have widespread (even commercial) applications in the telecommumication
fielde A national COMSEC organization would serve all COMSEC consumers
as the source of basic instruction essential for clarification of
procedures and establishment cf new procedures to meet new satuationse.
Ce If the responsibility to prescribe cryptoprinciples is
not centralized, each department or agency would be permitited and
expected to establash its own criterana and prescriabe the cryptopranciples
whaich it desired to uses The demonstrated quality of the pranciples
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could be only as good as the mathematical analysis and cryptanalytic
effort applied to 1te The consequences would be that among those
agencies which realize this there would be a scramble for the limited
amount of talent trained amd capable of performing this analysis, and
as usual the agencies with the most money, though not necessarily
the greatest need, would obtain them and have a relatively high security
in their systems. The others would have well-intentioned but
amateurish efforts at security. Under such conditions, the nation
would suffer for there would be no effective means of achieving high
and uniform standards of security nor of insuring the adequacy of the
cryptographic systems usede.

de It is contended that dispersion of tlhis responsibilaty
would be a fatal weakness, that cooperation among the several departe
ments cannot be substituted for a central authority, and that a
reviewing function would be insufficlent to satisfy the objectives °
of the President's directive of 2L October 1952, Watness the experience
of the last few years ain the COMINT field as set forth in the Brownell

2
Cormittee report. The Brownell Committee found that the authoraty

and responsibility established by the Secretary of Defense directive
of 1949 (the AFSA Charter) which represented an advance toward
centralized functions and responsibilities, did not centralize
sufficiently to provide the opportunity for maximum or even adequate
effectiveness in military COMINT=-COMSEC operations. An historical
example of hazard to national security resulting from failure to

2¢ Page 121 Brownell Committee Report
3
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centralize COMSEC technical responsibilities was provided by Germany
during World War II. The story of the German cryptosscurity failures
is well doctmende and it can be stated unequivocably that the
German experts attributed this failure largely to the fact that the
responsibilities and the scientific talent for plamning, guiding, and
conducting German cryptologic activities were spread thinly over 6 to
8 separate agencies.

ee Thus, it 1s amperative that the responsibility of
prescribing, reviewing, and approving cryptoprinciples be centralized
and be kept with the responsibility for conducting U. S. COMINT .
operations; specifically, the Director, NSA.

2, Prescription of Crypto-operating Procedures.

ae After determination of the cryptoprinciple to be employed
and development of equipments and systems embodying such crypteo-
principles, there remains the prescription of general minimum standards
for all cryptographic operations, and the devising of instructions
and proecedures specifically applicable to the operation of a particular
crypto~equipment or system. General cryptosecurity rules and regulations
are those which are concerned with those aspects of crypto-operations
common to all crypto-equipment and systems. They are the mimimum
standards which guade the conduct of those aspects and must be uniform
to avold jeopardizing national security interests. To insure that
insecuraties do not exist in one agency which would Jeopardize the
security of another, it is essential that minimm standards common to
all agencies and departments be prescribed by the authority having

3¢ e Bey DF 21&9 h
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primary cognizance of national commnications security. Supplemental

or explanatory rules mgy be necessitated by requirements peculiar to
a particular agencye.

be Instructions and procedures necessary for the operation
and use of a particular crypto~equipment or system always effect the
degree of protection afforded by that equipment or systeme To insure
attainment of maximum security the most effective and secure method
and procedure for operation must be usede It is therefore essential
that the responsibility for prescription of operating rules and
procedures rest wath the authority responsible for the development of
crypteprinciples, since that authority alone would be in a position to
discharge it. It is recognized that ideas are not exclusive to any
one individual or groupe Therefore, it is the more important that
procedures and rules to improve operations and security should be
devised anywhere, and that there should be a means for these to become
available to all. The establishment of a single authority to review,
evaluate, and promulgate ideas applicable to the operation of crypto-
gystems is the only economicel, efficient, or effective method of
realizing this objective.

Ce Moreover, it is essential that the responsible COMSEC
authority have ammediate and continuing access to the national COMINT
effort, since determination of the most effective and Secure methed
of operation is continually influenced by knowledge of the mistakes
and accomplishments of other nations. Advantage of such information

can be taken most expeditiously if the authority to prescribe operating

5
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procedures is centered in the organization winch 18 also responsible
for the production of COMINT.
3+ Research and Development.

ae The authority responsible for the prescription of crypto-
principles and of cryptosecurity operating procedures must have
cognizance over the naticnal communications security research and
development programe This authority must be empowered to make the
most technically feasible, economical, and effective use of the
limited amount of commnications security development talent available
to the United Statese It must be respohsible for the formulation of
an overall COMSEC research and development program, for the conduct
of the major portion of such a program, and for the most effective
utilization of the ressarch and development facilities of the various
departments and agencies of the government. It cannot be limited to
"projects of common concern®™ as has been proposed, with any hope of
achieving an economcal, integrated program. /To the.extent that
commnications security is of national concerny; the /gryptoprinciples
and crypto-equipments developed anywhere in the ‘EJ;m for the potential
use of any organization of 'th”e/g:veﬁrmxent are matters of a national
:Lnterestg inagmuch as a weak system used by one department or agency
is i';ughly capable of mullifying the protection afforded by a sound
system employed by all the other departments and agencies of the
government. / Therefore, seen from the techm.cal vaiewpoint, it .‘n.é~
essential to the national security that the Ue Se COMSEC anthority

supervise an integrated research and development program rather than
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werely "review and coordinate" a daversity of COMSEC development

programse
be. This supervision, in order to be effective in achieving
the objective set forth in the Presadential Memorandum of 2 October 1952,
mst include authority and responsibility for establishing the overall
program, for conducting the major portion thereof, for reviewing the
program frequently, and for assigning and supervising those elements
of the program which can be most effectively conducted by the various
departments and agenciese This 1s considered to constatute the
minimum authority necessary to provide any significant assurance of
high and uniform protection for classified Federal telecommmications.
ce For effective operation, the corditions under which COMSEC
research and development projects will be initaated and carried out by
the various departments and agencies should be clearly specified.
Also, the CQMSEC anthority should be charged with mobilizing all
appropriate research and development facilities of the government
in the most effective manner possible. This can be done and should
be set down in a manner whaich will not stifle, nor even suggest the
stifling of, initiative in any agency or department; rather it should
positively encourage the submission of i1deas for orderly, expeditaious,
and effective exploitation in the interest of national security.
Lo Foreign Technical liaisone

ae Becamse of the effect that the conduct of foreign liaison
in the cryptographic field might have on the discharge of his assigned

responsabilities for the national COMINT effort, it is considered

7
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necessayy that the Director, NSA have primary cognizance over the

o nduct of liaison. The conduct of the national COMSEC effort without
authority to conduct technical liaison on COMSEC matters wath foreagn
and international activities having simlar responsibilities would be
neither efficient, economical nor effective.

be It 1s not proposed that all COMSEC liaison be conducted
by the Director, NSA. Neither is 1t intended that liaison be conducted
by the Director, NSA at the daplomatic level. However, it 18 proposed
that he continue to be responsible for the conduct of the type of
technical laaison with cryptologic activities of the allied and NATO
nations whnch 1s presently being conducted en an almost daily basas.
This daily liaison is exemplified by authorlzed exchanges of evaluations
of the security of cryptoprinciples with the commmnications security
organization of the U. Ke, %o insure that the securaity standards of
closely allied nations are sufficiently hagh to protect information
vital to the security of this nation. Similar exchanges in research
engineering and development matters have provided a means of insuring
that new developments and techniques of other nations may be quickly
and effectively utiliged by the United Statese

ce Therefore, it is proper that the cogmizance over such
liaison bse clearly assigned to the Director, NSA. The national policaes
under whaich this liaison 18 carried out should be established and
promilgated by the Us S COMSEC Board, but in the interest of effective
operations the conduct of such liaison should not be subjected to

detarled dairectaon by the Board,




5« The Brownell Commttee in its conclusions and recommendations

to the Pre:siden’('.)'l stated that the conduct of commnicataons security

18 a portion of the total cryptologic program of the natiom, and as
such must be integrated with the conduct of the COMINT activities.
Granting that COMSEC is a portion of the cryptologic effort of the
country, its relation to COMINT activitles is closest in the prescriptaon
of the cryptoprinciples, the engineering by whach these princaiples are
embodied and the procedures by which they are applied in actual usage.
Therefore, it is clear that the Brownell Committee, which recommended
a strengthening of the increased centralization of this effort and
the assignment of definite responsibility to and effective authority
of the Director intended that the total cryptologlic effort be so
placed and so directed.

Le Page 9, Brownell Commttee Report




