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(Planning Board) August 3, 1953

NATIONAY, SECURTTY COUNCIL DIRECTIVE
| on

COMMUNICATICONS SECURITY

The Presidential directive of October 2L, 19521

ae Stated that the security of Federal telecommunications
(COMSEC) is a national responsibility, and that COMSEC policies
and procedures must be iﬁtegrated 80 as to enable the various
departments and agencies of the Government to cooperate effectively
in such matters and to satisfy legitimate requirements for the
security of their messages; '

b. Designated the Sccretaries of State and Defense as a
Special Committee of the National Security Council for COMSEC matters,
to establishk such policies relating to COMSEC as will achieve the
maximum security of Federal telecommunications, and to keep the
President advised of such policies through the_ Executive Secretary

of the National Security Council#; and

¥ The President in approving this directive also directed that the
Attorney General shall be a member of the Special Committee wi: ne
ever matters of interest to the Federal Bureau of Investigation

are before that committee. In accordancec with the President's
instructions regarding the normal operation of the Council, the
heads of departments and agencies not represent:sd on the Special
Committee, shall also participat: - members of the Special Comalttee
whenever matters of direct inter: ! Lo their r<upective azencies are
before that Committiee,
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8¢ Directed the Special Committee of the NSC to prepare and
issue in the COMSEC. field directdves whith wills

(1) Rescind the Executive Order of July 3, 1945 entitled
"Cryptographic Security with Respect/ tiy10ertain Communications
ot the Government™t,.

(2) Establish a United Stabtés:rGmmundcetinwiSecurity
Board (USCSB) responsible for intégrating poliviwes and procedures
affecting the seewrity of Federal telecommunicatlons.

(3) Provide for the establishment of appropriate responsie
bilities and authorities to assure within the various depart- |
ments and agencies of the-.Government, among other things:

(a) - High and uniform standards of communications
security;
(b) Effective cooperation in COMSEC matters between
departments and agencies concerhed; _
" (¢) The adéquacy of ‘the cryptographic systems used;
(d) Coordination of:COMSEC problems, particularly
policies -w:l.:thimspeqt to-foreign governments;
(e) Sa'.tisfact:iomof flegitimate requirements for the
security of telecommundieationsy.
Pursuant ‘to: the foregoing ani' to the provisions of Section 101
and Section 211 of the National ‘Séeurity Act of 1947, as amended,

%The Order was clascified and was not published in the Federal
Register. It was rescindc’ 'y the President on (date)
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the Special Committee of the Nationsl Security Council for COMSEC
hereby authorizes and directs as follows: -

1. The United States Communications Seeuﬂ.ty Board (USCSB):
8« There is hereby established the United States Communi-
cations Security Board (USCSB), hereinafter referred to as the
Boerd, which shall be & body acting for and under the aforesaid
Special coinml.ttee and shall operate in .acconiance with the
provisions of this D:met.ive and any other directives which may
be issued by the Special committee. .
be The Board shall be composed of one representative of -
each of the following:
(1) The Secretary of State
(2) The Sacretary of Defense
g The Secretery of the Treasury
The Director, Federal Bureau of Investigation
'5) The Secretary of the Army
The Secretary of the Navy
The Secretary of the Air Force
The Director of Central Intelligence

The Director of the National Security Agency
(10) The Atomic Energy Commission

£\

O Co~3 O™

Ce The Board shall have the following responsibilities
under the amthority of the Speciael Committeet .
(1) To establish broad policies necessary tos
(a) Insure high and uniform standards of COMSEC
within the various departments and agencies of “the

Government.
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(5) Institute and maintain effective cooperation |

in COMSEC matters among the départments and agencies
concerned. | |
(c) Achieve the maximum practicable degree of
security of Federal taleeommieatﬁnns.' _ | _
(d) Satiefy legitimate requirements for the security
of 'beleoomhications of the departments and agencies.
| (e) Ouide the relations of the U, S. Goverrment
with foreign governments and international organisations
| in COMSEC matters.
(£) Guide the actions to be taken by the Executive

Agent in COMSEC matters. |

{Z) 7o approve the long-range plans for commnications
security of the U. 8. .

© (3) To advise the Special Tommittee with respect to
(bMBEc policy matters Aeoidad bty the Board and meke
recommendations as appropriate.

(L) To study the COMSEC standards and practices of any
department or agency in th§ field of COMSEC and make
moomend#tiona a8 necessary to insure complience with the
directives of the Board in this field. -
de The Board shall elect its own Chairmah from among ite

membershipe
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2+ The Board shall have a staff headed by an exscutive
secretary who shall be appointed by the Chairman with the
approval of a majority of the.Boand.l
| £. The Board shall meet at the call of the Chairman or at
the reqﬁest of any member, and shall determine its own
- procedures subject to the provisions of this Directive.

g+ The Board shall reach its decisions by majority vote.
In the évent that the Board votes and reaches a decision, any
dissenting member of the Board may appeal from such decision.
_ Such appeal mst be made within 15 days to the Special Committee.
In the event that the Board votes and falls to reach a decislon,
any member of the Board may appeal to the Special Committee and
such appeal must be mads within 15 days of the moonclusjive vote.
In elther event the Special Committee shall review the matter, -
sud its determination thereon shall be final. Appeals by the
Director of NSA, or by the representative of any of the Military
Departments shall be filed only with the approval of the
Secretary of Defense.

he No aotion shall be teken with respect to any matter
forming the subject of an appeal wntdl .'the appeal is decideds
provided that, if the Secrefary of Defense determines, after
consultation with the Secretary of State (and the Attorney
General and the heads of uther departments and agencies as
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appropriate), that the subject matter presents a problem of an
emergency nature and requires immediate action, his decision
shall govern, pending the result of the appeal. In such _an'
emergency situation the appesl may be taken directly to the
President by the Special Committees |

i. The Board shall invite the head of any department or
agency not represented on the Board to designate a representative
to participate with the Board in consideration of'mattera of
direct interest to such a department or agency, to the end tﬁat
the commnications security needs of such departments and agencies
may be considered; and heads of departments and agencies not
represented on the Board may present, through the Executive
Secretary of the Board, communications security matters for
consideration by the Board.

J+ Departments or agéncies not represented on the Board may
appeal from decisions of the Board in the manner presoribed for
departments and agencies represented on the Board.

2. Directive to the Secretary of Defense

&+ 'The Department of Defense is hereby designated as
Executive Agent of the Government for all COMSEC matters.

be As Exscutive Agent, the 'Department of‘Défense is charged
with the mission of:

(1) Providing csntralized, overall cognizance of the
measures necessary to provide and assure the adequacy of the
COMSEC techniques and materials_ used by the Government;
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(2) Formulating for the Board integrated technical

and operating policies, programs, ard léong-range p]Ans_

required to maintain high and uniform standards to ensure

the security of Federal telecommuniéstions; and

(3) Providing advice and recommendtstions on ‘any aspect

of the f£ield of COMSEC, | | |

Se As Executive Agent tle Department of Defense is empowered
to take action within policies and procedures established by the
Board, in all COMSEC matters affecting the departments and _
agencies of the Government provided, however, that where exception
to 1ts action 1s made! by bt Secretary of a départmnt or by the
Head or Director of 'an agency outside of the Department of
Defense, such exceptions shad, be referred to the Board. Pending
Board review, if'i‘the Department of Defense‘ determines that the
subject matter presents-a problem of an emergency nature and
requires immediate action it may nefer the matter to the Special
Committee for immediate decision. |

d. Subject:to the specific prowisions of this Directive and
subsequent directives issued by competent aushority, the Director
of the National Security Agency shall &ct for the Executive
Agent in all COMSEC matterstset forth in subparagraphs (1) thiu
(13) below and any othera which may be specified by the Special
Commi.ttes or the Board. “ith respect to the Military Departments,
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~ the Director, NSA will perform his functions under the immediate
direction of the Joint Chiefs of Staff. ‘
~ es Included in the specific responsibidities of the Director,
NSA in the fields of wyptoaecurity, transmission security,
physical security, and cover and deception shall be the following:
| .(1.) To prescribe, or review and approve, the orypto-
principles incorporated or to be incorporated in any tele-
commnications equipmente and systems and in any COMSEC |
eqilipmenta and systems us‘.\éd by the departments and agencies
of the Covernment.

(2) | To prescribe, or review and approve, cryptbsec\;ri’o'y
rles, regulations, and instructions applicable to the
operabion and- use of any crypto-equipments and systems and |
.of any COMSEC equipments and systems.

:(3) To perform technical aﬁalysia of Federal tele~
commmnications for the purpose of detemining the degree of
COMSEC being provided by the cryptoprinciples, materials, and
prodedures utilized by the departments and agencies as well
as the effect on COMSEC of -the communications prooeduru a.nd
practices also being utilized; making arrangementu as '
appropriate to obtain the materia2 required for such analysis.
(See paragraph 3 & (3)). |

(4) To review and evaluate communications procedures
developsd by the dspartments and agencies to deteimine
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whether such procedures will provide and maintain transmission
securitys and to recommend revisions and additional rules and
| procedures as required. To accomplish tl{is the Director, NSA
may perform technical analyses of Federal telecommunications
and shall make the necessary arrangements witt; the departments
and agencies to obtain the material required for analysis.
(See paragraph 3 a (1)). |
(5) In collaboration with the departments and agencies
as appropriate, to prescribe minimum standards for the physical
security of cryptomateriale
(6) In collaboration with the departments and agenci?s,
to assist in thé preparation of and to review the communications
portione of all strategic cover and deception planse To
formulate and promulgate the basic policles used in such portions.
(7) To obtain from the departments and agencies their
requirements for crypto-equipments and materials and to |
formulate, for consideration by the Board, iritegrated programs
for the research, development, production and procurement
necessary to meet these requirements and adequate to insure the
continuing security of Federal telecommunications. |
(8) To review and coordinate the integrated crypto-
security research and development program and to conduct
research and development necessary to support it. Subject
to prior notification to and appr&val by the Director,
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NSA, depar'tmenf; and agencies may initiate and pursue- such
reséarch and development projects as may be necessary to
support their COMSEC activities. A _

(9) To produce cryptomaterial necessary to meet the
legitimate requirements of the departments and agencies and
to insure that lﬁhere is adequate capacity to meet these
requirements. In so doing the Director, NSA by mutual -
agreement may authorize the departments and agencies to
engige in the productd.-on‘of cryptomaterial provided that
such production is comﬁ:cted in accordance with technical
eryptologie oriteria prescribed by the Director, NSA snd
further provided that the Director, NSA is kept :lnformed. 34 |
the production accomplished.

(10) In meeting operational requirements, to insure the-
necessary compatibility and, insofar as practicable, | the
standardization of arypto~equipments and material in order
to promote a maximum of efficiency and economy in their pro-
curement, operation, and'maintenance. Determination of the
acceptability of an equipment in meeting the operational
requiremente is a respofisibility of the departments and
agencies, |

(11) To furnish services and materials for the COMSEC
program of the departuents and agencies under mutually
agreeable fiscal arrsngements. |
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(12) To conduct liaison on technicail: COMSEC and related
matters with the oryptologic authorities of foreign nations
and international organizatibna. '

(13) To provide technical guidance and support for
ocryptosecurity training conducted by the _dep;.ments and
agencies, | .

e. Except on matters which have been voted on by the Board
and subject to the direction of the Secretary of Defense (and in
the case of the Military Departments, the Joint Chiefs of Staff),
the Director, NSA shall discharge his responsibilities in
aceo:danée with his own judgment. In exercising the authority.
over COMSEC matters granted in this Directive, the Director, NSA
‘shallt k

(1) Obtain from the departments and agencies such
information as he may requiie in performing his functions,

a8 #utho:iged in this Directive or any other directive -
subsequently .i.amd. _ |

(2) Act tiirough the department and agency representatives
on the Board or, in the case of departments and agencies not |
represented on the Boatd, through the duly authorized repre- )
sentatives of the heads of such departments and agencies.

(3) Arrange with the authorized representative of a
department or agency for required liaison with subordinate
elements of that department or agency.
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(4) Refer violations of COMSEC instructions to the
head of the department or agency concerned for such action
as may be deemed necessary and, if appropriate corrective |

action is not taken, refer the subject to the Boarde.

3. Directive to the Departments and Agencies of the Government
| a. All departments and agencies of the Federal Govermment
shall: _ |

(1) Organize and conduct their commmications securdty
activities as they see fit subject to the provisions of
law, the directives of the President,; the provisions of
this Directive, and any other directives which may be issued
ty the Special Committee. Nothing in this Directive shall
relieve the irdivid,ual' déparhnents and agencies of.their
responsibilities for éxécuting all measures required to
assure the security and efficiency of their own tele-
communications. |

(2) Not be required to disclose to the Director, NSA,
the Board, or any of its committees the contents of any
official communications concerning its abtivit:l.es, if, in
the opinion of the head of the department or agency, the
disclosure would be contrary to the National interest.
Nothing in this Directive shall be construed to give the
Board or any of its representatives the right to lnspect
any department or agency without approval by the head thereof.
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* (3) Bring to the &ttention of the Board all rules and

' regulations in conflich With the provieions of this
Directive, |

L. Special Tezﬁs Used ih %his Directive are Defined as Followss |

&¢ Telecommunications - Any transmission, émission or

reception of sign, aigmls;. writing, images and sounds or
intelligence of é&ny nature by wire, radio, visual, or other
electromagnetic system.

be Federal Telecommunications - Those telecommunications

which are of an official character dea.l:lhg with governmental
affaire and are originated by or intended for officials of the
United States -Govermment. Specifically exempted from this
definition is that porbion of Lth.e eoﬁnun:l.eat:l.on activities ocon-
ducted by the Central Intelligence Agency in accordance with |
the aufhoritiea granted the director of Central Intelngence
under NSCID Noe Se |

S+ Communications Security - 'I‘he protection resulting from

all measures ldesigned to deny to unauthorized persons information
of value which might be derived from the possession and study

of telecommnications, or to mislead unauthotized persons :ln
their interpretation of the :;esults of such a study. Communi-
cations security includes: (1) transmission security;

(2) cryptosscurity, and (3) physical security of communications
security ma'aerialé and informations
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de Transmission Security - Transmission security is that

:"'-.\ component of commnications security which rgsults from all
\mgasms designed to protect transmissions froﬁ unauﬁ!nﬂzed
ﬁ%?mption, traffic analysis, and imitative deception.
| g. Cryptosecurity - That component of eomuiﬂ.cations
aecuriiy wﬁich results from the provision of tecimically sound
_.cryptosyétems and their proper use, |
£+ Cryptoprinciple - The characteristics of the elements

involved in, and the fundamental rule of operation, motion, or
activity inherent in a cryptosystem. | | |

g- Cryptosystem (:ci'ypfpgraphie System) - The associated
items of cryptomsterial which are used as a unit and which
provide a single means of encryption and décx&ption.

he Cryptomaterial - All material, including documents, _
devices and/or equipment or apparatus employed“in the encryption
or decryption of tel_ecomunicat.ions. _

i. Crypto-equipment - The crypto-apparatus, mechanisms,
machines or devices used in the encryption or decryption of |

telecommunications. _
Je Physical Security - That comporlent of security which
results from all physical measures necessary to safeguard

classified equipment, material and documents from access thereto
or observation thereof by unauthorized personse '
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