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nEPARTMEN'l' OF STATE 
Washington 2$, D.Co · 

2)=.12.3 

L. May 1953 

MEMORANDUM FOR THE CHAIRMAN• USCIB 

SUBJ:&:'l'1 .Report of the Ad Hoc Colllllli.ttee on Allied 
Communications Securit7o 

QEF!o.:RENCE 1 UOOIB 23/SO 

1.. Attached hereto ie a report b7 the Ad Hoc Committee on 
4l.lied Communioa~ione Seeu:r1ty-o 

2o The Committee in this report adhered etrictl.¥ to the initial 
1i81'11S Of reference 88 set forth 1n the Eight;y=88COOO meeting Of USCmo 
As a re1aul.t. the instaa"'lt report is tor the moat part confined to 
~onsiderations of securit7 violations against NATO classification and 
lf}ommunlcations pro~eduxoeso That portion of this report which deals wi~l 
~.nstances or possible damage to U. SD interests as a result of "leakage" 
oi valuable information through weak cryptographic aystems is relatively 
i~cidental to the research conducted on the principal problem as defined 
by the terms ot reterenceo 

3o However, in connection with the above and in response to a 
reouest by the Acting Director, NSA, thia Committee ie current4r examining 
the Nleakage" problem as oppol!led to the question of' technical security 
violations and expeet.a to forward to N~ the results or that survey tor 
P'->Ssible use by the U. So delegation to the f'orthcoming US=UK conference 
on foreign cryptographic secur1t7o 

4o It should be noted that the memberShip of this Committee was 
expanded beyond that initially planned by USCIBo ·All USCIB agencies and 
depa.J'tments have participated in aome phase of this research and this 
report has been approved unanimously by the Commi tteeo 

~~' 
To Ach1lle/~olyzoides 

Chairman, Ad Hoc Committee 

.Enclo Wl'tt a 

Report b7 Ad ROc Committee 
on Allied Communications Security~ 

TOP-SECRET SECURITY INFORMATION 
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:RKPCET OF AD HOC OOMMI'l'TIB Clf SJCURm VIOLATICJIS IH THE 
TFJ.8COIIMUNICATIOlf8 01 ALLIED JIATI<JiS 

Pl'o'blea 
,_ IS 

~L 86-36/50 usc 3605 
EO 3.3(h) (2) 

2o At the 82nd m.eet1ng ot USCIB on lJ rebruar;r 19S3, it waa stated 

that soma Allied nations were ua1as such welk cryptosrapb1c e,yatema or 

were following nch poor com.un1cat1ona praeticea that illportant 

into:mation1 eapecial.Jy in respect to IIAT01 was being ccaproD~ieedo It. 

was suggested, in ettect, that more 1ntorlll8.tion was being aade avaU&bl• 

to potential enera.iea 
~--------------------------------------~ 

'.l'.he Board then decided tbat an 1n1t11l investigation mould be made to 

provide a baaie tor the determination ot neceaaaJ7 a<:t1ono 'l'bia Colllllitt.e 

was eatabl1shad tor that purpoeeo 

)o 'l'he Board directive requested repreeentat:bea of the De_partaent 

ot State aD1 the Department or the ArJJ¥ to coordinate with the Director, 

HSA., in this inveat.igationo 'lbe Department• ot tbe llav cd the Air l'on1o1 

tbe Central Intellicenoct Agency md the Federal Bureau of Investigation 

have al!IQ partioipa ted in tbe work of the Committeeo This report 

tOP 8Eeft!! SEettft!ft INf'eRti!leN 
~a . , 

TOP SECRET SECURITY INFORMATION CANOEiX)py IIOet~-
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repreemts the unanimous opinion of the representatives. \at "'*ese 

Departments and Agencies except wbare otherw1ee indicated., 

4o At the outset ot the investigation it became apparent that the 
, 

Committee could not complete its task 1n a reasonable time if'. it examined 

all communications ot all f'riendq aat1ons. It wu also felt tbat the 

continuing etforts of man;r countries to improve the:lz security would 

invalidate findi~UIS in respect to matters occuring IICJDB time \&gOo\\ The 

necessity of limiting the scope of. the Collllllittee• e work becaoae\ evident 

when it was learned that USCIB wished to have a report which might be 

helpful in the projected conference with the British 1n ilqo 'l'berefore~ 

and that tbe validit;r 
, 

ot the Comm1ttee 0 s finding must be evaluated iD the light of this eaq»l:lng 

processo 

~o The ComRittee•s conclusions must also be qualified qy certain 

assumptions which appeared necessU'y to perlllit the tocus of attention 

'!eP S:SSRlR S!SURITI IRP9RIIL'll91 
eta 
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L...------------___.1 and to avoid inquiries befODd the competence 

ot the Committeeo Thus it was assumed tbats 

to the tact that the information could have become available to tbe 

USSR through landline taps, aeourit7 leaks or compromieea or 81J7 

other typeo 

(b) The potential en81DJ'' a capabilities are the exa~t equivalent 

of our own so that he could intercept &IJT radio transmission and 

place it in readable to:na as rap1dl7 but no more ao than could be 

done by NSA.o 

6Q It was aleo necessary tor tbe Committee to determdne what 

should be considered a security violationo Since the d1eouaaio.n in 

USCIB had referred specitical]Jr to JATO countries" coupliance witb 

NATO security regulations wna clear:Qr a factoro These regulations 

forbid "electronic transmission" ot COSIIIC TOP SECRET* and 

*'fiie word cOSittC has been designed as a eecurity warning only-0 

This designation shall, in addition to the appropriate security claasitioation" 
be placed on all joint and national papers tabled at meetings of any body 
or committee set up under the North Atlantic Treat;r Organization which 
contain and reveals (1) Strategic or operational militar.v appreciationa,p 
plans or decisions, (2) PolitioaJ,..military appreciations, plana or · 
deciaioneQ (3) Economic planning based on strategic ailit~ plans and 
decisions which could lead to disclosure or such plana and decisions, 
(4) Classified information of one comtr,y tabled or circulated by another 
country,p unless the •owner 11 countr;y agrees otherwiaeo 

-3= 

i'OP SEUHET S!ICORITI Il'tPOmtAT:telf 
-GAifB" 
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I~ATO SECRET* intorma.tion in national 87Btemao Therefore, the Comittee 

considered' that the appearance ot auoh intormation in a national. qetem. 

constituted a secilrity violation without regard to other technical 

mat~ers affecting the particular measageo 

7 o However, the NATO .regulations did not attord a basis tor. 

judging messages relating to non-HATO affaire nor did it allow c:oneideration 

ot technical factors affecting the availability of tratfico Therefore, 

Policies or the United States were restricted to matters 1n which the 

United States was itself takinB direct action, auch as those relating 

to NATO, Korea or Trieste o Policies ot other countries in which the 

United States had a less direct tn~ereat. such aa =•rtain matters relating 

to EOO or the military diecus81ons betwem Greece, Turkey and Yugoalavia8 

were not· considered to tall within this atandardo 

*<h aii other joiiit'O'rnat!onal docum.ente tabled or circulated within 
the North Atlantic Treaty Organization the word "HAT011 shall appear, 
together with the appropriate aeourit7 classiticationo This "NATO" IIW"'king, 
however, does not require the spec~l handling or accounting provided 
tor nccsu:IC" documents' other than as W&rl•antod b;y the security- claesification. 
and no t:pec:1al screening (aa reQuired tor "COSMIC" personnel) is necessary 
for access to NATO documentao 
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13~ The mesaqea listed :In lppaud1x "C" .tlosr th•t oerta\ft' 

nations allied to tbe United Statal t.rmait .:l.u nat1oll .. \ STeteme 

int'ormation which 1• hieb~ olaedt1e4 UDdei11JATO reaula.tiona or wbil.lb 

is ot iaportence to U..ited Statea i11tel'e~ or/bot~~. f \ 

....._ ____________ .....JI Tberorore, Allied ce~~~~m1cat1one weakneaeea 

and breaehea ot JIA'l'O regulations are i.l'eaultiDS in •c~1t.7 riolat1one 

and leakage ot 1ntcmaat1on pl"e.iudioial to United States intere.ateo. 

14o The number ot security W.olationa and the uount end natUJ"e 

c,tf infor11at1on damasinl to Uni te.4 States inta:reat.e oarrled 1ft aU 

L...------------_.~or a long. period cannot, be detei'ilined 

unless full,...time personnel are aaaiped to the taak or un.lesa a conti:nucua 

ttJtll11nat1on hae bean made 1n t.he paato. To oomplet. 1 ta work in a 

1easonable time~ 

j This etud7 ie valid I I 
.....__ _______ ~ ~-----------~ 

and onq within the det1ned atandardao Daaaag:f.na information 11117 be paaaed 

....._ ______ ___,tand-b,y other oount,riaa tban those ·CIQvered b7 thia 

repcz-to It may be noted, however, t.bat material damaging to United States 

polioiea my be reeeived by' AlUed aationa in suoh a unner that ita 

tranBDdssion L..l _______ __.fom hardq be called a 1ecurit7 violation 

... 7 .. 

T~l? SICREl' SiCURU'l ltii'CilKA TICII 
r~A:•a: 
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L...-----------__.lalthouch it. •1 constitute a Violation 

or c 1Ddiecretion by tb.e or:llinal eource ot the :in~ion. 

-S.. . .,. 
.. ---- .. 

:ou SICia iiGYRt'll .8RIIL!fe!f 
CA:teB 

\ 
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• 
But e1t""GD. it the CoiudttH could hava reached such a .coneluaion5 ita 

validity would not have ext.ended be7QRd tba date or the laet •s•ace 

a:ainedo 'lJteee cCIDEl!Jnicetions mi.Sht 'becoa mora lnee<:Ure, tba comtr1ea 

might be entruated with JIQN thtailed :1n.tormat1on ou VA1t•d States 

polict.ee or these countries lllisht 1.110 tht ineecUI'a ••tea i'oz ~~&terial 

ot a bishttl" levalo An7 of' tbe" cbqea c;ould 11ii)rean the da:Jitl' of 

damage to Uni t.d States Sntereetao 

BeoQGUDOndat1one 
v sjv t<-

l8o The p~operf\ NATO authorities l!bould b4 tul]¥ 1nt01'Di8d ot the 

:security violations with respeo\ to NATO utters with the purpose at 

developing a proaraa ot strict obae1'7ance ot tbe NATO reaulat.ionao 

(Appendix "D• is a atataaent b,y 'NSA on tbe OI'J'Pt~aystems lll8.de available 

ot NATO cowtriea) 
E0).3(h) (2) 
PL 8~~3&/50 USC 3605 

19,., Ckl the basis of tbie report alone 11 no e~le 4oun'lir.J sbould be 

approachecs at thi" time on ay plan involving\ J 
~~----------------------------~~~e 

effect of efforts at IIICl"e strict. entorcflll8nt of lf.A.TO reculatione lhould 

be determined, end a broader exem.nation of a\1 current Allied tratn.c 

should be made to determine all the reaeona tor the appearance ot 

• 
intorraation damag1D& ., the United Stateao 

... 9-..... 

TOP SBeBifi' SetBH!'l J:NPSIIIA?IeN 
f:t\.1191 
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20o USCIB 8bould eatablil!b uch1neey for the continuing l!llcur11i7 

oxam1nat1on of Allied trattic br the Departments and Agencies conoemed., 

This would provide an inveettaatiOD ot the effects ot the recoiiiM.!Dded · 

~ efforts to enforce NATO regulatiDneo It could allOII' a constant evaluation 

~..../ _______________ ...... \and thue permit IDO"@ effective 

remedial ectiono 

• 

EO 3 . 3 (h) ( 2 ) 
PL 86-36/50 USC 3605 

'lOP iiQRI'l SiGVRtTY ~i'l91 
9MifB 
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APPERDIX .. D• 

S'l'.lTUS OJ' lf!'lO CRYPTmYSftl&S 

Ao Firat level (hilh llilitary md djplomtlc)a 

lo T,ypex with S~l«K ae\ti~•~ 

2o Some on ... tiae pads (appi'O'ftd b7 at&ndtng arau,) 

Date of appravala 20 Ju]¥ l95oo 

Made effective appro:x:illatel.7 August 1950 by France and .Ita]J,. 

October ·1-9SO b1 PQrtugalo 

Jlote a Non·-Bruea countries were turn1ahed full technical 

details tor uking up theil" cnm national Simplex aettiDga 

but no information ie available as to whether they 

are doing 8Do 

Bo Second level (lldlitar;y onl,y .... high COIIDIIDd to divisions) a 

"to CCI 

Date ot approvalt lO lovember 19~ 

Made ertectivo .France, Italy8 Portugal 1 Februar;y l9S2o 

2o Ifatu (Back up to OOM)o 

Date ot approval& 25 July 19S2o 

olllade etrective by France, Italy-, Portugal Septe11.1:>er l952o 

On • Th1rd level (low echelon)• 

ln Bates 

Date of approval : 25 July l9S2o 

No systems yet provided~ 

·reP SBeRft seei'JRf'fi IN!i'efiftA.!IeN 
QAifeB-
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2o French modified ~209~ 

Date of approval: Early' l95:i?o 

Fffectitre only by France ao fstro 

Do ~eece started to use NATO cryptos7stems on or about 1 June 19~ 
' 

on a limited scale and not until the end of the autumn of 19S2 

had they- expanded the nets to a fairly large scale of distribution 

&nd usageo · 

Eo Turkey started to use NATO cryptosystems at about the same time as 

Greeceo B.r approximately 1 January 19sJ they had in operation all 

the c1eypto neta tor which llATO crypto material was availabl~a 

Fa I11 addition there are miscellaneous tactical and air .... ground ccdea9 

authentication s;ystems, ett: 1 approved but not yet effef!tive., 

• 


