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1. A Can.Uol orr.s.o. ..,.,., ot tba opere:Uona ot +.- Oenaral. c~ 
anal,t:lc nranch •• U!ldert.aba 4urlnc tbe 1ICIIl'tb ot July. It 'became .m.-
11-' fralll the that thet 1t. •• mt Pf'll&lbla to lild.t tbia tn1ft87 to the 
GBMral Cr;yptanalJ't1c Hranoh al01W1 ll\lt that. it •01&14 be esaent181 to ox• 
tebd the 8'fa1T to J.nol111e opeat.1ona !atepallJ' aa.ooiated with the 
problaa which wre 'all!er other aeparat.e ac1lda:I..U.tlon. 'fhe ~~Um~J' 
tberatON Z8Y1ewed tbe General C~lytle Pro~ u a whole. 

2. the r.reDenl Cl'J'Ptaftll,.UC Problla J.a canelriand to be tJMa 1*'0-
tlucUon t:Jt 1ntem...,_ trca f.'Oftip ~tion. othe:r than t'101e ot 
the lBJ.'fU»IIfl A'flt¥. Th1a appmaoh ~••ltatea a lftll"Ve7 ot the Gene:ral 
Crypt&mllytio nmnoh., the Ge:naral.lJW.lJIIla Snction ~ the f.ecnzda and 
Dlatl'ib1t.icn -..ubaectlon ot '!'t'aff1c A'l'l&l11f1s Mrl C011Vol. '8nu10h• tho In.­
fomat1011 ~•Uon ot lntOJ'!.'Bt10b and L1&i1ca Rruoh, RDd the ~1pl.C~:~at1c, 
·tilltar,r Att.acbe, &D1 Cam. weJ.al 'l'raJttJlat1CJG f'lMtlou ot t-he tancuap 
:rr&J20h. 

3. The ccnat. !el'llttoa which •• uppe!"'IIA 1ft the "''inCla ot thtl 1Rll"YG1 
nrouP •a the tact tblt the Geneal. Ct'l'Pt&nalytte Problea dll be the 
rnaj nr fUnetiOft ot the poet.wr .S.gnal 1ntel1!geboe aot1Y1'J'. With tb1a 
in view, the fLulc'tlona o~ the ia:tegnU. ot the 18rt.• nt the proM. 
"Wel"fl conddered. 1n the light of thltil' abllltr to ttmetleft ett"ect1vel.7 b\• 
.,.U..t.el.J attar the cell&tiaft ot hollt111t1M with the aoat atticia\ u..e 
of personnel, 8Jl8C8 lUll ~. 

4. ,he 8U1"V8T lftlS caaducted 1a the ... 1aiU'MJr as the IIIJJ:"NY "t the 
.Tapaneae Ar'fV l'roblen lftY1oaal7e The Aaelatut J)ireet.ftr ot C-.uD1oat1oca 
Reaf!IRl'Cb was uaocletGrl td.th tbe Contftl ortiee rluri.nt"t the coane ot the 
study• anct a re~ntatiw ot the Chio.r ot tM Intelligence Dtrutea was 
pruent at all ct the ft1Mt1aca. .F;ach UAit 1Uftft.J8Cl preptU'IIId a aheek list, 
whleh 1a attaebed aa 'lab A. lf'!18 prepa~tiall ct the chlek lid aot onl7 
:t.urat that each au1WJ f'a1.lowecl tM ..- general pattem1 btl\ alao, it• 
:-•reflt\l'fttioft neoeeaitataa a areM •nel.7da by the aectlce chier ot the 
operat!afta ot hta aeet.S.nn11 with tbe reault tbat be, hlm..U1 diecOV'eJ'ed 
•"' apz-~nta s.n opemt1Clllll md.ch he eaQ14 erteot ianndiatelJ or 
1JJobg \lp at the renel'al. -.etlng ro~ c11aeualan. roucdng the propa:ra ... 
Um or the check list, meetinp wre held with eaob UILt:t;. 
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5. ··"rot:ler.u~ ot • !ION or lAisa ra~"tttr. operatloral Mt\ll"et INCh .. 
•paoifto ••• ot l1184equaq of Uludllltl0111 ct1188tiataaU.OI'l 1$ .... ot 
lfttl•• 8b! ~ ... , ete.' Wft haa11e4, •• te~ •• pola!ble •• the 
SlU"f87 ~·-'• b.r 1'8lentllllt to the ~ authorit,-. 

6. .A deacrlpUoft of 1M t;yplca1 work a. 1ft tile Ge!llftl Cl7Pt­
anal,t1o Pl'obte. hae beeD prepared and 111 attao'hl4 •• fab ll. 'fbe :repol'ta 
oa each ot the 1D.t1v1cltal. ... tloDa ere at.taabecl u Tabs C ~ o. 
'l'he• npcri8 as. UdW Sa semral. to a deiCJ'iption ct the •gud.•Uon 
and f!.met:toq ot _. ..Uca. ~ 

7. The ~ticft ot the oworall operatlODa ct the Genen1 Crypt­
anal)'tt.o Prahl• ftfttW-. dinicsulUea flt,1ch were c~on to Mit nf 
tbe .mt.nna. 'rhele J*'Oblau can be condfleroct na a'J'ldftc ~ ffAal 
~ cW.'N.mlltJe•• 

a. Admini.tative Mpu&tlca r4 integral paTti of the lft'bltal. 

b. J~cal. lll1pl:J"atl0ft ot unite lVhollft work sh<*14 be elo~ 
tate,eaw. 

Ott l'itf1culU.I ot l•r:sonnal procuJ~Men';. aft!! adld~ilts-attm. 

d11 lack er -.tltence of a :'!letha! ot ap:,lJ'lng ;riorltlee bA.a. 
011 eMI8tderat1ou of all the .t.-nt. ~olwd ar a,'St,..u.c Nri.ew ot 
the ~IIUlt• cbt.dt114. 

e. MtJpl""rm»D 'Pint'• st Mtllt1 ~·m· at tl?e ra»·· 
"• tho adJd.nlat.tatlYe and ~atiorel pb11c:J80lllv u.'lder which 

the operAtioua of the AtteftDJ'llaw been OOIJI1uote4 ()ftr tllt paat ,_,. r.e 
te baa l"f!t8ulte4 1D •IJU"'tlng :tunct10Jla which are tundamenta1 to tba 
pesero.r.nce nt a Milaicn trca tbe o.trice to whieh the 1'oep .... ndb111tT tor 
U.t a1Nlon 1a 111'1.-rll7 .. dgneel. 

b. A tr.~"Piortl .,..p1e ,r th1a baa been the ~ ot the mu 
equi~ aftd pe1:'8CIIN1 -.ter an. admlld.lltaUon which 1• eepuate traa, 
and theN.tara out~ tbe aont:rol ot, the operation. which it ....,... 
Th!a •• apparell't3.J' 40DI out of ecnilderation princlpall7 .t'« tho else 
at the lllll r20l1P eDt witbou.t oouJ.clerat.loa ot the tact that • pleoe ot 
mt.t eqnlJBint ia a tool, u ale pa110U am paper • tt:tr the tecludo!aa 
who 1a ~rtOJI!d:ftc an. Gt the basic opentiMW or a1pal !DtellJ.p~~ae 
aati..tU. .. "he J'eaul\ ot tb1a t.e• been tha't the crntanal~ who 
ehoula be as t"am111• with ITsi.l '*Ph1noa .. tbe7 are dtl\ peDOU aid pe. ... 
pt:r1 • .._t1ce ot J.ftbabUit.,y ar.:l t~tat1.U.Cs1 P~ subt.racrtar 
7ll&eh1ne•1 ete., haft 'beMa ao .. I*l'llt.a troa the• aahS... aa to heeaw 
ramtlw onl7 with t.be aeDarel. prot~te•• ot ,_ r,r IBM aquipaat. It le 
the op!nlon ot a ~ IIDber or c~~ t'lvtt thta raot ba• .,.,. 
~ pi'O'Iad a blnllraDoe to the progre• ot the wort. 
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e. !bSa ~ .,.. :Pftftde& ..-. taftblr i!Jto ta. ope't&• 
ttmm, ., thrtt tt eaa h ... at WGI'k wltlda tbe latem.,_ DJ.Y1~ 
lfere a ~eener.ttts ot the edtltlmee of '- be.Jie o,et'ftttoaa whole 1IOl'k 
eoa14 be mJd Sn ••- •• •ldl~ •opaftlte4• t.a •• the Japlllltle A• 
PJ:eb1a am U~e Gemftl C~:ltto Preb1.ell, •• aubm!S.tel to a eon­
~ of bl'f\!lcbea, ·~ to 00111b1n8 ell aet1..St.!ea whleb we• e!Jdlar 
itt enenoo !J~tt. rllt!'erent in ICOI'fl t~'tl! •ttAJt• For esas.st.t the tat .... 
tlm SMtl-«111 of •• ~tlOft aft\ Lia18CID Jboa.9t0h, a1oh -eoll«tta •111 IUP141•• SfttOM!t!on a!--' allluat.~ t• the General c~ 
P.ro~ (the Shlppl!Jg ua Order ot Dltitle Seetlou ....me the -. P'W­
P')8e tO'II the Japa'ftlteo .&1WJ' Ptroblea) hal a111a11 baea 8dJdfttllteN4 lOP­
aft"-~ 1\'m thrl or.emtians ~t~~ tm.~C!h !ta ~ •• 11nn t:ftUate~ ocm• 
nl'oted• r:Jie aepa:.Um ot a g:r'f"i.lp such 11s U~ I~ lllt1an Sectl~ ~ 
the Of"ll'l!'tidl 'Of~lch it 18l'ftt gt.vua rt• t(t ~••-r:r Jnb.'l81:ut "' 
OOOidlrJation. lt meln1i tbat. ~obl.e• ot eocmllaUC11l of .... ra1 tao.w 
ot ODe baeJ.c aeti...S.~ l1lrfe Mel to 'he ~lnaf.etl thrett~ the c~ ot 
tt. ktellifltDCa Pirielon, 1121tead or beSnc ocrttdN17 enaJdllated1 • 
the7 coul.d !'!avtt been 'bin otftaer eha~ td.tb the l'l!lw.u'ld'bUl• te 
the Gefle1"r\l. c~ Wobt.. •• • ~ (fhh .. taot 11 ~ 
at the ~~ cf tbe J&pMIIB Al'll7 PI"Obl• eftll •• ~ SD. the _. 
rnuion nr a need !o~ ~.a Cl)r:>~!Mti'JII' fit th& Japam•Jmv Frobl.•• wb!eh 
waa eet forth h! the eCIItJr01 """1' f:Jt tbat lftbl-.) 

d. 'rl •!a I'J8."1S phU.olf01lh1 me Miient !n tbe NlM ~ 1ft Wbte'h \ba 
Japenee !arl:;ttr.fJI flu bHn atblnistefttd. Dl thla •• al~~t6 the ..,_ 
or pii1'IICml inVcl'VaCl m tb& p&'OON8 rma the ~ ot tbe1r ~ 
tl.oa •• ~ftft pat~-- O'Nl" tM ~ of teebrd.a.l emcs.., 
whleh .SUtate l1l ta'ftll' of hlr int.epat.I.CD into 'tiM ~ 
pi'O~ 1llh:l.oh the li."?4Ulstlc TJ81"S~1 -~. 'h:t• hu al• ... 
that at'O' ot tho :a-obt.lt or tba •ct!ona 'fllf thiJ ~1 c~,.u.e 
Draeb eTJSQpd !D the ao1ut1Gn ot tiMI la~ .,...... <tither t.bta .,_ 
of 'Ute At'f'q 1lD.w bail to ba coord!M.tal 1:f' t..llG Chtot of tha lfttelltgeace 
Dl'f1alon inateacl of at the llOQJ'ae ot the l'!'Ohlet. 

•• Sblblrl:r, th& orp'ld.SaU• fit the T~e A~ 111111 Coa­
tsro1 ~"JCh bae awltea !n the •rarettm of aftta!a bQ!o fmlet1CN 
f1'aa the ope:oatiau wlth wbleb th'V' ahtJul4 blrft lxtelltntepatel 1B tM 
ttm 1-=-tece. !he a~ll ot h trattfe of tbe S!*d.a1 O.nwt D1plo­
aUo Rot, !he l•PIDI• ~o•Uc ~et1 tbe TR-r r•stem Dl~tio 'let, a! 
neD to J(lllle extent the ~t!onal Polnt to l'oiut 1T~, i• an 
operat1m which bNra d1ftctt:~ ,.,D tbe sollltl~ ftftA trl\nala~ of !118.._ .. 
'Ell• l'l'tAft'alatlan d thMe act!.v!t!ea hars lleen ~!sa' l'tCft elenr~ bT 
the gravitation ot the d1ftereat tJPG""fttlmll te •eh ~ .. 1.n tbe f0111 ot 
!.'ltormal. !lG,.sonal contl\o\ t..~ b.r the 07:P'II11atlnn Bt!'ltef:ID"& whicl-a baa 
eeparated t!lea ed11Snletl'f'tlvel.7. 

9. iJlD\eal SfamUsp Jlt. YJiltl "'12D ~- abrmJ4 Jm QQnl.J ldl-111'41• , 4 
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•• Add..t to tbt cU.fftcn.'ttf.• ot .al'liltn.t1w e~, geo­
papble l""atSOil ot PIJ't• (Jt the Gendal CJ7Pta-.l.7tlo i"to'bla hu beea 
10 ~"-' a. to place ~~on' hand!.eaz• SD tbt _,. ot 12101\ etrfttlft 
opera~S.r.n. •atldn itself', 'fl1e \1oM!'!tl C't'Jl~"¥l,U. lll'U1elt !at beea dl­
'dited: alft{'l!\ ~ ~taen tt. two operatlma ~. !fl.!• Ju 
ale d!ft'teult eto.t eontacb bet.11efm tt. !!ranch Chief am tbt ...U.0111 
ot hie lm!neb... U.l=owtee, 1t; ~· el~ rise~ IJUIIeroD.ll 41tt1cultte• 
att.aant t\1l the patd~t~ tJf cor1•arorxtet&Oe ertd ~bwtift• ot 8ftl"' degree 
of U11.tme7 ~twte:a the t1ftt bund: '=P• 

11. !he IMPflftt!ora ttt t;m ot the aolt ~"" rt the a:.!'lo­
mtfe aect!ona i'1"all b··th the Ir.!'o1""llti.- :.ieet!.Cft flftl the n'J.llet!D Saettt'll 
!tnr~ ~t:r.a c:o!it'ly til teJ'III f't ~and aecueey. Fn!Dr, ~..n rat:e nan 
en all sJr~:~JO ot a laek of COf'fti'JT'ftiClll batwen the Inf,Z'f'.£.t.ion Joctlon 
and t"~e opern.tlnt: ~~ect10ft8 f1 tl'te Qeft(IJft1 CJ7ptanal,-t!o ~tlCh, a ~.1\lGtl• 
ttas J'l914 d'11'1Dl: tbe enuna ot tltP eOlltftl. *""*T ~..n the respor.a.tbla 
personJ in tho Dd'ol'!Utleft fi"t1~Jn tmr1 the ~pal btlo.."Ctbroakora am 
tr~~r.eltttorn ~t-he Q~ Cmk'V!l~ n111n0h. ~wo ~E trot-o t~ to 
bt Cll\Utamlne dudng t.l'..e cau:rw ot an OPI!l d.iacun1on of WB3U d ..,. 
eloeely i·-te:~!.. .. -1! t!'e aet1d.t1ee ot the• t-. arou.!.""$ ot ~. 

e. !t-.e t1rest or tlleee as that n.e er.i"li..:!af.ti.•t!• •.samtJ.ar, 
UDler 'iJbiob tbq 'II01b4 !at not bfteft efteet!w In Ol'1e1Jt4ttl the two CftUPI 
tm?&t'd tt Cla'!Oll ~~ alii! aeo+.ft!1 U.t 1.rbe !.i!yaie81 •para'U.a ot t!-.e 
~'Qlpt • .Ad aetua~ pN,wftted T:roiXt• '* baing ,.:atUt at tbe t&QUf.Uos 
otrerea 17 tba Inf'Oftati.CIIl StJCtlm. !he nt'lat strJldlts proof ot the ln~­
ter ~ we glWft b,r 0. heac1 t4 the ~Cip!eAl I"'ldu: Subleetlon "t th& 
In.fOl'!lllltlon ::i~cuou, w!lo :said. t.!1c.t dnco t~c r.~..c.-~ !.a~--=t!O ond t!1e 
~.ttaeella~aaa ~".:!UBP Seet!O'IlJI ,.r tJ. ae~:mt Cz,ptaNl,Uo Blael\ W 
s.O'f'lll! to o:·"lrE. ... l~s "A" 1hdld!,~, tbe IN!IDel' (lr ~,•rrt.!ona alke4 ot !lt.a 
eectltJn ~d rl.ropl'f)d ~ Ma!"l7 hett. FuUy fliJlU'e that tba ~ ot 
qo.ot:.t!ore "'leodlr..g to be a!'!ewcn"cd hf!'d rrot droP!18d, the ooncluda11 t!.at 
there 'M'o 110 ..mh t!:ll •nd le.ber ini'Olftll in ve~ buinaM b7 
telept;one or ~,·1181kf.• tbe dlatenee brt••• the ••nanga that Clll6•· 
tiona at..,rlJ' .,~ ret eeke4 we INhatfl1ltSatal b-~ the trartalatora and ~kt­
breakers of the Generel Crwtanalyttc Bnnab. 

't• ,Altitf'!UIIl b.r naw tM dillllp,:w.ranae ol the JRpmoao ':tlitaJ7 
!t't.a~l:e 'lt come .Ta:eneee J)lpl()m~J.e tnttle hu deerealld tto i~:rtllnce 
(If the ;prob14Jtl1 t.be eoJWU'I.t!en fit tbtt .Ta!ft•• Diplaatlc IJ:m'l'\.slat!GD 
r.~cti~ ,-.r t.he tanf!U~ tJmnah f'ral the Jap!UIH8 J'SplCMt1e G('ctim t4 
t'he Gann:m.'t Cryptanal)'t1e !mrtttah pNI!Mint.i 3nn each a •• ol' wste mo­
tion err' t1":!0 roaufted b,r flb7Jtc'\l "''l'fttl-. !he vad.te .-teJ':Q~~;.:ing aU 
ot i'ho- <'~7~!.,r..l,Uo Aid crntn:Il"ll'hio ..._.,_ ca Japa.."'Gee !'i:;;lost!c 
~sr;aces ~1~ro lc~tAI! !!I the tr;urtb w1!ll at tile fJ.nt tloo .. J tlle ~ 
latore ncm locata4 Srl the heedhou" oppaelte * lira\ 3lng on tbo 
aeoO!rl :1'10~"1'. "'".vn~ Jatl'IU»Ilt "'1!'lo•Uo !.'leM&g& l'la4 to to camed fidce­
bnwO£n ti'.e.se two offlee•• !be MaUJlt of time apent. in ~ thM8 
CGUR&QI mel: 81d fafth h&• beeB ...... 
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4. !ba\ the A..S.a\allt Chief ot Staftt W, be intOI'JIOd of the eritloal 

l18t4 ot W. AgelleJ tor l.iftgulne, at.t..tieiua aDEl ~·• tla\ a 
1tat ot qu&IJ.ficats.a ba -.tttecl, ad the Aald.nua\ Chief f4 statt1 G-2! 
l'flqite~ t:4 the ,A\\futaftt Gtnleft1 to 1nt'oa t!d.a A~;f!!JCJ ut all meD d1~ 
fl'01I the Am:~ who at;lefy U.ae ~u.ana. ('lh18 baa been ~ 
roOCIII&eDied _to ~)ha Per..--1 J3raDch.) 

s. !hat ~c:~~t ot teobldoa1 paraoanel b4l ft'li...t lt~ a ...U 
boarcl nt techl\lo!aluJ who are capab.Ut ot jncJ~ns tbe1r abi11t)'. Snah a 
~aam abou1d 1ne1ua. ,_ flllCb •• ·tr. ~. co10Da1 r.ull.back, &!IS"· 
Colona'l •atlet.t. 

6. 'l'hat a pi'J.arltlea ocmVat all\ NW'S8w tmlt be eltabltahed, aa eet 
r,.......h 1n tab Q • 

.,, :i'hat •• G001a 88 aU plaDa have bleD GCXIpleteil f<tr tbe ~ 
reltJcat!DD ~ .U. or the otticea of tbe Poat:a the atSft lightJD: qate. 
't,e atu!lW by eaaptteftt SlludnatloD ~-. 

(}. '.rbnt when plana tor ~cal ftlocaticrl ltave be!:tn ccaplotad, 
the M__,t,. tor an ~ond1t10D1ng 8JB"tall be invaatlgated.. 

9. ~t the reeearoll G:roup ot the Gaera1 C~yt!o BrallOh be 
uetablllhatt '1'1tb a lll01"e fm.1 rela't1on.bip to Mcudt7 J11'ob1Ana. Jboal4 
the establieJaell\ of a l\eeeuch 8114 DeveloJ-Dt Diridoll ba a,:;plW«l,. thlll 
£l'(JI1P lhou14 ..,. ~tel 1a ite 

10. Tltnt the Roecrcter•a Group ot General C3'7'Pta~ i'.ranela. be auc­
Wftted 1n ~n8fttlty aJd flU8ll\1 ot ~r.ormal 111 Ol'dftt to fiiUb u •oca • 
poedble a eomptet. Wl'i"iftl up aDS CIJ'Oft•lnda:lng ot teehnf.onl pz'ON88881 

OI'1P'O.'!ft!'h1o ·~· ·-· 
CO."Cr.IUd'lkmS 
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1., A continuing Sllrt'q ot operational and administrative proca­

dlu'ea 1e being conducted by the Control Office in order tot 

a. Dieccw.. &IV' poaaible improvement• 11bich _. be ettect.ed 
in op8rl&t.ional efficiency. 

b. !W'aluate the use of perscmnal. and tpace. 

c. Ex&::liTl~ rebtion of un1t IIUI"V'~ t.o other lh"'lit•• 
d ,1 - ~ 

2.. lo clas.m. ia ~de by those ~onducting the aurf9 'Ia to teobnioal 
lmolrledge "JJhich would perm1t tb•m to orielnate auggeet"one ot value .. 
to the tecbDiquee empl.O)'ed. RO'IRWer, by a ravia or operat1ona1 th~e 
aperlencecl. in each are then:aelvee led to suggest poeeible ~ta, 
and hence• it is frol!1 thie personnel tb~t the lll)at worth11bil.e augpationa 
are expectllcl. 

3. So.onetimBa operations are 1n etf'ect wb_.e output docs not j'llst.i.ty 
the e."q)Emae involved• but are continued only because ot habit. Filee 
are continued which ue unnoceaSA17. 

4. AJ.ao, operatives he.w ideas aa to posaible i:nprovcmet'lta, which 
they bave not ettocted. beoause or lack of time to interrupt their d~ 
work. A SIU'Y07 such as thi1 at.to:rds the opportunity to discuae n11 
ph.lees ot tho operation or eacb unit J to exll.J'IIl...'le all ideal and augeats.ou 
aa to poeeible asaeures to impron procedure J to e1111d.nate unnec••e817 
llOl'kJ reclUce reports; i:n e. word, to revi~ all actirtt:leo ot ea.ah unit. 

s. It is desired to interrupt operations aa little ~• poeeible, 
azd the attached check liat 1e a etep towards th1a end. 'ftle check list 
ehould be completed and returned to the Control Otfice 1dtb the requeated 
material attached. 

TA: 
A. 
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1. A contJ.nuing SUl'l'eJ' ot operational. and adm.i.n111trat1ve proee­
duNa 18 being conducted by the Control Office in order to: 

a. Diaccwv lillV' poaai.ble improvement• which mv be ettect.ed 
in operAtJ.onal efficiency. 

b. ~aluate the use of pe:..•:~OMal and epece. 

e. ExE.:!Ji!"le relation ot unit *',~c! t.o other unite. ) - -- ,._,_ 
~ '~ - .., I' I I 

2.. lo cl81m is made b1 thoae conduCting tbe ~· y to tecbld.oal 
knowledge 'Which would per4t tbem to orlglnate suggestions ot value aa 
to the tecbniquee empl0)'8d. However, by a rav:t.n of' operat1on4, thoae 
experienced i!1 each are themaelvea led to qgeat, poeaible ~ta, 
and hence, it is fro.!!l thie personnel tbat the mat worth11bile eugelltiou 
are expected. 

3. Sometimes operations are in effect llh_.e output doos not justify 
the expense involved, but are contirm.ed only because ot habit. Fil• 
are continued T1hich 8.l'e unnocessar,y. 

4. Al.ao, operatives have ideas .lS to possible i!!!pl'OVCmenta, which 
they have not eff3Cted b&cauae of. lack of time to interNpt their d3iq 
work. A 9Ul"YY7 web as thi~ affords the opporf;.UDity to discu.aa all 
phases ot tho operation of each unitJ to oxami."le all i<ieaa and augeatlODII 
aa to poeeible ataeurea to impron procedureJ to eUmlnate manec••&I'J' 
··n~l'kJ reuuce :reports; !.:~ & wor4, tc review 31.1 act.1T1t1eo ot ea.ah wd.t. 

s. It is desired to interrupt operatione e.a little as poeeible.t 
and the attached check liat 1e a step tow&Z'ds thle end. 'ftle check llst 
ehould be completed snd :returned to the Control Otfice with the :requeatecl 
mater.Lal attached. 

~AB 
A 
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1. Space al.locaUon • to be preparecl bJ Control Ottice. 

2. Work tlolr chart - on 1 above, dr'aw in the tlolr ot wo:rk. 

3. Oraanizat1on chart of unS.t.. (It one 11 not available, 
tund.lh a rough diagram to Control Ottice.) 

4. Data on assigned peraor.nela 

a. ltmber ot officers Male 
WAC 

b. NWiber ot enlS.Ittd personnel lfal.e 
WAC 

c. Bum~er of civiliana 

d. Total. 

gumx w;sr FOB IINESfiGt.UO!§ 

1. The tollolllng questions are to be aneweNd as briefll' aa pouiblea 

a. llleeion -Statement ot mission (genC'al) by aubaeotion. 

b. Operational 

(1) What urd.t.a work in cloae lla1aaa wl.tb JOV eect.ion? 



/ 
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(2) Ie personnel asa!.gned adequate !or miuion? 
It DDt.1 etate requil"eaeatl b7 eubeeotioa. 

(.3) Rave r~t• been requ1e1tioned? 

(4) D1tt1cult1•• ar181Dg pertaining to peraonnel. 

(a) Prollot1on 

(b) Dlssatietaction 

(c) othen 

cl. Space: 

(a) Ia apace adequate? U mt, akte Nq)liromante. 

(b) Is location connment tor contact with otber 
sections with whCID ,ou 1r0rk? 

•• I.igbtJ.aal 

I a llgbtlng adequate? 

t. Pllee: 

(1) What tUea are Jllllntainecl? (be specltlo) 

2 
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( 2) Row lorlg 1e material kept,? 

(3) SugMtione tor eli"'-mtiac UDMCeaaar,r til.a 
or d:l.apoang of obaolm tUea. 

(4) What !'unctions a:Jd recorda bave been c11acontlnue4 
in la.t l1x montha? 

S• Conosponcience - ~t ,type is carried on? 

h. Report. 

(1) What fOpol'te are rendered by each unit, and 
what distl'ibution 11 11ade? 

(2) Wugeetione tar e).1adnatt.na UDftaceaaa17 raporta. 

\ 

3 
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(3) What 1a uaed u refeJ'eDCe •ter.lal, botr haradled, 

h011 long kept7 · 

l. OeMl"al- Sageatioaa aa to._. poae1ble tor 
improvement in opezoat.ion of yaor unit? 

4 
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1. fo pn181lt t1» !rlter:NlaUoa ot all ot the parta of tbe Gellltral 
C~o Pro~ !Ia the oleaNat ,...r poaalblel th18 deacr1pt!OD 
or the t1w or WGI"k :1.a the pn•a+.-~- ia til a psroM.. hl• l:IM6 
preJBN4. !be •thod ot pn•Dtatlou 11 to ton• tbe tJ.• ot ...... 
tbJtc:lqb the •rl~ aMtlou ard UD!te, outu.rd.Jig 1D- detaU tbe 
procH•SDI to wh1ob it 11 au.b_1eeted !D each ot the aeotioDII. A obat1 
Wuat:rat!Dg the work tl.ow ot tratftc !D the Ge~~el'lll C~ Pr0b1.•1 u attaobal hendt!J. 

2. The trart1o wblcb pertdna to tbe Ge•ral c~ Pro~ 
la 1nteraeptecl 1D the ~at meaiUI'e bJ flD4 etatlona UDder tbe diftet 
coatrol ot tbe sipal Seovl\7 Agenoy1 the otftce ot the Chief ca~ 
CeDIOl", aJd United KS.ngdca !DterceP' statloDI. 'lbel8 ~ ot tl8 nw 
•terial ue au 1D callliiDDlaatloa with the S1pl Seceity AgeDCJ b7 
teletJP81 bllt enel'lll 41tferent pl'Bcticea are empl.OJ84 Sn tbe aula!edon 
ot the tntne. 

a. 'the atatlou wdv the direct contft1 ot the S!gaal Securi.t, 
AgeDC;r aub!llt all ganm.Dt tratft~ ~ teletJpe UDleaa apec:UicalJ3' re­
queetect to do otberdse1 IUd aon-pYe~ 1e •at bJ' aa11. 

b. The otfloe ot the ChW Cable Cer110r 11 capable ot hanc!l!Dg 
onlJ' a Umlted YOlume of tattio ~ the t&let7P1 obalme11 between W.. 
AgeDq 8114 tbat ott1ce. 'l'o Eate the belt use of the• telet1,P8 tacUJ.tlea, 
a llat of the t)'pee abd atiorJal.S.tlee ot traft1o 4elil'e4 by teletne 1a 
4rnD up at the SlgDal SeouritJ Age11e7, aDd aU other tmtfto, both f,O'I­
ernmental aad non-gover.-ntal, la tonuded bJ' ..u.. 

c. Since the colt or the t1"Ullddlllcm. ot tn.ttlc b.Y w1n flUI 
the Ua!ted I~ to tbe UDlted state1 1a b1&bt it 1a deld.ftct to keep 
the amcmlt ot 1Dtei'08pt, tatt1c naeivacl bJ wire floc. the Mtleb to the 
m1rdmma e~te with ocaplete CGWG1'8g8• 'lo tb!a eDla NqUeat ia 
par1od1callr .W.S.tterl to the Brit1aht 118Ung the ~pb!c IJIItaDa 
8Dd the ndS.O c1rcu1ta tr. wh1oh tl'aft1o 11 d811Nd. at the SigDal Seaur1ty 
Age1JC1 by the fe.eteet poaaibl.e ... n.. All otbeJ' gowziiMilUl trat£1o 
wb!ob tbe ezchllage ........ Mira aft!labte to the lJDlted Statal 11 tor-
111U'de4 to tbe 1JDite4 stat.ea by air bAs. 

3. All ot tb18 tne..t.Da trattlo• botb. te1etJpe ud ..u, ls received 
1D tho TJ'atf1c Seotlon ot "- C_.nllrloat!ona Brlmoh ot tbe Operat11tg ser­
'11.-a D1Y1JSGD. 

4. rrc. tbJa aeottOD, the tn.ffl.o 1a s..dia~ saaaect to the !le• 
corda and Distl'lbltloD SD.b•ctlcn of tbe Tftft1c seotton of the 'frattlo 
Allal71S. m1 ContJtol Bruch. It 18 1n tb11 aublecUoft that the proceaaial 
ot tnttlo begiq. 

\ I I I I J 
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a0111"C8a pD&rall.J 1D I1D;1e cow. Since the greatest vo1UID8 of cUp1.cmat1o 
tmtt1e 11 received by teletJP8 r~ troll Uftlted. State• 1tatlont1 thla t;vpe­
ot cow ..Ul be cona!dend •• torm1Dc the ba.U t• tbe ope:re.Uon aJd 
slDgl.e copiee wm be cou14ered •• excepUou or var!atlou 1n the rule. 
The f1r8t. atep pert=-t 111 tbt PNC8111D8 ot the tratt1o ill the Roco:rda 
aid Dlatribu.ticm Sub8ect1oa Sa the eUUDa ot the telet,pe libeete 1ftto 
ln41v1dual •••&e lenatb•· m tratr1o t.a then aortect b7 tn- aat 
DatS.cmalit7 and 11 sent to udt• ot thil aubeectiOD tor tvthel' pro• 
cudDI. 'lhe pi'CXMIII!Da pertOJMCliD tbe• unit1 la tbe ideutUS.aatico 
ot the cr.JPtognpblc qat. :b tel'lll ot the tdgnphlc 4ea!gnat10D which 
has beea aeaigned to •cb unique CI'JPtognpb1c Q'ltea1 or tile !d.utlca• 
tlcm ot vatf'lo b7 oert.dn typea, ach aa lfa\'7, Ccrntrct.al. code, etc., 
to whlob ub1UU7 trigraii&!o 4ed(;nati~ have llktnrl• baeD ~ 
the cr1teria 1dd.oh are uMC1 !D tbe• unite tor tba ldent1t1cat10J:L ot 
qatema m1 tJplla of tnttta are applied to thea b7 the aat10Dil Uld.ts 
ot the a.Deral C~o Dranab. 'l'he• criteria UIUII,t,' 1nc1u4e 
un1que add:Nesea, 1111tem d1aci'S.1IS.nute, COIIIICIS oocte ~ llgaaturea1 

, i etc, fba trigraj)b :la writtea ce all thNe oop!ee ot the tiatt1o together 
: with a ftlMber whiob !datW..a tbe clerk banlllnc the tmtfto. A ftC01'd 

, 1 1 la trap\ :lD th1a aecUoa ot tbe volume ot tattio noe1ftd f'.ral each ot 
the ~• b7 \Jpe Bid aatlouali'Q' ad b1' lllltho4 o~ eubdas1oa1 l.e., 

• · wlJre or 11111. The ••~qH an then redJ' r. toi'IIUdiftl• 

6. !be firat cow ot the meaeage 1a oen\ to the Hctiona ot the 
OeDen1 C17Pta~ BNDob. SSDce the prooeldDc ot tb1a OOpt requlree 
tbe mo.t elaborat1cD1 the deaonptS.oa ot 1t• haaUiftl la covered last. 
!he eeCOid copf.ea ot tbe ._..._, are tCIIIWI'decl to tba Oene:ral bal7ala 
Seat.S.cm ot tbe Trat.ftc ~ and Contnl Bnmch.,. Old the thlJd oop1ea 
to tbe Bdtildl Ezcbans- tfDlt of the !'ratfto Seotlon of the Opel'atlng Ser­
vlcee Mvldon. 

'• llW•e!M IP Bt 9APN 1Ml.D3• MAYa· 
•· .Aa 1e ealdlJ' UDI!eratood, it la inlpo•tble to 1ntezooept a11 

ot the trattlc wb1eh appeara on the air. Tbe problea at the Sipal 
SeCU1"1t7 Agenq 1a to •ploT intelU&P\ aelect1YiV 1D tbe J.nturcept!cm 
of aa muob trai'ftc aa ODJ" illtercept tac111t1ea wUl pmrdt. 'l'o tb1• encl, 
it is tha tunct1oD of the Oeneral Anal7118 Seat10D to aorduct lllch 
etu41ea and malnta!D euab nOOJ"de Sn ocmnectlaD wltb the J.nteltceptl• 
ot tratfto fJ:tca .U IWU.o DetwOl'ka othel" thaD JapaDI• .Ar~VI aa wlU 
emble the molt lntellJ.gaat d1rect1vee to be giftll to increase the •t• 
tect!veneaa ot the intei'CeP' oonragf'Ot tb.tse networks. 

" b. 'the IIODJ"cea ot lDtcm.ttcm uaad lD the pN;&J"atloa o1 r.•-ea~ 
I 8'Wdle1 ard report• are the ~ los• 1Ddlcat1Da intercept pert~, 
, nbmlttetl by each acmlt. atat10D1 ard the aeco1d oopy ot tho •• tftfttc. 
' 
~ (1) Frca tbe !ntercept etatlcmlop wh1ch .,_the n.dlo 

atatiorut ffta which tratt1c waa copied• the I'Cce1v1Da 
atatloaa wh1cb they contacted,. the ped.c4 of tS. dUJ'SDI 

L 2 -
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whlch the atatlorl •• beam, and the stft!Jgth ud the 
S'CadabUlty ot the e!pa11 grapha an preJU8Cl which 
lhalr tM ped.c4 ot act1:tiv ot eaoh tzanatttbs ata­
tlon, an4 the c.ttecttwne• with which OlD' 111o!d.tor.f.Dg 
trtatS.OD 18 ca!'abl.e ot coPJina trartic eent b7 each Ita• 
tlODe-

(2) rmn the preaablee ott'- •••s-• 8Jil trc. the trisrapb 
eltten OD tbe •••Pt data ~ PNJaNl m! rna1Dta1Dea 
which llat tbe quaDt1t7 ot tratt:to paaa!ng are all clty­
to-d.ty aad statl~tS.. e!Jtealta b,y OJ7Pto­
gra}Mo .,.... 

(3) Fran a~ ot du.pUcate ~iGIDIJ aver a 10111 
period ot t1mt1 lrltOJ'MtS.oll OD the I"OU't!ng ~· 
empl.OJ*! by the varJ.ou J'fiiUo 1tat1cme in plfJid.Dg tntf'lo 
ewer long diataDaea 18 eo1leoted. 

e. CuneD\ intonation oa chaapa 1D call .S.gna, f'requencS.ea• 
etatloft operationa, eto., 11 mdntas.cl eo that monitor etat!one caD be 
!Dtc:lll!*l .tr.ecl1atel7 Qt thel8 changea, and thdr 1nteraept aasf.gnNftta 
altem to :reflect t.bem. Ae baa been po1DttKl tut betcm, It 11 no\ poadble 
to mard.tor aU traD8llliea1on~ which paaa 0'181' the dr. Ubat 1e a~, 
then, ia to ad.1Wit interoa~ wll10ft8 en t.l:le basis ot 1Df01'!111lt1on aa de .. 
CJ'1bad abcmt, ln 11Dcb a_,. •• to 1nteroept the g:reateat aount or tratn.c 
dea11'ed b7 the Sipl S.OIIritJ l.gaq1 8ld ultlzlatel7 b7 the M111ta17 !n­
tell.1geDoe Sei"V'lce. Thia .uat be done oa a pr!oftt7 bells. In order to 
eatablllh thll priority, tbe NpnHiltat1vea ot the .1111ltar;r Inte1U,p~ 
Serd.ce ad the General C~ Braaoh lftpan a 118t ot the cz:rpto. 
grapblo ayateu al.ld the D1t,.to-o1ty o1rcu!ta in the order 1n wb!cb the7 
deeint the gnateat a1101Ul't of oorerage. i'beil' priority llettftg ccmtalu 
five claaaeat 

(1) •A" Prlorit7, Th1a 1Doludae I;V8tema and c1reu.lte ff# 
which oompl.ete covarage le cte.u.ct, regardl••• ot the 
coat. 

(2) "B" Priority. rh18 clua lnoltldeJ the moat 1apoJtallt 
Q&teme ot principal caantl'1ea. Complete COYer&8* ot 
the •J'IItell• aDl cin:ulta conte!ned in th1e ls.t 18 de• 
ad.N4 at tha expeDae ot 1018" pdodty tl'atf1c, 8111 aD 
attempt 1a mde to get th1s cowage at a m1n1mml ot 
dupl icattoD. 

(3) "011 Pl'lodty, 'lhia clue S.. reaened fOJ" tseaftth 
11111110118 alld tempoa17 .. alpment... Diplor.atlo tnttlo 
eeldc:la falla :tn tb1a pr!ad•• . 

(4) "D" 1'1rio!'it7. !hi1 olaaa 1Dolud.ea tbe raa of the llliDe 
41plamat1c IQ'8teme, All tac1llt:tes ava:llable attel' 

.. - ... ,r 
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the eee!gnments haw '-en IIIU!e to 8MUftt ooveage ot 
b:Lgber p.r1orit)r traft'lc are devotecl to tl:lb o1aas. 

(S) wr.n Morit,'. !his olata CODSiat• at tnea ot me••~• 
tor wh1ob no atteDpt Died be mad• to obta1D ooveraa-. 
!hie 1ncludea generalJ1' plain ta:t, o~ taf'tlo, 
t# obeolete or obaole•..,.. ~te.•• 

d. On the batd.t ot the infOl'l!lltion contained 1n their recorda 
ot tho ~lume ct tratt1o paa1!ng tNer stat1on-to-stat1oJl cdl"euita 'bJ' 
cr.JPtographic Q"Btema, the General Anal.J'a1IJ Sects.on 1a er:rblec1 to coi19U't 
the etatement ot priorlty or cryptopapblo ~J~~teml 81111 dt,_to-c1tT elr­
cuite luto tema ot radio tftumlttera, etat~, a4 c1zoc~J1ts. C:lNulta 
11h1ch carr.r "A" p1'1cldt7' .,..tou are autanatioal17 "A" prlorl.tJ o.tra1t1,. 
and all otheJ' e1rculta aN liatad in order ot volume azx1 pr1ozi.ty ot 
traffic. '!be abU:l\7 of tb.b section to a.ka the ocmn:rld.on ot SJ8t.l 
to o!rculta le made. po1elble UDdeJ' tb!• .,. ...... b7 tbe tact that t'- tr1-
8l'Btil•Ppeua on the •.-eea which are ..nt to tbia section tor •twlr• 
Por thia Na80D t' i.e ftl7 1aportald; that the trignph1Jtc dODII 1Jl the r.lrat 
instance be ae aCOUftte •• poaaible. 

e. ':!.'ltb pJ'lor.tt1ea ezpruHCl 1r:a tenia ot Z'aClio c1reuita the C.D• 
era1 Analyeia Section is th8D 1D a politlon to :laplemeut prioJ:i.Uoa. !be 
1Df01"!1!8t1on obtained 1D tbeir atud!ea of opemt!ng &cbedW.a of thlt tnna­
t'l!tttng stations, the raut!Dg procedurea ot th... atat1o~~a, an! the ab1UtJ' 
of each mOD!tori:ng 8tation to ocnrer certdD oil"CU1ta at 41ti"ercmt hcN:ra 
ot the day, pe1'1111t the ue1czamen1; of at.aloDa to the 110Jd.tcriz2g atatlcma 
b.Y call aign aD1 hot~r ot the dq 1D such a marmer aa to 1naure the be.t 
voastble CO'V81"888• 

~- Prgef1m ot tratt1ca in ttm rir3.tlt)l1J9)anee y~. 

a, The tbS.r4 copioa or meaeaflfJa an •nt rrc. tbe Recma Uld. 
D1atr1but1oD SUbaeotlco ot the Brit~ ExoJMmge Un1t. It 11 the reapoD• 
a1b111t7 ot tb1a Ul\f.t. to utmct, r:ro. tba ... ot tratttc, cop1es ot 
measa,a which are in Qateu requested of ua b8 the British• and to t,._ 
ward theea coplea to tbe 8r1t!ah SecurltJ' CCIIIIIladon !a New York. !he 
•••~• to be excblmaed are identified b7 tbo WS.gl'Sph written on tt. 
... ne. A ::¥lcot'd 1a kept !D thia unit ot all tJeasaaea •nt to the 
Bl"1Uah Seaurit;r Calll:daaloJI. 

9. ProCIIU'R' the Mttana H tg 9e1'!1 '4l7P'i'Pili»P DmaoJI• 
a. 'the fint copies ot the •••ae• are f0l'ftnle4 float the Re­

ccm!s a1'd D1etr1bllt!aD SUbaoctlon to the appropri.ata natS.o.:L group wltbill 
the General C~ytio Branch. '1'he t!zat PJ."OCeaa to which the ••Atl't• 
are subjected In tho GeDerel CJ'7J)taluilyt1o Brar1oh 18 1Dler.d.rls. 

. b. '1'ho !ndezlng f'f 1nte:reaptad •• _,., haa thne !!!Bin p11"PCCaea 
• boo»eepJ.ng• reteNDC&, aid proTldlDg collateral Womatlcm tor tbe 
oJ7ptanal7J\Ie 

,. 
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(1) Jlookkeep1ng. Tho ~i:nnl eoc~~r1t:,y f,f'l~DC7 1a responalble 

for each mo~;aage reod.ved in tlle ... •nne~ as .,­
l:Jila!Deu oft1M 1a reapcmeible fox- .,_, pleoe ot ecplp. 
mm, !nvo1oe• Cl' order th&t it race1vos. In a 118D881 
eve17 interee~ei •uaage 1'8Ce1ved e.t the ~i3nal. 

----

\1 

!sCUl"! ty Av"'GDCJ' to an order of tbe c:cyptanalJat aDd 
tftl'.alatOJI to ps"Oduce the lnteU1geDOe aonta1Decl 111 lt. 
I .. f'Tdar to be certain that eve17 order 1• tultW.ec1 to 
the beat et our ab11!ty1 e. !'lethed of acccuntir-& tor 
ee.ch mes-.ge ane the d1Dpoait1on ot lt t4s be9D eatabl1ahe4. 

(2) P'lterol'.oe. !'ach ot tbe natlonal ~r-s of the Geneft1 
C17Pta.ttalyt:f.c Branch 1e endea\'or.L-. to flmctlon 1D the 
same :!O!'!~er as the aeesaee ceute:ra or thB .eOUDtriea em 

I 
·•hoee tratf'ie 1t wcr!al 411 P'~r this 1"03a~!l, raoOZ'da ~ the 
corraspcDll•nce ot the ccuntr.toa are .JBt up 1D a manner 

d ad.zdlar ta that 1D which tboae =OUDtria• reCOl'd t.be:lr 
• mm tolograpb1c corresriOndtDCe. 

(3) P:'ovld!Dg Collateral lDtOftlatS.oD t= the Cr,vptanalJat•• 
'' ~at deal ~t 1nfoF..at1on which 1a !Jolpt\\1 i"or the 
eol.,lUoD ot C!'J'Ptocraphio ~~ can 'he gninecl troll a 
kftO!lledge ot the .,istakoa :ao.de ~~ code clerks r.nd •ssage 
ceDter clerks, such aa the enc1pher1ng or the sa. test 
1n two l:eJS, the correctlon or c.'l?trtonmpt-.1c en'OZ'tl 1D 
oarv1ce meaea~s• ate. 

"• ~.... !D!ex: boob nre aet up 1D such a ft':l ao to ea\ble the 
OOCdrNDC8 ot these 8ftW8 to be called ~ to the attentioD ot the 
cr,ptanalyats. 

( !.) Hatbode of !ndextns have been d~l.ope4 111 tho Jenoral 
C~'tic Branch ove:r the last several ,earl which 
pl"O"lde t~ the e.eeOl!lpliabment ot all tt-1-ee ct bee 
p:al'pOiel ot 1Dlexlng. 

( 2) 0!18 cf the i"trst bt'eakdO'WII 1D tbc indexing boob la in• 
diceted bT the :ne.t\\1'8 ot tbe d1pl.otJBt1C correapcmd~. 
In 8DJ' ltable 8C'Ift''l'la)llt the dtplostlc 19t-up conaiat' 
or a centrel office (the :f\mlign ett1ce1 state dep&J"t­
ment• or whaWf'er 11i raq be celled) ID! a &rOUP ~ offl­
cel'l 1oceW 1D tore1gn countrtea whtch are reaponaible 
to this eentral organication. Tho,.-ra:n1.t ot th1a &Set-up 
is that the bulk of dip1ost1c ecmsr-onrler:co pas•• 
rrcm a eeDtft\l of'fice to itt\ repre•ntative•, 01' 'flee 
vena, although there mar bt some corrospondence be· 
tween ~vtr&g ott1ces. S1nee the messages :tesslDI 
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~each o:lt7 to each ether citJ' almolt !zmnoSab17 
oonatitute 41tterent ~eta of cOI'Napcmdenoe, the 1Dlu 
boob are generaUT •t up on a clt,...to-clt7 balta. 
The ~er ot the •••ge• ora the 1Ddez Pl8e 1a dictated 
bJ' the order in which the correapord1fta otr1ce aJ'I'8Dgea 
the!~. The moat uaual Older ia b7 the neaaage DIDibel" •••!peel to the maeaage b7 the writer. 

(.3) The other intormat10D whlch le recOI'decl 1e the t11e 
4ate of the mea•p, the group OOUD\1 the trlgraph, 
the intercept source, the Slltercept date 8lld time, 
the wOJ"bheet 1111111btr which !e used tor t1le purpo••• 
Hreral a1gD1ftcant poux:- ot the Maaaga1 aDd, late 
lD the proceea1D·~1 tbe ballet!n maber. 

•· The lDtot'1118tlOD conta!Decl 1ft the iDda boo1ca 1a UI8C1 to ao­
comp11eh 111UQ' JNI'POI8BI 

(1) The dete:nd.natioD ot duplicate texts pnvents the du­
p11cat1on ot decodillg and tranalatlDg. 

(2) OfteDtimea the tlrst Wo~tlon concemlng a change ot 
a diplomat w111 be follld :lD the dgnatUN ot dip1G~~at1c 
correspoDJ.enoe. EapeeSall7 1t a aipture 1a found OD 
a Q'lltell which la not readeble, 1t ia the duty ot the 
i.Ddaf.Dg peraODDal to call attenticm to tb!s change of 
alguatun. 

(3) Eat1matea ot the pereeatage ot covel'llg8 ot a clrcult caD 
beat be made on the baala ot the writer'• meeaage rmmbera. 
It e. preat. mar.v message ~~aben are beq mla.-dp _ lt la 
the dutJ of the bxlexlllg peraormel. to call attenuon to 
thla tact1 ao tbat atepa wlll be takeD to 1ncreaae cover· 
age it it 1s desired. 

(4) 1'11 ad41tlon, a at~ ot ••sage ruabere, comb1Da4 witb 
the lntol'atlon kept 1D the Oefteral .Araqa1a Sect1~1 
crm be used to buUd up a oompreheDa:lw pictun ot Ul8 
ca.mmicatlona practices or each cOUiltrt. 

t. Arter hay1rlg been pl'Op81'1J lnd8Dd1 meaaagaa a:e then paaaed 
OD to otheJt UD!.ta with!D the natloDal £1'0ilP tor fUrther proce•alDa. 

g. Frail the polDt ot view ~the act1-r1t1•• ot the SigDal SeCUJ"it7 
A38DCJ', r:aaeagea tall into tour eeneral. categorleaa 

(1) UDrOade.ble 8lld not being atud1e4. 

(2) Unreadable tmd being atud1ecl. 

(3) Readable bu.t l."equlrlng cona1derable cJ"1Ptanalyt1c effort. 

(4) Ct'lllpl.etdJ' readable. 

6 



S. Meaeage• whlob aN 1D 1711tem8 QDI'Udo.ble but belrc atud:lec1 
a1'8 J*aaed fJ"'OI the W.Sna unit to the n•aroh unit ot the naUar..J 
group to be added to the tr.tflo ualer atud7. Tbeee umreadllbl.e qateu 
are stuclS.ecl by the re-rch UDlt to dlaoorer tint tbe nature ot the 
.,.tea. When thia baa heeD detendDecl, ez1IUDg ~ytlo techlltquea, 
b)' uee or which othel' ld.Slar ~· baft been IIOlvecl• are applle4. In 
addition• new te~a which •:r be applicable to the qatea at haDl 
are defteede Veq orteD 1t 1a mceaBQ'T 8ld deainble to call upon the 
aaeiataDCe of the Re.-zrob GI'Wp ot the Oe•nl Cl')'Ptanal,Jtlc Braneb1 wh1cb 
ia compoaad ot the mol\ aparieaced tmtl ccapetent 017Ptaal)'lta &ftllable. 
i'he ... bera or th1a n ... reh etatt came AD! atud7 the problaa ml recGIIllelld 
method• ot appraach to eol.utloa. When tbe aolutlon baa been acccmplilhed, 
that 1a1 wbeD the pro~ teobldque for aol.ftn8 the el .. nte baa baeD deter­
miDad aiX1 teats have lh01111 their ettecU.veDMa, the 1)'8tea 11 uually 
tUJ'DI4 ewe~" to a exploltatloD group tor the aolutlcm ot aU ot the ele­
ment• ot the 871tea thft7Ugb the -~at ot C1'7PtaDal.7tlc tecbalquea. 

~. Meaaagaa Sa ~· which are Jeadable bit I'OqU1re the ax­
peDdlture ot ~,t:S.o etton •~ pae...t to the cr,ptaDal.ytS.o esplo1ta­
ticm UDlt w1tbiD the ~at10Dal Sl'C'lP• AD exploltatioD grwp 1• ~ 
caapoled ot good e~a and ~ytlo aldel who often UH wry 
ccapllcated 8114 cUtt1ault c~lc taohn1quea to aQ\ft all of the 
elements ot a 8J8tell aDil reduce it to a lltaea where meaaagea oaQ be Sa­
••U•telT deoiphel'ed aDd decoded. The• pons- ue .,._,~ OOIICemad 
with cipher qetaa and Q'8tema ot euolpber.nt, cocie IIOlutlco '-lug ea­
aentSa''' the application ot l:lDplat!c teclm1ctuee. theM expl.o1tatloD 
groaape Ullaall.T work haD! 111 hand with the bookblukera who azw, J'8duoiDI 
to cede book to a atap when •••gee cu. '* decodecl 1mmed1atel7 on J'e• 
eel pt. 

k. ••aaga• which u. 1D aye-. wb1oh. are al.reatl7 Jmadable are 
pae...S to the decCidl.Dg aDl deolpbulraa unit of thi1 poup. The cleocxliuc 
aDd deolpber!Da UD!t appU.e1 the enc1ph8r11J8 kq wh1oh ha• been reoonred 
by the ezpl.o1tat101l ulllt aDd decodea the •asagea fi'OII code boob whloh 
bave beea noovet'84 bJ the bookbre.Un. 

1• CoultaDt l"80CNJ"I8 18 had by the rat1onal ~ to tho Intorma• 
tS.OD Section ot IDt,...tloa anr1 Llaiaon Bnmeb1 prlnolpall.J' 1D the ln­
aeu!na ot ••••Re• c1urlDg bookbnakiaa aDd traaelat!ng. Collateral ln• 
to1'118t1on 18 ot gftMI.t ue ill the proce•• ot 'bookbreald.Dg and add1Uw N• 
CO'I817• FOI' the PJ2"PPO8 of wtSng the PM'teat aOUDt ot oollateal in• 
f01'18tlola available to the cr.fptaDal)'llt• aDd t:raulator1, t'- tnt01'1!1atloD 
Sects.on ot Infomatt.OD aD4 LSa!IIGD Bl'Uch hae set up ftlea lliJd oollduoW 
at1J!lea alcmg the tol.l.cRr:lDs l!neat 
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(1) B!.oarapblca1 ftle• 11h1ch oontain .... t4 ildl.sduala 
taDn troa ultra 10Uree1, the newepaptn1 8JJd other 
d~ ot all aorta. 

(2) Geographical tJ.l.es ana atla••• 

(.3) A top1ca11nda tlla tn wb1oh all~t~bjeota appearinc 1ft 
the dipl.onat1o bll.letm NNI aN CJ'081 iD!a.ed 'bJ nb-
3eot mtter, to be llll4e aftllt.ble at a fu'tU'Ie tt• to 
the cr.yptana:Z.,.ta aDd 'bookb:rea-.J the saemd.~~g Aid 
diaHmilatton ct aU 1ncC'III1nl dooumant• to attempt to 
get nch :lnt01'118tlOD •• will be of ftlue to OJ7ptaal,.ta 
8111 traDslatora to theiZ' trm.ilate atteDtloD, 

m. The Intormattcm SectlOD also coDiluota apaoial etul1u ot 
events of pollt1cal 8Dd eooncmoal. Saport1 peracmal1t1ea, aDd ot araa 
ot the worlct, OD J"equeat traa tbe mtlODal fP"'OlPP• The s.ntcm.t!cm 10 
coUectecl ia made avallable princ1pall.J' tl".rcuaJl tbe uae c4 the aooun tele­
phone &J&tem, b7 ... ot which the peraOD dwrlrw WormatioD c.U• the 
Infcrmation Sect1on aDd etntes epec111c quaatton•• 'the f11eo aDd nco~• 
ot the Intor.:atloll Sect:lcm an uaminecl to f1bl the anawer to the queatlcm, 
6JMl '-f it 1a not t~ be:re1 it la DOJ'IIIalll' referred to the M111tal7 
IDtelllgence Semce or Naval IntelligeDoe to •• U the• agenclea are 
able to nppl.JP tba aaner. !be orillDatol' of the queetlOD lethe calltd 
on tho eccure phoDe ud the anft8Z' g!YeD. 

a. IIIJ'Bilee& which have been decoded ard deoipberad are turMCl 
over to the tranlllatinc UDita where thq an acanne4 to d.tel'ld.De 1t the 
iDtormat1on oontainecl 111 the 11188&agea '"- ot auttlo1&nt 1nte11Janoe ftlua 
to warrant P'olbliahinc. !hia aoarmlng !a acCM*pliahed. on tt. baaS. ot in• 
formation made available tfta the MU.1tart IntellipDCe Sonice •• to 
theu dealns, alld trail the knowledge ot the tr&Dalatinl peraonnel ot the 
current. political aDS econoalo e1tuat1on. r.teaa•se• wh1ch are conaldered 
ot great illportance a:re t.ranalate4 1n tull. Tho•• which conta:tn 8ome in· 
formation of value are IUilli:JI.rlsed, with ..P.Il• on information whtch .aJ' 
be 1D tba ••aaae •b1ch 11 ot valUe. ?leaaage• whioh do not •• to Oell­
tain 1ntomat1on ot importance ere fUecl w1 thout being traDalated ~ 1\111• 

. mariled. !he tinlabed trall8lat1ona or 81.111r.:'18rie1 are then sent to tbe 
I Bulletin Section ot Into:matlon and L1a1eon Fruob. Th1a sectlou aaeigu 

J 

a ~licetton number ln one ot the aeries naerved tor dlplonatlc tntt1c1 

I 

't.jpee-ditto atenc1la· ot the ••aaeea, runa ott ditto oop1ea and dlaaeminatea 
I., these cop!ea accOJ'ding to a c11aserdnat1on 11at pl'epered by 11111 tar.?' Ia-
~ telli39DCe Service and Sipal Seourit,' Agenq. 

o. A cow ot the publlabecl measar:e is ntumecl to the mtiond 
graup \there the p~~bl1abe4 maaber ia entend 1n the lldex book f'or ftlt\Jre 
reference, and the bl111eUD cow !a tUed. 

10. This 18 a general picture of the hardling of dlplor.latlc measall8•• 
ID ~ zarticular section the p%'&ct1cea '/11&'1 V&l"J' to a .U.r)lt oxtent, b1t 
this preaeDtatl011 ot the t1GI' ot Maaagea thraagh the ~~&ct:lODS haDdl.!Dg 
dlplomatlc tratt1c -r be coDSiderecl to NPfei8Dt th~ ~. 

1 Incl 8 
Work Flow Chart 
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m;umu. AWAii!SQ SEQ'AQL Sma:IP 
TMJ'/10 NLWI .. cgmor, IJ!Aiihsnp,a. 

1. !he mlealoD ot the Oeneral .A!ta17111e 3ecticm ot the Tnft1o 
Anal781s aDd C()D\rol BNDoh 111 

•• 'l'o ma!nta!D nccmta aid oorduct ~cal ltud!ea to pro-
1'1dt 1ntor.t1on tor tM ···~ll\ of in\oto~P' "''''q em. oovorase nt 
ooq.erc::!ftl. 1'ftd1o Dtatlcae pa•atns 41pl.clat.te, 1111:ttar.T au1 •'9111 a-t1iache, 
preu, OCX!nercial aDd other tJpel ot po~1Dt adlo tat.rio. 

b. To ma1ntaSil reeorde alll o~ ~ .tud!ea to pro­
vide lntormat10D fOI' the asatgnraant ot irlteftept. llbalou ca OOV4tftP ot 
the Japanese Domalltlo Bet, Jap&DII8 Far Eaatem DiplcmaUc Ret, watber 
atat1ona1 aD! !'8r llotelepboDe c1rcdts. 

o. !o acapll.e aid pt1bl!ah tor cU.saalnat!nD to !nt.ercapt statiou 
arJd/or otber oftiaea witblD the S1enal Seaur!.t7 A::tenq1 reparta on the 
opemtlcnJ of the Pv ~alltem b1pl.cnlt1c !let cD:l. the Japaneae Dcmestie Ret. 

d. !o opemt. a !aDa Sorting Udt to 1DIUJI8 tbat brteroeptect 
pla1a text lfaDa t:namc aDct eDOcx1ecl JraDa lltllahlAt tmffto 1• proper~ 
tr!graphect and ctlltrlbo.tec! to otbor otf!cee dtb!D the JntelUpnoe DS:d.al01l 
arJilf• other a"''IIC!q' as preaCI'lbed b7 proper authorf.\7. 

2. Dl the partonaDOe ot tbl1 m11dca the Genenl .A!ta17111e section 
1e ~gaft!secl 1nto two aubeect!.oDe and e!ght md.ta, •• muetrated on th• 
orptd.~atlon cluart attached aa IncloiUl"e J... 

3. The tollodne are tlle wd.ta nth whlch the General. ArJal.yde 
Seotlcm maint&lne close Ua110DI 

a. RoOOS'da am Diat.rtba.ticD SUbaeotlOD t4 !rattle SeotlOD ot 
'hsttlo A~a flld Ccmtro1 Branob. 

b. Mach!ae BraDch. 

o. J'laMtng aut MOI'ltiea ottlce ot Qene:ra1 C17J)tallal)'t1e B1'81'10h. 

d. Fac111tlea section of CCiftii!UDlcatlolw Branch. 

a. nrtttsh ExchaDa- OD1t. 

t. Ueaaage Center. 

e. seOOid sipl Semoe BattalS.cm. 

4. fertormtJ• 
a. The to11CM!Dg 1a a lllt ot the pencmnel emp1.oJ84 1D the 

OeD81'81 ~ seetlcmt 
--9~ I, 
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JJa1e Ortioml 
DC Otficen 
EDlieted Ia 
Ea.Uated WAC 

- 3 .. ' • 1 
•-'-. 

Military PenoDne1- 11 

C1v'J1ana -...66. 
Total PeriiOZUlel • 71 

b. The abcmt peftiOD!lel 18 adequate to pertOJ.'Il the r:d.a•ion ot 
tha aeotloa.. 

c. '!here are DO cu.tatudlftl periODD81 41tt1cu1U.a. 

5. 'l'he Geueral Anal781e Seot!on 11 located SD the .. OODd w1Dg1 1'!nt 
tl~, E'nd the roar ot the fourth w1ng• f'irat floor, of Operat1one "')tt• A 
floor pJ.e ot the aect10D 11 attached ea Il'lcloSlU"o 2. !he aplce aUottell 
1• adequate, but lte location 1D l"'.Japect to other unita ot tbe Geneftll 
C~,.Ua Probl..- 11 not altoptbe:r adaqaate. 

6. !he liehting 1a adequate, but impraveiD8r4 in the l!&htsJ!g ~ 
woul4 be a def1Dlte '*-fit. 

7., f!lee. 

.---"" 'I - J - I ,.:--
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ts.ona. on t!la f'Na ~arab 1944 to 4•te. 

(5) §peniA". nobedule •&• -.. oar ocaplete IIODS.toJ'S.ne 
a•a e. II1'I"&Dp4 alpbabettca"r accOl'dlna to 
ccm'lt17 aon1torod. 'l'!le parpose ot tbe Schedule 18 to 
1nton the P:r1t11h aDd Ce.Dadian 1ntel'Cept operators ot 
the edl aio"'le wn conitor. 'l'ho acheclu1e ahon the 
count171 et2.tlon1 eal1 Dign, fl'equenq, r.er1otl of oover­
a.:,-.1 eoitaota, aid our Stpl Seour.lty .ft.fJ!J'DC7 atatiou 
whiCh monitor each call. OD tile t.raa !.'eoember 1943 to 
ctate. 

(6) B!•ic e.g b'"'U• !ben 11 a eheet fctr each oa11 
dp1 d 1\1 bequeftOJ' ltD! Jlonltor!q Station. '1'he 
eo:ntf!etl made b7 th1a cell sign &1'8 1D!!cnte4 by the 
houra heard, em the readebl11ty 18 abown b7 'I:SiDC blua 
penc!l tor good st~h, crecn tor ftdr, ad fttd tor 
poor reoept1on. Theee e"leets are uaa4 in -t51'tl caa­
mel'C1a11fttercopt 8$tigmlente. OD t1le floca April 1943 
to dote. . .. 

(7) a~ »e•· Purpo•• ro l'I1Db CUftent l"apofta 
OD ot :taraept ld.ldcma. ll1 e41W ot UltV 
a!al trattlo tor ODe da71 1rrteroeptecl trGa 8'1817' 80111'Cet 
is listed i11 the r..t11 lbm, !int acc01"d.1!3g to -~ 
call s1t:B1 tbeD mce1vl»S Call algn, Intercept date ud 
time, B1d ftdio clNidt aaber. !hUe J'Uft8 &1"8 cleltl'oJad 
after eaoh Woekl.7 BuD 1s 1'0Ce1vad. 

(8) 1felrl.y pw Run Pqgkl. ~181 !o .tt8 ~ Npol'ta 
on oovanee ot intercept ld.saiODII. A11 ecU.ted ~ 
diplomat1e tratt!e t~ cme ccaptote -.ek 1a cortSollhtee 
ln a Week17 Run. !he "B" RnD 111 WI8C1 1ft maklng a 
Tfoeldy Call S!gD Prlorlty Report - the sos-t being on 
aeoU.ng aal1 •!Dl. trlgraph ftlue,_mt Ncei"'SDg eli• 
6ftpb. The Weekl7 "A• Rml ie U80d 1D Il8kf.n&: a Weekly 
Cireatt Prtor!t,-r~ - the sort 111 011 solld1DC ca11 
ldgn, recetnna ce.D. a!gn, 1.ntarcopt date and tlml1 ml 
..CSo ciraalt. '!'he Weekly ".A • ft128 a:re deatfttJ'Ml afte~ 
fttce1pt ot the 'mtb17 "A" Run. !be 'liS" llaU an • 
tile !D tbe ba ... a ot tJie oateterta fftlll Jul:r to 
October 1944. Frco tben aa, thq are kept 1n the eec­
tS.cm trcm WO\I'eftlbel- 1944 to date. 

(9) lpptblz PI 11\!!l !sdf. P..!I'JIOall !o make moD.tb17 reporta 
on conraa- ~ lntoroept a!allou. All edited d8117 
<IJ.pl.cmat!AI trattio fm- aae complete month 1e couol!4ate4 
in a -~~ "A" P.aD. These iUD8 • fl'o!ll J'ul7 1943 to 
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(U) 

(12) 

.f (14) 
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to 3uae 191.4 - are 1n the baaemeat ot the oateteda• 
iraa thaD to J>l'eaeD't date • OD ftle 1ra aecttloD. '1'h8 
flontblT •c• RuD •• the •:1.11 -" ca the •""'"' eta­
t!aat theD city ot deet!laUOD, aD! nat oa the ,.. 
aeiUDg staUcn. •• I'UU - rr.. ~bar 1943 to 
OctobeJ~ 1944 • IU'8 1n the 'ba.....at ot the cetetedaJ 
f'ral!l then to pmsent. date • on .rn. lD eeoUoD. 
~:1th11' NJ>" Rur. r ac tbe cajor aort on the count17 ot 
or.lg!D1 tben the oa&ID'b7 ot deltlraaUOD m1 the 118Dl:lDI 
station. '.t'heae NDS - tn. ne-ber 19.43 to S.pt.ber 
1944 • ue 1D the ba••••a1; ot tbe oateteriaJ ,._ Sep­
t.abezo to preaeDt date • OD ftle ill ... tloll. 

Yrem:rl cp~ Wa· thlll aerc1 tne ••• • Jriorlv 
of • ~ ct tt. Caaa.roSal oircld.ta IIODitond. 
Eaob waek th:la .tUe ~ brough\ up to data. lew oaJta 
81'8 eddecl •• noDitori.rJs auigrJaaDta obaD8&1 and Mil 
e!.rmdt.a a,.. nonitored. b olci carda an •pt in 
tue tor possible active tlltUN UM• 1-,Ue kei>i, ia 
soction, 8Dd haa 'baeD in uae due Soptembar 1944. 

Wftkly Q1rpult Priedil' ItsrgpJ;t md wmt'x 9tJ1 sag 
Modtz. Theae reporta pre•nt the zelatiw value ot 
ca:rlWC1al ciraatt• 8Dil ooanwvlal call .s,gaa, raapeo­
Uvel.J, and am il88d 1n iillkivc intero.pt -1pBzltf•• 
fJ'he olrGult. and eaU dp are u.t.ea !a order ot 
tbe!l' prtmty. On tile lD eeotloD 8SrJce 't,hq were 
first otartad in Juq 1944 t.o tftlleDt date. 

:pa S(ountv-to-Csgrt,rz c~ laRk- '1'11818 boc»ka aholr 
the Z'Ol.a7 poi:ltl ot ....... dl~tio) aent trc. 
oountq to coantr.r. thq al.ao 11d1cata tbe D~Bber ot 
RGaSBe;,•e eeDt t~t.t&q b'Oll one e0UIIt17 to anotber. !he 
bocb baft 'baoD t:ll.t :lD the •crviGD dDae Decaber 
1943. 

:c• cqmtlX·tg=egmtrz CD&\ P:ftl· au. th• re1q 
pointe nrid direct clriUita cmn- 1ch tatfto 1e routed, 
f):ca OJMt countr,r to uothar. fb87 &110 .,_ the IUibal' 
ot diploraatlc meaaagea aeut. 'r118ae boob have *D 
tiled in the section a:lDce Deoamber 1943 • 

. ,........,.. ...... _ --
d ••• 

'· 
~ I 
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(l) C".::rtt:.U.."!aamt of C.chedule nA"• 

(2) n1oconUnuaDce ct •1" lhmB. 

(3) r.J.!a!mtlcn of e!l9C1al Gema l)j,plomtic liot UDit. 

(/.,) Dinccmt!zmence or llaether group. 

( 5) curteilment ot Ncn•l-foree Uld.t. 

S. TN follodDFJ 1-epons am rendered by the Uenexal Anai )'Ilia 
fleet10Dt 

b. Dail.7 Covexago lteport.a. 

c. CQ.U ~ibft and C1.r=it topol"t. 

d. MontbJ.1' Japanese DOlilGetic Net huport. 

e. t!orsthly Fu faotem D1pltraatlo Net Report. 

9. Tratf'le am &i...atlun lor:s coutitute tbe basic reference. uatorial 
ot w. eeet!oa. 

10. A t.teneral deacr!,t!Oll nt tho 1ffn'k ot th1a IIICJUon !e cont~l:.t 
111 the -.7-ork tl.cnr rP.port in Zob B. 

' OP SECRE 



REF ID:A70871 

GENER1U.. ;..NALYSIS SECTION, SPSIB-4D 

Officer in Charge 

Executive Officer 

I 
I l 

Special Types Sub-Section Commercial Sub-Sect1on 

SPSIB-40-1 SFSIB-40-2 

Officer in Charge Officer in Charge 

Jap Domestic Net Unit Traffic Free ess:mg Unit 
f-- r--

SPSIB-40-lA SPSIB-4D-2A 
C1vilian in Charge Civilian in Charge 

Kana Sortine Unit . Logging Unit 
1-- f..--

SPSIB-4D-1B SPSIB-4D-2B 
C1 vilian in Charge Ci vi licm in Chan~e 

Far Eastern Diplomatic IBM Analysis Unit 
Net Unit 

'----- SPSIB-40-lC SPSIB-4D-2C 
Civilian in Charge Civilian in Charge 

~eather - Non Morse U~t Coverage Andlysis Unit 
I-.-

SPSIB-4D-2D 
f-.-

SPSIB-4D-1D 
Civilian in CharR:e (~ 0 Civilian in Charge 



B.IJT- Of 

SPECIAL TYPES 

Sus -SECTION 

-z.--

SPSIS-IA 

B-II 

D 
II II 

I 
_____ 11fo -I 

SilT -OJ I 

SPECIAL TYPES I 
SuB- SECTION 

ADM I 
-------; 
SlY-OlD o 

1 1208 
EATHER-NON~ 

UNIT r--_____ ...J I 

8./Y-Olc : 

FAR EASTERN 1~01 I 
DIPLOMATIC NET I 

UNIT I 
--------1 

D 
11!04 

8JY-D1A 

JAPANESE 
DOMES TIC ,(~. 

NET UNIT 

I 
I 
I ------ -o-..., 

1eoo I 

I 
BIJT-C I 

I 
I 
I 
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REF ID:A70871 tt 
1422 14211 

I 
8JY-Ols I 

KANA SoRTING 1 
UNIT 

SPECIAL TYPES : 
SUB -SEC TIDN 

B-I 

- - - - - -;-!I;, i- - - -, . .a, 
I : 

s..r I 1 
I I 
I I 

,.fl. I l ,4q, 

B-II 

I 
I 
I ,:A, 
1---------

BIY-02A 

TRAFFIC 
I PROCESSING 
1 UNIT 

I 
I ,1q,., 
I 
I--------

81IT-D2s 
i LOGGING 

1 5 UNIT 

relff-i52D 
I I

I COVERAGE 
ANALYSIS r--- _L...J!t!!L-

1sT FLOOR 

BACK OF WING 4 

GENERAL 
ANALYSIS SECTION 

TRAFFIC ANALYSIS 
8 CONTROL BRANCH 

SPSIB-nlD 

8/Y-02 

COMMERCIAL 

Sus- SECTION 

: .ia8.1Y~~~c- OPERATIONS 11 8 11 

I IBM I BIY-D2 
I ANALYSIS 1Ctiiiii£RCIAL 

UNIT lSu.t-S~: 
I L ADM 
I --, 
1-"'1:1---- _l_ 
I 1101 

1 
8.IJT-O 

I GENERAL 
1 ANALYSIS 

I SECTION 1sT FLOOR 
ADM 

FRONT OF WING 2 
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2. 'h'DD'HrV• 
a, !hie P"'lP 1a OJp1d.le4 into two 41.Uil0t e1...u • ad• 

m1D1etl'&ttw aDC! teetm!od, u IDua+.aW em the oraaallaUOIIl ehut1 
attaohe4 u lnoloiUI'e 1. 

'b. 'the f\mctS.oDI ot the Admln1Jtrat1w UDlt are aa toUcn• 

(1) Supen!dOD of •U., t1lJng 8111 :raocmle. 

(2) Contftl. aarl dlreoUon of perMDDel. 

(3) P-esf.atl'ation, ~~tortng, 8ld 4lltriblltlon ot doaaaat•• 

o. The tanct10DI ot the Teobldcal UDlt. are aa toU~•• 

(1) P1almS.ns mJ Prlcd:U••• 

(a) To flS.loeot ar prepare apecS.al atualee ot the work 
1D tlle Gane1"Bl c~17tlo Branch relat!Da to 
tzatt!o 1nte:roept aD! oareap alii tmtt1c t1IJM 
•• NqU!n4 by h1sber echel.oae. 

(b) !o !ntegrate the wen ot the wl'iooe eectiou in 
the General ~to 8raDoh ard the General 
Anal7aia Section ot 'l'atftc .AIIal.Ja1e m:t Control 
Dranob Ill atu41ea of lDtezreept Otll8!'8ge 8114 1D 
the prepal'lltioa of pr1or.ltlea tor tlltenept targeta. 

, 

(o) !o e.tabltab the OJ7Ptanalyt1o !ntercept pr.l01"1Uea 
tor &Q. dtplcmatlc and COflln8Nial tnttio. 

(a) !o ma1Dtdll aei28J'81 •pel"f'ldcm over the cUatft• 
button ot IIO!l..Tepaae• mUltary tl"attic, •Jdns 
identtttce.Uon of aucb tfttf'1o ae crmnot be readU, 
ldent1t1ed. 

(e) 'l'o malntaln aeaenl aupervialOD CINZ' the actlnttee 
ot the tn!estng urd.t1 ot the Oenenl C1'1Ptual,UO 
Dl'8Jleb for the P1I'POH of l.neur!.DB tlat Mzt .. 
lldftntage 111 taken at tba 1~ ~tlOD oonta1necl !D 
the loc•• 

' I 
I 

.I l· I 

~I 'l"':.::' ' 

r- --­, 
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(t) 'to ooapn. ad mdntda tbe 11at of \dcraphlo 
4•11.gm.t1ou. , 

(s) ="'- the PNJU&tlcm and ..._ ot tilt 
..-npol'ta. 

(h) To ma1nta1D da117 contact wltb all operatlaa 
•ot!OIUI ot the Gell8ra1 Crntaaal;vUo BftDCb to 
detem!De what tNtfto or collatenl 1Dtoaat1oa 
~ ba wlMbt. to U.. 1D t!leil" wort anct to ftDl 
euob •tnrial and br1Da it to their f.Dt~tloa. 

(1) !o 1Dt01'1l all unlta ot o~ratlou beiDa r-rto1"118d 
by otben wb:lch ootdd lncna• t'blil' 01111 eftlcieuy. 

(l) 'lo make J'eoommen4at1CD~1 baaed on tbe 1Dtomat1ca 
~ SD the per..._ ot tbt aboN 4ut'-•• 
to tbe Chiet, Gttaeral c~ Bl'aDGh, eoza... 
•rrd.D8 1m~ m ett1o1eDOJ" ot operattou 
tJr tbe .plo,... ot pw..-.1. 

(k) !o ooordinat. o17Pte.Da1Jt,lo need1 ror traffic witb 
the Dzo1t1ah Ezcbange t.TD1\ and to eetablJ.eh f'Ol'ftrc11D8 
prlo:r.ltiea or wile tattle troa tbe Cable ceuor. 

(2) Recoldes-'• Uait. 

(a) 1f1thiD Branch. 

J.. The preparation ot ttcbDtcal papan whloh deal 
dth the theoJ7 8ld appl:tcat10D ot ~ 
method•· 

.a. '.L'he p~e:saatloD ot paJ!RS 4ealsnc with the 
CI7J)tar&I.J'da ot 1pac1fto QBtea deeorlblna 
their o:eypt,ogNp!Qo~ hllt0171 .thode ot orn>t-
~·• theil' alation to other ·~ 
m! the ater!ala D8081ea27' to their .t pi811t. 
aDd esplo1tattoD. 

l. !be pnpa:raUon f4 a 4a11J" lnf'ormatioJl b\llletln 
dlatr1butlld at tbe end ot each aq whiob •­
cordi and 1Dtmu hlsber authority ot alp!• 
ftcut. 8'1811ta or that d&J 1ll tbe BrabCb. 

J.. 'the PNJIU8t1on of a aemi-aonth17 Ja,POI't to 
tbe c~s,. General. 

J. The prepu&Uoa ot 8D amNIIl 1'8pol"t ol • 
act1Y1t1e1 ot tbe Branob. 

'· The pnpamt!cD ot IUCh hllltorieal etuU.e• 
__ _ ~•• the Braoh :la c11re.W to .ua. 
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%. 'I'M preparation ot ldiCell..,..,. papena 
......,.., 1U11LmU'lee ot Cl'J'PtanalrUo ,..k 
«one, J'I'OBIUI reporte, atatr etudie11 UalloD 
nporte, S:nclexe11 Bid other aueb eta~• 
or :recol*de tor wh1oh • thiS ari•• lD tz. 
~~rat1on1 operation, or Uailon of th• 

(b) Wltblll DS.-d1S.. 

1- l'lUns of aetd.-month1T NpOI't of bJuchea. 

a. Qaeral. apenilion of the toa ot _,__ 
aontbl3' 1'9portl1 .....-1 report•• alii hlltod­
eal stud.le .. 

(c) Camd.ttee on 'J.'el'lllDGl.OSf• 

l• Pub11ce.t1oll ml nCOJidiDI ot the pneeecU.~~ge 
ot tbe oCIIId.\tee. 

&. Contilmou J!18'1'1aloll of the gloa1U7 ot tmta. 

l. CUI71Dg on ot the oo8d.ttee1e a!Oft'eepcmderlce 
w1thSD the A~SGn07 m1 with otber oeatea. 

'- Pl'epomt1oD ot 1'ft'ie1oDa of 'l:J 2o-205 1ll the 
f:leld for which the S1tJD8]. 8Qcul"1t:r Agenq 1a 
:reepo!JI1b1e-. 

(4) Frm the CCIIDU41Da OeDeral. 

1- Preparation ot a deta!led st\'117 ot the liaiiOII 
whioh has baeD our!ecl on between the S1gna1 
Socurl.t,. AtJeDCJ' 8ld the Lml4on eatnb11lhllenta 
ot the C098ftlltt1lt Code 8Dd Cipher flohool. 

(3) Lta1ecm mJ Tra:lnJ.IIg UD!t. 

(a) Tht. unit 11 eoneemet! with the COJl8'taDt !Dter­
oharlge of teehldael Jmsledge w1th1n tbe Gtmeral 
Cr,ptanalyt!o :Aranoh1 with other brano!lea, with 
the Nav71 with tht Coa.t Oual'd1 with the F.ziUI!N• 
t1011 Udt, with tbe Qovel"lllellt Cacle and Cipher 
School• and w1tb the tDttl"l1Ct1ma ot pe:r.-..t 
:In methode aD4 ~·· It :ta alao ocmaerftall 
wtth the atud7 ard rouUDc ot tol'11111d 40C11118D'U 
and ccap1'01d.ae4 •tcial• 

I l ' 

\ ' . 
•.. I I h '" I 
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(4) Reaoarob S.ctloa. 

(a) Reoont."'8nda, exa'llinlla, advances, ml aplCVB protlt• 
ahle eryptaDalyt,!c .a~~a ot attaek OD current 
pi"Obl••· 

(b) '-'tint81na 1~1~on with Equipment Branch and crnto­
~phie Ylateriel Branch 1n order to exohanee 1deae, 
ad'l'tce1 ard opSnlODa on pnsent and propoae4 mcxtels 
ot cipher !:18ch1Doe, lncluding oifax and ciphoDJ'. 

(c) Conducts theoretical 1Dveat1got10D8 1DtO general 
probl.eru ccmnected with cipher •ohblea. 

a. The tunctloD• of the Adjutant are aa tollona 

{1) Senas aa pl'Opertt otftcer • d1ncta •intenaace aDI1 
alloeat1oD o£ auppllea. 

(2) Sanaa ae ot'ficer of con881'Vttt:l.o'l1 socurity. 

(.3) Serwa aa autodfaD of reg:l.atend doCUMDta. 

3. The Adla1Diatrat:lcm Ot.t1ce ma:lntains Uaiaon with the toll.owS.Ds 
ualtei' 

a. All eect1one ot General CJ7Ptana17\1c Branch. 

b. InteUlgence D1'1'1a1on. aat other brallChea of the d1v1alan. 

a. OovermDent Cede and Cipber SChool, l!xallliDBtion Unit, RaY)', 
Coast Guarcl, 8Dd R.Uit617 lnteU1gence Service. 

d. Peraormel Bnnoh. 

e. SUpply 1\r&JJOh. 

t. SeOUZ'ity Div:lltlcm. 

a. The tollori.ng ia t 11at of the !)Graonnelllllp].OJ*l 1D the 
General C~io Hnmch Adm1nistrat1on Ottloea 

tlale ottletra • 7 
UAC ott!cer1 • 1 
Enl1ated Man • 3 
ED11atea WAC • ..l.. 

r.t111t&r7 Peracmnel - 12 

Ci9S.l.Salw --»... 
Total j'~ 

, I 
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b. 'l'hie 11at ot penormel ie adequate to pertom tba ll111lon 
aaslgned. 

5. Aa•· 
a. The AdmWstration otr1ae 1a located in the headb.ou.H ot 

Hing 2,. first tloor, Operations 11B•, and in ~lng 31 0pel'llt10DI •n•. A 
floor plan of this sectlon io attaehod as IDOl.osure 2. 

b. Th1a space i8 DOt adequate because ~eWJ'IIl. Uld.ta w1tbln 
the Adm1n1strat10D otf1ce are located away ~ the JS1D office 1D the 
headhauee. Then too, there 1a not eaough space 1D the hea4houee to 
adequateq h0ll88 the per801Ul81 aaa!gned. 

c. This lccatioD 1a not cODVenient for work aDd contact with 
the vnrioUs sections ot tiJe General Cl')'Ptaaal.ytio Branch, ~rticalaz-ly 
the ones locr.ted 1n Operations "A11• Dgcauae ot this, thlt MU qet011 
ls ve17 C<ll!lplex, a11c1 maD7 t1me1 111portant mterial, which 11 sent throllgb 
the man, 11 dela)'ad. 

6. The light1Dg is not adequate. 

7. Fllei• 

a. 'l'he following tuea are malntainecl in this sectiont 

(1) DCJC~.aent tUes. 

(2) Administrative tUas. 

(J) Telegrau. 

b• It 18 believed necessar:r to sainta1n a ru. ot 4oc.anta 
oimUar to that t1B1uta1nerl 1D the Info:ratlon Section ot Intomatlon 8ld 
t'a'Jaon nranch, beaauae the personnel ot the Docaeut• Unit ue DOt IIGt• 
ticiently q,un1.11'1ed tf'clmi~ nor 1n oloae enough c01l'tf1ct with the 
operat!Dg UD!te to pert0111 a detaUed job ot c:ro1a ntarence ar.d d1.tri­
but1on of doouments. 'n1e exilteD.Ce of the Docuaenta Unit baa aavecl a 
,:reat tieal of tille because of the close Uaiaoll ma1ntalnad betwea thla 
unit and the operat!Dg aectione. 

c. Because of tbe highl.J olaaa1tied material usecl tor J'818!'8Dce 
by tho soctioua of the GeDeral Cr,yptanalJUc 'lrlmch, f!J8I\Y docaant• do 
not go through the Inromat1~ • oction of Intozo:natlon aDd L1a1101l Dranoh 
-these docU1!.181lta are dbected to the DOOUII8Dt Unit or OeneNl c~rtte 
Dl'allch. 

2 IDCla 
1. OrB Chart • A4m Off 
2. ftoor '?laD • A4a- 9ft _ ... -·· 
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REF ID:A70871 

ADMINISTR1i'l'ION 

GENERAL CRYPTANALYTIC BR ... NCH, SPSJB~3 

Chief 

Assistant Chief 

Administration 
Administrative Assistant 

Personnel Officer 

--- Documents 

Adjutant 

Technical Staff 

Planning & Priorities -
Officer in Charge 

Training & Liaison 
-

Officer in Charge 

Research 
r-

Civ:i lian in Charge 

Recorder 
r--

Civilian in Chare;e 
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em-e 

ADMINISTRATIVE 
OFFICE 

GENERAL CRYPTANALYTIC 
BRANCH 

SPSIB-m 

D 
1506 

D 
1302 

D 
1300 

D 
1507 

r-------
la,!l 

RECORDER 

D 
1505 

t-o------
1 1301 

I 
I PLANNING a 
I PRIORITIES 

I 
I 

1ST FLOOR WING 3 

·, . ,( .... 
/ -

SPSIS-IA 

I 
D 
I 
I 

'ENTS: 

I 
I 
I 

OPERATIONS "a" 

'===;::::=1018'=:;:==1018~102;rl0221 

~ I D A D 
I MAIL, I DJUTANT CHIEF, RESEARCH 

TIME : FILES I ADMINISTRATIVE GENERAL 
AND AND I ASSISTANT RYPTANALYTIC AND 

I 
I 
I 
I 
I 

RECORDS I RECORDS I PERSONNEL BRANCH 
I I OFFICER ADIIINISTIIATIVE 
I I OFFICE 

TRAINING a LIAISON : 

I 

HEAD HOUSE - OPPOSITE WINGS 1 AND 2 

1ST FLOOR 
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1. 'rho mission ot the Re:aance I.an3UB38B Sect10tl is the resen:-ch, 
development aDd exploitation ot two huDdred diplomatic and miscellaDBOUa 
ayatems from tweDty-tlve govemoents using seven dift'(lrent ~"Wlees. 

2. This section ia organized into seven aubsections, fl.a Ulustrated 
Oil the orermisat1onal chart, Ineloourc 1. Tho work now of each or these 
aubaectloDS follows ceneral.17 the typical e:xa.'!lpl.e set forth 1n Tab B. 

3. The Ro!:lance r..anguazes reetion T".nint&lna 1.1a1son with t!le tollow­
in8 section.at 

a. Bulletin Section ot Information and L1also~ DrTnoh. 

b. r&U:lter;y Intelligence Sorvice. 

c. Traffic A!!alysls and Control P.re.nch. 

d. Gen8ral r~chine Ci,her Section ot General Crypterw~ytic Sre.nch. 

'e. :!~iscellaneous D!pla.natic Sectlo1l of' General Crypte.nalytic 
~mnch. 

t. Govonnent Code and Cipher ~chool. 

g. Y.achlne Brench. 

h. Loborat017 :Bnm.oh. 

4. :eerpon~l• 

a. The tollow!rag is a list ot the !'lEJrsonnel enea394 in work in 
this aectiol'lt 

T.Yale Officers 
, .. AC Officers 
~nlisted :.Yen 
Enlisted ~AC 

- 6 
- 1 
- 0 
• 8 -

i~Uita17 Personnel • 15 

Ci:'lllirms ·1'78 

Total Personnel ·193 

b. The present personnel 1e not adequate to properl7 perfona 
the !!daalon ot the section. Additloual skilled cryptaaa}Jata are needed. 
This person!!el baa been requia1t1onad from the Personnel Blri Trainlns 
D19ia1on. 
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' c. There is considerable d1asat1sfaction among the !l&l'scmnel 
in this section. A .uore than u.1ual DWDber of employees in thla eect1on 
bave been in the aection for several yaara and cannot be raiaed 1n grade 
&D1 further. There ia al1o the taet tbat DJ1.D7 eaplo,.ea bel!eft that 
there is DO poat-war tuture to their work, and therefore feel that then 
1e little security to their jobs. 

a. 'rhe Romrmca tanaua~a Section is located 1n the 8th wS.Dg, 
aecond floor, OperatiODB 11A0 • A noor plan ot tb:le section ia attached 
as Inclosure 2. 'rhia locat1QD la not too cozmmient tor contact with 
other sections. 

b. The apace 1n this section ia not adequate. It woulcl be bene­
t1c1a1 to 1'-.ave the adm1n1at.a-at1va of!1.ce of th1a eect:lOD seerel&ted troll 
the rest of the sact1on, because ot the p:riw.q naceaaa17 for personnel 
L'l'Jd adm1n1ai.rati,. work. 

6. The 11ght!Dg in ~he Ro•nce Languages Section is adequate, as 
thia section 18 locat-ed in ILD eJd d.Dg. 

7. tnu. 
· a. The following f'Uea are ma1nta1ned in the Roanee Iangua:;ea 

Seetton: 

(1) Old ard current t:rafflo. 

(2) Collateral coda aDd reference boob. 

(3) Correspondence and other adm1niat:rat1ve t11.ea, including 
doCUEnts ond techDical writo•upa. 

b. '!'heM tnee are maintained tor a ,ear, ae a maxlala tine. The 
length of time varies with the research and use or the material. 

8. The t'ollaw!ng reports a:re rendered b)' tbie section: 

a. Da11J technical progmas :reporte for the 'ail.J IDfar•tlOD 
Bulla tiD. 

b. !1.onthl7 systa surve71J • eubJaitted to Trends Research Unit. 

c. f.U.scellaneous peraon."lel reports - aubmitted to General 
CJ'1"tana .. yt!c Branch. 

9. !he rollad.ni; natar!al is used aa rarerel'lCe t'l8ter1ala 
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a. ~aaage lo~s - ma1ntn1nod tor 2 Jea.re. 

b. "D" SUm:narlea • Illl11n~'lined for 3 months. 

c. l'roject ~ - nn1Dtrined s1nce the beg1mdnc flf thitl r.roject. 

d. D1ct1oDarlas. 

o. Old trat'!"le - ma1ntc.1ncd 2 tc 3 ,oars. 

r. .,;atorial aDd 1ni'o:r:!!8t1on obteiraed fl'ODl the Inf'OI"'D8t1on 8Dd 
LS.aieon Dr.:Ineb. 

2 Incla 
le Org chart • SPSIB•:JA 
2. fiocr plun ... S:T!P.-3/~ 
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Subsection Subsection Subsection Subsection Subsection Subsection Subsection 

SPSIB-JAl SPSIB-3A2 SPSIB-3A3 SPSIB-3A4 SPSIB-3A5 SPSIB-3A6 SPSIB-3A7 
Officer Officer Civilian Civilian C]viljan ClvJlian Civilian 

in in in in in in in 
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Civilian in Charge 

Cryptanalytic Unit 
~ SPSIB-3Alb 

Civilian in Charge 
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~ SPSIB-3Ald 

C1vilian in Charge 
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1. H11tqJ1eal J!es;JwnmJII• 
•· In JaDUU7 ot 19441 the Signal Secml'1t7 AgtYtJq ne requf.nd 

by law to aecept 1n 1ts quota ~r new peraonnel a certain percentage of 
DeiJI"O ~. The majorlt7 ot the Degro personnel h1ft4 wn ot 101r 
grade aDd beet au.ited to •aual labor 1ft Cryptograpb!o r.tt.t81"1el BraDOh, 
Machine nru.ch, eJd to do cuatod!a1wort. 'lheJ'e were aontelDad !D the 
poups, howeftr1 periODI ot good aclucotloral be.ckgromd and a high degree 
ot 1nteU!genoe who weN not suited to mamaa] labor 8ld who could be 
eaS.ntullJ emplo;ved 1D tecJmlca1 operat1ou. Bocauae ot the large per­
centage of Sc:n:a:thei'D8!'8 -~ 111 the AgeDq lt aa dec1ded that trlo-

f.-,--
' 

tlOD coul4 be avo1de4 1t tbe negro perscmnel could be aet up 111 a •puete · 
seot1en ~ g1V8l'l a special 3ob to do. At that time the o~ 3ob whloh ~-
could be asalr.ecl as a unit DJd which would r1t the state ot tM tra1D1ns 
of the pereouel waa tho haD411ng nt ccur.lare1al aDd pt'l.bllo codea. 'l'bl 
UDlt •• conaequentl7 ozogaD11ed with the m1aelon ot deoodJ.ng 1!18188388 1n 
comtlercSal. and public codes aDd study!Dg COJIIll8rc1a1 r.aaeaaees ill \U'JJr:BoiiD 
codes fO'f' the !l'..\l'pODe ot ide!ltif)o!Dg tha eode book uaed. 

b. 'l'h1a unit wa1 attached to the headquarters of "!3" !lrancb 
UD'ler the start auperv1a1on ot B-3. ID October, 19441 the aect1cm ft8 
attached adminlstntlft]J to the GeDeral Ortptt&na1Jt10 Branch, As U.. 
paased, More pereOTmel with 11DgU.ist1c abtt1ty were added• o.Dl those on 
the job era lllC't"e tam111ar with cf7ptallfllyt1c techrdquea. Thezretoro, 
to keep pac• with tbla prowth 1D techDlcal pJ'OftClellOJ't Dn jobs •n 
ass!~ to th1a section. 'J'heae 3obs he.ve ir.cludtd the ccamd.ng of oom­
oorc1al am privata plaiD text with the object of abooaJ.Da neo~ea which 
oiaht ht:mt :lnteUS.genoe valueJ the l'ellei!U'Cb aDd developnont of the d1plo­
cat1c t:ratric of 18't'81'D1 of the le1181" 1mpoJtaut countriesJ end acat ro­
cently 1 the dec~lng of a lcnr-grade J'apanese diplOMatic O)'B'tfm. 

2. The miasion ot the Ccmnercial Secttcn 11 the identlf1cst1on ard 
exploitetl-m of eonMerc1A1 eoctea urmd by COJrri.Jirc1a1 hrusea 1n ftrioua 
countries throughout the world aDd the exaud.nation ot can::!Bl"Cial plain 
text tor 1ntel1:1geDCeJ the solution Gild oxpl.o1tatlon ot dipl.omntic 
t:ratf!c of ~olgtum, Luxembourg, Bait!• P.1l! L1berlaJ the decoclbJg ot 
tmt!'!c 1D the low-Sftlde Japaneee d1plomat1c 118t8Jil1 .TA.1J• 

3. This sceticn !s o:ogon!Zod into sJx auboect1on1, e.o Ulustrated 
en the oreen1zet1ona1 chart• Incloaure 1. 

4. Tho comnerc181 Section mainta.!De cloae l!aisoD with the toUowtnc 
aactloDea 

e. ThA '-facbbl.e Dm11...ch. 

b, 'l'he Information llld DoUetiD Sections of IbtOJ'Iat1on end 
Lta1eoD Branch. 

II•~ I f I 
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nranob. 

d. The JapantN Dlpl.«.atlc 'l'ranelatlon Sect1oa of tbe ~ ,, 

5. rtrionnd. 
a. The toll01rina 1& a llat ot the perMt'llDel epl.oJtd tn V. 

C~••:rc!al Seotlons 

Male ott1cere ., 1 
Civ111M8 •.J1. 

!otal PersoDnel - 34 

b. The above penozmel 1a adequate to perfON the ld•doD ••· 

c. Then :la tbe usual d1asat1atact!on 1D th1• sect1oa due to 
lack ot prmot1ona. 

4. The pereormel work Oil tbe dn;r and 81dDg ahtfta1 although 
!t 1a ceneral.l.7 believed b7 the ott:Lcer 1ft Charge fliXi the peraonnel ot 

the section that the l1fitlg ahltt ia vert !Detr!c!eat. 

6. Sm;CJ. The Com1erc:lal ~:lectJ.on :la located iD tbe hea4houle a4• 
jof.ning the t1rat nne, rirat tlOOZ", Operatiou "B" t aDd an addlUOMl 
1'0011 1D the hea4boue bet.lreen the 1'1rlt ard oeoODl 'td.Dg. A floor p1u 
ot this :Jection ia attachecl ae Incloaure 2. 'the •pece aasigned to the 
section is 1Dadequate aDl :reaulta sa the DeaeJgt:r trto 8 IIWiDa tbift. 
The operation of o. swing ah1tt on a pro'blal which 1a aa ..U •• thl• 
aD4 which call• for clo• teaa work UODI the personnel 11 waatetul ot 
tbe t1llo aDd mtfll87 of the gowrment. 1'1an7 problems, both tec!m1ca1 
and with Ngud to peraonnel, have U'len •• a s.eul.t ct the operation 
ot tbie ah1ft. 

7. Tho 118ht1Dg ia eone1dei'OC1 0011~ luldequate ae hu al10 
been expressed 1n other MOtion•• 

a, 'l'he i'all.olritlg !'Uea are ua1ntainac1 1n the COI'!IIel'Cf.al t-oot.1ont 

(1) QAA deoodea end undecodad messages. 

(2) Dllplleate maaaaGel of JAB. 

(:;) Index card i'lle or collateral intOI'!Btf.oa. 

b. Tile time that·~ •~r1al1a kept, ftrie• with :lta Sa~, 
but all material it apt tor a m1nSJma ol 90 up. 

; :'-:, I ~I 0COP SE~REfl-
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9. ~e tnU Ol'ling :mports are rnnilm:od bJ' tho Cnt11 'lere!al Sect10lll 

a. S7Btel!l RepGI"t - to 'lrellls F.eaoaroh 1JDS.t ot Control otftce. 

b. Prognae Repon • to Ilecorde of Ceneral Cryptanalytic I!ranch. 

c. !ttscellaneou.- pereont~nl ro1101"tB - to Pcrccnnal 0!"!"1cer ot 
Goneml Cl"'./l)t.'!&U''·T"...ic I.lm!lch., 

10. 'rho retarence nnterial usorl by the Cocrrarc!a1 Upction conaiatl 
ot intort!atlml tilea, 8lld certain otbor avnilable pu.'tdlcatlcma. 

U. Organ1cas;J.OD p l'rpr~ lkt• 
a. 1. clen" undaretanding ot the ~aUca ot the CCIIT"erc1a1 

section e.1'l! the fla~r ot work thztougb th1tl sectiOil can beat be obta!nac! 
it the aeYernl distinct fwlct1cns al~ examined se,aro.tel7. -rheee funct1cme 
U'Gt 

{l) The decoding ot messages in cOIII!'.erctal aDd public cal••• 

(2) 'J'he scanning ot cor.nercial u4 plriODal plain text. 

(3) ~ :escArch. dove1oJOont• and axp!o1to.t1un of the d1pl.o­
mrlt1o trattlo ot !3elg1ma, liazeabo1.11'1b Ha:'tl, arxl Llber.ta. 

(/,) The deoocUng ot mee~'Wa !n th• .ra.,.neae D1plcDatio 
87Btem1 JAB. 

b. '!'raffle 1n eornerc1:11 ar..d ~blic c«.ea (arh1tl"ar117 canea 
b7 the tr18raph Q.AA) 1e reoe1wd m the CClDl'll'l"C1al Seotloe n. the ae­
oOJ"da alil 1)1atribnt1on SubeectloD of the 'i'1'Bt.f1c ADal7&1a m\ COJJ.ti'Ol. 
tlranch, through the ~rattic Un1t of the Intell~ D19181on. 'l'h• 
trafflc le sorted 1!1 the .FiJ.\Ja ttrd rocol'do Snbaectton on the ba•la of 
the countr!oa 1'1"011 ttnd to, !rl gen.Anl eategortea, ••I' 

(1.) EneJq to bJq 

(2) ~eutral to 'Rautl"'ll 

(3) F.nalllT to Neutral 

(/+) Neutral to ~emr 

(5) All!aa to Neutral 

(6) Nntral to Al.11e8 

'l'hia oos-t 1e uaecl as a tool to decide the order ct dec:acling t!te nessanes, 
prJ.or1t7 be1DC given the fir.t rcu.r categories li8tt.2d e.bow. 
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(1) 

(2) 

(3) 

(4) 

(5) 

(6) 

I 1 1 J J ~ 

I ' 
I 

- . 
I - ' , .. ,. , ..... 

Clt1 h'aa aDd C1t7 to 

'!late ot tbe •••se 
!be Code Book Uaa4 

Addftl-

Origllatoz' 

ldeiiUfJ!DI Cede Groupe 

The !md.,.r uaea bel' apara t1me to ltu47 •••a-• !a wh1oh ta. code 1a 
not Smme&UaW)" ftOOIDS,uble, c~ tbe oo4e J1WJ18 agaSraet a let 
of peratatloa table• ot .U kDOIIIl ~ co&t boOb. It lt ahoulA 
be lrlpoadbl.e to 4et.fti!Dt the coh book the tratfto ll plaoecl ta a tn. 
ot UD1dat1t1e4 •••••• !beN 11 not. a '181'7 la-se "W01UI8 ot •••lfl• 
in code boob wb!eh .,. 1lbJmolnl. 

a. !he •-ae• ue thea \UJ'DIC1 ovar to the Deoc4lrc SubaactloD 
where thq are deccxtec1 SD accOidaace with the pnenl pnaec!eDGe na1e 
eet fOI'th above. 

•· FraD t11e Deco41q Sabaeett.OD the •••&e• uw xa•* to the 
.Utor ot the c.-zrdall'Dtel11geDoe BulleUD. !he editor..,. the de• 
code• to determ1De wblob •••sa• are ot auttt.os.• ftl• to be JIUD !a 
the CCIIII!e01a'l BulleUD. II••P• wh1oh ua w3eotecl an ftled peaa• 
aat:l7, wbUe thole ot .- ftlue aN cOIIblDid WS.tb the .-.n1a1 plaiD 
tat •••ce• to eoaetltate tbe CaJ11111101a1 BulletlD. (Por aon eomptete 
4e1Cri~ ot the Bl1l.l.eUD1 - paragn.pb U 1.) 

t. !bere wzre aoae II1DoJt f.Dett1cie~~etea 8114 dupUaatloa ot ef• 
tor\ 1n the proceeeilll &Ill ti:U.IJI ot thu tz.tfto1 wbleh w~e •l 184 to 
the atteDtion ot the ottioer lD Charga an! whiob are -Sag a:ams.a "¥ 
Ida with • view to oar:reottoa. 

s. AU p1a1a text Vatflc (exoept Ja~J~,Mee) wh1eh doee not haw. 
eadl7 ncopilable d1plcmat1o e4cll'e••• b •at to the C-.ntal Seot1oD 
~ tbe QeDera1 C~!o Bsuch. It 111 1"80e1w4 ill tbe •ct1on SD 
the ... marmer •• the ~rc1al cocle tattto d•aanbed above. fhe 
tattle 11 t1ret caante4 ill bulk. It le tbeD sJ,ftll to ....-.1 tzuaa­
laton who sort it bT la'DIUAP• Thee tnnalatOh are able to diltSquS.ab 
OemBD, Frellob• Spard.ab, Panupeee, ud xwsu. ....,..... 1D all other 
lanpagu are place4 Ia a tJ.1e of mliCIIllaDiau •-ae•• 

1:.o,.' 1 I 
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1. !he P-t!J:tll*" MJ•Ua 11 a apocdal publica• 
t1oa !~&~Qed weetli c 118 ••BBP• prooe....S ill tbe CGIDJIIU"w 
e1a1 SoCJt1ala. IDolale4 1D tJab Bullet1D 8J'8 OCIIJ!Iero!al me.-pa ~ 
both code Bid plaiD text wh1cb are JftiWII4 to have 10111e w1ua to 11111· 
tal7 Intel11gence. !he .teDoU• II# thl• Balletm aa prepan4 111 the 
CCIIIItlerclal Seot1on and the atenc11a are aeD\ to the ~ Saot. OD ot 
the JDtomatSOD md UaU. Dnnoh tor dupUoatlcm. 

j. !be Or.YPtaD8l.7tlo Subaoctlon ot tile c-.I'Oid Seot1cm 4oea 
~eaoal"Ch1 deve1opaent1. and exp1.o1tat1on ot the t'Nffto ot L1aallboaJw1 
Ba1ti1 1J81c1a, aid Ll'berla. In tbe piOOM..,. of thla tratts.o, the 
-'-Otitm 1a orge.a!u4 ill a nuner Sdent1ce1 to that cleacnbed ill t.ba 
81D'WJ' o? the Ba.DM Laltpage SeetloD, and 1\ i1 not 'be11ewd tbat a 
1I01'e deta1le<1 deacrlption 11 ••••17• 

k. The pi'OOUI!Dc ot J.pane .. Dlplaaat1o trattJo 1D the .,_.. 
JAB le bmfle4 by the nbaeotlon ot thla IMUon. The r.aaaagea are ""' 
ce1w4 with a cover Peet attached on wh1ah 1a written dp1ftaant data 
ncb aa tbe c1t,- to clt7 ell"eu1t1 the ••eap D111be:r, lllHaap part numbe:r, 
:relat eraape, date, etc. !hle sub•ect1on pertaru two dUtenmt ~oce-• 
OD' thia trdtlot 

(1) Intercept• wblch are good acU4 oow m:e edited tor XB!f 
PI'OOe111DI ut1 I8Dt to tbe lllohiDe Bra."lch tf# mach!De 
4eood1Da. 
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1. The m.Uiion o£ the General Machine Cipher Section ie tbe 
~· and raearch on macbine cipher ..,.tams aucl operation and 
maintal~Dae ot CJ7Pt&na1.7t.ic macbifttll7• 

2. The Ganaral Kacbine Ciphe.r Sect.ion 1• mac:le up ot five eueeatlona, 
u Ulustrated on the o!'pJWtsat1onal char-t., attached aa Incloaure 1, wltb 
dutiee ae tollowlr 

a. Operat.lon and maintenance ot pboto el.eotronic cr,yptanal.JUo 
aaob111117, (RAil). 

b. Cz:vptanal.pla aDd reaaarcb on el.ec\rlcal machine cipher• 
and related ~. 

c. CJ7PtaDalyai8 and research on aecbaraical machine ciphers 
and related a,atcls. 

c.t. Operation and aaalntenance ot "003" and. aasociated equip-
ment. 

· 3. !he tollow:l.ng are the unite with which the C.erallraatd.ne 
Ciph• Sectioll .airitatna cloee liaieon.a 

a. Boamce Laa.pagea Stct;S.on- tranalation work on S1d.H 
meeaagea 1D Genaan and Frencb, and pneral coardiaation ot qateaa 
worked on or beins 1nveat.iented tor machine cipher. 

b. JJ111tal7 CJ7ptanal.Jtic IJrnncb, Coalllunlcatioaa Securitr 
Branch, the Rav,y • and all uctiona ot General CI'JP~C Branch .. 
u.ee ot lWI equlJII*It• 

c. Coalllmicatiou Sacurlty Br&DCb am Rav- uae ot UC03" 
equipmant.. 

4. Bcp.JII18D1; Branch - deftlopaant ot 1deaa tor CI'JPtanalltlC 
-.cld.neq. 

•· Oenaral. CJ7pt~ Branch leattai'Ch statt. 

--
! 
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4• Personnel. 

a. The :tollowins ia a list of the peraomsel •plGJH 111 the 
Geaera1 llaoh1fte Cipher Section& 

Jlale otts.cera • 13 
WAC Officers - 2 
Bnlitlted lien - 14 
Enl.iaWd WAC •l/t 

MU.ltal7 !Waomel • 63 

C1v111aDe -.Jl 
Total Personnel 116 

b. !he above personnel. are not adequate to perform the uligMd 
mlasion. Addi tS.onal mathematia!.ana and 8Q81.neera are needed to bo trained 
to become aport eeypt.an~s. 'l'hia additional pC'aonnel baa been ncpiai• 
tiOIWCl. 

s. 'fbe CeMNl JlachS.ne Cipher Sect1on 18 looated 1D the ba•••at, 
tilt& 1 and 2, Operat1one •a•. !he apaoe allotted. to tble aecU.on 1• ac:le­
qu.te, and the location 1a convemont tor cont,act w:Ltb other UD1tll. A 
QOQI" plan is attachecl aa l11Cl.o11111"8 a. 

6. The 11gbt.ing in tbe General ilaohine Cipher Section ie ac1eqlate. 

?. PUea. 

a. The toUowlng files are maintained in thla section: 

(1) 'lraftie in p.ooceaa. 

(2) Pile of special parte to equipunt.. 

(.3) 'lraf'fic and wodcaheeta .. SZD, FISH, !P.A1 &WA. PIA, NOA. 

(4) Reporte and bollet!na. 

(S) Blue printa, machines, spare parta6 et.c. 

b. The lenstb ot tilae that thla material ia kept dapend.e upon 
the .,atema 1mrol-.et1. 

e. The tollold.n& tau.cUcaa aal record~ bava bam dlacontimaed. 
wlt.hill tbe last. aiz IIDiltbaa 

(1) Loge on lOA. 

(2) 1100311 aoU'VlU.ea. 

2 
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s. The !'ollowlng reports are rendered bsr the General "-cbine Ciph_. 
Sec tiona 

a. Saml-montbl.J' RAM report. to o-ral CJ7ptanal;vtic Branch and 
Recorder Unit. 

h, Send-JrtOnt~ &IU!liiiiU"7 reports t.o General Cry'Jt..-m&l7tio a.-oh 
8lld lacorcl81' Urd. t. 

c. Speoial rf!!)Orta on qetems witb new dwelopnenta. 
' 

d. stNngtll report - wee~ and ~· 

e. ~ reporte on enlisted ptNOIUl81. 

9. Reference material 1n thia eection CODIIiatll ot .macb1nea an4 
equipment • captured or !Wchallld - plus liaieon a%11 syeteme r~J)Ol'ts wb1cb 
are furnished 'by' the Documente SUbsection of Information art.! i.iW..On 
Branch, AU ot t"d.s :wtoritt.l 5.s :-te,!'t on hand !ndef1niteJ.7. 

2 Incls 
1. Org Cliart - SPSIB~ 
2. Floor Plan - SPsm-:3C 

' :. " .. 
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~ l~fuJJdtt-r 
GENERAL 'v:ACIUNE CIFIIER Sl!:C'l'ION, SPSIB-3C 

Technical Consultant 1----1 

RAM Subsection 

SPSIB-3Cl 

Officer in Charge 

Electrical Cipher 
Subsection 

SPSIB-3C2 

Officer in Charge 

Officer in Charge 

Mechanical. Cipher 
Subsection 

SPSIB-3C3 

Officer in Charge 

Adnd.nistrative 

Ccyptanal.yti c 
~~h~nes Subsection 

SPSID-3C4 

Cfficer in Charge 

A'achine Ma:irtenance 
Subsection 
SFSIB-3C5 

Officer in Charge 
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SECTION 
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BRANCH 
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BASEMENT 

OPERATIONS 
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0 [] 
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a c 
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[] 
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CJ 
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SUB- SECTION 

0 a 

c D 

c CJ 
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0 [] [] 0 [] 
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ELECTRICAL CIPHER 
SUB- SECTION 
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MACHINE CIPHER SECTION 
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I I 
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CRYPTANALYTIC 

MACHINES 
SUB- SECriON 

[] 
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1. !he miiNd.c ot tbe 111-llan.ou D1p1Gatlo Seot!on 1a tile 801u­
UOD1 explo1tat10Jl ard traulatioll ot all tdiMllelllou 41plcmatic tl'aftic, 
aoluldn ot the .Tapue• Dlpl.oratia ard Romance Languages tratn.o. 

2. !hia sect1oD 11 cU-nded 1nto fOUl' .,_ot10DI1 wb1ch, 1D tul'at 
are lleP&ftted !zrto units, •• Slluatratad on the orge.n1sat1msl cbar't at 
tached l!a !Jleloau!e 1, 

3. !'he lliec:el.laDMI:a Dlpte~~at.f.c. SeoUara malntdae 1Sa110D dtb the 
toUow1z2g 'JII'!1te: 

a. General AualJeil Seotricb, fratfto Aalpta aid Control BraDoh. 

c. Gove~ Code Bid Ci1>her SChool. 

d• Slgaal. ImelligeDGe Serdce, !ad!a•tm. fteatn. 

4. Persqtmtl. 

a. The fol.lolll!ll ta a lilt of the rmmber ot peraoane1 eJilpl.OJ84 
1D the Y11ael.laDaou8 D1p1.aaUa Seo-tloDa 

!'rala oti'iowe - 9 
WAC ottiaen • 2 
'£D1bte4 llltD - ' 
E~WAC .. -&.. 

f:ll1ta17 PenoDne1 - 39 

CtytliiDI :16Q. 
Total Per.onnel -199 

b. Th1a peraonnel le ~ ad~Q.Uate to pal'fom tilt llilllca •-'IN4 
to the aecttcm. People wltb l!Dpiatio, •th8'1at!ca11 8114 gao4 ~ 
al28l.Jt1c ab!ll:Uea are l"8qU1Nct 1D order to pU'forJI the lltiadon adeqaaWJ". 
PersODnel with 11Dgu11'tio tratn!ng haft 'bMil pan!cularlJ' nqueata4 ot tbe 
Per10nnel m1 ~ra1Dlng DJ:rllllou. The J'eqQ8ate f~ cler1Ca1 peraon1'1el haft 
beeJl tuled. 

o. bn 1a tbe uua1 aacnmt ot 41a•t!staotlOD 1n W.. IIIIO'U.ca, 
due to the fact tbat beoauae of Clv11 Serdce ~a, goo4 pel'M""el 
cumat be J'I'(JIOted to bf.g1e allocated jobll1 despite their ~ 
abnJ.tJ' .. 

,. I • -
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s. 'tbe ltiaoel.lanec:JQ D1p1omat1c Seet.loa 11 located bl the ?tb 
wS.ns, •CODd floor, npsnt!oDa "'"• A tl~ plan ot tb1a eeotlOD Sa 
attaohl4 u Ina1oa1n 2.. !lui apaoe 1D thi1 aeotf.OD t. adequate, ard tba 
locat!c:m u coiMMdent tor work wltb otbezo •ctton11 •• raoat ot tbe 
l.Sa!aon oua be carri.ec1 em by .. ne of the tele}i1cma. 

6. The llghting 1a !lOt aclequate - adcl!t1cmal wall mztleta are 
ll88de4 to aecormiOClate all or tbe ctelk Jaapa. The onrhel4 11gbtbag 18 
uadequate, al¥1 rJU1 people oOII,Plaln ot e7tatl"drr. 

7 • 'rhe 1\mct1one ot the varlnue aect!cnt of the fAiacellaneau 
D1~t1o Sectloa an •• toll.on1 

a. Geman D1p.1.omat!o Sabaaetion., SPSt9-3D1. 

(1) IJ:ND81atlon llld !teocda trld.t, SPSIB-3J)ll. 

(a) 'lranslatlon ot al.lJDNaapa 1D 01!' aJd cmc, plu 
~~ GEZ. 

(b) Sol.uUoD or •• .._. !Dam. 
(e) 1.~ ot all 'fte0%da pt1'ti.Dibt to t1'U8• 

lat!on, alcl to tmnalat:ton, eld h1ettor1aal t.tloa 
...U S'MOJds. 

(2) 'lratlic Unit, Sf'3:iil-3D1B. 

(c) i..ccelving and a01"tlng ot all !ncm!Dg tmft'tc. 

(b) kr,lJlul ot aU tJatt.t.o. 

(c) EIU.\1118 of traffla tor mr.t Jli"'O!t'lld.Dg. 

(d) YdllteD&Dae ot tn.ttio t11ee 8111 zeeOide. 

(3) Plaeemeat aDd DaoocUDI U!d.t, SPS!B-3DlC. 

(e) Placement or tad eheete ot GEE te om4app!Dg. 

(b) OcmductirJg ot reaeareh relet1w to deve1opmcmt 
ot new amaa and advnnce1aent of -:-rork !D the S!lb­
eeotloD, 

(c) Bard deoa41Ds of deolpbaftltl GFB ••sage•• 
I 

(4) Onrlap Uatt, f:PSI!3-3D1D. 

(a) Solvlnl ot OEFt padl en 111 depth after they !:aye 
baell placacl by the Plaeeant Bid DaeCI!S.Dg Uld.t. 

.. I• I 

1 I I 

2 ' 
I I 
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($) Srec!al I'am1Dtlt1on Uld.t, SPSIB-3DlL 

(a) Oxn1:!Snat1on ot ma11 tram United state• •oldlen1 
c1v.ll!aDa, priacme!W o.f wal", eto., eu.QMtad b:r 
censorab1p, of bld4eD ......... 

(t) ~inc.ttnn ot •eaaeea and note• m. 'VBri0118 typee 
of ~lrmy ml Ol'JPt1c ahol'thanrl M COIIC8alai 
"tf.ln ... tlt'lZ•• 

(c) L1eten!.ng to aD! tsuelatiDC 1'8001'd1Das of nd1o 
telephone ':tO!lVehaticma ~. otbor non-, .. ,..... 
cording& fc«' matesial of 1ntelligaace val•• 

b. Miacellaneoua D!plcmatic Subseotion, SPC:rn..3D2. 

(1) F:'.r :.astern Ullit, SPSirJ-3024. fh1a UJd.t emud.ata ot 
tw dllban1ta- CJmDald.l7« cme,..._. 8ld Ranldnc Govem­
nent. tho rar iaatem UD1t 1a napon~~lble t~ the .,.. 
luUon, exploitation ot tJatfie -u.. rna the fon­
golllg gove~llW. plus the •olutton and aploltation 
ot '1'ba1 tfttftc. 

(2) na]tam :1D4 central ~ UDlt• SPSIB-3D2D. fh1a 
UDlt is divided into the Greek, Jugoalav, BulgarUil, 
Czect1o0s1ovak Ab:..mite. Each of theN unit. ia I'OQOIIIIible 
t~ the 1101ut1on; exploltatloa, 8111 bookb.nlllkS.JJg ot ._ 
trart1c f1"'11 the torego!IJg eoulltries. 

(3) PoUth U!llt, ~rS:tB-3D2C. !hla UDlt 1• J.'dPOUlble fOJ' 
t..~ n.eu.h OD, eolutlorJ, ~. 8ld _.. 
plo1tatioD or roUsh d1plarat!c ts;&trlo. 

(4) C17!)tanal.1t!c Unit, SPSID-3D2D. thlla unit 1• nepcqt,ble 
i"or t.be ra-rob towazd• eolut1cm ot 8J'8tema ~ 
bt.Ddled by SPCID•3II2At OPSIJ3.,.3D2B, D~:m-3DZ. 

o. Rear tasten Sllbaect:l.ora. srs:IB-3DJ. 

(1) 'l'ul'k:l.sh Unit, nrom-;JD3l. !h!a Ut'l1t 1e wapontd.ble tor 
the rP.sea:rch tmmnt solut!cn on new 1118f;ema not yet 
solved. ':he Tnrklab Umt also decl~ra, deoodN, 
aDd traDalatos ••s&g8• 1ll a maber of ftllclabl.e 81Stema 
tmd tonaJda results to tba BulletSQ Section ot Iu.f."cme• 
ticm aDS LSaiiOD Bluob. 

(2) Iru1an 4IDC1 Afsban L'b1t1 SPSIB-3D3B. fbi• unit baa tbe 
aame i'UDot!cn aa the Turldeh tJD1t1 except that tt worka 
Oil IraDtaD 8Dd Atdan tatt!c. 

' '•' 
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(;3) 

d. -:uutha1· su~JSO<fuion1 cron.-31'4. Aet!vc research nn tJOat.hAr 
Q'8teu is not OU"l'ied on. l~on !a ettected wltb the lfcv, Signal 
~ Serrice1 Ir.ilit...:.,tur..1a '.t'hc&trc1 Centrtll il'Jre~u. :i:rl.rJbr:.$, 
Arart Air : ~"l"<.laS r·eni~:..n:o c.:enttt'.l. I 

e. F!le •• 

a. Tl".e fcaUOft!nZ tUeo nro !!lai!!taina! 111 thP-- ~0111 sub~1orll1 
(1) Ger:na.D ntp:l.cmatio :;'l!bi'-Jct1~nl '\ 

(a) Or:lcir-..al t~tio~ produeecl by S'lbsectiot~.t \-. 

(b) Brllet!n co~o ot tranelat:l.ona. \ 

(c) franslat1or.&~ et metsagos 1!Jtesteeptot erd read 1J.v· 
tho U!a!ted !;tates Ceaet Guo'l'd b'ala tlo:t"mn eourceo, 
lll'inl.7 Claal~st!De• I 

(cl) ~c filout OUI':NDt 8114 o14. 

(e) OVorlap £4-leo. 

(t) SUspeue fllea tor ••sseu in tranelatloD. 

I 

(g) record or tmnslatlons o"!'lpl.ettd, s·lmdng dispo-
sit!oD rmd buUet!n •rtea. 

(h) nn aolut!t?- a-..ms. 

(i) Docmao:lta en1 collateral !raf'Ol'mtlOJS. 

(j) nadic telephone aD! othe:' voioe ftcordln,g•• 

(k) Spoc!a.1 emoinat1on norl: p!-cbl.e!'t..u, lett.e~s, etc. 

(2) Y1aoel.laneOWJ ll1pl.ol'at1c Sttbaectlon. 

(a) ~t11ea. 

(b) ?ecbuical file ot 41 IIWiibel'cd c'b:awers eontrolla4 
by a c:&rd mtex. 

(') Rear r.alltem &JbaeetloD. 

(a) ·~~~~~,~I I ~- ', 

;; _ ; 4 ,, OCoP SECRE:r-
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(b) Traf'tic. 

(c) Toc!m1ca1 wrttu-up::s :"t.ni coUateraliD!'ofttaUcm. 

(4) Who'• Who 1n tho Near rast. 

(a) Arabic to :-;-n]J.is.t ~ ntzl!ah to l'l"'.lb1e Vooa~ 
en 3ft x 5" :lr.de;t ce:ds. 

(4) -;eather Oabaaction. 

(a) Traffic !ilea ~ ty ecnmt.17 e'ftd ~ 

(b) !ecltnienl. 

(c) Beferencos &!ld collateral atorlal ~ to 
weather. 

(d) Correspc:mdo1'1ce pezots.Sntag to weathe with qJDalee 
Ollt81de 1JJe Slgnal Occurlty- AS8J)iq41 

b. All d the ~cedbg ftloc nrc m!nta1Da« pe~, with 
the aaept.\on ot tratfic dupea• wbich an deetro,.cl when that. UM!\11• 
!!~ Jo!.as been aei'Yer.\1 cert&1D t:e>rl:oj.ccto t.r-1 ~~ m..ter!al. • ~ .a.tte. 
hav!Dt; aol"'ed tl:.ei¥' uuetul.Deas. 

9. The nports which are rellde1"ed bJ each subaeotion ot the 
W.scall.alleou D1plaatio SeutiOD aro aa fcUcr.tet 

a. 1Jo.1]¥ ln!."om:1tlon ~lot111 ... snb!dtt.ed to- Ger1eral CI'Jptana11f 

1>. s~--fnnthty 'lo~ noport - s-.!b.:dttoct to f.ff.ICttllaalou 
Dlplf.ll1&t1C Sect1on. 

c. r~ S1Qtemo noport. • aulr.littod to the ccmtrol ott1ol.. -

d. l.fiacellueoue pe;·801Ule1 zooporl;a .. sab.".l1tted to GeDeft1 
r.~ml,yt!r. !~JtU'teb. 

10. !be t-all.ald.ng r.ateriol 1u •pt as reference rea.ter1al. b.r tM 
!(1scPlle!!eous l>iplmat1c Oocticm: 

"• Socret state Dopar-1'.-nt Cablt1 Eriefs - kopt fer 24 bolft. 

r_- ,. 
I• '• 
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4. fltsio Stlmma17 - kept far 24 hCC'a. 

e. :tiacellaneous l!lllter1al. t.rcm tbr nm. ot strategic Serri41el1 
IWJ.tary IntellJ.aance Div1CJ1on, aDd other aauree•, J"ed•1wcl thJtough the 
D~a Subaeot!ou l.n tbe Gauen&l Cryyf;analyt!c D1'811Ch1 a4 J'etabllr! 
foz- a ah01't par1tJd.. Ue«\ tor 1Dtomat1on oa mater!al cantaine4 1n ••sagea. 

t. SUbsoct1on traftie lo~&, ind:l.cea, uld prooeaaf.ng re~OJd• • 
JmP' r.e:rme.mr.tlr. 

fl'• All 'Yo1oe :ocol'd.11'lp ule4 1!1 tbe Spnde1 Exa.'!d.nat!cm U'DI.t 
ot Gemm D1pl.,.t1c SUbaectiOD a~ retained th.Ne Aonths aD:1 tha.u de~. 

I 
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German Diplomatic 
Subsection 
SFSIB-301 

Offi 

on & Records 
Unit 

SPSIB--3Dla 
Civilian in •·n'~~r.•~ 

Overlap Unit 
SPSIB-3Dld 

Civilian in Charge 

.,..,,~_._.,u_ Examination 
SPSIB-3Dle 

Civihan in Charge 

REF ID:A70871 
!t!SCELI .. /J~ILUS DIPLOL-i.~t.TIC SECTJON SPSIB-3D ~~~~El 

Officer in Charee 

!"iscellaneous Diplomatic Near Eastern 
Subsection 
SFSIB-303 

Subsectlon 
SPSIB-302 

Civ~lian in Char~e 

Far Eastern Unit 

~ 
5PSID-3D2a 

Civilian ~n Charge 

Balkan & Central 
1- Euro~ean U~t SP IB~3D2 

Civilian in Charue 

Polish Unit 
~ SPSIB-3D2c 

Civilian in Charge 

Cryptanalyt~c Unit ..... SPSIB-3D2d 
Civilian in Charge 

Non-Com Offi 1n Char 

Turkish Unit 
SPSIB-3D3a 

Iranian & Afehan Unit 
SPSIB-3D3b 

Civilian in Charge 

~Vecl.ther 

Subsection 
SPSIB-304 
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1. The misslon of the Japanese Ia~ tary Attache Section is the 
research, development, and exploitation ot Japanese Ialitar,y Attache 
tratric. 

2. !be section is organized in six aubaectione, as illustrated 
on the organizat.i.onal chart attached a.a :ncloeu.re 1. The tunctione ot 
each of these subsections are described bel.ow in the discussion of the 
work flow. 

'\ 

3. The Japanese JW.ita%7 Attache Section maintaine close liaiaoQ 
With the Japaneae 11111tary Attache Translation Section ot Laaguage 
Branch; the IDf'ormation Section of Information and Liaison Br-anch, which 
ie callod upon tor collateral intol"lDation .;or uae in solution; and. the 
Plarming 3llCi Priorities Office ot the General• C17pt.anal¥tic Brancb, 
thraugb which contact. is establ.iehed with oth~r sections Within the 
General Cryptanal.Jtic Branch and the :intelUgence Dlv.isl.on. In addition, 
cloae and conetant. llaieon baa bee maintained bet.wec this eection aid 
the Japanese liilitaz:y Attache Section of the GovomtJ3nt Code and Cipher 
School. The exchange r4 technical. data and corraspondence directly be­
tween the t;J•o operation~~ •ctiona bu woliced out to mutual advantage• 
and was the subject of special antion b:; the Britiah representatives 
at a recent ccxabined ~gnll. Intelligence mi:a-vins. 

4., Persormel. 

a. The following is a list of the ll\IIDi..)er or personnel eiDp1oJed 
in the Japanese til1tar,r Attache Section: 

~o (),;ficors l 
Ci viliana jJ. 

Total Pcr&OJlDel - 7S 

b. In adc:.ition t.o the personnel li'--tod !lbovo1 t.haro r..re t.ttachecl 
to the problElL. officer:; c...'"ld clv.aianG of La..gm..go :Branch - a total of 12 
peopl.e., 

c. 'l't..c pcroonncl of tb.is soct.i.on "'',crk on tuo eh!f'tc, dOond a 
third, .Uthougb the majority of tbe splOJees are on the dey- ehift. 

I 

d. 1'he personnel currentq asaignecl to t.h1a problc are acte-
quat.e to execute the mtasion of the aection. ~. 

S. SJ?ace. 

a. The Japanese U111tar,y Attache Section is located in t.be \b1r4 
11ing, first floor, Operations nnn. The rear ot the wing is occupiecl bT 
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pereomel of the Japanese lB.Rtary Attache Tranalation section, Language 
Branch. who work on this problem. 11 noor plan of the section 18 attachecl 
as Incl.onre 2. 

b. The space now allocated tc the section is adequate. 

6. Taere is no dil.ficulty \.ith regurd to the lighti"lg facilities 
in the section. 

7. Files. 

a. The Japanese Malitary Attache Section maintains the follow­
ing files: 

(1) Raw traffic for JI.S1 JAs-1, JAR, JNt, JBZ. 

(2) Traffic logs tor Jf~, J~S-1, JAR, JAT. 

(3) OVerlap sheets tar JAS, J.e.s-1, JAT. 

(4) \'iork sheets tar JAB page set-ups. 

(5) I&! runs for pages· current~ under solution. 

(6) !.!iscellane:ous res~arch &ta and records. 

(7) Histories end special technical studies. 

(8) Solved ~essage indices. 

(9) ~llateral 111atorials, such as Orders of Battle, in­
rorl:lation en J"Jilitc-.1'3' oquip!l!.ent, and a KMJA index. 

(10) 'technical correspondeme w1 tb Govemment Code 3nd 
Cipher SC&i.ool and within Signal Security Agency. 

(ll) Ackliniatrotivo and personnel correspondence and data. 

(12) Trc."'.sl.etions. 

(13) C17ptographic toola. 

(14) 'technical reports. 

ClS) Record ot message status. 

(16) Ci!'her Machine Tapes. 

b. Piled materiele are destroyed whaeyer the statue of the 
"'DI'k makes BDch e. deatruction possible. IBII prints are salvaged regu-

II. : ' 
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l.arll' aa k• ia reooverecS. Uoet per80Dilel corres,POnclence aDd data are 
de .... after twel.Ye DIDilthe. Reconred crntoSNPidO •teriala Ne 
retatr*~. 

a. Orspniaat:l.OD 8bd v:ork Flow. 

a. In order to obtain the beat picture ot the organizat.S.Oia aid 
..-know ot tbe .Japanese UU1tar7 Attache Section, it ~e IIBGeaeaJ7' to 
haft a brief expl. .. t.ton of the technical. problem~~ v.i.th 'lilich thle 
eeotioo is faced. 

(1) !he Japanese 1Blita17 Attacbe trattic has been eent. 
1n touzo diftermt cr,rptographic &Jilt••• 

(a) JAR • a ono-time pad QBtem which ie in there­
eearch etage. 

(b) J,~l- a crJI)tograpbic vatew.wbich ia si.itllar 
in nature to tho s;atem J.AS 'l.1hieb wlU be dea­
cri.btld below, lr..zt. wt-.ich, b.acauao ita wse has 
been limi.tod to uno circuit, ius not been ab­
ject. w the we:Jkneeaea wbicb bave J*"mit.ted eo-
lution ot JM. ' 

(c) JXl. - an addil.ive qot,cn. ~loyi.ng a coDY•aiaa 
sqm.re wblch r.as used tor cwnding cr.vptograph1c 
and. Cl")"'Pt.ana.l~c intomotion e!:d in \":hich aU 
messages have bean read. 

(d) JAB - tho principal Jllpan:&o .t.alitar"y Attache 
zwst.e.-.. y.hlch ;,-.ill be cieacribeci in more d.eta.U. 

( 2) J AS is a qata composed of t1. digrapbic and tetr.:.. 
grc.pbic code chart ot 11hicb tbare haYe bem three 
d\ffe:rent sots; a literral rwud.n& ko,y ot e"::l 
hundred thouacnd. letters, tihicb :nar.mal.q elm 
f!I'IGJ!¥ six ITDntha; ami a comr.-aion square of 26 
26-lettar random Dl.phabeto, tlhich no:ma.Jl7 changed 
S'1U'3 lO dr:v"8. -;:ith the cm:pnr£&t~:vcq small. volume 
of treffic 'Which has been available in this 81'Btan, 
1t could be considerod pract1callJ' impoaoible of so­
lution. Soluti:)D baa been possible tbroU{Ib the lo­
cating ot croaa-ke,v and crosa-qatem duplicate Mssasee. 

(:3) The or4er ot ~Dlution of tha elaaenta of the s:vat• 
is aa tollowa: 

(a) Pir"' tbe OOINWaion SQUN 11111st be solved. 

(b) Seaond, the indicator qatem which g!.Y• the paae 
and tho position on the page tram which the en­
cipherina key begins. 
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( o) 'lb11'd1 -HI•• llllt be owrlipped and the mmd D8 

-Nipped. 

(d) Faurtb, t.be oade chart. .at be recov....S. 

(4) With tbe VS.oto17 ot tbe A111• lQ a&rope tbe IAJU­
baTe bt4 cr1Uaal. pl"'bl- ot diatr!butlon and bmt 
b .. unable to ..S.Dtaln their DDJ'al periode of change 
ot the CI'J'PtO&rapblc materlale. !be work now ot the 
JapllliM IIU1\al7 Attache Seot.S.on ia ~ baaed 
on tbe follow1nc ccndl. tS.oua 

(a) Thve are ltrt'aral. qat,ema 1n :research. 

(b) !he baa1c ooct. chart ot the current. JAS 8J8Wm 1• 
abetant1.U, ooaplete. 

(c) the COIINJ"eicm eqaare ot the aarrtat aptem le 
fu1ll' 1'8cowred 8Dd hu beeft 1D effect tor awe 
ar •Scht ..a, wbicb 1a tar in uceea ot the 
nomal period ot a OOIIftl".S.on ...-.. 

(d) The nnra1na ke7 of the CUNDt key book i.e 1D 
the pzoooeaa ot rec«81"J'• 

b. !be 1IOI"k tl.Oit' of t~ aect.1on 1a then •• toUow•u 

(1) All traffic 1.8 receiY«lln the 1ftflic Subaect!on 
of JaJ*leae ~t.al7 .lttaabe Sects.on, II"'Ol the a ... 
corda aDd Di.tributlon seotioD ot trattio .ArJalJda 
and CoDtrol Branch, tbl'ou&tl the tube rooalooat.ect 
in tt. ... wing u t.be Jap111eae IIU1ta17 Attache 
Beotton. 1ft tllia IUbMOUcm; pert.ine& data, IIIICb 
u the place from aDd to, tb8 ,..ease ~. tbe 
iDcUAator fP"OII"' 81'011P aOIDlt, and otb_. clata WbiOh 
1a perU.nlnt to eolutiOD or reoorcl lcee.PiD81 la entend 
on t1....._. carde. Tbeae carda coaatltut4t a Uld.que 
.. ._ :Ln.-s111 .,at.em wbicb baa b._ clntl.oped \o 
aern tbe n..u of tb1a apeo1&1. probl•• 

(2) All t.ratt1o 1a tlwa aent to the Reeeuch s.abaeot1GD 
ot t.he Jap_... IIS.l1 tar.r Att.IObe S.Otlon. In thUI 
abaeotlon the troattio in ,us.,..l and .JAB 1e under .., 
&nil it la retalnecl 1n the nbaect.lon. The 11Jd1aatara 
ot .. eapa 1n JAB U.. ltudlecl and cleclpberecl. !hue •••as• then tall into two cat.egor!.eeJ ••aaaea wblch 
are OD port.iona ot the key wbich baYe been fu~ ..... 
COYered, aDd •••as•• which are on partione ot the ke.r 
which haw aot been reccwerect. 
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(3) Jl.oscagos "'!hjch tall on :Jortiona o! the key \:hich have 
been fully recovered are tumed over to t.he »achille 
Subsection. I. ~chine was ci8V'eloiled for the dec:cypto­
graphing at this system which bas saved thouaande of 
nan hours. In thia machine the letters of tbe rwmlng 
ke7 are pqn.ched up on Baudot tape and the converal.on 
sq11are is wired on a."l !BY !'lllt, board. The c1.p.lter text 
ot the nese&38 is t~ed on e. reRU]Ar t!"!'fr.'ll"iter key­
board, tho ::a.c!Uno ~er:torma the conversion, and the 
decipherment and prints the message in plain code tar. 

(4) The 11l9Ssagea which arc on portions of tho key not re­
covered are turned owr to the Overlan Subsection. 
The Overlap SUbsection places the meuaages on O'l'erla~ 
and strips the running key when 81ltf1.cient depth hu 
accumulated on~ portion ot the k~; w pemit 
atrip!Jing. -

(S) Kea&a3GB which bave been deciphered b7 ei·ther the 
llachine Subsection or the OVerlap Subsection an then 
turned over to the Records Subaecticlh, which hall the 
reeponaibllit;r of decodiag tba uaaagea, preparlag 
then for translation, snci keeping the recorda on aU 
messages which have been aolvod. 

(6) !he decodecl ••eage• are turned over to the trane­
latcrs in the ililitar,r Attache 'l'ranalation Section 
ot Language Branch tor translation. In the past, all 
decodes were t'Jpect up :in final fcrm and all parte 
were correlated betore being tu.meci ov .. to the traae­
le.tcrs. In recent .months, however, the tra.nalatora 
have been tranalating directly fran the workabeets or 
overlap pages, and a amall mbaection of the Japan ... 
l&il1 ta17 Attache Section, called the Aides to Tran ... 
lators Subsection, baa been maintained to cornet 
garbles, correlate parts, etc., for the tranelatora. 

9. This section, unlike the other sections of the General Crypt­
analytic Branch, has a homogeneous JZ"()bla:l to study. A'ne trafiic 
balng all of the Militaey Attache and technical problem being l1olit.ed 
to one principal syst.CZJ iilth ver:;r rew wbordinate systems has permitted 
a ad.mple organization which has been out.etandlng from the point ot 
view or cryi)tmlalyai:J Gild production. Tho tact that \Jlu section ltl8 
been oper.:..ting aa a Wlit for several. yoara-bas .iUl·ther contributed to 
it.o wcceos. Th~ Japaneee i.Allitary att.llche ~eotion lu 'Lo be coRiOndecl 
on ita crga.Wlizattonal efflcier107 and its technical eftoct.iveneaa. 
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a. ~at1on. 'rb• peraomel. of tb1e •ctJ.on pvfOJ'B two 11113or 
dut.t.ea, tii'atioD Ard 11Dgu11Uo a\d to .olu\ton ot onrla:p~. Tbeee 
t,w t-.ot.\ona conatitute the cm'q organizational breakdolm of' the work. 

3. 1'lul Japaneee mlit817 Attache !ranalat.1on Section maS.ntalna 
cloae l1a1eon 111 the 

a. 'lbe Oenaral Machine Cipher Slot1on, GenRal C~c 

b. Othe tl'analat.ion 8ectiona of tauguap Dranab. 

o. The IQfomatS.on Section ot tbe Information and L1a1aal 
lraDcb. 

d. 'l'be Bulletin Section of the Iatozme.\iOn and Lio1eon Blwlah. 

4. 1hr!9tlftele 

a. The follcnd.ng ie a list. of the pereonnel. eaploy.cl 1D the 
Japanese JWitu,- A\t.acbe Tranalat.ion Sect.i.oa: 

Male otfioel'a 
WAC Qtfio•a 
IDliatecllle 
inllateciWAO 

•2 .o _, 
-o -

lilitary Pweomel - S 

C1Yil.iaua - ....z 
Mal Peraoranel -12 

b. '!he pvaonnel 1a adequate tor tbe lll.aaion of the eect1on. 

L-= 
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5. Spt•· !he Japane .. Kilit.a%7 Attache Translation Section occup1•• 
the r•r othe third r..ng, first tl.oor or OperaU.ona •A" Buildiftc. See 
PlOOJ'" Plan attached to tab I. 

6. JA,sb,tlp1. !be 11&bt1nc 1n the area ot the wins where thla aects.on 
ia loca~ed. 1B adequate. 

7.. l'Uea. Piles of all ••~S~ea which have been tr&nslateci are kept 
in tbe Japaneee K1lit.al7 Attache 1'ranalat1on Section, 

8, ijellOrta. The ODlJ' recurring report l1lbld. tted by the Japaneae 
JB.U.t.aJ7 Attache Translation Section is tbe aeml.-mont.hl¥ Pro&I'UI Report, 
tor tbe Cb1et 1 Langua£e IJ'aDCb. 

9. ogral. 

a. !he part pl.a.Ted 'b7 t!d.a 1eot1on 1D t.be proce881ft8 ot Jlllltl­
JIU1t.al7 Attache ll'essagea 1a explained in the paragralil on Organisation and 
Work Plolr, Tab I. 

b. One unique procedure o£ tbill eection ie the aGiignment ot 
1u11et1.n numbers to translations wltbin the at1Ct1on. Since a special 
publication aeriee (the D Series) ie set uicle lor Japan••• Uilit&rl' Att.aobe 
-···· the aenal publication I1WIIben are aHia-4 to tranel.ationa 1ft 
t.b1e aection 1natead ot in tbe Bulletin a.ct1on ae l• tbe case 111 tb all 
other publication am. ... 

I•' ' I ' 1' I J 
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1. !be llliJalon ot tba Japa~~eae Dlplcmatto Seotloa Sa tho roeeuch, 
ctewlopaent anr:1 exploltatloa "' Japane1e .-,ptopaphle .,.._.. ethel' 
thaD tho• ot the Japane• Arw/1 Japme11 IIWJt .Tapa11e8111Ultary Attaobe1 ana .TaJW18ae neathu. 

2. For the p~J'foDaance ot tb11 m1aa1ont tba JapeM• Diplomatic 
Seeticm 1a ~ ill ftw IUbeectlou (1188 ozpldMUCD chart attached 
as Illttlaeuft 1). fbo duU.a 8114 napo!lllb!U.tlee •• '1'811 ae the •that 
ot pel'tomuce ot theN ableotlone are deecrlbact ill tile expl.uatioll ot 
the work tlaw wh1ob appean bel.-• 

.3. The Japa•ee D1plc:Mt1c SacUOD ma!ntal~ clote Ua1aOD with 
the tall.adna Uftltll 

•· fta c~ Seot1dl ot Carlenl cr~to Dzuch, 
which pertos;u ODe ot the teolm1ca1 operatlcm8 1D the produetlon or 
Japmeae D1pl.omatlc ~~ alii! whlcb 1a deacrlba4 1D peatel' deta11 ill 
the Blll"YeJ" ot the CalM Seotlca. 

be The lapmeae Dlpl.CIIIatic 'hmlalatlOD SeotlOD of tbe tanguae8 
Braach, wh1cb tanelatea all •••ae• 1D Japue• D!pl.a.tlo ~ 
craph1.0 qateu. Sea aontrol • ny ot tb1e eactioD. 

o. 'tbe Reii8Ueb SU.baeotloa ot the Japane• D.tplcnat.ie !Jua­
lattcm Seot10D1 Languap Dn.Doh,. whloh 11 ccapoaacl of enera1 Japt.DNe 
lJ.ngld.ete who wo:rk 111 tile ... W1Dc u tbe ~c un:tw, l...U.... 
l'naut.ttc •••lstanoe to the ~·• u4 underte'dnc oo4e ftocrni'J'. 

441 'tbt Japueae CammeztoSal Tnnalatlala Seottcm. ~ Bftlleb1 
wh1oh wora ad~aaent to tbe Cl'Jpt&aa1Jt1o UDlte 8114 ta NIJ)OUiJale fe 
the eode "OOYei'J' 8ld t:raulatlOD of .,..teaq wldob ua nc:m-dlplolll.tio 1n 
natuft. see eontsrol IUft'eJ ot thlll ...UC.., 

•· The Japane• !'Nrlelatioll Seatf.on at V!n\ 8111 ,..... atauon, 
which pertoru ea. cleacii11DC Oil qateu1 ... nt'a"lT low grade 1a..,.,.... 
anpldo ccaplct,-, wh1oh baw beaD aea1gnat to tbeil bf tbe .Tapa-. 
~lpta..\le Seottcm. am whioh .ftJJitlter &II!N ill CCIIlP11JD.r & JIP' .. 
cttaU.orat7. 

t. The lalla SOS't1llg UDlt of Genftl'81 .&Da1.J'da SoctloD ot T:ratfte 
~18 81d Control Braaoh, whloh 1e laoat.l!ll the aame 1d.D8 with the 
OJ"'pt81'JBl)'Uo all1 tnmalatlora UD!ta, Bid IO'I'ta ud 41st.ri1ro~tee Jrua 
tl'attio fltoa tba lapue• o-.zd.eat!ou ut, wh1eb bu been DIUIId the 
Ja:r:ue• Danestle Natwark. 
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I• !he Bul.leUD Seotloa ot tba Intar.atioa ml Ir!aiiiOG B1"8DDb 

to whaa aU tranl1at!on1 ue 4el1Wftd aDd fttaa nc. the 111Drklheeta oat 
l:la11et!D oop1ea an ~ 

h. The Govt!rm8nt Code ar:d Cipher School and ti. Cuad!an 
Center at Ottawa with wbcD a 41vlld.on ot labor both :lD n~ ml ex­
ploitation baa beaD ett.ote4. 

4. Pmqg'-Jil. 
a. '1'he ta1.2.old.Da sa a lut ot u. mabel" at ~ employacl 

1D tbe Japane• Dlp1.aat1o Seotf.on• 

!)ale Otftcen • 2 
WAC otftoen • 0 
Enlf.ated lien • 1 
Erll:letecl WAC •.L 
IW.1tary~1·5 

Clvs:u•u :11.. 
fJ.'otal Penoral ..., 

b• I1l lddl\tOD to thl8 personnel, tben an 61 per)ple attached 
to the probl• br tM r.apge BraDOb. 

e. The pencmne1 ot this IGCtioa wort Oil three lhtft1, w!tb 
the I!Bjor1ty OD tbe daJ' ehlft. 

c!. !he pereonnel ev.re~ ••ei&ne4 to the eectlOD are !Daae­
llU'te to exente the total ldldOD ot the aeotioDt due to 1aok of traz.t 
~ytlo per80111181. !he JapuJeiG D1p1.omat1o Seet1oD ia UDable to 
Uldertake reaearch m1. :NOOftl"J' ot .. l•JUe• Dlplematlo and COIIrllUOial 
.,.tau ~oh conta1n 1nteUSgeace ot ...alue to the ~OA ot tt. ... 
'lhla tut baa 111 pacttoe naulted lD a IIOCUftoaUoa ot the lllallcm ot 
t1ae ..-s.on. eo tbn the ll11dOD la OUl'I'WIIt.1y ba..S CD what lt !a poad.ble 
to ua4ertaka, oouSdtrlDg tbe ehortage ot pebODD81, 1"8ttaee' thall 011 thl 
l'8118&1'Ch and ezploitatloD ot all Japue• QBteu. 

e. It 18 eatimate4 ~till OfttfJl' to acoaapltab tbe total mt..SC. 
ot the aeetlaD the toll.oldlla addiU,.,., penoauel would be ftqUlftd Sa 
the eeotloDt 

• 
Ia 

%ott~ W!r 6•1"" AMI• 
Be.-rah SllbHotiOD a ., 10 25 
~-Su~ • .J. -1. .Jil. -

~otal 8 12 15 '' r I: I . I 
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'· iJML !laa ...- anoeaw to the •otlOD 1a adequate aJd 
ita 1oOat!CDID napeot. to otiJelt uita la 801MDlent., with tM .,.P­
ttOD of tlat taet that it, 1a aepurate4 bJ' tbJH wiDp lUll OIMI t.laor ts. 
the Japaneae Dlplamat!c TnaalaUcm SecU.oD, to 'llb1oh tbe ct.ooUDc ot 
fi'IIJ"q Japaneaa cUplalattc --• lll8t be taka, ard tr<11 .._ all 
ecamsed nlld tnnalater:t _...... aut be ntunad. Th1a pbpioal •JUa• 
tlcta naul:ta ill • ccm.sdeable •ate ot tS. 8DI1 __.., be.._ tb$• 
aeettou. l f1oolt p1aD ot tb1a I8Ct1oD 11 attacbed •• Inoloeu~e 2. 

6. ~ ~ ot tM ·-· 1e cona1deral !Dadtquate .. 
\ 

•· Tbe taUMDg t11u are -~ !D the .Tapa~~~• Dipl.o-
!!Jiltio Sectiont \ 

(1) .Adii.S.D1ati'&Uve oon-.apozdenae am :recorda. 

(2) 'l'eaJm'oal c01"'1'8apoD1.,., etw11ea, 8114 zepona. 
lliatadcal aterJal aJd cummt •terial Ulll4 lD 
...,.. to- the ~ eubaectiou 1e t11e4 !D. tbe 
.Ada!nlatl'atS:n ottioe. Current materlal nlevaDt 
to pll"tlCNlar lft'blal 1a f1led 1n the 8Plftpftate 
aubleOtl.aa. 

(3) Code ~ and technical CI'OIIa-nterencea • 
filed 1D the Adlll1d.8tlat1w oft!oe. 

(4) Tecw.Sca1 ~ •W!al• u4 worbbeeta. H!atori.• 
cal atedala are tUecl!ra the Adm1D111tmt1ve ottS.ot 
or atonaa. CUft"ellt •teriala ara t.Ued m the appro­
prate 11Ub8ect1cma. 

(') Tftttio ancl decodes. OrJ.slnal• 1D PI'O"II ~ bmlled 
b7 the 6plftF1ate av.bllcctlcn. When prooea..a tbq 
ue t11ect 1D the Tratftc Subaootlcn tM atosqe. Jl~Pel 
8J'8 t11a4 1D tbe •PPIOJdate IUbaocUcla. 

(6) Tratf!o loge aad 1nde:ma. Uaater logs and JAlaaa ue 
1'1led iD tbe 'i'ntt:lc ~aect!ms or stomp. Raousa17 
addit1cmal lop tar putieal.u: qatoms ta.¥.0 ~ 
f.D tbe app.ropdate aub8eot1aa. 

(7) lhJ.1l.eUa eopaa., Fllecl ill tba 'l'raftlc ~ ar 
atonge. 

b. !ratt1e 4upal IIZ'8 Jcapt ,. 6 morztba. Obeolete ~­
u ... ~nee m.t nOOl'd• ue de1troJa4 we-q 6 P.&Oiltba. r.oma!rdw 
ot ftle• are kept ~. 

c. With I'Oeeml to the poaa11dllty ot ~1•'11w UDDaOea~WF 
ftlea DGW .sntalDa4 1D tile JapaD&,. D1ploaa.t1o Section, S.t •• 8111A811ta4 
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a. Repgrta., 

e.. 'the toll.owf.Dg l'$p01"ta are preJC8d b7 the Japeng• Diplo­
matic Seet!t"!!t 

(1) 'Toekl)' strength npcrrt • arill•W bJ' AdlllDltltratlw 
omee and Lmh'!littel to Ctd.ot, OeDa~ C~nal.Jtlo 
!b'tmcb. 

(2) ~ streagth 1'ePOl"t - osi.gluate4 b,r Mllbd.etatlva 
orrte~ c!ll sut-Utted to Chld't Geneld c~ 
nr;,nch. 

(3) ~em!~ Roster of Etll.18tt1d A•S..at• • •lg!natecl 
by AdJJd.taJ.atratlw ott1oe ard lll.llla1tted to Chief • Genen1 
C!7Pttmal1t1c Brc.Doh. 

(!.) 'Tee.ly Df.ght-a.'dtt roater-~by Adndn11trat1w 
otr1ee nnd autmittecl to ~. GeDera1 CJ7J)ta~ 
Branab. 

( 5) 'feokl.J' D1sht-eh1ft auponlad.on nster - od.ef,nated by 
A4tddetatS:ve 'lft'!ee1 ml IIU1111tte4 to Cbleft Geneft1 
Cr,ptaDal)'tto Blaoh.. 

(~) Da1l7 tec!IDS.eal !"OpOJI't • orlglDaW by Jl.d11d.D111tl'&tlft 
Of'fice1 am 1\lbnd.ttec! to General c~lo ~• 
F~er. 

(7) Se!!d.~ technlcalnport • orlgbated bJ all mb­
~ct1ons of Japanese D1plauat1c .Soct1oa1 f1ftl IIUbD!tted 
to .Aclm1n111trat!w ott!ce ot this section. 

(8) Sem!~ teolm1ca1 :upart • Ol'!lg!latecl by A&dnilltft• 
tl~ ottice ana sa.b:d.tted to General. C~le 
lh'8nch P..ccOS'Iler. 

(t:) rJG!lJ O).'Stems ~ ... o~Wd bf all aabeectlo!'_., 
m1 aubmlttad to Mainlatrative omee ot .TapPe• 
DS.plaaatlo SeottoD. 

(10) !!onthl.)r •v·ateme :report - orS.gimtted b.v AdmlDietraUve 
cttlce e.1ltt SD'b:!d.ttecl to Ccnt1'0110tt1ce. . / / . 

9 •. gmmta,tt91 grpk npr. r 
I / 

a. The tram.c whlph 11 z.ettlved ~·the .Tapa!'N8 D1~tlo 
Seotlcm la ot two ~ tJta•• · 
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(1) Japall8 .. Dlpl.CMtlo aDd Greater Eaat Aa1a IIS.nl.U, 
tattle noelved frOIIlllteratlcmal Polnt to Po1Dt 
c:lrcm1ta, ml ~ the Far laatem Dlplaaatlo Net. 

(2) Japueee CC£'18rcia11 lUrlol' Qaqza.nt~J., ud,Prlvate 
tnftio whlob 18 received tn. tbe laJ:aD~• baaeet:lo 
l$t. 

c. Tnrt1o which 111 1n one ot tbe macbl!Je eipbar 81lteu u 
t1U'D8C1 CNeJ" 1mne41ate]7 traa the '1'fttf1c Subsection to the ~lach!De 
Subsection. Thia subsection Wexes lta OlD tattle, solves the maohlne 
sett1Dsa, and deolphere the •••'• on the elpher nach1ne. 1'be aub­
aectlon la aet up •:s:aratel.T J1Q'tJ.7 because it npJ'eaenta a ~ 
Japaaeee cipher 8)"8teat wh!Gb caa be ha!M!lacl lndepelllent171 8111 tart11 
beeauae lt 1a belitmld that additional aeCUI'itJ' appllea to the tact of 
the aolutlon ot th1ll moat aeC111'8 Jal'U'ae .,.tam, aDd tor th1e :reason 
lt 1a 1aolate4 .frca the nit f4 the •ct!oD. 

d. Trattic which 11 1D a)'8teme wh!ch have been oaapletel.J-
aolftd la turDacl wer to the Decode Subaect!OD.t !b18 aact10D 1a zoaepcm­
sS.bl.e tor the decodlng atd deo1pher11J1 ot theee qetama. For :re&80121 ot 
coaveDleDCe ant for, beat utllllatioa of pei'IOIUlel,_ the pei'80D!lel (eo1orad) 
ot the CO!IIr.lerclal section of the Oeueral CJ7PtualJtSo nranch pertcma 
the decodlng ot the qatea JAR. More compl.ete deaorlpU.on of tbla 
activity J.a ava!la~ 1ft the 8Uft'e1 ot the Ccmmerc1al Section. 

•• !rattle whiah is 111 qatama which have beell zsrt1all.7 solved 
la turned over to the Develop~eDt Sttbeectlon, when auoh mn•ze• as caD 
be read are decode4 ot- declphared1 and tho• 11h1cb cannot be :read are 
added to the c:eyptoeraphlc cleptb to aS4 1n flll'tbeJI 1'8cove17 ot UDeolved 
ele11len\e ot the fl18tea. 

~. 1'nft1o 1D &18te•• which haw not- 'l»eD aolwd 1a turned ovar o 

to the llese&--oh SUbaeetlOD for st1Jd7e 

· g. Decoclea wh!ab are late 1ft tba MaehlDe su.baectlon1 the r.ecode 
Sub•ot!oD, aDd the Developaeat SUbHct1on1 are theD aeat to the Japmeae 
D!plaaatic !ranslat!oa Seot!on ot Ianguage Branob, where tt..,. ue .... 
acannea, 8111 thol8 which are ot SmportarJ.ce are tnnelated. 

h. All 4eoodea are nturnect trrc. the JapaaeM Diplcnatio 'traDila­
t1on Sect10D to tbe Trattto &!'-action ot the Japaneee Df.plcnatS.c Seetlon• 
General Cl')'ptaaal.Jt1o Banch. Here the •••se• 11h1ab baw not beeD trau­
lated are tiled in the 'l'ratf'ic Subaectloa. ..aaapa wbf.eh !lave beoD tnulated 
are turthar prooe11811 t~ the add1t1aD ot ~eltW&Il\ nla7-aDd 01"088 ntel'eDOe 
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~ Trart.ic in a,ateme which ue UDier t1tut17 18 tU1'DIC1 0'181" to 
the Be ... Bubeect10D ot the lapeM• D1p1aaUc SeoUoD. 

• 
'i, 'l'he work tlor1 ot thir. ~ot10ct1o r~et trntt1o ie veJ7 wen 

urder control., 'l'h1a 1e cbvicni81T due to the c011plete !JltegN.tloll ot the­
woK c4 tbt UDlta of OeDel'81 Cr,ptal18lyt1c Branoht the Tratt1e ADa~ 
aid Control Draach1 and the Lanauage Branch. The ph,..S.callocaUon ot 
all ot the unit1 1n one aroa and the spirit ot cooperation bd-.n tb.­
has ~atl7 contr!bltted to their eftoctiveneaiJ. 

2 halt 
1. 0rg Chart • SPSIB-31 
2. noor PlaD - SPSIB-31 
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JAPANESE DIPLOMATIC SECTION, SPSIB-3F 

Officer in Charge 

Decode & Deciphering Machine Subsection Development Research Subsection 
Subsection Subsection 
SPSIB-3Fl SPSIB-3F2 SPSIB-3F3 SFSIB-3F4 

Civilian in Charge Officer in Charge Civilian in Charge Civilian in Charge 

JBB Unit Additive Unit Diplomatic Unit 
~ SPSIB-3FlA - SPSIB-3F3A r-- SPSIB-3F4A 

Civilian in Charge 

JAH Unit ri"ransposi.tion Unit JDN Digit Unit 
~ SPSIB-.)FlB '-- SPSIB-3F3B ~ 

~i ~r~I~iiJI~_en,.,. .... CiviliAn In Char.2e 

JBC & JBD Unit JDN Kana Unit 
~ SPSIB-)FlC - SPSIB-3F4C 

Pivilian in Charge 

~ 
JBH Unit 

SPSIB-)FlD 

-- Translators Aides 
SPSIB-3FlE 

I 

Technical Advisor 

I 
Tratfic Subsection 

SFSIB-3FS 

Non-Coomissioned 
Officer in Cbarn 

--f 
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JAPANESE 

COMMERCIAL SECTION 

LANGUAGE BRANCH 

SPSIB -JC 

WING 4 

/ST FLOOR 

OPERATIONS "a" 

JAPANESE 
DIPLOMATIC SECTION 

GENERAL CRYPTANALYTIC 
BRANCH 

SPSIB-mf 

B!Jl 

o I 
1418 
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I 
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J.. tho !dedoD ot ~ JaJ!Uille C~ '1'ftDal.atiOD 3oot1011 S. 
the bookbreaJd.Dg anci WaalaUOB of all JapueM luguap cammei'Cia1 
J'.l8eeaeea • that !a, DOD....,. u4 DOD-clipl.~t!c tatt1o - llbS.cb an 
iDtooept«l oa the las--• DaM1tlo Net. Th18 aeoUon &lao eupp11ae 
a-2 with apeo!tlo !Dt01'114U.cm oODC8l'D!ftr l.caat!ou ot iat~ 
eetab11alullmta, pJ'04uctlon tlgurea, l"ld.lrGad JJ.Dee ml ~a, etc., 
t• uae 1n the st.Nteglc bcmblDI ani nlxl8r1De OMpllcna 8111 lD tbe 
ecOialle atwU.e1 being Jade ot .Tfipm '• abil:tt,' to wage ..,.. In .aau­
tS.oD, a acall!l:tnS group 1n thla aeottOD. baa the •S1d.oa ot ~ 
!nt'eftmees t.raa p.'l.8!ft text iD 'VOl,.. whlcb lldgbt Jleld •terial ot iD­
tel.UgaDGe value, aD! aoatmSna all p.'l.8!ft ~ •a~agea In Ol'dv to de• 
ld.pate the Mle&gel that u.. to be tftm8late4 bJ the !ranalatlOD tJnit 
at ViDt IWl. 

2. llecauee ot tbe ..U ftBibelo ot peop:w.. eapto,.1 ill th1e soctloft, 
it 1a not bftbn don 1Dto aubaeotlcma1 8111 tbehtON aa oJtgeld.aat:lona1 
chut b not 1nclud*'e 

3. !be Japma• CCIIllleJlCia1 'l'nmalatJ.OD Sect!OD 18 ol~ !Dtegated 
with the toUodfts UDltet 

•· Kana sos-tt.ns uut ot tntn.o Alalp1a aDl control D's'allah, 

b. Shlpp!rlg Seattoa of IDt.-tlon am U.liiCID Bn.,..cb. 

o. Japalle88 D1ploaat1e ~ ot OeDel'd c~ Dranob. 

4. bnARMI· 
... 'lhe rol.l.oldDg It • 1l8't ot the peraonnel -1gne4 to tba 

l&pmeae CCIIIt!lel'Ola1 bullatloD S.CtiODt 

Male att1aen - 3 
WAC ottloen • 2 
1nts.w ._ - a 
EDlJ.Itec! WAC • ..JL. 

MW.tal7 t:Waaanel - 13 

Civilians •-'-

..... 
---~~~ ~.ilf."j.~::l~1 ~to~P~S~EC~R~E~J~---~·~-----
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•• The .Japanese Ccn.."..lrcial T1'8118latlon -.;ection 1a located 1D 
the I"C'ar ot Wir.c 41 first 11001'_, Opent1cma "R". The apace aea!ghad to 
this aecttm !a adequate. (A !'1001' pl.aD ot tb1t •cttcm 1a 1nol.ude4 with 
the tl.oor pl8ll of the JapaDeee D1plcmat1c SectloD1 Geneml. Cr,ypta~c 
BnaDCh lD 'l'nb K. 

b. The loeat!OD ot this aectioD :ta converdaat tor coatact 'fd.th 
other aectlcna, partioular17 the JfaDa Sort!Dg tJDlt ot 'h"atftc Anal.)'d1 
oat Control B:ranch, ml the Japanaee Diplomatic Snot1on ot General C1'1Pf.­
annJ.,t1c Hranch. 

6. The lighting lD th1a aoct1on !a adequate, aa the eact1on 1a lo­
catea 1n the J"Oar ot the w!rJB. 

a. The tolladDg t11ea are maintained 1D tba Japme• Com ·erc1a1 
!nmalat!.on SectlODa 

(1) Pile of ocmpany I'JIUD81 am cable aclc1aasea appearlng Otl 
tbe Japallaae D~atlc Ret. 

(2) ~ t:rart!o tile, b7 date, worbhaet maber• 
m:d R-aaDibu• 

(3) Solutloa t11e ot t-he .,_... be1Dg exploited t# wh1ch 
bave been exploited. 

b. !be leDu~ of t1me that the tnea are -.1nta1Dicl wriet 
tmn tm. lltdltb8 tOJ" dead-headlld .,.tem8 or parta ot .,.-., to 1n­
deftn1tel.J' tor U118olft4 •terJal. 

a. nopqrt.a. '.fbe toUOid.DI 1'8pol'ta an rellden4 by the JapUJe• 
C~T:ranilatitm :JectlaD1 

•• Trlgraph repo1"ts wb:lch are prepared mcmtbl7 ftDd eubdtted 
to the Contrcd otrice• 

b. Seml~ prognas report aubm1tte4 to the Cb1et1 tancue-ga 

9. '.t'he ret~ftmee materlal ut.Ulzed b7 this aectlon ccma1ata ot 1n­
foZ'JlatlnD obta!rJed b'Oil the Spec1e1 Pro3eots Soct1cm ot :ttmguage Branch, 
the Int01'111f't.1on Sectlnn of tnt"or.t10D 8114 LSa11101l BftDch, aDd the Econcmd.o 
Branch of o-2. Becauaa ot the present e1ae ot the aecticm, lt is not 
neeeoaa17 to .tnte.SD a eeatral ~ ot ntereDCe •tel'l81• altbaup lf 
BD1 wt-..rm the aectloa lDonaeee, it _, be 118C81•17 to eatabllab a detlnite 
tUe of 'l'8terence materSal •. -- - ,:-, · ~- -- · 
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10. 1 more qomplete cleaor1pt1on ot the work nar ot 'tb.b aeotiol'l 11 
to be tOUDII 1ft tt. wo!"k t'low of t"e Japanese DS.ploraat!c Section ot the 
General Crnunal.Jtic Dnuuah, 'l'ab r .. 
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1. 'the {lldM,dOD ot tbe 3a~ D1p1.011atlc Translat!CIIl SeotlOD b 
the traulatf.od ot lapaD&I8 D1plonat1o trattlc1 aDI1 the aasilt!DI ~ 
the GeDeral iCI'jptanal,UC Bnach ~~ with code 1nltructiOD 
... aapa. / .. 

/ ' 

2. tj.a JqPane• D1p1omatlo TranalatloD seot!OD 18 campoaed ot 
tour ~9t1 ... u WuatraW oa tbe orpdlatlcmal chart attaobe4 
··~1,. 

2:/ '1'he .Japanete Diplomatic TZ'IlDalatloD BeotS.on works 1n cloae 
11a1.,- with 1~ tollold.ng UD1t•a 

I I 

/ •· 1 J~ae D1plomat1c r:ectif)D of General CZ"JPtanal)'tlo ~. 
I I I 

1 1 I 1 

b-. ' tntto:rmat1on nect1on or I~ormat!on ar.d LSaieon tmr.teh. 
I I 

I ~. Bu1,letill Section ot Information aJMt Lta110D Ilraneb. 
,...s I ', 

ltft det.a.Ue of Jt.b!t intqfttlola ot th1a aact1on with ci'7J)tanalyala .Ul 
bel tauxl lin contnl 111J.W7 ot Ja:pltJJftee T'l1p1aat1e Beot1cn ot Gtmeral 
C~cBfancb. 

' 
I -ll'l 4. ,Pmq~ 

a. The. foUDid.ng le a llat of the pencmnel empl.o,.cl in the 
lapue•1 .Dtplonatlo Translation Seot1ona 

I 

' 
Male otftcere 
WAP otts.cen 
Eql1ated 11m 
E~':lleted WAC 

' !/ I 

.. ' .. 0 
•20 
·-2.. 

XJ111tarr Paraozmel • :n 
' 
~ivU1au •..lL 

I ' 

' '• 
\ 

b. "The periOlmel Sn tb1a aectlcm 1a adequate to perf'ol'll the 
mleaton •••~Bft8d• _,, 

I 

5. '!'"• Jap~U~aae Diploat1c TftDelatioD Section 1a located ill the 
headh.OWJe• at tb8 bead ot Wq 11 eecODI! floor, OperatiODa "B"• A tl.OOI' 
p1aD ~ thie •e~on 1a atte.obe4 •• !Do1ot111l'8 2. Alt.h0\13h the epaoe al­
lotted aeema ad,equate, there 111 eo. question •• to the COtlVfm!eD.ce ot 
1ihe loeattOD ot tlda Uldt 1n respect to the otber UD1ta \71th whi6 it 
\VOI'ka moat cloael7. !'he tacton which 11111tate ill tavr~~ ot aov~Ds the 
soaU.oza uea , ·,, ~ 

a 1 1 r 
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•· AU JapMBI8 J>lplaaUo 11111•~• whtoh •~ decoded Eat be 
· eunea ,._ the tallith wift8t ttnt t1oozt to ,_ beac!boule ot tbe ts.nt 
wbat ....- 110011'1 tor .,.,.,,. ud 'tnUl&UIIIt ard lll8t thea be 1'8• 
~. 

. b. The other •aot1cu with wh1a1l the ti'UIIlaton haw oloaest 
operational oczrtact (Int01'118t1oft and Dulletla Seot10DJ ot Intoa.Ucm 
aat LS&laoa Dralleh) an aU looatecl iD tile t1tth td.Da1 t.t.m tJ.oar. 

6. The tactora -.blob l'ldlltate aptl\llt mov!rJg tbe •ctloD *"' 
a. fh8 tJualatara pntut the J*O' and quiet of tba ~. 

b• 'the 1ooat1ea :1.1 ~t 'to the ~Uw ortJ.ce ot 
the LaDguage DJUab. 

? • !be l.tghtiDa in th1a section 1a a4eq-.te .. 

a. m··· 
a. The follodtJ.s ftl• en ~ SD W. .aotlont 

(1) CUI"'l'8ftt n, !, c.x. ann DJM senea ot .7&J'UII8 cUpto. 
•tic •18&&8• - ma1nta1nad tor 6 IIODthle 

(2) Dr.Lt11h cablec1 tranalatlcml ot Japane• cU.p1.omat1o 

~·--···P'~. 
(3) Mag!c Dlplaratlc SUznmlr1ea back to 5 FebJ'ual71945 • 

Jrept pezaaeftt17. 

(4) ReteftDCe tJle oonta!alng aaterials tor da1ll' ue br 
th1• MCtlOD - apt pa~. 

9. 'the tolltllfbg apo'l'te ue !'Oideftd 'b7 the .T•ta~~e• Dlp.'l.omatlo 
!raulatt.OD seotloat 

a. Selll~ npoftl • •1a1tte4 to the Chtet, tuasaaae 
tftDob. 

b. Per!ocllo etftcleJlq reparil. 

10. The to.'J,low1ng 1a a list ot the ntereDat matei'Ul uaed bJ' tbla .... u.aa. 
a. Ll.t. ot .T&JI&D8• pat-IIODM1. 

b. LS.ata ot ChizJe• peraomel. 

c. Ra!lroa4 .t aU.ea f'l'ca tbe IDtanatioa ard Lta!aca Bzuob. 

I 1' 
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a. 'the ~atloD ot the apeo1a1 Problema SectlOD 1a U!llqua 
m that each pereon repoz-t. dlnctq to tile MOtion cb1et, :rather thaD 
the aeatlon be!Dg 4ldde4 1Dto ~cUoae aJd UD!t•• 'lha Ol'grm2uU..,_ 
ehart, attRched aa IDoloiiD'tl 1, 11d1oatea tbat tbt tunotiou OD a atatt 
18'lel aft' divided into a catego:riea, aid that the C17Ptanalpta are plaoe4 
on tenu -tbet WOJ'k toptber, bat whO are ~ ftapou!bla to the 
ott'!oer ln Charp ot tbe SpecSa1 Pro~ SecU.Ca. '!'be ad.ftntap ot thla 
type of -aarailatlon S. that the or.vPtaraal,.t.a, taul&to:ra, aDd pereonnal 
&DgSgad 1n the esplo1tat1oa ot RuaaiaD tfttfic are not ocmaenecl w1 th the 
a4mlDS.IItl'atlve detN11 ot theb' •*ot1cD or Uld.t, aJd therefore, tbq 
call devote theb' ent1n t1ma to theil" GilD IIJ)ec1ftc snbl.•. 

b. Becauae ot the b.t.gb17 olaasltle4 nature ot tlla wort 1D th1e 
aectton, tbere are aeveral addititmal dutiea pertoftlell b7 tbe O:P$dal 
Probl.MI seetlml whiob are Do\ pertOI'IIId bJ b7 ot the other •ct.tona ot 
the Cenera1 C~yt!e Bl"UUh• 

' 
(1) It J.e tbe ctut7 of th18 eectlon to t;ype up the daU,. 

b4letia ~the ........ vanalated,. 1"8thel' thaD the 
Bulletlll Seotloza ot the Intox.ts.on and L!aiaola DraDOb. 
Coplea ot tbe• •••&e• are hm1CU"1'1ed to the !'eptRT 
Chief ot Staff, MWta17 ~ Sel'Y1oe. 

(2) A file of collatel'&11nto:rat1oa ia malnta1DI4 ill thia 
eoctlon, 'llh1ah 1IUU1d Ol'diDII"ll¥ be kept 1n the IDt--­
tlCD Seot10D ot IDto~tS.CD aDd LlailaD Bl"&llOb. 

:3. !heft 1a no Ua1.- ma1DtaSDI4 bet•e tb1a aectt.on aDl Uf' 
other eectlon ta- Uld.\ of the S!pll Scou.:ritJ' AgaDCJ't emept tbe Qeaeftl 
Cryptanalytlo Branob ~tlOD otflce. The Special .Pro~ S.o\loa 
doea malnta!D ocataot with the aact10D a\ the Baval CC111!1Jn2oatiou .lDDa 
~e-1. ta the study ot Bu~ proU... 

4. fe£10PD11. 
•• '1'he fo.\lowlrla 1a • lift ot tbe penormel emplo,.ed lD tb1e 

sections 

Male Otflceft • 5 
C1.S11au •.3A.. 
!ota1 Pel'laanel • 99 

"'=-· r--
1 

TAB 

• 
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b. At lealt 1~ expanaion 1n teraonnol wm be nqu1red Ill 

th1t aeot!on. l!OilUvor, it :i.fJ believed that an 1ncrea• ot 2¥ ot th8 
periOIU'..el each r10Dth wcu1d prodcie for aeceac:.a17 expeul• a4 atl11 
would not endaDger aeeurlty. -

e. l~reon..,.1 tor this section ueual.l1 at-e recruited lrCllll ..U 
tOWD81 and troa pereeu who have a rel:lgioua be.ckgrould. People who an 
p-sdurtea e»t J.uee un!verelt!es and who l!-..1ottec.\ 1n econadea Bl'e not. ac­
cepted. without fUrther check on tberi loyalty. 

4. ID aelectf.Dg the periOD.t fltoll the Cl'dl.Sar& Tr81D1Dg School, 
that a!'O questioned e.a to the~ 11kelJ.ho«l or re'l81n!Dg ~ or leal pew 
manentl._;· oa the 3ob. This !e done 1ft the inteftsts ot securit7, and 
cont1nuitJ' ot the work f1aw. 

s. The S!)Gci81 Problems Section 11 loeated in the o!sth vS.Dg, eec0111 
f'loor, Operat1oD&t "A"1 sepe.mted trc. an ac1Jo1rd.ng aect1on ~by aonble 
part!t!ona. 'i'h1• lccat!on 1e not satletaot017 tor •Sntenance ot aeC\U"lty. 
Because ot the distellCe 'bdweft this eectlon Old the Ad~.r.!stration ott1ce 
ot tho C-enoral C17Pf.eMlytic Branch, tho location 1a not comren!ent. It 
le be11oved that thia aecUon should oocuw the wllole wing, (111 a c10881l 
rocn 1."1 s0111o other loaat1cm. 

6. The u.;ttng 1D the Special Probl.eu Seot!tm 18 co:tJpl.et.ely !a­
NlequE\to. 

7. FAt•• 
a. The tollold.ng t11ea ue ml11talned 1n th11 eect1ont 

(1) Ad!rd.Dlatntion ao:rreapoatenoe IJI4 reoorde. 

(2) Collateral 1:!f'Ol"!"..at1on tuea .. 

(3) Cryptographic collateral file. 

(4) 'l'ecbD!cal !mrento17. 

(5) Traf'tlc. 

b. TheM t.Uea ere all L'!&1n.ta1Did !D!et!n1tel.7, except tor 
the edm1DS.atratlon ftlea, which are p1aOI4 !a an ob1otete tU.e at • 
eJd ot the 3Ur• 

a. 1'he follod.rtg :reports &re rerdered by the Speo1al Prob1 .. 
Seotlonl 

a. Monthl.y me-hour report lftlblpltted to the Geneml Cryptualytio 

--ttoP SECRElJ 1 ~;. I '" ' ,,, I 

I ;I •l 

c 
l ' ,-, 

'l\. - ) I I 

I I 
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b. Sed~ tecbD!cal :report subll1tted to the C.eral 
C~ic Brauch. 

c. Occae1onal tecbD1cal aporta on aolutlona aubmitted by 
cryptfmalfeta, d1str1butad 1nternall71 and lD a few ~••• to the Nav;r. 

~. Syetems reporte submittod to the General CJ.7PtaDBl.Jt1c 
BraDoh. 

e. 

1 ll1ct1 
0rg Chart • SPSIB-3() 

I 
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1. !be aladce ot the Jntozomatlcm Seotlce ot Wo,.tlan Uld 
'·'•boD Bl'afteh Sa •• tollona 

•• to Nee1w, ~ eat to d1atr11ltt.e thJ:ouahcmt ~ 
Seavlt7 l.gerJt:t oludfti4 40GUII81lt8 aa4 .Std1ar •ter~ ot ~ to 
tbe Optl'at1DI Uld.~• 

b. to lliPPb- opuatloM11 backp'oaJd ard cl~ lntos.­
t:I.OD to or,rptarJall8ta aad trualatcln. 

c. Ill ooop~mtloa wltb U. ftolalho Branch ot tbe Mtllf.al7 
IDW11811Dae Sel"doe to erteot aa exchallge ot proo••* Wo!latioll wh1oh 
8Dilblet eaoh to haft aallable .... wanted. w-.ttoa tiJea elthft coul4 
PI'G"Jde ~. 

a. !o psw1de an 1n4ex ot lntoz.tion (exolu11ve ot tbat n• 
lat!Dg to eeN!D eOOJta!de top101) apz18U'!rJc ira the 81.-l s.tal'it7 A.geDcy 
Bullet!D. 

•• 'lo aaquile1 cataloa, d!atnbllte, CU8 t• 'N1••1dfte4 boob 
ml other J"eterenoe •teii.a11 ot wlua to the S!cnal Seaurlty Apaq. 

2. !be Iratonatlcll Seetioa u dlddea iftto three ta1n anbl80ticM, 
p1.ua the S1p1 Seautit7 &cene7 Llbl'ar7, •• lllustratea aa t» Cl'pft5•­
Uma1 chut attaehed u JDe1oluN 1. 

3. !hie 118otioll WOib Sa oto• 2Jall01l WS.tb tbe to'll.adftc UD1tlt 

•· All bnnahea ot tile ~ DlYialoa r. w .. Uaa 
belpltil sa ~ mt tranelaUoD. 

b. 111 opeatiDg UDlt• ot the SigDal SeovitT AgeDq u oe­
cadcD arilea ta. thea to obtalD ~. olallld.fte4 doCU~eW • !Dtcnw.­
tlOD CD 8)lfMda1 topiole 

4. the toUOid.rlg 1a a u.t of the periiODIId eap1oJ'84 1D the Intcma• 
UoD SeoUat 

rtAte Ott1cea - 2 
TIAC Oft!oeftl • 0 
'ID11ete4 .... - 1 
Ebl!sted WAC •.J.. 
R111W7 Penorme1 • 6 

Cl'filt-. ::7L 
Total Pe....,.,. • 71 

--ltOP SECRElJ 
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0 
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(3) Zmfm\ wa. m n. », L, 'l, ci ....... tJ.1e4 -
eiiillii to til• top1oe wlth WhlOh they ctea1, except 
IIWJh .asage• ae are 118~ b7 epeeW•HG Uld'- at 
SJ.gaa:. Seoul'it.;, AgeDq - tile ~ 

(4) loipH!:'!!"!• All n, D, L• t, aid c:r ..,.g., t11ea 
it"J)jibiU-...Ci~lll'~ aoccm11nc to point ot ~ aD4 deetlD&• 
tiou, aat UD!er ti1S.1 by •-P 111aber w1tld.a the ,.az"a 

b. I\'ocea814 Wonatlan aDd a!gld.t1cau\ 4 ....... , boob aid 
•S.5'•r refe1'8DCII ater!ala azae kept pel'MI8ntl.J'. 1lcml ot th!l tUee .._ 
baeD labelled ob8o~ bee&1118 ot the 111"'11~ tble sectlca fAJ~ te 
other urd.t.. 

s. Tho foUQid.r.lc tteporte are 1'8Jdere4 by tha !ntozmat1cm. Seetlcma 

•• Who•• 1lho 1a D1pl~q ··110Dthl7 ~ d1atrlbatecl ill 
tho Sinmd ~eomi.tr Agency ml outldde. 

b. Specf.al nptMt•• ae ~ .. 

c. Feporta camp!1ed 1\'o:2 nater.tals ca tllo11 nhleh ~!D Sa 
tbe tUe for N,.._ ad edclittcma. 

I 

' \ ·'" I , ' 
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I i ·~ I 
I' I 
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1. Aa aet forth 1D p81"alftph 11 ot the OYerall repon ot the 
Gene81 CJ7Pt&Dal7tlo Pl'obla1 thera 1e aD ev1de!tt nee4 tor more CODtNl 
1D the eetabllahing ot pr1ol'S.tle• o011Clll'1'ent '1'1th an adequate 1'8'tin ot 
the prcxluct ot !Dtei'Oept. AI at.aW, theft are re.U, tvo Pl'Obl-. to 
be faced whleh an lntel"depelllleat aDd an beat IOlwct bJ' oouldeJtac 
thea 1n 1'8lat1on to eaob otller. 

2. the t:lrat ot the• problaa i• the eettlng ot pr:lor.lt!el !a 
all field• of the wort ot t• Geberal Cryptanalytic Problem. the M30'1' 
ltema to be couidend hen are intercept pr!ol'ltiel tor deeiNcllnteW· 
gence n .. roh pao1oJ'lt1e•t ~o1tatton }ll'iosi.t1ea, and translation 
prlolitle•• Interoept. ,Pt"l01'1tiea tazo 1ntelllpr~ce, reeeareh ant a­
plo1tat10D pl"iorit1e• Ale depeznent OD two tactore • 1Ulturally1 the !D• 
telllguae nquintmen\•• ud •00l'ldl.)t1 the techniccl req~• of 
oryptaDIIlJd•• Tranalation pri01'1t1e•1 howtmtr, nre depadeD't ~at 
ant~ upoa lute~ :requ11"aaanta. 

'• lD eatablllbSDs pl'1ol"1 tle• tor the• act1Y1U.• then aut be 
eatabllehed • method whenby the "IIO't'k produced end the ••rcr expeDCled 
in the proce•• ot ••tiDe .P1'1o'dt7 ltandarda are eona!.attmtl.:v' Nit eon• 
etantlr 1'8rie1red1 1n ozdw to dete1'1111ne1 

•• Wbethel' the priority ia actual~ be!ftg f'ol.loiMd. 

b. What the pr1osit7 1• actuall.7 accellpl.lllldzlg ill u., per­
eonnel, facUit.tee1 arid the relat1Te in~ ot th!a ~ndttun. 

4. There i1 aet forth 1rl the toll.ow1Dg an 0'11tl1ne of a ae.,tlon, 
ot a statt, to acccapUeh theN obJectift•• '1'hl8 outline le 'bued upoa 
the f'oUawlng cou:ldeftt!ou' 

a. fhat the UU1tar,' tn~ Servtce1 whlle 1D a poaltloll 
to stve general d1not1ve1 &I to ~lUgence requ.1rementa1 caano\ ,S.ft 
apot pl'lorlttea l'8q1l1I'1Dg audden ehanp• 1D lDtercept naiasion•, relaUw 
value of two •pecitio ••saps before thq ue tnftllatad, ar 1U17 otbaz­
t)'pe ot detaUe4 dlnctioa. 

b• Thftt lt ie DeMIIIAI7 to baw •• much detaUecl d!reatioa •• 
poaeible1 wlthlD the 11a1ta ot et£'ic1ont operat16D. 

c. 'l'hat the S!pal. seaurit7 Aganq 1s act~ an llltelllgence 
evaluatioD orgulsatlOD 1D that it z;eri'Ol'llS a contimloa41 ~·• ot nalu• 
at1oa •ch time a •••&e 1a read but not trallelt\ted. 

ct. That the 11Uit&r7 Intoll!genco Sel'Yloe will not. Sm!llacU.a~ 
be reari.elfte4 to. degl'M llllfticlent to auaw it to 11ft deta1led lnteUi­
geDae 41:rectS.OD to the 81pa1 Seeuri.t)' Agenq. 
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•• fhat it 1a po1alble1 w:Ltb the ICftll"'MI ot oollatenl.lDt--.. 
t.loD auihble, to eatabl1tlb at leu\ 111--. int,el11pnca atardar&11 111Wtb 
mq be applled to prlor:f.U..e. 

t. ft.t the aozre aoaple:4' probleftl 1D eatabU.Wng pricwltle• 11 
the ~inK of tecbDical nqui!'emente plua deterrd.Datlon ot what eora• 
etitutea f.mportaDt 1ntel11p11G8. 

g. 'l"'nat most of tbe elements neceaea17 for pr10Z'l'7 oODt.ol 
cat wltb!D ~ .Apftq aDd aee4 ~ to be ooc:A'dluated. 

4.. There are two tanet1ol'la which e.re curreut17 being petcm.d ~ 
the TreJda Re-rcb. UDlt wh1oh would r,:ra ae lntec;re.l ;ert; ot a pdorltlea 
UDtt, 'l'heae aret Subjeot Matte,. Categol'y ~tud1'!Ja1 C':xl the Rating ot the 
Inte~ Value ot 118.-pe • 

*• bWIOhP.ef Catetgq §!1!11•1• !heea an atudiel ..U 
of meaaaeoe bo1ng p11 with a vieW to d0te1'111!D1118 the types ot ln• 
tO!Mt:l.on earr1e4 lD each er,p"ograph1o 1)'8tea Nd at tba Sipl Se81111.'J' 
ApllCJ¥• !Ilia tunoUoD lhoul4 be a1siglle4 to the 1*'101'$.\iea UD1t alii 
operate 1n the follodng .uat•a 

(1) When a new aystet1 bocomea I'OIIdable1 a goc4 .ample of 
....... t.rc. aU oll'cm1ta ehcN14 be t:ranalate4 ~ IIUII• 
•rl..S aD! at124ted. Subject nattor categoriee ot the 
lntcmation traDaitted 1ft the SJ'IWma should. thaD be 
•" up. 

( 2) No more etudtea ahc:Ju14 then be Made until sene ehat~p1 
aaeh aa the int1'eduat1on ot a new Ill-stem _. the d:la­
ctJnt!lmalloe ot aa old 81Bt. upset• ·i.he or,yptoszwphio 
CCI8l'Rmicat1ou be1811M of tM ccnmtry conoel"'J84 • or 
3 1110!$ba later, whiohernr ot these~ ooear ttrat. 

(3) fhel8 eattgorlee, eom.M.ne4 with a cryptogt'aphio trnlua• 
tJ.OD ~ the 8J11'tellt ehcm1d be 111ed to determi.n4l the 
relatin poe1t!tm of the 1171tea 1n the achema ot onMIID'• 
cat.1ont ot the tOI'd&ll pre~. 

b• Ji!Upg ot the ~ntaw v-r:t ot 'leiMW• Thia tuDattoa 
ot the Trenda Reaearch Ufti\ eld bfl attae to the !'!'!or!t!oa UJdt, to 
operate • • tollona 

(1) Read aU p1bliebed !'l&ll!lfi81, 

( 2) ltate theM meeaapa accordtn: to •1l7 apeect-on aoale 
on the baa1e ot ifttol'Riatima obta1Dablo trca 'b OUI'Nnt 
lDtonat10Jl apac1a11•'• wbo WOid4 alao be attacbe4 to 
tb1ll ualt. 

(3) 3et up a autaaatlo procedure tor a N'dft1 on a aoatb17 
bade, ot the value ot •-P• 1D eaoh pro4uoing e)'ttaa 
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coapared to the time lac ot ....... ot moat 11lpoJ'tance 
to detem!De !t the:re !a a117 pla" wheD ac!ditto.l 
pereonrt..el or :pl'OOtl4lna ._.,be ftquired to apeed up 
the proceaPD~ of a .,..._ with a high ~ of h.tgh 
value •••P•• 

a. !he araalJ'at• woald read newepaPIJ'I nob aR the In York 
'!'imeiiJ t~..e;y would ale read the total bulletin, and the State J)epart.Dt 
eablea. 

c. !he {'tooeaa ot read~ theae itiml!a will laMp the peraormel 
well inf('lrmea on eurrent attalra, 

d. 'rhe cme1al point ot tbetr dutie11 hewtmJr; 1ftNld be the 
orS.tical. epm1nat1,on of State neputment cable•. Signal Seourity A:!8DOJ' 
receive• copi•a ot briefs ot all ceblea go1:'lg to or trma tb8 State De• 
partment. Fftl11 a critical reac11ns of the• cablea it 1e poeetble to deter­
mtne 1n large meaiUS'D Rnct 1D good deWl the nbjeota f'll which the State 
Depart,mtmt laolca lDtomatS.on. It would then be tbe dut7 ot thia unit to 
1Rtom the head• ot production eaet1ona tbat ••••" dealing with theee 
aubjeeta eho1l1d bit tl'IUIIIl&ted, the s-1apbiaal looatlon of pointe when 
mesaagea ot deeh'e4 intelllpnce wmitd prollllbl;r paes, aDd to glft a-. 
expl.aNI.t1on of thtllr mportanoe. A further nt1DelieDt of thia t\mctioD 
wOilld be the call.1Dg to the attent10D of the heada "f tbfl prad11ot1on eae• 
t1ons the tact that ttae partioular IIUb~eot •tter f.• ~ tra~ttea 
ln a particular eyata or qatema (which !ntcrma.tion woW.d he aftilable 
traa the sub3eet atter catesol'J' noOl'da). Another epplicatiCID. ot • 
work of this unit would be the not!.Dg of mbjefttl wb.\ch lllJ'8 iteae of ooa• 
ment aid report• by the :repzoeeeDtativee ot DJmeroua oountd.e• 1D a ~rU.­
cular WOI'lcl capital.. A ap,t abeak of tba C0111l'hrien 1n whoae readable 
systems the &mbjeot did not appear, but might zoeaeona'b17' be expected to 
appear, lliaht 1ea4 to the aaiUIIp\1on ot a crib tor SlradSate 01' f'tltua 
appUoatloa to a a;rata of tha~ CCNiltr,' wh!ah •• UD&ter •tud7• IJ.'hese a:re 
patterr111 of t.be methoda in which the Current SituaUon Rooa &ctivit.le• 
could he bl'O'.lQht to bear directJ.v on operat1ou. 

7. Added to the• !Wctionl! wmald be tlle teobnioal act!Yit1ea or 
the Pl.anrd.DI and PriorlU.a Otfiae of the GeJIBal CI"JPtuaqtlo Branah; 
pertol'tl!ng the eama dutiee •• at preseD\• 

a. &leo, a ..abel" o£ the intercept cont:rol gnJ11p would be a 1118!!11»1' 
ot thia pl'1orl'Q' .taft srouP. 
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9. It 1• bel1eval that if a. pr!ori.tiea unit 1fere eet up along the 
l11Mi1 irr.U.aaW lD • foregoing, ant! tbe detaill of opentlon worba out 
lD .,_on b7 peraonnel who haft been pertondng the aepaate tunctiona, 
a p-eat adft!ltage would re8Ul t in the control ot the act1"1'1t1•• coneem.ct 
with tJut General Cryptanalytic Problell. 
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