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YEMORAND' M FOR COIPANDING GENFRAL, SIGNAL SFCURITY AGENCY
SUNJFCT:  Gleneral Cryptamaliytic Problem

PISCUSSTON

1, A Control Office survey of the operations of the General Crypt-
analytic Tranch was undertaken during the momth of July, It bacame svi-
dent from the first thet it wes not propaible to limit this suxwey to the
Genersl Cryptannlytie Branch alone, lut that it wonld be sssentisl to ox-
tond the study to include operations integrally associated with the
rroblem which were under other soparate sdministretion, The survey
therefore reviewed the General Crvptarslytie Prohlem as a whole,

2. The Generel Cryptamalytie Froblem is comsidered to be the pro-
duction of intellipence from foreign commmicntions other than t'ose of
the Japanese Arly, This arproach necessitated & survey of the General
Cryptanalytie Iranch, tho Genaral Analysis 3nction and the Lecords and
Distritution uubsection of Traffic Amalysis and Control Hranch, the In-
formation Section of Information and Liaison Rranch, and the Niplomatic,
“ilitary Attache, and Com eveinl Translation Sections of the Ianpusge
- xamb.

3, The consllerstion which was uppermost in the -<inds of the survey
group was the fact timt the General Cryptanalytie Froblex will be the
najor funetion of the post-mar sipnal intelligence astivity, with this
in view, the functions oni the integretion of the parts of the problem
were considered in the light of their ability to function effectively im.
nodiately after the cessatlion of hostilitiea with the moat efficient use
of personnel, space mnd equipment,

4e The mirvey wus conducted in the same manner mas the survey of the
Jdapansge Army rroblen meviously, The Zmslstant Director of Communlioations
Research was sssocisted with the Contrel 0ffice during the course of the
study, and & representative of the Chief of the Intelligence Division was
Fresent at all of the meetings, Fach unit surveyed vrepered a check list,
which ig attached as Teb A, Tie preparation of the cheek list not only
ingured that sach survey fallowed the pame pgeneral pattern, but alao, its
-yaparation necessitated a careful anelysis by the section chiel of the
operations of his seetinn, with the result that he, himself, discoverad
wny inprovements in operations which he conld effect immediately or
tring up at the reneral ~wetinz for discussion, Fellowing the prorarae-~
tiom of the check list, meetings wore held with each unit,
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5« “ro‘lens of & more or less rating opsretiomsl mature, such as
specific eanas of insdequaoy of illuaination, dissatisfaction Lecaume of
grodes and promoticns, ete,, were handled, as far as posaible as the
survey renrvesped, by reforence to the proper anthority,

6. A description of the typices) work flow in the Genoral Crypt-
amlytic Problem has been prepared and is atteched as Tab B, The reports
on sach of the individual sections vre atiached as Tubs ¢ through O,
These reports are limited in generel to a description of tha organisation
and funetiong of esch ssetion,

7. 'The ammtlcn of the overall oporations of the Genersl Crypte
analytie Problem revealed many diffisulties wlich were comrom to most of
the smatirns, 7These pwoblems can be considerod us ariaing from faw
fundsrantal diffieulties:

8, Administrative soparation of iIntegral parts of the rroblenm,

b, Physicsl seperation of units vhose work should be closely
interruted,
g, DNifficultiss of persommsal procurenent and adainistyation,
d, Tack cf existence of & method of ap lying ;wioritiss bssed
on censideration of all the elements involved op aystamatic review of
the results cbtained,

8,

f, The sdministrative and organisational philosophy under which
the cperations of the Apency have bean condusted over the yest year o
two has yemlted in sepersting functions which sre Amdamental to the
performance of a migsion from the office to whish the rogp-ngibility for
that nisaton is mrimerily sseigred,

be A tsplonl cxmmple »f this has been the plasing of the Ihl
equipment and personnel under sn administration which ig separate fyxom,
ard therefare out of the coutrol of, the oparations which it serves,
This ws apparantly dons out of econaideration prineipelly for tha sise
of the INM rroup and without consideration of the fact that a piece of
I equipment is a toal, as are pencil and paper, for the technioian
sho is performing one of the basic operatirns of signal intelligence
activities, The result of this tas besn that the cryptamslysts who
should be ag femiliay with I machines as they are with rencil smd pe-~
per, mathematics of peobebility snd statistiep, Femington Subtractor
machines, ste,, have besn 30 aeparuted from these nuchines zs to hecons
familiar only with the general prosesses of upe ni’ IBM equipment, It is
the opinion of a large mmber of cryplanalymts that this fact bas con-
stantly proved s hindrance to the progress of the work,

—— — OF SECRE]]
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¢, This philosophy has jervaded even further into ths opera-
tions, o that it can de seen at work within the Intelligenoe Division,
Fere & recopnition of the existence of two basie oparations whose work
conld be and in essence was essily sopareted, 1,9., the Jopanose Axmy
Protlom and the Genoral Cryptanalztic Preblem, was subordimatod 4o o cone
copt of branchos, attempiing to combing all activitiesx which ware simiday
in esganco Uut A8fferent in scope smd matter, For exasrle, the Inforss-
tion Seetion of the Infermation and Liaiscn Brench, which collects and
suppifes information almest exalusively for the General Cryptanslytie
Froblem (the Shipping snd Order of Pattle Sestions ssrving the same pure
pose for ths Japaneso Avwy Problem) hiis alweys boen aduinistered sep~
arately {rom tho oramifons ~11": uhlch $te work was nost tntimately con~
anoted, “he separatirn of 2 group such am the Inforrmtion Section Cron
the oparation whlich It serves glvas rise to unnecessary problens of
coordination, It means that -yohlems of soonlination of sewveral facets
of cne bhasic activity Imve had to ha cooxdinated threush the Chief of
the Intelligence Pivislon, instoed of beaing coupletely enordimted, as
they could hmve been by an officer charped with the resnonaibility for
the Genernl Cryptanalytis Problem as & whols, (This sess fact 1s trwe
of the rarts cf the Japunese Army Problem and was recognised in the oxe
preasicn of g nead Sor a Coomiinster of the Japsnese Army Frohlesm, which
was ast forth in the contrel survey of thet problem,)

de This zams philosophy e eviient &n the mami>r in which iba
Japanesa Ianmwge has been adninistered, In this oass alsgo, the mmber
of persons involved in the procesz snd tha psoblens of their adminiatre-
tion wus ~iven prefoyence over the requirements of techmionl efficiency
which nilitate in favor of their integretion inte the cryptamliytie
problomg shich the lingulstioc persommel ssrved, Thia has alse meant
that any of tho rwobleus of the sections ~f the Canernl Cryptanalytie
Pranch engnged in the aolution of the Japanesa aystens other than those
of the Aymy have had to be ecoordinatad ty the Chiof of the Intellipence
Diviston instesd of at the soorne of the mredlenm,

8. Similarly, the orgsnization of the Traffis Avwlysis and Con-
trol "ranch has remuitad in the separation of certain basle functions
fron the cperations with whish thay should heve been Inteprated in the
firet 1ngtancs, The se"mlysis of the trmaffle of the Srecial German Piplo~
matio Nol, the Japunese Domostic Tet, the I'mr Fastern Diplamatio Wet, amd
even to some extent the Internrtional Point %o Toint Vetwarks, is an
operation which beers 4irectly »n the selution and ¢transiation of messages,
The interralation of these activities has heen recor~ised move clansly dy
the gravitation of the difforant aperntions to ench other in the form of
informal verscnal contast than by the srgenivation gtraetire which has
separated them administretively,

e
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8, Added to the difficities of adninistystive coutyol, reo-
graphio loseiion of pmats of the Censvel Cryptamalytic Iroblem has been
g0 axranred ag to place porious handicaps In the my of nost effestive
opevsiiirn, 'Tithin itself, the Jcnarel Cryrtanelykis PNranch hag bBeen di-
viled alnost erunlly hatween the two opsxotions bufldings, This ham
made difficult elomse sontact botweon the DLiranch Chief and the sections
of his brench, Iikowiss, 1t dap siven rise to mumerons difficultlies
attendant on the passing of corresrondence and ASrectives of any depree
of urgency totwesn the two tuild ' ngs,

t. The peparetion Af 4wo of the most productive cf the @'rlos
matie ssctions Srom D-th the Infor-wtion Section amd the Mlleatin Soetion
hoa been coctly In terng of time and acouracy, Feving Voen rada aware
¢ a1l s¥np of & lack of conmifration Letween the Informetion Joction
ard the oporuiing sectSong of the Generel Cryptanalytic Dtonch, a uesting
s bold Jurine the course of the control survey between the ropponsibls
persons I ihe Inforwation Seotirn end the pwinedpal bockbroakors and
trenglntorn of the Qenevel Cryptanalstie Breneh, %wo feotc wore found to
s outstarding during the course of an cpen discussior of weys of more
eloscly i-terrating the activities of these two srours of reople,

¢, The first of these was that (le egni-istantive ssparation
unier vhich thay worked had not been effective in orienting the two proups
tomard e coaron soel, and seonnd, that ithe rhyeicsl sepsretion of the
s'oups Tad sotually rrevented Troper uss belng ~ade of the facilitioz
offerad 1y the Inforuation Soetirm, The nest striking proof of the lnde
ter fnet was glven by the head of the Topleal Tadex Subseetion nf the
Informaticm sntion, who sald thnt since tkc Donuaies lenfusze and the
Hacollanems anuage Sections nf the Geveral Cryptanslytiec Brarich had
moved to O-oreiioms *A" Buildine, the mmoer of ouestions asked of tiis
section hod Sropred by nearly half, Fully aware that the rambar of
quariiors wealirs to be arsworod hed not drozned, the oconclusion tizt
theye van so wmch tine erd Jeber Involved in transseting tusiness Uy
feleptune or b, wmalking the distence Detweent the twe bulldings that cuea-
tions ainyly vere rot esked mep substantiatod b the translatore and bork-
breekers of the Genersl Cryptamalytic Branch,

e Altiugh by now the dipappearance of the Japersse “Alitary
Mitache T come Jayanese Diplom~tic treffic har desreased tho Imnortance
of the rroblen, the soparation of the Jarenese Diplomstic Translation
Toction »L i{he Laenmuape Dyanck from the Japanese NMplomatie Joction of
the Gon-ma) Cryptanalytis Sranch nrasented jnst such a oase of waste mo~
tien ant tive cansed by physionl peparation, The units -erlorsdng all
of iho cvyrtanclytie and aryptozmphie -rocesses om Japesege Tinlrmatto
rieasaces woro eentad in the fourth wing of the first floors the tronse
datorc were locatad in the heedhouse opposite the first Jing on the
socond flory, Twory Jammmese NMnlomtic messege had to to carried twice
totwoen these two offices, The emount of time spent in cayrying these
nessages bock and forth has been enormous,
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£. All of the elements of the mechanism for tho setiing and re~
4§w%§§§§8§ agwnaiwmogﬂgiﬁo

tachsd a aovauuou%ou?uﬁguo for o !ﬂ.aoqoui
eysten a.on. ontablishing and reviewin : nrlovities,

12, Generel Dilfisulties.

h% In almost every section the officers in charge
pointed to or- the illwsinstion of the buildings 1s inedacuste,
They estimate that an increese of 257 in the Q»ougongnp_ﬂ»&ﬁu
workers would be possible if the wings and headhouses wsre sdequately
Nuninated, Indirset overhesd lighting such as is installed at the
ﬁangaggﬂngg%

b U Similerly, the heads of msctiong folt that the
afficisney of g!&ﬁ-ﬂmwﬂﬁggﬁggt
tion both in summer and winter,

u% The Resetrech Group of the Ceneral Crypt-
onalytie n zs unuo onsa-ub.«ﬁa byelns ﬁbbupa
These experts should be eva the experience gained from

the sclution of forelgn systems oo 88».»««%1&.35»3-. This
exparience iz nnly svailable now by means of & very infoemel arrengement
which 58 not entirely satisfactovy, )

d, [ooopder's Groyr, The Becoxdexr's Group of the General
Cryptanalrtie Branch has a u-ungsgﬂaasuowgiﬁn«g
fﬁ?gﬁiggnigbg If technical deseript
%giguﬂsggonpﬁ%ﬁuﬁo% nﬂﬂdﬂgﬂﬁn
tochniques developed in the last few years, nﬁ%amnwauonnuuwﬂ’
tion ware prepared and eleborately uou:g this inforrmtion would
be of utaost value to the Acenay, Tho e rsonnel. ourrently assicrsd to
the FReeorderts Croup i not aedenuats oo.annoulﬁ.n_ﬂ-»ﬁ.

EUCOH ENRATINY

1, That any yeorzeanisation of the Intellizence Division to meet
the postewar requirements taske into account and svoid the difficulties

pointed cut in pevegraph 8 of the foregoing,

2. That the reallocation of space he approsched in a yeslistis
manney with the purpose of plecing all wmits in the most efficient phyaical
relation to one ancther,

3, Thot imediste steps bs taken at all costs to teks the action
repcamended in TabP,

3

4

T
g
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4w That the Assistant Chlef of Staff, O=2, be informed of tha eriticsl
need of this Ageney for linguists, mathematicians andi enginwers; timt e
list of qmlifications be sulmitted, snd the Assistant Chief of Staff, (-2,
mmxeetotthhdjmmamnltoinfmma&:mutaHmMn&rgﬁ
from the jrmay who satisfy theme qualifiocstions, (This has been diveectly
rooayended to *he Personnel Branch,)

5. That promotions of technleal pexsonnel be reviewsd b & swsll
board of technicians who are cupable of judging thefr ability, Such &
‘oard should inelude men such us ‘i, Priedman, Colonel Kullback, and IX,
Colonel Rowlett,

6, That a priorities control snd review unit be esteblished, as sat
forth in Tad Q,

7. <hat as goom as all plans have becn completed forr the
relocation of all of the offices of the Fopt, the entire lighting ayetem
e studiad by conpetent 1lumination enginmors,

8, %hat when plans for physical mwlocation have beon comploted,
the nnoessliy for an alreconditioning system b investigetad,

9e That the T'esearch Group of the General Cryptanalytis Branch de
optablished with s more formal relationship to security problems, Jhould
the establiskment of & Hesearch and Develomment Division be & proved, this
group should be insorporated in it,

10, Thnt ths Recorder's Group of General Cryptanulytio Pransh be suge
wonted 1n cnantity and quality of porsonnel in crder to finish as somn as
possible a eomplote writing up and cross«indexing of {eehnicnl proceasses,
eryptooraphic systems, etc,

COMCTRHEGES

17 Inels JANCS B, FRILF, JR,
Tab A « Check Lisb Hajor, Signal Corps
Tadb B « Hork Flow w/inel Contral Off'icer

Tab C « Survey BeiD w/2 inols

Tab D « Survey D=3 Adm w/2 inels

Ted £ « Survey Be3A w/2 incls

7ab F « Survey Be3B w/2 inels

Tab G « Survey D= w/2 incls

Tad H - Survey D3 w/2 inels

Teb I « Survey 2e3% w/2 inels

Tad J « Survay B=1M

Tab K « Survey Le3F w/2 incls

Tad L « Survey BelC

Tab ¥ » Survey B«1D w/2 inols g

Tab ¥ = Survey B=3G w/incl

Ted O « Survey IRed w/2 incls C Ll
Tab P « Study » Procuremsnt of Perscrmél— ., | — . ‘ ‘1[.! L
.Tab Q = Proposed Pricrities Control Tatt - /ii',  [_ -l Wl b
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1. A contiming survey of opsrational and administrative procee
dures is being conducted by the Control Office in order to:

a. Discover any posaidle improvements which may be sffected
in operationa) efficiency.

b. Evaluate the use of personncl and spase,
c. &ce.-:xine relation ot unit surveyed to other units,

24 lo elalm is made by those eonducting the survey sa to technical
knowledgs which would pormit them to originate suggesticns of value as
to the technicues employed, Howeover, Dy a raview of operations, those
experienced in each are themselves led to suggest possible improvements,
and hence, it ig from this personne) thut the most worthwhile unggut.ionl
are sxpectsd,

3. Sometimes operations are in effect where output does not justify
the expense involved, but are contimued only because of habit, Files
are continued which are unnecessary,

4e Also, cperatives have ideas 23 to possible ixprovements which
they have not effacted because o) lack of time to interrupt their daily
vork. A survey such as this affords the opportunity to discuss all
phases of the opcration of each unit) to exomine all idéas and suggestions
as to possible measures to ixmprove procedure; to eliminate unnecessary
work} reduce reporis; in £ word, to review 21l activities of sach unit,

5. It is desired to interrupt operations as little as possible,
and the attached check list is a step towards this end. The check list
should be completed snd returned to the Control Qffice with the reguested
material attached,
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CONTROL CE S

1. A contimiing survey of oparational and administrative proce-
dures 1s beling conducted by the Control Office in order to:

a. Discover any posaidle improvements which may be sffected
in operational efficiency,

b, Evaluate the use of personncl and spece,
o Exemine relation of unit surveyed to other units,

A - - - » ‘o

2, HNo claim is made by those conducting the survey as to technical
knowledge whica would peruit them to originate suggestions of value as
to the techniques employed. However, by a review of operations, those
experienced in each are themselves led to suggest possible irprovements,
and hence, it 1c from this personne) that the most worthwhile suggestions
are expected,

3. Sonmetimea operations ars in effect where output does not justify
the expense involved, but are contimed only because of habit, Files
ars continued which are unnecessary.

4a Al30, operatives heve ideas i3 to possible improvements which
they have not effucted becaunse of lack of time to interrupt their daily
vorke A& survey such as this affords the opportunity to discuss all
phases of the opcration of each unitj to exomine all idsas and suggestions
as to possidble msasures to improve procedure; to ellminate unnecessary
workj reduce reporis; in & word, tc review 21l activities of each unit,

5. It is desired to interrupt operations zs little as possible,
and the attached check list 1s a step towards this end., The check list
should be completed snd returned to the Control Office with the requested
material attached,
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MATERI AL REQUIRED .S PRELIMIKARY 70 SURVEY

1. Space allocation = to be prepared by Control 0ffice,
2, Work flow chart = on 1 above, draw in the flow of work.

3. Organization chart of unit. (If one is not available,
furnish a rough diasgram to Control Office.)

he Dats on essigned personnel:

8, Number of officers E:cle
W

b. Number of enlisted personnel ll:.cle ~
W

¢ Num:er of civilians
d. Total

ECK LYST FOR INVESTIG!..
1. The follewing questions are to Le answered as briefly as possible:

8. Mission ~ Statement of mission (general) by subsection.

b. Operations:
(1) What units work in close liaison with your section?
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(2) Is personnel assigned adequate for mission?
If not, state requirements by subssction.

(3) Have requirements been requisitioned?

(4) DAfficulties arising pertaining to persommnel,
(a) Promotion
(b) Dissatiefaction

{¢) Others

d. Space:
(a) Is space adecuate? If not, state requirements.

(b) Is location convemient for contact with other
sections with vhom you work?

e, Lighting:
Is lighting adequate?

£. Fllea:
(1) What £iles are maminteined? (be specifie)



. REF ID:A70B71 ‘
(2) How long is material kept?

(3) Suggestions for eliminating unnecessary files
or dieposing of obsolets files.

(4) ¥hat functions and records have been discontinued
in last six months?

g+ Corrospondence - “hat type is carried on?

h. Reports

(1) What roports are rendered by each unit, and
vhat distribution is made?

(2) Buggestions for eliminating unnecessary reports.
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(3) What is used as reference material, how handled,
how long kept? ;

. Censral ~ Suggestions as to steps possible for
improvement in cperation of your unit?
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1, 7To present the interrelation of all of the parts of the Genaral
¢ Problem in the clearest manner possible, this description

of the flow of work in the present crganisation in this preblam his beel
prepared, The method of presentation is to follow the flow of nessages
through the various sections and units, outlining in some deteil the
processing to whioh it 1s subjected in cach of the sections, A chart,
11lustrating the work flow of traffic in the General Cryptanalytis Problem,
1p attached horewith,

2, The traffic which pertains to the General Cryptanalytic Problem
is intercepted in the largest measurs by £ixed stations under the direct
control of the Sigmal Security Agency, the Office of the Chief Cable
Cenaor, and United Kingiom Intercept Stations, Thess scurves of the raw
meterial are all in communioation with the Signal Security Agency by
t:l:‘t‘zpo. lgb“amnl different practices are employed in the submission
o tra .

a, The stations under ths direct control of the Signal Security
Agency subnit all government traffic¢ by teletyps unless specifically ree-
ouested to do otheswise; and non~govermmental is sent by mail,

b, The Office of the Chief Cable Censor is capeble of handling
only a limited volume of traffic over the teletype chamels between this
Agency and that Office, To make the bogt uss of these teletype facilities,
a list of the types and mationalities of traffic desired by teletype is
drawn up at the Signal Security Apency, and all other traffic, both gov-
ermental and non-govermmental, is forwarded by meil,

¢, Since the coat of the tranmission of traffic by wire fyom
thes United Kingdom to the United States is high, it is desired to keep
the anount of intercept traffic received by wire from the Dyitish to the
minimm coumensurate with ecomplete coverage, To this end a request ias
pariodically submitted to the British, listing the coryptogrephic systems

and the radio circuits from which traffic is dosired at the Signal Security

Agoncy by the fastest possible meana, All other govermmentel traffic
whioch the exchange agreemsnts make availlable to the United States is for-
warded to the United States by air bag,

3. All of thisp ineoming traffic, both teletype and mail, is received
in tho Traffic Section of the Commmnicationa Bransh of the Operating Sexre
vices Division,

4» From this pection, the traffic is immediately passed to the Re-
cords and Distribution Subsection of the Traffic Secotion of the Traffis
Analysis and Contyol Branch, It is in this subsecticon that the processing
of traffie b.glnl;

5. 4ll teletype traffic and meil traffic from most of the United
States stations is received in three copiesj mf:gl ijfﬂc from other

A T ORIl e
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sources genorally in single copy, Since the greatest volume of diplomatie
traffie is received by teletyps or from United States stations, this type
of copy will be considered as forming the basis for the operation and
single coples will be considered as exceptions or variations in the rule,
The first step performed in the processing of the traffic in the Records
end Distribution Subsection is the cubting of the teletype shests into
individusl nessage lengths, Al)l traffic 1s then sorted by type amd
nationality and is sent to units of this sudbsection for further pro-
cesaing, The prooessing performed in these units is the fdentification
of the cryptographic system in terms of the trigraphic designation which
has besn apsipned to each unique eryptogrephic system, or the identifica.
tion of traffic by certain types, mich as Navy, Comrercial code, ete,,
to which arbltrary trigraphic designationg have likewise been
The criteris shich are used in these units for the identification of
systams end types of traffic are mupplied to them by the mational units
of the Generel Cryptamalytic Branch, These criteria usually include

addressus, system discriminants, common code groups, signatures,
ete, The trigraph is written on all thiwe coples of the traffic together
;  with & mmber wvhich identifies the clerk handling the traffiec, 4 vecord
" 48 kept in this section of the volums of traffic received from emch of
the sources by type and nationality snd by method of sutmission, 1,e,,
© wire or mail, The messages are then ready for forwarding,

6. The first ecopy of the message is sent to thes sections of the
General Cryptanalytic Branch, Since the rrocessing of this copy requires
the most elaboration, the desoription of its handling 1s covered last,
The gsecond coplea of the messages are forwarded to the Ganeral Analysis
Section of the Treffic Amslysis and Contral Branch, and the third coples
to tho British Exchange Unit of the Traffie Scotion of the Operating Ser-
vices Division,

e, As is ensily underastood, it is impossible to intarcept all
of the traffic which appears on the air, The problem at the Signal
Security Agency is to employ intelligent selectivity in the interception
of a3 much traffic ss our intercept fucilities will permit, To this end,
it is the function of the General Analyals Section to conduct such
studies and maintein such vecords in connection with the interception
of traffic from all radio networks other than Japanese Army, as will
enable the most intelligent directives to be given to incrense the ef=
fectivensss of the intercept coverege of these networks,

N b, The acurces of information used in the preperstion of i-ess
| atudies and reports arve the daily logs indica intercept perfoarmence,
, subnitted by each monitor station, and the copy of the raw traffie,

(1) PFrom the intercept station logs which show the radle

gtations from which traffic was copied, the receiving
i stations which they contacted, the pericd cof time during
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vhich the station was heaxd, and the strength and the
readebility of the signal, graphs are prepared which
show the period of activity of sach tranmitting sta-
tion, and the cffectivensas with vhich our mordtoring
:;auon is capeble of copying ¢traffic sent by each sta=
on,

(2) From the presadles of the messages and from the trigraph
written on the messsge, data are rrepared and maintained
which lipt the quantity of treffic passing over all city-
to-city and station-to-station circuits by orypto-

graphie system,

(3) From a study of duplicate transmissions over a long
period of time, information on the routing procedures
enployed dy the various yadio stations in passing traffie
over long distances is collected,

¢, Current information on changes in call signs, frequencies,
station operations, etco,, is maintained so that monitor stations can be
infoymed im-ediately Of these changes, and the{r intereept assignments
altexed to reflect them, As has been pointed out before, it 1s not poasible
to monitor all trangmissions which pass over the aly, Uhat 1p attempted,
then, is to adjust intercept missions on the bagis of infarmation as dese
cribed above, in such & way ag to intercept the grestest smount of traffiec
desired by the Signal Security Agency, and ultimately by the Military Ine
telligence Service, This muat be done on s priority besis, In order to
egtablish this priority, the representatives of the Military Intelligence
Servico and the General Cryptanalytic Branch prepare a list of the crypto-
¢graphic systems and ths city~to~city ecircuits in the order An which they
g:oh'e 1:1:0 greatest amount of coverage, Their priority listing contains

ve classess

(1) @AY Priority, This includes systems and circuits for
ih.tich complete coverage is desired, regardless of the
coBt,

(2) "B* Priority, 7his class includes the most important
systems of principal countries, Complete coverags of
the systems axd circuits contained in thip list is de~-
sired at the expense of lowsr priority traffic, and an
attempt is made to get this coverage at & minimm of

duplication,

(3) wC® Priority, This class is yeserved for search
- missions and tenmporary assignments, Diplomatic traffic
seldom falls in this priovity, .

(4) "D nricrity., This class insludes the run of the mine
diplomatic gystemp, All facilities available after
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the espignments have bsen made to segure coverage of
higher priority traflic are devoted to this class,

(5) *E" Priority., This class consists of tyrea of messages
for which no attenpt need be made to obitain goverage,
This includes generally plain text, coumercial treffic,
or ocbsolete or obsolescenoce systems,

4, On the bagls of the information contained in theiy records
of the v-lume of traffic passing over station-towstation cireuits by
ceryptographie systems, the Ceneral Section is enrhled to comvert
the statement of priority of eryptograp aystems and eity~towcity elr-
cuits into terms of Tadio trananitters, stations, and circuits, Cireuits
which carry "A" priority systoms are automatically "A" priority cireuits,
and all other circuits are listed in order of volume and priority of
tmaffic, The ability of this section to make the conversion of systems
to circuits is made possible under this aystem Ly the fact that the tri-
graph appeeys on the nessages which are sent to this section for study,
For this roason it is very important that the trigraphing done in the first
instance be ss accurate as possible,

o, 7Tith priorities expressed in terms of radio eircuits the CGen-
oral Analysis Section ig then in & position to implement pricritics, The
information obtained in their studies of operating achednlss of the trans-
nitting stationsy the routing procedures of these stations, and the ability
of each aonitoring station to ocover certain civcuits at different hours
of the day, permit the ageignment of mispions %o the monitoring stations
bty call aipn and hour of the day in such & manner as to insure the best
possible coverape,

4, Proo

a8, The thind copios of messages are sent from the Records and
Distritution Suhsectiocn of the British Exchange Unit, It is the rospon-
pibility of this unit to extract, from the mmss of traffic, copies of
measares which are in systems requested of us by the British, and to for~
ward these coples to the British Security Comnission in New York, The
messares to he exchanged are identified by tho txrigraph written on the
negsane, A xcord is kept in this unit of all usssages sent to the
British Security Comntseionm,

8, The first copies of the messazes are forwarded from the Ree
cords and Distribution Subsoction to the appropriats national group within
the Generasl Cryntanalytic Branch, The firat process to which the measages
are gubjected in tho Genersl Cryptanalytio Branch is imdexing,

b, The indexing of intercepted messages has three main purposes
« bookkeeping, reference, and providing collateral information for the

oryptanalysts,
HSHE o
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(1) Rookkeoping, The Sirmnl Sscarity Acency ia responsible

for cech mossapge received in the same manner as any
tuginess office 13 responsible for every plece of equip-
mezt, involce, or order that it raceives, In a3 sanse,
every intercertcd mescage mecolved et the Dizual
Sseurdty Aseney 18 en order of the cryptanalyst and
translator to produce the intelligence contained in it,

.- In rrder to be certain thet every order 4a fulfilled to

. the bagt cf our abllity, & methed of acecuntiry for
ecch messaps and the disposition of 1t ias baon established,

(2) Pofeyarce, Tach of the mational -~rours of ths General
Cryptaralytic Pranch 1s endcavoring to function inm the
sane 7anver as the message canters of the countrdea on
whose traffic it works, Per this roasen, racords of the

| corraspemisnce of the countries are ast up in & manney

,.f similayr tq that in vhich thoss sountries record thelr
own tolographie corresponienca,

(3) Froviding Collateral Information for the Cryptanalysts,
4 great deal of iInformation which 43 holpful for the
sclution of cryptopraphic systems can ho gained from a
Inoviedge of the ~lstakos mede by code clerks and messnge
cantey clerks, such as the onciphoring of the zame text
in two keys, the correction of cryptographic errora in
sorvice mmagsanrnsy oto,

a, The index books nre pet up in suck & way as to ennble the
oncurrence of these errors to be called quickly to ths attention of the
eryptanalysts, .

4, listhod of Indexing,

(1) Methods of indexing heve been developed in the Seneral
Cryptaneiytic Branch over the last several yeurs which
provide for the sceompliglment of al) thres of these

purposes of indexing,

(2) Ome of the first breakdowns 1o the indexing books 1s in-
diccted by the neture of the diplometie correspondence,
In any stable government the diplomatic set-up consists
of & centrel office (the foreign cffice, stele departe
ment, or whatever it may be celled) and a group of offi-
cors loceted in foreign countries which are rogponsible
to this central orgenigetion, Tho reostlt of this sst-up
is thet the bulk of diplemetic cosresponierce passes
{ren 8 contrel office to its reprosentatives, or vice
versa, although there may be some corrospondence be-
tween outlying offices, Since the messages passing
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(3)

from each oity to each other city almost invariably
congtitute different mets of correspondence, the index
books are generally set up on a city-to-city besis,

The oxrder of the messages on the index page is dictated
by the order in which the corresponding office arrenges
then, The most usual order is by the message mmber
assigned to the message by the writer,

The other information which is recorded is the file
date of the message, the group count, the trigraph,
the intercept source, the intercept date and time,
the worksheet number which is used for file purposes,
several significant groups of the message, and, later
in the processin-, the bulletin nuaber,

The information contained in the index books is used to ac~
complish many purposess

(1)

(2)

(3)

(4)

The determination of duplicate texts preventa the du-
plication of decoding and translating,

Oftentimes the first information concerning a change of
a diplemat will be found in the signature of diplomatic
correspondence, Espeeially if a signature is found on
a gysten which is not readsble, it is the duty of the
indexing personnsl to call attention to this change of
signature,

Estimates of the percentage of coversge of a circuit can
best be made on the basis of the writer'!s message numbers,
If & great many message mmbers are being missed, it is
the duty of the indexing personnel to call attention te
this fact, so that steps will be token to increase cover-
age if it is desired,

In addition, & study of message mmbers, combined with
the information kept in the General Amalysia Section
can be uged to build up a eomprehensive picture oftfn
cammunications practices of each country,

f. After haviug been properly indexed, messares are then passed
on to otheyr units within the national group for further processing,

From the point of view of the activities of the Signal Security
Azency, mossages fall into four peneral categories:

(1) Unroadable and not being studied,

(2) Unreadsbls and being studied,

(3) Resdable but requiring considersble eryptanalytic effort,
(4) Cempletely readable,

[+
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b, Messages may fall into category (1) bscsuse of lack of
traffic, lack of personngl, or low priority in the working order, Nessapes
in such systems are filed either within the indexing unit or in the ve-
search unit of the national group,

4. Messages which are in syastems unreadable but being studied
are passed from the indexing unit to the research unit of the nmatiomal
group to be added to the traffic under study., These unreadable systems
are studied by the research unit to discover first the nature of the

Then this has been determined, exigting cryptanalytic techniques,
by use of which other similar gystems have been solved, are applisd, In
addition, new technigues which may be applicable to the system at hand
are devised, Very often it 1s nocessary and desirable to call upon the
assistance of the Fesearch Group of the General Cryptanalytic Braneh, which
is composed of the most experienced and competent cryptanalysts available,
The members of this rosearch staff come and study the problem and recommend
mothods of approach to solution, When the sclution has been accomplighed,
that is, when the proper technique for solving the elemente has besn deter-
mined and tests have shown their effectivensss, the system is usually
turned over to an exploitation group for the solution of all of the ele~

ments of the system through the employment of cryptamalytic techniques,

S. VYossages in aystems which are readable but roquire the ex~
penditure of cryptanalytio effoxrt are passed to the cryptanalytic exploita-
tion unit within the national group, An exploitation group is usually
eompossd of good cryptanalysts and cryptanalytic aides who often use very
complicated and diffioult cryptanalytic technigues to salve all of the
elements of a system and reduce it to a stage where messages can be im-
mediately deeiphered aml decoded, These groups are usurlly soncerned
with cipher systema and systems of encipherment, code solution being es-
sentially the application of linguistic tecbniques, These exploitstion
groups usually work hand in hand with the bookbreakers who are reducing
to code book to a stage where messages can be decoded immediately on ree-

ceipt,

k. Msssages which are in systems which are already readable are
passed to the decoding and deciphering unit of this group, The decoding
and deoiphering unit applies the enciphering key which has been vecovered
by the exploitation unit and decodes the messages from code books which
have been recovered by the dockbroakers,

1, Constant rescurse is had by the national groups to tho Informae-
tion Section of Information and Liaison Branch, principally in the pro-
cessing of messapes during bookbreaking and translating, Collateral in-
formation is of great use in the process of bookbreaking and additive re-
covery, For the purpose of making the greatsst smount of collateral in-
formation available to the cryptanalysts and translators, the Information
Section of Information and Liaison Branch has get up files and ponducted
studies along the following liness
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(1) Bio2raphical f£iles which oontain names of individuals
taken from ultrs sources, the newspapers, and other
documents of all sorts,

(2) Geographical files and ath;n.

(3) A toplcal index file in which all subjects appesaring in
the diplomatic tulletin series ars cross indexed by sub-
Joct matter, to be made available at a future time to
the cryptanalyats and bookbreskers; the soamning and
dissemination of all incoming documenta to attempt to
get such information as will be of valus to eryptamalysts
and translators to their immediate attention,

m, The Information Section also conducts special studies of
events of political and economical import, persommlities, and of areas
of the world, on request fyrom the national groups, The information so
collected is made available principally through the use of the scours tele-
phone gystem, by means of which the perscn desiring information calls the
Infcrmation Section and states specific questions, The files and records
of the Information Section sre examined to find the answer to the qusation,
end if It 1s not found here, it 1s ncrmally referred to the Military
Intellipence Service or Naval Intellipgence to see if these agencies are
able to supply the answer, The originator of the gquestion is then called
on the sccure phone and the answer given,

n, leysages which have been decoded and deciphered are turned
over to the translating units where they are scamned to determing if the
information contained in the messages is of sufficient intelligence valus
to warrant publishing, This scanning is sccomplished on the basis of ine
formation made available fyom the Military Intelligence Service as to
thelr deaires, and from the knowledge of the translating perscnnel of the
current political ani aconomic situation, 'essages which are considered
of great importance zre translated in full, Those which contain some ine
formation of value sre summarized, with emphssis on information which may
be 4n the message which ig of value, essages vhich do nct seem to con
tain information of importuance are filed without deing translated or sum-
marized, The finished translations or summaries are then sent to the
Bulletin Section of Information and limison Pranch, This section assigns
a_publicetion number in one of the series ressrved for diplomatic traffic,

Ttypes ditto stencils of the messages, runs off ditto coples and disseminates

these coples according to a dissemination list prepared by Military In-
tellirence Service and Signal Security Apency,

os A copy of the published nessace is returned to the national
group vhere the published mmber is entered in the index baok for future
reference, and the mlletin copy is filed,

10, This is a genersl picture of the handling of diplomatic messages.
In any psrticuler pection the practices may vary to a slipght oxtent, but
this presentation of the flow of messspges through the sections handling
diplomatic traffic mey be considered to represent the normal,

i

1 Incl E :
Work Flow Chart L
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1, Tho mission of the General Analysis Section of the Traffic
Analysis and Control Branch i

a, To maintain records and conduct analytical studies to pro-

vide Information for the assigmment of intercept niaslong on coverage of
commercinl vadio ptations passing diplomatic, military and maval attache,

press, comuercial and other types of pointaté~point radio traffic,
b, To maintain records and conduct amalytical studies to pro-
vide information for the assignmant of intercept missions on eoverage of

the Japanese Demestic Het, Japansse Far Eastern Diplomatic Net, weather
stations, and vallotelephons cirenits,

¢, To compils and publish for dissemination to intercept statioms
and/or other offices within the Sirmal Security Avency, reports on the
operaticns of the Far Tastern Diplonatic et cnd the Japanese Domestic Net,
d, 7To oparate 6 Kana Sorting Unit to insure that intercepted
plain toxt Kana traffic and encoded Fana ayllable truffic is properly
phed and distrituted to othor offices within the Intelligence Division
or other agencies, as prescribed by proper aunthority,
2, In tho performance of this mission the General Analysis Section
is organized into two subsections and eight units, as Llustrated on the
organization chart attached as Inclosure 1,

3. The following are the units with which the General Analysis
Seotion mainteins cloge lieisont

8, Rooords and Distribution Subgection of Traffic Section of
Traffio Analysis and Control Brench,

b, Machine Branch,
¢, Flamning and Priorities Office of General Cryptanalytic Branch,
d. Facilities Section of Conmmnications Branch,
e. Dritish Exchange Unit,
£, Hesaage Center,
g« Second Sigmal Service Battalion,

4o Eorgonnel.

a, The following is a 1ist of the personnsl employed in the
Genersl Analysis Ssetions

- l ""::l':?.
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Nale Officers

-3
WAC Officers -~ 3
Enlisted Men - 1
Enlisted WAC o.‘.
Military Personnel ~ 11
Oivilians -6,

Totel Personnel e« 77

b The above personrel is adequate to perform the mission of
ths seation,

¢, There are no cutstanding perscanel difficulties,

5, The Genersl Analysis Seoction $# located in the segond wing, first
!'loor, end the rear of ths fourth wing, first floor, of Operations "!3" A
floor plan of the section 1y attached e£s Inclosure 2, The spece anottod
is sdequate, tut its location in reapect to other units of the Cenaral
Cryptanalytic Problem is not altogether adequate,

6. The lighting 1s adequete, but improvement in the lighting system
would be a definite benefit,

7. Ellas,

a, The fcllowing files are maintained in the Goneral Analysis

Section,

{1) PFdited Treffic. A)) edited diplometic traffie, from 1
every source, is filed - 100 msasages to a - and i
}.-eptinthefﬂu for three months, il traffic is o
logred, el the log sheets are also kept for a threse /
month period, Traffic on file dates from 1 Maxeh 1945,

(2) Deily Coverege Raporig, Shows the results of each
Monitoring Station's commercial assignments on a dally
basis, The circuits assigned, but not copied, are
listed with their frequency, priority, and any othor
monitoring station which picked up the call, Also
any unsssigned call signs heaxd m 1isted, Re 8
on file from August 1943 to present date,

(3) W There is & eard for each call sigm
comnercial asgignments of each intere
copt station devoted to oommercisl treffic, To these
cards are posted daily the oalling station, receiving
station, and the Monitoring Stations which pick up the
eall, On file from November 1944 to date,

——— -—
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(5)

(¢)

(7

(8)

T iy
Opizine] Log Shoota. Original teletyps daily logs from
United States Henitoring Station and the Camedian Stae-
tions, On f£1le fyom March 194 to date.

%ﬂ. Scheduls "A® ghows our complete monitoring
ass 8, arrenged alphabetically according to
countyy monitorod, The purpose of the Schedule is to
inform the Pritigh and Cenadian intercept operators of
the czll sizne we nmonitor, The achedule shows the
country, stztion, eall sign, frequency, reriod of cover=
aze, contacts, and our Signel Sesourity Sgency stations
:h;::h monitor esch c2ll, On file from Mecember 1943 to

*

Mﬁg&m&_ﬁm There is & sheet for each call
sign, with its frequency and Monitoring Station, The
contacty made by thig cell sign are indiccted by the
hours hesrd, snd the remdebility is shown by voing blue
pencil for good stremgth, rrecn for falr, and red for
poor recaption, These sheets are used in making com-
mereial intercopt assigmments, On £ile from April 1943
to date,

W, Purposes To make current reports
on of intercept missions, All edited commerw
einl traffic for cne day, intercepted from every source,
is l1ated in the Defly Rur, 2irst acccrding to sending
call sign, then receiving call asipgn, intercept date and
tine, and radic ciroult mmber, Thess runs are destroyed
after each Torkly Run 13 roceivad,

Fae'ly IBY Run Bookg, Porposes To make weekly reports
on coversge of intercept missions, All edited dally
diplomatie traffic for one complote weok im consolibted
in o Veekly Run, The "H" Run is used in making a
eeldy Call Sign Priority Report « the soxt being on
sending call eipgn, tripreph valus, end receiving di-
graph, Thoﬁeoﬂy“ﬁ'ﬂuniumodinmﬁngaﬂeﬂ
Cireuit Priority Report ~ the sort is on sonding

sign, receliving eall aipn, Intercept date and time, and
redio circuit, The Weekly "A" yuns are destroyed after
veceint of the 'wnthly "A® Run, The ™I" Runs are oh
£ile in the bagement of the oafeteria from July to
October 1944, From then on, thsy ave kept in the sec~
tion from November 194/ to date,

Monthly I8 Rom Bocks, Furpose: To make monthly reports
on coversge of intorcept missions, A1l edited daily
diplomatio traffic for ome complete month is consclidated
in & fonthly "A® Pumn, These runsg - fyom July 1943 to
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(10) W. This caxd file shows the priority
of each frequency of the Commercial oircuits monitored,
Each week this f1le is brought up to date, New cands
are added as nonitoring assipments change, and new
e¢iroults are nonltored, The old cards are zept in
file for possible active future use, File kepl in
soction, and has been in use since Uoptember 1944

(11)

s - . RN YOGV . AT
Priority, These reports present the relative value of
camercial cirouits end eommexcisl call gigns, respece
tWvely, and are used in oeking intercept assigmments,
The circuits and call aigne are listed in oxder of
their priority, On file in section since they were
firgt otarted in July 1944 to present date,

(12) m«mm&mutm These books show
the relay points of wessages {diplomatic) sent from

country to comtry, They also indlicate the mmber of
ngssages gent nonthly from one eountry to another, The
ml%a heve bacn flled in the section since December

»

(13) EAMW% Show the relay
pointg and direct circuits over which traffiec is routed,
fri cne country to anothexr, They also show the ramber

of diplomatic messages sent, Theso books have been
filed in the section since Decembesr 1943,

/ (14) W. This report shiows the ective circuits
! =1 e nunmber of diplomatic messages end their

! priority values, Tho report 1s set up cn & monthly

. basis, although the mmber of nessages are posted

‘ weekly, The Teports are filed in this section - uince
W thelr begizuing in July 1944«

l;. The following functions and records have been discontimed
duping the last six monthss

- .y
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(1) Cortcilment of Schedule A%,
{2) niscontimmnce of "1% Runs,
(3) rlininaticn of Soeclal German Niplomatic Not Unit,
(4) Discortirmence of Tieather group,
(5) Curteilment; of Nom-Morse Upit,

8, The following veports are rendered by the leneral Analysis
Seetions

Nee

Ce Schedule 9,

b, Daily Coverage Raporis.

Ce Call £imm omd Cleveuil iopords

d, Nonthly Japenese Domestic Net hwport,

e, lonthly Fer Dastern Diplomatdc Nat Report,

9. Traf{ie aml gistion lops constitute the basie reference material
of this secticon,

10, A pensral deserintion of tho work of this seotion 1s contuined
in the work flow report in 7cb B,
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GENERAL #NALYSIS SECTION, SPSIB=4D _@EW

Officer in Charge

Executive Officer

Special Types Sub=Section

SPSIB=4D=-1

Officer in Charge

Jap Domestic Net Unit

SPSIB-4D-1A
Civilian in Charge

Kana Sorting Unit

SPSIB-4D-1B
Civilian in Charge

Far Eastern Diplomatic
Net Unit
SPSIB--4D-1C
Civilian in Charge

Weather - Non Morse Umit

SPSIB~-4D-1D

Civi in Charge

SERREF

SFSIB-4D~2
Cfficer in Charge

Commercial Sub-=Section

Traffic Processing Unit

SPSIB-4D-24
Civilian in Charge

Logging Unit

SPS1B~4D-2B
Civillan in Charge

IBM Analysis Unit

SPSIB~4D-2C
Civilian in Charge

Coverage Analysis Unit

SPSIB-4D-2D
Civilian in Charge
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1, The nission of the Gensral Cryptanalytic Branch Adwinistration 4B
0ffice 4s the administration and technical contyol of the operaticns of - D
the brench, -

. i

a8, This group is organised into two distinot elements « ad-
ministretive and technical, as illustrated on the organisational chart,
attached as Inclosure 1,
b, The functions of the Administrative Unit are as followss
(1) Supervision of mails, filing and records,
(2) Control and direction of persennel,
(3) FPqgistration, storing, and distribution of documents,
¢, The functions of the Tochnical Unit are as follows:

(1) Plamning and Priorities,

(a)

(b)

(e)

(a)

(e)

To direot or prepare special studies of the work
in the Genecral Cryptanalytie Branch relating to
traffie intercspt and nmrago amd traffic types
&8 required by higher echelons,

To integrate the work of the various soctions in
the General Oryptanalytie Branch and tho Gemeral
Analyais Section of Treffic Analysis and Control
Branch in studies of intercept coverage and in

the preparation of prioﬂtiaa for intercept tarpets,

To establish the cryptenalytic intercept priorities
for all diplematic and commercial traffic,

To msintain peneral supervision cver the distri.
bution of non-Japansse military traffic, making
identification of such traffic as cannot be readily
identified,

To matintain pensral supervision over the sctivities
of the indexing units of the General Cryptanalytic
Branch for the purpose of insuring that maximam
udva:tngo 1s taken of the irformation contained in
the logse
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(£) 7o compile and maintain the 1ist of trigrephic
designations, !

(g) To ui;ﬂ:lu the preparstion and gtody of the

(h) To maintain daily contact with all opereting
sections of ths General Cryptanzlytic Branch to
deterning what treffic or collatersl information
aay be valusble to them in their work and to fimd
such matorial and bring 4t to their information,

(1) To inform all units of operations being performed
by others which could increase thelr own efficienvy,

(3) To make Tecommendaticns, based on the information
obtained in the performance of the above duties,
to the Chief, Genoral Cryptanalytic Brench, eon~
osrning improvements in efficlensy of oparations
or the employment of personnel,

(k) To coordinate oryptanalytic needs for traffic with
the Dritish Exchange Unit and to establigh forwarding
rriorities of wire traffic from the Cable Censor,

(2) Recorderts Unit,
(a) W®ithin Dranch,

1. The preparetion of technicel papers which deal

with the theory and spplication of eryptanalytie
nethods,

2. The preparation of papers dealing with the
cryptanalysis of specific systems desoribing
their cryptography, history, methods of crypt-
analysis, their relation to other systams
and the materials necessary to their dwoiomt
and exploitation, )

3. The preparstion of a deily information bulletin
distributed st the end of each day which Ye-
cords and informs higher authority of signi-
ficant events of that day in the Branch,

4+ The preparation of a semi-monthly report to
the Cormarding General,

5., The preparation of an anmal report of the
activities of the Branch,

§, The preparation of such historical studies
__ _ 88 the Branch is direeted to make,
1)

., 2
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7. The propsration of miscellansous papers:
surveys, summaries of cryptamlytio werk
done, progress reports, staff studies, lisison
reports, indexes, and other such statements
or recorde for which & nsed arises in the

adminigtration, operation, or liaison of the
Branch,

(b) within Divisiem,

3+ Mling of seniemonthly report of branches,

2. Genoral supaxrvision of the form of semie
monthly reports, anmual reports, and higtori-
cal studies,

(¢) Committee on Terminology.

1. Publicetion and yecording of the proceedings
of the committes,

2+ Continuous revision of the glossary of terns,

3+ Carrying on of the committee's correspondence
within the Apency and with other centera,

&« Preparation of rovigiona of T! 20205 in the
field for which the Sipnal Security Agency is
responsible,

(@) For the Coomanding General,

Preparation of e detailed study of the liaigon
whioh has been carried on hetween the Signal
Security Agency and the London establishments
of the Govermment Code and Cipher School,

. (3) lLisison emd Training Unit,

(a) Thig unit is concerned with the constant interw
obange of technical knowledge within the General
Cryptanalytic Branch, with other branches, wilth
tion Unit, with the Government Code and Cipher
School, and with the instructions of personnel
in methods and procedures, It is also concerned
with the study and routing of termiml docunents
and compronised material,
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(4) Research Section, ’

(a) Recomwends, examines, advances, and employs profite
ahle cryptanalytic means of attack on current
problems,

(b) Hainteing lisidon with Bquipment Branch end Crypto-
grephle Materiel Branch in order to exchanpe ideas,
advice, and opinions on present and proposed models
of elipher machines, including oifax and ciphony,

(c) Conducts theoretical investigntions into general
problems connected with cipher machines,

d, The functions of the Adjutant are as follows:

(1) Serves es property officer - directs maintenance anmd
. sllocation of supplies,

(2) Serves as officer of congervation, sccurity,
(3) Servas as custodian of registered documents,

ot 3. The Administration Office maintains liasison with the following
tes’

a, All pections of General Cryptenalytic Branch,
b, Intelligencs Division and cther dranches of the division,

¢, Government Cods and Cipher School, Txamination Unit, Havy,
Coast Guard, and Military Intelligence Service,

4, Personmel Branch,
e, Supply Pranch,
f. Seocurity Division,

4. Pepsonnel,

&, The following is & list cf the versomnsl employed in the
General Cryptanslytic Rranch Administration Offices

——

ltale Officers - 7
VAC Officers - 1
Enlisted Men - 3
Enlisted VAC .
Mlitary Personnel] - 12
Civilians - 30

Tom “_r_.w - ‘2 N , v T
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b, This 1ist of personnel is adequate to perform the mission
asaigned,

5. Spacs,.
8, The Administration Office is located in the headhouse of

Wing 2, first floor, Operations *B", and in Wing 3, Operations "D*, A
floor plan of this secticn i3 attacked as Inclosure 2,

b, This space is not adequate because soveral units within
the Adminiatration Office are located away from the msin office in the
headbouse, Then %00, thers isg not encugh space in the headhouse to
adequately house the personnel assigned,

¢, This location 1s not convenient for work and contact with
the vnrious sactions of the General Cryptamalytie Branch, perticularly
the ones loceted in Operations "A%®, Dacaugse of this, the mail system

s vory complex, and many times important materlal, 'hich is sent through
the mail, is delayed,

6, The lighting is not adequate,
7, Iilgg.
a8, The following files are maintained in this sections
(1) Document files,
(2) aAdministrative files,
(3) Telegrams,

b, It 18 belleved nacessary to maintain a file of documents
eimilar to that neintained in the Information Section of Information and
Liaison Dranch, besceuse the persomnel of the Documents Unit are not suf-
ficiently qualified trehnically nor in olose enough comtret with the
operating units to perform & detailed job of cross reference and distri-
bution of documents, The existence of the Documents Unit has saved a
sreat deal of time because of the clogs liaison maintained between this
unit and the operating sections,

¢, Because of the highly classified nmaterial used for reference
by the scctions of the General Cryptanalytic Aranch, many documents do
not go through the Information . octicn of Infomtion and Liaigon Branch

~ these docunments are directed to the Document Unit ¢f Gensrel Cryptanalytie

Drauch,

2 Incls 5
1, Org Chart - Adnm Off
2. Foor 7lan - M Off . .. . -
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GENERAL CRYPTANALYTIC BR-NCH, SPSIB-3

Chief
Adjutant
Assistant Chief
Administration
Administrative Assistant Technical Staff
Personnel Officer
Documents Plenning & Priorities

Officer in Charge

Training & Liaison

Officer in Charge

Research

Civilian in Charge

Recorder

Civilian in Charge
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ENERAL, CRYPTANALYTIC PRANCH, SPSIBw3

1, Tho mission of the Remance languases Section is the research,
development and exploitation of two hundred diplomstic and miscellansous
systems from twenty-five governnents usine seven diff¢rent lansunpes,

2, 7This section is orgenized into seven subsections, as 1llustrated
on the orpanisational chart, Inclosure 1, Tho work flow of each of these —
subsections follows penerally the typical example set forth in Tab B,

3. The Rozence languszes Cection raintains 1iaison with the follow- R

ing sections:

e, Palletin Scction of Information and Liaison DBrench,

b, Hilitary Intellipence Scrvice,

¢, Traffic Analysis and Control Eranch,

d, Gensral !achine Cinher Sectior of Genersl Cryptenclytlie Brench,
o, “iscellanecus Diplomatic Section of General Cryptenalytie

£, Govornment Code and Cipher School,
g+ Yachine Brench,
h, Iaboratory Brench,

4s Dorgonzel,

a, The following 19 a list of the rersonnel enpezed in work in
this gections

lale Officers - 6
TAC Officers - 1
Tnlisted fen e 0
Enlisted “AC - 8,
'ilitary Personnsl = 15

Civilians =178
Total Personnel  -193
b, The present personnel is not adequate to properly perform -~
the mission of the section, Additional skilled cryptanalysts are needed,

This personnel has been requisiticned from the Personnel ani Training
Division,
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¢, There is considerable dissatisfaction among the rersonnel
in this section, A aore than usual mumber of employees in this section
have been in the gection for several years and cannot be raised in grade
eny further, There is also the fact that many employees belisve that
there is no post-war future to their work, end therefore feel that there
is little sccurity to their jobs,

5. Snece,

a, The Homance Languares Section is located in ths 8th wing,
second floor, Operations "A", A floor plan of this section is attached
as Inclosure 2, This location la not too convenient for contact with
other sections,

b, The space in this section is not adequate, It would be bene-
ficial to have the administrative office of this section segrezated from
the rest of the section, because of the privacy nacessary for personnel
end sadminisirative work,

6, The lighting in the Romance langusges Section is sdequate, as
this section is located in an end wing,

7. Elles.

‘ 8o The followilng files ere maintained in the Romance languares
Section:

(1) 014 end current traffie,
(2) Collateral code and reference books,

(3) Correspondence and other administrative f£iles, including
documents and technical writoeupsa,

b, These files are maintained for a year, as a maximum time, The
length of time varies with the research and use of the material,

8. The following reports are rendered by this section:

a, Delly technical progress reports for the Daily Infarmation
Bulletin,

b, Honthly system surveys - submitted to Trends Research Unit,

¢, liscellangous perscnnel reports - subtmitted to General
Cryrtenaytic Brench,

9. The following material is used as reference materisls

o e = e gERE, EIONEY
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Yossage lops - mainteined for 2 years,

hl

[y

WpY Summaries « maintained for 3 months,

Project 900 - naintrined since the beglmning of this rroject,
Dictionarles,

212 traffie - nainteined 2 tc 3 yoors,

watorial and information obtelned from the Information and

I3aisen Dranch,

2 Incls

1, Org chart - SPSIE-34
2. Floor plan « STRIE-3A
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ROMANCE LANGUAGE SECTION SPSIB-3A

Officet in Charge

Admmstrative Assistant

Portuguese & South Spanish '
French Brazilian American Government Italian Romanian Swiss
Subsection Subsection Subsection Subsection Subsection Subsection Subsection
SPSIB=3Al1 SPSIB-342 SPSIB=3A3 SPSIB=-3A4 SPSIB-345 SPSIB=346 SPSIB=3A7
Officer Officer Civilian Civilian Civilian Civilian Civilian
in in in in in in in
Charge Charge Charge Charge _ Charge Charge Charge

| Production and

'] Bookbreaking Unit
SPSIB--3Ala

Civilian in Charge

Cryptanalytic Unit
| SPSIB-3Alb 'I'
Civilian in Charge :

N Traffic Unit
SPSIB-3Alc
Civilian in Charge

Additive Unit
- SPSIB=3A14
Civilian in Charge
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68, In Jemmry of 1944, the Signal Security Agency was required
by law to accept in its quota cf new personnel a certain percsntage of
negro personnel, The majority of the negro personnel hired were of low
grade and best suited to mamal labor in Cryptographic hateriel Branch,
NMachine Brench, end to do custodial work, There were contained in the
groups, however, persons of good educationsl backsround and a high degree
of intelligence who were not suited to manual labor and sho could be
gainfully employed in technical operations, Bcoause of the large pere
centags of Southerners employed in the Agency it was decided thet fric-

tion could be avoided if the negro personnel could be set up in a separate

seocticn and gziven a special Job to do, At that time the only job whioch
could be assigned as a8 unit and which would it the state of the training
of the personnel wes the handling of comnercial and publis codes, The
unit was consequently orgeniszed with the mission of decoding messages in
conmercial and public codes and studying commercial messases in unknown
codes for the muvpose of identifying the cods boak used,

b, Thia unit was attached to the headquarters of "3" Dranch
under the staff supervision of B-3, In October, 1944, the ssction was
attached adminigtratively to the General Criptanalytie Branch, A3 time
passed, more persommel with linguistic ability were added, and those on
the jobh srew mcre femiliar with cryptanalytiec techniques, Therefore,
to keep pace with thig growth in technical proficlency, new jobs wore
apsioned to this section, These jobs have ircluded gseaming of ecom=
nercisl and private plain text with the object of choosing noassases which
night have intelligence value; the research and developmont of the diplo-
patic traffic of several of the lesser important countries; end nocst roe
cently, the decocding of a low-grade Japanese diplomatic oysten,

2, The migsion of the Comvercial Ssction ia the identification and
exploiteti-n of comercial codes used by comercial houses in various
countries throughout the world and the examination of comrercial plain
text for intelligence; the soluticn cnd oxploitation of diplomatic
treffic of 2olgium, Inxembourg, Heitl, end Liberlas the decoding of
trafcic in the low-grade Japsnese diplomatic system, JAY,

3, Tkis sceticn ip orgonized into six subsections, as illustrated
¢n the organizational chart, Inclosure 1,

4, Tho Commereisl Section mainteins close liaison with the following
sectiones

8, The Yaching Branch, /

b, The Information and Bulletin Secticns of Information and
Liaigon Branch,
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- o, The Japenose Diplomatic Sacticn of the Ceneral Cryptanalytie
Branch, .

. d. The Japanose Diplocmtic Translation Section of the Iimguago
rench, "

5« Pgrgonnel,

8. Tha following 1s a list of the persomnel employed in the
Commercial Seotions

Male Officers - 1
Civilians -33

Total Parsonnel « 34

" b, The above parsonnel is adequate tn perform the mission ap-
gned,

¢, There is the usual digeatisfaction in this section dus to
lack of promotions,

d, The persommal work on ths day and swing shifts, although
it is penerslly beliaved Dy the Officer in Charge and the personnel of
the section that the swing shift is very insfficient,

6. Spegg, The Comnercinl Secticn is located in the hesdhouse ad-
jolnlng the first wing, first floor, Operstions "B", and en additional
mmthenudhwnumenthomatam:mondvme A floox plan
of this scction is attached as Inclogure 2, The spece assigned to the
soction is insdsquate and results in the necessity for a swing shift,
The operaticn of e swing shift on a problem which is as smll as this
and which cells for close tean work among the persomnel is wasteful of
the timo ond monsy of the governmment, Neny problems, both technical
end with regard to personnel, have arisen as a result of the operation
of this shift,

7. Tho lighting is considercd oompletely inadequate as has alse
boan exyreasced in other gections,

8, Zllsa.
a, 7The following files are maintained in the Commercial ‘eotions
(1) oA decodes and undecoded messages,
(2) Duplicate messases of JAH,
(2) Index cazd file of collateral infor-mtiom,

b, The time that any material is kept varies with ita importence,
but all material is kept foramnimnor%dnra.
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9. The £nllowing mports are mr;ﬁared'by tho Comerctal Sectlon:
&, OSystem Report - to Trends Nesoarch Unit of Control Office,
b, Progress Repord « to Lecorder of Ceneral Cryptenalytic Eranch,

¢. Hscellansocug personncl roports -« to Persennel 07Ticer of
General Cryptanel:tic Dranch,

10, The reference naterial used by the Commerelal Sectivn consists
of information files, end certain othor available pudlications,

11, QOrpenigstion and Work Flow,

a, A clear understanding of the organisation of the Comrercial
Section end the flow of work through this section can best be obtained
if tho severnl dlstinet functicns arc exanined separately, Thess functions
ares

(1) The decoding of messages in commercisl and public codes,
(2) The scanning of comercial and perdonal plain text,

(3) Tho rescarch, dovelopmont, and sxploitetivn of the diplo-
matic traffic of Delgium, Luxembourg, Ha'ti, and Liberia,

() The decoding of megaazes in the Japenese Diplomatic
systenm, JAH, .

b, Traffic in Comercial and Publie cofes (arbitrarily called
by the trigraph QAA) 4s received in the Commercisl Section from the Ree
cords and Distridution Subsection of the Traffic Analysis and Control
Dranch, through the Traffie Unit of the Intelligeuce Division, The
traffic 1g sorted in the Filus und lecords Subssction on the basia of
the countries from and to, in gonaral categories, e.g:

(1) Tnemy to Tnemy

(2) Yeutral to Neutral
(3) Fnemy to Nentral
(4) Yeutral to enemy
(5) Allies to Neutral
(6) Nemtral to Alliss

This sort ie used as & tool to decide the order of decoding the r:essages,
priority being given the firat fcur categories listed cbowe,
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¢c. The traffic is then indexed in & book with the major sort
being on the date received in the section and the fellowing pertinent
information listed:

(1) City from and City to
(2) Date of the Nessage
(3) The Code Book Used
(4) Addreases

(5) Originator
(6) Xdentifying Code Oroups

$Mmrunamapr;1umtom&|ugummmm:‘:‘
imnediately recognisable, comparing code groups sga a

of permutation tables of m’!mm commercial code books, If it should
be impossidle to determine the code book the traffic is placed in a file
of unidentified messages, There iy not a wvery large volume of messages
in code books whieh are unknowm,

4, The messages are then turnad over to the Decoding Subssetion
whore they are decoded in accordance with the gereral precedence scale
sot forth above,

e, From the Decoding Subssotion the memsages are ma
editor of the Commercial Intelligence Bulletin, The editor soans the de-
codes to determine which messages are of sufficient valus ¢o be run in
the Conmercisl Bulletin, Messages which are yrojected are
nently, while those of some value are combined with the sommercial plain
taxt measares to constitute the Commeroial Bulletin, (For more gomplete
desoription of the Bulletin, ses paragreph 11 4,)

£, There were some minor inefficiensies and duplication of ef~
fort in the processing and filing of this traffie, which weye called to
ths attention of the Officer in Charge and which are bsing examined by
him with a view to correction,

g, All plain text traffic (except Jepansse) which does not have
easily recognisadble diplomatic addresses is sent to the Commercial Section
of the General Cryptanalytic Branch, It is received in the section in
the sans manner ag the commercisl code traffic desoribed abave, The
traffic is first counted in bulk, It is then givan to seversl transe
lators who sort it by language, These tranglators are sble to distinguish
German, French, Spanish, Portuguese, end Italian, Hessages in all other
langusges are placed in a £ile of mimnm neSsAges,

i
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h, The messages in each language are then given to the transe
lator who specializes in that language for scanning, The translater
picks out messages which may be diplomatio in nature, although not
easily recognizable in éxtermal appearance, and sends those messages
to the appropriate section in the Gereral Cryptsnslytic Branchj ba
separates and destyoys the purely persomal plain text and chooses from
the commercial plain text meassges which are liable to be of value,

These last are passed cn to the Commereial Bulletin editor, The messages
labeled miscellanscus are sorted by the principal trenslator, who is
able to recognize the language, By certain minimum standards (such as
the knowledge of the words for ton, bill of lading, shipping, love and
kibdden, etc,) these messages are sosnned and ap many pouami and gome
mercial messages as 1 possidle are sorted out, Those which eannot be
recognised by these standards are then seni to the appromriate lanpguage
goction of the Cenoral Cryptanalytic Branch for classification, 7They
are then returned to the Commercial Section, The personal mesaages are
destroyed cn the spot, The general run of commereial messages sre
counted, the intercept preambles cut off, and sent to the Military
Intelligence Service, throngh the Pulletin Seeticn of the Information
and liatson Brench, for forwarding to the Foreign Ceonomics Administrator,
The comnerciel messapes which are choson as having some possible intelli.
mgemvalue are passed to the editor of the Commercial Intelligence

ommareial Intelligence Bulletin is a spocial publicaw
tion i1ssusd weekly whish containg only messages prooessed in the Commere
elal Scotion, Ineluded in this Bulletin are commeroial resssges fxom
both code and plain text which are presumed to have some walus to Mili-
tary Intelligencs, Ths stencils for this Bulletin are prepared in the
Commercial Section and the stencils are sent to the Bulletin Seef on of
the Information end Lisisom Branch for dupliocation,

5. The Cryptanalytic Subsection of the Commercisl Seotion does
vesoarch, development, and exploitation of the treffic of Luxsmbourg,
Eaiti, Dolgium, snd Liberia, In the processing of this traffie, the
subgection is orgenised in a manner identical to thset deseribed in the
gurvey o” the Romansce Language Section, and it is not believed that a
nore detalled description is necessary,

k. The processing of Japanese Diplomatic traffic in the system
JAE 1s haniled by the subsection of this section, The mossages are re=
ceived with a cover sheet atiached on which Is written aignificant data
such as the city to city eircuit, the messsge mmber, message part number,
relay groups, date, ete, This subsection performs two different processes
onr this traffic:

(1) Intercepts which are good sclid eopy are edited for IDM

processing and sent to the Machine Branch for machine
decoding,

1O SECRET
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(2) Intercepts which are garbled sre decoded by hand.

1, Aftor a message has been decoded either by hand or machine,
all parts of the nessage are assembled and the message passed to the
Japaness Diplamtic Translation Sestion of the Language Branch, from
which point {t is processed as is any other Japanese diplomatic message,

2 Inels
1, Org Chart - SPSIB-3B
2, Floor Flan » SPSIB-3B
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1. The migsion of the General Machine Cipher Section is the
eryptanalyals and research on machine cipher asystems and operation and

maintenange of cryptanalytic machinery.

2. 7The General Machine Cipher Section is made up of five subsections,
as illustrated on the organizmational chart, attached as Inclosure 1, with
duties as follows:

&. Operation and maintenance of photo electronic cryptanalytic
machinery, (RAM).

b. Cryptanalysls and research on electrical machine ciphers
and related systems,.

6. Cryptanalysis and research on mechanical machine ciphers
and related systexs.

d. Operation and maintenance of "003" and associated equip-

" 3, The following are the units with which the General Kachine
Cipher Section maintaina closs liaison:

8. Romance Langusges Section = translation work on Swiss
messages in German and French, and general coordination of systems
worked on or being investigated for machine cipher,

b. Hlitary Cryptanalytic Branch, Communications Security
Branch, the Navy, and all sections of General Cryptanalytic dSranch -

use of RAM equipment.,

¢. Commmications Security Branch and Navy - use of “O03"
equipment.,

d. Eguipment Branch - developmeént of ideas for cryptanalytic
meh’.mr’.

¢. Gemeral Cryptanalytic Branch Research Staff.
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a. The following is a 1list of the perconnel employed in the
Genersal Machine Cipher Section:

Hale officers - 13

WAC Officers - 2
Enlisted Men - 1
Enliated WAC - 34
M¥ilitary Perscnnel = 63
Civilians ~53

Total Perscnnel 16

be The above persornel are not adequats tc perforn the assigned
mession. Additional mathematicians and enginesrs are needod to bo trained
to bescome expert cryptanclysts., Tihis additional personnsl has been regnisie
tioned,

5. The General Machine Cipher Section is located in the basesent,
Wing 1 and 2, Operations "B, The space allotted to this section is ade=~

quate, and the location is conveniont for contact with other unitas. A
floor plan is attached as Incloswre 2.

6. The lighting in the General Machine Cipher Section is adeguate,
7. Flles,
as The followlng files are maintained in this section:
(1) Traffic in rrocess.
{2) Pile of special parts to equipment,
(3) Traffic and worksheets = SZD, FISH, NZA, SWA, FIA, NOA,
(4) Reports and bulletins,
(5) Blue prints, machines, spare parts, etc.

b, The length of time that this material is kept depends upon
the gystems involved.

¢. The following functions and records have been discontimied
within the last six months:

(1) Logs on NOA,
(2) "003" activities.

. L}
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8. The Zcllowing rerorts are rendered by the General Hachine Cipher
Sections

a, Semi-monthly RAK report to General Cryptamalytic Branch and
Recorder Unit.

b, Semi-monthly summary reports to Gensral Crvotanalytic Branch
and Recorder Unit,

Cy Special renorts on systems with new developments,
d. Strength report - weekly and monthly,
o, JNonthly reports on enlisted personnel,

9. Refarence material in thia section consists of machines and
squipment ~ captured or rurchased - plus llaison and systens reporits which
are furnished by the Documents Subsection of Information ard iialison
Branch, All of this ~atoricl is tent on hand indefinitely.

2 Incls
1, Org Chart - SPSIB&3C
2, Floor Plan - SPSIB-3C
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GENSRAL MaCHINE CIFHER SECTION, SPSIB=3C

Technical Consultant Officer in Charge Administrative
RAM Subsection Electrical Cipher Mechanic al Cipher Cryptanalytic P'achine Mairtenance
Subsection Subsection hﬁmhmes Subsection Subsection
SPSIB-3Cl SPS1IB-3C2 SPSIB-3C3 SPSIB-3C4 SPSIB-3C5
Officer in Charge Cfficer in Charge Officer in Charge Cfficer in Charge Officer in Charge
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1, The miasion of the Missellanscus Diplomatic Seotion is the solu-
tion, exploitation and translation of all miscellansous diplomatic traffic,
exslusive of the Japanase Diplomatic and Romance Langunges traffie,

2, Thip section is divided into four subssctions, which, in tum,
are gsoparated into units, as illustrated on the organisational chart at
tached 2s Trelosure 1,

3. The Mecellansous Diplomatic Seotion maintains liaison with the
following uxits:

a, General Amalysis Secticn, Treffio Analysis and Control Branch,
b, OP=20eG,
¢, Covermment Code and Cipher School,
dy Signal Intslligence Service, India«Burma Theatre, - —
4 Porsomngl, g

8, The following 1s a 1ist of ths number of persommel employed
in the iliscsllansous Diplomatic Seotion:

*ala Officers -
WAC Offiocexs - 2

Enlisted Men - ®
Enligted WAC -2
Filitary Porsonnel « 39

Civilians =160,

Total Personnel =199

b, This personnel is not adequate to perforn the mission assigned
to the section, Poople with linguistic, mathematical, and good crypt-
analytic abilities are required in order to perform the mission adequately,
Personnel with linguistic training have been partieularly requasted of the
Personnel and Training Division, The requests for clorical personnal heve
m im.

. There is the usual amoumt of dissatisfacticn in this sectiom,
due to the fact that beocause of Civil Service atandards, good persounel
mba promoted to higher allocated jobs, despite their demonstrated
a .
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5« The ligcellaneous Diplomatic Seetion is located in the 7th
wing, second floor, Opsrations "A", A floor plan of this secotion is
attached as Inclosure 2, The space in this sesction is sdequate, and the
location is convenient for work with other sections, as most of the
liaison can be carried on by means of the telephons,

6. The lighting is not adequate - additional wall cutlats are
needed to accommodate all of the desk lamps, The overhsad lighting is

insdequats, and meny pecple ccmplain of eyestrain,

7. The functiong of the warious sections of tho Migesllaneous
Diplomatic Section are as follows:

8, German Diplomatic Subsection, SPSTB=3D1,
(1) Tranglation and Fecords Unit, SPSIB«3D1A,

(a) Trenslation of all messages in OEF and GEC, plus
some GEZ,

(b) Solution of messeges in GEG,

(¢) ¥aintenance of all records pertinent to trange
Jation, ald %o translation, and historical f£iios
and records,

(2) Traffic Unit, SVIid=-3D1B,

{a) Feceiving and sorting of all inponing traffiec,

(b) lcoping of all traffie,

(e) =diting of traffio for IBM processing,

(d) taintenance of traffic files and recoxds,

(3) Placsment and Decoding Unit, SPSIB=3DIC,
(a) FPlacement of pad shests of GEE for overlapping,
(t) Conducting of research relative to development

of new sareas and advancement of work in the subw
soction,

(c) Hand decoding of daciph-qujd GFE messages,
(4) Overlep Unit, SPSIS-3D1D,

Sol £ GEF. set in d after rave
() oot Taacnd by the Tiscoment and Decostng baity
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Sreclsl Pxmmination Unit, SHSIB-3DIE,

(a) Dxooinstion of mall from United States soldiers,
clvilians, oriscrevs of war, eto., suspected dy
ocsngorship, of hidden messsages,

{t) Txaninotion of messames and notes in various types
of oxdinary and oryphic shorthand for concealed
mopnings,

(c) Listening to and tranglating recerdinge of radio
telsphone conversations and othor non-forse re-
cordings Sor materisl of intelligence veluwe,

Miscellansous Diplomatic Subsection, SPCIT-3D2,

(1)

(2)

(3)

(4)

Por Tastern Unit, SPSI-3D24, Thias unit consists of
two subunits « Chungking Govermment and Nenking Govern~
nent, Tho Nar "sstorn Unit is responaible for thé so~
lution, exploitation of traffic emamating from the fore=
going governmonts, plus the golution and exploitation
of Thal traffic

Ballken and Central Furopsen Unit, SPSIB-3D28, This

unit is divided into the Greek, Jugoslav, Bulgarian,
Czechoslovek subunite, Esch of these units is rosponsible
for the solution, exploitation, and bookbreaking of the
traffic from the foregoing countyries,

Polish Unit, ST5IB-3D2C, This unit is responsible for
yenarel research on, solutfon, bookbreaking, and ex-
pleitation of Tolish diplomatic traffie,

Cryptanslytic Unit, SPSIDe3D2D, This unit is responsible
for the research towards solution of systens normally
haniled by SPCIB=3DR2As SPSIB=-3D2B, $™GIB«3D2C,

Near Lagtern Subsection, SI'SIB-3D3,

(1)

(2)

Turkish Unlt, SIGIS-3D3A, This umit is yesponsible for
the research towerd solution on new systems not yet
solved, She Turkish Unit also deciphers, decodes,

and translatos messages iz a mumber of readable aysteus
and forwards results to ths Bulletin Seeticn of Iuformes
tion and Liaigon Branch,

Iranlan and Afghan Unit, SPSIB-3D3B, This unit has the
aame functicn ca the Turkish Unit, except that it works
on Iranian and Afchan traffic,

I . s
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(3) Higenilansous Arsbic and I'thiopian Uait, CPSIB-3D3C,
This vnit works on traffie Jrem all of the Arabian
and Yevantlao Jtates, uping Arabic as a vohicle of
commnicrtion ~ alsp Sthiopien txaffic using Fnglish,
french and Lhanrie,

d, Teathor Suusociion, CPOIRe3DL, Active rcscarck on weather
systens s not ocarried on, lLicison ig effected with the Nevy, Signal
Intelllpones Service, Irdit=jwme Theetye, Centrol Buresu Dyicbrno,

Army Adr D ~roes Veniter Centyel,
8. Elleg.
a6, The following filen are maintained in the various su%gectzoms

(1) German niplematic Subasetion

(a) Origiral translztions produced by subseetion, T\

(b) Brlletin copicn of trenslutions,

{c) Transiations of messagos intercepted end yesd by
the United Gtates Coagt Gunyd from (iorrman sourcas,
mainly Clardostine, '

(d) Traffic £ilag, current snd old,

(a) Ovorlap fileg, \

(£) Suspense files for messages in translation, '

(g) fceord of transiations eompleted, s:owing diapo-
sition and bulletin series,

(k) It solution ums,

(1) Documonts cnd collateral inCormation,

(3) Radio tclephone and othor volce recoxdings,

(k) Spoeial examination worl: provlens, letters, ete,
(2) Miscellangsous Diplomatic Subsection,

(a) Traffic files,

(b) Technicel £ile of 41 mumberef drawers controlled
by 8 ccrd Indexe

(3) Near Iastern Subsection,

() Trinelptins | -
T EECRE)—




l
i
{b) frraffic.

{c) Tochnical writo=ups onl collateral informetion,
(3) "ho's Who in the Near rast,

(2) Arabie te Dnilish cod Tnglish to frable Vesabulary
on 3% x 5" index coxds,

(4) Teather Subsection,

{a) Traffic files arranged Yy country smd system,
(t) Tecknienl,

{c) BReforencos wnd collstere) matorisl pertinent to
weather,

(d) Corrcepondence pertaining to weather with agencies
outpide {he Signal Cccurity Agenay,

b, All of the proceding £1los ore maintained permanently, with
the exception of traffic dupes, which are demm whan their useful.
ness has been sorved, certaln vorkplcotp £zl T naterial « also after
having sorved thelr u.seﬁﬂmaa.

9, The roports which are rendered by each gubsection of the
M acellansous Diplomatic Section are as followss

EEF ID: A:70871 -
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Ereanch,

B, SerieTrnthly Technicel Ropert - svhirittod to Miscellmnsous
Diplomatic Section,

¢, lMonthly Syotemp Noport » eubnitted to the Comtrol 0ffdce,

d, Hiscollansoup pe:sonuel roports ~ subritted to General
Cryptennlytie Pranch,

10, The following materin) is lept cs roference naterial by the
I1gcelleneous Diplometle Soctions

i, Soccret State Doparitment Cable Priefs - kopt ZLor 24 hows,

b, Otote Deparizent Cahleos, lain Toxt « used by tranalators
snd hapt i1 e rermanent file.

c., Project 900 « kept on rermencent filo,

L 3 - OP SECRE]
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e; Miscelianoous material fiem the Nffles of Strategic Sorvices,
liilitary Intellipence Divigion, and other amurces, roceived through the
Documants Subsection in the General Cryntanalytic Branch, and retained
for & short period, Used for informstion on material comtelned in meszaces,

£, Subsoction traffic loge, indices, und proceasing records «
keopt rermexertly,

g, 411 velce yocordings uvsed in the Spncidal Dxamination Undt
of German Diplomatie Subscction are retainad three months and then destroyed,

2 Incle
Org Chart, SPSIB-IN
Floor Plen, 3PS P=3D
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Officer in Charge

German Diplomatic

¥iscellaneous Diplomatic

Near Eastern

Weather

Subsection

SPSIB=~3D4
Officer in Charge

Civilian in Charge

L_Civilian in Charge

rlacement and

Decoding Unit
SPSIB-3Dlc

Overlap Unit
SPSIB-3Dld
Civilian in Charge

— European Ug%t

Subsection Subsection Subsection
SFSIB-3D1 SPSIB=-3D2 SFSIB=3D3
Officer in Charge Civilian in Charge Non-Com Officer in Charge
Translation & Records Far Eastern Unit Turkish Unit
a Unit SPSIB-3D2a SPSIB-3D3a J
SPSIB=3Dla |
Civilien in Charge Civilian in Charge Civilian 1n Charge
Traffic Unit Balkan & Central Iranian & Afghan Unit
—~ SPSIB-3D1b SPS1IB=3D3b =

Civilian in Charge

] _SP IBT3D Civilian in Charge
L_Civilian ip Charge |
Polish Unit Iiscellaneous Arabic &
i European Unit
SPSIB-3D2c SPSIB~3D3¢ -

Civilian in Charge

Cryptanalytic Unit

Special Examination Unit
SPSIB-3Dle
Civilian in Charge

— SPSIB-3D2d

Civilian in Charge
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JAPANESE IlILI’.l‘AH! ATTACHE SECCEON. SPSIB-3E
GENERAL CRYPTANALYTIC H, SPSIB=3

1. The mission of the Japanese Kilitary Attache Section is the
research, development, and exploitation of Japanese Lilitary Attache
traffic,

2. The section is organized in six subsections, as illustrated
on the organizational chart attached as inclogsure l. The functions of
each of these subsections are described below in the discussion of the
work flow, -

3. The Japanese Military Attache Section maintains close liaison
with the Japanese Milltary Attache Iranslation Sestion of Language
Branch; the Information Section of Information and Liaison Branch, which
is callad upon for collateral informatiocn Jor use in solution; and the
Plamming and Priorities Office of the General Cryptanalytic Eranch,
through which contact is established with other sections within the
General Cryptanalytic Branch and the intelligence Division. In addition,
close and constant liaison has been maintained between this section and
the Japanese Military Attache Section of the Government Code and Cipher
School. The exchange of technical data and correspondence directly be-
tween the two operations sections has worked out to mutual advantage,
and was the subject of special mention by the British representatives
at 2 recent combined Signal Intelligence g2cinge :

L, Personnel. ! TAB

a. The following is a list of the number of personnel employed —_— -
in the Japanese lilitary Attache Seciion:

iole Oificers 1
Civilians (Y

Total Porsonnel « 75

b, In addition Lo the persunnel listced sbove, Lhere are uttached
to the probla. of ficers cnd civilians of Langusge Branch -~ a total of 12
pecrle,

c. The pcrsonncl of this seclion vork on two shifts, second and
third, although the majority of the employees are on the duy shift,

d. The personncl currently aseigned to t.hia problem are ade~
quate to execute the mission of the ssction.

5. Space.

a. The Japanese ¥ilitary Attache Section is located in the third
wing, first floor, Operations "B", The rear of the wing is occupied by

<, -{ -~ - t ;,,
. -
bt by B
)

I
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personnel of the Japanese iﬂntary Attache Tranalat.ion Section, Language

Branch, who work on this problem, & flcor plen of the section is attached
as Inclosure 2,

b, The space now allocated to the section is adequate,

6. There is mo difficulty s.ith regard to the lighting tacmt.:l.es
1n the section,

7. Files.

a. ‘The Japanese Wilitary Attache Section maintains the follow=
ing files:

(1) Raw traffic for JAS, JAS-l, JAR, JiT, JBZ.
(2) Traffic logs for JiS, Ji8-1, JAR, JAT,

(3) Overlap sheets for JAS, JsS~l, JAT.

{4) Viork sheets far JAS page set-ups.

(5) IBM runs for pages currently under solution.
(6) Miscellancous resecarch data and records.

(7) Histories and special technical studies,

(8) Solved message indieces,

(9) Collateral materials, such as Orders of Battle, in-
foraation on nilitery omuiprent, and a KANA index,

(10) Technical correspondence with Government Code and
Cipher School and within Signel Security Agency.

(11) Administrotive and personnel correspondence and data.

{12) Trcnslations,

(13) Cryptographic tools.

(14) Technical reports.

(15) Record of message status,

(16) Cipher Machine Tapes,

b, Flled materials are destroyed whenever tho status of the

work mekes such & destruction possible. IBU prints are salvaged regue
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larly as key is recovered, iost personnel correspondence and data are
destroyed after twelve months. Recovered cryptographic materials are
retained permanently.

8 O stion ehd Vork Flow,

a. In order to obtaln the best pictwre of the organization and
work flow of the Japanese !Mlitary ittache Section, it is necessary to
have a brief explanation of the technical prodlems with which tihis
section is faced,

(1) The Japanese Mlitary Attache traffic has been sont
in fowr different cryptographic systems:

(a) JAR = a one-time pad system which is in the yre=
gearch stage,

(b) Ji3~1 - a cryptographic system which is similar
in natwe %o the systexm JAS which will be des-
eribed below, but which, bacause its use has
been limited to one circuit, aas not been sube
Ject to the weaknesses which have permitied so-
lution of JAS.

(c) JAT - an addivive systcn euploying a conversion
scuare which was used for secnding cryptographic
and eryptanalytic informotion end in vhich all
meagages have been read,

{d) JAS = thc principal Japansse Uilitary Attache
systen which vill bo described in more detail,

(2) J45 1s 2 system composed of u digraphic and tetras
grephic code chart of which there have bsen three
different sots; a literyl running key of sever.
hundred thousund lettsrs, which normally cha
every slx months; and o conversion square of 26
26=1atter random alphabets, vhich normally changed
svery 10 dgrs. with the comparutively amsll volume
of treffic which has been available in this system,
it could be considered mractically imposaible of so=
lution. Solution has been possible through the lo-
cating of cross-key amd cross-system duplicate messages.

(3) The order of solution of the elements of the system
is as followa:

(a) Pirst, the conversion square must be solvod,

(b} Second, the indicator system which givem the page
and tho position on the page from which the en-
ciphering key begins,
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(o) Third, n;uagu mst be overlapped and the rumning
key stripped.

(d) Fourth, the code charts mist be recoversd.

(4) With the victory of the Allies in Burope the Japanese

have had critical problems of distribution and have
been unable to maintain their normal periods of change
of the oryptographic materials. The work flow of the
Japanese Military Attache Section is currently based
on the following conditions:

(a) There are several systems in research.

(b) The basic code chart of the current JAS system is
mbstantially complete,

(¢) The conversion square of the curreant system is
fully recovered and has been in effect for seven
or eight weeks, which is far in sxcess of the
normal poried of a conversion aquare.

(d) The running key of the current key book is in
the prodesa of recovery.

The work flow of the section is then as follows:
(1) Al traffic is received in the Traffic Subsection

of Japanese Military Attache Section, from the Re=
cords and Distribution Section of Traffic Analysis
and Control Branch, through the tube rocm located
in the same wing as the Japansse lilitary Attache
Section. In this subseotion; pertinent data, such
as the place from and to, the message nuuber, the
indicator groups, group count, and other data which
is partinnt to solution or record keeping, is entered
on five-way cards. These cards constitute a unique
nessege indexing system which has been devaloped to
sorve the needs of this special probtlem,

(2) A1l traffic is then sent to the Research Subsection

of the Japanese Military Attache Section. In this
sabseotion the traffic in JAS-1 and JAR is under study
ard 1t 19 retained in the subsection. The indicatora
of messages in JAS are studied and deciphered. These
messages then fall into two categories; messages which
are on portions of the key which have been fully ree
covered, and messages which are on portions of the key
which have not been recovered,
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(3) Mossages hieh £311 on »ortions of the ker vhich have
besn fully recovered are tumed over to the Machine
Subscetion., £ machine was developed for the decrypto-
graphing of this system which has saved thousands of
rnan hours. In this machine the letters of the running
key are runched up on Baudot tape and the conversion
square is wired on an IBM nlug board, The cipher text
of the messaze is tyred on 2 regular tynewriter key-
beard, the rachine »erforms the conversion, and the
decipherment and prints the message in plain cods form,

(4) The messages which arc on partions of the key not ree
covered are turned oveyr to the Overlap Subsection,
The Gverlap Subsgecticn places the messazes on overlaps
and strips the rumningz key when sufficient depth has
accumazlated on any vortion of the ke vo permit
gtriooing. ’

(5) Messages which have been deciphered by either the
Hachine Subsection or the Overlap Subsection are then
turned over to the Hecords Subsectich, which has the
responsibility of decoding the messages, preparing
them for translation, and kesping the records on sll
nessages which have been sclved,

(6) The decoded messages are turned over to the trans-
lators in the Military Attache Tranelation Section
of Lengusge Eranch for translation. In the past, all
decodes were typed up in final form and all parts
were correlated before dbeing turned over to the trans-
letors. In recent months, however, the translators
have been translating directly from the worksheets or
overlap pages, and a small subgection of the Japanese
#ilitary Attache Section, called the Aides to Trans=
lators Subsection, has been maintained to correct
garbles, correlate parts, etc,, for the tranaslatora,

9. This section, unlike the other sections of the General Crypte
analytic Eranch, has a homogeneous proble: to study. ine trafiio
balng all of the Military Attache and technical probliem teing limived
to one vrineipal systcn with very {ew subordinate systoms has permitted
a glmple organization which has been outstanding from the point of
view of cryptonalysis aad production,s The fact timt vhe ccetion has
baen opercting as & unit for several yoars—has rfurther contributed to
itg success, The Japanese iiilitary atlache Seotion iu Lo be commended
on Lte organizational efficiency and its technical effectiveness,
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JAPANESE MILITARY ATTACHE SECTION SPSIB-3E

Officer in Charge

Research
Subsection

SPSIB-3E1
Civilian
in
Charge

Overlap
Subsection

SPSIB-3E2
Civilian
in
Charge

Traffic
Subsection

SPSIB-3E3
Civilian
in
Charge

Record
Subsection

SPSIB=-3E,
Civilian
in
Charge

Machine
Subsection

SPS1B-3E5
Civilian
in
Charge

Aldes and
Translators
Subsection

SPSIB-3E6

Civilian
- in
Charge
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1. The mission of the Japanese Military Attache Translation Section
is the booidbreaking, translation and providing linguistic assistunce to
the cryptanalyste in the Japanese Military Attache Section of the Genaral
Cryptanalytic Branch.

2 ation, The persommel of this section performm two major
duties, tr ation and linguistic aid to soclution of overlaps., These
two functions constitute the only organizational breakdosn of the work.

3. The Japanese lilitary Attache Translation Section maintains
close liaison with:

8. The Genaral Machine Cipher Section, Gemsral Cryptanalytic

b. Other translation sections of lLanguage Branoch.

¢ The Information Section of the Information and Lialison

de The Bulletin Section of the Informetion and Lisison Branch,

4. Personnel.

a. The following is a list of the personnel employed in the
Japanese Mllitary Attache Translation Section:

Male Officers -2

WAC Officers -0
Enlisted Men -3
Enlisted WAC -0
Hlitary Persomnel - 5
Civilianc -7

Total Personnel <12
d. The personnel is adequate for the mission of the section.

E OF SECRE J————

TAB



1@

@ - FEF ID:A0R
N R . '

Los

in
1-}—-3

L 18 §¥g_c_§,, The Japanese Military Attache Translation Section occupids
the reur of the third wing, first floor of Operations "A" Building. Ses
Ploor Plan attached to Tab I,

é. lighting, The lighting in the area of the wing where this ssotion
is located is adequate.

7. Files., Piles of all messages which have been translated are kept
in the Japanese Military Attache Translation Section.

8. {se%ta. The only recurring report submitted by the Japanese
Mlitary Attache Translation Section is the semi-monthly Progreas Report
for the Chief, Lanpuage Branch,

9. Qeneral,

a. The part played by this section in the processing of Japansse
Military Attachs messages is explalned in the paragraph on Organization and
York Flow, Tadb I,

be One unique procedure of this section is the assignment of
Bualletin numbers to translations within the section. Since a special
publication series (the D Series) is set aside for Japsnege Military Attache
messages, the serial publication mumbers are assigned to translations in
this section instead of in the Bulletin Secticn as is the caes with all
other publication series,

o
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1. The mission of the Japansse Diplomatie Seqtion is the rosearch,
develomment and exploitation of Japaness cryptographie systems othey

than those of the Japansse Army, Japansse Navy, Japaneses Military Attache,
and Japanesge Teather,

2, For the performance of this mission, the Japenese Diplematie
Section is organised in five subsections (ses organisation chart attached
as Inslosure 1), Tho duties and responsibilities as well as the method
of performance of thess asubssctions are desoribed in the explanation of
the work flow which appears below,

3. The Japanese Diplomatic Section maintains close 1isison with
the following unitss

a, The Commercial Section of General Cryptamalytie Dranch, |
which performs ons of the technical operations in the produetion of i
Japancse Diplomatic traffis, and which is described in greater detail in
the survey of the cmrehi Section,

b, The Japanese Diplomatic Translation Seotion of the Languspe
Branch, which translates all messages in Japansso Diplomatic erypto-
graphic systems, See control survey of this section,

os The Research Subsection of the Japanese Diplomatic Trang-
laticn Seetion, language Branch, which is composed of several Japansss
linguists who work in the same wing as the cryptanalytic units, lending
linguistic assistance to the eryptanslysts, and undertaking code recovery,

d, The Japanose Commeroial Translation Ssotion, Language Branch, ~~— -

which works adjacent t0 the cryptanalytic units and 4s responsidle for . T8
the code récovery aml translation of systems which are non-diplomatic in X
nature, Ses tontrol survey of this sectlonm, —

o, The Japanese Translation Section st Vint Hill Farms Station,
which performs some decoding on systems, esssntially low grade in
graphic complexity, which have been assigned to them by the Japanese
:ﬂl.ctiomwm Section, and whish {urther assists in complling & Japanese

£, The Xana Sorting Unit of Ceneral Amalysis Scotion of Traffie
Analynsis and Control Branch, which is located in the same wing with the
oryptanalytic and tranaslation units, and sorts and distributes kana
traffic from the Japansss communications net, which has besn named the
Japanege Domestic Network,
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g. The Bulletin Section of the Information and
to vhom all translations are deliversd and fyom whom the worksheots and
bulletin coples aye returned,

h, The Goverment Code and Cipher School aﬁ the Cenadian

Center at Ottawa with whom & division of labor both
ploitation has been effected,

4e Pergonngl,

8. The fallowing is & list of the number of personnsl employed
in the Japanose Diplomatic Seotioms

nle Officers -2
WAC Officers -0

'
1)

L
.

Enlisted Men -1
Enlisted WAC -2
Uilditary Porsonnsl « 5
Civilians =0,

Total Persomnel 55

b, In addition to this personnsl, there ere 61 people attached
to the problenm by the langusge Branch,

¢s The personmel of this soction work on three shifts, with
the majority on the day shift,

8, The personnsl currently aseigned to the section are inade~
quate to oxeoute the total mission of the section, dus to lack of trained
oryptanalytioc persomnel, The Jaranose Diplomatic Section i3 unable to
undertake regearch and recovery of many Japanese DMiplomatic and Commareial
systemg which contain intelligence of value to the prosecution of the war,
This fact has in practice resulted in a modification of the mission of
the section, so that the mispion is ocurrently bdesed on what it is possible
to undertake, considering the shortage of personnel, rather then on the
repearch and exploitation of all Japansse systoms,

o, It is estimated that in crder to accomplish the total mission
of the gection ths following additional personnel would be requived in

the sections
Now
oppwe CDaji e

Ressarsh Subsection 8  { 10 25
Development Subsection - - — 0.

.
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w The space allosated to the section is sdequate and

its in respect to other units is eonvenient, with the exoep-
tion of the fact that it 1
the Japanese Diplomatic Translation Section, to

scanred ol translated measages must be xeturned, This physical sepayras
tion yesults in & consideradle waste of time and energy betweon these
sections, A floor plan of this section is attached as Inolosure 2,

6. The lighting of the wings is considered inadequate,
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a, The following files are maintained in the Japansme Diplo-
matic Sections N

(1) Administrative correspondence and rscords,

(2) Teohnical corresponience, studies, and repcrts,
liistarical matorisl and current material used in
comnon by the warious subsections is flled in the
Adminigtrative office, Curvent material relevant
to particular problems is filed in the eppropriate
subseotion,

(3) Code ingtructions and technical cross-references =
£4lod in the Adwinistrative office,

(4) Technical analytic materials and worksheots, Histori-
cal materials are filed in the Administyative office
or storage, Current materials are filed in ths apmro-
priate subsections,

(5) Traffic and decoden, Originals in process are handled
by the appropriate subsccticn, Then processed they
are filed in the Traffic Subsocotion or storage, Tupes
eye filed in the appropriate subsection,

ic logs and indexes, [aster lops and indexes ave
filad in the Trefflc Subsectien or storage, Neocessary
additional logs for particular systems ave

in the appropriate subsection,

(7) Dulletin eopies, Filed in the Traffic Subsoction or
mg..

b, Traffic dupes are kept for 6 months, Obsolete adminiastye-
tive correspondence and records are destroyed every 6 months, Ionsinder
of £iles are kept permanently,

¢. With repard to the poasibility of elriminating umncoessary
£1les now maintained in the Japanose Diplomatic Section, it was suggested

:

(6)
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that the file of bullstin copies e destroyed after six momths, except
for those bulleting dealing with code instructicn, The Officer in
Charge of the secticn agreed to this sugrestion,

8. Repurtge

2, The following reports are prepared by the Japersse Diploe-
matie Sections

(1) “ookly strength veport - ariginated by Administrative
Ofﬁcg' and gubmitted to Chiof, General Cryntanmaliytiec
nrane

(2) Monthly strength report - origiuatsd by Administrative
gﬂ't:g ond gsubmitted to Chief, Gensral Cryptamslytic
) .

(3) Z2emi-monthly Roster of Emlisted Assigments « originated
by Adminigtrative Office and submitted to Chief, General
Cryptanalytic Brench,

Teekly nighteshift roster - oyiginated hy Administrative
m nnd submitted to Chief, General Cryptamalytic
ra

(5) "eokly nizht-shift suparvision roster - originated by
Administrative Nffice, and submitted to Chief, Genoral
Cryptanalytic Branch,

(4) Dally technieal raport -« originated by Adminigtrative
Office, end pubmitted to Gemeral Cryptamalytic Pranch
Pocorder,

(7) Semi-monthly technical report < originated by all sube
soctiong of Jepansse Diplomatie Section, end sulmitted
to Admintgtretive Office of this gection,

(3) Semi~-monthly technical ruport - origimated by Adninistre-
tive Office and submitted to General Cryptanmalytic
Branch Recordes,

(¢) Dally oystems report - originated by all subsectiors,
and sudmitted to Adminiatrative Office of Japanese
Diplomatic Section,

(10) Monthly aystemp report - originsted by Administrative
Cffice end submitted €o Control '0ffice,
//

% - Srrenteation sl Motk Blom.
a. The traffic which is received in'the Japenese Diplometic
Section is of two principal typss: '
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(1) Japansse Diplomatic and Greater East Asis Ministry
traffic received from International Foint to Point
cireuits, snd from the Far Eastern Diplomatic Net,

(2) Jepanese Comiercisl, Minor Govermssntal, and Private
ﬁfﬁc which 13 received from the Japanese Domestic

Y. Traffic of the first type is received in the Traffic Sube
ssction, where it is identified as to cryptogrephie sywtem, indexsd,
loggaigé. and distrituted to the subsections concerned for furthar pro-
cess

¢, Traffic which s in one of the machine eipher systoms is
twrned over imnediately from the Traffic Subsection to the "achine
Subssction, This subsection indexes its omm traffic, sclves the machine
gsottings, and deoiphers the messa~es on the cipher machine, The sub-
section is set up separately partly because it represents a unique
Japanese cipher system which can be handled independently, and partly
becauge it is helieved that additional security applies to the fact of
the solution of this most sccure Japanese system, and for this reason
it is isolated from the rest of the section,

4, Traffic which is in gystems which have baen ¢
solved is turnad over to the Decode Subssction, This section 1s respone-
gible for the decoding and deciphering of these systens, For reagons of
convenience and for best utilization of personnel, the personnel (eolored)
of the Comrercial Section of the General Cryptanalytis Dranch perform
the decoding of the system JAH, Hore complete description of this
sotivity is availlable in the survey of the Commerecial Section,

e, Traffiec which is in systems which have bsen partianlly solved
ia turnsd over to the DNevelopment Subscction, where such messazes &s can
bs read are decoded or deciphared, and those which cammoet be read are
added to the cryptozraphie depth to aid in further recovery of unsolved
elements of the system,

8, Traffic in systems which have not been solved is turned over -
to the Resca-ch Subsection for study,

g« Decodes which are made in the Machine Subsection, the Tecode
Subsection, and the Development Subsection, are then sent to the Japanese
Diplomatic Translation Seotion of langusge Branch, where they are..
scanned, and thoss which are of importance are translated,

h, All decodes are returned from the Japanese Diplomatic Trangla-
tion Section to the Traffic Subssction of the Jepanese Diplomatic Section,
General Cryptanalytic Branch, Here the messages which have not been trang-
lated are filed in the Traffic Subsection, HNessages which have beon tranglated
are further processed for the addition of relevant relay and cross reference
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information befoxg they are gent to the Tulletin Section of Information
and Liaison Branch for rublication und dissemination, This processing
congists of adyung guch information as call algns, indicators of further
2
AR 5 ,'Irqffic of the second tyre, as listed in parsgraph 9 a (2) -
that 1s, of the Japenesc Domestic Net - is received in the Japansse Diploe
matic Section from the Kane Sorting Unit of the Gensral Analyais Seotion
of the Trafific Analysis and Control Sranch, 7his sorting unit works in
the sang winz ep and In cloge proximity to the sections which process
the traffis, Traffic in readedle systems is turned over to & group of
decoders who are a part of the General Crypterslytic Branch, These dee
coders are located in the same area as the translators, and they work
clonely in the prod.zebicn of Iintzlligence,

N Pl.lin taxt mepoagec are handed to the translators for scanning,
Those of irediate cperational use sre translstod on the spoty those which
are otwicuely uhimportant ave destroyed; and the relative ilportam of
the rest of the wmegscaces 1oind1ca‘.;aaanatheymuwnaentto tho
Jepenese Nigel Unit et Vint Hi1l Furms Station for translation,

12. Traffic in systemp which are under study is turned over to
the Rennpch Gubssction of the Japanese Diplomatic Section,

1,. The work low of thir Tomoctic Wet trafflo is very well
under control, This is cbvicusly dus to the complete integration of the
work of the units of Genersl Cryptanalytic Branch, the Traffie Avalysis
and Contrnl Brench, and the Larguage Branch, The physlotl location of
ell of the units in cne arca and the spirit of cooperation hetween them
has greatly contrituted to thelr effectiveness,

2 Inols
1, Org Chart = SPSIB=3F
2, FRloor Plan = SPSIB=3P
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JAPANESE DIFLOMATIC SECTION, SPSIB-3F

Administrative Assistant

Officer in Charge

Technical Advisor

Decode & Deciphering
Subsection
SPSIB=3F1

Civilian in Charge

Machine Subsection
SPSIB-3F2

Officer in Charge

Development
Subsection
SPSIB-3F3

Civilian in Charge

Research Subsection
SFSIB=-3F}

Civilian in Charge

JBB Unit
SPSIB=-3F1A
ivilian in Char,

JAH Unit
SPSIB-3F1B

Civilian In Chargel

JBG & JBD Unit
SPS1B-3F1C

JBH Unit
SPSIB=3F1D

Translators Aide
SPSIB-3F1E

y

Additive Unit
SPSIB=-3F3A

ansposition Unit
SPSIB=-3F3B

Traffic Subsection
SPSIB=3F5

Non-Cormissioned
Officer in Ch

Diplomatic Unit
SPSIB-3F4A

JDN Digit Unit

s SE BT

JDN Kana Unit
SFSIB=-3F4C
Civilian in Charge
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1., Tho mission of the Japaness Comereial Translation Gootion is
and translation of all Jepansss language commexcial

noasares « that is, non-aymy and non-diplomtic treffilec - shich aye
intercepted on the Japanege Domestic Het, This section also supplics
G=2 with apecific information concerning loeations of industrial
esteblishmants, produstion figures, railread lines and bridges, etc,,
for use in the gtrategic bombing and submarine campaigns and in the
econonic studies being made of Japan's ability to wage war, In addi-
tion, a scanmming mroup in this section hap the mission of clarifying
inferences from plain text in volume which might yield material of in-
telligence value, and scanning all plain taxt messages in order ¢to de-
si.gvn;:: the messages that are to be trenslated by the Translation Unit
a i,

2, Uscause of the small mmber of people employed in this soction,
it is not broken dowmn into subsections, and therefore an organizational
chart is not included,

3, The Jaepanase Commercial Trenslatlon Section is closely integrated
with the following units

&, FKama Sorting Unit of Traffic Amalysis and Control Dranch,

b, Shipping Section of Information and Ifaison Brearch,

¢, Jepanese Diplomatic Cection of Gensrel Cryptanalytic Branch,
4 Rersoongl.

8, The following 1s & list of the personnel assigned to the
Japansse Commercial Tranglation Sections

Bale Officers - 3
VAC Officers - 2
Enligted Nen - 8
Enlisted WAC -0
Military Personnel « 13
Civilians -_f

Totel Persommel = 19

o oaix ~
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be The fongoang paraoml is edecuate to perform the mission
asaigned to the section,

Se £page.

8, The Japeness Cormercial Translation Lection 1s located in
the rear of Wirg 4, first ﬂoeu' Operaticns ¥B*", The space assigned to
this secticn is adequate, (A floor plan of this section is included with
Eho ngog pl:n of the -Tapanue Diplomatic Section, Genoral Cryptanmalytic

™ Tab K,

b, The location of this section is convenisnt for contact with
othor sections, particulsrly the Kana Sorting Unit of Traffic Anslysis
and Control Branch and the Japanese Diplomatic Scotion of General Crypt-
anslytie Rranch,

6, The lighting in this section is adequate, as the gection is lo-
- cated in the rear of the wing,

7. Ellep.

a8, The following files are maintained in the Japoness Com-ercial
Translation Sections

(1) Pile of company names and cable addresses appearing on
the Japanese Domestic Net,

(2) Threesway traffic file, by date, workshest mmber,
and H.number,

(3) Solution file of the systems being exploited or wuch
have been exploited,

b, The lenzth of tims tha!® the files are maintained variep
from three menths for dead-headed systems or parts of systems, %o in-
definitely for unsolved material,

m‘. The following reports are rendered by the Japanese
c Translation Sections

a6, Trigraph reports which are prepared monthly end submitted
to the Control 0ffice,

b, GSemiemonthly progress report submitted to the Chief, Lansurge

9, The reference material utilized by this section consiste of in-
formaticn obtained from the Special Projects Scetion of lLanguage Branch,
the Informetion Section of Information and Liaison Brench, and the Economie
Branch of G=2, BReceuse of the present sige of the aection, it i3 not
nocessary to naintain a centrsl gystem of reference meterisl, although 1f
and whan the section incresses, it may be mcnnry to ostabuah a definite
file of reference material, . -- '
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10, 4 more gomplete description of the work flow of this section s
40 be found in the work flow of the Japansse Diplomatic Seotion of the
Gensrel Cryptamalytic Drangh, Tad K.
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1, The miision of the Japsnese Diplomatic Translatien Section is
the translation of Japanose Diplomatio traffic, and the assisting of
the Genersl Cryptanalytic Branch eryptanalysta with code Ingtruction
mossages. ;

s

2, fha Japanese Diplematio Translation Seotion is composed of
four mbuvuom, as illustrated on the organisational chart attached
a8 Mm »

3. / Tho Japanese Diplomatic Translation Seotion works in close
1iai ﬂ.th following unitss

/ e, / h‘paneae Diplomatie Section of Generel Cryptanalytie Srench,
; Initomt:lm Section of Information and 1iaison Dranch,
| ’,c{. Bulletdn Section of Information and Liaison Drench,

Hore dmu- of lthe integration of this ssction with cryptanalysis will
be fcund iin control gurvey of Japanase Niplomatic Section of General

cz;ypummyue Bfanch,
I 4. 1
a. Tha following is & list of the peraonnel employed in the
.Tapanon‘ Diplonatic Translation Section:

Male Officers - 97

4

' WAGC Officers - 0
Enlisted Men « 20
Erlisted WA - 0
1i41itary Peracnnel e 27
Civiliang - 25, —
Eotnl Personnel = 42 N . TﬁB

b The porsormel in this section is adsnuate to porforn the
nission nui.gmd;

5e T‘np Japanese Diplematic Translation Section is located in the
headhcuse, at the head of Wing 1, second floor, Operations "B", A floor
plan of this aaeﬂ.m is atteched as Inclosure 2, Althouzh the space al-
lotted seems adequate, there is some question as to the convenlence of
tho location of this unit in raspect to the other units with vhich 1t
works most closely., The feotors which militate in favor of moving the

goction ares .,
£ H‘-l'. ' I o . -i‘l‘ DPSECRE
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&, A1l Japansse Diplomatic messages which are decoded must be
 earried from the fourth wing, first floor to the headhouse of the first
wing, seconi floor, for scaming and trenglating, eand mmst then be re-
mMO

. be The other sacticns with which the translators have alosest
operaticnal contact (Information and Bulletin Sectiong of Informmtion
and Lisisen Dranch) are all located in the fifth wing, first floor,
é. The fectors which militate againgt moving the section ave:
a, The translators prefer the peace and quiet of the headhouse,

b, The locaticn is convenient to the Administrative Office of
the Languege Branch,

7. The lighting in this section is adequate.
8, JIllas.
8, The following £iles are maintained in thig section:

(1) Current 1, T, C.I, ané IJL series of Japanese diplo=
matic messages - mainteined for 6 months,

{2) Dritish cabled translations of Japanese diplomatis
nessages ~ kept permanently,

(3) Megic Diplomatic Summaries beck to 5 February 1945
kept permansmtly,

(4) Reference file containing materials for daily use by
this section « kept permanently,

9. The following reports are rendered by ths Japansse Diplomatioe
Tranalation Seotions

8, Semiemonthly reports « submitted to the Chief, lLanguage

by Periodic efficiency reporta.

10, Thotqllwingunnétorthorefoanntermmwm
‘gestiony

8, Iists of Japanase personnel,
be Ilists of Chinese personnel,
¢, Sailroed st:.dies from the Information and Liaisom Branch,

-2 mor
v+ BECRET
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1,

Mazio Diplonatie Sum-arias,

e, DNMotionarias,

fo chip liats,

g+ PReports cn iron, alumina, eto,, in China and Hanchukue,

9

2 Incls
1¢ Org Chart SPSIB-ID
2, Floor Plan SPSIDe1D

i 3 e
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JAPANESE DIPLOUATIC TRANSLATION SECTION, SPSIB-1D

Officer in Charge

r_.a,,."l

LS

European Subsectia

Officer in Charge

JAH Subsection

Officer in Charge

Asiatic Sumection
Officer in Charge

Research
Subsection
Officer in Charge
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1, The mission of the Special Problems Seeticn is to discover ap
much information about Russian traffic as 1s vosaidle,

2, QOrgesnisation,

a, The organisetion of the Special Problems Section is unique
in that each person reports directly to the section chief, rather than
the ssation being divided into subsections and units, The organisational
chart, attached as Inglosure 1, indicates that the functions on & staff
1m1 are divided into 3 catogorha, and that the cryptanalysts are placed
on tecms thot work together, btut who are directly responsidble to the
Officer in Charge of the Special Problems Section, The advantage of this
tyre of orpanization is that the cryptamalysts, trenalators, and personnel
ongaged in the exploitation of Russian tutfie are not concerned with the
edninistrative details of their subsection or unit, and therefors, they
ean devote their entire time to their own specific problenm,

b, Because of the highly clagsified nature of the work in this
section, there are several additional duties performed by the Cpoeial
Problm Seetion which are not performed by any of the other gections of
the Ceneral Cryptanslytie Branch,

(1) It is the duty of this section to type up the daily
tulletin of the messsges translated, rather than the
Bul!atin Seetion of the Infomtion and Lisison Dranch,

Coples of these messages are handcarried to the leputy
Chief of Staff, Military Intelligence Servioe,

(2) A £1le of collateral informetion 1a mainteingd im this
soction, which would ordinarily be kept in the Inferma-
tion Seetion of Information and Liaigon Branch,

3. There is no 1ieison maintained between this section and any
other section or wnit of the Signal Security Agency, except the Genersl
Cryptanalytic Dranch Administration Office, The Special FProblems Seetion
does maintain contact with the section at the Faval Communiocations Annex
engeged 4n the study of Russian problems,

4 Porsgnnel,
a2, The following ia a ligt of the personnsl employed in this TAB
section: X
Hale Officers - §
Civilisns  « 94,

Total Personnel « 99

| |
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b, At least 1007 expunsion in personnel will be required in
this section, INowever, it ic believed thet an increase of 207 of the
personnel. aach month would provide for necescary expension and still
wounld not endenger security, ’

¢, Personnel for this secticn usually are recruited from small
towns, and from perscas who have & religious Yackground, FPeople who are
gredurtes of laerge universities and who rajored in economics are not ace
copted, without further check on theri loyalty,

d, In gelecting the personnel from the Civilian Tratning Schoal,
they erc ouesticned as to their 1ikelihool of remining more or less pere
nanentl - on the job, This is done in the interests of security, and
continuity of the work flow,

5« The Specisl Problems Gection 1s located in the aixzth wing, second
floor, Operationa "AY, sepereted from an edjoining section only by movable
partitions, This location is not satisfectory for maintenance of security,
Becauge of the distence hetween this sestion and the Adniristration Office
of tho Genoral Cryptenalytic Branch, the location is not comnvenient, It
19 belioved that this section should occupy the whole wing, or & closed
roon in some other location,

6, The lishting in the Special Problems Sectiun is coupletely in-
adequato,

7. Iileg.

8, The following filea are maintained in this seotion:
(1) ardministration correspondence and records,
{2) Collateral ixformation files,
{(3) Cryptographic collateral file,
(4) Technical irventory,
(5) Traffic,

b, Thase files arc all raintained indefinitely, except for

the administration files, which ere placed in an obsolete f4ile at the
&end of the year,

8, The following reports are rendered by the Special Problems
Seutions

7

1 / neh 8, Monthly man=hour report subpitted to the General Cryptamalytic
§/  Branch,

[OCSECRE I 2 . - -
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b, Semi-weekly technical report submitted to the Gemerel
Cryptonalytic Branch,

ce Occasional technical reports on solutions submitted by
eryptanalysta, distrituted internally, and in & few cases, to the Navy,

d, Systens reports submitiod to the Cenerel Cryptanalytic
Branech,

o, MNiscellsnedus personnel Yeports,

1 Inel
Org Chart - SPSIB=3G

N 6

' I. o
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1. The nission of the Information Sestion of Informatiom and
Iiaigon Branch is as followss

8, To receive, yeccrd and to distrilmte throughout Signal
Semuwwmmammmnmummnuormm
the operating units,

o supply operatfoma), background and dosumentary informme
100 £0 Crotan T T Craraatetes

¢ In coopsration with the Who's Who Branch of the Hilitery
Intelligonce Service to sffect an exchange of processed information which
mmﬁ:uohto!mnmﬂabhmnnud information then either could
POV m.

d, 7o provide an index of information (exclumive of that ye=-

lating to certain esonomic topies) appearing in the Signal Sequrity Agency
Bulletin,

e, To acquive, catalog, distridute, care for unclassified dooks
end other reference materials of valoe to the' Signal Security Agenecy,

mﬁgl; mxn;msmao&uum&lmmm:hmm,
Signal Ageney Iibrary, as 1llus on organisne.
tcnal chart attached as Inelomure 1,

3., This section works in close lisison with the following unitss

a, All btranches of the Intelligence Division for information
helpful in eryptanalysis and translation,

b, All operating units of the Signal Sesurity Agenoy as oo-
cagicn arises for them to obtain books, classified doounents or informee
tion on speaial topics,

4s The Pollowing is a dist of the personnel employsd in the Informme
Seotions

tiale Officers -2

TIAC Officers -0
Enlisted lon -l
Enlisted WAC -3
military FPersonnsl « &
Clviliang P W

Total Personnel « 77

- -
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b, The aforgmentioned n ﬂéiggsﬁaﬁng

o, This personnel is not adequate to perform the mission ap-
signed to the poction, but the nocessary requirements heve been requi~

?mﬁp«oﬂ&nﬁénﬂ%ﬁil&ﬂ?.ggg
5#8!. with the right conbination of interest, intelligencs and alerte

individuals vho & nouougg&uufzbnﬂﬂunsoowana

oconsiderahle independent discvetion in the processing of the work
num»mu&ao.«;.

b, The space in this scction is not adequate to completely
house all of ths file cabinets ncoessary,

O awp-u.onno»oaonew uunoa.ﬂ.ﬂaﬂmmq«nouu not convenient
for contact with other sections, as, for instance, the soctions of the
General Cryptanalytio Branch, u.ooeaon in 9&333- LT UM

™ 6, The lighting in this seation is sdequate,

7. Ellep.
a8, The following files are maintained in the Information Seetlons

(1) Bisraphical Unit.

{a) Hester File ~ Contains one card for ocach name en-
tared in the other fllos of tho umit, and serves
E._Ew to whare more detoiled uunoaa»ou is avail-

e

(b) Country Files = Contain informstion about all pere
sonalities from all sources avallable to the Ine
formation Seotion,

(¢) Spoelal Files « Contain information on diplomats
-ﬁzib.-oﬁﬁgo government officials and
their activities, ag..q apanese ships and nilitary
%u-ugagg
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{bv) ”conhi.n information on
geographi 9y dorived from all sources
availables to the Information Seetiom,

(o) W Contain gazetteers, maps and hande
3 Jepanigod versions of place names with (so
far as precticable) Chinese charactersy files of
PO camps, sirfields,

(3) Ali I, Dy L, T, CI messages £iled ae-
2‘% toplec'v!.%h :hl.zh they deal, except
such magsages ag are handled by apsonnua units at
Slgnn. Securdty Agenoy o the Pentagon,

(4) - A1l Ky Dy L, T, and CI messages £iled
according to point of origin and destine~
tion, and under this, by message mmber within the year,

b, ITocesmsed irformation and significant doouments, books and
sinilayr reference materials are kept permansntly, Noms of the files have
m:ﬁ%:adomm&mcfmmet 8 section rerferms for
ﬂm! L g

8, Tho following reports are rendered by the Information Sections

8. Who's Who in Diplomsey » monthly supplement distriduted in
the Signel Scowrity Agency end outaide,

b, Special veports, as required,

¢s Feports comptled fyom reterials on file, vhich remain in
the file for reference and additioens,

2 Incly
1, Org Chart « StSIRe6
2, Floor Man « SPSIRe6

T ' Pt
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EROPQUPD IRIORITIRS CONTROL UNIT

1, 4s set forth in paragraph 11 of the overall repoxrt of the
Genersl Cryptanalytic Problem, there is an evident need for more control
in the establishing of pricrities concurrent with an sdequate review of
the produet of intercept, As stated, there are really two prohlems to
be faced which are interdependent and ars best solved by sconsidering
them in relation to esch other,

2, The first of these problens is the setting of prioritiss in
all fields of the work of the Generdl Cryptenalytiec Problem, The major
items to be considered here are intercept priorities for desired intellt-
gonce research priorities; exploiteticn priorities, and transiation
priorities, Interoept prior.lties for intelligence, rescarch and ex~
ploitation prierities are dependent on two factors - naturelly, the ine
telligence requirements, and secondly, the technicrl, requirements of
oryptanalysis, Translation priorities, however, nxe depsndent slmost
entirely upon intslligence requirements,

3, In esteblishing priorities for these ectivities there muat be
established a method whereby the work produced end the energy expended
in the process of meeting priority standards sve consistently and eon-
stantly reviewsad, in oxrder to determines

8, Khether the priority is eactuelly baing followed,

b, VWhat the priority is actually accomplishing in time, perw
sonnel, facilities, snd the rclative importance of this expendituxe,

4. There is set forth in the following an entline of a sestion,
of a staff, to accomplish these objectives, This cutlino is based upon
the following considerationsy

e, That the Hilitary Intelligence Service, while in s position
to give peneral direstives as to intellSgence reguirements, cammot give
spot prioritiss requiring sudden echanges in intercept missions, relative
value of two specific messages before they are translated, or any otber
type of detailed direction,

b, Thet 1t 4is necessary to have ag much deteiled direction as
possible, within the limits of efficiont operation,

c, That the Signal Security Agency ig actually an intelligence
evaluation organisation in that it performs a contimous process of evalu-
ation each time & message is reed but not transleted,

d, That the Mlitary Intelligsnce Servies will not immediately
be reariented to a degree sufficient to allow it to give detailed intelli-
gence direction to the Signal Sesurity Ageney, p—

[DF SECEE
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e, That it is possidle, with the scurces of collatersl informa-
tion available, to establish at least min{mm intelligence standards which
may be applied to priorities,

£, That the more complex prnblem in establishing priorities is
the balanoing of technical requirements plus determination of what eon~
stitutes important intelligence,

g. That nost of the elements necessary for pricrity contyrol
exist within the Agency and need only to b® coordinated,

4e There are two funetions which exre currently being performed by
the Trends Ressarch Unit which would form an integrel pert of a priorities
unit, Thesa are: Subject Vatter Category Studiss, ~ad the Rating of the
Intelliponce Valus of Nessages,

8. WMMI% These are stulles mede
of messagzos boing mul with a view to dotermining the types of ine
formation carried in each eryptographis aystem read at the Sigmal Seeurity

Agency, This function should be assigned to the priorities unit and
operate in the following manners

(1) TWhon & new systeu becomes readable, a pood sample of
messages from all oircuits should be translated or sum~
marised and studled, Subject mattor categories of the
information traunsmitted in the systoms should then be
set up,

(2) YNo more studles should then be rmade until scme change,
such aa the intreduction of & new gystem o the dise
contimance of an old system upsets ihe oryptographie
communications balance of the countyy concerned « oy
3 months later, whichever of these events ocour first,

(3) Thess catepories, combined with & cryptographic evalua-
tion of the syatem, should be used to determine the
relative position of the system in the schems of comsmuni-
cationg of the foreign govermment,

b, MW. This function
of the Trends Research Unit » be attached to the ~rioritics unit, to

operate as followst
(1) Tead sll published measages,

{2) Xate thess messages according to any agreed-on soale
on the basis of information obtainablo from the surrent
infonu::ion specialists who would also be attached to
this unit,

(3) Set up an sutomatic procedure for a review, on & monthly
basis, of the valus of messages in each produsing system

'
ul
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compared to the time lag of messages of most importance
to determins if there is any place when additiomal
perascnnel or procedures may be required to speed up
the processing of a system with & high volume of high
value messsges,

6, Another function which is in existense within the Intelligence
Division and which sould be easily oriented to the problem of priorities
is the nt. Situm The personnal of.this unit have been
tyained to anmalyse polil and eecnomic events, The application of
tﬁh;mrk to the problem at hind would entail operetion along the follow-

4]

&, The analysts would read newapapers such as the New York
Timesy they would also read the total bulletin, and the State Department
eables,

¢, The proceas of readins these items will keep the personnel
woll informed on current affairs,

d, The cmecial point of their duties, however; wouid be the
oritical examination of State Nepartment cables, Mgnnl Seourity Azency
receives ocoples of briaefs of all czbles zoing to or fram the State De~
perteent, From & critical reading of these cables it is possible to deterw
mine in large meaguie and in good detail thes subfects on which the State
Departmant lacks information, It would then be ths duty of this unit ¢o
infora the heeds of production sections that messages dealing with these
subjects should be translated, the geo-vaphical location of points where
messages of desired intelligences would probably pass, and to give some
explanation of their importance, A further refingment of this function
wonld be the calling to the attention of the heads of tha production see~
tions the fact that the particular subject matter is usually transmitted
in e particular system or systems (which information would he awailsble
from the subject matter category wecorda), Annthey application of the
work of this unit would be the noting of subjects which are items of come
ment and reports by the representatives of mimerous countries in a parti-
cular world ecapital, A spot check of the countries §n whoss readasble
systens ths subject did not appear, but might rcasonably be expected to
appear, might lead to the assumption of a crid for immediate or future
application to a aystem of that country which wes undey study, These are
patterns of the methods in which the Current Situation Room activities
eould he brought to bear directly on cperations,

7., Added to these functions would be the technical activities of
the Planning and Priorities O0ffice of the General Cryptamalytic Granch,
performing the same duties as at presemt,

8, Also, a member of the intercept control group would be a member
of thia priority staff group,
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9. It is belleved thet u‘ a priorities unit mre set up along the
1linég indicated in the foregoing, and the details of operation worksd out
in oommon by personnel who have been performing the separate functions,

& great advantage would result in the Zontrol of the activities coneermd
with the General Cryptanalytic Problem,

F;

Frawm
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