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REF· ID :·A72343 

-r~JiMH 
lo. 3 

15 lh.rch l ~45 

I Clt!r'i'OG.l-;J.PHIC SECURITY 

!. Gfner.!:l Studies 

l. Codes 

•• AIP.liO AND PLANE KOVE..!ENTS COIJES 

References; 

(l) 17 AUfUBt 1944 J-Jl.J..;..3-A Manila to ~aaile . 
(2) .30 it~ust 1944 J-~9~~ llcnE-.do to Tokyo 

(3~ 31 ~Ue,-ust 1944 J-.30017-D .Rr..ngoon to Tokyo 
(4 . J September ~944 C-957-B, D llem:.do to r.mila 
(5) 15 Sc;. temt£·!· 1944 J-20055-A MenLdo to .Ra.be.Lil 

(6~ ~5 Sc~temutr i944 J-.3~893-A Tokyo ~o Sinc~fore 
(7 ~J Su~te•ber 1944 J-31141-B Henkow to Saigon 
(8) 27 Sept~mber 1944 C-969-AGHJK illenv.do to .Rabf:.ul 
(1:.1) '27 SoJ,~t.ember J.944 C-969-B-D, EFI Jlcn21.do to Ha1:•6.u.l 

{10) 15 Octoloor 1944 J-..:.65i.J Henicow-to ~-
(11) JO Movemb~r 1944 F-39871-.1 Pinr!:llg.to Tokyo 
(U} 26 December 1944 J-1Vt44-A-F Se.igon to ll.n..r1ile 
(13) 12 J::nw ry 1945 J-175Yl-A Pinrang t,o &1guj.0 
(l4) 4 Fellru~ry 1945 C-915-G Pinrang to S£1gon 
(15) 8 Febru~.r.; 1945 J-~5501-J. Pinr~g to S~igon 

(16~ 10 Ft:~brua.r;~ 1945 J-~5647-A-B Pinr~g to Sinea~ore 
(17 10 Febrw.e.ry 194!i J-:;!99.2-'-A Pinrang to Sincn~ore 

(lS~ ll Februt:rJ 1945 J -2577 3-.A 1 H Pinrdlg to Si Langha.i 
(19 ~ FebrUE!ry 1945 J-29£6?-A .Pinrang to Singa.,ore 
(20) 14 F~.bruery 1945 J-2650~-A-C Pinra.ng to Tokyo 

(21i 14 ''Fbruary 1945 J -:.6903-A-B Pinr;,nG to Tolcyo 
(22 15 ~~bruary 1945 J-:Z9230-A,.B,IJ Pinrkng to Tokyo 
(:23) 15 febr..u..ry 1945 J'-2;:~)2-A Pinra.ng t.o Tokyo 
(;::4) 15 Febr~ry 1945 J-;:.7045-A,H Pinr~g to Singa~ore 
(~5) 15 Febr&ury 1945 J -£955b-A,B1 ! Sinz~?ore to to~o 
(~6) l.E FebrUG.ry J945 J--'9356-J~ Pinr&ng to 'l'c lcyo 
(27) 16 FebrW'..ry 1945 J'-29)56-.a Pinrang to Tll.i.tloku 

t~;l 16 FcbrUbry 194~ J - ... 9364-A-!i Pinrang to Totc:yo 
16 Febr~ry 1945 J-..2:22.31-ABD-H Pinrt:ng to Tox:yo 

.30) 16 February 1945 - J-J09S6-A Pin.re!ng to llitt.nldng 
(Jl) 17 Febru~~ry 1945 J-;.9423-A Tokyo to ~~~6 
(32~ lS Febr~.ry 1945 J-.(.9431-A Pin.rrnc to Tokyo 
{.33 19 Febru!:.rJ" 1945 J-~993l..-A Tokyo to IL.lllkinc 
{J4~ 19 FebruH y 1945 J-~65E.-A Pinrtng to Ts.lhoku 
(3; 20 lebru.::..ry 1945 J-30JOJ-.~..t.-b Pinr~ng to To~o 
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(.36) 
(.37) 
(Jc) 
(39) 
(40) 
{41) 

,_ (42) 
(4j) 
(44) 
(45) 
(46) 
(47) 
(4$) 
(49) 

g~l 
{52 
{53) 
(54) 
(55) 
(56) 
(57) 
(5e) 
(59) 
(60l 
(61 
(l::.2 
(63} 
(64) 
(65) 
(t6) 
(E7) 
(6e) 

~*~l 
1
71 
7~) 
7J) 

{74) 

20 Februcry 1945 
;:1 Febru!.ry 1945 
21 Febrw-ry 1945 
21 F~bru~ry 1945 
21 FebrUEry 1945 
21 lt:brUtr1 1945 
:;a Fe brur ry 1945 
~2 Febrll6r.y 1945 
22 .Febru[!r:r 1945 
22 Febr\lf•I7 1945 
23 Febrllf'ry 1945 
23 .febrl.U'r]' 1945 
23 FeLru.t:.ry 1945 
24 Feb.r1ll1ry 1945 
24 FebrU&.I"'.f 1945 
24 FebrU5.ry 1945 
~4 P'ebruc.ry 1945 
24 februr~ry 1945 
25 FebrUfJ:ry 1945 
25 Februe.ry 1945 
.26 FebrLUJ ry 1945 
26 Febr~.ry 1945 
27 Fe brW!.l"".t 1945 
28 P'ebru.:- ry 1945 
28 Febr~ry 1945 
28 febru~(ry 1945 
1 Meroh 1945 
1 lhrch 1945 
1 Ierch 1945 
1 Merch 1945 
2 \larch .... 945 
2 ila.rch 1945 
5 urch 1945 
S liP-rc!'~ 1945 
6 ~arch 1945 
6 Kerch 1945 
6 llarch 1945 
6 llf'-rcl. 1945 
7 llle.rch 1945 

Cosle-ntsa 

J-JOJ::O-A 
C-971 ( ?) 
C-971-A-M,OUY 
J-302'19-J. 
J-303 37 -1.-:B 
J-31444 
J-.30557-A-l 
J-309.:19-ABD,F-H 
J-.31451 
J-3056J-! 
J-3~686-.A-5 
J-31457-A 
J-3156c-A-D 
J-.3156€-A,B 
J-31605-A-B 
J-31607-A-C 
J-31565-l.-G 
J-31560-A-F 
J-3216S-L-G 
C-974-A,.B 
J-3~:.70-.A,G 
C-9'75-.A-B 
J-3~730-A 
J-.32E94-A 
J-3.3360-A-D 
C-977-E,F 
C-979-1.-D ,TriO 
C-981-J.. 
J-335£6-A,B 
J -JJ2e4-I-lt,.iiNP 
J-JJ6ll-.A. 
C-9b0-C ,E-J.i.,11-I.E 
C-9c2-I,~ 
J-J5242-A 
C-963-i,o 
C-9~J-S 
C-967 
J-35181-J 
J-35261-A 

Pinrcng to Tokfo 
Pinrr.ng to T~inoku 
Pinr£ng to Sai1on 
Sraigon to tokyo 
Pinr!ng to Tck7o 
Pinr~ng to Singe~ore 
Sings~ore to Tokyo 
Pinr•tng to Se.i gon 
Pinr1:ng to· Saigon 
Pinrt·ng to Can ton 
Pinrt:nc to Tolcyo 
Pint'I-Di!: to 'l'ol!.yo 
Pinr1ng to 5Rjgon 
Pinr• ng to Saj gon 
rinrF.ne; to SR:tgcn 
P1nrr-ng to St:i.gon 
PinrLng to To~:yo 
Pinr~mg to Sa~.gon 
Pinr"ng to Tol:yo 
P1nrr~ng to Tok.YO 
Pinrr·ng to Toltyo 
Sr.igon to Tok;ro 
PinrWlg to ~ nl.tow 
Pinr3ng to St; l~on 
Pinrc.ne to Sa Lgon 
finrang to SeLgon 
Pinrang to Surab~ya 
Pinr!ng to T~1hoku 
Pinr~g to Toqo 
Pinrmg t.o Cb.:l.tor. 
f'1nr¥ng to Ta U1oku 
Pinreng to Tbihoku 
i"inTt.ne to bb.eui.o 
Pin:r•t:ng to Tokyo 
Pinr&n~ to Saigon 
Pinl'b.ng to Seigon 
SaiLon to ~inrung 
Pinrsng to Ssig~n 
Pinrsng to Tckyo 

(1), (~), (.:3), (5), {6), (7), (10), (11), (lJ), (~~), (~C.), (;:7), (34), (36), 
(44), (49), (59), (69), (74). 'I'hee>e references give the ident.ific ation, 
1oca tions:, end movements 1 of incii vidW' l Air Force unit;; in the Pt.. c~ific area. 

(12), (15), (16), {18) 1 (~1), (:J), (~4), ('5), (~E), ('~), (Ji), (3~), (42), 
(4J), (4S), (5.2) 11 (~3), (54) 1 (56), (60), (c6}, (7J). T.tlefle refci'ences give 
arr1vf!1 uld deperture figures for p!L.ne movements on Leyte,. iiiorot,.i, Nunru, 
SUJ.sa.a>or, :.uzcn, Uindoro, Ling~yen, Jongeur, .t'eleliu, Moe::Jtoor, Bink, Kuraku, 

Roll•~~a, G=, ,u l~@d. m~t 



.(17), {19), (30), (J~), (JJ), {35), (40), (45), (46), (47}, (50), (51), (b4). 
these reference~ give point-to-point movements of phnes in t.b.c ,t)e.cific area. 

(20) SUI!IlilF~r.Y or pl!-ne mo·ll'eme-nts and air etrength g&.ined frOlll ; Intelligence 
up through 7 Februery 1945. 

(41) Summpry or pl:.ne l:IOTements e.nd dr strenrth gained !ro::l } lntel:.igence 
up through 15 P'cbrUE.ry 1945. 

(4) 1 (14), (j7) 1 (38) 1 (6?). Thea$ referecces give series of J-digit code 
groups reccYered. 

(65), (6e), (70). The~e references g~ve series of )-letter code gro~ps recovered, 
the plc.in-text &fUile as in Alf'JriO. 

{S) 

(9) 

{55) 

(61) 

(f..3) 

"TnE gist of ti.1e decr;ypting of the .Americe.n f,ir Force trans~ort c.ircuit 
3-digi t code is aa f'ollowa: l-It is constructed in 2 p~rts, tJ:.e !irst 
digits are code, the llecond are (?rto.ndom?) substitution t; bl.es.u Tb.e 

aubstitution t.1.bles are listed. 

•The pldn text comprit'les 400 ~o 500 groups. lfumernls --)G-- Ql) to 99 
end 0 --4G--. Besides the z6 le"tters it contE:.ins words with ve .. :-ioue 
used {tnose with hlgh frequency) -.30- plans types, pl&ne ne.oe3, Met 
"t"Arbs. For solution we tock tne code (?en tlle?) dey of the cod~ eh.E.nge 
as th~ beais (clear text). On the b~sis of repe&ts in the cipher text 
or one day's traffic ln accordance with Z time, we locfited tninge 
identical to the lP sic clecr text and broJCe the Bubstitution t£ble. As 

•an e~am~le or the first operRtion in solution --JG-- Ln example of cipher 
text --50--. On lJ Septeaber •••• n (There follows u list of J-digit 
eode groul>s) • 

"The 3-nUIIlber code used on the lo~~ericcn Jir Force tra~os. ort r.m.' replece­
m.ent eircuit.s (Australie., lew Guinea, rb.ill.vtJinC Sectors) hf.S been ehe.nged 
as follows since 1000 on the :..4ths ~P'ebrlit.ry) The Philip:-'ine sector is 
still using the 3-number code. 'Fe t:.re at pre::.ent investigs.tint: lresult,;?) 
of the oh~nge or tP-e unkcyed J-leLtar code ••••• " 

Arrivhl nnd departure tisures tor ph.nes et J:lollr.ndiP, Clark F.Leld, end 
Ilichols ll'ield. "f~.,l£:nstor,y note: since we (cl'n) u£e -:.ne coj·~ we are 
resuming the Sti!JulE..ted form little by little.• (liO'tEI This stipule.tcd 
term evidenUy refc:.rs to the breakdown of tott..l plE:ne figures as described 
in e previous message. Toe J~~anesc were unable to ~~~e tnia bre~kdown 
tor a while alter the /.m.eriorn coJet> were cne.nged.) 

"Please re_.Jort the re:::lll.ts or your investigation of the !ollo~.ing items 
ea ccntllined in -lG- Starr Intelligence aieseage 1909. --lG-- CSiJ 
{.t..ircrt~ft.) Coie, Syko Code, etc" •••• 

-
"From now ont WU attached to the end of each {i'tem?) will ind.:1cs.te tt.F.t 
it. is intelligence from E• )-digit code, and hUN tn~t it is int.ell1gence 
from a )-letter code.• 



(57) 
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·~• have aucceeded 
•• had rormerly report~d, 
intercepted on one dey is 
this 3-letter code tne BN 

lb-
f~titig tne unkeyed tnree-letter cede, whicn 
&n\1 the e.verbge nUilber of' tHese wires 
about 200 wires. Aft~r this we will call 
code.• 

(f~) "The pl~in-text or ~e El code (ur,keyed three-letter) usoa by tt.e 
• .ltlerlcM Air Force chtnged on ~6 Febr~ry•. Parts B-D, F, Ht end 0 

list recovered p~in-text tor J-letter code groups. 

(71} •'l'ne 45 -lG-- mi code is e. conversion t~:.ble for not less than several 
ckys. Because the number or messages th&.t this J.ra.y now intercepts is 
BJ:l:-·11,. we ere not yet decrypting t.heJ:t, but we will re,..ort u.e cn::.nges or 
the ~6th for rererence.n 

(72) nplen.se report t- summe..r:r of the solution or the wkeyed thre:e-letter 
code mentioned in K~geya~ Starr •ess&~e HJJe Lnd also the call signs 
and fre~uencies of this --lG-- code•. 

Conclusions: 

(1) The more rr~qu.ent chMLge of /IIR.iiO (instituted in December by 6btn .UCS) 
he s neither prevented IlOr hindered to &.n &.iJprecieble degree tile solution 
by tn~ Ja~~nese. For a ~eriod of t~o aonths (i.e., until tne latter 
part or Februcry) they were ~ble to submit only ~&rti~l reports in the 
usur-1 form, but are no~ resuming the complete bre~down in re~orting. 
Their metnod of :.;olutio:1 (at!e Conte-nts: (9) page J) used as outlined 
by tne Js.;?£..ne: 2e is one of tue stc.ndard actt.ods of a~proc.oh. 

{~) Infoz·:u&. t,ion is being requested by SSA concerninc thE.· new 3-letter code 
being rerd by the Japenese and referred to as the BN code, wbic.r.. was 
first L,t>parent on 24 FebrW'!.ry tr . .l..!.fic. The code is clearly ~t V!triation 
or ~IF~O, kS the plsin-t6xt equivalents &re identical (ARR, rEP, letters, 
figw·es, etc.). On the -'6th of Fcbr1nry tile ecnverdon tables were 
cht.n&.:-d.t and due to the ISMf'.ll tlllount ot traffic since tnet t1me1 the 
J:!;.pcnese were not decrypting the messages e days b!'ter tl~e; clle.nga. The 
low volum~ in trt1ffic iF. evidently t..~-Je eole difficulty encountered in 
reading tnc 3-l~tter code, as, until ~1e drop in tr~ffic, t~e plnin-text 
was aV&ilable in regular re~orts. 

b. lfEA'i'ii!i.:R CODES 

8 Referencesa 

(1) 6 Me,rch 1945 C-985-A....T Pinr'i.Ilg to Cc.nton 

Ccmtents1 

(1) 11Tue RF.IIi.Oll (1st February -lG--) q code c.nd the weu..i.h.cr code which l'iere 
picked up on the -JG-- BRISTOL-BEAUFIGhTE.R on 1 Fel)rl.lf.ry we have found 
out the follo~·ing points on (W.AF-J and UCOPA.C}. (l) Fig.uter sectors 
--lG--C; Uorot~i--Gyp5yJ Srnsapor--J~ckpotJ (~) Co~c ~ora •• • ••• 
(Code nG.es follow) • 
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Cop.cl us1oup 1 

{1) J.e WAF-J ,per ae is a code !or.a~, unenciphered, crypu.na.lysis i.J unr.eces­
aary fer its reading. Bowevar, l!AF er..ciphered on JRlJUSML"T ta.>.J..es, and 
UCOPAC, ere low-greade weather ci~ers conttdnin6 sh.ort-turm c·::mfidentie.l 
information. WAF-J is simil~r to J.LlCO, E monoal~~betia sub3t1tution 
cipherJ UCOPJ,C 18 poly&.l~aLetic. Security tests r.ave been m.~da of 
tnese two types by SSJ... It. has not been determined as yet whtlt the 
connection is bc;:tween the w~att.er cedes and the neme code, but. the text 
permi te the 1nter_preta tion thst the J~:.panese are listing info :'1!1.8 tion 
gained rr~ the sever~l codes picked up 1n tne £rit1sn pl&ne. 

2. Me. chine Systems 

a. CORVEiiTER 11-209 

References• 

(l) 

(~) 

.30 August 1944 C-967-A-C Mt>.nila to Toqo 

11 Febru~ry 1945 IC-t-114 Intercept ~6chines 
AircrcftJ Extr~cts trom notes of h~OC/~45; 
Source: Poles--Pt..ssed to StrorJ,c at S;t.AEF and to 
.Bicker. 

Confcents• 

(1) To the Speci~l Intelligence s~~d. WFro~ now on (we) 
are ch~ng1ng the n~me or the a-;09 to be the wz codea. 
(flithout stri!-'&1 lt is a di!'.ferent kind of mcnine c:ode.) 
PleE.se trr to collect && llbllY possible of t.ite above 
telegra....,hic materl.c~l•.... •Tnis aee::as t.o be -2ii-­
re,peatedly. We would llke to study it so as to solve rs.s 
much os possible before Ule book chEnges•. 

(~) •The Gemrns &how t.lle following ciphers on the basis o!' 
atudylng them ••• The smf'll American Civ.hering lachine 
(209).• 

Com lun1ons a 

(1) Froa now on ~)e ~-209 wili be re!erred to as the Z code 
1n ultr~ messages. The Jep~ne~e are tnxious to obtain 
all possible tr&.f1'ic in this systew., so that they may 
solve as much as poss1Lle before t.h~ book chl:.nges. 

(~) The Geme.ns have been studying the M-~09. 
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b. SIGABA 

c. 

l!fsrepc;es& 

(1) 11 Febr~ry 1945 lC-t-114 Intercept .tachines 
Aircr~rt; Extracts trom notes or IKOC/245J 
Sources Poles-Prsssed to StrOllS at SliA!!' _ud to Bicker. 

Cgntenta& 

(1) "The Germen.s know the folloring ciphers on the basis or 
attldying the.111 •••• Tne big Aaoricen eipherir1g JBaohine 18 
unknown to thel!l but their experts are working on it.• 

. 
CPllo! us ions 1 

(l) Previous referenceo to the •bis macl.ine1 indicate thet 
SIGABA is ti1e one discussed. 

SIGJIP 

jeterencer:;a 

(l) 4 J&nuary 1945 l-~42~4-A-I 

(2) 12 Je:nuury 1945 l-297.35-A-B 

(J) 1.3 Januar;y 1945 l-~5859-D-E 

(4) 15 Janw:ry 1945 l-18022-B,C 

(5) 25 February 1945 J-.3.3625-.A.-D 

pgntsmte= 

(1) (Part D) •oue or 6970 kc is used bJ patrol planes in 
the llariUlas. One or 6e09 kc is used by at.t&.ck planes in 
the Meribnb& ••• the &bove ere by tele~hane. At the present 
time it is difficult to identify tlle ones which usually 
cmtc.in informr...tion or value to us before t.he aally takes 
place. Up to the time or the enemy sally on ~tr. Dece.:nber 
1944, we were eble to understand the .R/T used b.) enemy 
eirpl.s.nes end 6-ained accurate information in thie manner. 
However, after that date we could not depend on this. The 
a1tllE'tion regarding telephones on attE-ct ple.nes is now under 
et\!.dy.• 

(2) •Since .August signPl cOJallunication by -lG- 43 unit &.t 
I.AMELA, BOEROE Island he.a been JUiiD.ed by radio W6Ves. (1) 
Wireless telephone is being used but tht lansw;te_!! 
iPdi@tinct. (2) Telephone conversations, lasting about 
20 minutes, are orteu enrried on et 1030 hours. (3) 
frequencies& 6 901 ,.:21 5. Whenever there 11 
a oonve~&a Oz ~ 1 e.• 

' I I 



(3) • ••• RUFU (LUFt) 40 kilaaeters •outh or •••• course, 355 
degrees. (2) There has been considerable ~e of p~~1n 
text messages between 2 I --lG-- ~d IT on New Guinea. 
(J} The time ot the Bigncls o£ Air •avig~tion Air Units 
at --lU-- is uncertain. There WE:.& interference on wues 
6990 kc and 5975 kc. The le.Bgue.gewaa not de"t.ermined, but there 
wus a great deal or wireless telephoning in tue 20 mirutea 
a.tter lOJO. At the end tne:y sent P--oz twice. • 

(4) •Al though the l,;nguage ia not clear 1 they ~.re uaine r~.d1o 
telephone. from 1030 there were many R/! cells for t. period 
of ~bout )0 minutes. Frequeneieat 6990 kcJ 5975 kcJ sensitivity: 
s. At the conclusion or the eonvers6tian •PIOZ• was 1·epeated • 
twice.• 

(5) •(J) Although t.hc &ignel oommunioations of the Morot!!.:i 
detachment have recenUy b£en interrupted &nri the sit.»-.tion 
1e zknom, we think t.hd. they E..re egins a auieida.l. l1attlo. 
We wish to a&y in addition th& t we are eagerly worldn ~ towards 
an underst~nding or their signsls communic&tions.• 

Qopclusions 1 

(l) The prec&ding tiYe items, if considered as circuaat&ntial 
•vidence, aay be the reaction ot the Japs to Ule use o! SIGJIP. 
There is no positive ident.ificntion at present that these 
.rete1·ences pertain to SIGJIP 1 but, with the J apenese habit or 
notin£ eVeif little detail out of the ordin~ry, some reaction 
along this line would be ex~ected. 

(~) The statements concerning the tele~hone conversationE 
that •tne lsngUE-.ge is indistinct•, •the 18l1GU!'ge W6S not 
determined, but there was a great deal or wireless tE•lephoninc•, 
and Ule tE~.ct thtt, desvite this matter o! indistinetrLess, they 
were able to understend four letters correctly (~IOZ~ may meen 
that this is their reaction to the introducLion of Sl.GJIP. 
Howeve:r, if PIOZ is the indicator it. is in t.hc wrong ~"lace 
aince it &hould be e:t the beginning of the converbat~.on. 
Moreover, unless the users h&ve m&.de up their own se·:. or 
indicators, it should consist of a digra~h inste&d o:~ 4 letters. 

) • Onident.i!"ied and lliscellemeous System& 

& • nVE-U:TTER CODE 

Beterencesa 

(1} 25 Febrll!lry 1945 
(«:) 28 Februe.l'Y 1945 

,flsmtents& 

CJf/4-A-B 
C-976-A-R 

PinrPng to Tokyo 
'Pinrb.D.& 'to Tokyo· 
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(1) •At prescn~ we ore investi~ating ?results?) of ••••• 
5-letter double-keyed 5-letter coda·in th~ Korot&1 ~1d 
lew GuineE.. sectors. • The message refers to this co~~, as 
being in use on the J..morie,_n .Air ForcE. trensport. &nd 
replac~ent circuits. 

(~) "l. The fH~t that we are not able to m&ke & distiuct.ion 
betreen trans.-ort planes &.nd 11111 ta.ry )-1lt>nes is because or 
a change in code and because we cannot deary~t (me&bages) as 
lone ~s the volume or messL~es intercepted is so elicht. 
2.. The .f'e.ct tlaet there hue been a decrease at llorote..i, 
Ssnsapor, Leyte, and Kiudoro, is because ~~ ~ddition to 
can!usion about the time of cl1enge of codes, they nave used 
a liTe-letter code." (Tr~nslato:r's notea Tnis is tt:.e tirst. 
reliable indlc!tion th~t the source or ~eee daily errival­
depnrture rea~orts is crJpthll.::.lytic.. H.owever, tne tuu 
decr-.fPt (K.AIDOltu) used in this message does r.ot necE:Ssarily 
indicate a comi>letesolution or ,. code, tlut may indic.ate 
a p~ti&l solution such && the aolut1on of & disor~!dnant1 
tile date, etc.) 

Copel usiansz 

(1) The ch"'re.cteristics aentioned in the mef>s,..ges indicnte that 
the system being diseLJ.ssed is ei tr.er strips or Conv•arter 11-209. 

(2) ~ueriea1 

(J) 

---It these arc strip systems, is it ~ossiolc to f~ld out 
what particul6r systems are thus beinc compromis~df 

--It these are not etri1, systems, 1e; the code ment1ont=d low 
grade or high grbde? 

--4hat degree or security is necessary ror tue information 
learned trcm re~ding these eoces? 

IOTEa Information on this sutjt:ct is being requested by 
Siansl Security Agency. 

I.f i:. higher degree or seeuri ty is required, there £hould be 
a ti1orough investigation of the ty~6 or code used fttd wnat 
ch£nges can be made to incre~se security. 

-S-
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II TRI~SMISSION SECuRITY 

.1. General Studies 

1.. Broadct.st 

a. P..a:f'erences 1 

{1) 2~ Febr~ry 1945 J-29870-A-C Tokyo tc Broadcast 

b. Contentsa 

{1) ~.According to a broadcest from s~ FranciEco on the 
19th, the comm~der or the operational units is Vice 
Admiral (?Turner?) t:.ud t.ae 16llding force consists of 
the 4th Marine Division and the 5th lle.rine Divi:oion 
co.mmanded by Lt. Genera.l Hollend Smitn. 

c. Conclusions a 

(1) Censorship of our news broadcasts was at fault, aince 
the information thUS afforded Wa6 considered to be of 
au!ficient importance that the Jtp~ese broadcast it 
.f'rOill Tokyo. Prior to the news bro~ahst the Je.panes• · 
either did not J=ossesa this 1nfor::a~:otion, or, if in 
possession, were not ~ositive of it~ accur~oy. 

2. Cell Signs and ~dio Circuits 

a. R,.rerence'la 

German a 

(1) 19 FebrUPry 1945 

Japanese: 

~~~ 

ll 
10) 

1ll {12 
(13 

8 Jan'W:.ry 1944 
24 Jenuary 1944 
2S Je.nuary 1944 
7 April 1944 

29 1Jipy 1944 
9 June 1944 

lO June 1944 
ll June 1944 
18 June 1944 

6 July 1944 
7 July 1944 
7 July 1944 
9 July 1944 

ZIP /SJ.C/W .20 

C-235-D 
C-218 
C-244-B 
C-413 
C-862-J 
C-655-R 
C-572-H 
C-586-I 
F-2370t;-A.-F 
C-5~0-B 
C-531-J.-D 
C-757 
C-642-D-l 

Horomushiro Lo Sapporo 
To]cyo to li~i1a 
Hor011ush1ro t.o lt.wisikuke. 
s~~poro to Horomushiro 
Tokyo to lu;.ting 
sa....,..,oro to lloromush 1ro 
Sapporo to Horaaush1ro 
Snpporo to Horam~~hlro 
Surabaya to menado 
Boromushiro to Sa~iJ :>ro 
hba.ul to ileltado 
Jl&ni1a to -1«--
P.abc.ul to Tokyo 

' \ 

\ 
\ 
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l 

~
14} 

i~~ 
17) 

f~;l> (.20 
(21 
{22 
(Z3) 

(~4l (25 
(26 
(27 
(:G8) 
(29) 
(.30) 

(Jll {32 
(.33 
04) 

f
35) 
36) 
37) 

(JS) 
(J9) 

!~! 
~l 
~~~ (48 
(49 

REF ID:A72343 

l~~ ~EC~H 
12 J'uly 19.44 
lJ July 1944 
14 July 1944 
~J .r uly 1944 
;,J J W.y 1944 
27 July 1944 
2c: July 1944 
30 July 1944 
.31 July 1944 
lU llllgUSt 1944 
15 October 1944 
;.1 October 1944 
1.3 November 1944 
15 IOV'ember 1944 
21 November 1944 
2~ November 1944 

1 Jenu.'lry 1945 
7 Jnnugry 1945 

1.3 Jrnu~ry- 1945 
) febru&r.t 1945 
4 Febru~r,:, 1945 
4 Februrtr;,r 1945 
f Febr~» r.r 191..,5 

10 Februfry 1945 
14 Febru.F.ry 1941 
10 February 1945 
15 FebrU"irY 1945 
18 febrwcy 1945 
20 Februf.ry 1945 
21 Feb~u~ry 1945 
24 FebrUE:l.J 1945 
28 J'ebrUPr.;r 1945 
28 Febru~r,y 1945 
;;:g Febru~~ry 1945 
~ Bk-rch 1945 
4 March 1945 

b. Contents; 

Ge:rme.n: 

C-f35-J.., D 
C-5C:O-B 
C-720-B 
C-695-J.,C-E 
C-626-B 
C-516-D 
C-7El-B 
C-630-.A-0 
C-64J-B-F 
C-847-E 
J-.27059-A 
J-l.Sl97-B 
C-895-! 

. C-9;:0-J. ,H 
C-9;:.3-J. 1 H 
C-901-E. 
J-1!.643-ABE 
J-16208-! 
J-2/.67')-A-DG 
J-Z3127-A-C 
D-9340 
J-2.4097-A-C 
J-25364-A 
J-~5360-A-H 
J-Z7037-C-J' 
J-369.30 
J-JOZ9~-r 
J -22208-J..-K 
C-97;c-f.-DGH 
J'-30~99-E,F 
J-31565 
J-32'7;28-EC, E..Jil 
.r-3'910-J. 
J-33305-E,F 
C-981-B-C 
J-35259-l; 

.&.haul to Tokyo 
Sap_voro to Horoiit11Shiro 
Tokyo to ilanila 
P&rf:t!!lushiro Comm•.m1o 
116.n1l~ to Tokyo 
Toqo t.o Aabon 
H6lloi to 1ienkow 
M~ilr to Ra.br£ul 
P~bt·.ul to Jllenado 
Men~do to Sorong 
SurabLj~ to iinr~ng 
Tokyo to f;.nbaul 
Tokyo to Bro~da6&t 
Sura~yc to Pinreng 
Rabaul to Tokyo 
Tokyo to ~oedc&st 
Surt: ba.ya to Saigon 
Pinrr.nc to Tokyc 
&.ngoon to Ke cE E sar 
Re.b&ul. to Tokyo 
Tok;ro t.o Berlin 
Pinr~nr. to Stigrn 
Pinrunc to Saigcn 
Pinrane to Tokyc• 
Saigon t.o Taiho~.u 
Seicon to Pinrhr .g 
B~te.vi:. to Pinrr ng 
Tokyo l.o Hroe.dcutt 
Pinr1:z.11g to Ta.ihoku 
Pinre.ng to H.ankow 
Banking to Pinri.ng 
Taihoku to Tokyo 
Taihoku to Suigon 
.Pinrt.ng to Xt,.ni::LD.g 
Se.igon to TaihoiOl 
Pinrene to S~i~·Jn 

{1) 19 Febru~ey 1945. It is clear frcll tirst-hmd Germe.n 
SIGINT re~orts thet ~1e enemy derives auah iet&iled 
informhtion on the subordination ~:onn dis.lJof.oi tions or 
.lllied troops and units from our own signals.. The 
enemy is very familiar with U.W. cover ntt.Illes. This 
report gives cover nbmes used in the Jrd end 7th 
.Americrm armies and sol:l.e froi:l the 1st Frenoh Army. 

- 10 -

lOP ~ffiRti 



.. 

.. 
.1atJ&nesea 

REF ID : A 7Z3"4"3---· 

Ti~..rough WiT tratfic the er.c:my locE.tcd the 7t:t Army 
Cor,ps in the Odeigne~oche area ~:t one tiJDa. 

This entire re.-ort gives locL:.tion and identif'ieetion 
of A.lllcd units, opcrr.tion pls.ns1 time of interce,e~tion1 
cover n~es, ~ttle ordere, loe~t~on of ~/T and control 
st~tions, plain text meE~~ges intercepted. 

One signal picked up on the evening of lt JsntW.ry 
refers tc an o~er~tion qy Unit 22 to t£ke ~lace at 1100 
hours, end which w~:s to be ke~t strictly Pecret. Tnis 
inst~nce &1ows a decided lack of seeurity-mindedne~s 
on the pert o! the Allies. The re~ort goea on to &&y 
thet the Germ: ns identified Unl t ;,.;; as the ~:2nd In.ff:llt.ry 
Regiment or 4l.h Ir,fE.LD.try L'ivision (A~t.ericr~n) • 

(1) Je.pa identif;y call signsa fiGT--Dl.lt.ch Harbor; "RCI-Kulult 

(2) J ~s identify call signss VNAI--&r1s~ne 
V'l'iLh--li4elbourne 
VBTV-Tb.D.obiru 

{J) Japs identity call signs on We~tern AlEutians shi~ circuit 1;1 

IPS--?eerl H&rbcr 
IUD--luluf. 

liXU-Iiska 
IZL--Attu 

(4) JaptJ au:te thet. it is difficult to determine the •aximum miliury 
strength btc:1Use of tiLe USe of cul 6i£D.S,. 

(5) Jepe iC.entifl"' 1Wl'E as 6 call sicn used between ICun:ning End finsuk:ie. 
(.NO'r:E.I ~lhE iS used by 6;:nd AACS e.t Ch&bUE' .• } 

{6) Jap& irlentif;y Z5T Lnd 26Z as connected with Souttu:rn .Air Coeand. 

(7) Jfps iaentify Z8A &8 rel6ted to the XO circuit. 

(8) Japs ne"r Z3F on ••• circuit, ~d believe "Aa circuit to be in eastern 
pert of Southwest Pacific. 

(9) Tne Jestern Australia patrol circuit used call sibns whicn are generally 
use.~ by :.a trol ships ond submarines. .A.,t~pearance of the~e ce.ll signs 
on E.n air )16. trol circuit is most unusual. 

(10) J~ps are collecting items &bout the Northern Nevy Trwn&kort. Pl~e 
circuits, the COUl"Se or trrns.a-ort pltnes betwe~al 'lLSita, Dl.Ltch Harbor, 
and XulUA, ~nd evidence e bout h tsuw~ .. Shime.. 
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(11) Jt:..ps state th. 1.. Uo. 1 and 2 circuit~;; in llew Guinea area are being 
interce,;ted. Their :frequencies !:.nci C!.L1l :.;ignc do not cn.:.nge. 
StPtions heard Lrel 

TrlZ--Port acresb,y 
Z4W--Goodenough 
IDZ--Emirau Islend* 
JWE-:.:unde.• 

GU-e-Lorengau 
J!IGN-Tt:.rold.m::* 
"VJJ --Milna J::.ay 

{12) Jt-ps request a re,t:.ort on clrcu1ts, ca.ll signs, and ld.locyclf·s, or 
ah1pB located at Lorengau, PCCOrding to ncn intelllcence. 

(13) St•·tlon::; heard on the Solo:non 1 s area sbip circuits are& 

IGK--Gw.delct.nal 
BDZ*-!Derald Islr.nd 
BGE--'l'e.rokill!>_ 

(14) '!'he number or ships loctllted r:t Lorenguu on .28 June 1944 was 
eatua t.P.d from the ship 1 & c&.ll signs • Two snip circuits in the 
lew Guinea area have not ~anged call signs. 

NGN-Taroldne* 

{15) ¢¢ 1D a cell s1gn indicates assigm:l• ... nt of :- ship to e. carrier or 
its b;.:se. An •r• mct.nfC: the p1wlc is an ·~irwaya• k'li!I.Ile. !lumbers 
atter the V lnai ca te the Phip' a n~ me within the un1 t. 

(.Lt) 

(17) 

{lS) 

(19} 

Javs inentify call signs an Eastern Rew Guinea circuits; 

14W--Hollandis. 
IGS--Jdmiralties 
VJJ-IIilne Be.;r 

Concl~ions ot HTF Tokumu (Special SarYice) Hr-~Cho (Sectior Leader) 
regarding aall signs connected witn the lU and Z numbers r.rel 

(e) 

{b) 

(o) 

KU olJ..l signs trom the northern area. appe!.r to be ceJ.l signs of 
prominent eommt~ding officers • 
The 2' call signa from the A.Leuti:.ns are c.losa1y relt tE·d to 
large operetione. 
On tL.e HA circuit Z5T1 Z6Z1 &4JI, etc., are clearly artJY high­
•peed bettalions. The cell signs are considered to bu specially 
eet-up cell signs or the Southeastern or New Guinea a1•eas • 

. 
(NO'l'F 1 2 call siens used by the •~:vy Pre assigned lo,:a.J.ly Uld 

are made u~ or Z-number-letter.) 

Japs believe ca.Ll. sign 5C5 to belong to an airorart carrie::-. 

Japs identify call eigns1 VF9--Isrlsbane 

• 



(;.o) 

(21) 

C~ll sign or some unit in ~ei~ir.g, nsein, ~w~ngtun' Province is PCR. 
(ROTE~ t11i~ e~:..ll sitn ce.ntlot 'be identified at _;;,1·ese:nt .) 

J a*• II identify Cti.ll siili.S and trect uencies 1 
Ul.D--Port Morosb.Y* WXXY--Finsehnfen 
dsy--6950 kc night--3130 kc 

Patrol circuits& 
TP6--Toi Isl~d QJE--Wakde 
2AW--Biek 2SX--Holl~ndi~ 
LilA, LKJC--~ubmarine tenders around Bi6k 

AMerican J~r Forces Transport circuit& 
lllD--Port koresbJ* WIXT--Bun~ 
WXII-Finscnafen WIX~--Horn Isl~n1 
WIIW--Hollandie* WZPT-~okmer 
WXXM-Aite.pe* WZPQ-I'akd.e 
WXXZ--Medang WZPU--Hoamfoor 

.lt.t~.ek circuits& (used in rotetion) 
BL6 DU9 1341! BG4 
BS.3 BX4 6VK BHe 

.Ur i.rm:y lefr Guinea atthck aree- 1 (used in rot!!.tion) 
Bi~k ~sea ~akde beset 

IJ.J 6DT 
3HO 7ZH 
5RC K~ 
HA2 5FX 
211 IV6 
lPJ 133 
4FG 4RV 
5G8 75V 

(22) Japs identify call signsa 

(2.3) 

(24) 

(:c!5) 

(26) 

(27) 

(2~} 

24LK.3C8--lll1 aircru.ft c~rrier at zlort Moresby 
ITF--A~!r~lties* 
BAP--&.nsa 
VHZ--Port MoresbJ 
III--Biak and D&.rw!n 

J&pa ~dentify WXXQ as being aomewnere between the Horn Iele~ds 
&nd ll~d~n. (IIOTEa 11. is co.ll sign tor Ll::e.) 

J&.pll cite call sign .BL22 aa in the vicinity of Morotai, bec1ause 
its aziaut.h is 208. 

Since boabing lknchuria on 26 September, when e flig.b.t of raiding 
pl.&nes ate:.rts ou.t it •ill elweys uso a 4-eroup cti.l sign, 1.ne first 
t•o letters being CT or ~. 

~ 
Fre~uency used b.1 Allied attack pl~es is 7365 ka. ( 
Sl~ce 13 loven'ber Japs nave ~ickcd up & tender with c~ sign LKSH. 
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(29) J~pa identity WITA es e central Pir st~tion in the M~ri~n~s. 

(30) In the Xor-otai a.r-;6. 1 ylenes with call dgns in the form of letter-
1etter-di&it-digit arG ~tteched to LLJD 2nd !lying bo~ts with call 
signs ot tnree cnar&cters are atttched to BG4. · 

(31) "It is considered it correspODds to the unit bee.rine the cell sif!l 
nuat.er-V7b-nuaber, which n&s been ~articipating in tne att~cks en 
the Philipyines and is now bcsed ELt Ang(.ur". (MO':.E.a Tllis unit. 
referred to is presumed to be IJ.n aircrctft ce.rricr) • 

(3~) Ji<po identifi call signs in lndi.r,-Chin~ tr~ns.r~ort net: 
· (U1f t.ext) A tJlrough Z 

(lfUT text) A i.J.lrougt~ A 
{WL? text) A through I 
(WLR text) F,I,I,S North Hurme end China) 
(•ts text) F (Chin~) 
(WU text) D,F ,J ,N (C!lina) 
(WZP text) B,D,E,F,G,H,I,M,N,O 

lfXIA is Kare.chi. 

{JJ) 11Redio cnll signs of B-29 control stf'tion f•nd plenes ch~:ong(·d l't 
06)0 on J Febr.lf.try. Former OOV5JO (Seipan) c.."langcd to OOVE:05 and 
plmes formerly number V5J eht.ngcd to number VGO. Former OOV535 
(Guam) changed to OOV755. 

(34) 

(J5) 

{J6) 

(37} 

Jape identify ctll signs for ~eteorological relay atationa1 
Gl.lt!m--ltPH* t Honolulu--!Pil* 

The rej,iart orders &fgon to 1I1tercept AJ..F vatrol circuits, place 
nalles, and Cb.ll signs. It. e.lso ident.iflesa 

llorotr,1-..;;:.G4 
..Anga ur-:rlvNF 
Leyte-AJU 
li1ndoro-(sx 

Code n~es for basest 
Uorotai_JBLOO~ER 

• LingayenJ;i~.NEI 
Leyte--Ct I 

Rel'ort on air bases Jnd atrivs in the Philippines and on a.,rott:.i. 
Same heard h6ve not t~en placed as yet. 
Luzon--covern~~es of~in~y and Go~tee 
kelte--covernbmes of Clipper end Velvet 
liqdorR--coverncmes cf August~, H~er1 Hill, C~rity, Elm~re, and 

lnguire · 
Jgrqta!--covernsmes f S~efu, Eloomer, Curfew, Junebeii, ~Lndy. 

(.32} All onll Philippine· Area will be rei-orted to t.he fiankow 

-14-
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Bpeci~l Intelligence Dept., and tne Canton S~eoiel Intellicenee 
Dept. The he.nko,r De_..>t. will ottrey out actively and directly liaison 
&££airs rel~ted to USAAF in the Phili~pines. 

(J9} Japs identity cull aigns in Jew Guine& areat 
IVNF--,1\ngsur 
28X-tlindcro 

(40) Jape have idenUtied some t.uzon besed p~.nes ~s tre.n15port::...:, thr:)Ugh 
their el:'ll signs .. 

(41) From docume~ts captured in pl~nes snot do.u~ call signs or the 56th 
Tesk Force oper~ting in the Iwo Jima area are: 

lett Group 
Hornet--Shasta 
Wasp-Spider 
Bennington--Legion 
Belleau ~ood--LocusL 

Jrd Group 
Est.;ex-Bobc,. t 
.Bunker Hill-Tiger 
Cowpens-Cocker 

2nd Group 
Lexington--Devil 
Bl'ncoek.......Sambo 
S•m JE~cintc-Lucky 

4th Group 
!orktown--Cobrf2. 
Randol~h--Phant~ 
Cabot-Ponti&o 
LPnglt"y-DeJ!Ion 

ith Group 
Enter~isc--Texaa 
Saratoge--Beaver 

{42) Ct!ll signs or AJ..F tr£.nsport circuits which the Ja:ps int.crcept in 
the Fhilip~ine area &rez 

lst Circuit 
WXIR-IIindoro 
WXKY--Ling~yen 
WXKQ--Clark 
WI.lCS--Luzo.n 
wnR--Kollandie 

,4th Circuit 
1iliR--M1ndoro 
WZPS-Morote.i 

}rd Circuit 
WXKR--Hollt..ndia 

UXK:!--Lingayen 

. 5th Circuit 
JiXKR-Angaur 
WVNF--
{code names durine; d&y--·~muc) 
(code names during niiht--LYRIC) 

6j;.h Ci.rcu.it 
{code neses during day--Paces) 

(43) J~~& identify JrlKQ as Cl~rk Field, Luzon. 

(44) This re;ort reque'sta sn investigation of CE-.il signs end frequencies 
used by AJ..F, which e.dvr.nced to the Phili_k)yines. 
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(45) •Tne following are 'Whet bas been ascertained about call signa, 
cede nem.es, and trec;.uencies or airfields, according to docze.1 ts 
on the S-23 shot down on 18 !'ebr11Efryt 

l. Oui Isle.nd-BLINJCER 
2. .309th Bombine; Uni t--POSStcl 
3. Bie.k-LORDSHIP--:l.okme r Field 
4. llAJ.. airatrip-DEX.TE!c. 

(46) Japs identi!7 code nemesa 
loemfoor-DRAWBRIDGE 
lamiri Air!ield--IJ~S~REM 
lorotai--GYPSI, APPLAUD 
'We:ae drstrip-BLOO:.i!R 

(47) Japs identify sdditionF~ code nEmesa 

VELV!.'T--T&nuc.n airstrip 
PXIBALL--eirstrip an aindoro 
FREIBOOTER--eirstrip on Mindoro 
Bl~AN--5ubic Bay Coast 
BOlUY---:k.ngl.ld&n rs.irst.rip,. Lingayen 
DOODLE BUG--Cl&rk Field 
n&IF.ALD-
BOLSTER--Hollandia 
TUMDL!R--Bollendia. 
BROCADI--Hollandia 
E!.BOW--5&nsapor 

(48) The J'apanese want the foll01!11ng infometion regarding a OS.'>tursd 
code book used on pl~es1 

{a) Do .lmeric&D plrnes ohe.nge ct.ll ~igns df..l.ly and tbe ti!l.e of 
thcs che.nge'! 

(b) Number of pl&nee b",t Cf'~l signs (unit nBmes). 
(c) Are tho patrol pl&nes thet use identiccl o~Ll sign~ 1dentic61 

ple.nes1 
(d) Wb.tit ue the pecsulluities by which one dist1nguisne11 pat.rol 

plBnes tr~ tlying bo&ta, from ~1e call sign ~oint of view? 

(49) 1! 1 Intellig~nee reports tnPt •the Air Ar~ en Leyte consists of 
nine regiments. Tht-re e.ro strong indic,.tionfl or 2. move.m(nt up from 
finach.p,.fen•. Jn air &trip in the Morot&.1 area use& the aode nr.me 
tr.AVffi. 

c. Concludons 

(1) S'l.ltlllirry or er:-11 :si&ns reported by the ene111y wnich 
a.re correct, es rs.r as A&lecldng ls ~ossibJ.e !. t present: 

- 16 -
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(Et) 
{b) 
(c) 
(d) 
(e) 
(r) 
(g) 
(h) 
(1} 
(.i) 
(k) 
(1) 
(l:l) 
(n) 
(o) 

REF 

I ' ' 

~ l!JJU 
2.11"--fsiak. 
BDZ--Eairau Isl~d 
NGN--Te.rokina 
11UD--AdPk 
Bli'E-Kunda 
WUTE.--ChabUl:. 
1tl.KY-Lingeyen 
WXXD--~ort Moresb,y 
WU.¥.--Ai ta};e 
nxw --ilollE'.ndif­
WZP'---Wakde 
WZPR--Yiddlebu:g Isl~d 
WZPS--Morotai 
WZ.t"U--Moemtoor 
V.AZ12-D/P' net &.l Dt.rwin 

(~) Out. present 0211 signs -.y:at.e:m em.t..i.ar t1.e ene::y to& 

(a} Determine tne origineting end rE~ceiving ~:·btions 
rron. day to da;;. 

(b) Sort traffic eecordingly 

{c) Follow re-tr&nsmit~Pd ~esseges, and to •t~hc~ 
cryr~tan.alytically ,t)OSsible re-t.l"~llSmi ttcc mes­
sage encipt.ered in E differen~ systew. 

(d) lb·kE' recom~:.endatione on signrl counter-Jt.Easut·es 
to be teken to avoid collUhiesion of error:: similar 
to A.l.lie..d errors resw. temt from weamesr:;.( s in 
cull sign system. 

(J} The use o! !ixed c~l..L signa bJ 't.L"'le Army, with the 
first two letters distinguishing the area where the 
tronsmi t ter is located enable tl'1e enemy 'ft'1 t.nout 
difficulty to: 

(4) 

(A) Compile and maintain accur~'l.e di&.brl..llls of all 
our fixed networks. 

(b) Direct his intercept atc.tion:; to the tt.s:ts 
allott.ed &nd to delete whet inform&tion :ts 
il:lm!i.terb.l to the co~:~.k'lF;tion of tne a&si{;ncd 
tusk. 

(c) Dist.inguish rapidly the ore;..tioJ, or new 11tt: tions 
in en area. 

Fixed call ait,n system also aids the eileiJ.1' s (:rypt­
&nalysis in the following wt.ys• 
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rJ 'li .. i 
J. .. ri:y n scret~on or- -COl!l_tjrc:mli:!.C C&ll be COllpiled 
by sthtion. 

Routine messages can be collected. 

Ca~tured files can be exemincd and compered with 
earlier intercepted tr~tic. 

(;) 'l'ra!fic ~nt-lysis bJ ct..ll sign,; will show rad:l.o silence 
and Volume I tnere by indice f..ing !1\0Ve,;.&nte J Bi::e Of 
units, arrivals End de,,artures, ana the genel·&l are.e. 
where reserves Lre located. 

(6) We know from captured documents and other soJrces 
that Germ!'n 6.nd Jt.il intercept atetion~> re.:.~der- daily 
reports of subordinate formE~ tions cr uni t.s, tnus 
aiding thiir recorda or our Order or Battle. 

(7) The differences between our J~ and Air Force call 
sign syste~s enables the enemy to &ssign a~ecific 
tasks to his many in tcrcept e tt tions without qver­
lappinc between them. 

) • ln tE~rcept 

a.. References: 

(1) 
(2) 
(J) 

';.7 lay 1944 C-311-A Re.ngcon to Toky•> 
~4 June 1944 C-5~9-B Sapporo to Hora1ushiro 
J July 1944 C-717-A Sapporo to iiorcuushiro 

{4~ 
(S 

6 July 1944 C-5:CO-A Se.p;loro to Horo-mshiro 
1~ July 1944 C-8)5-D Ftabriul to Tokyo 

(6! 
(7 
(e) 

14 December 1944 J-2?533 Manile to Tokyo 
26 December 1944 J-13E01-L,b,E Seigor. to PinrBne 

4 Jttnw:a.ry 1945 J-~4224-A*I Tokyo to .heb~:ul 
('J} 

(10~ 
(11 
(12) 
(13) 
(14) 

29 J6nuery 1945 J-,189~-D,C Tokyo to Broedc!st 
4 Februa:cy 1945 J-24f.J17-J..-r. Pinra.r1g to Sai[on 
6 leb~~~ry 1945 J-~69JO Seigon to rinr~ne 

10 Februsry 1945 J-~6930 Seigon to Pinrtng 
l2 February 1945 J-26907-C-G Tokyo to Broedc:list 
13 FebrW:!ry 1945 J-~6~06-C-H 'tokyo to l:iro&dc:&.et 

(15) 1.:: Februery 1945 J-25E:76-E Tokyo to Bro~:.c:tc:ast 
(16) 14 Februe..ry 1945 J-~6500-A-ti Tokyo to hrOE:.dut.st 

(17! (18 
(19 

15 Februe.r.r 1945 J-JOA-9::.-F &.tavie to L'in:•.sng 
~0 Febrw>ry 1945 C-972-A,B PinranJ to Tulloku 
20 !"ebrut>ry 1945 J-30.;:61-C Tokyo to .broe.d·:&st 

(~a~ 
(:21 

Zl Fetruery 1945 J-,9670-A-C To~o to broed:6St 
23 FeLru~ry 1945 J-30406-!-G Tokyo to broa43~st 

:~z) 
~ . ..,, 
«...; 

25 FebrU6ry 1945 J-)1055-A-F To~o to BroadcHst 
25 february 1945 J-JllJO-A-D Tokyo to broadcast 

(~4~ 
(;.; •; :~•tb~ iifi~o t:O!~~!o 
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Contents I 

{l) 'l.'L.e J ~tps e~:<y the Jici t61lCl'liku Shirei bu. is tnc J argest 
communicr.tions net on an es"ts.blished circuit t•ince 
they begPn intercept.ing Allied tr.:.!flc ... They h&ve 
decided the supreme cOIIlDlnder of thi;; circuit at 
Honolulu is also t.he coDll!lrndcr at luluk. The report 
orders a clo~e ~tch for cnLDges in ~~P. net. 

(~) The Northern rtirosh~ Tsushincho ~eric~ lnL~ll1-
geneet "We hear forci6Jl at~>tions r:s if -r:e were P.n 
ordinfry receiving st~tion". 

(J) T!le J&pL.nese Judge tram rc.dio t.ele.;mon'!." serv:i ces £>nd 
the Honolulu brotdc::;.sting net m.e:;ssgc5 thr- t tJ1ere is 
presence of _...b.enomene comrerl:.t.le to ttaE~t Vl.Uic:b B_ll!-eared 
prior to the ~ttack an Saipen. 

(4) Genernl ship circuit which the J ps interce_ti;. com­
munica. tes with s tL tions nearest to the ships: 
WaBhinaton, ~ Frbnci~co, ri.onolulu, Dutc;1 H:Lrbor, 
Cs.nbol"N!., e:tc. 

(5) Jbps intercept aes:::;.~.ges from ste.tions located at 
Port lloresbJ', Tarolina, Finsc..'lafen, Pnd. Jl.ilrie ~ay. 

(6) Summery of OperL>tion!!!l Orders A. C.O. Soutrern Army 
Specib.l.. Int.elligence .bureau must estfblieh :l.mmedie.tely 
an orgt.nizbtion to gt-ther Britian, Americ£.D.1, Chinese, 
and French intelligence, covering nn area t1> tne north 
and east throU&h interae~t. This arce is p:·esUiill?.bly 
to the north and e est of t Lie Philippines ar·~a. Tne 
llsnile br&nal. will ocmprise most of the tralned 
personnel at precent, end the number of men to ac­
company the C.O. to Seigon will be tnc miniRtmt neces­
serr Lo estbblish a heedGuerters cadre (less then five 
:z:~.en). 

(7) By 1nterce"'t ill.tellir;ence, the Hornet, W&Sl'J and one 
unidentified vessel were knom to be ee st ,,r Luzon on 
14 Dccem'btlr. 

(E) Ene~ •~s abl~ to detect Allied-pl£Dned avtlies of 
ll&rlan~-b~ sed .B-;(9' s up until b Decet.iber t.1rough. n/T. 
used by the planes. 

(9) Intercept. of :mes::ages from San Fr~ncisco on ;:.7 J .. nUP..r-J' 
to the effect:--•It is ~ossible to bomb T61wan, the 
Ryukyus, Chin~, Frenot.-lndo Chinr;, t-nd Sing&t>ore &13 well". 
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(10) 'fhe J£~s are ordered to interce,t~t J...}.:F patrol circuits, 
pll.ce names, and cLll signs at Morotu, J...r1i~ur, Leyte, 
and Kind oro. 

(11) On 4 February, in the oentrbl are~, 3 RQP messa&es 
were interce,t~ted. The;r looked li.1te ordert:: t rol:l 
central he~dqutrt~re, addressed to a eenerE~ aLll sign. 
One w~s sent troc GUhm. 

(1;.) Thi~ report gives tne latest cal. ei~s Lnd .~r~~uencies 
or &ir buses in the .Phili_p!>ines ar.::e to the llankolf 
and C~r.ton S._eci.::.l Intelligence burbaus. ThHse 
bureaus are to ce:rry out direct.ly UtCl s.ctiva .. y tr1e 
liaison effairt.l relAted to tl1t: USAJ • .F in tne l'hili;'pines. 

(lJ) Four B-29' s on recce ov&r Iwo Jime. sent "0" lllessage 
wbich appeared to be recce re.a-·O.r-t, to "over-£ 11 fleet 
commander in tb.e P&cific aree. (centrLl} a..r,d t.o the 
section comm~nder of all su~rrinc units in th& 
Pacific". .Radio w£>.ves for patro.L .,.L.u.~es fror: Wle 
llarianae 1 lie.rshe.ll.e, E"nd PE.1eu wer~; ~11 mede on this 
day. 

(14} J&ps intercetted ~essage revortin~ t~c sightir~ or 
Je.~ese units by _tle.trol ... 1t.nes froe· t.he Phili_yyine 
aret:. ln..ses. 

{15) P..t 1700 hours on 11 Febr<lt:..ry1 4 L-~9 1 b t>eut O{!er~:tional 
.ase,;.ges1 whici1 1i'ere thought. to be mes~Et.Dcs c:>ncerning 
reconnaiss5nce of tLe lwo Jima ar~~, to the c~fnder 
of the Pacific submarine unit. t.nd e. ship et~·tlon in 
the central area. 

(16) Inter~ept of daily uou mess~gea from twc t~ks forces 
&nd &.ase.ul. t uni t6 ill the •~·rilmas &.reu. T"ne Ciuem 
bc..se sent 1mA;ort:.nt co::mknd messages to ,. t.t-sk fo!·ce 
and e.sf.!aul t uni tt>. Strong evidence t.na t Eo. 1-ouerful 
force is et:llyiL~ fort..h. Trt:fl"ic anelysis st1ows the.t 
the tt.sk force is east of l-uzon. Patro~ p~l:.nE s kl.i.d 
aubs in the Pbilip1-ine arc:! e:.re eending ll.essnt;es 
reporting the aig11ting of J&.p units in tne South 
China See., to American air units in Chine. • the 7th 
Fleet, and ~ e.ir bases in the Philip~ine area. 
Snn Fr~UJ.cisco iE sending mes~;;agcs to e. tssk fcrce and 
units operating in the northeastern Pacific. 

(17) Type& o1: .,lues b11sed on Luzon n·c icie:n tifie:d throU£h 
intercept ot tneir call eibOS• 

(18) 

' 
( 
\ 
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(19) The t~ak terce in the Iwo JimL ~re~ bes been receiving 
weather reports Uid intelll~em:e mess&ges from the 
Leyte We~ther bureetu end the Taclobun ~ir be:Je. 

(~0) Intercept of' San Frcncisco bro:ldce.st en 19 Fnbrlltl.ry 
gives Je.ve informttion th. t Vice Acimirf-1 Turner is 
C.O. or the opere.tiont-·~ units at Iwo Jima, ana th~t 
the lE.rldillg forces O.:lUSist or the 4th ~ine Divi­
Bion frol:l Snipan, vnd the 5th Marine 1>1 vision from. 
the llar~i"...e.lls, all under the cOJIII!len-:\ of Lt. Hener6l 
Hollwd Smi tb. 

(a) Japs inte:::-cepted m&n;y }-'lain text mese~~tges sent by the 
Marines v. t Ir.o Jbm • They sus,rect tlu.~ t the ueesc ges 
are both real and dummies. 

(22) Patrol planes from the Phili...,r-inc. aret are v~.trolllng 
the Indo-China coast. J~tps conclude that, t1 ken to­
gether with t. be sending of ilafort~nt liaison •o• 
aessages on ~2 February by the CO of the Fu Fastern 
Air Force at lur:ming to the Supreme CO or t.tu· .AAF in 
China and to the CO or the P&ciric Submarine Forces~ 
the. t the J &...,..~eEe 11uet ue on gu.erd agninst O! era. tions 
by plt.nc s s.nd subs in t.m· t area • 

(~J) Patrol planes in the Philip,t>ille tre: sent. out. aessages 
re~arting the signting of J~penese vessels ~jong tue 
Fl·eneh Indo-China coest and in the 'liainity cf' llrainan 
Ialmd. 

(;:4) Chief of Stt1f'f e:.t ll.n.;yhbusne Unit E:.t Nt.nidn.t; 1ants 10 
J apt.nese of J-merican birth immedie tely • in .ir. tercept 
1wrelef1F releting to enemy Americ&.~l dr-"lt:nes. • 

('5) On 7 Deceo.bcr l944J "n American .b-.2.4 1:1-!Jrrot:.c.t:ed Borth 
Chishit:!a (Uortner.a K:urilE:s) t-nd rf.ldioed tnE t •bechu:.:e 
or engine trouble we :<re going to retropavlo-vsk• 
(Khmchetski penin~ul~). The plane then went to the 
northeast. Apin it radioed in alet.r thr·t it h!-.d 
found e:.n airfield bilC. was l!.nding. t cur tin:.&s 1 t. 
repel.l.ted the stE:.tette:n1. tl&E:.t il. W1: s going to retroi>avlovsk. 

c. Conc:i..w::ions: 

Following is a summ~r,y of ;_Jiied circuits being intercepted, 
and Je..,~ese org&.nizations o:::.rflying on tne interce.rt work. 

·----------------------
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l~~ ~RJ[~H 
.ll.LITD CL.Cul'fS BEUG U.TERCE.P!ED 

Ad!!liniRt.r·•tive - (.Ref #~ 1 ll,U,2~) 

1-SuprE'JGe CODI:l~noier of Heit8llch1ku 
Sniraibu circuit at Honolulu ~~d 
at luluk. 

2-Centr~l H~ ~t Guam 
3-CO ot Far !aa~t.ern J.ir Force 
4-CO or Pacific Subm~ine Forces 

AfuiY ~ir Force Clrcuitb. - (Ref. He, 
10, lJ, 14, 15, 17, 18, ~~. 16, 23, 
24, ~5, 19, 12, 10.) 

1-!lr bl!ees. 
2-R/! by pl.s.nea • 

ShiR circuits. - (net. i4, 7} 

1-Shiv~; stE,t.ions 
2-Lend stations 

Sul:!zlerine circuits. - (ltet. ¥16) 

1-Su'bmerino Btl' tiona 

jAYte ~anther Dureau. - (Ref. :'719) 

Ta,tl)c Force~ and J.seault Unit.s oclow 
Divisiap. - (R~r. #lt, :1) 

l-In MarienP.s ~re~ 
2-01! Iwo JiraF 

lews broe.de::-st~ from "foreign att.t.ions. 
( rtef • !f;:., 9' 20 • ) 

1-Ban Fran:1acc 
2-Genera.l 

C;rc~it undete~ined. 

1-!ionolulu 
2-Port Moresb; 1 Tr;ro:tine 1 F insc~l&fcr., 

llilne Bay. 

JAPJJIESE U!IITS lliTl!..t1.<lE.PriHG 

P.E=ngoon 

.D!'.nkow &.ud C. nton ~·;;:eciol 
Intel1. Hurcau. Haye~uRna 

Unit et NtnkingJ .Bt-tEvit'i 
Pinrf,ng. 

Saigon 
Se.pporo 

1 

? 

? 
? 

Northern .liroshim'1 Tusshincho 
Am.er1cv.n InLelligeuce. {Sapporo'l) 

Se.pj.~Oro 
Raba.ul 

Tt1e purpose or thifi st.UI..ij is to dcteraine at what levels Allied 
o~unications are being intcrcept~dt PJtd ~net lcvsls of J~pEnese units 
~e working on the intercepted mnterisl. 


