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A. Genercsl Studles
l. Codes

a. AIRKO AND PLARE MOVE.ENTIS COUES

References:

(1) 17 Avgust 1944 J-31423-A Menile to Wasile
(2) 30 iugust 1944 J-2942% Mcnsdo to Tokyo
(3; 3L August 1944 J-30017-D Rengoon to Tokyo
(4) 3 September 1944 C-957-B, D Mentdo to M=nila
(5) 15 September 1944  J-20055-A Mencdo to Reabaul
(6; 15 September L1944 J-32893-k Tokyo to Sinpagore
(7) 23 September 1944 J-31141-B Henkow to Seigon
(8) 27 September 1944 C-96%~£LGHIK denndo to Rebsul

(v} 27 Seplember 1944 C-965-B~D, EF1I Menado to Rahaul
{10) 15 October 1944 T 6523 Henkow-to —dt—

(11) 30 November 1944 F-39871-A Pinreng to Tokyo
(12) Z€ December 1944 J-12444-A-F Beigon to Mrnils
(13) 12 J-nwry 1945 J=17537-A Pinreng to Begulo
(14) 4 Februrry 1945 C-515-G Pinrang to Seigoen
(15) & Februcr; 1945 J-25501~£ Pinrang to Saigon
(16; 10 Februery 1945 J-25647-A-B Pinreng to Singauore
{17) 10 Februery 1945 J-2992Z-A Pinreng to Singagore
(l&; 11 Februsry 1945 J-25773-£,B Pinreng to Suanghai
(19) 1% Februery 1945 J-29E67-A Pinrang to Singapore
(20) 14 Fubruery 1945 J-2650z-A-~C Pinrang to Tokyo

(21) 14 Februery 1945 J-26903-4-B Pinr:ng to Tokyo
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15 ¥abruary 1945

J-29230-4,8,1

Pinrsng to Tokyo

(23) 15 Febrwry 1945 J-22232-A Pinrung to Tokyo
(24) 15 Februery 1945 J~L7045-A,H Pinr.ng to Singagore
(25) 15 Febraury 1945 J-z6556-A,B,F  Singegore to Tokyo
(z€6) 1€ Februsry 945 J-29356-L Pinrsng to Tckyo
(27) 16 February 1945 J-29356-8 Pinreng to Tulboku
28) 1€ Februsry 1945 J=n9364-A-H Pinrang to Toxyo
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16 February 1945

J-22231-ABD-H

Pinrung to Toxyo

30) 16 Februsry 1945 _ J-30986-A Pinréng to Kunking
(31) 17 February 1945 J-29423-A Tokyo to Nenking
(32; 18 Februery 1945 J-29431-A Pinreng to Tokyo
(33) 19 Februszry 1945 J-<9936-A Tokyo to Bunking
(34; 19 Februcry 1945 J-29€5E-A Pinreng to Talhoku
(35) 20 Februwury 1945 J-303030h-b Pinreng to Tokyo
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{36) 20 Februcry 1945 J-303:0-4 Pinrcng to Tokjo
(37) 21 Februsry 1945 C-97L (2) Pinrcng to Teinoku
(3¢) 21 Fekrusry 1945 C-971-A=4,00Y Pinreng to Seigon
(39; 21 Februery 1945 J-30299~£ Seigon to Yokyo
{40) 21 Februery 1945 J-30337-k-B Pinreng to Tekyo
(4L} 21 Fcebrusry 1945 J=31444 Pinreng to Singe,ore
> iAZ) 21 Februrry 1945 J~30557~4-K Sings pore to Tokyo
43) «2 Februsry 1945 J-30949-ABD,F-H Pinrsang to Seigon
(44) 22 Februery 1945 J-31451 Pinreng to  Ssigon
(45) 22 Februsry 1945 J-30563-L Pinreng to Canton
(46; 23 Februery 1945 J-32686-A-B Pinreng to Tokyo
(47) 23 Februery 1945 J-31457~A Pinreng to Tokyo
(45; 23 Februery 1945 J-31566~A-D Pinring to Saigon
(49) 24 February 1945 J-3156E-A,B Pinring to Saigon
250 24 Februsry 1945 J-31605-~A~B - Pinreng to Salgoen
51} 24 Februsry 1945 J-31607~p-C Pinr:ng to Siigon
{52) 24 Februcry 1945 J-315685-L~G Pinreng to Toxyo
253) 24 Februsry 1945 J=31560-A-F Pinrang to Salgon
54; 25 Februsry 1945 J-32168-2-G Pinr-ng to Tolkyo
(55) 25 Februery 1945 C-974-8,B Pinr-ng to Tokyo
(56) 26 Februsry 1945 J~32270~A,G Pinreng to Tokyo
(57) 26 Februcry 1945 C~975-k~B Ssigon to Tokro
558) 27 Februsry 1945 J-32730~A Pinresng to Henkow
59) 2B Febru:ry 1945 J-32894~L Pinrang to S8slgon
(60) 28 Febru.ry 1945 J-33360-A-D Pinrsng to Salgon
(61) 28 Fabruury 1945 c-977-E,F Pinrang to Salgen
€62 1 Merch 1945 ¢-979-2~D,FHO Pinrang to Surabeye
63) 1 March 1945 ; C-981-+ Pinrsng to Telhoku
(64) 1 March 1945 J-335¢6-4,8 Pinrzng to Toxyo
{(65) 1 Merch 1945 J-33284~1-K, NP Pinrzng to Csatorn
(66; 2 March .945 J-33611-A Pinrung to Teihoku
(67) 2z Rarch 1945 C-950-C, E-li,N-EE Pinreng to Tuihoku
(68) 5 sMarch 1945 C-9é2-1,G rinreng to Bzguio
269 5 Merch 1945 J=35242~A Pinrung to Tokyo
70) 6 ¥erch 1945 c-963-¥,0 Pinrsng to Saigon
71) 6 Merch 1945 C-943-8 Pinrsng to Szigon
7z) € March 1945 C-967 Seigon to Pinrang
73; 6 Merch. 1945 J-35181~# Pinreng to Ssigoen
(74) 7 Merch 1945 J-35261~4 Pinreng to Tckyo
Gontentst

ﬁl)’ (2), (3), (5), (&), (7; (10}, (11), (13), (22), (=€), (&7}, (34), (36),
L4), (49), (59), (69), (74 These references glve the identitication,
locationg, end movements, of inaividusl Alr Force units in the Prcific area.

(12;. (15), (16), (18}, (x1), (23), (24), (25), (<&), (=9), (3i), (39), (42),
(43), (48), (52), (53), (54), (56), (é0), (€6}, (73). Tuese refuiences give
arrivel ipd deperture figures for plene movemenis on Leyte, Eoroiul, Nunru,
SBensupor, Luzcn, idlindoro, Idngiyen, sngaur, Peleliu, Noeafoor, Bink, Kuraku,
Hollendia, Guzm, und Clerk Field.




17, (9), (30), (3z), (33), (35), (40), (45), (46), (47}, (50), (51), (e4).
These references glve point-to-point movements of plcnes in the Pacific area.

(20) Summ~ry of plrne movements snd sir sirength guined from ; Intelligence
up through 7 Februery 1945.

(41) Summery of pl-ne movements and elr strength gained froz # Intelligence
up through 15 Februery 1945.

(4), (14}, (37}, (38), (67). These refererces give series of 3-digit code
groups reccvered,

(65), (€8), (70). These references give scries of 3-letter code groups recovered,
the plain-text seme as in AIRNO. .

{8) "Toe gist of the deerypting of the Americen fir Force irsnsport circuit
3-digit code is as follows: 1-—It is constructed in 2 psris, tie first
digits are code, the second are (?rundam?} substitution i bies." The

substitution t:bles zre listed.

(9) "The plein text comprises 400 %o 500 groups. Numersls —-3G-- 0 Lo $9
end 0 —4G--. Besides the 46 letters it conteins words with various
vsed (tuose with high frequency) —3G— plans types, plane nzmes, sand
vaerbe. For solution we tock the code (?cn the?) dey of the cods change
as the beeis (clear text). On the bupis of repezts in the ecipher text
of one day's traffic In accordsnce with Z time, we located tnings
identics) to the brsic clesxr text snd broke the substitution tsble. As
‘an example of the first operation Im solution ——3G-—~ wn sxample of eipher
text —5C—. On 13 September ...." (There follows a list of 2-digit
code groups).

{55) "The 3-number code used on the Americen Air Foree trans ort enc replace—
ment circuits (Lustrelie, New Guinea, Philippinc Sestors) hes been chenged
a8 follows since 1000 on the .4thi (Febricry) The Phiilip.ine sector is
still using the 3-number code. Fe zre at precent investlgsting (results?)
of the g¢heuge of tre umkeyed 3-lettsr code....."

(61) Arrivel and departure figures for plsnes et Hollundle, Clark Field, end
Richols Field. "Fxplenatory note: since we (csn) use the coi: we are
resuming the stipulated form little by iittle." (NOTE: This stipulested
form evidently refe.rs to the breskdown of totel plene flgures as described
in o previous message. The Jcpanesc were unable to t2ke thls brezkdown
for & while alter the Lmericen codes were chenged.)

(€£3) PrPisase report the recults of your investigation of Lhe following items
&8 c¢cpntained in ——-1G-- Staff Intelligence Xessage #909. —--1G-- C8F
{tircruft) Code, Syko Code, etc'....

{5¢) "From now on, WU attsched to the end of each {item?) will indicste that
it is intelligence from & 3-diglt code, and bUN tnet it is intelllgence
from & 3-letter code."




{57)

(€z)

(71)

(72)
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"We have succeeded Fn-dédr,pting the unkeyed tnree-letter ccde, whicn
we had formerly reported, and the average number of tuese wires

tercepted on one dey 18 sbout 200 wires. Afiter this we will call
this 3-letter code tne BN code.®

"The plein-text of the BN code (unkeyed three-lettier) usea by the
Amerlcen #ir Force chenged on 26 Februwry®., Parts B-D, F, i, end O
ligt recovered plsin-text for 3-lelter code groups.

"he 45 —1G-- BH code is & conversion teble for not less than several
dcys. Beczuse the number of messsges that this Army now intercepts is
surll, we are not yet decrypting them, but we will report the cuznges of
the ‘Gth for reference.”

"Plezse report & summery of the solution of the unkeyed three-letter
code mentioned in Kegeyaki Steff #essuge #332 tnd also the c¢sll signs
and frequencies of this —-1G-- code".

Conelusions:

(1)

The more frequent chenge of AIRMO (instituted in December by G&étn AMCS)
Les melther prevented uor hindered to un apprecieble degree the solution
by the Japznese. For s periocd of two months (i.e., until tne lsttcr
part of Februury) they were &able to submit only pariiil reports in the
usurl form, but ere now resuming the complete breamxdown in re.orting.
Their metnod of solutio:n (see Contents: (9) pege 3) used as outiined
by tne Jepenese is cne of the stocndard methods of approach.

Inforustion 13 being requested by SSA& concerning the new 3-letter ccde
being rerd ty the Jeprnese snd refcerred to as the B code, which was
first cpparent on 24 February tr.ffic. The code 1g clearly s variation
of AIFMO, as the plain-~text equivalents sre identical (ARK, LEP, letters,
figures, etc.)., On the Z6th of February the ccnveriion tebles were
chinged, and due to the small smount of truffic since tnet time, the
Jzpenese were not deerypting the messages 8 days ufier the change. The
low volumes in traffic ir evidently the pole difficulty encountered in
reading the 3-lelter code, as, until the drop in treffic, the plaoin-text
was avellable in regulsr reports.

b. V¥WEATHZR CODES

Refarencest

(1)

6 Mzrch 1945 C-9BS-AJ Pinrang to Ccnton

Contents:

(1)

"T.e REKOH {1st Februsry —1G--) Q code &nd the wesiher code which were
picked up on the —~3G-- BRISTOL-BEAUFIGHTER on 1 Februsry we have found
out the follo-ing points on (WAF-3 and UCOPAC). (i) Figater sectors
—1G—C3; Morotsi-—Cypsys Sensapor--Jeckpot; (z) Coce Tord..%...
(Code names follow).

7 Bl
[




REF ID:A72343

0 QICPmE)
ULBNL

(1) As WAF-3 per me is a code form, wnenciphered, oryptenalysis i3 wrneces-
sary fer its reading. Bowever, WAF encipghered on ANDUSHET tudyles, and
UCOPAC, ere low-grede weather cipjhers contulning short-term emfidentisl
informetion. WAF-3 1g similar Lo ALACO, & monouzlghebetic substitution
cipher; UCOPAC is polyslphaletic. Security tests nhave been mide of
tnese two types by SSA. It has not been determined &8 yet what the
econnection ia between the weather ccdes &nd the nexe code, bubl the text
pernitp the interpretetion that the Jepanese are listing information
galned from the severzl sodes picked up in the Eritisn plsne.

Conclusionsy

2. Mechine Systems

a. CONVERTER M-209

Referencest -
(1) 30 August 1944 C-967-A-C Menila to Toxgyo
(z) 11 Februery 1945 IC-€-114 Intercept dnchines

Airerafty Extrcets from notes of FMOC/Z45;
Bource: Poles—-Prssed to Strong et S:1AEF and to
Blcker.

QOH gen L51

(1) To the Specizl Intelligence Squcd. "From now on (we)
are chenging the neme of the 3M-<09 to be the "Z code".
(Without strips, 1t is a different kind of mecnine code.)
Plecse try to ecollect a& muny possible of tie above
telegrayhic materiel®™.... "Tnis seems 1o pe ~—2M~-
repeatedly. We would like to study it so0 as to solve as
Buch as possible before thne book chenges®.

(<) "The Germrns kuow the following ciphers on the basis of
?tudging them...The smell American Ciphering Machine
209) .¢

one lusiong:

(1) From now on the 4-209 wili be referred to as the Z code
in ultre messages. The Jepenece are enxious to obtain
all possible traffic in thle systens, so that they may
sulve a8 much &5 possille befcre Lhe bock ehenges.

(z) The Germens have been studying the M-Z09.
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Befcrencesy

(1) 11 Februsry 1945 1C-€-114 Intercept .lachines
Alrereft; Extrscts from notes of MMOC/245;
Bource: Poles—Pussed to Stroug &t SHAEF .nd to Blcker.

Cootents:

(1) "The Germens know the following ciphers on the basis of
studying thems....Tne big Americen ciphering machine is
wminown to them but their expertis are working on it.®

usionss

{1) Previous references to the ¥hig machLine® indicate that
S8IGABA is the one discussed.

8IGIIP
Beferencesy

(1) 4 Jenuery 1945 J-24224-A-1
(2) 12 Jenuary 1945 J-29735~A-B
(3) 13 Jenusry 1945 J-25659-D-E
(4) 15 Janusry 1945 J-18022-B,C
(5) 25 February 1945 J-33625-A-D
Lontonts:

(1) (Part D) ®One of 6970 kc is used by patrol plenes in
the Marienss. One of 6809 ke is used by attuck plenea in
the Merlenss...the above ere by telephone. At the present
time it is difficult to identify the ones which usually
comtzin information of value to us before the sally takes
place. TUp to the time of the enemy sally on 8th Deceaber
1944, we were eble to understund the R/T used by enemy
eirplenes end galned accurate informetion in thisg msnner.
However, after that date we could not depend on this. The
piturtion regsrding telephones on atterch pilenes is now under

study.”

(2) v¥Since August signel communiestion by —1G— 43 unit &t
BAMELA, BOEROE Island hes been jammed by radio waves. (1)
Wireless telephone 1is being used but the lenguese is
indistinct. (2) Telephone conversations, lasting about
20 minutes, are ofteu carried on et 1030 hours. (3)

Frequenciest 90&'&3 : ; Whenever there is




(3)

(4}

(5)

o OGRCT

®_..RUFU (LUF?) 40 kilometers south of .... course, 355
degrees. {2} There has becn considerable uce of pleain

text messages between 2 N —1G— end Y T on New Guines.

{3) The time of the signcls of Air Navigation Air Units

at ~-1U-- is uncertain. There wes interference on weves

6990 kc and 5975 kc. The uepewss not devermined, but there
wus & greet deal of wireless telephcning in tue 20 mirutes
after 1030. At the end tney ment P—0Z twice."

"Aplthough the language is not clear, they sre using r:dlo
telephone. From 1030 there were many R/T calls for i period

of sbout 30 minutes. Frequenciest 6990 kej 5975 kecj sensitivity:
5. At the conclusion of the conversation “PIOZ® was 1epeated’
twice.®

#(3) Although thc signzl communlceations of the Morotuil
detachment have recently been interrupted snd the siti.tion
is unlknown, we think thrt they ere weging & sulcidai battle.
We wish to say in addition that we are eegerly workdng towards
sn wnderstunding of their signsls communicetions.®

Conclusionst

(1)

The preceding five items, if oconsidered es circumsteantial
svidence, may be the resction of the Japs to tune use of SIGJIP.
There is no positive identification at present that these
references pertsin to SIGIIP, but, with the Japsnese habit of
noting every 1ittle detsil out of the ordinery, some reactlion
along this line would be expected.

The statements concerning the telephone conversation:

that "the lepguege is indistinet®, ®the lanjurge was not
determined, but there wes a great deal of wireless telephoning",
and ihe fact thet, despite this matter of indistinctress, they
were able to understend four letters correctly (r10Z, msy meen
thet this is their reaction to the introducltion of S)LGJIP.
However, if PIOZ is the indicator it is in the wrong .lace

since it should be &t the beginning of the conversat .on.
Moreover, unless the users heve msde up their own se- of
indicators, it should consist of a digrach instecd o 4 letters.

3. UDnidentified and Miszcelleneour Systems
.

&,

FIVE-LETTER CODE

&: erencesst

(1)
(<)

25 Februsry 1945 C-974-A-B Finreng to Tokyo
28 Februery 1945 C-976-A-H Pinrsng to Tokyo

tentss
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"At present we are investigating (Presults?) of ....
5-lstier double-keyed 5-letter code-in the dorotel snd
New Guines sectors.* The message refers to this coas as

being in uere on the Americ.n Air Force trensport and
replacenent circuits.

"i. The frct that we are not able to mske & distinction
betreen transport plenes end militery plsnes is because of

a change in code and tecause we ¢ennot decyyipt (mes-ages) as
long »8 the volume of messrges Intercepted is so slight.

2. The fect thet there hus been a8 decreuse st Morotel,
Sensapor, Leyte, end Mindoro, is becsuse in eddition to .
confusion about the time of chenge of codes, they have used
a five-letter code." (Tr:nslator?s notet Tnis is the first
reliable Iindicetion thet the sourcs of these dally srrival-
departure reporte is cryptan=lytic. However, tne ternm
decrypt (KAIDOKU)} used in this message does Lot necessarily
indicate a completesolution of + code, but mey indicete

a particl solution such &6 the solution of & disoraminant,
file date, etc.)

Concluslons:

(1)

(=)

{3)

The cihiarscteristics mentioned in the mess+ges indicate that
the system being discussed 1s eitner strips or Convorter M-209.

Querics:
——]1f these are strip systems, is it ,o0ssiolc to find out
what particuisr systems sre thus being compromisa=d?

—~-1f these sre not strip systems, is the code mentioned low
grede or high grude?

—Fhat degree of gecurity 1s necessary for tue information
Jearned frcm resding these codes?
NOTE: Informetion en this subject is being requested by
Bignsl Security Agency.

If & higher degree of security is required, there ehould be
a thorough investigation of the type of code used snd wnat
chenges san be mede to increesse security.




JI TRANSMISSION SECURITY
A. Genersl Studies

1. Broadecest

REFVID - BAT3E8m

a., PReferences:

(1) 2L Februzry 1945

b. Contentss
(1)

J-29870-A-C

Tokyo tc Broadeast

"According to a broadeest from Sen Frencisco on the

19th, the commsnder of the operetionel umits is Vice
Admiral (?Turner?} zud tae lsnding force conpists of
the 4th Marine Division and the 5th Merine Division
commanded by Lt. General Hollend Smitn.

¢. Concluzions:

(1) Censorship of our news broadcasis was at fault, since
toe information thus afforded was considered to be of
sufficient importsnce thet the Jepernese broadeest it

from Tokyo.

Prior to the news broudoust the Jepsness

either did not posseas this informetion, or, if in
possession, were not positive of 1its sccursay.

2. Cell Signs and npdio Circults

a. Reference¥:

Germsni
(1)

Japanese:

19 Februery 1945

21 8 Janucry 1944
2 24 Jenuery 1944
28 Jenusry 1944
7 April 1944
29 Ney 1944

9 June 1944

10 June 1944

11 June 1944

18 June 1944
10) 6 July 1944

11 7 July 1944
(12 7 July 1944
(13 9 July 1944

\om-qcu.nbu.

ZIP/SAC/W .20
C-235-D Horomushire Lo Sapporo
c-218 Tokyo to Kunila
C-244~B Horomushiro to Kenisikuks
C-413 Supporo to Horomushiro
C-862~¢ Tokyo to Nenxing
C-655-N Bapporo to horomushiro
C-57=z-1 Sapporo tc Horomushiro
C-586-1 Supporo tc Horomushiro
F-2370:-A-F Surabeya to kenado
C-5z0-B HBoromushiro to Sapporo
C-531-A-D Rabsul to Mlenado
C-757 #Menila to —M--
C-642-D.F Rabcul to Tokyo
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14) 12 July 1944 C-E35-4, D Rubeul to Tokyo
15} 13 July 1944 ¢-5z0-B Sapporo to Horomushire
16) 14 July 1944 C-720-B Tokyo to Msnils
17; 23 July 1944 C~695-L,C-E Paremushiro Commanlc
(18) 23 July 1944 C-626-B Msnile to Tokyo
(19) 27 July 1944 C~51€~D Tokyo to Ambon
(20) 2¢ July 1944 C-7€1-B Henoi to denkow
{(21) 30 July 1944 €~630~A-0 Menile to Rabeul
(z2) 31 July 1944 C—643~B-F Rebzul to Mensdo
{23) 10 srugust 1944 C-847-E Mensdo to Sorong
(24) 15 October 1944 J-27059-A Surabeyn to Pinrang
{25) <1 Cctober 1944 J-1£197-B Tokyo to Kabaul
(26) 13 November 1944 C-895-F Tokyo to Brosdecsst
(27) 15 Bovember 1944 " 0-920-5 B Surabey: to Pinreng
{(z8) =21 Fovember 194 C-923-4,B Rabaul to Tokyo
(29) 2z Rovember 1944 C-901-E Tokyo to kroedeust
(30) 1 Jenusry 1945 J-1€643-ABE Surzbeye to Saigon
(31 7 Junusry 1945 J-1620e~F Pinreng to Tokyc
(32) 13 Jronusry 1945 J-24673-A-DG Rengoon to Bececeser
{33 3 February 1945 J-23127-b-C Bebzul to Tokyo
34} 4 Februery 1945 D-93.L0 Tokyo to Berlin
35) 4 February 1945 J-24097-4-C Pinrung to Seigen
36 g Februarry 1945 J-25364-A Pinreng to Seigen
37) 10 Febru:zry 1945 J~25360~-A-H Pinrzng to Tokyo
(38; 14 Februsry 1948 J~27037-C-~J Saigon to Teihoku
{39) 10 Februsry 1945 J-36930 Seigon to Pinrang
40} 15 February 1945 J-30292-F Butevi:. to Pinrrng .
41) 1& Februery 1945 J--R2208-A-K Tokyo Lo Broedc:st
42) 20 Februsxry 1945 C-97z-L-DGH Pinrung to Talhoku Y
43) 21 Februery 1945 J-30299-E,F Pinreng Lo Bankow

24 Februer; 1945 J-31565 Nenking to Pinrung
45) 28 Februery 1945 J-327z8-EC, E-M Tainoku to Tokyo
46} 28 Februsry 1945 J-32910-A Taihoku to Sslgon
47) <8 Februecry 1945 J-33305-E,F Pinrsng to Kunking
(28 2 Merch 1945 C-981-E~.C Saigon to Taihoku
(49 4 March 1945 J-35259-4 Pinreng to Seigom

b. Contents:
Germen:

(1) 19 Februsry 1945. It is clear frcs first-hend Germen
SIGINT reyorts thet the enemy derives much jeteiled
informution on the subordination eund dispositions of
A1lied troops snd units from ocur own signals. The
enemy 15 very femiliar with U.W. cover nemes. Thie
repori gives cover nemes used in the 3rd and 7iL
American esrmlies and some from ihe 1st Frenoh Army.

-
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Through W/T traffic the encmy ioceted the 7ta Army
Corps in the Odeigne-duroche arez ¢t one tims.

This entire re.ori gives locution and ideatificetion
of Allied unlits, operntion plans, time of intercepytion,
cover numes, bettle orders, locztion of W/T and control
stctions, plain text messeges intercepted,

Oue signal pickcd up on thc evening of 1€ Jenuary
refers tc sn gperv-tion by Unit 22 to teke place at 1100
; hours, end which wes to be ke, t sirictly secret. Tnis
Instence snows a decided lack of zecurity-mindedness
on the pert of the Allies. The reiort goes on to suy
that the Germ ns identified Unlt Z: as the 52nd Infentry

L 4

-r

} - Regiment of 4ih Infentry Livision (Ameriezn).
Japuneset

;' (1) Jeps identify call signs: HGT—Dutch Barbor; WCI——Kuluk

i (2 J ,5 identify call signs: VEAY--Erisbune

YNLN—~ilelbourne
i VATY-—Tenobiru

(3) Jeps identify cull signs on Western Aleutisns ship circuit O3

NPS——Peerl Harbor ¥XU-—Kiska
RUD--Kuluk RZL--Attu

{4) Jeps stete thet it is difficuli to determine the maximum militery
strengtn bicsuse of the use of cell signs.

(5) Jepe icentify WUTE as & call sirn used belween Kunuing end [insukia.
{NOTE: WUTE is used by 6Znd AACS et Chsbus.)

(6) Jspe identify Z5T tnd 76Z as connected with Southern Air Command.
(7) Jeps icentify Z8A us relsted to the XU circuit.

(8) Japs nesr Z3F on ®A* gircult, snd believe "AP circuit to be in eastern
pert of Southwest Pacific.

(9) Tne Western Australis patrol circuit used call siyns whicn are generally
use’ by .atrol ships and submwerincs. Appearance cof thesze cell signs
on &n alr petrol circuit is most unusual.

{10) Jups are collecting iteme about the Northern Nzvy Trins,ort Plene
eircuits, the course of trrnse.ort plines betwecu Aliska, Luteh Harbor,
and Kulu«, =nd evidence ebout dMztsuws Shime.
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(11)

(12)

(13)

(14)

(15)

(1€)

(17)

(12)
(19)

REF ID:A72343
CP
LEDGAL,

Jeps ptate th 1 Ko. 1 and 2 circuits in New Guines area are being
intercepted. Their frequencies znd cull signs do not chenge.
Btetions heerd aret

ViZ-—Port Keresby GU-2—Lorengeu
Z/¥~-Goodenough NGR—Tuerokine®
NDZ-—Emirau Iglend* VIJ—~Milne Lay
KWE--unde®*

Jeps requesl a regort on circuits, esll signs, and kilocycles, of
ahips loczted &t Lorengau, eccording to "C" intelligence.

8¢ tions heard on the Scolomont's eres ship circuits sre:

¥0K~-Guedueleennl
RDZ*_Fmerald Islend
RGE--Terokine

The number of ships lodected £t Lorengau on 28 June 1944 was
sstixated From the sghip's call signs. Two snlp circults in the
New Guinea ares have not changed call signs.

NON—-Tarokins*

@ 1n u cull sign indicates assignment of « sbip to & carrier or
its base. An ®IF mczne the planc is an Tairways" plane, Numbers
after the V inaicate the ship's n:me within the unit.

Japs identify call signs on Fastern New Guinea circuits:

Z/¥--Hollsndia
NGS—idmiralties
YiJ—Milne Bey

Conclusions of HTF Tokumu (Specisl Service) Hzncho (Sectior Leader)
regardingz esll signs connected witn the KU and Z numbers ere:

{e) KU cell signs from the northern ares appeir to be cell signs of
prominent commtnding officers.

(b) The Z call signs from the Aleuti:ins are eLo=ely releted to
large operstions.

(¢) On the HA circuit Z5T, 26Z, Z4M, etc., are cleerly arny high-
speed bezttalions, The czll signs are consldered to be speecinlly
get-up cell signs of the Southesstern or New Guinea areas.

(NOTFs Z call sigms hsed ty the Kovy ere assigned locelly end
sre medé uy of Z-number-letter.)

Jeps beliicve call sign 5C5 to belong to an siroreft carrie:.
Japs identify esll signss NTF—Adnirultiest® VF9--Erlsbane
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(z0)

{21)

(22)

(23)
(24)
(=5)
(2€)

(27
(2¢)

Cell sign of somec unit in Xei, ing, hsein, Kwengtung Province is PCR.

(KOTE: tois cel)l sign cenuot be identified at pregent.)

Japs identify cell signs and frequencles:
WY{XY—-Finschafen
night—3130 kc

WXXD--Port Moresby¥*

dsy-—6950 ke
Patrol circultss

TP6&—Toi Islend

2AW—Tink

Q3

--Wakde

25X—-Hollendle
1X1A, IK3C--cubmarine tenders around Bisk

Agericen 2ir Forces Transport circuli:
WXXD--Port Moresbyit WXXT--Bune
WXXY-Finscnafen WXXp—Horn Islind
WXX¥-—Hollandie%® WZPT--Mokwmer
WXXN——Altepe WZPQ——Wakde
WIXZ-—~Medang WzpU~--Roeafoar
Atteck circuits: (used in rotetion)
BL6 B B,& BG4
BS3 BX4 OVK BHg
Alr army Hew Guines sttack aree: (used in rotution)
Bisgk Besge: Bakde buse:
E13 €DT
3HO TZH
5KC MQ2
HAR 5FX
X Xv6
IP3 F33
4LFG 4RV
5G8 15V

Japs identify cell signss

R4LUK30C8——un aircruft cerrier &bt fort Moresby

RTF—Admireltiesh
NAP--Hsnse
VHZ—Port Moresby
EBI--Bink and Durwin

Jeps ldentify WXXQ as being somewnere between the Horn Islunds

and Msden. (NOTE: IL is csll sign for Lee,)

Jeps cite call sign BL22 es in the vicinity of Morotai, beuause

its azimuth is 208.

Since bombing Msnchuris on 26 September, when & flight of raiding
planes sterts out i1t will elways use e j-group ozll sign, the first

two letters being CT or CW,

Frequency used by Allied attack plunes 18 7365 ko. (

Since 13 Novenber Japs have picked up & tender with czll sign LX8H.

Japa have identified base call

signas

8aipun--bBLUEGRESS

.
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(30)

(31)

(32)

(33)

(34)

{35)

(3€)

(37)

(3¢)
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Jups identify WITA ep 2 central air stetion in the Mariznscs.

In the dorotal sr:ce, plenes with call signs in the form of letter-
letter-diglt-digit are stteched ito LL3D end flying toets with ecall
signs of tnree charscters are atteched to BGL4. '

*It is coesidered it corresponds to the unit besring ithe cell sipn
nuttber-V7B-number, which nes been perticipsting in the attecks cn
the Philipyines snd is now besed at Angeur®™. (NOTEs This unit
referred ‘o is presumed to be sn sireraft cerrier).

Jeps 1dentify esll signs in India~Chins tremsport net:

(WXW Lext} A through Z
(RUT text) 4 turough 4
(WL? text) 4 through N
(WLR text) F,I,K,S5 North Burms end China)
(¥LS text) F (Chine)
éﬁLI text) D,F,J,N (China)
WZP text) B,D,E,F,G,H,I,M,N,0
WINA is Ksrechi.

"Redio call signs of B-29 control stetion snd plenes chenged st
0630 on 3 Februery. Former 00OV530 (Seipan) changed to OOVEL05 snd
plenes formerly number V53 chenged to number VGO. Formcr (0V535
(Guam) changed to 00V755.

Jupe identify orll signs for meteorologicel relsy stations:
Guum—-RPN* ' Honolulu~—-NPh*

The regort orders Saigon to intercept L4LF patrol circuits, place
names, and exll signg. It elso ldentifies:

Morotsi——kG4

Angsur—RViF

Leyte—ARL

Nindoro—gSi

Code nszmes for basess
uorotai-{BLoouER
Lingayen--IiONEY
Leyte—Ci/EEKY

Report on air bases and strips in the Philippines and on ¥oroted.

Bome heard hsve nol tcen placed &s yet.

Lugon--covernsmes of Piney and Gomtee

Leyte-—covernsmes of Clipper snd Velvet

MHndoro--coverncmes ¢f Auguste, Hemmer, Hi1ll, Cherity, Elmo>re, snd
Mzguire )

Morotal--covernames cf Spafu, Bloomer, Curfew, Junebeii, ¥indy.

A1l oell signs in the Phillppine Ares will be reported to the Henkow
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Special Intelligence Dept., and tue Centon Sgeciel Intellipence

Dépt. The hesnkor Dept. will carry out actively and directly llaiscn
affairs reluted to USAAF in the Philijpines.

(39) Japs identify csll signs in New Cuinez arest
WYNF--Aingsur
28X—Mindoro

(40) Japs have ideniified gome Luzon besed plenes ug trensporis, through
their cell signs.

{41) From documents captured in plenes snot down, call signs of the 58th
Tesk Force operating in the Iwo Jima aree are:

1st Group 2nd Group
Hornet—-Shasta Lexington-—Devil
Wepp—Spider Brncock--Bambo
Bannington-—Legion Sen Jecinte~—lucky
Bellesu Wood—Locust

3rd Group 4th Group
Essex—Bobcat Yorktown-~Cobra
Bunker Hill-—Tiger Reandol ph-—Phanton
Conpens—~Cocker Cabot—Pontlse

Lengley—Demon

fith Group
Enter,rise--Texas
Saratoge—Beaver

(42) Cell signe of AAF trensport circuits which the Jeps intercept in
the Fhilip, ine area are:

lgt Circuit 3rd Circuit
WXKR—Mindoro WXKR--Hollendla
WXKY--Lingsyen WRXKY--Lingayen
WIKQ-~Clark
WXKS-~Luzon
WXXR~--Hollandia . 5th Circult
WXKXR-—-Angaur
4th Circuit WVHF——
WXKR--Mindoro {code nemes during dey-—3J0HIC)
W2ZPS—Morotei (code nemes during night--LYRIC)
6th Circuit

(code nemes during dey--Paces)

(43) 3.5 identify WXKQ as Clerk Field, Luzon.

{44) This report requests en Investigetion of cxil signs end Trequenciesn
used by AAF, which edvenced to the Philippines.
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{45)

{46)

(47)

(42)

(49)
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*The folluwing are whet has been ascertained about call sipns,
code nemes, sad frequenciles of airfields, according to documeats
on the B-23 shot down on 18 Februsryt

l. Oui Islend—BLINKER

2. 309th Bombing Upit--POSST
3. Biek--LORDSHIP-—Yokmer Field
4. MAA elrstrip—DEEKTEK.

Japs identify code nemes:
Noemf cor-DRAVBRIDGE
Ksmiri Alrfield-~KiMASSREN
Morotel-—GYPSY, APPLAUD
Wems &irstrip—BLOOER

Japs ildentify sdditionrl eode nemess

VELVET-——Tenusn airstrip
PLHBALL—eirstrip on sindoro
FREFBCOTER--eirstrip on Mindoro
BATYAN--Subic Bay Coast

HOREY —dengnldsn airstrip, Lingayen
DOODLE. BUG~-Clark Field
EMFFALD—

BOLSTER~-Hollundia
TUMBLER~--Hollendis
EROCADE~-Hollandia
ELBOW—Sansgapor

The Japanese went the folloming informetion regarding s eatursd
eode book used on pleness

(a) Do American plrnes shange oull signs deilly and tbe timze of
the chenge?

(b; Rumbser of planes by cell signs (unit names).

(c) 4re the patrol plsnes thet use identiccl ocll signs identical
plenes?

(d) Whut sre the pesullarities by which one distinguisnen patrol
plenes from flying bosts, from the call sign point of wiew?

'ht! Intelligence reports thet "the Air Army cn Leyte consists of
nine rcgiments., There arc strong indiertions of & moveneit up from
Finschefen®., An air etrip in the Morotal area uged the oode neme
WEAVFR,

e. Conclusions

(1) Summery of c:ll signs reported by the enemy wnich
are correct, &8 fer &5 suecking 15 posslble &t present:
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(¢) 2AW-—Bisk

{(b) NDZ—Emirau Islend

(¢) HNGR--Terokina

(d) NUD--Adek

NWE--Munds

WUTE~—-Chsbue

(g) WXKY—ILdngsyen

(h) WXXD--rort Moresby

(1) WiX¥—Aitape

(j) WEXF-—-Hollendie

(k) WZP¢--FWakde

(1) WZPR—uiddleburg Islend
(m) wWZPSs—Morotai

(n) wWzZru--Noemfoor

(o) V4212—D/F net &«i Derwin

—~
5 ©
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(2) Out present e¢ell signs system enctlier tie enery to:

(sa) Determine tne origineting end receiving stutions
fron day to day.

{b) Sort traffic eccordingly

(¢) Follow re~transmitied messeges, and to atiack
eryostanslytieally possible re-liensmittec mes-
gege encipghered in e different system.

(d) Meke recomrmendations on signel counter-measures
to be teken to avold commission of errors simller
to Allied errors resulisnt from weaknesses in
cull eign system.

(3) The use of fixed celr signe b, tne Army, with the
first two letters distinguishing the area where the
trensnitier 18 located enable tne enemy wiuvnout
difficulty to:

(2) Complle and meintain accuriie diaygrims of all
our fixed networks.

(b} Direct his intercept stctions to the tukhs
allotted and to delete whet informetion is
Jmmsterial to the completion of tne assigned
task.

(¢) Distinguish rapidly the cre:tioci. of new rtctions
in an aresa.

(4) Fixed cull sign system also alds the enemy's crypt-
enalysls in the following weysa

CTroZLen
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(a) riy LﬁJl[:;et on or ccmpruﬁi“e csn be soapiled
by stution.

{b) Houtine messages cen be collectled.

(e¢) Ceptured files can be exsmincd and compered with
earlier intercepted treffic.

(5) Traffic enslysis b, ccll slgne will ghow radio silence
and volume, tnereby indicaling movei.ents, size of
units, arrivals &nd degertures, ana the generel ares
where reserves tre located.

(6) ¥e ¥now from csptured documents and other sources
that Germsn &nd Jep intercept steztions resder daily
reports of subordinate formations cr units, tnus
aiding thiéir records or our Order of Battle.

(7) The differcnces betwecn our Lrmy and Air Force call
sign systens enables the enemy to assign specific
tesks to his many intercepgt stetlons without over-
lapping between them.

3. 1Intercept

8. References:

(1) 27 ¥ay 1944 C-~311-4 Rengcon Lo Tokyo

(2) 24 Junc 1944 ) C-5¢9-B Sepporo to Horomushiro

{(3) 3 July 1944 C-717-4 Sapporo to Horamushiro

(43 6 July 1944 C-520-A Sepporo to Horomushiro

(5) 1z July 1944 C-£35-D Rabsul to Tokyo

(6} 14 December 1944 J-27533 Manile to Tokyo

(7) 26 December 1944 J-13£01-4,B,E Seigor to Pinrsng

(8) 4 Jenuery 1945 J-CA234~0%T  Tokyo to kesbrul

(9) 29 Jenuery 1945 J-21896-B,C Tokyc to Brosdc:st
(103 L February 1945 J-24097-4-C  Pinrang to Ssigon

(11 6 Februsry 1945 J~z6930 Seigon to ¥inreng

(12) 10 Februery 1945 J-26930 Seigon to Pinreng

13) 12 Februery 1945 J-26907-C~G  Tokyo to Prosdcast
(14) 13 Februery 1945 J-26206-C-H Tokyo to droedczst
(15) 1. Februery 1945 J-25876-E Tokyo to Brosdcast
(16) 14 Februery 1945 J-26500-£-11 Tokyo to broediecst

(17) 15 February 1945 J-30292-F Betavie to vrinreng

(18) 20 Februery 1945 C-972-A,B Pinrang to Tailioku

(19) 20 Februery 1945 J-302€1-C Tokyo to kroed:sust
(20; 21 Februsry 1945 J-29870-A-C Tokyo to Broedisst

21} 23 Felrurry 1945 J-3040€6-4-G Tokye to broad:sast
{2z) 25 Februsry 1945 J-31055-A-F Tokyo to Broadcast

23) 25 Pebruary 1945 J-31130-A-D Tokyc to BErosdeast

ZL; 28 Februerry 1945 H-169430 Henking to Tokyo

25 7 Merch 1945 n-f7oee . okvo to Moscow

UUh" @Eg
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L. Contentst

(1) Tue Japs ssy the ncitenechiku Shireibu is thc largest
comnunicetions net on &n estsbliished circult since
they begen intercepting £1llied trz:fflc. They have
decided the supreme comnrnder of this circuit st |
Honolulu 18 sleo the commender 2t Kuluk. The report
orders a cloce wcteh for chinges in the net.

2) The Northern Hdiroshime Tsushincho irmericzn Inlelli-
genee: "We hear forecign stntions es if we were mn
ordin: ry rcceiving strtion®.

{(3) The Jepenese judge from radio telephone services snd
the Homdlulu brosiezsting net messages thet there is
presence of jhenomena somgsrable to thst which appeared
prior to thne e¢tieck on Saipen.

{4) Genersl ship circuit which the J ps intercep: com-
municates with stictions nearest to the ships:
Washington, San Fruncisco, fionolulu, Duten Harbor,
Cenberra, etc.

(5} Jups intercept messeges from stetions located at
Port Moreshb,, Tarokina, Finschafen, end Milre Hay.

(6) Summery of Operztionel Orders A. C.0. Soutiern Army
Bpecial Intelligence bureau must esteblish immedictely
an orgsnlzution to gether Britisn, Americen, Clinese,
and French intelligence, covering an eres to tne north
and east through intercept. This arce is presumebly
to the nortn and ezst of tLe Phillppines ar:a. The
Manlle brench will ocomprise most of the tralned
personncl st precent, end the number of men to ac-—
company the C.0. to Selgon will be tnc minisum neces-
aarf Lo esteblish e herdquerters cedre {less than {ive
zen).

(7) By intercept intelligence, the Hornet, Wesp, and one
unidentified vessel were knorn to be esst of Lugon an
14 December.

(8) FEpemy wes sble to detect Allied-plenned soilies of
Mzrians-b: sed B-29's up until » Deceumber t.arough n/T
used by the planes. )

(9) Intercept of messages from Szn Fr:neisco on z7 J.nusry
to the effect:—"IL 1s possible to bomb Tslwan, the
Ryukyus, Chin:, Frencr~Indo Chine, &nd Singsapore as well®.

]
x
"




R
REF ID:A72343

T e oy
[ ¥
i

L T
}

LEl

(10) ‘The deps are ordered to interceyt LAF patrol circuits,
pluce names, and cell signs at Morotel, fngsur, Leyte,
and Mindora.

(11) On 4 Februery, in the centrel srec, 3 "O" messages
were interceyted. They looked like ordere from .
central heedquerters, addressed to s genersl eull sign. .
One was sent from Guenm.

- e

(1z) This report givee the latest csl. eigns and requencies
of eir buses in the Fhilippines arce to the Hankow
and Ccnton Stecizl Intelligence Burcaus. These
bureaus ere to czrry out directly snd sctive.y the
ilaison effairy reisted to thie USAAF in tne Philippines.

(13) Four B-29's on recce over Iwo Jime sent "O® nessage
which sppeared to be recce regort, to “over-tll fleet
compender in the Pacific aree (centrel) snd to the
gection commender of all submcrine units in ths
Pacific". Redlio waves for patrol pienes fror the
Msrianse, Mershaile, end Pelau were :11 mede on this
day.

(14) Jups interce;ted message reporting the sighting of
Jepenese wniis by petrol ,lepes fror the Philippine
arez beses.

(15) At 1700 hours on 11 Febraery, 4 L-29% sent oper:tionsal
messAges, whici were Lhought {0 be messs,es concerning
recoonaissence of the Iwo Jima arce, to the commrnder
of the Pecific gubmarine unii :nd e ship stetlon in
the centrel mrea.

(16) Intercept of daily "0¥ messeges from twe tuks forces
end esseult units 1n the #crisnses ares. The Guem
bese sent imyort:nt comm.nd messages to ¢ teak force
and essault wmits. Strong evidence tnat & .owerful
foree is pullying forth. Trefllc enslysis shows thet
the tusk force is emst of Luzon. Patrol plencs snd
subs in the Philippine arca ere sending messages
reporting the sighting of Jup units in tne South
Chins See, to American air units in Chine, the 7th
Fleet, and =11 2ir bases in the Philigppine areca.

Bon Freucisco if sending messages to & task fcrce and
units opersting in the northeastern Pacific.

(17) Typee of plenes bused on Luyzon rre identified through
intercept of trelir call signa.

(18) It is hard for tne Jups Lo interceyt A:F irens.ort
eircults in tne Philipyine erez bee:use sensitivity
of their intercept, g et Pinring 1s weak,




R

REF ID:A72343

(19) The tesk force in the Iwo Jim: eree hes been receiving
westher repgorts end intelligence messages from the
Leyte Werther bureuu end the Taclobun wir bese.

(20) 1Intercept of San Frencisco brozdeest cn 19 Fabrusry
glves Jepe inform: tion th t Vice Admirel Turner is
C.0. of the operetiont)l units &t Iwo Jimm, ana thet
the lending forces aonslet of the 4th Kerine Divi-
slon from Saipan, snd the 5th Merine Division from !
the Marshells, =ll under the commeni of Li. tienerel
Hollend EBmith,

(1) Jeps intercepted many plain text meseages sent by the
Marines st Iwo Jimn., They suspect thet the ness:ges
are both real and dummies.

{(22) Patrol planee from the Phili,.inc aret sre pitrolling
the Indo-China coast. Japs conclude thet, trken to-
gether with Lhe gending of importent limison "O¥
messages on 22 Februsry by the CO of the Fer Fastern
Air Force at Kunming to the Supreme CO of the AAF in
China end to the CO of the Pacifiec Submarine Forces,
thet the Jayxnece must Le on gusrd mgainst ojerations
by plencs snd pubs in tart mrea.

(#3) Patrol planes in tic Philipyine ctre: sent out messages
reporting the signting of Jupenese vessels elong tue
French Indo~China coesst and in the vieinity ¢f Heinan
Islend.

(24) Chief of Stuff &t hsyubusne Unit &t Bunking wents 10
Japinese of Fmericen birth immedietely ®in irtercept
iwreless releting to enemy Americun eirplenes.®

(z5) On 7 December 1944, =n Americen b-24 epproucted North
Chishima (Hortnera Kurlles) :nd rudioed theét "becauce
of engine trouble we :re going to fetropavliovsk®
(Kumchetski peninsule)., The plane then went to the
northeest. Agsin it rsdioced in clecr thrt it hed
found &n airfield znd wag lznding. Your times it
repeated the stetemeni thet il w:8 going to retropaviovsk.

c. QGonciusions:

Foilowing is a summery of illied circults being intercepted,
and Jepenese arganizations ecrfying on the interce.t work,
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ALLIFD CIL..CUITS BEIRG IMNTERCEPTED JAPLNESE UMITS INTELCEFTING
Ldminisirative ~ (Ref #1,11,1€,22) Rengoon

1-Supreme comaender of Heltsnchiku
B8hircibu circuit at Honolulu and
at Kuluk.

z-Centrel HG st Guam

3-00 of Far Esstern Air Force

4-C0 of Pacific Submerine Forces

Argy #ir Force Circulte. - (Ref. #8,
10, 13, 14, 15, 17, 18, 22, 16, 23,

24, 25, 19, 12, 10.) nenkow aud C.nton Sreclal

Intell. Burceu. Haysbusha
1-£ir beses. Unit et Nenking; Betevie;
2-R/T by plsnes. Pinreng.

Ship circutts. ~ (Ref. #4, 7)

1-Ships stetions - Beigon
2-Tand stations 8epporo
Bubmerine circuits. - (kef. #16)

l1-Submering atetions ?

-y

Leyte Penther Hyresu. - (Hef. $19)

Tesk Forces smd fsszult Unlits pelow

1-In Marienss &ree ?
2-0i: Iwo Jine ?
Ne¥s broadecsts from "foreign stitvions. .

(.‘“af- “g:‘.’ 9’ 20-)

1-San Franzimcc ' Northern -itiroshima Tusshincho
2-Genersl Americun Inlelligence. (Sapporo?)

secellenecus stations belny interce
Circuit undetermined.} (kef. #3, 5.)

l-tonolulu Sapporo
2-Port Moresb;, Terokinz, Finscaafcr, Rabaul
Milne Bay.

ne purposc of this sludy is to deteraine st what levels Allied
cotimtnicetions are being interceptud; end what lcvels of Jonpsnese units
are working on the intercepted materisl.




