"REF ID:A72280 )
- ARLINGTON HALL STATION

POST SECURITY POLICY

Le In time of war, as well as in peacetime, it is essential
that all personnel, both civiliga litary, realize that the
value of the work produced by  this’post is directly dependent upon
the sesurtty the practise of cerbin security principles in the -
acquisition and handling of the information prsdwseds¢ developed.
Thess security principles must be stressed to all personnel
periodically in order to develop a constant security-comsciousness
which is necessary for the succesful completion of the -assbgmmewt Wissi~ Assyeed
of this poste , _

2. For the purpose of developing the quality of security-
consciousness to the highest degree, sertain seourity primciples must
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ae A Post Security Officer shall be designated ¢to ::r}:;r
' T ———— R
of the Post Intelligemse Officer

assistant to, and

in the coordination of the post security progareme It is deemed
advisbale thai such an assignment shall be the scle duty of tho |
officer designated, and that said officer shall perform the followig
functionss
. B He shall assist the Post Intelligemce Officer ia -

JuveshpTrng avd prosoating = -
handiing &ruchod of seourity both within and outside of the Post.

2. He shall cooperate with the Provost Marshal im the
enforcement of :uch security measures as are the rupmibnit‘j of the .
Provost Marshal, m“i\c\u-t him in the investigatiom cf ali
misdemeanors which may have a bearing on Post ;c‘:o:hri_ty. This will
include 'éun of thnft on the theory tﬁn‘.t all petty thieves are
potential viélators of seeurity. |

8. Be shall further cooperate with the Provest Marshal
in maintaining a file of fivn;orprint’ohuificitiom of all personnel f

on this Post for use in the investigation of such Pty theft es

described above.
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=%  ~ 4, He shall make a detailed study of all problems

relative to security st the present time, and shall maintain
this study or & current basis at all times.
5. He shall administer the Post Security Policy.
8+ He shall enforce,*with*¥heé such Post security
measures as do not fall within the limite of 4e==2am (2) above.
7« He shell previdesassisteree piin and administer
an active security publicity campaign for the Post in gonaralf
8+ He shall provide assistance for the Branch Securlty
Officers in planning specific Branch security programs, and shall
coordinats with other Branches the materisls and ideas originﬂtin;
in the specifie Branch programs.
(¢ - # )
@. Post Security Regulations shall be drawn up, and revised
pericdiocally. Th.ep regulations shall ineludotnfor-ution relative to:
l. Identification badges
Types
(jiburing of badges
Significance of badges
Security of badges - lost badges, forgotten badges
2+ Entrance to grounds
3+ Entrance to buildings
4: Relationship of Post po}nomnnl to Guards on duty
5« Classified material
6. Cameras
7. Restricted areas
8. Telephones
9. Car sttckers

10. Quegstio answors
.5'!4.':‘ ﬁe,wic } sdll be C/lsfl"'“-/c/ 7[p /S-eranuc/a/'/}AU
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d. Securlty education in the Training ‘Erbgram shall
be divided into two parts;
‘1. Security educatizn during tﬁe period spent
bf%gérsonnel in the Praining 8chool proper. This shall

include :
A study of AR 380=5

The showing of thessocurh;y films
' NGXu orf Kin
< "Safeguarding Military Information"

~ and others that may become available,
A series of two or more hour lectures to the

entire class with a gquestion and answer period
follbwing the last lecture.,

L 3
2. Socurity education during the time spent
in "On The Job" training. This shall include

An interview, individually, with the Branch
Securlty Officer.

One or more lecturds on specific Branch
security problems,

3. Periodic refreshar.lectﬁres to 81l Branch

persdnnel stressing both general ?nd Branch security. -
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b. A Branch Security Officer shall be designated
within each Branch. He shall be delegated with the following
duties: 1. He shall assist the Post Security Officer
in carrying out the adminiatfation and enforcemer.t of the
Post Security Policy within the respective Branches,
2, He shall plan, with thc 4 4 cf the Post Security
Officer, spocific.Branch security programs, aad shall effectively
- administer these programs within his Branch.
( S He shall repqrﬁ all vioktions of sgcurity
wi thin his Branch to the Post Security Officer imme diast ely,
and shall asslst the Post Security Officer in the investigation

and prosecution of the violation.

€ &, Each civilian employee of Arlington Hall Station
shall read and initial a copy of the Oath Of Secrecy at least

once every éix months, at a specified date, and shall again
read and & sign this ocath upom termination of employment at

this 8tation.

6. Operations Buildings A and B shall be RESTRICTED
in entirety, and no units shall be set up in these tuildings

whose personnel "#o- not%eared w n.f‘terA Military Intell-
1éence investigation,

J,l. A, Security publid ty campeign shall be inauguarted ""‘J'J'b'
and shall continue inflefinitely stressing the points of general
sgecurity required at Arlington ¥all Station. Branch security
brograms shall supplement this general program. Such a
campalign shall include:

l. Posters - etrese ts be on humor,

2. 8igns at strategic spots, such as entrance gctes.
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3. Periodlc guard checks at the entrance to

buses gnd 1in Buckingham)checking the wesaring of badges outside
of the Post,

4, Security talks by qualified spegkers within

the Brahchos or at larger gatherings,

K wﬂ-ﬁz . o o

The security of,teléphone conwersations shall
ecome the responsibility of the Officer or Kbﬁ Civilian
in whose nama the telephone is listsd, Posters shall be

placed im all Pay Stations,str9981ng securily pointas.

1. Claesified materisl shall be handled im the

(U

Lt
- s

\

z
-y

‘manner prescribed by AR zit3io, Where

locked files are not availsble for all classified material,

that material having the highost‘elaasification shall be

L]

considered first, and that of lowest classification last,

jo -an allotment of funds and personnel shall be made .

néaildblo by the Commanding Officer for the effiecient oxecﬁﬁion
of the sbove sta ed Post Security Policy.
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ARLINOTON HALL STATION
FrOST SEQURIYI FOLIOY

1. In tise of war, as well as in peacetime, it is essential that all
personnel, both civilian and military, realise that the value of the work
produced now and im the future by this post 1is directly dependent upon the
practice of ocertain seourity principles in %he soquisition and lLandling of
the informtion develeped. Thess security principles must be stressed to
all personnel periodiocally in order to develop a oconstant securi{ty-consoious-
ness which is necessary for the succesaful completion of the mission assigned
%0 this post.

2. For the purpose of developing and maintaining the quality of
seourity—censciousness 0 the highest degree, certain ssourity principles
st be set wp, which shall be known as the Post Becurity Poliay.

a. A Post Security Officer shall be desigmeted to serve under the
direction of, and as assistant to the Poet Intelligencs Offiocer in the
soardination of the pest secwrity program. It is deemsd advisshle that
sush an assigwment shall be the sole duly of the offfocer designated, and
that sald officer shall perform the follewing functions:

(1) He shal)l assist the Post Intelligenoce Officer in
investigating and prossguting breaches of ssourity,
both within and ocutside of the post,

(2) He shall coopereate with Ahe Prevost Marshal in the
enforoement of such piysical seourity mesaswee as are
she respongibility of the Provost Narshal. He shall
assist tie Provost Marshal in investigations.

(3) He shall make a detailed study of all prohlems relative to
seourity at the present time, and shall maintain this
study on a current basis at all times.

(4) He shall administer this Post Security Poliey.

(5) He shall enforoe such Post security measures as do not
fall within the limits of (2) above.

(6) lie shall plan and administer an active security publi-ity
sanpaign for the Post in peneral,

(7) He shall provide assistance for thw Branch Security Officers
in plamning specific hranch seourity programs, and shall
coordinate with othsr Brenches the mmterials and ideas
eriginating in the specific Branch programs.

b. A Branoh Seocurity Officer shall be designated within each
Branch. :le shall be delegated with the followingsduties:
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(1) Me shall assist Aw Post Seewity Offieer

(2) Ne shall plan, wnder the direstisn of the Fost Securify
Offieer, specifie Mranch ssourityy progeams, and shall
effectively administer these programs within his Nransh.

(3) He shall report all violations of ssouwrity within hie
Branch to the Post Beewrity Officer immediately, aad
qhall assist Ve Post Sesurity Offieer in the investigatiea
and prosecuvtien of the violation.,

c. Post Security Regulations shall be dreasn up, and revised
psriodically. B8uch regulations shall be distributed %o all pereenmel ab

Arlington Hall Station. These regulatiocns shall inoclwde inforwmstion
relative %o

(1) IdenMification badges
Types
8ignificance of badges
Wearing of badges
Security of badgea - lost badges, forgotien badgee
(2) Entrance to grounds
(3) Entrance %o tmildings
(4) Relationship of i'ost persomnel to Cuarde on duty
(5) Classified material
(6) Cameraus
(7) Restricted areas
(8) Telephones
(9) Car sticikers
(10) Questions and amswers
(11) Penalsies f_or viclation

d. Secuwrity education in the Training Program shall be divided into
two parts:

(1) Seswity edwsation during the period spent by newly
aoquired personnel in the Treining Sehoal proper. This shall include:

a. A study of AR 3680-5.

-2~
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b. The showing of the security films,
"Mext of Kin,” *Safegumrding Military
Information,” and others that may
bsoome available.

e. A seriss of two or more hour lectures
to the entire class with a question
and answer period following the last
lecture.

(3) BSeswrisy edusstion during the time spent in fiu the
Job* training. Thie shall includes

a. An ioterview, individually, with the
Branch Security Officer.

2. One o more leetwres om epecific Rranch
security prchlems.

(3) Periedie refresher lestwres % all Branch personnel
stresging both gemeral and Nywnch seeurity.

o. Bach civilien enpleyee of Arlingtion Hall SMation shall read
and initial a eopy of she Oath of Seeresy at least ence ever) six months,
at a specified date, and shall agein read and sign this cath wpon termimetion
of employment at this Sdation.

f. Oparetions Buildings A and B shall be RESTRICTED in entirety,
and o units sball be set wp in thess Lulldiags whose personnel have not
beer cleared after ¥ilitary Intelligence investigation.

g+ A gousral Seeuriyy pehlieity cmpaign shall be inaugurgqted
immediately and shall continue indafinitely, streseing the points of general
sesurity required at Arlingten Hall 3%ation. Branch seeurity progrems shall
supplemsnt this general progrem.

h. The seewity ef War Departwmsat telephome ocowersations shall
beoome ti.e respoasibility of the Offiosr or Eay Civilian on whose deek the
talsphome is lecsted. Sesuwrily shall be stressed in all pay station booths.

1. Cassified material shall be handled in the nanner prescribed
by AR 3080-5.

J. The Commanding Offiesr will implemsnt this poliqy with the
neesssary allotment of funds smd pereemsl for the effisiemt exseuntion of
Ahs above stated PFost Becurity Felicy.



