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This invention relates to oryptogrsphic apparotas for sute-
maticnlly eneiphering and deciphering messeges.

An objeet of ths invemtion is the provisioa of = corypto-
greph with a keyboard for high-speed manusl operation, a bank of indicet-
ing devices or slactro-megnets for noting or recording the sipher
syubols of the msseages as the latter are being enclphered, and for
noting or recarding the plain-text letters as the messages are being
deeiphered ; and certain ciphering méchanisms intsrrosed between the
kayboard and the hnk of indicating devices or eleotro-magnets for oon~
stantly changing the rvlationship hetween the messuge oharscters mnd the
ofipher ambols, The invention is primarily concerned only with the
oiphering mobanism referred to obove, which ia of stmple demign but
nevertheless yields oryptograms of greet sssurity. This cipluru'g
nechanisn smploys means which are nowvel in the exryptographie met in that
it involves operstion slong & time axis, 2nd the exsct oryptoyrupide
remilts are dependent upon a time factor whieh is ocomatently changing

in an irregulsr semner,

The invention is dessribed in connection with the wccompenying

frawings, in whieh :

Pig. 1 is » diagrammetic representetion of the perts of the

mechanian tognther with gertain eircuit arrengements 3

Mg. 2 18 8 diagrammmtio reresentation of mesns for imperting
miquenaas $0 meseagss rfven M t#he lagter are enciphrred by the same

: keying sequence ;

Epprovedior Release by NSA on 09-30-2013 pursuantto £.0_13520
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Fig. Sisa diamt;c representation of the eleetricel .
eirenits appliocndle 40 the aystam sdowm in Fig. £; and -

| Fig. 4 shovs an alternstive schems for ome of the beste .-~
slenents of the mechanism shown in Fig. 1.
A

w’

i1

koy‘url 1, @ bank of indicating davices 2, & rotating eipher ediutatu-

Referring to ¥Yig. 1, the princlml ohuoatl eouilt of"

hereinafter called a rotor 3, e distridutor 4, a cem=wheel -dunta ]
. for producing & cipher key, a pemtauon-tmht!on naehnniu hmn-

after called a trunslator 6, ad a niuhboua! ?.

The fundamtal eryptographic principls of tho present inven-
tlon ia as follows: x-srbourd oprration i eyclie in oharacter and is
performed with 2 cadence similar to that in teletype operation. bDuring
each oycle of keyboard opara_tion. hereinafter reforred to as the operst-
ing oycle, tha successive alphsbets of & complote s~t of 26 or more mixed

cipher alphsbets ore pressnted $n a fixed sequence, for potentisl semploy-

ment in oncipherment or decipherment, Only one of thess eipher alphabets,

honvcr.. 1s selected during each operating cycle and the selection is
veried in successive apenﬂu eyoles -eeox-unc %o a very loag eipher
ey uubnlhod by means to ln deacribed.

Broedly speaking, the foregoing crmompm operaticn

is nooe-puam puct!e-:u; as rouous e omutlnc oycle 18 cmm

np hto 26 qul tln-tnmu hr weana of the u-mmmr ' ul e
o httor ny be oaoiphxol (or dosipheret) within any oce of. t!uu lltt:-__
‘nh t: uau uf tho rotor l thloh 1- op-uﬂnlv mﬂ!um Iith th ' S
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koyboard 1 and dank of indicating devices 2 associated with the tbtor 3.

4 specific time-interval is sclected within ssch operating creh W mesns |
of the translator & shich is auoclat«l with the distributor 4 m the
ewitohboard 7. The time-interval that will be aslected in eack m
varies wilh successive operating oycles aceadin.; to a key Ihicli tl
produced by the cam~wheel cipher-key mechenism 5. Rach 1ntcm1 1111

yield a different result for the same letter.

The muoard 1, comprising 26 charscters eguiwalent to
the letters of the alphnbdet, has a corrospondiln-g number of contact of
. which only two ure ahoin 23 at 10 and 11, corresponding to the _l.ettcrt
¥ and {, reapectively. The bank of indicating devices 2 mmy tske the
form of glow lempa which ers illuminatsd when current pasaes through
them but a preferred mmbodinent is to have the indicnting devices take the '
- form of alectro-magnets or solenoids wiich operate the keya of a regord-

ing typawriter, so that a printed record of the enciphered or deciphared

messnge ary be msde.

The rotor 3 is a cipher-comautator wheel of form now wel’
known in the cryptogrephic art. It fs mounted on a rotatable shaft 12, -
Pressing against rotor 3 are two ut.utarla, 2 loft=liand stator 13 and a .
right-band atator 1¢, esch provided mith a rin; of 26 ball-dearing m
spring mtaetl insulated from one another and mrting a alight pnuun
sgninst the feoe of rotor 3. A motor 935, drawing power from source 94,
drives the shaft 12 und tins ths rotor 3 at & constant ipud b-tp@n the

'y ' : :

~
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stator 13 and 14. The rotor is made of bakelite or similar insulating
materiasl and eou’tatl of two fages, a left-hand face and a right-hmd
rneo""'q_:‘a;tl_. face bearing & ring of 26 contact surfaces &, B, e; e o o 2y
equidistantly spaced from one snother cirecumferentially or the outer face.
Insulated ennd;.tctorl passing through the rotor conmect the 26 comtact
surfaces of tho. iort fase to those of the right face, in a ﬁmr which is
reciprocal in pairs. That is, if A on the 10;7:: connected to X on the
right face, then X on the laft face is comnected to A on the right fage,
Thus, with 13 paired oont,netl'reoiprocity in the enciphering-deciphering

relationship is obtained without special switching arrangemsnts therefor,

The distributor 4 consists of a set of 26 equal-sres seg-
m:nnts or contsct surfaces 15, i:aulsted from one another and distributed
circumfersntially on the face of the distributor. 4 drush amm 16, on
the same shaft 12 as t!'s rotor 3, sweeps over the rlaco o.r the distridutor
4.- 8t a conatsnt rate of speed synchronous with that of the rotor 3. The
rotor 3 and brush arm 16 are ksyed to the shaft 12 so that these two ele-
unh.i are slways in a fizxed angular relstionship with respect to ths shaft 12
and ecannot be angularly displaced relative to sach other, dus to slippsge
on the sheft. irrsngements may be made, however, to change the relstive
sngular positions of the rotor and the brush arm if desired. Brush arm 18
terminates ¥n @ brush 73 which sweeps over distritutor segments 15 anmd
estsblislhies momentary contact with =aash of the latter successively. Dis-
trivutor seguents 15 are oonnected to the right-hend set of ferminsls 72
of switohboard 7 by a aset of conductors 17, of which only a few are shown.
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The cam-wheal cipher-key mechanism 5 provides a long oipher key

for eryptogrephic purposes. It consiats of five or a multiple of five
urboﬁng wheels 21, 22, 23, 24, 28 of differcnt dismeters. The
periphery of each wheel fs divided up into equal seguents to whieh pro-
j.eti;:g lugs serving to zat as cems may be atiached or into which cams may
be insertsd ; the numbers of segments on the different wheels are prefer-
sbly prina to one ano‘l-:hor. Yor example, sml_ 21 may have 100 segments,
wheel 22 zay have 99, whesl 23 mey heve 97, wheel 24 may bave 91, and wheel
| 25 may have 89. PFixed to these wheels are retchets 26, 27, 28, 29, 30.
The nmbcr of teeth in each ratchet 26 to 30 corresponds with the nunber of
segi;ws in the cem~bearing wheel with which the ratchet is associated.
Pawls 31, 32, 33, 34, 35 on & rocker arm 36, which is operated by mmgnets
37, 38. .drive the oam~bearing wheels ir a stepwiss manner, under control
of a gﬁ"}mrsal bar kly-board contact 39 through power source 40, 3Iach time
a kuy{ J:a depreased rookeram 36 and the pavla 31 to 35 serve to step whesls
21. fo 26 forward one interval. The cams on the peripheries of the cam~

/.;'
#’uﬂrinq ‘wheels 21 to 25 comntrol contact levers 41, 42, 43, 44, 45 and the

fléﬁtgép opz=rate contacts associated therewith, 141, 142, 143, 144, end 145.

' / ._/ﬁft '111 he understood that the segments on thc periphery of each wheel 21
t?ﬂ are smwooth surfaces except whers a cem is inserted ia or affixed to

/tbe’ sagmeit and oach whsel may bave & cem inserted in eny muaber of the

K
'

£ mott'ia segnents. Contaot levers 41 to 45 are therefore ruised end their
nuoe!_,am contacts 141 to 140 are closed only when cams are presented
/to anhy the progressive movement of the wheels 21 ¢to 25. Furthsrnore

th-{s’ mtut lavers 41 to 40 will de operated in pomtatiu gronpim

{’f\- I 6

’.J-_'
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8o that all 32 nossibls Baudot-code combinations may be set up: by the
contaots 141 to 145, for keying purposes. Contacts 141 to 145 are
connseted to conductors 46 to 50 and control megnets 51 to &5, the
function of which will be desoribed pressntly. Now since the e.-
bearing wheels 21 to 25 are of differsnt diameters snd they _au_;f:'ltop
forward one step for sach depression of a key on the key-board 1, if
thase wheols are initially aligned at a danch mark so as to oorrqmﬂ
to a2 eipher key, this initial alignment will recur only after 100 x
. 99 x 97 x 91 x 89 or 7,777,409,700 letters have besn onciphqr;d {or

deciphered ). Thus a cipher key of great length is mede nu;ﬁbh for

eryptographi ¢ purposesa.

The tranalator 6 is an instrumentality well known in the
srt of printing telegraphy. It consists of a set of five trun_ala‘.or
bars 61 to 65 which are normally held in position by the ratractile
eprings 56 to 60, The translstor bars are slotted according to the
requiresents 0 the Seudot or S-unit printing telegraph code, so that
32 diffaront alignmenta of algf.s nay he presented to a8 set of 32 atunt
bars labelnd 88. Only one stunt bar can d4drop into a specific alignment
of slots and when this occurs 8 contact associsted with the selected
© stunt bar ia closed. 3everal of these contacts are shown at 67, i
being obvious tust there are I2 such contacts in all. These contacts

87 sre connected to comductors 68 which lead to the set of 3R terminals

69 of switchboard 7,

It will now bdecome clear that the cem-wheel cipher-key

mechanisn 5 serves merely to select one out of 32 circuits lesding
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ta the terminals 69 of switehbosyd 7 and that this selection, being

Quite variaf:le and depam_uns. upon the successive permutations set up
by the cam-wheel mechanism §, thus produces & long, variable sequencs
of keying cirouits ocorresponding to keying echaractera and hnron_urtu-

reforred to as the keying sequence.

The 32 terminals 69 of switchboard 7 are connsated to
a corresponding mmber of flexible sonductors 70, and the latter
terminate in jacks, which mey bs inserted into plugs 71 connected
to terminals 72 on the other side of switohboard 7. There are Sut 26
such pluge 71 and esch of thea bas a pair of holes for receiving Jacks,
but only six of these double-hole plugs will have both holes accupied
by jacks. By this arrangement the 32 possible resultant keying circuits
set up by tﬁnshtor 8 are reduced to 26, of w’hich six will he."double-
effects " , that 1im, in six casea t-e same keying character n.uy be bnrought
about by tno different Baudot permutations aet up by the tranalator 8.
Shich six keying eircuits these will be depends upon the way in which
the flexible conductors 70 are ceonnesctad to plns_g_a 71 st sny given time.
It will be seen later t st po ambiguity is occasioned b the presence of

a8 keying eircuit which 13 of the doudble~effect type.

otil1l referring %o ¥ig. 1, the elsctrical .eu-e-:n for
eryptoeraphie functioning will now be described. It will be seen that the
circuit from power source 18 ta the keyboérd 1 must pasa through contact
19, which is controlled by main reley 8. Hence, depression of any key
of keybosrd 1 durins the time contact 19 remains open will produce no
effect since no power is being delivered to ths keydoard 1 and hence no
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eircuit to the bank of indicating devices £ is established. Let us in

now upon what circumstance closure of contact 19 depends; .in other words,
iot us ‘see when main relay 8 will be energized. Let us consider a specifid
operating cycle x in the long sequence of opersting cycles B « During
this operating cycle brush arm 16 of distributor ¢ will make a complete
revolution and e corresponding complete revolution of the ciphsr come~
mutztor or rotor 5, will take place. This opersting oycle X may be
Tegeried es being divided up into 26 equal time-intervals of very short
durstion, ecch corresponding to a spacific angular positio_n of the brush
arm 16 szd of rotor 2 in the ecircumferences through which these two
e;.emonta are in motion, The eircuit for relsy 8 includes drush 73,
brus_h em 16, and one of the 28 segnents 15 of disiributor 4. -~hieh of

the 26 segments 15 of diatributor 4 will be "alive” , that is, counected

to power source 20 during opsrating cyele x depends upon tie wiridg st
switehboerd 7 and upon the pnrticular contact of the set of 32 contacts

67 which happens 10 bde closed during opersting cyele x. Ths latter de-
pends upon the apecifie permutation of oparaisd and non-opr-rated transe
lator bers 8l to 86 of translator 8, snd this depends in turn upon *.';he
spscific position =nd composition (z=s Tegards cams) of the cam-wheel cipher-
key mechanism 5. let us uséme that during this apecific opers.tiné cyele
X the sogment designated 74 in "ig. 1 is the one which is "alivew, A '
eircuit {8 completed um follows: power scuree 20, conductor 75, main relay
8, conductor 76, amature 77 and back contact 78 of relay 9, conductor

79, brush arm 16 and brush 73 of distributor 4 ; the brush then being om
sogment 74 the current continues through segment 74, conductor 80, to

one of the contacts 72 of switchboesrd 7, and thence through the switch-

board along one of ths flexible conductors 70 'to one of the contacts €9
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on the other side of the switchboard, thence along one of the conductors

68 so that one of the contacts 67 which is closed by the selected stunt
ber 66 of tranalator 6, finelly along common return conductor 81, dack

to power aource 20. Relay 8 i3 energized at the instant that bruch 73

is pessing over live segment 74, and since rotor 3 revolves synchronously
with brush arm 16, the engular position of rotor 3 with respect to its
stetors 13 and 14 corresponds to the angular position of brush srm 16

at that instant. The cipher resultant produced by depressing a key on
key=board 1 will be detefnined by the angulsr nosition of rotor 3. The
reeson for this is that since rotor 3 4eos 26 cijphering rositions each
yielding a completely different set of cipher resultants for the 26
character keys of keyboard 1, the spscific cipher resultsnt for e specifie
keyboard chargctér enciphered within a specific operating crcle x depends

upon the specific segment of distributor 4 which is alive during that eycle.

The circuit through the kevboard 1, the rotor I an? ihe bank of
indicating devices 2 will now be described. Fhen a key 10 correspording
to the letter "E" is depressed during operating cycle x, nothing happens
until bdrush 73 reaches segment 74 of distributor 4, for the keybo=rd
remains "dead” until that moment. The instant that reley 8 is energized,
c:'u'rent is delivered from power source 18 through closed contact 19 and
armature 82 of relay 8, along conductor 83 to the eamtacts of keyboard l.
Since contect 10 is closed, the current continues along conductor 84 to
a contact on stator 13, thence through the rotor 3, shich is at that instant

in an angular position corresponding to that of brush am 16, to 2 constant

10

L 4
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86/on right stator 14, thence along conductor 87 to indicating devies
or solencid 88, whioch corr—sponds {in this Cigure) to letter ™=,
thence along coaductor 00 through slow acting relay §, finslly alomg
cond}tem 91 dack to power source 18. Solenmoid 88 is sotunted

(or 17 lamps are used a lamp 1s lighted) o indlcate the sipher
resultant "O" for plain-tex: letter "B" .

iken slov-acting relay 9 ias snergized the oircuit for main
relsy 8 ia broken at 78 shen armeture 77 is withiramn, 1 mecaniocslly
. controllel trip 92 engages lever 77 sud holds it away from contaet
73 until ihe univeraal ber on teyhoard 1 -raturms to normal whem the
key 19 roleesed, uharwupon lever 77 is allowed to fall back nnd close
78. The purpose of this arranmenent is to insure that not more than
one letter «{1l de indicatad or :;rincnd per aperating cyols, thet is,

psr dapression of s key on ths kayhoard,

“hen the uniwrsal “ar on the keyboard 1 reacies the end
of 1its zlm-a;--; trove i* elowes contesct 39, which controla the cirouit
%o mepnets 37 end 38, Rocker arm 38 is operated, ceusing pewxls 31 t0 25
to engage retehats 28 to 30 and adwancin; csm-bearing whaels Z1 to £6
one step forward to the next position, sstting up n new Baudot permute~
tion of contmet-levers 41 to 45, associated contaets 141 to 145, and
magnats 51 10 55. A new keying oharecter is thus esteblished by trene-
lator 6 and the ayatem is nov ready ror the next operating oyecls, Ewd
1€ the ssme key ia depresssd on tle keyboard the eguiwlant produced at
" the bank of indtesting devices will be diffsrent, unloss the heying
charactsr happens sccidentally to bde the same =s before. Continmed

1
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g aomnin of the osze key will praaueo s urylng sesuence of equivalents

"f-/'.-

,m-pmm tn length with ‘the length of the kor!.n; uqmneo yroluoced
by the can-vhoel mechanism 5. This latter ssquence is of great length,

a? haa alx-edy bea cxplauod. being the resultant of the interactiom

of five whu;u.or urtomt Qlamsters with different numbders of teeth, .
!

- . thess pumbers being prime to ome snother.

. Stnce the comnections withim the rotor S are reciprocal
t;: mirn; 1] explained, the dsciphermant of a messege tekes place by
resetting the wheels of cam~wheel mechanian S to the initisl key posi-
tiol'_t", and épcrating the keyboard 1 to correspond with the eiphsr letters, .
whereupon the plein-text equivelents will be produced at the bk of

i_.ndieatm devices 2.

The mechaniem shown in “ix. 1 and described in tho fore-
@oing terms ts such, however, that if seversl measeges cre enciphored
by ;1;0 stme keying sequence they will de in the sume series of cipher
u;{habeta. asd {n this cass thure exists a poasidility of a solution by
crntana!yuc procedure, To explain what is mosnt by theae statements
i‘t 1: nm-aary t0 call attention to the fact that the cipher camutstor
8 pron&u 8 lat of 26 oipher alphebeta and that besicelly the erypto- |
puc punciple of the system as desoribed is ohe in which the individ-
ul. ﬂpnaueu of tns set of 26 cipher -1phabe=. are brought i.nt'o play

[ L
-'iatacr .&cteml.ned by the keying sequence set up by the m—whoell.

!I 5.

£ i
ror ipmxe. mppu ve consider this keying -equcnu to bo auch mt far

a g;lle hy es- n& u) on tho cam~wheels the firat 20 alphsbets to be

"?’H”',i"’ _ :
. ;‘-.. PR ’ :.. ‘. u
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brought into play are alphabet numbers 16, 4, 19, 26, 15, 3, 18, 21,

1z, 6, 1, 18, 22, 7, 13, 17, 26, B, 18, 24. MNow if several messages
start uth the same initisl cam-whesl setting, the successive letters

of all thase measages will be in the ssme ssguence of cipher alphnotn.
and therefore the several messages may be npouupooed. yielding ool.llu
of lettera which are monocalphabetie in composition. Or, svem if the
messsges do not stert at moﬂi the same point in the keying sequenes,
but portions of thess messages overlap ous another with respect to the
Yeying sequsnce, theu the overlapping portions witoh are in the seme
alphabets, may be upuinpoud. Tor example, using the seme soqQuence

of alphabet numbers mentioned adove, ssppose a first message begins

vith- alphabet number 16, a second message, with alphabet 4, a thi.rd'

one, with alphabet 19, and so on, it is merely nscessarTy to sbift the
sscond message one letter to the right of the first, shift the third
mossage one letter to the right of the second, and thenm sll thres messages
will be properly superimposed with respect to ths keying ssquence; the
letters in columns are now in the aene cipher alphadets, end the nesssges
are suscepiidle of selution by momcalphabetie prinmciples. The proper
points for upori-po-:tton can Yo ascertained even without a knowledge

of .th. particular -ﬁay settings for thess three messages, from & detailed
study of ths repetitions detwesn messages. It is necesssry, therefore,
in ordey to circumvent .thu mmblinty of lmrt-péliu messages or
mtumruthttmuuu uthtunhyusume.. tom
[ | omtognpuo mm to ﬂn messages 20 a3 to Geatroy, mask, or
mpran n;nutuu mnght nent by the ohm mtphﬂnt or mum-x

mm )1 uutual uqums ot uphl'utl. i
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Mechantiam for accomplishing this is shown in Fig. 2. JNere
the shaft 121 earries seversl sipher commmtators or rotors, Ja, -
3b, 3¢, 34, -n\l Se. These rotors are ssparsted fram one another '
by stators 122, 1235, 124, 125, esch cerrying rings of contacts on
bofh faoces, to provide for eontimuity of .exmlt. from one rotor into

the next. The contacts in these stators, as are those in stators 13

and 14, alresdy desoribed, are dall-bearing spring contacts and they
press sgainst the rotors #0 as to hold each rotor in place, and keep
4t from rotating on the shaft 12, except whem rotatory motion is im-

‘parted to 1% by means to be described. The periphery of each rotor

Sa t0 3e bears a collar 215 in which 26 gear teeth have deen cut so

ss to engage with gear sheels 213 snd 214 which sre mounted on shaft 12,
the latter now corresponding to sheft J#.of Fig. l. Gear wheels 213
_nlld 214 can be independently slid sidewise slong the shaft 12 and keyed
into pol.ltion on the shaft, by means not shown, so as to engage the
toothed collars of any two of the five rotors 3a to Je, at the will of
the operetor. Gear wheels 213 and 214 have 26 teeth and their pitch

48 the seme o8 those on the collars of rotors 3a and Je, oo that the

motion impartsd to & rotor by wheel 213 or wheel 214 is a 1:1 &rive.
The shaft 12 is rotated by motor 935, as in Fig. 1 ; the distridutor 4

-of Fig. £ ia the distributor similarly mmbered in Fig. 1, with the

brush arm 16 and brush 75. Thus, instesd of driviang one rotor 3, as
in rig. 1, the motor 93 and shaft 12 may drive any two of the five difruf-'
ent rotors 3a to Se. The function of. the distributor 4 snd brush am

" 168, il pow the same as desorided in conneotion with Fig. 1, but the

rotor that will be associsted with these slements is now -ﬁi'«puuo
of varisbility. '

- U S SR MRy
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The rotors Sa to Se are to de set to a key, by alignizg the

letters on their peripheries at  bensh merch. Bince there are 26
individual rotstory positions of sach rotor on the shaft, there are:
265 a1fforent 1nitisl settizgs of these rotors, sach such setting pro-

. viding s different set of 28 paths for the pessege of electiric earrents
from the keybosrd 1 to the benk of -;.éno-pou 2. he oireutts
from ths keyboard 1 through the set of rotors 3g ~ 8 to the dank

of solemoids 2 are shomn diagrammatically ia Fig. 3. In this figure
stators 15 and 14, and rotors 3g to 58 eorrespoad to the shﬂ;rly
designated .ltltora and rotors of Fig. 2. The internal wirings or-
rotors 3a, 3, 3¢, na'sg are not reciprocel in pairs, s is the

case with the .in;lo rotor 3 of Fig. 1, but are all random connections,
The rotor Se is, however, dif.fomi in its eonatruction from the other
rotors, in that it ham a ring of contacts or only om.tnu and these
eontacts are intercoanscted in pairs. Thus rotor 3@ serves as a meens
for reversing a current coming into the set of rotors from a contact in
stator 13, pauing through rotors .aa, Sb, 3¢, 34, and sending it back
through rotors 34, %& to another eontact in stator 13. Stator
14 now serves no elsetrical function but merely as a mechanical bmlnc
against lhi_eh. rotor Se presses. Relay 8, contaet 19, armatyre 82, end
battery 18 gorrespond to similarly designated olu.onu of 1_‘:3. l. The
Xeys of ths keyboard 1 now serve a double funotion imstead of a single .
function ss in Fig. 1. Fach key operates a lsver which opens & eontact
and olos;i_ snother. TYor instamce, whem the X Xkay 1s depressed mtut
lever 10 is vithdrewn from contact 111 asd makes contact at 113 Whea

18
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reley 8 1s emcrgised . eurzlint floss from dettery 18, slong nm'z{uctu-

8s, em?ct 112, lever 10, semductor B_y"to a contact 116 in atstor 13,
_thence through the Totors and baek to another eomtact @?hn stator 13
thenoe along conduetor’83, lever 11, contast 115, soleroid *.", beek

‘o batiary 18. solm;.l wn® i3 setuated and the oipher resultent of
Eisue In d!iielphn'hg. ‘aasuming thet the rotors aro in tihe ifdentical
position they were in.vhen enciphering (the eipl r Ye; bein ths same),

on deprassing the > key of the key-oard it will be seen that the follow-
ing reeciprocsl deaiphering ciroutt is entabltl.hed g patiery 13, conduetor
8%, contect 114, l=war 1], contuctor 85, eoniact 118 in striur 13, through
pnd Beck throwdh tha rotors to contect 115, conductor 84, levcr 10,
contwét 111, solenofd "E* , back o battery. Thus, tis plain-text ree
lqltil‘l of % is %+ In this msnner a reeiyroeul encipiuring~decip.ier-

ing relationship is resdily estzblished.

_¥a will now eonstier the eryptographie operstion of the
system after the introduction of the faregoing features. The key for
a nanng'a will uow consiat of ihe following elomemts @ '

(1) The composition of the eem wheels j (that 1s, the
e 'pauiunn! of _thevom on the whasls) ané thelr iniilal setiing or '

alignment st » bonoh merk; the comneetions at ewitehdoerd 7.

(2) The compositiom of the rotors, that is their imtermal
wirings; the relative order of rotors Se, 2b, 38 and U4 on the
shaft, and the initisl setting or eligmment of all the rotors at a

hench merk.

(3) The rotors which are selested for eagagement with

gear shesls 21Z and M4,
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It becoass obﬂon- that even u two nuia'u’ are !'d'cntieul.
* letter for letter, even if they begin at exsotly the same mlt in th.
hytu ugm Froduced by the cu whn:l. m:.y. and om u' geu-
| wheel £]3 1u engaged with the sans rotor, so long e the setting of the
Totors 38 t0 38 on shaft 121 is different by at least ou'J.Qttu_ for
" these two messages, or o long &s sither of gear whesls zis ..uu 1s
#ot to drive different rotors, the eipher texts will be differect and
externally there vill be no sign of the intarnel identity of the two
texts. Furthermore, there is nothing to prevent there being thres
| gear wheels similer to 215 instesd of only two, as sbova in Fig. B,
in shich case three of the five rotors ¢an be driven. ind, of course,
. 4f thers were ssy 10 rotara 1t would be possible tc have any number up
to 9 of such driving gesr wheels, thus effording & very wide remge for
keying purposes. In othar words, as now fally daveloped, the system
provides for a multiplicity of keys, such that a mniqueness mey be
imperted to messages even in the same cam wheel keying sequence, with a
correspondingly high degres of eryptographic security.

The translestor mechanism 6 in Fig. 1 may be Teplaced by a
systew of iaterconnsected contact-levers 96, snd associated pniz;ed éoﬁtmu
shown schematically in Fig. 4. In the latter figure, the contact l'ﬂor-'

41 to 45 and the magnets 51 to 58 are hamologous with siailarly designated |
contact l;vorn and megnats of Fig. 1 and urv. the same tnu-tion" the bars
61 to €8 of r:g. 4 are huologm with ,-mmu haimh& bars of m.

-ond nem ea oquvnhnt rmtion. vis., to set up. by porutatiu u-mpnnis




REF ID:A40335

of satuated and non-actuated bars, permatetive srrangements of contect-
hml operating switches fo estadlish ons of 32 different circults to

the termizals of switchbosrd 7. It will be seen that persmtative arrange-
ments of the mtnct-l.mu as o the left or right positions will resuls .
in seleoting one of 32 peths for a current flowing from power source 20

%o the switohboard 7. The magnets 51 10 55 and their associated bars

51 $0 €5 may be replaced by multiple-contact relays well known in the ert.

Chaages, modirications end equivslent amngclnnanta are contemplated

within the scope o2 the invention as dafined by the eppended cle ims:
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I elaim :

1. Tn a cryptoeraph, 3 keybosrd comprieing e set of chn-mcter
elsments, end & corresponding set of signaling elemsnts in operative
electrical connection; means including & cipher rotor mecheniam for
warying the eonnections between the chareeter elemsnts ani the signalltgg
elexents, snid machaniam having a multiplicity of potentiel eoiphering
positions and being driven sequentially snd repetitively at a uniform
angsulsy velooity through all said positions, ench sompleate rewlution of
s214 rotor mechaniam constituting & eipbering cycle and each aeid eiphere
ing cycls corresponding to the time during which a key of the keyboard ias
depreassed; and means for selecting one of said potentisl ciphering posi-
tions to become the operetive ciphering position within & oiphering cycle.

2. In a ecryytocrsph, & keybonrd compriaing & sat of chnracter
elezents, and & corres~onding set of aigneling elements in operstive
eslectriosl connection ; a ciphnr rotor mechaniam for varying the connee-
tions bet=aen te character eloments and the aigneling elements, said
rotor mechanimm having & multiplicity of potentisl ciphering positions
and being driven sequentially and repstitively at & uniform anguler veloeity
through all said positions, esch complete rewolution of said rotor mechaniem
constituting a ciphering cycle and =ach said eiphering crele corresponding
to the time AQuring which a key of the koMm is depressed; means for
selecting one of said potential ciphering positions to become the operating
oiph~ring position within a eiphering cycle; snd means for verying the
selection with sucoessive ciphering eycles, the lotter corresponding to

successive depreasions of the keys of the keyhoard.
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d. In =m eryptograph, a keyboerd comprising s set of charsctay
olements and corresponding contects eleotricelly associated therewith ;
sn indicating msehenism oomprising a set of siganling elements corres-
ponding in number with 'the number of character elements and in eircuid
relation thsrewith ; means for esteblishing snd verying the electriecal
connections batween the eharscter elements and the signaling olements,
said meensg including » oipher rétor having therein a set of insnlated
eonductors, said rotor being capable of assuming & mmltiplicity of
potential eiphering positions; means for driving suié rotor sequentially
sad repetitively at a uniform angular wlocity through all s8id ciphering
positions; emch complete revolution of said rotor comstituting a cipher-
ing cyele and each said ciphering cyols corresponding to the time 2 key
of the keyboard is depressed; means for selecting ome of -nid potential
siphering positions 1t beoome the operative ciphering position whthin a
ciphering cyele, suld means comprising a distributor mwehanian and a brush
timed to ravolwe about the froe of seid Aistridutor synchronously with seid
rotor; a circuit ino'uding a relay, which when sctuated oonnacts the key-
board for operation, said relay being controlled through said cireuit
in which is included the bhrush of said distridutor moechbsnism ; a trenslator,
and a contact closed by saild translator; a set of cam wheels for controllinsg
said trenslator; 2nd n~uns for angularly displacing the respective cam wheels

of seid set with successive depressions of the kays of the keyboard.

4. In a oryptograph, a keyboard comprising & set of character

eleuents; an indicating nechanism eomprising 2 set of signaling elements,
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both sets of slements being in circuit reletiom ; a ciphsr rotor for ese
tablishing a multiplicity of comnections between the charscier slementa
and the signaling elements; means for driving said rotor sequentieslly
and repetitively through the entire series of such sonnections, the

time required for the rotor to pass through said series of comnections
sorresponding to an operating eycle; a Adistridbutor the face of which is

divided up into insulated segments corresponding in number with the number

of character elements, and having a brush sweeping seid segments synchron-
ously vitﬁ the rotor; a cam wheel mechanism for establishing a cipher key;

a translator mechanism for combining the effeets of ssid cam wheel mechanism;
a switchboerd for reducing the szid sffects to a number corresponding with
the number of cheracter elemsnts; a source of potential; and & relsy cone
trolled by the cam wheel mechanimm through the intemmediacy of said trans-
lator mechaniam and distributor for the purpose of connecting the keyboard

%0 said souroe at s 3slected instant within the operating eyele.

S. In a oryptograph, & keyboard eomprising character
elements, an indicating mechanism comprising signaling elements, and
a eipher rotor for establishing and sutometiocslly, rhythmically, and
sequantinlly werying the connections botween the character elsnents
and the signaling elements ; means for sslecting one of a set of said
gonnactions during the time a key of the keyboard is depressed; and

me-ns for verying the selection with successive depressions of the keys

of the keybdoard.

6. In & eryptograph, & cam=wheel mechenism for estahlishing

a8 cipﬁer key sequence consisting of permutations of a2 plurel-unit code; and
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means for translating the permutations set up in said code by said
sam~-wheel mechanism into a limited number of single-unit keying

gharacters.

%. In a eryptograph, a cem~wheel mechanism for estadlishing
& c¢ipher key sequence consisting of pe-mutetions of a plursl-unit cods;
means Tor translating the permutations sel up in said code dy said cam-
wheel mecheniam into a limited numder of single-unit keying charscters;

and a switchbhoard for reducing said keying charaoctera to a smaller number.

8. In 2 cryptograph which smploys a transletor aasembly
having permutation bars and stunt bers in opsrative e lectrical eonnection;
means for producing a reletively long cipher key sequence composed of
single~unit keying characters, sald means including a cam-wheel mechenism
for controlling ssid permutetion bars; a2 set of contectis contralled by
said stunt bers; and & distridutor provided with segments which are inm

slectrical connection with said eontacts.

9, In a eryptograph, which employs & transleator sssembly
heving persutetion barg and stunt bars in operstive slectirical conneotion;
msens fOr producing s relatively long cipher key sequence composed of
single-unit keying oharacters, szid means including a cesm-wheel mechanism
for controlling the parmutatior bars of said translator; a set of contacts
controlled by the ‘stunt bars of said translator; a eireuit irc uding a
switch board; and a distributor, the segments of which are connected to

said eontaots through seid ewitchboard for redueing the number of effects

obtainable from the translstor to the number of segments on the distributor.
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1C. In a cryptograph which employs & trenslator assembly include
ing permutstion bars and stunt bars in operstive sirouit arrengement ;
mesrs for producing a relstively long cipher key sequenca, ssid means
eampricing & can wheel meohenism for controlling seid permmtation dbars; a
set of controts controlled by said stunt bers; s switchboard; and a
distributor having segments in electriceal comneetion with said contects
through anid awi tchbosrd sdspted to reduce the aumber of effscts obtainable
from scid tremsletor to the number of segments om the diastributor, and to
vary the connsctions beiwasn the contscis of the translator and the segments

of the distributor.

1l. In a cryptogreph, a keyboard comprising = sat of charmcter
elaments; s corresponding set of sisnslinge slements, both seis of slensuts
Woing in operstive eleotrical eomci;ion ; a set of rotetable ciphering
cammutators for varying the oomnections dbetween the olwmracter elements
and the signaling elsments, sach of sxid commutetors having s multiplicity
of potentierl ciphering positions; mean= for zelcreting one or more of said
eommatators to funation as rotors; means for driving =aid s lectesd rotor
or 2ators sequentially and repstitively st & uniform enular velocity
through all of their potentiml cipheriny positiona, esch complete revoe
lution of said selsated rotor or rotors constituting a ciphrring cyele, snd
esch maid ¢iphering eycle corresponding to the time during which & key of
the keyboard is depressed; and means for sclecting one of =eid potential

ecipharing positions to becorw the opsretive ciphering position in said

ciphering oycle.
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12. In a cryptogrsph, a keyboerd comprising s set of chareater
elemonts; s corrssponding set 9! sigualing elemsnts, both sets of
elements being in operstive eleotricnl oconnection; a set of rotatadla
eiphering commutators for varying the connections betwesn the churacter
elements and the slgnaling elemsnts, esoh of anid commutators having a
muliiplicity of potentisl eipbering positions; means for selectively
opexuting one or more of said ocommut:itors as rotors, including means
Tor siriving the same sequentially snd repetitively nt s uniform angular
volocity through all of their potential eiphering positions, emch complete
revolution of smid s leoted rotor or rotors constituting & ciphering eyrcle
and ench said ciphering cyele eorresponding to the time during which a key
of the keyboard is depressed; means Tor selecting one of seid potentiml
eiphe~ing positions to baoonme the operetive ciphering position in seid
eiph-ring orcle; and means for varying the selection of said potential

¢iphering naosition with successive gcipharing cycles.

13. In e cryptorraph, s keyboard comprising a set of cherecter
#lements end & corresponding set of contacta. slectrieelly sgsocieted there-
with; an indienating mechaniam associated wilh the keyboerd and comprising a
set of simeling elomanis corresponding in numbar with the number of charego~
ter elenents of the keyboard; 2 circuit syctem including sajd sets of ele-
menta end a source of potentisl; means for automntieally, rhytlmically,
and sequentizlly estsblishing s multiplicity of sets of different peths
for tha psasage of elestries currents from the contécts of the Leybowurd to

$he signeling elements of the indicnting mechuniem; means for momentarily

selescting one 0~ suid sets of peths and simultaneously oconnecting the
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common teraminal of the set of econtreta of the keyboard to maid source so
that‘an electric current initiated by depresaing ome of the keys of the
keyboard will flow¥ along one of ithe paths in sald selected set of paths
to one of the signaling elements of the indicuting mechenism; and means
for varying snid momentsry selecotion of a set of said puths with successiwe

depressions of ths ksys of the keyboari.

l4. In a oryptograph, & keybomrd comprising a set of cuarscter
elecanig urd 8 corresponding set of contacts electricelly asaccieted with
the character elez:ents; an. indiceting mechanism aasocianted with said keybomrd
and comprising & corresponding set of signeling elenents; multiple sets of
electriec conductors, end maesnus for rhyth_m!cauy and sequentially intorposing
said conductors between maid kevboard snd seid {ndicetiig mechunism; meens
for selecting one of said seis of conductors end establishing operative
sloctrionl connections betwsen the contects of vaid keyborrd snd the ni'znal-
ing elenante of seid indicuting mochaniem; snd means for warving seid seleo-

tion irregulsrly and xith successive de-ressions of the keys of anid keyboard.

15. In a cryptograph, & %evborrd comprising charscter
elenents; & corresponding s-t of signaling elements in & potentially opera~
tive electrical connegtion =ith ' keyhoeri; mecnsg comprieing & rointable
commutator for verying the gonnections between the kayboanrd elements ani
the signsling slements; & motor to rotate the commutetor st e comstant
speed, each complote revolution of the eommutstor comprising one opereting
eycle during which the keyboard may be operated in enciphering or deciphoring;

& cem~wheel mechenimn comprising s set of cam-bearing rotateble meubers;

mesns for angularly displacing the cam-besring members upon operation of the
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keybosrd; a a=t of contmct levers and mssociated contacts controlled dy
the cam-wheel mochenism; & trapslator mechaniam controlied by the cam-wheel
mechenism for combining the effeats of the ¢am~controlled contacts and
causing ibe selection of one of a plurality of eipher-keying circuits; a
switchboard for reducing the plurelity of cipher-keying circuits %o a
nusher of cirsuits corre-ponding with the nuuber of sharccter slements of
the keyhoard; a diastributor comprising a plurality of insulsted segyments
eorresponding in number with the number of oleracter elements of the
keyboard and comnected % ouns side of the switchboard; a brush emm carrying
a brush which sweeps over the segsents ¢f the dietribusor, the brush arm
beinz keyed to the seme shaft on which the commutator is rotzted so that
the commtnator snd the brush on the distribvutor face rotate symchronously;
end & ™ lay controlled by seid distributor for conmecting the keyboard to a
poxer couree for a specific inatant in the operating cycle, said instant

being Zetermined by the ciph»r-lgcy combination eutublished by the cam-wheel

nechaniaa;

16. In & eryptogreaph, a 'eyboard comprising & set of chameter
elenonts with ussociated contacts; an indicating mechanimm electrically
associnted with the keybourd and comprising a sorresponding set of signaling
elements; mesus for connscting the comtacts wit: the signaling elements
gnd for warying seid eonmectiona sequentially and rhythmically in a multi-
plicity of ways, suld means comprising stators and including eiphering
rotors which are interposed hotuaen pairs of seid stators snd which have a
muliiplicity of potentially-oper: tive ciphering positions with respest to
said stators; & shaft garrying ssid rotora; means for roiating one or more

of said rotors st a constent sngular velocity; meens for momentiarily
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oon?écti,?g the common terminal of the contaets of the keyboerd in eirecuit
uiytio';';‘lwhon said selested rotors have reached a selected cipharing
pqllihtion, thus m‘nitnng the selected siphering positiom of the rotors to
“‘;7 as the operative aiphering poaition; and means for warying the seleo~
,tio; of the driven rotors amd of their operative eiphering position with

\ sugtessive depressions of the keys of the keyboard.

17. In a eryptogreph including a keyboard somprising a set of ¥
/; sharascter slements and & sorresponding set of sigaaling elements; nfomut
| syslem including & source of potential ; means for conmecting the keyboard
to"nm source for the purpose of sastadlishing operative eleoctrical conneo-
sion detween the keyboard and the aignaling elements, said means bdeing
sctuated only during & specific time-interval within a set of equal time-

intervals into which each oycle of keyboard operation is divisidle.

18. TIn a eryptorraph includimg a kesboard comprising a s=t of
ohsreseter elements and a corruponding'mt of signeling elements; e circuit
system including a source of poterntial ; meens for connecting the keybdboard
to smid source for the purpose of astablishing operntive electrieal connec-
tion betwesn the keyhoard and the signaling elements, scid means being
actuated only during a specific time-intervel within a set of e~nal time-

intsrvals into which each eycle of keyboard operation is divisiblej and

weans for chamging the successive astusting time-intervale.
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