
e:set&l 

X. t'roblen pre!!ented 

lh&.t. 1• t.h-. aecurit7 ot enciphered intern.l retsrencesa 
~turet1 addressee, &nd me•sage numbers? 

n. ?acts bear.l.ng on th• cue 

1. a.,tereneeaa aicnature• md a.d.dreaeee are buried in the JUtiUJqe 

text and -mci,phered in the eue •7etem as the text. propel '• 

a. Xt ia poeeible to predict the internal references on the basis 
~~ external eharacteristioe of the traffics 

a. li&naturee and addnsaes can be predicted t:ran tho a1.ations 
ot ortain and d.eatln.:l t.ion. 

'-· .Ke••e&e numbe:t-a can be predicted ll"'OIl the tile date/1.ime 

'· Jl•thoda ot i-.olatiniJ; references tl'Oll. the text proper tend to 
beeo.e atereotT.Ped. 

lii. nla~aion 

See in.cloeure 

:tV, Conclu•ions 

Pnt•nt method ot enciphering references :h eryptographioall;r 
inaeeure. 

V. leCOillllendationa 

l. 'the rules ot eco~ ahoul.d be _..,haah:ed to all persons 
J+~JJt>niible for inserting references in m.ese&ge'l. 

a. ~~breyiationa ahould be uaed wbereTer feasible • 

'· A ••oial addre•• and eignatun code directory should ~ prepared 
ant! u.eed in conjunction with the eame S)"atea used to enc pher the 
text proper. 

peclassified and approved for release by NSA on 09-23-2013 pursuant to E.O. 1352§ 
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fte .Ore! £!1erease• 1• used in \hie at.ucb' to include tboae 1t.au which 

are not an int.ecral pari. of t.he iDtonaatJ.onal cont.enta ot ••••11us1 but. 

Wblch a.N added for routl~tt, uxt iden.t.i f)iD& jmr.poses. Reter.r.cee U7 be 

atemal to the meaeace text or int.emal. !hey a~q be enclpherecl or in 

tbo cl~. · UDder present U. s. A:ftq proee!U'!'es, eneiphered inton1al 

refe1"enceli consj at. of addrer.aea, e!cnat.u:rea, and aesease 1'1\lliberu.l 

Unanolphered extemal reference• conalet. of part. lndlcation~ a7at. 
' 

J.Qdl.oation, oall sipa, tranaiaalon inetruct!one _. 1roup count, 1Uld tile 

date-ttae. 

• a • n r ttl Z' 1 :q'£ A H·---

lx. t.he appmdix to t.bla at.uq an INIIIPl• Nferencee of actual t.l"&l't1c ll"''&a 
U. S.\hweat. raaitle A1"M, t.he Wori.h At'rican Area, •roJ.tean lre1.1 the U. S. •v. and t.he Brlt:bh. A COI'llli4erat1on. ot aever&l. or th• will 1erYe to d9-
aer!be 'lith• rmt!eatlona in"'Il'Yed 1n the t.eru add"•···· •1£nat.u"ea, and 
....a~~.--IDibera. !be tollowinc ••sac• UlWit.rate• a basic t;rpe ot reference' 

PQeltl cRARtlF. ~ T.rO FIVt. SEVEX z.&.'ll() FD' CHC6 S~A sdu irlCAnTRUR TO CHIEP 
at sT.\71 •a tSPa\M'fll!M r AREB 

n 87 be &nal,rced .. f9llow•• 

••ace Duabera Cf{,\ftttt 'l'JO or:~o PlVi StVER i:ERO ( C-22S70) 
Ot1Jlftat!ng oltice1 QHQ SWPA 
llpature of sending autborlt.:ra ~D IU.CAlmttnt 
11Mree11 10 CHI:F 01' 3TAP7 -.7A& OiPAI'lY~:.NT 

,._ basic toe M¥ be ~~~~pli.tied in .-rv ..-aye. 'fbi adch·eas 1147 1: e aupented 
to tnel.ude \.he chain ot CCXil!lSDd1 to inolude relq 1ut.l"'..act1one1 etc. Th1a 
1• Uluatrated in the tollcnd.na reference• 

PAUl CG HQ fHIRD SVC carm AS7 IALTDIJHE A!'l' m:, sgc Ar.n ImELL :>lV PASS !0 
00 PHILltc.PHI~ ORORAJCZ D!SftiCT PRl:t..\D&lP11IA P:&JM PROV TERRY t:SG lfR FOUR 
aao m PAIIII 
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Certain "terence& are •••ential tor routine and ident.lt,iDc J:urpo•••· 
!hq are •c1phezoed becauae thq nftect. the battle order and orsar iation 

ot the U. S. 4ftr7. ' ecaplete lcco1rl~e of rete:rencea would actua) l7 'N 

a p:leture of the U. s. U., u apreaae4 1D !tfl aipal COiraunieaticn BJ"•t•. 
W~cee an aleo enoiphered bocauae a c:lear Tetosioa1F01.lld provicte en.,­

trattic az.:l,r•t• and CJ7Ptana.l.r.Jt..:~ 1d ttl clues tor intarpr..,t.ing W!lf aolrl.n& 

ov t.rattle. 

S.RYer1 there are cert.a1n dqera inherent in the YV7 tact ot .ndphe.z­

Uilt,. :rt will be the purpos., of' t.hie ,.er to 8pecitical.l7 analp·• those 

· daupn, el! to propose certain changes which w.lU alloviate t.boae daiJcer•. 

tt. 11 rwcocn!sed. that the probltr. unc!or cone1.r!erat.~on i• incx~rlcab17 

Ued. up with the concatenation ot aecurity ot all co~unlo~tions procedureeJ 

and that t.he aecurl.ty ot u;r apcclfic procedure is depenr'ent 1n a sreater or 

, • m vsst t -· v •v • n at ... ---------

1 (cont.•d) 
A.na17a!.a of' thie reference ian 

~··· --4iate recipiet 1 CC H;; MRJ> SVC COJ'D ASF BAl. 'l'IJIO:RE 
m.Uu.t.e nclpienia Aft DIR SIC A'l1) Drl"iLL DIV 
le1q iMtruct!.onal PAS~ TO CO FHILADtl PHIA ORDN'AiiC?. MSTFIC'f 

PlfltADELFHIA Pill 

!be aipat.u.re --r al110 be aupented to include the l'UIIU ot the orlainatina 
ott:lee:r azul t.he chain of' eamr.anc.' u in the tollowint: retP.rcmee: 

PABW l'R011 roCJti'M'r.E TO AIW()LD ~ SPA.A'l'Z {l~A.I!)! EIGH! f';:() -no SJo:\D EIGHT) 
ltQtD.'D Ji:ISEIHOY11t'fl tt.F.PERP.WC!:! WAitt !lflfi,E ZF.RO ~.EE SEVEJI FIVE IIAY l'IIST PAREI 

:tt. abould be notecl that t.he set. of references 1• eont.ained. ld.tlain PAREII' •••• 
PAJD. hneUonir~~ u u adjunet to tbe e1,cnat.uJ"e 1a t.htt aoabol .t'or a branch 
or $partlaent. .Ill u.apl•• 

PAJtrlt em SFSI£ IICtf.S CSlCO PARER 

rJDalq1 reterenoea U7 c:onta1n the d1etr.lbuUon ot a aartaqet 

PASS !0 C) RECIPTIC* S!ATIOR POR'l' C&OROt.: DADE VAtm.AID PD ALSO J· X)Jf.D TO 
CRtE1 OF '1*JWISPOtt'fATIOII \USB D C C11A CG ASP WASH D C CO Rn'SC EIJroliTON ALTA 
Pdll 
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lester degree on the aecurit:r of every ot.hor procedure. 'ftl.ue, chqea 

in pl'Ocedaree invol•ina eill ei&na, fftl(\uenaie•~ .nc1phement. ot qat• 

1nd1catoro
1 

etc., would very 1reat.~ atfeet. the anal7sie of enCiJ'bered 

dferebaes. llot.wit.bat.anc:lin£, there are cert.ain aoditicat.ion• whl ab can 

be a4epted. to t.he enciphered references ..tlicb .Ul .U.tna.te IlOilo• ot the 

di1advantaae• inbennt in the preaetlt pNeedu':"Q • 

... ,_ 
-----
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PAATI 
Preeent Procedure 

,.._ preaent. practice in reaud to int&mal reteronc-es 1e io b1U7 \ha 

~the~ in \.he aos•a,ce te.A.t. u.d mc1pher t.h• in the ••• •71·t.ft '1111\.ch 1• 

uaec! t.o encipla~r the meaeqe text 1t.aelt. 

tho OJ!'7Ptanal.7Uc vulnerabU1t7 ot such practice 1• •11 l1'1011D. The 

Mce Nferences - due t.o t.he nAt.ur• Q/ ca.aunicatbn - .r.re uaecl aeain and 

trC&tn, V'.d const.it~t.e a atere~t.»e.2 Ae auch, thq provitie encn,y ar.JPt.­

axaal¥•\a with probable wont. tor att.aakin,s our qet.lq. Howevur, 1t 1a not 

oal.f BIICeaaaey for the Cl81V cr,ptanal.7eta to 'know what j)J'Ob&b}.e Wrda to 

tr;r, but also !A what aeaooges to t.r7 tbaaJ for probable words cannot. be 

tried 1n li"le'Q -•sage. the 1reat vol1ae ot traffic Nuet. be d••l:l.mtted. 

11ae wlnerabilit;,r of enaiphered MlerenCel ia not tt1at. t.he,J U.et., DOt that. 

caz-t.dn wor& are pNbableJ but. that it ie poeaible \o f!t. .. eoVfW 1rhieh 

... latt oont.aina & ,r-art:lcular nterer.ce or •.t. ot Nrl'l!"EEneou • ~ this 

S.a the orux ot t.he preaent etu<J7. All ~s1e which follow• ~ • 'ba•ed 

ora tMt theaia. 

lp•eft1call71 the eecuri t7 diead'l'antages ot ene!phered reference• 

Yftd.er the preaent procedure re•ul t from. two ttOUrces r 

(1) Deduction• thnt can be aade tro. a correlation ot cel~&in external 

teatarea ot the tranlldt.ted tom. ol tho meas~e to the enciphered 

nteracea. 

lih:t i~ ·-r:i; ~eterr~d to ;.. ater;,t1Pe begi.vrl.nf. .. and end:.ngs are 1nt1n1-
\nllaal ia illfJC)rta .. 1ce when compared to t.ne stereotype ot re.t'eruncea. .Ut.houah 
caiiJLOil 'bepnninsa and encSiDC• II&J be composed ot • tr.,q,u.ent ~:re.ph,. a mrd,. 
or at .o1t a 1~10rt phra•e, enciphered references U7 O'lnat1tut•• a paracraph., 
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(2) Ouduct.lon• Vl•t. ct.n bo Mdo t!'Oil the eoJ"Nl•tlon ot kr owled&• ot 

,.teren.coe ot a 110lY~d ..,..t. ldtb t.ht~~ rotercneea of au un.a~lftd. 

••to:;.l 

lll&t. are the f&llrrelati!)ne \hat c.an b• .. de bet.ner:. u.temal feat\U'el 

of t.l::.a t.n.na.itt.ecl tom ot t.h• ...... and enc!pl..erec1 rot.-re.I'!Cet a 

!he,t aret 

t. 0Drftlat.1on bet.nen at.a.tion or orlc1a ad hrtemal •.tanatlll"'e • 

.tt.. Cernla\1on between nat.icm of dest.lut.1on end lnt.enaal ad.clre•••.•· 

m. Correlat!f.>n betlietft tU• dl!t.e/thio uu! 1nt«·rr:al ...... Jllllb•r•. 

j;,; ·::·~ecu;~~7 ~t Ut~ 'ii~~ ~;;e will be acr.d-;;~:t"Ta;.;;. piipcr. 1be 
~ lnvol.Ye• t.lut equat.ln« ot Nforer,ces ot oae •~:a witt: references ot 
...,t.ber et~t.• CJr. t..he b&ai• ot extemal ellaraet.el"iatlen or the •••MA•• in 
tps\:l.on. The Nlat1on•h1p ot stema.l charact.e1"1•Uca to each other 115.11 be 
41Nlt. with In anot'tt.,:r- atuct.T. ?he •eoand aouree bzointrt '41 t.hct !tea ot d1tte:r­
.U.t~ort 1n reterenoe proc:edutea ksed on t.ho HCt.lJ'i'\,y ot apte•J that. ia, 
lt tho -=• ,?ra-c..t..ares U$ f1Hd td.t.h .:Jc~:u u with Slr.ct1't, lf2C.-5, IQ~t, and 
8 !'a! Code., an ab111 tT t:) rc.a.1 •asage!I!J in IQ.~A or 1n '!..!) Te-l rode 110uld. pro­
'f'l4• tl.ue• t.Jr 'rOO:.di"£ tt~e JJ.cher &ftde 3;f8l.CS. • .lf it could be 4ef.endne-d which J 

~·· U8Gd tho ~· rofe~es. Consl~er the tollonin& tno ro!erenc~s. 
!tae tint. wu ..a. in a S!ceul! ••sap ot 1'\prll l2J t.bP. socond in A ~IOA.a-' 
••ace ot At>rl.l 23. Xt tile first mesaac;e llrU read, and. it co\lld be r.1apected 
~ ~ernAl eheract~ria\ica tha~ ~ almilar eet ~~ reteror.ces WtJo 1n ~~ 
.weond M•&'l"'~ ~~.n the tlrst. oould be u.aed ae a e:rib tor ~ a.aond, 

lpril 21 (trc= _."'VJ) Seat.Ue '::uh to CO 3r<J SVC Cad lllll.U110re} !)OCUJI 

P.AIFI R£L\! BY .i.CS :.:i,.i.T'i'Li nt\11 ftldtt.i. Q:.ib!A~iJlllO f':,I~ib1!:fa AJ.S fU Sl'fi'll 
ID! ~ :..::.v-i!: Jl'1t"!a ~D !ULTD!v!lf Pi.S.S 'lO CO ai..C~:J•TI,'fl 5'f.\TI:lf PORT GtOtO~ 
81Di 1Wr!t,.t-;~ ~D ,J,f.r) lt.:ZJ."I\.!'::0 !0 ~n:~ OF Tl;.;~POiil7..\TlOtJ •ASH D C CKA CO 
,., WASP. 0 C Ql,.. CG RWSC n'tlCNro1i 411ti. .PA.'l.FJJ 

April 2) (:I'WI :-V!l, kt cr; Third !VC tad !a.lt~N :::IU71-nd) ~m.!~ 

PD ra ftL!i~ Cw.:tllt,'tf)JlfQ 'F'J;.F ~StV:-li 'iVt: Si.'Yf_. .al EmT Er·T P.!JtL'If!' P!l PAID 
Bl.a:D SVC cam PASS ro CO J.ZCSPfl\)N ..tT ... naH fUR? r.r.Of.{;'. illi-.AO... !:J.JiUA.IfD ISO 
GIICliA.f.:D P.UWJE:. At:. ~:i CHid UP TRA:I:';ro!'!Tn."ff;JN ·,f;.~:HIOOT..>:'t 0 C c.:fA CG 
Ar lAd D C GilA CO HIIS.l SDI1..:trl'ON C}f.~ C'JJKAN~IJiG \ifPICe.~ ~CEPTIOR S,..A!Ioti 
1011! Cir.OP.Gr. flEA.tjf. JlAJllt.:.Ji• . .ND C.)::'..;,~r:riOO G.tlfi. .o ... 1. 'fti.IR!l 3t;lVlCi:. CV!:nUJID 
UL!XMOP.:. t!r..:tn Aft£. ;: .iiUi:l 

_,_ 
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!be eod:d.natton ot t.be" eonelat.ions fora a ccapoa1te ot intormat!.on that 

._ be ued • a OJ7P't.arlal.7tio wedc•• !here 1• &1110 an addltion&l ..,unt. 

ot btaN&t.ion pm'dded bJ' tbe deduction• ha•ed on I. tt, and I!I. !tda 

w1U be CODid.HNd Ul 

rt. dD11at.eru 1ntoruti.on pl'OT!ded b:r I. It, and ttl. 

•• the length of the; Nf8Nncaa 1n a •1ncl• aeasage 

1». the poai t1on of nteret1cea in the aaaage 

• 1. Mthod.1 of 1•ol.atiD£ nte:rencea trom the t•to. pr-..1per 

t. CorrelaUon bet:ween atation ot oricin and internal e1gn.aturea. 

I.Dtemal ai&Mtures M7 consist of the name ot t.."te originating o.ttJ.cer 

OJ- ottice, \b• namts ot the officers in the ohain ot C012'1i\.nc1 and t ,. names 

ot tbe aendlns authorit,y.4 

'Ike staU.on ot origin at. present can be detendned hor::t. the uaa of l'ised 

clear odl .tpus, .,_ch are allocated in a d.tftnite relat1oneh1p t.:» tlut area 

ill which \be •tat.ion 1• located. 4a 

lt. 1• neaesea17 to 1mow" whett£er the call alp or the aendJJJ,c s~tion 11 

the oal1 alp of the oriainat.ing st.aUonJ tor the aeaeace- f1A1 be 111t.ercepted 

on the -eontf 1• ot a rela,y. Rcnrner, t.ran..i tt!aa in•ti"U.ction• lfbich occur 

1n cleiU" pl"D""ide a aheck on tbia Jo'f01nt.. 

TU •icnat.ure ot 'the •ea.d1aa autho!'!.t7 ie the aOdiiBA!ldins of'tieer ot the 

area. Ill• ume 1• OGIZaOn. kDD•l•d&• cad Qluallt appean in rne't7 ••••• trom 

a &1Yen •t.Uon. Ollt of 30 (al.aoat oonoeau.t.iYe) ae•saaea aaained f'l"'til S'IPA 

• eamed t.ho alpat11re JIACAR'I'HURJ 1& wttN SCD !fACAh'T»UR • 4 were SlO!mD 

4it;i.hi*;1Uah ;.;oc~du~~; ';~. n~t ll&•;:rti~e~t name; ~-.. ~~;turea. 
!he7 are OMitted altogether. 

ltanda ia 1D arut. contrast to the Oeftlan use ot a&ll al£ns which c~e d..U~ 
ti'Niipecti-.e ot frequenc:r ehanc•· r~ U. s. Jla'71 call .tgns of rorees afloat 
.,.. Mrmal17 enc1pheredJ o&l.l aigns of •borG activit.ies arc uauall1 not en­
e!phered. 

SIC It! I 
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WACAR'mlJl, Dad 8 .. ,.. 'PIOM IIACAR'fttUR. Ol:lt. ot j2 aesae&ea euaine:l tra the 

•rth AtricAD AJoea, 16 WN SIOK!D WILBCIIJ and l4 .. r. S.IGBill Dr-:VIRS.S O\t1; 

et '1 ••A£•• ...S.ned .trom tho European area, all )7 eontainec! !l:SEIHOWER. 

Xt. la al80 poe•1ble to uke a aorrelation between t.he .t.ati'ln of or!ain 

uti \M or!sinatina otlicer and cha!n ot co:amand, but not. from c1ll •icu 

alone. !be ao:rral.at.ion IIU81. be worked out in conjunction with s)·•ta used, 

el.asa1ticat1on, kind ot traffic, length of aessage, rue date/t1Jne, etc. Hcnr­

enr, al:S. these items are aftilable on intercept. '!'he de~ree ot ditticult,­

ln aak!n,c · t.hie klnd ot correlation depends on a knowledge ot bati.le order 

an4 trattic aaal7•1•. 

hw •Sanat.ure• other than JUCAFt.rP.tnt appear 1n the ,30 ••••age·• ti.XIIIdned 

traa S':iPAJ honwer, there were 20 uee ot GH~ S\\'PA u the or!cinatiug otfice 

.n4 1 iDetanae ot 00 USAFFE. 

the Da418 ot Y&ri.oua onainating otficere - SAWBP.XDOE .... SnTZJR ••• JI:A.UCH 
-· 

•• tiiOUNTFo:RD ••• - appear 1n the aeesac•• trora lorth Atrica in conjunction wtth 

the •lp.tur. 'llt.SON or DP.VERCJ. TheN were 110 rep.tit.ions. On the other hand1 

the b.ra.ncb or department •1mbole 111 the Jortb African m.essacea ~an be plotted 

U4 eonalat.ed. with the eipature of the aendina autho:rit7. D:&\ERS uaea ·~ 

'-ola that bepn IA--J WilSON usee •:J~tbola t.hat 'bqin FH--. 'ft.ue there are 7 

!natances ot CT.TK IAAGE1 4 1n1tances of CITE JAOAP, etc. il'l tho DEVERS aeeaagea. 

'!here ar. ' iD•tancae ot CITE rHKOS. 2 1Detancee of m·:w, etc.$ in the WILSCB' 

... aq.-... ' 
rlii!IIIRR ··- 8 I J 1 II I I I ., ' llil l I &1 II .... 

SC:lpher t.ra.t'tic on tbie aeries wu not available eo study could not be ude ot 
conrelat1on between ext.ernal characteristics of t.he aeseqes in an effort to 
predict. precisel.7 wh! ch •ign:ature waa :1n a &1 ven aeseage. 

6~-v.ER1 S 11Mbol R.\--- undoubtedlJ oomsa from N orth A frica. WijSCN'S FH--­
aq- be the PH of AFTI-1. The l&•t t.hJoc,e letters of the •1Dlbol are a tri&raph 
probably representing the branch ot ~ .. he service. 'l'lnla Fffi:JIG ie pl'Obab~ 
II:Jiineera J FHSIG 1• probablf SiFAl Corps. 

L ' 

S!Cft!! 
-'I-
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al14 chain of ·---.rs.s.. !bls ie •ftO'ItD ve:ey cleari, in the Appell~ .X. %# addi­

\!oD to 'BISDP.O-~'l, which arpears 1D &1.1 37 aeaaacee, w find l!i oecunencee 

et PJtCJl LEI&) 6 occuJTancos or P'lnl SPAATZJ 4 occurrene".!! ot !"RO!£ COBSiJ 2 

:a. CDrrwlation between lltatl~n ot destination and intemal ad•lreaeoe. 

Aelllis11es canaiat of the nama ot t.he ult1Mt.c nc1p1.ent.,th•• chain of 

__..and, t.be haediate recipiont., relq inat..ructions, and the d!.nr1but1on 

·~ tba •••ac•• Jlo all or t.heae ite~~a are oontalned in &r'l¥ one ••••&£•. 
b Sa· the prerlous correlation, the facta a.re a 

(1) Clear vall ·~• and c:lear traniDi ttinc inatlouotiorls delineate the 

-...t1on or 4eetination • ., 

(2) The loaation ot the etatioD ot destination is clet.el'Dl!ued b,y the 

pocraphioal •••1anaent of call a:lpa. 

(') A mowled,ge ot 'battle order f\uou1eh• :J.ntei'D&l addresues and the 

eozorolation between the station ot deat.ination and in1.emal addneees 

...._... in the Appendix have been eur.JIIIIined tor atereot;w1!4l ac.tdreeeea. 

Ill the cuo ot eaeb ••••a.tte1 t.he ul.tiu.te de•t.ination ia ~AR.. 111 t.he 30 ...... 

~~ Uiliiidned COlU:rt.£ into WAR tro&~ SWPA, the tollcmin.r: a:re BOI:lo ot the in­

tenia]. addreeMa noted• 

mru:.: l'Ofi01ilnr; -rJi)tc&!" ra!&i ....... , the citli idiisof tbe' ":.!ra£ iec ShOW1
1 

AID V JF6 T-!FR 

AlP 1• tbe etation oallect, and in tide eaee ie the NlaJ etatiou with 1n•truc­
t.lona to t.ranaait the aeaaage to D'R. Bl'6 is the etat.ion ot orJ-aln. When A2D 
t,rahlll1ts the •••&&• to 1Pi1 the call •itn• •howr 

m v A2o A-11'6 

udioatlnc that 1t ia a N1.q ••••aa• and that tho orlginator 1u BF6 

liCit!! .e ... 
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1'0 ACI'iAI - 12 

IJO AC'iAl 1USHI~tOU- 4 

!0 A(t'JAP. l!WO ATC WASHilfeTCll - ' 

to Clltl\1' OP :StAPF WAR SPAMtraf'f - 7 

10 CHX&F C1' ;TAP, WA.SHINrrTON J) C - 1 . 
S CRlu SIC'.rPfAl OPPIC&R iiASRiffCTOI' 0 C POR GENFft~f l'IG..im - :~ 

fOR JIARSitAU. -2 

lt. CM be Men that. 'ltJ Aa.¥Ak occura 19 Uua, (or 1n •r• t.han .50C ot the 

... •-.••) -.etbles 'bT iteelt and aaD.otiae:- enhanced. Cut of the 32 Mll­

..,.1 C!OdiDg blto WAit lroa lorlh At1"1c:ma Area, Aa.tAB. oc~ura 2J tiaea u &a 

addreaa or &IS part of an ad4reas. ••aasaa troa t.ba luropean Ar• • do not 

atd\S t. 81lJ aenaral at.ereot.79e in addroea. Perhapa it the cipher trattic were 

avdlable 1 t would be pos•ible to aake acme epecitic oorl"tilation. for 

G:M,plet t."l AIII'VLD occuN 4 t.Saea. U :l.t ftre po•dble to diat1nau1ah air 

trattir:, a deftoit.e aorr.lation ad.aht be tounc.t between t1P• of t.ratfic allCl 

tb• addreaa, to Arat:JJ.ll. 

lh• cr,v.ptanal,tic vulnerabilit1 ot the correlation between atation ot 

deat.ine.tlon and ·&dd.reaaes 1• "fit.al.l.T allOlfD in the Japm~sV~ ~ :-ret•• which 

wre an extc!naU-1 eno1rhared D.ddnea (ATB) and • eeparate aode bcolt to diaaut•• 

the deat!n•ticm (~A). the clear dest,ination auat first. be dett•nained. 

lattle order and ttro·,.ledge ot put traffic pzoovidea probable addressee. 

5olu\.ion 1• 'b&~Sed on a corralat.ion between the .\te eel the "1'17a. 

Ill IIOIIl•! Jap t.rs!i"ia &lao, Ute di•tr.l.but.ion ot t.he m.eueage i:1 enciphered 

1n:t.ermUl.71 u•in& the eaae qat• as the text it.salt. '!hi• eone~dtutee one 

ot the I!IDst 1mportant CJ7Pta.nalytlc 'ftdaes. 

·9-
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~he :relq aus14:e pl'eSenta ~rta.t.n d:lttei'Glicee ot its own. A nla7 

MCUJ'I whtn there ie DO ctire~t. toru'~Wllc&tion abar..nel bet11oen tJus nation of 

orlain and et&t.18n ot detttinat!on. The 118188.4• 111ust t~n be rcut.ed through 

.a. 1litanaett1ary et.atlon that t.ae a d:ll"ect channel with both. Uw "lq 

•--.r• per.d.ts not onl.7 t.hc cornlation of atat1on. of" rlest1nei1on 'With 

!A~e~ ~tr.~•~•, but aleo per..lts a aorrelation ~twoen the rel.r 

at.a.Uon and rel.q inet.nctions ea~o1;rhered intem.a!.ly ln \he •••a&•• It 

la on "1_, tra.ttic, ~reovc:r, thl\t c:rose-s.,Yst.c. du.pUcatea M) be undJ 

fer the 111.tbl.a.te recipient 11A'1 caot. have t..he ••• qate :a aa th6 DrlJ1,nat.1nc 

ettlco. T'hl• fi'.A7 1."JJ)osa the resj,onsibillt..; of pa.ra~braeln£ on the Nlq 

Rat1Qn. 

ltt. Correlat1,on betwuen t1l.• dat.e/tiae and intern.;.l :HSSace n.111b•r•. 

St• t!le d4te/t1'1le &roup 1• plaeed in the cloar ln the praas.ble of the 

... •ace.• ~ arisin~t.!ns een'ter MUa.t. file aessaaes 1-l&ical.ly ·i.n or~r 
to t!nd \hem acainJ \ho r.ecip111nt. Jlll&t haY$ a •Slapl.e and ccm"fallent. manner 

et raf•rrba to any particular aess~e. Hence, mes~ac• n-=b~r.s an ••tdcnod 

la Hrial order. It 1" because ot th1' •eda!!:t:' t'!lat. a diNct. C<'l!"l"el&tiou 

1s po!s1bl1!1 betw•n tbe tile date/t.inlo and internal aena;r,zo m.tberuJ it. 1a 

D&t. a dlsadvant~e due \o tte file date/t.il!s in t~s cl~l&l"• fr;;r 1.bo trana1tt.al 

date/tlae or Ua.- cr,y..,t.os..-aphic date wcr..utJ be prae.t1cal, 7 u ftlj d in u.1d..na 

\be ~e cor~alation. 

•... ~endlx II. 

..1o-

-----·------. .. ------------------- ·-------____________________________ ............ ... 
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lt ie poea1ble \o aaetcn ••••as• DUJBhen 1D 1101ae 111anner oth•r tJJan 

.. !'ial. order, 'but not. too teaalble. Sel"ial ll\Bber• u •uch are raot u•ed 

'b7 tile u. a. I•YJ· Instead, the d&\e/t.ble voup or a Mel88~!8 funct1one 

U it• aeBS&.f:8 ftU."'!lber. 9 

. !h• Ye1'7 tact. that there ie a detiaite orde1' to ir..tcrnal ••••~£• 

JlUIIIhal."a prov.!.de$ a crypt.an&l;rtie attack. Tbe dd.l;y ave.rc..ge GO\IIlt of traffic 

baa a d:nn center can be a•certainad; and the approxi.Ret.e ile&s~&e nuaber 

can ba- prcd.iat.ed. lt ~ message tram tbe oJ"1&inatiQ£ center has been 

l'lt&d, it• 13-Ul!lbe:r can be used u a point ot departure tor aal.culftt.ion. If 

DD aeslll.£e has been read, it ie aeiJ\Imed that. nu:aher.l.nc begins oYer acatn 

on or abcut Janua17 1 or each year. 

t.t. u.a oonslder tho retorer.cee or 4 e.ctual aeeMf:c a :~electe :l at random, -. 
and att~t to cor~lata the tile datu aith 1nt~rnal n4Bbar. ·-· •hall leave 

t.he tile U.e out o! our COlUdderation • 

.april 18 
PAID i:AIX r::o FOUR 100R BIID:. n•rE SPT~ SZVfiJI SIX NAUGHt PROM SCIIr;ltV!Lt 
ti:IRD SVC COKD PASS Ul.TDrvll:. StiD P03 FOii. ACtluH nJHi,Ji,:; fAJIUI 24499 

lprll 21. 
Jj&J ;·m ra-o FIVE III£ FOUR THREZ ~ROil :S.Jl.!1.. :il' .\C'l'I~ 'DUo. ll.lJUfAt! 
111£84' !PSTP Rl"T SPSTr- PAREN 2S943 

lltr11 22 
PAJIE!I 1/J'Il t .. o SIX FOUit 'NO f:.O S.r'fC':' HPT ~P'l\h !i!GHT i'IVl£ Jll noJl 
IQ:.t-SllYiLT. TRIRD ... ERVICl' CCP"~.\1110 PJ.3S '1'0. BALTDluRK P03 !PT r)i PAR&'f 

- 26422 

lvppooa we bad at our d1epoaal o~ the tl!O aeaa6£es of .Aprll l8 and 

April 21. 1o .:et \he dail.; avarate, we take the clitterer.a.ce be\.tnen 25943 and 

9a;.;,~;:\i~n• In~lnlction•,. U. s. Nav,r, 19.44• li1JC Par·:· 2038:--.rhie pro­
e•dure nee••d tate a tala a t.ille on 2nd, 3rd, 4t.h - parte ot a aeancoJ 
to-r part. indication ia encipt~eNd • . 
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14499 and dlvide b,- 3. The rNUlt 1• 481. This da1l.J av•Ni'• DOW booQII.OI 

a :f&rclst.ick 11ith -.;h1ch to P"dict other me••a&• nWIIbera, To a.,proxtm.ate 

the numbers on April 22. add about. ~00 t.o 2642.~.. Rae! w ad4od 481 - the 

daily aver<:,£e as cletendned betweetl 'Lbe aesa.qes ot April 18 and 21. we 

WO'I2l.d haV6 bectn Onl.7 2 ott. f'or the clifference betwee!\ 264~2 aad 2594) 18 

479U 1 !hi a i~ pheno:~.enal. So precise & predict.ion 1• generaJ~ impoasible 

tJ'Dal lara\3 centora. In larao center.a., a prediction will be aat1at1ed with 

a V&riance ot 1001 fo:rgE::tting about. the units and tens posltior entirel7. 

U • ~e the dAily a'¥'eraae bet.ween Jpl'll 18 and April 2:3, the t1gu.re 

will 0. 4Jlichtly higher. but &till \•ithin t.he locu:! ol 100 variation. 

Ia•, .-tJppoae lfe have no •olved ••ssacea at all. at. our dl:J;J ,aal. ln 

that cue we ID.USt &aSU-.la ueeaccs start. nl.Ubering over ag"'in on or about. 

Jan.uarl' 1. \fe 'IIOUld then take trattic ot t.hat period t.o work on. It we 

an ncoeaatul.,. we can then uee t.he :reault.in& ma•sac• numbers au a· oOZJtrol 

ill later pl'Odictiona. 

1.t we have no traffic en• il w are unable to wor~ on t.r.:r.t£1 c of the 

J11JU.&r7 1 J~eriod, we BIU8t. aet traffic anal7ats to pYe U t.ra!fic YOlUDleiS 

boa J&Du&f'1 l to "the period under ooras1derat1on. 'l'hls w.Ul pv1 an idea 

of the .apvrox.iu.te aeaeage n11Dbll"r. 

tot us conaid•r another kind ot correlation. Suppoee •• h•re a 

aingle solved me:saqe at our d18pol!lal1 what can be dcnei Using ~;.he •••aa• 
or 91"11 23 with the internal 1'1\llber 211170, we divide 26970 bf the number 

ot dqe botween Januar,y 1 Rlld 4p:ril 23- 114.. Tbia nsult. - 2!.6 - 1a 

DOW & cf.ail:y &Vel"at;e baaed OR Janu&q 1. 1'rat£ic WlUI'AC -.nd flow, however, 

.tl:11ctuat•s a gnu;.t &NU, and .o this fi&ure auat be acUuet.ed b7 trat!ic 

-..l.Tat,. lt then can be used tor 0!"1Ptsna}Jrt1c purposes. 

-u-
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J1J t.ald.rta tile tiM u nU u tile clato into cons~ dera.t.1on, a 

n.ther JI"Cl•• pl"8d!ot.1on cu be aade. The ntDbel" 1nt.erYa.l betwt·en 

••aacea bea.rlnc short. tUe tille ditterencea will be YeJ7 ..U. 'fbi• 

...u no ebanp in t.he hundred• or ten• po1it1on ot tile aeeeqe rAab•rJ 

onl.1 a ehaQga in the wd.t.1 position. 
'7 

~ .ta1l7 avera.ge t.rattic ftl\lllle .-.at be a!'al.yzed tor each c enter. 

1hi• baa bee dDne tor .U Jap Azw.7 trattic, wts.n about 2500 ae1-ie1 han 

.,.. 'beat eet.ablieb.d. Bel.olf 1• a ~~pee!aen ohart. ehowiDP.; how .Jap aeaaap 

ll'dllben are p1otted.,l0 Alter the plottiQ£ reaches a eertain levcl1 daU.7 

.-t"acea 1ft •Jt!aated. 

-• 
D. C:Oll.at.eral intol'Ution provided b7 I.t n, ad Itt 

the 1-.gt.h of enciph•re4 retal"81lcea 1ometill.ea bec:ll::ea qui ta liable. 

Under ordiaal"J aondit.ione, it averages over 60 let.t.eraJ and 1n nut too un-

111\Ull. con4itiona aiQ' exc .. 300.n lttedlesa t.o aq, the longer thf• 1et ot 

Nfe:rencea, the an•t •ecur!t.7 disadvantage, tor there :ta .ore a~~reot1P• 

aatedal •v&ilable. ln eame aesMtea, the retareneea •117 const.i ~uta u 

MUCh u 1/'3 of the text. 

!hi• lonsmt7 ia not peculiar to u. s. t.ratric. In Je.p Arlq ovar lOS 
'..I" 

'is t.aku lip b7 internal enciphered refel"CCncee 1n addition to the extemal 

euciphered I'Outin,g, add.reaaea and aicnature. 

I\ le possible aleo to localise tho poeit.ion ot the :nterGJHes in a 

aelat~e. Practice has detend.ned that enc!,phe:red references llho lld· not be 

m;;; ~p;Ciix ·xix •· ' 
l.la.. ••H£• ot April 231 troa WD t.o CG 1'hirtl Svc Old. 1 page 5, this report., 
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wn•d 1n the~· or at the erul of Jlli38Jgei!J. Tho result baa be~ 

to ~ae the eccond tourt.h. ConTeat.ioMlJ.7 the Jape buJ.7 reference" 1D the 

la•t third ot a M88a&e, 'Wbile Cem.e.ns prefel" t.ha open1ng. tJelftJ t:n>e t 

MCh!.ne, it bas eat.imated that. British references near-17 al.wa.r• ha'fe •~rt.ed 

about the 90th ch&ra.cter. This hu been partly due to fot'a ueed in wr1 tine ......... 
ane ot the cancerous adcU. tiona to the reterences bas been the m.et.hod 

Ule4 to 1eparate the re.terences tro11 the text ,proper, 110 "a to el.i1linate 

contuaion a• to what ia ••••ac• text and. what is reference •aterial. 1'hia 

has bean done b7 enclosinc references in PAREJ. The use ot PAREB for tbie 

put'pOs• hu beco=e aucb cOIIQOn practice t.hat. it 1• not e:u.aerat.int to 

1/q that. it ;la used in over 901 ot aU aeaaa,es. '!'he use of P4R£N 1n pair• 

to "&resate retei·-.oea pro'ddes a 10 letter crib, the ieolat.ion of which 

ill u,y t.e.xt will d.etendne t.he poaition and length of the aet of rc.terencea. 12 

The uee ot PAHER ia •ia:llar to the Jap u•e of TEXT Etm.s and TtXT F..GINS. 

Once i•olatctct, 'fS and TD deter&d.ne the poe1t1on and lengt.h of the Iote:rencea 

1n the Jep ••HI•• !he tirat attack and the fa:)st. 11\lccesetul ie t.c c11.8cover 
" the location or \heae two parenthetical devicea. !he eec::ond atep i a to 

10 .rter the references th.mselYee. In eaae conditions, th~ isolation ot 

!B ud '!'B 1• eo deat.ructive that aoluticm tollowa in a aatter of .Jnutea. 

'!bat the Jap• realise the 't'Ul.nerabilit;y or such practice 1• tairly eert.ain, 

tDr tradu.al.l.J the uae of TK and 'I'B hae diaiebed a.l.most to the point of 

G.aappearance troa cert.a1n center•. Kothin& haa replaced it, proving that 

it _. \m1141C88NX'7• 

u;~ ~~; ••• ~:: ; ~.:O.aents ft8'l7 ~~ ot punctuati,on~ 'Fo; ~arit;y, 
bo .. ver, psctuation aark• can he I!Pelled out.. Colllllunicationa .!!!!!,ruotiona, 
u. s, Nav, 1944. !*C '~ l'u. 2034. 

azem 
·14-
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'the •ecnu'ltr diaactYantaces ol enoiphered reference• have aow teen 

eeen.t.ed, 'ftte attempt ha• been ude t.o ahow how tho disadvantage • could 
-

be ued tram a OrJPtana.l7tic point. ot n.... level"&l coapa.:rieona vdth eneq 

_,..t•• nro aa4e 1n order to cltaonutrate pr&ctical.lT bow we (at tie present 

tiae) are t.a:k1nc adYantaae of deticienc!es in ene~~T ay&t.c:u~J detic:f eneiee 

wtd.ch also occur in our own srstema. 'le muet ualae th~t. it • car. do 1 t 

to tb•, t.biQ- can do it to ue. 

8pec1t.lcalq, U. bu been pointed out that. references enoiphel'ed. 'b7 

the ~~em• qRc u the text ltaelt are daD&eNl.UI aDd Jeopardize t~· text 

because there 1• a direct correlation between .xternal char~cter1st~ea 

ot the ••••ac• and the ifttemul enciphered re.t~rencaa, wtd.ch conat.1.tute 

a .t.ereowe that aan be localised 1n the tratfic and uae:l •• a cr..b. 

'A• D8:lLt step is to coneider what can b• done.· 

·1'-
.. I --

.. 
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IA coneideriug what can be dDne, • au.st rephrase the question in 

the liaht of preced!ns «Xa~~'nat.ion to readt 'What can be c!one to bl,ok 

the correlation between .xtornal charactor.lst1ca and .nc~bered ret~cos? . 
Th1• qu"eat.1on could be attacked fJ"'OI either or both ot t.'WO perspect.lYea. 

We could .uke a conac1oua effort to d18£Ulae the e.xtemal characterlatica 

(AS THE GUMAJIS DO)J or we can propoee meane at discuiai~ the retereneea. 

There ia DO nason 1lhJ" both aan1 t. be done a11!ult.aneoual.7. In this ,.:taper, 

bowner, tbe probl• wUl. be approached eoleq trca t.be rlnpoi nt 0 r the 

... neYer .n anal.T•1• 1• true, there 1a a certain universality .&bout 

it 11b1ch u.'kes it Y&Ud 1rreepect.iYe ot the mod.1ticat1on of cond1tir,na 

wtd.ch or1ginall-7 ,saYe r1ae to it. 'l'he aecurit7 - or lack or •ecuri·:.T-

o.t enc!,pherect references he.s long been ncoen1aed. Various solutio!tS have 

al.ao been pl"'poaed •• a r.e4r. 

follow1na ie a quotation b7 lfr. wr. P. Prlednlan. It wu w.ritten 1n 

eomaeatlon with •ter1al u•ed tor educational p'lU'poaes, and acme ot the 

phraetta 1n it reter to a particular a1tuat1onJ neTert.heleea, it ia uiTen 

1D its entint7. 

8t'lte tSaD&•r to CJ"'Pto&J"&phio eecurit7 Nsulting rroa the 
illc.ludon ot sr.m~&rJRhed add.reaaea and llianat.urea in crnto-
11'1Ph1C ••••aculicom.ea quite obviou• in the light ot solution 
'b.F the pJ'IObable-'IIOI'Cl JMthod., To 1llust.rate, retei"8Dco ia Jllade 
to the ~~esseae -.ploTGd 1n Pars. 19-22, It wUl 'be D:~ted in 
Par. 22b that \be ••••a&• carr1ed a nanature ( Treer Col.) 
Ud that. tbe lat.tel" •aa enciphered. S\l! poH that thta were an 
autboriaecl prao\ioe, ud that t~Wert •••ac• could be U81.11ilBd 
t.o eon,c1u~e with a CJ7Ptographed aipature. The aianature 



REF ID:A71933 

"'12U.Itl C.lt" would at once afford a ftey pod basis fQr the 
~ok •olution or aubaequent .. •-.s•• emenatl~ tram the 
_. ~d-il.l.l.l't.ere u did th• t!rat. llM1&4:()1 'beet. .~ee pr ... ...,_1 t.bia .. e ldp&tu.re would. ap;-ear in other •••eac••· 
It. u tor this reaeon \hiJt addl"•~•ea and •1anat'.lrea IIUat. 
DOt ~ CJ"1.PtoaraphedJ it t.hq aust. 'M included thq should 
be crn»to4raphed 1n a totall1 dlrrercnt. •Jst.• or b;y a whollJ 
Alterent. ll!let.hod, perhaps by aeans ot a special add1•eaa &!ld 
IJ.snat.ut .. cod.e. lt would be belt.., lDnver, t~ cait. all 
ldd~ee~ and. e1paturea, ud to let the call lips or the 
lu~a4cJ.u.rl.•r• eoneemed alao conve1 theue parte of the aeaaace, 
lenlnc tho deliver7 to the addreaaee a aatter tor local 
MUan.fl 

W,. P. Pziedman 
19311 Pace 43 Far 2S• 
IIU1t.arr CJ"i·ptnnalyeia 
Part n 

%t. ..n1 be not" that lb-. Pl"J.edman bae oona1dered 3 poal1bllit.1e•l 

(1) "ad.ctr.eaea and ~nsturea IIU.st uot be Cl"JPtoaraphed" 

(2) •l.f t.he,r ll\ISt be 1neludetJ they lllhould 'be crwtogr&pbG(\ !. !1. & 

t0tall7 ditrerent •r•t.• or by a 'ffholly d1ftere.:at =etbod" 

(J) •perhaps b7 aeans or a special a-!~es :md ldpature eoc!a• 

•re 1• .. 'Ul11 venal analyei• pertect.l.y eppllcabla to the problal 0 r 
.noiphr.red retere.."'lcee. The•·• is ho'tr'eVttr• or.e more q,uesti)D wtd.ch 111UIIt 

be added to t.J~:.ae raiaed b7 'u.'r. Frledllv&n, md t.!l.at. ia the practiaa ,111 ty 

et pattlna lat.~ et!ect either one or more or the ' possibilities. 

tit 118 dltn•• tor a ~ent at t.l"i• po1nt to eDildne lOme or ·;.he 

aet.hoda i.hat ar. now bein& used b;r the en~ and b7 ua in an attca.=t. t"' 

101ft the probl• of enc1pherl"l references. 

!he .t~.&Mae F \o one extreme 1r, the use or edJrmal t!IU;Ided ·~ en-
~. 

dphered routine•. addree .. a, &r~c! •ip1aturea, b7 provldinJ.J • .-epar.,te code . 
'book tor .Ub or t.a.••• ud a ••parate add1t1Ye tor enciph~l'"ln& th·• laat 

two. fhi• i• in addition to an.ot.httr code boolc and adcl1t1v• uaed on the 
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text. ao.ever., nen with these precautions, there ia 11 certain portion 

of the :refe.reneea that auet. be buried 1B the text itself. The huried. 

portion oonaist• or the ol"!Pnat.inc ottiee, the m•••ace number t;nd. J'&l"t1 

and the 45.atribut.ion ot the aue&geJ and t.hese are ene?df'd and •aciphe:red .. 
b;r the •ame ayetem as the text iteclt. It ia this latter m.at.er~.al which 

provides mtey into the Jap t:t-atfte. 

Pr.act.ic•'l17 ever.r Jap aeenge conta1na IICI!Ie kind ot rout.intt 1na1.ructione 

alld exteml\l e11aiphered address. On tho contrU7, very tew Jap .aes•ac•• 

have extemal encdphe:r-..d aicnaturee. 

l'ith .frequent chance of code and add1t.1.Te boon 1n t.he ,preHent Jap 

..-thode, 1t 1• tar trom eaq to .ol'f'e the aternal enciphered atldreoeea 

UICI ld.pt.urea. 

Solution ot intemal references ln. Jap uasaees are cospar•.t1•el7 eaaier .. 

!be Ce=ana use internal enciphered :retereneea, in a ratheJ· 1110d.1.tied. 

tuhion. 1hq leavo out wh.ltever ia mt absolut.ly nee:esaaey, '.pending 

on call signa which chance daU.y to t-.amlsh addressee. 'l'he7 el•o at tiae• 

use L,temal cover name or code names to d1s~se add:resses .-nd si1naturee. 

!"t-.!s ie not a frequent practice.. The .,at hport.ant. wedge intc Oeru.n 

d:Splom.e.tic trattic ie the enc1pherecl internal reference-a which 1. euall7 

occur 1n the opening ot the aessa.ce. 

'l'tle 11. s. Jla'Yf has attempted to llldt the length ot th• et•reotype 

prcV1ded. b7 eneipher.c! internal reterenaea b,- iseuing a book of address 

cc! •!cnature abbrev1ations.13 

A\ CBI, a kind ot oode d1rectoJ7 has been put into ettect tor lateral 

uae (iiCPAil5-2). Tile d1rectoFJ u•es S letter 6rout-a c:Uled "internal 

t:Sih&t ., BJo:l tiM. Finne, Bas dane,_ Sncle•• P"rench do? 

.... ::c _IlL 
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a44reas indicators• or 11desipators• t•;, replace add.resJes and .tanaturea. 

It i• Wltort.una.telJ not ccmstzr'"'cted tr:a a 2 letter dltl'erentJal pel"­

•tation c.~, eo t."lat t.r.e.re i• a possibility or ditr!t:-ulty 'dt.l. ll'..rtles .. 

'1'he ustan."'lent. ot va.li.U!e 1n the d1recto:ey is ba~ed on tne ottiei1.l 

4ea1,cnation of a unit., since - as •lated in il"'A?..:": - aea,traphlc:J. 

location& and ,peraonnel change, but the ottioi~-1 deeien•it.t::m ot a UDit 

wdam. cb~~·· Bier .U'"?S CO."'ltendo th&t the internal addl .. JIC inein&.to:rs 

are UCUr.&te1 offer Cr)'ptograpt.ic eecuity1 and re4ucc tl~e t1l!.c of 

-Ba&• propa.ra.t1on ed tn.D~L'Jli•sioc. Pollowine ars 2 ex1...,leea 

(l) PAiill CRPLA CAB (uc aerial no.) PD: CAnAH J:iiAKElf 

(Sl&nal Officer Artq .U.r Forces No. __ tJ~am C:O.andbt£ 
· deneral AAF, CBI} 

(2) .A.CTitJ! Cll.\r.O CrB:---- IJIP'O CTAAO .urn CASA!. :'I('M CPBDS 

(Aotlon C.O. Jfq• USAP-C!I ll"anch Hq•, 1.5AP-CBI '--
SDto C. 9. IC'H.!C1 5t.at1.on Mo. 1, Cal.c'atta and 
---n~ &eller8.1 A~C tram C.G. 'Rr&ncb ~qa, USll'-CBI) 

IICP~ contal.."ls a •J11tem.atic aengnrtont ot n.luea in "hi eh the f'iret 

)t!.•ents o£ the: codo il'Oup e'lneti t.11tAr & tricraph desi{.nating t'ha aain 

~uarters or unit and tl~ laet two el~enta are a digraph d€s1gn&t1on 

•t a 1ub ard.t. fhizr Ji/61' be desirable 1d.thin the local the6t.t!r. It 

l• quest1orl&ble Tot ether thie would bo dee1rab1 e tor \\Orld wide caa.ru.nt­

oat1on. 

Ill tho li[.ht o! the anal.:faia ot l'a.rt. I and t.he llathods now beina 

uaetl, what. aua~:estions cen be propceoc! to JD.Odit:f the present pre cedu.re 

iD u. s. A.rttq'l •••• ke'9in:: in ld.r..d t.rAt whateYer ie SQE'ge11tcd Cl'l.f!t in­

wl•• tee~niqu• that ue not aliert tO') U. s. CJ7Pto~rar,hfc procudure 

and ao .Ul n.:.t entail too .m.uch t.ra1ni.ng ot porsonnel. It. must. eut down 
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th~ len.&t.L ot r.f•reneos u .much u possible. It. aet be a ayatc 'l:!'dcb 

1dll di.t.ter in •=• wq fl'CQ that used on the text p•·o,tJe:r-. n rauA not 

b!oder the pnparntion and t.nmeaission ot ••••aal!a. 

!hat \he £enoral ru.l.ee ot econoJV 1:1~ke tor CJ7Ptogre.pt:1c •eom•it,r 

is axlom.ttie. nms1 it 1• imperaUve to adt entirel1 wh~t. 11 not ab1olute1¥ 

Dece~ta.r,y. If tho Dl.llllo !!SimJO;u.!·:. ot"cura 1n ftf'ery e1ngle a-es•a&• eo:d.nc 

laio WA!P froa *• ~rope!Ul .\r.a, it. i• .upertluous, tor it oan be tsken 

for aranted.. Ut•wise aith QH~ S'.\T'..t. and 'ro Ml~\A'!! fro·~ the Sou.l'.hwe1t Pac!t1o. 

It chain ~tcornanl1 routings are tl~• nor:::.~ one•• they also can be taken 

for C.t'&nUd. 'r.ie lnttmt Of ei1C1pbered roJ.Q' in.struct.iona lllq l18 !m;plioit 

.&bbre'rlations amul.d be ueed wberevlrlr poaaible. The7 artr not onl7 

econocl.cal but also ver-J d1econcert1ro,G to a crwt.anal: st as :1.1'13 one who 

baa wor~ed Jn the Ger.3nn pol!ee cipher can testity • 

...,...er1 in addition to rules tor eeono.IQ', it 1a felt essential that 

1t0m1t &ddi t1onal steps be taken to d1ecu1se the internal re!'erancea. 

It 1s boroob:r prop;:)aed t.hat. a special address ~ signat·..are code 

d.irector,1 be prepared and wsed in conjunction w1tll the a.wc :J)'S"i• used 

to «to!pher the text proper. 

(l) Dlrect.oey •l;euld contain 5 elcnent croups baaed on a !! letter 

dlt.terential clt&rt. 

(2) Consist ot indiv1d.ua.l aro-ups tor hich echelon lJDita. 

(3) th.-"t.a.ln croups ror 1000 D\lliters which can be ued in "'J&rioua c:.ombi­

a.:.t.lone with each other tor .ac:odint; internal •••M&• numbers. 

(4) Contain individual groupe tor IDI'IIt frequent. l'i:Jut.i.Da•· 

(') Would be d18tr.1but.ed bT OJ7Ptonet. holder,. E;ac:h holder would cet 

a leotlon of the -.ster co~e directo:r,y - that portion !'•:rtaird.n,c 

_.,_ 
·--.~--·------......-.-·--· ~. 
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would bold aever~l sectiona. 

lli.ract.oroy 110uld be chone;ed at irregular- intcJ"Y<:t.la. 

Uso or sped.al addroae and si!f',e.tu2-c code direet":)cy- i.:a not 

.al'ldat,:Jr7. l'r no cede aroup eJd sts :or a p&rt1 eu.lar wd t ·)r 

MUtinc1 or if tbc code direetol")- is not. aYailabltt, tho pract.ice 

1ICtft in UB(: C3n 'be tollowod. T'arti~l coding# alae.,. le pel"­

.S..alf.1e. 

tt ldll bn s~Jten thfi.t thesr. sUKaestions a:re but expan!!on:!l on tft • 

Priedr.:r..n' a .tdet~ thnt a apecie.l address ane d.gnntut"'-' code ho uaed.. 

!be pn.ctie~'!li l1t:r ot a special a<!dnGs anti a.tcnatnre code d!rc•ctorT 

S.a cni.dmeed li.J' !TCT'A.T!.fl lltdcb 111 nvw 1n u111e to-r la\.eral c<~•n·.IJ11catit•n within 

CBX. tleport! indic:".;t.e t.hat. it irt tee.sibl•. It a. dlJ:•t.ctoi""J cu. be used in 

lower ec'tlelor.w, it car. be used in hi£her c-ehe1o.,s. .\ c1ireet:»!'J' of .a.bbre­

'Yiations n-,w 1n ua• bT the U. s. "'•vy dcm:onstr.t.tes pract!el!.biltt7 wt' an 

extra 'boa):. 4 trped.Rl t.ele,h?ne dlreeto17 h&s long been c JnYention Jl 1n 

the U. s. Ar.rr;;. 'o the idea ot an addroaa &lld s!gn=.turt" book ie qulte in 

11ne with .0. ~. proce:!l.lro. 

11buld. thE' \llle Of & 8pee1al si&nat.~u &Ud ~SG d1reet017 binder the 

preparation and tr.ttnmi 'lslon or lleB::>agee? 

Ckl \he contrart althoueh extra t1tt~e woult! be imolTec! in the utcod1n,c 

ad decodfn~ J>r.>ee.!Js, the time or ~nc!pherin.~ and tranaml'"',tins ll88ff8188 

wonld be eut down ld.nee entl:re routinfs 110uld fretluent.l;r he ooru.1en·•ed into 

a 1111161• ' letter g1'0up. 

Ia \he us~ or a IIJ:ccie.l. addrose ~.d a1guat.ure cU.rectol"j Cr:rPtf,gl"'aphicall.1' 

•n HC•ll'O tttan tho present. pr.-.ctiee':' 

I!C!B'.L' 

·11-
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'thla que.U.On will be con.S.dere4 111 the li&ht. of abili t.7 to IU .ke 

4educt.1on.a from a eorrelat.ion ot external features ot the tr&DIBitt;ecl 

tom of t.he •••age to t.he euclphered .5!2!l! references. 

(1) Pl.aln text 110rd ua\all)tiona would be ut.t•rl7 1B•alid. 

(2) It la ftJ7 11kel.7 that atereot.ne internal aipaturea an·! 

..tdreaeea in the fora of eoda ll'O'QJ)B 'llll1 cont!:nue to exLet.J 

l:fu.t. 1 t would be hlpoadble to IIAke eorrelationa between ezt.emal. 

e'haracter!.aUca and the code croups UDleea aan;y aesaagea are 

101ved and the direct.o17 reconstructed or the cl1rect.aey captured 

tud camproaiaed. The toraer is not easy deapit4 the te.ct t'hat. 

director,- groupe will. be 'built. on a t.wo letter ditterenUal 

basis) the latter is not too probable for blab echelon nenters. 

~~ auceeedins edition• ot the director.r are contempl•~ed. 

!be use or a ebale code group for an entire rout~ will aaHe 

references ahort.er- and pl'O't'ide leaa cipher text on which to work, l>eaidea 

otterinl: the handicap ot a code. 

" tur lntern&l. number•• - !'hey wU1 be repreaented b7 c:ode aroupa • 

lloweYer, 1111 additional cr·ance 1n proceduM ia attvoca:t.edJ that number 

lei'iu at.art. Over qain at iJ'1"'e8U].e.r periode and not run conaecutlYeJ.T 

.. 

t.r ID eDtire year. 'fbi• wUl obetr~J.ct tho abilit7 to u~e &n:f n.ullber 11'0\JPB 

that..,- bave be• IIOlYed 'b7 tiii8IV CJ7Ptanal.:reta. 

lt MT or Ul" not be nece•a&J",Y to use arome a.thod ot ieolat.Jna the 

cocle references troa t.he text proper. It nece•saey it ia •uce:es1 ed that 

the uee ot 'AIU!ll 'be discontinued. The ue of I as a un1 Yeraal. P' .nctuat1on 

a1p ueed b7 the layY is an al.tematiYeJ or perhaps it 111&7 be a«f\risable to 
QQ 

u•e 2 l.t.ter aeparaton in which cue n, n or tz aould be uaed in aiV' 
Q QQ Q ~ 

o:llbinationJ Ul JZ - n, n - ZZ1 TZ - Zit et.c. 
IKiii!f 
-12.-

-.-::clo":.-r=::.-. -- ,.--·- t' 



·sae• 
REF _ID :A71933 

These s~aplea are talen tram uctual 
tr~;.ftic. Cnl1 the spac:U'ic r:waberinr. aarie• 
!".::Ytt been changea uo •• not t.o t~1vtt nwal;;er.s 
ot actual •eDL'IhG•; tho Ol"der D1 ront 1a 
autb8Dt1c. Poa1t1ona ot tbeae 1nsert1ona 
are !aal.y' wll vatr-1ad, t.haucb U.re 1• a 
taodcc,- to pl.t•c• tb• towarcl tJae bac1aaia, 
ot tbe MNqe .. 



Ilea! J'ICS &OIJ'lhlft PJ.CIFIC J.RKA 
I 

PA.ItD CIU.ILIB 'ftrO Tf.O PIYB S&VU ZIIO no• OHQ SIPA SGD IUCAJmMB !0 CHill' or STAFP W.a.l 
DEPA.RTJIEJI! PAREI 

PA.REl~ TCI CIIIl;F c,r S~A.FF ~ .. R DEPART~~M FB.Or.l !!A.CU'riUR Cil/LRLli ftC TWO FIVI SEVU 011 
,,.,.tinning ot JUJg/ F~~OU GHq SWP.A. SOD llCARTHUR CEll:RLIE lRAt T:iO DO FIYK SIV&I !10 !0 

a.OliA.H Hli•\, ,,i•.: ·.;,;:;::l:'!t!O! 
P.lRFJi CP..lt.lllti£ TWO fl!,'O FIVi.:: Si::V£!1 SIX J1'RCit GJiQ SK.r'a i:>\iZ :~C~~!'!-m.R 'rf• A.GIJ.R .?ARU 
QQQQQ P?.01l GR~ SlfPA tOD iACAiiTHUR TO AG\\'AR IJilPO TO i.TC WASRlJIQTOI CHARLIB Xlti"X t~&(i riC 

FIVb SafBR EICH~ PD 
PA.Jll:Jt CUAllLI~~ :-~: 0 r.;o F'~Vi:: ~irV~\ lHZ.:~ ~·on IIGLL:; P'ROI AKIN PAREI PtaRi.!;N RKORAJ> .,, lLLIAJI 

I-'OU3 f. r:: Olt l"OUfl ,Hi 't!iH~ St\"~.NTU !:AY CITfS ~PSOT tAR.t2 
PARD l.,R OBOE ~~~Tr!R DOG PARt,Ji PARI.fi Tu .&.01iJ~tt PliOJ! l!lCi i<THlJit Cli&RLIB. 'tt!O T:~o l·'IVB IICI1 

Zla\0 •J hH.Efi 
PARK~ POR ODOE r1.:Tl!l DCG i'~lBEI CJ~LIE r.~·v T'lfO FIV~ ilGiiT C~iB FROI OHQ U'liPA r.GD IA.CARfftlDi 

TO l.G, .1 ~~ PD 
PAlWl l~'ROU OH~, s·;n::i SIGI&IJ ltA.CJ~R~lltJR 'rO AGtt.AR CJli.RLlt nfO ~C Ii>IV}; EIGHT TJUU::t PARFJI 
PA!lU FHOV t::ACAHTHUft GHq f7,'?A CH."l.RLU: XRAY t't:O l'!,·IJ l"I'II~ !flUS 7.Kn0 TO J•G11i1R lJIFO ATC 

f.ASHINGTON YOUR Wll.LIA!! l"OUR FOUR Fiv-e; ~~~VL';N OM& P.lR.L"N 
P.UU C!LtRLlE T"-~C 7fi0 FIVE IIIE ON& FROJI Jlft.CABTHUU GJIQ S'lf'.A TO CJfilsF 0.1-"' STaFF 1'hR 

ugPARt'JjJI'! PARU 
/be&iJmi.nc ot f'.&g/ li'ROf~ CiU~ S'fPJI. :JGD J'-.C .. HTli'On ~B.':.RLI-6 f71CJ 'lWC J!'IVE lfiJfR FvUn TO 1i.G1~Ut 

Bi,FI.;U~J:CL !OUR ~ILLL\~~ l.RAI TlfRJ~·~ 'l'Jm£E Sll SII l'OOB APRIL SIXTL.~H7li AJ:D 1'ILLU.I 
FOU=t FIVJ: ZERO Sl!.VEI4 lUGH•.: l'AY ELI5Vl.;t~TH 1JD 

PARDI Bv•J!~ UIZJ!;AQI A.G'Iflt.!l CG DECkL CC ~tt.,~lSC& CG A?liiDEL CO SOC?AC CJ CRftP&C MILITARY 
ATfAClfio. LONDON FFiOl' GBte Gf1Pia SCiD :u.\CI .. RTliUR CH.A.RLii. llUY TWO !WO FI'lt; IIlii S&VU l'ARU 

PAJlllf 1'0?::mc l'ROl~ GJfi' &'r.PA SIGJJW UCA.RrtiUR TO Cf1li.F 011' S!•FF 'lt#Jt DEPARXD.lft FOR IARStiLL 
lrR ::JtnnLIE TWO TTHi !'IVE BilE III~ ?ARKI 

PUU CRi.RLIE T\70 TT·O t IX OJE EIGHT FROJI GB~ SWi'£. Ttl CJaLF OF 6'1'AFY \11-.R D6~:'&1tBJ! PA.RII 
OtBIU.TICfiO Rli'ORf ~O'J:~PAC J.RElt. PLJI.IOD 1400z/l5 TO 1400&/16 SIGIW B.CARTHUB PO 

PBOM GBQ SWPA &GD w~ca.n:JruR TO CHIU' 011 S!lFF WAR D&PAJlDEft PBRSONAL POll IIARBHlLL 
CIL\RLIE Tl'~tO RO Gil. r·o ZERO f'ABEI 

PAID CBM\LI~ '1'1f0 ft'O 6.1:( T:fO 'l'IRU FROif "ACA.RTHUB. OBQ SI'Pj, TO CHIJrJl OF at.AIP 11A83IJOrOI 
DC PARIN 

PAUl CtU.!tLir; XRAY r::c ftC .:.IX ftC ~!JiVE!I CY:.l FROII' GH~· twPA DOD JWaB!IUB 'U .AOWAB l'OR 
ACTION TO COUGli:IGOP.&.C ~CRGJr;!\CKIP~t.C FOR DIJi'O!JIAflOJI P&RD 

ft&UJW) PJ.Tr ~ERO POUR TWO FIVJ;; DllfED Ol'll FIVt IllY OJt Kilt; FOUR FOUft PAa.:N FROI OHQ SWPA. SOD 
lU.CAR!mrR TO COIIGU USAFICP! lOR RY.llf ia.C!lOif J,G-r AI INFO CJIARLII XRAY TWO ftC S Il 
TlfREi. SIX PARU 

PABII J<'ROI! GHQ SWPA CHstiLU: no TWO SIX !IREE J;Ioft 1'0 CHIEF SIGIAL OrFlCKil WAIJBIJG!OI D C 
FOR GEIIDlL IJGL£3 l'RO. OBDlt&.L AXIl PARIII 

-1-
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\ . no• SOUTBIIST PACIFIC lR&l 

FROI NOR!B AFRICAN ARI~A 

PAIEJ 110X Gl:Vt:\ FOUit ZERC ~UIE l~lGRT ClGIIr. Dt:fi.!'lt ClTB IAGAf' 1-'&Hhl 
PAIWI r:oox SSVtr.N FCtJR ZtftC. NINI l:Jii: SlGN1.D DEVMts CITB NA.AOE TO ACI'.I.Il PaHU 
PA.IU FO:~ SEVEN FOUR CUll Zl~RC TlUlliE f IGJLD DEVERS CITE JAAGI!: TO AG'IIAR P&RII 
PAREB r·ox SEVt;~~ FOUR om~ ZERO PI'W~ f IGJl;D DEVERS C IXB ltAAGE tO .AGWAR P&Rltl 
Pi.BI:I FOI SEVI.:.II FOUR mu; ~ERC SIX SlGikJ> DJ:.VEitfi cr.n~ IAAC': TO AQt:Il.R PABII 
P.A.RII li'Oi: ntvr.N FOUR om: tJDU~~ !riO tiGRBD WILSOt~ CI'r& PJibiG !0 'Gt\'lR IPOR UIIIII\iR POB 

LOP£Ji t'iiftEII 
PARilt POX BKVU.N PtlUJ\ l)Jl£ THR!i.& !llRlUi SIGIED lilLSOI CIT& r"DDI !0 AG"AR FOR iiODEEB 

PCH A.RJ!.Y L:.t? SillVICI P.t!.REI 
J•t.B£11 CIGI£;D DEY'..Q\3 CI!£ JlAGI.P FOX r.&Vl~l{ DUR OJIE !HIU:J& 11111 PA.DII . , 
PAR£11 FOX Slm'.R FOUR OJII t'OUJt ZJU\0 f~IGJIED DINKRS CI!H RA.AGI to AG?.:'!I J'OB CIPIOI AID P_. 

.f'1tlSOl1Ut OF ~UJt I:NPOJU&\.:UU1 BEt~U PIJtBI 
PABEi i·iO.I SL"VJ;R FOUR OlE IPOUR Olm :·IQ!fl!.D DEVE~ CITE 111..\GJ~; TO ttOV.', R ~:·All&B 
PABEI fOX L1EVJli !'Otm ORE lo\tfJUH !RBEE SIOIIW DBVBIJB Cl!l RAAGE 70 MiW4.R PARD 
PAIBJ POX S&VJlf JICUJ1 OBI FIVR OHB TO lGWiR FOR CCS fOR CCA.C RIPIA! UlllOR &ICD.D IILSOI CID. 

FOR EITISB CHIUS Of 8!A1JI' rDG8 
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P'itOI JORTJI APRICU iRe&. 

PUU 1-"'X. SEY"N FCUR ON~ l1IVi; FIVE BIG!ft ... D D~Vl;at, CITE IU.GAP 
P4111lf .U.I ron CSO TiOOPE.R& l'Ot! SIGG SEV611l A AG'fWA:t Cl!t SPSOL 7!A.U' ~~R Alii SIGI!L Off'ICD 

II CJf:l~f ~ID US% li'OH SlGS FlUW Al'IQ CITB l'liSIG FOX SKVU FOUR OlfE GIX FOtm Oli SEVII II'..&I 
l~".!! Jt'('II O&VEII FOUl'i Olft EIOM ZUlO PWI TO Oil SIGIED ":\'1!.301 Cl!E P'IIWO .lLI.AE OD SEVEI 

HIHii. ~nnt:a.: mao r'niii 
PAUit FOX SZVE1f POUi\ Crt~ rnN& FOUrt TO AOViAn l"C:t SUR.ll~.: ~1C"4:.~ ~!!.SO!f ~!'I'U nu.JC .i'&RU 
PA!l&R GIGJIED DftV~nt CITI IJ.TPH ro A.Q1tsjB FO.R A:!ICK TO CG 806 !ti70US.l .lJiD CO WJS zr~:rottfl.AiiGii 

vr_'> l"!·~p.· 'r.•l'·n·· .,..,.f' zr-·no .,,.IVr. . DIJIV &v~ .. ._.: ... r ..... ,-...,t.JI .... "'~ "- ~ J • T4n~~~~tt 

i1.liil ~·~;t ~;zr~:·~ ~"r;l F. 1~0 Tl\C FCUH TO lG'··~H- :f.'C!~ CCS l•.iR CCAC RP1'D U:TliUSi~ lOR BCS SIGRID 
t'iiLSOI C lTir; FJ:tlG~ i•AREI 

PAlUWi FOX Gl~Vl..l· FOtR Ofll. 1-.. IV~ Zti;H<: TO S.G'·'·~Il t'ON CCG A!:D CCAC JtelD u..;;:·o;. l"O;t l!Ct GIGIED 
WILSON Cl'I'E J.,:JtGS PD tillS lf LOVI:; kBL& CDI~RLIE Jt·oua ZERC TlC PiLl-Um 

RKFilU:.Z.C& Otm ?'.46725 OP 16 lAY (.) r'OX SI;Viaf POUR TT·O 4~l~RO St:V15 TO AG'fJAH FOR CCS, USFOB 

PARF.U rg~T~~; :g~~f~ i~~~~S~~~' tw~1~o~~~~~ ~!~~~~~:~ ~g~ A=~=~'OJUIIt.tiOI 00 CBI PARU 
I. SIOliED WILSON cr.n;. P'IIOR.B FOX S!iVU FOUH !WO BI£YkN ~0. AF'BQ FOH AC!lOI IILS!U 'IASHJliGTO:I 

l*RCV l!OUIIITFOHD F'CR P..At~Y X 
X (FOX C!.'V!;Ji i'OUJi 'f~;o ~IGilt CIX) ACTIOI AG~I.R -.,AH SHit11'IIG J~,OlllHIGTitA'tiOI FOtt GA.DDES~ CIC.ll1m 

'·1L801i CITt Ik:..I.OCH N11as 32.3 X 
Ml'.S 324 R1~Pb1t1'C& '1 l,;NA 767 l(FOl Sl:~V~N tOLh ~70 i:IGR:' 5f~!Lif) 1\CTION A.Q.ti~R FOrt G•Uillt~ ':IAR 

ZliiP~lliG ADI!IlflSTRhTlOJ t.\S!liJiGTClf SIGJ&l> tiLSOll CI'fl\ KALLOCB 
X (.OX &!:~V6li FOUil Tr.O EICHT r .. IGilT) &CTJ(;l'l H.OTrdt FC1l GILL}l;SI'II!. liiEJtlCA' EXPOM' LIDS 2S 

BROAD~AI NC~ YOUK CIOHJ!:D r:ll..SOlJ Cl~l :ULLOOB 1 
X (POX Si.VBN FOUR TWO ~.IGH! ~liE) ACTlul\ A.UJ nll F;)!i G!LLI;BY.IK lJii:RlCA.f~ Jai'OR! LilliS 2; 

BftOADlfiAY Jr;l' YOU: SIGIKD f"ILSOI Clth ULLOCH 1 
1 (FOX ti~"'Vf::l' ii'GOH T'~O J\IIt OBi) AC!IOI •OWl!\ liAR SfiiPPIIO WKIJIISTRA!IOI loUR COJWAI SIQISD 

~ILSOfl CifE IALLOCB ~~"'·s .3U X 
1 (P'OX Si~V&N FOUJt THRl!.l~ n;o Gil.) .1'0 AO't'AR Cll'E IAAGO SlGJfi~D DIVERS l 
1 (JPOl StYER l'OtJa THJU.E ti!RtR TWO) AC'liOI lGfiaR PAS! !0 A.lfPB POR LIEUtlf,JIA.IIT COI.OIIL IORGAI 

CItE l•'HPE1' D IClii.:J f: ILSOI X 
PARIN l'C AGl':t,R !:C• Gt;OROC ll'OR IHELiifiD 1)iSD TO SUliL!!.S J.'ROII J~.AUCJI SIGJmn WILSOI FOX SEVIII 

J'CrUR THREE THftiE S&VU P4RII 
PARil.ft !''OX Sii:V&ll lotm tf!i~B riRJ't. IIIGIT FROl: GII'fi!R. 10R BISS&l.L SIGJIID IILSCI rJ&.lUUI 
P.ARU (POl SEVIJi FOFJH fllbl:. fOUR 1111) l'!tOif SAf:IIIDGK SIIJDD -D&VIBS CI!I IAG"P !0 A.GIU 

PIRIOI&L FOB Wltl'!lt .PAMI 

FROJI IUROPIA!l AUl 

PD I'OB SPF~ IU.iJRA: TlAR NO EIGU'l FOUR S.&flll IIlfl PROI COBBS 308FD r3IGlfi:O »IBEIBOIID 
lASt &lGH! !10 .!10 FIV~ OB PD 
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6dCiti'i 

PAUl FOR SPPD PROII COlDS 80SFD S GOD B!SDBORR EASY IIGft ftO TWO PTVI ZC:RO POD 
PAUl POit SOIIIBV1!l'.L FllO!t IB StGDD IISDHOUB USf 110ft tfWO 'r'IO PTVI -.riO P.utll 
.PABJ PRC8 LU STOOD BtSBiltORR US'T BIGBY 'NO ftO PIV& 8J:'ID PAUl 
PD tro UIR FROII LKE $!tRIED BlSDBOirllR BABY EIGft ftO TWO S!J ZERO PD 
~!!IR!I "''Q Jmtlt F'IK* r..BE SronD EISDBOWD EJ.1Y IT(J}ft flO ftO St.l zmo PAID 
P.AIK'I FOR SPSRB POR CO A.r-F ~R : ttAti~JJA"i i01. "'i'i:&v;;;. T~;: lUU.~!' !'!!Of! !W:fl .. ~ La: 8taaD 

'I!SDBOER li.A3Y IIIIft ftO TWO STX OJilt PARD 
l.&DI IJGIF.D ETSKDOIP.P EAST J:TGH'l' !'11f0 ftO SB:Va ZERO PARD 
'PD l70il SPIPR STGmtn ETSJP,tfiOIER us·· E!GllT '1'1'0 1.'10 SiftS OQ PD 
l'D roB. SWt~ll fROII C1B!S fl03PI'1 STOJilm ITSII'HOIER EASY RTOHtt ttttO SEVU Tlmli' PD 
PO bSY !TGirl' TWO ftO SI!.VIW FOUl PROif LD STOIHD B!!llfBOUB PD 
PD t'O IJntOtl' PR~ AP.AIIft U6T ETOH'f ftO TWO StrVD F'TVK S'rOIRD BtSDKOIER PD 
PAnl Pr'OM DOOLTfti.F. !'0 Al'J!OLD PllOII BPA.Aft ('EAST VORl 'NO ftO ltMCJ BIGS'!) STOD'ID ZI~ 

•<llll.'l RIPJtRDCE WAR:J !1mm DP-0 T1iBD Uftl YlVE IUY FI'RST PARD 
P.ARWJ POR SPP.&ff. Pf'Ot..' COBBS S!OIED F.IS"))J!ORR EASY ETOH.'r TWO ftC 84¥11 WID ISOSPD Pd'D 
l'AR!I STOIED IIS~JilfOII'!R 1Ufl' &IG-P.r '110 ftO EtOft OD PABD 
PAID ron SOMII'VELL POl{ tft!OlORY FRO. I.IR S YOII.D BISIIBORR IA.IT DAY TWO BIQft TIO ll'Gft 

tmm;;-- PARD 
PAID S!fllltD BlSBJiflOt~m P..ASY i!GRf UO TWO EIGF.r ?I\~ PARDI 
P.IDI Ctn SOSOD PHOI Llm Bftl?EREXCE Jf'OII~ '13'AB'! '!DAY TWO RTOS'f TWO FtOft S!OIBD BIS~Qf. 

IOWBH RIPERRICR TOVB 'IILLUM J..BLR lOOBR Tlii'IE SKVD Potm WT1IR FIB PARIII 
PAittlf STOJ'Jm E!BUJI()!.'tllt US'f lr.IC.Urr TWO '1'110 JttGAT SEVIJI P!RD 
PARD Sftlw.D BTSDKOIIR B.ASY URAT BUIII'r ftC'I !"10 'IIGft •rn PARD 
P.&BEI 1'0 TNGLBS FOR SPSCO DASJ! L "''~ca Lll 5TGntl JITSDBOWII BABr lWUY ETQH! 'I'WO ftO liD 

ZIJIO CI'r! SOSBC 
PD ?ROll U!E SIGDD ETSDliOUI U8Y UJUY ElCIIT WO ftO :IIJE ftC Pll 
P.Allll !'0 OOMPP.VU:LL FOB eooll P~ Lr.B J1Hifi IT8iiJRIIIIt I.ASY lWUT lUOH'f !'10 'NO JflD '1'­

C I'l'B ETOCE PARD 
PRC8 IUJIIOTfOH PfiiOI ~ (BUT URAl' ITGIT TWO ftO 'Rl1fE FOUR) SG'D JtS1£1BOBR Cift 80SSC 

!0 SPSAS 
PAftD P'OR S.PXPR f'TOJP!D BTSEIBOmt •AS'-' !TGHT ftO ftO Jill£ Pin P.&nn 
r..- !UP.Rt'OI !'0 ltRIOll> P'Cll Lr::.tCB CBThll' OPUUrtOE AlfALT!ll DmBIOI roR 8PAA!Z 8TGDD 

E!GEDOWER (EASY IItlftf ftO .rn ZRBO $TX) PJJID 
?.ARB SPU'l'Z C tt'E IASY Jt:tGft 'rWO ftO 1fTWE !:TGB'f 'I'O UI,tO JYO CO AAP SOD KTSiiBOWIB Pl.fill 
PJB.D to DUIILOP SPGAR I'JPO ARJIOLD J'HOI! SPliH CITI EASY EIGB'l' 'l'WO TIIO IDJS JltD ltGJIJ£» 

ltiBDHOU1l C!!W WAH 'NO SZVl!1l :C011T ftO ZERO MARCH ftO 'lTD PAftBII 
P.l.lft 'lO MaOLD ~ SPAAD STOJrBD XISIIBOW!ft Oift BABY Enlll! W0 'i'tiJtU ZDO ZIRO WARJ: 

I"J!ftD STX ftO OJE OR BT TIU!I!F!I PARD 
PMII FOh GROIIIWGII TIPO tlt!LOD PlOt~ LrZ STGDD KTS!IDORR REF •o UST D.lY BI8B'r ftO 

ti11111t J'01I1 SIX PARD C&BT.J WAR ftC) 'ltD Jtll liD roR. DA'lD 1'011 JI&Y PD 
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PAID 02 Dl. !LY C ABLK DY !'IEift IEVSXTH IIOft ZEBC ZERO 1'0 WI$BI PBO. .,.Bt 1lif.W C'OIUJ) 
81GHD BAST EIOJft' ?10 HUB Ptn ftO ~ PiP.II 

P.t.R.II CIS ~OS!C J!D TWO Frtt PWR J'ROJI ROIJtl PROW LD SIIDD II8UBOUB USY KIOe 
'l'WO TBREB FIVE J'IYE P AB!.X 

PD Ctft SOS'l'C !lil"JJ OD PIVE PJVE PBOR flOSS FRC* tD StOliD lllSII!IOUR RJnf Ill U8Y UOB't 
Tt-tJ Tiii~i: !!.! 7 !PO ( IY PAIS tO OSD) PD 

PARD CTft SOS!C llliE Oli£ FtVE Sl!."VV• ~iiJii I;'~ E).,_, r.n SJ'O.IID B'ISERODR lASr JJUY EICHI'l' 
~WO TIR!F. SJX OIL PAFJI 

PAIF..S !'.A8J EIGBT 'NO t"t;Rif s~x TliO !0 8UlU.I8 PROI LA.REICB ITGBD JUUDtm:B RdB fAR JI'GQI 
ltnn '1'110 DRO JnB rARD 

I'.ABEI £A.Sr !'IOPl ~\iC FNm NO ! ... X t»>R ~PX?R STOliD K'IIIIB~ ~AJlD 
~ 1'01 OROJrlrrllB. PRO. La ltfBIID It Ui' a JUdi'!' ttiOft ftO f'OUR POIR IDO to 

car w.a.a o cas w "COL a a 8IU1I .. .._ 

l'Belltl 
-n-



REF ID:A71933 

DVY SftLB 

PIUS COIDfi'.SLAH .lCTTOI C'r.F S!X f Otm ARD CTC ftO TWO t'lOT FOUl RrO CIJCI.AM' 
L\&.58ITT OfFERS COIIS.LKVD 
x GRtr~tw ~r~:~t~~ r~~IP!!n r 
X S.ATS CODAS!Sli AFRO. JfYDTS OJIE rovn ZDO SIJ :nnU.IItaw l: 
X .AV! YABI" ':n YORK HAS FOH .ACTIOI 3HT., PASS TO CRAftL'IE !f.lRB FOX srx SIX FOR DFCi X 
.X 5mB C~Rt ~ DE nrs~STJifG Ol'F'Y'CE 'flEW YCitl: WITH CTS ftO ZBRC OR Pt'VE '1'10 l'Otm :1 
X 8BI't' !!' C"11CLAti'f .AC"fitJB TAS1< JPORCE5 SIX RTCH'r STX POOR srx ftRI& SIX ftO COIIaiRVLdf 

PO% .AftF 080!3 1<1 BOO':Wil lUtvl YOPJC AJff; CP,!~T~Lcrrol X 
X ftT! P'frOM C!lfCLAft AC'ltOI OFF' !110 POOR II'FO CODAY111J X 
XCODAVJIAWRUfiC T PBIRBCI ''Cirrl.'lmBOIT<I frn'ULV!.1«.1Nmnmlt 
X COIDRSLOT TILL!WO AC'rl'OI BUP!RS 'RFO Om:uft X 
:t T.JBIO ntTLA STJGS X 
X BAIOOOCK SPri#ItF AOf! JI C:IIOPJC RDO WABBI PAIS tfO JISD 8JB.DTC8Bftll X 
~ SAT'S C'l'U ZERO '1'10 PO!ft !IllS JXllffJKJ J. 
EmlfiiPS SLIPS HIS OJ'iR OUT TO JISD ORQ 
ntr!Hll'S SI'I.U.S TO R.AI! 080& BHD 'JQlFOLI 
IWU'.AC!HOtn'smt.A '·CORfS 
CCIIIJ'CK. nr.L8 TO CDCPAC X U"CJa c.- !NO ZRno SIVER FOUit ftO X 
XIAe!BVBICBTIS!GIOBPIJRLX 
ec8:ARlliiW'ItO• ~.AIBB illmA't PLBABIII D PltEB&n'IIO BIB tlfaft JIULJUG) !'08 
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lill'IISH ~TYLK (f!J'I .J) 

( (( .l!RIIt! R.AI.L At.l~AH :·'RO$: RQ JIAAP. API08(809 8(8 JIAT. ED .AI.t.YID £II PORCII (JPilfll 
!!l~ ~ ""f'.. lp;DT'l'PJUl.ll'll 111 ALL IJm )) ) 

( ( ( A!H Mlli!S~ l1t1I·!!!.!f.&!L /1. tv~u PiiUii i1.;, r.,~ .~~· .*.. ~!..!' ~I):W: tt3'7(U7 15/5{14/f, SIC:fl!e'f. 
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PAM P!Vl ,t:tii Pili/ L P~.' 'T f'!r A!Il' ~ox NO( :'ttl 16( 18 V.'. 
(( ( .lAl ~~i'WA>' l "f:Cfi ·~Q'~'A!.~· l·'F ~'1.(3,1 1'f &1'1"H Ut' 81Ctfll'l'. TUIIt'ran.. . ;f!£r.;TTifW J,r;ru~ .&LLBD 

/1tn p:·ll'C£!! O~!UN 661(061 )) ) 
( U A'l Anl!~r Pf~Ofl ~1~ IP.'.l"' APMJ(:SU li(li' lt!!' Bf'CRE'r •.rrrBRr,AHli.tt: Af.LIIO AIR P"~CD OPSt1M 

1.&1( f·tl2 If~Sf.P( r· ASI P' • 
{ ( PIP 'l'Y r; ·~~ ADIJ" P'01. trrr~: PC·Tilt '!'HJ:....U. r·t'G!_;Tf ;·Jft XAT 81Cift )) 
( J:Aft'J.' ST>: n•t: FnrAr. I'-" ·f~4SCNS 1B1Bli(101Slt B F'ft'OM fiQ •u-r) 
0.4811(0.4811 TC COS,.'rTIZ'M-'U' lt·r ai'SSfTS (Prlt~l~~~ PitS C II C IIID ALG:rtm:; dtD '1(7) I.DY. 

!11!!T ( !'r.&-:;r} PAt\'"! F:lf~R !'AC AX.f'£' R At:O 8(1) 1'AC All l'Ofl'CI) TIE'O 8(2) DTS~R '~T (l'JSS 
lf»(l& tTP. PC•HCB {~) DJ~TRTCf (1) ;. 1$!'RTC't PR!* IQ. lf.T StOliD WtLSOJ! C!TK FIIC!(GCT) 
rm:JCTC'1CT) .P.Jill ll'tiGBT(J&T) I'AY 1&181&. lS =- Pli."l. COSJ"''TJITRU 10. tll(fll) tO J.I00(1800J 
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APPiiDn II 

The tile dat~/t.ime aroup wbich llppears b. clear ln the preamble 

Df ••••ac•e usually' a!gnitiee the date and tJ.me put on 1:Qr the mter upon 

tiDiehing t.he CC~rrpoe!Uon ot his aeasqe or the t.hte in ,,tJ.ch the writer 

tU.ea h:l'f"l!tBBate in the masage center. It. intrequnntly des1gn~o.t ea tbe 

tiae a ••88£• leaves IUSS&(;e center ou 1 ts way to radio operat-or. 

10\a.t. are the relative adYantatos and disadvantages in 'keeJ;inE: the 

ftle d&te/t.iao in elear aa at. pr"smt, a:dt.tine it. alto3ntl.er. o:r Cl­

d.pherlng it intemallit 

(1) Tb.e da.t.e/t.i.'lle croup in al.ee.r allovs deduction• tJ"'OIl tho 

corre'la.tlon ot date/timE- and t7Pe or tratfie. Thue., ai1• traffic 

at. • certain tillle mq lllMll plane• arriving, -3e,art1c, ei.c. water 

t.n.nl)ol"t. traffic 8lJiT refer to a. eitlJ.ation rep:n•t or COtl'Yt)7 IIOVe­

~. etc. Rclovin~ the dat.e/t.iae &roup troD the prell~l.ble of 

.S!Ap would aot. eUainate abil1t7 to Mk• thia deduct:.on11 for 

~ ttal. or. intercept tim.• could f\lllction j uet aa we~~. 

(2) rll.• ckt.e/U.e aroup ll.lowr~ eoUect:l.De ot part.• of •am';) aessage. 

:tntercept tiae functions just. aa wen. 
(3) rile dat.e/t.:lrt• pooup can be llBed tor correl~tion wl t't 1 tternal 

au sage 1\Ullbers. 

Iatercept. ctate/t.im.c !lft~ CJ.'7Ptos:raphlc dat.e tul!ction Ju•t. ae well.. 

(4) Can the tlle date/t.la~ bo ~tted altogether? 

!'ale IUe da..t.e/ti111e all:Jws Uua recipient t.o evalutt.te the content• 

et a ... aac;eJ SlDd proddes a check on tbe eQX~n~anlc.ationa interval. 

'Ill£• aa:t be ft'f7 irr.pntant. Thtt .recipient 111 Wormed t.ha.t at a 

IIGRSJ 
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&i'NI'l t..ov, the CIOntent.e of t.he •••eep aN Y.U.1d. lt t110 

ft.t.ber eont.r&dlcto17 .-.eac•• an ruelvtd, tt 1• hipoJ'tant 

to krxrw tile Mr,.uence in which thq •er• •r.lt.ton.. Old.s••1on ot 

f11e dak/t.J.me 'IIOuld al.IO :a;&'ko t.be •eniciftg of .. lhl:UI 

·dltl1cul t.. ftao tUe 4ate/tme ca.nr.ot be om tt. f'd. 

(.5) lbould tho ttl• ate/tim•l be ec::1phere4 .1nt.en•a!l1? 

llladpttl'Ji;.ent ot 4at.e/tille u blscc~ro eJ7pt.ogJ•a,tth1cal11• for 

co1Tela.Uor1P a.t-e possible b.trcen 1nt.en:e;t rta.t.e and llle da\e'" 

:r& .,uld &leo be d1tr1c\llt ~ 1dent!f1 •osna.ce l tor Hrr1c1nc. 

SJ.ace lnt.erc~i- t. O.t.e/Uae 111111 function 1n 110at catc.t ae •alldl7 

.. ftl• dat.o/t.i:s!R, ed dnce lt 1a uot. t•ad.ble to .nc!pher- date/"'..lme crou.p 

J'JoGia .. ourlL,r dowpolnt; sluco llle dat.c/t.b:e provides a co~J e.ation 

taheck •hlcl, C::4100t. be ;rorided \ly 1D7 ot.her ~~C£~18 ••••••• thoN aee::UJ lltt.le 

J"eUUD \Q cU.acont1nu" t.ho preaent pr&ct1cc ot clear t1.ltt date/ti!t~· 11"'0\JP 

1n pNMblo. 
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