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MEMORANDUM FOR THE MEMBERS OF USCIB:

Subject: Allied (NATO) Communications Security.

1. The enclosure contains the final report of the ad hoc
comxittse established by USCIB to examine the subject problem.

This report is scheduled for consideration at a special meeting
of the Board.

2, Attention is invited to the fact that the "U.S. Person-
nel Only" classification is required by a limited number of
specific comments, vwhich can be excised or amended without undue

I_dunmm:_in_t.hs_m&_it a decision to forward the report to

3. Pursuant to agremt by membars of the ad hoc committee
the distribution of this report is limited to the number of copies
indicated below. This distwibution is based upon the requirement
expressad to the Secretariat by individual USCIB members. For
purposss of record & normal diatribution of this covering memo-
randum is being made: \
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NSA 3

Army L

Navy 3
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U.S. PERSONNEL ONLY 16ty 1953

MEMCRANDUM FOR THE CHAIRMAN, USCIB

SUBJECT: Report of Ad Hoc Committee on Allied
[NATC] Coumunications Security.

1. Transmitted herewith is the final Report of the
Ad Hoc Committee established at the 82nd weeting of USCIB
to exawine the problem of Allied [NATO! coumunicaticns .
security.

2. The Report inclu
actions with refersnce to
communications security matters. This review was preparsd
by the Chairman of the Securlty Committee, USCIB at ths
request of the Chsirman of the Ad Hoc Committee and is
presented as & convenience to the Board wembers in their
consideration of the entire subjsct.

3. This Report has been approved unanimously by ths
members of the A4 Hoc Committee.

el ) R
T. Achlillies ‘Polyzoides
Chairman, Ad Hoc Committee

One enclosure, with
Tabs A through E, and
Exhibits 1, 2 and 3.
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l. There are two quoations \rhich require to be answered, the second

depending on the answer to the first.

a. Can we cut off :upply of consuneraf

b. If so, what steps do e tako to inpvau communication security
in the national commmnications of NATO cou.ntries.
2. This report in its conclusiono appears to givo a negative answer to

the first question.

3 .Indeed, throughout the report there is evidence t.hat although th\é\f'leaked“

to the U.S. ‘
5. In other words campliance with the reccmmendations will resultin
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only because of bad procedures.

to the fact that many

We remove the bad procedures and t.hoéel“ As

we increase cryptographic knowledge, as we certainly will as we improve
procedure, other systems basically insecnre will be reexamined and removed
from use. We will probably be asked to evaluate some of them and then will
have to recommend against their use. ‘ “

6. This report therefore seems to argue aga.ins\ﬁ«_\it.self and we still

haven't the answer to the first question. If the

answer is no the recoomendations are valueless, and it would also be futile
to go on with the BRUSA conference. .

7. If the answer is yes then the recommendations are valid The report
should be changed to make this perfectly clear, and the confere;iqg must by
all means proceed in order to map out the details of implanontati;;hx of the

recommendations.

9. One more point in the report. It fails to mention that on the
military side NATO countries have been provided NATO cryptosystems in some

quantity, and that that is the reason why the military plcture is relatively

i
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. There is, however, al\mys the one NATO CQLSEC security regulation

that is apt to be broken and th&t is the us gf NATO syatm instead of

10. It seems that -there are two pouiblo con.raes.

i
a. Modify the report to recamend againzt| to the U.S.

and call off the UK conformcc, or

b. Modify the report to admit the loss of lot the

recammendations stand, and let the conference proceed.

I reccmmend the latter course.
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U. 8. POSITION FPAPER ON
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1. Three issues are involved in the fqﬁhg’bming

ference on

8. Review of proposed tactics gove,ining an approa.cﬁ tb the

2. Only item la will be conaidered in t-his paper ‘me general u. 8.

position on this item was eatabnshed vhen t.he Pres:.dent approved the report

of the U. 8. - U. K. canference on the security of ; § By
this approval, the U. S. was cmitted aub,ject to an mprovement in the
gensral security of the to an appromh to tfne

Ministry ot Foreign Affnirs (MFA) on tbe innecurity ot communications.

uumnmnuwnt{::]ﬂutu:qwmmmtouu[:::::jmmudmnbemme
wntil the Tripartite Security ncport m upproved by each oi the participating

countries, and the had tmdertaken derinite implementing ection

to carry out the recommendations of the zjeport .

3. The three governments have subgéquently formally subscribed to the
principles and standards of security prgsfoséd by the Tripartite Working Group,
and the recommendations with respect tﬁ;reto are belng progressively implemented.
The U. 8. and U. K. delegations to & ;;‘Ecent conterence oi the Tripartite Working
Group have agreed, in spite of reserv{;.tiona about Civil Ministries, that positiwe
steps are being taken by tha|:|to put into effect these principles and

standards. The U, 8, must decide vhether the "positive steps” already teken

pesc i

“autitst ity intoimatiod
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by me:lare adequate ; the Ste.te Depo.rtment member ma.y be in a position
to certity the findings of the U. 8. delegction w t.he Tripartite Working
Group.

L. The condltians postulated by USCIB rega.rding approach to the MFA

have been Iulillled to _some degree Additional.ly the

ryptamlync

organization recently expressed to the 1ts con :‘:“rn over t.he maecurity

ose o Jans

the behavior q‘f the

of the| |oI NATO nations, particularly

l‘md durmg 1952 there was a marked improvement
I:lon cipher security matters.

6. Recommended actions:

a. If the improvement oj general secunty 18 confimad

UBCIB agree that the conditioms which deferred action on t.h—comuni-
cations security problem have been removed.
b. USCIB accept the method of approach tc the MFA suggeated by the

U.K. in its letter of 10 December 1951 (Teb 8 in folder), and minate a genior

representative, together with a technical adviser, to meet vit.h represante-

tives in Paris at a specified date.

c. State Department member brief the U. §. Ambassador to }n the

propased procedure of approach.

uecut Hy tnformation
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HEFORT G AD HOC COMMITTEE ON EXAMINATION
QF TELECOMMUNICATIONS OF NATO NATIONS

PROBLEH:

1. 7o examins the azvailable telecommmications traffic of NATO
mexbers in ordar to measure (a) the incidents of violations of NATO
commmicaticns aecurity regulations; and (b) the extent of potential

SCOPE AND METHOD OF THE INVESTIGATION:

‘: 2. This Comnlttce was eptablished at the 82nd meeting of USCIB
ou 13 February 1953 to examine the problem of communications security
E“wiriolations by NAT) rewbers. The Committee filed a report dated
30 April 1923 which set forth certain findings pertaining to security
ﬁolations detiacted in the available traffic and centered principally

onl During

the period of this initial study, arrangements were made to hold a

BRUSA conference on the entire problem of NATO communications
socurity. Wiih that fact in mind, USCIB decided at its 84th meeting
on 8 May 1953 that this Camittee should continue its investigation
on breader lines which would include not only a consideration of
securdty violsiions but also an effort to determine the extent of

potential damzge to US interests resulting from leakage of
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communications security practices. 7This report crvers ali phases
of the expanded problem.

3o The originsl dive:tive called for reprecaiulives of the
Departments of State and Army to cocrdinate with tae Inrestor, NSA
in preparing a report, It soon becane wpparent ih:.t the investigation
would touch areas in which all member departments and agencies of
USCIB have an interest. Conssquently; the Departments cf Navy and
Ajiv Porce, the Certral Intelligence Agency and the Federal Bureau
of Investigation were agked to participate in the survey and their
representatives heve joined in various phases of the investigation
and the preparetion of this repori.

o The results of this survey are pressnted in the four Taba
attached herste, Tab A presents the investigation into sscurity
violations and is in substance the initlal report presented to USCIB
under date of 30 April 1953, Tsb B is a statemsnt of the situation

. a8 it pertains to military traffic. Tab C represents a substantive

Tab D represents

a oryptologic evaluation of the NATO nations under consjideration.

5. There is also attached a Tab E which consists of a brief
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This Tab is not

a direct product of the Committee's investigation but is presented as a
convenience to the mesmbers of the Board in their consideration of the

entire problenm,

6. BEach phase of the Commities’s work is subject to particular
limitations which are described in the relsvant sttachments to the
report. However, certain gen_eral restrictions in coverage were
necessary to make the Coumittoe’s work manageable and are applicable
to all the attachments, as follgws:

(a) The traffic exsmined was limited to messages sent
between 1 November 1952 and 1 Mgy 1953, Although a few
messages transmitted prior to 1 November 1952 are included in
this report, they are items which were brought to the attention
of the Committee primarily as examples of the type of material
desired and their inclusion here does not meen that the period
prior to 1 November 1952 was exsmined thoroughly.

In no phase of the Committee’s investigation ~an it be stated that
all of the available traffic during this period has been examined,
The Committee endeavored to cover all major circuits, and through
this search and by checking the files of the departments and agencies
represented on the Committee, it is estimated that an accurate total

appraisal hae been achieved, The inability to examine every message
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meahs, of courss, that =ome items have been overlocked, However,
the Committee does not believe that the number or quality of such
messages would be such as to alter the principal conelusions of
this report,

7. The Committee's conclusions must be qualified by certain
assumptions which were made in order to center the focus of sttention
on the content of the traffic end to avoid inquiries beyond the

sompetence of the Committee, It was assumed that
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A, On security violations:

H

.

J/‘) 7o The proper US=UK authorities on NATO should be fully

W - — informed of the security violations with respect to NATO matters
O,.»P} ho d be urged to develop a program of strict observance of NATO
7 '
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, ‘regulationla\o Initial efforts along this nnq should n‘\ot\j.‘nvolve
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appraise, especially mu.ndught. The Comsittes has made
every effort to be acmu'atou well as objective in examining
this traffic but the mumber otc:-ploa found in this survey
cannot be presented as an abcol@i,\!iguro. Nevertheless, when
motakuintoacomthomon&potmm examined by
all the evaluating mugint.ho co&iqgofthnrmmw
ations during the test period chosen ror\thh survey, and the
intensive offort on the part of the r.pru-:bat:lm of these
agencies meeting in conmittee to :I.dut:l.!'y mlplu of informa~
tion leakage injurious to US interests, it is avidmt that thc
leakage, insofar as guantity is oopoerned, hmngn.

6. Despite the quantitative insignificance of thororo-

This survey has brought out a reasonably

 comforting fact in the sense that few damaging examples were

mcovered, but this must be balanced against the possibility
that at any moment critically damaging information could ap-
pear in the same type of traffic. The latter aspect of the
situation is coversd in the section immediately following.
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7. An effort to improve national cryptographic aud com-

W mmnications practices could reduce appreciably the total compuni-

cations security problem under consideration and should bo made

\;).{V\ ~ prior to any effort to improve systems or to encourage th‘ use of
,\9//3 ' more ccnp]icat.ed cryptographic equipment.

¢ 8. A aubstantial improvement in the general uituation wight
Q}/‘Ep/ " result from the institutien of a securlty demcnstration mx the

NATO couvntriss.

B, Other conclusions:

3. .1‘he evidence brought out in this investigation does not

3 , indicate that serious damage has ocoured during the period covered

QT/ by thie survey. However, such damage has occurred in the past and
may occur again in the future.
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RECOMMENDATTONS:

1. The US-UK authorities in NA!I'O ahwld be m:ly informed
of the security violatioms with mpoct to NATO mttm for the
purpose of developing a program ef st.rict. observance ot the NATO
commmications gsecurity reguhtim.

2. An effort should bc undorbﬁkm Jointly with the British
to improve the national eryptographic and eanm:l.caticns practices
of the NATO countries by a dmtratian of proper techniques, ax-

planstion of | |and other means short nt direct

at this time, Such denmstu—

tions and ea:planat.iau must be considerably detailed cven to a2
point that night. be ezpeetod to permit reasonable suppoeit:lona as
to |

3. Machinery should be established jointly with thdl:l
for the continuing examination of the traffic of NATO countries
and for the analysis of their commmications practices in order

to supplement this survey, to judge the effect of the efforts to
improve their security and to provide a basis for future action.
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SECURITY VIOLATIONS

1. This phass of the Committee‘s investigation of t.raff.‘ic was
undertaken prior to and separately froa the inveatigetion cowerod by
Tabs B and C and is limited to a consideration of security vioi‘qtionan
For the purpose of this repart the Committee defined a security vi‘qlation
a8 any message violating NATO communications security regulations. 'l'ho
definition was adopted because those regulations constitute the only

standard agreed upon by the NATO countries,

"COSMIC, The word COSMIC has been designed as a security
warning only. This designation shall, in addition to the
appropriate security classification, be placed on all joint
end national papers tabled at meetings of any body or committiee
set up under the North Atlantic Treaty Organization which
contain and reveals
(1) Strategic or operational military appreciations,
plans or decisions.
(2) Politicel-military appreclations, plans or decisions.
(3) Economic plenning based on strategic military plang
and decisions which could lead tc disclosure of such
plans and decisions. :
(4) Classified information of one countwy tavied or
circulated by another country, unlsss the ‘ownex'

country agrees otherwise.

TAB A
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"NATO. On all other joint or national document.a tabled or
circulated within the North Atlantic Treaty Organization the
word "NATO® shall appear, together with the apprepriate
security classification, This "NATO" marking, however, does
not require the special handling or atcounting provided for
"COSMIC™ documents, other then as warranted by the security
classification, and no special screening (as required for
NCOSMIC" personnel)ia ‘necessary for nccees to NATO documentso

3, The mvestigatio;r"bf security viola#ions was subjaé?, to tha
assumptions descrided m*"baragraph 7 of ﬂxe repert ad to the *c-im

limits described in peragraph 6 It did not cover the traffic of

'iﬁut was concentrated on ﬁ'.he

cane Lo Qhe

attention of the Commitiee,but the traffi@ of those countries was ﬁpt

examined 1n detail, | \
b In examining traffic for sef'urity violations the Commitm

considered 119 individusl messages which were submitted primarily by

' The Comaittee screened this l‘.l.a$

to eliminate messages which clearly did not constituts security violatidi;ac

5. In the course of this phase of the investigation the Committee

encounitered certain messages which contained information damaging to the

=@s
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" 4o Therefore, no categorical statement can be made to the effect
that there has been or has not been any “leakage" to the USSR of
information damaging to US intereats,

TAB B




S | EQ 3.3(h)(
.. | REF @8@&35%*0%@ 3605

compromise night be iv jua izus to US interests, A message was considered

to affeoi US intereats i.f i% reiated tc matters in which the US was taking
astion or to a pelicy which the US was supporting. A message was

considered dameging if the USSR could usa the inform;tzion either ¢n &

long or short term basis to thwart or hamper acticn taken by the US er the
| policies supporied by it. uességes santaining informati&p affecting US

interests were not considersd dameging if timely informatj:ﬁp were availahle

to the USSR through open sourzes such 88 newspapera oY pub]-.ixé:% rolease of

government information. \

2. The materiel studied during this phass of the investig;i@ism falls

into f:ne follewing savegeries:s
Lo .
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of this report/ were checked by the Committee under t.hetem
of reference mentioned in Paragraph 1 above, (.

n 4 [ -

3. On the basis of investigating the four categories noted
in the paragraph imedistely preceding, the Committee accepted the
evaluations of the various specialist panels to the effect that |

-2 TAB C
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These are UN6 COUNLries wioos
communications security has
been cousidersd or: dealt. with
by USCIB.

prodblem at the requsut of Sceretary Marshall, tut wess unable to

“t
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reach agreement whether the US should provide cryptographic assist-

2.

report to the BSC on 31 August 1948 and an 2 September the ESC
wecﬁtdthoujwityuwmwcmthttbuuquMnotb
taken. Secretary Marshall replied personally to Fareign Minister
Bevin informing him of this decisiom.

2. A year later, in September and Gotober of 1949, USCIB, acting
on behalf of the US Government, mcepud.ariuahmpommtgi
British cryptographic device (the Typex Mark II) be provided to m
Western Union powers, and subeequently to all NATO gmrm-ntc,’_»’"for
the exclusive encipherment of METRIC and COSMIC .tol_ocommicntjim.
This device was subgequently adopted by NATO for this purpoao.

3. During the following swmer of 1950 the British Ambassador in
Washington raised with the Department of State the general problem

EO 3.3(h)(2)
PL 86-36/50 USC 3605




3o

EO 3.3(h)(2)
PL 86-36/50 USC 3605




EO 3.3(h)(2)
PL 86-36/50 USC 3605




EO 3.3(h)(2)
PL 86-36/50 USC 3605




&o

steps to this end without awniting either the sstablishment of "ascure

cammunicaticns organications and designed to assure adequate guarmt?ies
of securlity at each step of the epproach. This Department of State
proposal wes considered by the Board at its meseting of 9 March and |
was withdrawn by the State member in the face of a majority view
that the Board shouid adhere to the more rigid poliocy which it had
already adopted. The spscific proposale for the scope and agenda
for the forthcoming conference wers spproved, howsver, and were for-»
warded to LSIB on 13 March 1951 (14/128).

8. The BRUSA Conference was held in May 1951 and ite Raeport (14/132)
was submitied to USCIB on 15 May. USCIB approved the Report at ita
meeting on 24 May and decided also to refer it to the NSC for approval
and to perpetuate Lthe US conference delegation as an Ad Hoo camittoo
of the Board to keep this problem under contimuous review. ISIB
notified us of its approwal of thse Report by letter of 7 June 1951
(13/188). The Report was forwarded to the NSC on 8 June 1951 (J.?,/137)
and was approved by the Spoctal Committee of the NSC and the President

on 11 January 1952 (14/189).

9, The principal results of this BRUSA Conference were:

(a) The preparation of a specific cryptographic plan which
conld scccuplish the desired mpravexhsnt in the eeou?ity

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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7.

(d) The establiskment of general securitf*gondiﬂms or
criteria vhich must be met to the autia%qgtion of both
LSIB snd USCIB prior to taking actiom. |
It may be noted that the work of this Conference was based on & prior
assumption that the need to take direut action to mprcvé«;ne seourity
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pecurity should mot be mede until the Roport had besn approved by

each of the participating countrics and“‘;‘ had taken definite
action on the basis of ths Report. The AdHoc Cormittee was oardered
to study the specific plun proposed by the B;igish. These views
were cammunicated to LSIB in a letter of 24 Je.nuary 1952 (14/196).
The Ad Hoc Committee rencered its repert on i3 l'ebruary 1952 (14/200)
in vhich it endorsed the reply which USCIB had made te LSIB and

recomusnded further that no approach should be made until another
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the Depariment of Sx;.e.to in vhich the British suggeaied that Secrotsry
Ackeson might be preparod o endorse immediately direet action and
that USCIB might, therefore, reverse its decision of the preceding
January, In a messzge of 27 June 1952 Mr. Arastrong edviced Mr. Jones

that the US positicn in this matter had not bean changed.

1,. The next and latest British effort to obtain our agreement that

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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USCIB has advised LSIB that it has agroed to cuch a couference, now

scheduled to coamence in Washington om 4 June 1953.

15. In preparation for this conference USCIB reconsidered the genersal
péoblan of the insecurity of the camauniceticns of NATO countries at
its meoting of 13 February 1953 aand establiched a new Ad Hoc Committee
to revievw the risk to tha zecurity of US classified informaticm created
by violations of BATO camnunications security practices aud by the
insecurity of the national coumunications of NATO countriea. A report
ws submitted by this Ad Hoc Committeo on 4 May 1953 (23/51) and was
discussed by the Board at its meeting of 8 May 1952. This Report
dealt principaelly with viclations of WATO commmications security
pé;ccxeea. USCIB (a) noted the initial report by the Ad Hos Committee
and decided that the Committee should continue its study of the

additional phases of the problem as outlined by with

a view to submitting a report for the cmsiderpitim of the Board
at a special meeting to be held in advance of;;’ss’tha 4, June BRUSA Coa-
ference; (b) agreed to defer consideration of a presentation of this
entire problem to NSC until the Ad Hoc Gom;iitoe Repart had besn
 reviewed,

PL 86-36/50 USC 3605
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COMMUNICATI SEC

| 'rn. problen of fiakxtg\jc.he security of the United States created
by u.' cmmioatione was first considered by
USCIB in the. mr of 1951 ehortly after the BRUSA Conference on

a:mmicauons security. The matter was raised by th  fren-
bor at the meeting or USGIB on 22 June 1951 in connection with several

\“\d’ the oxprroaa request of the US criginatm'e of the information.
UBOIB directed that the Ad Hoc comitteo, ccnposed ot members of the
Anerican Delegntion to the recent BRUSA conterence on |ccmmmi-

cationa uourity, atudy and evaluate the problem or commund -
utian: seourity. “

1'7 'rhe first n.pm of this Ad Hoo Committee (23/18) was submitted
to uscm at its moat:l.ng on 13 July 1951 and wae accepted, USCIB
d:l.reoipd that the Cm:l.ttoQ continue its study with particular regard

to thei“;problem of oorrectiné Fbuse of FATO ocoumunications

security prosedures. In this first Repart the Ad Hoc Committee had
m:lmludoxilT thats .
(a) | but

that on the whole, so far as NATO or US political and




;;EQ:33( )(2) REF ID:A517796

13.

| sommie oy s s, the ittt
 clossd through dnsecure] |ocumumtcations s

\\\not hizhlr detrimental to the security of the US.

(b) The level of s o 20w

. to afford 1ittle 1ikelihood that an improvement in
t.he:lr eanmmicationa ssourity would effectively prevent
J.u.hge of :I.nfamation affecting the security of the US.
There un no aesmnco that all available authorised
means u:lthin the MTO organigzation have been applied
toward the con'ection of:|abuse of NATO

*r:;} callmn.i.eations aecur:lty procedures.

| (d) Direct action tomd the improvement of over-all

| Iumunications security was, therefore, not

Justitied at that tine.

The Ad Hoc ccnittoo had recomended that their study be continued

and that no d.trect action yig-g-vis the be contemplated
uwntil USCIB or tmnsc had decided whether such action should be

taken vie-a-Tie m|

18, The final nepm of the Ad Hoo Comittee (23/22) was submitted
on 7 August 1951 and m considered by USCIB at its meeting on

10 August. In this Repougf. the Comnittee re-affirmed its previous
recommendation that no direot action should be taken at that time

beyond an effort to correct:' I-buse of NATO communications
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security procedures. The Committee recommended both a plan for an

imnediate approach to the to this end and several long-

range proposals directed toward event.f;al over-all improvement of

com. aunications security.

(a) rh- plan for immediate aouon enviaaged a unilateral

Us approaeh to the at the

anbuudorul level wherein uo would advlae the

t.hnt we had been appr.‘l.sed of a

violat:lon of NATO comunications security procedurea
and would requeet categorical aasm-a.nce that they
would correct this abuse. It waa ptopoaad also that we
would offer om' assurances as t.o the aecurity of the
NATO orypto—systen (Typex Mark II) and commicatim
procedures and that. we would otfer such techn:lcal

aspistance or advice as f.bﬁ | Imigbt dea:l.re

‘to aseure themselvu along these linea. | Th:l.s approach
natobobasedmtheomtentandhmdlingota

on 6 July 19513 our poaaosaion of this Mmaucn

being attributed to an agent report

activity. USCIB approved tho recamnenda. ons o!'
the Ad Hoc Comittee and des:lgnatod the

ment and CIA to develop the particuhrs or thia a.pproach.

(b) USCIB has taken no action on the long-ra.ngo propoula.

EO0 3.3(h)(2)
PL 86-36/50 USC 3605
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15,

20. Between August and November of 1951 there were several em&ngaa
between USCIB and LSIB in the course of‘ obtaininJ:l proval
for this approach to t.bol | e f1na2 BSCIB

Ad Hoo Cammittee Report was forwerded to LSIB an 17 Auguat, and the

details of the propoeed phn developed by State and GIA were ox-~
plained to 8ir Edwerd 'rnvs.a, and i'cmnrdad by him u|:|on

1 November, Heanwhile LSIB had considered the USGIB proposal and
bad advised USCIB, by ¢ . message of 5 lovmber (23/28), that this
plan wes not o.cceptabla to them, Thsy felt thnt the approach was
too risky and vould not gserve to acompliuh the over-all improvement

in the gecurity of cmmmicatiom which they considered

imperative. At tho urging of Sir Edward Travis 1SIB reconsidered
the detailed plan and, by a mau.ge of 8 November and a subeequent
letter of 19 Novenber (23/40), withirew their cbjections ocn the
wnderstanding tlnt (a) the tppa'oach would be addressed solely to

eon'oethgl abuse of NATO cammunications security practices

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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and (b) would be followed by further consideration of the British

suggestion that steps should be taken to improve over-all

communications security. By letter of 23 November (23/41) USGIB
advised LSIB that the approach would be made shoartly after 1 December.

axﬁ-ﬁﬂﬁ :
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of| response and recommending that it would be best

to consider the natterz‘xplosed wntil further instences of|
abuse of NATO cmunicaf:;ona seourity procedures appoi}ed.

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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through the provision cof the sombined ¢ipher mechine
(CCH), but stated that there were only 10 CCM’s which
could be made zvailaeble at that time and that it was

not'possible to anticipate vhen further equipmsnt

would te available to satiafy the entire request.

The DIRAFSA stipulated that this equipment could;be made

availsble only on 3 free loan or rentzl basis an& that

the Government would have to zgree to Cﬁitain
stipulationsxﬁgvering the physical pretection aﬁd

disposition of it

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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that, in reaching a decision in this case; it had been
impelled bty the "prolonged US<UK discussions on this
general problem in the past¥ to feel that "the importance

to the US and UK of the security of the comamunications of

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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EXHIBIT 1
SECURITY VIOLATIONS

EO 3.3(h)(2)
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STATUS OF NATO CRYPTOSYSTEMS

A, First level (high militery and diplmﬁio ):

1. Typex with Simplex settings, o i
2, Some one-time pads (approved by standing group).

Date of approval: 20 July 1950.

LAx 4 v X bad

NOTE: Non-BRUSA countries were furnished full
technical details for making up their owm national
Simplex settings but no information is avaihble
as to whether they are doing ao. ‘

B. Second lsvel (military only — ugnjeomand to divisions)s
1, CCM. f |

2, Natex (back up to CCM).

C. Third level (low echelon):
10 N‘tuo

Date of spproval: 25 July 1952o
No systems yet provided,

2. TFrench modified ¥-209.

Date of spproval:s Ear 195'
Effective only b 8o far.
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Ve 2\ N
¢ '- — TOP SECRET SECURITY THFORMATION-CANGE———
EO 3.3(h)(2) BIT
PL 86-36/50 USC 3605 EXHIBIT 3

MESSAGES CONTAINING DAMAGING INFORMATION
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