
len tal •XU!.l>l• in .. .fa pan••• 8\ll""Mj'" ...a. during, the por1 M. e ,._ 

- ..-.e•r 1Wl -to !1 Ootober 1Q.U 1how how Worme.Uon wa.a obt..ind. by the 

lap*n••• beoe.us• or la.ak ot aeouri ty preoautiOtUI on th• pe.rt Qt u. 1. 

,.t'fc>t1M1. fhe d.oo\.llillitnt 1t&toa a 

•n ... Y be •e•n 1n tM at'aumulation ot battlo l .. •o~ whioh 

tollatr that •ld.n, u.• ~ ·~ oommunioa.tion b ot p-ee.t ru~ in oper­

atione. Xn al!d.ition to r-rteoting OU!' own oommunication 1ecurjty, we 

ldat do our utmo1t to c:btvelop our own operation. a.dvtuLt..,emal~ by ob­

td.ning enemy intelligence through t.ho u1e at radio. 

"It 1a well to hnve a aepa.rato enen:y OOlllnllni-oation ,_.rtion 

t.ttaoh.d. to eaoh ool'!&l.nd whloh hal a dil'eot part in the opere.t on. 

lpeoial.i.ta ahould ~ -.de ot interoeptian peraonnel. to tro.in them tor 

tt.d dutiH and to aTo1cl ohanging their aad.gnments. '1'h. tol Lowing 

U. ·~tea ot adT&ntage bein& '\a.Qn ot •tlleli:IY oomautdo~t.tione. 

~ a(1Yftlant ot •ne:lll1' pl.w.• ~ air be.,tq in the ..U •utian 

Arohip•l•&Q ...... ln ~:.x.ral interre4 by "tte.J'iation~ o£ aignal atrength. 

'.thU .,.. ut~ed to advantage in o~ra.tiona. 

••t the t1.m. ot 'he air e.tt&olc en Dutoh 8t.rbor, the u~ter eon­

ha1oll ot the alJAbl¥t• JlOTWMmta 1tU Z"Mlhed i.mmedia·t•ly b;y tt• •2llill!ly 

•emJ!'IIl"J1ee.tiontl •.aet1on on the tlv~hip e.n4 illportant data. ..-a.a obtain•d. 

"-Xn the be:ttle ot the Coral ••a the trequenr..ie• ot al ore-baaed 

Uid ~r1er airoro.ft were 1R1l known, ainoe th• cr-ater' part d' the •nel!IY 

ltm:~munioation waa in plain lant;Uap.• 

Another part o~ the japanan survey givea enlqlles ot thnir ~aining 

iftl.u.a\>1• i.nfonn&tion tr~ Ue le tranamfuiona in ole'flr text I 

l. 
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CONFIDtNliAl 
'ln the battle ot the Oo~ lea p1ain-langua.r;o oommun1c,a.tioruJ 

wttioh ftre ~e4 by the enemy (generally aoouting p1a.nee oommun1oa.t1ng 

tbe cUaoovery ot our 1hipa) were frequently intercepted, t.nd we obtained 

:ldter1.al. ot oond.4era.b1e 'ftlue 1.n the oonduot ot opeta.tiona. 

•.rn the aa:me U.'ftl battle, the 4uatra.lien aM. A.me.t'ioe.:n air 

toroea ot::llbnunioated to their ba.ae by plain langue.~:e rtef'y movem~nt made 

tollorint; diaooney- ot Japanea• un1 ts. •• weN thua able to tal"eoaat the 

a.ttaoke ot ftleJIIY pla.nea through tho cosaunioationa, and to d.edl.oe the 

M'Y8dhts of e:nem;y t&ek toro••. 

ttwben ·~ planes :ra.ided l:bka, we ••~ g•ne:tall;y ab'te to 

toreoaa t 1 t tram the repo:i'ts ot •llelr~Y weather aooutins planea prior to 

the t.tta.atc.• 

• 
{;ANflil~r.! '''-



laterro~tion ot ~ese !nte11i~e~ ott104re a tww monthe ·~o 

brought ilo U.s}til a. JIUIIIber ot ueetul taota about th• ne.tu:re, extent, and. 

tuOdfl ot tn1AmJy •rtorte :l.n iihe tielcl ot ooanunio•tion brtelU.genou • 

INptlially trattte ual)Wb. One ot the ottiaera wae a 0011m.aadar H:l.deo 

o.--. llDd '\he other 1I'U :Lt. Oommand•r !. latu.... loth held by ponte in 

the ra41o 1D.t•111.gac. aeotion of' -bhe 4apaueae •val .. neral 8taf'f' dur­

tac moet o-r the war. 

On.da 'ftl the oenter ot the aoth1.ty deaoribed by &an. aDd 8·•take. 

•N Al.lied tranamiedoDII "~"• interoepwd., oopilld.. and aorted. 'by are .... 

fUN ... :re ~tvu ot '\heae areaa .. ibe weat oout at the t:JJdted JtateJJ, 

~ ~-- 0.--.n u4 ti..-e d:l.f'terut 1eotora ot the .h.oltio. leve:u.l o~-
, ' . 

flo•._ ••H a.•ts.n-4 to euh. uea. !hc.t1gh uully UD&b1o to l!eoice 

whriMr \J'IU1Ild.a•ioll8 o•• ti'GIR. lhiJI or ahortt ata:tiOIW,. e.-;y llntl;yata 

ueN. direotion tin4•n to cleund.ne the poin't ot ori&tn. 

hld.Ili: "'l.Dmra u an e::di.:II!Pl•, Ia take -.4• a ata.-\411Unt u tor on • 

•.t. .onth bator• (Jdnawa., llA:YS • • • ha4 a "D.O'tabl.e ino~ue in tra.na­

.ld.tliona. fen 4aya 'befon yOUl" Cld.M.Wa operation_ tb.re waa a -.ftced. 

b.o:reaa• !n aubaa.:rln• rspert:a. l'he.e ar• ea.y to tpot bpau•• we oould 

en good ctlreotion-tbu!ar fuea .. th.y olca(td 121. 1d.n llllbaarin•• 

~ed tr011 rou.tin• gperatlona.1 aamnunioatioiUJ to ur,em:, we UdllOed that 

,...,_,. us. dr atrib or landing ld.&}lt. b. in the offing, 4epm41ng upon 

th• taatica1 ai tuation. 

---., -.beu ubd wbat wu the createst IUooe .. ol -,..1 rliio in­

wl.li&enc• b p~41ot1nc tuture opera tiona, ~4 the Jre.r•halla 'per-

.. ,ion. .,... pt the wozo4 to the g&rrb OD.a in '\U.. to b4t r4 BOJile l•lp 

~t thq 1houlc.\ ,...pare tor u atta.ok, 111 he atatM.. ..p.ri1Di t'he 

'-'!a ot h fl"'*d.iotd.on, lw explained u tollon a 
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••~b.s poW' intense. loth 1hip a.n4 airoratt volume ot radio 

tr&namie•io~ ro•• to a ,.ak, and w. wwre able to piok up a t.w p1ain 

1~• 'broadoae~. X N118lllber 012e ••;vine leneral o1da would ar '"in 

thortl;r." 

Our a.lroratt o:tten , .. ,.. awa.y their plana. Wha. B-1911 pnparad. to . 
tu;e ott •then •aa JIIUOh ad.jWiting of radio trequeno1•• ." 

' CftMtUir •• ~ •P: t 
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t*- taUodng ol-.r t•..<t ••aagfit, logged by a. radio aecur1 t;y oi'­

tic•r in .Haly, u a ahinin& exaaple ot how pt.an. •Y 'M r~tvealed t•J t!al 

«nfha.ya JaU. v l.Dl •••• RF.sBA.Gt :rat too •••• SRttiSl! wxu. s rram tRCil 1t 

TO l!t45 TonAl AT FOLLOWING rolNlS 808-l4S, 883-141, 804-150 ••• JIEQlllf 

fOJ' 00 Wot Flltt tm'.SE POD.i'l'S A'f Tltll ! na:; ••• ,.DID YOU ~ THAT. • .. ovnt. 

jnother 1noident early in the ~1o oampaign illustrates tha ~te or 

.upptiott th:'ough th8 oanpromiee of loe&tiona by mUWIO ot camunioE tion&e 

J,n. advane1ng ta.Wt be.tte.lion radioed b~ck in th• clear the t an 4111A'!Wi' 

~()unteratta.ok waa UXIder w~y a.Dd u'ked. 'that all tra.tfio be •'topped tt.t • 

tpte!.tied town 'behin4 the 11nee. Ierman lnt•rcept notiti ad 1 ts air 

torot and within 11n hour a. aquac!ron or planes wa.a atra.f'it..t a long oolumn 

f.Jt tra.ffio halted on the roa.d. ~ 'truoka. 3ef1P8. and cuuoa w•r• wr•olr»4 

-.yanA r•pUr, but .o~ bporta.nt atill -.. tha ll.Uilber or •n kill..,. 

" 

A 
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CtitJftBEIGf:-1 -
ett;.n du.ring the war viola tiona ot radio aeouri ty em airoraft oir ... 

wH:e provided the enemy with valuable information. An out.tand1r g ex­

aple ot tM1 oocurred atter the first air re.t4 on Tokyo in April ot 

1912. !he BctmE! and the ENr:ut?RlSE had been aighted. It 11'6.8 ini•ortant 

to the Japanea e to know what they would do next. Would. they retw n to 

~l llar'bor tc retuel or might they eteam aou'tb.ard to 'the Coral. Sea? 

for aenral dqa d. lance aurrounded the carrier•. M they approached 

r..r1 !a.rbol"• howeTer, aD! began to launch plan.,., the air-... en'\ivoned 

with unneoe .. aq and tmauthorised oonnraation which diaoloaed. th1J pre• 

aenoe ot the oarrier•. %t ·~ known that 1m,portant in1'orDULt1on o ,n .. 

e•mins; the 111arriera waa reachine: tho Japanese • and an examinatio 1 ot 

droratt olreui t loga at about 'bhia 'b!lne ahond that diao1ottur•s 1AI.d 

been made by pilots. !he traquenaiea then in u.e nre t&vorable to long• 

~~· interception. 

Co~ective aotlon was taken and the pilot. learned their l••eon 

wll. 'When the carriers le.rt harl Jllrbor and headed toward the Coral 

8e,a, 'tha radio •ilenoe ot their planes wu undieturbed and hops ran hich• 

Perhaps the oarriera could ~t to the Coral Sea area befor$ the r•xt 

Japanese puah whioh ••emed to be •h.apine; up. 'fheb. patrc..l planes notioed 

the departure ot the oarriert and begUJ. ta.liing. The i1 Lt'ol"JMtioz otf'ered 

by the patrol planes 5&y not have helped the Jape in mAking thei1• plana, 

but the .!KitlffiT and the ENT.F.":R.m:tlE ar:ri vee! too late. 'llw patrol planes 

tirability ot reporting only ·~ •hips. 
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CuHfiui:N i iAl 
J).uoinc the Salerno oampa.ipt. a regimental OOD'Iallder ordeJ"ed one 

'battalion 'to relieve another at 2300. trntortuna.tely,. the 'battalion 

~oin& relieved •pent most of the att~rnoon disous•ing the detail• ot the 

u• on the 'battalion oomtla.nd net. 

~t before 2SOO houra,. at the oritioal moment when the bettalion 

holding the tront line W1lJI due to move oft and the inoomi~ ba-ttalion 

fti-Dfehing up t'f'om. ilblt rear to tab ovor the poaitic~n. the GtrmM.s 1aunohe4 

& hea'9)" at~ok: with two uaault companies brought up eapeoiall) for the 

~UfPCil•. Iince ~~either 'battalion was prspared to ••t 'the atte ok1 the 

hrma.NI Won 1Ilitial •uooene•,. and it took three da.yw of" !wavy tighting 

to rea to :tv the ei tuation. 

ntaonen ot war atterwarde eaid. that the attack ~ :zaado .... 

,.lnlt ot interception ot our radio trattio. 



A 

l)urinc tl-te battle crt Qeru.ny, •11 int.rcept operaton were I•r­

tiau1arly o!l the alert tor .Allied report• renaling that certain u·oaa 

tn.ide Oermany were not mined. Po11mring interception o£ this ini,ellice:noe, 

~· v.as ""'re mined i:alnsdiately, and into theee trapa walked Uldted 

l~te1 intnntry men. 
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:tD the latter part ot 194.4, a lJI:d tttd S.ta.tea inta.ntr;y d.ivid. on be· 

OII;ID$ inoi" .. airJ&ly oa.rel••• a.bout its radio procedure. IDemy 1nter­

.-pt1o~ of tran1md.aiona containing operator "obat". oharaoteristio 

•ending. and plain languace had revealed the identity ot all regim.enta 

within tho division. Jarly in Deo«m.bor 1944, the division launched a 

-.1 or a ttaok. !he en.m;y waa liatening u usual. and tMJuagq 1ent by 

the eerloe.n divia1on l"*Ve&led the time ~ attack and other pertinent 

intor-.~iOXl. !he1e tranamiuiona wero Lltercepted in t1m.s tor the enemy 

to take et:f'eoti-... eoUD.termaasurea and arrane;e favorable artillery am­

pluen;e:a.t&. !be .American attack was beat~n back with heav,y 1oaaea. 
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ta til. 1a1stw phue ot the .Uliecl atten.iw in hrope, a reccnndtauae 

tlue 1poiitod a ecmaenration o~ eD1JQ' whiolea ,..._ .. tiro h:J!'JI&U 

lfi1s:lee. !be pilot i:aatl'\lotecl hi• op~rator to tra:aamit thie iJLtellit;enoe 
I 

tD hill bue reque•ting :I.JIIaec!iate air aupport. T!nthi!lkin@:ly, the <·par­

a'bor ••nt this reque•t ln. the clear. lne:my interception ~Jlio'kly uaimu­

lated. thia !~oration and aeted to correat an awkward dtuatlon ,,,. H• 

routing tlw vehiolea te a new looation. !he ,_r1can attaolr:, d.iructed. 

a'b the ponioua 1ooation. ,.... trui tleae. 
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CDNfi~~j'' l fAt 

M. the ,e.,uri\y ot eeyptoayatn.a hu improved, ao ha.a the ~011'-how" 

fit aryptll.l1a1ya ta, both our awn &!ld en~. h t.noident early i)l the :WOrth 

~ria• OUtpaipl illuttrat" thia point. An enoiphorlt4 ••••~• wu aent 

\:Jetweon t.o Brlti1h unit.. !he •••ace waa iJrblroepted and br )Dn by 

the (le,...,. 'lfho uoiphered 'the reault in a thr-.n •r•tem and ruahed H; 

'\lo Jerl:tn. the ll"ittah inwroepted the hrman •••&get, and ~!l. broke 

J.i. they dlaoowred, auoh to 'Uuair ohagrln, ~t ~ Oei"::DAll& uen read­

be tlw:lr 1uppo.edly aeaur• o!pber, a:o4 ~ ooune eh&Jllec1 i-41 1 :1. a hurry. 

Pl ot thie took plaoe within a 24-hour period. 

A 



REF ID:A71904 

flu"'' 1 

!he oontenta ot •seagae -.y often 'be • 1 ouro• of' danger 1n ope:r­

at1~, or the laok ot •uttioient int'o.rm&tion eonta1ned. in ••••a,e.. lJt,uo.. 

ing 194.~, an enemy eubma..ril:ut ..,.. able to dnk one of our 1hip11 and eaoapct 

.from .. r:\can ,.tert ~cause ot inoam.pr.te meuuea, and !'a.ilLJ.ra to • end 

a :m.eaeage a'i all. !he tn~bma:nne lllight have baen destroyed borore it 

ocUld do dama~e had not an;y one o!' the f'oll<mint errcr3 oecur red a J. 

pl.a.nll reported J"escue or •umvore but tailed to giva the tuu of the 

~aak, the po•ition ot the attack, the course of th~ sub, or its oon­

dJ. tionJ another plane ru,gleoted to make an B:!lplif'yin.g report nnd waeted 
I 

time aaking a question to lll'hioh 1 t should have known the anaw·~r J a thi:rd 

'1ar.e tailed to give the poa1t1ar. of the sub or to col!lllrunioa.tu with a 

»lane wbioh waa 1n a poaiUcm to •••1•t• It tailed also to na.ke amplify• 

lr~& l"'port. promptly, in autf1c1ent detail• and in plain lancu~ge in­

I'Ma4 ot eode. lpee4 wu rttal, and the information wu of Uttle nlu.e 

to 1;he er:llfm;y. 

:tn a.nQther o ... • ~oaplioatecl 'by the laok ot oliU"i ty in a teaaar;e, 

4ur1n' the tinal JIIOilth ot the lfar in the .Pa.citio. a task p-ou~ made 

ftAlaJ" oor.taot w1 th .n unident1t1ed eu.bmaril:le. .All •ttorta at reoocni t1on 

ta.Ue4, d•ibilit)'" waa poor, a.oct the •ubmar1ne &•ve 1nd1oa.t1o:u of being 

hottile. At thi8 poin~ one of the cteatroy•n 1n 'tbe taak aroup retie1v.d 

f. Jfiilja,-. from the taU p-oup OQl!!t)B.Dd•r whiah ..... \lll<!eratood to ttal.tea 

•olo•• 'tllr&et evaluation ia en-.y attack and deatrot'. the d••troyer 

t.t'taoked and the ~,et di.aappee.rod. tAter 1 t wu dhoovered that the 

•u'b ,.... one ot oUT own. What the •••a.,e aotually •aid wae, "~loa• 

"11arp~~t a.nd 1.t evaluation b •Xlellf d.eatroy tt• • 

' 

bvi1J• .UJ _h; ~#: 



A 

1-rti tion ot aesaa~ e lerc.entc ia a • ouroe ot IIUOh ina eourit;~ , e..a tM 

d..ten4era of Correpdor tound during the Japanese oonquest of tho Ph1111-

flne&. On 'Wte Cavt.te •hore about t811 milea aouthe .. t ot Corregidc•r were 

'ba.tteJOies of Japaneae a.rtillery whioh shelled Oornlairlor and the j'ort1-
' 

tied ialanda intend ttently. Durin, the a.lr ra.idu ot the next t•r 

JQ6n~ a apeoial coda word was a.dopte4 to warn veteeb ot the inahOI'e 
' ' ,. 

patrol when an air raid waa expected. fhe defenders or Correctdo" d.ia-

G~Nd, alter a while, that the Japa.ntse batteries on Ca.vite wou Let be-

£in llhelling CorrepdoJ' 8'Yeey time the o~e word tor air hid ,.,.. broadoqt 

~ tho !.:aahore patrol. !hia ahe111ne; waa erratic, but 1-h har&3ae1 the 

CUJ.i Cl:t*d ot tlw anti-aironl't 'be.tteriea enough to impair their • f'-

t.ctivenq•• U.• ot the coda word was 4iaoontinued, and the ,..•••1• ot 

the inahore patrol were required to 11-.ten tor the airer_ tn Corregid.or 

or •1•• lld.ntain their cwn lookout. tor air raids. !he •helling f'rom 

tho Cavite ahore durin, air rtdda deoree.aed exoept when bomber• $pproaehed 

tt'OIA the aoui;heast, thue pud.ng oftr the eney gun pod tiou. 

1:S 



4\ ti .. a the method ot proaeae1ng meaaagee haa pro4uo•d oompro~lat 

lituatione, the methode uaed being eonducive to error and therefore 

faulty. !n one of'.f'loe, ~or example, it was an ••tablhhed ouetom hr the 

plain text ot a •nap to accompany the oeyptotext all ihe way to 'the 

wl.type operator. who tran~mitted the oryptotext and late tiled bo1h 

,.ttiona aeparately. One d~ an inexperi«noed t.l•t,rpewriter opera1or 

who wu doi!Jf; hit beet \o keep up with hcn.vy tra:f'tio transmitted bath 

the encrypted and the plain-text Teraiou ~ Oll8 ot the .-s.se.gea, a:ud it 

,... au'-aqutntly r-elayed. by radio. !he :method ot proceealng waa abJ•uptlt 

ehanged. but the oorxmun~ cation o:tfioer, who wu experienced but hal! been 

' ttationed at that headquartere only three d.aya, reodved an otfioia' 

r-primand beoauae he had not aot.d before a oompromiae could ooour. 

:tn another inatanoe an h.oxper1enoed and rtlatiTe1y untrained ''om-

2111ln1cationa ot'ficer waa acting aa o011trol and b.endl1ng nearly 10 ti•11ea the 

1101":1dl amount Qt trs.ffio. neorypted •na~a wan brought to tb» r a.dio 

ahaok to be typed. OM day a decryption which wu not properly •r ced, 

•i ther u a o1aaalfiecl ••••~ or u a deoryi>tian, found i t:e way by 

ldttake into the radio files a:od waa later 'branamitted in reeponae eo a 

t~queat tor a tep6tition. 

di'S Cb' !' & z ? - tr n = b··-· d t 



,. 
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cott···u' .. t. i'! 1 

!&k..tn& a pace from. the enern;y'• not.eboolc1 wo m7 derive a lesson in. 

.-lntainin~ the aeourU.y of u. s. aryptosyetems. The tol.J.cmj.ne extract;a tram 

the t.X"a.nal.Ation ot a captured. Japanese docUIIlent. make it clear \..'lat t.he Japanese 

a.pected tbaJ.r own cr,ypto"""aphed .mosaa,gea to be attacked by CIJptanal,ylia, and 

\:u implication., that they wre expe.ndin.:; considerable effort to bre:ik J. s. 

errPto graphed trattic. 

11Kit.n.,y yoar8 of atud,y have gone into the compilation Of C".J.r latest. &l'll\Y 

coda booka, which embody special original systems, and we can bo con1'i·1ent ot 

achievin6 aecur1t.y 1n the face o! 1ncroaa1neJ.7 clatennined ac1ent1f1o •upionage. * 
It • have all¥ w1proved auapiciomJ based on doubt.!'ul 1nfomatiOJ11 thes·• ehoul.d 

be thoroua.'ll.:r investigated and care taken net to cause needl.ese an:det.r to 

hidler authorit,y. !a.!!!. countries acientilia esp1pnage !!.!!! &2. J!.2. s~ lens!:£! 

e brin.;l m. b4la:r !b.! utmost int.ellinnce !!!. order !2. break ~ !. ~~~ ~akin.~ 

H!3P!diate fd.van~sea .2! ~ the sllshteat flaw, ~ ~ !?,[ concent.raMne every 

&.-Q $. ,.Y!!!, will break !h!, .!?.2· For this reason we must. SjJBre l"..O effort to 

obtain definite concrete proof •••• 

"J'uat. aa ants ma.y enter t.l'lrou~ one hole and destroy everythin~. \G.thi.n, ao 

.-ntn a tritliog error I:J1AY lead to the loss or a whole IU."':\Y• Therefore: it is 

expected that. hencetort.h code cii..scipl1ne ahaJ.l be maintained 1n use ot codes, 

eo that by all~.::; abeolutel¥ no errore to oreap in.t th.e sec1.trity or tJ1e codes 

can be preserved. • • • 

"It ia of t.i.1o utmost isn,{:.ortanee tnat '!"'e ahoul.d make cont:Lnoouo pre ~eaa with 

our cod.ee, so that persistent enenll" scientific intelligence Dli'..Y not cat oh ua up, 

trJa.Panese tem.s;-for enq- cryptanaJ.yais. 

-----------~--- - ·---------



and. that we should "cognize the necessit.:· tor uni.11.terrupted re1ee.rch endeavors 

under all cin:.umetancee. It we interrupt our atudies 1n this d1rectic•n 1n ti.1e 

belle! that our present ata.rnard is ac:teq,l.4.ate, evan ter.Lporarlly, t!te e:-.~ 'Will 

outwit us b,y scientific inteJ.li~ce 1!18thoc:ts and wo will be liable to eutfer 

undesirable results. Since !irat.-rat.e mat.Lematical research 1.8 requilvd tor 

theoretical study of these IIMltters, -r.e must redouble our ettorta and r.atura.lly 

•ke full uaa o:t mathamatioia11s ot b.igh standin..;. In t!'!.is direction, al.J. 

countries are onergeticall.y turning their attention. Howeve.:.~, oUl" coc.t'a have of 

late made great strides fol"\:ard and while t'ley eee!il to have reached tr .e peak of 

per.tecticn in this matter~ und.er the circumstances mat."lematic&l study must be 

1ncreall!ed and. our cocle.s ••t on a eecu.re eoientif'ic tooting. Striving after new 

-.nd oric:;ina.l crjpto~ra,r.hic methods, R Tll!l.:f sxpect that our codes wUl lead the 

•rld and. tn~ ac~lieve the most important factor ill sJ.snals security. • . • 

tts1nce ~ z:w.:::t ar ticipate tnat even our be•t technical scha;.es will at once 

'be eurpas•ed. bf tne tn8.iili.Y'• technical offensive, we J~W.St be victorioue in the 

keenq contested <1eciaive eattle ot acience and once and .for all aecwe oTer the 

enerq a position ot dacdn.ation in technical .matters. • • • F..quipnent has not as 

,et attained the desired objective, eit~er because or a low standard c! aonceal­

ment or becau•e of reluctance to put it into general use throu.;.::1out t.J"te A1"'D3. 

Tbe National An.w will hencefort.l redouble its el~forts in the tec..~icel field t.o 

overcom.e di.!"ticulties tnat appear insuperable, and will preserve its ,~:re-

eminent position 1n a science pec.J.liarl.y Japanese 1n nature. It is o1 the ut:nost 

importance at preaent. that in this l'!l8tter we s;'lould t.nus surpass th.e ~ne:ny and 

oontribute to the ultimate perfection of our arms •••• n 

It iB intereatin!,; to note that the Japaneae feared their codes TIC ul.d 

be broker., yet insisted. that t .ose codes were secure. Tne.r aeeiilcd .mil ell¥ 
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GONf16~N I lAl 

hTatari.cal 0t1 both. pointa. The u. s . .Arm;y 1 • attitude !a that ita c:cypto­

graphio 1yetems, SID. Y!!!laccoJ'd.!nL .12. inatryctiona, provide adequate 

•ecurit1 tor the t,ype of CQJnm.icationa tor which they are authorized. 



llovin,g cautiously ahead during .,p-up operatiqna on Kwajalein, a coral 

atoll of the Karahall l•lands, a U. S. llarL~• stumbled across t..he body ct a 

dead Jap. This in itself •s no u.."luaual occurrence for that not d.a,y in 

.Janu.a.r;, 19M., but the ract that the marines •:;• was attracted 'by a -wa.teJ'­

eoaked sheet o£ paper lyin;: next to the bod.7 started a chain o:f o1rcumshan­

tial evidence which cl.ear]J' demonstrated the io.portance or report.ing all 

poes1ble loasos of cr,;.ptographic documents. It developed ~1at the poper 

was a cmtographic document extensively used in the Pacific area at th• time, 

!Nld. Japanese 11'titine an the document -. later translated to read "dece1ved. 

J Janual')' 1944 til. 

Bllbaeq~ent i:twat.igation raveal.ed that the document nad orie;inal.l.) been 

:l.aaued in bulk to the Chief Signal Otf'icer tor redietribution to t.he All!l1' 

Air Forces for ua• in the Pacific area. 'Tne pa.rt.icular doc\Dont \taB t1·aeed to 

a eerta.in 'bomber co.amanc! inYOlTed in the lwajalein campaign. Purthor ~.nveeti-

A 

cation n&l"l"''tl8d the eearoh donn to & specific squadron Of the bomber GHJm:l81ld 1 and 

ft'entuall;r it li&a found through questionine the squadron com:nander tha:. one o! 

the !J.berator Bombers 1n his squadron had been ehot do1111 in shallow water near 

th.e beach where tho water-soaked document had been discovered. The squadron 

COIID&nder, nein~ t.ha Japaneee car.-tllf'e the plane and ita ern, reported the 

loss of the plane and assumed. that hieher authority would take care of the 

4ocument, ainco 1t was carried oc all t.he planes or that mission aa a part 

ot the equipment. 

The fact remains t.hat. no one reported loss of t_;,., docum.-ant. until it was 

too late. '!he Japanese had received. the docl.lnent on .3 January~ and the 

dead Jap was not foWld unt118 January. This means that it is ver-J llkel,y 

the JapL~ese were reading our tactical air-ground messa~ea, and &QT o~her 

•••a;;ea • .,t in that. partic.J.ar 1yat.am, tor a period of five days at the 

height cf a critical campaign. f!df4j;':lifJ.illif 
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CQNfiBtk i 'Al 
Sworn 1t.aten:.ents reporting that. 8J=-ecitic orypt.odoc;aente have beer 1n­

advertantl.J" cleetroyed b7 bumin: and :Nqueatin.: release trott accountab1.11ty 

at"e 1'Z"equent]Jr r~eivod by accountinc: head .. uartera. One auch El.8&& ._e 11'&8 

received trom tho aecur1ty otticer at a cert\l:in Port of Embarkation, &Jmouno-

1ne the loss o! a docul'llent contai.nln~~ a llat of t;rpea or inat&lla.tiona using & 

or;ypt.os.vst.flll uaed by t~e Al'!:\V. The document •s suO.equentJ.y ren:oved. from. 

a~count.ability after a routine 1r·wst1gation, and th<J case "GU tor;;otten. A 

tew .aont.ha later the document reappeared myateriou.aly anti the puzzled port 

eecurity officer reported that tact and ~ted accountabilitjr res~d. 

All t!l.e em.ployeea or t.h.e sic:;n.al ot.f'ice were questioned b;r i."'!.vest:Lglltors, 

and it was learned that a woman employee of the establiehmen~ had takin the 

document bc::me with herJ she claimed she "WBnted to atudy the docll:l.ent t.o lean1 

all the eatablietu11ents 1n this cou."ltry u.sint tae Cl'J"Ptosystet!._, so ai':.e could 

A 

appl,y tor a. job els4JI.·,bere. An 1 ~vest.ieat iat of the WQ".'l&."\ • • put recc rd. revealed t.h.at 

ahe had or1.:1n~l..ly been trclearedR at Bolline Field, and aubee::1uentl.y diemiaeed 

tor 11BUapicioua aotions," and t .at two other a1r force installations had dis-

.aiaaed her tor the same reaeon, althoueh no\bing was ner ".t"inned't Ol her. 

The 'WO.IIID.n ,.... d.iemls•ed. !'rom her job at t.ne port signal ottice, but the 

tBI requested that she not be prosecuted, as the Inspector General urcommended., 

,.. they 4ea1red to keep her mo'V8r.\enta undor wrwlllance. 

~-- --- - JJ ~~·---
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• .A tint ll•uten.ant in char£• of a oode rqam in Canada QW'ed bia freedom 

and relat1vel.1 hoo.orable reputation t.o t:t'3 elem.enc,y o! t.n.e .P.resider t. 

fiaited bJ id.e w:U'e one day, he "pulled. n.nk" an • eecuritJ-minded ael"i;e&nt., 

W!'lo protested t,h.e violation o! eecurit,y regulat.iona., and pe:n:dtted bis wUo 

to cte:r t11e ~ode f'OOQ. He ehOl\ed. h1a wife c..ne or t.he chief cr,ypto.aach1nea 

in u.se q, t.h• A:t;,y, and let her encipher meeaaz•~ ~ .ne pleased. lbe 

Hrltlea..rtt, ...no !1ad. covered ~wr;,rth.in_ in •1{;h.t., left and retUl~ed wi~.h the 

pt»at. in.telli.;enc::e oi'.t1cer, who placed the lieutenant under arrest. m.der t.he 

"~"" of tt.:e wife he wa.s trying to impress with h1s importance. '!bet officer 

. 'lila found sullt.v at the aou.rt-itartJ.al llhicb foll01'1$d1 and ;:as sentene~ to 

four years •t. hard. labor, and a diahonorll.bl$ d.bchart;e. In rav1twi..'1C the 

oaae, the h-esid.cmt eo~~r.~.uted t!le 1Umtence to a reprimaud aa..;J. aubs~umt 

t.r&!l.tfer to another •tation. 

A 

--··---------'"-- ~----- --______________ .......... 
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A Uajor at an ordnance plant ie now full1 oonecious of 8Ecurity rEgula­

Uone aa a result of two bitt.er e:r.periences. A.fter being chat•el~d with 

loeing a CI'jPtograrhic document ror •~•1ch be could not a.::coun':., the Ma.:or 

trequeated that his account be io.actinted. He was nthrou,:h• with. ory}>io­

&f"&phy. The aut.norities obllged, requosted the return ot certai.n Dl!lteJ•ials 

and the destruction of t!'le reat. 'f'h.e N.a.jor, who had been eeverel,y repl'i­

.unded tor his !lrst 'Violation_, replied at sone lent:th on the dest.ruct.:.on of 

eome rort1 or fifty documents. The case T.as iorbotten. 

A routine i:.veati~tian ot the Major'• tiles, aaae time later, CQI­

ducted b,y a carefully tr&L~ed security officer, revealed that same twwl~­

tive of the doc-:menta reported bumed t<;"Oro •till on tile. Tho ujor and a 

ea.r-ta1n who ~d "'wltneased11 the bum:l..n.g of t.:1e documents, were charged with 

ta.lse sv.eer!.ng, and were heaviJ..:r .fined unt1er the l04t:.h .A.rt.1cl$ of l\ar. 

A 



. '• 

....... 

J,t tho bip\ ot .... - bnuion ot a&.tpan, a Jal*J1838 intell! pme 

"tart na piobd. up whioh •tat..t 1JI. e1'teo1: 'tbais .rap&M•• izrtell.lp!lOe 

ftJ ha"''iDc o~1dlll'llb1e •uo•••• reaclln& tbe .-r:loan tnttio enc rypted 

b. a oe,.tain •111tem In uae tbroupou'b "- .Paaitio ana. Iii waa not bCRrD. 

~heJ." qr no'\ the lllUilQ' oryptual:r•t• wer. havi»s phenamenal at.oae .. 

w11!1 illw .. •••ce•. Clll" :l1" aa. pb.Jwloal or oryptocraphlo oompr~.s• .... 

. f.he \JNK in the aue oU.. whea a "port nachecl aocount!nt: authoritiel 

i:l.t th4t l'th %Dhlltey D1T11ion had. 11ohaaged 1t. accounting reo(•rcla" to 

!lhc;;cr th.-,'b three do«Lb18nt• we" .S.edncl the 27th .... then on 8h1pan, 

·- i&if.4 the battle tor the ll&ri&DDq wu in its oloa:lq phaae•, a.tt4tr a lcm& 

'b1oo4;r lt:rugle. aue obrlouq ...... two taatw wbioh could b-. ~.inbd., 

~.- l~tiption renalect that they were aore than reaotely linked • 

laly 11ib. wu a bad day tor i;he 87th. CD. that elate two 001111U.d po1tl 

ef ilL• iO&th ~ci-nt, 'both loaated. 2WC' !anapag ~bor, ... 1'0 O'rer ... run 

'by a panrtu.l .fapaue•• toroe, who wiped out both hea4quartera, ·.;he per-. . 

·~ NOO'htte4 What tt oou1cl, but when all the reporto were :ln, 'three 

~o-dooumnta oould not be acoounte4 tor in azw n.;y e:mept til&t they 

fiN in the poa••••lon at ihe ttnelll¥• !he l06th regiment npoJ't.t4 tbia 

. tao-t 't~ 4!:vi•1on heuquarten, whioh wu the oorreot thing to d ,_ Bow• 
I • I I 

tftli"• ti:dtian •r•l:y •ent baok u i:cdonement 1tating that "re 1ol'dll have 

betJn aha.ncect• Doting the lo.• ot tbe docwunta. the aieaiDC do JUIIIenta 

'dJie Joia' Armr-•v key liet. oowring a period tram 1 June i9" to 

11 ~1-:y 1944, •o the Jape UD4ou'bwd.1y had •oOJUJiderable 1ueoea1• reading 

-..rtia d.uril!£ that period& 



.. ~"11!4 ... ....... _ .. 

ft u hbtor1 naw tlat the •aipan M:A1p8.1gn wexrt well duri~~& i ..... 

flnt weak. !he taot that 6.000 men were l.oet in th• aam,e.!.gn. can zutve:r 

'bit attri'butM direotly to 1she captured doownent.. but it ••• aor • than 

JIIIJl'e ooinaidenoe that moat ot the•• C)&lfUal tie• were auf'tered throu~ 

.-11-Rlanned Japanese oountorattaoka after 7 July, the ds¥ the first two 

laattaliona ot the 106tb Reg!.nt were overrun. 



Like the lieutena.nt m.entioned 1n • previous •to17, a cotnmanding officer 

ot a •iOJ.al 1t.t1on nesJ.acted to .keep intomation abou.t cx-,ypto,srapllio 

«ratClS to M.aaalf'. H• had a group ot distine,"Uished yiaJ.t;ora ii'<R an 

·Allied nat. ion &8 hie gueata. He had shown than :many t,hinga abo·:.tt his ••t.a'l>­

JJ.ahm.ent. and ctUcoverlld that .1e bad 2D JB:lnutes lett. Bei:::; tne perfec li ho11t, 

be wanted to a•p them. entertained.; eo he took them to t.he code .x-oow, ,f8.i.ved 

.. ide tho proteate o! the non-com wh.o wu on guard at the door, and pl"'>Coded. 

to give his vial tore a demonstration of all that -.. tb.ere. Subsequen ;.J.y 

he 'ft8 tried by court martial, reduced in rank from Colonel to hi.tJ poruanent 

P"A4a ot lfaJor, :r!!liev~d. or his comand. and •ent home for re.:laai..}1!!1eu1 •• 



' , 
This alariq T1ol&t1CIIl e:r franai•ld.OD S.curit7 bappem4 ahort ly 

&tter the outbreak ot the war. 

A tli&ht. ot B-25' • wa• aaaiped to patrol d.ut7 on thu W.8t Cor at. 

Order• read to be on the alert. tor eu.baarinea and to &id in oonToylng 

ahipa. 'the SOI required a report, upon return o:r the flight, o.t tl• 

poa1t.ion ot a certain convoy, the nUilber o.t ahips, .to. 

'the tlJ.aht leader aipted t.be conTo,y. lot having read the in­

at.ru.ctions in the SQt,. he reported the position of the 0011Toy' I giving 

the couree, m:uaber ot a hips, etc., in clear lanauap by" C. W. tram­

aiaaion. 

For ita OltJl eatet7, the eonvo7 •• im.ediatell' ordered into tt e 

11e&:Nat. port. '!'he aaillnc was dea;yed tor a period ot 10 da7• - ard 

who can eTaluat.e the LOSS CR fHOSE 10 DAYS l 

. - ...... --... , ..... ::il!i :::ii1t w:: 
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u~~~ftiJ£N lltl 

'there ia no IA.lCh thins •• an ineon9equential radio tranam.ia•Jon. 

lleasace• Hnt. in the clear can produce Npercuaaione which d1IJl the 

"••rbe rations ot tall!Da bamba. 

A IJritiah aedioal unit in the SollU/1\ area ot EQPt to:rmed thu habit 

or sending caaualt7 lists in the clear, civing the ana at the aerrice 

t4 the dead and injured• "lli!lem&n Adah Sin&h, kllled at Gits&hJ A.rtilleriat 

Arthur C.. Smith, injured at Halta;ra Pass .•• 

Given enough volUDl8 ot this trat.tic, the C.:rmans Wl"e able to locate 

and identify all the naaj or Britbh unite in that aeoto:r. 

It wire had been available, thie a.dmin:Jstratin trattic •hmll.d han 

bean sent by telegraph. Wire laelcin&, a courier should have c&l"l'iad the 

llats. lt radio had to be uaed, the traffic ahould have been eModed. 

A 



rESTING TIPPRD THKij en 

ladio •ilene• u •ore than colden to .. n who observe it lltr ,.otq. 

!o those who d.Oll't. -

A division mOYin& up into the combat sone in lorth Atria& !t.1led to 

obeern •bsolute radio eilence, and pel'llitt.ed its radio et.at10l18 to ••nd 
premature teet aeeaapa in their new positions. Capturod Itallar' intelll­

pnce reports later rev•aled that the enemy had intercepted the t••t trane­

.U•ione e.nd deduced that a ~ d.iTiaion waa aoving up. 
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lecauat of little oonaideration tor the element ot aecurity, nnd. 

IGDe ingeaiout map-plot.tina by an alert entmJ71 ••r1oue obstacle• wtn 

enc~ered ~ the British. 

An attack on Haltaya Paee •• planned by the Br1tiah. Befort aovin& 

their ba~es, the British opened radio nets at advanced points. W!th thia 

clu• to aet upcn, Qezo.:aan and Italian intercept platoons Mre able to 

anticipate the disposition ot the Britith troops - berora they arriTed 

at th• front. 

lJ ;._ ' - . . -



!Ill GIRIIAIL'S Dm SOUETHING AllllJ! rt 

~ the Tiolations ot tran8IIliaaion aecurit;y encountered 4&1~ 

1• th• eftr-trequent oase of aendinc iaportant into:naation 1n the clear. 

Take this e~le: 

In the ear]¥ dqe fd the Lilqan campaip, two o.t.ticera were on the 

air talkina about the d!ttioult7 of: olo:d!l£ the .3-mile pp a::tstin& 

betwen the~ lbaes. 

"l hawn1t. the equipment," one c011111entad. 

•Well, I can't do anythina about it,~ the other replied. 

lot tar distant a German intercept ~rator haati~ •OU&ht contact 

with hie nperior otticar. '!'his rl.tal bit of information •• quickl7 

t.e1imilated 'bJ' enem;r illtelligence, and ba:t'or.J the end of the day tht 

Ce!'mf.na did a011eth1• aboat it. 

Badio is a direct link to the eneJQ". 



REF ID:A71904 

i.-= _.".. , s;e ... " I £ 

U'-BOA!3 ISCAPID 

fhis eianiticant ato17 is told by an ICO in charge cr an aircraft 

warnin& station on the coast ot Sc:uth Aaerica. 

"In the latt11r part ot 1941 it •• COIIIII.cal knowlectae that enem;.r 

wbmarit:.ea were operatin& in South American •tera. Frcm cur roeentl7 

eatabliahed location., occasional ob•rvances ot submarines., preswJULb.l¥ 

Oerman., were reported. 

''We had been G»peratinc at this location tor about 6 1:1onths whun 

nr •• declared. Illaediate]3., the wbmarine aot1Tit7 bec&'lle aore 

noticeable and aeveral reports on lllleiQ' aubmarinea wel"e •ent b7 raclio. 

!hrouah aareloaaneas1 some ot these reports were sent 1n the clear ••• 

and without tail, the reported &Qbmarined woald leave the Yiainity, 

haTini amplo t.ilae to do so, aa the nearest troops were 2 hours tlir;ht awq.n 
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QlO 

a\017 it can be eeen that •erioua consequence• ..., attend those who 

tail to observe 1t • 

.lbou.t 1 Je&r aco, at K1ud, Fla., a plane waa aent. out on lkn. anti­

aubmarine :patrol, ul!ling epecial equipnent. During the course ot the 

tliaht an important pan ot this equipment becue inoperatiTo. The pilot 

inltructed the radio operator to aend a -••age back to t.he air b&ee 

It tho oornct procedure 81.1•1 hacl Men uaecl, with no men1.ion of 

the tault7 equ1paent, the tranm:d.•sion would han been 1n order. ID­

nead the Mea&p was ••nt. 1n the alear. Wban the ahip landed there 

•• an eeaort td M.P. '• •1t1na. lath the pilot and the r&d.io cperator 

.. " court.-mal"t.ialed. 

thl• leak ••• VITAL. Uat.il then we bact trft17 reason to believe 

that the IP'J.elq d.1c1 not know tbie particular equipment was being used ill 

antiaubu.r1necl •rtare 1a tb&t. local1t.7. 

uV~I I ... tl t • : 
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IISSIOI lot ACCCI.tPI...ISHBD 

lftaident.a that atresa the hazard• ot Slm>Dm !If ':'IR CLlWt eannot be 

reecwrted teo frequentq. 

A toraation ot B-25' • took ott ICIDewhere 1n !un.t.aia dur!ns tiLe earq 

pal't ot the Korth African campaign. S.ittl¥ the:y clilnbed, and aot'n the7 

.,.l'e halt W1Q' to the dea1&nated abjectiYe. !hen • • • a mel'! sap , ... 

reetiTed trca their air 'base instructing the tl1ght leader t.o abE.ndon 

the aa!ti&necl target and proceed to another area. The intormatior., 1n­

tDlud1ng the DUIG ot the new taraet, •• tranaitted in the clear .. 

'lban the fonaat1on approached th~ new objectin a •uper1or 'mmber 

t4 enamt planea intercepted the tli&ht. !t. mission waa not aoaa~pllahed, 

atld the deuee ot carel•••nell took a oorr.•pon41na toll in men and planes. 
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'f,BA1PIO WAS D!IAYID 

J'rClllpt dlltrlbution of SOl' • within a net ia alft1"• an i.atportani; 

tactor, •• this etorr clearl.T abowa. 

In the ccabat sone where thia particular Det waa 1n operation, 

tran-.porta,lon waa at ti.me• slcnr and ftl"'J" 1lneert&in. n. onq means ot 

traneportation in this area wre 'b7 water and air. 

8Ql • s were ude up 'by headquarter• 1n the nar echelQil, about l, 500 

ld.le1 diltant. "rhe major!t7 or stations were ao reao•d fran headqcartera 

that trc:a l to 3 dqa 1 travel by air waa neceasa1'7 to traver" the ci.illtancea. 

Call signs were changed per!odiealJ.T and trequentq, bttt not. alwa)'ll did 

41etribut1on ol SOl • • include the forward eta tiona. 

Personnel ot the :rear echelon nation, nat realising the situa'~ion, 

would, on the appointed h011r, chaqe over to the new call signa and 

refuse to anner the old one•. 

!hie cauaed oonaid.erable dela7 1n handlift& tnt'tic. 

lt is well t.o remember that becauM of alCif trattio - JIKSSAGES THA.! 

ARRIVED TOO Llfl - battle a ba..,.. been loet. 
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WAS Tit'; r:Sl!! UJT.ill.IJG? 

Radio chattin.f; is al,.,e music to the ever-l!st-sJlin:: ears ut t.ma 
er..err!¥. r.ere ie anotMr '":t.oJ7 'llfherP-ift the desi:e to talk paid pCtor 

d:I.Tidend.e. 

lcmE'nhere in North Atr1ca, e. pilot Rs retum!.D,g !rom a rec: onnais­

sance :niseton suceeastulll' ccnplet.ed. It ml,£ht have bf'en elaticn OYer 

a job w.ll done or a pneral sense or relaxation which cauaed tht ottieer 

to ind'tlle in cbattln&. 

Duriq the ensuine; chat thie~ officer mentioned that a large formation 

ct aircraft had landed e.t a cert:dn air base. w.., tht!" enelQ' lls·.~enin.g? 

Cbviousll' he was, bece.use in a !ew ehort houre the air base 1'88 haabed 

and almost total~ deatrcyed. 

-~ \ ......... ~! 

, .. ll\i uJtt,iiAi: 

----- ·----------===-~-----~ ·-----------~----·~ --------------



*h'an..U••loa 1ecu.rit7 cannot 'be ettect1Yttl.T obtained wit.hout a S'fBl(,"f 

PIIS<»>AL Ci1Sca5HIP on tbe part ot the operatiJaa per1onnel., A l"SJ'ori. 

Hoent~ ncei'y·ed 1A Wa•hingtoa clear~ Ul•.trat•• t.hia. 

"tlw report. r'Nda "Captai.ft ---- and l 1Mre not.ltied in nonti-

dmlce that w were t.o t.ab a plane to INhwon ud llt&nd by tor pau .. npre. 

W. •re notified • ws-. \o lean ---- field 118Cretlf. lith"Ln 30 

ld.nutee the reat ot the ern reported to us and aaid that they bact heard 

tna a rat1io operator that we wre to leaTe ill a tn hours. We •~•re eoon 

'b.siepd with reques\s troa A~ and other per•onnel who wanted t~, ride 

111th us." 

I 



"REF ID:A/1904 

Ddio deceptian 1• trequentl7 pract.io.t b7 t.he eo41ZQ' in &ll attq,pt 

tc piA an obJeat.iw. This 1t017 •h~d aerve •• a l.Gaeon 1n t he ia­

portano• ot Atri'IE:I'l'ICATION. !ere ia shown how taJ.J..uro t _, aut. he nticat• 

.-.nlt• 1n an ettort.l••• v1ct017 tOl" the flD8lll7. 

Dvi.D& the Gel"JWI. aampaip a1a1nst. llonra7, plan• were made b7 the 

i!IYader two &A ••q ocaupat.ion ot •rpn. Cil 7 AprU 1940 the Chmalll 

MUe4 'troop and suppl7 ships,. al.ona 11ith eaconiaa aruisara and de-

1\.rOJ•n, int.o the harbor. Several bwre before thu task tore• arrived,. 

the !JOJ"'''•&i&ll of'ticera at Berpn had reca1Yed preeuubly bona tlde order• 

lv radio to aba.adOD the tort. Sllace the .lforwea.lan• •de no ett :>%1, to 

a'l&thent.iaate thel8 •••aces, tbq tell e&8J prtq to t.he Germanat ruae. 

. :; 
" J ..... .. w: lo,P._ 
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