BEE TR o1 /188
—TOPSEGRET GATNOE-

FSC53/1/RL
004

OP SECRETCAN “’ ‘;---ﬁ-_-."':'fu_‘;_ 2

9 June 1953

. of tho ) e and S tt

(Sub-Comnttee 1)

1. Members of the Sub-Conmittes:-

Mr. Frank Rowlett u.s.

Mr. V. P. Keay u.s.

Mr. W, Godel u.s.

Mr. R. Packard U.S.

Col. M. L. Sherbum u.S.

Ltc c°lo Jc H. Andel‘m U.s.

Cdr. W, L. Thomas U.S. -Secretary

2. The Sub-Conmittes met on june 5th, 6th, 8th, and 9th, agreed its
sgenda and the report of its findings and conclusions attached at Tab A.
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I. INTRODUCTION

1. The comittes predicated its discussions upon the following
assunptions:

a. The capabilities of the USSii to intercept and exploit
redio voomnications are at least equivalent to our own.

b. It can be assumed that the USSR monitors all landline
commmications passing thi'ough its own or satellite territory. The
possibility that it has access to other communications passed solely
by landline cannot be excluded, but there is no evidence to assess the
extent of this possibility. Any traffic obtained by the USSR from
landlines can be exploited to the same extent as traffic obtained

from redio trensmissions. EO 3.3(h)(2)
EP‘«‘L\8\6_36/50 USC 3605

II. VALUT TO THE USSR OF COMINT DERIVED FROM
THE COMMUNICATIONS OF NATO COUNTRIES
(ses Footnote 1)

2, Diplomatic ciphers in pesce t.h-.

A

Footnote 1. ‘ ‘
Mmi £ ‘ ‘
It should bs noted that tho %au-ity system of leo provides sufficinlt.

protection for "CSMIC® ard "N;lTO' comunications masgd elect.rica.lly,
Hosever ths N\ TO secwrity cystem does ndt provide rrot;ectlm fa mti\bml
canmnications carrying related irfarmation, na do all the l:TO courtrha
confimnm "ATO" and "CGMIC* commnicatioms to ap proved char:nels. Hecoxt

examimtion indicates that the Government ¢ are thq

greatest oifemiers in this respect and timt the | ]
Governmants have nat fully complied with these regulatiors., There is no
evidence on which to comluie ‘hether or nt cther (ATO countriss observe the

MTO procedures. s
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b. The valus to the Russians of the COMINT derived from the
miuuo%or individual NATO countries will vary dm:::.}v with
both (1) thd.r wulnerability and (2) the extent to which%cutd.y/
Mm,theeonpmduofﬂﬁchwmﬂdbemwmwor
the UK.

(1)

are on this basis alone thought to represent no
current or predictable source of valmble intelligence
to the USSR,

Eo3 3(h>(2> volume of their commmications and the relatively
PL‘86136/50 USC 3605
slight participation of these countries in matters

which would involve oritical information are also
thought to represent no current or predictable source

of valuable intelligence to the USSR,

tion of these countries are considered to represent
a potential source of valusble intelligence to the
USSR«

intelligence to the USSR,
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(5)

B0 3.3(h) (2) are considered to be the greatest potential scures
P},“L 86-36/50 USC 3605
of valuable intelligenoce to the USSR,

3. Diplomatic ciphers in wartime.

It 1s oonsidered that on cutbresk of active hostilities the
value to the USSR of the information derived from the commnicstions
of FATO countries would be grestly increased.

A. Ammed Foroes ciphers.

b. In general it is thought that under peace tims conditicns
MWMMthohmmm
. of valuable intelligence to the USSR. In cases of limited hostilities,
| it is, howvever, considered that

walnerable Armed Foroes ciphers are a menace to the national interests
of the UK and the US and in the case of general hostilities womld
becoms a real danger.

Form 781.C13S I QI SE GI&E I Si tE J G E




Other sourves of intelligence open to the USSR,

e — e T ST T e e
5« Clandsstine Sources ‘

%%Wﬁdww

‘source of intelligence.

] R ua OAsen _COMINY m
7 In particular,clandestine intelligence is 1ess
y tinely, loss and less sutharotive than COMINT.
e T e ] . ‘
Information fros clandestins scurces neads & scmotimes diffisult

process of evaluation befare it can be accepted, is
dapendsnt cn the evallability of cammmicaticns, and 15
frequently subject to cousidsreble dalay before it is
receivel by the user sgncy. Further, cn the basis of US
and UK experience, which can bs assused to be ropressutative
of USSR experience, the value of intelligenca fram
WaWMWMMW

by correlstion with COMIFP. Moreover, the capasity to
sustain suacessful clandestine arrangsments to cbtain
intelligence often dspends upon information derived fram

COMINT.

. b. Although it must be presumed that penstrotion by agents
£o-3.3 () (2) | of the USSR cf-uppoosrioti-cntharidtss (of NATO naticos )
PL. 86-36/50 USC 3605 C ' . : ez

existo and will continue to exist, it is considered that,

are concerned,

this is becasing inareasingly 4ifficult.
1. there bas been a definite
inprovemsnt in the overall security situation, and
further improvemsnts are planned. In the Armed FPorces
and security agenciss specific steps have been tahn
to place in effect & security systen vhich 1s

_ Form 781-C138 WGRET_W
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’EO 3.3(h) (2)
,‘PL\86 36/50 USC 3605

of December, 1952 m«r,mm

-wwm-panueummumzw»
%o improvement. muvelofmmamwm

@mwmwm»wumu
asgumed that claondestine aan'oes of utontaam teu'
the USSR vill be Mmm
the nsar future,  Heve: {ou,thaoperationot
clendsstine sour;::wali boouu- i::;.usinlﬂr'lﬂt!!cult,
wad,. therefore, itisfeltthatthemmmt’m
aﬂnqnnxe cuupensatiou ror ths loas of potential COHIEE
- through increased clandntina activity. |

2. As regards other Nmmqfcountries from vhich the
potential value of gﬁHINT is estimeted to be
high there is mmicient collated svidence

available to thom-camttee to agsess the

state of their security. In perticular there is
not evailable any repart such as that proluced by

EESSET SV Y VY3 W A )
ccncluaiva eviﬂence it 18 as-ungl’ﬁhut the lavel of

A

overall aecurity 1uullthighnr than that of

[::::::]dascrtbed dbova

6
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ce Intim o war, duw to the irtrciwtion of smit& me asures
vhich are nd possibles in peacetime clandestime operatiors
becam mxh aacre difficult, The ready means of communication
affarded by diplamstic missiors and consulates are also no
longer available, It is therefare corsidered that the valwe
o inf emation from clamdestime sources will be substantially
diminished at least initially by an cutbtreak o« hostilities,

6. (THER SWRCES L

a. It is difficult to assess to it extert chher Sources
(nowspapers, trade publicatiors, ;ublic documents and statemnts,
etc.) ar diplamtic repartage caald be a substitute for COMINT,

volupe ari value at any time. In wartims, censarship and cther
extraordimry secwity masures, wdll reduce drastically the
flow of it elligence from such sources and the wvalues to the USSR
of any availubls 0MINT will be correspordingly imcreased,

b, It should be noted that, as in the case of clandestine saurces,
the valwe of it elligence fram cther samces can be greatly
increased by irformation derived from CMINT,

Iv
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joimmd the Communist dloc since & is to be expected that its ciphers amd
commnications 1roce mres would then be radically imroved in any case,

EO 3.3(h) (2)
PL 86-36/50 USC 3605 'V SUMARY OF CONCLUSIONS

mwuwcmtimnpmemamdmm
intelligance for the USSR.

is sny bYetter, the USSR could not campensate ndeguately for the loss of
mmnmmamatwmmmtmmw«
bigh valus through other sources of information.

COMIUY to the USSR. The possibility that any NATO country might dsfect
8
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from the NATO allisnoe is not estimated to affect the
validity of this conclusiom.

VI RECOMENDATIONS
10. a. The Sub-Camittes reccmssnds therefore that astion should be
I taken as a matter of urgency to meke the naticnal communications
PL 86-36/50 USC 3605 yses by NATO countries sscure, and that the first priority
  “‘“| |
bs The Sub-Committee also recammends that action should be taken to
insure that NHATO ¢ muunications security regulatioms are
untvcraa}}g;a?ﬂ i}oae cbsarved for the electrical
FODSMNC 2

] .
.‘-‘
transmtssion of all ‘D" «m-.)‘m' m
2O 303 ¢h)-(2) A R Cdil RNCE FPAOTORS AVFROTIE

PL 86-36/50 USC 3605

11, The nsture of the acticn vill largely be dstermined by

considarstions. From the point of view of intelligence and
security however the action must:

;"

b
(-
" 9
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I. INTHODUCTION
1, The comzittes predicated its discussions upon the followdng
assunptions:
a. The capsbilities of the USSR to intereept and expleit
redio communications are at lsast equivalent to our own.
b. Although the possibility thet the USSR may have acoess
. to commmications passed solely bty land line cannot bs exsluded,

there 15 no evidence to assess the extent of this possibtility.
EO 3.3(h) (2)

II. VALUE TO THE USSR OF COMINT DERIVED P 86-36/50 USC 3605
FROM NATO COMMUNICATIONS

2. Diplomatic ciphers in peace tine,
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considered to represent a potential source of vallnble :I.nt.elugeneo

to the USSR.

valuable intelligence to the USSR. :
g. It should be noted that the COSMIC security system
provides sufficlent protection for the "COSMIC™ and "NATO" commni-

cations passed electrically. However, the COSMIC system does not

3. Diplomatic ciphers in wartime., :
It 1o considered that an outbreak of active hostilities would
alter the situation only to the extent that the value to the USSR of
the information derived from the NATO communications would be very
greatly increased.

4. Ammed Forces ciphers.

2
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of effort that has b-en expended against the various mt.an. It,

b. In general it is thought that under peuoethn con~
ditions Amed Forces comwunications are unlikely to be an importent
source of valuable intel igence to the USSR. In mes of active

hostilities t 1s, however,

considered that wulnerable Armed Forces ciphers are a very waluable
potential souvrce of iniormation to the USSR and, in the case of
general hdstiliues, are of the very highest wvalue.

1
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Other aources of intelligence cpen to the USSR.
5. Clandestine Sources

b.

Other factors dbeing equal Nom-COMINT clﬂtﬂastm means of
cbtaining intslligence are comsidered to be nax&x valuabla
than COMINT as a source of intelligence in that thqr

are usually less timsly and less authoritative. m
particular, the information from clandastine souwes
noeds & sametimes Qifficult process of evalustion
before it can be accepted, is dependent on the
availability of cammmications, and is frequently

subject to considerable dolay before it is received

the copacity to sustain successful clandestine arrangaments
to obtain intelligence depgnds upon informetion derived
Prom COMINT. E%‘géfé?ﬁ(g)usc 3605

Although it must be presumed thnt pe:ntraticn by agents

of the USSR of avpropriate authorities od’ NA‘IO nations

exists and will continue to exist, it ia eonsiderod thmc,

this 18 becaning increasingly diffilcult. mprovemnts

take place, are also making the work of lower grade
agents legs effective., Although these considerations
are largely conjecturnl it appears likely tharefore that
the USSR could not find compensation for the loss of
potential COMINT in incroamsed clandestine cctivity in

thene three countries, In other NATO countries from

&
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which the potential value of COMINT is estimated to

be high, there 1s insufficient evidence to Justify a
conclusion.

In ¢ime of var, dus to tha introduction of security measures
vhich are not poseible in peacetims clandestine operations
bacome much more diffieult. The ready means of
comsmication afforded by diplomatic missions and
consuletes are also no longer avalilable, It is therefore
comsidered that the value of information from clandestine
sources will be substantially diminished by an cutbreak

of hostilities,

6. OPEN SOURCES

8

There {8 noc sure basis in recent appreciations of

|:|rmo commmication and of information known

to be openly avallable to the USSR on which to estimate
the extent to vhich the USSR finds open scurces (newspapers,
trade publications, public documsnte and statements etc.)

to be a substitute for COMINT scurces of valunble intelliigence.

Y.

and value at ony time. In wartime, due to censorship

and other extymordinary sscurity measures, it is considered
thet open sources will bs reduced drastically as a meauns
vhareby the USSR could obtain intelligence of comparable

ralus vhich they may obtoin through COMINT.

I¢ should be noted that, =s in the case of clandestine sources,

the value of intelligence fram open sources can be greatly

enhanced by informeticn derived from COMIET.
5
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