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EO 3.3(h)(2) 
PL86-36/50 USC 3605 

.3. Hawever, eince a to:mal etateent ot u.s. poliO)" <1ft tb1e quflllt-1~ 
do'ea· not. appear to uiat 1n the recorda ot USCIB, and. a!nce the mat.tv 18 ot 
vitalimport.anoe 1n nat1Cil&l cletmse, I auggeat the adviaabilit;r ot obtain­
ing NSC approval ot the &tatemtnt est forth in Incloeure l. 

z.. · At an AFSAC Meet.ing fA1 20 June 1952 the Report. ot the u.s./U.t. 
COMSEC Coaterenc• mattiaaecl 1n paragraph 1 above vu diacuuecl. en. ot the 
rec<~~~HndatiODS ot the conterence is to release to NATO govemmmta a number 
ot higb-aeourit:y ci"1J)tograP'do macbinee. Bef'ore giving ita approval to the 
report \thich 1e to be torwarded to the Joint Chiefs ot Stat d 
ot the 

8 YA.MI ...... ~-
AFSAC it 18 incumbent upon me to proceed with the exooution ~ the AFSAC de­
cision. Hawver, 1t USC approval ot Inclosure lis obtained, it will obvi­
ous]¥ be unnecesii&I";Y to take the et~~p propoaed by AFSAC and I will be in a 
poe1t1on to recC11'11lend reciaign ot the AFSAC daoision to bring the question 
betore Nsc v1a uscm. 
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tiP 8§!B!R SR@!JRH'f WOO!fA'i'lE!! 

Subjeot1 Stataaent ot U.S. Poli~. 

uc H 000321 

'Zl Aug 1952 

-~~~--~--~-~-~------~-~-~-~-----~----

s. With retercoe to paragraph 4 ot Inoloeure 11 this paragraph ia 
cl...-1 d•irable 1n the statiiDII'lt ol polio;y in viw ot the intematianal 
disouaaiGM Wdoh uaual:b' precede agrecent upcn 017Ptograph1o .,.tau to 
be employec11n the situations and tor the purpoc~• indicated therein. 

6. A brief' h1sto17 ot the aubj.at mrq be ot intereat in this ccm­
neotica and 1a attached u Incloaure 2. 

Inoloauree - 2 

/s/ Ralph J. Canine 
RALPH J. CANINE 

Major Gen81'al, us Arrq 
Chairman, Armed Forcea Security .Ag~q C01moil 

and 
USCIB Coordinator 

1. u.s. Pol1q Cl'l CCDIIIUilioat1CID8 
Seourity ot Foreign Goverl'IIIIGrlta 
with which the u.s. 1• Alliecl 
M111t&l"117. 

2. Briet Hiat027 ot the Probl• -
COMSlm veraua COMillT • 
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UNIT~ STATES POUCY ON COMMUNICATIONS SSCURITY OF FO!WGN 
GOVimt~1~TS WITH WHICH THE UNITED S'\AT£5 I§ All.IEQ MILITA!qLl 

EO 3.3(h)(2) 
PL86-36/50 USC 3605 

1. When it is m.dent that clue1t1ed information ot u.s. origin, 
or clusit1ed intormatian vhich pert.ainll to mutual datense plana bet•• 
or- 8IJI'Xlg the u.s. and other governmt11ta 1a coJ7pted in inaecure or.vpto­
graJ:Mc syatms used by the other govel'IJIMilte and u a COI18equanoe endansmos 
the u.s. Natianal Security, the u.s. J:1iQ' 1nit1ate such actian u is a~ 
priate to cause improvement to be made 1n the ceamun1cat.icn security ot 

/ tbcee other g........._,ts, ...., thougb tbe\ X 
I I 

aetrl*itil to the aiCUJi'lty ot the UoSo iiid ita &Illes ll" riid DY a poten-
tial en-v. U the cCillllWlicatiGMI I 
methods and the government employing the particulu crypt.ograpnc ay8taJI8 
used to prot-ect the cmmmicat.iooll 1e cgaged in ettect.ive part,1c1pation 
v1th the u.s. and ita allies in mutual det.nae matters, the ayatau will 
be adJudged insecure and action mil' be 1nstituted to bring about an 
improvanent. 

3• In each cue in 1ih!ch coZONCtive action ie unctv etu~, etope 
vi.U be take, before tuch aoticn ie initiated, to ueure that the ~aical 
and pel"'ICII'lnel security or the other g0Vfm1D181'lt concemed are auch as to 
prevalt so tar u practicable the leakage or claseitied intormation f'I"OIIl 
tboee aourcee. 

4• ror C<I!IIIUnicationa amcag all1ed militA!7 cCIII&IInda !n tlhioh there 
ia u.s. participaticn and tor which t.h.-. baa been no pNVioua need ror 
cr,ypt.ograPdc ayatau but in 1li'dch there w1ll be tuture requil'ements tor 
secure cCIIalllicatiom~, actim may be 1n1t1at«l by the u.s. to pi'OVide suit­
able m881111 ot mald.ng such ammunieationl a•cureo 

s. Responsibility tor initiating any actions \\tdch this policy may 
require 1a placed upc11 the Director, Al'll8d Foroee S8CUl"ity Agency, 1n bie 
capacitiu u Chairman, Arm«l P'orceo Securit7 Agmcy Council, and aa Coor­
dinator, United. States Cammmicat101'18 Intelligence Boardo 

Incl.oeure 1 vitb uc II 000321 . 
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BRI~ HISTOR! Q1' 'l'HS PROBLEM 
COMSEC VEBSUS COMINT EO 3.3(h)(2) 

PL.86-36/50 USC 3605 

1. The qu•tiCI'l u to which ot two cmtologic upect.a ot te1e-com­
II1Uilicatiana should be conaidared p&rlllOUilt to u.s. naticmal. aecurity, 1n 
cues where u.s. cOIIIIIDJrlicaticca :lntelllgcce (COMIN'l') interest• and u.s. 
cCIIIIIJnicaticn security (COMSEC) interests ccntll.ct, baa come before u.s. 
authoritia a number ot timee in nect years but the queetioc. baa alwap 
beC1 CCIMiclwecl in aormect.ion with !peq1!ic cu•: it hu ~-~been 
studied attmtiveq u a gceral. or bailie iaaue. 

2. The qu•tioa tatered into the cle11berat.1cna ot the tJm.tec:l Stat• 
c 

l\ ~trpt..m.r 1948 the R.~~ CC113idfii'Gd the pz'Obl• but deo1cleci tbat\\1t 
voul4 take noact.ioa with regard .to tbe""iubject brouabt.IMafore it b7 uscx:s. ---·· •.. 
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• EO 3.3(h)(2) 
PL86-36/50 USC 3605 

In the course ot the 1952 u.s./U.K. COMSs= Contereooe in. Washington, .the 
Director, APSA, vas advisec1 by the head f' the U.K. delegat1cm that the .. Bri··.. -

t18b cabinet. caaaidered COOEC paramount_ ~ that the British 
delegaticn vu acting UDder th1a policy. In its tint cCIIJIIMJllt GD the LSIB 
maDONr.ldum, USCIB aet forth certain rea81'"V'&tima and presented an altemat1ve 
•olution which USCIB conaidend to be of "least detrima'lt tol )•. 
HOIAMII"1 the alternative aolutian 'ldU Wl&Cceptable t.o t.SIB. Atter lengtbi dls­
cuaicns, USCIB not.itied LSIB ex1 17 Septtaber 1949 that USCIB vlthdrev its ob­
ject!ou to the Brit18h plan to isaue TtP&X to the Wutem Union nations. 
HC1118VW, USCIB'• aocept,anoe ot the British plan vas bued upon the underatand­
iz:lg that the TYPEX machinu to b4i issued to Wutem Union nationa voul.d 'be 
apeciticall7 llmitecl 1n their uae, vi••• (a) to encrypt "METRRC" cCXliiiWlica­
ticma Clll¥1 and (b) that tbeee would l8rge]3 be militaey carrrmm1caticme at 
Supzw~e CCIJIIIIDd ad Governmeatal level 1n ccxmection with Weetem Union De­
ltaae mattera, the latter be1ng a llmitation 11fbich wu explicit]¥ stated 1n 
the very .first paragraph ot the LSIB mtllll)!'81ldum ot )() June 1949· 

4. Later, when the Weat.em Unian idea a:pandeclinto the North Atlantic 
Pact, the IUbject ot secure ccmnunicatiCI'UI tor NATO entered into the picture. 
A U.K. proposal to iaaue the 'l'!'PE.I MARIC n to NATO COWltries tar NATO ccumuni­
catiCil8 wu acc•ecl b7 the u.s. but in a maaorandum dated 19 October 1949 the 
l)epa.rtmmt ot State made a zoeaervaticn: 

"The DepartD!II'Jt ot State member ot USCIB teela that the British 
otter should be accepted provided that the use or theee cr.rpto-material.s 

· is apec1l1call1' llmltecl to tboee m1lltary ccmmm1catiOI'l8 of the signa­
torr nations that ccmcam North Atlantic Pact defense matters." 

S• A short, time atter the use or TIPEX wu approved tor highest level 
NATO ccmmm:lcatiCilS it vae recognized that certain purely naticnal cCIIJIIUDica­
ticaa at tbe same level, cantaining COSMIC intonuaticm or raf81Wlces thereto, 
ought to be encrypted in a;ystema ot security higher than that atrorded by 
those empl.oyecl by cert,ain NATO govemmanta. For this reaaoo pwmiaaion vas 
8J'IIltoc.~ to the llATO govemmclts to use the TIPEX tor such ~ naticnal. 
coammtcat1Cil8 also, and an otter wu made to instruct the gOV8I'I'llll8lta CCI'l­
cemed in the proper methoda ot ccnpillng their own nat1Cil&l kerr and ktrr­
liata. HCJ~NVer, not; much advantage has thus tar been take by those govem­
~t• to receive such inatructicm and to avail themaelvea ot the poes1b111tiea. 

6. Por intermediate or aecCI'ld-levelllATO COIIIDU!licat.iona the u.s. au~­
or1tiea late in 1949 decided to NCCI!IDII'ld auppq.ing NA'l'O govemJDIIlta w:l.t,h the 
CCM, a deoiaicn later accept-ed by the U.Jt. authorities. However, the dietri­
buticm ot the CCM' a and the c1rwmatancee under mich they are to be uaed at 
th1a lev.l are such that it ie valid to aas\JIDI that the cfiiiTlllDi,cationa to be 
enCl")'pted w1ll be pract,ical.J¥ all mi.litar:r, not diplomatic meaaagee. 

7. The preceding hiat017 establiahea the tact that in agreeing to pro­
vide eecure machine tor \~estam Unicn and tor NATO pavers, there wu alwap 
the retaervatiCil anc1 underatandlng that th81' would be used tor m111tar,y Western 
Unicn "METRIC" or tor NATO "C0SMIC11 cCIID.Inications, and not for~ 
naticmal. diplCDatic c01!11Dmioat1ms ot 81\f ot the powers involved. 
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EO 3.3(h)(2) 
PL 86-36/50 USC 3605 

8. The question ot the uae of v.s. or u.x~ ol'.fpto-machinee tor nCil­
m1litar.r CCIIIDUilioat1CM ot NAt'() powsra first ... f:SIIle into the picture with the 
ccma1derat1on ·~ the! lcuee After ~ther lalgtcy ~ diacu­
eicma bet.wen USCIB and LSIB ~ 1tl Auguat 1948 am1 intermittent.~ con­
tinuecl untU April 1949, a formal q.s./U.K •. oonteJWlce/CJn the subject was held 
1n Waahingtcn 1n ~- 19.51• The final report. ot the ~_....ce we considered 
by USCIB on 24 Ma.y 1951, at llhich t!JM it waa decided to forward the report- to 
the Natiaoal. Security C()WlCU tor approval because /or the repercuaaions Wdcb 
the l"8CCDD8Ddat1ans C)t/the ccnterence would have, 1t implE$elltecl, an u.s. 

I I sources. The report did not explicit~ raiae, aa a general 
or baaic r•u•. the QUMt~ u to ltbicb ia more.· //important to our naticnal 
aecurit)"' - _j 1n casu vhere these rpoa~ interests are in-
volved; it dealt apecitical]¥ v.ith the problem ot ccmmm1cat1cn secu-
rity. In forwarding the report. to NBC th1a baaic iaaue vu not- raised in the 
OOY8I"lag JlltiiiOI'8l1du USCIB 14/137 • In ita deeie1cn the NSC did. not rata• ~ 
aDaWI' the q\W8tiCII11 ai.Doe the d~cm (USCIB 14/lS9) .....q atatea that "the 
Preaidct • •. hu tbia date approved the CCI.lcl.uaica.a and recaaendat.icma acm­
tdne4 in the report, ot the USCIB-LSIB 1"8pJWCtat1vea •••" 

9. The BSC act.icm 111 tbel lou• Jill' van.mt. the ocaoluaiOD tbat. 
tbe HSC decd.dan 1D that cue oan be tum u a polic;y-aatiue deoilion. 
Ha.vv• th• quMticz 1a ot such vital ocmcem t.o u.s. nat.icmalint....te 
that it 'IIIDUl4 be bet.tv to have the deoieiGD m NOOl"Clin the tOl'll ot a 
olear-cut .tataeat ot pol1q tor sceral gu1ctaoe1 rathe than in the tona. 
ot an hlpliaation der:l.vecl t..- a a1Dg.1A HSC aot.icm in a apiCitio cue. 
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