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MINUTES OF MEETING ON THE LABORATCRY SECURITY (F AN/GBQe4 i

Held 22 September 146 w)
FRESENT

. A, Sinkov, Chairman Mr., leo Rosen

Xr. F. C. Austin ¥r. A, W. Smll

Nr. R, L, Claxrk Xr. C, B, Sumwrs

Nr. R, A, Dibos Captain W, C, Washcoe

Dr. S Kullbeck Mr, C. C. ‘ri‘ht

¥r. X, K, ¥athewa, Jr,

Captain Washcoe opened the meeting by stating that it came about st
the request of Mr., Wright, He reparted that a papsr entitled "Evaluation
af Security® had besn prepared in Security Division and was about to be
soordinated within Becurity Division and would Iater be ciroulated throughe~
sat the Ageney, R & D Division has stated that the over all problem of
security is & bit btreed for them. The immodiste problems for Aiscussicon
wire #ét forth by Mr. Wright in the announcement of the meeting (TABR 4),
and the meesting was turned over to him,

Hir, Wright opened the discussion by stating that the main question
was "Nhat 18 security?", realising, of course, that security fsn't the
same for each echelon. lLaboratory sscurity is R & D Divisionts crly cons
gersi, They are responsible for the development of ths equipment caly,

Captain Washecos suggested that Er, Bmell tell the group of h.s experi-
ances with regard to laboretory and fisld security. Nr. 8mall sa‘d he bhad
fomd thata.fiorumhu been going on for about a year, and tho fronts
are nors or less stabllised, a first aprroximation is a ane to ono ratio,
When the mext war occurs, eiphony will have advanced to where ver: nearly
Jaboeratory conditions w be provided in the field in eash corps ares,
¥Yor instance, the 5th Army Group in Italy hsad its own intercept rudlo end
aprlysias groups within an area of 25 or 30 miles from the frant, Various
8ignal companies were combined, working in 2 er 3 trallers, and tis squip-
fsnt in the trallers wae modified to suit their warioms conditions, In
apswdr to paregraph 2, Mr. Small estimated that a good unit for raference
woiild actunlly be 3 or 4 trailers of equipment and probebly 40 men, with
5 or 6 different tents, Ur, Xullback then atated that 4f a SIGJIP were
supplied to each company, the anount of traffic earried would certainly tie
2p & lot of ensmy personnel, It was pointed ocut that if we intercepted
traffic of this sort we would have to determins what it was worth--a large
créw Or A small crew, Security depends on these factors. Dr, Sinkov said
that 1f al)l other factors ars squal, the enemy attacks Lhat system which
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s tfequires leas people; howsver, the snemy would not hesitate if it needed

i s infermation. Wr, Small emphasized that we must either fake the pesition
that the enewmy is limited in perscnnol eor slse take the position that he
bhas mlinited perscnnel, and he falt that Security Division should tale it
for granted that we assuxs he is wnlimited. If we were fighting defersively
ard being pushed back, security would coms “mnowballing downhill” and this
45 & danger that we must foresee.

Sir. Rosen said that in the laboratory sclution you have two irralusibleg-.
whpt and length of time. The more people~~the faster the solution. Therefors,
the transfer to the {isld amounts to additional people and a faster solution,
r. Seell added that 1t would depend on the state of the war., . Austin
further added that machines are susceptible to human erraors and that “his must
alsc bte considered in setting the hours of security. NMr. Wright replled that
rules are sst up to take care of the latter; but, neverthsless, the ratlo
of laboratory to f'isld security has now bsen redused to less than ona,

fir. Wright reported that on the basis of the requeat R & D Division
mde of Security Division regarding use of the IDS prineiple, R & D Division
in now devising a method of deternining how the scrambler is to be male, its
welght, its security in length of time, etc. 4 10-unit secrazbler is pre-
smrtly being used, and it has been decided that 100 wnite would be ths maxie
mti that could be utilised, The problem now is to choose the proper valne
betwean 10 and 100 elsments and still maintain the 15 pounds,

Pr. Kullback said he thought the best guide for develo)ment on the
A¥/6SQ-4 wonuld be soms definite indication from the people for whom it is
being developod whether they would prafar mors security or less weight. IDr.
8inkov stated that the Ground Forces have been complaining ihat they have
bsd no indication of what progress we bave made on the cryplographic plan

SIGIRA)., He suggested that they be provided with a statement of the

{fficnltics on the AN/GSQ-4 and advised that we can give them ineressed
security if they will permit the weight limitation to be ranjised., MNr. Small
added that we still wonld not be able to state the security. Captair Washcoe
bronght vp the fact that the question of welight is governed by AR 85(-25,
The military characteristics are what someone would like to have, we sirive
toward them, and one of the thres following results is obtained-- (1) We esn

moet military fequirements; (2) Wilitary requirements are met only

fairly well, but the result is wuch better then anything presently laiowns

or (3) We oan be 30 far from military requirements that thoy will hive
pothing to do with 1t. Mr. Small replied that all we can do 13 to g'.ve ths
user an estimats of the security if the field conditions ars "such and such,®
and that under special ecnditiona, the security will not be as great,

N, Small also asked if the use of TDS could bs elimlmated. Mr,
Nathews then raised the question of whether we are going to do anything
and whether we &re going to spend more money if 4t will never be any good.
Rr. Sinkov asked if the TD8 and converter equipment sombined would b» secure,
Nr. Mathews replied that the two dimensions, frequency and time posiltion,
ar'e moTe or less umrelated in the two bost equipments,
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Dr, Binkov ssid that what we wre searching for is some squatim or
rdﬁting method, 80 we can arrive at some mmber for desigrating recurity,
At the moment we have no sure-fire method of detarmining it, as thire sre
a1l kinde of factors tending to invalidate any result, Mr. Wright stated
that most of the variables had been eliminated, and Mr. Small replied that
this is the baat that can be done, Nr, 3mll éhen osked 4if thero isn't scms
Sgresment that could be reached between the two divisions, to permit reache
ing some sort of conclusion, We must consider security against tho seemingly
bast sneny, and we smst asrun: that he has equipment as good as ocu's, If
that is no, field security can never be grsater than ladoratery sawmurity,

Captain Washcoe stated that we have nothing now that is suitable for
the AR/G3Qw4, and agked if the SIGJIP ia good enough in the mesntive, The
Ground Forces do want equipment, and in the event of another war, re must
have some device to use, Captain Washcoe further stated that he sonsiders
the SIGJIF 2 failure because 1t does not work, rather than because it does

not provide enough sscurity, Mr. gustsn rateed the quastion of whether we
should make the SIGJIP better or design a new machine,

Captain ¥ashcos continued that we havs to thinkee"{ould this device
give them somathing or would they be better off without 4t?" The information
handled by the device, twrsnsmitted under proper controls and proper rules,
would be tastical information not having long range walue. It might, however,
#ffer Information which would later be transmitted in a highsr security system,
thus giving a break into the highor system. Information tranemitied by low
schelons would be of a nature lhat would not require a long perloed' of sscurity,

Mr. Austin brought up the question of conferences batween rejiments,
¢onpaniae, and platoons in battls. Captein Washcoe statnd that a net would
te set up enabling this to be dene. Nr. Wright asked for a definition of
"radio net,® Captain Weshcos replisd that a net consists of seve-al staticns,
ghe being the central station, %A", the central station, cen talc with "B*
and “C*, and "B" and *C" can talk with each other, The point was brought up
that if the latter is true, it actuaily is a conference. Dr, Sinzov replied
that teig WBY and *(¥ couldn‘t talk to sach other, operation would be very

Rr. ¥right brought up an entirely different problem, involving the
factors 4o a, and b, of paragraph 3. The inherent security of the AN/TRA-16
im in the technigue of transmission, provided that the ensmy is rot in the
line of tha transmission beam, Nr, Small said that the Gormans rad estimated
two yoars sadurity on beam teletyps, btut ws wers abls to collect ths traffie
and read it to greal advantage. It was stated that the problem in the
AN/TRA-16 18 the rscording of the meterial. The anly wey the trzffic can be
interpreted is by listening to ths plain text. Any security evaluation will
have to be made when the problem of recording the traffic is solved, Nr,

Bathews mtated that there was no point in discuss 3a. and 3%, on the basis
af the feregoing discussion. Mr. Smell added that e of sight transmission
beamed on the horizon would bo out of the question unless it was infra-red,




P2, Sinkov drew the following sonclusions: R & D Divieion has within
t+he laborsiory a metlod of making a statemsnt regarding the retic invalved
{n considering the security; Security Division must have samsthing to pro-
vide the Ground Forces in the way of equipmont in the near future; we will
4o the bast we can to meet militar; characteristics and give the bemt security
we can, Kr, Clark added that no matter what decision was male now, we would
#1111 be faced rith the same prodblen with the Air Parces., The Air Forces
vary definitely bavs a transmiesion problem.

Captain Washcoo atated that intsgrated equipment directly tiss togother
the security and transmission elemonts, The AN/TRA-16 is in itself an inte-
grated plece ef equipzment. An opinion had baen expressed by Er. Friedman that
sn integrated equipnment could ba described es an equipment with all its parts
functioning as & wnit in such & way that the complete equipment would cease

ting if the eryptographic feature were removed, The Alr Forces disagree
with this interpretation bescause they deo not want to consider radio equipment
as gryptographic equipment, Nevortheless, this is the ASA definition as it
pow stands, and Staff is defending it. MNr. Hethows stated thet the AN/TRA-16
would not function without the key generator, but that it could be mcdified
se as to make possible a key setting which would reduce the effact of the

chanlsn to sero, OCaptain Wadhcos added that & plain waler could
also we thrown in end that it would produce the sams effsct,

Nr, Wright closed the meeting by stating that the only solution is to
do the bast we cen on the SIGJIP, Dr. Sinkov sajd the whole problesm of fisld
versus laboratory sedurity would bs set aside, snd Captain Washcoe added that
R & D Division could go ough with their estimates and indicate tre laboratory
sescurity sfforded,

R, A, DIB®
Technical Staff ;
Eecurity Division
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C{WFERERCE 0900 Tuesday, 24 Septanmber 1946, Rorm 1010-A
Requasted by Mr, Wright of R & D Divisiun

1, Objsct is to obtain a criterion of sufficient socurity for low
and medium prade ciphony and eifax sysiems,

k. Qeneral - Set up temtatively a polioy wuffi:intly definite
to give us & first approximation for correlating "laboratory sscurity* with
“fisld segurity®, It is realized that in the final analysis, spscific
squipments w41l have to be considered individvally,

b, A% present, we badly meed a definits minimum “laboratery
security™ requirement for AN/083-4.

2, We would liks to stapdardise the unit used in stating “laboratory
security.’ %e feel thet this unit might vell Yo dafined ir terns ' a
por=al f1eld group whiech would be assigned to molving the traffic %rom
peoparly recorded intercept, 41.e, 2 men and 1,000 lbs. of equipsint
wight be a ressonmadble mit,

3. Considerations whioh must necassarily be considered to delermine
the corralation betwean "field security” and “laboratory security®.

8, Suppose the squipment was limited axolusively to very high
Lrequency adios by {ts design and thersfore tronsmission weuld alvays bo
line of sight except in very unusual instancas,

B, Certain types of modulation, notably pulse modulation, might
greatly increase the problems of recording and pleying back interccpt. This
eomes about becauce of the high spesd recording wedivm necessary ard the
#sed for sccurataly timed recordings to wake Pinyblck possible,




