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Ac g result of a request made 'by the for coples of

the report by the s1:eci...l Study Group, it was declded 'bha.t a nodified.

edition of the original might be made available to 'bhel and

«*sub,‘]ect to approval by USCIB. The following, submitted

for the comments of the NSA Scientific Advisory Boord, is a list

of the modifications mde to the original report:

Page 1: Delete "VIII - Electronics Intelligence (ELINT)".
Delete "XI - Bibliography".

Page 3: Delete "(SEG, ... Bull Reports)".

Page 4: Replace "The strongest exyression of this need is that con-
tained in the Bull Report, vhich" by "One report, in fact,".

Page 5: Delete "thoroughly covered in the Brownell Re;bort end in
other swrveys -- an effectiveness".

Page 6: Delete "The present Air Defense Commend progrem ... the
sponsorship of the IAC",

Page 7: Delete "Instances of this are to ... the Watch Committee".

Page 8: Delete "This procedure is ... 1952-54'. /1 "
Delete foctnote.

Page 9: Delete "It further supports ... 81l indications intelligence."
Page 15: Under (1i), replacec "may be" by "ere".

Page 19: Delete "3, The evaluation of ELINT information ... from detailed
evaluation."
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Page 22: Delete "(such as those requested ... Project LINCOLN)."

Appendix I, Page 5: Delete "Organization and function of the Watch
Cormittee " and "Specilal Research Branch, G-2,
Department of the Army".

Appendix II, Page 1: Delete "Weopons -- The Joint Atomic Energy ..=
weapons of this type."

Appendix III, Page 1: Delcte "Some notion of ... Armed Forces estimates.”

Page 2: Delete entire table entitled “Significance of
Barly iarning". ,

Page 3: Delete "as reconmended by Project LINCOLN,."

Appendix IV, Page 1: Dclete "The systems most relevant ... Alr Defense
Cormand."

Deletc "The Watch Cormmittee maintains ... Soviet
intontions."

Page 3: Delete "In the United Xingdom, ... and COMINT
sources."”

Appéndix VI, Page 1: Replace "more than 95%" by "a large percentage".
Appendix VII, Page 3: Delete "For example, ... of Soviet intentions."
Appéndix VIII: : Delete entire appendix.

Appendix XI: . - Delete entife—appehdix.

It ié to be noted that where nunbered paragraphs or appendices have

been deleted from the original, the subsequent nurbering in the modified

]
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Bxecutive Secretory

HSA Scientific Advisory Doard

version was choanged accordingly.
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THE POTENTIALITIES OF C(MINI' FOR STRATEGIC WARNIKNG
SUMMARY : .
‘This study eveluates Communications Intelligence (C(MINT) a8 & means

of obtaining strategic warning of Soviet intentions to attack the conb:l.-
nental United States. !

to initiate and sustaln an attack agelns
it is probable that COMINT, particularly through Special Intelligence ’
could give warning of Soviet intention to mount such an attack. The
relisbiTlity of this strategic warning would increase with the epproach
of the attack, with first indicatlons possibly appear:lng four to twelve
weeks prior to the attack, ‘

This potentiality cen be fully reslized only with an increage :m
the current level of effort. However, significant improvements can be
effected by more intensive exploitation of the present COMINT progrem.

It is recognized that COMINT cannot with certainty provide the
tactical warning obtainable from an Alr Defense Warning System. The
effectiveness of our Continental Air Defense System will, however, be '
greatly increased if provided with reliable strategic warning. The
gignificance of edequate warning to our swrvival cannot be overest:l.mted,
this is particularly true with respect to conservation of our reta.lia'bory
‘forces and the preservation of our population. .

In order to utilize fully the potentialities of COMINT as & source
of strategic warning, it is essential that operational plans and evalua- '
tion of our Continental Air Defense consider as an integral part the ‘
impact of the warning COMINT can provide.

Further, to maximize the potentialitles of COMINT for giving
strategic warning, it is necessary that the following steps be taken:

2. Traffic analysis activities should be expanded and organized
to give the maximum information obtainable from the material intercepted,
In particular, it should be more effectively quantified through the
development of indices or measures of activities, graphically presented
to show changes in time. Field personnel should be sufficlently indoc=-
trinated, within realistic security limitations, in the detalls of traffiec
analysis which can be used to develop strateglic warning.
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3. Persomnel policies should be revised to improve the
selection, training, and retention of skilled personnel, both ecivilian
end military, for COMINT activities. Strong recommendastions should be
made to the Services and the Civil Service Commission to effect these

changes.
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THE POTENTIALITIES OF COMINT FOR STRATEGIC WARNING
INTROIU GTION

During the past few years, the Defense Establishment, and through
it, the American People have become increasingly aware of the potenti~
alities of the USSR for mounting a direct atomic attack against the US, |
This awareness has resulted in increasing official and ﬁopular interest
in building up an air defense system capable of at least blunting, if
not withstanding, a possible Soviet air attack against the continental US.
In response to this interest, there has been a succession of high-level
reports on the air defense problem whose conclusions leave no doubt that
a surprise atomic attack on the US would result in earnage, devéstation,
psychological shock, and curtailment of our retaliatory ability on a
scale difficult to estimate, or even to comprehend in terms of any previous
experience.

The degree of success obtained by the enemy in an air attack depends

sharply on the timeliness of warning received. Accordingly, the provision
of early warning is the first essential element for an effective air
defense system. The system in being has, built into it, radar and ground
observer warning nets which could at best glve early warning of less than
an hour at US perimeter targets. The future systcms under consideration,
involving radar chains at various northerly latitudes in Alaska, Canada,
Greenland, and seaward extensions, may give a distant early warning up to
four or six Méurs. Some such early warning chains must be developed for
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tactical purposes, but their greatest usefulness for deployment Iand
neutralizing operations occurs only after hostile action has commenced.
Extension of the reliable warning period to two c;r four days would provide '
time for the complete deployment of our offensive and defensive forces,
which would increase the chance of turning the enemy's qpera.tion before

its mission had been accomplished and might even induce the enemy to
abandon the attack (see Appendices II and III).

Such strategic warning is not obtainable from the early warning
component of an air defense system; the previous studies of these systems
have, perhaps appropriately, been based upon the assumption that no earlier
warning will be available. For such warning we must, therefore, turn to
other sources of intelligence and most of these previous studies have, :an
fact, lald great stress, in terms of US readiness, on the value of intelli-
gence. One report, in fact, considers the pay-off so great as to warrant

any possible attack on the problem, regardless of its cost in funds and

manpower. : PL 86-36/50 USC
EO 3.3(h)(2)
The sources of strategic warning can be broken down into overt,

covert and signals sources. Of these ’ the signals source -

The

traditional overt and covert sources must be vigorously cultivated in the
face of the increasing difficulties created by Soviet security measures,
but to place reliance on them as the sole source of timely indicator

intelligence would be to court disaster.
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Since the beginning of World War I, the extensive use of radlo has
been an essential part of military and pgovernmental communications and
operations. All countries must use radio for communicati on with their
ships and aircraft. The USSR, because of its great distances, and conse-
quent difficulties of constructing an adequate system of land lines, uses
and will continue to use radio for the transmission of a considerable volumé
of internal communications. Thus we are given the opportunity to penetrate
the frontiers and to share the secrets of the Soviet Government.

The value of Signal Intelligence during Warld War II can scarcely
be overestimted. Through the decryption of high-level German and
Japanese messages, we we;-e able to penetrate the enemy lines, enter
ministries and military headquarters, and secure advance knowledge of
operational plans., The spectacular effectivness of cammunications
intelligence has been aptly epitomized in the following passage from
General Marshall's letter of 25 September 1944 to Governor Dewey:

"The conduct of General Eisenhower's campaign and of all
operations in the Pacific are closely related in concept:l.oh

and timing to the information we secretly obtain through these

intercepted codes. They contribute greatly to the victory and

tremendously to the saving in American lives, both in the conduct

of current operations and in looking toward the early termination

of the war",

While these past achievements bring us no firm assurance of corres-
ponding successes in future operations, we do find in them promise that
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a corresponding ability to decrypt enemy radio messages will result

in intelligence of inestimable valué. Signel Intelligence, above all
COMINT, is the most promising source of strateglc warning of an impending |
attack on the US; for the complexity of the process of preparing the
forces for such an attack makes it practically impossible to avoid the
use of radio communications and other electronic signals at all points

in the process. The interception and timely evaluaéion of these signals
will then constitute indicators for strategic warning., The evaluation

of such warning indicators must be made against a background plan, whether
taci£ or explicit; this assumed enemy plan should be based on intelligence
from all sources, including information on our own operations or on
operations simlating possible enemy alternatives.
In accordance with the request of the Director, NSA (see Appendix I),“

this Report of the Special Study Group examines in some detail the .
present and future potentialities of COMINT as contributing to the
strategic wérning of an impending attack on the US. The Group, conscious
of its limitations in time and talent, has confined itself primarily to

a consideration of indicators of a direct air attack on the continental
US. It is well aware that these indicators are but part of a larger
gystem of indicators of impending hostilities against the interests of
the US, including attacks against its possessions and forces overseas
or against its allies and other friendly nations. The Group's investiga~
tions have in some instances taken it into these matters, and some of its
findings and recommendations will apply in this broader setting.
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Similarly, its investigations have taken it into some m tters beyond the

purview of the National Security Agency; because these have in some cases
a bearing on the better utilization of COMINT in.the indicator problem,
the Group has thought it appropriate to bring its findings to the
attention of the Director within the framework of this Report.

The Group has studied the contribution which COMINT can or could
make to the warning of an impending attack on the U‘S. Its findings and
recomendations on various facets of this problem are presented in the
following sections of the. Report. These conclusions are supported by
the material presented in the Appendices to the Report, which are

referenced in the appropriate places.
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FINDINGS AND RECOMMENDATIONS
INDICATORS .
Ref. Appendix IV

Since the effectiveness of COMINT as a source of warning depends
upon the speed and accuracy of the recognition and commnication of that
warning, the Study Group necessarily included in its survey some investi-
gation of the present arrangements, within the various US Intelligence
agencies, for dei',ecting hostile intentions. A detalled assessment of
those arrangements would be outside the terms of reference of this Report. -

The Group has studied the indicators which have been proposed by
various competent agencies and commands as significant to the st.ra.tegit_:
warning of the initiation of hostilities against the US. Most relesvant
to the present problem of detecting moves associated with a direct air
attack on the US is the Indications Board maintained by the Intelligence
Directorate of Air Defense Command (ADC) at Ent Air Force Base, Colorado
Springs, Colorado. The evaluation of the intelligence represented by
this indicator array, as it reflects the state of readiness or intent
of the USSR to initiate strategic air hostilities, is made by comparison
with the steps which must be taken by the enemy prior to the mounting of
such an attack.,

- Behind these efforts is a philosophy which holds that at least some
of the steps required before the initiation of hostilities are detectable
by the processes of intelligence., The Group believes that, among these
processes, COMINT has the highest warning potential. This finding is
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l bolsteredﬁ?y the following theoretical arguments:
(1) A military move of any appreciable scale requires the
coordinated action of man& persons, usually several hundred thousand.
(11) The task of achieving the necessary deéree of coordination
requires that many messages be passed.

(1i1) ‘The sﬁace over which the coordination is required and the
time during which the action must be prepared demaﬁd the use of radio
comﬁunication for a reasonable fraction of the total communication.

(iv) A reasonable fraction of the radio commmnicgtion carried
out in support of the move can be intercepted.

(v) Of the traffic which can be intercepted, some fraction
can be decrypted, read in plain text, or subjected to exhaustive traffic
analysis.

The Group accepts this philosphy. The Group also believes that the
imminence of hostlilities can appropriately be measured against a postu-
lated enemy plan and that the formulation of 'such a normative plan can be
greatly assisted by our own operational experience and, if need be, by

experimental operations designed to test it,
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INTERCEFTION

Expansion of intercept facilities is being undertaken. Geographical
limitations require that the antenna fields and placement of intercept
positions be examined with close regard to highly technical matters re-
lating to propagation phenomena. Therefore, the National Security Agency
should augment its scientific and engineering staff with a view to
assisting the Services in these matters.

There are many interception problems which require strong effort in
research and development; recommendations thereon are contain;ad in t}lle

Section on Research and Development.
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COMMUNICATIONS

Ref. Appendix V

A communication system, no matter how good, cannot guarantee the
timely receipt of warning information. A study of the present system
shows that the longest delays in the system arise from human failure to
assess a warning signal properly in the field and.from human slowness in
carrying papers from one basket to another, Improv;ements are needed in
the training and instruction of commnications personnel gnd in operations
of the entire communications network to insure against x;ersomel failures.
The planned communication system will remove some of the possibilities
of failure at message centers and will cpt the delays within a.na.lysié and
evaluation units very considerably.

Planned electrical commnication facilities are adequate for the
small volume of traffic involved in warning. However, severe jamming of
radio circuits incident to hostilities would probably render those circuits
largely inoperable. Alternate radio links and cable facilities are being
expanded, This will tend to offset the threat of jamming,
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TRAFFIC ANALYSIS, LOW-LEVEL CODES AND CIPHERS, AND PLAIN TEXT

'PL 86-36/50 USC 3605  Ref. Appendix VI
EO 3:3(h (2

Traffic analysis (T/A) is a methodology by which COMINT is derived

from the analysis of trg.ff;c vollgmes ’ operatgr chatter, and message
externals. ' The COM[NT f"gder::ived fn;‘m T/A is colié.‘ted with that recovered

from low-level codes and c:.phers s plain text messa.ges ’ and voice communi-

cations in an opention known as "T/A Fusion" Since 19h8 when readable

Traffic analysis and the decoding of low-level traffic have enabled

us to carry forward and build up intelligence onI |

even in the

Traffic analysis is a source from which some infomation can be’
derived at all times and is very necessary in supporting C/A work on
high-level cryptographic systems., It-guides interception and assists in
the categorization and ordering of raw traffic and the identification of
eryptographic systems.

At the tactical level, it has been firmly established by the experience
of World War II and Korea that T/A Fusion plays a basic role in close °
support of air, sea, and land fighting units. ',

Because of the crucial importance of all informtion on Soviet inten-
tions, and our heavy dependence on T/A Fusion at the present time, it is |
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important to organize our T/A Fusion effort so as tgkprovide maximum
information on a timely basis from material now beiné intercepted. To
this end, the Group makes the following recommendatio%s:

1. That the COMINT resulting from T/A Fusion now being used

as the main basis for Air Defense Command indipatérs (see page 10)

be more effectively quantified through the defelopment of indices

or measures of activity of the Soviet Air Force--p&rticularly,

F-and be

graphically presented to show changes in time,

2. That special intensive and comprehensive studies be made

of the activities of the Soviet Air Forces during periods of large

. scale exercises.

3. That the T/A Fusion effort in the National Security Agency

be decentralized to some extent by establishing T/A units in

operational areas and providing some T/A support at intercept

stations, along lines now established by the Air Force Security

Service, |

L. That a2 small research group be established to carry out

research and development on new methods of analysis, including

adaptation of certain problems to high speed machines.

'we also suggest that the National Security Agency re-examine its
selection, training, proficiency evaluation, and promotional procedures
for T/A civilian personnel and that modern psychometric methods be
explored in connection with personnel selection procedures. Similar
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procedures should be explored for selection, training, and proficie'ncy
evaluation of Service personnel, and consideration should be given to
the establishment of a career service in communications intelligence

in the Air Force and Army along lines which now exist in the Navy.
(See page 25)

¥4
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SPECIAL INTELLIGENCE

Ref. Appendix VII

"Special Intelligence" is COMINT &g;iyed from decryption of high-
level cryptographic systems. Potentiali&QXip is the most important and
the most reliable source of indicators of‘ﬁgséi;e intention.

During World War II, Special Int.elliger;é;g was the unicue source of
advance knowledge of the strategic plans of tﬁg&eﬁémy. It was the
timeliest, most complete, and most reliable'sou;ég of\;nteliigence on
his Order of Battle, intentions, and capabilities:%kFroﬁ\phe end of the

war until the summer of 1948, intelligence of the séﬁg quéiity was

obtained from the “fused By the Soviet

Armed Forces. Radio transmission of messages enciphere&ain thdég systems

has been prohibited since late 1948.. Other high-grade syétems coﬁtinue,

however, to be passed by radic. In view of (i) past experiépce yithV\

The Group considers that (1)

and (ii) although the problems involved are more

difficult than those vhich have been solved in the past, some widely
used and important cryptographic systems are solvable. They reguire
the application, however, of new types of machinery as well as additional

COPY, ﬁés OF_50 _ COPIES

PAGL, 1; OF_66 PAGES




REF ID:A3%170

TO$ SECRET FR@TH-

:Facil:l.tiea and persomnel. In particular, the following matters require
inm;ediate attention: ' _

1. Continuity of Effort: Because of the research character
of the high-level problems, there has been a tendency to shift personnel

) to other areas promising more immediate results. The potentials of this
source of intelligence are so great that a firm policy should be estab~
1ished to control and regulate the transfer of personnel familiar wlith
these problems to other activities. The staff on these problems requires
augmentation by several top-flight analysts.

2, Computational Sumrt: In spite of the fact that the
National Security Agency mintains an extensive computing establishment,
there is still a lack of computing facllitles and skilled programmers.
The lack of programmers is the most serious deficiency at the present
time, and the number of such persons on the NéA Staff should be increased
as promptly as practicable. In addition, the possibility of utilizing
cleared and indoctrinated personnel skilled in the art of programming
who may be available outside the National Security Agency should be
investigated.

3. Electronic Developments: The requirements of Special
Intelligence in connection with high-speed computing devices are unique.
In view of the difficulty of maintaining a skilled engineering staff at
the National Security Agency, the possibilities of carrying out elec-
tronic developments outside the Agency should be investigated. It is
the opinion of the Group that there are many problems in comiection
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with the development of general purpose analytic equipment whiclr; remain
to be solved. The complications of programming bear witness to the
fact that the general purpose electronic computers are probably not the
best type of equipment for attacking these problems. Additional high-
speed analytic equipment should be developed and made available as
needed. l

It appears that the potentials of Special' Intelligence, particularly
with regard to strategic warning, warrant a research and development
program of more extensive scope'than is presently being carried out by

the National Security Agency.
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ELECTRONICS INTELLIGENCE (FLINT) 1

ELINT—knowledge pasulting from the interéépt;efi and analysis of
foreign non-commmnications eleatromagnedic f‘é.ﬂi'a.tions‘%=§a‘ﬂ.h§ uséd
along with other collateral material in the evalu&tiéf; of COMINT infer'-
mtion on enemy intentions, but the dégrée of eéarainat-;,an ameng the
Services and with the COMINT effért is at present unSaf;‘ésiéeﬁbry from
a warning standpoint. ELINT is based on thie detedtion, Eraaaptieﬂs and
analysis of radio signals whieh de net raduse to li,tera]; text. TLINT
data concern chiefly the enemy electronic readiness, butica.n also be
used to p;rovide Order of Battle information and can supps:;'t OMINT in
many ways in warning of an impending attack. Indicationséin ELINT are
draw,n from sudden changes in the density of signals such as radar which
may indicate ship, aircraft, or troop movements, and from the presence
of new or unusual sigmals. Radlo altimeters, IFF, blind bo};:bing,
navigation, and fire control devices produce signals of int%rest.. Guided
missile signals may also be detectable. The Services now ma.:n.nt.aln ELINT
facilities in strategically locatecd points around the Soviet Eperi.meter
and conduct electronic reconnalssance missions with ships and aireraft
in many areas of the world.

To be fully effective, the important ELINT data should be available
for coordimtion with COMINT within less than one hour, both aﬁxfield
levels gnd in the US, COMINT data should likewise be made avaiil!.able to

ELINT agencies for the proper direction of their intercepted efﬂprt.s.

This type of continuous coordination has proved very effective i)
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forces, where ELINT, COMINT, and other intelligence sources ar& closely
combined at all levels from field operations to finished intelligence.
TLINT facilities are now equipped to report their results by elé@trical
commnication; but, as in the case of many other intelligence so&pcea,
the speed of communication depends on the training and inst.ructio;i of
field personnel and on a continuous direction of tl:eir efforts to obta:ln
the types of ini‘omation which are desired.
ELINT facilities which are in operation or planned by the Servi‘gés
cover most of the usable areas at present. Deficlencles in the ELINT
program from the warning standpoint are:
1. There is inadequate controi of ELINT operations. ELINT
work within each theater of operations should be centrally directed on
a basis of adequate, all-source intelligence so that the maximum amount
of useful informtion could be received. . . |

2. The channels by which LLINT informa.tion is reported are

tangled(and in many cases too slow for the delivery of short term warnings.

4. ELINT equipment now in use is inadequate in many respects.
5. Present LLINT operations do not take advantage of the
possibilities of "anomalous" propagation mechanism which can be predicted

from geography, weather and ionosphere measurements.
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RESEARCH AND DEVELOPMENT

In addition to the obviously needed research and development
toward better cryptanalysis and more effective traffic analysis, there
is a need for basic research on the theory of commnication intelligence
and for the development of methods and equipments which w:ll permit the
most efficient exploitation of the theoretical potential of the field.

In particular, the entire concept of military, diplomatic, and
commercial communication must be examined to reveal those aspects of the
commmnication networks which are most susceptible to communication
intelligence activities and to relate the value of intelligence gained
through exploitation of these aspects to the cost of exploitation and tt;
the cost to the enemy of security measures which would reduce their
vulnerability. In brief, our eventual COMINT activity should be aimed
at the transmissions which an enemy must subject to our serutiny in -
order to carry out his own operations. In the absence of the general
theoretical research which is needed, it is possible to conjecture that
developments along some of the following lines will prove valuable in ’
future COMINT operations:

(i) Antenna systems and integral receiving facilities to

permit intercept operators to determine the direction of arrival of a
signal immediately at the time of its reception without reliance on a
separate direction finder and intermediate commmnications system. Multiple
unit antennas should be considered for this funetion.,
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(ii) Repeaters, receivers, antenna systems, and techniques

to improve the range and quality of communication 51gnal reception at

frequencies above 30 mc.

(iii) Equipments for better utilization of immedlate actlon
voice communications, including better receivers, better audlo recordlng
machinery, automatic time registering devices, bettcr techniques of
receiving and copying this traffic, and, eventually, automatic semantlc :
processing equlpment for use in traffic analysls and in recovery of
brevity codes. | | ‘

(iv) Equipments for reception of nqise modulated;communfpatﬁon

signals.,

(v) Equipments for detection ané‘reccption ofI; } l
pulse, and frequency dispersal communication systems, | i
(vi) 1Installation and use of propagatlon measurlng equipment to
permit more efficient direction of 1ntercept effort. | |
(vii) Inverse LORAN, or other position measurlng devices to

produce position data on transmltters.

(viii) Continued development of dcmult1plexing,| b

and precision recording dev1ces for use in breaking out messages sent

over multiplex and[:::::::::]channels.

(ix) Continued development of] |devices for

transmitters and operators, both voice and Morse.
There are definite indications that the USSR will use VHF for air-
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borne commnications. The extension of microwave networks within the
Soviet Union is in propgress. Interception of these types of commni-
cations presents an extremely complex problem. Studies should be

initiated to determine possible methods of solution.
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Ref. Appendix IX

Throughout all discussions and briefings in which the Group has
participated, no single problem has been more widely discussed than
that of improving the quality and proficiency of personnel now engaged
in the COMINT effort. The attention of the Group‘hés been especially
drawn to personnel problems related to three important groups: research

an_d development personnel, analytic personnel, and interception personnel.
The following comnents are confined primarily to problems rela.ting to
these groups.

The success of the Nationul Security Agency in research and develop-
ment activity needed to keep pace with COMINT requirements will depend
very largely on the quality of research and development personnel wh}ch \
can be engaged in the effort. At the present time, the salary scale at
NSA is not adequate to compete with industry, nor are the working conditions .
andlscientific prestige factors sufficient at NSA to compete with uni-
versities. IEstablishment of more high level positions and opportunities
for advancement may help correct the situation; but other measures should
be explored, such as borrowing scientists and engineers from industry
and universities for limited periods of time. A good part of the develop~-
meﬁt needs of NSA can probably be met through contracts; but, even so,

NSA must have a strong core of research and development personnel to do
the research and to recognize and formulate requirements for equipment,
machines, etc.
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The second cruclal group of COMINT personnel are the analysts:
crypt-andlysts and traffic analysts, of NSA and the Services. The
.civilian components of these groups’ provide the basic contimuity of
analytic effort. The principal problem facing NSA and the Services as
far as this group is concerned is that of attracting and recruiting
highly competent persomnel., The Group is of the opinion that NSA would N
do well to re-examine its recruitment, selection, t,.raining, and proficiency
evaluation procedures for analysts. In order to attract the interest of -
prospective analysts, the present recruitment policy of NSA should be re-
studied in the light of realistic security limitations. The use of modern
psychometfic methods in ‘close coopertion with leading NSA analysts can be
expected to improve the selection procedures. The problem of holding good
analysts depends to a large extent on a sound salary and promotion policy.l
Such a policy will also provide effective supervisory personnel. The
Group questions whether salary and promotion policy in NSA is as favora.blel
to a sound development of T/A effort as it is in the case of C/A, especially
in view of our present heavy dependence on COMINT derived from T/A.

The third important group of personnel in the COMINT effort are the
intercept operators, who at present are almost entirely military. The
main problem concerning this group is that created by the usual enlistment
and rotation policies. These policies do not permit the intercept
operator time to build up enough familiarity with the material inter- o
cepted at his site to be effective in interpreting and recognizing the
| oomé{_‘__or* 0_COPIES
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significance of it. This situation is highly relevant to the problem of

_picking up clues of an impending attack. The Group suggests that,
partially to meet this difficult&, consideration be given to the
establishment of a service career in COMINT to encourage longer periods
of service. Such a plan not only would help solve some of the intercept
operator difficulties but also would provide highly qualified officers
for supervision. Consideration should also be given to the provision
of some analytic support at the intercept site either by indoctrination
of intercept personnel with rudiments of cryptanalysis and traffic

analisis, or by assignment of an analyst to the site.

r
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I ~ THE SPECIAL STUDY GROUP

In its mecﬁing of 11-12 June 1953, the Natibnél Security Agency
Scientific Advisory Board (NSASAB) discussed the problem of evaluating
the contribution which COMINT can or could make to the warning of an
impending attack onthe US., The Boérd raised the questién of whether
the Director, NSA, might consider it deslrable to request the Advisory
Board to inaugurate a study of this problem. .

In a letter of 26 June 1953 to Professor Stewart S. Cairns, Chairman
;. of the_NSASAé, Liéutenant General Ralph J. Canine, Director, NSA, made
the following statement: '

"My purpose of writing you now is to indicate not only that

I would very much like to have the Board unde;ﬁgke such a study

'but also that I hope it-could be initiated at énce and will 'be -

glad to place immediately at the disposal ?f the Board whatever

f;cilities, personnel and records the Board deems necessary or
useful for conducting the study and for producing the final report
thereon as soon as practicable."

General Canine suggested that Dr. H. P. Robertson serve as Chalrman
of the Special Study Group.

The following individuals comprise the membership of the Group:

#Dr, H. P, Robertson, Professor of Mathematical Physics,
California Institute of Technology, Chairman

#Dr, Samuel S, Wilks, Professor of Mathematical Statistics,
Princeton University

#Dr. Howard T. Engstrom, Vice-President, Remington-Rand Corporation
COPY’ _%g_' OF _50 COPIES
PAGE 28 OF ___0b PAGES

TOP-SECRET FROTH




REF ID:A39170
e

TOR SECREF-FRQFH

—TOP—3ECRETFROTH—

Dr. Richurd C. Raymond, Member, Flectronics Division, Rand
Corporation

#Mr. John C. McPherson, Vice-President, International Business
Machines Corporation

Mr. M. Dean Post, Staff Assistant, Assistant Secretary of Defense
for Research and Development

Mr., Charles S. Weaver, Staff Assistant, Assistant Secretary of
Defense for Rescarch and Development

/Those marked with an asterisk are members of the NSASAB,/

The Group was assisted by Mr. William F. Friedman, Executive Secretary

of the NSASAB, his assistant, 1/Lt. Irving T. McDonald, Jr., USAF, and
" Miss Carolyn J. Fx.

On several occasions, the Group received special assistance from
the following persons:

Mr. Ralph L. Clark, CIA .
RADM William Gogglns, UsN (Ret.), E

Capt. Wilfred J. Holmes, USN (Ret. )
Col. James L. Weeks, USAF, N3A

Col. Gordon W. Wildes, USAF, USAFSS

In the drafting of the Report, voluable assistance was rendered the
Group by Professor S. S. Cairns, Mr. J. Z. Millar, Dr
all of the NSASAB.

/

» L. T. E. Thompson,

AGENDA COF ACTIVITIES OF SPECIAL STUDY GROUP

27 July 1953

Washington, D. C,.

Assembly of Group for discussion and planning proposed activities
of Group.
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' 28 July 1953
Washington, D. C.
B:"iefing on role of intelligence Directorate of Intelllgence,
in US air defense systems. Headquarters, USAF
29 July 1953
Brooks Air Force Pase, San Antonio, Texas
Sufmary of COMINT cupability Comiandor, USAFSS
to provide advance warning.
USAFSS Orgsnization and Operations Deputy Chief of Staff/
’ Operations, USAFSS °
Traffic Analysis Analysis Control Divislon,
JSATF3S
USAFSS ELINT program Chief, Implementation Division,
USAFSS:

- Intelligence Rermiremenkts and Ciief, Current Reporting and
Dissemination Requirements Branch, USAFSS
Communications Comnand Communications Office,

USAFSS
3¢ July 1953
Ent Air Force Bose, Colorado Springs, Colorado

Philosophy of intrlligencc Nirncborate of Intelligence,
"requirements for air defense ADC

Sumnary of air defense of Directorate of Intelligence,
continental US, ANC

Mission, operations, and Army Anti-Aircraft Command *

capabilities of anti-aircraft
weapons systems.

Discussion of intelligence Director of Intellipence,
indicators gystem ADC
COPY OF 50 COPIES

PAGF LF EE PAGES

TOP-SECRET FROTH




REF ID:A3%170

1

TOP SECRET FROTH-

14Jd

Offutt Air Force Base, Omaha, Nebraska

Discussion of COMINT and
collateral intelligence

Location and identification
of targets

Philosophy of intelligence
requirements for strategic
operations

Communications

~

Director of Intelligence,
SAC

Target Materials Division,
Directorate of Intelligence,
SAC

Air Estimates Division,
Directorate of Intelligence,
SAC

Director of Communications,
SAC

1 August 1953

Headquarters, Central Air Defense Force, Kansas City, Missouri

The role of COMINT in the Commander, Central Air
Korean War Defense Force

-

3 August 1953
Washington, D, C.

General discussion session of Group to plan future activities.

L Aurust 1953

Waghington, D. C.

Discussion of COMINT CIA
capabilities and potentialities
5 Auvgust 1953

Washington, D. C.

Individual studies by members of the Group on specific problenms.
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' 6 August 1953

Washington, D. C.
Diseussion of COMINT activities Operational Intelligence
of the US Navy Section, Department of the
' Navy
!
7 Avgust 1953

WaShing‘bon, D. C.

General discussion and planning session of Group.
4=10 _Sepiember 1953
Washington, D, G, .

Oetieral session of Group for further studies and preparation of report.
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I1 - THE THREAT

The Soviet Union has at present the capability to launch an effec~
tive large scale atomic air attack egainst the North American continent
and, in particular, aguinst all major targets with the US, including
population and industrial centers and military bases. The magnitude of
the Soviet threat through 1955 will not be governéd by their delivery
systems but rather by the size of thelr atomic stockplle and, further,
by that portion of the stockpile which they would allocate for use
against targets in the US. In addition, the magnitude of the threat
would increase 1f the Soviets reallze their capability of developing BW
agents vhich might be employed In a large scale alr attack ageinst the
Us.

Delivery Systems

The Soviet Long Range Air Force has at 1ts disposal approximately
1,000 medium bombers of the TU-4 type (US B-29) which are capable of
reaching all targets in the US on a one-way mission from beses in the
USSR. By 1955, the number of available TU=-l's will lincrease to about
1,100. Further, it is belleved that, by 1955, this force will be
augmented by approximetely 180 heavy bombers having twice the range of
the TU-k. These heavy bombers will most likely be capable of reaching
all targets within the US from Soviet bases on a two-way mission carry-

ing atomlec weapons.

corY OF 50 COPIES
PAGE OF 66 PAGES

TOP-SECRETFROTH




REF ID:A3%170

—TOPSECRET-FROFH—

Enployment of long range alrcraft is the most likely means at the
Soviets' disposal of carrying out a mass attack on the US. They do
have the capability of developing guided missiles of the V-l type carry-
ing an atomic warhead and launching them against coastal targets from .
submarines or surface vessels. In considering the Soviet air threat t6
the continentel US such a possibllity cannot be overlooked. In partic-
ular, in the case of a surprise attack, it would appear that they would
use all the means at.their disposal to make the initial strike as de-~

vastating as possible.
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III - NORTH AMERICAN CONTINENTAL AIR DEFENSE

Active defense forces participating in the alr defense of the North
American continent include the Unlted States Alr Delense Command; the
Royal Canadian Air Force Air Defense Commend, and the Alaskan Air Defense
Command. These forces function as independent commends and not as one
integrated alr defense system. ‘

Advance warning is the first essentisl element for an effective
alr defense system. Recént Ad Hoc Committees which studied the conti-
nentel air defense problem for the National Security Council and the
Secretary of Defense have noted, without exception, the tremendous value
of more complete intelligence to provide advance warning ana the potential
impact of such warning on continental defense.

The Group feels that, if intelligence could effectively and re}iably
give .a warning of three to six days of an impending attack on our nation,
the significance would be of tremendous magnitude, In fact, warning of
this nature would permit mobilization which, if known to the enemy, might
induce him to cease hls preparations for an attack.

At present, warning 1is provided by radsr and ground observers, The
United States Alr Force 1s now operating seventy-one radars in the US
and southern Canada which perform surveillance and control functions.

The radar network gives about thir£y minutes warning for US perimeter
targets on large alrcraft of the B-29 type flying between 10,000 and

30,000 feet. The ground obgervers corps is at present the only effective
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means of detecting low {lying aircraft (below 5000 feét). However, thus
far it hos not been possible to moke reliable use of the ground observers.

Available weapons consist of [ighters and antiaircraft artillery.

At present, Air Defense Command has Lifty-three intercepter squadrons
based in the US of vhich fifteen per cent have all-weather capabllity.
Offensive armament for these alrcraft consists in fixed forward firing
aircroft guns. Antiaircraft weapons are deployed to assist in the
defense of twenty-two criticel targets in the US. There are a total of
fifty-seven AAA battalions in place which include fifty-two gun battalions
(90 mm and 120 mm) and five ;utomatic weapons battalions (40 mnm).

Our present alr defense system has a kill probabllity of between
zero and fifteen per cent depending upon the pattern of attack.

Present planned programs asre geared to reach maximum effectiveness
by the end of 1955. The present radar network will be augmented with
additional equipment to eliminate perimeter gaps.. In addition, an early
warning line is planned which would extend from Alaska down the Alaskan
Highway and across Conada approximately at the 54th parallel to the Hudson
Bay, thence across Quebec to the Atlantic Ocean. Ixtensions of this
system are planned in both the Atlantic and Pacific Oceans for approxi-
mately five hundred miles using picket ships and airborne early warning
aircraft. In addition, an early warning line may be established in the
far north. By 1955, the air defense weapons system will be greatly improved
and strengthened. It is planned that the fighter forces will be increased

to fifty-seven squadrons (25 aircraft per squadron) of all-weather fighters
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eqﬁipped with collision course fired rockets-and based in the US. Anti-
aircraft point defenses will be greatly strengthened by converting a
nunber of the gun battalions with NIKE gulded missiles. By end of 1955,
entioircraft defenses will include twenty gun battallons, foriy-two
NIKE battalions, and fourteen Skysweeper automatic weapons battalions
deployed to assist in the defense of twenty-two critical targets.

As noted in the statément of the threat (Appendix IX), the Soviets
have the capability of developing " ~1 type missiles carrying atomic war-
heads and launching them from surlace vessels and/or submarines ageinst
coastal targets. Our most effective means to counter such an attack is
to locate and destroy the launching vessels. Detection at present is
eccomplished by radar, Sonar, or visual, all of which have definite range
limitetions. A shore-based sound sur;eillance system is now being evalu~
ated which will give approximate position data on engine driven vessels
crulsing at normeal speed at ranges up to 300 miles. £ network based
on this type of equipment planned to be operational in the 1956-58
period will greatly increase our capability in countering such an attack.

With these improvements, minimum available werning time is expected
to be increased tg two hours or more for perimeter targets, and the
system as a whole should provide kill probability of approximately fifty
per cent under all weather conditions. As an order of magnitude, the
funding required over the next several years to attain our presently
planned air defense system will be at the rate of upproximately five
billion per year. Cumulative investment through FY-1960 will be about
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forty billion. The number of full-time active service personnel will
increase from epproximately 120,000 at present to approximatély 180,000_
by 1957.

In reviewing our present and plamned active alr defense systems
effectiveness in conjunction with intelligence, it can only be con-
cluded that the Soviet threat is increasing to the-extent that the
number. of atomic bombs which they can put on a target by the end of
1955 will be the same as, or greater than, the number which they could
effectively deliver toda& even with the increased air defensé capability

outlined above.
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IV - INDICATOR SYSTEMS

The nature of the threat has been stated in Appendix IX, which
describes the area of capabllity of the USSR. These facts are available
from examination of intelligence. 'The all-important unsnswered question
remaining is the time such an attack will be execuped. The only means
of obtaining strategic warning is through intelligence,

For thls purpose, various indizator systems have been orgenized in
an effort to predict Soviet intentions.

The Air Defense Command has established an indications system using
a graphic display to assist in the orderly evaluation of indications of
hostile air attack on the US,

The most serlious deficiency of all the indlicator systems is the '
lack of coordination and exchange of information on a timely basis.. The
existence of such separate but related efforts, as presently constituted,
throughout the world involves much duplication of the evaluation effort--
in many cases by people not fully cgmpetent and with divergent results.
Indications efforts as now orgenized are producing results less reliable
than the security of the natior requires and the commanders concerned
deserve.

The coordination, standardization and systematlc inter-relationship
of this effort would overcome many of the present shortcomings, partic-
ularly from the standpoint of the Alr Defense Command. It is believed

that a small group should be created representing the Intelligence
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Advisory Committee, opernting on s full-time basis (24 hours a day), and
responsible for the over-all coordination and direction of related in-
dications systems. DMore effective ubilizetion of intelligence can be
achieved only by such central coordinaﬁion and direction. In particular, '
the following are some of the principles which are believed essential:
(1) An agreed list of indicators and sub-indicators world-
wide in scope.

(11) Assignment of indicators for evalustion to specific
participating agencies or sub-agencies according to primacy of
interest or competence.

(1ii) Provision to furnish these same agencies with indications
evaluation on all other indicators which arc¢ pertinent to their

. own warning problem but for which they do not have primacy of
interest or full competence in evaluation.

(iv) Timely, secure, and dependable communications.

(v) standordized methodology and display systems, more
effectively quantified through the development of indices or
measures of activitles, graphically presented to show changes in
time.

(vi) TFormulation of normotive enemy pléns against which the
imminence of hostilities can be measwured.

. Additionally, it is particularly important that this group be kept
informed on military end political maneuvers of the US which could produce

Soviet reactlons that might otherwise e misinterpreted.

Care must be exercised that our evaluation of indications be focussed
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on significant actions vhich the enemy must take in f:reparing for partic-

ular military operations. For this purpose, it will be necessary to
develop what we consider to be the probable steps the Soviet Union will -
take prior to the initintion of hostilities, and a time span for each
step. An excellent initial step in the development of this kind of
methodology is contained in the ADC Intelligence Staff ﬁeport, "USSR
Attack Planning Plan." '

The Canadien Govermment hag an active interest in the problem of
strategic warning of an attack on North America. There is at present
under preparation, in the Joint Intelligence Bureau, an all-source
report on a "Surprise Attack on North America," to which the Communica~
tions Research Branch has contributed on the COMINT aspects. Discussion
with the birector , CRB, has indicated that these conclusions, based upon
traffic analyslis, plain text and presently exploitable codes and ciphers,
are consistent with those arrived at in this Report.

Significant improvement of our indications systems can be a.ph:!.eved-

© by closer coordination with both British and Canadian efforts. We
strongly believe that it will not be possible to effect such coordination

urtil a coherent indications system has been firmly established in the

Us.
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V -~ COMMUNICATIONS

Timely warning of impending alr attack depends greatly upon rapid-
accurate communicdtions.

Rapid electrical communication facilitles serve the COMINT organi-
zation in three general ways: '

(1) Delivery of intelligence information.

(11) CcCollection of raw intercept material.

(iii) Intra-station exchange of technical materisl.
We are interested in the first two functions.

The communication process is generally considered to include
everything between the handing of a megssage to the message center and
the handing of the message to the designated recipient. Thus, the time
for handling a message includes: encryption, routing, transmission,
decryption, reproduction and messenger service. The alacrity with
which the process is performed is determined by the precedence set by
the originator. The highest precedence is assigned to a FLASH message,
which is handled before all others except those of the same precedence.

Delivery of Intelligence Information

An item of intelligence information worthy of FLASH or other high
precedence designation may originate at any of the following places:
Intercept station
Field command evaluation group - field analysis group
Central evaluation group - central analysls group
At present, such a despatch can be delivered to the most distant addressee
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within one hour. Where extra-continental circults are not involved,
the time may be less than ten minutes. It 1s the opinion of the Group
that these times are adequate.

Collection of Raw Intercept Material

The recovery or the-recognition of an important item of intelligence
information may occur at stations to vhich raw intercept material is
transmitted. There are two of these: the field cémmand evaluation
group - field analysis group and the central evaluation group ~ central
analysis group. At present, all the locally intercepted raw material
is sent to the allied field group. About twenty per cent is selected
for ele;trical transmission to the central group in the US, the remainder
being delivered by courier. The Tield group receives its material in
about thirty minutes and the central analysis group in one to five hours.
These times are considered to be adeguate.

Discussion

We have examined the present communication system used for COMINT
and have been shown the proposed improvements which are to be made. The
present channels, both overseas 'and continental land lines, seem to be
fairly adequate for their purpose. Certain contemplated improvements,
such as autamatic-switching and on-line encryption, will provide more
expeditious handling of traffic through relay centers. We have not been
shown any detailed time studies of traffic delays but presume they are
available. Efforts to route overseas traffic through the best possible
éouxes seem t0 have been made. Two channels on North Atlantic cables

are now aveilable to the Department of Defense on an immediate call-up

coPY _l@ OF 59 COPIES
PAGE OF “Z4 PAGES

-TOP-SECRET—FROTH '




REF ID:A3%5170
e < =

TOR SECRET-ERQFH

~TOP SECRETFROTH

basis; and,.in %ddition, an elght channgL trans-Atlantic cable will. be
installed in about two yeafs for exclusive use of Defense communications.
At present, some 245,000 groups per day are being handled by electrical
communications. While this 1is a creditable performance, some improve-
ments are still to be made.

Technical. Improvements

Among the technical improvements which are feasible may be 1nc;uded:
better and faster encryption devices, higher transmitiing speeds, and
_more efficient utilization of radio frequencies and land line facilities.
We have been informed that newer and better eryptographic techniques
" are contemplated which will provide fast and secure on-line operation.
Some considerable reduction can be made in the actual transit time
.of high precedence and of other traffic by adopting at a future date éome
of the prineiples and methods now avallable. Among these may be mentioned
those reported yy the Programs Research Unit of the Johns Hopkins University
concerning this subject.l These methods which are applicable both to radio
and land line ccﬁmunication chamnels propose the utilization of the avail~
able band widths of present conmunications channels to increase the speeds
of transmission some ten to forty times those currently in use.
Methods of determining the most effective radio frequency to use at
a given time have been published. The back-scatter measurement teghniqne
is a notable example. The use of this method alone should provide addi-

tional assurance that an early warning meassage will move with the minimum

1
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delay. Furthermore, i1t offers the possibility that a frequency can be
chosen which will be least susceptible to enmemy Jamming. A careful

study of this subject seems to be indicated as a_ possible means of maintaiﬂ;
ing the required continuity of overseas communications. Study should also’
be given to a method of pooling all available radio frequencies with
assigmments to individual stations on an immediate basis to meet iono-

spheric conditions. ‘ .

Operational Improvements

Time studies should be continued with a view to reduction of process-
ing times in message centers. Training programs to implement the indicated
improvements should be pressed vigorously. In particular, the delivery of
messages to their recipients should receive careful attention. Owr informa-
tion is that considerable time can be saved here. .

Careful consideration should be given to (i) the matter of delegation
of asuthority to intercept and analysis~-evaluation groups to originaée
urgent intelligence messages, (1i) the sort of material for which they
should watch, and (iii) the addressees to whom the information should be
sent, Timely warning of enemy attack is more likely to come from units

nearest to the intercept station.

_
copy 5 OF 50 COPIES
PAGE TS OF —4f  PAGES

TOP-SECRETFROTH

LY




REF ID:A3%5170
5 s —

TO@SECRET FR@TH

~POP-ORCRIT-FROTH- PL 86-36/50 USC 3605
EO 3.3(h)(2)

V1 - TRAFFIC ANALYSIS, LOW-LEVEL CODES AND CIPHERS, AND PLAIN TEXT

-

General Remarks

Traffic Analysis (T/A) is a methodology bf{which COMINT is derived
from the esnalysis of traffic volumes, operator cﬁgtter,.and message
externals. The COMINT derived from T/A is collatéaxwith that recovered
from low-level codes and ciphers, plain text messaéég, and voice communice-
tions in an operation known as "T/A Fusion." Since 1;§e 1948, we have
been forced to rely on information obtained by T/A FusiSQ for almost all
COMINT on the Soviet Armed Forces (see Appendix VII). x

COMINT Now Produced from these Sources
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of units of the fﬁfom the same ééurcea we

have learned (something also about bombing accuracy and aerial‘:\‘g\ é}mnery
effectiveness of certain of the units. ' L

A variety of ltems of economlc end military 1nte111gence,1t39
numerous to list here, 1s constantly being produced by T/A and %o&@erci&l

plain text messages.

Finally, it should be emphasized that the experience of World War Ii

and of Korea established the tactical necessity of

' What=-

ever capability the T/A Fusion operation attains in peacetime, it will

have indispensable value in wartime, when properly deployed.
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Pogsibilities of Improving COMINT from these Sources

1. Improving Sources of Material for T/A: Adequate direction

finders fn conjunction with intercept operations can save much valuable
time and allow better evalustion of traffic. Present direction finders
are often separated by as much ag 100 miles from the intercept station and
the two units not connected with secure lines. These efforts should be
co-located so that D/F data would be at the intercept operator's hand,
or intercept and D/F stations should be comnected by direct and rapld
telephone communication. Alternatively, a secure and rapid communication
service should be provided. Iven such meager efforts as obtaining one
line of direction and transmitting the information promptly to the inter-
cept center would save much intercept time. D/F operations in the fileld
are not well coordinated, Better training of officers in ﬁ/F is required;
current training is much too brief for the importance of the sublect.
Similar remarks apply to another important source of supporting
evidence for T/A, namely, procedures for identific;tion éf transmitters
and operators. ELINT has & potentielity as a source of supporting
evidence for T/A which is yet to be fully developed and exploited.

2. Increasing T/A's Contribution to Indicators: At the present

time, almost all of the information underlying the direct indicators

of the imminence of war as developed by the Alr Defense Command and the
Adr Force Directorate of Intelligence is obtained through T/A Fusion.

Yet, in the case of some of these lndicators, the COMINT is rather coarse
and roughly uged. There is a need for doing a better job of quantifying
some of the information., This is especially true of information concerning
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the activities of the Soviet Long Range Air Feree and of the fighter
defense system. Consideration should be given te the construction of
measures of amount of activity of varlous types. These measures or
indices should be plotted against time to show zates of change of activ=
N
ity, rates of change of build-ups of various kinds, etc. They should
be constructed by analysts who have intimate knowledge of the materilal
underlying them.

The possibilitice of machine methods in this work deserve careful

& PL 86-36/50 USC 3605
i . EO33(h)(2)

.3. ' Use_of T/A Fusion Sources for Constructing Pottern of Soviet

. War Maneuvers: It is axiomati~ in military 1ntelligen§e that the

potential enemy's training exercises provide the meést i@portant source
of information on his ability to use his militeary m@@hiﬁg- Our chief
access to such 1n£ormat%pn on th; Soviet Armed Forees is3fhrough COMINT.
It becomes lmportant, therefore, to intensify our interééﬁtion and r‘f/l\
effort during Sovietmoneuvers in order bé build up es eompiete 2
picture as possible. To the extent to whiech & period of eiércises
could be used as a time to launch an aerial sttack against £he us, it

is important to construct an accurate pattern of the behavioﬁxof the

Soviet Long Ronge Air Force., This would entail special intenéive

studies based on T/A and low-level traffic.

4, The Deployment of Analytic Effort: the Problem of Timéliness:
Here we consider the problem of deriving through COMINT and utilizing

a pre-radar wvarning of an impending atteck against the U3 during é

period in which we are | |
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There are three distinct phases to this problem. The first phase is
to piek up the clue or elues of an impending attack. This depends on the
capabllities of our interception system--the men and equipment at the inter-
cept stations. If ’c;hc clues are containcd somewhere in intercepted material,
then the second phase is to recognize them at some stage in the processing
of the material. The third phaso 1s to transmit the information recognized
as the clue to those responsible for the air dofense of the US in time to

take action.

This 13 obviounly a precarious chain of events and none bl:;t the naive
" and foolhardy would olaim that tha tipoff would, with 100% certainty, be
discovered, transmitted, and acted upon in time to take effective action.
Yet we must be realistic and consider whot practical steps might be taken
to increase the chance of success. Here we comment especially on the
aspects of the situation concerning T/A, volce traffic, and information
from low-level systems. If the clue 1s contained in one or several messages
_intercepted at a given site and if the significance of such a clue can be
recognized by the interceptor or by an unalyst, it i1s obvious that we
shauld increase the chance of recognizing it at the intercept station.
This argues for the desirability of assigning an analyst or two to each
intercept station to work closely with the intercept operators. Such a
situation now exists at some stations, particularly in the case of-the
intercept squadrons operated by AF3S.
If the clue- is more diffuse and must be sifted from intercepted
material f_rom a given geographical area, this argues for the establishment
of forward analysis units hy geosriphical areas which would perform
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amalysis on intercepted materiel from the area, incorporating into their
analysis materisl already summarized by the intercept stations, which

would make use of D/F, RFP, ELINT, and any other relavant dsta. For

example, in the case of AFS3, the |and the

“berform such a function..

Under such a system of deployment of analytic effort, the main function
of the Headquarters analysis units would be to carry out deeper analysis
and develop COMINT of more long range 1_rnluo. In order to bu.tld.up and
maintain an adequate and sensitive background for analysts against which
to interpret intercepted material ;\t the intercept and area levels, there
would have to be a constant feedback of COMINT reports as well as reports
based on collateral intelli_geme. Some rotation of personnel through the

gystem would be necessary to keep it asensitive.

In wartime, a deploymenl of analytic effort along the lines indicated
above wonld form the basis of a tactical COMINT system to support the theater
commanders. The necessity for a deployn;mt of Lhis type has been clearly
indicated by the experience of World War II and Korea.

)
5. Research in Connection with the T/A Fusion Efforts At the present

time, almost all T/A Fusion effort and thinking-is directed toward pro-
.duction of material to meet consumer requirement.s; -Not enough attention

is devoted to research and devzlopment of new methods of analysis including
further study of the possibilities of h:l.zh speed machines for handling some
of the problems. The NSA would do well t;> set up a.small research group
-whoae members have competence to investigate new approaches in various

fields relevant to the problem,
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6. The Personnel Problem: The nuality of the COMINT effort based ,

on sources discussed in this Appendix depends heavily on the effective-
ness of interception and the competence of the an&kysts.. The proﬁlems

of improving procedures for the selection, training, and proficiency
evaluation of such personnel and related personnecl probléms are diséusé;h

in Appendix IX.
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VII - SPECIAL INTELLIGENCE

Special Intelligence is COMINT resulting from successml‘x\kcrypta.naly-tig
attack on high-gi‘ade cryptographic systems. Its value during ﬁprld War II
can scarcely be overestimated. Through the decryption of Germanand
Japanese messages, we were able to pénetrate the enemy lines and E‘i?nter the
Headquarters of High Commands, Army Groups, Fleets, and Air Forces\‘.‘\ On a
strategic level, Special Intelligence was the unique source of adv;i;ce
knowledge of the enemy's plans for both offensive and defensive operations
It was the timeliest, most complete, and most reliable source of 1nte‘x"1:ligence

on his Order of Battle, intentions, and capabilities (see Appendix X)
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Appendix VI). Those sources are not alone capable of providing an unequivocal
warning that the USSR intends to initiate hostilitles, but they can contribute
indicators to an intelligence picture constructed from all available sources
(see Appendix IV).

COMINT which includes Special Intelligence has considerable
potentia:lities as a source of warning of hostile intent. The capabilities
of the lower-level COMINT sources, particularly traffic analysis, would
also increase in direct proportion to the availability of supporting evidence
derived from the content of decrypted messages.

The potentialities of Sp‘ecia.'l Intelligence are so great that the
difficulties involved in obtaining it can scarcely be considered a deterrent
factor. HNor should the benefits which it could reasonably promise be dis-
counted on the grounds that it would not have the demonstrable capabllity
of furnishing specific warning that hostilities were about to be initiated.
Suci: a guarantee is beyond the power of any COMINT orgenization, which
reads the messages originated by a foreign nation but does not write them.

With that exception, however «- a limitation which applies to CCOMIINT
not only in its present condition but also in a hypothetical state in whieh
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intercept facilities were viktually unlimited and cryptemalytic success

vas complete -- 1t cen be stated that the capsbility of COMINT to provide

warning of imminent hostilities is direétly proportionate to the fplmne

and currency of {erom

the time when the decision to attack is made to the period.immediately

preceding D Day.

cory ¢S OF s5n COPIES
PAGE ~ 56 OF 64 PAGES

TOP - SECRET FROTH




REF ID:A3%170

TOF -SECRET FRQTH

—FOPSECRETFROTH-

VIII « PERSONNEL

General Remarks

In the various discussions and briefings which the Study Group
has had concerning the present COMINT effort, the most universally
mentioned problem is that of improving the quality and proficiency of
personnel. The success of any organization dependé critically on its
personnel. In the case of NSA~-and the military Services--a number of
factors which limit the effectiveness of certain key groups of persommel
has been brought to the attention of the Group.

Here we describe briefly some of the problems now faced primarily
in connection with three crucial groups of NSA persomnel, namely, high-
level reasearch and development personnel, analytical persomnel, and
interception personnel. We shall also make some comments and suggestions
concerning supervisory personnel! A '

Research and Development Personnel

At the present time, there is seriousneed for further research and -
development activity in NSA. The success of such a program will depend
almost entirely on the quality of research and development personnel.

A good part of this activity can be contracted out to private
orgenizations; but, even foz" this effort to be successful, it is
necessary that NSA 1tself have & highly competent group to recognize
NSA's needs and to translate them into requirements which can be used
by private firms as a basis for research and development. NSA has lost

a considerable number of men of this type and is finding it almost

—
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imposaible to compete with industry in filling the vacancies created,
not to mention recrulting such men to expand the research and develoé-
ment staff, This situation calls for a re-examination of salary -scales
for research and development personnel. It is alsg suggested that
explorations be made to determine the extent to which spientists and
engineers from universities and industrial laboratories could be use=
fully borrowed for limited periods of time, .

One of the basic difficulties in attracting and reteining top-flight
gcientific personnel is the problem of providing recognition for their
contributions, not measured purely in status and salary advances, but
in terms of scientific prestige. At the present time, the only possi-
bility for such recognition is through scientiffe contributions almost
wholly unrelated to their research in the COMINP field. This sets a
double standard of achlevement which very few persons can meet. The
Group has no solution to offer concerning this dilemma. The least that
can be done is to consider extra premiums in terms of working conditions
and financial inducement ?or good men to enter the field.

Analysts

The second key group of COMINT personnel consists of the analysts:
the cryptanalysts, and the traffic analysts. The main core of this group
is comprised of more than 1100 civilians, but it also contains a large
complement of service personnel. The civilian members provide the basic
continuity of the analytic effort, although there is considerable turn-

over. The turnover is even greater for the service personmnel beczause
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of rotation policy and relatively short terms of service for most mili-

tary personnel.

There is a great variation in the quality of personnel in these two
groups of analysts. Considerable difference of opinion exists as to
what type of person at recrultment will make a good analyst and what
type will not. It is generally agreed, however, that, once a good
analyst is selected, h'.I'.s proficiency steadily improves with experience.
In view of this situation, and since there is a continuing recrultment
progrem to keep analytic personnel up to strength, it is extremely
important to establish sound selection and training procedur'es. Modern
psychometric methods applied in close consultation with leading NSA
analysts can be expected to aid materially in improving selection
procedures. It is not sufficient, however, for such procedures merely
to be applied to some candidates. They must be applied to candidates
from the most promising sourccs. This in turn c¢alls for a re-examination
of NSA policy for glving the potentially good candidate some notlon, within
rea.:.I.istic security limitations, of what cryptanalysis and traffic analysis
sre and how important in terms of national security. Only then will NSA
attract the potentially best candldates actually to become candidates
for selection. In making these suggestions, the Group is thinking
primarily of civilian analysts, but the principles are no less applicable
to military personnel. .

Another Important aspect of the problem of recruiting and holding
good analysts relates to salary and promotion policy. At present, there

seems to be some disparity in this respect between cryptanalysis and
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traffic analysis. We raise the question whether salary and promotion
policy is as favorable to strong development of T/A eapablility in NSA
as 1t is in the case of C/A, especially in view of our present heavy

dependence on T/A.

A final aspect is the supporting services available to the analysts,
particularly the machine sections which do the extensivé machine process-
ing. The personnel in these sections have a routiﬁe but highly responsible
task and the efficient performance of the work depends on skilful leader-
ship and ingenuity in planning the use of the machinery to best advantage.
Steps should be taken to make.this work attractive by expanding the
opportunities for advanced training end proﬁotion in the area.

Intercept Operators

The third large group of personnel in the COMINT effort are cvhe inter=~
cept operators, who, at present, are almost entirely militery. The greatest
problem there is that created by the usual eﬁéistment and rotation policies._
The potential value of an intercept operator inéreases with experience at
& particuler intercept location. The more famlliar the operator becomes
with the material he intercepts the more expert he can become in the
preliminary interpretation of it. It is widely recognized that the
problem of bullding up and mainteining a reasonable amount of know-how
for interpreting material at the intercept site is of basic importance
with respect to early warning. Part of the solution of the problem, as
fexr as 1t can be dealt with, is probably to be found in the.esteblishment
of a service career for military persomnel in COMINT. A service man with

interception experience at one site can be expected to capitalize rapidly

CoPY OF 50 COPIES
PAGE OF "66_ PAGES

TOP-SECRET FROTH-




REF ID:A3%170

-TO@ SECRET FR@TH

-POP-CHECRET-FROTH—

on this experience vhen placed at another site. Another possibility for
improving our interpretation capability at the intercept site, in some
cases at least, is to indoctrinate intercept operstors in the rudiments
of cfyptanalysis and traffic analysis or to supply an analyst for the
site to work in close collaboration with the operator. In sites where
voice intercept can be taken, the importance of knowledge of the Russian
language 1s ‘obvious. .

There are well-recognized difficulties in using civilian experts at
intercept sites or in theaters of operation. On the other hand, World
Waxr II experiences in operations research, use of radar, and other fieclds
are full of instances where these difficulties were overcome.

We also point out that profitable return can be expected from the
use of modern psychometric methods in the selection and proficilency
evaluation of intercept operators.

4 e

Supervisory Personnel

Finelly, we wish to make some comments concerning the selection of
supervisory personnél, especlally those in the immedlate supervisory
capacity., It is axlomatic in good personnel management that immediate
supervisors of any technical activities should themselves have‘eipert
knowledge of the activity they supervise. The best way ol obtaining
such supervisors is by advancement of properly qualified individuals
from within the groups themselves. Thils principle, however, is more
easily applied to the civilian component of a group than to the military
personnel. In the case of mllitary personnel, with rotation policy as
it now exists, the Group believes the best approach to the supervisory

P
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problem lies in the estublislinent of a coreer service in COMINT in the

Army end Air Force along lines. already developed in the Navy.
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IX -

During World War II, and again duwring the conflict in Korea,

It was the unique source of reliable advance knowledge of his

plans for both offensive and defensive operations. The following examples
have been selected from among Innumerable instances which illustrate the
COMINT capability to provide advance warning of impending enemy opera- '
tioﬁs, on both strateglc and tactical levels, and the advantages which
may be derived from the receipt of such warning. |

. EO0 3.3(h)(2)
World War II -~ The German Attack on thg,,,USSR: PL 86-36/50 USC 3605

1

During the first three months 9£»19ﬂ1, Special Intelligence™ indicated

a general eastward movementﬁpf“éérman air and ground forces which enabled

to/éstimate wilth increasing certainty that the con-

centrations which were taking place were to be directed against the USSR.
By the end of March, sufficient information was available from deciphered
German messages to suggest that (1) preparstions were being mede to
intimidate the Soviet Union by assembling an armored striking force on
the Russo-Polish frontier, and (1i) those preparations might lead to
the outbreak of war. .

Special Intelligence then revealeé the deflection of the striking

forces to the Balkans for the conquest of Yugoslavia and its subsequent

lCOMINT'derivea from decryption of high-level'cryptographic systems.

—
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withdrewel, after a month's participation in the campaign, and redeploy-

ment together with an air corps, to its previous destination 1n south
Poland, By 31 May, little doubt remeined that the Germans intended to

initiate hostilities and not merely to 1ntim1date'their erstwhile\elly.

In an estimate of 7 June 1941, the‘

An estimate of 16 June summarized the COMINT information received

during the preceding nine days and concluded T

German messages of 19 June, which were available to COMINT reciplents
on the following day, made it clear that the period immediately preceding
D Day had been reached. "’ﬁ _

Thus, COMINT provided (i) a general warning several months in
edvance of the attack and (11) as the date of invasion grew nearer,
increasingly specific information which enabled intelligence personmel
to estimate the scope~ofwthe intended campaign, the areas of concentration,
and the approximate date on which the frontier crossing would take place.,

For the atraxegic planners, that advance intelligence was

invaluable. Im/view of the weakness of their military forces, it was
not possibleyﬁe prepare for the defense of every vulnerable point which
the enemy might choose to attack., Relliable intelligence on the enemy's

intentionsfwas vital, therefore, to the continued existence of the

”hation. COMINT supplied that Intelligence and, incidentally,
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gave the Prime Minister a period ;f several weeks to consider the policy
which he announced at 9 P.M. on 22 June 1941 that Britain would give
"whatever help" she could to the Soviet Union.

Korea:

The COMINT contribution in Korea during the period November 1950~
July 1951 is summarized in a citation for the lst Redio Squadron, Mobile,
dated 11 October 1951l. That citetion includes mention of the followiné
"specific accomplishments, considered of extraordinary value to the
mission of the UN Forces in Korea and in at least two cases to the vital
interests of the United Stuates":

(1) advance notification that the enemy was aware of UN plans -
to attack Anju and Chinampo, as well as his plans for countermeasures;

(1i) advence warning of the enemy's intent to bamb American

" troops on Hill 872 near Tuk Son; B

(1i1i) advance warning of the exact times and intentions of the
enemy air attack on Sinmido Island on 19 June 1951 which resulted in
severe reverses for the enemy; and

(iv) eadvance information on the times and places of intended
ettacks during the evacuation of the Ham Hung beachhead.

.More recently, COMINT provided warning that, during the final stages
of the armistice negotlations, the Chinese Communists were preparing an
offensive sgalnst the UN Forces. It is too early to establish the reasons
for cancellation or postponement of that attack, but UN countermeasures--

made possible by the advance knowledge of enemy intentions--may well
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have caused the Communists to decide that sufficient military advantage

to warrent disruption of the armistice negotiations was no longer

asgured.,
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X - ELECTRONICS INTELLIGENCE (ELINT)

The Army ELINT Program

1. Genersl Remarks: The Department of the Army ma,in’ba.ins EL__NT

stations in Europe, the Far East, end Alaska. These stations covefv* the

a.nd are primari iy

designed to concentrate on radar-type signals. A Zh—hour watch 15 ma:ln-
tained, and three main indicators have been estebllshed aaf 8 'ba.sis‘:forx\
FLASE reporting. These are (i) any indications of radar build-up,
(11) any indfcetion that lmown or identified enemy aignals appear bo be
unusually close to the stations, end (iii) unusual signa.l activity which
the operator may feel to be cause for alarm. |

2. Intercept locations:

[

Alaska - Bage at Nome, mobile stations at Gambell on St. Lawrence
Island, mobile station at Tin City, Cape Prince of Wales.
Two mobiles working on pulses; base station works on VOA

Jamming signals.
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The sbove effort includes 10-12 teams. About 16 teams will be overseas
in the next year. There are not at present sufficient persomnel in these
teems to sustain a 2l-hour operation for longer than a limited emergency
time.

3. Reporting: Logs from intercept stations are routinely sent by
mail twice a month, sustaining a delay of approximately 3-lIi weeks. Duplicate
copies are sent to the Electronic Warfare Center (EWC) at Fort Mommouth, Air
Technical Intelligence Center (ATIC), Naval Research Laboratory (NRL), and
the Army-Navy Electronic Evaluation Group (ANEEG), ANEEG retains and files,
as well as evaluates, these reports.

Each team under EWC has a2 one-time pad for FLASH reporting. A-code
word. alerts EWC that FLASH traffic is under way. EWC then alerts the Mon-
mouth cryptanalirsis rersonnel who decode the message. Sig-Op-5 in Washington

is then alerted, which in turn alerts G-2 and ANEEG. The message is then
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received by G-2, evaluated, and transmitted to appropriate personpel within
the space of a few minutes. Current asrrangements are such that a FLASH

message can be transmitted to the Washington area in approximately 35

/PL 86-36/50 USC 3605

minmuites from the time of intercept. EO 3.3(h)(2)

4. Coordination: The JEIC (Joint Electronic Intelligence Center) in

FECOM receives the FLASH message simultaneously with other addressees and
alerts otl'ner service electronic countermeasures a.ctivit:les inihe 'bhea.ter
(the word "Joint" means Army-Navy only--no Air Force pa.rticipation) In
Europe, the Army Electronic Intelligence Center performs simllar functions,
again without Air Force participation. ASA stations a.re also alerted, and
arrangementa are being made for ASA to alert the Army teams on a reciprocal

basis. This is the only contact between field a.gencies.

Navy ELINT Program

1. General: The Naval effort is directed ’;ﬁore toward. acquisition \‘:of
strategic technical data than toward warning 1n&1cators. Favel craft look
for the unusuel and examine the capability of a.ny kind of radar signal “‘

encountered. Surface ships are able to appzjoach certain areas :I.n a more

leigurely fashion than is possible by othez;”/means.

\An 8-hour watch is maintained,

and indicators are similar to those of the Army. Usually, one or two

submarines are under speciel control. They do not have full teams aboard.
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2. Intercept locations:

Middle Fast - Eastern Atlantic and Mediterranesn area has one
team available for visits CINCNEIM forces make;
three other teams in varying places around the
Mediterranean, depending upon deployment of
forces. These operate around the Aegean Sea and
occasionally in the Adriatic, and with the Sixth
Fleet. Airborne operations are based at Port
Lyautey in French Morocco and operate to cover Black

Sea and Eastern Mediterranean.

3. Reporting: Airborne teams report through Top Secret chammels with
priority rating to CNO as the prime addressee, with others on the list.
Message time varies from 1 to 4 hours. Reports are received st the Navy
Security Station in Washington and given to ANEEG. ©Ship teams report in
similar fashion, if the report is sufficlently important, but the data are
usually sufficiently routine to be sent by secret dispatch. Land based
teams have one-time pads in concjunction with the Army, and their reports
go ‘both'to Army and to CNO. Routine reports come at intervals of about two
weeks by mail, although emergency channels are available for reporting.
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4. Coordination: COMINT officers at ASA collate Navy intercept reports

" with other intelligence and send the final report to ONI. There is a 2li-hour
duty watch in Washington. Field COMINT personnel sre alerted in advance of
Navy maneuvers. Thege data are coordinated with the British in routine
exchange. There is also a field exchange between the Air Force and the
Navy, with certain exceptions. such as magnetic tape recordings of the USAF.
There are two evaluation units in the field.

PL 86-36/50 USC 3605
Air Force ELINT Program EO 3.3(h)(2)

1. General: Frequency coverage is from slightly less tha.n 30
kilocycles to 10,750 megacycles on an 8-hour watch basis (for ground tesms).
Indicators are similar to those of the Army and Navy but more limited.. The
primary effort is directed toward locating enemy.stations; secondary effort
is toward determin:lng technical characteristics of the radiating sta.tion.
The Air Force also monitors Soviet LORAN radiationms.

2. Intercept locatioms:

United States - Nine ground stations as an integral pa.rt of Air
Defense Command around the perimeters of the US.

Black Sea -

Airborne teams operate out of England. They cover the area around
Franz Josef land every three months or so and, more frequently, the Berents
Sea, Murmansk area, Baltic, and Black Seas. Additional sirborne teams cover

Far Eastern coast areas. ¢/ S
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__a:_-_t_p_g snc f1e1a qporators cen: fh.-h muugu from field
’ opmum in 2-3 hours to.(1) theator Headquarters, (12) ‘local Navy and
. Army Headquarters, and (111) SAC Hesdquarters. Air Force personvel state
| that the time of commnication depends on stmospheric 'eumﬁm avd
" mention thet s ‘B-hour time might be a figure to shoot st. It bas been
: -tma that 30-mimite reporting would be pou:l.blo 1f the requirmntn were
sufficiently strong. ' ‘ o
h. Coordimation: Rev data are not given to the Air Force by the Army
" in the field, but the Al Forée gives such data to the Ammy, Vith the
excepticn of magnetic tape recordings vhich are sent to Wright Field for
analysis and, much later, ﬁo ANEEG. These recordings contain highly useful
dats, and, to be fully effective, should be mde available to & group such
as ANEEG in the shortest possible time. The need for eéoz;diution is such
' . to ‘override individuel service prejudices.
‘ mmm-mmuummuthomuwmm.
© field levels. 'AlL services should have clpl_clv coordinated COMINT and
| ELINT aotivities from £1618 wnits cn up 0 the highept levels, and all -
. sarvice ELINT activities should be closely cmamm at a centul phoo
N ‘jvmu a given operating ares. .
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