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FOREWORD

“In one respect, the classification of this FOREWORD and of the
accompanying papers is a rather remarkable anomaly and one that may
be of interest.. I shall begin*thgrr;gnx_hx_ngiinghthat vhen cor-
rectly used, the currently employed s, cryptographic- ‘
ally, almost an exact replica of a system developed over 30 years |
ago by the American Telephone and Telegraph Company, for the U. S. |
Army in World War I. A rather detailed description of the system ;
and 1ts apparatus vwas disclosed by the American Telephone and
Telegraph Company in & technical paper vhich was written by the
principal inventor, an A. T. & T, Co. sngineer named Vernam, and
vhich he presentasd before the midwinter convention of the American
Institute of Electrical Engineers at New York City in February
1926. The Vernam paper was later printed in the proceedings of the
Institute.l It seetf:fiffjt a certainty that the cryptographic ‘

principles on vwailch is based stem directly from that paper.

| Our records show that the A. T. & T. Co. development vwas
initiated in 1916, but was perfected too late to have besn employed
extensively for U. 3. Ammy traffic in World War I. A set of four
intercommunicating stations wvas established in the autumn of 1918, |
primarily for test purposes in the United States,? and a limited
amount of actual traffic wvas handled in this system as & prelimlinary
to possible wider usage by the U. S. Army, both in the United States
and in EBurope in 1918. In the spring of 1919, upon the close of

. World War I and for & number of reasons, one of vhich will soon be
made clear, the system vas abandoned. Some 22 years later, in the
face of a real need for secure teletypevwriter communications and
vhile aveiting the completion of newv equipment specially desiﬁnqd
for the purpose, I suggested that the old "double-ta&pe system be
resuscitated by the Signal Corps as an emergency means of teletype-
writer crypto-communication. The A. T. & T. Co. was very helpful
in this and the emergency system was successfully used from the
middle of 1942 until early in 1943, wvhen it was replaced by better
ones using more modern equipment.

* * * % » % *

It vas the contention of all concerned in the original A. T. & T. !
Co. development in World War I-—the engineers of the company and
those of the Signal Corps, as well as the cryptanalysts 1ln the 1
Military Intelligence Division, General Staff, in Washington--that :
the system and apparatus as developed and proposed for use vas o
"absolutely indecipherable without the keys." Indeed, the Director
of the Military Intelligence Division wvent on record officlally to
that effect and a copy of the letter, wvhich was actually prepared
by Yardley (author of "The American Black Chamber"), is still avail-
able in ocur files. .

lVernam, G. S., Cipher Printing Telegraph Systems for Secret Wire
and Radio Telegraphic Communications, Trans. A.I.E.B., Vol. U5,
pp. 109-15, 1926. (Vernam is the man whose name gave rise to the
rule vhich ve nov call "Vernam addition.")

2A document dated 23 Sept. 1918 entitled ™Regulations for the Test |
of the Printing Telegraph Cipher” is still extant. i
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Of possible interest to the reader are the circumstances under

vhich the apparatus and the system were explained to me in New
York, in the early part of May 1918, as I was about to embark for
vwar service in the Code and Cipher Sclution Section of G-2, GHQ-AEF,
in France. From the summer of 1915 until May 1918, I had been &
member of the staff of an institution known &8s the Riverbank Labora-
tories at Geneva, Illincis, a private research organization operated
by & sopmevhat eccentric but wealthy Chicagoan nsmed Colonel George
Fabyan. One of the flelds in which research waa conducted at the
Riverbank Laboratories by & small staff was that of cryptography, &
‘'subject in which I took an interest as an avocation. But soon it
became my vocation, vhen in the latter part of 1916 Colonel Fabyan
made me Director of the Department of Ciphers in addition to certain
other duties. From then until about the middle of 1918, in a quasi--
official relationship with, and at no expense whatever to, the ~
Govermment (Colonsl Pabyan, as a patriotic citizen, footed all the
bills), ths Department of Ciphers conducted cryptanalytic work for
the State, War, Navy, and Justice Departments. None of these -
large organlizations had any cryptanslytic units whatever until the ,
Army established a unit (under Yardley) in the latter part of 1917.2
It was on the basis of this earlier quasi-official relationship

. that 8 disclosure of the details of the A. T. & T. cipher machine

- and its operation vas made to Colonel Fabyan and to me in May 1918,

. as noted. (Security considerations were just in their infancy!

N As explained to us by the officials of the A. T. & T. Co.,
- the cryptographic system they proposed was based upon the use of

étvo Baudot random-Xey tapes
| one 5§§Effy Taﬁg, Eée other, exactly 999_EEE?EEtEF§_Iﬁ_l'

length; both were to be changed daily. Single tapes vere never to
be used--alwvays both tapes vere to be employed simultaneously, 1in
combinatlion, to generate by their interaction & single very long
key of 999,000 charsacters. ‘

I heard nothing more about this machine until April 1919,
vhen I wvas demobllized and rejoined the staff at the Riverbank
Laboratories, to resume my position as head of the Department of R
Cipheras—vwlth no other duties. The A. T. & T. cipher was then '
being carefully scrutinized by my staff.

Having had a good copportunity to study the system, the conten-
tion of invulnerability to decipherment without the key (the word
cryptanalysis had not as yet been coined) was deemed to be unwvar-
rented by the cryptapalytic staff at Riverbank. After noting the
results of their theoretical studies and elaborating the results
further, 1 became the principal contestant of the alleged inwvul- -
nerebility of the system. For thils and for other reasons, I was
directed by Colonel Fabyan to put the results of our studies on
paper and thereupon wrote & brief brochure entitled “Methods for
the Solution of the A. T. & T. Cipher Machine."” The paper was
prepared in March 1919 but no copy was sent to Washington at that

1Courtesy title {an honorary colonel on the staff of the Governor
of Illinois). He died in 1935. .

2The Department of Justice had one roving agent, on the Southern
border, wvho from time to time solved some simple Mexican ciphers, .

mostly monoalphabetic in nature. . _ -
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tige. Instead, Colonel Fabyan began vwriting letters to certain
people and made vhat appeared to them to be some rather broad

claims.

In August 1919, after & considerable amount of correspondence .
vhich was becoming rether acrimonious (largely because Colonel f
Fabyan, purposely or inadvertently, wrapped a vell of obscurity
around vhat he thought we were able to do), the then Director of
Military Intelligence, Brigadier General Marlborough Churchill,
sent Ma jor Yardley to Riverbank to look into the claims which
Fabyan was making as to the vulnerability of the system. The prin-
cilples we had zlaborated to solve this cipher vere explained to
Yardley, who returned a few days later, accompanied by Lieut. Colonel
Mauborgre, the Signal Corps cryptographic expert who had been
directly in charge of the development and who, 20 years later, was
to become Chief Signal Officer. The proposed solution vas explained
to both officers, but Colonel Mauborgne contended that Riverbank o
really did not kunow the Signal Corps' method of use. Although 1t
vas trus that permanently fixed lengths of key tapes (1000 and 999)
had been contemplated in the originsl method as proposed by the
A. T. & T. Co., Colonel Mauborgne stated that the Signal Corps had
different ideas: the two key tapes, he said, could be variable in o
their lengths, prime numbers being preferable; and there vere other .
nev procedures in thelr usage vhich would invalidate the solution -
proposed by the Riverbank investigators. The record contains the
follovwing: "Colonel Mauborgne left with us a rough pencil sketch
of the manner in which the machine is now used; relterating his
opinion that as now used, the clpher is invulnerable. ... Colonel
Mauborgne sald further that if ve could break the cipher when used
in accordance with these rules he would then acknowledge that ve
had broken the cipher as used by the Sign&l Corps."

A day or tvwo after the departure of these officers, tvo copies
of my paper of March 1919 vere sent to Washington, one for the o
Signal Corps, the other for G-2. The conference also resulted in
an agreement that Riverbank would accept the gauntlet throwm down
by the Government and would try to prove lts contention of vul- _
nerabilit¥ of the cryptographic system by solving a set of challengo .

messages.

The Riverbank cipher staff studied the newv situation presented .
by the change in procedures adopted by the Signal Corps and found
it unnecessary to change its original position regarding the
vulnerabllity of the system. Again I was asked to put the results
of our studiez down on paper, and wrote an addendum to the original -
paper (Addendum No. 1), which 1s dated 19 August 1919. The
Riverbank staff then awaited with confidence {(not ummixed, however,
with some trepidation) the receipt of a promised ,set of 150 cipher
tapes representing the challenge messages.” These were to consist e
of messages sent 1n one day's traffic among four simulated stations . |

et

forming & simulated net.

Unfortunately, when the ciphar tapes arrived, on 27 September
1919, there were found among the "challenge" cipher tapes four
plain-text tapes, the latter having been inadvertently included.
Rather than accept this "bust®™ and becloud the issue further, we

immediately notified the authorities in Washington of the error and .
on 8 October 1919 received a nev batch of cipher tapes. This timev

benefit from the "bust," for it told us much about the comstruc-

tion of the messages--the nature of the addresses, signatures,

etc. It will be seen later how useful this knovledge became 1n
solution. I do not think we could have met the challenge auccess-
fully bed it not been for this error! SR

Ii must admit, however, that ve nevertheless derived considerable ,"f
S

3. - M
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no plain-text tapes were among the challenge messages and the River-
bank staff began its work. The labor vas somevhat arduous and after
some s8ix wveeks'! steady work, often 12 hours & day, my collaborators
had all deserted me, vwhen 8ll1l our efforts seemed fruitless and the
problem & hopeless one., However, with what appears to me today as
rather dogged determination (how I yearn for those days of youth!),

I stuck to the task all alone. Finally, on 8 December, exactly two
months after receipt of the "good" challenge messages, I, too, came
to vhat seemed the end of the trail--mentally "down but not out."

Reviewing the situation quietly, with my feet on top of my desk
and pulling st my pipe (yes, I smoked one in those days!), I came to
two conclusions: filrst, the principles of solution were correct and
had to yield the results we vere seeking; second, somebody had made
an error somevhere ln the work and the error had to be found before
further progress could be made. What we had received from Washington .

vere perforated tapes and these had to be transcribed into characters~,_f

on sheets of paper. Could it be that one of my assistants or I had
made an error In this first step? There vere three crucial messages
involved--they had been the raw material for endless experiment-and
I decided to check the transcription from the tapes myself. No
sooner thought of than I proceeded to the task.

My ruminations were quickly rewarded when I discovered that.
one character had indeed been omitted accidentally in transcribing
one of the three tapss--but that character was at 8 very crucial ‘
point. Making the necessary correction, I called my staff together,
explained the situation, and asked for volunteers to tackle the '
problem once more. There was 100% response {21l six of them!),
although I could easily detect that my staff remained cynical but
had decided to humor me in my fatal delusion. Howvever, it was no
delusion, and I, myself, was the lucky one to dispel it. For within.
ten minutes and with mounting internasl excitement (some of my readers
will recognize the symptoms) I had obtained, as a resultant of the
trial’ of two hypothetical addresses, the letters EQU. Not much, to
be sure--we had often before obtalned excellent trigraphs, tetra-
graphs, and even pentagraphs that turned out to be discouraging
accidents. But I continued, thinking to myself: "If the next
letter turns out to be a vowel, preferably an I or an A, maybe I
really have something here!" The letter that turned up was the
letter I--EQUI! Hardly able to repress my excitement, I went on: - _
"In the name of all the patron saints of the Kingdom of Cipher, let
the next letter be the letter P," I prayed. And a P it was! "I've
got 1t!" I shouted, "I really bave, this time." It was & bit dif-
ficult to convince my collaborators and echoes of disbelief rever-
berated. But soon, gathered about in a tight huddle, a convincing _
demonstratlion, consisting of adding a few "good" letters immediately
before and after EQUIP, left nothing more to be desired-—except the
reconstruction of the key tapes. The challenge had been success- 1
fully met, but it had taken much longer than had been anticipated.

The two unknown key tapes were reconstructed coincidentally
vith the solution of a few of the challenge messages and then, to
prove beyond shadow of doubt that the system had been solved, ve
enciphered three messages of our own, addressed to certaln officials
in Washington, using the reconstructed keys. Our messages vere
enciphered "by hand," for we did not have any of the machines. The
Telephone Company in Chicago kindly gave me access to a keyboard
perforator, by means of which, very laboriously (by the "hunt and
peck' method), I punched out the cipher tapes. The latter vere then
sent by mail to Colonel Mauborgne in Washington, where, promptly on

1Because of the transcribing error mentioned above. But not ali the =
time lost on that account was sheer waste, for it was during the

perlod of fruitless struggle that all the short cuts were developed' jf

which greatly hastensd solution once the error had been found.

4
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recelpt, they vere deciphered by mechine with his own key tapes.
Colonel Mauborgne immediately thereupon and without reservations
acknovledged, as promised, that the_validity of the Riverbapk con-
tention had thus been fully proved.l Soon Colonel Mauborgne and

Ma jor Yerdley visited us once more, to learn the detalls. The suc-
cessful outcome of this experiment naturally called for another ‘
addendum to the original paper, and this became Addendum No. 2.

By this time the cryptanalytic staff of the Military Intelli-

gence Divlision, finding 1tself in a rather embarrassing position
and insisting that the initial point of departure in the Riverbank
sclution was & knovledge of the starting polnts of the two key tapes
for each message (how true!), proposed that these initial points be
dlsgulsed by means of a specially prepared smsll code and then
enciphering the code groups by three independent mixed alphabets.
The proposed method (but not the code or the special alphabets) was .
submitted to the Riverbank staff for comment, and I wrote & third
addendum to my original paper (Addendum No. 3), proving the inade-.
quacy of the proposed method of disgulsing the indicators. Two
copies of Addenda Nos. 1, 2, and 3 vere nov sent to Washington. By
this time the var vas receding into the dim past, the Army author-
1ties vere tired or somevhat groggy over the whole business, and

" thought 1t best to call a halt to it. As a consequence, further
work on the A. T. & T. Co. Cipher Machine was stopped and the
wachines put in atorage. Soon thereafter I left Riverbank to accept
the position which vas established for me in the Office of the Chief
Signal Officer in Washington, as the chief (and only) cryptanalyst. '
I did a 1ittle research, vhen time permitted, on improvements in the
printing telegraph ciphor and proposed one vhich vas soon made ,‘w
public by the issue of a patent. (Hov naive we Were in those days! ﬂ

God forbid that the[ffffffr.ent disclosed in this patent be adoptod;};é

and incorporated in |
EO33(x2) : [
PL 86-36/50 USC 3605 . T T L |
In view of the present situation in reéﬁf&mfb”the~ sys- :

tem, 1t occurred to me that the Riverbank technical pa the ; ,§

A. T. & T. Cipher Machine, even though they were written many years i
ago, might still be of some value or would, at least, be of histor-
ical interest. A search through the old files at Arlington Hall o
ylelded a copy of the basic paper, Addendum 1, and Addendum 3, but
alas! a very thorough search of all files in Washington failed to o
turn up & copy of Addendum 2. A letter to the Riverbank lLaboratories
-brought nothing. Colonel FPabyan had long ago departed to the next
vorld, as haé his secretary. The Deaprtment of Ciphers had ceased
functioning soon after my departure and all its files had been ;
destroyed. So there was no Addendum 2 to be had, which was untortnar i
ate, because it was perhaps the most interesting one of them &1l: =
it wvas the one vhich dealt in detail with the solution of the chal-
lenge messages. The only material I could find among my old and /
very dusty personal papers was a badly marked up first draft of
Addendum No. 2, vwith many diagrams missing but with considerable C
number of miscellaneous‘sheets of notes, Qqueer 'doodlings,“ etc. I,;

lFolloving is quoted from a letter dated 29 Dec. 1919 from Colonel
Mauborgne to Colonel Pabyan: "You have done &8 great work and your :
contention of last March 1s sustained - that the method of using
the printing telegraph cipher as used last year by the Signal C
Corps wvas decipherable. This is, perhaps, the toughest 1nd1v1-'n, B
dual cipher  you have ever had to tackle. To the victor belong |

the spoils!™

D
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do not know VWhether 1t was worth the effort, but I have done my
best to reconstruct Addendum 2, within the limited time at my dis-
posal. It is not adequate, and I am sure that- the final Addendum
2, vhen it left Riverbank, was & very much better paper. How

1t is my hope that some of our workers and collaborators onJ:ffff:]
may find in these papers some tiny fragments of interest. or me,
they are an echo of lnteresting events of a distant age; but the
thrill of a successful meeting of a serious challenge is still
vivid in memory. : -

I have made no changes vhatever in the texts of the basic
paper, or in Addendum No. 1 and Addendum No. 3. Because of the
unfortunate failure to find Addendum‘No. 2, I have had to use, 8s
noted above, the first ‘draft. ~This, too, I have faithfully repro-
duced without changes of a material nature. The papers should
therefore be read, not in the light of the present state of crypt-
anelytic science, but in the light of the art as 1t was in 1919-—
& long time ago, when considered in terms of- the progress that haa
been made since then. . L

~ In the 1light of these resuscitated papers of long ago, one
fact takes on & special significance: the present usage of a system
over 30 years old points to & lack of sophistication or imagination
in eryptographic invention. This lack receives confirmation when
ve take into consideration other things that we knov, and I feel
tha uld not be too pessimistic about the future. Currently,
the roblem 1s, in certain respects, much more difficult -
than the one which confronted the Riverbank staff in 1919 S

the Riverbank solution; but more Important by far is this difference.
_there are| -

because 1in the .
latter neither key tape was ever used by itself, only in combina-
tion, and '

it is frequently the case that the

; this is something which would have greatly

3

assisted In the Riverbank solution—in fact, it would have elimi-
nated most of the problem. \ :

Finally, there 1s one more aspect well worth noting and of
current interest.

. -

The Riverbank staff solved what was for those days, I think,
a very complex problem, and it accomplished the task under cir- «
cumstances which, considered in the light of what can be done I
cryptanalytically today, were rather difficult. ERU

In the first place, the staff was very small in numbers and,
with one exception, its members had relatively little training in
theory and very little practical experience in operations as

lps of possible interest t0 my readers vho may care to look into
it, there is on file & paper entitled: "Extracts from corres-
pondence relating to solution of A. T. & T. Printing Telegraph
Cipher," together with certain letters which explain wvhy the
Extracts wvere prepared. They give further details of the story

and its background.

-
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copducted in these days. In the second place, its procedures and
tocls were relatively veak and undeveloped, for modern methods and
techniques vere just in thelr infancy. In the third place, it had
only one set of messages on which its contention of vulnerability
had to stand or rfall. And if it had failed on that single set, 1t
would have completely fallen dovn on the job 1t had undertaken-——
for no other set of messages, I feel sure, would have been made
avallable to permit another trial to be made. In the fourth Dplace,
andé possibly of greatest import, the Riverbank staff solved the
problem without the aid of machlinery of any kind wvhatever.

or course, ve were alvays on the lookout for "short cuts” and
"hand” aids to speed up the cryptanalytic testing. I do not think
ve suffered from lack of imagination, but the machine age in crypt-
analysis had not yet dawned. Tabulating machinery was just in its
infancy; 1ts use as an aid in cryptansalysis wvas not even conceived.

But the Riverbank staff, small as it was, without adequate
treining and experience, lacking special machinery, using what may
 today seem rudimentary methods, and having only a single, relatively
smell sample to begin with, nevertheless successfully met the
challenge offered by the Signal Corps and G-2. Today, with the aid
of high-speed electrical and electronic devices, with much advanced
cryptanalytic theory, methods, &nd techniques, with an adequate
staff of enthuslastic, competent researchers, and a plurality of o
sources from VhEEE:ff%Efles to be worked upon can be selected, it .
seems to me thal should not be & hopeless problem. Vhile
the odds against our pressnt workers may be greater than they were
against the Riverbank vworkers, the tools and methods of the former
are very much better than those of the latter; and over and beyond
these considerations there is this one: the urgency, importance,
and possible fruits of & successful meeting of the 1948 challenge
are so much greater than those of the 1919 challenge that no com-
parison vhatever can be made in these respects. Just as the
Riverbank vorkers met the challenge presented to them in 1919, with
far less at stake, 80 I :feel sure our workers vill success- .
fully meet the far more difficult but much more important challenge

offered them in 1948. *5ﬁ?
(:Z£> Y = | i
' : C 4 f

21 July 1948 | . WILLIAM F. FRIEDMAN
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1. OPERATION OF CIPHER IACIINE.

Advantams, speed and emse of opxration, eacou: oy and
possibil itiss in the wey of diffieulty of decipherment.

Yedlnesses, danger of overlapping portims of nessages;
peosssity for certain charesters which opesrate tle smachim a‘nd are neo-
esoarily & part of the cirher message; reciprocity in eipher square
zales 2°5y reconstruction.

2, Solutimn of single ey messapes which overlap; detecting
overlapping places. |

3. Solwtlon of double running key messagpe which overlap; re-
canstruotion of keys froa solved or captured messages.

4. Decirherment by superimposition of cycles with nothing given
except that which is irherent in the machine itself. Decipherment of sub-
ssquent messases with recovered keys.

5. Length of cycles determined by solution, depending upon lesy
indicators.

6. Cipher square or chart.

(a) How it 1s constructed, primary form.

(b) Changed from primry into secondary square for cori~
venlence.

(¢) Reciprocal relations however used, Makes reconstruction

of square easy.




PRINCIPLYS USED IN THE SOLUTION OF THR A. T. & T.
MACHINE CIPHER.

In June, 1918, there was mbmitted for our exmsination by the
A. T. & T. Compmy, and the office of the Chdef Signal Officer of the
United States Ay, detalls and examples of the work of a cipher machine
to be wsed in trenmitting sscret official communications. After econsid-
erable ctudy we have formed the opinion that the system possesses certain
wainesses which permit of an attack upon the cipher and recder it unsafe

for matters of importance.
We shall try to show first that the slightest carelesaness on tls

part of any individual entrusted with the actual work of enciphering will i
lay all the messages enciphered by meane of the same keys open to easy sol-
ution. Since carelesmmess on the part of the perscnnel to be entrusted with
ths operation of the machine and ignorance on thedr part of the ressons for
every precaution nscessary in cipher work are to be expected, the existence
of this opening for an attack must be admitted. Secondly, we shall attempt
to show, granting not only en absolwtely infallible operation of the machine
by the personnel, but also the theoretical absolute indecipherability of a-.
messase <nciphered by means of a random-mixed, single, non-repeating, running
key, that the mechanics of the machine, and certain features of the system,
are such that an attack is not only practicable, tut easy under normal con;

ditions. .

It will be umnecessary to g into details of the operation of the
mchine, inasmich as this report is addressed only to those who submitted it
for examination,

e shall discusa the solution of two cases:

(1) ihere nessagws have besn encighered incorrectly,
two or more being in the same keys.

(2) There messages have been enciphered correctly,
none being in the same leys.
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1. SOIUTION OF A CASE WHERE TWO MESSAGES HAVE BREN
ENCIPHERED BY THE SAME KEYS,

Iet. v suppose that in the two messages given below the first
has besen enciphered by the keys Indicated and that, through an oversight
or carelsasness, the second message was then enciphered by the sams ksys,
beginning at exactly the same point in each key, The result of such an
error is that both messages have been enoiphered by ths seme single key,
and we may disregard for the present the fact that a double key was used,
We give the details of the solution of such a case, not because there is
anything original or seemingly imposeible contained tharein, but because
certain phases of the principles elucidated will be used later in the dias-
cussion of a more complicated case,

. MESSAGES.
1.EYTPP QPJUY Q4LRMYV NXMMO X6RDP
YN3RF V7GCG BNRSQ YGGTE IFORT
TYGIH JBP55 DFJ5B KWMAX CGX3U
ELHYU PYJNX LKKWU OYSCR X IEetos
etcietcs CEL2W C3SKGC

2EYTPP QPJIMY QPRRB SJIE7R FELPFS3
MNOAD FVGCM JXECI X3I7P K3G6J1
TDWIY SE7TE2 KZ2P6 SHI25 FLWYS3
UQHAMN WLDMT GESGC DVHJIT XL Qetee
etc, b, LHZUF CR3LX JP63Q UQ
We may disregard the first sewen letters in both messages,
since they deal with the key indicaters, The next four letters, J M,Y,Q,
being comon to toth messages, probably represent 4425, (functions of
machine: carrlage return, line feed, letters). We may begin working,
therefore, from that point on, as shown below, putting the messapes di-
rectly beneath each other.

| -2




Mess,l ~ L NP VMINMOX6NDPYNIRFV7GCG3RRXNOYOO
Mosg.2 ~ " RREBS CETHFMLFE IMNOAUFVGCUJXECIXIT
¥ess.1 - TR IFORTTYGCIRBRJIJBPSSDPFJIJSBKAMAXCGX3U
Moss,2 ~7PK3CGJITDWIWSETE2KZ2P6SHI25FPLWY 3
Fess,l ~ N LHYUFYJNSXLRKWUOYSCRXIES etc, otca CEL 2
Mess.2 ~UNHANYLDIFMTGESGCDVYUHITXL Qeteootes 4 HZ U
Mess,l - 'TC 3SKC

Mess.2 - FT 2R 3LXJIP6H3INQUQ

Wow in all messapes w8 may expect to find both & series of 3's
{spsces) ard 442 (carriage return and line feed), repeated irregularly at
intervals throughout the messazes. I ve can locate in ome of the messages
a series of 3's or the combination 442, or any othar plain text, then we may
f£ind what the plain text of the corresponding portion of the other message is,
The oomplete syumeiry of the cipher square, giving rise t0 reciprocal rela~
tions between the three elements, key, plain text and cipher, in a manner to
be explained balow, makss it possible % recover the single key, given the
cipher and the plain text. This is the first wealowss in the cipher system.

In this example, we may start of f by assuming that ths plain text
of ore of the messages cansists of nothing tut a serles of 3's, and then
£ind out what the plain text of ths other message wuld be on this assump-
tion, by referring to the cipher square; that is, by finding the single key
letters concerned for the tentatively deciphered portions and applying them
to the corresponding portions in the other message, For example, the first
cipher letters in the two messagea as arranged for decipherment are 4 and P,
If we assume that the plain text equivalent of 4 is 3, then the key letter
would be N, in vhich case the plain text equivalent of P would be G, If,
on the other hand, we assume that the plain text equivalent of P is 3, then
the key letter would be L, in which case the plain text equivalemt of 4 would
be G also. But the result of assuming the key letter to ve 3, applying it to
Ly which gives N, and then applying N to P, is also G} and the result of as-
suming the key lelter to be 3, applying it to F, which gives L, and then ap-
plying L o 4, is lso G. Thwse relations, as stated above, hold true be-
cause of the oomﬁleta reciprocity of the cipher asquare. It 1s clear there-
fore, that we can omit, for the present, the intermsdiate step of determining

e
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vill be noted that the letters 4, P, 3 and G appear at the four cormers of a

assumed
This can be done

CIPHER SQUARE
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FIG. 1.

See Pig, 1.

Any three letters may be chosen to find the fourth in like man-

the key letters, and find simply the plain text of the other message
directly from the square, by considering only the three elements:

in one operation by proceeding down the colums headed, for exsmple by 4 and
P, in the oipher square, until we come to 3 in one of the colums, wiere-
upon it will be found that G is in the other column on the sams 1line as 3,
or we can proceed down the columns headed by 4 and 3 to P in one of the col-
umns, vhereupon G will be found to be opposite P in the other column on the
ner, since the four elements, 4, P, 3 and G, exhibit complete reciprocity.
mﬁm@emJMcMMrmmm,mdmatmNamsutmuamormﬁmwj
rectangles in this square, at the corners of which the letters 4, P, 3 and G

plain text, cipher of message 1, and cipher of message 2

ssme line,
will ajpear.

ECAOAMMMSIEHSKAZTBRCRCRNEFD D B ) M NN M2 -
VONMPROARKMHEQDCOLCAZENE XN IHOZMANE ALY
NAFNNMBRNONARNHNAIEDQTHGKOMENEDNMOONMIN
IR NHMONAZEOCDOZMNEBER NN CKAVMNNMMOXZ O
NOMELRNAPHNKSACOLEIPFOMILOCMENNHNMHINE O NM
NMOES<LCMOANQAKKHEPODEMNID InIANNOENS R MAN
NEPQINOHIEHDNOCOL<SRMODHOREAMNEANENMMO N
MmO EOKAERPODAQAARSNNE N 1SN F~-OON NN
HPMEERENHDAVAAKMENNSECORD <O TN M N~
EradModbADHMOSAMNY O NMNA <M COHNN QO = S
PHDMOWVNENMROMHNENAHIARYOMMRL D MIEOE D
DM ALDHAEKEMZ I OSNNEHEAEN NN N <<MO NS
HEQPONMENALOINNZE SIHDOMNS OO M AR OMX 3 B
OHAPRENINNCORCHAKT M NNVL OIS > W
EAEMCHSDHEZMNNOAMMINMSKOM T PNAND IO NN
OCROAPALAGARAXNZRONHOMMIMSM IDHOAMRNMMEINS=ZCO
AMHMONGOENMKEMNE OO EEME SO LD O &
COMANOMANEEREEORENENOK A ISR NND <O
EMMHANKMRAOXDLPHNETIOOVOHAXS INNAXOLTARC 2
AN AMKNHN SO CEONHNERALMEZEONMEA QPO X <D N
HNSRAOVENIHEAKEORPEMNOOCANMZSHAMD SOOI
MEAMFHONMNOQNNME<<CONO NN -SSR ™D XX
PR NNREHNAR NN ERENOOENO LA <R
HOoNSdD A AN MATRO D HNZESIAROMNOYECNND M M-
RHOmOKMHNOAONMRRANOHIOREN<ISIBENMEED AN A XM
AL HNEVCOOENMIHLWNELH N NADM SO 30K e
BOECNARENOOORHNNNEMNOVYOD IHEELEO NN OO - 0k
MONOM I EOHODEOEHAEONCLSANMHN IS <<OQb R
AR INERKMNHYHNIN N <SEMOCOENOS ML A0
VR Ot E RO -ITNHEANLO MM EAQHXEYINZE O HNMHO
RO OHORSEEINAL YNMMMOESAbDaNE TORNHND
<O RKENORCN-IRENNKEONEAHEMKEHEP L.  IMDDEO <

COOARMMOEHSMAMNEOR T ENED B E MM N N M nO O~
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Applying this process of assumrling one of the messages to consist
exclusively of 3's, the plain text of the other message is shomn in Fig. 2,
on the line lzbeled "Equivalemts of 3.7

FiG. 2.

Haessage 1~ LRMVNIMMOXOG6NDPYN3IRFYZ7GCG3RRX
Messare 2~ PRRBSJETHF¥LPIUNOAUFVGCMJXEC
Equivalents of -G 7LAXLEROLHRAT7T7TPP3OFCQG332JYEQ
Yessapge 1~ . QYGGTEIFPORTTYGIHJIJBPSSDPJISBETNW
Messape 2~ IX3I7rPK30JITDNIVWSETE2KZ2P6SH
Eoulwalents of - YNGOHVFFISL3OF3ARMLTZTB20OFF A
Measare i~ MAXCGX3UEBELHYUPYJHNXLKEXKWUOYSCR
Message 2~ 12§FLWI}U%HAﬂWLDM‘I‘GE&GCDVHJT
Fquivalemts 0of 3=-VS I3NRY32KE3L5EATHDNRHP EY
Hessage 1- X IE atc, etco

Message 2- X L Q ete. ete.

Bquivalents of 3- 3T L

Note the wnderlined portions of what is apparently exxallsnt plain
text. The first one epells owt 3(0F, which suggests 30F3. Twenty-two letters
bevond that we find 30F3ARM, which suggests 30F3ARMYS. Five letters beyond
that, we £ind (FFIC, which suggests 3(FFICE3, or 3OFFICER(8)3, or 30FFICIAL3.
These plain text pértions may or may not belong to the same message, since
we canmot tell yet to which messags eny tentatively deciphered portion belongs.

let us now try a series of 442's in place of a series of 3's., In
other vwords, we may assume that one messape consists exclusively of a series
of L42%s, and see what the plain text would be for the other messags. We my
start by assuming 442 to ocaur at the beginning of one messags, and see what
it gives for the corresponding place in message 2, thus:

Message 1 - 4 R M
Message 2 - PR R

Asgumed plaintext -4 4 2
Equlvalents of 442 -P L H

Since PLH does not oconstitute any part of a plain text word, we
try the sequence L42 one space to the right. Thus:
kL
P

[

Message 1 g
Mesgsapg 2
Assumed plain text

Equivdlents of 442

1w
]
v plw <

¥
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This combination, 4VS, is likewise no part of a plain text
word, 8o we try the sequence 442, ane, two, thres . . . . . spaces to
the right, taking note of all the good combinations which result in
the other message. Now, a short cut to this process is to £111 out
on one line the equivalents of 43 on a line below, the equivalents of 23
then the first two menbers of any set of the three equivalents of 442 will
be found by taking tw sequent letters on the first of the two lines of
equivalents, and the third member of the set of three equivalents will be
found directly to the right of these two letters on t.he lover line.

Thus:
Message 1 = 4L RMVMX (P4 H
Messare 2 - PR R BS J Equivalents of 442 ( 4V S
Bquivalents of 4~ P4L VK 2 V in successions (vkKé
Equivalents of 2- HS 6H EKZH
A

Applying this process throughout both messages, we have what is
shown in Fig. 3, which includes the equivalents of 3, since we may as well
conbins the results of both experimsnts into one figure to ses 1f we can -
plece together such portions of the tentative decipherment as may be given.

FlG. 3.
Message 1 - LRMVUXUUMOXO6NDPYNSRFV7GCG3NRX
Messape 2-PRRBSJE7HFMAP 3MUNOAUPVGCMJIJXEC
Equivalents of 3-G7LAXLBOLHAT77PF30FCQG332JYKQ
Equivalents of 4 ~PLVEKZVYH30O0KNRNRGELHE26PL4LCUBAS
Ecquivalents of 2 - HS6HRSVCLSIITI2VILZM223PUDZ
Mossare 1 ~QYGGTEXIFORTTYGIHJBPSSDFJSBEW
Messare 2 -1 X3I7PK3GJITDWIUWSETZE2KZ2P6SH
Equivalents of 3 - YNGOHWFFISL30O0F3ARMIL7B20F CA
Equivalents of L-B7PH05E§_§DV&= u""‘l'Ez,x"T—'rvnrcﬁ‘z'Ea"z_x
Equivalents of 2 - WRMVLYJJT7AH2VJIJ2SNGHIS3VJIJIT74S
Message 1] ~MAXCGX3UELHYUPYJNXLEKKWUOYSCR
Mossape 2 -125FL HY3UQHAMUYLDUTGESGCNDVMJT
Equivalents of 3«-VSI3NRY32E3L5EAIHDNRHFPYKIXEY
Equivalents of 4 -LDRJ7IBJCPLVWFKROST7Z7IOEEBAZPFL
Equivalents of 2 =0 A72RN723U2HBUST7TLEKRNLJJITDEUO
nesaagel"fXIEo-o;oet!co
nes%z“XLganionetca
EQuivalents of 3 - 3TL
Equivalents of 4 - 4 MV
Equivalents of 2- 2 PH




Immediately preceding SOF3ARM (the result of a series of seven
3's) we have L and before that FRA (the result of 442). Noting that the L
can be joined to the ERA and then to the 30F3ARM, we have the following:

Plain text of onemessage ~ORPS 4 42333 33333AN
Plain text of other message = 3 GENERAL3ZOFI3IARMY

Immediately following the place where ARM occurs, ve have the
£ollowing:

Plain text of cne nessage -NY3O0OFFIC
Plain text of other message - 4 4 2 333 3 3

e can Join thess two portions, and assuming that CRPS is a part

of the name 35IGNAL3CORFS, we have:

Plain text of onemessage -3S IGNAL3GORPS 442333
Plain text of other message = 3ADJUTANTI3IGENERALS3OD
Plain text of one mewasage - 333 33ANY30FFIC
Plain text of other messape - P 3 ARMY 4 4233333

With this amount of. intelligible text to build upon, it is not a
dif ficult matter for thé cryptographer to complete the decipherment of theﬁe
two messages, applying the principles alucidated above, with this modifica=-
tion: that continuation of text in one message results in continuation of
text in the other, without a recourse to the assumption of a series of 3's
or L42'a. _

To recover the key we have but to take the plain text of either
maesaé,e, and one of the cipher messages and refer to the cipher square. Ware
the two messases exactly the sare in 1.eng‘th, it would be impossible to tell
whether the elpher messape labeled 1 above applies to the plain text message
beginning TO ALL OFFICERS, or to the other messags. In this case, however,
the messages are not the same length. The endings are as follows:

1. c....CEL2WC3SKC
2 v ... .LHZUFCR3LXJP63QUQ

The decipherment up to the portion where the two messams no

longer overlap is as follows:
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O b B2
et A 3
1) S
sl M
© O 1
£ B B4
N Dl <
= N ©
A R, ©
L -fHo >

1 e @ *» - L]

It is evident that the second message ends ..... VOCATE3

GENERAL3, and we can now attach each cipher to thes mroper plain text,

Cipher message 1 begins TO ALL.OFFICERS; cipher message 2, COL J B

EMERSON.

The solution

The completed work appears as shown in Fig. 4.

of such a case present no great difficulties to the decipherer, although

the process may be rather diow,

FIG. 4.

Single key «=-=-

Plain text of e

ol T

Flain text of oth

Cipher - -~ N
Cipher ~ - - N

PHNS
OFF

Yyogc
CE
LHZ

EeooobCe ¢ ¢« o o
Qoo BCs a ¢ ¢ o

N‘.etc.....

P !‘G. .etc' * e ® o

6R6eoetcooo.o

Plain text -~ T

Plain text -~

Single key - B

ERALG6US

XKCVYVWZRMOPNGYL

Plain text =~ I C

Flain text - AT

Single key -
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2., SOLUTI(N OF A CASE GIVEN FIVE IMESSAGES CORRECILY
| ENCIPHERED, NONE BEING IN THE SAME KEYS.

It is clear that if one key is 1,000 letters in length and the
other 999, th» resultant single key could not begin to repsat Itself until
999,000 letters have been enciphered. This fact obviously precludes the
possibility of an attack upon the same principles as explained in the pre-
cading section, since owverlapping messagee would very rerely, if ever, ocowr
except as the result of errors. Thile it is true that the resultant aingle
sy i1s a non-repeating, random-mixed key, yet the fact that this single key -
results from two keys which remain constant, though shifting with regularity,
permits an attack to be made upon the system.

It is clear that if a messapge begin®with the keys 0@ -001, after
1,000 letters have been enciphered, the longa ley will have made one com~
plete revolution, and the shorter kay will have made one complete rewolution
plus one letter, resulting in bringing back the longer kgy to OOl and the
shorter key to 002, Theso two revolutions constitute what we shell term a
sycle, and in thie instance, the first cycle will have been completed. After
2,000 lstters, the longer lisy wlll have made exactly two complete revolutions,
the shorter one will havs made two letters more than two complete revolutions,
resulting in bringing the longer key back to 00l, and the shorter key to 003,
This would bs the end of the second cycle. These rdlations existing between
the two keys and the cycles are illustreted grephically in Fig. 5, in which

sequent. cycles are superimposed.

FIG, 5.
Cycle 1. longer key = BQZV3PNVO6ORKete. o o VXM
Shorter ey - NVACXQ5RTSBQetc. . . REN
Cycle 2. Longer key - BQ ZV 3PNV 60RKete. « « VXM
Shorter key = VACXQOS5RTSBQetc . .RENY
Cycle 3. Ionger key - BQZV 3PNV6ORKetc. . . VXM
Shorter key = ACXQ5RTSBQetec. . RKVNA
Cycle 4. longer key -« BQZ V3PNV G60ORKete,. . . VXM
Shorter key - CXQ5RTSBQeteco . s REKVNAC
etc. ste. etec. ete,

#




| Vie shall tales as the measure of a complete cycle the longer key.
Tote that we may regard the longer key as stationary, and merely shift the
shorter key one lettér to the left after each cycle has besn completed.

The besis of the attack on this case consists in (1) determsning
and superimposing sequent cycles; (2) assuming the presence of such characters
as 42 and 33333, which cannot be eliminated amd still have the machine fime-
tion properly; and (3) recovering the keys step by step simultanecusly with
decipherment ,

In order to simplify the explanation of this case we shall show
first how the double keys are recovered and tested as to correctness, using
a certain amount of cipher text with its correspording plain text, disregard-
ing for the present the cuestion of how the latter is obtained. Vi shall as-
sune that the portdons of text given below belong to the same section of three
sequent cycles, and that we have the plain text for the first two cycles.

FIz, 6.
Ciphsr - GNUQR X 5 etc,
Plain - 25 A6Metc, cle 1.
Cipher - 28 4L WP WN ete,
Plain - 6M5 UNLE eto. Cycle 2.
Cipher =S E LYK I 4 etc.
Plain - ete. Cycle 3.

Now the successive steps in the recovery of the duble key are
1lustrated graphically in Fig. 7, and the subsequent discussion will refer
to the varions sections of this figure. Ve do not know what the combination
of letters in the longer and the shorter key is which produces cipher letter '
G from plain text 4 as the first cipher letter in cycle 1, and cipher 2 from
plain text 6 as the first cipher letter in cycle 2, Hit we may assume in
cycle 1 that the {irst letter in the longer key is A, in which case the cor-
responding letter on the shorter key must be Z, as shown in (1) of Fig. 7;
in ¢ycle 2, remembering that the longer key remains stationary, and that
the shorter one shifts one aﬁace to the left after each cycls, if the first
lotter in the longer key is A, then the corresponding letter in the shorter
key, to produce cipher 2 from plain text é, must be G, as shown in (2) of
Fig. 7. |

=10~
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Now since the shorter key has shifted one letter to the left in
cycle 2, the letter G can be placed next to Z on the shorter key in cycle
1. See (3) of Fig. 7. If the letter in the second position on the shorter
key in cycle 1 is G, in order to produce cipher N from plain text 4, the
correspording letter in the sams cycle on the longer key must be V. See {(4)
of Fig, 7. " may now place V next to A on the longer key in cycle 2. See
(5) of Fig. 7.

In order to produce cipher letter S from plain text ¥ in conjunction
with V as the letter in the longer key, the second letter on the shorter key in
cycle 2 must be U. See (6) of Fig. 7. ie may now place U next to G on the
shorter key in aycle 1, as shown in (7) of Pig. 7, and find the corresponding
1§tter on the longer key. It is 2, See (8) of Fig. 7. |

The process set forth 1s continued, resulting finally in the re-
construction of a double key vhich will produce from _t.he ciphar letters given

in both cycles the correct corresponding plain text. Thus:

longer key -~ AV 2X
Shorter key =2 GU YD

~
Q=
b4 <t

Cycle 1. Cipher - ~-=- GNUQRXS5
Plaintext =4 4 25 A 6K
Ionger key = AV 2X7MYV
Shorter key =G UYG G X W
Cycle 2. Ciphey =~ 2S LU PYWN
Plain text - 6 M5U0UNLE

c

We may test the correctness of these keys by applying them to

cycle 3, Thus:

longer key -
. Shorter key -
Cycle 3 Cipher -« - - S E 4
Plain text -« ER A

W see here the ending of a word 1like GENERALLY and we may feel
sure of our keys,

Now in the reconstruction of our keys above, we began arbitrarily
with A as the first letter in the longer key. We might have begun with any
other one of the 32 possible letters of which the cipher square is composed,
‘and thus build up another pair of keys which, though in external appearance
althogether different from the pair recovered sbove, would serve just as well
as the latter. In short, it is possible to derive 32 different pairs of keys,

-11-
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any pair of which might be the original pair, but since all pairs give
equivalent results, it will be unnecessary to find out which pair was

really the a-ig:lnal. '

In the preceding example, the decipherment of superimposed
portions of cycles 1 and 2 was given, it haviig been stated that we should
disregard for the moment the cquestion of how this decipherment was mocured.
Yl shall rmow proceead to the next step, which is to decipher amd reconstruct
the keys simultaneously, given no deciphsrm'ent whatever to start with., For
this cage we shall show the steps in the actual solution of a problem where
only five messages have been intercepted. Since the principles to be eluci~
dated require but a small part of e larga'-ﬁody of text, it will not be nec-
essary to give the whole of each of these five messages. & shall show first
’mrely the key indicators and the length of each message.

KEY INDICATORS AND LEIGTH OF “TSSAGES.
1. 060-050. Length, 610 letters.
2, 670-660. Length, 555 letters.
3. 225-216. lLength, 482 letters.
e 707-698. Length, 88, letters.
5. 591~583. Length, 572 letters,

Assuming keys of 1,000 and 999 letters, we may indicate graph-
ically the relative positions in which these messages will fall by a diagram
such as that shown in Fig. 8. In this dlagram we show exactly where each
mssage begins and ends, what the key indicators are, etc. Ve can take for
- experiment any vertical section of these superimposed cycles. Let us take
the section consisting of 25 letters in each of messages 1, 2, 4 and 5 as
1ndicéted by the serrated lines in Fig, 8, This diagram shows that letters
1 to 25 of message 1, 391 to 416 of message 2, 354 to 379 of message 4 and
470 to 495 of message 5 fall within this section. We therefore take those -

letters from our messages. They are as follows:

Message 1. Letters 1-25,
5Y27C 3RKK6 R7DA JRUX6 CJOAI

-12-
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Message 2. Letters 391-416,
5JBOB G3L?7 D7SVZ BIVIR 50ERG
Message 4o Iletters 354-379.
ICHLT JQJUH WASC3 AMIF  STUI
Message 5. letters 470-495,
CXURW K322¥ F7082 GVRNP 26NTR
Let us place thess four portions directly beneath one another.

Thus:

FIG. % .
Cyclel ~-5Y27C 3RNK6 R72Q4 JHLUXS6 CJIJOAJ
Qyale 2-5JB0B G3L77 D78SVZ BTVIR S50BRG
Cycle 3-XCHLT JQJUH WAS5C3 WWMBF STT7UI
Cycle 4, ~-CXURW K322Y F70N7 GVRNP 26NTR

7 Now if we can find the plain text for the scries of letters
which fall dircctly beneath ane another in cycles 1 and 2 we can begin
to reconstruct the keys. It becomee a cuestion thercfore of assuming
the plain text for the first few letters of gyles 1 and 2, recovering
the keys upon the basis of such tentative decipherment and then testing
them upon cycles 3 and 4. If the tentative decipherment is corrsct, the
application of the duble ksy to cycles 3 and 4 mmst result in the pro-=
duction of intelligible text. If such a result is mot attained then it
means that the tentative decipherment upon which the recovered double key
is based is not correct, and we proceed to try a different tentative de-
cipherment for cycles 1 and 2. The incorrect assumption can involve el-
thereor both of the series of tentatively deeiphered letters. Obviously,
if we can be certain of the decipherment of one of the series we will be
on surer ground end will have to modify our assumption only for the other
of the series when our trials of recovered keys prove the tentative de-
c:lpherme;mt to be incorrect. Now the beginning of nearly every message
can be assumed to be 4425, in order to insure a proper adjustment of the
recelving machine. Ilet us begln therefore by assuming that our message
1 starts with 4425, and since the portion of thls message which falls
within the section to be analyzed contains letters 1 to 25, we may insert
tentatively the decipherment of the first four letters of message 1 as
4425, Then lst us assume for the mament that the portion directly beneath

13-
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Jin message 2 consists of a series of 3's, reconstruct the keys for these
two portions (as illustrated in Fig. 7) and test them on cycles 3 and 4.
Ths result of these steps is shomm in Fig. 10.

FIG. 10

Ionger key - A SR
Shorter oy = HOR
Cycle 1. Ci.plnr-s 27 C3RNetc,
Assumed plain text - 4

Ionger key - A

Shorter key - O

Cycle 2. Cipher - §
Assumed plain text - 3

Longer vy - A

Shoter ey - R

X

ext-H

A

5
L
H
0BG 3 L etc,
3
; L
. | Cycle 3 Cipher ~ I

TJQJ ete,
Resultant plain t

longer key -
Shorter key - Q
Cycle 4. ‘Cipher - C X
Resultant plain text-G N

42
SR
R
JB
33
SR

H
CH
MR
SR
H
UR 7K 32 ete,

These results prove that the assumption of a series of 3's for
the beginning of cycle 2 1s incorrect, since the letters given for éyclea
3 and 4 form wnintelligible text. Ve therefore try out another probable
combinat ion for message 2, such as RE3, retaining as our decipherment of
the corresponding portion of message 1 the combination 4425, and see what
result this gives. A list of the polygraphs which would recur most fre-

quently, and vhich would be tested in conjunction with 4425 for message
1, is given in the following table:

33333 PFIT INIT IVIT
3THE3 ATI WA-S,R D3TH
3AND3 HAT3 VIR SN
ING3 F5T3 IT-3,H S3TH
ERE3 HE(3)S T3TH TER (3)
3THA TION3 3ARE3 RE(3)A
T3 EFH N3TH 6453
HE(3)R(3) gt:‘t]swg 3ALL3 éN53

The muccessive trials take very little time, since the _porrect--
ness of any trial 1s speedily proved or disproved by applying the resultant
keys to cycles 3 and 4, In this case, the trial of the polygraph 33 re-

=1
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sults in excellert combinations in cycles 3 and 4. Thus:
Fm! 110

Cycle 2. Cipher -~ §
3

Shorter key = P A 7 )
Cycle 3. Cipher = X TJ QJ ste,
Resultant nlain text - 4 4 2
Jonger key - AS P M
Shorter key - A 7
Cycle 4. Cipher = C X UR WK 3 Z etc.
Resultant plain text. - C O
It is evident that in cycle 3 we have struck a "carriage return
and 1limo feed;" in cycle 4, we probably have a word beginning with CO, and

ws can try to muild upon this digraph such words as suggest themselves, as

the following:
CODE COMAND CONTRACT
COLUMN COMPANY CONVOY
COLLECT CONDITI(N COPY
COME CONNECT CORRECT
COMING CONSIDER cosT stc, ete,

It may take considerable time to test out all of the tords
vhich suggest themselves, but it ies only the start which is laborious,

for after this the messapges almost :(3olve themselves., Let us see what
) P
happens when we try CO!AND. Given( ? in cycle 4, the blank letter is
' i}

M
P, This enables us to place F beneath M .Em the lower key in cycle 3; and
i .
gives A as the nlain text letter. Given g? in cycle 4, the blank letter is R.
R
(3
With these additional lower key letters in place throughcut

our deci herment we have ths following:

-15-
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FIG., 12
Ionger key ~ A S P U
Shorter key - HOP A 7F R
Cycls 1. Cipher - 5 Y2 7C 3R R etc.
Assumed plain text = 4 4 2 5
" longer kay - AS P X
Shorter key - OP A 7F R
Cycle 2. Cipher - 5JBOBG 3 L ete,
Assumed plain text 3 ON 3
longer key - AS P M
Shorter key - P A7F R
Cycle 3 Cipher ~XCHL T J Q J stec.
Resultant plain text = 4 4 2 A
Ionger key = AS P ¥
Shorter ey - A ZF R
Cycle 4 Cipher ~- CXUR VK 3 Z etc.
Resultant plain text ~C OMMX AND
We are now ready to determine the next letter in the lorzger key., In
3 ‘
the columz headed by the l?tter to be sought, in cycle 1 we have E? ; in
: ? ? C
cyclez’ (F;incyc.le 3’ ER. (?

'.' (?
I'I'. is evident that we want such a letter in the upper key as will produce the

best plain text letters from the given cipher letters %o add to the already
deciphered text. We could iry out all the letters of the alphabet in turn,
beginning with A, thus:

If A is the ) (a (a (a
upper kay let~ ) in cycle 1,(7 =F; in cycle 2, (F = Q; in cycle 3,(R =B
ter then ) (c (B (T
If B is the ) (B (8 (B
upper key let~ ) in cycle 1,(7 = 0; in cycle 2, (F = F; in cycle 3,(R = A
ter themn ) (c (B (T
If C is the ) (c (c (c
upper key let- ) in cycle 1,(7 = 7; in cycle 2, {F = G; in cycle 3 (R=H
ter then ) (c (c (T
etc. etc. ' etc.

A short cut to the finding of these successive equivalents is
accomplished by the use of the alphabets of £he cipher squa.:;e cut apart and
mount ed upon etrips. It will be notiz;ed that the successive equivalents for
ths combination Z incyclel are F, Q, 75 o o o » 3 for the combinat.iong
in cycle 2, Q, F, Gy c o o o 3 for the ooxrbinaticn?incycleB,B, A,Hy o 6 0 0
Now note the alphabets in the cipher square headed by the intersec-
tion letters of the combinations g :g and};., viz., C, Hy, and G, respectively.,
In the C alphsbet the sequence begins F, Q, 7, » o +» » It is evident that this
alphabet vwill give the complete sequence of letters resulting from the application
16~
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of the successive letters of the alphabet to the combination Z e« The H
alphabet w1l likewise give the complete sequence of letters resulting from the
spplication of the successive letters of the alphabet to the conbination g;
and the G alphabet will give those applying to :. Therefore, if ws take the
alpabets of the cipher square, cut thenm apart, mn;tmt them on strips, select
those headed by the letters C, H, and G, and set them so that the lstters of
all three coincide throughout their length, we have the complete series of
Jetters resulting from the application of the successive lettsrs of the alphabet
to these combinations, The successive letters or equivalents of this operation
will all be found on the same horisontal lines. By eetting the 7 alphabet oppo-
site our strips, the letter in the longer ley necessary to produce the squiva-
lents which fall on the same line will be indicated on ths 7 alphabet at the
same time, as shomn in Fig. 13.
FI0. 13. If the high firequency letters appear in red on these strips,
we oan begin by selecting that horizontal line which contains all

£

Q
29’? A red letters. In this case, with V as the letter in the longer key
GH . ‘
glxl §Z for the column under discussion, the three high frequency letters,
;:gQ T, R, and 3 are given. These, added to our partial decipherment,
7
BGT7C give the following:
IAL N
JS 52 FIG. 14
XESY
THIL Ionger key ~ AS P UV
NL41 Shorter key ~ HOP A ZF R
N20OP Cycle 1 Cirher = 5Y27C 3 RN etc,
OPN2 Plaintext - 44 25T
PO2R
gg#; Ionger key ~ ASPMY
Shorter key ~ O P ATFR
SJzvV Cycle 2, Cipher ~ 5J BOBG 3L etc,
TY3R Plain text « 30N 3R
UDWX
V'I‘Rg- Ionger key - ASPHY
WXup Shorter ey = PAZFR
¥DU Cycle 3. Cipher -« XCHL TJ QJ etc,
6EK Plaintext - 4 4243
584
:;3 longer key = ASPMYV
Sharter key ~ A7FRC
INL Cycle 4. Cipher ~- CXURTWK 32 ete.
%:g Plaln text = COMMAND

NP W I B g M

~“17-
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In cycle 4 we have gw which gives C as the corresponding let-
A

ter in the shorter key, as shown already in Pig. 14. Ve may try cut in
cycle 2 the latter E after R. This wuld glve Z as the letter in the longer

key for that column. Applying Z to all the corbinstions in this column, we

have the following:

Cyc.l@ 1.

cyc].O 2,

Cycle 3.

Cycle 4.

FIG. 15
longer ey - AS PMV Z
Shortar ey ~HOPATFRC
Cipler - 5Y27C 3 RN ete.
Plaintext - 442570
Longer -ASPMV Z
Shorter ey = OP A7FRC
Cipher - 5J B OB L etc.
Plain text -3 ON3RE
longer key ~ASP MV Z
Shortar key - P A 7FRC
Cipher =X CHL T JQJ etc,
Plain text - 4 4, 2 A3 H
longer key = ASPHVZ
Sharter Iy - AZFRCL
Cipher CXURWK3 2 ete.
Flain text COMMAND

The first messaze begins with TO, and we may place & 3 after it.

This gives the letter in the longer key which applies to that colum, viz., 3;

ard this, in turn, gives the plain text letter C following E in cycle 2, making

it probsble that the word 1s RECEIPT or RECEIVING or RECORD etc., Thus:

Cycle 1.

Cycle 2,

Cycle 3,

Cycle 4.

FIG. 16,
 longer key « ASPMV Z3
Shorter ey - HOP A ZFR C

Cipher = 5Y2 7C 3 R N ete,

Plalntext = 4 4, 25TO0 3
longer key - ASP UV Z 3
Shorter key -« OP A 7FRC

Cipher - 5 J BOBG 3L etc,
Plain text -~ 30N 3REC

lorger 3y = ASPYHVZ 3

Shorter kay ~P A 7TFRC
Cipher X CHL T J Q J ete.
Plgin text 4L L 2A3H

longer key - ASPMVZ 3

Shorter key - A 7FR C
Cipher =C XUR WK 32 etco
Plaintext =~ COMMAND

-18-
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From the combination (? in cycle 4, L is given as the letter in the
(K ,
(N (3 ‘
short er key, which, in turn, in cycle 3, in EL , gives the plain text letter E,

Q
(2

suggest ing the word HEAVY, ™ can test out the words which suggest them-
selves in cycles 2 and 3, and see what we get in cycles 1l and 4; or we can
test out the words vhich suggest themselves in one cycle by applying ihe
resultant key letters to any other cycle at the proper polnt.

Enough of the mrocedure has been shommn to prove that the method
is perfectly practicable. If 4425 Wried out at the beginning of the messags
does not yleld good results, there are many other places to try out the same
combination further along; for this combinatian, 442, must appear at inter—
vals of approximately 55 to 70 letters. Or, this failing, the ends of messe~
g8 can be tested for 6M5, i. e., "periocd." Should the decipherer be fortunate
enough to find two messages which begin within e or two letters of one
another in sequent cycles, then it will be unnecessary to assume any plain
text other than 4425. Q, if he should find that the beginning of one message
falls within the same section as the end of another, the plain text will be
L425 end 6M5. VWhen a place is reached whers the proper continustion of the
messages 1s difficult by reason of the failure of the mreceding text to sug-
gost the succeeding text, recourse is had ggain to the alphzbet strips.

It 1s to be noted further that these alphabet strips may be used
to find the letters in the shorter key as well as those in the longer key.

The arrangement of the messages into sequent cycles is such that the letters

of the shorter key are similar on diagonal lines. Given the letters of the

- longer key and the cipher on a diagonal line, ane proceeds to set the strips,

applying the same principles as before, remembering only to add the high
frequency combimations found diagonally on the strips in the messapges as

‘ arranged for decipherment. The letter opposite the high frequency com-

bination on the 7 alphabet, will be the diagonally constart letter of the
shorter key..
The complete decipherment together with the double key for these
partial messages is shown in Fig. 17.
-19-
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FIG. 17.
Ionger ey =~ ASPMVZ3EK7O0JNALIRBGU3HWFD
Shorter Key ~HOPA7ZFRCLDPEKZTUMPAS3ULFT7A
Cipher -5Y27C3RNEKB6RT20AJLCXRARCJIJORAJ
Plaintet =44 25TO3ALLSRESERVE3OFFICE
Longer Key - ASPMVZ3EKT70JNALIRBGU3HWFD
Shorter Key =OP AJFRCLDPEKZTUMPA3ULF7AVY
Cipher -5JBOBG3L771)7s’v"'z'BTv§"nsoBa'G‘
Plaintext -30N3RECEIPT30F3AN3ORDERS3F
longer Key - ASPMVZ3EK70JNALIRBGU3ZHVFD
Shorter Key =P A7FRCLDPEKZTUMPAIULF7AVC
Cipher - 'i"c—'HLL" TIQJUHWASC 3 WY ‘:uLB FST701
Plaintext -4 4L 2A3HEAVY3BARRAGE3ON3THE
Ionger ey - ASPHVZ3EK70JNALIRBGU3HYFD
Shorter Key - A7FRCLDPEKZTUMPA3ZULFT7AVC2
Cipher -C '.xZ URWK3Z2YF JON2GVRNP26NTR
Plaintext ~COMMANDINGI36WWISTHIMINEWE

We have seen that the knowledge of the length of the key was
necessary in order to arrange ths messages in the preceding case for de-
cipherment. Granting that the lengths of the tapes bearing the keys would
be changed from dgy to day, and that "breaks" between messages would be made,
it would nevertheless be an easy matter for the ememy to superimpose cycles

 correctly, without a knonledge of these lengthe or these "breaks”, since

the key indicators which must accompany each msssage afford ample data

for the rlacement of messages. For instance in the preceding case vie can

determine the cycles to which sach messags belongs relat ive to the first
mess\age, merely by finding the difference between the key indicators for

the several messa;es, though we may not know how much of a message is to be
found in one cycle ard how much in the next cycle. Thus, the indicators

for messege 1 are O and 050, the difference being 10, Those far messags 2
are 670 and 660, the difference also being 10, Therefore, the beginning

of the second message is in the same cycle as the whole of message 1. The
indicators for message 3 are 225 é.nd 216, the dif ference being 9. This shows
that message 3, with respect to messsage 1, 1s in cycle 2; since in the first
moss#ge the two key tapes are 10 letters apart as regards their points of
origin, and in the third message only nine letters af’arto Now the difference

~20-
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_between 225 and 060 is 165. So that we may place the first letter of
message 3, vhich belongs to cycle 2, under the 165th letter of message 1.
We c&x now £it in the portion of message 2 which belongs in the second cycle,
since we note that the placemsnt of message 3 allows roam for 225 letters of
message 2 in cycle 2, leaving 330 letters, which will be exactly enough to
£111 up 1,000 letters in the first cycle. However, we do not need to o even
this much, for we can work with beginnings of messages. Thus, given the
following series of key indicators for as many messages, they can be arranged

as shom in Fig. 18.
MESSAGES

Mess~ Indicators Diff- Cycle Mesg~ Indicators Diff- Cycle
age erence age erence

1l L2=385 b 1 1 22-189 243 13
2 430-399 3 5 15 517-483 34 2
3 320-291 29 1 16 476456 .4 16
L 75 5=729 26 10 17 706-687 19 17
5 830-802 28 8 18 L68-4,50 18 18
6 103-079 2 12 19 316-299 7 . 19
7 465-14,33 32 4 20 011~994 16 20
8 001-~978 21 i5 2 050-035 15 A
9 670-643 27 9 22 200-186 1, 22
10 20-177 33 3 23 286=~273 13 23
1 035-010 25 11 24 095-983 12 2
12 212=-190 22 14 25 001-989 11 25
13 516-1,86 30 ° 6

The_re‘ are several points whu,e an attack may be made, when the
messages are arranged as shown in Fig. 18, Both keys may be recovered com-
pletely or nearly so. No matter ho.ﬁ the ley indicators may be used, given
a suf flclent amount of intercepted traffic, enough text can be obtained to
make it possible to arrenge the cycles with reference to one another so
that a solution may be achieved.. The cryptographer is guided by the key
indicators in his arrangémenb of messages preparatory to decipherment and
not by the order in which they happened to have been sent,
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ADDENDUM I.

\.

OPINION TASED UPON THE SIGNAL CORFS® MDIFIFD METHOD OF USING
THE A. T. & T. MACHINE CIPHER.

The purpese of this memorandum is to set forth owr opinlon, with the reasons,
that the A, T. & T. machine cipher as now used by the Sig;-nal Corps is decipherable
by the same principles as already established ard as already admitted to be effec-
tive by the representatives of the M. I. D. and the Signal Corps.

The following is a transcript of the rules for the operation of the machine
for cipher purposes, as set forth in a pencil memorandun by Lt. Col. J.O.Mauborgne.
Order of Punching Tape.

10 line feeds
6 letters remressnt ing Dumerals of tepe ad‘btinga

as PPPTVIT (5(1)525)

During Capt.
Fowler's time
enciphering began here.
Istter = or letters designating cipher of fice, as "X", "NP" etc.
Figure shift (6)
Ciphsr burean serial muber of message
Space (3)
Figures (6)
Check or word count in mmerals
Letters — line feed (5-2)
Place from =—
Date
Time filed
Carriage return — lins feed.

Early 1919
Enc iphering
begins
Rame — address —— body of message —— signature
Enciphering ends.
OCne line feed -~ 15 carriage retwrns.

Note — Tapes A and B vary in length depending upon mumber of letters

to be gent in one day. For example, we might use 700 on the A taps
and 699 on the B, or 650 on the A tape and 365 on the B, etc.

* *» * 3 ¥*

The differences betwsen the original msthod and the modified method of

wsing the machine can be summerized as follows:

RIGINAL METHOD | VODIFIED METHOD
TAPES |
1. e tape is one letter l. One tape may be any number
longer than the other tape. of letters longer than the othar taps.
2. The mmber of letiers in 2. The tapes vary from day to day.

each tape 1s constant from day to day.

-1.
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SHIFTING THE TAPES

3. The tapes are either 3. The tapes are shifted an
"not shifted at all between unequal mmber of letters after each
messages or are shifted together message., For example, the A tape
the same number of letters. may be shifted 10 spaces, the B tape
14, '

BEGINNING OF ENCIPHERED MESSAGE

4. Each message begins with 4. The enciphered prortion of message
the functions represented by 4425. Ybegins at once with the name and address
of the person to wham the message 1ls sent.

USE OF FUNCTIONS AND PUNCTUATION

5. All functions and 5. Some functions and punctuation may
punctustion are used as in or may not be used, i. e., there may be spaces
ordinary typewritten matter. (3) between words, commas (&N5), paragraphs

(44233333) etc., with the exception of (442)

which 1s absolutely necessary for the function-

ing of the machine.

We shall now show that these differences as set forth above do not change the
nature of the cipher in 3 manner s0 as to prevent an attack by exactly the
sam® principles as elucidated beforé, first, because it is unnecessary to know
either the lengths of the tapes, or by how mich they dif fer, secondly, because
the shifting of the two tapes an unequal mmber of letters has no bearing upon
the caso at all, third, that even should the encipherment begin with some uninown
text and not with the functions 4425 that there is a sufficient number of possi-
bilities to try out in other places; and fourth, that the presence ot absence of
certain functions and of punctuation may make the problem a littie more difficult
but by no means maolvéh_‘le. |
. 1. THE TAFES.

In order to eliminate all ambiguity we shall define the word "cycle"
and the phrase "ssquent cycles" as follows:

(a) CYCLE, Tpat relation which exists between the two key tapes after
one tape has made one complete revolution. Cycles may be measured by either the
longer tape or the shorter tape, and in our work we have used the longer tape as
the measure of a cycle.

(b) SEQUENT CYCIES. Two cycles are sequent vhen the longer iape occupies
th® same absolwe position in both cycles and the shorter tape is displaced one
and only one lstter in one cycle as compared with the other. In all the drawings
and figures this displacement is to the left., lthen the key indicators for one

-2~
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megsags differ by an amount, X, and those for another message differ by
X+lorX-1, then we hare a case of sequent cycles. 'lhen the lengths of
the key tapes are unknown this difference must be expressed in terms of
either a positive or a negative quantity. E:dmpla: Key indicators 075 =
125, difference = -50. Key Indicators 125 -~ 075, difference = + 50.

In ths original method the knovledge that the two tapes differed by tut
one letier in length enabled us to say that sequent cycles remresented a dis-
placement of the shorter tape of but one letier each time., This, in twrn means

that sequent revolutions of the longer tape ooincide with sequent cycles, In

other words, a progression from say the end of the secomd revalution to the end
of the third revolution means a progression of one camplete cycle and xjepresents
a displacement of one letter of the shorter taps.

If the tapes differ in length by more than one letter, for example, if
the two tapes differ by 50 letters, then the displacement of the sharter tape
will be 50 letters per revolition of the longer tape, in which case it is clear

that gequent revolutions of the longer taps will not coincide with sequent gycles.

Fig. 18 and the discuselon applying to it shows clearly that these messages

were supsrimposed by reference tc the key indicators only. The crucial point is
this, that in the solution of a p_ig@ long message a knowledge of the lengths of
the key tapss is absclutely essential; without this knowledge the length of a
cycle and the displacement in sequent cycles never can be determined, which in
turn means an inability to superimpose cycles so that the principles of solution
can be #pplied. But in the solution of a serles of rmssages a knowledge of the
lengths of the key tapes is entirely unnecessary, since sequent cycles are
determined not from such a knowledge but solely from the key indicators for

the respective messages. The displacement in sequent revolutions may be any number

of letters, a matter of no concern to us, but the displacement in sequent

gycles (aecording'to our definmition of the phrase) is always one letter, and

thers can be no doubt that that messages in sequent cycles can be found, as will
be illustrated below. To sum up, therefore, a knowledge of the lengths of the
two tapes is entirely urmecessary for the superimposition of cycles, preparatory
to decipherment of a series of meseages,

-3-
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2. DALY VARTATION TN LENGTHS OF TAPES.

Tha fact that there is a daily variation in the lengths of the tapes in
ths modified method as compsred with a constant length in the original method
has no bearing upon the case because as stated in the preceding section, a
knowledge of the lengths of the tapes is umecesﬁary for the solutian of a
series of messages, and secondly, because the fact of constancy in the lengths
(as vas the case in the original method) is per se of ro importance in such a

salution,
3. SHIFTING THE TAPES.

The shifting of the tapes, together or singly, equal or wrequal distances
in dll instances has no bearing upon the case, bacause such shifting does not
preclude the possibility of the occurrence of sequent cycles., As a matter of.

the wequal shift of the tapes, after each message, is a hi . er-

Qus_procedure becauss it makes possible the a_tcccirimtal enc ipherment of two meg-
sages by an identical resultant sirgle key, 1. e., ‘such proceeding introduces
many possibilitles of "overlaps." Every cass in which the difference betwesn
" the key indicators is the sam represents a cese of an 'overlap".

| 4. PUNCTIONS ELIMINATED AT BEGINNING.

The fact that in the original method msssages began to be enciphered with
the functions 4425 only eliminated the necessgity of assuming rlain text for the
beginning of a message, 1. e., if we know that each message beglins with L425, the
trial of the most frequently recurring polygraphs in the corresponding position
in the next sequent cycle is all that is necessary to get a start. H owever, in
the modified methoed tlere remain many other points of attack, for the encipher-
ment begins with a name and an address., This must contain, in military messages,
titles, initials, punctuation end functions such as figire and letter shifts,

. period, spaces. ‘A1l of these afford easy openings for attack, especially in
view of the fact that the sending and the receiving stations can be determined
with a fair degree of probability.

5. ELIMINATING PUNCTUATION etc.

The elimination of all punctuation, and such functions as space and paragraph
would not camplicate the solution any more than their absence in crdinary cipher

mesgagee does. However, the functions 442 (carz-iage ratum and line foed) are

wlye
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absolutely necessary for the proper operation of the machine and therefors thelir
olimination is impossitle. Tpe length of lines is not highly variable in nature,
and it is reasonebly certain that in the body of the message the functions 442
mist recur at intervals approximating 60 lstters. |

The indicators and lengths of the following seriss of 17 msssages illus-

trate the foregoing points, This series of hypothetical messages was dramn up
according to the rules as laid down in the msmorandum submitted by the Signal
Corps, and represent what happens in the traffic of only ons station of possibly
four. This station has been assigned ons fourth of the length of one tape, in
adcordance with the plan set forth, The tapes for the day are 700 and 670 letters
in length., Station 1 has been assigned the region from 001 to 160. on the shorter
taps. At mo time mst the difference between the key indicators exceed 160y other-
wise Station 1 will be encroaching upon the mgioﬁ assigned to another statlon,
or as we shall sgy, b will be "out of bounds." Ths data far this series of
hypothetical messages are as follows:
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TAPES
700 - 670

t.37 - 416 (a)

Nessags 1. 076 - 055 (=2 ®

2. 42 - 17 f“) =25 (b)

206 - 206 (c)
6.8 - 623 (d)

B

- 6710 (e)
086 = 080 (d)

L. 090 - 068 gag = 22 (b)

c
75 - 653 (d)

5. 362 - 262 (&) = 100 (b)
- 287 (c)
9 - 549 (d)

6. 655 = 5% (a) =105 (b)
638 - 688 (c¢)
133 -1238
- 6 (o)
(d)

7. 649 = 597 (a) = 52 (b)

305 - 05 (¢
954 - 902

- (&)
254 - 232 (d)

8, 259 = 232 (a) = 27 (b)
- 323 (¢)
58 = 555 (d)

9 195 « 076 ¢ (a% = 119 (b)

- 523 (d)
KEY TO EXPLANATORY MARKS: (a)

N

10. 658 = 532 Eag =12 (b)
- c
11145 -1019
(o)
aus - ,1.9 (a)

1. 449 - 385 (a) = 64 (b)
508 - 508 (c)
957 - 893
700 - 670 (o)
%7 - 223 (a)
12, 260 - 236 (a) 2, (b)

8 &

13. 480 - 350 (a) =130 (b)
26 ~ 216 (c)
()
. 698 <571 (a) =127 (b)
267 = 267 (c)
965 - 838
- 670 (e)
. 2% - '1'%? (d)
5. 272 - 170 (a) = 102 (b)
208 - 208 (c)
480 = 378 (4)
16, 495 - 399 (a) =96 (b)
6 - 416 (c)
Gl1 - 815
00 - (e)
21 - 145 (d)

17, 225 - 202 (a) =23 (a)

%'3'3‘3'%%' (d)

Indicators at beginning of message.

) Gycle as determined from their difference.

Length of message,
Positions of tapes at end of message.
Subtraction for length of tapes,
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ADDENDUM 2

SUMMARY
In this Addendum wve shall show:

8., hov the test messages submitted by the Signal Corps were
deciphered.

b. that the present system, which employs key tapes 4if-
fering in length by more than one letter, is much more unsafe
than the former method in which key tapes differing in length by
one and only one letter were used.

c. hov the trials for possible plain text are reduced to
simple terms, enabling a great number of trials to be made within -

a short tiume.

d. methods of solving cases not involving sequent cycles.
1. PRiNCIPLES USED IN THE SOLUTION OF THE TEST MESSAGES

It may be said at the outset that the principles which vere
involved in the solution vere basically those set forth in the
original manuscript and its Addendum 1. The steps vere as
follovws:

a. First, the plaln text preamble for each message was
read. This gave the key indicators, the serial number of the
message, the number of words, the place of origin and date. For
example, the first message sent by the station at Hoboken gave

the following preamble:
EWWPPQA6Q53656QR52HQ3P30F3EZHOBOKEN3NI3SEPT36WW36TRP55P442

"franslated,” this would read as follows:

322 * 001 (Serles)A {No.)l 14{vords) HQ P(ort) of E(mbarkation)
Hoboken NJ Sept 22 5:40 P(M)

Then the total number of characters in the message was
determined by count, beginning with the character immediately
following the 442 and extending to the beginning of the series
of 2's or 4's at the end of the message.

- By classifying the tapes in accordance with their points
of origin, and then in accordance with their serial numbers, the

following 1ist resulted:
List of Messages

WASHINGTON SERIES

Message Message

Ro. Indicators Length No. Indicators Length
1 126 * 001 278 8 687 * 228 4o1
2 406 # 281 321 9 393 # 082 182
3 729 * 604 380 10 577 * 266 438
4 324 = 347 213 11 230°* 067 252
5 539 * 562 230 12 484 * 321 304
6 771 * 155 276 13 002 * 626 331
7 261 * 432 423 14 335 # 320 484
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Message Message
No. Indicetors Length No. Indicators Lenzth
15 034 * 167 314 46 Ly » 123 421
16 350 * 483 341 by 110 * 546 319
1 623 #* 187 237 4 431 * 228 359
1 15 * 426 264 49 005 * 589 400
19 887 = gg} 333 50 4ot # 332 326
20 746 * 388 281 51 735 * 041 582
21 242 = 032 182 52 532 * 625 273
22 ko6 * 216 326 53 020 * 261 309
22 754 * 54% 270 54 331 * 5;2 150
2 239 » 127 629 55 483 * 085 4o3
22 083 « 169 1959 56 101 * 490 403
2 470 * 213 228 5 506 * 256 378
25 700 * 443 304 5 099 * 636 783
2 219 * 110 43 59 097 * 143 492
29 638 * 549 308 60 591 * 00k 221
30 181 * 220 481 61 027 * 221 381
31 664 *= 064 214 62 408 # 602 237
32 093 * 280 410 63 647 * 202 327
33 sgg * 053 254 64 189 * 531 295
34 698 * 309 236 65 486 * 189 300
35 212 # 547 244 66 001 =* 491 195
36 458 = 154 225 6 168 * 0k9 4ok
3 735 * 431 302 6 624 * 475 411
3 312 * i86~ 323 69 250 * 259 318
39 637 * 481 kg1 70 570 # 579 262
40 380 * 335 1h42 T1 o7 = 204 161
4 487 = 479 318 72 210 * 367 208
42 020 * 160 27 73 420 = 577 202
43 297 * 437 37 T4 624 = 142 149
4y 673 * 984 206 75 775 * 293 133
45 094 # 382 378
HOBOKEN SERIES
Message Message
No. Indicators Length No. Indlcators Length
1 322 * 527 101 19 772 * 605 204
2 515 * 164 532 20 186 * 971 215
3 971 * 089 195 21 ko3 * 479 456
L} 460 * 287 203 22 733 # 298 370
5 665 * 492 253 23 4he * 031 314
6 133 # 108 229 24 762 * 578 Lo7
g 364 & 339 429 25 b79 = 117 . 165
008 * 131 388 26 552 # 285 354
9 398 # 521 3370 2 121 = 002 366
10 770 = 254 213 2 489 * 370 751
11 198 * 469 177 29 455 # L8Y 1089
12 377 * 009 245 30 759 * 297 396
13 624 * 256 235 31 sgo * 056 1200
14 733 * 493 358 32 785 * 619 562
15 B3l = 21} 275 33 g2 » s5hl 523
16 711 * 491 345 3y 300 * &30 512
1 271 * 199 178 35 027 * 305 495
* 379 224

1 451




REF ID:A516913
~ | ~
NEW YORE SERIES

Haaaégo Message

No Indicators Length o Indicators Length
1 714 * 001 157 13 576 * 002 236
2 086 * 160 307 14 714 * 240 272
i 395 * 169 235 15 201 * 514 302

91 * 067 761 16 505 * 179 235

5 618 * 191 205 1 Th2 * 416 231

6 038 * 398 365 1 188 = 010 276

g 405 * 126 329 19 418 « 288 284
36 * 457 577 20 752 * 5T4 134

9 528 # 397 316 21 101 # OT1 128
10 059 * 076 585 22 231 * 201 133
11 6 * 024 359 2 366 = 356 143
12 220 * 385 253 2 511 * 481 23}

NORFOLEK SERIES

3:, Indicators Length
1 518 * 001 514
2 247 # 517 320
3 569 # 200 271
4 055 * 473 274
5 X 331 * 110 2
6 612 # 391 >
g 215 # 142 163

380 * 30 139
9 521 * 44 446

10 182 * 257 Y

11 o7h # 297 407

12 483 # 067 227

13 712 * 296 275

1% 200 # 571 279

15 481 * 213 195

16 678 * 410 990
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. b. Next, the lemgths of the two keys were determined from
& mathematlical analysis of the foregoing lists. Consider, for
example, the first few messages emanating from Washington, paying
particular attention to the key indicators, and the length of each
message. For exampli, Washington 1 begins at 126 * 001 and
contains 278 lettersl. It is evident thet at the end of the mes-
aage the keys would be at poilnts, hereafter designated as "loei,"
278 letters beyond the original loci. Thus:

Washington 1 .... leg & 00%
Length ceos % 27
7

The key indicators for Washington 2 are 406 * 281, two in advance,
respectively, of the loci where Washington 1 left off. It 1s evi-
‘dent that before beginning on the next message Washington 2, which
has 322 letters, the encipherer "alipped” both key tapes two letters.
Adding the number of letters here again to the key indicators, ve

have the following:

Washington 1 .... 12g d OO%.
Length P M

S1ip é 2 2)

Washington 2 .... 2

Length eses 322 222
726 * 603

Washington 3 begins at 729 * 604, in other words, after a ."slip"
of 1 letter in each key.

Now Washington 3 has 380 letters. Let us add 380 to the
key indicators. Thus:

gashiggton 3 e 7gg # Ggg
eng ceue
1159 ¥ 88E

The result should correspond( approximately vith the key
indicators for the next message, but Washington & gives as indica-
tors 324 * 347, It is evident, therefore, that both key tapes
have completed one revolution and are %23 and 346 letters, res-
pectively, beyond thelr initial loei, viz, 001. If now ve find
the difference between the theoretical pair of indicators,

1109 * 984, and the actual pair, 32% * 347, we shall begin to
approximate the lengths of the keys. Thus:

Washington itheoretical initial locig 1109 # o84
'} actual " " 24 # 34
' 785 * 537

We begin to suspect that the longer key 1ls about 785
letters in length, the shorter, about 637. We must, therefore,
determine not thelr approximate lengths, but thelr exact lengths.
If there were no slip betveen Washington 3 and Washington 4, then
the numbers 785 and 637 would coincide with the exact lengths of
the keys. We do not know wvhether there has been a slip bstween
these two messages, or, if theres has bsen, whether the sllp was
the same for both keys. But we do not have to determine that

lye shs1l use the word "letters” to include all the characters
and "functions” of the machine, as they appear on the cipher tapes.

4o
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immediately. Let us turn our attention to a case in which only
one of the key tapes completes a revolution within a messages.
For example, consider Washington 5, with key indicators 535 * 562,
length 230 letters; and Washington 6, with key indicators 771 * 155,
length 276 letters. Let us calculate as before.

Washington 5 .... 539 * 562
Length ce.. 230 230

If there has been a slip of two letters on both key tapes,
then Washington 6 should begin at 771 * 794. But in reality, the
key indicators for this message are 771 * 155. Still assuming an
equal slip of two letters, then locus 792+ 2 = 794, which coincides
vith locus 155. Taking the difference, T94-155= 639, which would
be the exact length of the short key. Above, we had determined
the approximate length as 637.

Applying the same process to determine the exact length
of the long key, tsking Washington 6 and 7 for calculation, we
find the folloving:

- g:shiggton 6 .... Z?% * 152
t cese 2
ng 16;'—?%'” .

Washington 7 begins at 261 * 432. Since the indicators
a8 regards the short key differ only by 1, ve assume an equal slip
of 1 for both keys. Therefore locus 1047 + 1 = 1048, vhich coin-
cides with locus 261. Then, likevise, 1048-261 = 7ég, the exact
length of the long key. Our approximate length was 705, as
determined above.

It nov remsins to test these determinations on all mes-
sages, their correctness being based upon the consistency with
vhich the theoretical key indicators for each message agree with
the actual, taking into account the assumption that the two key
tapes vere slipped an equal distance in every case. There may be
a variation in the amount of slip between successive messages,
but so long 88 1n each case both tapes are slipped through the
same distance, the result would be exactly the same as though each
message vere 1, 2, 3> ... letters longer than is actually the case,
with no 8lip vhatever involved. A careful study of the calcula-
tions which follov will show that there could not possibly be any
doubt about the correctness of the tvo determinations, 787 and 639.
There are several diacrepsancles, it is true, but they vere due to
errors, or carelessness on the part of the encipherer, as will

be discussed later.

Before giving the complete calculations for the serles
of messages, we shall introduce into the discussion a feature

vhich concerns vhat ve have termed latent cycles. {RPor defini-
tion of the ordinary cycle see page 2 of IE%Qndum 1.)

Consider Washington 3, for example; it begins at 729 * 604,
or in the 125th cycle and ends at 322 # 345, or in the minus 23rd
cycle. The message involves, therefore, at least tvo cycles.

But there 1s in reality an additional cycle involved. For, after
the message has proceeded for 36 letters, the short key is at
locus 640, vhich coincides with locus 001, since the key is 639
letters in length. But vhile the short key is at locus 001, the

-5~
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long key 18 at locus 729 36, or 765. After the 36th letter,
therefore, the mesaage proceeds in cycle 765-001, or cycle T764.
This ve term the hidden or latent cyecle, in contradistinction with
the open or patent cycles (which are shown by the key indicators
themselves), because the existence of the latent cycle is dis-
closed only by the calculations made as & result of the determina-
tion of the exact lengths of the two key tapes. These relstions
oan be demonstrated very simply, thus:

Washington 3 cees T29 # 604 Cycle 125
(length 380 letters) .... &
T

or
765 * 001 Cycle T64%

But this message is 380 letters in length and continues
to be enciphered after the 36th letter. Proceeding for 23 letters
more, the long key reaches the locus 788, which is in reality
locus 001, since the long key i1s 787 letters in length. The short
key, arter 25 letters, is at locus 02%. The difference betwedn
the tvo loci 001 and 024 is therefore -23, and the message is nov
proceeding in the latent -23rd cycle. It continues to do so until
the end of the message. These relations are summarized mathemstic-

ally in a standard form as follovs: .

Message : Length
No. Indicators Partia? Total Czclq
Washington 3 729 * 604 | 125
ne & 6 36
764

221 %21 321 380
BEnd of Wash. 3 .. 322 5

The calculations which apply to the entire series of messages
are as follovs:

WASHINGTON 3ERIES

Message Length
No. Indicators Partia% Total °l¢1°
1 126 * 001 | 125
278 518 278 278
0 79
i 2 2)
2
222 22 322 322
1 1
3 2

gG 86 36




\ Message

cont 'd,

10

11

REF

Indicators

765 * 640
765 * 001
2 2
785‘1’225%
001 * 024
21 321

ID:A516%913

/'\‘

Length
Partia% Total

23
321 380
213 213
78
152 230
17
259 276
208
215 423
101
311
.79 491
182 182
211
163
6l 438

Cycle

764

616

-171

468

~-328

311

476

163
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Message Le%:gth
No. Indicators Partie otal Cycle

11 230 * 067
252 2 252 252y

' 2 2
12 “"iBﬁ"‘zﬁIl"
ok 304 304
001 * 625 -624

13
14 14 14
016 ¥ b0 |

016 * 001 15

§1§ gla 317 3}1

2
52
20 20 320

655 * 001 654
1 1 133 -

T _
00l * 134 -133

1 1 31 - 484
Ggé ¥ Igs
5 R —
16 16 316 - 316
§55 ¥ EE?

16 50

14

506
184 184 184 341

%91 ¥ 185
17 ' é§§"TB$)

001 * 282 -281

14 14 143 238
iﬁ§'¥'i§% .
(1 1)

18 155

21h 214 214
2
359 * 001 358

gg EO; 50 264

19 ' 5

.m- 333 333
2 2
20 7




e
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Message , Length
No. Indicators Partfa% Total
20 746 * 388
42 42 4o
T _
001 * 430
210 210 210
211 * 001
2 2 29 281
2 2
21
182 182 182 182
2% ¥ 21F _
6 2 2)
22
326 326 326 326
;52 542
2 2
23 ' 5
k 4 34
001 = 5;8
62 62 62

. 0 ,

| 1;4 174 174 270
22

24 ""“é3§‘*"177l"_"

#63 463' 463

oy J.' == 86
001 # 087

80 80 80 629

7 )
2 2
25

471 471 k71

5
554 # 001
234 234 234
T 235
001 * 235
40 40 405

0
4o6 = 001

82 82 382

+*

001 * 383
2 2 257
258 # 001
211 211 211 1960

, Ieg ¥ 212
& 1 1)
26 70 #= 21

Cycle

~429

210

~5T7

62

701

-86

553
234
305
-382

257




Message
_No.

28

29

30

31

32

33

34

35
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Indicators

470 * 21
228 22

; 2 2)
88

7 ~

001 * 531

lgg 105

110 * 001
108 108

g 1 ‘1)
4 4
P

-2 2

1 1

749 * 001

001 * 040

1;2 . l;g

420 _ 420
601 * 680
601 * 001

7 * 057

S

124  12%
788 % 188
001 * 188

BE 81
275
60 60
453 * 001

159 ¥ O8]
é 6 6)

5 5
2;1 281

2 2
7 2
001 * 336
206___206

T%5

—b i —

&
Le%gth
Partial Total

228

228
88
109
108 305
437 437
91
39
175 305
420
56 476
124
87 211
360
46 1o6
251 251
2T
206 233

-10-

=530

109

748

-187

452

=335
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Message o Le%gt
No. Indicators Partia otal Cycle
35 212 * shy
. 95
%+ oo o
48 148 148 ol
55 ¥ 159 -
36 éﬁg ¥ IEE
272 272 272 272
<
37 ‘—;J?T'Gﬁ— 1
= 53
001 * 484 ' -483
1 1 156 '
7 * 640
157 # 001 156

14 14 149 - 358
3621F1E§%
6 6
38 “"éIE‘*‘TBEl"“

EBS % eg;
9 187 igl 151
- 5 -631

323 323

2 2 327 486
§3§-3~§§§ —
40 > 25 '
140 140 140 140
4 T
161 161 161
648 ¥ 640

648 # 001 . 647
140 140 140

T .
001 * 141 -1%0

1 14
e B2

s 6 6)
4o ' 1
272 272 272 272
§%§‘3"E%§
43 T 297 ¥ §37
203 20 203
£ 0

499

167 167 167 370
k-] 1 ' )

| 6 6 |
14 —‘é“TT'E‘)—“"rs 7

-11-




Message
__No.

by

35

47

48

ko

50

51

52
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‘ Length
Indicators Partia? Total
673 * 174
11 11 115
001 * 289 _

8 89 204
7

& y
2 2 258
3652 * 001
116 116 116 374

6 6

14 1 314
T
001 * 437
102 . 102 102 416
515 | H*
2
204 # 001
221 221 221 315
' - §25¥ 233
! 6 6)
355 355
6 6
)
005 * 589
gl El 51
0 # 001
26 4 345 396
6 6
3
2 2 288
0
695 * 001
gg gk 34 322
5 - '
6 6
5
33 g% 53
7.
001 * 00k
52%. gg} 523 576
-i 8 )
2 5
1; lg 15
gu7 s 001
241 241 243
788 * 242 :

Cycle

-288

351

-436

203

-584

55

694

546




Message
" cont'd.
53-

54

55

56

57

58

59
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Indicators

788 # 242
001 # 242

| 1E 1;
! 6 6)
;gg gOG

68
399 # 001
80 80

""*3%’3‘68%1""

305 305
T
001 * 390
‘ 6 _ _6)
150 150
251 * 001
2 24
6
282 282
001 # 538
§i6 6)
4 y
0
103 # 001
6 6
742 * 001
46 46
7
001 #* Oi7
86 86
7
10 10

48; 48%
—Lstref—

~
Le
2522__5 Total
13 269
306 306
68
80 148
305
94 . 399
150
249 599
282
92 374
N
639
46
86 775
487 487

-13-

Cycle

-2

398

-389

250

~537

102
T41

-46




Message
No.

60

61

62

63

- 64

65

66

67

68
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Indicators

591 # 637
3 3

59% ¥ 660
594 # 001

78182
00l * 195
2l el

A
i

4 4

8 8
446 = 201
1 2!
6%‘* 19%

h_ y
141 141,
7887F 303
001 * 343
182 182

et —
103 09

~_

Length
PartIa? Totsl

3
194
21 218
377 377
%8
197 235
14]
182 323
109
18} 292
297 297
149
Y 193
%20 420
164
1

14~

- Cyele

593

~194

Ly

-342

297

-490

149

-638
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Message Length
No. Indicators Part;a% Total Cycle
68 002 * 640
cont'd. 002 * 001 1
242 242 242 [ Texd
6 6 '
69 2o 5
1 1 315 315
70 5
61 1 61
631 * 001 630
1 1 | 157
001 *+ 1 =157

42 2 12 259

o83 ¥ 200
g.# 4)
71 - 047

159 1E§ 159 159
| 5 §
72 “’"516""3‘6'- 71"‘
206 . 206 206 206
T16 % 573
% i
(5] -
6 6 63
483 + 001 - 482

L1 1;5 137 200
! b 4)
T |
1h¥ 1&5 147 147

b b
75
1 1 13
001 * 316 =315
120 120 120 133
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HOBOKEN SERIES

Message Length
No. Indicators Partia% Total Cycle
1 322 * 001 321
191 191 191 191
; 2 2)
2 515 ¥ 197

2 2 ' 27>

001 * 467 -466
1 1 173

174 * 001 173
86 532

lgg lg% 197 197

20 207 203 203

12 12 123

001 * 615 -614%
22 22 25

026 & 001 25

10; 102 105 253

22 22 . 229 229
| ) ; 2 2)
7 > .
665 * 001 664
1 12 123
001 * 124 -123
2 3 5 429
2 2
8 1
%88 %88 388 388
6 2 2
119 119 119
517 * 640
517 # 001 516
251 251 251 370

% 2 2)
10

-16-
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Message Length
Ro. Indicators Partial Jotal Cycle
10 770 = 254
18 18 18
7
001 * 272 -271
1 1 195 213
@
2 2
11
1 1 177 177
5
375 # 007 368
, 2 2
12 00

242 242 245 245
2
é 2 2)
13

164 164 164
001 * 420 -419
1 1 71 235
U;ﬁ'z'ﬁ%T
2 2
14 4]
1 ; 1'5 147
221 * 001 220
211 211 211 358
§32°# 212 .
2 2
15 3
2%8 2&3 275 275
; 2 2)
16
otk m
001 * 568 -567
2 2 72
073 # 001 72
1 1 196 345
2 2 :

17 7
1%8 1;8 178 178

E 2 2)
18 5

224 224 224 224

g 2 2)
19

Q
712 * 001 }
[-7ig * ool 76
7 7
001 * O77 -76
183 183 183 204
85% 360

35




Message

19
conttd.
20

21

. 22

25

26

27

28

REF ID:A516%13

Indicators

184 » 260
e 2

2 2
16 161

564 * 001
224 224

001 * 225
1

STz
! 2 2)

E 2 E 2

416 + 001
28 28

26 26
L

|
001 * 373
267 22’%
268 * 001
118 114

! 2 2)

16 16

236 2;6

001 # 521
118 118

f 2 2)
121 * 002
66 6
T
2 2),
270 270
>
759 * 001
2 2

188056

/‘{

Length
Part otal

215 215
161
224

71 456
342

28 370
314 314

26

267
114 307
165 165
236
118 354
366 366
270

29

-18~

563

~224

B 3L

-372

267

-520

118

758




REF ID:A516%913

~ ~
Message Length
No. Indicators Partia% Total Cycle
- 788 ¢ 030
cont 'a. 001 ® 030 -29
452 uga 452 751
5
2 2
29
1?% 126 156
611 ¢ 001 610
1 1 177
7 .
001 * 178 =177
462 462 462
463 * 001 462
2 294 294 . 1089
7 >
2 2 ,
30 759 = 297
2 2 29
T
U
1 31
315 * 640
315 # 001 314
Za 5& 55 396
5 .
2 2
31
418 418 418
4T
001 * 474 473
166 166 166
167 ¥ 640
167 * 001
604 604 604 1188
Z?I * 5605
14 14
3 795
>
2
001 * 622
18 18 18
019 # 001 18

| i 8 "o 8)
33 2

i >

658 = 001 657
130 130 130

001 * 131 -130
2 292 292 578

5

-, S ’,gvﬁo* 53%_ '

..19..




Message
No.

3%

35

Mesaage

No.
1l
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~ ~

Indicators

300 * 430
210 210

510 * 001
278_ 2

T
001 * 279

lg lg

160 160
T

Le%g
Partial lotal

— o —

362 * 001

210
278

19 507
335

160 Los

NEW YORK SERIES

| Indicatorg

{" 714 = 001
i 41

001 * O g
85 8

o8+ 1=
— e

0 0

Le§g
Partia otal

T4

83 157
307 307
171

64 235
156

417

188 761

«20-

361

565

-222

417
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Message Length
Ko. Indicators Partia% Total
3 606 #* 189
cont *d, 12 12

150 1%0 170
01 * BGTJ
2 2 35 205
2 2
6 _"'838'1"3?)'8)‘_’

242 242 oh2

280 * 640

280 * 001 i

12 12 123 365

0

E 32
gag gag_ 329 329
2 2
8 —‘%'G‘T'F“L"‘s'r '

732 582 52

001 * 509
131 131 151
132 * 001
4 30k 577
2 2
9 T
24} 2u%.‘ 2l3
671 * 001
1 1 17
EE@%?’TT&Q
001 * 018
6 56 316
57 % 07
2 2
10 ~TT059° ¥ 076
6k 564 564
623 * 001 -
21 21 21 585
)
| 2 2
11 ‘ 9
W2 142 142
001 #* 166
217 21 217 350
§I§‘?‘38%
2 2
12 250 ¥ 3

-21-

~360

279

-508

131

670

622

-165




REF ID:A516%13

f\ Y
Message Length
No. Indicators Partia% Total Cycle
12 220 = 385
2;% aga 253 25>
1>
476 * 002 by
236 236 236 236
2 2
1%
4 4 T4
T
001 = 314 =313
1 1 . 198 272
9
2 2
15
126 126 126
27T ¥ 640
327 * 001 326
1 176 176 302

- 1
16 "“"'gﬁg‘?‘17%l"'"'

2%8 2;2 235 235

_ 2 2
17 -
146 46 46
001 # 462 -461
178 178 178
179 * 001 : 178
IB%'#'GGE o T 221
2 2
18
2%6 2§6 276 276
2 2
19
284 284 284 284

peoee
20 (]

001 * 610 -609
0 0 30

031 * 640

031 # 001 30

68 68 68 134

099 ¥ 069
! 2 2)
21 :

-22 -
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Message ' Length
KRo. Ipdicators Partia% Total Cycle
21 101 * 071
128 128 128 128
2 2
22 2

IEE 1;% 133 | 133

NORFOLK SERIES

Length
No, Indicators Partia% Total Cycle

1 518 # 001 517
270 270 270

7 7
001 #* 271 =270
ohy 24} ol 514

12 12 123
370 * 001 i 369

1 1 197 320
‘2‘7“‘_5 T+ 19§

21 21 219
T
001 * 419 -418

5e he 52 271
055 7 ‘

6 67 167

‘ 221
107 274

279 279

;g %g ' 72

23~

-566
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Message | Length
No. Indicators Pa.rtia% Total Cycle
6 o74 * 640
cont 'd. OT4 * 001 6]
1%% lig 139 388
2 2
7
| %$§~r—%%§- 163 163
2 2
8 507
1;% 1%2 139 139
2 2
9
1 102 192
7
T13 * 001 712
75

K¢
19, 119 179 446
ng g g 383

565 * 001 564
22 22 223

1 1 71 Y d
5;5‘?‘555
2
11 ¥ ¥ 2
%ug gug 343
T _
417 * 001 416
64 64 64 407

12 | 3
227 22 227 227

13 T 2

7
001 * 372 =371
1 1 197 272

(2 2)
14 2 57
6 6 69
563‘1‘1Fﬁ%
269 * 001 268
210 210 210 279

15

-2k .
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MNepsage Length
No. Indicators _P&rtia¥ Total Cycle
T 1s 481 * 213 -
1 1 195 195
2 2 ‘
16 0
1%0 110 110
T 5
001 #* 520 -519
120 120 120
121 ¥ 680
121 * 001 120
6 6 639
% 0 :
760 * 001 759
28 28 28
7 9 ,
001 * 029 ‘ ~-28

ol B

Remarks on Celculastions

It is to be noted that these calculations exhibit a remsrkable
consistency, and corroborate the calculated lengths of the two
keys, 787 and 639, respectively. By the consistency of the calcul-
ations we mean that 1t would be utterly impossible to have the
calculated slip between messages equal for both keys in every case

88 a result of coincidence; for, unless the assumed lengths of the

tvo keys be correct, the s8lip would be unequal and inconsistent
in many plsces. The fact that they are -equal means that the
encipherer wvas consistent in slipping both tapes an equal distance
every time. The idea behind an equal slip is not clear, for it

" entirely defeats its own purpose, which is to prevent the enemy

from determining the lengths of the keys. Had the encipherer slipped
them unequal distances in every case, being careful, of course,
to slip the short tape further than the long, nc such consistency

would have been possible to uncover. But, ln this case, the pos-

sibility of overlapping messages, would be greatly increased, as
vill be shovwn subsequently.

As mentioned above, there are several discrepancles, due to
errors on the part of the encipherer. That they are errors, and
not intentional operations intended to deceive the enemy is shown
by their nature. For example, the slip between Washington 68 and
69 1s 2 *# 12. Evidently the encipherer meant to have Washington
69 begin at locl intervals avay from vhere Weshington 68 ended,
and probably misread the number 249 on the short tape, making it
259. This becomes the same as though he had slipped the long
tape 2 letters and the short one 12. In the New York messages
another error of 10 is involved betveen messages 4 and 5. Had
this error not occurred there would have been sfforded about twice

as many possible points of attack as vere actually the case, as
v be shown later. .

-25-
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Excellent corroboration for the determined lengths of keys
is afforded by finding the total numbers of letters in all mes-
sages emanpating from each stetion, adding the total amount of slip
and then calculating as 1f only one message were concernsd. The
final result should coincide with the result obtained from cal-
culations for the individual messages. Thus:

(1) Washington Series

INIEL8L 10CL evverevennrancnencennns .. 126 * 001
Total number of letters enciphered ... 25834 25834

Toml Blip .;I...O‘...l...‘..“l...'.. 12 12
sm ............. [ K I B R AL B I B 26592 ES;BE

3 revs. of long key; - _
and E n short 1" s 0o v e s v 222i1 “22260
Fiml 1oc1 * O 8 &) e @ w e P e VU S S ® ¢ ¥ o 8 U e B 121 * u26

(2) Hoboken 3sries

Initial 1°c1 *® s @ ¢ 8 & 0 e .'....'..... 322 * 001
Total number of 1etters enciphered ‘e 13502 13502

Total slip ¢ o ® 660 O 008 sat s és e a P et RN S
sm LI IR I I B B BE BN B R IR I N R R B BN RN AN ) ® w B 5w S e

Minus 17 revs. of long Eeyg...... ..... -13379 ___-13419
Final locl ..vvevenven. Ceveseenenennn . 522 * 161
(3) New York Series
Initial 10CL c.eieeecrernooovaccnannnn 74 =« 001
Total number of letters enciphered e 6914 6914
Total 324D ccvencevennns ceveos cevesens gz EZ
ﬁilm ® % &0 & o o noi ................... 7 5 2
nus 9 revs. of long key; _ _
and 10 " n Short S P e v v 7083 6}29
Fiml loci ...... ® & & & & & 4 & P ¥ 8 & U P e 9 S 9y s 602 * 572
(&) Norfolk Series
Initial loci L I IR BN ® 5 8 4 & % 99 P OGO W E e e D 18 * 001
Total number of letters enciphered . 5841 5841

TotAl S1ID ccveeiveccorccsnsovonsnnncns EKS% 583%

Sum ® 8 5 4 0 009 Q% PO TS O Ve NSO PVEY * ® o a0 vy

Minus 8 revs. of long keyg . L 62 5751
and 9" - "short " )" 6296 202
Final loci ....... Ceeeaeans e ook * 122

~26-
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In each case it will be noted that the final loci coincide
vith those given by the individual calculations, in perfect accord

;1thtthe requirements based upon keys 787 and 639 letters in
ength,

The purpose of all these calculations was to find such cycles
as vould form the basis of an attack. A table was made, therefore,
shoving all the cycles, both plus and minus, involved in the series

of messages (see Table 1).

The most favorable relation of eycles for an attack bei
three sequent cycles {for definition see page 2 of Addendum g?,
an examination of this table was made with & view to finding three
sequent cycles. These were found, showing first in Table 1 in
cyoles 412, 416, and 417, messages Hoboken 22, Norfolk 11, and

L

New York respectively.

By referring to the calculations on pages 6-25, it will be
seen that the three sequent cycles begln in reality with Hoboken
19, latent cycle T1ll; Norfolk 9, latent cycle T12; and New York 1,
latent cycle 713. They end with Hoboken 24, latent cycle 415;
Norfolk 13, latent cycle 416; and New York &, latent cycle ¥17.
The extent of the three sequent cycles is indicated in the cal-
culations for these messages by the brackets.

Had no errors been made 1ln encipherment, these three sets
of messages vould have proceeded along in three sequent cycles
to the following points: Hoboken 29, latent cycle -29; Norfolk 16,
to 1ts completion in latent cycle -28; New York 10, latent cycle
{theoretical or what it should have been) -27. The error referred

to on pgge 25 made be?ween Nev York 4 and ; thersfore outs the
number of possible points of attack in half.

, ¢. The messages linvolved vere immediately transcribed
in the usuwal manner in the form of three sequent cycles. There
‘were two excellent points of attack in these messages when arranged
in this form. They were excellent because two messages begsn 1in
one case at exactly the same point; 1n the other case, very near
the same point. One of these cases 13 shown below. tThe initial

points of all messages shovwn hereinafter will be designated by a
vertical double bar surmounted by an asterisk.)

- Upper key loci 182 186
Lower key loci 256 260
NEW YORK 2 ese OGXTSQWQZEWCMCPWIDY3GD3A6JM ... Cycle -74
Upper key loci 11182 186
Lover key lool 257 261
NORFOLK 10 « oo}l SXHTGMERHP3QSRI3MCZVCTRVOU ... Cyecle -75
L 4
Upper key loci 186 _
Lover key loci 262

HOBOKEN 20 3CTRJIXXLK3F4PKQSLDYEQ ... Cycle 76




203
210
220
221
250
257
26

26

279
297
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TABLE 1

Distribution of Cycles

Plus

‘0-1001

Washington 68
Washington 39
Washington 13
Hoboken 32)
Hoboken 5)
New York 20
Washington 49
Washington 23
Roboken 16)
Norfolk 6)

Plus

(101-200)

Washington 58
Washington 27
Hoboken 27
Norfolk 16
New York 8
Washington 66
Washington 37
Washington 10
Hoboken 2)

Plus

(201-300)

Washington 47
Washington 20
Washington 14
Norfolk 4)
Washington 56
Washington 25
Hoboken 24
Norfolk 14
New York 6
Washington 64)

-28 -

-17
-2
-2
-29

-46
T4

v
-93

Minus
0-100

New York 9)
Washington 3)
Norfolk 16
Hoboken 28

Washington ggg
)

:

Washington
New York 1
Norfolk 9)
Hoboken 19)
Washington 243
Washington 51

Minus

(101-200)

-123
-130
133
-1%0
~-157
-165
171
-177
-178
-187
-19%

Hoboken 7)
Hoboken 33)
Washington 14
Washington 41
Washington ;0
New York 11
Washington 6)
Hoboken 29)
New York 17)
Washington 31
Washington 60

Minus

(201-200}

-222
-224
-23h
~241
-270
-271
-2

-281
-288

New York 4;
Hoboken 21
Washington 252
Washington 52
Norfolk 1)
Hoboken 10
Hoboken 34
Washington 17;
Washington 44




3
314
321
=

58
361

REF ID:A516%913

8
Plus

(301-400)

Washington 3?)
Washington 8
Hoboken 30)
Hoboken 1)
New York 15)
Washington hgg
ashington
Hoboken 35

368 (Hoboken 11

36
3

506

593

610
616
622
630
a7
664
670
694

Rorfolk 2)
Washington 54)

Plus

(401-500)

Washington 25)
Hoboken 22
BNorfolk 11

‘(New York 4

Washington 32
Washington 2
Washington 7
Washington 73
Washington 43

Washington 625

Plus

(501-600)

Washington 16)
Hoboken 34)
Hoboken 9
Norfolk 1
ashington 52
Washington 25
Hoboken 21
Norfolk 10
Washington 60)

Plus

(601-700)

Hoboken 29)
Washington
New York 10
Washington 70
Washington 41
Hoboken 33)
Washington T7)
New York 9)
Washington 50)

-29-

-313
-315
~32

-32

-335
~342
-360
_27%
38
-389

~

Minus

{301-400)

New York 14)
Washington 75)
Hoboken 30)
Washington 8
Washington >
Washington 63
New York 5
Norfolk 1
Hoboken 2
Washington ng
Washington 55

Minus

(401-500)

-418
-ﬁlg
42
436
-461
-466
-4

47

-476
_ugs
-490

Norfolk 3)
Hoboken 13)
Washington 20
Washington 46
New York 17)
Hoboken 2)
Hoboken 31)
New York 13)
Washington 10)
Washington 37
Washington 66)

Minus

(501-600)

-508

-519

~520
-530
-537
-565
(e
g

Norfolk 16
Hoboken 26
Washington 27
Washington 57
NWew York
Norfolk 6
Hoboken 16)
Washington 233
Washington 49

Nev York 8§

Minus

(601-700)

-60
61

e
638
_654

New York 20)
Washington 5)
Washington 12
Washington 38
Washington 6
Washington 14




Plus

(701-800)

Washington 24)
Norfolk 9)
New York 1)
Washington 583
Washington 29
Hoboken 28
Norfolk 16
Washington 3)

REF ID:A516%913
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- @. Since the messages begin with an address, it was only
necessary to try out sll the addresses that would be likely to
occur in such messages. The modus operandl of these trials is
given in Section 3 of this Addendum. Suffice 1t here to say that
the assumption of TRANSPORTATIONJSERVICE, as the beginning of
Hoboken 20, and ADJUTANT3GENERAL, as the beginning of Norfolk 10,
yielded LEY3EQUIFPMENT for New York 2. There was no doubt now that
the messages vere broken. Subsequent work meant merely the con-
tinuation of plain text in three cycles and the simulteneous re-
construction of the keys. As an aid in this prccess, one of labor
and patience, it was found necessary to decipher parts of many
other messages in cycles as close a3 possible to these three.
For example, the closest cycle to cycle -76 was cycle -86, repre-
sented by VWashington 25. As soon as the first fifteen letters of
the short key had been reconstructed, viz, 260 to 275, these in
conjunction with longer key letters in loci 186 to 201 were applied
to Washington 25 at locus 186 in the longer key. They ylelded as
plain text JEACH3DAY3AS3THE. By applying the same steps to other
mesaages, places in cycles -93, -123, -130, -133, -14#1, and also
in -46, -39, -29, -28, -17, and -9 wvere deciphered, all with a
view to expediting the work of rebuilding the keys, which was &ll
that was necessary to complete solutlon since ve had no intersest
in the messages, per se. The work was divided between two sections
of operators, one section working forward from locus 186 of the
long key, the other working backward until the work joined. Even
vith this number of cycles to work upon, the work went slowly
because of errors In the encipherment. It was cowmpleted, however,
in a comparatively short time, and the resultant keys were tested
upon isolated fraguments of nev messages and found to be correct.

It 33 ncessary to add that the messages were broken within

ten miputes after one of those very slight but ever-present errors
in transcribi the letters of the original three seguent cycles
+he 3

had been uncovered. T1hls evror involved the 1nadvertent omission,
by one of our clerlcal staff, of & single letter from Norfolk 9 at
& locus in advance of 186, and resulted in baffling all efforts to
solution for every hour subsequent to the finding and the tran-
scription of the three sequent cycles.

2. WHY KEY TAPES DIFFERING IN LENGTH BY MORE THAN ONE LETTER ARE
CRYPTOGRAFHICALLY UNSAFE

In the preliminary summery of this addendum it was stated
that the present system of using this machine employing key tapes
which differ in length by more than one letter 1s much more un-
safe than the original method employing key tapes which differ in
length by only one letter. The reason for this is that the present
system not only makes the production of overlaps very Dossible,
but also makes thelr production, under certaln circumstances, &a
Yegitimete function of the macnine. J1n fa&ct, the messages pre-
sented for test made & hairbreadth escape from such a fate!

The point is well worth detalled explanation.

The question which first arises in this connection 1s: Given
the initial indicators for each of four stations, can the cycles
through which 811 messages will pass be determined beforehand?

The ansver is in the affirmative. In fact, the cycles through
vhich each series of messages will pass themselves go through
definite cycles. Let us refer to the calculations for the Hoboken
series and set down in the form of & list the successive plus

cycles lnvolved:

-31-




- REF ID:A516913
~ ~

‘HOBOXKEN SERIES OF CYCLES

321
1'273
et
51
368
220
72
711
>
15
26;
11
758
610
3oh
3
166
18
657

509
361

The numbers in this list bear definite relations to one
another, relations which are absolutely determined by the displace-~
ment, or difference in the lengths of the two key tapes. In this
case the difference between the lengths of the two key tapes is
787 - 639 148. This mesns that if we make our calculations upon
the basls of a stationar{ long key tape, the displacement of the
short key tape will be 148 letters per revolution of the long key
tape. This in turn means that the progression of cycles for each
series of messages, as determined by the difference between the
key indicators, will differ by the constant factor 148. Let us
see if this is exemplified in the series of cycle numbers given
above for the Hoboken messages. '

\ Serles as calculated Series as observed

Initial cycle ' 321 321
148

2nd cycle of series 173 173
148 .

3rd oycle of series 25 25

If we continue to subtract 148, we would begin to introduce
minus cycles, and since it is more advantageous to deal only with
Plus cycles, let us convert cycle 25 to the next higher multiple
of thii cggle number, by adding the length of the longer key tape
to 1t. en:

1;£13 is legitimate since all the calculations are based upon the
revolutions of the long key tape.
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REF ID:A516913
S —

25
%3_1
12
That is, cycle 25 1is éxactly the same as cycle 812. Now let
us deduct 1#8, as before:

812
148
66F

This agrees with the cycle number given by our list. We
could have combined the two steps of adding 787 and then deducting
148 in one step, by adding 639, the length of the short key, to
25. This would give the next cycle number. Thus,

25

%7

Let us continue

Series &3 calculated Series as observed

1. 321 321
148

2. 175 173
148

3. 25 25
i
148

L, o6%F 664

5. 5 5
148

6. 368 368
148

7. 320 220
148

8. ’Z‘é‘ 72
=5

5

148

9. Tii 711
23 63

10. ' 5 5
148 '
11. \ Ii5 : - 415

etc. etc.

Thus, it is apparent that every cycle through which each
series of messages will pass can be predetermined, provided always
that no errors are made in the encipherment. For, 1f the relative
positions of the two key tapes be changed in the slightest degree
at any time in the enciphering process, the natural or predetermined
series of cycles will be modified. Such modifications actually
occurred in the four series of test messages, entirely as a result
of errors on the part of the encipherer.

We give in the two lists vhich follow the series of cycles
vhich actuslly resulted from the encipherment, together with the
series vhich theoretically should have resulted. Xach serles has
been arranged with reference to the others in a manner designed
to shov the production of sequent cycles.

~355-
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TABLE 2
THEORETICAL SERIES ACTUGAL SERIES
, ‘Hoboken - Norfolk New York Wash. Hoboken HNorfolk New York
; (IZB'Ubl) (332%00T) (5IB*001) (7I5%001) (1§§:Eb1)IB?E*ﬁﬁi)(gig*Uﬁl)T7Iﬁ¥661)
gsﬁ 18
616 .
‘ ;1 468
459 320 321
- 311 321 172 173
163 173 o4 2
1 2 663 66
- e BB
358 368 369 219 220 221
210 220 221 Tl 72 T3
62 T2 3 710 T11 712 713
701 711 712 713 62 63 564 565
53 363 564 565 14 15 416 417
- }05 15 316 u1733 266 267 268 269
257 267 268 Yot 118 11 120 121
. 10 11 120 279 757 75 759 760
g i 759 131 609 610 612
00 610 770 561 462 Loy
hg2 462 622 313 314 316
304 314 474 165 166 168
156 166 326 17 18 20
8 18 178 656 657
647 657 30 508 509
}99 509 360 361
351 361 212
203 64
5 70>
6 555
5 Lot
208 259
250 111
102 750
7481 602
23 45y
ﬁns, 306
i gt
i
-
273 501
%
lError gade in slipping the tvo key tapes between Washington
T and ©. :
zkrror made in slipping the two key tapes between Washington
68 and 69.

3Error made in slipping the two key tapes between New York 4 and 5.

-3l -
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A careful study of Table 2 discloses some very important facts.

In the first place, the possiblility of the production of over-
laps 1s demonstrated very readily. Washington 1 began with the
key indicators 126 * 001, and Hoboken 1 began with the key in-
dicators 322 * 001. Had Hoboken 1 begun with the long key at 321
instead of 322, the Hoboken series would have begun immediately
to overlap the Washington series from the latter's cycle 320 on
to the end of the Hoboken messages. Again, Norfolk 1 began with
the key indicators 518 * 001. Had Norfolk 1 begun vith the long
key at 517 instead of 518, or had Hoboken 1 begun with the long
key at 32> instead of 322, ths Hoboken and Norfolk series would
have overlapped for the whole length of the Norfolk series.
Again, New York began with key iIndicators 714 * 001, and Norfolk
1 began with key indicators 518 # 001. Had New York 1 begun wvith
the long key at 713 instead of 714, or had Norfolk 1 begun with
the long key at 515 instead of 518, the Norfolk and New York
series would have overlapped.

The beginning points for each series were undoubtedly deter-
mined by dividing the length of the long kéy by four {in order to
divide the long tape into four nearly equal parts) end adding this
number to the long key starting point for each serles consecutively.
Thus, 787 + # =196. Given the long key starting point for Wash-
1ngton 1 a8 126, the long key starting point for Hoboken 1 was
120+ 196 = 322; that for Norfolk 1 was 322+ 196= 518; that for

New York 1 was 518+ 196= 714.

It is impossible, of course, to divide a prime number into
four equal integral parts. In the case under study the length of
the long tape is 787. The number 196 is the nearest integral
fourth part of 787, it 1s true, but the division of the long tape
into four parts is meant to be only approximate. The lntention,
as understood by us, 1s to allot to each atation a length of the
long key proportionate to its requirements as regards lts day’s
activity. With certaln key lengths, the allotmerit on the basis
of equel activity of four stations will result in the production
of overlaps. likewise, with other key lengths, the allotment on
the basis of unegqual sctivity will result in the productlion of

overlaps. Examples willl be givsn.

Returning to this case, had the number 195 been taken as the
emount to be added consecutively, inastead of 196, here are the
starting points that would have resulted for the four series:

Washington Hoboken Norfolk New York
(126 * o001 (321 # 001) (516 * o001) (711 * 001)

Had this been the case & four-fold overlap would have been
produced. Note the sequences of cycle numbers.

rf.‘
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TABLE 3
Washington Hoboken Norfolk Nev York
(1261; 001) (321 * 001) (516 # 001) (711 * 001)
768
616
468
320 320
172 172
24 24
o8 o2 .
515
367 367 367
219 219 219
71 Tl T1
710 710 710 710
562 562 562 562
etc. etc. etc. ete.

The cycle numbers would have coincided for the four series
from cycle 710 onwards, and the four series of messages would have
overlapped one &nother.

That this is not stretching the possibilitles of the situation,
consider the results of the adoption of TB7 and 669 as the two
lengths. These numbers do not possess & common factor and are not
" maltiples of one another, so that thelr cholce 88 key lengths is
legitimate and likely. The displacement is 787 - 669 118. The
allotment we will assume to be equsl; the starting point for
Washington 1, as 126 * 001. The starting points for the other
series and the cycles are as follows:

TABLE 4

Washington 1 Hoboken 1 Norfolk 1 New York 1

(IéE'ggﬁﬁiT (322 * 001) (518 * 001) (714 #001)
Cycles Cycles Cycles Cycles
1 125 1 321 1 517 1 713
2 7 2 203 2 399 2 595
3 676 3 8 3 281 a h17
4 528 y 75 4y 163 359
5 4340 5 636 5 b 5 2
6 ggi 6 18 6 756 6 123

00 5
g 86 g 282 g 478 g 672
9 755 9 164 9 360 g 556
10 637 10 46 10 242 10 438
11 519 11 715 11 124 11 320
12 301 12 597 12 6 12 202
13 283 13 479 13 675 13 84
14 165 14 361 14 857 14 753
15 47 15 245 15 &3¢9 15 635
16 716 16 125 16 321 16 517
ete. etc. etc. ete.
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Nots now that a four-fold overlap would.te the legitimate
result of the cholce of these lengths. This case is interesting
also because 1t would produce four sequent cycles in addition to
the overlaps. In other vwords, had the length of the short Xey in
the series of test messages been 30 letters mere thsn it was, not
only would there have been produced four sequent cycles but also

8 fuur-fold overlap!?

It may te desirable to give further Iinstances. Let us assume
tvo key lengths 811 and 753, two legltimate lengths. On the basis
of equal activity, the allotment would be 811 + % =202 letters of
the long tape per station. Suppose we start with the Indicators
126 * 001 for the first message of the Washingion serles. The
initial points for the other series will be &s shown belov:

Washington 1 Hoboken 1 Norfolk 1 New York 1
{126 * 001) (328 * 001) (530 * 001) {732 #* 001)
Now let us calculate the various cyecles and tabulate them.
- The displacement is 811 - 753=58.
TABLE §

VWashington Hoboken Norfolk Vew York
(126 = 001) (328 # 001) {530 # 001) (732 * 001)

125 327 > 1 529 ~“4»1 731

1 1
2 67 2 269 2 471 2 673
3 9 3 211 3 413 3 615
4 762 b 153 4 355 4 557
5 7ok 5 95 5 297 etc.
6 646 6 37 6 239 -
7 588 g 790 ete.
8 530 732
Q 472 o o674
10 414 10 616
11 356 11 558
12 298 12 500
13 240 13 W42
14 182 14 384
15 124 15 326
16 66 16 268
1 8 17 210
18 761 18 152
19 703 19 94
20 645 20 36
21 587 21 789
—» 22 529 -+» 22 731
23 3471 23 673
ok 413 24 615
etec. etce.
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Note that tvo overlaps would be produced; the firast cycle
of the Norfolk series would overlap the 22nd cycle of the Washing-

ton series; the first cycle of the New York series would overlsp
the 22nd cyele of the Hoboken series,

Let us nov take a case of differential allotment, assuming
that the relative activities of four stations &are in the proportion
of 4:2:1:)1. These proportions approximate the asctual proportions
in the serises of tes! messages. We will adopt as key lengths 751
and 651. The displacement is 100 per revolution of the long tape.
Allotaent on the basis of the ratios 4:2:1:1 gives as the initial
points for the four stations the following indicators:

TABLE 6
Washington 1 Hoboken 1 Norfolk 1 New York 1
(100 * 001) (472 = 001) (658 = oo1) (751 * 001)
Cycles Cycles Cycles Cycles
1 99 1 471 1 657 -—>»1 750
-2 750 2 371 2 557 2 650
650 3 271 2 50 3 550
50 L 171 50 4 450
S 450 5 Ti 5 250 5 350
6 350 6 T22 6 250 6 250
ete. etc. ete. etc.

The New York series of messages overlap the Washington series
immediately after the latter has entered its second revolution of

the long tape.

Here is another instance. Let the allotment be in the propor-
tion 1%:1:1:, snd let the keys be 769 and 598. The initial points
would be as follovs:
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TABLE 7
Washington 1 Hoboken 1 Norfolk 1 New York 1
(100 * 001) (355 * 001) (525 # 001) (695 * 001)
Cycles Cycles " Cycles Cycles
1 99 -y 1 334 -+>»1 524 -+Hyl 694
| 2 697 2 183 2 333 2 523
| -R 526 3 12 3 182 3 352
; 382 610 y 11 3 181
| 5 1 5 438 5 60 etc.
Lo 6 6%? 6 26 6 42
; 97 267
g 40 g 692 g o6
lg 233 -:ig 223 +r9 694
T ete.
| 11 696 11 122
L 12 52 12 11
| -—x13 33 13 60
f 14 183 14 43
, 15 12 15 26
16 610 16
1l 43 H>17 694
18 26 ete.
19 97 _
20 69
“+»21 52
22 333
23 182
2% 605
5
2 98
27 267
2 96
_H»30 694
31 523
o2 332
33 181
etc.

Here the Hoboken series would make a single ovérlap with the
Washington series bsginning with cycle 354; a three-~fold overlap
would be produced with the No¥folk series vwhen cycle 524 would be
reached; and when cycle 69% would be reached the New York seriles
vould join and mske & four-fold overlap.

Another case where overlaps would be produced legitimately
in an equal allotment is &8s follows: Let us assume two keys 917
and 723. Equal allotments of the long tape would glve the follow-

ing initial points:
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TABLE 8
Washington 1 Hoboken 1 Rorfolk 1 New York 1
(100 * 001) (329 * 001) (558 * 001) (787 * oo1)
Cycles Cycles Cycles Cycles
1 99 1 328 1 557 1l 786
2 822 2 /134 /btc. ete
2 857
663 /
5 k69
6 255
; 1
8ok
9 610
10 416
11 222
12 28
13 751
1% 55

Here we vould have & three-fold overlap; the Hoboken and
Washington series would first overlap, then the Norfolk serias

would join in.

Take the case of the lengths of tapes involved in these test
messages. Let us assume an allotment on the basls of 3:1:1:. The
beginning points and the cycles for the four statlons are as follows:
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TABLE 9
Washington 1 Hoboken 1 Norfolk 1 Nev York 1
(126 * 001) (519 * 001) (650 * 001) (781 # 001)
Cyoles Cycles Cycles Cycles
1 125 1 518 1 649 1 t78°'
2 76k 2 370 2 501 oke-
;o ;%
320 5 T13
2 172 6 565
g 24 g 17
g ggg 9 gﬁg
2
10 367 10 760

The Norfolk series would overlap the Washington series when
the latter enters cycle 649.

Such cases are not at all merely theoretical instances, but
would be bound to happen. The solution of a case involving & single
overlap, even for & short distance is very easy. To demonstrate,
let us assaume that the New York series of messages had begun with
the key indicators 713 * 001 instead of 713 ®* 001 in Norfolk 9. ‘A
brief trial of possible beglnnlngs for New York 1 would have
resulted in yielding the excellent plain text shown below, when the
address TRANSPORTATIONSSERVICE had been assumed.

4.
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Long key loci 713 727 - 133
Short key loel 001 010 020
New York 1 Cipher NTEXDRMUCIZGUHEMUYNFPS5 ... Cycle T12
Assumed plaln text TRANSPORTATIONZSERVICE ...
Long key loect 713 723 733
Short key loci 001 010 .320
. Norfolk 9 Cipher VBUHRI4ZSDZOKT6INZIWTN ... Cycle 712
Resgltant plain 2ASSIGNMENT3TO35SCHOOL ...
ext

As has already been stated the occurrence of such overlaps is
not due to carelessness or errors, but 1s & legitimate function of
the method, viz, the introduction of a difference of more than 1
between succesalve revolutiona. The mathematical condltions under
vhich these legitimate overlaps will be produced may be stated as
follows:

¥hen, during the enclphering process in two series of messages,
the displacement becomes squal to the initial difference between
the cycle numbers of the starting points, the two series of mes-
sages will begin to overlap. For example, given two seriles of
messages, A and B, with the starting points 375 * 001 and 765 * 001,
respectively, (keys 787 and 639 in length), after 5112 letters have
been enciphered in Series A, an overlap will be produced with '

series B. Thus:

Jderies A Serlies B
373 * 001 765 * 001
5112 5112

| 5487 5113
Deduct (787 x 6) and (639 x 8) ﬂ%gg,FE%%% 765 * 001

This result could have been predicted from the rule given
above. The calculastions which would show the same result theoretlc-

ally are as follows:

Cycle difference of initisl points 764 - 374 = 390

Displacement after 8 revolutions of
the short tape and 6 revolutions
of the long tape, that is,
(639 x 8) - (737 x6) 5112 -4722 = 390

The calculations for the case 1in which the two key lengths
vere 787 and 669 are as follows:

Hoboken 1 322 * 001 Cycle 321 787 x 13 = 10231
Wash. 1 126 * 001 Cycle 122 669 x 15= 100
' 1 Displacement -

In other words, given the starting polnts of the Hoboken and
- Washington series as 322 * 001 and 126 * 001, respectively, after
15 revolutions of the short tape (and 13 of the long at the same
time), the Hoboken series would begin to overlap the Washington

series.

Another important fact disclosed by a study of Table 2,glving
the serles of cycles produced in the test messages, 1s that the

~4o.




REF ID:A516913
~ ~

cycles produced as the tvo key tapes progress go through definite
cycles themselves. It is clear that from any given starting points,
if the encipherment proceeds without interruption or error until
the total possible number of different pairs of key letters has
been exhausted, the two key tapes would go through every one of the
possible cycles, in this case 787. It would be possible in such

a case to select any number of sequenti cycles for analysis, since
every cycle would be included in the series of cycles used by the
station. But .since the method of using the tapes by allotment is
intended to keep each station within certain limits as regards

the number of cycles at 1ts disposal, it follows that this normsl
relation does not hold, and the series of cycles used by one of
four stations may or may not include two or more sequent cycles.
Since the members of the chain of cycles differ by & constant
interval (governed by the displacement), it is possible to select
messages the cycles for which are separated by the "smallest
possible interval.” For example, note the Washington list in
Table 2. In this series of messages the smallest possible interval
between any twvo cycles is 7; that 1s, the nearest cycle to cycle
125 1s cycle 118; the nearest cycle to 764 1s 757, or 7 removed,
etec. The smallest possible interval is & function of two factors:
(1) the displacement and (2) the allotment. The smallest possible
interval is really determined by the least possible displacement
vithin the limits set by the allotment as the encipherment con-

tinues. This, wve may explain as follows:

Given 001 * 001 as the starting point, after 787 letters
have been enciphered, the long key is at 001, the short key at
001+ 787) - 3@7’= 149. The displacement of the short key is
erefore 149 - 001 =148, After 787 more letters have been en-

ziphoredé the long tape is again at 001, the short tape at
T

149+ 787) - 639/ =297. The displacement of the short tape is
therefore 297 -~ 00l=296. Continuing this calculation, let us
find the relative positions of the two tapes at the end of & fevw

more revolutions.

‘ Displacementsy
Relative positions at end of 2nd rev. of long tape 001 * 297 296

" n n "N 3pg M " n n 001 * 445 yul
" " LI I T """ 001 * 593 592
" " moomo® o ggp "™ "™ " " 001 ® {HL  640=101

Since the short key is only 639 letters in length, then locus
741 is the same &8s locus 102. Therefore the displacement after

the 5th revolution of the long tape is 101 letters. Now the
successlve displacements as determined above may be found by

adding 148 successively and making proper deduction for the length
of the short key. Let us PBee what the displacement 1s after a

fev more revolutions.
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Revolutions
of Long Key Displacement
1 148
2 226
3 L4y
4 592
5 101
6 249
g 20
%53
9 5
10 202
11 250
12 498
15 . 7
As a check on this calculation, note the following:
787 639
1 16
2 3838

8 6 ’
1%2;1 1022
Displacement = 10231 - 10224

That is, after 13 revolutions of the long key tape, during
vhich the short tape has made 16 revolutions, the displacement of
the short taps is 7. We may say, therefore, that with the two key
lengthe given, viz, 787 and 639, after approximately 10250 letters
have been enciphered, the cycle in which the message will be pro-
ceeding at the time will be 7 removed from the initial cycle. If
the amount of traffic for any station reaches or exceeds this num-

ber of letters, it becomes possible to select messages, all emanating

from the same station, the cycles for which are only 7 intervals

apart. This is actually the case in the series of test messages.
If only one station were concerned, when the long tape would have
made 639 complete revolutions, the short tape would have made 787
complete revolutions, the displacement would be O, and every pos-
sible ¢ycle would have been represented.

It is clear, therefore, that by alloting 2 definite number of
cycles to each station, the smellest possible interval between any
of its cycles is a function of the least possible displacement and
the number of cycles which has been allotted to the station. With
certaln lengths the least possible displacement may become unity
within the limits of the allotment of & statlon, and thus sequent
cycles for messages from the same station become possible as a
legitimate function of the system. For example, the two key
lengths 811 and 753 yleld the list of cycles given in Table 5.

The list of the Washington series shows that the amallest possible
interval 1s 1; for example, we have cycle 125 at the start, and
eycle 124 as the fifteenth cycle in the series. The following
1ist gives the serles of displacements for these two key lenths.
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Revolutions
of Long Tape Displacement
1 58
2 116
3 174
5 520
2 348
g 506
46l
9 522
10 580
11 638
12 696
13 754

That 1s, after 13 revolutions of the long tape the net dis-
placement would be 1, and the cycle upon which the message would
then be about to enter would be dlrectly sequent with the initial
cycle. After 26 revolutions of the long tape, thers would be
three sequent c¢ycles, and the series of messages would then run
along in three sequent cycles.

It vould be very easy to find a great many cases where the
least possible displacement within the allotment limits is 2, 3, 4,
or 5 intervals. In another section of this Addendum we shall shovw
hov the possession of three gequent cycles is no longer absolutely
essentisl before & solution can be achieved. Cases where the
cycles are separated by the same interval eator than 1 or by
different intervals (within certain limits} are susceptible of

solution.

3. METHODS FOR EXPEDITING THE TRIALS NECESSARY 70 MAKE THE
INITIAL BREAK IN THE DECIFPHERMERT

It 18 quite true that there are difficulties in making the
first break, but these are by no means so great as would seem.

It is necessary, before the decipherer can make the first
break, that he find the correct plain text at the correct loci for
tvo cycles. He may have the correct plein text for both cycles,
but unless he applies it at the correct loci, all his efforts are

of no avail.

Now, in the original explanation it was shown how the correct-
ness of the assumptions of plsin text for two cycles, hereafter
to be designated as the "Experimental Cycles,"” was tested on the
third, hereafter to be designated as the "Confirmative Cycle."
This step necessitates the reconstruction of the long and short
keys for the points where the plain text is assumed in the tvo
experimental cycles and testing the reconstructed keys upon the
third or confirmative cycle, at the proper locl. This process 1s
very laborious and time-consuming, and vhere a great number of
trials must be made, the recovery of the individual key letters
by the process illustrated in Plate 1, Fig. 7 of the origlnsal
paper is out of the guestion, unless & very large force of opera-

tors is at hand.

However, it 1s possible to reduce the process to such simple
terms that 8 single operator can make &8s many as two thousand
trials in three to four hours.
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The easient way to explain the process is to discuss the
actual example afforded by the following three sequent cycles,
with messages beginning at the points indicated by the atars and
bars, as was the case with Norfolk 10 and Hoboken 20.

Upper key loci 186 196
Lover key loci 260 270
NEW YORK 2 «eo GXTIQWQZEWCMCPWIDY3GD3A ... Cycle -T74
L ]
Upper key looi 186 196
Lover key looci ' 261 271
NORFOLK 10 . . . |ISXHTGMEREPZQSNI3ZMCZVCTR ... Cycle -75
L 2
. Upper key loci 186 196
Lover key loci 262 272
HOBOKEN 20 cue 3CTRIJIXXLKZFUPEQSLD ... Cycle -76

In this case it is necessary to assume beginnings for Norfolk
10 and Hoboken 20, the experimental cyclés, then test the assump-
tions upon New York 2, the confirmative cyecles.

This testing may be done through the agency of reconstructed
keys, but it is patent that the keys so reconstructed are of value
not in themselves, but only insofar as they do or do not yield
good plain text for New York 2. We may, therefore, omit the step

of reconstructing the keys, if we can test whatever assumptions
are made with respect to the experimental cycles directlv on the
confirmative c%cle without their intermediacy, and thus save a
great deal o ime and labor.

In order to understand the method, it will be necessary to
consider the relations existing between certein sets of letters in
the long and short keys in three sequent cycles. In the subsequent
discussion, for the sake of clearness, the long and the short keys
vill be designated as the upper and the lower keys, respectively.

)
o
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N <

. ¢ o .

Upper key

Lower key
CYCIE 1 Plain text

Cipher
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Upper key
Lower key
CYCLE 3 Plain text

Cipher
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a o
L] L]
- e
- v
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Note that in Cycle 1 the plain text letter G is enciphered
by the conjunction of the palr of key letters Q and T; in Cycle 3,
the plain text letter D enciphered by the conjunction of the pair
of key letters R and P. Now these two pairs of letters, viz, Q,
T, and R, P form a single set of letters which encipher two ad jacent
letters of the plain text in Cycle 2, in criss-cross fashion. Thsat
18, in the second cycle, Q of the upper key in the first cycle
unites with P of the lower key in third cycle; while T of the lower
key in the first cycle unites with R of the upper key in the third
cycle. Now the nature of the enciphering square, being completely
symuetrical, is that no matier in what manner the letters of &
set are united, the final or resultant letter 1is the same. For
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example, taking the four letters Q, T, R, and P, no matter hovw
these letters come into juxtaposition or in what order they are
taken, the result of the summation of the four of them will be "6".
The result of these relations is that the second or middle cycle
in any three sequent cycles represents a series of sets of letters
vhich form a symmetrical or balanced system with certain sets of
letters in the upper and lower cycles. 1t 1s analogous to the
manner in which the two extremes in a proportlion balance the two
means. Such &8 set of letters will be designated hereafter as a
"Balanced Set." This balanced relation holds true not only for
the key letters; it holds also for the correct plain text letters
w%th their respective cipher letters, because in every case the

o) n text with its cipher letter is balanced or is symmetrical ..
with the two key letters involved. For example, the resultant of
Q and T, viz, U, coincides with the resultant of G and X, viz, U.
Therefore, the balanced or symmetrical relation existing betwsen
the key letters in the three sequent cycles, as polnted out above,
exlists also between the plain text and respective cipher letters

involved.

Just as in the case of proportion (in mathematics) one can
determine the unknown mean or the unknown extreme from the given
relations between the three known quantities, so one can determine
from these relations, without the intermedlacy of the key letters,
the unknown plain-text letter in the fourth set,; assuming the
correct plain-text letters in the proper loci in the other three
sets. When the correct assumptions are made for the experimental
cycles, therefore, the correct plain text must result in the con-
firmative cycle; the key letters can be reconstructed afterwards.

Let us apply the obvious steps to the example above, giving
only the cipher letters first:

CYCIE 1 ConfirmMitivemCycle H[G]X VvV P
CYCLE 2 Experimental Cycle X4Q
CYCLE 3 Experimental Cyclé Y3E2

In the following explsnation we shall indicate by the Greek
letter Sigma (£) that the summation of the series of letters 1s
to be taken. Thus:

6 X v (g
, 2 X
5 2;2 s (x Z (4
, Y B
Base - =} % ¥

The resultant series of letters B Q K 4 ... , vhich ve have
termed the BASE, forms the framework upon which the assumptions
are made and the results noted. Let us assume that the message
in one of the experimentsl cycles, viz, Cycle 2 begins COMMANDING,
and then let us try 2ll other possible beginnings for the other

experimental cycle,‘vizﬁ Cycle 3, in conjunction with it. First,
it 18 necessary to "add" the letters of COMMANDING to the base,

in the manner shown belovw, which gives the resultant of the first
assumption, or, &8s we shall term 1t merely, the FIRST RESULTANT.
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Base Bl @ X &

Assumed plein text g C O]l M M A

for one experimental
cycle 2

<{¢c (0o .M .(m
. = 0 2 M Z M 2. é
FIRST RESULTANT K "] K Q

- We are ready novw to try in conjunction with the first resultant
all possible beginnings for the other experimental cyecle (Cycle 3).
Let us assume that this message also begins with COMMANDING and
find the second resultant. If the plain text assumed for both
experimental cycles 1s correct, and in the correct loci, then the
second resultant must yleld intelligible plain text.

FIRST RESULTANT K ¥ K @

Assumed plein text for g c o M .
other experimental cycle 3 ,

SECOND RESULTANT E J W g

This gives E J W J as the second resultant, or the plain text of
the confirmative cycle {Cycle 1), and we realize at once thet one
or both of our assumptions for the experimental cycles are incor-
rect. Let us retain COMMANDING as the beginning of Cycle 2, and
assume THE3 a&s the plaln-text beginning of Cycle 3, instead of
COMMANDING. The results are as follows:

FIRST RESULTANT K W K @

Assumed plain text for ; T H E 3
other experimental cycle

SECOND RESULTANT 5 U ¢ W

This,,too, is clearly incorrect. Thus we proceed until the trial
of ADJUTANT:

FIRST RESULTANT K W XK @

Assumed plaln text for g A D J U
other experimental cycle

SECOND RESULTANT N ¢ 3 T
Here is & good possibility, and we proceed at once to add to 1it.

Now a1l these trials can be made very raplidly by the use of
certain sliding alphabets. These are prepared by cutting apart
the columns of the cipher square, accompanying each alphabet by
the straight alphabet including the "functions," and arranging
the letters as shown below, where only the firat five and last
five pairs of the A, B, and C alphabets are given, (Fig. 20).
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Taking the sliding alphabets indicated by the first resultant,
viz, XK, W, K, and Q alphabets, we slide them in such & manner as
to align the letters of the assumed plain text, using the upper
(normal sequence) member of each pair of letters for this, where-
upon the resultant plain text for Cycle 1 (the second resultant,
or the text of the confirmsative cycle) appears on & line made up
of the other (mixed sequence) member of each set of letters com-
posing the pairs. Thus, the trial of the first four letters,
ADJU, of the assumed plain-text beginning for the one message, would
place the sliding alphabets in the position shown in Fig. 21,
wherein the four letters of the resultant plain text for the other
message 1s immedlately apparent: NG 3 T, Thus, by sliding the
alphabets, all the possible beginnings for Cycle 3 are tested with
the assumed beginning, COMMANDING, for Cycle 2. If no good results
are obtained, themn one sssumes some other beginning for Cycle 2
and goes through the same steps agein. If no errors have been
made in calculations, when the correct beginnings have been assumed
in the correct loci of the experimental cycles, the correct plain
text must appear in the confirmative cycle.

¥hile 1t may not be apparent, it 1s nevertheless true that
this process viewed in its proper Izght reduces the three sequent
cycles to e teyms of 8n "overiap. en &an overlap occurs, it
- 18 necessary to assume the correct plein text in the correct locus
for one message, whereupon the correct plain text for the other
message appears. In this method, it 1s necessary to assume the

correct plain text 1ln two loci.

: Let us go through the solution of the test messages, as it
actually vas achieved. The three messages lnvolved are New York
2, Norfolk 10, and Hoboken 20, of which the last two mentioned
are the experimental cycles; the first, the confirmative cycle.
This is one of the two excellent points of attack referred to on
‘page 27. The steps are summarized below:

Upper key loci 186 196
Lover ey loci 260 270 .
NEW YORK 2 ... BXTSQWQZEWCMCPWIDY3GD3A ... Cycle -74 (Confirmative)
Upper key loci 186 166
Lover key loci 261 271
NORFOLK 10 .. .| ISXH7TGMERHP3QSNI3MCZVCIR ... Cycle -75 (Experimental)
. : *
Upper key loci 186 196
Lower key loci 262 272
HOBOKER 20 ve. |1 3CTPIIXXLK3FUPEQSLD ... Cycle -76 {Experimentel)
WQZEWCMC . ..
GMERHEP3Q ., . &
MERHP3QS . . .
CTFJIXX . ..

Rase E 3'R MGG LE

Since in Norfolk 10 the first letter which enters into the
balanced relations discussed above is G, we must place the letters
of vhatever we assume for that message in their proper locl, viz,
the 5th letter of the assumed beginning must go under its cipher
letter G; the 6th, under M; etc. Assuming ADJUTANT3GENERAL for

the beginning of Norfolk 10, we must add -the proper letters as
shovn below:
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A B C
A A A
T G F
B B B
¢ 7 Q
c ¢ ¢
F Q 7
D D D
R T U
E E E
2 0 K
3 3 3
g X R
by oy
J z 1
S 5 5
M I Z
6 6 6
0 2 Y
77 7
A B C

FIG, 20

~

REF ID:A516913

)-\
2
AH
BC
c8
DV
EP
FG
GF
HA
1z
IM
K X0
AN LS
BP nJ
CE N6
DI OK
EC B
W F2 Q7
A GY RX
BR H6 SL
K CX iD T0
AN DG J UT
BYr — EU 15%’"“?5
. CE FV 1X W3
DX aD MW XR
EC HU NA Y2
P2 Iy 0Q z1
GY Jo PB oY
H6 KM Q0 W
ID L& R3 45
J3 MK ° SR 5k
K7 N5 75 6N
1X 0J i 79
MW PS \'yA
NA Q3 wM
o RB X1,
PB sSP YG
Q0 TA v
RS UH 2R
SR VF 33
75 W7 4y
U4 XC 5T
V{4 Y1 6H
WM z2 7K
XL 2z
YG 3Q
Zv T
2F 5N
3J 64
43 ™
5 _
6H
7K
FIG. 21
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Base Z 3 R M GG L E . .
Assumed plain text

for Norfolk 10 T A NT 3 G E N E .
experimental cycle .

Base -2 3 R MG G L E .
Assumed plain textg T A NT 3 G EN . . .
for Norfolk 10 A N T 3 G E N E o e
1st resultant 2 J P 4 3 B 5 N . . .

Let us now set up the sliding alphabets 2, J, P, 4, 3, E,

5, and N, and then try out the various possible beginning
When TRARSPORTATION

Hoboken 20, the other experimental cycle.

is tried, the results are as shown in Fig. 22.

B6

N
AY BX AK
BL CR E BY
cs DF A2 fo‘ c2
D2 Y ES BO s
ER AT FD CK Bl EF
FI BZ GV D4 Cz FE
GZ CI HT ET DP GP
H5 DE 12 FN EV  Ho
IF ED JK G6 FL IR
37 FS KJ HY GS Ju
K3 GL LP IU HJ KA
1B 7 HM MO JR IB v
MQ IC N4 KC JH MT
NU JA OM LW KT NT
ow KU PL MX LF OH
PX G QW NF MA PG
gg ﬁ ﬁH RC OB gg Q6
3 SE P -

SC BK 0T  TH Q,% PD “'glg
T6 co PV UA RJ QA ™
UN D5 Q5 VG S3 RY uJ
VY EQ R2 wQ TZ SG VL
WO Fé S XB Ul TK W5
Xp aN TO Y2 Vs go Xz
YV H2 UK ZY WL VE YB
yA¢} IT VP 2I XM WN ZXx
2D JX w6 37 YH X2 2C
3K KB XYy 4N ZT YR 3
ba L3 ¥X 56 2A 2¢C 43
S5H MR ZB 65 33 2X 5W
67 NG 2R T3 4p 36 6Q
73 oc 3N sV 4Q TN

P7 y7 6G 57

QE 5Q 7E 63

RM 6w 75

SW T4

TI

|1 74

Vi FIG. 22
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From the sequence LE Y 3 E Q the word EQUIPMENT soon made
itself apparent. A fev more letters (PMENT3) were tried out to
make sure, and very soon, since these yielded good plain text 1in
the other two cycles, it vas clear that the cipher system had
indeed been solved and the challenge successfully met.

The keys were then reconstructed, additional messages being
utilized to expedite the process; they vere then tested on new
measages and found to be correct.

It should be clear that this method of using sliding alpha-
bets can be applied to a case where the beglnning polnts of two
messages are not close together. 1In such a case, given one of
the experimental cycles as involving & beginning of a message,
possible beginnings are assumed for it and then the sliding alpha-
bets are brought into play by assuming high frequency polygraphs
for the interior of the other experimental cycle and testing the
results on the third confirmative or third cycle.

* * * *

In the preceding method 1t was necessary to assume plain text
for two cycles and test the assumptions on the third. We shall
novw show how plain text may be assumed for only one cycle and the
correctness of the assumption tested on the other two cycles
simultanecusly. We shall use for exsmples New York 2, Norfolk 9,

and Hoboken 19.

Upper key loci 179

NEW YORK 2 Lowver key loci ¥ 253

Cycle -T4 Cipher .. TNPWBQFVLRGO6XT. ..
Upper key loci 3 179

NORFOLX. 9 Lover key loci ¥ 254

Cycle -75 Cipher ... 2EPQU 23 U_N
Upper key loci ‘ 179

HOBOKEN 19 Lower key locli 255

Cycle -T76 Cipher s WDPZMCZWHEAJ3?3

The base is aa follows:

WO
NOoOdWw
BEdnoO
QoW
N <
XA

UE oy

Base F30CSRR

Let us assume for the plain text of Norfolk 9 the likely end-
ing, 30FFICER, and find the first resultant. In order to apply |
the assumed text to the base in this case, it will be necessary to
find vhat we have termed the MEAN VALUES of the assumed text.

These are simply the sums of the succeasive letters of the plain
text taken in pairs. They have been termed mean values because
they constitute the means in our balanced sets or proportions.

For example, the mean values of the word 30FFICER are as
follows:

Plain text > P I C E
\MAY;\7/\J/ 4/ K \J}

Mean values -
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The mean values are nov applied to the base, yielding the
first resultant as follows:

Base 4y30C8NR
Mean values MY % J4XJ
First resultant S
The sliding alphabets are now brought into play, and an attempt
is made to produce intelligible text on two lines made up of a

palr of letters on each alphsbet. Note the following set up in
Pig. 23 and the plain text given by the lines indicated.

This method of making an initial break into three sequent
cycles makes it very practleable to work with the case where the
beginning points of two messages are not close together. Given
one of the experimental cycles as involving the beginning of &
message, assumptions of probeble addrssses are made, and then the
sliding alphabets are brought into play by assuming for the
interior of the other experimental cycle high frequency polygraphs
such as 44233333, 6M533, 6N53, 3THE3, 30F3THE3, etc. The results
of the assumptions are tested on the confirmative cycle.

* * * #

The relations existing between the experimental and the con-
firmative cycles may assume three general cases:

l. the two experimental cycles may be the first and
second of three sequent cycles, vhereupon the confirmative cycle
i1s the third of the series;

2. the two experimentel cycles wmay be the second end
third of three sequent cycles, whereupon the confirmstive cycle
1s the first of the series;

3. the two experimental cycles may be the flrst and
third of three sequent cycles, whereupon the confirmatlive cycle
1s the second or middle one of the series.

To continue the analogy with the relations in & proportion,
~1n the first case, the upper experimental cycle cconstitutes one
of the extremes; the second experimental cycle constitutes the
twvec means; and the confirmative cycle constitutes the other
extreme. The second case is the same as the first. In the third
case the experimental cycles constitute the extremes, the confirm-
ative, the two means. The third case is therefore considerably
different from the first two in that in the flrst two cases we
have given (or rather assumed) one extreme and both means, leaving
only one unknovn, viz, the other extreme, to be determined; whereas
fin thls case we have given (or rather assumed) both extremes and
s 8till have two unknowns, viz, both means, to be determined. Were
1t the case that one and only one isolated balanced set were con-
cerned in Case 3, there would be no way of finding both means; but
the fact 1s that a series of balanced sets 1s involved, and that
fact coupled with the fact that the two unknown means of each
balanced set comblne with the adjacent pair of unknown means to
form Ilntelligible text enables us to select from thirty-two pairs
of unknowns for each balanced set the palr which, when united
vith one of thirty-two pairs for its neighboring balanced set
forms intelligible text; and this process continued results in
the production of plain text for the confirmative cycle. Exactly
vhat 1s meant will become clearer in an example. We shall gilve
the correct plain text for all three cycles first, amd then take

up the cipher letters alone.
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0
i6
BE
CP
DZ
EB
FY
(7]
BN
v
JW
EQ
1R
M3
NH
07
PC
QK _
RL 8
SX AT
T4 BM
U5 CJ
VI DN
WJ E3
XS w4
YF G5
2D HZ
2G IA
3M JC
4T KR
1]
70 ND
0x
PW
QL
RK
ST
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A
A7
BG
CF
DR
E2
FC
GB
HQ E
Is &2
J4 BO
KN CK
1Z D4
M5 E7
RK FN
06 @6
PY HY
QH 1IU
RD JR
SI KC
™ 1IW
U3 MK
VX ©§F
WT OB
XV PQ
YP QP
@ ¢
VX T
43 UI1
M V5
60 WL
7A XM
YH
ZT
2A
3S
4D
5v
6G
TE
FIG. 23
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MESSAGES
Upper key 3SQrT ; g K R B
Lover key OBN ABD
CYCLE 1 Plain text ||ZONE 3P I
: Cipher NPTUTMEK
Upper key SQT?P g X R 5
Lower key BNTO B
.~ CYCLE 2 Plain text RTMENT 3
Cipher PIMEEKPFQ
Upper key 'I'ngg
' Lover key OKAB
CYCLE 5 Plain text CHIEF
Cipher NIFPDIC
L ] % % * * +*
Cycle 1 (Experimental): nN PTUTMK
Cycle 2 (Confirmative): PIJMKKPFQ
Cycle 3 (Experimental): HI FDIC
UTMK. ..
EKFQ. . .
MKEKPFP ., ., .
IFDI . ., .
Base: L XQW . ..
Assumed plain text for Cycle 3: CHIEPF 3.
First resultant: o = w

To the first resultant let us add ZONE3FINANCE, the assumed

plain text of the other experimental cycle, vig, Cycle 1. The
first letter which enters into the relations is the B of ZONE.

First resultant: MDZ L . . .
Assumed plain text for Cycle 1l: E3FLI..-
: Second resultant: X FMH . . .

Let us consider now the first three balanced sets in our rela-

tions:
- CYCLE 1 Cipher UTM EXPERIMENTAL CYCLE
Plain text E>3PR
CYCLE 2 Cipher MXKF Q CONFIRMATIVE CYCLE
o Plain text P, P P P P
T 12345
‘ ' XFMEHE
\CYCLE 3 Cipher IFD EXPERIMENTAL CYCLE

Plain text CHI

The letters of the leéond resultant are shovn in their proper
Places in Cycle 2. The first letter of the series, viz, X is the
sum of tvo plain text letters represented by Py and Py ; the second

letter of the series, viz, P, 18 the sum of twvo Plain text letters

represented by P, and P;. If, therefore, ve assume P, to have any

;aluo, say A, we can derive, successively, the values of Pj, Pz, Py,
5 L I ] . Thu!: .

N
e
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If Py=A, then PyzA+XeV; PyoVeFa¥; Py=W+NzK; Pg=K+H=z§

Upon this assumption the plain text of the confirmative cycle
vould read A V W K 6, vhich is obviocusly incorrect.

We could proceed to find the value of this series based upon
various assumed initial values of Py, taking the letters of the
;lphlgot in succession. Let us see what we get when we assume

1 = .

Ir Pl‘.:l!, then P2=H+x=§; P3=E+F=N; Py=N+M=T; P5=T+K:Z

Here we have excellent plain text, ME N T 3.

* We may eliminaste all the trials necessary to find the value
of Py by the use of sliding alphabets. Assuming Py to have the
value of 7, the value of Py, P3 ... 18 found in the folloving
manner, starting with the second resultant X F M H derived as shovn
on page 55:

‘S8econd resultant X F M H Py Py Pz Py P
- ] £ & ¥ or Sy
T K ©

Third resultant 7 X 7 N 0

Setting up the letters indicated in the third resultant on

' the ordinary sliding alphabets of the cipher square, we have what

is shown in Fig. 24,

XTNO 3

%V VEG Here the correct generatrix becomes visible
g-a 3 g’g almost instantly by giving intelligible text.
DHBS 2 The choice of 7 as the basic or assumed value
EMZFB of P means nothing in itself, for any other of
FTXEY the thirty-two letters of the alphabet might be
GURP2 used as 8 base, with the same results. For
HD3ON example, supposing, as before, we start with a
I6PRV as & base, we get the third resultant shown
JPO6UW below:
ELSAQ
LK 2VR P, P, Pz Py P
m. Second resultant —lT_TLﬁ_TE

Third resultant A V W K 6

Setting these alphabets up, we find that the
generatrices are exactly the same as those produced
above, but they are in & different order, as shown

in Fig. 25.

The mechanics of the process should be clear.
E.ch of the letters of the second resultant, X, F,
M, H, ... represents the union of & pair of means
. in the proportions mentioned on page 52. The
pair of means of adjacent proportions have one
member in common. This fact, together with the
fact that the succession of means must form

VUi RdR<dadnoeo
HUOKIOINZ F~JO0POROONG L
LHOMMNLEEPOONIKAC &

TWEOMDNOINYEODHONGOH

i

PARRQAURLAGHVEMD HON
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intelligible text, makes the process capable of ylelding the
desired results.

uauﬁw4auu:HumMmNmNz:mpmnmwmmqb
MQSNQ>WNwOmmU#HHm3NHONUﬂmbedﬁ<
mDNMHONmemUWMQWHWSOKGU<EQNWﬂt
AuI<OURNFANUO WO > B M-I UKD O+ 1 g i
zmwmpomzq<sz>odbmeuHMmmvﬂmqm

:

PIG. 25

SLIDIKG OF ASSUMED PLAIN TEXT
TO FIND ITS CORRECT LOCUS

It has been stated above that not only must the correct plain
texts be assumed in two different cycles but also these texts
must, of course, be assumed in the correct locl in those cycles.

Proceeding upon the theory that messages emanating from
Norfolk, New York, and Hoboken are more likely to go to Washington
than to other points, it seemed feasible to &assume as the plain
text of the beginnings of certain messages WAR3DEPARTMENT2WASHINGTON
3DC>, the problem then being to find the correct loci of the phrase
in each of two cycles. An example will serve to make the process
clear. Note the three sequent cycles below, in which WARJZDEPART
MENT2WASHINGTON3DC3 1s assumed to occur 1n experimental cycles 2
and 3 near the beginning of the messages.
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-
Upper key loci 192 202 212
Lover key loci 266 276 286
N.Y. 2 (Cyocle -T8) ...6XT3QWQZEKWCMCPWIDY3GD3A6IM3ZECRETDUFZRIR... Con.
Lover loci 277 28

267 T
NOR. 10 (Cyole -75) I|ISXH7GMERHP3QSNIZMCZVCTRVOUOMVNUS4TELAAZY. .. Exp.

Upper key loci ﬁ 122 202 212
Upper key loci ' 192 202 212
lover key loci 278 288

268
HOB. 20 {Cycle -76) 3CTPJIXXLE3F4PEQSLDYEQUGEPWGVOL34VVV. .. Exp.

It i1s possible, of course, to begin by placing WARZDEPARTMENTZ2
WASHINGTON at any of the likely loci of Cycles -75 and -76, re-
construct the keys and try them on Cycle -7%. If no good text
results, the phrase would be moved one space to the left or right
in one of the cycles, say the second, and the keys resconstructed
again. This process would be continued untll the phrase had been
shifted to all possible loci in Cycle -76 (within the section under
examination), keeping the locus of the phrase stationsry in Cycle
-75. If no good results were obtained, then the phrase in Cycle
-75 would be shifted one aspsce to the right or left and the whols
process of shifting the same phrase in Cycle -76 would be gone
through again. In & section of 25 letters in length vith & phrase
25 letters in length also, 50 x 50 or 2500 trials would be neces-
sary to exhaust every possibllity. The labor and time of making
such & test:-being very great, a short cut was devised, which
reduces the work enormously. 8liding alphsbets of a special kind
are used. They consist of a simple rearrangement of the horizontal
1ines of the cipher square, according to the order of the letters
of the phrase to be tested. If the phrase be WARBDEPARTMENT2
WASHINGTON, then the W row of the cipher square is written first,
folloved by the A row, then by the R rov, etc., until all the rows
have been arranged accordingly. The modified clpher square then
has the follovwing form:

WARJDEPARTMENT2WASHINGTON

LMNOP STOUVW¥X
=]

R
‘ D
7
C
J
7

»
o

%

OPLHOMHN<OFPUORAYNOH QNN NO HO
ZoHQRHNUERLEIWZIN > wRDWD >

\

AU U 3> T i DU O -t

NDYSENDFQGEME IO M <SURO NIV MO
RNEYTVRHATQGT 0 KT g -3 3> oy
AN YN EHWK OO G O b rg < = 54Tl
NG OVKdoElaNPOEHEMPIR OO B~
NuRdNOADoO<OMENERO<<gzR DO <
HoBEGHOLRIFLERMEATYEOE RO KON DIN
QAHOQVWYWOAERINIP QP A &F T > - & EEaan
LviBouiQER GO OoOVDH OGO ST RN & oY
EANURUuQESMHE<SPHRKAIOISINLE

AEANAHUQELTrODNGTONH &M MW ol
URoRDERYgHOoLEED

HOoONHQZHEEWPELHESAREAN >R DWW >
POZUHN2OHNIHEENNOVM R YO~
MEDP,PMUSEQAUKOLUDEOMOSESMER
WERAIAKUWOEPNIIHMNGNO- FUgy DN
HMOoOBaT rOSHMBRIZNMAONHEWDAO 4
NI YNEOQUITUOD YTOHI B RO 43D AR
OZ2VQOHINOAUOK SULO N K SISO
WSROI P UU YDA O g S PN 2 o wdi
TOVKHPUOATHEIN DO SN 0T O M, ol
SV EF<HHONERLVSEZTONONWENTON
HWEHE O IOV N <SRN O M O oW
NEHBONTOUMNOMQENRSBEHRORIUEHR
DNFrold@daa oUW EREOAQUNEHN
QOHBEORVEUENHQO D HE<RJOW M XK
OHKUOODPNIHYAKUOUWD K N2 WS J e
BENAUEREYLIKEPHIENENOR -NENO S
LUMOMGUEZNDVEVOGHAMO FVNHO > W
tHOUMOWME ZEQEUVN O N NOQ M
FREHCSFOSESEDOHMO SO adE R~y O

A
M
D
G
P
J
I
G
i
B
D
K
v
N
1
T
G
L
I

FIG. 26
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The columns are then cut apart, and mounted on strips in the
form of sliding alphabets, ready for use. The method of use, em-
ploying the principle of balanced sets, will be illustrated in the
case of the three cycles forming the basis of the preceding analysis.
We shall start by assuming that the phrase WARZDEPARTMENTZ2WASHINGTON
is 1in locus ;22 of experimental cycle -75, as the beginning phrass

7
of Norfolk 10. The base and the first resultant are derived in the
usual manner, and are as shown below:

NEW YORK 2 Upper key loci 192
CYCLIE -74 Lover key loci 266
(CORFIRMATIVE) Cipher .- « BXTSQWQZEWCMCPWIDY3GD3A6IJM3ZEGEKTDAFZRL ..
NORFOLK 10 Upper key loci 192
CYCLE -75 Lower key loci 267
(EXPERIMERTAL) Cipher -+ + 3QSNI3MCZVCTRVOUOMVNUSYTOLAAZY ...
Assumed p. t. + » sWARSDEPARTMENT 2WASHIRGTON - - -
HOBOKEN 20 Upper key loci 192
CYCLE -T6 Lower key loci 268
(EXPERIMENTAL) Cipher . - XXLK3FPUPKQSLDYEQUGEPWGV OL34VVYV, ..
P D M T 4
)] M U L T 6
) 3 0 S T
L F 4 B G GV O
Base g . S a MV DU KG
Assumed plain WAR>DETP s N T 2 A S H { Q
text for NOR. 10 AR3DEPARTMENT2WASHINGTON
First resultant 2 T2 0 K FU

The sliding alphabets indicated in this first vesultant are
then set up in a "staggered" menner, as shown below in Fig. 27.
If the hypothetical phrase in Cycle -75 is really in the locus assumed,
and if it also 18 contsined anywhere within the section included in
Cycle -76, then intelligible text must appear on some generatrix

of the set-up.

Should it happen that the locus of the first letter of the
phrase in both cases falls within the same column, that 1is under
the same "long key" letter, the uncovered plain text for Cycle -T4
will occupy the longest generatrix; that 1s it will begin with
the second letter on the first strip (the letter immedlately below
the letter designating the alphabet? and will continue all along
the generatrix, provided no breaks occur in the phrase WARJDEPART
MERT2WASHINGTON, &s assumed. If a break should occur, for example,
should the phrase be WARZDEPARTMENTON53WASHINGTON, then the un-
covered plain text for Cycle -74 will appear on two genersatrices,
separated by four letters giving unintelligible text.

Should the phrase in Cycle -76 begin one letter to the right
of vwhere it begins in Cycle -75, the plain text will appear on the
generatrix which begins with the second letter on the second strip,
and so on upvwards until, if the phrase in Cycle -76 should begin
under the next to the last letter of the Ehrase in Cycle -75, only
one letter of the plain text for Cycle -74 will be gilven by the
set-up, viz, the second letter on the last strip. Should the
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M =
ie)

NHHODQZNNZOANKEERROACH NG«
MNELOMNMNEEPOHMSTFRIIEZNNER KPS
PODAMNEVOPDPMNEMKMEOI M E MK
WHhUNZMASHAUNOHAMNOEWOUREKEEONJONM
MO HEANP-HERNEOONTNHEANMOESHOL
URMHES>EOVZEOQEEHOAKOAQAM NG E A b N
RAUZMAPHNORANOKODEEOMNIOIN
PDOSFEHMMHANTENFHONMDPINNNIOONEZEO
MU O P G UNRY E M E D M INM < O B4 H I NVEY
OO DANE M NG N N D HINA < N
MAANOCREAQAMOADHOSNAMKS ZHED A H
KOsV EMBEHOAXO O M N E A a0 A
IYSNQKUTSNPGURP3YSAL7RMPVR
ROIENQOOAF MM OHROMEDS A
AN MSF NS IO NIMPAMNDO JBO
AENANAAREEMZRENECN TN HEORO S
MNOPROSRARDOINONIIWHODME NS S I Eat
OAMBSEVENEMHOAKOADMNG E A Mg e -
O MMANKMtIMOIEPOACOTFOINEKDNOED

FIG. 27

In other words, by keeping

begins with the third letter of the first sirip and so on downwards,
alphsbets is equivalent to having slid the same phrase in Cycle -T76

phrase in Cycle -76 begin one letter to the left of where it begins
the reverse of vhat was set forth above.

in Cycle -75, the plain text will appear on the generatrix which
textual diagram above, this one set-up of the special sliding

WARSDEPARTMENT2WASHINGTON in the locus shown in Cycle -75 in the
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fifty times. Examié:;é Fig. 27 1in the light of the foregoing dis-
cussion, wo good plain text 1s discovered on any generatrix, nor
do we find even & fragment of intelligible text sufficient to justify
further experiment with this set-up. We proceed thersupon to move
the phrase one space to the right in Cycle -75. ,

. Going through the same steps as shown on pege 59, - with
the same assumed phrase in Cycle -75 (WAR3DEPARTMENT2WASHINGTON)
but beginning under the letter Q instead of 3, we have the follow-

ing:

Upper key loci 192

Lover key loci 266

R.Y. 2, Cycle -T% 6XTSCMCPWIDY3GD3A6IM3ZECEKTDAFZRLR CONFIRMATIVE
Upper key loci 192

Lover key loci 267

NORFOLK 10, Cycle -75  3QSNI3MCZVCTRVOUOMVNUSATGUAAZY EXPERIMENTAL

_ WARSDEPARTMENT 2WASHINGTON

Upper key loci 192

Lower key loci 268

BOBOEKN 20, Cycle -76 XXLK3FUPEKQSLDYEQUGEPWGVOL34VVV  EXPERIMENTAL
BASE Z30FHOOWHDPJ3YX25BCHZSWO

If the second generatrix, omitting the first letter, of the
preceding set-up of alphabets (Fig. 27) be united with the phrase
WARZSDEPARTMENT2WASHINGTON, we get the same base as 1s indicated
here when the phrase 1s moved one letter to the right in Cycle -75.

Thus:

2d Gen. of Fig. 27 (E}2
Assumed plain text
Derived nevw base

B¢C T5Z2MMGLXSA
E P T2WA G T

L
SHIN

o=

TVBRRI4
ARTMEN

=
oM
DV S

This means thet once & set-up such as that of Fig, 27 is made,
new or additional write-outs of cycles as the assumed phrase is
slid, need not be made: the proper bases can be derived as shown
by the foregoing example from & single write-out of cycles &and
assumed plain text.

The sliding alphabets indicated by the foregoing derived base

- (it. 1s really a "first resultant”) are then set up as before, and
the various generatrices are exasmined with & view to flnding plain
text. The set-up given in Fig. 28 shows a generatrix contalning
intelligible text consisting of a sequence of elght letters,
NG3TO3S 6. Note the generatrix which is underscored. It
means that we have struck the correct loci of at lesst a part of
our hypotheticel phrase in Cycle -75 and Cycle -76. We can ascer-
tain what parts are involved from the position of the plain text

in Fig. 28. For the fact that the plain text, viz, NG 3T 0 3 8 6,
begins immediately after the "letter" 2, designating the generatrix,
means that the hypothetical phrase in Cycle -76 begins with

WARSDE ... etc. The fact that this generatrix 1s the 16th of the

. 8et-up means that in Cycle -75 the hypothetical phrase begins with
the-16th letter, which is the W of WASHINGTON. In other words,

the loci of the hypothetical phrase are as shown herewith:
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216
290
. .NG3T0386.. .
216
291
OUCMVNUSATGLAAZY ...
WASHINGTOR.. .
216
292
QUGEPWGVOL34VVY ...
.. -WARZDEPARTMENT. . .

6JM3ZEGEKTDA4FZRIR ...

206
280
206 -
281
206
282

196
270
196
271
196

272
These sliding alphabets

The mean values of ths phrase

BBCTFJIXXLKBFQPKQSLDYE

ycles.

186

260 |
6XTSQWQZEWCHMCPWIDY3GD3A

186

261
ISXHTGMERHP3QSNI3MCZVCTRV

186

262

*
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1

the keys can be reconstructed and the

%
A varistion of the foregoing method makes use of special sliding

‘hlphabets based upon the hypothetical phrase, the presence of which
y like those based upon the phrase WARZDEPARTMENTZ2

Lover key loci
Upper key locl
Lowver key loci
Cipher

Lover key loci
Cipher

Upper key loci
Cipher

Plain text
Upper kej loc
Plain text
Plain text

)
)

76

EXPERIMENTAL

With this as a start,

decipherment contimed.
is suspected in both experimental ¢

(CONFIRMATIVE
NORFOLK 10
(mmmnmmmn
HOBOXEN 20

are built exactl

NEW YORK 2
CYCLE -74
CYC1®E -75
CYCLE -

(
phrase in constructing the alphabets, the mean values of the letters

of the assumed plain text are used.

WASHINGTON, except that instead of using the sequent letters of this
under discussion are &s follows:

O N
QO
N\ Qe

o=
B Q
O B4l

3DEPARTMENT2WASHIN
DEPARTMENT 2WASHING

WAR
A R

St

'.-I'. e

81iding alphsbets are nov made by first constructing the square

showvn in Fig. 29 and then cutting the columns apart.

Mean valuep

ROKRIOCHAOLR M REANHHNAGALS SNt KD
AMAEZOANMOHADAOXDMEANKLNEME &SN
AN} LANETNSCEROMAOOEMNAMNGRS 30O M
AHRSOKEAMNMODODOMNOUMNDNSNNEN N
PEAEENEEFRACUMNOAUMHALDAOERE A<
RPEMEHCCHhOOS Kb dMNE M M m A Mo
QUMENMHNORKEE RS I-MOOGOUDOVRNM = A0
SWVOHAMEMMNQOAR NN Z NDING NN M O 310
HEEHAIONDNEMMEROEMIRONAM OO
ORBPONMNHOSANODSKMRANANUMMNMODY >Mm
TJezmahdndgszaaMOOK NI HAaE M T
ORAEMEANAOHMPUOKOMHATHEAMNENRME M it~
~AEKOPDNAOAMERMBZIUN-AENGHOGOMNO XD
BRI RAHBENQOI MO H NP = b 03y o
CMPAUANRNCEHHODALACOCOWOBROVWONENMNAUNN D~
SMONNND RO DM DN H N M NG D D e b
NOWVBHANZODPROENPHEHDMNENMED OS> ONE
NAUMHBEMENURHAOMHMNMEQS SO NMAO DB >IN
NNMINOMQAATNMNEPKEGKEPROHRNON @ H
AENERAMHEBENM;OEREZOROMA A T NOMA
VCENSNPOUSeMINOMENNG OO HD NSO
MHENRPOOHMG AU ZKEINALKNMNPOD N n
NNHSES>ANPDAMHINUOEROMMMKE < ING H =
MIRONEMEMOUROHOANTHESMZO O =
RONELMKOOAMIHNNEAHLAUSENNE NES
EHOHAKME--AMPOHINEESIHBEHAOD OHE
NG NOOMOMEHI-NINEKRENDODNAON tx D
FTHRHEAAMNSOREENEHNDPDRHZROHRAMNA Z-HD
7U3EVH7WSH3YGOBK06A5AEIE3CA
POV PHNZS IAENGFNENONHIH <M
EHORNOEE <MK QN X b N N S
REOhHRAZAOMBPONNAZN INAQAMARITH OMNA
AOERAOHOOEMKEE AN HN KA G & D

6

y

RSTUVWXYZ2

ABCDEPFPGHIJEKLMNOP?

FIG. 29
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Note that

- the two generatrices used in the preceding discussion appear in

OHhHMAZZOIMOHMAPDAKHAKEANEKRNZTMEAEN

MUNDHRAUPOUHMGIAURMS INASKNMNDOD NN

POOAMKERLMN ™LA G 0 P N b o
OOHEZAMARIMNACETANEKMOOME NS MAXA T 0 m
BN AMHE R NSO R RS RO A XA D I \O A
OMHAMNNMKEAMNHNKNOAOOODMOL N> UNE MmN
MRACHNORBERAMHMNRNHRI AN IZMEINR NI Z

RNOENDN POV MO~ NG OMNO B HDBD NHO

AENARMNOMAAMNNEEBSREXNKEHOHNO NE P H
HRZAKMOHIROOWNML EHE AMNE B I mapMon
NAMHEBKENNTOMNEASS>A M0 36N
HLMISTRONEKEXOHRLHOM IO ES ZOJOR K S
PONAHCEDNNPAMHIMOO RS M E KK NG HZ W

NHERIEABSNQAOT MM O = b 03 fd O
VUTAIB6UH2WALM5V45M303IGIAD3
EEHOARMMENADOHS R R RS HEEH D Q0 M
B NSNS OMNOEEMNINE KR SENPDOPNMO - D
NHRAUPOUHMNCANEKSINASKNMADOD o't n
AHANERAMHE R N0 RO RO XA N0 o
TDCF#QYDGNKFMLZTIZLRPR#H#FUR
HINOWVEPHAIXNZEOLROENPHEDNENES U0 N E
ER3A75GO3QETTZ5MXJM5U6USBSTRU
lﬂhKNDPH46FMNXHTZUTwJQJDYDNIJ

LQGMSGSU64VK507A2HA7030GIG5Y0

]

Then by setting up the alphabets indicated by the letters of
FIG. 30

the base in staggered fashion as before, the successive first

resultants will be found in successive generdtrices.

the set-up in Pig. 30.
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In the preceding example the assumptions for the plain text
involved the hypothetical presence of the same phrase in both
- experimentael cycles. We shall now proceed to & consideration of
the case vhere the assumed plain text is not the same for both
experimental cycles. The procedure is basically the same as in
the preceding case. The messages t0 be used for the demonstration
are three actual messages of the series. The base has been derived
in the usual manner, and to it 1s applied the assumed beginning,
TRANSPORTATION3SERVICE, for Cycle -76, one of the experimental
cycles, ylelding the first resultant shown below:
.1
325 403
9 477
e « Z2TDMTJXUPEK ., . &

Upper key loci
Lover key loci
K.Y. 3 (Cycle -75)

Upper key loci 403
. Lover key loci 478
N(m.loicycle-'ﬁ) «....DBCGTQYMEKTHTPF. ..
»
Upper key loci ho3
Lover key loeci 479
HB. 21 {Cycle -T6) GTXAQXNNUFRT. ..
Assumed p.t. TRANSPORTATION. ..
ZTDMT7JXUPKEK
D4GTQYMKTHT
LG7TQYMEKTHTPEF
GTXA % XNNUFR
B&86 ....tccccstsccnscnacees R 523 P
Assumedp.t.for} ........... TRANSPORTAT
LCycle -T76 '
1st resultant ........... e COF3ITDGCYYO

‘Since New York begins somewhat in advance of the locus vwhere
Hoboken 21 begins, and since it 1s probable that the former message
is going to Washington, we assume that the phrase WARJDEPARTMENT?2
WASHINGTON3DC3 occurs somevhere in the vicinity of loci 395 to 425

of the upper key. _

- The special alphabets based upon the phrase WARS etc. are set
up in the manner shown below in Fig. 31. Of course, no plain text
can be visible a8 yet because the confirmative cycle in this case
is the middle cycle, and ve must apply the principles elucidated

on pages 53-56,
The steps are the same for every generatrix of the set-up,
and ve will take only the correct generatrix for the demonstration

of the method. The correct generatrix 1s, of course, found only
by trisl. The method in brief is as follows:

Taking the correct generatrix, which is as follows:
OJCEIKPHSPFH

and going through the ususl steps, to determine the series of
unknovn means, ve have: -

o J ¢ E 3 K P H 8 F: H
7 0 W X M 0 Q E Y T X
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t
v
BHPRPFMEMMUMOVMHNNNSCENOIOEEO MM IQ
MEOECPAVARMPANNDEPO RO O M ZUNM B O -
REANMENAONNZESTHDOMMIOSERNM IIOMH &
NGMHOKKHVGUDBFAESTSLJI#73QZXRCY
E20K.n.7N6YURCWXFBQPJzJZISLHHTASDVGE
OFOQPAURENECNHROKMISKAPRHAMNKE N HE N g
OMANAQHNE>EIENEOMAKSINHLRNEQADEND <O
M58LYXZI4GQHC7T3RJPBN62IEDFVOHAUM
4 3WHMTUDGPLKEZSJRQOFGAC7.&.NSBYEIX
= RXGLVDUYOHEK5JS3BPAHF7CI2ZQ6N.&.W
< EPZBY?.NVWQR.JH?.GKLX&.SIJSFDGMTUAO
RUAMEKDINHPMARZOAMO XN D S22 b 503 0N WD I~

!

OMRVAENMOWVASF NMEIIOHOMES N -
PHANNENG&NNRE@ONOH A M E MK
AHANNENSANNAINMASHMAEHKMEMMNR q
ONEMEPMORMNEAMUAMEKD O ), 8
VAMNKDEIOVEMEHMHOMGEOAMN0 Ry o,
AUEEHRTNEIAHNIOAROKERM s
NPPONMKARPORONT HHIP RNt >t
EBSOPDPANBEOVOPDMNEMMK D MMM >Hm
OHRVHAENMOVAI NAMIT OO0 m s o -
AN EOREMEEHOAMKO M NG E A bepg (U A,

YTXD

Setting up this series of letters in the ordinary alphabets we

have the following( FIG, 32):

v ¢ @ e &
T et NS WD 0D ONO
akm

L]
-

12.
14,
1

L]
79
4

The keys
lain

WAR3DEPARTMENT?2

ase in Cycle -T4,

the word WASHINGTON occurs in Nevw York 3, beginning with

l‘05 .

FI1G. 32
difficult to add to the plain texts of all three cycles.

-up shown in Fig. 31,

With the ssection BER3SECOND3T as & start, it is not
-66-~

FIG. 31
The proper placements of the initlal texts_are shown

The plain text BER3SECORD3T stands out very prominently.
herevith:

ve find that it 1s the 16th letter of our phrase
can be reconstructed simultaneously with the bullding of the p

WASHIRGTON, which begins the hypothetical phr

l.e.,

Counting down the first alphabet of the set
locus

texta.
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a N

Upper key loct 95 403

Lover key loci 469 477

ny.z(cycle-'ru) e+« «2TDMTIXUPEKK . ..

Plain text e e s s 2WASHINGTONRN . ..
" Upper key loci 403

Lover key loecl 478

NOR. 10 ?67310 -7%) .. .DUGTQYMETHTF ...

Plain text .« .BER3SECOND3IT . ..
Upper key loci 503

Lover key loci 479

HOB. 21 {Cycle ~76) GTXAQXNNUPRT...
. Plain text TRANSPORTATIONRN.

* * ® * L

Upon proper occasion it may be desirable to slide two different
phrases against one another. For example, WASHINGTON against
NEW3YORK. The methods discussed in the twvo preceding cases have
been elucidated sufficlently, it is believed to show that such a
process would be perfectly practicable. Special sliding alphabets
vould be prepared and kept on file for use when the occasion arose.

By means of this process, it is possible to test all sorts of
phrases, such as names of persons or places likely to occur in
addresses or signatures. Given & sufficlent number of messages .
favorable to the application of such a test, the process becomes
& very valuable adjunct to other methods of attack.

4. SOLUTION OF CASES NOT INVOLVING THREE SEQUENT CYCLES

The possession of three cycles in unbroken sequence is no
longer absolutely essential to solution. We shall diacuss the
folloving four cases 1likely to arise in practice.

A. The two experimental cycles sequent, the confirmative
cycle at a short distance removed from either of the experimental

cycles.
B. The experimental and confirmative cycles equidistant.

C. The distance betveen the confirmative cycle and the

. nearer experimental cycle 1s a multliple of the distance between

the two experimental cycles.

D. Cycles at irregular intervals from one another.

The fouf cases will be studied in auccedaion.

A, (Casse 1)--The tvo experimental cycles sequent, the confirm-
ative cycle at a short distance removed from either of the experl-

mental cycles.

The solution of this case is dependent upon two ractors; first,
hov far removed the confirmative cycle is from the tvwo experimental
cycles; and second, the 1ength of the assumed text. Let us study
three actual messages. :
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- N
- Messages
g
‘Upper key loci 186 196 206
Lgver loci i 261 271 281
NOR. 10 (Cycle -75) |SXHTGMEREP3QSNI3MCZVCTRVO ... Experimental
Opper key loci 186 196 206
Lover key loci 262 272 282
HOB. 20 (Cycle -T76) | SCTFJIXXLK3F4PEQSLDYE ... Experimental
o

Upper key loci 186 196 206
Lower key loci 272 282 292

WASH. 25 (Cycle -86) .. .KCFTTRQJU3NRMOZJ68XXQ ... Confirmetive

In this case we have Norfolk 10 beginning in Cycle -gg; Hoboken
20, beginning in Cycle -76; and VWashington 25, in Cycle -86, or

ten cycles removed from Hoboken 20; that is, the confirmative cycle
is ten cycles removed from the nearer experimental cycle, instead

of being directly sequent, as has been the case in all the examples
discussed heretofore. It was desirable to obtain a2 method by means
of vhich possible beginnings for Norfolk 10 and Hoboken 20 could be
tested very rapidly on Washington 25, and the folloving method was

devised.

Reconstruct the two keys without reference to any plain’ text
vhatever, using the series of cipher letters only in Cycles -75 °
and -76 for the first 15 letters, beginning with 7 as & base in
loci 186 * 262, Cycle -76. Thus:

Upper key loci 186 196

Lower key loci » 261 271

Upper key (hypothetical) ! OQFHDJEBUCCSBVK

Lower key " ' t 3PUTS5KPMISRAQKZ

Norfolk 10 (Cycle -75) lSXH?GMERHPBQSNI}MCZV... Experimental
Upper key loci 186 196

Lover key loci 262 292
. Upper key (hypothetical) » TOQFHDJEBUCCSBVK

Lover key " || 3PU7TSKPMILURAQEZ0

Hoboken 20 (Cycle -76) ' SOTFIIXXLEBFAPKQ . . Experimental
Upper ey locl 186 196

Lover key loci 272 282

Wash. 25 (Cycle -86) . . .KCFTTRQJU3NRMO2J . . .

For example, starting with 7 as the upper key letter of locus
186 in Cycle -76, the resultant of 7 and 3 is 3, which becomes the
lover key letter of locus 262. This ther becomes the lower key
letter above M in Cycle -75. The resultant of 3 and M is 0, upper
key letter 187, which is now placed above C, the second letter in
Cycle -76, etc. The process is exactly the same as that in recon-
structing normal keys; except that no plain text is used as yet.
Keys produced in this manner, we have termed IMPERFECT KEYS, because
they are not completed, or made symmetrical by the plain text letters
vhich apply, and will therefore not produce plain text when shifted.
Normal keys, or keys which will produce plain text we have termed
PERFECT KEYS, )

Since Washington 25 is ten cycles removed from Hoboken 20, then
the lover imperfect keys of the latter beginning with R A Q K Z
(after the bar in the dlagram) must be united with the upper im-
- perfect keys of the beginning point of Hoboken 20, and these must
be applied as shown below, to the cipher in Washington 25, beginning
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Vvith KCF 7 ... . The series of letters wvhich arz producsd
ve term, as bmefore, the BASE:

Upper key loci 186
Washington 25 Lover key loci 272
(Cycle -86) Upper imperfect key= 7 O QP H D .,
Lover imperfect keys R AQXZ 0 . . .
Cipher KCFTTR .

Bes® .......c.00... S YF2YG6

[ o

Row it is patent that if we had included the assumed plain
text for Norfolk 10 and Hoboken 20 in comstructing the keys, the
base would have become the plain text for Washington 25; and had
the assumed plain text been the correct plain text for those two
cycles, then the base would have to be intelligible plain text.
Hovever, vhether we include such assumed plain tex: in the first
steps, working with perfect keys,or apply it after imperfect keys
have ylelded the base, the final result will be the same, providing

ve go through the correct steps.

It is also patent that although the assumed plain text consists
of tvo distinct parts, one applying to Norfolk 10, the other to
Hoboken 20, it is perfectly correct to test the effzsot of these two
parts separately. That is, ve way aszume one phrase as the begin-
ning of Hoboken 20 and try it in combinstion with 811l possible
beginnings for Norfolk 10, exactly &s was dore in 3ectlon 3.

Nov as far as the first few locl of Washington 25 are con-
cerned, the assumption of plein text for Hoboken 20 will have two
effects: first, upon loci 186 & 187 ... of the upper keys, and
sscondly, upon loei 272 & 2735 ... of the lower keys. Let us
anmalyze these eoffects in detall, sssuming Hoboken 20 to beglin with

TRANSPORTATION3SERVICE.

Locus 186 of the upper key is unchanged, since we still retain 7
as the base for reconstruction of the keys. Locus 262 of the lover
key is affected by the first letter of the assumed beginning, viz,

T. It would result in producing & letter different than the one
showvn (3) for locus 262 of the lower key and thiz in turn would
give a different letter in locus 187 of the upper key. Locus 263
of the lover key would be affected again by the second letter of
the assumed plain text beginning for Hoboken 20, and this in turn
vould affect locus 188 of the upper kXey. In short, the effect is

ogressive and cumulative. This series of effects will be pro-
Euoes by the folloving series of letters:

TT
R

>
= 03
2>y

%

Such & series of summations has been termed the PROGRESSIVE
VALUE of s phrase, and the integral sign placed before a series of

letters will indicate that the progressive value of the series 1s
to be taken. Thus, { TRANSPORTATION means that the progressive

values, letter by letter, are to be takenm.
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This progreszive valus aust be appiled Lo the lasze, 2nd since
‘the first locus of the uppsy Xey to be &ffected by the plain text
assumed iz 187, we spply the progressive value ss shown below:

Opper kev loei 186 187 188 13¢ 10 1¢L
Lower Xey loci 272 2% 278 295 276 277
Bass3 _ & ¥ F 2 Y

Progressivs valus of
assumed plain text
for Cycle_—?b : T G B ¥ 7

sy

Suma ) S QR 6 7 J

'~ We have so far found the effect of the assumption of plaln
text in Hoboken 20 only upon the upper ksy locl 1 to 190. Tow
ve st find the effect upon the lower key loci frowm 272 to 276,
for they, too, a&are involved in the process of finding the plain
text for Washingtion 25.

, The Tirst lover Kkey locus affected is 262, by the letter T of
TRANSPORTATION. The next is locus 2635, by the letter R, and so on.
The effect 1s illkewise progressive and cumulative., It will be aa
- foliows, 1n detail:

262 263 264 265 266 267 268 265 270 271 272 273 274 275 276 277
T T T T ¢ T T T T T T

P T T T T 3 T
" R R R R R R R R R R R BE EKE R =&
A A A A A A A A A & K B A A

¥ ¥ ¥ ¥ N ®H ¥ ¥ ¥ ¥ ¥ ®W XN

s 8§ 8 8 8 8 8 & & B3 8 8

P P P P P P P P P P P

o 0 © © ©0 ¢ O 0 ¢ 0

' R R R BR R ¥ ® R ¥R
@ T ¢ T F T ¢ T

A A A £ A A& A

T T ? T T T

I 31 I 1 1

0 0 0 0

N N N

>

B § B Y 1T I V H 3 U @ 7D g E 3

| Since the first lower key locns invnlved i: Waphington 25 is
272, ve bsgln.vith the letter Q of the progressive value, sand apply

the serles to the bese- already corrected as regards upper keys.

Thus

Upper key loci 186
Lowver key locl 272
Base, corrected for _
imperfect upper key S8 Qe T7TJ . ..
Correction for im-
perfect lower key | _Q & LD S E 3 . . .
First resultant LEVVUE ¢ e o

- This series of letters, corrected for upper and lover key letters
a8 nffected by the plain text assumed for Hcoboken 20, we term, as
before, the FIRST RESULTANT.
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_ The steps 11lustrated above are summarized below in standard
form: _ _

\

Upper

loect
Lover

‘key }.. 186 187 188 189 190 191 192 193 19% 195 196 197 198 199 200

Key F.. 262 263 264 265 266 267 268 269 270 271 272 273 274 275 276

We are novw ready to assume beginnings for Norfolk 10. We may omlt
the incorrect trials and proceed at once.-with the correct phrase,
ADJUTANT3GENERAL3ARMY. The steps are practically the same as above.

- The progressive values are sought, beginning with the second A of

ADJUTART, since it falls under upper key locus 187, and is therefore
the first letter which enters into calculation.

ADJUTANT3GENERALSIARMY . ..

+ 74
5:§§§°”1v°} AE56ETNFU3PLZ6UL. ..

Upper key loci 186 187 188 189 190 191 . . .
Lover key loci 272 273 274 275 276 277 . . .
- Second resultant L H v v E K ...
Correction for im- ‘ '

perfect upper key A K 5 6 E R
Correction for im- 3 P L Z 6 U . ..
. perfect lover key .

Plain text P E A T E D ...

Having found intelligible plain text for Washington 25, perfect
keys are constructed in the normal manner and the decipherment '

continued.

- The process described above has been carried out in full detail
to demonstrate its mechanics. It may be summarized below:

Upper key loci 186
Lover key loci

Base :
Correction for assumed;}
plain text of Cycle -76
First resultant ..........
Correction for assumed )
plain text of Cycle -T75)
Plain text for; ‘ ,
cycle _% ) swosoe0eDo

N
-
o

TGBYTIVH3UQZDSES. .

(ADJUT ) ANT 3GENERALZARMY
i AKS6GETRFU3PLZ6UL

~>

o> an

P itdoos
B OOV ) v 14

O (A ol 3

L I VTR o )
BN

[}
-~
iy

{5&3ANSPORTATION3S...

}

rrogronc) 828 4 AAAALAAAAAAAAA
rogres- 7\ : ¥ \ PR 'Vt 4 Y 3
" sive } e v T’/41 v_ 57 3 U'/4é//4z/;?D’/?S’)7E 3
value :
Upper key loci 186 187 188 189 190 191 . . .
Lower key loci . 272 273 274 275 276 277 . . .
gase S ¥ F 2 Y 6 ...
orrection for im-; )
cperfe:t upper key T G B ¥y 7T o.o..
orrection for im- : )
perfect lover key « 2 D S B O3 ...
First resultant L H v v E K ...

3—




REF ID:A516913 |
& N

N This process takes longer to describe than to perform, naturally,
and compared vith the time it would take to try out all possible )
combinations of beginnings by constructing perfect keys in each case,
it is several hundred timee more rapid. The progressive values for
a&ll possible beginnings, once having been determined, can be kept

on iéle so that with all the data &t hand the proceas is extremely
rapid.

B. (Case 2)--Experimental and confirmative cycles equidistant.
: Given three cycles which are equidistant, with twvo of them
beginning near the same locus, & solution is possible, provided that

the assumed text contains three or four more letters than the dis-
tance between the cycles.

. Example
‘Message 1 - Key indicators 300 * 309 (Cycle -9)
XBCPRAQ4YOKP6NOXVZAEKDNXZ « . .

Message 2 - Key indicators 303 * 316 (Cycle -13)
WLLO2AKDYRJI2WSPOULSLHJIOQ . . . »
Message 3 - Key indicators 100 * 117 (Cycle -17)
The section beginning with 303 # 320 is as follows: -
« o . GDACIVWSUUUP2TYSKCO6 ...

These messages are arranged as follows:

300 303 315 -
: 209 312 322 . ,
Message 1 (Cycle -9) XBCPRAQUOEKP6NOXVZAKDNXZ.
303 ' 313
. ‘ 316 326
Message 2 (Cycle -13) WLLO2AEKDYRJ2WSPOUAMHTJT .
‘ 303 313
\ 320 320
Message > (Cycle -17) -GDACIWSUUUP2TY 5 KEC660.

We must first prepare these cipher letters properly so as to
be able to make trials quickly. The reconstruction of the two im-
. perfect keys is firat carried out. Inasmuch as the steps are some-
vhat different from the ordinary ones in constructing keys from
sequent cycles, ve will shov them somewhat in detail.

, 303 |
Cycle -9 XPCPRAQUJIOKPOHENOXVZAKDNIXZ .
303 | |

| 316
Cycle -13 WLLO2AKDYRJ2WSPOUAHI.

303
, 320
Cyele -17 ...GDACIWSUUUP2TY5KC66686.
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These cycles are four apart. Let us divide up the three lines
into sections of four letters, beginning with the letters falling

beneath upper key 303. Thus:

o303 po7 s1 15 pl9
: 312 16 20 2k 28
Cycle -9 XBCPRAQLULOKH6NOXVZAKDNXZ...
303 0T 11 15 19
o 316 20 2l 28 32
Cycle -13 . WLLO2AKDYRJZWSPOULMHJI. ..
303 07 11 15 19 -
| 320 324 28 32 36
Cycle -17 . .GDACIWSUUUP2AdTYSKC660. ..

‘ Since these cycles are four apart, then the construction of

the tvo keys from Cycles -9 and -13 must be carried out in intervals
or periods of four. That is, if we assume the upper key for the
first of Cycle -135 to be T, then the lower key would be W. This
- letter W, the 316th letter of the lovwer key must then be placed

above the letter 4 in Cycle -9, that 1s in the locus designated as
BOggin Cycle -9. The resultant of W and 4, viz, 6, 1s then 307th
1

upper key letter. Applying 6 to locus{307 in Cycle -13, we get B

' 320

for the 320th letter in the lower key. This letter appllied to the

locus“311 in Cycle -9 gives 2 as the 31lth upper key letter, etc.
1320

The result is as follovs:

. P03 07  Bll 15 519 :
312 16 320 24 528
6 2 D W
W B Q G
Cycle -9 XBGPRAQUIOKKEO6NOXVZAKDNZXZ]. ..
03 507 311 glg ;19
16 3520 324 2 32
T 6 2 D W
\ W B Q G H
Cycle -13 WLLOG2AKOYRJSIWSPGUUHHJI|. ..
- Eoz 307 311 315 319
o - 320 324 328 332 536
Cycle -17 ...GDACIWSUUUPATYSKC660I. ..

> We have been dealing so far with the first position letters

"in these sections of four letters, or as ve shall term them the
first elements of the periods. Let us nowv take up the second,
third, and fourth elements of the periods, beginning, as before,
vith 7 as & base, that is, as the upper key letter in lociiggg,gggg,
and§306 in Cycle -13. Each set or series of letters 1is entirely

319

independent of any other set, and that is why it 1s absolutely Im-
material with what letter as a base each series is begun: the ul-
timate result, viz, the interaction of certain letters in Cycle -17,
vill be the same regardless of the initlal letter in each set of
elements. The four reconstructed, and ilndependent serles are as
shown belov, and the manner in vhich they interact in the third mes-
sage is also indicated. The result of applylng the keys to the
cipher letters is marked BASE. Of course, no plaln text appears

as yet.
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Upper key loci 303 307 311 315 319

Lower key locil 312 316 320 324 328
Cycle -9 ‘ . :

Upper key loci 6RXC2SRGDV2QWQDYV

Lover key loci WLLOBDLUQEEOGG6HK

Cipher XBCPRAQLOKPOHNOXVZAEKDNIX2Z

Upper key loci 303 307 311 315 319

Lover key loci 316 320 320 328 332
Cycle -13

Upper key loci 7TT7TT7T6RXC2SRGDV2QWQDYV

Lowver key loci WLLOBDLUQEKEOGG6HKHSBHIXY

\ Cipher WLLO2AKXKDYRJIJ2WSPOUU4HJ

pper key loci 303 307 311 315 319

Lowver key loci 320 324 328 332 336
Cycle -17 .

Upper key loci 7T7T7TT7T6RXC283RGDV2QWQDYV

Lower key 1loci BDLUQEEOGG6HEKHS5XY

Cipher GDACIWSUUUPD2 TYS5KC660

BASE ATZDRPB2ZI5B 4 Q|FHTFI|

Q] *» ) (s)

We are ready now to try out various beginnings. As before, ve
will assume one beginning, keeping it constant, and trying all other
beginnings with it. Let us assume Cycle -13 begins with ADJUTANT3
GENERAL, and proceed to apply corrections for imperfect keys for
Cycle -13 first. The upper keys for the first period of Cycle -17
are unaffected by the plain text assumed. The lover keys are affected
by the letters ADJUTANT. In the preceding ssctlion we corrected the
"keys by adding the progressive value of the plain text, and this
value vas determined by adding the letters of the plain text in thelr
direct sequenc¢e. But in this case, sincé the four elements of the
periods are independent, ve cannot apply mersly the progressive
value but must apply what shall be termed the PERIODIC PROGRESSIVE
VALUE, found by adding in progressive manner every nth letter of
the assumed plain text, n being the period. Or, put in the form of
an expression, the sign_;/4 1s understood to indicate that the
progressive value of every fourth letter of the serles is to be
taken. For the first period of Cycle -17 the correction for imper-
fect lover keys will therafore be the following:

{ ?ri od

T A N T .

This correction applied to the first perliod of the base gives
the folloving:

' , 1st period 2nd period 3rd Eeriod
Base ATZD RPB2Z

Correction for im-
perfect-upper key - - - -

Correction for 1m-}

perfect lower key WRUQ
First resultant TRPV
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B The corrections for imperfect upper and lovwer keys for the .
‘second and third periods are as follows:

2nd riod | rd period
. Upper Eez Lover key Upper key wer ke

ADJU ( ADJTU ADJU , ADJU
- )b TANT fu TANT J4 TANT
GER FETQ 3GEN
T Ie T ERAL

' these corrections are applied to the respective periods as follows:

1st period  2nd period >rd period

Base 'A720D RPBZ 5B 4 Q
Corriect s by} —---  ADPIT  WRUQ
et loren tab  MEDG  qv16  resp
First resultant TRP V ‘ VEHPF GDRD

Having determined the first resultant ve are nov ready to test
all possible beginnings for Cycle -9. Let us proceed at once to
the correct one, viz, COMMANDING3GENERAL. The periodic progressive
corrections are found as before, beginning with the letter I of
COMMANDING since it is the first one to enter into the calculations,
that is (/4 ING3GENERAL is to be taken.

" 1st _period 2nd period 3rd period
Upper key over key Upper key  Lover key Upper key over key

No correc- INGS3 IN G 3 ING?3 ( ING?3 IN G 3

tion neces- ) : 4 GENE ‘/4 GENE L GENE

sary MFPS NFFS RALG
) : P

These corrections are applied to the second resultant and yield
1ntelligible plain text. Thus:

1st period 2nd period 3rd period

First resultant  TRPV VEHF GDRD

Correction for im-

cperfect upper key ———— INGS3 MFPS
orrection for im- _ ,
perfect lover key) 1NGD MEES : PCoV
Plain text - -PING 3CON TR OL

All these steps may be simplified and summarized &s shown
below. It vas necessary to go through all the steps above in order
to show the mechanics of the process in detail. But if these steps
be analyzed carefully, it will become apparent that certain repe-
titions of plain text perlods cancel out, being duplicates, so that
the final result is achieved just as well by going through only
the following steps:

-T5-
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. : | 1st period 2nd period 3rd period
Base ' AT72ZD RPB2Z 5B 4Q
Correction for plain} ADJU TANT 3GEN
text of Cycle -13 TANT ; GEN ERAL
' girst resultant o D
orrection for plain "
ain text for
Cycle -1T } PING 3CO0N TROL

No further comment l1s necessary 1n regard to the rapidity of
T ‘the process. Once intelligible text is found, nev keys are con-
“structed employing the deciphered plain text snd taking into account
the fact that the periods consist of four independent elements.

| The reconstructed keys will not be perfect keys, but they will

| oggrate ig ever¥ case vhere the c¥c1e involved is four or & multiple
; our intervals away from any of the cycles which entered into-

| their regonstructIon.

C. (Case 3)--The distance between the confirmstive cycle and
- the nearer experimental cycle 1s a multiple of the distance between
the tvo experimental cycles.

In the case just discussed, the cycles vere equidistant. The

- process can be applied likewise to those cases 1n which the distance
between the confirmative and the nearer experimental cycle 1s a
multiple of that between the two experimental cycles. The practical
application of the method is dependent upon the same two factors
as before, viz, the distance between the cycles, and the length

.of the plain text assumed. An example taken from the series of

/ test messages will serve our purposes. The messages have been

-arranged for decipherment:

‘Messages
. Upper key loct o ol4
} Lover key loci 623
|
! Upper key loci Tt 002 014
| Lover key loci - 623 635 :
‘ - "HOB., 32¥0ycle -621) NT4SJIOVVCKT3RSOFEY2HIOTVPB... Experimental

) *
Upper key loci llooz 014

Lower key loci 626 638
WASH. 13 (Cycle -624) VCCSGUPWMUDY2NRO2GHPIB,.. Experimental

: Hoboken 32, and Washington 13, the experimental cycles, are
three cycles apart; while New York 20, the confirmative cycle,
and Hoboken 32, the nearer experimental cycle, are twelye cycles
apart; in other vords, the distance betveen the first and second
cycles is the fourth multiple of that between the second and third.

- Let us reconstruct 1mperfect keys employing the principles
of periodicity just elucidated. The period, being the distance
‘ betwveen the experimental cycles, is three. The keys, using X, Y,
; : and Z as bases, are as follovs:

(T e i
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: Upper key loci : 014
N.Y. 20 Lover key locit 623
Cycle -609 { Cipher .. .VQVY43VG36
Upper key locil 002 01k
Lover key loci » 623 - 635
HOB. 32 Upper key loci XYZXYTOJXJTNFN66PDARS
Cycle -621 ) Lower key loci PFKAG650KQCOENDBEKTZAHW
Cipher T43JOVVCKT3RSOFEY2HIO7VPB
Upper key loci . 002 014
|\ Lower key loci 626 - 638
WASH. 13 Upper key loci XYZXYTOJXJTNFM66PD
Cycle -624% |Lover key loci A650KQCOENDBETZAHW
: i Cipher . 4l VCCSGUPWMUDY2NRO2GHPIB

Appiying to Nev York 20 upper keys Oll4 ... and lower keys 623 ...
ve have the following:

Upper key loci 014 020

, Lover key loci 623 629
N. Y. 20 Upper key loci FPM66PDARS . ..
Cycle -609 )} Lowver key loci PFKEAG650KQ. . .
- ] Cipher VQVY43VGE3. ..
Base SIRFSLSSH5P., .

Let us assume for the plain text of Hoboken 32, SURGEON3GENERALG
NS52WASHINGTON, and determine the first resultant. We must begin
vith the E of SURGEON, since that 1s the first letter which enters

into relations.

- New York 20
1st perlod - 2nd period 3rd period
Upper key = Lover key Upper key  Lower key Upper key ower key
3GE EON 3GE No cor- 53GE 3GE
NER NER rection r NER
j} ALG )’3 ALG6 necessary)} ALG
Nge N52 | N52
! WAS

%

: : 1st period 2nd period rd értod
Base o TRt Bppepler appeptd

Correction for im-]
cperfect upper key). UPL HYF ‘UR &
orrection for im-
perfect lover key) ol — 2 ek
Firat resultant ' A4 H BTS5 RKS5

. Let us now try as the assumed plain text of Washington 13 the
correct beginning, DEPARTMENT3AIR3SERVICE.’ '
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- ' New York 20

1lst riod 2nd period 3rd period
Upper Eex Tower key Upper kez Lover key Upper key Lover key

DEP No correc- "D EP DEP DEP DEP
ART tion neces- ART ART 3 ART
j:_nzn sary J3 MEN J3 MEN T
T3 A T3 A T3A
X g D IR g IRS3
T3 SER
- S s a
- 1st period  2nd period 3rd period
girst resultant A E H B 5 R E 5
orrection for im- .
perfect upper key I¢D T3F , 557
Correction for im- - - - DE P RJI
: .perfect lower key — —
- Plain text _ SIX TY3 SEV

The appearance of the words SIXTY}SEV ... glves the beginning of
excellent plain text. The keys are reconstructed and the decipher-

ment continued.

The short-cut, eliminating all detalils, for this process 1s sum-
marized below. The plain text letters are the summations of the

letters in the columns.
New York 20

' ' 1st period 2nd period rd period
Base : S IR F g 1. S g P
EON 3 GE NER '
Assumed plain text 3GE NER ALG6
for Hoboken 32 NER ALGS6 N5 2
. ALG®6 N5 2 WAS
NS5 2 WAS 558
| | ,B‘EP ART HE"—N
Assumed plain text ART. MEN T3A
for Washington 13 MEN T3A IRS3
T3A IRS3 SER
‘Plain text for New
York 20 } SIX TY 3 SEV

D. (Case 4)--The three cycles at irregular intervals.

We have been leading up, step by step,to the solution of the most
important case of 8ll, viz, that in which no sequent cycles, or .
cycles at any regular distances apart are available. This case 1is,
of course, the most valuable from the practical standpoint, and
wvarrants restatement. It means that given two messages separated
by 2, 3, 4%, ... up to say 15 cycles, plain text may be assumed &and
tested upon any other cycle that may be avallable, providing only
that the keys applying to this third cycle fall within the sections

- of assumed plain text.

' Let us study an actusl example taken from the series of test
messages. We shall choose as the experimental cycles Hoboken 32
and Washington 13, which are three cycles apart. For the confirmative
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cycle we shall take Washington 39. In the dlagram below the mes-

suges have been arranged for decipherment; imperfect keys have been

constructed and applied to Washington 39.

Hoboken 32

Cycle -621 i : : .
UppeFIES?”IEEI 785 002 ! 012 i oag
Lover key loci 619 623 633 00k

Imperfect upper key
Imperfect  lower key
Cipher QN T4 S

Washington 13

oM
o
<P B9
<>
QN
Pan s
~00
Wi ey
208D b4
e &y
o0
it o
i
i w i 4
N oy
| oy
-3
onNg
-3 >
< =

. _Cycle -62)
Upper key loci 002 012 Q22

Lowver key loci 626 636 |. 007

Imperfect upper key XYZ2ZIXYTIOJ X[ T NIF M6J6 PDIARSI|CT
Imperfect lower key - JAG6S5|0KQICOEINDBIEKT ZIA EW{QMAIQZ
Cipher g'v CCISGUIPWMUDY/2NR|O2G/IHPIIBE

Washington 39 (Covf)

Cycle -631 , '
Upper key loci 002 0l1l2 o022

-k A ]

Lover key loci 633 004 o1l
Imperfect upper key XYZIXYTOJTX|J7TNFMO|6 PDIARS|CT
Imperfect lower key OENDBEKTZA/EHWQMAQZ

Cipher .--JUDLI6 5KDXRAGTIFL6/AHPY5T(T7.
Base 2XEKEWTEREUHMD6MP Q

 Before ve can proceed, it vill be necessary to introduce into
the discussion & festure which presents itself here for the first

tm.' .

The distance between the two expsrimental cycles determines
the period and the periodic length 1s simply the sum of the number
of its constituent elements. As regards the upper key, the periods,
and therefore all thelr constituent elements, for &ll cycles,
coincide, since all of our analysis is based upon the fiction of
a stationary longer (zupper) key. But &8s regards the lover key,
vhich in our analysis is regarded as the moving key, any periocd in
one experimental cycle has & homologous period in the other experi-
mental cycle, both perlods belng composed naturally of the same
elements and in the same order. In other vords, the first, second,
third ... elements of a given pericd of one experimental cycle
coincide with the first, second, third ... elements of & homologous
periecd of the other experimental cycle. The case 1s somevhat
analogous to that in wave motion, when two wvaves of similar period
reach their maximum magnitude simultaneously, the two waves being
in a condition termed as "in phase.” _

Row, in the case of three equidistant cycles, the lower key
periods of the confirmative cycle are in phase with those of the:

experimental cycles. The same is true of the case vhere the distance

betveen the confirmative cycle and the nearer experimental cycle
is a multiple of the distance between the two experimental cycles.
But in the case which conforms to neither of these cases, that is,
vhere the distance between the confirmative cycle and the nearer
experimental cycle is neither equal to nor & multiple of the dis-
tance between the two experimental cycles, the lover key periods
of the confirmative cycle &re not in phese with those of the
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experimental cycles. The condition, to continue the analogy with
vave motion, exhibits a "difference in phase”; and in this case,

with & perlod of three, the difference is either 1/3 or 2/3 of a
period. That 1s, the periods of the confirmative cycle are either
advahced or retarded 1/3 or 2/3 of a period. When this is the case,
the application of imperfect keys derived from the two experimental
cycles will not result in the production of intelligible text in

the confirmative cycle unless a correction for the difference in
phase 1s applied. The reason for this phenomenon 1s obvious when
one considers the origin of impsrfect keys as contrasted with that

of perfect keys. In reconstructed perfect keys, adjacent letters

of both the upper and the lover key bear & definite relation to-

one another--they are the individusl successive links of & continuous
single chain which has been made,link by link,from the plain text—
cipher text relations. But imperfect keys that have been constructed
"from experimental cycles not directly sequent consist of several
independent chains vhich "dovetail" in such a manner as to produce
intelligible text only where the periods of the confirmative cycle
are in phase vwith those of the experimental cycle. These chains

are independent because they are generated by independent, unrelated

base letters.

- The difference between keys of these two types is comparable
to that between a single phase and 8 polyphase alternmating current
of electricity, and we have termed & key of the first type a
MONOPHASE KEY, and one of the second ‘type a POLYPHASE KEY. The
difference between them may be shown dlagrammatically in the follow-

ing sketch:

123123123
Monophase - A

Polyphase |} ] \~§JQZV
- N > e

Difference in phase in a polyphase key may be shown likewise
in diagrammatic manner: - . :

} 1/3 phase difference (120°)

}2/3 phase difference {(240°)

,?
If, after a polyphase key hés been cdnstructed, ve can establish a
" relationshlp between the letters or elements of its period {= the

phases of the period), then the independent chains of the polyphase

- key may be merged and converted into one continuous chain which
will then constitute & perfect monophase key.

Let us proceed now to decipher-the messageﬁ. For the begilnning
of Hoboken 32, one experimental cycle, we will assume SURGEON3
GENERALGO6NS52WASHINGTON. The corrections to be applied are shown
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belov. The upper keys being constant, its periods are in phase -
throughout all cycles. The lower key periods of Washington 39 are
out of phase with those of the experimental cycles, being retarded
1/3 of & perniod. The elements of the periods of Washington 39 are
in the order 2-3-1, lnstead of 1-2-3 because the first elements of -
.the periods of Washington 39 are the second elements of those of
the experimental cycles. For this reason the correction to be
applied to Washington 39 takes the following form:

B | Washington 39 ,
"~ 1st period 2nd period 3rd period
. Upper key er key  Upper key er key Upper key over Xkxey
No correc- 2-3-1 1-2-3 2-3-1 1-2-3 2-3-1
tion neces- e + 3 3GE . e 3 3GE .« + 3
sary GEN ‘ GEN NER GEN
ERA ERA L' 6J ERA
6JJ L6KN L6 3

]
%

4th period 5th _period :
Upper key ver key = Upper key ower key

1-2-3 2-3-1 1-2-3% 2-3-1
3GE . .3 3G E -
NER GEN NER GEN
AL G E 2 A ALG6 E % %
JDT L R N 2 L
52 W TE'T 52 W
A ; ; . AS5S5
E S H
5
18t Per. 2nd Per. 3rd Per. 4ph Per. 5th Per.
Base ' - 2XK KWT EUE MD6 MFQ
imp. upper key .
" Correction for _ 4
imp. lover key _ 6 JJ DTU PLH YPFPJ R 5
1st resultant BP3 2BP 5CJ 2PFP7 Z WG

Let us assume for the beginning of Washington 13 the phrase
DEPARTMERT3AIR3SERVICE. The corrections are as follows:
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1st period 2nd perilod 3rd period
Upper key Lower key Upper _key  Lower key Upper key  Lower key

No correc- 2-1-3 1-2-3 2-1-3 1-2-3 2-1-3
tion neces- .« D DEP . . D DEP . .D
sary EPA EPA ART EPA .
"RTM RTM RJ1I RT M~
ENT ENT ENT
KR I 3A1 g % é
4th period ' 5th_period
Upper key Lower key Upper key over key
1-2-3 2-1-3 1-2-3 2-1-3
DEP . . DEP . « D
ART EPA ART EPA
MER RTM MEN g ﬁ ¥
PRR ENT T A
3 A1 I g D TAI
R3S R>8
ERYV ERYV
SU 6 ICD

:

Let us nov apply these corrections to the first resultant:

1st Per. 2nd Per. 3rd Per. 4th Per. 5th Per.
BF T EZ”V‘G"

ést resultant BTF3 - SEP- FTCT ISFT
orrection for
imp. upper key) - - - DEP RJI PRR ICD
Correction for

imp. lower key) RRI CDT 2 FS8 8SU6 ADG

2nd resultant WM2 327 24y z72 HHD

We are ready nov to apply the correction for difference in
phase. Our imperfect polyphase keys consist of three independent
chains, generated by the initial letters X, Y,and Z. Let us design-
ate by the letters kj, ko, 7and k, those letters in perfect mono-
phase keys which occupy the posit?ons of X, Y, and Z of our imperfect
polyphase keys. Now ko and kl are related insofar as ko 1s derived
from ki by means of the plain text-cipher relations which intervene;:
and k= is related to k, in the same manner. If we could convert X
into k3, Y into kp and ™2 into ki, our imperfect polyphase keys could
be convérted into perfect mdnopgase keys. Now X plus an unknown
_letter cy would equal kj; Y plus an unknown letter cp,, would equal
é"; and % Plus an unknown letter c would equal k These three
unknown letters ¢ co, and c3, wvh ch would consti ute the correc-
tions for phasge d}fference, vould repeat themselves periodically
throughout the imperfect keys. We can transfer these relations
directly to the second resultant.

7
Second resultant - W M2 Sz7T zZ 44 ZT7T2Z HHD

' - W plus the unknown letter cq vould glive the correct plain text
for that locus; M plus c¢» vould give the correct plain text letter
for the second locus; and 2 plus cxz would give the correct plain
text letter for the third locus. ? he cycle would repeat itself
throughout the second resultant.
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= correct plain text for ist letters of periods

mNaNe
e ag e, Y
-+
Q
-

* ¢p -~ correct plain text for 2nd letters of perilods

¢ ¢z = correct plain text for 3rd letters of periods

DN&EIND MmN
oIs

The correction belng constant for the three elements of the
periods, wve may set up the respective elements of these periods on
the ordinary sliding alphabets, whereupon the correct plain text
for each set of elements will appear on one generatrlx which can
be selected from all others by inspection, since it will be the
" one vhich conteins the best assortment of high-frequency letters.

- The correct generatrix will be different for each set of
elements, of course, but by selecting the most likely generatrices,
the corrected elements will now form intelligible plain text.

Thus:

GEN. WS ZZH MZ 47H 27420D
TILLQ 5L JTAQ EAJTL
RM4 4P } Z BF
X cG
G DX
L

mmmqmeommmwﬂmrtxUmowo>mm=uzm
No@RKESuWZDHYBNOHQAUXYI>»<Qoung zaowm
Nwow&tquzmmwmmdeUNq><QDmuzeom
mNuzewmmqu:uw<>mmoaummrqowmwm
EAPEHO<SHUMANOZ T DU D WHINOEOQ £HN MK H®
NIOUKZAVZN R IHTNOHAD M Ir <o uaEEou &
#t@ﬂzwwN%mmmommm<ewmmd>ozEMUMHN
NOUNMFUNNKME<AHUTDOoOvOREH NG R E QY
mmnzemmmucw:uw<>mzoermﬁqomN
NEMTHNICOUNSOHQ SO0 < 0W 0 K P ¢ o
ﬂmm#UMNRN€<d9MWQwOZEENQHNQﬁMUQm
#:pﬂzwmwwmwNOQmw<eumod»ozﬁmuwuw
NTOTHKAIWZN K Y HIEOHAOK P <O UG E Hou &
Ubwmwuozmmpomzb<mNmMmHmHN:ucqaew

t#amonHoqqmbmmumnmmmzouav<

qmmaummmwz<:de_mw.owoz:zt-'muu-umawmuom»'
(SRS

{
(00]
W

T




REF ID:A516913
rm ™M

Note that in the set-up of the first elements the Y generatrix
is composed entirely of high-frequency letters, I T3 3 E, In the
sst-up of the second elements the T generatrix is composed of high-
frequency letters, N E O T 3. Uniting the first and second elements

in the third resultant we have the following:

. ‘ 1 2 3 b 5
1253 1253 123 1253 123
- Third resultant: W M 2 SZ7 Z 44 272 HHD
Plain text; IN TE 3 0 37 E3

In the set-up of the third elements the 3 generatrix is com-
posed entirely of high-freguency letters, but they do not combine
vell -with the plain text found thus far. This genersatrix wvhen com-

bined with the other two gives:

1 2 3 4 5
123 1253 1273 123 123
WHM2 Sz7 "Z 43 272 HHD
INTI TE?3 30N 3TY E3F

The correct generatrix is the 8 generatrix. It gives the following:

- 1 2 3 4 5
1253 1273 1253 127 123
VM2 SZ7 z 44 2 7% HHD
INTU TES 0F 3T1H EJ3N

In all subsequent cycles the correction for the difference in
phase 1s the period indicated by the generatrices determined above,
viz, YT 8. In other words ¢y = ¥; co = T; c3 =

.For example, in Washington 68 the steps without going through
the explanation above give the base shown below:

Hoboken 32
gxple -621 Exp. - \ .
pper key loci 002 012 019 022
Lower key loci 623 ' 633 001 O0%
Imp. upper key XYZIZYTIOJ X|TTN|F M6|6 PDIAR SICT
Imp. lover key PFEKAG65/0KQICOEINDBIETZIA HWI|IQM
Cipher NT4S8SJOVIVCK|7T3R{SOFI|EY 2|H Ioj7ve BN
Washington 13
Cycle -624% Exp.
ﬂ%per‘Eby Toct 002 012 016 022
Lover key locl 626 636 001 007
Imp. upper key - XYZIXYT|OJX|JTNIFM6|6 PDIAR SICT
Imp. lover key AG650KQCOEINDBIKT2|{A HW{IQ MA|QZ
Cipher VCCISGUIPWMIUDY{2 NR{02GIHPIBE
Washington 68
glple -638 Conf.

pper key loci 002 012 022
Lover key loci 001 011 - 021
Imp. upper key XYZ|X YTI0OJ X]J 7 N|IP M 6/6 PD|AR sic T
imp. lower key Z A HIW Q MIA Q 2
Cipher LMX|T 7TEIYHO|5U 4|/S 4 Fl2 6 Y|{Z2 D T|R

VROWV2PFICUH ’

Basge
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Assuming for the beginnings of Hoboken 32 and Washington 13 the
same addresses as before, viz, SURGEON3GENERAL6NS2WAS555SHINGTON
and DEPARTMENT3AIR3SERVICE, respectively, we apply the proper ‘cor-
rections to the base derived above.

Since the first period of the lower key of Washington 68 is
affected by the assumed plain text for the 2nd, 3rd, 4th, 5th, and
6th periods of Hoboken 32, and also by that for the 1lst, 2nd, 3rd,
4th, and 5th periods of Washington 13, we must be guided accordingly
in making the corrections for imperfect keys. Again, since the
first element of the 1lst period of Washington 68 is the third
olement, of the 5th perliod of Washington 13, then the relative order
of the elements of the periods of Washington 68 1s 3-1-2, as com-
pared with their order, 1-2-3, in Washington 13 and Hoboken 32,
the experimental cycles. The order of the elements of the upper key
is the same for all cycles. The corrections for the first three

~ periods of Washington 68 take the folloving form:

'~ Correction for assumed plain text for Hoboken 32, SURGEOﬂj?B
GENERALON52WAS555SHINGTON =

For Upper Key

Period
1 2 3
No correc- 1-2-3 1-2-3
tion neces- 3GE ©NER
sary 3§E~9%GE
For Lower Key
Period
2 3 4 5 6 7 8
3-1-2 3-1-2 3-1-2 3-1-2 3-1-2 3-1-2 3-1-2
.32G EN g RAL 6N5 2WA 555 S8SHI
* *.
» E 46
+JJD
TUP->TUP
THY>LHY
FIR-FJR
Period
: 1 2 3
Base : VRO V2F C4H
Correction for im -- 3GE L46J

Cperfect upper key
orrection for im- _
perfect lower key, LHY FJR 45N
First resultant NVF QWI CNW
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Correction for assumed plain text for Washington 13,/[73DEPART

' MENT3AIR3SERVICE =

For Upper Key

Period
1 2 3
No correc- 1-2-3 1-2-3
tion neces- DEP ART
~ sary DEP-»DEP
RJI

For Lover Key

. Period
1l 2 3 4 5 6 T 8
3-1-2 3-1-2 3-1-2 3-1-2 3-1-2 3-1-2 3-1-2 3-1-2
.« DE PAR TME NT3 AIR 38 E RVI CE?3
.DE»,.DE
' FPRJS>PRJ ,
TPRIPR
RIcCRIC
D73-D
FSS-2F S8 S8
TO6A->U6A4
Period
1 2 3
First resultant NVP QWI CHNW

Correction for im- - - - DEP RJI

- perfect upper key :

Correction for im- FSS8S U6A DGU
perfect lower key
Second resultant K64 BDW PIXL

: We are ready nov to apply the correction for the difference in
phase. We have found that cy= Y; c2=T; and ¢y =8. Since in this
case the third element of & period of the experimental cycle becomes
"the first element of that of the confirmative cycle, them the cor-
rection to be applied becomes S Y T to correspond with the order
3-1-2 of the letters of the confirmative cycle periods.

Washington 68

| : 1st Period 2nd Period 3rd Period
Second resultant : E6 § EDVW FXL
Correction for phase
difference y sy I SYT
Plain text ' 3CO0 MMA L 4 2

It is desirable, cf course, to construct perfect monophase keys,
in order to eliminate the corrections for differences in phase in
subsequent work. The method is as follovs:

Take the first three letters upon which the reconstruction of
the imperfect keys was based. In this case they are X Y Z.
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Take any pair of equivalents for Y, the first letter of the
corrective period, such as U L. Place these two equivalents
beneath X Y Z and find the resultant. Thus:

Basic letters XY2Z2Z
Equivalents of Y UL
Resultant G0

: Take the resultant of L (the second member of the pair of
equivalents of Y) and T (the second letter of the corrective period),
‘which 1s 2; add this letter to Z, the third basic letter. Thus:

XY ?Z2
UL 2

These three letters used &as a base in connection with the
correct plain text for the two experimental cycles will give two
perfect monophase keys such as wlll apply to any cycles produced
through their interaction, without the intervention of a correction
for phase differences. The steps diagrammatically for the conver-
sion of polyphase keys to monophase are as follows: '

Corrective period YTS8
Base for polyphase keys UL 2
Base for monophase keys XY2Z

GUW

Beginning with these letters as & base for the construction
of perfect keys from the tvo experimental cycles we have the fol-

loving:

002
623
L GUWQMSXDL
, ' TUEF4JZNL
Hoboken 32',N T4 SJOVVCEKET3RSOFEY2HIOTVPBN
|lSURGEON3GENERALG6NS2WAS555SHI
002
626
GUWQMSXDL
"FPYITZNLQG2
Washington 13 i VCCSGUPWMUDY2NRO2GHPIBE
DEPARTMENT3AIR3SERVICE?3

Comparison of these keys with those given on pages , shows
that they are identical with the monophase keys_and will therefore
apply to any message enciphered by their means. 1

11 vas unable to find, in my ma8nuscript, where these monophase
keys had been reconstructed. Evidently some page or pages must
be missing and we will have to take it for granted that the

statement made is correct.--W.F.F. ('48)
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In the original brochure the basic principles for the analysis
of this cipher vere set forth. The analysis was based upon & careful
study of the method of encipherment in which two key tapes differing
in length by but one letter were used. In this method sequent
revolutions of the key tapes produce wvhat we have termzd sequent
cycles, the analysis of any three of wvhich is sufficient for a com-
plete solution to be achieved. It was also shown, first, how the
slightest carelessness in the operation of the machine would produce
messages enciphered by means of the same single key letters, and
second, how such messages, termed overlaps, are particularly easy
to solve. -

In Addendum 1 it was shown hov the same principles of solution
- apply to the system when the two key tapes differ in length by more
than one letter. The dangers of using two keys whose lengths pos-

sess a factor in common vere also demonstrated therein.

In Addendum 2 the correctness of the principles set forth, and
the truth of the statements and claims made vere demonstrated by
the actual solution of the series of test messages aubmitted. The
method of determining the lengths of the key tapes was elucldated.
The mathematical relations existing between various lengths of key
tapes and the resultant cycles were demonstrated, and the untrust-
wvorthiness of the adopted method of allotment of the key tapes
~ indicated. The various types of solution were given, and their
feasibility discussed. It was then shown how solution wvas no longer
dependent upon the finding of three sequent cycles, a discovery
vhich completed the demonstration of the vulnerabllity of the
system.

Williem F. Friedman
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ADDENDUM 3.

he of the mrerequisites to the solution of this cipher being the know-
lodge of the key indicators for the various messages, there was submitied for
our consideration a8 method of encoding and encipharing the indicators.

The result of investigation shows that (1) the method a2s submitted doss not,
to an apprecisble degree, add to the safety of the system; (2) the possession of
ths code book is not essential to solution.

A list of encoded and enciphered key indicators for 80 messages was dramn
up by one set of operators and submitted to amother., Within ten mimutes after
leerba:ln tables had been made, the sxact length of the two keys were determined;
and within three hours the key indicators in the form of numbers for any message
could bs read at will, This list follows:

Message Iangth Tndicators . Message length Indicators
1 27 IDH < EJJ 41 392 AGJ -~ CAG
2 690 JEE - AID 42 156 KEC — BOE
3 a1 FGC ~ IEJ 43 A\ FGI - GAD
L 201 AFF -~ CBC L, 890 JHI - IFC
5 949 JCG - EFF L5 312 EAA - CFC
6 152 BDH - IDE L6 260 DEE, - HBJ
7 25  JdDJ - AJH 47 89 CHH - JAB
8 501 JDG - ABJ 48 121 AAE - DGC
9 370 GEJ - DEF 49 363 FJA - HRC

10 1108 FHE - JID 50 405 DJF -~ DEI
11 LT3 CIG -~ EAR 51 560 ATA - EDD
2 19 CI1J - ERJ 52 703 GGG - JJC
13 N2z JEI - CII 53 1009 DDJ - BHA
1, 297 FaAD ~ CIR 54 804, AAJ = BDJ
15 451 C1J - GIH 55 L62 BIA - GIA
16 902 CFF - BOJ 56 i PIC - HEC
17 o JCE - B3 57 R0 GGJ - IGD
18 210 CDE -~ JFJ 58 201 GCY - CJC
19 506 CGG - BFC 59 527 DCE - FDC
p.9) 787 ICB - CGA & 386 EJF - FFC
2 380 EJJ - DAJ &L V(N FCE - ITIA
22 170 GEB - DJE 62 920 CIH -~ GFA
23 542 DID - CHF 63 1720 JHB -~ JJJ
2 1083 CEL - GFA &4 09 DHA - HJH
o) 157 (EB - GHJ ' 65 187 HHH - CFC
2 392 GJE - HDI 66 99 EFB - DHF
27 468 JoH - ICI 67 209 ADG - BIG
28 551 DHC - EGH 68 867 FED ~ JEE
29 920 FFC - IHF 69 729 EFI - GGJ
k4] 337 FEE - DEG 70 372 CDC ~ EJF
! 54,2 HJH - GBB VAl 221 FDF = HAF
32 659 CJB - DFF 72 183 FCD - CAG
33 365 FDA - EBE Vi 149 JEE -~ BDB
%, 1162 BBH - AIC /3 540 IAA « JAD
'3 293 AED - GED 75 274 JED - AEA
36 180 BAA - EBE 76 . 943 JEI = LAJ
37 297 ACB - JCF 77 582 JGG - BAE
38 326 BEA - CDI 78 91 JHH = GJC
39 860 BJH - J1J 79 355 HAG - ACE
40 L7 GCI - GEG 80 79 CFD = JIa
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Tha mothdd of analyzing the encodsd and emciphered indicators was as follows:

The gystenr of encoding and enciphering the indicators is such that any key
indicator vhich is repeated will have the same final form. For example, suppose
ons message has the key indicators 050 ®* 281, The plain code group for 050 is GJJ.
Now, inasmch as only 3 enciphering alphabets are used, one for each letter of the

thres oode letters, whatever bs the cipher equivalents for G+ , J° , and J°, both
messages will show as the long key Indicator the same combinat ions of letters,
for example, using the tables given in the cods bo olt, FEC.

What has been sald as regerds the long key indicators applies likewise to
the shart key indicators,

'i‘m sets of tables were therefore drawn up in the form of indexes of the
letter indicators, one set applying to the long key indicators, the other set,
to the short key indicators.

*oHFH R RN RE R SER

Now note that in a series of only 80 messages there are several instances
in vhich the letter indicators are identical as regards both the long key and the
short key indsxes. For example, the long key indicator for messages 12 and 15
m’idantical, ClJ.

Now there is only one circumstance under which two messages in the same
aerié, that is, from the same station, can have the same long or the same short
key indicator, and that is when the number of letters intervening between ths two
measages is equal to or is an exact mlt.iplg of the length of the long key or the
short key respectively.

Refer %o the series of test messages submitted and note the key indicators
for Tashington 42 and Yashington 53, They are 020 * 160 and €20 % 261 respectively, '

- Now the total number of letters from the beginning of ‘lashington 42 to the begin=
ning of Mashington 53 is as folloms: |

VASHINGTON 42 - 275
43 - 37%
Lt - 206
N - J78
b - L2
4 - 29
B - 359
49 = 400
0 = 326
;12 - 582

Total -— 3913

2
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Kow there are eleven messages from "kshington 42 to Vashington 53, Since tle

alip is consistently 2, we mist add 11 x 2 or 22 letters to the total. This gives
397% ag the grand total. The factors of this nunber are 5 x 787, The length of
the long key is clearly 787. -The carrectness of this humba' can be corrcborated
from several more instances. In the same manner, taking the distance between

messages 12 and 15 in this serles ve have the following:

Mogsage 12 -~ 191
13 - 32

]_j‘_ -

Total - -

Now it is clear that the length of the long kay is at least 800 let.ters.}:_ Ve
have yet to take into account the slip between :ﬁes sages. If we assume the slip
to be 1, then the length of the long key would be 803; if 2, it would be 806; if
3, it wuld be 809, if 4, it would be 812, etc. Let us refer to another repztition
iis., that between messages 42 and 81, indicator EEZ. The total number of letters

intervening is as follows:

" Mes sage 51-560 6l-~-747 T -2
2 =156 52-=-T03 62920 72183
43 - 721 53 -2009 63 1780 73 - 149
b - 890 54 =804 64~ 309 T - 540
45 - 312 55 - L6062 65 -~187 5 - 27
L6 =260 56-T9L 66 - 99 T6 - 963
LT - 89 57 =920 67 =209 77 - 582
8-121 58-200 68-867 8- "9
19 =303 59~529 69-=-725 79~ 355
50 - 405 60-386 7T0-372 80 -179

Total -~ - - - 19332
Total no. of messare = 39, ]

Since the long key is at least 800 letters in length, the mumbsr of
‘rewlutions it has made between messages 42 and 81 is 24 (19332 - 8C0), Trial of
a slip of 1,2,3,4 letters is then made, If the slip be 1, then we must add 39 x 1
to 19332 and see if the total is exactly divisible by 803, If the slip be 2, then
we must add 39 x 2, or 78 to 19332 and see if the total is exactly divisiible by 806,
etc. UWhen we try a slip of 4, and add 39 x 4 =156 to 19332 we have 19488, A slip
of 4 wuld mean a key of 812 letters and salculation shows that 812 is the 24th
miltiple of 19428, and indicates 2 complete revolutions between messages 42 and 8l.

e
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The length of the short key was ascertained by exactly the same principles,
The length of the short

* L] -~

except that the amount to be added for sllp was not known.
key was found to be 693. Thus, messages 41 and 72 showed repetitions of the short
key indicators, CAG. The calculations are as follows:

Mossage i - 392 51 - 560 6L - W7
L2 - 156 52 - 703 62 - 920
43 - 724 53 -1009 63 -1780
Ly - 890 54 ~ 805 64 = 309
15 - 312 55 = 462 65 - 187
L6 ~ 260 56 - 791 66 - P
47 - 89 57 - 90 67 ~ 209
48 - 121 58 - 201 68 .- 867
49 - 363 59 - 529 69 - 725
50 - 405 60 - 386 70 - 372
T - 221
. Total - - 16506
Total no. of messages 31, Slip = = - %gz,
32
16632 = 2 = 693 = length of short key. .

Ag far as the solution of the messages is concerned we need have nothing

more to do with the encoded and enciphered imdicators, for we can proceed to find
the indicators for the series of messages, assuming as the beginning points any
palr of indieators we please, because salution is based upon the relative positions

of cycles, not tg- ir absolute number. For example, the cycle number of any two
ogcles may be 72 and 75, ar 133 and 136, ar 2 and 5: the distance betwsen the

two cycles is the same, vig., 3. Anothar way of pointing out the relativéty of

the calculations is this:
is therefore of no importance whether we call a glven locus on one of the tapes

the two key tapes ars contimmous endless chains. It

001 or 201, so long as we are consistent theroughout in designating the other loci,
Thus, the locus immediately fallowing OOL would be called 002, If we designate

locus 001 as‘ml, then the next one is 202; etec, Ve may start in therefore, to
f£ind the relative key indicators for our series of messages by basing the cal-
culations upon the indicators 001 # 101 for message 1. These calculations are

as follows:
4.+-




REF ID:A516913 _
~ ~

Solution may now be achisvad by exactly the same principles as those given
in the preceding brochures. It ls apparent, therefore, from a considerstion of the
proceding paragraphs that the possession of the cods book i1s not essential to

solution.
Rowaver, if we desire we can detecrmine the ssolube key indicators. The mathod

is simple and is as follows:

From the relative caloulations ghove, tebles are made of the long key indica-
tors and the short key indicators similar to those made at the beginning of the
problem, with the letter indicators. This index is as follows:

* O£ H O F £ O & #

¥We loaok in thess tables for an wnbroken sequence of indicators in which the
int ervals betwean sucessive key imxilcator munbers are small, In the index for the
short key indicators we have a sequence l.BB..-@’?l, h92...506; aprlying to messages
9, 15,55,35. let us sst dom the short key lstter indicators for these messages,

and their relative poaitioxis. Thus 2

Messags 9 - DEF - 488
%ok % R R R

15 - GIN = 491
55 - GIA - 492

# T rH N R
3% - EEE - 506
The only repetitions of letters in the lotter indicators are the pair of
letters G, and I, This means that in the cods 1list of equivalents for indicator
nurbers there are two sequent murbers the first two letters of whose code
equivalente are the sams, There are many such cases in the code book, so we
must £ind some further points of contact to enable us to plek oﬁt the correct pair,
For example, we find that the shart key indicator for message 11 is EAE, value 588,
Let us add this to the table. Thus:
Meseage 9 - IEF - 488
# % 3 3 3t £ #
5ol

#* % %R R KK

% ~ EFE - 506

- .
LK K Ot Sar

11 - EAE - 588
.5-
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We have now tvio more points of contact. The absolute equivalents of the
relative positions 506 and 588 must agree in the first and third letters, and they
must. bs 82 intervals apart, sincs 588 - 506 = &,

Search 1s made throughout the code book to find all t.ho. cases, Examine the

fallowings _
Enc. Code Rela.tive’ _pqait.ion Plain Code Absolute Position
Nessage 9 [EF L8 s 388
15 GIH 491 AGD ©1
55 GIA 492 AGB 392
36 EBE 506 ChH 406
11 EAE 588 CBH 1,88

The asgreement is good. “By rafering to otlsr mumbers as givem by the index,
"1f the letters of the encoded and enciphered indicstors fit in with the aset already
dramm up, we may assume that we hawe struck the correct absolute positions of the

2
indicators. For axample, if, accordir)g to the sbove C: -_-Eé; Fp :-.Eg » and

Jg = Pz, then in message 5, short key indlcator EEF = CRJ plain cods = 574
absolute position. The interval between 488 and 574, absolute, must be the same
as that between the relative equivalents., le find that 488 szbsolute = 538 relative
and that the short key indicator for mss.age 5 as calculated relatively is 674,
The proof is complete.

Once a short section like the sbove 1s determined, the rost follows very

easily.
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To 1llustrate how careful the officer in charge must be, note the relative
positions of the ley tapes at the end of message 2, viz., G48=-623, fHis next
messags contains spproximately 70 words, he notes, and he figures that 350 letters
will be enciphered, or, including functions, approximately 400 characters will be
necessary for thebmeasage. He then finds that the addition of 400 characters to
the point where rbasage 2 left off will throw him "out of bounds." Thus:
648 - 623 gag
S

Q0 - 6

.

Difference equals - 5.

In other vwords, ¢ will be encroaching upon a region reserved for Station 4.
He must therefore shift his key tapes back a long distance, and he moves them into
ths position 418 -~ 362, ar a difference of 56, and then proceeds to encipher. He
has had to do this several tines during the course of the day, and the greater the
difference in length between the key taspes, the more often will such shifting beck
be necessary.

Now note that in thle series of anly 17 messages we have five sequent cyclea.
Using message 2 as a base, because it shows the greatest diffexfenos in the ssries
of 5 messages in the sequent cycles, the arrangsment is as fallows:

Cycle 1 - Message 2 Key Indicators 442 = 417, Difference 25
Cycle 2 - Message 12 Kay Indicators 260 = 236, Differencs 2
Cycle 3 - Message 17 Ksy Indicators 225 X2, Difféerence 23
cycie 4 ~ Message 4 Key Imdicators O - 068, Difference 22
Cycle 5 - Hessage 1 Koy Indicators 076 ~ 055, Difference 21

These messages have been arranged graphically in Fig. 19, and are now
ready to be attacked in the ménner described before, using the beginnings ard
taking advantage of the fact that encipherment begins with name amd address, The
fact that messages carry in plain text the place from which the nessage emsnates,
limits the number of possibilities for assumption of a signature, granting that
the enemy has a good intelligence system ard a closs liaison exists between the
eipher offlce and the intelligence bureau. Unless all messages péssing over the
line are enciphered, addresses and signatures in plain text in ordinary messagss
would form a valuable body of information for the basis of assumptions of plain
text,
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‘nos & start is made toward decipherment, the rest follows quickly be-
cause the key indicators for other messages will enable the decipherer to shift
the kays already partially reconstructed into othear positions and by building wp
sectians of the kay tgpes the sections can be united in the proper manner and
thns the complete keys result. For example, note the ksy indicators for message
3. vis., 418 - 362, Qranting that we have raconstructed the longer key from 418 to
say 1,50, and the shorter key from 362 to say 395, in ane of these five cycles, it
is only necessary to bring togsthar thess series of longer and shater iey
letters fronm 418 to 450 on the one, and from 362 to 395 on the other to produce
the decipherment of the beginning of messase 3. By continuing such procedure,
the entire keys may be pleced together and completely reconstructed.

'R should be noted that an excesslve differencs in length betmeen the two
key tapes is likely to cause great difficultiss, for the greater this difference
the sooner does one station become "out of bounds,”" for the range of ths lsy
tapes becomea more linmited as the difference betwsen them increases., For exampls,
we have given two tapes, 700 and 600 letters, a difference of 100 letters. The
displacemert is therefore 100 letters per revolution of the longer tape. This
meanis that after only ssven revolutions of the longer tape oné has returned to
the starting point, and further encipherment without resetting the tapes would mesan
an overlap. Commpare this with the cass where the tapes differ by only one letter,
far exemple, tapee of 700 and 699 letters. Here, only after the longer tape has
made 700 revolutions doess one get back to the starting point. In other words, one
cen encipher 700 x 699 or 489, 300 letters before an overlap would be produced.

* ¥* *® * *

It is clear, therefore, that the modified method of using the machine affords
no better protection against decipherment then the original met!od, and it is also
patent that the principles for the solution of this cipher as first laid down
according to our original understanding of the method of using the machine apply
with equal validity to the modified method as sutmitted, |

# * #* # %

It may be thought that the occurrence of ssquent cycles can be avoided by
strict supervision. There are some..bhings to be said on that point.

=8~
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Supsrvision could undoubtedly be exercised in each of the offices
involved in a quad, but it wculd of necessity have to be supervision of the
most careful nature by officers speclally qualified. Granting this, there
might be two methods of aliminating the possibility of the occurrence of se~
quent cycles, Qne would be to have an absolutely random choice of key indica-
gors (within the limits of the region assigned for the station) but with the
restriction that no two messages are to bo in sequent cycles. The other method
would be to devise some system whereby 2, 3 or more cycles are skipped regularly
in all traffic.
| After considering these alternstives, we may say that the solution of
cases in vhich one or two Intervening cycles are missing can be achieved with
no great difficulty. 7The solution of cases in which say five intervening cycles
are missing may be more difficult to achleve, but the necessity of skipping any
nmﬂcr of cycles above five in the case of random choice of indicators; and =ay
five regnlarly in a systematic choice of indicators is o involved with practical
difficulties that the entire system would be weak. For, if st least five cycles
mast intqmsm, and if a statlon be allotted 200 qycles for its dgy's traffiec,
then the greatest mumber of cycles actuslly available would be 40, ar in the
case of a longer tape of 700 letters in length, a limit of 28,000 letisrs would
be imposed upon the day's activity for that station., In the ﬁase of a station
that must transact a large volume of tusiness every day this wuld never be suf-
ficient and the tapes would lmve to be increased very greatly in length. All of
this is aside from the danger of a misunderstandirng of the rules and of careless-
ness in operation.

Furthermore, in the case of a single very long message, unless the msssage
be broken wp into parts, the mcipherrrent; of such a message is bound to extend
into two or more sequent cycles, Of course, without 2 knowledge of 'the lengths
of the tapes this would afford no clues to the decipherer. But the decipherer
can tall aprrwdzintﬂ.y the lengths of the tapes by studying the indicators for no
messages pass beyond 695 for the longer tape and 690 for the shorter, he can

~9=
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feal reasonably certain that the tapss are in the neghborhood of 700 letters

" in length. It would take considerable experimentation to determine their exact

length, but 3L could be done within a mracticable length of tims by a corps of
decipherers if the remlts to be expected wuld warrant the expenditure of the
time and labar. |

August 19, 1919,

- W _ar
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