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NSA CIRCULAR NATIONAL SECURITY ACGENCY
NUMBER L41-3 Washington 25, D. C., 9 August 1954

EFFECTIVE UNTIL RESCINDED OR SUPERSEDED

NSA STANDARDS FOR COMINT TRAINING
TN THE MILITARY DEPARTMEITS
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COMPOSTITION OF PROGRAMS COF INSTRUCTION
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SECTTION I - SUPERSESSION

This Clrcular supersedes NSA Circular Number 41-3, dated 9

March 195hk.
SECTION II ~ PURPOSE

The purpose of this Circular is to desgcribe the scope and for-
mat of National Security Agency Training Standards and to prescribe
the procedures for the implementation of NSA Training Standards in

the Militaxry Departments.
SECTION III - GENERAL

1. NSA Treining Standards will outline and prescribe the mini-
mum scope of COMINT training courses conducted by the Military Dee

partments.

a. The term "COMINT training" as used herein is understood
to embrace all training in the fields of cryptanalysis, traffic snale
yeis, regular or specialized intercept technigues, and in ancillery

communication intelligence fields including language.

2. NSA Training Standards will be issued for all formal traln-
ing and apprentice training in COMINT conducted by the Military De-

partments.

a. The term "formal training” as used herein is understood
10 mean training in which most of the instruction is conducted in &

classroom.
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b. The term "apprentice training” as used herein is under-
stood to mean training which is normally performed under the direction
of the Service compander concerned in the gtation to which the trailnee
is assigned, which hag as ita essential purpose the familisrization of
the trainee with his Job, and which has e definite plan, schedule, and
duration.

SECTION IV - SCOPE ARD FORMAT OF STANDARDS

1. RSA Training Standards will be written in terms of minimum
requirements. Where these requirements are stated in number of hours
%o bu deveind 4o 8 major phase of study, this number of hours repre~
sents the smount considered by the concensus of persons fully experi.-
enced in the particular problem as the minimum time likely to be needed
by the average student to acquire the desired proficiency. These phase
lengthse, therefore, are for guidance. However, any significant reduc-
tion in the number of houra to be devoted to any phase by any individual
Service must be requested of the Director, NSA, and must be accompanied
by a detailed jJustification.

2. NSA Training Standards will normally consist of most of the
following items:

a. Effective date of the Standard.
Course title or subject.
Pertinent Serviece jJjob codes or occupabtional. specialties.
Objective.
Prerequisites.
Subject matter or phases to be covered.
Methods of instruction.
Suggested minimm length.
Objective standard (if possible to prescribe).
Means of verifying achlievement.
References.
Classification of course content and materials.
Special instructions (4if any).
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SECTICN V ~ IMPLEMENTATICN

1. NSA Tralning Stendards will be {ssved in provisional form
for each course of training. Provisional Standards sutmitted to
the Sexrvice Crypiologlc Agencies may be aceompanied by o memorandum
discusaing the factore which were consaldered in ihelr prepsration.

2. Within 45 deys after the iscuance of each Provisional Stende
ard, Service Cryptologic Agencles affected will send Lo the Directors

8. Couments end recomendations for revisium, 1f eny.

b. An estimate of when the requirements of the Stendard
can be met. Major obstacles to implementation will he reported to
the Direector, who will provide masistance as appronriste.

3, The NSA Training Standerd will then be promylgnted in final
form, and the Service Crxyphologic Agencles concernsd will, upon re-
celpt of an N3A Training Standerd, submit as soon as practicable o
the Director a course outiine baged on the Standard. Progroma of
Instruetion, prepared in the foxm outlined in the followilng section,
will bte submitted subsequently as premphtly as possible.

4. A1l reports sutmitted ipn ccoplisnce with this Circnlar
should cite RCS WSA 304.

SECTION VI -~ COMPOSYTION OF FROGRAME OF INSTRUCTION

1. Programs of Instruction 0 be forwarded 4o the Director as
required in Sectlion V will include st least the followlng items,
prepared. along the general 1lines indiceted:

e. Cover Sheet. 'The cover esheet, will show the name of the
course to whicth the Program applies and will, if possible s indicate
the pertinent occupatioral specisity and Sexvice job eode. Tt will
algo show the date on which the program wes approved by the appro-
rriate Service suthority.

b. PFreface. The prefuce will contain & coneises statement
of the objective of the course, a list of the prerequisites to the
course, and a statement of the leogth of the course expressed both
in number of calendar weeks and in mmber of hours.

¢. Sumnary. The summery will consist of a tabulation of
the %itles of each major wnit of academic instruction in the course,

each such unit belng eccompsnied by a statement of the hours spent
thereon.
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d. Detailed Preakdowm. Each major unit will he further
subdivided into the specific subjects of which it is composed. To
make thig portion of the Program of Instruction as useful and in-
formative as possible, sn attempt should be made to subdivide each
unit of instruction into the gwallest subunits which are still
meaningful.. With but few exceptlions, no unit comprising more than
40 hours should be left undivided in this portion Of the Program.
¥or each specific subject Uhe following daté, constitubting & sub=
Ject schedule, will be presented in tabular form:

{1) Subject of each lesson.

(2) Time allotted and type of instruction. The fol-
lowing symbols will be used: L for lecture, C
for conference, D for demonstration, TF for traln-
ing film, PE for all types of practical exercises,
and E for all types of examinations.

(3) A concise but informative statement of the scope
of instruction and the nature of any demonstration,
practical exercise, or examination preacribed.

(4) References. A 1list of the texts and training aids
actually provided as student study references; and
a list of the specific practicel exercises and exe
eminations provided for use by students.

2. Beceuse the detailed breskdown of the units is the most use-
ful portion of the Program of Instruction, an example of such a bresk-
down l1s attached as Appendix.

SECTICN VII - LIAISOR

Representatives of the Director will make frequent visits to the
Service Cryptologlie Agencies concerned with COMINT training to observe
the functioning of tralning programs and to offer assistance in getting
up training or in regolving problems pertaining to COMINT training.

BY COGSAND OF LIBUTENANT GENERAL CANINE:

L. H, FROST
Rear Admiral, U. 8. Navy
Chief of Staff

c:)/lox'ael s AGC

Adjutant QGeneral
Incl: DISTRIBUTION V plus -~ f -
Appendix ™G (10)
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APPENDIX

Example of a detailed breskdown of a unit of instruction, as oub-
~Jned in parsgraph 1ld, Section VI:

UNIT NO, 1

MONOALPHABETIC SUBSTITUTION SYSTEMS

(200 hours)

Sithject Hours and - type  { Scope of: Instruction References
Fundamental 16:L, D, PE Basic cryptologic teriinology and:procedures; | Chapters I through IV, NSA
Prineiples the monographic phi: test. text "Military Cryptanalytics,
Part I". Lesson 1, NSA Problem
Book, same title,
Uniliteral 20'L, D, PE Cryptography and. cryptanalysis of uniliteral
Sibstitution substitution with standard and: mixed cipher
alphabets; the probable word method; com'
pletion of the plain component sequepe
Simiple.Multi- |24 L, D, PE Cryptography and cryptanalygis of’ ter VII, NSA text "Mili-
1iterali Siibsti-~ substitution with single-e tary Cryptanalytics, Part I".
tatfon alphabets; elementa Lesson 3, NSA Problem Book,
Vv same title,
Variant 28 'L, D, PE Cryptograg multiliteral | Chapter VIII, NSA text "Mili~
Substitution substituti tary Cryptanalytics, Part I",
Lesson 4, NSA Problem Book,
Q same title,
Palygraphic 16 L PE y and cryptanalysis of representa~ { Chapter TX, NSA texu "Mili-
Substitution tive po¥graphic systems: 4-square, 2-square, tary Cryptanalytics, Part I",
Playfair cipher systems; the digraphic Problem 1 feom each of Les-
1%hi: test, sons 5, 8, and 7, NSA Problem
Book, same title,
Monome - 24°L, I}, PE Cryptography and cryptanalysis of monome - Chapter X, NSA text "Military
dinome dinome substitution; use of isologs, Cryptanalytics, Part I", Prob-
Substitntion Jems 1 <hrough 5, Lesson 8,
NSA Problem Book, same title,
Syllabary Squares] 40 L, D, PE Cryptography and cryptanalysis of syltabary Par, 80, NSA text "Military
& Code Charts squares and code charts; coordinate recovery; Crypianalytics, Part ", Lesson 9,
squarc. recavery; use ofbulk messages., NSA Problem Book, same title,
Foreigw Language} 32 L, PE Solution of a-few monoalphabetic substitution | NSA text "Military Cryptanalytics,
Ciphers ciphers in which the mnderlying plain: texts Part 1" Course BETA, Section

are: in- a- foreign:language; introduction: to
foreignlanguage cryptolinguistics,

86 ~30, "Crypsanalyst’s Maoual”®,

Appendix to NSA Circulax
41-3, 9 August 1954
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