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INTRODUCTION

The National Security Agency has two primary functions <= one, the
coordination and control of the production and distribution of communicae
tions intelligence; the other, +the production of cryptologic materials
and security of United States communications; and the resktarch and devel-
opment aspects of both. The compromise of a COMINT source or success
could effectively cause exceptionally grave damage to the security of the
United States by denying to this country Intelligence regarding the proe
grams, cperations, and plans of foreign governments, especially potential
aggressors, Compromise of a cryptographic system could cause equally
grave damege by making availsble to & foreign nation knowledge of the
plens, policies, programs, and operations of the United Stetes govern-
ment, especially as they concern the defense of the United States, Cer-
tainly, in an sgency of such importance and sensitivity to the interests
of the nation, security must be a paramount consideration.

The Security Division 18 the component of the Staff concerned with
the security requirements of the COMINT activitles under the operational
and technical control of the Director, NSA, and the fulfillment of secu=~
rity requirements within the Agency.

This paper will discuss the policies and prectices bvelieved necese
sary to afford maximuw security to an Agency of this kind; +the security
practices and procedures from the beginning of the Armed Forces Security
Agency, and their weesknesses; and the changes and improvements insugure
ated to meet pressing needs, together with fiture plans to arrive at the
ultimate security deemed necessary for an intelligence organization ag
sensitive as KNSA.
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POLICIES AND FRACTICES BELIEVED NECESSARY
FOR MAXIMUM SECURITY

It is £irmly believed that security weaknesses result from the total
geparation of and lack of coordination between +the security, counter-
intelligence, and intelligence activities of the federal govermment. Sece
urity elements should have full access %o informatlon compiled by intel-
ligence agencles, particularly that information which shows the degree of
guccess of foreign intelligence efforts. Knowledge of the information
which foreign countries possess or do not possess, derived from success=
ful intelligence operations, is of inestimeble value in determining the
essential elements of informetion of the intelligence agents of those
foreign countries. Counterintelligence agencies should meke availsble to
security officers complete information concerning the known tergets of
foreign intelligence and the modus operandi and identity of knowm or suss
pected agents., This close coordination end exchange of information would
enable security elements to place maximum security emphesis on that clas-
sified information and material which is not already in the possession of
foreign intelligence and to eliminate wasted effort expended in protect=
ing clessified materiel which has been compromised. It will assist secuw
rity An instituting reslistic safeguerds as well as focusing attention in
those areas which might have been successfully penetrated.

Security of any sensitive agency, in general, involves the protece
tion of classified information and material from access by unauthorized
persons and insurance that authorized access by any individual or group
is clearly consistent with the interests of national security.

FPhysical Security.

Physical security d4s that component of security which results from
all physical measures necessary to safeguard classified equipment, mater-
ial, documents snd information from access to or ¢observation by unauthore
ized persons. Fhysical security, therefore, supplements personnel secu-
rity by insuring that authorized persons only hsve access to classified
security information, and that, in receiving, handling and transmitting
such information, the necessary facilities and procedures are employed to
protect it.

A physical security program encompasses installation security to ine-
clude perimeter control, intermal compartmentalization, personnel identi-
fication, and property control. It provides for safe storage facilities,
including locked cabinets, safes, and vaults. It prommlgates and imple-
ments secure means end procedures for the destruction of classified waste.
It further prescribes and conducts such inspections and surveys as may be
required to maintain high standards of physical security.
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Perimeter control is desigi.ed to protect an installation againat the
entry of unauthorized persons sand may be accomplished by mesns of perime-
eter fences, exterior guards, controlled gates, lighting, automatic alamm
systems, and an identification system. Caution must be exercised in real-
izing the degree of privacy sfforded by perimeter control. Fences can be
negotiated and, unless properly lighted and surveilled, only keep out law
gbiding citizens, sometimes becoming more dangerous +than no fences in
that they esteblish careless attitudes and a false sense of security.

A visitor control system 18 designed to insure that non~employees
granted entry to a sensitive installation are properly cleared for access
to classified material, sand that they are granted access only to that
classified material for which they have & "need to know" and to which
thelir level of clearance entitles them. Visitor control is accomplished
by means of screening before entry, a pass and identification system, and
an escort system.

Compartmentslization is the restriction of individusls to areas and
classified material for which they have a "need to know". It prevents
every employee from geaining knowledge of the whole of the installation's
operations wvhen such knowledge is not essential to the performance of his
dutles. It may be accomplished by designation of restricted areas prope-
erly secured sgainst umauthorized sccess, an internal identification sys-
tem, personal recognition, and the use of interior guards and patrols.

Property control is designed +to prevent the entry into a sensitive
installation of material or devices which might represent a threat to the
security of the installation and to prevent the unauthorized removal from
the installation of classified material or other government property.
Property control can be esccomplished to some extent by the use of prop-
erty passes, but it can be rigidly controlled only by search and inspec-
tion methods. There is no system, other than by the personal integrity
of employees, for controlling the knowledge in the minds of those indivi=
duals who have authorized access.

Accountability, safekeeping, tranemission, and destruction of clas-
sified raterial. RNormally, highly clessified material can be considered
gecure from unauthorized access only when it is rigldly accounted for
from the time of its conception to its eventual complete dJdestruction.
Classified material is safeguarded by proper classification, a receipt
system, secure methods of commmication or transmission, and efficient
and secure methods of destruction of classified waste. Proper classifie-
cation is essentisl to good security; however, caution must constantly be
exerclsed egeinst over-classification and classification for purposes
other than the security of the contenis of the document. The protection
of classified material depends to a great degree on the individuals hande
ling it. They must be impressed with the accuracy of its classification
and their continuing responsibility to afford it the prescribed protece
tion. Human feilure is much more frequent and dangerous than is mechanie-
cal failure, When classified material is not under constant surveillance
by authorized individuals, 4t must be properly sefeguarded by the most
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secure means aveileble, depending upon ite sensitivity and, therefore,
its clasgification. It must be recognized that locks, safes, and veults
only afford a degree of privacy, s&nd other precautions must be taken if
the sensitivity of the material warrants it.

Surveys. Constant effort must be expended to insure that the physie
cal security of an installation has not been breeched, This should be
accomplished by & combination of all of the following procedures:

l. Daily inspection of areas to mske sure that physical barrie
ers have not bheen breached +to permit surreptitious entry
and that classified material is properly secured. Sensie
tive areas should he checked hourly or more frequently to
detect a forced or surreptitious entry and to spprehend any
unauthorized individuval in the area.

2. Immediaste reporting and investigation of security violae
tions to fix responsibility and to determine if physical
means are adequate.

3. Periodic search with technical equipment +o0 insure that no
surreptitious listening devices have been installed by
which classified information might be transmitted electron-
ically outside the installation. ILiaison should be maine
tained with the proper sgencies +to recelve complete intele
ligence information regarding the development of new de-
vices, both by United States agencies and foreign agencies,
and the counter devices to protect against them.

Industrial Security. In addition +to the physical security provi-
sions discussed above, a sensitive actlivity must take measures to insure
that its classified material and informetion transmitted to other activi-
ties, dut for which it retains responsibility, 1is properly safeguarded.
Included 1s classified material in the possession of contractors, con=
sultants, and other associated activities. Protection of such classified
material may be accomplished by the prepsration of adequate regulations;
frequent surveys and inspections to insure that the regulations are fol-
lowed; end, ‘through effective liaison with the officiels concernmed, mu=-
tuel understanding of the importance of adequate security.

Personnel Security.

It is firmly believed +that three processes are necessary to insure
that those persons authorized access to classified material are not po=-
tential or actual security risks. These processes are: pre-employment
or pre-access screening, investigation and clearance; and security super-
vision of cleared individuals., Most government agencies place consider-
able emphesis on clearance and investigation procedures, but they tend to
slight or ignore the others., Efficient personnel security can be atiained
only 1if every available means is used +to effectively complete all three
processes,

y
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Pre~cmployment or pre~sccess serccning is designed to eliminate be-
fore employment those who are, or who might reasonably be expected to be-
come, security risks. It may be occomplished by means of & thorough
interview of the applicent, covering the information listed on his State=-
ment of Personal History, his sultebility for erployment, end his subver-
sive beliefs or activities. Such an interview is more effective if veri-
fied by means of the polygraph or lie-detector machine. This concept is
based on the fact that en individusl knows more sbout himself than anyone
else, and certainly more than any background investigation could possibly
develop. In addition, pry-employment screening may provide a basis, in
conjunction with other preliminery investigative processes, for granting
an interim clearance prior to completion of a background inveatigation,
taus utilizing the services of employees productively much socner than
would otherwise be possible.

Pre-employment screening +tends to discourage foreign agents from
ettempts to infiltrate an activity, pearticulerly one which utilizes the
polygraph interview. Penetration agents are invariably selected from
those with no previous subversive record gso that the background investi-
gation of such an individual seldom will develop infermation sufficient
t0 reflect a danger to the security of the activity. The polygraph in-
texview, on the other hand, through intensive questioning, ney develop
the facts, or at least raise sufficient doubt, to eliminate +the egent
from consideration for employment. Caution must be exercised +that the
importence of the polygraph to sound securlty is not overemphasized. It
is not the purpose of this study to develop & thesis on the relative mer-
its of the polygraph, but rather to indicate its extreme value as en ad-
Junet to a sound personnel security program, particularly to preemploy-
ment or pre-access screening and, in some instances, 1o personnel secue-
rity eupervision.

Investigation and clearance. Frior to granting clearance to an in-
dividual, every investigative process practicable should be utilized to
insure +that the spplicent is not an actual or potential security risk.
The investigative process beging with a thorough review and analysis of
the applicent's Statement of Personal History. His name and ell nemes
appearing on the Statement of Personal History, such as relatives, refer-
ences, employers, and orgenizations, should be referenced and checked in
the employing organization's security files, After completion of the
review of the Statement of Personal History and the pre-employment inter-
view described shove, a National Agency Check is requested, wherein the
files of all federal investigative agencies maintaining criminal and sub-
versive files on a national level are checked. If no derogatory informa-
tion i1s developed as a result of these checks, a complete background
investigation should be conducted by the sensitive agency's own investi-
gators or by another investigative agency. The background investigation
should include verification of education, employment, end regidences,
through interviews with educators, employers, co-workers, character ref-
erences, neighbors, and acquaintances, and checks of local law enforce-
ment and credit agencies in all ereas where the epplicent has resided or

been employed.
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Security supervision. A dynamic security supervision program is

necessary to achieve satisfactory personnel security by insuring the cone-
tinued reliability and suitability of cleared employees. If effective, it
should identify successful foreign infiltration and those employeea who
are or may be logical prospects for defection. It should afford a mesns
of keeping lesks of informstion at e minimum. The following processes are
considered basically necegsaxy to sn effeclive security supervision pro-

gram:

1.

2,

3.

Security education, A security education program is de-
signed to acquaint a8ll employees with the security obliga-
tions and requirements of the employing esctivity end to
explain to them +the necessity for these requirements. Eme
ployees in an agency as sensitive as the National Security
Agency must always realize +the importance of their work to
national security. They musl alwoys be avare of foreign
interest in the activities of the agency sand the constant
possibility of successful foreign penetration. Such a pro=-
grem must be designed +to instill in all employeces confi-
dence In the officlsls administering the security program
and a willinguness to cooperate and assist in every way pos-
sible in making their organization and its classified ma-
teriel secure ageinst compromiges. Once confidence and
mutual trust sre esteblished, the employee is encoursged to
approech security officials with information coming to his
attention which might be considered detrimental to the ine
stallation. Employees must be awore of their security
responsibilities at all times; they should be able to recog-
nize sny activities which have a security significance and
heve enough confidence in the security organization to be
willing and desirous of making ., the information available,

Liaison. There should be immediate and continuing liaison
with all counterintelligence, investigative and law enforce-
ment egencies in the area +to insure that information con-
cerning the sensitive agency, or any of its employees, 1is
passed on promptly to the security officials, facilitating
the expeditious handling of investigations. The prompt re=-
ceipt of derogetory information, even before verification
by investigation, enebles the security officiels to take
administrative action to minimize +the danger to security
that would result if the allegations were true. Iicison
should not be limited +to outside agencies, but should in-
clude the other staff divisions and operating elements of
the sgency concerned.

Investigations. The sensitive agency should have & force of
investigators who can conduct Iimmediate investigations of
security violations or compromises of classified material,
unauthorized entry or sccess, and allegations concerning
the loyslty snd/or suitability of any employee. However,

6
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they should be prepared and willing to refer investigations
beyond their scope, or matters not within their jurisdic-
tion, to the proper investigating sgency.

Research. A continuing and detailed research program should
be established t0 effect a detailed study of the security
files of all employees concerning wvhom unresolved deroge
atory information exists, of those who have been associates
or co-workers of others proven to be security risks, of
those who have not been thoroughly investigated, and, ulti-
mately, of all employees. This is an affirmative counter-
intelligence approach to security based on the reasoning
that an asgency as sensitive to national security as the
National Security Agency must be high on foreign targets of
interest and penetration and, further, that sound security
compels a presumption of suceceasful foreign penetration.
The investigative approach is based wupon the receipt and
investigation of an allegation, the counterintelligence re-
search approach 1s based on assumptions. These assumptions
require a close working relationship with the intelligence
organizations 1in an attempt to more definitely discern the
relative degree of foreign interest in specific areas., With
these assumptions, +the resesrchers, who should be experi-
enced counterintelligence agents, can better search out and
identify any successful foreign penetration. The liaison,
investigative and research functions eare dependent wupon
each other and should be included in one organizational seg
ment under a single supervisor.

Reinvestigation. Finally, an effective program of security
supervision of personnel should ‘include periodic reinvesti-
gation. Follow-up interviews with the aid of the polygraph
are considered essential. These interviews may be confined
t0 questions bearing on subversive activities or assocla-
tions and unsuthorized divulgence of classified informa~
tion. Reinvestigations should also include a National Agen=-
ey Check, a check of local police and credit sgencies, and
neighborhood interviews.
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OPERATIONS OF THE SECURITY DIVISION

PART I
PHYSICAL SECURITY

Mission.

The migsion of physicel security is the protection of NSA classified
material and areas from unsuthorized access, by all possible means, and
the esteblishment and supervision of effective measures for the handling
of classified information. It is designed to protect all of NSA's infor-
mation, material, and facllitles ageinst compromise, whether unintention-
al or through any subversive or criminal activity.

History.

Physical security at the beginning of the Armed Forces Security
Agency (AFSA) was handled by personnel attached to the militery installa-
tions at which AFSA was located. They were employed in a two-fold cspac~
ity as security officer and staff for both the military station and AFSA.
As the operations of AFSA grew, involving more equipment, meterials and
gpace, the need for a separate physical security control unit bYecame
apparent. Early in 1950 the Physical Security Branch was organized in the
Security Control Division under the AFSA Office of Administration.

The physical security of AFSA, end later NSA, has been influenced by
certain physical limitations. The location of the Agency at several mili-
tary sites necessitated statements of policy to establish the responsi-
bilities of intermal security.

The Army Security Agency issued two letters, dated 22 December 1949
and 27 Februery 1950, on the subject of the interrelationship of AFSA and
ASA. AFSA assumed the responsibility for intermal security end fire watch
at the Naval Communicstions Station, and "A" and "B" Buildings at Arling-
ton Hall Station. It was further stated <+that all directives concerning
the functioning of AFSA elements at Arlington Hell Station must conform
Yo the sdministrative policies and regulations of the Chief, ASA. The
Director, AFSA, was given the responsibility for insuring that sll per-
gonnel at Arlington Hell Station under his control complied with such
policies and regulations. In turn, ASA performed the following functions
which benefited AFSA:

1. Formuleted and edministered security policies for personnel
located at Arlington Hall Station.

8
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2. Investigated security violations.
3. Conducted security orientation of newly assigned personnel.

4, Made and issued identification badges for military aend cive
1lian personnel in accordance with policies Jointly estabe
lished by Headguerters, AFSA and ASA.

5. Provided armed guerd protection for the entire area within
Arlington Hall Station and its specifically designated
RESTRICTED sreeas.

The following excerpt, containing background information pertaining
to the Security Control Division, 18 from & letter dated 21 July 1950,
from the Commending Officer, Naval Communications Station, to the Direc-
tor, AFSA, on the subject of Commend functions and responsibilities:

"Physical Security Branch, Naval Communications Station,
will provide for physical security eand will restrict
access to the Station to properly authorized and accred=-
ited personnel. Only the Commanding Officer, Naval Com-~
munications Station and the Commending Officer of the
Merine Guerd will issue orders to the Marine Guard. AFSA
will provide personnel for the interior security patrol,
will issue instructions for the performance of duties,
end will mske, fabricate and lissue ldentification badges
to all personnel who mey be employed at or visit the
Station. The administration of these responsibilities of
AFSA will not relieve the Commanding Officer, Naval Com-
munications Station, of his responsibilities for the
nilitery commend of the Station, nor restrict his auth-
ority for exercising it. Naval Communications Station
will set up an organization for +the fire protection of
the Station. Fire Marshal and Assistent, if necessary,
will be provided from Naval Commmnications Station's
personnel. AFSA will provide patrols, if necessary, for
the interior of the bulldings. These duties may be com=-
bined with those duties of the security patrol."

Based on the information outlined above, the main functions of the
Physical Security Branch were visitor control; issuing of badges for per-
sonnel identification; property control; directing and supervising the
AFSA interior guards; sand prescribing the procedures and methods for the
collection, accountability end destruction of classified waste. The func-
tions of the Branch vwere somewhat restricted since the Brench was gove
erned by the Navel Security Menual at the Naval Commmnicetions Station
and the ASA Regulations at Arlington Hell Station. On 1 January 1950, and
until the present NSA Security Manual was published on 5 November 1953,
the reguletions ocutlined above, with certain modifications, governed at
all AFSA installations.

9
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There were no maJjor reorganizations within the Physical Security
Brench until November 1953, at which time, in order to equalize the work-
load and better utilize personnel, +the Branch was divided into the fol-
lowing Sections:

Administrative Unit

Badge Section

Naval Security Station Security Section
Arlington Hall Station Security Section
Survey and Investigative Section

Other organizational changes occurred in 195k. In June, the physical
security responsibilities of the NSA Training School were absorbed by the
Physical Security Branch. A Security Section was established using key
personnel of the Naval Security Station Security Section as a nucleus and
uncleared personnel as guards. The responsibility of industrial security
and the evaluation of COMINT compromises were reasssigned from this Branch
in July to the Technical Assistsnt to the Chief, Security Division, who
in turn was authorized additional personnel in order to activate the In-
dustrial Security Branch. In October, the Survey and Investigation Sec=-
tion was redesignated as the Inspection and Survey Section, when all the
investigative functions vere assigned to the Special Research Unit.

Guards. It should be understood that at no time since the Agency was
initielly activated has the Physical Security Branch had any guards availe
able for exterior guard duty. All exterior guard duty has been performed
by guards from the respective services, over whom the Security Division
has had no control. A force of interior security patrol guards has been
maintained at both the Naval Security Station end Arlington Hall Station,
whose funcetion it is to detect any unauthorized entry, either forced or
surreptitious, and to apprehend any unauthorized individuels within NSA
erees. The guards escort visitors during duty bours, and patrol all KSA
aress at periodic intervals during non~duty hours, checking for fire and
violations of security requirements.

A civilian guard post was esteblished at the entrence of one of
the main buildings at the Naval Commmmicsetions Station in September 1951
end maintained until 1953, Later this gusrd force was changed to another
building, providing better control over the movement of large groups in
both bulldings, and requiring all personnel entering or leaving either
building after normal duty hours +to use +the entrance where the guard
force was stationed.

On 1 February 195% the security patrolmen began en inspection
of unlocked desks for classified material., A notice to the effect that
the desk was inspected was placed in each desk. On 22 April 1954, NSA
Reguletion No. 121-7, "Storage of Classified Materiel," was revised and
published.

Until June 1954, civilian guards were utilized for physical
security purposes at the NSA Training School, located on "U" Street,N.W.,

10
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Waghington, D. C. When the Training School was moved from the "U" Street
location to Temporary "R" Building, the Physicael Security Branch of the
Security Division assumed the security duties at that location with the
utilization of military guards.

Badges. In the earliest period of AFSA history, responeibility for
the mapufacture, control, and issuance of personnel identification badges
was mainteined by the Naval Communications Station. As the Agency grew,
personnel billets for the identificetion badge operation were included in
the Agency's personnel allotments, and personnel, equipment, and supplies
of the Naval Communications Station were assigned to AFSA for this operae-
tion.

In Qctober 1949, AFSA assumed the responsibility for photographe
ing, manufecturing, controlling, and issuing of the personnel identifica-
tion badges. In April 1950, & new ldentification system was esteblished
for the Agency. In July 1950, AFSA no longer rented the equipment and ma-
terials for this operation, but had full ownership of all the Agency's ma-
chinery for badge production. A new identification badge system was ageain
initiated in April 1953, which system 1s now in effect. The Badge Sece-
tion, Physical Security Branch, at the present time performs photographie
duties for ASA, NSA, and the Naval Communications Station, and manufac-
tures badges for NSA, the Naval Comnmunications Station, OP-202, and cone-
sumer personnel. The Section does not, however, manufacture badges for
ASA at the present time.

Property Passes. The AFSA Security Manual, dated 5 November 1952,
assigned to ‘the Physical Security Branch, 8Security Control Division, the
responsibility for identification and control of property (property pass
system). This Menual designated the Chief, Security Control Division as
the competent suthority for the identification and control of property
(matter) being carried into or out of the Agency by other than electrical
means and made all such property, whether publicly or privately owned,
subject to inspection. NSA Regulation 121-3, dated 27 January 195k,
required that civiliens and enlisted military personnel have property
passes to remove classified documents, government-owned property, and all
carrying devices which conceal their contents, from eilther station. The
three types of passes which authorize removal of property from either sta~
tion are the NSA Messenger Badge, the NSA One-Time Property Pass, and the
NSA Monthly Property Paas.

A survey was conducted at Arlington Hall Station and Naval Sec-
urity Station from 9-24 July 1953, to delermine if property pesses were
being properly controlled. Another survey was initiated <to check all
property passes Iissued since the new system became effective in February
1953 to determine Iif passes were being properly utilized. The entire
property pass system is now being investigated to determine possible weak-
nesses and to take steps to revise the system for more secure operation.

During the month of October 195K, a review was made of the prop-
erty pass and badge system, including control of consultants and experts
who have contracts with the various NSA offices and divisions in order
that their movement may be more adequately controlled.

11
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Visitor Control. The present visitor control system beceme effect-
ive on 1 April 1953. During June 1953, minor chsnges were made in the
visitor control and escort protedure at the Naval Security Station, which
resulted in a more effective operation., The patrolmen were moved from
the Quarter Deck to the Gate House, making them immediately avallsble for
egcort duty. The Physical Security Branch assigned one man behind the
counter at the Gate House to handle NSA visitors in coordination with the
visitor control office. This operation has been performed very satisface-
torily, eliminating delays. 1In October 1953, a new procedure was placed
into effect to enhsnce the security of the visitor control system. No
"one~-dasy badges" were to be issued to personnel reporting for duty as in
the old system. All personnel reporting for duty or briefing were pro-
cessed ap visitors and required an escort badge prior Lo indoctrination
by the Personnel Security Branch.

In December 1953, as a result of a discussion between G-2, ASA
end members of the Security Division, NSA, +the regulations governing the
processing of NSA visitors at Arlington Hall Station, and the procedure
for handling NSA personnel desiring to remove property or material from
the compounds, were changed to permit more efficient entry end exit. This
change permitted NSA visitors +to be escorted from the Main Gates to com-
pounds and back by NSA personnel. NSA personnel apprehended at the gates
with classified material, who did not have +the regquired authorization,
were referred to the Security Division, NSA, rather than to G=2, ASA, for
investigalion. This procedure precluded delays which had existed under
the former system. NSA Regulation No. 122-2, "NSA Visitor Control Sys-
tem," was revised on 26 March 1954, However, no msjor changes were made
at that time.

Designalion of Areas. In November 1953, in order to more effectively
compartmentalize NSA operations, end to better protect particularly sensi-
tive areas, a system of designating certsin areas as RESTRICTED, SECURE,
or EXCLUSION areas wes adopted. Physical security standards and require-
ments were esteblished for each type of erea. Representatives of the
Physical Security Branch inspected each area to be designated as a SECURE
or EXCIUSION area, prior to its bYeing authorized as such, in order to
determine if established standards were met. Physical standsrds were not
considered rigid end could be modified by installation of equally secure
alternate physical barriers, so long as the modifications would prevent
uneuthorized access as effectively as the original barriers. SECURE and
EXCLUSION sreas are resurveyed periodically to insure that they continue
to meet security requirements. They ere reswrveyed &t other times when-
ever information comes to the attention of the Security Division which
indicates that security interests necessitete such a resurvey.

Areas and installations outside the confines of Arlington Hall
Station and the Naval Security Station, which are under the jurisdiction
of the Director, are surveyed to determine security requirements prior to
utlilization by NSA and are inspected periodically to insure that security
requirements continue to be met. Such areas include records storsge fa-
cllities at Crane, Indiana, Mechanicsburg, Pennsylvania; Alexandria,
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Viiginia; Congressional Airport, Merylend, and Franconia, Virginis; end
operating fecilities at Vint Hill Farms, Virginia; 8St. Paul, Mimnesota;
Pt. Meade, laryland, and others.

Ssfe Combinations. The combination of each safe end storsge facility
for classified documents is recorded in the Physical Security Branch, to-
gether with the names of the individuals suthorized to have each combinse
tion. It is the responsibility of the Physical Security Branch to imsure
that all safe and lock combinetions are changed every six months.

Classified Material. Promulgation of adequate regulations governing
the handling, accountabllity, safeguerding, transmission, eand destruction
of classified material, and supervision to insure compliance, are inte-
gral functions of physical security. The Chief, Security Division, has
coordinated with the Adjutant General in preparation and publication of
such vegulations, and exercises staff supervision for the implementation
of such regulations. Supervision is exercised by inspections and surveys,
investigations of violations, and recommendations for corrective measures
and disciplinary ection. The destruction of classified waste is sccom-
plished Dy persommel of the Physical Security Branch using pulping or
burning methods. Classified waste is under continuous guard from the time
it leaves the generating area until it is completely destroyed.

Regulations. All regulations pertaining to physical security matters
are constantly reviewed, and revised when necessery, +to meet changing
situations and to adapt the policy to NSA's tenant status on installa-
+ions edministered by other activities., Regulations for the physical pro=-
tection of KSA classified materisl are promulgeted from & counterintelli-
gence approrch to the problem, i.e., to prevent the entry of subversive
elements to NSA spaces and to prevent NSA classified material from being
placed in a position where it might eventudlly fell into the hands of
subversive elements.

Future Plans.

sical Security Publications. A program has been initiated by the
Physlcal Security Branch to review all physical security regulatlions,
memorande. and procedures in order that tighter controls in the various
areas of physicel security may be provided. This program will be continu-
ing in nature and reviews will be made periodically by this Branch, when
deemed necessary.

Surveys of Sensitive Areas. A program of physical security surveys
for designeting certeain areas of the Agency as EXCLUSION and SECURE has
been initiated and will continue until all spaces have been resurveyed,
in order that +the physical security standards required <for these areas
may be made current.

Clasgified Materisl. The Physicel Security Branch will work and coe-
ordinate very closely with the Adjutant General, NSA, regarding hendling,
transmission, safeguarding, accountability and destruction of classified
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material within the Agency. At the present time, <this Branch is in the
process of coordinating an NSA regulation with the Adjutant Gereral rela-
tive to the above mentioned subjects, in order that all information may
be contained in one reference for use of' all Agency personnel.

Visitor Control. A recommendstion has been forwarded to the Chief,
Security Division, regerding transfer of the functions of visitor con-
trol from the Physical Security Branch to the Clearance Branch. The
checking of clearances and indoctrination status and the processing of
the visitor control forms would thereby be conducted in one vffice, ef-
fecting tighter control. The Physical Security Branch would maintain cone
trol of the escorts. This recommendation has received the approval of the
Chief, Security Division, and will be implemented in the very near future.

Consultant Personnel., Coordination hes been effected for a proposal
which would provide tighter controls of consultant personnel entering and
circulating throughout the Agency. The Physical Security Brench is anti-
cipating the manufacture of & special badge for all consultant personnel
vwhich will indicate <+that the individual 1s a consultant, his clearance
stalus, and the orgenizetional segment which 1s utilizing hig services.

Propexty Passes. Discussions have been held with the Naval Security
Station Security Office regarding the Navy's feeling toward officers car-
rying property passes. The Station Security Officer informally indicated
that he had no cobjection to this proposal. It is hoped that in the very
near future sinllar discussions will be held with the Station personnel
at Arlington Hall Station and that +they will interpose no objection to
such a proposal. Steps will be taken at that time to revise the NSA prope-
erty pess system.

_l%[gical Security Field Circulars. Periodically, since the spring
of 1954, a Physical Security Field Circular for the COMINT elements under
the orperational and technical control of the Director has been written
end submitted to the Plans and Policy Division, NSA. The results up to
the present time have been negative.

Technical Surveys. Equipment has been obtained for use in conducting
technical surveys to detect the introduction of surreptitious listening
devices in NSA areas., Initial, periodic, and spot surveys will be cone
ducted at such time as personnel +trained in the use of the equipment are
availeble to the Security Division.
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PART IIX
PERSONNEL SECURITY

Pergonnel security measures are designed to prevent authorized access
to NSA classified material by those individuals who could ressonsbly be
expected to do demage +to the United States, intentionally or unintention-
ally, by reason of such authorized access. Generally, the following methods
are employed by foreign agents to obtain security information: (1) Infile
tretion, or gaining access to a sensitive installation end its classified
material by legal means, employment, assignment, or euthorized visits, (2)
Defection of & cleared and legal employee; (33 Picking up and piecing to-
gether bits of classified informetion through perusal of publications, the
press, and loose talk by employees.

Attempts to infiltrate can be minimized by a thorough pre-employment
screening program. The risk of defection can be materislly reduced by
eliminating, before employment, those whose background end cheracter, as
revealed by pre~employment screening, warrant the preswmptions that they
would be potential security risks, and by & continuing security supervision
program for those cleared and granted access. Loose talk can be materially
reduced by a thorough security education and supervision program.

PRE-EMPLOYMENT OR PRE-ACCESS SCREENING

Personnel Interview Branch

Mission.

The mission of the Persommel Interview Branch, as originally estab-
lished, was to interview, with the asid of the polygraph, civilian employees
of the Agency who were awailting clearance before they could be productively
employed. In recognition of the desirability of eliminating from consider-
ation epplicants for employment concerning whom informetion existed which
would be & bar to clearance, +the additional mission of interviewing local
applicents for hire wes assigned in November 1951.

This Branch is currently performing +the same mission for which it was
first orgeanized. There have, of course, been shifts in emphasis and tech-
niques, as experlence developed better ways of performing the mission.
Other aspects of & well-rounded polygraph program, such as interviewing
military personnel and re-interviewing employees at reguler intervels, have
not yet been placed into effect. A policy indlcating the desirability of
re=testing employees was adopted in 1952, but implementation of the plan
ves abandoned because it was 11l conceived and had not been properly pre-
sented to the employees, resulting in bed employee morale and an ever in-
creasing chasm between the employees and security. It was reasoned that to
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attempt to completely implement the program a&s plenned and presented to the
employees would not develop significant information of value but would ren-
der impossible the development of mutual confidence betveen the employees
and security which is deemed essential to sound security. A program is in
progress, and a series of meetings held with other divisions of the Agency
which are designed to clear up confusion and misunderstanding concerning
policies, operations, snd plens of the Security Division and its branches.

History.

The polygraph program at NSA was instituted initially because of dire
operational necessity. The NSA Training School, in the latter part of 1950,
vas Jammed with more than 1000 employees awaliting clearance, which at that
time could be granted only upon the receipt and evaluation of a complete
background investigation. At that time, the Chief of the AFSA Security Con=-
trol Division and the Chief of the Personnel Security Branch investigated
the potentialities of the polygreph as an aid to security clearances. Since
the Central Intelligence Agency had been utilizing the polygreph for sbout
two months in employee screening, liaison was established with CIA, and the
operation of their program was reviewed. It was the opinion of the Security
Control Division that the program offered cbvious advanteges to AFSA in ex~
pediting the clearances of civilian employees,

The Chief, Security Control Division, on 24 Japuary 1951, recommended
to the Director that & polygraph program be instituted on a voluntary basis
among AFSA employees awaiting clearance in the Training School. Prior
favorable consideration had been received from the Office of the Comptrol-
ler, the Special Assistant to the Director, the Deputy Director, and the
Chief of Staff. On 26 January 1951, the Director approved the program es
outlined, and the Security Control Division took steps to implement it. The
Personnel Iuterview Branch became operative on 11 May 1951, and the first
polygreph interview was conducted. More than two months hasd elapsed since
a skeleton staff for the unit had been recruited and trained. Most of the
delays were csused by the difficulty in securing proper physical facilities
for the polygreph operation. The original quarters for the Branch were
located in part of what had been the dispensary of the Training School at
1436 "U" Street, N. W. The necessity for sound-conditioning the area and
isolating it from other activities of the Training School required a great
deal of construction work. Because of construction compromises, satisfac-
tory soundproofing of interview rooms was never achieved et this location.

Since +the staff recruited +to administer the polygraph interviews
lacked experience, the AFSA Security Control Division proposed to bdegin
operations slowly and to let Branch personnel get their feet on the ground
before attempting seriously to reduce the employee overload in the NSA
School. School eauthorities, however, were understandebly anxious to secure
clearances for the excess employees being held there. After a consideration
of the factors involved, the Director ordered that full-scale operations
begin immedistely, and & recruiting progrem was instituted to secure addi-
tional examiners. During the period, July through September 1951, this

16

-CONFIDENTIAL-



-~ REF ID:A40566

CONTIDENTIAL-

Branch worked on an overtime s~hedule from 0700 hours to 2200 bours on a
seven~day-a~-week basis, processing 2,052 interviews during the period.
Examiners worked on two shifts, and interviewed more cases +than is recom-
mended for peak efficiency and avoidance of errors. Because of the limited
time allotted to each interview and the relative inexperience of some of
the examiners, it was imposaible in many cases to complete the proper psy-
chological conditioning of the subject This resulted in a large number of
unresolved cases, sometimes as high as 25% of all cases run, necessitating
one or more re~interviews of many of the employees. The tremendous backlog
of employees aweiting interim clearance in the Training School had been
cleared up by 30 September 1951. The processing of employees has remained
on a current basis since that period, &and close liaison with the Personnel
Division has enabled the Branch to plen to meet its commitments in the fore-
seeable future.

When full~-scale operations of the Branch were ordered 1in May 1951,
there were three exsminers assigned for duty. The shortage of trained exam-
iners in the country forced the Azency to recruit men whose interrogational
background was all in criminal or military work. Some of these men were
unable to meke the transition to employee screening work, where the person
being interviewed is not a known or suspected criminal. In an effort to
obtain control resctions to validate the cherts, some inexperienced exsmin-
ers asked highly personal and embarrassing questions, which were quite
properly resented by the employees being interviewed. Some Justifieble com-
plaints were also recelved concerning the attitudes and interrogational
methods of some of these former criminal interrogators. The personnel
guilty of such offenses have been replaced, and no inexperienced examiners
are presently on duty with the Branch. All personnel of the Branch are
expert in employee screening interviews, which are one of the most delicate
types of polygraph interviews. No Justifiable complaints concerning an ed-
verse attitude by examiners have been received since the Fall of 1953.

In November 1951, when the processing of local civilian applicants for
hire wvas begun, temporary facilitles were established at Arlington Hall Stas
tion, at the request of the Personnel Division. The rooms were not sound-~
proofed, and the subjects were distracted by many outside stimuli. In addi-
tion, the forty-five minutes allotted to each interview were insufficient
for a complete employee screening interview, resulting in undeveloped inters
rogational leads. Operating under such conditions proved highly unsatis-
factory. It has been the consensus in this Branch, since the experience at
Arlington Hall, that temporary gains in the number of cases handled under
such conditions are more than offset by the loss in eccuracy and efficiency
caused by working under asdverse conditions,

Another experimental progrem was established in March 1952 to inter-
view recruituments in the field. Although it was recognized that such a pro-
gram hed merit, the experiment waes sbandoned because the limited number of
persons recruited from any one geographical area made field operations
economically unsourid and because the ideal physical conditions necessary
for a successful polygraph interview could seldom be met.
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Until January 1952, definite recommendations for or agasinst clearance,
or statements +that no recommendation could be made because of unresolved
charts, were forwarded by the Personnel Interview Branch as a part of the
polygraph report. Recognizing that such' recommendations were a function of
security analysis, on 22 January 1952, this Branch ceased to make any rec=-
ommendations as to the action to be taken on the basis of the polygraph
report. Under present practices the examiner reports merely the information
developed during the interview and his professional opinion, derived from
the charts, as to the completeness and the accuracy of the information for-
warded.

A change was instituted 4in March 1954 whereby' the applicant's State-
ment of Personal History was referred to the Persommel Security Branch for
review and checking of references prior to his polygreph interview., All
informetion availeble in the Central File could then be made available to
the examiners as an aid in conducting the interview.

It became apparent, almost from the Iinception of the po'lygraph pro~
gram, that some means of verifying I1its effectiveness and of establishing
1ts8 strengths and wesknesses was essential. Personnel of the Security Divi-
sion who reviewed the polygrsph reports, or who took asction based on these
reports, were in a position to realize the invalusble service performed by
the polygraph interview in the clearance process. The confidential nature
of these reports preclude their use, however, in justifying the use of the
polygraph to critics of the progrem. Accordingly, it was decided that the
polygreph reports for each calender year would be correlated with the cor-
responding background investigation for each individual, %0 determine the
extent to which +the two investigative methods corroborated or failed to
corroborate each other. Because of the length of time required to complete
& background investigation, a delay of nine months was necessary in order
to assure that a reasonsble number of the ba.ckgroumi investigations hed
been received and evaluated. Definitive proof of the importance of a poly-
graph interview in obtaining security information has been established by
these surveys. They esteblish also tbat over-enthusiastic proponents of
the polygraph are in error when they make claims of perfection for the pro-
cess. Errors occur in polygreph interviews as in any other process dealing
with humen beings, but surveys of the operation of the Personnel Interview
Branch reveal that major errors affecting the clearance status of the per-
son concerned are very infreguent.

Because of the controversial nature of the polygraph, the Agency has
always taken steps to protect itself sgainst charges of coercion in the ad-
ministration of polygraph tests. Employees were originally required to sign
a walver indicating that they were aware of the voluntary nature of the
interview end that they haed been fully apprised of thelr rights under the
Fifth Amendment +to the Constitution. This form, which also contained a
statement by the Agency that information revealed during the interview
would be held strictly confidential within the Agency, had been declared
adequate by legal counsel within the Department of Defense. When & gquestion
arose later as to whether the Agency, by use of this form, was conmitting
itself not to reveal felonious crimes, the waiver was esmended to read "....
will not be released by this Agency outside the govermment, except as re-
quired by due process of lew.” The smended form was edopted 13 February
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1953, end at the same time reference to the word "waiver" was discontinued.
Present usage refers to this form as an "agreement".

Present policy requires thav a polygraph interview be given +to all
epplicants for civilian employment with NSA, recruited in the Washington
area, prior to acceptance, and to all field recruitments immedlately after
entering on duty. Although the interview is voluntary, the Director has
stated that no individual will be considered for employment who does not
volunteer for & polygraph interview. He has reserved to himself the right
Y0 exempt any epplicant or employee. Field recrultments eare informed at
the time of their application that they will be expected to volunteer for a
polygraph interview after entering on duty. The polygraph is occasionally
used as an investigetive aid when the employece desires to avall himself of
a polygraph interview to verify statements made by him under normal inter-
rogation.

As 8 matter of policy, +this Branch has never processed militery per-
sonnel assigned to the Agency. A few Air Force men assigned to the Agency
were interviewed during a pilot project in January 1952. However, militery
personnel. who convert to civilian status are given a polygraph interview at
the time of their conversion. The dual policy as regards military and ci-
vilisn personnel has resulted in some friction and misunderstending. Beckw
ground investigations of military persomnel are conducted by the jarent
service, and it has been the feeling that the military authorities have a
degree of control for the physical location and activities of the militery
personnel which the Agency does not possess for civilians. In addition,
civilians have considerable freedom of choice concerning where they work
and what they do, and 2 civilian who does not wish +to be interviewed by
means of the polygraph has only to seek employment elsevwhere. This is not
strictly true of military personnel, who have little choice as to their
assignment.

It has been exceedingly difficult for the Agency +to Justify the fact
that in the cases of some military conversions, it is impossible to grant a
clearance to a person +to perform the same functions which he had been per=-
forming in a militery status. The answer is, of course, that in many cases
informetion is developed during the polygraph interview which would have
been & bar to clearance had it been previously known.

In addition to military personnel, there are approximstely 2400 eivil-
ian employees of this Agency who entered on duty prior to May 1951 and who
have never had & polygraph interview. The Security Division has also recog-
nized the desirabllity of reinterviewing employees of the Agency at regular
intervals, &t the time of re-opening their investigations, to determine if
continued clearance 1s in the best interests of the government. One such
project was underteken on an experimental basis in January and Februsry,
1953, among the employees of NSA-412. Although the experiment was success-
ful, it demonstrated the need for a security education progrem for employ-
ees before an Agency-wide program could be established.
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The program of grenting interim clearsnce on the basis of informstion
from the polygraph test and the National Agency Check has been an unquali-
fied success. Experience has indicated that the calculated risk of such a
procedure isg at a minimum. The utilization of this program has resulted in
a tremendous saving to the government in the salaries and services of pere
sons who sre gble to enter into & productive status almost immediately ine
stead of remaining in an unproductive status during the period required to
initiate and complete a background investigation.

Future Plans.

The dual standard of clearance as concerns militery personnel and old
employees, compared with employees who entered on duty since the inception
of the polygraph program, has given rise to paradoxical situations which
are extremely difficult to Justify. 1Incidents have occurred concerning
militery personnel and old employees which might have been discovered in a
polygraph interview. Since the trend in the field of security determinstion
18 increasingly to utilize =all possible sources of information on which an
initial or continued clearasnce might be based, it is difficult to Justify
not using the polygraph in these cases.

Detelled plens for e modified polygraph interview, covering Communism,
subversion, and the unauthorized disclosure of classified information ere
currently under consideration, end apparently have an excellent chance of
receiving approval. Implementation of these plens will require the approval
of the parent military services in the case of military personnel. The
excellent results achieved from the use of the polygraph and the profes-
sional stature which the program has achieved have gone far to remove some
of the earller objections to an Agency-wide program.

)

People outside the field of security are not too familiar with the
fact that a clearance is adequate really only at the close of the investi~
getion or the polygreph interview on which it is based. Thus, it is highly
desirable that personnel who require a security clearance be reinvestigated
and reinterviewed with the polygreph at regular intervals to determine
vhether a continued clearance 1is clearly consistent with the requirements
of netional security. The proposed modified interview by employees of the
Personnel Interview Branch will contribute much to the program of reexamine-
ing the clearance status of Agency personnel,

INVESTIGATION AND CLEARANCE

Clearance Branch

Mission.
From its inception, the mission of the Personnel Security Branch,

which became the Clearance Branch in January 1955, has been to screen Per-
sonal History Statements of applicants to determine eligibility for hire,
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to cexrtify the clearances of personnel of the three militery sexrvices for
NSA duties; to review background investigations asnd effect clearance to the
degree required, and to recomiend termination action when appropriate. Re=
lated functions of equal importance are, to verify visitors' clesrances snd
to determine the eligibility of temporary personnel, such as consultents,
contractors, and part-time employees, e.g., special instructors and techni=-
cians.

Hi sto;:z .

Initially Agency personnel, both civilian and militery, were received
from the Army Security Agency and the Naval Security Group. Their clearance
status was continued without change. Records were incomplete, and it was
not until approximately January 1951 that satisfactory records of clearsnce
on all those individuals were recelved from the Naval Security Group and
Army Security Agency. The functions of the Personnel Security Brench were
performed by persommnel of the Office of Administration until the Branch was
formelly organized.

One factor which is of major consideration in persommel security is
the necessity of reaching a repid security determination on the individuals
concerned. Therefore, Iin early 1951, it was declded to grent amn interim
clearsnce based on the results of a polygraph interview and a National
Agency Check. The person could then be placed in & productive status, in-
volving access +to classified data. Final clearance was granted upon the
receipt and evaluation of a complete background investigetion. In cases
where the polygraph interview did not resolve all doubts as to a security
risk, the individual was held in an uncleared status, with no access, until
the background investigation was completed, at which time a determinetion
as to clearance or termination was made.

With the aid of the polygraph interview +the screening of local sppli-
cants has become much more conclusive. A hiring reconmendation is mede on
the basis of a report from a polygreph operator and the subject's Personal
History Statement. However, personnel recruited in the field are approved
or disapproved for hire solely upon the information conteined in their Per-
sonal History Statements. If the Personal History Statement reveals no dis-
qualifying information, the applicant 1s approved for hire sand given a
polygreph interview during his first week at the NSA School. If the inter-
view is satlisfactory, +the employee is given an interim clearance upon re-
ceipt of a favorable Natlional Agency Check. If the interview is unsatisfac-
tory, the employee is held in the Traiming School until a background inves-
tigation is completed, wunless the derogatory information 1is sufficient to
terminate. Some unresolved cases are referred +to the Speciel Operations
Branch for further development. With their ajid, enough information is often
obtained to either give the individual a clearance or to texrminate before a
background investigation is initiated.

Since the organization of the Natlonal Security Agency, there has been
no basic change in the clearance procedures regarding military personnel.
The parent military service certifies the subject's cryptologic clearance

21

—CONFIDENTTAL-



to the National Security Agency. When the individual reports for duty he
submits & Personal History Statement +o the Clesrance Branch. It is re-
viewed for information which might meke the person ineligible under USCIB
gelection requirements, such as relatives living behind the "Iron Curtain”,
citizenship, criminel record, psychiatric treatment, etc. If the statement
meets the requirements and his certification hes been recelved, bhe is in-
doctrinated. If he is not eligible for indoctrination, he is assigned to
the NSA Training School or reassigned out of the National Security Agency.

Clearances of civilian personnel are & different matter. Procedures
have changed due to additional screening methods. By August 1953, approxi-
mately all of the previous background investigations on civilian transfer-
ees or military conversions had been reviewed and additionel investigetion
requested in those cases where the investigation did not meet USCIB require~
ments or where there were matters regquiring solution by further investige-
tion.

By agreements with the Army, Nevy and Air Force, each of the investi-
gative branches of the three services provide logisticel support to the
Agency by conducting the necessary background investigations on civilian
personnel hired by the Agency. An effort is made to divide the case load
as equally eas possible between the three services. However, it must be
recoguized that the investigetive branches of the three services vary both
in the scope and in the time required for completion of their respective
investigations. When an individual applying for civilian employment with
the Agency has had s previcus background investigation by one of the three
military services, the file is obtained and reviewed., If further investli-
gation 18 required, +the agency which performed the original investigation
is requested to do the additional work. On those persommel who have had no
previous background investigation, consideration is given to our case load
with each agency, the type of investigation we wish conducted, and the ur-
gency for completion.

The promulgation of Executive Order 10450 hed little, if any, effect
upon clearsnce criteria or evaluation standards within this Agency since
clearance had always been effected under the criteria of USCIB Directive
No. 5 which contains standards equal to and in some cases higher than those
contained in Executive Order No. 1lOL50.

Prior to 6 December 1953, persons who had been assigned to this Agency

in e military capacity and vho applied for civilian employment at the ex-
iration of their military service were asked if they wished to volunteer
br a polygraph interview. If they refused to volunteer, it did not affect
elr opportunity for employment. Favorsble consideration was glven because
bf a previous clearance granted by their parent military service. Likewise,
prior to that time, those civilien epplicants who did not wish to volunteer
for the polygrsph interview and whose services were desired by the Agency
were considered for employment end cleared upon the receipt of a favoreble
background investigation. Effective 6 December 1953, applicants for employ-
ment with the Agency were required to volunteer for a polygraph examination
whether they were new civiliesn applicants or military personnel converting
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to civilian status. No exceptions are granted except by the authoxrity of
the Director, Natlional Security Agency. This 1s not the case with consult-
ants and "special" employees.

The Agency's need for employees snd consultants in the various profes-
sional and technical fields is recognized, but ithe clearance of these oute
stending end nationally known people is a tremendous problem. Generally,
this category of personnel is given clearance without a polygreph interview,
Becsusge of their academlc background they are often menmbers of professional
and scientific organizations which mey be infiltrated and whose large mem~
bership includes some individuals of doubtful loyalities. These individuals
also are sometimes associated or acquainted with individuals, both foreign
and indigenous, whose political beliefs are inimical +o interests of the
Unlited States.

The previous policy regarding reemployment followed Army Special Regu-
lation 380-160-10, Section III 12, dated 19 September 1949, which stated
thet & civilian or militery employee could be reemployed and cleared if not
absent over 18 months. In March 1952, NSA regulations stipulated that in
order to be eligible for reemployment under provisions of the ebove regula-
tion, & favorsble polygraph interview wes necessary. In August 1953, this
policy was changed, the present rule being that +the time away from the
Agency has no bearing upon whether the individual is required +to take a
polygraph examination.

In January 1952, & progrem of reinvestigation of personnel who had
been cleared prior to 1 Jenuary 1940 was initiated. Until 1 January 195k,
investigations were reopened every three years. Commencing 1 January 195k,
investlgations were reopened every four years, insuring completion within
five years in accordance with USCIB Directive No. 5.

In addition to the baslic evaluation function performed by this Branch,
there 1is also the function of verifylng clearances of visitors and review-
ing files on those persons who are going on TDY and overseas assignmentse.
Within the last year appropriate steps have been teken to insure that per-
sonnel scheduled for temporery or permanent assignment overseas are fully
cleared sand are not the subject of & pending investigetion, since it is
felt that a person should stay within the continental limits until security
questions are resolved. By present procedures, an advence check with the
Security Division is required before orders are cut, thus avoiding embar-
rassment and inconvenience to the Agency and to the individual.

The policy has alwaeys been +to hold to a minimum the number of persons
cleared who do not completely meet the selection standards. However, when
there is a compelling operational need for a person with unigue qualifice-
tions, and the risk involved appears to be negligible, a waiver mey be
grented. Before the stendards are waived, a request must be submitted by
the operationsal division stating the circumstances. Normally the weiver is
granted by the Branch Chiefs on minor matters, but when the deviation from
standards is extreme, it is forwarded to the Division Chief, the Chief of
Staff, or the Director, for final decision. A record of such waiver is a
part of the individual's security file. Before January 1954, when the secu-
xity rigk involved was nexligible, documentation of the compelling need was
not always obtained.
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From the beginning of the personnel security evaluation function until
July 1952, all enslyste' recomrendetions as to hire or clearance were re-
ferred to the Branch Chief for approval. In July 1952, that authority wvas
delegated +to the Chief of the Evaluation Section. Under that pmrocedure,
one of the anslysts made a reconmendation which was epproved or disapproved
by the Chief Anelyst. This actlon wes considered finsal unless the case wasg
stropgly controversial, in wvhich case it wag referred to the Branch Chief
for determination. Effective May 1954, all djsapprovals for hire or clear=
ence were forwarded to the Branch Chief for concurrence or nonconcurtrence,
and to the Division Chief on metters requiring deviation from established
policy.

In arriving at decisions on personnel clesrances in the evaluation
process, close coordination with other brenches of the Diviesion is esgen~-
tial, The Personnel Interview Branch and its operations continue to play
an important role in the granting of clearsnces. The development of infore
metion of a derogatory nature during s National Agency Check i1is comparae~
tively infrequent. For this reason the informetion resulting from the poly-
graph interview 1is often the only information availleble to the security
analysts who must 1recommend for or sgainst granting interim clearance.
Where the information resulting from the polygreph interview is not ade-
quate for the emalysts to reach a clear-cut decision, +the case is often
forwvarded to the Special Operations Branch for further investigation to
assist the analysts in determining the security qualifications of the per-
sonnel involved.

The interview function performed by the Special Operations Breanch has
resulted in removing from the Clearance Branch +the burden of attempting to
interview individuals. It has made it possible to bring to a conclusion
ceses that have been unresolved by polygraph interview or background invege
tigation. Formerly, some cases were delsyed sgeveral months or e year while
additional information wes being sought.

Prioxr to present administration of the Security Division, all cases of
questionable loyalty or unsultability were summarized for review by the
Chief of Staff. Loyalty cases were then referred with a recomomendation to
the Department of the Army Loyalty Security Screening Board for review and
final decision, In cases of unsuitability, with unfavorsble decisions by
the Chief of Staff, the employee was terminated. If the Chief of Staff ren-
dered a favorable decision, the employee was retained and cleared.

Shortly after the present Chief was appointed to the Security Division
in Novewber 1953, authority was delegated to him to process cases for ter-
mination without referral to the Chief of Staff. By regulation, now being
implemented, & Security Review Board has been established within the Agen
to edvise on cases falling within the provisions of Sec. 8, parsgraphs a(2
through (8), of Executive Order 10450.

During the period September 1953 through March 1954, & study of Brench

operations was conducted by personnel within the Branch, with the assist-
ance of a representative of the Office of the Comptroller. During this
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period all forms used by the Branch were reviewed and & file prepared shovw-
ing the function of each form. Standing Operating Procedures were written
for each desk operation, each section operation, and for the Brench as a
whole. The results of this study included, samong other things, improved
efficiency reducing personnel spaces and the consolidation of ten separate
card files into one control file. This file system in the Operations Sec-
tion is a multiple purpose file and 18 used for control of investigative
requests, clearance end status records, and preparation of regular and spe-
cial statistical reports and studies.

Personnel security files were transferred to the Office of the Chief
Clerk, when that office was established on 16 November 1953. The fumction
of screening Personal History Statements énd of logging and controlling
cases referred for polygraph interview was also transferred +o the Office
of the Chief Clerk on 4 October 195h. It is contemplated that within the
immediate future indoctrinations will be eccomplished by the Security Edu-
cation Group rather than the Clearance Branch.

Delegation of euthority was given to the Director, National Security
Agency, on 19 May 1954, for the administration of NSA civilian employees,
resulting 1in certain procedural edvantages +to0 the Branch. Under the new
procedures, loyalty investigations conducted by the FBI, which are obtained
by the Civil Service Commission during the course of a National Agency
Check, are forwarded directly to the Clearance Branch rather than through
the Assgistant Chief of Staff, G-2, Military District of Washington, and the
Assistant Chief of Staff, G-2, Department of the Army channels. Formerly,
there was a delay of from 30 to 60 days, whereas now the ceses are delive
ered directly to the Security Division by special messenger from the Civil
Service Commission. Under the new delegation of authority, ceses to be con-
gidered by a Security Screening Board will be gsent to the Office of the
Secretary of Defense rather than through G-2, Militery District of Weshinge
ton, and G-2, Department of the Army, to the Office of the Secretary of the
Army. Evaluations ere now based upon USCIB Directive No. 5 and Executive
Order 10450 without consideration of Army Regulations SR 380-60-10 and
SR 620-220-1, as formerly required.

During the months of August and September 1954 the Branch reviewed
approximately 16,000 personnel security files sand prepared 3 x 5 cards on
all loyalty cases vwhich had been referred to the Department of the Army
Loyalty Security Screening Board. Cards were also prepared on employees,
or former employees, who were the subject of FBI investigations. In addi-
tion, while this review was being msde, cares in which there appeared to be
derogatory information were referred +to the Speclel Research Unit for fur-
ther investigation and resesrch. With regard to the loyalty cases, the
review disclosed the following.

1. A total of 26 cases were referred to the Department of the

Army lLoyalty Security Screening Board with favoreble recom-
mendations by NSA and favorsble findings by the Department of

the Army.
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2. One case was referred +to the Department of the Army with a
recormendation for termination by this Agency as a loyalty
risk. However, after a hearing the Department of Army Loyalty
Screening Board resolved the case in favor of the employee.

3. One case was returned for additional information.
k., There are now five loyalty cases wunder investigation by the
FBI.

Future Plans.

As reflected above, civilian smployees of this Agency are the subject
of polygraph interview screening, as well as interview by the Special Operw
ations Branch where required, in addition to the usual Natlionsl Agency
Check and background investigation. However, militery personnel are granted
interim cryptographic clearances by the parent mllitary servige solely on
the basis of a National Agency Check, and final cryptographic cleasrance on
the basis of a background investigation, either of which normally estab=-
lishes eligibility for indoctrination by this Agency under present proce=-
dures.

It 18 planned that every effort will be mede to: (1) have all military
personnel assigned to this Agency for duty interviewed with the aid of the
polygraph; end (2) have the report of any existing background investiga-
tions reviewed by the Clearance Branch, prior to indoctrination and certi-
fication for clearance to NSA material and information.

Under present procedures the clearance of consumer personnel having
access to NSA materiel end informetion is merély verified with the Security
Office of the parent orgenization. However, the matter of how NSA may be
ensbled to evaluate the security reliability of such individuals is pres-
ently under consideration.

SECURITY SUFERVISION

Security Education Group

Mission.

The mission of the Security Education Group (formerly called the Pro-
grams Section of the Plans and Programs Group) includes:

1. The NSA Security Education Progrem -- development and prepar-
ation of all pertinent information on security for:

a. NSA Training School

b. Agency employees
¢c. Bupervisors
d. Executive and Supervisory Development Program

f. NSA field activities
26
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2. Revision end continuing implementation of indoctrination pro-
cedures.

3. Review and audit of &ll security training instituted by the
Security Division.

k. Preparation of security posters, pamphlets and security kits,
conhtaining timely material.

5. Cross-training programs within the Security Division.

History.

During the early part of 1953, it was finally recognized +that an ef-
Tectlve security progrsm depended upon the understanding and cooperatlion of
every employee. In order to accomplish its mission, the Security Division
could not rely upon arbitrary and unilateral sction, even though backed up
by regulations for which the average employee could see no reason. It was
determined, therefore, that importance of security in NSA, and the reasons
for measures adopted, must be explained +o sll supervisors and employees;
that they must be approached and treated in such a way that confidence in
the judgment and ability of the people administering security would be
firmly established, and that sll employees would be thoroughly eware of
their individual security responsibilities. If such confidence and under=-
standing could be established, employees could be expected to be constantly
alert to foreign interest and possible penetration, end to be aware of
their individuel responsibility to bring to the attention of the Security
Division possible security violations and instances of personnel conducting
themselves in a menner indicating that they fail to continue to meet the
high security requirements of USCIB Directive No. 5. The function of secu-
rity education wes assigned to the Programs Section of the Plans and Pro-
grams Group vhen it was estsblished in July 1953.

It was decided +thaet the program would be planned to incorporste three
phases. The first phase involves thorough security education of new em-
ployees from the time of their entrance on duty until they leave the NSA
Training School for their job assignment. The second phase involves a con-
tinuing security education progrsm for NSA employees working within the
Washington area installetions. The third phase involves assistance to the
NSA field activities end service cryptologic egencies in setting up and
edministering their own security education programs.

As a part of the initial planning, personnel from the Security Divi-
sion visited Brooks Air Force Base (Headquarters, Air Force Security Ser-
vice) for the purpose of studying a security education progrem already in
progress.

In planning Phase I, a schedule was set up for a week of indoctrina-

tion at the NSA Training School. This was coordinated with the Trailning
Division with the decision that the Treining Division would implement the
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program end the Programs Sectlon, Security Division, would prepare the
security material end periodicelly monitor the classes. The program was de-
signed to acquaint +the new employees with general security practices
throughout the Agency and to give some insight into security rules and reg-
ulations.

Phase II of the Security Education Progrem was designed to meintain a
high degree of security~consciousness of all NSA personnel assigned to ine
gtalletions within the Washington area and, +through thorough explanation
and expert example, <10 instill confidence in ‘the personnel and activities
of the Security Division and insure employee cooperation. This program ine-
volves the use of such media as security lectures for the Management Devele
opment groups, posters, bhand-out sheets, signs, fillms, recordings, and
securlty Check Lists, as well as the use of a security education question-
naire to determine how much the aversge employee is aware of his security
responsibilities and to ensble the Security Division to further sssist him.

At present, Phase II is being implemented. An effective technique in
the implementation of this phase has been a type of panel forum presenta-
tion on security in NSA. These presentations have been mede usually by the
Chief and a few of the key employees of the Securlity Division. Requests to
meke these presentations have come from various groups of supervisors and
other personnel of the Agency who are enxious to leern of the operations of
the Security Division. An outline 1s presented of the orgenization of the
Division and the Security Division's theses of a sound personnel security
program. An effort is made to explain what sctions are considered sufficie-
ent to constitute a security risk under Executive Order 10450. Time is
allotted to permit an extensive question and answer period whereln an ef-
fort is made to dispel any feers +that any actions of the Security Division
impeir the civil rights of the employees and explain, insofar as 1s pos~
sible, the reasons why Security tekes certain action.

In planning Phase III, it was deeme® necessary +that the NSA field
activities should be included in the Security Education Progrem end that
assistance should be given +to the service cryptologic agencies 1in setting
up security education programs, partially fulfilling the Director's respon-
8ibilities in those COMINT elements under his operational and technical
control.

One of the first accomplishments of the Security Education Group (them
known &8s the Progrems Section) was the preparation of the Guide to Individ-
ual Conduct. This booklet was designed to aid the employee in answering
guestions regerding his work, his place of employment, and other questions
concerning the Agency. The purpose of the booklet was elso to impress upon
the employee the importance of assuming responsibility for being security-
conscious and for safegusrding classified informstion.

In August 1953, the Progrems Section sassumed the responsibility for
presenting & security indoctrination <+o0 persons who received clearance
which enabled +them to begin working at their reguler duty station. This
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indoctrination included +the reading of pertinent laws send regulations af-
fecting persons working within the Agency, explanation of the bedge iden-
tification system, signing of the indoctrinetion ocath snd an indoctrination
lecture.

After coordination with the Treining Division and approval by the
Security Division, san indoctrination program for use at the NSA Tralning
School begen in September 1953. This program consisted of lectures on such
matters as individusl conduct, security classifications, use of safes,
locks, and burn bags, visitor control procedures, property control, the
badge system; and loose talk. The lectures were supported by films and
booklets, as well as illustrations and quotations pertinent to each lecture.
The program was conducted by the NSA Training School and monitored by the
Security Division.

' As the Security Education Progrem progressed, a surprising development
was noted. Heretofore, the Security Division end its personnel had been
looked upon a8 & thing spart, something for the aversge employee to stay as
far avay from and to have as little to do with as possible. Now, as em-
ployees began to understand the security progrem and to have confidence in
its administrators, more and more requests for security lectures were re-
ceived from all orgenizational segments. In devising the program specifi-
cally for the individual orgenizations, a security questionnaire was devel-
oped to be completed by each employee in the organization. The question-
nalre was designed to determine how much, generally, was known by the indi-
vidual about security regulations and his responsibilities, thus giving the
Security Division an opportunity to educate him in those items with which
he was not familiar, or to change security practices in some instances
where indicated.

A security Check List was designed end prepered end is given to eech
new employee to take to his duty station. The Check Iist 1is initialed by
the employee and his supervisor, who gives further detalled explanetion of
security practices in the specific office where the employee is assigned.

The Security Education Group organizes and implements the Agency-wide
security poster contests. The response to these contests hes been gratifyw
ing, demonstrating the desire and willingness of employees to participate
and support a securliy program in which they feel they have a part. Cash
prizes are awarded to persons submitting the winning entries, and all con-
testants receive letters acknowledging their participation in the contest.

By March 1954, +the cross-training program for investigators was come-
pleted. About twenty persons received certificates for completion of the
course. A cross-training progrem began within the Operations Section of the
Clearance Branch in May 1954 and, by September 1954, all personnel had be-
come femilier with the operations conducted at each desk in the section.

In November 1954, the Security Division adopted the practice of thor-

oughly briefing all personnel teking temporary duty trips overseas to ad-
vise them of the potential security problems they might encounter and the
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security safeguards to be teken. Conferences are also held with these per-
sons upon their return from overseas, in order to compile facts on security
conditions In field activities and to assist in guidence of persons teking
trips in the future.

Future Plans.

Plans are being developed to place an expanded security education pro-
grem into operation at the beginning of the Fiscal Year 1956. This progrem
will be designed so that all segments of the Agency will receive a security
lecture querterly, presented by e representative of the Security Division,
usually e Branch Chief. The lectures will include a discussion of the prob-
lems of physicel security, personnel security, polygraph screening, end
security risks. During the intervening months, when lectures are not pre-
sented, informationsl material in the form of hendout sheets will be dis-
tributed to NSA personnel.

Visual aid material pertaining to security education is being planned
80 that once each month a different type of visual sid material wlll be
presented to all NSA employees. In conjunction with the visuel ald progrem,
a poster program will also be used. This shall consist of e monthly disg-
tribution of securlty posters placed sirategically throughout the Age.cy.

The Security Education Group will offer support to the COMINT elements
in the field for a security education program. It 1s planned that this sup-
port consist of informational bulletins to security officers in the field
to guide them in their programs, printed and illustrative material on re-
quest, and security posters.

It is plenned that after coordination has been effected with both the
Civilian Personnel Branch and the Military Personnel Branch of the Person-
nel Division, the Security Education Group will be responsible for conducte
ing all indoctrinations and the Personnel Division all debriefings unless
there 18 sound reason for Security to conduct them.

Upon clarification of the extent of the respongibility of the Direce
tor, NSA, in industrisl security, it is planned that the Security Education
Group will furnish support, consisting of advice and material, to those
industrial organizations working on classified contracts for the National

Security Agency.

! Special Operations Branch

Misslon.

The primery mission of the Special Research Unit, eas originally estab-
lished, was to implement and expand a program of continuing security super-
vision of all personnel assigned to or employed by NSA. In the accomplish-
ment of this mission, the Unit was to (1) maintain liaison with sppropriate
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security and Ilnvestigative organizations, (2) conduct limited investigs~
tions within the confines of NSA, and (3) engege in a progrsm of research
and snalysis concerning personnel background data with respect to cleared
employees of the Agency. Each of these functions is discussed in succeed-
ing portions of this study.

History.

In Januwary 1953, +the Chief, Securlity Division, seadvised the Chief of
Staff of certain deficienclies in the personnel security program of NSA. It
hed been determined that no effective means existed to ferret out those in-
dividuals who, having pessed the tests of pre-access screening, and beck-
ground investigation, were, as & result of successful subversive penetra=-
tion or defection, undetected security risks having authorized accegs to
clessified information. It would have been difficult to estimate the danger
of such & situvation to an organization of such criticel importance to the
national defense as NSA. The Chief, Security Division, proposed that a re=-
gearch activity be established as a means of attacking this problem, end on
9 February 1953 the Chief of Staff approved this recommendation.

When initially organized, the activity was designated the Special Re-
search Unit, Personnel Security Branch, Security DPivielon, end, while under
the sdminlstrative control of the Chief, Personnel Security Brench, it was
placed under the operational supervision of the Chief, Security Division.

Prior to 1 September 1953, +the Special Research Unit wes primerily
occupied in orientation and familiarization with NSA activities. In this
connection, investigators assigned to the Unlt were afforded an Agency-wide
tour covering a period of several weeks.

Lialson.

The Speciel Research Unit, <through its liaison activity, was to
insure that items of a counterintelligence or criminel nature which might
effect the security interests of NSA or involve personnel of the Agency
were brought to the attention of the Security Division as promptly as pos-
sible. In addition, 1liaison contact was designed {to insure prompt initi-
ation of investigations of complaint type cases to the proper investigat-
ing agency and the thorough coordination and expeditious handling of these
cases as well as routine background investigations.

Due to personnel limitations, it was not possible +to estsblish
and maintain lieison contact with as many orgenizations, nor with as much
freguency, as was originally proposed. However, during the early months
of the Unit's operation, liaison was established with:

The Central Intelligence Agency
Federal Buresu of Investigation

Office of Special Investigations, USAF
Counter Intelligence Corps
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G-2, Depariment of the Army

Militury District of Washington

Intelligence Officer, Potomac River Neval Command

U 8. Civil Service Commission

Metropolitan Police Department, Washington, D. C.

Arlington County Police Department, Arlington, Virginia

Assistant Chief of Staff, G-2, Army Security Agency,
Arlington Hell Station, Arlington, Virginia

Originally, contacts were made on & weekly basis. An understanding pro-
viding for the exchange of pertinent information was reached with each of
the sbove sgencies and in every case has proven to be of mutual advantage.
A cere in point involves the Morals Division, Metropoliten Police Depart-
ment, Weghington, D. C., which in several instances has cooperated with
NSA by permitting +the Agency to make disposition in routine arrests of
NSA personnel on charges of immorel conduct when trials and resultant pub-
licity might mark the employee for exploitation by subversive factions.

The task of reviewing pertinent files maintained by other gov-
ernmental agencies within the Metropolitan srea has become an added re-
sponsibility of the lialson operation. In view of the unusual value which
it represents to personnel security cese evaluators, a major portion of
ihe liaison function 1s now devoted to the review of personnel or secu=
rity files pertaining to current Agency employees or epplicents which are
maintalined by other govermmental agencies. The lieison activities of the
Unit hoave necessarily been restricted due to personnel limitetions and,
as of this writing, +the Agency is reelizing only a fraction of its full
value.

As & means of further contributing to the Unit's liaison pro-
grem, the Security Division, NSA, was accepted in 1953 as a member of the
Federal Law Enforcement Agencies, a local organization devoted to bring-
ing together security and lasw enforcement officers on & fraternel and
soclal basis.

Investigations.

The Unit was also to be responsible for conducting overt inves-
tigations of personnel security violations and reports of possible espio-
nage, subversion and such deficiencies of character and discretion. These
investigations were, of course, to be limited to the confines and person-
nel of NSA. With the beginning of actual operations in July 1953, the
Unit leunched & number of rather basic inquiries into reports of subver-
sion, disloyalty, loose talk and miscellaneous security violations. A
chaln reaction seemed to develop from these first inquiries and as a re-
svlt the Unit wes completely deluged with investigative cases, most of
which should have had prompt attention. In addition, the full effects of
Executive Order 10450 of 27 April 1953, titled "Security Requirements for
Government Employment," were Just beginning to be felt by the operating
security agencles and this factor added immeasurably to the investigative
responsibilities of the Unit. Matters of personal misconduct and charac~
ter deficiencies such as sexual perversion, alcoholism, mental or nervous
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djecrders, narcotic addiction, etec., now were included in the revamped
persoppnel gecurity clesrance standards.

During late 1953, the investigetive burden of the Unit was fur-
ther increased by two decisions: (1) it was determined that former mili-
tary assignees desiring to convert to civilisn positions in NSA, wvho
shoved specific yeaction upon polygraph examination, without satisfactory
resolntion, should be referred to the Special Research Unit for further
interview rather than being denied clearance solely on the basis of that
exrmination, and (2) i1t was determined that the Unit would conduct pre-
liminary inquiry into allegations of falsification of questionnaires, pam
ticulsrly applications for government employment and Statements of Pere
sonal History. These decisions added considerably to an already heavily
backlogged investigative activity. Translated into figures, the Unit's
receipt of recuestis for investigations has averaged approximately 50 per
moath while scomevhat less than half that figure constitutes the monthly
aversge production of closed cases. This figure is one which tekes into
account at least two extended periods during which the investigative cap-
acity of the Unit was almost exclusively devoted to two major cases.

The Special Research Unit was assigned the responsibility for
all types of investigations conducted by the Security Division in October
1954, including investigations of security violations, lost or misplaced
documents, end COMINT compromises.

A cursory analysis of the investigative activity of the Unit
discloses that to date it has proven to be without a doubt the most pro-
ductive of the Unit's three functions insofar as the security supervision
program is concerned. Requests for investigation will increasse consider-
ably at such time as the research function of the Unit bDecomes more ac-
tive and begins to supply investigetive leads. Results attained by this
activity would certainly seem to Jjustify its expansion as well as consid-
ereble broadening of the geographical scope of its activities to points
possibly extending outside of the Agency proper.

In discussion of the investigative activity of the Special Re-
search Unit, it should be noted that it is currently +the policy of the
Security Division that unresolved derogatory information concerning
Agency employees or military assignees wlll not be simply filed away and
forgotten but in each case any area of doubt will be resolved either in
favor of the Agency or the employee., In pursuance of this policy, a pro-
gram was conducted in early 1954 during which all personnel security
files were screened for such unresolved deta and action teken to insure
that 1t would receive investigative attention as soon as possible. To
further ald in elimination of such informetion from security files, a
master cross-referenced index has been established and serves to bring to
the investigator's attention security information heretofore undiscern-
ible. The military service investigative agencies which provide NSA with
background investigations ere now supplying reports of their investiga-
tlons on a retention basis rather than in abstract form or on temporary
loan, the advantage of this arrangement to the internal investigative ac-
tivity, over that which previously exasled, is obvious.
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Research.

Another responsibility of the Special Research Unit is the funo-
tion of research and analysis which was to be designed to provide counter-
intelligence information as a result of the systematic review of existing
personnel data, as well as information specifically secured through inves-
tigation by either the Unit's own investigators or those of other govern-
ment agencies. The research and analysis were expected to bring to light
possible patterns of infiltration of the Agency by subversive individuals
or the detection of those indivaduals who may have experienced a change
of loyalty since thelr initial clearance. This particular activity was,
in fact, the primary reason for the creation of the Special Research Unit
and is believed to represent a unique means of exploiting information,
much of vwhich is already in our files, to the benefit of our personnel
securlty program. However, again due to personnel limitetions and in view
of the pressure of the backlog of investigations, i1t has been impossible
t0 place the research program into full operation.

Accomplishments.

As of 31 January 1955, nine hundred and thirty-one (931) cases
had been referred to the Unit. More than 125 individuaels have been either
geparated from Agency employment or denied such employment as the direct
or indirect result of the Unit's activities. The great majority of the
cegses actually closed, in which dispositions were mede, consisted of sex-
uel perversion mattérs. A survey as of June 1954 disclosed that the
Unit's investigstions hed resulted in the separation of 91 individuals
from NSA. Of this number, more than 70 could be categorized in the sexual
perversion classification.

In October 1954 the persistent efforts of investigators of this
Unit resulted in the arrest of Dr. Joseph Sidney Petersen, Jr., who at
that time was an NSA employee and who was indicted on charges of esplo-
nage., This particular case came ebout only as a result of the aggressive
exploitation of en otherwise routine case of sexual perversion involving
a former military assignee. Again, due to personnel limitations and the
heavy backlog of more pressing investigations, it was not possible to
pursue this case as fully as it was desired, The demage sustained by NSA
ag a result of the activities of Dr. Petersen during his +twelve years
with the Agency is difficult to estimate., Certainly the cost is in mil-
lions and the time loss in years. As of this writing, the Petersen case
is being thoroughly investigated by the FBI and further exploited within
NSA. As a matter for future research, many months of enalysis will be
spent in making certain that no aspects are not thoroughly exploited
and investigated. Dr. Petersen plesded guilty +to one count of a three=
count indictment and was sentenced to seven years imprisomment. For their
outstanding performance in conduct of the preliminary Iinvestigation of
this case, two investigators of the Unit have received meritorious awards.

In retrospect, the question arises as +to why Dr. Petersen's
covert activities were not brought +to light before & lapse of some ten
years since he Initially maede his decision +to betrsy his country end
serve as the leech of a foreign government on a vital organ of the United
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Statesm. Pre-access screening and pre-employment background investigation
would have %ittle hope of pre-disclosing his character as that of e fu-
ture defector. However, there is absolutely no doubt that the many keys
and "tip-offs" to the true nature of his subsequent activity would have
brought him into the sights of an operation such as the Special Research
Unit at an early date. For example, through investigation of any one of
the then current suspicions of Petersen's moral conduct, unexplained ab=-
sences, alcoholism, mental depression and marked changes in personality
evidenced by his incressingly unpredictable conduct in the office, his
declining adherence to religious principles, and his growing tendency to
distort situstions +to fantastic proportions, a complete picture should
have resulted. On the other hsnd, speclal research would have certainly
been alerted by his unconcealed friendship with a foreign intelligence
representative or his relationship to known homosexual cliques. Investi-
gation of loss of COMINT successes through system chenges, if reported to
the Security Division, might have resulted in Petersen's apprehension
mich earlier. Through liaison with ocutside investigative agencies respon-
sible for a cdémparatively recent routine background re-investigation of
Petersen, their efforts could have been directed along lines to cover une-
developed leads requiring neighborhood inquiries. It is knowm that such
inquiry alone would have marked Petersen for more serious scrutiny ulti-
mately resulting in his exposure.

The Special Research Unit has been instrumental in the prepara-
tion and c¢oordination of NSA circulers designed to provide COMINT ele-
ments under the operational and technical control of the Director, NSA,
with a gulde for implementation of a security supervision program within
the respective cryptologic services. It is anticipated that such a pro=-
gram will result in & uniform improvement iIin the security of the U. S.
commmnications inteliigence sctivities throughout the world. The circuler
referred to is looked upon as a pilol model and, as improved technigues
and procedu.es are developed in the security supervision program by NSA,
further guidence in this field will be extended +to the cryptologic ser-
vices.

As evidence of the response by the cryptologic services i1t is
noted that G-2, ASA, has already undertaken & security supervision pro-
gram patterned primarily after the Special Research Unit. This action is
believed to be the first forward step in the creating of a far-resching,
closely coordinated network which will eventually encompass the entire
COMINT family end provide en outstanding means of discharging NSA's secu-
rity responsibilities to the cryptologic services.

The considersble contribution of the Special Research Unit to
the secuxrlty of NSA was recognized, and the Unit was elevated to Branch
status in January 1955, becoming the Special Operations Branch, Security
Division.

Future Plans

There are immediste plans for the expansion of the Investigative
Unit of the Special Operations Branch, both in manpower and in scope of
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operation. Serious consideration is being given to the possibility of NSA
special investigators conducting certain types of inquiry outside the pre-
vious limitations of NSA proper. The procurement and utilization of nec-
essary technical investigative equipment, i.e., sound recorders, photo-
grephic equipment, etc., bhas been under consideration for some time and
various commercial models of such equipment have been tested.

Present plans envision considerable increase in the scope of the li-
alson activity of the Special Operations Branch. Due %o persomnel limite
ations, +this valuseble means of interchange of securaty informstion hes
not been fully exploited. It is anticipated that liasison activities will
be placed on a routine basis whereby periodic visits will be possible. In
the near future, an effort will be made 1o cstablish liaison with federal
and local security and law enforcement agencies in the area of Fi. Meade,
Maryland, including the city of Baltimore.

In the field of special research, 1t is expected that increased at-
tention will be glven +to the analysis of cryptenalytic problems, solu=-
tlons to which have been lost through chonge of systems for what have
been previously described as normal reasons. In fact, it is expected
that the original concept of special research, whereby analysis of per-
sonnel data is conducted to establish patterns of infiltration, defection,
ete., will be broedened +to the extent that analysis of all reports of
physical security violations, COMINT compromises, eduipment failures,
loss of classified material, destruction of craitical equipment and such
other information not darectly involving known personalities will be made
with a view to revealing possible subversive motivation.

The Special Research Unit was initially assigned & complement of
three investigators and one stenogrepher. During the period covered by
this report, this force has been temporarily augmented from time to time
by borrowing personnel, not more than one or two, from other ectivities.
Selection of persomnel for eassignment to the Unit has been closely
limited to those with counterintelligence experience (CIC, 0OSI, ONI, FBI,
etc.). Further, consideration is necessarily given to the fact that mem~
bers of the Unit by reason of their continuel association with NSA per-
somnel, meny in the top echelon, should be of such charescter that they
will reflect credit upon the Security Division even in handling of the
most embarressing or delicate situations. The Comptroller at the direc-
tion of the Director, NSA, has recently approved & significant increase
of personnel spaces for investigators in the Special Operations Branch,
with additional augmentation promised for the future as the Branch ex-
pands its activities and is sble to train and sbsorb adiitional personnel.
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PART IIX

SECURITY IN COMINT ELEMENTS UNDER THE OPERATIONAL AND
TECHNICAL CONTROL OF THE DIRECTOR, NSA

Mission.

NSCID No. 9§ charged the Director, NSA, with certain responsibilities
for the security of COMINT activities under his operational and technical
control. It bas been the feeling of the Security Division that the Direc~
tor can best discharge these responsibilities in the field of physical
security by issuing regulations setting minimm standards for the physie
cal security of field installations, requiring the military services to
implement such regulations by regulations of their own, and by inspece
tions end reports +to insure that service regulations are being complied
with. In the field of personnel security, the Security Division feels
that each militery service should uniformly interpret and implement the
provisions of USCIB Directive No. 5 and develop effective methods of pre=-
access screening and security supervision for those individuals utilized
in the production and processing of COMINT.

History.

In the spring and summexr of 1953, +the Assistant Chief and another
representative of the Security Division traveled extensively in Europe
and the Far East, visiting many field installations of the cryptologic
services, in order to get some idea of the security practices in repre=
gentative activities. They found that there wes a wide range in security
directives as well as in the manner of compliance with those directives,
and determined that certainly guidance and direction to the COMINT ele-
ments was desirable.

Since these trips, the Security Division bhas drafted numerous cir-
culars in the fields of physical security, personnel security, and secu-
rity supervision, in an attempt to exercise the Director's responsibility
but has been uneble 1o reach agreement at the policy level on the form,
content, and force of these directives.

On 20 Merch 1953, by a D/F slgned by the Chief of Staff implementing
USCIB 13/309, the Security Division was assigned the responsibility of
evaluating reports of possible COMINT compromises, and compromises resulb
ing from other +than communications insecurities, which occurred in the
elenents under the operational and technicael control of the Director, NSA.
This directive required thet the Security Division evaluate all incidents
of physical security violetions which occurred in the elements under the
operational and technical control of the Director to maske a determination
as to whether or not the material in question was subject to compromise.
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The Security Division's evaluations were forwarded to the Office of Pro-
duction for its action, as established within the provisions of the D/F
from the Chief of Staff, cited sbove.

The Security Division operated in saccordance with the sgbove~
mentioned D/F from the Chief of Steff, insofar as the evaluation of
COMINT compromises are concerned, until 12 April 1954, At this time the
D/F was revised implementing USCIB Directive No. 9, "Instructions for Re=
porting Compromises and Possible Compromises of COMINT Information of All
COMINT Codewords,” dated 4 Februsry 195k.

Prior to 23 July 1954 the evaluation of COMINT compromises as a funo-
tion was assigned to the Physical Security Branch. Due to the increase
in activities in this field, sand as a result of +the publication of NSA
Circular 120-2, +this function was assigned to the Technical Assistent on
Industrial Security Matters to the Chlef, Security Division, and the Phy-
slcal Security Branch was relieved of the responsibility. Presently, it
is the responsibility of the Industrial Security Branch 1o evaluate all
reports of compromises and possible compromises submnitted in accordance
with NSA Circular 120~-2 and to forward the final evaluation to the Office
of Production which, in turn, &fter COMINT evaluation, forwerds & com=-
plete report to the Executive Secretary of USCIB.

This involves a tremendous responsibllity in that the Director is
responsible for insuring that adequate investigations of all instances of
possible COMINT compromises in any element of the United States Govern-
ment are conducted and for determining whether or not a compromise of a
codeword has occurred. Responsibility for investigetions of COMINT com-
promises has been delegated to the Special Operetions Branch, while eval-
uation remains with the Industriel Security Brench.

Future Plang.

Possible compromlises, whether COMINT or COMSEC, should be carefully
considered in order that a determination can be made as to whether the
possible compromise resulted because of & personnel or & physical_secu=-
rity violation. It is planned that all reports of possible compromises
will be reviewed by the Security Division and, if there is any indication
of personnel or physicel security violations, an investigation will be
instituted and necessary action taken.
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PART IV

INDUSTRIAL SECURITY

Mission.

The mission of industrial security is to ensure that classified ma-
terial and information trensmitted to other activities, but for which NSA
retains responsibility, is properly safeguarded.

History.

Prior to 5 May 1954 the Security Division had, on many occasions,
been called upon for guidance and advice on security matters which were
directly or indirectly related to NSA classified material in the hands of
contractors or on NSA classified contracts themselves which were awarded
through the militery procurement activities. Due to the nature of some
of these problems, +the Director deemed it advissble to have the Chief,
Security Division, and his representatives wvisit some of the facilities
engaged in work on NSA contracts to observe thelr methods of handling and
protecting classifled information. Serious security discrepancies and
conditions were noted and reported to the Director.

As a result of the discrepencies noted in the process of collecting
information on industrial security, 1t was deemed adviseble to establish
the problem as e special function, operating directly under the super-
vision of the Chief, Security Division. On'23 July 1954 Administrative
Memorandum No. 22 established +the position of the Technical Assistant on
Industrial Security to the Chief, Security Division. The Physical Secu-
rity Branch was relieved of perticipation in industriel security matters.

The Chief of Staff directed the Security Division to conduct a study
of the industrial security problem and make reconmendations which would
insure that NSA's classified material would be adequately safeguarded. On
24 September 1954, +the Security Division reported to the Chief of Staff
its evaluation of the security weaknesses existing in NSA's relations
with contractors and procurement agencies, and the factors contributing
%0 those weaknesses. These factors were determined from observation dur-
ing the field trips, past experiences with the difficulties of contract
negotiation and clearances of personnel and facilities, and reseerch
within NSA,.

The Department of Defense Industrial Security Regulations were not
realistic in thelr requirements for the clearance of facilities. No reg-
ulations existed which governed the safeguarding of cryptologic informa-
tion and material in the hands of contractors. Due to personnel shortages
and leck of guidance from NSA and the procurement agencies, the military
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services were not adequately fulfilling +their security responsibilities.
Security inspectors representing the militaery services were not cleared
for access to cryptologic material. Contracts and projects were not prop=-
erly classified. In meny ceses there was no effective liaison between
the procurement activities and the contract management branches of NSA.
NSA personnel engaged in contract negotiations faliled in meny instances
to comply with the provisions of Industrial Security Regulations. Classi-
fied contracts had been awarded +o firms which did not have <the proper
facility clearance.

The Chief of Steff was Informed of preliminary measures which the
Security Division had taken prior to submission of this study. These
meeasures included the following affirmative action.

lLiaison was established with the Industrial Security Branch of the
Department of Defense and with the military procurement agencies. Recom-
mendation was made to them regerding revisions of the Industrial Security
Regulations. A meeting was arranged between representatives of the Office
of Commnications Security, the logistics Division, +the Office of Re=
search and Development, and the Security Division to formulate require-
ments for the safeguarding of cryptologic material in the possession of
contractors. Several facilities working on NSA cryptogrephic contracts
were surveyed and the Security Division made recommendations +to enable
them to qualify for facility clearances, end assisted and guided the NSA
Contract Management Branches on industriel security matters, when re-
quested. Security standards were established for crash projects involving
SCAMP, Anderson Nichols and the Friden Calculating Company. Chenges were
recommended an the procedures for shipping cryptographic equipment to in-
dustriel concerns. The procurement activities were advised to contact the
Security Division on matters pertaining to the security of NSA classified
material.

Recommendations for the improvement of industrial security were made
to the Chief of Steff end approved by the Director and the Chief of Staff
on 1 October 1954. It was recommended that an Industrial Security Branch
be esteblished within the Security Division %o handle &1l matters per-
teining to industriel security. The Security Division was to arrange with
the procurement activity +to include & securlty supervision clause in all
NSA contracts, permitting NSA representatives to visit any facility work-
ing on NSA classified contracts to observe its security practices and to
edvise the procurement agencies of discrepancies noted and corrective ac-
tion required. The Security Division representatives would visit facili-
ties presently working on NSA contrects. The Security Division would con-
tinue laiaison with the Industrial Security Branches of the military de=-
partments to advise and assist them with the security requirements of NSA
contracts,. A Classification Advisory Sub-Panel was to be esteblished to
evaluste and properly classify contracts. An NSA industrial security reg-
ulation was to be prepared end published by a committee representing the
Office of Research and Development, the Logistics Division, the Office of
Commmications Security, NSA Procurement Activity, and the Security Divi-
sion. The Industrial Security Branch was esteblished in January 1955 and
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is beginmning to function. It was egreed that initially this Branch would
be staffed by the Technical Assistant and two additional civilians quali-
fied in the field of industrial security.

. *

Future Plans.

A Security Panel has heen established with representation from the
Logistics Division, the Office of Communications Security, the Signal
Corps Procurement Office, and the Security Division for the purpose of
reviewing NSA contrectural procedures and publishing regulations to gulde
NSA Contract Management Brenches on industrial security matters and to
esteblish a control point bebween NSA and the procurement activities on
contractural matters.

Contract files are being established within the Chief Clerk's Office
by the Industriael Security Branch.

Arrangements are presently being made to include a security super=
vision clause in all NSA classified contracts, enabling the security spe-
clallists of the Industrial Security Branch to conduct inspection visits
to faclilities engaged in work on NSA contracts. When this has been accom-
plisghed, an itinerery will be prepared end all plants visited. An effort
will be made to revisit each plant at periodic intervals.

Liaison has already been established with the officers of the mili=-
tary departments assigned security cognizence for the facilities engaged
in work on NSA classified contrects, and it is intended that a represent-
ative of these offices accompany representatives of NSA on all inspection
tours.

)

The present plenning In the Industrial Security Branch is hased on
the inadequacy and restrictive nature of the existing Department of De-
fense Industrial Security Regulations. Fubture planning envisions some
modifications of these regulations after the revised regulations, pres-
ently in preparation, have been revised by NSA. Some consideration is be-
ing given %o the establishment of cryptographic facility clearance cri-
teria for facllities working on classified cryptogrephic contracts. The
program of the Industrial Security Branch was designed with sufficient
flexibility if modification to the plan is required.
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PART V

ADMINISTRATION AND FILES

Mission.

The Administretive Group was assigned the function of generasl admine
istration; personnel matters; Top Secret Control; property and space con-
trol and assignment; review and control of all correspondence and prepar-
ation of reports, Administrative Control Point; and organization and
supervision of the Chief Clerk's Office, which was esteblished to provide
the Chief, Security Division, with a Master Index of all available intel-
ligence datsa in a Central File.

History.

Administrative activities and files pertaining solely to one brench
of the Security Division were generally hendled by each Branch, independ-
ently of each other. The esteblishment of an Administrative Group and a
Central File System was deemed essentisl. An adegquate file and reference
system, which is all inclusive, is the backbone of any counterintelli-
gence orgenization. Therefore, it was immediately necessary to revise the
file system so that all information and reference material held by the
Security Division was readily available in useble form.

Files.

Prior to Jemuary 1953, the files of the Security Division were
meintained by the interested Brench or Group. The major group were the
personnel security files, and these were used only to indicate whether or
not & person wes employed by NSA. These files were of no use for counter-
intelligence purposes. 'The aforementioned files were controlled by the
Operations Section, Personnel Security Branch, and there were two people
from this Section whose sole responsibility was pulling files and filing
meil. At this time +the personnel files were arranged in alphebetical
order rather than numericelly and were broken down into eight categories:
(1) Prospective employees -~ people who were eligible for hire but not
immediately availeble; (2) Prospective, hold for CBI -- people who had to
have & background investigation completed prior to availability for hire;
23) Special employees, (k) Contract employees; (5) "Live" civilian and

6) "Iive" military -~ which referred to employees currently employed by
NSA; (7) "Dead” civilien end (8) "Dead" militery -- which referred to
employees no longer employed by NSA. As a secondary means of ascertaining
whether a person works, or did work, for NSA, there were maintained two
strip files «- one for military and one for al. other categories.
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The filing system was modified in January 1953. The original
eight categories were reduced to three -- "Live" files, "Dead" civilian
files, and "Dead" military files. The strip file was also modified. The
two strip files were consolidated, and the clearance status of all indi-
viduals was noted on this strip file.

The personnel security files of all individuals who have been
separated from the Agency have been microfilmed and prepared for trans-
mittal to the storage fecility at Crane, Indiana. In the case of indivi-
duals who have been cleared subsequent to 31 May 1953, e duplicate copy
of the clearance certificate was prepared for transmittal to the storage
facility at Crane, Indiana. As of 15 November 19514, this practice has
been discontinued. It was felt that unless subsequent actions affecting
clearances were also forwarded, +the clearance certificate would be of
little value,

In August of 1953 an audit of the Security Division was made by
the 0ffice of the Comptroller to examine the need for a complete reorgan-
ization of the filing system. Also, at this time, the first Division
meeting was held to plan the establishment of the Central File and Master
Index. As & result of the andit and subsequent Division meetings, the
Central File and Master Index system was inasugurated and became & funce
tion of the Chief Clerk's Office.

The Chief Clerk's Office began operation on 16 November 1953
and, as a first step, & Stending Operating Procedure was placed into
effect to establish a Central Files and Master Index Section. To central-
ize the flles, it was necessary to phase the task- Phage I, convert the
Jackets of the security files; Phase II, cross-index all references; and
Phase III, consolidate all Branch files and correspondence.

Phase I has been completed. Since 16 November 1953 all of the
personnel securlty files formerly located in the Operations Section, Per-
sonnel Security Branch, have been transferred to the Chief Clerk's Office
end have been converted to a numerical filing system, which 1s capsble of
handling all types of materisl. At present there are 13 categories rang-

ing from Category I, Persomnel, through Category XII1I, Industrial Secu-
rity.

The Master Index of the Chief Clerk's Office also started on
16 November 1953, when the 12,000 alphsbetical files were converted to
numerical files. Phase II, the task of cross-indexing all references, was
begun as an emergency project on 22 Novenber 195h. Typists and file
clerks, less in number than considered necessary, were loaned to the Sec~
urity Division Ifrom other organizations in the Agency to complete the
cross-indexing in approximately 60 work days. The Master Index has cone
tinued to enlsrge as each file has been cross-indexed so that today it
contains approximately 80,000 cards. When total cross-indexing has been
completed, the Indices will be enlarged to approximately 200,000 cards.
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The files of the various other Branches have not to date been
completely integroted into the numerical filing system but those +that
have been are cross-indexed.

The Chief Clerk's Office not only assumed the duties of a file
room, but also those of the mail rooms Formerly the mail room consisted
of one person physically located in the Office of the Division Chief. He
was responsible for receiving and disseminating all mail. Todsay the mail
desk is located in the Chief Clerk's Office and one person 1is assigned
full time snd snother person paxrt time to handle this Jjob.

Administration.

Recommendations were submitted to the Comptroller for the estabe.
lishment of sn Administrative Group on 26 July 1954, The administrative
functions were generally being performed in the Office of +the Chief,
Security Division, but the Group was not identified in the organizational
structure, and many of its functions were being duplicated by the Bran-
ches.

Orgenization.

At the same time, recommendations for a complete reorgeanization
of the Security Division were submitted in order to more clearly f£it the
Security Division. The reorganization was approved by the Comptroller on
26 Jenuary 1955 end additional personnel spaces suthorized. The new or-
ganlization is as follows with changes explained briefly:

Chief, Security Division

Assigtant Chief, Security Division

Assistant for Operations To supervise the operating func-

tions of the Branches,

Administrative Group = Explained above.
Plan

8 Growp ; ~ To replace the Plans and Pro-
Security Education Group) grems Group.

Port Meade Group = Comprises Securlty Section of
the Interim Move Support Group
and Marine Guard

Physical Security Branch ~ Remains the same,

Clearance Branch = Change of designation from Per-
sonnel Security Branch.
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Personnel Interview Branch - Remains the ssame,

Special Operations Branch - Replaces the Special Research
Unit.

Industrial Security Branch - Combines industrial security

and COMINT compromises evalu-
ation function.

Future Plans.

Further plans of the Chief Clerk's Office include the continuation
of the cross-indexing project and the incorporation of all Branch files
into the Central File. When these two projects have been completed, the
functions of the office will continue, on a day to day basis, the proper
cross-indexing of all meterial files in the Security Division.

It is planned to attain greater uniformity of correspondence proced-
ures and internal routing so as to fix responsibility for action on spe=-
cific individuals.

Effort +t0 obtain more satisfactory operating space 1o accommodate
increased personnel and responsibilities will continue.

In order to more effectively utilize clerical and stenographic per-
sommel, an attempt will be made to equalize their workloads and to shifé
stenographers and clerks temporarily between areas within the Division as
the need arises. The possibility of increased use of dictating machines
is being investigated.
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PART VI

PLANNING

Mission. |

¥When the original recommendation for a Plens end Management Branch
weas made in May 1953, it was proposed that the functions of the Group
would include the following preparation of a realistic study and evalu-
ation of the Security Division's Disaster, Emergency and War Plans; co-
ordination of plens for the New Site, establishment of firm security
adjudication procedures with the Office of the Secretary of Defense; re-
view of the indoctrination procedures of the cryptologic services and
their standardization, planmming and establishment of a strong Becurity
Education Progrem for the Agency, coordination and standerdization of the
physical eand personnel security procedures within snd smong +the COMINT
elements under the operational and technical control of the Director.

Htstory.

Prior to the estsblishment of the Plans Group, planning and coordi-
nation of security operations were handled by the Assistant Chlef, Secu-
rity Divasion. Plans concerning operations within the Division were made
by the Chief, Security Division, in coordination with the Brench Chiefs.

A need was realized for a separate group for the purpose of properly
coordinating activities of this Division In May 1953 the Chief, Security
Division, recommended the esteblishment of a Plans and Mansgement Branch
for the Division. However, it was not until 6 July 1953 +that final ap-
proval was granted by the Chief of Staff for the reorgenization of the
Division to include a group of this type with the title "Planning and Pro-
grams Group." .

The Group as approved consisted of two Sections, the Planning Sec-
tion and the Programs Section, and had a maximum of five operating person-
nel: Chief, Planning Section; Assistant Chief, Planning Section; Chief,
Programs Section; Assistant Chief, Progrems Section, and one secretary.
No additional spaces were requested because of an overall Agency person=-
nel space reduction at that time, but positions were filled by individ-
uals already assigned <to other segments of the Security Division, thus
leaving the Branches with insufficient personnel to fulfill their respon-
sibilities.

During +the past year +the functions of the Planning and Programs
Group have been expanded to include coordination of all Security Division
planning and policy matters, including the preparation of security regu-
lations; representation of the Security Division in matters involving
planning and policy affecting the Security Division, with other NSA staff
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divisions and offices and with other United States and foreign agencies;
preparation of the Monthly Operational Summary end Review and Analysis
Reports. The Programs Section, responsible for security education, gradu-
ally functioned more and more independently of the Group and finally was
designated the Security Education Group and divorced from the Planning
Group. Its functions and accomplishments have bheen described more fully
in preceding sections of this study.

Future Plans.

Security Division planning encompasses some new fields of security
operetion, not as to principles but as to location and extent. Much dis~
cussion has been provoked by the langusge of NSCID No. 9 stating that the
Director is responsible for security within COMINT elements under his
technical and operational control. One phase of the program planned to
discharge the Director's responsibilities 1is the publication of security
circulars for the guidsnce of the cryptologle services. It has also been
recommended that & representative of the Chief, Security Division be sta-
tlioned at each of the NSA field activities. He would be the liaison secu~
rity representative for a given area. In recognition of command responsi=-
bility, this security representative would be in e position to properly
guide the field elements in security principles as promilgated by NSA and
to serve &8s an advisor on security matters within his area. He would be
able to control movement of NSA persommnel and to prevent security probe
lems from arising, or to detect security problems when they arise, so
that proper administrative action may be teken to assure continued sound
securlty within all NSA elements.

To fully discharge its responsibility for the plamning, programming,
budget and fiscal matters of the Security Division, +the Planning Group
intends +to0 include a program of self~inspection of the elements of the
Division to insure at all times compliance with the policies of the Chief
end the most efficient operational procedures attainsble.

Securlity principles dealing with those phases which are included
within communications security matters should be reviewed and redesig-
nated after a realistic appraisal and determination of the principles
utilized. It is conceivable that this would mean a realignment of the
responsibility for security within both physicel and personnel aspects of
cryptogrephic matters.
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PART VII

INTERIM OPLRATTON AT FORT MEADE

History.

Planning for the security requarements upon NSA's move to Fort
Meade, Marylend was begun in the summer of 1952 Being constantly aware
of the difficulties experienced in the Washington area where NSA had no
control of the exterior guard or perimeter defense system, an early de-
cision was required as to what type of guard system would be utilized at
the NSA installation at Fort Meade It was decided that civilian guards
would not be satisfactory because of Civil Service regulations regarding
hours and pay, excessive turn-over of personnel, and lack of control.
Difficulty had slways been experienced in obtaining sufficient qualified,
trained guard and patrol personnel from the Army, Navy and Air Force.
Therefore, it was decided that because of the experience of the Marine
Corps in installation guard duty, e Marine Detachment, permanently as=-
signed, would most adequately fill the Agency's requirements for interior
end exterior guerd duty.

Accordingly, the Secretary of Defense was requested in December 1952
to assign to the U. S. Marine Corps +the responsibility of protecting the
Agency's permanent installation at Fort Meade The Secretary of Defense
requested the Secretary of the Navy +to direct the Commandent of the Mar-
ine Corps to furmish a Marine Detachment, over and sbove Marine Corps
authorized strength, to the National Security, Agency in late fiscal year
1955. When it became evident that guards for the Interim Operation would
have to be supplied by the Second Army, it was decided +to request the
Marine Corps to furnish the Detachment in November 1954 +to begin opera-
tions with the activation of the Interim Operation. This was done, and a
Marine Barracks consisting of 5 officers and 144 enlisted men was offici-
ally activated at Fort Meade on 15 November 1954. The Commanding Officer
of the Marine Barracks was designated the Chief of the Security Sectionm,
Support Group, for the Interim Operation.

Since the early stages of the plamming for the Interim Move, the
Security Division has participated in and established security require-
ments for the Interim Operation, including coordination with the Command-
ing Officer, Fort Meade, and staff divisions of the Second Army, regard-
ing logistical support for the Marine Detachment, clearances of custodial
and support personnel furnished by Fort Meade, and security phases of the
construction, including fencing, alarm system, adentification system, com-
mumication system, lighting, locks, ete The Security Division will be
responsible for the security of classified material dJduring the Interim
Move and has completed a Security Annex to the movement order Measures
have been taken to protect all buildings at the New Site against the in-
stallation of surreptitious 1listening devices or other threats to the
security of the building, during the construction phase
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The Security Division has been authorized four additional personnel
gpaces in addition to the Marine Corps personnel to function &s the Secu-
rity Section of the Support Group for the Interim Operation. These con=
sist of an Assistant Chief, a Physical Security representative, a Person-
nel Security representative, and a stenographer.

The security plans for the fubure concerning NSA operations at Ft.
Meade have been developed end will continue for implementation as the in-
terim move to the New Site progresses. Security precautions, in both phy-
sical and personnel security aspects, have been taken into account. The
position of the Provost Marshal at the New Site will be established under
the Chief, Security Division, vwhen the final move +akes place. This
Office will be responsible for those physicel security functions of & Mile
itary Police nature.
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PART VIII
PARTICIPATION IN AGENCY SECURITY POLICY

Until recently, the Security Division has not been consulted on many
internal policy and planning matters, and mainly on relationships with
other asgencies and organization, which had a security interest. This over
sight has been corrected to a large degree and the Chief, Security Divi-
sion, has sssumed responsibility for coordination on any matter which has
a security interest.

In October 1954, the Chief, Security Division was appointed NSA Rep-
resentative on the Security Committee of USCIB. This insures expert
Agency participation in USCIB policy and plenning on security matters.
The Planning Group has been given the job of compiling and analyzing all
the material of this Security Committee and briefing end assistiag the
Chief, Security Divasion, on these mstters.

The Security Division has been assigned certain responsibilities in
connection with the security aspects of general United States perticlpa-
tion in COMINT ectivities of the North Allantic Treaty Organization,

The Security Division has responsibility for implementing the secu-
rity provisions of bilateral agreements with forelgn governments.

Security representatives from time to time sit as members of other
egency and combined committees such as the Classification Advisory Panel,
Speciel Intercept Problem Board, Relocation Planning Bosxrd, Proficiency
Awards Committee, Promotion Board, and others.

During the early part of this year +the Security Division particl-
pated in a survey of the methods of handling, control and sccountability
of classified documents within elements of the Office of Production. This
survey was conducted at the request of the Office of Production by teams
composed of members of that office, the Adjutant General, snd the Secu-
rity Division. It was designed to detect the weaknesses of document con~
trol in the Office of Production and to mske recommendations for a tight-
er and more uniform system, especlally designed to maintain control and
accountability despite the tremendous volume of classified materisl. The
survey was completed, recommendations adopted, and a system of control
put into effect gradually by each division of the Office of Production,
with progress reports submitited to the Security Division.
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