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ANALYSIS OF A MECHANICO-ELECTRICAL CRYPTOGRAPH
PART II

SectioN I

INTRODUCTORY REMARKS

Nature of investigation_ _______ . __ L cmmcm——me———naa 1

1. Nature of investigation.—In April 1932, there was submitted to the Chief Signal Officer
8 modified form of the Hebern Cipher Machine with a view to testing it for its cryptographic
security.! It was desired that the test be of the utmost severity, exceeding in severity what
could be expected from an attack under the most favorable conditions.

With this in view, there was furnished, with the machine, 55 messages with plain text and
110 messages without the equivalent plain text; also the general system employed in setting
up message indicators. (See Appendix I.)

1 This test was made at request of the Code and Signal Section, Office of Naval Communications,

Navy Department. The test was conducted by Mr. F. B. Rowlett, Dr. S. Kullback, and Dr. A. Sinkov, under
the supervision of Mr. W. F. Friedman, Chief of Signal Intelligence Section.
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Sectron II
DESCRIPTION OF MACHINE AND ITS OPERATION
o Paragrph Paragraph
Gent.ara.l deseription___________ .. _______._.____. 2 [ Detailed study of a particular dog setting_____.__ 6
Motion of the wheels____________._.___________ 3 | Study of eryptographie action_._.______________ 7
Rntchgt eradle_____________. . ___.________ 4 | Action of possible dog settings_.___. . _____ . ____ 8
Functions of LAW and RAW__________.________ 5 )

2. General description,—The 1932 model of the Hebern Cipher Machine consists of a
keyboa.r_d, & set of five cipher wheels, a sct of five pawls for controlling the angular displacements
of the cipher wheels, an arrangement for governing the action of the pawls, a mechanical drive
for angularly displacing the cipher wheels, and an automatic printer. This model requires
a current supply of 110 volts direct current.

. 3. Motion of the wheels.—From a cryptographic standpoint, the essential difference between
this and the previous model rests almost entirely on the difference in the type of cipher-wheel
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Fiaure 1

displacement utilized by the two machines. (See W. F. Friedman, Analysis of a Mechanico-
Electrical Cryptograph, Part I, Technical Publication S. I. S.,1934.) Inthe earlier model, the dis-
placements of the cipher wheels are definitely fixed and invariable, being similar to the movements
of th_e wheels in a recording meter. Only the fifth (or extreme right-hand) wheel steps forward
continuously once per depression on the keyboard; the first wheel steps forward once per 26
depressions; and the middle wheel steps forward once per 650 depressions. Wheels 2 and 4 are
displa,(feablc only by hand, and not automatically. In the 1932 model the arrangement is no longer
mete:rhke—any two of the five cipher wheels (depending upon the action selected) may move
continuously, a third wheel moves one stop per 26 depressions on the keyboard, and the two
remaining wheels move one step after 650 depressions on the keyboard.

4. BRatchet cradle.—The accompanying diagram, figure 1, shows the mechanical means
which causes the wheels to move forward.

(2)
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This means consists of a rachet eradle upon which are mounted two dog bars carrying three dogs,
five cipher-wheel pawls, three aluminum-wheel pawls, and an arrangement (not shown in the
diagram) for releasing all the pawls while the wheels are being set. The action of the dogs is
controlled by two aluminum wheels, LAW and RAW, which are mounted on the left-hand side
of the machine in a line with and on an extension of the shaft upon which revolve the cipher
wheels. LAW and RAW, however, move independently of the cipher wheels.

The front dog bar has two dogs mounted upon it and provides five active positions which
are designated by the first 5 letters of the alphabet, A, B, C, D, E, as is shown in figure 1. The
back dog bar has only one dog mounted upon it, and also provides five active positions designated
by the last 5 letters of the alphabet, V, W, X, ¥, and Z.

The construction of the two aluminum wheels, LAW and RAW, is identical and is such
that the periphery of each of the two wheels is divided into two bands. The left-hand band of
each wheel has 26 teeth, each tooth being designated by a letter of the alphabet. The right-
hand band is smooth throughout the entire circumference of the wheel except for a notch
which extends from the letter Y to the letter Z.

The five cipher-wheel pawls, CWP1 to 5, are mounted upon a shaft which is located under-
neath the two dog bars. Each pawl has two notches on it (not shown in fig. 1), one situated
for acting in association with a dog on the front bar, the other situated for acting in association
with a dog on the rear bar. Since the dogs are individually slidable on their bars, the five
pawls may act independently. When a dog situated either on the front or the rear bar is in
position, the pawl immediately beneath it is withdrawn from its active position and is prevented
from stepping the cipher wheel forward, except in those special cases when the action of the
dog is neutralized by the action of either the LAW or RAW, as will now be discussed.

5. Functions of LAW and RAW.—The three aluminum-wheel pawls, AWP1, AWP2, and
AWP3, are mounted upon an extension of the shaft holding the cipher-wheel pawls. The first
aluminum-wheel pawl, AWP1, acts each time a key is depressed and moves the LAW forward
one space; that is its only function. The action of AWP2 is controlled by the LAW in the
following manner. On the left side of AWP2 there is a projection upon which is mounted a
small roller, designated roller 1 in the sketch. This roller normally rests upon the smooth
band on the right-hand side of the LAW and, when such is the case, AWP2 is out of action.
However, when the LAW moves to the position where roller 1 falls into the notch in the right-
hand band, AWP?2 acts in two ways: (1) It engages the RAW and moves it forward one space;
(2) AWP?2 is connected to the back-dog bar by a lever, and the arrangement is such that the
action of the back dog is neutralized when roller 1 of AWP2 has dropped into the notch. This
allows the cipher-wheel pawl that is temporarily associated with the back dog to engage its
cipher wheel and move it forward one space. The roller of the AWP is so placed that when
the peripheral letter I on the LAW is at the bench mark, AWDP2 engages the RAW, and the
cipher-wheel pawl that is temporarily associated with the back dog engages its cipher wheel.
Since the notch in the right-hand band on LAW must present itself to roller 1 once per complete
revolution of LAW, and since this will happen once per 26 depressions on the keyboard, it
follows that the cipher-wheel pawl that is temporarily associated with the dog on the rear bar
will step the associated cipher wheel forward one step per 26 depressions on the keyboard.

AWP3 acts both upon the RAW and the front-dog bar. On the right-hand side of the
AWPS3 there is a roller (roller 2) similar to that on AWP2. Roller 2 rests upon the smooth
band of the RAW, except when the RAW is so set that its peripheral letter I is at the bench
mark. At this point roller 2 drops into the notch and allows AWP3 to engage the RAW and
also neutralize the action of the front dogs, allowing the two cipher-wheel pawls temporarily
associated with these dogs to engage the proper two cipher wheels.
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6. Detailed stud: i ;
mont of dogs, pawls Ya ::(fl ::;:;Zl:ular dog sc:)ttmg.—’l‘he consequences of the foregoing arrange- TABLE I.—Successive settings of all wheels
into positions B ami D, and thé srﬁ.:f :113: inxlﬁgs?tgiia% S up}pose tbe }:iwo front dogs are est [Initial sctting, FI-AAMA; dog artion, BDV]
1 o ¢ ) t » 88 shown in figure 1. Takine th i
:, ieum::::s;) ;)fal tll:vlv ;1;%0 a; t‘;::;)nf sctt-lng %DV in alphabetical order, B means that, in general, %Ws ‘ii % ¥ i 'TEE
P lorward; D means that CW4 also will not be allowed . ° Y o g Py gs .
Hence, ther i 7 r v ¢ allowed to step forward. £ | 85|28 (z2sz 2 2 (EElzBicpoam 2 (Ef|BE |zopyrs
concer;md. o Br::n:irc eCt‘g el’dswos, :}?d CWs frec to step forward so far as the front dogs are & |8 |35|28E%8% g |&° |33 |8EBE 8 & | 8% |38 (8888 ¢E
that only CW3 and CW5 ugf n Lhe rear bar is set at V, and this will affect CW1, it follows lst| 1({HI{AAAAA 3| 68| HF |[YZAZA A|EH|BYXYX
dogs on both front and e Iree to step forward for cach depression of a key, so far as the 2|GH|(AZZ22Z2 T 5|DH{BYWYW
¢ : front an Tear bars are concerned. Further, whenever the dog on the rear bar S8|FH|AZYZY 4th| 7O HE|X Z A Z A 6/|CH[BYVYYV
w‘l’l‘l" ;e Ht V,dls neutralized by the action of roller 1 and AWP2, the result will be thet Cv“‘“' 4|EH|AZXZX | 5th|106|HD|WZAZA 7|BH|{BYUYU
e allowe . S
simultaneously :;:::gl:z?;;déh:n:c:vhenefver li;he dogs on the front bar, now at B and D, are g g : : g :l' 3. 3 g:ﬁ ::; : g I‘; .3. : g : ss) ; !l-: : § g : g
allowed to stop forward ) 1on of roller 2 and AWP3, then CW2 and CW4 will be 7(BH{AZUZU 8th (183 [HA|TZAZA 660 | YH|BYRYR
The forezoi lanati . B|AH|AZTZT 9th {200 ([HZ | SZAZA 1|XH|(BYQYQ
o foregoing explanation of dog action and wheel displacements will now be set forth i 9!/ZH|AZSZS || 10th (2356 | HY | RZAZA 2|WH{BYPYP
ﬁ:n;l;cMOn dw1:h t'}(]ilel'.mled observations on the actual sequence of ovents and results. It (;;mu;: O|IH|AZRZR th | 261 1 WX )92 Az 4 apya BpYOYO
served a p . ' X A U
reversed position 5&‘:“:‘::5:;2: Wh(;fll's may be inscrted in the machine in either g direct or a :; | l}: : g IQ’ : g g:; g?; : 3 g g ﬁ : A ; T g g ;f l}: 3 :
singlo wheel may,bc made & ylf;l Ing entircly different results. As a consequence, any 13/ VHIAZOZO 14th | 830 {HU [N Z A Z A 6/SH|BYLYL
letter d or T will by wet 0 ?:rve the part of two if the reversed position be included. ‘The 4(UH|AZNZN 15th | 365 | HT{MZ A Z A 7/|RH|BYKYK
these & en alter the number of the wheel (as below) to distinguish between 15/ TH{AZMZM | 16th [301 HS|LZAZA 8{QH({BYJYJ
ese two cases. Thus CW1d and CWir will mean cf her wheel : € 16| SH|AZLZL 17th | 417 |HRIKZ AZ A 9|PH|{BYIYI
Positions respectively. It should also be ob Bor whee' 1 in the direct and reversed 17|RH|AZXKZK 18th | 443 |HQ[JZAZ A 670 | OH|BYHYH
periphery of a direct wheel progress in © observed in this connection that the letters on the 18|QH|AZJZJ 10th | 469 |HP | I ZAZA 1{NH|BYGYG
progression is normal foo a " reverse order as the wheel moves forward whereas the 19|PH[AZIZI 20th {495 ([HO |HZ A Z A 2| MH|BYFYF
the following inftial eitire. eversed wheel. Let us suppose that the wheels are brought to 20/0H|AZHZH 2lst [ 521 | HN[GZ A ZA SLH|{BYEYE
y ng: 21| NH|AZGZG 22d 1547 | HM |FZ A Z A 4 {KH{BYDYD
22| MH|AZFZF 23d (573 |HL |EZ A Z A §|JH(BYCYC
LAW RAW CWid CWwad CWad Cwad CWsd 23| LH|AZEZE 24th | 599 |[HXK |DZ A Z A 6/ IH|/BYBYB
H I A A A A 22(KH{AZDZD 25th | 625 | HJ | CZ AZA 27th T{HG|AYAYA
Let the dog action b A 2%5|JH|(AZCZC 626 GJ|CZZZZ 8|GGlAYZYZ
e dog ac 3 . YZY F
the Lkeys fgth k°n e BDV. The following represent the successive settings of the wheels as 2d ;3 lIi g ; g : g : ; ; :; g : XzZX 688 E g : fr § 3 1‘:
¥ 0f the keyboard are depressed: 8|6G|Z22222 o|lpJ|czwzw 1/DG|AYWYW
20| FGI\ZZYZY 630 { CJ{CZVZY 2]CGlAYVYVY
/EG|ZZXZX 1|BJ|CZUZU 3|BG|]AYUYU
31|DG({ZZWZW 2]AJ)|)CZTZT 4(AG{AYTYT
2|(CG|Z2ZVZV 3{ZJ|CZSZS 5|Z2G|(AYSYS
33|BG|ZZUZU 4|YJ|CZRZR 6/l YG{AYRYR
34 |(AG(ZZTZT 5]XJJCZQZQ 7|XGlAYQYQ
3B|ZG|ZZSZS 6| WJ|CZPZP S8|IWG!AYPYP
36|YG|ZZRZR 71VJd1€Z020 9| VG|AYOYO
37(XG|ZZQZQ 8|]UJJCZNZN 600 | UGIAYNYN
B|IWGI|ZZPZP 9| TJ|CZMZM 1{TG(AYMYM
3V|VGIZ2Z020 640 | SJ{CZLZL 2|]SGJAYLYL
40| UG|ZZNZN 1|RJ|(|CZKZK 3IRGJAYKYK
41 {TG(ZZMZM 2/]QJ|CZJ3ZJ 4{QG{AYJYJ
42| SGJ|ZZLZL 3(|PJICZIZI §|PG|AYIYTI
43|RG|ZZKZK 4|0JyCZHZH 6/|0G|AYHYH
4 (QG|ZZJZJ BINJ)|)CZGZG T{INGIAYGYG
4\ PG|ZZIZ1I 6 MJ|CZFZF S|MGI{AYFYF
46 |0 G| ZZHZH 7|LJ|CZEZE 9|ILG|AYEYE
47T (NG|ZZGZG 8] KJjCZDZD 700{KG!AYDYD
48| MG|ZZFZF 9|JJ|CZCZC 1|JG|(AYCYC
49 |LG|ZZEZE 650 | IJ|{CZBZB 2|IG|AYBYB
01KG|ZZDZD 26th 1)BI[BZAZA 28th SIHF)|ZYAYA
51{JG{ZZCZC 2/|GH}BYZYZ 4({GF|Z2YZYZ
52|IG|ZZBZB 3|FH|BYYYY §|FF|ZYYYY
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In the foregoing listing of successive settings, it will be noted that all the wheels progress
in accordance with the sequence of letters in the reversed standard alphabet, and that

(1) LAW progresses one step per depression;

(2) RAW progresses one step per 26 depressions except in the first and twenty-sixth
cycles, about which more will subsequently be said;

(8) CW1 progresses one step per 26 depressions;

(4) CW2 moves one step immediately after the 1st d
after until immediately after the 651st depression;

(5) CW3 progresses one step per depression;

(6) CW4 acts similarly to CW2;

(7) CW5 acts similarly to CW3.

A disgrammatic representation of the displacements of LAW and RAW, coordinated

with the foregoing, will be useful. In discussing the disgram it will be convenient to refer to

the two cipher wheels which are displaced after every depression on the keyboard as the “1”
wheels; the cipher wheel which is displaced after each series of 26 depressions as the ““26”
wheel; and the two cipher wheels

which are displaced after the series of 650 depressio
the ‘650" wheels.

epression and is stationary there-

ns as

7

LAW wl"‘:‘l
e W e FEDCBAZYXWVUTSRQPONNLKJ I|E
111 |1]m. :
2 | 6| 27 . ;
3 |F | 3. :
s |E | . x
5 || 105, "
6 |c |, v
7B wr. ... v
8| A, . . ... ..., ;
o |z | 200. e
10 [ Y28, .. ... .. :
I S ;
12 | W WL L L. o
18V |88, . ... °
14 [ U 1889, . ... X
15 | T [ 365, . . . . ohu .. e e e e e e e e e e .
16 [ S | 801, . . . L e i e e e e e e e e -
LR M7, 0 L e e e e . ;
18 QM8 ... e ;
[P ae. ..o e e e :
200|485, . . ... L. *
a | N | s21. ¢
22 | M [ B47T. . . . ... ..o i
28 L | 878, . . . ... :
2¢ | K | 599. . ;
25 | J | e . :
26 | I [restfy. ... .. :
27 | ¢ | ey . . . '
28 | F | 70309 0.

\Gi-hzzzz. {GH-BYZYZ~652d letter of message. XY (108
SHI-BZAZA.

Figure 2

i heels for the 2d
ly one depression of the keyboard. The w e
7056 Tetiors oo 1n T sarme Postiione TOAVe T S orher. Similarly for the 8d and 706th, 4th and
?gfllt;om leWith?hz exception ofpt?he 1st letter, any two wheel setlings separated by
same ;'elative alignment.




LN T R A (1 R

8

In figure 2 the letters indicated are the letters at the bench mark. The notch in the LAW
which controls the motion of the “26" wheel comes into play when the letters opposite the
bench mark pass from I to H. Therefore, for each line of the diagram the ““26” wheel remains
stationary. The “1” wheels move, of course, from column to column but remain fixed in any
single column. The RAW is so constructed that no matter what the position of LAW, RAW
will move from I to H after one depression instead of after 26 depressions, as is the case in all
other letters on RAW. The movement of RAW from I to H induces the movement of the
650" wheels. For the block of 650 outlined, the motion then is as follows: The 1" wheel
moves for each letter; the 26" wheel moves in passing from line to line; the ““650” wheels
move in passing from block to block.

The figure illustrates the most general complete block. A message may, of course, start
anywhere within the block.!

The diagrammatic scheme of the motions of the wheels enables one to find readily the
length of cycle required for the wheels to return to their original relative setting.

Since the “650” wheels move before the 26" wheel has made a complete revolution, the
650" wheels and the 26" wheel will be in the same relative setting after 1+ Y%, revolutions of
the ‘26’ wheels, i.e., on line 28. The “1” wheels must move one space to catch up to the
other wheels, The letters which come from the same relative settings are therefore 27 lines
of 26 apart and one column over to the right; that is, the length of this cyclic period is 703
letters [(27X26)+1].

The importance of a thorough understanding of figure 2 is, that if it is possible to determine
exactly when in the course of encipherment of & mesgage the “650” wheels were displaced, it
is possible to determine the exact initial settings of LAW and RAW (save for the two excep-
tional cases referred to in footnote 1 below). ’

7. Study of cryptographic action.—We may now proceed with a discussion of an actual

example of encipherment. Let it be assumed for this example that the initial setting is as
follows:

. 'uzg-ug-u
Permutation of hel:{B B 4 ) o

molwheeSld S EEEEEB
Alignment of wheels: A A A A A AA

Dog action: BDV
Switch lever setting: *CODE”

[ The above setting is that depicted in figure 1]
Fiaure 3

The machine is ready for operation at the instant the current is turned on. Let it be
assumed that the message begins

RELIA BLERE PORTS INDIC ATETH ATJAP ANESE

FORCE SHAVE ADVAN CEDON CHINE SEFOR TIFIC

ATION SINTH EWOOS UNGAR EA...

! There are two exceptions to the situation depicted in figure 2. If the control wheels were set originally

at HH, the first block would contain 651 letters, although thereafter the motion would be as in figure 2. 1If

the control wheels were set originally at ¢I (in which 6 is not H), the *“650" wheels would move after the first
letter was enciphered and thereafter the motion would conform to figure 2.

9

ipherer depresses the key R, two switches are closed. One of these controls the
;';Zih;letliln;h:i::\fit? and thepother the meZhanica.l device whicl‘l steps the wheels forward. In th;
printing circuit, the current leaves the contact corres?ondmg to key R, passes t? t-.he letter
on the RFS;! from R on the RFS it goes through th.e cipher ?vhe-els to E on the L14-S, frox;: E on
the LFS the circuit goes to the solenoid corrlf.sliondmg to E'mt t(llle back of the printer where it
i into & mechanical action, and the letter E is printed. ) o
B tm#ix?l?‘:he 1;::)ipher letter is being printed, the magnet controlling the mechamca_.l dev.m.e 13
energized and causes the motor to move the ratchet cradle downward and back to its origina
position. When the cradle has reached its lowest point, CWP3, CWP5, and A.WP_I engage
their respective wheels and step them forward on the upward t.hrust. The machine is now }l,n
position to encipher the second letter of the message. The setting for the second letter will :
ZA—-AAZAZ. 'The enciphering operation is the same fo_r the following 18 l-etters. However, ;
the encipherment of the nineteenth letter, the LAW will be. so set that Iis at the bench mark,
and the roller of AWP2 will fall into the notch on t,h_e penplfery, causing the RAW to I.n(;lve
forward. The action of the back dog will be neutmhz_ed during this instant, and the cip w-ﬁll'
wheel pawl governed by it will be permitted to act. Since the back dog is set at V, CWP1 v
be liberated and CW1 will move forward one step accompanied by CW3 and CW5. At.; 1e
end of the encipherment of this letter the setting is

-u'u-ug"d
BEE A QM o]
i2 EEEEE
H Z Z A HAH
Fiaurs 4

i i d, with theenci-
For the next 26 letters, CW3 and CW5 will move _forwarfi contmuously.an . -
pherm:lrllt of the forty-fifth ’letter, the action described immediately above w1.ll be duplicated.
From this point on, the RAW and CW1 will move forward one step w1.t.h each 26 letters.
However, after 1726418 letters have been enciphered from the initial setting, the alignment
of the wheels will have become

"d"d"d'g'd
BE A QM 10
5« BEBEBB6
JJ JdAJ A J
Ficurse 5

i i i irect” iphering position, the key-
1 lier model of the machine when the switch is at the “direct ' or encip
boardIi:1 :::n‘::;edrto the LFS. In the 1932 model, however, the reverse of this is true. The current flows frox_:
the key contact to the RFS, through the cipher wheels to the LFS, and from the LFS to the proper solenoi
of the printer. For the RFS, LFS, and wiring of the wheels, see pages 12 and 13.
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When the key corresponding to the next plain-text letter is depressed, the CWP3, CWP5, and
AWP1 will engage their respective wheels and move them forward to the setting

-u-u-ug—u
BE B ~ O M
352 BEBEBEEBEE
IJ JATIATI
Ficure 6

On the next letter, the roller of AWP2 will fall into the notch of LAW and will cause RAW
and CW1 to move forward with CW3 and CW5. The setting is

< g - b=
BE B --INKQ?
i 5585568
HI I AHAH

Fiqure 7

Now for the next letter the roller of AWP3 will fall into the notch of RAW and the CWP2
and CWP4 will be liberated so that they may engage CW2 and CW4. The AWP3 will also
engage the RAW, moving it forward along with cipher wheels 2, 3, 4, and 5, and the LAW giving

"d"d"dg"d
EE ~ M 10
2 E5B5EBE
GH I ZGZ G
Fiaurg 8

for the encipherment of the next letter. Now CW2 and CW5 will not move forward again until
the RAW has been rotated to I. It will be noted in the case considered above, that the
RAW on reaching J moves forward two spaces for one revolution of the LAW. This particular
setting of the RAW is the only one which allows such s motion,

8. Action of possible dog settings.—The displacements of cipher wheels in the example thus
far studied corresponded to those for a BDV setting of the dogs. What would happen for other

settings? The following table shows the displacements for each of the 50 posgible settings of
the three dogs:

11

TaBLE II.—Showing cipher-wheel displacemenis for all dog seltings

Setting of Movlngslp:; depres- Muoving %‘&ﬁ“ depres- | Moving m l:»:o depres
d#s | 3 2 34 5| 12345 )|1234G%s
ABV 3 4 5 1 1 2
| 3 4 5 2 1 2
X 4 5 3 1 2
Y 3 b 4 1 2
Z 3 4 5 1 2
ACV 2 4 5 1 1 3
W 4 5 2 1 3
X 2 4 5 3 1 3
Y 2 5 4 1 3
Z 2 4 5 1 3
ADV 2 3 5 1 1 4
w 3 b 2 1 4
X 2 ] 3 1 4
Y 2 3 5 4 1 4
Z 2 3 b 1 4
AEV 2 8 4 1 1 ]
w 8 4 2 1 5
X 2 4 3 1 ]
Y 2 3 4 1 b
Z 2 3 4 5 1 5
BCV 4 5 1 2 3
w 1 4 b 2 2 3
X 1 4 5 3 2 3
Y 1 b 4 2 3
Z 1 4 5 2 3
BDV 3 5 1 2 4
w 1 3 5 2 2 4
X 1 ] 3 2 4
Y 1 3 ] 4 2 4
Z 1 3 5 2 4
BEV 3 4 1 2 5
W 1 3 4 2 2 5
X 1 4 3 2 b
Y 1 3 4 2 5
Z 1 3 4 o 2 5
CDV 2 5 1 3 4
w 1 b 2 3 4
X 1 2 b 3 3 4
Y 1 2 b 4 3 4
Z 1 2 5 3 4
CEV 2 4 1 3 b
W 1 4 2 3 5
X 1 2 4 3 3 5
Y 1 2 4 3 b
Z 1 2 4 5 3 ]
DEV 2 3 1 4 5
W 1 3 2 4 b
X 1 2 3 4 5
Y 1 2 3 4 4 5
Z 1 2 3 5 4 5

Not all the settings shown in table IT, however, were used in the test messages, as wﬂl
be noted from a careful reading of the instructions set forth in Appendix 1. Informa.]ly,_ it
was stated that a limited number was employed, but the basic principles followed in the selection
of settings actually used were not disclosed.
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9. Preliminary preparation.—The first step in the analysis is, of course, to record the exact
wiring of the LFS, RFS, and the various cipher wheels, so that the mixed-alphabet sequences
may be transcribed upon sliding strips which may be employed in tracing through the exact
paths followed by the electric current in encipherment or decipherment.! The wiring of the
six cipher wheels was kindly furnished by the Navy Code and Signal Section, to eliminate the
small amount of labor that would be involved in this determination. The wiring of the LFS
and the RFS was determined in collaboration with a representative of the N avy Code and Signal
Section, with a simple testing circuit including & voltmeter. The wiring of the foregoing ele-
ments is as shown below:

Cipher wheel 1d
Right ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Left NBIVLAPJWRUFDGSECHOQZTMYXK
Cipher wheel 2d
Right ABCDEFGHIJKLHNOPQRSTUVWXYZ
Left KRVFDLWICXPAYNMTBJZOHSEGUQ
Cipher wheel 3d
Right ABCDEFGHIJKLMNOPQRSTUVWXYZ
Left RVUQNJSDXIALOKMFECYBZWPHTG
Cipher wheel 4d
Right ABCDEFGHIJKLMNOPQRSTUVWXYZ
Left CSXTMQNLYOEIFWAHPBGRUKJDZYV
Cipher wheel 5d
Right ABCDEFGHIJKLMNOPQRSTUVWXYZ
Left JORXQEGISCFNAUZMHVYLKDBTWEP
1 See Section III of Part I
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Cipher wheel 6d
Right ABCDEFGHIJKLMNOPQRSTUVWXYZ
Left CGKUPFWOSXQEZJIBLHTRDNAMYVY
Bench
mark RF8 (right fixed sequence)
!
YLVRZXCPFOIQAMJBNSEKDGHTUW
Bench
mark LF8 (left fixed sequence)
l
TEGDNSXUPQYVHAMBKRFJLZIWOC
Figure 9

The foregoing alphabets of the cipher wheels, for purposes of analysis, must be converted
into their reciprocals (see par. 8 of Part I), and are then as follows:

NAL;, ABCDEFGHIJKLMNOPQRSTUVWXYZ
MAl; FBQMPLNRCHZEWASGTJOVKDIYXU
NAL, ABCDEFGHIJKLMNOPQRSTUVWXYZ
MAL, LQIEWDXUHRAFONTKZBVPYCGJNMS
NAL, ABCDEFGHIJKLMNOPQRSTUVWXY2Z
MAL, KTRHQPZXJFNLOEMWDAGYCBVISU
NAL, ABCDEFGHIJKLMNOPQRSTUVWXY2Z
MAI, ORAXKMSPLWVHEGJQFTBDUZNCIY
NAL; ABCDEFGHIJKLMNOPQRSTUVWXYZ
MAL; MRJVFEKGQHAUTPLBZECIXNRYDSO
NAL, ABCDEFGHIJKLMNOPQRSTUVWXYZ
MAL; WVPAULFBRONCQXVHEKTISDYGJZM
Figure 10

The foregoing alphabets are now transcribed upon sliding strips and made ready for use.

10. Classification of messages.—In what follows we shall refer to and classify messages
according to the final letter of the dog-action setting, V, W, X, Y, or Z. By a “V” message, for
example, we mean one in which the dog-action setting is 6,6,V; by a ““Z’’ message we mean one
in which the setting is 0,6,Z.

~ In respect to the foregoing classification, the types of messages which lend themselves most
readily to study belong to the “V” or “Z” classes, for reasons which will now be explained.
We first take up “V”’ messages. .

11. Conversion of “V’’ messages.—Suppose that the cipher wheel in position 1* has been
determined, together with its initial setting and motion. It is then possible to convert the
message into a new cipher from which the effect of the LF'S and the first cipher wheel has be_en
removed. In fact, if the motion and identity of any number of consecutive cipher wheels begin-

! We number the wheel positions from left to right.
71836—35——2
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ning from the left have been completely determined, the effect of the LFS and these wheels
may be removed from the particular message so that only the remaining cipher wheels have any
effect in producing the converted message.

To illustrate, suppose it is known that & particular cipher letter Q representing E, was obtained
with CW1d set at F in position 1. The permutation and settings of the remaining wheels are
temporarily of no consequence. Then, since Q on the LFS is opposite position 10 on BS1, the
current must have come from the tenth letter on MALI, viz, S. The S of NAL1 is opposite
position 14 on BS2, and it may therefore be concluded that the current producing the letter Q
in question passed through the fourteenth contact of the second bakelite separator. This
information may be diagrammatically represented as follows:

BS2 ... 1l 2 3 45 6 7 8 910111213 14 165 16 17 18 19 20 21 22 23 24 25 26
NALL...._. F GHTIUJIKLMNDUGOPUG QR Ié T UVWIXYZABTCD
MALL ___._ LNRCHZETUWA lg G TJ OV KDTITVYIXUFBA QMNP
BSI........ l1 2 3 45 6 7 8 910111213 14 15 16 17 18 19 20 21 22 23 24 25 26
LF8 . T EGDNSIXUP { Y VHA MBI EKRVPFJILZTIUWOTOC

Fravee 11

If the successive contacts of BS2 were identified by means of a normal sequonce, position
14 would correspond to letter N, and the current could be said to have come from N on BS2.
In other words, the action of the last four cipher wheels, i.e., those in positions 2, 3, 4, and 5,
may be considered to have resulted in & replacement of E, by N,.

If the setting of the second wheel were also known, the conversion, i.e., the elimination of
the cipher wheel in position 2, could be carried over to BS3.

Of course, the foregoing applies to a single letter only. But, if the left-end wheels were
known not only as to identity and position but also as to motion, then the motion could be
taken account of and the conversion carried through for the entire message.

Returning then to & consideration of a ‘“V’’ motion in connection with the foregoing reason-
ing; suppose it possible to determine the first cipher wheel and its initial setting. Then, since
a “V” motion means that the cipher wheel in position 1 steps forward once every 26 letters, a
complete conversion to BS2 can be carried out. Moreover, no difficulty can arise in connection
with the exact place in the message where this cipher wheel steps forward, because the initial
setting of the first wheel gives the initial setting of the left control wheel and hence determines
just where each line of 26 letters begins.!

_ If the converted message is written out in lines of 26 letters, then in each column we have
letters which have been enciphered with the last four cipher wheels in exactly the same position;
hence all letters within the same column belong to the same monoalphabet. It is thus seen
that a ‘“V’’ message whose first wheel is known, when correctly converted, becomes a polyalpha-
betic substitution cipher of 26 alphabets. The latter may be recognized or detected by
the usual tests based upon repetitions and the normal appearance of monoalphabetic distri-
butions,

12. @General observations on ‘‘V’'’ messages.—A method of attack is thus indicated. If a
message is suspected to be in a *‘V’’ motion, a conversion can be carried through for every possible
wheel in every possible bench-mark setting. The correct assumption will yield a message arranged
in 26 alphabets, which may be recognized by the usual external phenomena. Since there are
six wheels, each of which may assume two positions and 26 settings on each wheel, the total

1 See Appendix I, instructions issued with Hebern, par. 2 (c) (2).
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number of trials necessary for any single message is 6 X2X26=312. For each of these trials the
converted message must be tested to determine whether or not it is now in the form of a set of
26 monoalphabets from left to right in the successive columns.

Naturally, for such tests the length of the message is very important, for unless there are
enough elements in a frequency distribution it is very difficult to tell whether we are dealing
with a random or a polyalphabetic distribution. Consequently, we should make our tests
first upon the longest message we can find and then, if no “V”’ message is indicated, try the next
longest message, and so on. Accordingly, Serial No. 183, with 1,420 letters, the longest in the
set of 110 cipher messages, was the first one selected for experiment The results were negative,
i.e., the tests indicated that the message was not a “V” message. Since the steps followed are
the same as in o successful test, the details in connection with this negative experiment can be
omitted in favor of those in connection with a successful experiment.

13. Application of principles to a suspected ‘‘V'’ message.—Consider the second longest
message, Serial No. 210, with 1,325 letters.

This message begins as follows:

OCRYP HWKON QCPJI MUNDK GZLYY JLFZG . . .

Let us assume that CW1d occupies position 1. Let us further assume that the initial
bench-mark setting for CW1 is A, so that 19 letters will be enciphered before CW1 moves.
Then the conversion equivalents (to eliminate L¥S and CW1) for the first line of cipher.text
are obtained by setting MAL1-NAL1-BS2 against the LFS so that A on NAL1 is opposite T
of LFS (the initial or bench-mark setting).

The diagram of sliding-strip alphabets for the conversion is as follows:

BS2.___._. ABCDEFGHIJKLHNOPQRSTUVWXYZ-

CW NALl.._ABCDEFGHIJKLMNOPQRSTUVWIXYZ

1 MALl----FBQMPLNRCHZEWASGTJOVKDIYXU

LFS__.__. TEGDNSXUPQYVHAMBKRFJLZIWOC
Figurn 12

By tracing each cipher letter back from LFS to BS2 on the foregoing diagram, we get the
following conversion equivalents:

1 2 38 4 5 6 7 8 010111213 14151617 1810
Cipher_ e OCRYPHWKONQCPJIMUND

Conversion equivalents.... X UJ ZCWYTXPHUCVISRPNM

Ficure 18

To obtain the equivalents for the second line of cipher text, we must now shift MAL_l—NALl
one interval forward, to take into account the fact that CW1 has stepped forward one interval.
BS2 remains stationary. The diagram of alphabets for this conversion is as follows:

BS2_.._.. ABCDEFGHIJKLMNOPQRSTUVWXYZ

NALI...._.ZABCDEFGHIJKLMNOPQRSTUVWXY
cwi MALl.__UFBQMPLNRCHZEWASGTJOVKDIYX
LFS_____. TEGDNSXUPQYVHAMBEKRFJLZIWOC

Fiqurn 14
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The conversion equivalents for the second line are then as follows:

. 1 2345678091101

Cipher_.. ... ... KGZLYYJLFZG. ..

Conversion equivalents.... HCLWIIPWKLC . . .
Freuma 15

To obtain the equivalents for the third line of cipher text, NAL1-MALI1 is displaced one
more inferval (forward) to the right, and so on.

" 14. Index of monoalphabeticity.—When this has been done for the whole message, the
columns of conversion equivalents are examined from the point of view of their possible mono-
alphabeticity. Of course, one could study the columns for repetitions of single letters within
columns, as well ‘as for repetitions of digraphs, trigraphs, and polygraphs. But this would
require much time and the compilation of many frequency distributions. A better way is to
try to establish monoalphabeticity by statistical methods. For this purpose we may set up,
theoretically, or by calculation on actual.plain text, an index of monoalphabeticity with which
a calculation for unknown text should agree within limits of variation due to chance. The plain
text should be arranged in horizontal lines and the frequency distributions for individual columns
then prepared; in order to have accurate results, the number of columns and the number of
elements in each column should be fairly large. .

In each distribution the sums of the squares of the frequencies should be found. Th
index itself and the limits of variation should then be obtained by finding the mean and standard
deviation for all frequency distributions. For a monoalphabet of T letters the mean of the sum
of the squares of the absolute frequencies is, theoretically, given by §*=0.066 7°1-0.934¢ 7. (For
& more complete statistical discussion of monoalphabeticity, see S. Kullback, Statistical Methods
in Cryplanalysis, Technical Publication of the Signal Intelligence Section, 1934.)

To apply these results to the problem in hand however, a slight modification is necessary.
The foregoing index applies to the case where a frequency distribution contains 7' letters and
is strictly monoalphabetic. In our problem, however, we can never expect these two conditions
to obtain, because, firstly, at a maximum there can be only 25 letters in each monoalphabet

_(for after 25 lines have been enciphered the “650’’ wheels move and consequently the twenty-
aixth letter in the column belongs to a different alphabet than do the first 25 letters); secondly,
we do not know where this 650" break occurs in the message. It may occur after the very
first line, or after the second, third . ... line. Consequently, it can easily happen that in taking
only 26 letters per column we may be assimilating 10 letters of one monoalphabet with 16 of
another, or 11 of one and 15 of another, and so on, so that the index for pure monoalphabeticity
would never be closely approximated. We may, however, be sure of one thing: If we should
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take columns of 36 letters, the number of letters that may fall in the respective alphabets can
be only as follows:

Tasuz III
: Third

Case aiinte, | Jeemec | aiphavet Case aiiinbet | alpoabet | aiphabet
0 25 11 14 13 23 0
; 1 25 10 15 14 22 0
3 2 25 ] 16 15 21 0
4 3 25 8 17 16 20 0
5 4 25 7 18 17 19 0
6 ] 25 6 19 18 18 0
7 6 25 5 20 19 17 0
8 7 26 4 21 20 16 0
9 8 25 3 22 21 15 0
10 9 25 2 23 22 14 0
11 10 25 1 24 23 13 0

12 11 25 0 25 24 12 0 |
13 12 24 0 26 25 11 0

The worst possible cases for our purposes are those in which three different alphabets enter.
The best possible cases are those in which only two alphabets enter. wll
We may, however, assume theoretically that t.hqse ten cases In wluch’ the 36 letters
into three different alphabets would not distort the index for monoalphabeticity very ml.xch,
gince the letters falling in one alphabet (25) are much more numerous tha.n_those falling into
each of the two other alphabets. In fact, the index may perhaps not be d:st.orl:.ed 8Ny more
in those cases than in the ones where the distribution is 18 in eacl.l alphabet_, or 17 in one and 1.9
in the other, or 16 in one and 20 in the other. Consequently, if we consider that the case in
which the letters are divided equally between two :lﬂlml:;ts is perhaps the worst for our pur-

wo have only bialphabeticity to deal with. ]
POSGB(.):: e:rot::fe!:n is theref;ﬂrz nowp one not of strict monoa.lpl.m.beticil:,y but of apprf)xm.mbe
bialphabeticity. What is the index for that? Actual caloulations upon several distributions
of seta of 36 letters in two different alphabets gave an average index of 94 for _tl!e sum of the
squares of occurrences of letters for the case where the 36 letters were evenly divided between
e ) » 8 » .

e af‘lgx?ut;urposes, therefore, we may assume an index of 94 to be the minimum permissible
in studying columns of 36 letters. i . L

15. Application to Serial No. 210.—When the 'caicula.tlon_s pertaining to t.lu index t.l‘:e
bialphabeticity were applied to the various conversions of Serial No. 210, wcordmgto A
different cipher wheels, the calculation applicable to the case w'hel_-e CW2r was in position 1,
with H at the bench-mark setting gave, for the first five columns, indices that seemed conclusive,
Thus:

L'
~

Ficurr 16.—Disiribution for column 1
and similar results for the columns 2, 3, 4, and 5.
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The message was accordingly completely converted and tr i is transeri . .
. anscribed. In this crip- Fiaunx 17.—S8ertal no. 210, converled—Continued
tion we may place the very first letter of the mess d i
may place th f age under H of the LAW sequence, since under :
the specifications it is known that the initial setting of LAW and the cipher whee’l in position I;gou glﬁlvvﬁs STATION GORI ? M,

1 must coincide. Note the repetitions that appear: INDICATOR: 1003 EHHBE VGBKL

FROH: NAVAL STATION GUA“FIGU“17._S"'“‘M.’10.MM‘“ l}!aa 4 5 6 7 8 9 10 11 13 13 14 15 16_1715192()&1‘22122?‘4”216
T0: . OPNAY 3 MARCH, 1932 FEDCBAZYXWVUTSRQPONM J
INDICATOR: 1003 EHHBE VGBKL 25 | DFFRLGODUQNLJSCKWRZLDZKJS| 7
1234356 26 |QVLLAPAZLKQGAIOPUVFWGUGVCK| 8
HGFEDCBAZYXWVUTSEE AL P 2D 27 |JOERUSFZGIJLNVMSQGPJLOMWCX| 9
28 INPEHXXBILGC XISXMVOMZHXACK]| 10
1 EIFGBRPSYKGNFRVHTXCEYWJUBBV 9 29 JYPCDSDKQRgzKIKUIHIAFRWTE 11
2 |{(WHYMBNHOSURJRQSZFDIJUDUKYH| 10 30 |PGGYOZQBOKSWBICLUJKSOJGOPT]| 12 .
8 |[PVBWXPIYOXNYBASOZIPWBYCZIH| 1 31 |[ITYDLHSQENCZPWSQJHXYFFWYSI| 13
; :Z’BIKLCZQRRFOKAMMESTJDCJBG 12 32 |QJTVUFWSTPYGBZMFZKXYPBXAIP| M4 b
o vcgzg:"P°°RFQ°KSDEMMVLBQY_E 13 3 |UDPZOFEVNIZRMFRFBKKXHKPNUU]| 15 @
SUMLBMXAANNYCVTNAFNBLEKMMR/| 14 4 [ TXCREZGIUNYCQWSCFEZSOQRUVA| 16 3
7 PFRMRTLCWKOBCEUSHPEIBXSMGS 15 35 TVUVENDHTUOVRE_S-QMME—RQWLHI 17 i
8 |IDSFWBPSUNPKHMNWPKLNWENALIQ| 16 3 |[TXCRUBPQAUNYXYICKODSOWGAWTI]| 18 ¥
] KGEEANJYKJKARDSGNSRUWEQUI-_!_I; 17 37 |BWRXJGSMLGCLAZSUIMPJLUMEDY| 19 .
10 |[PCHEAXLZLWVBOCUISDNYCZTZXGI 18 33 |AGKDAXWCJHHDDVMSUEFMHZDYVP| 20 ¥
11 /JCPHASPOOAUQLGVCIQUICGGJYR| 19 39 |LWEUOBQMLGCLAZSUUGPMSUYCOG| 21 !
12 |1QFIMLBMBXWEFFGAYYDKTBYTXWEB]| 2 40 [ENPCIBGIXBQQXMKFIMPHPMMDDG| 22 E
:: lI,G—U-'!ZNJKE"PHFEVCSQGT_.B.XUx_MQ 21 4 [0QEKNNGIUERJBQCISJIXZNDLYTI| 23 ?
s Dg—UDIxQYZVLLBCBJXRUUOQBZFS 22 42 |¥DEXZNSBOMQUPORFUVOZLUCDOL| 24
16 GFQ“IKZEZ°°BBXAAFWNBGQIXBV 23 4 |WDPCSCSOLGUXAZNAJEFSOFWLIK| 25
17 Iugﬂ::;gﬁzPKUUFGDBKUSGQLSV 24 - 4 |ATFDLNSJLNYGLECIIPBZCQPVBX]| 26
. GGFERPRPLJonu.xcIxow'r_gn:sxon 25 45 |WGLEWGCGEKXZNQREYMYJWTDKCAVI| 1
. PYFHFDSONMUARWKIJAEIB_Y_SKJJ 26 46 [ QVHUURHHOMNEHITCFEBLERNDQX| 2
o CCUBIFDRPWTBOGHSVTMEGYWWH_:; 1 47 |XJHCRPFKVGNABASXPOAQMUAFGE| 3
21 LHTNBBWEOL-‘-GHuNWWNTcRIuHU 2 48 [TJTXXKZKGUBHBGKYBKBMOMWDITI| 4
22 GCENIMVVAI::LIWAH_QJIWJLYAD 3 49 |DTPCPCYSTIOZPJTQXEFUDUZWFK| 5
23 QBVRASPMSCK:HTAJVJHJPCQLM 4 5 [XJHCLXDQOJQDUWSISKPSORRWYI| 6
MOAZDGVUIRTXMI| 5 51 |sK 7
:; EHTsuLzFQWNWQWCEVGEcmosq 6 51 JPDBJRVESOXXPVAPOBTRFPO 7
7

16. Relation between alphabets in different blocks.—It is clear that all the 51 letters in
any one column of this converted cryptogram cannot belong to the same monoalphabet. At
most, only 25 of them can do so. There may be two or three monoalphabets involved in each
column, depending upon where the ‘650" breaks occur. ‘Thus, we may outline the distribution
of the 51 letters as follows:
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Number of letters in—
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25, 50
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The question now arises: Can
ak or breaks occur? Why not
example, note the long
line 38 or 39, nor, for that matter,
break occur between lines 27 and 37
it looks as though the break canno;.
common to these two lines, We m
working toward the middle, lines 2

we tell exactly or even approximately where the
digraphs and trigraphs as a test? For
the break cannot occur on
Nor can the
lines. Again,
digraph CK is
f the message,
break may bhe.

‘Dot use the repetitions of
repetition on lines 37 and 39; obviously,
on line 37 after the repetition
because the trigraph VMS is common to these
occur between lines 26 and 28, because the
a8y now study repetitions within the first half o
5~26, and try to localize the section where the
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By a careful study of what repetitions do appear, we are led to believe that the break occurs on
line 25 and we may tentatively block out the message as shown herewith:

Lines 1 to 25

Lines 26 to 50

Line 51

Fiaurxn 18

If the foregoing is correct, then the second letter of the message indicator (VGBKL) equals I,.
(Refer, in this connection, to fig. 2.)

The following two points in procedure should be carefully observed since they are of frequent
application in the solution of the messages submitted.

(1) The method of message indicators is essentially a polyalphabet of five alphabets.
As a result, if the letter D in the indicator DMSCH enciphers F,, then an initial D in any other
indicator will also represent F,. Similarly the determination of the equivalent of any letter in a
given indicator gives the equivalent of that same letter in the same position in any other indicator.

" (2) The initial setting of a wheel determines whether it is to be inserted in a direct or
reversed position. Hence, if it has once been determined that CW1 originally set at F is direct,
then any other wheel set at F must also be direct.

We have before us now not one but two independent problems, each involving 26 mixed
alphabets, with but 25 letters in each alphabet. (The single letter at the beginning of the
message and the last line can be of very little help.) The difficulties of reaching a solution
under these circumstances require no further comment.

If we could relate the two blocks in some way, perhaps the difficulties could be reduced.
Why not take advantage of the ‘703" cycle mentioned in paragraph 6, if possible?

Under the conditions of the system we know that after 703 letters have been enciphered
the five cipher wheels have returned to their original positions relative to one another. The
only change that has occurred in the setting of the machine between the 2d and the 705th
letters is that the five cipher wheels have, as though they were permanently fixed on the hori-
zontal shaft, been displaced one step forward between the LFS and the RFS. This is equiva-
lent to a forward step of all the paths which the electric current traces out between the
wheels. Consequently, if on the 2d depression a current enters the wheels from the RFS at
Y, for example, and emerges from the wheels at T on the LFS, on the 705th depression a cur-
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rent entering the wheels from the RFS at L. (the letter that follows Y on the RFS) must emerge
from the wheels at E (the letter that follows T) on the LFS. Since all letters 703 intervals
apart are related in the same manner, we can use this fact to advantage. But, first we must
take into account the fact that our transcribed message represents the conversion text, not
the original cipher text. How are sequent letters of the LFS related in the converted text?
Obviously, the method of establishing the conversion text indicates that if T, of the original
text is replaced by Z in the conversion text, then E, of the original text will be replaced by A
in the conversion text, since T is followed by E on the LFS, and Z is followed by A on the BS2
sequence. (The reader should refer to the sliding strips with CW2r set at H in position1.)

Now refer to the second letter of the conversion text. It is F, and there are five of them
in column 2 of the first block. Whatever 6, the letter F represents, it is the same for all five
occurrences. Suppose for & moment that 6=E. If the letter G which follows F on the bakelite
separator were the 705th letter of the converted text, its plain-text equivalent would be K,
because K follows E on the LFS. But one can say even more. Since the conversion has
produced monoalphabets in the columns of each block, any G, in the third column of the
second block would have the same value as a G, in position 705. There are two G’s in this third
column; if the assumption §=E is correct, then both of these letters must represent K. Such a
result is not very likely as we would not expect K, to occur two times in but 25 letters, hence
the assumption ¢=E is not a good one. If #=T,, then G=U,, which is again unlikely. Thus,
we examine all the possibilities and pick out these as most likely:

F=0, F=A, F=N, F=S,
G= I’ G=MD =-sp G=E,

Ficurx 19

Enough has been indicated to show the procedure. Were the message long enough, say
about 600 words, then there would be available at least four blocks of 703" cycles for com-
parison and check on assumed values and there is hardly any doubt but that such a message
could be solved within a reasonable length of time. One could tabulate the frequencies of A,
in the first alphabet of block I; the frequencies of B, in the second alphabet of block II; the
frequencies of C, in the third alphabet of block III; and so on. Suppose A, represents E,; then
Be, Co . . . would represent K, D,, . . . in sequence. The weight assigned to a particular
arrangement is given by the product of the frequency of each cipher letter and its corresponding
plain-text letter. If A, is assumed to represent T,, then a different set of plain-text letters and
consequently a new total frequency would be obtained. The correct result will be theoretically
determined as that one which yields the greatest weight. Letters obtained on this basis can
then be inserted in the message. Here, however, we have only two such blocks; sufficient mate-
rial is not at hand to permit of solution within a reasonable length of time. However, it must
be stated that an earnest attempt was made to solve this cryptogram on the basis of the observ-
able repetitions and the ‘703" phenomenon but without success. It seemed necessary to
elaborate better methods of attack if the problem were to be solved at all.

17. Résumé.—Let us set down the difficulties in their broad outlines. First, there are
those connected with the determination as to whether a given cryptogram is in a “V’’ motion.
We saw that long messages are necessary for this determination and that the process may involve
a maximum of 312 different trials, each quite lengthy. Next there come the difficulties of
determining just where the 650 break occurs in a message that has been found to be in a *“V”’
motion. Then there come the difficulties involved in attempts to solve a polyalphabetic sub-
stitution cipher of 26 nonrelated, random-mixed alphabets, or, at most, of two related sets of
such alphabets.

Let us see if we can eliminate some of the difficulties of the first sort and facilitate the dis-
covery of “V* messages. o o '

Secrion IV
SYNOPTIC TABLES
Parsgraph Paragraph
messages i i - 24
uy” with known plain text-..------- 18 | Consideration of “W” Imessnges... ------ -mm-
Fivnt-intarval data, cipher-il:ext relationships. _ - 19 | Firat interval data, plain-text l:elati?nahlps____ 25
Application of first-interval data to a known “yn Application of plain-text relationships to mes-
IMNOBBAGE . - - - - - e —mmmmm=—-——memmm=——————= 20 sages with known plain texto—.——ooo—o----- 26
“wtudy of “V messages- - -———--- 21 | Application of plain-text relationships to mes-
Sméhthtlef _lfl_lt-i_y-c-){--v-“!-n-e-s??fs- ____________ 221 sages with unknown plain text. . —-c_--- 27
Application of statistical method to an unknown
message (Serial No. 169) - c o - —comoceuanes 23

. . ] by
18. “V” messages with known plain text.—Suppose we make the ?mblem more easy
studying certain ph.:nomena. in & known “V” message with known plain text. Let the mes-

sage indicator (enciphered) be MCDDU.

12:4ne1so10111213141510111810:)21225242520

1P OFFICERCONSIDEREDFAIRLYREL
10 CFRYHGUYGKIENZUNWWIBLIHRJY

2P IABLEATTACHEDTOYOUNGHARSHA
2C TPCNIYVSXXQDDHOLMIFYVBMYGL

3P LSHEADQUARTERSSTATESTHATMA
3C SMVSGBEDDHOYGARDDYVAHXATHK

4P NCHURIANFORCESAREBEINGMOVE
4C BUCOJQBHNNSQLZCYQDCINGKKKZ

Fiaure 20

. . . . e s . . gliding alpha-
Let us now etudy certain plain-cipher relationships, in connection with our

bets. C::si:ev: H, :[ily line 3P, column 3 and H, in line 4P, colufnn 3; the pla.l_n-text letters are
the same, the cipher equivalents, different. This difference in clpher equivalents for. two
similar letters in the same column is occasioned solely® by the .dlsplacement of the clp%xer
wheel in position 1, for the cipher wheels in positions 2 to 5 are in exactly the same setting
in the two cases (since we are dealing with a known “y"” message). The same is the case
with the following pairs in the same lines:

S, (line 3P, column 14)=A, E, (ine 3P, column 19)=V,

S, (line 4P, column 14)=Z, E, (line 4P, column 19)=C,

Figurs 21

1 We assume the “650” break not to occur in the first four lines of the message.
(23)
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The question arises: Can we find by experiment with the various cipher wheels (or their
equivalent sliding strips) which wheel will produce the cipher equivalents indicated above,
under the conditions noted there? Consider the case of the two plain-text letters H in lines
3P and 4P. The current corresponding to H, in both cases entered the cipher wheels from
the twenty-third contact of the RFS; its path through the cipher wheels in positions 5, 4, 3,
and 2 is unknown, but whatever it is, it left the cipher wheel in position 2 at exactly the same
contact in both cases, so that the contact on BS2 from which the current entered the cipher
wheel in position 1 is the same in both cases. Now consider what happens at the LFS and the
cipher wheel in position 1 (for both cases). The only reason the cipher equivalent for the
first H is different from that for the second H is that the cipher wheel in position 1 has advanced
one interval, and the current entering it from BS2 in the first instance emerges from the cipher
wheel at V on the LFS, in the second instance, at C.

We may take one of the sliding alphabets, say CW1, and place it in position 1, between
the LFS and BS2; we may arbitrarily set CW1d at A. We then locate V on the LFS and trace
the path of the current from V, through NAL1-MALI, to a contact on BS2, making note of
the latter. We then advance CW1 one interval and repeat the operation, beginning with C
on the LFS. If the contact to which the second tracing leads (on BS2) is different from that
to which it led in the first tracing, then obviously CW1d cannot be the correct wheel for posi-
tion 1 if the setting must be A. If CW1d is correct it is not at the correct setting, and we
must try another setting. If, however, the two paths lead to the same contact on BS2, then
wo have an indication that CW1 may be the correct wheel for position 1. We say ‘“‘may be”
because, unless we can get some further corroboration, this coincidence of exits from CW1
for both cases may simply be accidental and not causal. Therefore, we should try another
case where the cipher letters are different for identical plain-text letters in the same two lines,
but in another column, e.g., S, in column 14, yielding A, in the first encipherment, Z, in the
second. 'We replace NAL1-MALL1 in its A setting against LIS and BS2 and trace the path
of the current from A, on LFS to BS2; slide the alphabet one interval forward, and trace the
path from Z, on LFS to BS2. If again the current leads to the same contact for both encipher-
ments, & corroboration is obtained for CW1 at the setting and position indicated; if not, then
we consider the first coincidence to be purely accidental, and proceed with further tests of the
same kind.

These tests would require much time if carried out exactly as indicated above, but we may
very materially shorten the work by constructing certain synoptic tables which will, by inspec-
tion, vield possibilities for correct cipher wheels and at the same time give the exact setting.

19. First-interval data, cipher-text relationships.—Consider CW1d set at A in position 1,
and suppose the plain-text letter being enciphered is E.

LFS_ ... T EGDNSIXUPAGQYVHA AMZBIEKTR l"; J LZIWOTC

MALl __.____ F B QMX¥PLNURTGCHZEVWA AWASGTJ L VKDIVYZXU

NALl....___. A BCDEVPGHTIUJIKLMN 6 PQRSTUV VWX Y Z

BSI..._._._. 1 2 3 45 6 7 8 910111213 14 1% 16 17 18 19 20 21 22 23 24 25 26
[4 intervening wheels]

RFS_ ... YLYVRZIXCPTFOTIAGQAMUJ TBNS % K DGHTUYVY

FicUrs 22
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: i itions 2, 3,4, 5. The exact
urrent leaves E on the RFS and passes through the w.heels in posi 134, 5.
:‘::hcis not known; it depends on the identity and relative position of the intervening wll:le?ls.
Suppose the path traced leads to position 15 on BS1 opposite 0 on NALL. Then the refl ting
cipher letter is F. After 26 letters have been enciphered, the wheels will be in the following

position:

LFS - TEGDNSX%PQYVHAIBKRFJLZIIOC
MALL. .- UFBQIIPL%IRGHZEW?SGTJOVKDIYX
NALl. - ZABCDEFGHIJKLINOPQRSTUVWXY
ﬁél .1 2 3 456 728 910 11 12 13 14 1? 16 17 18 19 20 21 22 23 24 25 26
{4 intervening wheels]

SEKDGHT.UW

RFS.......Y L YR Z X CP F 0OIQAMUJBN ;
FiGcure 23

in thi iti i i i t will again lead to position
f in this position E is again enciphered, the path tra.(fed by the current C
i;zn BSII), because the four int.erveniJ;g wheels are in the §aine 11)os1tm.n ;s before. Since now,
ition 15 on BS1 is opposite N on NALL, the resultmg cipher letter is U. _
post ';llxlese results indicate that for CW1d s’et at A, the cipher digraph FU corresponds to 8 pla.u}-
text repetition at an interval of 26 letters or interval 1 ‘dowr{ a colum.n.. We obta.fned this
digraph by considering the letter E and assuming that the identity and settings of the interven-
ing wheels were such as to carry the current to position 15 on BS1. Fora d.lﬁel‘.el-lt arrangement
of the intervening wheels some other plain-text letter would }_mve }ed to position 15 and th_e
same cipher digraph would have resulted. Consequently, the_ identity of 1:,h.e pla.m:text repeti-
tion is not an essential element. For CW1d at A, alx:y plain-text repetition which leads to
ition 15 on BS1 will correspond to the cipher digrap. FU._ _ .
POSlt]l;:d w: l:1.ssumed a position on BS1 other than 15, & different cipher digraph would have
resulted, e.g.:

TasLE V
Position Digraph Position Digraph Position Digraph

AV 10 RW 19 MP
) ; EM 11 LF 20 KB
3 PG . 12 SZ 21 CR
4 ZQ 13 DX 22 JT
b VI 14 N 23 HL
6 TH 16 FU 24 0A
7 BE 16 NJ 26 WC
8 QK 17 GS 26 YO

9 IY 18 uD

. . 4 d
For CWid at A, these 26 digraphs represent the only combl_natlo.ns which can correspon
to plain-text repetitions at interval 1. Any digraph, not contained in the above set, cannot
d to a plain-text repetition. _ .
corresPThg: procedll,lre can be carried out in detail for every wheel and every setting, yielding 26
digraphs for each case. The results can be set up in a series of tables (one for each wlfeel) which
give the correct digraphs for each setting. It must be observed that these results will hold for

-
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i.nterva.l 1only. Itis possible in the same way to construct tables to i
interval. On t.he other hand, it is possible to obtain information ﬂﬁﬁ;ﬁ:ﬁﬁ r&m
from tables fo:: interval L '?o illustrate, we know that FU for CWid at Ais a correct possibilit
'gihe correct. digraph beginning with U for CW1d at Z is US. Consequently, FS is a correZt
graph for interval 2 for CW1d at A. In the same way, since SP is a possibility for interval 1

when C.WId 18 set at Y, FP is a correct digraph for interval 3 with CWid at A. The extension
to any interval follows along the same lines. One must be careful in workin'g with a reverse
wheel to reme.mber that the wheel settings progress in the normal order and not in the reverse
order as for_ dJ{-ect whe.els. These tables are given in Appendix I1, basic cipher-text sequences

Our chief mtergst In these tables is to be able to pass from a known digraph to a set gf sm-
})le wheels n.Pd settings. 'To get this information, the tables just described must be remap:ged
in tlge following way: Instead of Listing the digraphs corresponding to wheels and their settings
we list separately e'ach digraph and the positions for which it is a possibility, ‘This has beez;
done for mter'vn.l 1 in Appendix III entitled “first-interval data, cipher-text reiationshi 8.”

20. Application of first-interval data toa known **y*’ message.—Let us now proceedptt; mak
use of these tabl_e\s to try to find which cipher wheel is the one involved in the test m .
employed as an illustrative example on page 23. ek

Take the first pair of equivalents:

H, (locus 3P-3)=V,
H; (locus 4?—3)=—.0J Case 1
Fiaurn 24

Refer now to Appendix ITI, table V, line C: ing ef i
tions indiated i oo e oy » line C; there are found the following cipher wheels and posi-

‘Wheel Setting Wheel Setting Wheal Setting
1d K LZ 6d P 4r I
o ir R 5r M
4d N 2r F or K
&d A: B; P 3r G
Ficurz 25

Take another pair in the same lines of the Iessage:
S, (locus 3P-14)=4A,
S, (locus 4P-14)=2,

Fiaure 26

Again referring to A i i . .
Y positionsnign o t};ﬁfndlx III, table A, line Z, there are found the following cipher wheels

Case 2

Wheel Setting Wheel Setting Wheel Setting
4 [z 56d |¢,D,Q 2
» T F
:g U 6d D: 0 5r U
g |25 r |x e |NJ
Ficurm 27
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The only indications common to cases 1 and 2 are CW1d, set at Z and CW2r, set at F for
line 3P. This means that if CW1d, set at Z is correct for line 3P, then for the line 1P, CW1
must have been set at B; if, on the other hand, CW2r, set at F for line 3P is correct, then
for the first line CW2 must have been set at D. Let us seek corroboration for one or the other
of these two possibilities:

D, (locus 1P-13)=N,
D, (locus 2P—13)=De} Case 3

FiguRre 28

Refer to Appendix ITI and we find corroboration, for on table N, line D, CW2r at D is indicated

as a possibility, whereas CW1d set at B is not so indicated.
For lines 2P and 3P, we should find CW2r set at E indicated for the following pairs:

A, (locus 2P-9)=X,
A, (locus 3P—9)=D.] Case 4

E, (locus 2P-12)=D,
E; (locus 3P-12)=Y,

A, (locus 2P-26)=L,
A, (locus 3P-26)=K,

Ficure 29

Referring to Appendix III, it is found that CW2rset at E is indicated for the first two of the
three cases, but for the third case, CW2r set at F, not E, is indicated. This is not a contradiction,
as will be explained later (p. 37), but it indicates that the ‘26’ break in the lines occurs
either at or before column 26. At any rate, there is now no question but that we have located
the cipher wheel in position 1, together with its initial setting.

All the foregoing was, however, predicated upon known facts: First the message was known
to be a ““V” message, and secondly, the plain text was available, so that identical letters in
columns were known. What if these two facts were not known?

In order to answer the questions proposed, a slight digression must be made.

21. Statistical study of ‘‘V'’ messages.—Consider ! a large amount of plain text to be at

Case 6

Case 6

 hand. It is desired to determine the probability that two letters chosen at random from it

shall be the same. The probability that one of the letters is an E is the normal frequency of E.
The probability that both are E’s is the square of the normal frequency of E. Similarly, the
chance that both are A’s is given by the square of the normal frequency of A. The sum of
these two numbers gives the chance that the two letters are either both E or both A. The
probability that both letters are the same, regardless of what particular plain-text letter they
may happen to be, is the sum of the probabilities for each pair of identical letters and hence the
sum of the squares of the normal frequencies of all the letters in the alphabet. The calculation
on page 27 of Part I shows this result to be 0.066.

If, instead of plain text, one were given a monoalphabetic substitution, the reasoning
would still be the same. For the particular identity of the repetition was of no consequence
in the reasoning. Moreover, two like cipher letters correspond to two like plain-text letters.
Hence, the probability for a repetition of two cipher letters in a monoalphabetic substitution

cipher is 0.066.
1 The reader is advised to review the mathematical analysis contained in the discussion in Part I (pp. 26-31).
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Suppose now that a polyalphabetic message is being studied. If the number of alphabets
is known, it is possible to rewrite the message so as to break it up into its constituent mono-
alphabets. If now the number of coincidences is tabulated in each monoalphabet, the situation
is still the same. The total number of coincidences for all the alphabets should still correspond
to a probability of 0.066.

What happens if the number of alphabets is not known and the message is incorrectly
written out? What kind of result will be obtained from a tabulation of the total number of
coincidences in such a case? To answer this question completely, it will be assumed that the
message under consideration is homogeneous, i.e., that each cipher letter has practically the
same probability of appearance as every other one. Such an assumption is not a very great
restriction since any fairly good cipher satisfies it. Even a polyalphabetic message with as
few as six alphabets has a very flat frequency table. In such a case then, two like cipher letters
in & column may represent any plain-text letters whatever. Select a particular cipher letter
in a column, say #,. The chances that any other letter in that column is 8, are the same for
every cipher letter, i.e., 1/26=0.038. This number is so much less than 0.066 that it should
therefore be a simple matter statistically to determine the proper number of alphabets in a
polyalphabetic message; for an incorrect assumption will yield only three-fifths as many
coincidences as & correct one. The difference between the numbers 0.038 and 0.066 is significant
enough to show up very plainly.!

22. R6sumé.—Summarizing what has been said up to this point in connection with “V”’
motions, it appears that every “V”’ cipher message can be determined provided only that it
be at least 125 or 150 letters long.? In determining a message to be “V”, the identity and position
of the first wheel are obtained as incidental items of information. Moreover, if the message is
of sufficient length, the ‘650" break may be determined by the same analytical test, for that

break defines the beginning of a new set of alphabets. The letters above the break will not yield
the proper percentage of coincidences with the letters below it and if the message is long enough
this property permits the break to be definitely located. This additional information gives
the initial setting of the second control wheel and the initial setting of the second wheel. How-
ever, it does not determine the identity of the second wheel except in very special cases. (For
instance, it might happen that the first wheel in a particular message has been determined to be
CW2d set at I. If the second wheel is found to begin at any letter between A and H, it must
be CW1, because in the numerical key that letter would have to correspond to 1. Such cases
are however very unusual.)

The actual application of the test for ‘‘V”’ messages can now be explained by using a message
whose motion and plain text are unknown.

23. Application of statistical method to an unknown message (Serial No. 169).—To begin
with, the message was written out in lines of 26 letters; only 12 lines ware actually used ineae
test, inasmuch as it was felt that this amount of text was quite sufficient. Twelve lines of text
afford 11X26=286 pair of letters (at interval 1) that may be employed to find the cipher wheel—
if 8 “ V" motion is involved. According to theory, we should find 286 %X0.066—=18.88, or approxi-
mately 19, coincidences; hence, we should find one wheel in one position (all indications being

1 The advantage of such & method of determining the number of alphabets involved in a polyalphabetic
message over the commonly used one based upon repetitions is that a much smaller amount of text is necessary
to obtain unquestionable results. It is possible in this way to determine the number of alphabets with only
5 or 6 letters in each alphabet, provided the number of alphabets is fairly large. An illustration of this and
other applications will be found in 8. Kullback, Stalistical Methods in Cryptanalysis, Technical Publication,
Signal Intelligence Section, 1934.

l:mThe total number of poasible coincidences will be about 26 X*C,;=260; large enough to give fairly reliable
results.

29

reduced to yicld the initial setting) indicatod about 19 tines. Incorroct wheels should yield
286<0.038=10.8, or approximately 11 indications.

Serial No. 169
INDICATOR: 000:’? EHHBE DMSCH

1 08 3 4 5 6 7 8 v I 1215 M I3 101 1819 202 28 H BN
l!FMEIWIGCVCWGFQCDVGGLNXVSVP
2BWOTCMKFJCESPOCHPFOLVMOJVA
3/ UYRPPSYIHIEQONWIMVPBGNJGZW
4|ANCIEXLCBVGVTGDBRKFYBYQXKZ
5/|CXZVBOPMLUBLDQXIDWTEHZMFDU
6INGSGCJLNCZRMLMXQISUIXMATRKD
7! DCWLZOTHRGZPEYKYRXRSJPZHHAQ
S|ZWGEILAYVVEOZVQPUFEEUSSEAR
9|ZWLEGBXNSGBEYLEARUCMYJPXVRYV
10| HTXNTQSXHTZHMTHVYVAEZVZQSG
11| UMAHBABWWOMQUDUNIYBSFXDWFP
12! BVEDYYMOLZZJSYNUGTKRKXWSCC

FiGURE 30

A digraphic table was constructed of the pairs in adjacent lines; thus, for the first and
second lines, FB, MW, EO, etc., for the second and third lines, BU, WY, OR, ete. o '
Referring then to Appendix III, the indications for FB, MW, EO, etc., were distributed in

he following manner: )
the € TapLE VI.—Taile for the interval belween lines I and 2

Setting

ABG‘!DE%FGEIJ’KLM.NOP\QEIT'U'V‘WXYZ
cwid |22 2 1 11 1 221 111
CWir 1. [2l1f2l1i2i1|1]|2]|2:1|2:3 1l2l1]3]|1]2
cwad |1lsit)1i1] |1| |2|1(2] |2 1)1] 2{1]1 1
CW2r 112|111 2 112 3 2; |1l2)2 2 3
cwad [23[1]1]3 tlilay1f2)1]1 1|31 3|3 2|3 2
cwsr |21 2|1(1]2 2| i liii' SERE! 1{1 1 3
Cwad | |1 1|1 1|2)2 1|11 [4]3 1|1 1{1{1|1} 3
CWir 1|22 1| 2{1]1]1 1)1 2|2 1
CWad 11311 1]2 12i1 2 111 1 1|1} 1
Cws: |28 1| | IRE 1{18 1|2
owea |2z!1| |1| |2 | 1] 1]1]2]2 BERBREBERERE 1
CWeér 1 1i3 1|2 12 i3il 1 1 1 1 1
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Tho indications for BU, WY, OR, etc., were then distributed in the same table, but the
positions indicated were reduced to initial settings.
This process was continued for all the other pairs in the digraphic table, with this final result:

TasLe VII

Setting

A/B(C|D|IEF|G HI JKLMXNOPIQRS TUVWXY| Z

owid [13|12|13(15|16]24
CWir |9 |16]11|9 |7 [18
cwad |11[15] 7 |10[16] 9
cwer [10[13] 9 |14[15]19
cwad |18[13[11] 9 [17] 5
cwar |5 (13| 8 |12[13] 0
swad | 7 [13]11]18]12[13
Cwiar |99 |9 |13[12[15 8 [11|11]10[12[16]14[15] 0 [14]10[ 6 | 0 [10[13[10] 13

7
9
CWwWsd (16)17(10{16)11{15|10|11(10|13{12|12|11{ 6 |12({10]14| 6 (13} 7 [15/20(10(11(7 | 9
4
9

7 |13|10| 8 |10{11| 9|9 [16|10] 8|7 |10 7|6 |10{11]11] 10
12{ 9 [ 8 [10{12[11{10] 0 [10{ 7 | 7 [12]10] 8 [12]14[12]15] 10
14{10[14]10] 0 [ 9 [10[11{8 [6 [8 [18[ 0 [0 |8 [13[6 |17 8
7 [16[12[13]15]15]16[10] 10| 8 [ 4 12| 5 [11] 6 | 7 | 16
ol12/9 (110411146 |1e|14| 6 |11|7 |[13]11] 13

9

12
10_5_814811111112813916101781017 10

7

8

10/13|16|15|13|10|14| 8 8|810/12| 8 |13[13( 12

cacgqqmlm
©

cwse |12[19|1¢|1a[17[12] 7 [ o [13|11]14| 6 | 7 [13[15] 9 [13| + [12]14[ 8 |13[12] 8 [15] 16
cwed |18]12[12[11|11]|13[11[18] 6 [12[12] 8 [10|12[10[10( 11 0 [12] 8 [1215] 7 |11]17| s

Cweér [8[{9]|9|6(10|9|7(10}14}12|11|14| 9 |13|14|14(12{11]|9 |12|7 |[12|12|13] 7| 15

Note now the number of indications for CW1d at F; it is 24 as against an avcrage of 11.0
for all other alphabets and positions. This means that not only are we dealing with a “V”
message, but also the theoretical expectancy, 19, was really lower than the actual, 24, and
that there are more repetitions in eolumns thar was anticipated.

As a check on this result the same process was carried out for interval 2, that is, tho letters
of line 1 taken to form pairs with the letters in the same columns of line 3; those of line 2 with
those of line 4, etc. The total number of tabulations is 260, the expected number of coin-
cidences, 17. The actual number found for the setting F, CW1d was 20. The percentage of
coincidences for 286 -}260=546 digraphs for the setting F, CW1d is therefore 8.1 percent instead
of the theoretical 6.6 percent. '

This result is really better than was anticipated. There can hardly be any doubt but
that the right wheel and setting have been found. In less-fortunate cases, it may be necessary
to tabulate and sum the data for sevcral intervals before a conclusive result can be obtained.

It should be observed here that the occurrence of the ‘“650”’ break in a message may
cause some difficulty in the actual test. Any two lines which have the break between them
will not furnish correct information. However, for small intervals the degree of error introduced
is practically negligible. For example, in using interval 1 only one pair of lines at most will
be incorrect, viz, those with the break between them; for interval 2 only two pairs, etc. In a
message of at least six lines, the correct result will still be obtainable.

Having found the correct setting for the cipher wheel in position 1, it follows that the
letter D in message indicator DMSCH must equal F;; also F indicates that a wheel is in the
direct position.
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When message Serial No. 169 was converted so as to remove the first cipher wheel from
consideration, the following polyalphabetic message resulted:

F1cure 31.—Serial No. 189 converted

1 DZTUCUROQOCRDPOGQRRYVHQE
2  QAWGRCTOBLETINJRTYJLRDVORE
3 |[VSUGIXXHGWNWRDMQVWBYXCTQST
4  EVLCHAORBHIMPMQPKIDRTEIEVF
5 | RULZIAJDBSVXJVQMZGQUFYHISE
6 [ QX YZCZAOYENKJOJPITCWTPJFSK
7 | DRWMKUCHASEVCJBTITERE.ZYJCS
8 |[SNGSIURZBLKKUOGKDYPAUUPQQU
9 |[ BTWPRGHYLDGHFERFVAJCIEUQYS
10 | ASBREKRYSEBRPBNRBAWACVPAPY
11 |SXARIULILDDFREAVAHQZLOSBYVD
12 [SWPWKLAATEMRRBFANIQZSOSCYF
13 [ XXBICKCDWVRZXRBGEZVHIOFLBL
14 | VTERMCKVLBPIGXHQALQCIEPVYF
15 |[VXGWMHWCVNSZFTYAVYQSMOKGWR
16 |MOASSGJEYTGZWTVZJJSCECLAQAQ
17 | BGMUQGSQNDXNCUNZJSVCIENQVX
18 |SPHIVNLAEJMAUYKQBPDCNZUUGZ
19 | JUJTTKSMSKSZETRAVTYJKVCTNY
20 |[ VUQINKVG

A study of the repetitions in the message and of the monoalphabets down each column
seemed to indicate that the ‘650" break occurred between lines 6 and 9. On using the ana-
Iytical test based on coincidences, it turned out that the break was either on line 7 or 8 and
consequently the second letter of the message indicator must be either P or Q. The number
of coincidences obtained when lincs 7 und 8 were tested with the preceding lines were so nearly
alike as to yield no definite information. Hence, in the message indicator DMSCH, M,=P or Q.

Enough has been shown, it is thought, to indicate the procedure that was followed with
unknown cipher messages to determine whether or not they were V'’ messages; when encoun-
tered, the value of the first letter of the message indicator, and whether its plain-text equiva-
lent meant “direct” or “reversed’ constituted important collateral information.

After testing out the method on several unknown cipher messages and finding it to be
efficacious, there scemed to be no point in spending further time with similar cipher messages
with unknown plain text. After all, the cipher messages with known plain text would yield
identical results in much shorter time, since identities of plain-text letters were indicated in
the messages themsclves when transcribed in lines of 26 letters. Consequently, all the plain-
text messages were studied in connection with their cipher versions in order to shorten the
time required for a complete solution. The possession of the 55 ‘“known” cryptograms
admittedly facilitated solution of the 110 *“‘unknown.” Nevertheless, the solution was not
made possible by, and would not in practice require possession of, plain-text messages with their
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cryptographic equivalents. After several duys’ work along these lines, many values and deter-
minations were obtained from the procedure.

24. Consideration of “W'’ messages.—The foregoing methods are applicable to “V”
motions. How about “W’ motions? In n “W” motion the first wheel is either stationary
or moves conlinuously; the second wheel moves every 26. The proper assumptions regarding
the setting of the first wheel and its motion together with a correct assumption as to the second
wheel mukes the problem equivalent to the one just discussed. This procedure is a bit more
complicated since it involves trials on two wheels and the number of necessary trials is there-
fore greatly increased but otherwise the two problems are identical. There is no reason why
such messages cannot be picked out by the above procedure. In the present test such a situn-
tion did not arise because it was found possible to get sufficient information from *“V’’ motions
and “Z” motions (to be discussed) to obtain a complete solution of the problem.

A particular idea in this connection should be emphasized. Suppose that in a given scrics
of messages all of the ‘“V’’ messages are found before a scarch is begun for “W’ messages.
In such a case, the number of trials mentioned above is considerably reduced, since in many
of the ““W” messages the first letter will be known. Any wheel assumed in the first position
will then be entered in only one possible setting and the determination of “W’’ messages will
not be of much greater difficulty than the determination of “V" messages.

Similarly, atter all the “W’’ messages have been found, a search can be made for “X”
messages by assuming the first throe whecls, two of which will in some cases be known.

A general solution can be arrived at by such a procedure.

25. First interval data, plain-text relationships.—It has already been remarked that the
messages most amenable to study are those whose motions are either “V” or “Z”, but as yet
nothing has been said about the latter. In such a motion, if the message is written out in lines
of 26, and letters down a column are considered, the fifth wheel is the only one which has moved.
This property may be put to use in a manncr similar to that employed for ¢V’ messages.

Suppose that the wheel in position 5 is CW5d set at A, and that the plain-text letter being
enciphered is E. The current passes from E on the RFS to Y on MALS thence to Y on NALS.

J
RFS__.... YLVRZXCPFOIQAMJBNSEKDGHTUW
MAL5____JORXQEGISCFNAUZMHV‘IILKDBTWP

|
NAL5. ... ABCDEFGHIJKLMNOPQRSTUVWX},’Z
Figure 32

From this point on, it goes through the remaining four wheels, finally emerging at some cipher
letter 6.. After the encipherment of 26 letters, CW5 has moved to setting Z.

¢ L]
RFS ____. YLVRZXCPFOIQAMJBNSEKDGHTUW

MAIb ____ PJORXQEGISCFNAUZMHVYLKDBTW
I

|
NAL5 .___ZABCDEFGHIJKLMNOPQRSTUVWXY
+
Figure 33

If now the plain-text letter be Z, the current passes from Z on RFS to X on MALS thence to X on
NAL5. The current is now at the same point on BS4 as the current for the preceding E. Since
the other four wheels are in identically the same position as before the path traversed through
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them by the current is the same in both cases and the same cipher letter will result. It thus
follows that for CW5d set at A, the sequence EZ of plain-text letters at a distance of 26 will
yield a cipher repetition. Similarly the sequence AB will yield a cipher repetition. Continuing
in this way, it becomes possible to set up 26 digraphs which represent all the possibilities of
plain-text pairs which shall yield like cipher letters when CW5d is in the fifth position at A.
These digraphs are:

TasLE VIII

AB HM NP
BD IC oT
cQ JK PS
DL KG QN
EZ LA RW
FR MU SJ zY
GI TO

HEINE

It is to be observed that it makes no difference just what the cipher letter is. That will depend
on the first four wheels. The essential element is the fact that the cipher letter repeats. Any
digraph not contained in the above 26 cannot yield a cipher repetition for CW5d set at A.

Let this procedure be carried out [or every wheel in every setting. A series of tables will
then be obtained which will give the 26 digraphs corresponding to cipher repetitions for any
particular wheel in any given setting. It is, of course, understood that this information will
apply only to interval 1, i.c., to letters which are 26 apurt in the plain text.

For intervals other than 1, a similar procedure can be followed which will give the same type
of information. Thus, one can construct tables which will give the correct digraphs for interval 2
or interval 3. It is, however, possible to derive all of these further tables from the tables for
interval 1. For if P,P, is n possibility for CW1d at Y and PP, is & possibility for CW1d at X,
both being considered for interval 1, then PP, is a possibility for CW1d at Y for interval 2.
Similarly if P,P; is & possibility for CW1r at A and PsP; for CW1r at B, both for interval 1, then
P;P, is o possibility for interval 2 on CW1ir &t A.

It is possible in this way to combine digraphs for different intervals and get desired informa-
tion about any interval whatever. All of this information can be conveniently combined into
one set of tables (one for each wheel) which have been designated ‘“Basic Plain-Text Sequences”
(Appendix IV). To explain just how these tables are used, reference is made to the square for
CWid. The letters down the outside of the box represent the settings of the wheel. If, for
CW1d, digraphs are desired for interval 1 at setting A, the first letter is read from line A, and the
second is found by reading diagonally to the right, thus YT, HX, ZY, etc. For interval 2 at
setting A, the first letter is again found on line A, the sccord is one removed along the dingonal,
e.g., YC, HL, ete. In every case, the first letter is found on the line corresponding to the desired
setting and the second letter is obtained by reading diagonally downward and to the right. The
distance between the first and sccond letters of the digraph is the interval under consideration.

Suppose the tables for interval 1 are inverted, i.e., suppose that the data above obtained is
arranged with respect to the digraphs and not with respect to the wheels and their settings.
This will be found in Appendix V, “First-Interval Data, Plain-Text Relationships’. Then the
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Now consider the digraph GE which in column 18, lines 2 and 3 corresponds to the cipher
repetition HH. The possibilities which it vields for the fifth wheel are

d r
1w 2M
1F aM
2H 4H
2L 4R
3H 47
5W 6B

6J

6T

6X
Figure 37

But it must be remembered that in passing from line 1 to line 2, the setting of wheel 5 has
changed in the reversed direction for a direct wheel and in the normal direction for a reversed
wheel. To compare the second set of possibilities with the first, it is therefore necessary to
compensate for this shift, Tho second set of possibilities will then become

d r '
1X 2L
1G 3L
21 4G
2M 4Q
31 4Y
aX 6A

61

6S

6W
Figure 38

It is now found that only one entry is common to both sets, viz: CW2d at I. If the message
is & ““Z” message and the fifth wheel is 2d set at I, it should be possible to check this fact by
using other cipher repetitions, for example, WW in column 12, lines 3—4. The plain-text digraph
to which it corresponds is EI and one would expect 2G to be listed as a possibility under this
digraph. This is found to be the case. Similarly, the digraph TH in column 15, lines 5-6 is
found to check. The necessary conclusion must then be that we are dealing with a “Z” mes-
suge whose fifth wheel is CW2d initially set at I.

If a procedure such as has been outlined above does not result in one setting common to
all the possibilities, the message cannot be a ““Z’”’ message.

It is thus seen that if the plain text is known, the discovery of *“Z”’ messages is a matter
of relative simplicity and that each time such a message is found the identity and position of
the fifth wheel are determined. But this is not all the information which is obtainable. The
same test that has already been applied will give information about the first two wheels.

1 If only one or two of several yield apparent contradictions, they may be the result of factors which are
explained in what follows.
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To see how this comes about we proceed es follows: Consider the cipher repetition BB on
lines 20-21 in column 1. The corresponding plain-text digraph is LE. Since the fifth wheel
is originally set at I and progresses in a reverse direction, it should have arrived at R for line 20.
In other words, one of the possibilities which should appear under LE in the tables of interval
1is 2Rd. But, on reference to the tables, this entry is not found opposite L%, although 2Qd is
found. 'The explanation for this appearance is not difficult. When a message is writlen out
in lines of 26, the first column should be that one which corresponds to H on the first control
wheel. This was not taken into account when the cipher message was set down, and it would
consequently be expected that some of the columns would be out of place. That is exnctly
what happens in this case. Column 1 really belongs on the right of column 26 and the digraph
BB should appenr on lines 19-20 rather than on lines 20-21.  For these lines, it would be expected
that LE would correspond to 2Qd, as it actually does. (One must be careful not to overlook
this fact in searching for ‘“Z’ messages.)

The question now erises: ““Does column 2 belong on the left or right?” In order to answer
it, one must first find a cipher repetition in column 2 and check the corresponding plain-text
digraph against the tables. When this is done with LL on lines 19-20, it is found that column
2 really belongs to the right of column 1.

The continuation of this reasoning introduces the use of other intervals than 1 since neither
column 3 nor column 4 contains a cipher repetition at that interval. But this is not an essential
difficulty. The usc of interval 1 up to this point has been purely a matter of convenience; any
other single interval or even any combination of intervals would have given the same results.
It is found by this procedure that columns 3 and 4 also belong on the right leaving column 5
as the H column of the final set-up.

These results have two important consequences. In the first place, the letters f{ ‘3 :; ‘%
at the beginning of the message must stand alone at the right end of line 1. They correspond

NESE: .
ZVUF. - -
was these latter letters which corresponded to the sctting 2Id. Consequently the message
really begins with the fifth whecl 2d at J and not I.

Secondly, since the fifth column corresponds to H on the left control wheel, it follows that
the initial setting of the control wheel is L. Moreover, that initial setting gives the setting of
the first cipher wheel. This means that the indicator EQPRZ of Scrial No. 155 is deciphered
as L...d.

This is not yet all the information which might be obtained from this message. Suppose
it were long enough to contain the *“650°’ break. Could not that break be located by the
same procedure? To this end let us theoretically consider the linc on which the break takes
place. This break is due to a motion of two of the [irst four wheels which had been stationary
throughout. The relative seiting of all four as a unit is therefore changed and it is no longer
correct to say that the first four wheels remain unchanged down a column. But that was the
very property which permitted us to make use of the tables of plain-text relationships, and
since it no longer holds, the line on which the break takes place will aot checic with those above it.
It will check only with those below it.

The application of this notion is quite simple. It is merely a matter of finding the first
line which does not check with those above it. Serial No. 113, indicator RSPVQ, furniches a
good example of this procedure.

to a different setting from that indicated by the letters beginning But it
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Seriar No. 115
12 13 14 15 16
UATTIO
PDNAC
NEFERB
QGO0ZA
HORETI
UDMOB
THOUS
MUKSY
ETWEN
FSSDJ
GAREA
AVTIG
ABoOoUT
HONMG
NESEF
GFZVX
HATIAR
LWJWR
JAPAN
FFZVC
ESTER
MIOAL
MADEA
NZGXA
ESEST
MUHAB
FTOWN
YXZIY
OFRAT
HIDSH
LYAFE
DGEKTI
TTLEA
PLGZR
ONOFJ
EFYHE
NVELO
CZCPF
TOCUT
LTYVL
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The message is found to be a *“Z’ message with the first wheel originally set at I and CWér
at V in the last place. If it is written out as in figure 39, it will be found that line 14 checks
with those below it but not with those above it. Consequently line 14 represents I on the sec-
ond control wheel. On counting back to line 1, it is found that the second control wheel was
originally at V. This gives the setting V for the second cipher wheel and shows that the indi-
cator RSPVQ is deciphered as IV..V.

Returning to Serial No. 155, it is found that cvery line of the message checks with every
other, and the break does not appear anywhere in the mossage. As a result it would seem that
the initial position of the second control wheel is unobtainable, and in general, this would be
true. It happens though that the particular message under consideration proves to be an excep-
tion because of its length. Since the last line checks with all the others above it, it must corre-
spond to a setting of the control wheel other than I. Suppose this setting were any other letter
than J or K. Then it is found by counting back that some line in the message would represent
I and would have to contain the break. Consequently, the last line must be either J or K and
the initial setiing of the second control wheel must be either H or G. This reduction to two
possibilities is as far as one may go with the method given above.

It may be useful to summarize what has becn said up to this point about “Z’’ messages
with known plain text. In the first place, it can be determined by the use of the tables of plain-
text relationships whether or not the message is in a “Z”” motion. This procedure results in a
knowledge of the identity and original position of the fifth wheel. Secondly, the original posi-
tion of the first control whcel can be determined and if the message is long enough, that of the
second control wheel can also be found. Tke information about the control wheels gives the
original settings of the corresponding cipher wheels,

27. Application of plain-text relationships to messages with unknown plain text.—The
next element to consider is the study of messages for which no plain text is available. For
them, some statistical method must be devised which will indicate the correct result by a study
of frequencies. Suppose that the machine is set for a “Z’’ motion with wheel 4 direct at S in
the last position. If the plain-text letter E is hit 26 times in succession a series of cipher letters
will result. If the next 26 plain-text letters are all C, the second cipher line will be identical
with the first because, according to the table, an E and a C at a distancc of 26 will yield the
same cipher letter,

Suppose now that the first line had been all E’s but the sccond line ordinary plain text.
Then in any column where the cipher letters are identical the second letter must represent C.
If the cipher letters in the column are not the same, the second letter cannot be C. Hence,
the number of coincidences is the same as the relative frequency of C in the second line.

If the first 26 letters had been plain text the number of E’s on the top line would have
corresponded to the normal frequency of E. The chances of finding on these two lines a
cipher coincidence which represents EC are given by the product of the normal frequencies of
E and C. The chances of finding a cipher coincidence whose first plain-text equivalent shall
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be A are represented by the product of the normal frequencies of A and N since, according to
the table, AN is one of the digraphs to be sought for at interval 1,

It now follows that the chance for the appearance of any cipher repetition regardless of
what plain-text digraph it may represent, is obtained by summing the results for all 26 correct
digraphs. The calculations are given below:

AN=0.0720.076=0.0055

JM=0.002X0.025=0.0001 SB=0.058X0.012=0.0007

BZ= .012X .001= .0000 Ku= .004¢X .030= .0001 TL= .090X .036= .0032
CS= .034X .058= .0020 LJ= .036 X .002= .0001 UE= .030X .126= .0038
DK= .040X .004= .0002 MW= .025X .014= .0004 VA= .013X .072= .0009
EC= .126X .034= .0043 NQ= .076X .003= .0002 WT= .014X .090= .0013
FY= .030X .021= .0906 0V= .074X .013= .0010 X0= .006X .074= .0004
GF= .018X .030= .0005 PR= .027X .083= .0022 YG= .021X .018= .0004
HP= .033X .027= .0009 QI= .003X .076= .0002 ZD= .001X .040= .0000
IH= .076X .033= .0025 RX= .083X .005= .0004
Figure 40

The expected theoretical number of cipher coincidences at interval 1 is 0.032 of the total number
of tabulations. The average incorrect result is ¥, since it may be assumed that all cipher
digraphs have an equal probability of appearance. Hence, the average incorreet result is 0.038
against a correct result of 0.032.

In considering cipher repetitions on the first and third lines, it is necessary to use interval 2.
Similarly, in comparing line 1 with other lines of the message, new intervals must be introduced.
The correct results for CW4d at S (as calculated above) are given here for a few intervals with
the corresponding incorrect result in each case.

TasLe IX
|

C o) N " orrec|

taterva| ot | T erva| oI | et rotervat| o | T
2 0. 043 0. 038 7 0. 048 0. 038 12 0. 034 0. 038

3 . 034 . 038 8 . 043 . 038 13 . 034 . 038

4 . 038 . 038 9 . 037 . 038 14 . 043 . 038

5 . 031 . 038 10 . 048 . 038 15 . 033 . 033

6 . 038 . 038 11 . 045 . 038 16 . 043 . 038

Should one wish to study repetitions between line 2 and the lines helow it, it would be necessary

to consider wheel 4 as being set at R. The results obtained for the first 15 intervals of this
setting are:

TapLe X
2] | N ' i
Interval (rgﬁ:t “:,‘é::{-;ﬂ E Tnterval (r:.:;'rll'(t.l I‘:,:?‘Eﬁ“  Interval (;ggﬁgt lmct
1.
1 0. 042 0. 038 6 0. 036 0. 038 11 0. 041 0. 038
2 . 033 . 038 7 . 032 . 038 12 . 030 . 038
3 . 031 . 028 8 . 045 . 038 13 . 033 . 038
4 . 042 . 038 9 . 032 . 038 14 . 036 . 038
6 . 043 . 038 10 . 040 . 038 15 . 030 . 038
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These results seem to indicate that the incorrect result is often larger than the correct
one and that even in those cases where the correct one is greater, the dilference is not very
appreciable. In other words, a mere count of cipher repetitions cannot give any information
as to whether or not a message is in a “Z” motion.

However, it is to be expecied that the disiribution of the repetitions will vary with the
probability. TFor example, if the correct result for two lines is 0.045, it is natural to expect
more cipher repctitions between them than between two lines whose probability is 0.030. It
seems regsonable then to multiply the number of repetitions between two lines by the corre-
sponding probability and to sum the results for all possible pairs of lines. Such a procedure
was followed in several tests and the following results were obtasined. (In most cuses the
ncorrect settings were picked at random. The correct one is the first one listed.)

Serial No. 139 (10 lines)
1Cd 1Dd 48d
17771 17596 17903
Serial No. 131 (10 lines beginning as in cipher message)

45d 1Bd 1Ed
14519 14597 14735
Serial No. 131 (10 lines beginning at proper position)
[ This test assumes a knowledge of first control wheel ]

4sd 1Ad 1Bd 1Cd 1Ed
14108 13098 13941 13488 13929
Serial No. 131 (17 lines beginning at proper position)

[ This test assumed that there was no break in the firsi 17 lines ]

4sd 1Ed
58491 58192

Fiaure 41

The results obtained above do not seem very satisfactory. In several cases, an incorrect
sctting gave a lurger total than the correct setting. Even in those cases where the correct setting
gave a larger result than the few incorrect positions used, the percentage difference was very
small. Consider the final test, where 17 lines were used. The difference between the correct

58231 which is one-half of 1 percent. It appears that one cannot deter-

mine “Z"” motions by comparing the cipher repetitions between pairs of lines only. One must
use more than just two lines.

It is not difficult to see how this can be done. It has already been shown that for a given
wheel in a given position a cipher repetition between two lines, at any interval whatever, can
represent only 1 of 26 possible digraphic combinations. To put it differently, if the plain-text
equivalent of the first of the two cipher letters is arbitrarily assigned, the equivalent of the second
is completely determined. In exactly the same way then, if three or more like cipher letters
appear down any one column, and a plain-text equivalent is assigned to any one of them, the
equivalents of the others will be fixed. Naturally, these equivalents will vary with the different
wheels and their different settings.

and incorrect settings is
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To illustrate this notion, consider Serial No. 155. If this message is written out in lines of
26, the cipher letter D is found to appear five times in column 1, the first appenrance corresponding

LL
to the setting H on the correct wheel, 2 direct. The positions of the other letters D correspond G K
to the settings, C, X, R, 0. These letters H, C, X, R, O give the intervals between the repeated HJ YK
cipher letters, viz, 5, 5,6,3. Tf we assume the first D to be represented by 4, then the second must IH FY

be B, because the tables give AB as a correct digraph for interval 5 when wheel 2d is set at H.
If the sccond D is supposed to be B, then the third must be W because BW is a. correet digreph for
interval 5 und for wheel 2d set at C. The fourth and fifth letters in this same way become G
and J, so that finally if the first of the set is A, the cntire set is ABWGJ. This same procedure can
be carried out by assigning each of the 26 letters in turn to the first of the cipher letters D and

Z<=PCc<=Uom e

¥ 3 4 5 6 7 8 112 13 14 15 18 17 18 19 20 21 2 23 24 25 2%
YIFMMXYAY ANZGXAZPQOFLERSTI JH
JIFFHNPGGW LMUHABJLORJPDAHH HTI
PQWIZRST JYXZIYSTPAQGHTUG GJ
JG MDJLPZKO CHIDSHHQBCNCLPCS FK
KF KINRRYNCX JDGEKIEEINEXWGVA EL
LE LIVEUEOST EPLGZRLOIFGWSAAG DM
MD WUVFSSHG YEFYHEDUKNPCTXFX CN
as a result, the following sets of 5 letters arc obtained: NC UAWJKSAWQQWCZCPFHZXKKBUPPB BO
OB KINMHVYYBMGFLTYVLENKVMMAEEZ AP
KIYMNHBTLOZQXVWGSFJDERACPU PA AlVUPQASGDLVMJLODDITHOYUSPU ZQ
LDVCJONIPZYHMKWTFSQARUBXEG QZ GINEOQVAZPXFXLQILDFRWOMWQQG YR
JGBAOXLEUZVMHNSFRDITYCWPQK RY UNIEPBRNZWQMUKYDCSMAAYFSER XS
PUZIFKVHTJOYNRCAXMSWDLGERBA(Q SX QITKLTOWMMLRWKZDXRPBVKFGHKZ WT
MQHXWYSARKCOBFNDVTZUGEJILP TW VILBEVSWUQKWKWYLVPQNDHJLLIU VU
93 167 79 211 196 136 104 397 266 81 142 156 150 205 195 250 180 243 140 246 288 308 117 267 203 81 U v U J x J TL Y A T A M Q KCT s F w F 0 o M Y H KP uv
Fioure 42 VU SIFJSZKZQGJOWZIJEFECAHYFMHJ TW
WT LIQMYNXYZLDMVDJBSYAENHXGFJW SX
The m_xm_ber at th9 foot of each column rcprese.nts the sum of the relative frequencies of XS HMAAGYKVZTLUTMUOYCIDXPZMZC RY
the letters init. The highest of these sums, 397, which comes from the set TIEHA is found on OKBBL Q2
comparison with the known plain text of the message to be the correct set of letters. YR KIPVIFDQNXGVTBLGSQKNBG
Given any set of repcated cipher letters in & column, it is possible in this way to relate to it ZQ BYGADODXXSNFTJXYRLUUEFPJQPS PA
26 sets of plain-text letters, provided, of course, that the entire set of cipher letters is contained AP OIDUWJKIYATKOLSBIQYHREUWIOF OB
within one block of 650. BO ZILQRQIXAOZLYKKXQHBGLAFNSHG NC
This potion cun be cxtended still further. Suppose a fairly long message is being studied CN VIXJDGWJSWGEGSQIFWCMMWIXJOPEO MD
and that the original po§it-ions of. the control wheels are known. (Such an assumption is not PHCYQZVFDJXAKXSTKBTHBCI LE
unreasonable, since this information is obtainable from a study of “V”’ messages.) In such a DM JIGR IWAO KF
message one can relute cipher letters in one block of 650 to letters in other blocks by using the EL JEOZMANETAOLIKABMRXVTUILRW
properties of the “703" eycle, in which as has already been shiown a shift of one letter arises in FK NDHEKPENUICTAPNTAPZMJNLYHG JG
both of the fixed sequences. GJ A[T[MMKNFOSKFWGFTNUOLOZDJUKR HH
] 'To illustrate the procedure, consider Serinl No. 115, on which the proper breaks have been HH FIFPDGOFIMAXOAQCJCEXUZGSNFP GI
indicated. IH IGC ZICEAQCXIBDNXFZUUGOWHKNFOIG FJ
112 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 JF TYLSOWDDFQPSIOWHSKWGNIQYSE EK
VV GQCBFHANWJIPDNACUMIIKLPLAV UW KE OCLEZNNFYCTCOHSWDPSLZZVVBO DL
WU BIEGCLLLVCOFQGOZABXORBOUEMF TX LD XSUCXRRAOQUBTLQRVNNYUSFEKH CM
XT DUPWDEKTDVUUDMOBTWUJPDOMFX SY MC VILBXAIBFGBYBUZOYKGWNMJACFZ BN
YS DXHCPWXPMKRMUKSYRPJTFLHGLK RZ NB S|OIRAVOYOPERADODMQAOAHIXDR AO
ZR UWKKYPLVEFMFSSDJANNLWPCLPY QA OA SICTRIYKZVKAKXDKPADUSAEYQRN ZP
AQ JRCEGXWGMIBAVTIGPCCVZYPLBC PB PZ IDCNPLJSIZZABGJIRNIDYEZFVB YQ
BP O|SDKOBARZAPHONMGMKMXTJJRTD OC QY O XRHNRXKGPPLFSZMTZEDSUJFCB XR
CO GIJHBYKEVLIGFZVXYAJCOLGJEZ ND RX SIVKHQUSPRJWGWHZRKMXLSIGPEL WS
DN PIKDHNDFRZLZLWJWRGUCYKNDHMN ME SW FITCFJCTNJZTSXOYAYAPXQPCNQP VT
EM HBEZDTLADJITFFZVCTCKCYAKOIK LF TV WTQWNVOYHOJMKLBKCTNAECIUCS UU
FL NKZANQKJLZKMIOALFOXFZPTOTT KG
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:{:I'-.!I.'i-isﬁfﬂﬂ 10 11 12 13 M4 15 16 17 18 19 20 21 22 23 21 25 28
UU BIEVDMYUTFSOZZDQPOCWQGYAKUJ TV
VT ZWWHSPPLWYUXVVWJBUYTJXBKLBG SW
WS QYGYUYINFUJPLSOWGDZFMVQBPS RX
XR JAVJTIYUGLKTQAKGPSVJOPSHYF QY
Y Q AL{IOCVPCGIPZVXYAROANUULBL P Z
ZP FILDBXSDUGPYWVQUVJPKKMYLRLR O0A
AO YISUZYTQGUSMJJ N B

Ficure 43

In column 1 of block 1, the letter G is found repeated at interval 7. ¥or whecl 6 reversed,
set at V, this pair can represent one of 26 possible digraphs, obtainable from the tables for tlmt

wheel. Thesc digraphs are

KJ PD MB FE
BI RL DV GF
(1).4 us IN oM
LA XG JP YT
CuU SO VZ TC
NR HQ zY
WK AW EH
Ficure 44

Lot us recall just how these digraphs were obtained. Suppose that the first of the cipher
letters G had represented the plain-text letter E. Then with wheel 6 reversed, set at V, the

current would have traversed the following path:

J
RFS.____._ YLVRZXCPFOIQAMJBNSEI:KDGHTUW
NAL6_____ VUTSRQPONMLKJIHGFEDCBAZYKW
\IALGr----N?RTHLBIJZEQXSOWFPUKGCYVMA
[4 intervening wheels]
|
LFS____.___ TE(EDNSXUPQYVHAMBKRFJLZIWO_C

Ficure 45

Just what path is traversed through the first four wheels is of no concern since those wheels

remain fixed down the coluinn.

45

To see what plain-text letter the second G represents, it is first necessary to shift the last
wheel to the setting C, 7 places removed from V. Then in this position the strips appear as
follows:

¥
RFS.____. YLVRZXCPFOIQAMJBNSEKDGHTUW
NAL6____. CBAZYXWVUTSRQPONMLKJIH(;‘:FED

MALGr____K(,}CYVMANDRTHLBIJZEQXSOWFPU
\
[4 intervening wheels]
LFS ... TE(LDNSXUPQYVHAMBKRFJLZIWOc
\’

FiaURE 46

The last four wheels are in identically the same position as before. Consequently, if the current
emerged at G, it must have followed the same path as before and must have come from G on
CWeér. G on NAL® is opposite H on RFS. It is thus seen that the second of the cipher letters
represents H. This result checks with the results as shown in the table.

Suppose now that the letters in the second block are being considered. Since 703 leaves a
remainder of 1 on being divided by 26, it is necessary to relate the letters of column 1 in the first
block to those of column 2 in the second block. Moreover, as a result of the shift in the fixed
sequences, the letter G of block 1 must be related to D in block 2. The second column of block 2
is found to contain the letter D three times. The second of the letters G having been supposed
to be on line C, the first D will be on line K. For this line, the setting of the strips becomes

y
RFS_____. YLVRZXCPFOIQAMJBNSElKDGHTUW
NAL6.____ KJIHGFEDCBAZYXWVUTSIRQPONHL

MALGr-_-_QXSIOWFPUKGCYVMANDRTHLBIJZE
y
[4 intervening wheels]
LFS____._-_TE'GII)NstP'QYVHAMBKRFJLZIWOC
T

Fiqurz 47

In this setting the first four wheels are in the same position as before, but have been shifted
one place as a unif relative to the LFS. The path of the current to D on the LFS from MALSr
will be the path previously followed to G on LFS from MALSr but will be shifted down one place
along its entire length. This means that the current to D on LFS must have come from S on
MALG6r and therefore from E on RFS. D, on line C must therefore represent E,.

The equivalents of the remaining D,’s in column 2 block 2 can now be obtained without

difficulty.
71836—35——4
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If the cipher letter N appeared in column 3 of block 3, a similar procedure to the one de-
scribed above would determine the corresponding plain-text letters. Here again a shift of the
fixed sequences must be introduced in the same way as before. This method of relating letters
in each of two or three blocks of 650 makes it possible to study larger sets of letters than would
otherwise be obtained. For example, in Serial No. 115, more than 25 sets of such letters were
found where each set contained at least 5 letters. In a message of but one block, the occur-
rence of even four or five such sets is rare.

For each assumption as to the identity and original setting of the fifth wheel, 26 combina-
tions of plain-text letters can be assigned to each set. For, by the above procedure, after any
one of the cipher letters in such a set has been arbitrarily assigned a plain-text value, the equiv-
alents of all the others can be determined. To illustrate, consider the cipher letters G, D, and
N in columns 16, 17, and 18 of blocks 1, 2, and 3, respectively. The total number of occurrences
of these letters is 7 and the sets of plam-text letters obtained on the n,ssumptlon that the fifth
wheel is CWér at V are given below:

GSPAHXMOZQTVEKYNDFIUJLBCRW
EFMTCJIXAURKDLSGOQWBVNPZYH

JZXAVCDHIOMLEBQPRKUFSWGNTO
BXOTWMRNZGEJICHLQDVUKYASPF
CIUYJZSXHKBQPTVAGRWDLMEFON

HFMRZQLXKGOWAYSJICVETPNUDB
FBXOTWMRNZGEJICHLQDVUKYASP
502 348 @ W

p:":uoz"ow

Fiaune 48.—Columns 16, 17, 18—GDN

Of these sets, the combination ATATYRO represents the greatest total frequency, viz, 502. On
reference to the known plain text, this set is found to be the correct set.

1t now appears that for a correct assumption of the fifth wheel, the proper letters will be
found from & set of 26 possibilities by a summation of frequencies. That the correct letters
correspond to the greatest sum is substantiated by the fact that only one exception was found
in more than ten tests of this nature. Hence, it may be assumed that in each group of 26 sets
the column giving the greatest sum is the only one to be considered. Suppose such a procedure
were carried out for every set containing at least 5 letters, not only for the correct setting but
also for all incorrect settings. How would the grand total of the frequencies of all the sets in
the correct case compare with an incorrect case? If the former should be the greatest of all
or among the greatest, one would then have & method of testing unknown messages for “Z”
motions. Moreover, there is no question about the fact that such will be the case for mes-
sages which are sufficiently long. Unfortunately, this is not true for & message of the size of

47

fSeﬁ'ml No. 115. A series of tests carried out on the latter message gave negative results as
ollows:

TasLn X1
Cipher letters| Columns E.m Im

GDN 16 502 560
ZIW 17 417 471
HAM 19 383 415
FJL 26 468 436
EGD 25 455 383
KRF 7 210 414
JLZ 19 308 505

2,743 3,184

Unless one can obtain longer messages, the methods herein discussed will not permit the dis-
covery of “Z” messages whose plain text is unknown. Some other plan of attack will have
to be devised for use in such cases.
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ArrENnpIX I

INSTRUCTIONS

TEST OF HCM
) ArrIL 1, 1932,

1. There are four sets of variables in the HCM which must be adjusted before a message
can be enciphered or deciphered, namely:

(a) Code-wheel arrangement

(6) Code-wheel lineup

(¢) Control-wheel setting

(d) Ratchet action

The code-wheel wirings and end wirings are semipermanent, but remain unchanged for
long periods of time. They will remain fixed for this test.

2. The method by which the above listed variable adjustments are set is as follows:

(a) Each message contains an external indicator which shows, by reference to a printed
cipher or list for the date in question, the initial key and hence the set-up of the HCM. It
also shows which one of the six cipher wheels is to be omitted from consideration for that day.
Ordinarily, the initial key would change daily, but for this test it will remain the same through-
out.

(5) In each message, a message indicator follows the external indicator. With the HCM
set up as determined by the external indicator, the message indicator (5 letters) is enciphered
on the HCM. This encipherment produces the message key. By the use of a simple code,
the message key determines an entire new set-up for the HCM. The set-up thus obtained is made
and the encipherment or decipherment of the message proper now begins.

The message indicator, and therefore the message key, changes with every message.

(¢) The actual set-up of the four variables is derived from the key as follows:

(1) Code-wheel arrangement.—If the key were YSRIP, for example, the order of the wheels
would be 5, 4, 3, 1, 2, A table in the cipher shows whether each wheel is to be used in the
direct or reverse position. If the table were

Direct.____. ABCDEFGHIJKLM
Reversed.... NOPQRSTUVWIXYZ

the code-wheel arrangement would be 5R, 4R, 3R, 1D, 2R, since Y, S, R, and P in the table show
that the wheels are to be used in the reversed position, and I in table shows that its wheel is to
be used in the direct position. The wheels are then placed in the HCM in that order and
position, from left to right.

(2) Code-wheel line-up.—The key itself is used as the line-up setting of the code wheels.
Thus, wheel 5R, which is now installed as the left-hand wheel, is set with the Y (on the wheel
periphery) against the bench mark; wheel 4R is set with S against the bench mark, etc.

(3) Conirol-wheel setiing.—The first two letters of the key are used as the control-wheel
setting. Thus, the left-hand control wheel is set at Y; the right-hand wheel at S.

(49
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(4) Raichet action.—The arrangement of the code wheels has already been derived as 5R,
4R, 3R, 1D, 2R. The first two digits, 5 and 4, are applied to a table in the cipher to find the
ratchet-action setting. Such a table would be

Second digit
1 2 3 4 5 6

(L)

-9

Firet digit

The setting of the ratchet action from the table is ACY.

Betting

ArrEnDIX II
BASIC CIPHER-TEXT SEQUENCES

bHOUHHQMHupNHEZOWORWHAddEMHdN

VMGQIHEKYWFZXNUJSDPBRTLACO
CHBDYWAGRVOJIUSPLXNQKFEZMT
ETAKNVOMDFHCLWPXQZUSYRJGIB
KGEMRSHCBNJATZOQUYIPXVFLDVW
ORDGBFXATKSLMEICYPVWQUHJZN
SCFNDKJUMERXZBGWTVQHOYPALTI
WXTJSNRLPBGFUIKDOEHYACVQMZ
IOUELXSFZQKDJPWRNCGAVMTHYB
KWCPGZUXJIYRNLQOFSTDMHBEAYV
HROTQDIPULWVFSZYCJXENBAKGM
BAFCEYNWQPZOHJXIVTLUGSKMRD
NKMJTGVSOYQICALUWHEZPDXRBF
JSRBLEDHXCVYWTMZPOAGIQNUFK
RLXFKZGNAUTHVOEBIQCMDWYSPJ
LFZUJRIDSMPEAHCGKWYTBNOVXQ
YZJIPLFWNXBQGMATDROVEKSCHU
PVILWQZJOSUKYDBMENFCHGRXTA
MQHWZOYILCXPRVNKBGSJTADFUE
GBYAOICVWZTUQFHSRKDIXLEMNUJP
QDKVMCWTHOIEPYJAXFRNUZGBSL
ZYNRHBTOEACWGQVLMUJFSPIDKX
UIVSFAKECGMTODYHZBPLJXQWNR
FPWHXJMRGTDBECNVAIKQZLUYOS
XJQOAULBFDENKGTSHMWRYIZPVC
TULYCMPZKJNGSRDEXABOFVWIQH
AEPZVTBQIRLSDXFNGUMKCJHOWY

BASIC CIPHER-TEXT SEQUENCES yYor CW1 DIRECT

(51)
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bHaQUBHEQN~uauREBERZOoOWOoDWuEAddg YN

VFIXNHWQDOKECMALGYTBPJSUZR
FHJWUSAOYNCRGTBMZDVEKQLXPI
WJALOPXMCVSTFDEKBINHGRYZUQ
YOLMZCQUBTHXEJNGRKWSADFVIP
QVCZBITYPKEAUGLSDFROXMNUJHW
OYHTIKWEVQRGMPDZXNJFCUBSLA
MCVAEWROGHYFDBQNIUSLJTPEKXZ
IBTHMGOFCDAVJNKYSWPXZLEQRU
PWKEABDCJTNMHLSRVXOQUIZGYF
JQORGMKNTLESBAZXFHUCYPWIDYV
HLYCFDBRSEZGXKMIUJAPTVQOWN
SAZVTJNKFXGIDURBWPLMQEHYCO
CXMIHELSRJUDWNPFKOQZBYGAVT
ETUBWAGZXFLPNOSQJRCYIKVDMH
AGEPKOMDIUJZQSCXYLFTVWRHNB
KMDGQRCBNWPLIYXTUVZJEHOFAS
XRBNDYFTKSOQZWVUEPHILGACJNM
BUFKSNVJERXCYIOHPGQAWZDMTL
ZKPJRXSHLGFUTVWCAQDYMOINBE
GIRQLFUXAZDJPEHOTMYNVBCWSK
RDWFYZJPUMINLQGACEBYVSHKTOX
UFNOJVILQPBWSZYDMTGKHXAREC
TPJSCLHWZYQKOXIVNBEDRAUMFG
DEQLXTZAOIVYRCUWHSKGNFMPBUJ
LNGYZUEIMCWHVFTPOAXRDSJBQK
RZSDVIPGWBTOAHJEQCMUFNIXLKY

Setting

33

BASIC CIPHER-TEXT SBEQUENCES FoR CW2 pirmcr

'bwnuuﬁomHHhHEzowpwmadanNN

|VUYPSOKGBTNDCIFEHXRQLWJZMA

/|CRGSEDIZJBFKAXOYWPHVUNTQLM

UFIZRMYJNOQEHBVAXSDCGTWKPL
ZPIJWIFBVLSCYGAKHMUXNTDEORAQ
YIQLOWJKHZXTVDMRABPUSENGCF
JYWYZCOLRAIUEHNBFMKQPXGSDT
ELHOVITCZFMWPGASKJBRYQUDXN
SGZACHWETIJBOQDMXRLEKFVYPNU
PXDIMTAOGEWLKCYNBUFZRJHVQS
XQUNWBEMCDGOZRTVSKPJIFLAHY

MHPVQXCRDKESNTWJGAUFYZOLIB
KBAQHYUTFNRGXSEOLDMPJVICZW
ORKMYAVPEJSFDUXGCZNBQLHWTI
WCFRBVMHQGLXJNPUDTISKYZAQE
GOTJFKHBAYDZULSQPNEWXRVIMNC
TDCELJRAKMVNIPZXYQSGOUFHWE
KENTGZLFMRBHSWQIUVYXDCPJADO

BTFDXGNWILKJRMUCVOQAHPSEYZ
IKEJNUDSOWZRLFBPTHCYMAQXGYV
HWRGLSPNXCOIFZJKQEATVBMYUD
NAOFDZXQSUTCWJILRYGMEHKBVP
QSMCJNIUYXPETOLWZFVDBGARKH-"
AYXBTLSWPVUQGECZOIJHNKDMFR
FMYUKEZXOQHPYDGTICWLASRNBJ
LJBHPRGIUCYAQVNDEWTOZMXFSK
RZLKAQFDWPTVMYHSNGOECIBUJX

BABIO CIPEER-TEXT SEQUENCES ror CW3 nimzcr
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baUENQN~uNEHEBERHORDODNRAdAdEMHN

IDJOLARMHCBSQXWEPKGUFZVYNT
EWNLCZMFBATKXYUOGQRDPJIHYVS
XGOSZTIBJKMERUVPCDYFNQLWAH
AUDCXIEWKLRBGFPHQTNVJSYZONM
BMPNTUWGORZFKDJQAYESHLZXVIC
TKBQSEPODCFIJRNLYMVGXAZUHW
OERKYXGQCNTJWLFSZVBHDUMIPA
MCGFRVUDYTSELOZJXIHKANPBWAQ
YBTDJFHPNVEXGZCILUWARMSQKO
CVKENLJAQSHGUDITWZPOMFBXYR
FTHRGSZLMYXADPNWEOIQCBJKUYV
HJEAFDXIZBVUMNQSOGCWYTKLRP
QALGMJNUWIKHPBSYXCDTOVERZF
JYMZDBLSPOWRAQKXVUTNECHGFI
WLVBINKZXQCOFMYRUHPESGTADJ
LOZHKWSRIUYTCJBVFPAQGXDEMN
SZCIAROXFWPVETLKHJQMYDUNGRB
KXITWMFCUJOQHGEZRALYBVNPSD
NRUWEOBJTPLCYADGIFMZVKHSQX
USFPOGCKLEQZTVMNDWJBIHRAXY
VPXJQCDTRZGYIEHBSNOLKWAFMU
PHQULYTNEFIDVWGAKXSCZROMJB
KQAYPZVESGJWNHODMRUXTIFCBL
ZRYMVQIHGXDLOSACNBFPUEWJTK
RIFVBHYWADUNZCXMTSKJQPGOLE
GFWJHKAVOMNPSITUBEXRLYQDCZ

55

BAEIC CIPHER-TEXT BEQUENCES roR CW4 pimmcr

buouHHQNHuNngowowmadqiunuE

KYBFORSUQJDXMEZTAPICHVNGLW
ORVKJCFXPYLNUBGIEMQWTAHSDZ
ICFHRLTJUQVZSPKDWGBYOEMAXN
SWTJAFZELPYHIXQRNODKVCGBMU
PXOELMJIGZQVAWUYFSCNRHTDKB
KQUCGZBLWDIYHIIOPVJXTSFAENR
FRYPTDIKZONWVABCQHLUEXJMGS
XJFVQENWRICSOHHKTYAZPGULBD
NULJHYGSOFWTXCABREVMIQDPZK
RSPZLAVDXCJOEUTMKFGHBWYNQI
HFKQIZHHNUTLCGPEBRJDAKOVSY
VOJUYWIBASPEZTDQGKFLNMRCHX
UHCLPVOWKMXQGIENYDRJZSBFTA
MPATZQHCORBUYDWGSVNFLIXKJE
GBQHEIYATCFKPVNODXHSJZHURL
ZDKYBGWVMETJRQHSCNUAXLIOPF
JINRVKDOHBGELFYAXTSPMUZWCQ
YLWSFHRNCAKDGZJVMUEXQBPIOT
EVZOXJAFSTMRNDILHBPGUYKQWC
PCHICULMJXEBFSNWZAKQDPVRYO
CEDAWTPZBLUGKJXSOIMRYNQHFY
HTGNMOEQIKZPDRLUXCWBFVSYAJ
LAEDSBCGYWRIQNFZPUTOKJHXVN
BZMGNXKTDVOFWYSJIQPECRLAUH
AKIBDSURENHCJOVXLWYQGTFZMP
QMRWKNXPFGSATLGHUZOVYDE-JIB

BASIC CIPHER-TEXT SEQUENCES yor CWH pimzer
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QU OQOMNRaNHEAOWDWREdAEMHEN §

CDUVZKXWBJORSTYQGHPLFNMEATI
WTNPHIRUOKLCFXEVYDAQZJSBGM
BOESQAWFPCRZTJUGHVNMYILXKD
NKCGXYMOJQTFIELPDAHSBVWZUR
FSRTDUVBCLYEJWGZQNMAXKHOTLP
QIXFENPHKTZVGLODIYSBMURACW
OYLUJGSQAREIHDZCNWVXKBPFMT
ECVZPLDXYMFGWANITSOHURKQJB
KGTHIQZNUVBJDOMSWEXCAPFRYL
ZRDEAWYISPHKLNCBXOGUTMQJFYV
HIFNGMOVWXQARZSTKUCDPEBYLJ
LAWJSDBCHOUYMFIXERPTNQGKYVZ
IZMOLXNKTACPVBJWUGFQESYDRH
AWIBCZUSREMTQHKLOPDJYGXVNF
JMOWNKTIPXFGBEYARZCQNLVDUHS
XLBCOREWQUJDKGVMFITYSZHNPA
MUZKTCFGOYPLNRDHBJWEVXIASQ
YBPIRETJDCVQZSFNAKLOGHUWMX
UVKQWFGELNTHYIXJSMRZCDAPOB
KPHRYOJDGZSEAVWULXBFITNMQC
TRQAFVCLNDIXGMHOPZUKJWESBY.
VEFYMJHTZSNWUDBACQIPRLOGXK
RHGJVBLAEIXSOPNKMTYWQFZCDU.
PFADLHKZMGWUXCQSRBEVOYJITN.
SQJMNZARIBDOPUTYXFKGHCVLWE

57

GXYLBSIMFWKNCQPEVUJRDATHZO

BASIO CIFHER-TEXT BEQUENCES ror CW6 pirxcr

_N.NNE<dé¢ﬁbmoﬂzﬁwuﬁlﬂmuuboub E

CYMVBAQOJEINTPLURHSKWFGDXZ
VBHKMYCLGWSEQZPFAXROJDNUIT
KARBVTZDOXGYIQJMUFCLNSPWEH
MFKHEINCUDVWYLBPJTZSXQOGAR

{JRAGWSTPNHOVZKQLEIXUYCDMFB

FMDOXEQSACHIRYZGWUPVTNBJKL

|BNCUGYXMTAWFVIDOPQHESKLRZJ
|STPDVUBEMOJHWNCQYAGXRZFILK

EQNHPKGBCLAOSTYVMDUFIJWZRIX
YSAQRDKTZNCXEVHBNPJWLOIFUG
XMYFNREIBTUGHAKSQLOZCWJPDYV
BVJSFGWKEPDAMRXYZCITOLQNHU
HLXJDORGQNMBFUVITWECZYSAPK
ZULNCFDYSBKJPHWEOGTIVXMQRA
PZSTJNVXKRLQAOGCDEWHUBYFNMI
IXELSHURFZYMCDTNGOAPKVJBWQ
UGZXAPFJIVBTNESDCMQRHLEKOYW
D_IUMQJZWHKESGXNTBYFAZRCVOP

|WPBYZLOARGXDUSEKVJMIFTHCQN

QKVLICMFDUNPXGRHLBWJEATYSO
RHIWTBJNPSQUDFAZKOLGMEVXCY
AWOEKLSQXYPNJMIRCZDBGHUTVF
OCGRZXYUVQSLBWFTINKDAPEHJM
TDFIUVPHYXZKOJEWSRNMQGALBC
NJWPHQAVUIRCLGOXFSBYDMZKTE
LOQAYMHPWFTZDCUJXKVNBIREGS

BASIC CIPHBR-TEBT SEQUENCES FOR CW1 REVERSED
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NHEgddngopWodErRurmiounuEYowp

BYFINWDXJQTZHAUKECSVGOLRMP
VIWSONULYEIAMPRGTXHDCZFBQK
LOXCSPZVGWMBQFDEUANTIJKYRH
CUTXQIHDOBKYJNGPMSEWLRVFAZ
PEUYWANCKRVLSDQBXGOZFHJMIT
GPVOMSTRFHZXNYKUDCIJALBWENQ
QHCBXEFJAIUSVRPNTVWLMZKOGYD
ATKUGJLMWPXHFQSEOZBIRCDVNY
ERPDLZBOQUAJYXGCIKWFTNHSYVM
FQNZIKCYPMLVUDTWROJESAXHBG
YSIWRTVQBZHPNEOFCLGXMUAKDUJ
XWOFEHYKIAQSGCJTZDUBPMRNLYV
OCJGAVRWMYXDTLEINPKQBFSZHU
TLDMHFOBVUNEZGWSQRYKJXIAPC
ZNBAJCKHPSGIDOXYFVYRLUWMQTE
SKMLTRAQXDWNCUVJHFZPOBYEGTI
RBZEFMYUNOSTPHLAJIQCKVGDWX
KIGJBVPSCXEQAZMLWYTRHDNOUF

IWDLKHQXTUGYMIBZOVEFANSCPJR

NZRAYUEPDVBWKICHGJMSXTQLFO
IFMVPGQNHKORWTADLBXUEYZJCS
JBHQDYSARCFOEMNZKUPGVILTXIW
KAYNVXIMFTJCGBSIRPQDHWZEUOL
MVSHUBJELTDKXWFQYNAOIGPCZR

{HXAPKLGZENRUOJYVSMCWDQTIFB

UMQRZDIGSFPCLVYHXBTONYEWJKA

BABSJC CIPHER-TEXT SRQUENCES Yor CW2 REVERSED
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NdHEdduupwoWOoZErHuniiQuubatwp

KUQJYVEDRZABHIMNWTLGOCSFPX
PYLVHGNFIMKAWBSOEZDCTXJQUR
VZHADSJWBRMOKXCGINTEULYPFAQ
IAMNXLOKFBCRUTDWSEGPZVQJYH
MBSUZCRJKTFPENOXGDQIHYLVAW
KXPITFLREJQGSCUDNYWAVZHMOB
UQWEJZFGLYDXTPNSVOMHIABCKR,
YOGLIJDZVNUEQSXHCBAWMKTRFP
CDZWLNIHSPGYXUATEKMOBREFJQV
NIOZSWAXQDVUPMERBCKFGJLYHT
WCIXOMUYNHPQBGFKTRJDLZVAES
TWUCBPVSAQYKDJREFLNZIHNGXO
OPTKQHXMYVRNLFGJZSIWABDUCE
QERYAUBVHFSZJDLIXWOMEKNPTGC
GFVMPKHAJXILNZWUOCBRSQEDTY
JHBQRAMLUWZSIOPCTKFXYGNEVD
AKYFMBZPOIXWCQTERJUVDSGHNL
RVJBKIQCWUOTYEGFLPHNXDASZM
HLKRWYTOPCEVGDJZQASUNMXIBF
ZRFOVECQTGHDNLIYMXPSBUWKJA
FJCHGTYEDANSZWVBUQXKPORLMI
LTADEVGNMSXIOHKPYURQCFZBVWJ
EMNGHDSBXUWCARQVPFYTJIKOLZ
BSDANXKUPOTMFYHQJVELWRCZIG
XNMSURPQCEBJVAYLHGZOFTIWDK
SBXPFQYTGKLHMVZADICJEWONRU

BASIO CIPHRR-TEXT SEQUENCES FOR CW3 REVERSED
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NMMHEddH e ROWOREHNumdQNEKUAQ

HQTDKMPVBNSJILRYZUCWXEAOFG
YENRBQHKSXLWZFVIPTOUGMCJDA
GSFKYARXUZOIJHWQECPDBTLNMY
XJRVMFUPICWLAOYGTQNKEZSBHD
LFHBJPQWTOZMCVDEYSRGIXKANU
JAKLQYOECIBTHNGVXFDWURMSPZ
MRZYVCGTWKEASDHUJNOPFBXQIL
FIVHTDEORGMXNAPLSCQJKUYWZB'
WHAENGCFDBUSMQZXTYLRPVOIKUJ
AMGSDTJNKPXBYIUEVZFQHCWRLO
BDXNELSRQUKVWPGHIJYATOFZCM
NUSGZXFYPRHOQDAWLVMECJITBXK
PXDIUJVQFACYNMOZHBGTLWEKRS
UNWPLHYJMTVSBCIAKDEZOGRFIXAQ
SOQZAVLBEHXKTWMRNGICDFJUYP
CYIMHZKGAUREOBFSDWTNJLPVQX
VWHBAIRDMPFGCKJXNOESLZQHYUT
OKMWFNBQUDTRLUSCGXZIYAVPEH
RBOJSKYLNEFZPXTDUIWVMHQGAC
KCLXRVZSGJIQUENPWOHBAYDMTF
TZUFHIXDLWYPGSQOCAKMVNBEJR
IPJAWUNZOVQDXYCTMRBHSKGLFE
QLMOPSICHYNUVTEBFKAXRDZJGW
ZBCQXWTAVSPHEGKJRMUFNILDOY
KTYUOEMHXQAGDRLFBPJSWIZNCYVTI
EVPCGBAUYMDNFZJKQLXOISTHUWR

61

BASIC CIPHER-TEXT SEQUENCES .FOR CW4 REVERSED

NMHE<dHR PO NOMREN KO T QWb |f

i

MNRSZKLYJTXUVBCEIOFDAQGWPH
SFXIRZVLEUPHKTGWCJNMYDOQAB
JUWFIHZGPQAREDOTLSBVNCYMKX
POJWAIDQYMFGNCEZXKHSTVBRUL
CLOMWNYVBJDSTGIURAXEHKFPZQ
ZCBOSVHKLNXEDWPFMUGARJQIYT
TKCXHARZSUGNOQJUBPDMFLYWVETI
RTUAMFIXPDSCYLKQNBJZVOHGVWE
EPMBJWUQNXTVZRYSKLIHCADOGTF
QBKLOPYSUEHIFVXRZWATMNCDJG
KRZCQVXPGAWJHUFIOMEBSTNLDY
FITYHUQDMOLAPJWCBGKXESZNYVR
WEVAPYNBCZMQLOTXKDRUGXISHFJ
GHMQVSKTIBYZCERNFPDUWXAJLO
ABYHXRENKVITGFSJQNPOUMLZCD
KVAUFGORHWEDJXLYSQCPBZITNM
HMPJDCFAOGNLUZVXYTQKIWESBR
BQLNTJMCDSZPIHUVEYRWOGXKFA
YZSELBTNXIQWAPHGVFOCDURJMK
IXGZKESUWYOMQADHJCTNPFLBRYV
UDIRGXPOVCBYMNALTESQJZKFHW
NWFDUQCHTKVBESMZEGXYLIRJAOP
OJNPYTAERHKXBIGDUVZWFLMCQS
LSQVEMNGFARUKWDNPHIOJZBTYXC
XYHGBDJMFPRONSQAWCLIKEVUTZ
VADKNLBJQFCSXYMOTZWRGHPETIU

BASIC CIPHER-TEXT SEQUENCES FOR CWH REVERSED

71836—35——b5
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NVTXBZCQHAOYDSJIKUFPWGLRENM
HEUKITYAMCVNXLWRPJQODZFGBS
GPRWEVMBTHSUZOFQLYCNIJDKXA
FOGHBKEAXPICJYZVTSWLNRUMD
CDAKRGMUQWTLVIHEXOZSFPBNY Arprxoix IIT

NMRFDBPYOEZHWAGUCIXJQKSVL FIRST-INTERVAL DATA—CIPHER-TEXT RELATIONSHIPS
BFINKQVCGIAOMDPTWULYRXHZE
JLSRYHTDWMCBNQEOPZVFUAIGX
ZXFVAENOBTKSYGCQIHJPMWDUR
UJHMGSCKERXVDTYWALQBONPFZ
LABDXTRGFUHNEVOMZYKCSQJIW
MKNUEFDJPASGHCBIVRTXYLWORQ
RSPGJNLQMXDATKWHFEUVZOCYTI
XQDLSZYBUNMEROAJGPHICTVWK
YNZXIVKPSBGFCMZDQAWTEHORJ
SIUWHRQXKDJTBLNYMOEGACFLP
WPOAFYURNLEKISVBCGDMTJZQH
QCMJVPFSZGRWXHKTDNBELIVYAU
TBLHQJXIDFOUARENSKGZWVMPC
KZAYLUWNJCPMFGSXRDIOHBQTYV
IMVZPOSLTQBJDXUFNWCAKYEHG
BHIQCXZEYKLNUPJSOTMRVGADF
AWYTUIGVRZSPQLXCEBFHDMNUJO
OVEPWDHFIXQYZUTGKJANBSLCR
HGQONAJWUYVIPEDRLMSKXZTFB
ADYCSMLOPVHWQGNFZBXRUIEJKT

TaBLE A

1D 2T 3Z 5V 5T 1Y 2M 3F 40 4R 4Y

1T 1H 1A 30 3B 4H 5S 5L 5J BE 6L 1Z 2T 20 3Y 4B 4T 6T

21 3I 4V 4N 4D 6X 6F 6P 6T 1A 1J 2L 2P 3L 5A

1U 4T 4K 5M 5B 6K 1M 1P 1Q 1W 2N 2Y 4H 5L 5N 55
5K 2A 2Z 3N 4P 4Z 5P 6R

1V 1B 2G 2E 4U 4P 1B 2S5 3S 4W BE 6D

2Y 2W 20 4C 5A 3R 3S 4G 6L
1M 3F 6I 2C 2E 2S 3U 3X 4E 6X

25 5P 5F 6Y 6W 6H 6A 2U 3C 3V 3Z 5L 5T 52 6V 6%
1S 2N 2J 2F 3Y 3V 3Q 3E 4E 1E 1H 4Y 6C 6F

1R 1L 1F 2V 2R 3G 40 6Z 6Q 6G 3K 4I 5W 6I

1X 1J 1I 3T 4L 5Z 5Y 5N 6N 1T 2H 3L 4K 5J &M
10 2H 5R 5I 6R 1F 4M 4S 6P

1N 1C 2B 2A 1I 10 2X 4A 4D 5Q 5V

6A 6G
1Y 2M 4X 4R 4F 4B 6S 1G 1V 3B 3E 3H 4L 4V 5K 5Y 60 SW
4J 6J 2G 49 5D 6H
2C 3U 3N 5G 6B 1N 1R 1U 2D 2R 3T

1Z 2U 3S 3C 4Z 5Q 5D 5C 60 6D 1X 2F 5U 6J 6N
1W 1G 2X 2P 3K 4Q 5W 5H 2I 20 2Q 30 5N 6Y
1E 2K 5U 6M 6C 6Q

2D 3X 3W 3L 3D 4I 4G 6U 1D 1C 1S 2V 3W 4C 5C 5F 5G 5X 6S

NdMHEgddHnWoWOoOREHrRu~ioHBEUQW D E
QOERSEIE<OMASAdTINYTHETE RN GO

BABIC OIPHER-TEXT SHQUENCES FOR CWG6 REVERSED

URHNWHuEN~dO QU uaMdupddi b

Underlined type denotes wheels in reversed positions.
(63)
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64 65
TasrLe H TasLe V
4N IM 2B 3T 3J 4Y 5Z 6X 1J 2Z 3B 3N 4H S5F 6Z

1E 2U 3A 5W 5U 1X 2L 3E 4N 4Q 4X

1U 1I 1B 3P 3C 4I 5T 6M 5K 5F 6M 1Y 2S 2V 3X 4A 4S 6S

2J 3J 4W 40 4E 6Y 6G 6Q 6U 1Z 1I 2K 20 3K 5Z

1V 4U 4L 5N 5C 6L 1L 1P 10 1V 2M 2X 4G 5K 5L 5R

15

1W 1C 2H 2F 4V 4Q 1A 2I 3I 4V 6C 5D

2Z 2X 2P 4D 5B 3Q 3R 4F 6K

oM 2Y 2X 3L 4N 4X SN 6F

1X 1D 2T 2G 4W 4R 1Z 2H 3H 4U 5C 6B

IN 3G 6J 2B 2D 2R 3T 3W 4D 6% 2A 2Y 2Q 4E 5C 3P 3Q 4E 6J
2T 5Q 5G 6z 6X 6I 6B 2T 3B 3U 3Y 5H 5S 5Y 6U 6Y 10 3H 6K 2A 2C 29 3S 3V 4C 6V
1T 20 2K 2G 32 3W 3R 3F 4F 1D 1G 4X 6B 6E 2U 5R 5H 6A 6Y 6J 6C 2§ 3A 3T 3X 5G 5R 5X 6T 6X

1U 2P 2L 2H 3A 3X 3S 3G 4G 1C 1F 4W 6A 6D

1S 1M 1G 2W 2S 3H 4P 6A 6R 6H 3J 4H 5V 6H
1Y 1K 1J 3U 4M 5A 5Z 50 60 1S 2G 3H 4J 5I 6L
1P 2I 5S 5J 6S 1E 4L 4R 60

10 1D 2C 2B 1H 1IN 2W 4Z 4C 5P 5U 6F 6%

1Z 2N 4Y 4S 4G 4C 6T 1F 1U 3A 3D 3G 4K 4U 5J 5X 6N 6V
4K 6K 2F 4P 5C 6G '
2D 3V 30 5H 6C 1M 1Q 1T 2C 2Q 3S

1A 2V 3T 3D 4A 5R BE 5D 6P 6E 1W 2E 5T 6I 6M

1X 1H 2Y 2Q 3L 4R 5X 5I 2H 2N 2P 3N 5M 6X
1F 2L 5V 6N 6D 6P
2E 3Y 3X 3M 3E 4J 4H 6V 1C 1B 1R 2U 3V 4B 5B 5E 5F 5W 6R

SK 3B 4T 4A 1J 2J 3P 4E 4M 4T 6D 6T

1R 1Q 2R 2M 3Q 3N 4Z 5P 6F 3F 3L 32 5A 5N 5Q &J

1G 2M 5W 60 6E 60
2F 37 3Y 3N 3F 4K 4I 6W 1B 1A 1Q 2T 3U 4A 5A 5D 5E 5V 6Q

BN EOON QU ZEunMdrupdallb
H@NwuuﬂuuﬂooaumuszdmoM<m>

Underlined type denotes wheels in reversed positions. . ' Underlined type denotes wheels in reversed posjtions.
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Taprze Y TasLE Q

A 1T 1S 2T 20 3S 3P 4B 5R 6H 3X 3D 3J 5Y 5L 50 €H A 3N 3E 4W 4D 1C 2G 3M 4B 4J 4Q 6A 6Q

H 1N 2C 3U 3K 4Z 5A 6Y 1I 2Y 3A 3M 4G BE 6Y H 1U 1T 2U 2P 3T 3Q 4C 5S 6I 3W 3C 3L 5X 5K 5N 6G

V 4P V 10 2D 3V 3L 4A 5B 62 1H 2X 3Z 3L 4F 5D 6X

Y Y 4Q

Q 1G 2W 3C 5Y 5W 1V 2J 3C 4L 40 4V . Q

P 1W 1K 1D 3R 3E 4K 5V 50 5M 5H 60 1W 20 2T 3V 4Y 4Q 6Q P 1H 2X 3D 5Z 5X 1U 2I 3B 4K 4N 4U

U 2L 3L 4Y 4Q 4G 6A 6I 6S 6W 1X 1G 2I 2M 3I 5X U 1X 1L 1E 3S 3F 4L 5W 5P 5N 5I 6P 1V 2P 25 3U 4X 4P 6P

X 1X 4W 4N 5P 5E 6N 1J IN 1M 1T 2K 2V 4E 5I 5J 5P X 2M 3M 4Z 4R 4H 6B 6J 6T 6X 1W 1F 2H 2L 3H BN

8 O5N 2X 2W 3K 4M 4W 5M 60 8 1Y 4X 40 5Q 5F 60 1I 1M 1L 1S 2J 2U 4D 5H 5I 50

N 1Y 1E 2J 2H 4X 45 1Y 2G 3G 4T SB 64 N 50 2W 2V 3J 4L 4V 5L 6N

D 2B 2Z 2R 4F 5D 30 3P 4D 6I D 1Z 1F 2K 2I 4Y 4T 1X 2F 3F 4S 5A 6Z

G 1P 3I 6L 2Z 2B 2P 3R 3U 4B 6U G 2C 2A 25 4G 5E 3N 30 4C 6H

E 2V 55 5I 6B 6Z 6K 6D 2R 3Z 3S 3W SF 5Q SW 6S 6W E 1Q 3J 6M 2Y 2A 20 3Q 3T 4A 6T

T 1V 2Q 2M 2T 3B 3Y 3T 3H 4H 1B 1E 4V 6Z 6C T oW 5T 5J 6C 6A 6L 6E 2Q 3Y 3R 3V 5E 5P 5V 6R 6V

O 1U 10 1I 2Y 2U 3J 4R 6C 6T 6J 3H 4F 5T 6F O 1W 2R 2N 2J 3C 3Z 3U 3I 4I 1A 1D 4U 6Y 6B

O 1A 1M 1L 3W 40 5C 5B 5Q 6Q 1Q 2E 3F 4H 5G 6J O 1V 1P 1J 2Z 2V 3K 4S 6D 6U 6K 3G 4E 5S 6E

W 1R 2K 5U 5L 6U 1C 4J 4P €M W 1B 1N 1M 3X 4P 5D 5C 5R 6R 1P 2D 3E 4G 5F 61

I 1Q IF 2E 2D IF 1L 2U 4X 4A 5N 5S 6X 6D I 1S 2L 5V 5M 6V 1B 4I 40 6L

Z 1B 2P 4A 4U 4I 4E 6V 1D 1S 3Y 3B 3E 4I 4S BH 5V 6L 6T Z 1R 1G 2F 2E 1E 1K 2T 4N 4Z 5M 5R 6W 6C

L 4M 6M 2D 4N 5A 6E L 1C 2Q 4B 4V 4J 4F 6W 1C 1R 3X 3A 3D 4H 4R 5G 5U €K 65

J 2F 3X 3Q 5J 6E 1K 10 1R 2A 20 3Q J. 4N 6N 2C 4M 5Z 6D

F 1C 2X 3V 3F 4C 5T 5G 5F 6R 6G 1U 2C 5R 6G 6K F 2C 3Y 3R 5K 6F 1J 1N 1Q 2Z 2N 3P

R 1Z 1J 2A 2S 3N 4T 5Z 5K 2F 2L 2N 3L BK 6V R 1D 2Y 3W 3G 4D 5U 5H 5G 65 6H 1T 2B 5Q 6F 6J

K 1H 2N 5X 6P 6F 6N K IA 1K 2B 2T 30 4U 5A 5L 2E 2K 2M 3K 5J 6U

B 2C 3A 32 30 3G 4L 4J 6X 1A 1Z 1P 2S 3T 4Z 52 5C 5D 5U 6P B 1I 20 5Y 6Q 6G €M

M 3M 3D 4V 4C 1H 2H 3N 4C 4K 4R 6B 6R M 2H 3B 3A 3P 3H 4M 4K 6Y 1Z 1Y 10 2R 3S 4Y 5Y 5B 5C 5T 60
Underlined type denotes wheels in reversed positions. . Underlined type denotes wheels in reversed positians.
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TasrLz P Tanzn U
A 1K 2Q 5A 6S 6I 6K
A 21 3C 3B 5Q 3I 4N 4L 62 LY 1X LN 20 3R 4X 5X 5A 5B 55 &N H 2J 3D 3C 3R 3J 40 4M 6A 1X 1W 1M 2P 3Q 4¥ 5W 5% 54 BR 6M
H 30 SF 4X 4E 1F 2F 3L 4A 4I 4P 6Z 6P V 3P 3G 4Y 4F 1E 2E 3K 4Z 4H 40 6Y 60
V 1V 1U 2V 2Q 3U 3R 4D 5T 6J 3V 3B 3H 5W 5J 5M &F Y 1N 1V 2V 2R 3V 35 4E 5U 6K 5 54 3 5V 5I 5L 68
T 1P 2E 5W 3M 4B 5C 6A 16 2N 3Y 3K 4E 5C 6¥ Q 1Q 2F 3X 3N 4C 5D 6B IF 2y 3X 3J 4D 5B 6V
Q 4R P 4s 1K S4 0B
P
v
U 1T 2Y 3E 5A 5Y 1T 2H 3A 4J 4M 4T
—————— X 1J 22 3F 5B 5% 1S 2G 32 4I 4L 4S
X 1y IM 1F 3T 3G 4M 5X 5Q 50 5J 6Q 1U 20 2R 3T 4¥ 40 60 8 1z 1N 1G 3U 3H 4N 5Y 5R 5P 5K 6R 1T 2N 2 3S 4V 4N 6N
§ 2N 3N 4A 45 41 6C 6K 6U 6Y LV 1E 26 2K 3G 5V N 20 30 4B 4T 4J 6D 6L 6V 62 LU 1D 2F 2J 3F BU
N 1Z 4Y 4P 5R 5G 6P 1H 1L 1K 1R 2I 2T 4C 5G 5H 5N ‘ - o
———————— 1K 1 s 5
G 1A 1G 2L 2J 4Z 4U 1N 2E 3E 4R 5% 6Y E 1B 1H 2M 2K 4A 4V 1V 2D 3D 4Q 5Y 6X
B 2D 2B 2T 41 5F M 3N 4B 6G T 2E 2C 2U 4I 5G 3L 2M 4A 6F
T IR 3K 6N 2X 2Z 2N 3P 3S 4z 65 O 1S 3L 60 2W 2Y 2M 30 3R 4Y &R
O 2X 5U 5K 6D 6B 6M 6F 2P 3X 3Q 3U 5D 50 5U 6Q 6U O 2Y 5V bL 6F 60 6N 6C 20 W 3P 2T 5C 5N BT 6P €I
O 1X 25 20 2K 3D 3A 3V 3J 4J 1Z 1C 4T 6X 6A W 1T 27 2P 2L 3E B 3W 3K 4K 1T 1B 45 O &%
W 1N 1Q 1K 24 2W 5L 4T 6E 6V 6L 3F 4D 3R 6D I 1X IR 1L 2B 2X 3M 4U 6F 6W 6M 3E 4C 5Q 6C
I 1C 10 1N 3Y 4q 5E SD 55 6S 10 2C 3D 4F 5E 6H Z 1D 1P 10 3Z 4R BF 5E 5T 6T 1N 2B 3C 4E 5D 6G
Z 1T 2 GW 5N W 1A 41 4N &K L 1U 2N 5X 50 6X 1Z 4G 4M 6J
L 1S 1H 2G 2F 1D 1J 25 4V 4Y 5L 5Q €V 6B 3 1T 1T 2H 2G 1C 1I 2R 4U 4X 5K 5P 6U 6A
J 1D 2R 4C 4W 4K 4G 6X 1B 10 3W 32 3C 4G 49 5F 5T 6J €R F 1E 25 4D 4X 4L 4H 6Y 1A 1P 3V 3Y 3B 4F 4P 5E 5S 6I 69
¥ 40 60 2B 4L 5Y 6C R 4PGP 24 4KEX 6B
B 2H 3Z 35 5L 6G LI 1M 1P 2V 24 30 K 2T 3A 3T 5M 6H 1H 1L 10 2X 2L 3N
K 1E 27 3X 3H 4E 5V 5I 5H 6T 6I 1S 2A 5P 6E 6 B LF 24 57 5I 4 5W & ST 6U 63 IR 2Z 50 8D S
B 1B 1L 2C 2U 3P 4V 5B 5M 2D 2J 2L 3J 5I 6T | . sl
—————— i I o)
M 1J 2P 5Z 6R 6H 6L i M 1C 1M 2D 2V 3Q 4W 5C 5N 2C 2T 2K 3I SH 65

otes wheels in reversed positions.
Underlined type denotes wheels in reversed positions. Underlined type den W/ posi
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TapLe X Tasre B
(A 1D 1IN 2E 2W 3R 4X 5D 50 2B 2H 2J 3H 5G 6R A 1H 2C 3A 3K 4H 5Y 5L 5K 6W 6L 1P 2X 5M 6B 6F
H 1L 2R 5B 6T 6J &J . H 1E 10 2F 2X 3S 4Y 5E 5P 2A 2G 2I 3G 5F 69Q -
V 2K 2S5 3E 3D 3K 4P 4N 6B 1W 1V 1L 20 3P 4V SV 5Y 5Z 5Q 6L V 1M 2S5 5C 6U 6K 6I
Y 3Q 3H 4Z 4G 1D 2D 3J 4Y 4G 4N 6X 6N Y 2L 2T 3F 3E 3L 4Q 40 6C 1V 1U 1K 2N 30 4U 5U 5X S5Y 5P 6K
Q 1X 1W 2X 25 3W 3T 4F 5V 6L 3T 3Z 3F 5U 5H 5K 6D Q 3R 3I 4A 4H 1C 2C 3I 4X 4F 4M 6W &M
P 1R 2G 3Y 30 4D 5E 6C 1E 2U 3W 3I 4C 5A 6U P 1Y 1X 2Y 3T 3X 3U 4G 5W 6M 3S 3Y 3E 5T 56 5J 6C
U 4T U 1S 2H 3Z 3P 4E 5F 6D 1D 2T 3V 3H 4B 5Z 6T
X X 4
8 ‘1K 2A 3G 5C 5A 1R 2F 3Y 4H 4K 4R s
N 1A 10 1H 3V 3T 40 5Z 55'5Q 5L 6S 1S 2M 2P 3R 4U 4M 6M N 1L 2B 3H 5D 5B 1Q 2E 3X 4G 4J 4Q
D 2P 3P 4C 4U 4K 6E 6M 6W 6A 1T 1C 2E 2I 3E 5T D 1B 1P 1I 3W 3J 4P 5A 5T 5R 5M 6T 1R 2L 20 3Q 4T 4L 6L
G 1B 4A 4R 5T 5I 6R 1F 1J 1I 1P 2G 2R 4A 5E SF 5L G 2Q 3Q 4D 4V 4L 6F 6N 6X 6B 1S 1B 2D 2H 3D 5S
E 5R 2T 2S 3G 4I 45 51 6K : E 1C 4B 4S 5U 5J 6S 1E 1I 1H 10 2F 2Q 4Z 5D 5E 5K
T 1C 1I 2N 2L 4B 4W 1U 2C 3C 4P 5X 6W T 5S 2S 2R 3F 4H 4R 5H 6J
O 2F 2D 2V 4J 5H 3K 3L 42 6E O 1D 1J 20 2M 4C 4X 1T 2B 3B 40 5W 6V
O 1T 3M 6P 2V 2X 2L 3N 3Q 4X 69 . O 2G 2E 2W 4K 5I 3J 3K 4Y 6D
W 2Z 5W 5M 6F 6D 60 6H 2N 3V 30 3S 5B 5M 5S 60 €S W 1U 3N 6Q 2U 2W 2K 3M 3P 4% 6P
I 1Z 2U 2Q 2M 3F 3C 3X 3L 4L 1X 1A 4R 6V 6Y I 2A 5X 5N 6G 6E 6P 6I 2M 3U 3N 3R 5A 5L 5R 6N 6R
Z 1Y 1S 1M 2C 2Y 3N 4V 6G 6X 6N 3D 4B 5P 6B Z 1A 2V 2R 2N 3G 3D 3Y 3M 4M 1W 1Z 4Q 6U 6X
L 1E 1Q 1P 3A 4S 5G 5F 5U 6U 1M 24 3B 4D 5C 6F L 1Z 1T 1N 2D 2Z 30 4W 6H 6Y 60 3C 4A 50 6A
J 1V 20 5Y 5P 6Y 1Y 4F 4L 61 J 1F 1R 1Q 3B 4T 5H 5G 5V 6V 1L 2Z 3A 4C 5B 6E
F 1U 1J 2T 2H 1B 1H 2Q 4T 4W 5J 50 6T 6Z ¥ 1W 2P 5Z 5Q 6Z 1X 4E 4K 6H
R 1F 2T 4E 4Y 4M 4I 6Z 1Z 10 3U 3X 3A 4E 40 5D 5R 6H 6P R 1V 1K 2J 2T 1A 1G 2P 4S 4V 5I 5N 6S 6Y
K 4Q 6Q 2Z 4J SW 6A K 1G 2U 4F 4Z 4N 4J 6A 1Y 1N 3T 3W 3Z 4D 4N 5C 5Q 6G 60
B 2J 3B 3U 6N 6I 1G 1K 1N 2W 2K 3M B 4R 6R 2Y 4I 5V 62
M 1G 2B 3Z 3J 4G 5X 5K 5J 6V 6K 1Q 2Y 5N 6C 6G M 2K 3C 3V 50 6J 1F 1J 1M 2V 2J 3L

Underlined type denotes wheels in reversed positions. ) Underlined type denotes wheels in reversed positions.
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Tasia N

2L 3D 3W 6P 6K 1lE 1I 1L 2U 2I 3K

1I 2D 3B 3L 4I 5Z 5M 5L 6X 6M 10 2% 5L 6A 6E
&P

1F 1P 2G 2Y 3T 4Z 5F 5Q 2Z 2F 2H 3F 5E
IN 2T 5D 6V 6L 6H .

1C 1Q 1J 3X 3K 4Q 5B 5U 5S 5N 6U 1Q 2K 2N 3P 43 4K 6K

1X 2Q bA BR 6A 1W 4D 4J 6G
In 1L 2K 2J 1Z 1F 20 4R 4U
1H 2V 4G 4A 40 4K 6B 1X 1M
| 4S 6S 2X 4H 5U 6Y
Underlined type denotes wheels in reversed positions,

k|
B1E kS
qR RIE
K IR
|6 12
IR
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Tasra D
A 4T 6T 2¥W 4G 51 6X .
H 2M 3E 3X 5Q 6L 1D 1H 1K 2T 2H 3J
V 1J 2E 3C 3M 4J 5A 5N 5M 6Y 6N 1N 2V 5K 6Z 6D
Y 1G 1Q 2H 2Z 3U.4A 5G 5R 2Y 2E 2G 3E 5D 60
Q 10 2U 5E 6W 6M 6G
P 2N 3H 3G 2V 3N 4S 4Q 6E 1T 1S 1I 2L
U 3T 3K 4C 4J 1A 2A 3G 4Y 4D 4K 6U 6K
X 1A 1Z 2A 3V 3Z 3W 4I 5Y 60 3Q 3N 3C 5R 5E 5H 6A
8 1U 2J 3B 3R 4G 5H 6F 1B 2R 3T 3F 4Z 5X 6R
N 4w
D
G 1N 2D 3J 5F 5D 10 2C 3V 4E 4H 40
E 1D 1R 1K 3Y 3L 4R 5C 5V 5T 50 6V 1P 2J 2M 30 4R
T 25 35 4F 4X 4N 6H 6P 6Z 6D 1Q 1Z 2B 2F 3B 5Q
O 1E 4D 4U 6N 5L 6U'1C 1G 1F 1M 2D 20 4X 5B 5C 51
O 5U 2Q 2B 3D 4F 4P 5F SH
W 1F 1L 2Q 20 4E 4Z 1R 2Z 3Z 4M 5U 6T
I 2I 2G 2Y 4M 5K 3H 3I 4N 6B
Z 1W 3P 6S 2S 2U 2I 3K 3N 4U 6N
L 2C 5Z 5P 6I 6G 6R 6K 2K 3S 3L 3P 5Y 5J 5P 6L
J 1C 2X:2T 2P 3I 3F 3A 30 40 1Y 1X 40 6S 6V
F 1B 1V 1P 2F 2B 3Q 4Y 6J 6A 6Q 3A 4Y 5M 6Y.
R 1H 1T 1S 3D 4V 5J 5I 5X 6X 1J 2X 3Y 4A 5Z &C
K 1Y 2R 5B 58 6B 1V 4C 4I 6F :
B 1X 1N 2L 2K 1Y 1E 2N 4Q 4T 5G 5L 6Q SN
M 1T 2W 4H 4B 4P 4L 6C 1¥ 1L 3R 3U 3X 4B 4L 5A 50

Underlined type denotes wheels in reversed positions '
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TanLe G

(5
F =
2 &

RBReR GgR
&
5
2
2
2
&
2

1H IR 2I 2A 3V 4B 5H 55 2x
1P 2V 5F 6X 6N 6F

20 2W 3I 3H 30 4T 4R 6F 1S
3U 3L 4D 4K 1Z 22 3F 4U 4C
1B 1A 2B 3W 3A 3X 4J 57Z 6P
1V 2K 3C 3S 4H 5I 6G 1
ax

Q
315 18 1%

CR-] =
13
318
IOI
R

R
B8

10 2E 3K 5G 5E 1IN
1E 1S 1L 3Z 3M 4S
2T 3T 4G 4Y 40 6I

1B
A
12

=825
kS
BRI
EBRE
= BR
B R
% 15 &

=
&
L
5
2
2
I

5V 2P 203C4E 40 5
1G 1M 2R 2P 4F

e
(17

8

R

N

&

&2

B e
BEEICRE3 SR

SERERRR29-

BsBIBRIR
SRR B
K= 8
o 1 2 1
SR

2R8I
B
13

1C 1W 1Q 2G 2C 3R 4Z 6K
1I 1U 1T 3E 4W 5K 5J 5Y 6Y 1I 2N 3X 4% 5Y 6B
1Z 2S 5C 5T 6C 1U 4B 44 6E

1Y 1IN 2M 2L 1X 1D 2M 4P 4S 5F 5

Underlined type denotes wheels in reversed positions.

ROROHuEN~S0QHEQU X aMdruDOKdlp
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TasLx E

1Z 10 2N 2M 1W 1C 2L 40 4R 5E 5J 60 6U
4z

1Q 2W 5G 6Y 60.6E
2P 2X 3J 3I 3P 4U 4S 6G 1Q 1R 1G 2J 3K 4Q 5Q 5T 5U 5L 6G
o .

3V 3M 4E 4L 1Y 2Y 3E 4T 4B 41 6S 61
1C 1B 2C 3X 3B 3Y 4K 5A 6Q 30 3U 3A 5P BC BF

1W 2L 3D 3T 4I 5J 6H 1Z 2P 3R 3D 4X 5V 6P
4y '

1F 1T 1M 3A 3N 4T 5E 5X 5V.5Q 6X 1N 2H 2K 3M 4P 4H 6H
2U 3U.4H 4Z 4P 6J 6R 6B 6F 10 1X 2Z 2D 3Z 50

1G 4F 4N 6Y 5N 6W 1A 1E 1D 1K 2B 2M 4V 5Z 5A 5G
5W 20 2N 3B 4D 4N 5D 6F :

R
B
3
g
X

EwpinabrNn~d0alm@bdZdaManoddlp

1A 2T 5D 5U 6D 1T 4A 4G 6D
Underlined type denotes wheels in reversed positions.
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IR

a3
-1

Tasa T

1B 2U 5E 5V 6E 1
1A 1P 20 2N 1V 1
1L 2Z 4K 4E 4S 4
4W 6W 2T 4D 5Q 6U
2P 3H 3A 5T 60 1A
1M 2H 3F 3P 4M 5D 5
1J 1T 2K 2C 3X 4D 5J
IR 2X 5H 6Z 6P 6D

2Q 2Y 3K 3J 3Q 4V 4T
3N 3W 4F 4M 1X 2% 3D
1D 1C 2D 3Y 3C 3Z 4L

7
RIS
= &5
=18 18
1818
8 &
3

S

@i
%

&
B
5

3

2

=

o
2k
R e
5 318
1Bk &
k& B3

2

2

SP 58 ST 5K 6F
SE 6X

< 8k 2

B2k

2 & B
h

B8kl
8118 =

RRER

=
B
4
4
&
L
3
Bb

R

1Q 2G.3M 5I 5G 1L
1G 1U 1N 3B 30 4U

2
4
<
=
3
2
1B
&
iR

b
&
5
N
2
k23S

k= 215
Bl Q.
B BRIE
2R
I 2

BRR
I

5X 2N 2M 3A 4C 4
1T 10 2T 2R 4H 4C

B
&
&
&
Z
3
I

HEEBIR 8 9R
SRKHARRIE 82

N
7
32
IM
IND
o

P 2R 2F

R
28
28
82
#e
a2
g2

=

2

5
]
&
B
4
&
g
2ELEKBIRIE

Ea3kER &
Rk
RIgBR
I 1€ 1 I8
R

1K 1W 1V 3G 4Y S5M 5L 5A

Underlined type denotes wheels in reversed positions.

(44

Taniz C

1L 1X 1W 3H 4Z 5N 5M 5B 6B
1C 2V 5F 5W 6F 1R 4Y 4E 6B
1B 1Q 2P 20 1U 1A 2J 4M 4P
1M 2A 4L 4F 4T 4P 6G 1S 1H 3N
4X 6X 25 4C SP 6T

2Q 3I 3B 5U 6P 1Z 1D 1G 2P
IN 2I 3G 3Q 4N 5E 5R 5Q 6C
1K 1U 2L 2D 3Y 4E 5K 5V 2U
1S 2Y 5I 6A 6Q 6C

2R 2Z 3L 3K 3R 4W 4U 6I 10

3X 30 4G 4N 1¥ 2W 3C 4R 4Z
1E 1D 2E 3Z 3D 3A 4M 5C 6S
1Y 2N 3F 3V 4K 5L 6J 1X 2N

@ &0

1R 2H 3N 5J BH 1K 2Y 3R 4A

1H 1V 10 3C 3P 4V 5G 5Z 5%
2W 3W 4J 4B 4R 6L 6T 6D 6H
1T 4H 4Y 5A 5P 6Y 1Y 1C 1B

5Y 2M 2L 3Z 4B 4L 5B 6D
1J 1P 2U 2S 4I 4D 1IN 2V
2M 2K 2C 4Q 50 3D 3E
1A 3T 6W 20 20 2E 3G
2G 5D 5T 6M 6K 6V 60 2G _g

1G 2B 2X 2T 3M 3J 3E 3S 4S
1F 1Z 1T 2J 2F 3U 4C 6N 6E

REoHRERauNNEOoOaR QU duMduoddlp

4I 5Q 6P

6J
SH 3L 5U S5F SL 6H 6L

1Q 1T 4K 60 6R
6U 3W 4U 51 6U

Underlined type denotes wheels in reversed positions.

71836—385——48
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TasrLe O Tasre W

A 1G 1A 1U 2K 2G 3V 4D 60 6F 6V 3V 4T 5H 6T A 1I 2D 27 2V 30 3L 3G 3U 4U 10 1R 4I €M 6P

H 1M 1Y 1X 3I 4A 50 5N 5C 6C 1E 2S 3T 4V 5U 6X H 1H 1B 1V 2L 2H 3W 4E 6P 6G 6W 3U 4S 5G 65

V 1D 2W 5G 5X 6G 1Q 4X 4D 6A V 1N 1Z 1Y 3J 4B 5P 50 5D 6D 1D 2R 3S 4U 5T 6W

Y 1C IR 2Q 2P 1T 12 2I 4L 40 5B 5G 6L €R Y 1E 2X 5H 5Y 6H 1P 4W 4C 6Z

Q 1IN 2B 4M 4G 4U 4Q 6H 1R 1G 3M 3P 3S 4W 4G 5V 5J 6Z 6H Q 1D 1S 2R 2Q 1S 1Y 2H 4K 4N 5A 5F 6K 6Q

P 4Y 6Y 2R 4B 50 6S P 10 2C 4N 4H 4V 4R 6I 1Q 1IF 3L 30 3R 4V 4F 5U 5I 6Y 6G

U 2R 3J 3C 5V 6Q 1Y 1C 1F 20 2C 3E U 4z 6Z 2Q 4A 5N 6R

X 10 2J 3H 3R 40 5F 5S 5R 6S 6D 1I 20 5F 6U &Y X 2S 3K 3D 65W 6R 1X 1B 1E 2N 2B 3D

8 1L 1V 2M 2E 3Z 4F 5L 5W 2T 22 2B 32 5Y 6J 8 1P 2K 3I 3S 4P 5G 5T 55 6T 6E 1H 2P 5E 6T 6X

N 1T 2Z 5J 6B 6R 6B N 1M 1W 2N 2F 3A 4G 5M 56X 2S 2Y 2A 3Y 5X 61

D 2S5 2A 3M 3L 3S 4X 4V 6J 1IN 10 1D 2G 3H 4N 5N 5Q 5R 5I 6D D 1U 2A 5K 6C 6S 6A

G 3Y 3P 4H 40 1V 2V 3B 4Q 4Y 4F 6P 6F G 2T 2B 3N 3M 3T 4Y 4W 6K 1M 1N 1C 2F 3G 4M 5M 5P 5Q 5H 6C

E IF 1E 2F 3A 3E 3B 4N 5D 6T 3L 3R 3X 5M 5Z 5C 6V E 3Z 3Q 4T 4P 1U 2U 3A 4P 4X 4E 60 6E

T 1Z 20 3G 3W 4L 5M 6K 1W 2M 30 3A 4U 5S 6M T 1G 1F 2G 3B 3F 3C 40 5E 6U 3K 3Q 3W 5L 5Y 5B 6U

O 4B O 1A 2P 3H 3X 4M 5N 6L 1V 2L 3N 3Z 4T 5R 6L

0 0 4C

W 1S 2T 30 5K 5I 1J 2X 3Q 42 4C 4J w

I 1I 1W 1P 3D 3Q 4W 5H 5A 5Y 5T 6A 1K 2E 2H 3J 4M 4E 6E I 1T 2J 3P 5L 5J 1I 2§ 3P 4Y 4B 4I

Z 2X 3X 4K 4C 4S 6M 6U 6E 6I 1L 1U 2W 2A 3W 5L Z 1J 1X 1Q 3E 3R 4X 5I 5B 5Z 5U 6B 1J 2D 2G 3I 4L 4D 6D

L 1J 4I 42 5B 5Q 6Z 1X 1B 1A 1H 2Y 2J 4S 5W 5X 5D L 27 3Y 4L 4D 4T 6N 6V 6F 6J 1K 1T 2V 2Z 3V 5K o

J 5Z 2L 2K 3Y 4A 4K 5A 6C J 1K 4J 4A 5C 5R 6A 1W 1A 1Z 1G 2X 2I 4R 5V 5W 5C

F 1K 1Q 2V 2T 4J 4E 1M 2U 3U 4H 5P 60 F 5A 2K 2J 3X 4Z 4J 5Z 6B

R 2N 2L 2D 4R 5P 3C 3D 6W 4R R 1L 1R 2W 2U 4K 4F 1L 2T 3T 4G 50 6N

K 1B 3U 6X 2N 2P 2D 3F 3I 4P 61 K 20 2M 2E 4S 5Q 3C 3B 4Q 6V

B 2H SE 5U 6N 6L 6W 6P 2F 3N 3G 3K 5T 5E 5K 6G 6K B 1C 3V 6Y 2M 20 2C 3E 3H 40 6H

M 1H 2C 2Y 2U 3N 3K 3F 3T 4T 1P 1S 4J 6N 6Q M 2I 5F 5V 60 6M 6X 6Q 2E 3M 3F 3J 5S 5D 5J 6F 6J
Underlined type denotes wheels in reversed positions. Underlined type denotes wheels in reversed positions.
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2T
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1IN
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U
SA
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TasLr I

5G 5W 6P 6N 6Y 6R 2D 3L 3E 3I SR 5C 5
6

2E 2A 2W 3P 3M 3H 3V 4V 1N 1Q 4H 6L
1C 1W 2M 2T 3X 4F 6Q 6H 6X 3T 4R 5F
1A 1Z 3K 4C 5Q 5P BE 6E 1C 2Q 3R 4
2y 5I 52 6I 10 4V 4B 6Y

2D 40 4I 4W 4S 6J 1P 1E 3K 3N 3Q 4U 4E 5T 5H 6X 6F
6A 2P 42 SM 6Q

21, 3J 3T 4Q 5H 5U 5T 6U 6F 1G 20 5D 6S 6%

1X 20 2G 3B 4H 5N 5Y 2R 2X 2Z 3X 5§ 6H
2B 5L 6D 6T 62

30 3N 2C 3U 4Z 4X 6L 1L 1M 1B 2E 3F 4L 5L 50 SP 5G 6B

1G 2H 3C 3G 3D 4P 5F 6V 3J 3P 3V 5K 5X 5A 6T

2Q 3I 3Y 4N 50 6M 1U 2K 3M 3Y 4S 5Q 6K

1Y 1R 3F 3S 4Y 5J 5C 5A 5V 6C 1I 2C 2F 3H 4K 4C 6C

3Z 4M 4E 4U 60 6W 6G 6K 1J 1S 2uU 2Y 3U 5J

1S 2X 2V 4L 4G 1K 2S 3S 4F 5N &M
2N 2F 4T 5R 3A 3B 4P 6U

Underlined type denotcs wheels in reversed positions.

Fr
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TABLE Z

1E 3X 6A 2K 2M 2A 3C 3F 4M 6F

2K 5H BX 6Q 60 6Z 65 2C 3K 3D
1K 2F 2B 2X 3Q 3N 3I 3W 4W 1M

1J 1D 1X 2N 2J 3Y 4G 6R 6I 6Y
1P 1B 1A 3L 4D 5R 5Q 5F 6F 1B
1G 2Z 5J 5A 6J 1N 4U 4A 6X

1Q 2E 4P 4J 4X 4T 6K 10 1D 3J
4B 6B 20 4Y 5L 6P
2U 3M 3F 5Y 6T 1V 1Z 1C 2L 2%

10 1Y 2P 2H 3C 4I 50 5Z 2Q 2W
1W 2C 5M 6E 6U 6Y
2V 3P 30 2D 3V 4A 4Y 6M 1K 1L

SB 3S 4K 4R 1S 2S 3Y 4N 4V 4C

1T 1H 2I 3D 3H 3E 4Q 5G 6W 3I

1C 2R 3J 3Z 40 5P 6N 1T 2J 3L
4E

1V 2L 3R 5N 5L 1G 2U 3N 4W 4Z

2A 3A 4N 4F 4V 6P 6X 6H 6L 1I.

1M 41 4C S5E 5T 6C 1lU 1Y 1X 1E

5C 2I 2H 3V 4X 4H 5X- 6Z

IN 1T 2Y 2W 4M 4H 1J 2R 3R 4E

2Q 20 2G 4U 5S 3Z 3A 40 6T

Underlined type denotes wheels in reversed positions.

BEwpHornabrN~doo QU duaMMduoddbp

IR 2M 3K 3U 4R 5I 5V 5U 6V 6G 1F

1L 1Z 1S 3G 3T 4Z 5K 5D 5B 5W

3H 5Q 5B 5H 6D 6H
3S 49 5E 6Q

2P 3Q 4S 5R 6U
5D 6I 60

——
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TasrLs L TasLe J

2R 2P 2H 4V BT 3Y 3Z 4N 6S

2L 5I 5Y 6R 6P 6A 6T 2B 3J 3C 3G 5P 5A 5G 6C 6G
1L 2G 2C 2Y 3R 30 3J 3X 4X 1L 10 4F 6J 6M
1K 1E 1Y 20 2K 3Z 4H 6S 6J 6Z 3R 4P 5D 6P

4x
6J

1Q 1C 1B 3M 4E 5S 5R 5G 6G 1A 20 3P 4R 5Q 6T
eW
4K

1G 3Z 6C 2I 2K 2Y 3A 3D 4K 6D

2M 5J 5Z 6S 6Q 6B 6U 2A 3I 3B 3F 50 5Z 5F 6B 6F

IM 2H 2D 2Z 3S 3P 3K 3Y 4Y 1K 1N 4E 61 6L

1L IF 1Z 2P 2L 3A 4T 6T 6K 6A 3Q 40 5C 60
1R 1D 1C 3N 4F 5T 5S 5H 6H 1Z 2N 30 4Q 5P 6S
1I 2B 5L 5C 6L 1L 4S 4Y 6V

1H 1W 2V 2U 10 1U 2D 4G 4J 5W 5B 6G 6M

1S 2G 4R 4L 4Z 4V 6M 1M 1B 3H 3K 3N 4R 4B 5Q 5E 6U 6C
4D 6D 2M 4W 5J 6N
2F 30 3H 5A 6V 1T 1X 1A 2J 2X 3Z

1T 20 3M 3W 4T 5K 5X 5W 6X 6I 1D 2L 5A 6P 6T

1Q 1A 2R 2J 3E 4K 5Q 5B 20 2U 2§ 3U 5T 6E
1Y 2E 50 6G 6W 6N
2X.3R 3Q 2F 3X 4C 4A 60 1I 1J 1Y 2B 3C 4I 5I 5L 5M 5D 6Y

3D 3U 4M 4T 1Q 2Q 3W 4L 4T 4A 6K 6A

1K 1J 2K 3F 3J 3G 4S 5I 6Y 3G 3M 3S 5H 5U 5X 6Q

1E 2T 3L 3B 4Q 5R 6P 1R 2H 3J 3V 4P 5N 6H
4G

1H 2A 5K 5B 6K 1M 4T
1G 1V 2U 2T 1P 1V 2E

IR 2F 4Q 4K 4Y 4U 6L 1N 1C 3I 3L 30 4S 4C SR 5F 6V €D
4C 6C 2N 4X 5K 60
2V 3N 3G 5Z 6U 1U 1Y 1B 2K 2Y 3A

1S 2N 3L 3V 4S 5J 5W 5V 6W 6H 1E 2M 5B 6Q 6U

1P 1Z 2Q 2I 3D 4J 5P 5A 2P 2V 2X 3V 5U 6F

1X 2D 5N 6F 6V 6X

2W 2E 3Q 3P 3W 4B 4Z 6N 1J 1K 1Z 2C 3D 4J 5J 5M 5N 5E 6Z

3C 3T 4L 4S 1R 2R 3X 4M 4U 4B 6L 6B

1J 1I 2J 3E 3I 3F 4R 5H 6X 3H 3N 3T 5I 5V 5Y 6R

1D 25 3K 3A 4P 5Q 60 1S 2I 3K 3W 4Q 50 61
4F

1W 2M 3S 50 5M 1F 2T 3M 4V 4Y 4F

1M 1A 1T 3H 3U 4A 5L 5E 5C 5X 6E 1G 2A 2D 3F 4T 4A 6A

2B 3B 40 4G 4W 6Q 6Y 61 6M 1H 1Q 2S 2W 3S 5H

1X 2N 3T 5P 5N 1lE 2S 3L 4U 4X 4E

1N 1B 1U 3I 3V 4B SM 5F 6D 5Y 6F 1F 2Z 2C 3E 4H.4Z 62

10 1U 2Z 2X 4N 4I 1I 2Q 39 4D 5L 6K 5E 2G 2F 3T 4V 4F 5V 6X
Underlined type denotes wheels in reversed pol]tlonl- Underlined type denobes wheels in reversed positlonl..

EwpRHbdrRuarN<~dOcHEQUZuaMdruwodalp
EoRHiWRaEN~dOCHE QU ZaKHdnoddl p
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Tasre F TasLx R

5F 2F 2E 3S 4U 4E 5U 6W 1Q 4P 4G 5I 5X 6G 1Q 1U 1T 1A

5G 2E 2D 3R 4T 4D ST 6V .

IR 1X 2C 2A 4Q 4L 1F 2N 3N 4A 5I 6H

2U 2S5 2K 4Y 5W 3V 3W 4K 6P
1I 3B 6E 2G 2T 2W 3Y 3B 4I 6B

20 5L 5B 6U 6S 6D 6W 2Y 3G 3Z 3D 5M 5X 5D 6Z 6D

10 2J 2F 2B 3U 3R 3M 3A 4A 1I 1L 4C 6G 6J

IN 1H 1B 2R 2N 3C 4K 6V 6M 6C 30 4M 5A 6M
1T 1F 1E 3P 4H 5V 5U 5J 6J 1X 2L 3M 40 5N 6Q
1K 2D 5N 5E 6N 1J 4Q 4W 6T

1J 1Y 2X 2W 1M 1S 2B 4E 4H 5U 5Z 6E 6K

1U 2I 4T 4N 4B 4X 60 1K 1Z 3F 3I 3L 4P 4Z 50 5C 6S 6A
4F- 6F 2K 4U 5H 6L
2Y 3Q 3J 5C 6X 1R 1V 1Y 2H 2V 3X

1V 2Q 30 3Y 4V 5M 5Z 5Y 6Z 6K 1B 2J 5Y 6N 6R

1S 1C 2T 2L 3G 4M 5S 5D 2M 2S 2U 3S 5R 6C
1A 2G 5Q 6I 6Y 6U .
2Z 3T 3S 3H 32 4E 4C 6Q 1G 1H 1W 2Z 3A 4G 5G 5J 5K 5B 6W

SKE 3W 40 4V 10 20 3U 4J 4R 4Y 6I 6Y
1M 1L 2M 2H 3L 3I 4U 5K 6A 3E 3K 3Q 5F 5S.5V.60
1G 2V-3N 3D 4S 5T 6R 1P 2F 3H 3T 4N 5L 6F

a0 T

IM 1G 1A 2Q 2M 3B 4J 6U 6L 6B 3P 4N 5B 6N
1S 1E 1D 30 4G 5U 5T 51 6I 1Y 2M 3N 4P 50 6R

3T 5B 6W 1S 1W 1Z 2I 2 3Y

1U 2P 3N 3X 4U 5L 5Y 5X 6Y 6J 1C 2K 5Z 60 6S

1R 1B 25 2K 3F 4L 5R 5C 2N 2T 2V 3T 5S 6D

1Z 2F 5P 6H 6X 6V .

2Y 2G 35S 3R 3Y 4D 4B 6P 1H 1I 1X 2A 3B 4H BH 5K 5L 5C 6X

3E 3V 4N 4U 1P 2P 3V 4K 4S 4Z 6J 62 .

1L 1K 2L 3G 3K 3H 4T 5J 6Z 3F 3L 3R 5G ST 5W 6P

1F 2U 3M 3C 4R 55 6Q 1Q 2G 3I 3U 40 SM 6G

1Y 20 3U 5Q 50 1D 2R 3K 4T 4W 4D

10 1C 1V 3J 3W 4C 5N 5G 5E 5Z 6G 1E 2Y 2B 3D 4G 4Y 6Y

2D 3D 4Q 4T 4Y 6S 6A 6K 60 1F 10 2Q 2U 3Q 5F
1P 40 4F 5H 5W 6F 1R 1V 1U 1B 2S 2D 4M 5Q S5R 5X

1Z 2P 3V 5R 5P 1C 2Q 3J 4S 4V 4C
1P 1D 1W 3K 3X 4D 50 5H 5F 5A 6H 1D 2X 2A 3C 4F 4X 6X
2E 3E 4R 4J 4Z 6T 6B 6L.6P 1E"1N 2P.2T 3P 5E

EoRbiEdnarEN~dOaHEHEQUZMdwodalDb»
)
P4
[
e +)
R RiWnagarN~d0o0aHHQU ZaMduwpoddilp

e g e

Underlined {ype denotes wheels in reversed positions. : . X Underlined type denotes wheels in reversed positioma. . . .-~ .-




IR

86 87

Tasrx K i TasLe B
A 2F 3F 4S 4K 4A 6U 6C 6M 6Q 1D 1M 20 2S 30 5D A 1R IF 1Y 3M 3Z 4F 5Q 5J 5H 5C 6J 1B 2V 2Y 3A 4D 4V 6V
H 1R 4Q 4H 5J 5Y 6H 1P 1T 1S 1Z 2Q 2B 4K 50 SP 5V H 2G 3G 4T 4L 4B 6V 6D 6N 6R 1C 1L 2N 2R 3N 5C
V 5H 2D 2C 3Q 4S 4C 5S 6U V 1S 4R 4I 5K 5Z 6I 10 1S 1R 1Y 2P 2A 4J 5N 50 5U
Y 1S 1Y 2D 2B 4R 4M 1E 2M 3M 42 5H 6G Y 5I 2C 2B 3P 4R 4B 5R 6T
Q 2V 2T 2L 4Z 5X 3U 3V 4J 60 Q@ 1T 1Z 2E 2C 4S 4N 1D 2L 3L 4Y 5G 6F
P 1J 3C 6F 2F 2H 2V 3X 3A 4H 6A P 2W 2U 2M 4A 5Y 3T 3U 4I 6N
U 2P 5M 5C 6V 6T 6E 6X 2X 3F 3Y 3C 5L 5W 5C 6Y 6C U 1K 3D 6G 2E 2G 2U 3W 3z 4G 6Z
X 1P 2K 2G 2C 3V 3S 3N 3B 4B 1H 1K 4B 6F 6I ! X 2Q 5N 5D 6W 6U 6F 6Y 2W 3E 3X 3B 5K 5V 5B 6X 6B
8 10 1I 1C 2S 20 3D 4L 6W 6N 6D 3N 4L 52 6L 8 1Q 2L 2H 2D 3W 3T 30 3C 4C 1G 1J 4A 6E 6H
N 1U 1G 1F 3Q 4I 5W 5V 5K 6K 1W 2K 3L 4N 5M 6P . N 1P 1J 1D 2T 2P 3E 4M 6X 60 6E 3M 4K 5Y 6K
D 1L 2E 50 5F 60 1I 4P 4V 6S i D 1V 1H 1G 3R 4J 5X 5W 5L 6L 1V 2J 3K 4M 5L 60
G 1K 1Z 2Y 2X 1L IR 24 4D 4G 5T 5Y 6D &J G 1M 2F 5P 5G 6P 1H 40 4U 6R
E 1V 2J 4U 40 4C 4Y 6P 1J 1Y 3E 3H 3K 40 4Y 5N 5B 6R 6Z E 1L 1A 2Z 2Y 1K 1Q 22 4C 4F 5S 5X 6C 6I
T 4G 6G 2J 4T 5G 6K T 1W 2K 4V 4P 4D 4Z 6Q 1I 1X 3D 3G 3J 4N 4X 5M 5A 6Q 6Y
O 2Z 3R 3K 5D 6Y 1Q 1U 1X 26 2U 3W O 4H 6H 2I 4S 5F 6J
O 1W 2R 3P 3Z 4W 5N 5A 5Z 6A 6L 1A 2I 5X 6M 69 O 2A 35 3L 5E 6Z 1P 1T 1W 2F 2T 3V
W 1T 1D 2U 2M 3H 4N 5T 5E 2L 2R 2T 3R 5Q 6B W 1X 2S 3Q 3A 4X 50 5B 5A 6B 6M 1Z 2H 5§ 6L 6P
I 1B 2H 5R 6J 6Z 6T I 1U 1E 2V 2N 3I 40 5U 5F 2K 2Q 2S 3Q 5P 6A
Z 2A 3U 3T 3I 3A 4F 4D 6R 1F 1G 1V 2Y 3Z 4F 5F 5I 5J 5A 6V Z 1C 2I 5S 6K 6A 68
L 3G 3X 4P 4W 1N 2N 3T 4I 4Q 4X 6H 6X L 2B 3V 3U 3J 3B 4G 4E 6S 1E IF 1U 2X 3Y 4E 5E 5H 5I 5% 6U
J 1IN 1M 2N 2I 3M 3J 4V 5L 6B 3D 3J 3P 5E 5R 5U 6N ' J 3H 3Y 4Q 4X 1M 2M 3S 4H 4P 4W 6G 6W .
F 1H 2W 30 3E 4T 5U 65 10 2E 3G 3S 4M 5K 6E F 10 1N 20 2J 3N 3K 4W 5M 6C 3C 3I 30 5D 5Q 5T 6M
R 4 R 1I 2X 3P 3F 4U 5V 6T 1N 2D 3F 3R 4L 5J 6D
K K 4K '
B 1A 2Q 3W 5S 5Q 1B 2P 3I 4R 4U 4B B
M 1Q 1E 1X 3L 3Y 4E 5P 5I 5G 5B 6I 1C 2W 2Z 3B 4E 4W 6 M 1B 2R 3X 5T 5R 1A 20 3H 4Q 4T 4A

Underlined type denotes wheels in reversed positions. .. Lo . : Underlined {ype denotes wheels in reversed positions.
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TasrLe. M
1C 2S 3Y 5U 5S 1Z 2N 3G 4P 4S 4Z

1S 1G 1Z 3N 3A 4G 5R 5K 5I 5D 6K 1A 2U 2X'3Z.4C 4U 6U

2H 3H 4U 4M 4C 6W 6E 60 6S 1B 1K 2M 2Q 3M 5B
1T 45 4J 5L 5A 6J 1N IR 1Q 1X 20 2Z 4 5M 5N 5T
S5J 2B 2A 30 4Q 4A 5Q 6S

1U 1A 2F 2D 4T 40 1C 2K 3K 4X 5F 6E

2X 2V 2N 4B 5Z 3S 3T 4H 6M

2R505E6X6V6GGZ2V3D3W3A5J5U5A6W6A

IR 2M 2T 2E 3X 3U 3P 3D 4D 1F 1I 4Z 6D 6G

1Q 1K 1E 2U 2Q 3F 4N 6Y 6P 6F 3L 4J 5X 6J.
1W 1I 1H 3S 4K 5Y 5X 5M 6M 1U 2I 3J 4L 5K 6N

2G 5Q S5H 6Q 1G 4N 4T 6Q
1M 1B 2A 2Z 1J 1P 2Y 4B 4E BR 5W 6B €H

Haﬂmﬂummuﬂﬁﬂﬂﬂiﬂﬂﬂ
4I 6I 2H 4R SE 61 .
2B 3T 3M 5F 6A 10 1S 1V 2E 2S 3U

1Y 2T 3R 3B 4Y 5P 5C 5B 6C 6N 1Y 2G 5V 6K 60"

wmmmwawmggggmg
1D 2J 5T 6L 6B 6R
2C 3W 3V 3K 3C 4H 4F 6T 1D 1E 1T 2W 3X 4D 5D .5C 5H 5Y 6T

SI 3Z 4R 4Y 1L 2L 3R 4G 40 4V 6F 6V

1J 2Y 3Q 3G 4V 5W 6U 1M 2C 3E 3Q 4K 5I 6C

BouNHbmuarEN~S0aHEHQUZaNdruwoddip
=
=

Underlined type denotes wheels in reversed positions.
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ArpENDIX IV
BASIC PLAIN-TEXT SEQUENCES

WoUWmQHHuRHEZOND R HAdIdNHNbB

YHZWPVSMQBANLXDTUFRIGJOKCE
LTXYFREJANMSVCGUWOZQHBIDPK
VUCLOZKEMSJERPHWYIXATNQGFD
RWPVIXDNJEBKZFTYLQCMUSAHOG
ZYFRQCGSBKNDXOULVAPJWEMTIH
XLOZAPHENDSGCIWVRMFBYKJUQT

ICYVIXMFTKSGEHPQYRZJONLDBWAU

PRQCJOUDEHKTFALZXBISVGNYMVW

I1FZAPBIWGKTDUOMVXCNQERHSLJY

OXMFNQYHDUGWIJRCPSAKZTEYVBL
ICJOSALTGWHYQBZPFEMDIXUKRNYV
QPBIEMVUHYTLANXFOKJGCWDZSR
AFNQKJRWTLUVMSCOIDBHPYGXE?Z
MQSEDBZYUVWBJEPIQGNTFLHCKK
JIEMGNXLWRYZBKFQAHSUOVTPDC
BQKJHSCVYZLXNDOAMTEWIRUFGP
NADBTEPRLXVCSGIMJUKYQZWOHF
SMGNUKFZVCRPEHQJBWDLAXYITO

.EJHSWDOXRPZFKTABNYGVHCLQUI

KBTEYGICZFXODUMNSLHRJPVAWQ
DNUKLHQPXOCIGWJSEVTZBFRMYA
GSWDVTAFCIPQHYBEKRUXNOZJLNM
HEYGRUMOPQFATLNKDZWCSIXBVJ
PTKLHZWJIFAOMUVSDGXYPEQCNRB
UDVTXYBQOMIJWREGHCLFKAPSZN
WGRUCLNAIJQBYZKHTPVODMFEXS

BABIC PLAIN-TEXT 8BQUENcES ¥or CWI1 pIRECT
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HoabbEHQMRupHERON DN RHdddNEND

YSPDTRHZFNQEAOCVUBGLWIKMJX
LEFGUZTXOSAKMIPRWNHVYQDJBC

IVKOHWXUCIEMDJQFZYSTRLAGBNP

RDITYCWPQKJGBAOXLEUZVMHNSF
ZGQULPYFADBHNNICVKWXRJTSEDO
XHAWVFLOMGNTSJQPRDYCZBUEKI
CTMYROVIJHSUEBAFZGLPXNWKDAQ

|PUJLZIRQBTEWKNMOXHVFCSYDGA

FWBVXQZANUKYDSJICTROPELGHM
OYNRCAXMSWDLGEBQPUZIFKVHTJ
ILSZPMCJEYGVHKNAFWXQODRTUB
QVEXFJPBKLHRTDSMOYCAIGZUWN
ARKCOBFNDVTZUGEJILPMQHXWYS
MZDPINOSGRUXWHKBQVFJATCYLE
JXGFQSIEHZWCYTDNAROBMUPLVK
BCHOAEQKTXYPLUGSMZINJWFVRD
NPTIMKADUCLFVWHEJXQSBYORZG
SFUQJDMGWPVORYTKBCAENLIZXH
EOWABGJHYFRIZLUDNPMKSVQXCT
KIYMNHBTLOZQXVWGSFJDERACPU
DQLJSTNUVIXACRYHEOBGKZMPFW
GAVBEUSWRQCMPZLTKINHDXJFOY
HMRNKWEYZAPJFXVUDQSTGCBOIL
TJZSDYKLXMFBOCRWGAEUHPNIQYV
UBXEGLDVCJONIPZYHMKWTFSQAR
WNCKHVGRPBISQFXLTJDYUOEAMZ

BABIO PLAIN-TEXT SEQUENCES yor CW2 nimrxcr

. ST E=— <

—

91

uouuHOHHHNHHHOMDHan<£NHNbE

YRHAZJQMXOTWBNPSKIDEFGLYVUC
LZTMXBAJCIUYNSFEDQGKOHVRWP
VXUJCNMBPQWLSEOKGAHDITRZYF
RCWBPSJNFAYVEKIDHMTGQUZXLO
ZPYNFEBSOMLRKDQGTJUHAWXCYVI
XFLSOKNEIJVZDGAHUBWTMYCPRAQ
COVEIDSKQBRXGHMTWNYUJLPFZA
PIRKQGEDANZCHTJUYSLWBVFOXM
FQZDAHKGMSXPTUBWLEVYNROICUJ
OAXGMTDHJECFUWNYVKRLSZIQPB
IMCHJUGTBKPOWYSLRDZVEXQAFN
QJPTBWHUNDFIYLEVZGXRKCANMOS
ABFUNYTWSGOQLVKRXHCZDPMJIE
MNOWSLUYEHIAVRDZCTPXGFJBQK
JSIYEVWLKTQMRZGXPUFCHOBNAD
BEQLKRYVDUAJZXHCFWOPTINSMG
NKAVDZLRGWMBXCTPOYIFUQSEJH
SDMRGXVZHYJNCPUFILQOWAEKBT
EGJZHCRXTLBSPFWOQVAIYMKDNU
KHBXTPZCUVNEFOYIARMQLJDGSW
DTNCUFXPWRSKOILQMZJAVBGHEY
GUSPWOCFYZEDIQVAJXBMRNHTKL
HWNEFYIPOLXKGQARMBCNJZSTUDY
TYKOLQFIVCDHAMZJNPSBXEUWGR
ULDIVAOQRPGTMJXBSFENCKWYHZ
WVGQRMIAZFHUJBCNEOKSPDYLTX

BASIC PLAIN-TEXT sEqQUENcES For CW3 pmmmcr
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WoUHHOMHuNEEROWOWRNaddMunp (|

YSJUFVMWDRLKXNOCZPGHQBEATIT
LEBWORJYGZVDCSIPXFHTANKMQU
VKNYIZBLHXRGPEQFCOTUMSDJAW
RDSLQXNVTCZHFKAOPIUWJEGBMY
ZGEVACSRUPXTODMIFQWYBKHNUJL
XHKRMPEZWFCUIGJQOAYLNDTSBY
CTDZJFKXYOPWQHBAIMLVSGUENR
PUGXBODCLIFYATNMQJVREHWKSZ
FWHCNIGPVQOLMUSJABRZKTYDEX
OYTPSQHFRAIVJWEBMNZXDULGKC
ILUFEATOZMQRBYKNJSXCGWVHDP
QVWOKMUIXJAZNLDSBECPHYRTGF
ARYIDJWQCBMXSVGENKPFETLZUHO
MZLQGBYAPNJCERHKSDFOUVXWTI
JXVAHNLMFSBPKZTDEGOIWRCYUQ
BCRMTSVJOENFDXUGKHIQYZPLVWA
NPZJUERBIKSOGCWHDTQALXFVYNM
SFXBWKZNQDEIHPYTGUAMVCORLJ
EOCNYDXSAGKQTFLUHWMJRPIZVEB
KIPSLGCEMHDAUOVWTYJBZFQXRN
DQFEVHPKJTGMWIRYULBNXOACZS
GAOKRTFDBUHJYQZLWVNSCIMPXE
HMIDZUOGNWTBLAXVYRSEPQJFCK
TIQGXWIHSYUNVMCRLZEKFABOPD
UBAHCYQTELWSRJPZVXKDOMNIFG
WNMTPLAUKVYEZBFXRCDGIJSQOH

BABIC PLAIN-TEXT SEQURNCES ¥Yor CW4 pIrECT

Setting
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HoUERNQMHRuRHEZORWO RN Hddd MNP

YPNCIXGOHAJERUSMTFVZWLQBKD
LFSPQCHITMBKZWEJUORXYVANDG
VOEFAPTQUJNDXYKBWIZCLRMSGH
RIKOMFUAWBSGCLDNYQXPVZJEHT
ZQDIJOWMYNEHPVGSLACFRXBKTU
XAGQBIYJLSKTFRHEVMPOZCNDUW
CMHANQLBVEDUOZTKRJFIXPSGWY
PJTMSAVNRKGWIXUDZBOQCFEHYL
FBUJENRSZDHYQCWGXNTIAPOKTLYV
ONWBKJZEXGTLAPYHCSQMFIDUVR
ISYNDBXKCHUVMFLTPEAJOQGWRZ
QELSGNCDPTWRJOVUFKMBIAHYZX
AKVEHSPGFUYZBIRWODJNQMTLIXC
MDRKTEFHOWLXNQZYIGBSAJUYVCP
JGZDUKOTIYVCSAXLQHNEMBWRPF
BHXGWDIUQLRPEMCVATSKJNYZFO
NTCHYGQWAVZFKJPRMUEDBSLXO0I
SUPTLHAYMRXODBFZJWKGNEVCIAQ
EWFUVTMLJZCIGNOXBYDHSKRPQA
KYOWRUJVBXPQHSICNLGTEDZFAM
DLIYZWBRNCFATEQPSVHUKGXOMJ
GVQLXYNZSPOMUKAFERTWDHCIUJB
HRAVCLSXEFIJWDMOKZUYGTPQBN
TZMRPVECKOQBYGJIDXWLHUFANS
UXJZFRKPDIANLHBQGCYVTWOMSE
WCBXO0OZDFGQMSVTNAHPLRUYIJEK

BASIC PLAIN-TEXT SEQUENCES FoR CW§ DpIRECT

71836—25—-T
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uouuummnuhazzowowmaq<aunub§

YBHAWOCUREFKIZPGTNVMJSLXQD
LNTMYIPWZKODQXFHUSRJBEVCAG
VSUJLQFYXDIGACOTWEZBNEKRPMH
REWBVAOLCGQHMPIUYKXNSDZFJT
ZKYNRMIVPHATJFQWLDCSEGXOBU
XDLSZJQRFTMUBOAYVGPEKHCINVW
CGVEXBAZOUJWNIMLRHFKDTPQSY
PHRKCNMXIWBYSQJVZTODGUFAEL
FTZDPSJCQYNLEABRXUIGHWOMKYV
OUXGFEBPALSVKMNZCWQHTYIJDR
INCHOKNFMVERDJSXPYATULQBGZ
QYPTIDSOJRKZGBECFLMUWVANHX
ALFUQGEIBZDXHNKPOVJWYRMSTC
MVOWAHKQNXGCTSDFIRBYLZJEUP
JRIYMTDASCHPUEGOQZNLVXBKWF
BZQLJUGMEPTFWKHIAXSVRCNDYO
NXAVBWHJKFUOYDTQMCERZPSGLTI
SCMRNYTBDOWILGUAJPKZXFEHVQ
EPJZSLUNGIYQVHWMBFDIXCOKTRA
KFBXEVWSHQLARTYJNOGCPIDUZM
DONCKRYETAVMZULBSIHPFQGWXJ
GISPDZLKUMRJXWVNEQTFOAHYCB
HQEFGXVDWJZBCYRSKAUOIMTLPN
TAKOHCRGYBXNPLZEDMWIQJUVFS
UMDITPZHLNCSFVXKGJYQABWROE
WJGQUFXTVSPEORCDHBLAMNYZIK

95

BASIC PLAIN-TEXT SEQUENCES ¥OR CW6 pimmor

HNﬂ<damu0MOHHHNHHHQHHBQUPNE

AUSZJWINRFXDHKPGTEQOYCMLYVEB
MWEXBYQSZOCGTDFHUKAILPJVRN
JYKCNLAEXIPHUGOTWDMQVFBRZS
BLDPSVMKCQFTWHIUYGJARONZXE
NVGFERJDPAOUYTQWLHBMZISXCK
SRHOKZBGFMIWLUAYVTNJXQECPD
EZTIDXNHOJQYVWMLRUSBCAKPFG
KXUQGCSTIBALRYJVZWENPMDFOH
DCWAHPEUQNMVZLBRXYKSFJGOIT
GPYMTFKWASJRXVNZCLDEOBHIAQU
HFLJUODYMEBZCRSXPVGKINTQAW
TOVBWIGLJEKNXPZECFRHDQSUAMY
UIRNYQHVBDSCFXKPOZTGAEWMJL
WQZSLATRNGEPOCDFIXUHMKYJBY
YAXEVMUZSHKFIPGOQCWTJDLBNR
LMCKRJWXETDOQFHIAPYUBGVNSZ
VIJPDZBYCKUGIAOTQMFLWNHRSEX
RBFGXNLPDWHQMIUAJOVYSTZEKC
ZNOHCSVFGYTAJQWMBIRLEUXKDP
XSITPEROHLUMBAYJNQZVKWCDGTF
CEQUFKZITVWJNMLBSAXRDYPGHDO
PKAWODXQURYBSJVNEMCZGLFHTI
FDMYIGCAWZLNEBRSKJPXHVOTUQ
OGJLQHPMYXVSKNZEDBFCTRIUWA
IHBVATFJLCREDSXKGNOPUZQWYM
QTNRMUOBVPZKGECDHSIFWXAYLJ

BASIC PLAIN-TEXT SEQUENCES POR CW1 REVERSED
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MMHMEgdaadH WO WOoOREBHRNuHNQOEHNENY QW P N

BFZDHJRSTVIWLAMCUNYQEPGKX
WSLAKFHD
YEVMDOTG

NOXGTBZEURAQ
SICHUNXKWZA

Y
L

VMJP
RJBF

EQPTWSCDYXMVZBNO
KAFUYEPGLCJRXNSTI

DMOWLKFHVPB
GJIYVDOTRFN
HBQLRGIUZOS
NAVZHQWXTIE
SMRXTAYCQK
EJZCUMLPAD
KBXPWJVFMG
DNCFYBROUJH
GSPOLNZIBT
HEFIVSXQNU
TKOQRECASYW
UDIAZKPMEY
WGQMXDFJKL
YHAJCGOBDYV
LTMBPHINGR
VUJNFTQSHZ
RWBSOUAETX
ZYNEIWMKUC
XLSKQYJDWP
CVEDALBGYF

BEroHOTDYWTOMNI<IT<AHCA

Z
X

c
P
F
0
I
Q
A
M
J
B
N
S
E
K
D
G
H

T

CSEQ
PEKA
FKDM
0ODGJ
IGHB
QHTN
ATUS
MUWE
JWYK
BYLD
NLVG
SVRH
ERZT
KZXU
DXCW
GCPY
HPFL
TFOV
UOIR
WIQZ

JPRKGMVNHLOUYQMX

LKRJGI.UH
VDZBHAQWT
RGXNTAYU

ZHC
XTP
CUF
PWO
FYI
OLQ
IVaA
QRNM
AZJ
MXB
JCN
BPS
NFE
SO0K
EID
KQG
DAH
GMT
HJU
TBW

S

E
K
D
G
H
T
U
W
Y
L
v
R
Z
X
c
P
F
0
I

c

P

F

0

I
UMLWAQ
WJvya
YBRLM
LNZVJ
VSXRB
RECZN
ZKPXS
XDFCE
CGOPK
PHIFD
FTQOGW
OUAIHY
IWMQTL
QYJAUYV
ALBMWR
MVNJY2Z
JRSBLX
BZENVC
NXKSRP
SCDEZF

CHIQUXMHOWDZWOGR»>OHDO

BABSIC PLAIN-TEXT SEQUENCES FOR CW2 REVERSED

r.r__ s

MHHMEdddH Ko WOoORAEHRY“mHQREY QWP N

Setting
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FZXOANPHVSWJQBMDGTLU
OXCIMSFTREYBANJGHUVW
ICPQJEOUZKLNMSBHTWRY
QPFABKIWXDVSJENTUYZL
AFOMNDQYCGREBKSUWLXYV
MOIJSGALPHZKNDEWYVCR

‘JIQBEHMVFTXDSGKYLRPZ

BQANKTJROUCGEHDLVZFX
NAMSDUBZIWPHKTGVRXOC
SMJEGWNXQYFTDUHRZCIP
EJBKHYSCALOUGWTZXPQF
KBNDTLEPMVIWHYUXCFAO
DNSGUVKFJRQYTLWCPOMI
GSEHWRDOBZALUVYPFIJQ
HEKTYZGINXMVWRLFOQBA
TKDULXHQSCJRYZVOIANM
UDGWVCTAEPBZLXRIQMSJ
WGHYRPUMKFNXVCZQAJEB
YHTLZFWJDOSCRPXAMBKN
LTUVXOYBGIEPZFCMJNDS
VUWRCILNHQKFXOPJBSGE

YRI
LZQ
VXA
RCM
ZPJ
XFB
CON
PIS
FQE
0AK
IMD
QJ G
ABH
MNT
JSU
BEW
NKY
SDL
EGV
KHR
DT2Z

ECK
KPD
DFG
GOH
HIT
TQU
UAW
WMY
YJL
LBY
VNR
RS Z
ZEX
XKC
CDP
PGF
FHO
0TI
IUQ
QWA
AYM|

RWYZPQVSTADOCIFBNEHKGUXMLJ

ZYLXFAREUMGIPQONSKTDHWCJVB|
XLVCOMZKWJHQFAISEDUGTYPBRN|
CVRPIJXDYBTAOMQEKGWHULFNZS
PRZFQBCGLNUMIJAKDHYTWVOSXE

BASIC PLAIN-TEXT BEQUENCES FOR CW3 REVERSED
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MHHdddeWopNwOoOBErHurbpouHUOaw b N

TPVCMOAJLQGSDRWEIUKFXBNHYZ
UFRPJIMBVAHEGZYKQWDOCNSTLX
WOZFBQJNRMTKHXLDAYGIPSEUVYC
YIXONABSZJUDTCVGMLHQFEKWRP
LQCISMNEXBWGUPRHJVTAOKDYZF
VAPQEJSKCNYHWFZTBRUNIDGLXO
RMFAKBEDPSLTYOXUNZWJQGHVCTI
ZJOMDNKGFEVULICWSXYBAHTRPQ
XBIJGSDHOKRWVQPYECLNMTUZFA
CNQBHEGTIDZYRAFLKPVSJUWXOM
PSANTKHUQGXLZMOVDFREBWYCIJ
FEMSUDTWAHCVXJIRGOZKNYLPQB
OKJEWGUYMTPRCBQZHIXDSLVFAN
IDBKYHWLJUFZPNAXTQCGEVROMS
QGNDLTYVBWOXFSMCUAPHKRZIUJE
AHSGVULRNYICOEJPWMFTDZXQBK
MTEHRWVZSLQPIKBFYJOUGXCAND
JUKTZYRXEVAFQDNOLBIWHCPMSG
BWDUXLZCKRMOAGSIVNQYTPFJEH
NYGNWXPDL”MHEMWALUNWKT
SLHYPRCFGXBQJTKAZEMVWOINDU
EVTLFZPOHCNABUDMXKJRYIQSGYW
KRUVOXFITPSMNWGJCDBZLQAEHY
DZWRICOQUFEJSYHBPGNXVAMKTL
GXYZQPIAWOKBELTNFHSCRMJDUY
HCLXAFQMYIDNKVUSOTEPZJBGWR

Setting
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BABIC PLAIN-TEXT SEQUENCES FOR CW4 REvVERsED

MHEddHuWoWOoORErRumioueEUQW PN

NQFVOGKSPTDAWXYMEZLJBHUCRTI
SAORIHDEFUGMYCLJKXVBNTWPZQ
EMIZQTGKOWHJLPVBDCRNSUYFXA
KJQXAUHDIYTBVFRNGPZSEWLOCHM
DBACMWTGQLUNROZSHFXEKYVIPJ
GNMPJYUHAVWSZIXETOCKDLRQFB
HSJFBLWTMRYEXQCKUIPDGVZAON
TEBONVYUJZLKCAPDWQFGHRXNMNIS
UKNISRLWBXVDPMFGYAOHTZCJQE
WDSQEZVYNCRGFJOHLMITUXPBAK
YGEAKXRLSPZHOBITVJQUWCFNMD
LHKMDCZVEFXTINQURBAWYPOSJG
VTDJGPXRKOCUQSAWZNMYLFIEBH
RUGBHFCZDIPWAEMYXSJLVOQKNT
ZWHNTOPXGQFYMKJLCEBVRIADSU
XYTSUIFCHAOLJDBVPKNRZQMGEW
CLUEWQOPTMIVBGNRFDSZXAJHKY
PYWKYAIFUJQRNHSZOGEXCMBTDL
FRYDLMQOWBAZSTEXIHKCPJNUGY
OZLGVJAIYNMXEUKCQTDPFBSWHR
IXVHRBMQLSJCKWDPAUGFONEYT?Z
QCRTZNJAVEBPDYGFMWHOISKLUX
APZUXSBMRKNFGLHOJYTIQEDVWC
MFXWCENJZDSOHVTIBLUQAKGRYP
JOCYPKSBXGEITRUQNVWAMDHZLTF
BIPLFDENCHKQUZWASRYMJGTXVO

BASIC PLAIN-TEXT SEQUENCES FOR CW§ REVERSED
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MMHEddH oW o WOoOLRZRBHNHNuNEHQOQHEBEOQW P N

TKBXIDRQPVOGYNSUJECFHAWMZL
UDNCQGZAFRIHLSEWBKPOTMYJXV
WGSPAHXMOZQTVEKYNDFIUJLBCR
YHEFMTCJIXAURKDLSGOQWBVNPZ
LTKOJUPBQCMWZDGVEHIAYNRSFX
VUDIBWFNAPJYXGHRKTQMLSZEOC
RWNGQNYOSMFBLCHTZDUAJVEXKIP
ZYHASLIEJONVPTUXGWMBREKCDAQF
XLTMEVQKBISRFUWCHYJNZDPGAO
CVUJKRADNQEZOWYPTLBSXGFHMI
PRWBDZMGSAKXIYLFUVNECHOTJAQ
FZYNGXJHEMDCQLVOWRSKPTIUBA
OXLSHCBTKJGPAVRIYZEDFUQWNM
ICVETPNUDBHFMRZQLXKGOWAYSJ
QPRKUFSWGNTOJZXAVCDHIYMLERB
AFZDWOEYHSUIBXCMRPGTQLJVKN
MOXGYIKLTEWQNCPJZFHUAVBRDS
JICHLQDVUKYASPFBXOTWMRNZGE
BQPTVAGRWDLMEFONCIUYJZSXHK
NAFURMHZYGVJKOISPQWLBXECTD
SMOWZJTXLHRBDIQEFAYVNCKPUG
EJIYXBUCVTZNGQAKOMLRSPDFWH
KBQLCNWPRUXSHAMDIJVZEFGOYT
DNAVPSYFZWCETMJGQBRXKOHILU
GSMRFELOXYPKUJBHANZCDITQVVW
HEJZOKVICLFDWBNTMSXPGQUARY

BASIC PLAIN-TEXT BEQUENCES YOR CW6 REVERSED

HopRUvoluadEdpraiNMNORHODOPRBRuW

1Y 2M 3F 40 4R 4Y

1A 20 2X
1C 1L 2N
1P 1T 1S
2E 2D 3R
1G 20 30
3X 3Y 4M
2J 2L 2Z

' 2C 3K 3D

1N 1Q 4H
SU 4S5 5G
1E 2S 3T
IR 4Y 4E
1V 1B 2K
U’ 1J 3P
2V 4F &S
1D 1H 1K
10 2w 5L
2A 2G 2I

3Z 4C
2R 3N
1Z 2Q
AT 4D
4B 6J
6R 25
3B 3E
3H 5Q
6L 60

4U
5C
2B
5T
61

ArpENDIX V
FIRST-INTERVAL DATA—PLAIN-TEXT RELATIONSHIPS

TaBLE B

2T 3Z bV

5T

6W 4U
2T 2H
6A 6E
3G 5F

1X 1W 1M 2P 3Q 4w
1F 2F 3L 4A 41 4P
3W 3C 3I 5X 5K 5N 6G
1I 2Y 3A 3M 4G 5E 6Y

5w
6Z

6M
4X

4F

Underlined type denotes wheels in reversed positions.
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102 103
TasrLx J TasLz M

1Z 2N 3G 4P 4S 4Z 1C 2S 3Y 5U &S

1B 2V 2Y 3A 4D 4V 6V 1R 1F 1Y 3M 3Z 4F 5Q 5J 5H 5C 6J

1D 1M 20 2S 30 5D 2F 3F 4S 4K 4A 6U 6C 6M 6Q

1Q 1U 1T 1A 2R 2C 4L 5P 5Q 5W 1Q 4P 4G 5I 5X 6G
2F 2E 3S 4U 4E 5U 6W 5F

1H 2P 3P 4C 5K 6J 1P 1V 2A 2Y 40 4J

3Y 32 4N 6S 2R 2P 2H 4V 5T

2K 2M 2A 3C 3F 4M 6F 1E 3X 6A
2D 3L 3E 3I 5R 5C 5I 6E 6I 2J 5G 5W 6P 6N 6Y 6R

10 1R 4I 6M 6P 1I 2D 2z 2V 30 3L 3G 3U 4U

3V 4T 5H 6T 1G 1A 1U 2K 2G 3V 4D 60 6F 6V ,

1F 2T 3U 4W 5V 6Y 1L 1X 1W 3H 4Z 5N 5M 5B 6B

1R 1V 1U 1B 2S 2D 4M 5Q 5R 5X 1P 40 4F 5H 5H 6F
2G 2F 3T 4V 4F 5V 6X 5E

3Z 3A 40 6T 2Q 20 2G 4U 5S
2L 2N 2B 3D 3G 4N 6G 1D 3W 62
2E 3M 3F 3J 5S 5D 5J 6F 6J 2I GF 5V 60 6M 6X 6Q

1P 1S 4J 6N 6Q 1H 2C 2Y 2U 3N 3K 3F 3T 4T

3W 4U 5I 6U 1IF 1Z 1T 2J 2F 3U 4C 6N 6E 6U

1S4Z 4 6CBUSESVEE .V 3W4UDSI 6U IF 1Z 1I 2J =¥ SU 4C OX of 5U
1W 1C 2L 40 4R 5E 5J 60 6U 1Z 10 2N 2M 1G 2U 3V 4X 5W 6Z 1K 1W 1V 3G 4Y S5M 5L 5A €A

1V 1K 3Q 3T 3W 4A 4K 5Z 5N 6D 6L 1J 2X 4I 4C 4Q 4M 6D 1T 4A 4G 6D 1A 2T 5D 5U 6D

2W 4G 5T 6X 4T 6T 1X 1D 2M 4P 4S 5F 5K 6P 6V 1Y 1N 2M 2L

1E 1I 1L 2U 2I 3K 2L 3D 3W 5P 6K 1W 1L 3R 3U 3X 4B 4L 5A 50 6E 6M 1I 2W 4H 4B 4P 4L 6C
1P 2X 5M 6B 6F 1H 2C 3A 3K 4H 5Y 5L 5K 6¥ 6L ‘ 2X 4H BU 6Y 4S 65

2B 2H 2J 3H 5G 6R 1D 1N 2E 2W 3R 4X 5D 50 i 1F 1J 1M 2V 2J 3L 2K 3C 3V 50 6J

6K 1K 2Q 5A 6S 61 1Q 2Y 5N 6C 6G 1G 2B 3Z 3J 4G 5X 5K 5J 6V €K

1Y 1X 1N 2Q 3R 4X 5X 5A 5B 5S 6N 2I 3C 3B 3Q 3I 4N 4L 4R 6Z 2C 21 2K 3L 5H 6S 1C 1M 2D 2V 3Q 4§ 3C 5N

1G 2G 3M 4B 4J 4Q 6A 6Q 3N 3E 4W 4E
3X 3D 3J 5Y 5L 50 6H 1T 1S 2T 20 3S 3P 4B 5R 6H

1Z 1Y 10 2R 3S 4Y 5Y 5B 5C 5T 60 2H 3B 3A 3P 3H 4M 4K 4Q 6Y

1H 2H 3N 4C 4K 4R 6B 6R 3M 3D 4V 4D

Underlined type denotes wheels in reversed positions. | 3Y 3E 3K 5Z 5M 5P 6I 1S 1R 2S 2N 3R 30 4A 5Q 6G

Underlined type denotes wheels in reversed positions.

HaoHUuoHEadEddHARNNQWHONDODPRayW

HaomRoehuadidraNMNONWHO NOPBuyw
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TasLE A TaBLE Q

B 3z 3F 3L 5A 5N 5Q 6J 1R 1Q 2R 2M 3Q 3N 42 5P 6F B 1J 2J 3P 4E 4M 4T 6D 6T 3K 3B 4T 4B

J 1L 2B 3D 3P 4J 5H 6B 1K 2Z 3R 3H 4W 5X 6V J 3A 3G 3M 5B 50 5R 6K 1Q 1P 20 2L 3P 3M 4Y 50 6E

M M 1M 2C 3E 3Q 4K 5I 6C 1J 2Y 3Q 3G 4V 5W 6U

A L A

Q 1B 2P 3T 4R 4U 4B 1A 2Q 3W 5S 5Q ! Q

I 1D 2X 2A 3C 4F 4X 6X 1P 1D 1W 3K 3X 4D 50 5H BF 5A 6H ; I 1C 2Q 3J 4S 4V 4C 1Z 2P 3V 5R 5P .

O 1F 10 2Q 2U 3Q 5F 2D 3D 4Q 4I 4Y 6S 6A 6K 60 O 1E 2Y 2B 3D 4G 4Y 6Y 10 1C 1V 3J 3W 4C 5N 5G 5E 5Z 6G

F 1S 1W 1V 1C 2T 2E 4N 5R 5S 5Y 10 4N 4E 5G 5V 6E F 1G 1P 2R 2V 3R 5G 2C 3C 4P 4H 4X 6R 6Z 6J 6N

P 2H 2G 3U 4W 4G 5W 6Y 5D P 1T 1X 1W 1D 2U 2F 40 5S 5T 5Z 1N 4M 4D 5F 5U 6D

O 1J 2R 3R 4E 5M 6L 1N 1T 2V 2W 4M 4H O 2I 2H 3V 4X 4H 5X 6Z 5C

X 3A 3B 4P 6U 2P 2N 2F 4T 5R ,. X 1K 2S 3S 4F 5N 6M 1M 1S 2X 2V 4L 4G

Z 2M 20 2C 3E 3H 40 6H 1C 3V 6Y Z 3B 3C 4Q 6V 20 2M 2E 4S 50Q

R 2F 3N 3G 3K 5T 5E 5K 6G 6K 2H 5E 5U 6N 6L 6W 6P R 2N 2P 2D 3F 3I 4P 6I 1B 3U 6X

V 1Q 1T 4K 60 6R 1G 2B 2X 2T 3M 3J 3E 3S 45 V 2G 30 3H 3L 5U 5F 5L 6H 6L 2G 5D 5T &M 6K 6V 60

L 3X 4V 5J 6V 1E 1Y 1S 21 2E 3T 4B 6M 6D 6T L 1R 1U 4L 6P 6S 1F 2A 2W 2S 3L 3I 3D 3R 4R -

Y 1H 2V 3W 4Y 5X 6A 1J 1V 1U 3F 4X 5L 5K 5Z 6Z Y 3Y 4W 5K 6W 1D 1X 1R 2H 2D 3S 4A 6L 6C 6S

W 1U 4B 4H 6E 1Z 2S 5C 5T 6C | W 1I 2W 3X 4Z 5Y 6B 1I 1U 1T 3E 4W 5K 5J 5Y 6Y

U 1Y 1E 2N 4Q 4T 5G 5L 6Q 6W 1X 1M 2L 2K : U 1V 4C 4I 6F 1Y 2R 5B 5S 6B -

T 1X 1M 3S 3V 3Y 4C 4M 5B 5P 6F 6N 1H 2V 4G 4A 40 4K 6B T 1Z 1F 20 4R 4U 5H 5M 6R 6X 1W 1L 2K 2J 2

H 2Y 4I 5V 6Z 4R 6R H 1Y 1IN 3T 3W 3Z 4D 4N 5C 5Q 6G 60 1G 2U 4F 4Z 4N 4J 6A

G 1G 1K 1N 2W 2K 3M 2J 3B 3U 5N 6I G 2Z 4J 5W 6A 4Q 69

D 1R 2Z 50 6D 6H 1F 2A 3Y 3I 4F 5W 5J 5I 6U &J D 1H 1L 10 2X 2L 3N 2I 3A 3T 5M 6H

K 2D 2J 2L 3J 5I 6T 1B 1L 2C 2U 3P 4V SB BM K 1S 2A 5P 6E 6I 1E 2Z 3X 3H 4E 5V 5I 5H 6T 61

E 6M 1I 20 5Y 6Q 6G E 2E 2K 2M 3K 5J 6U 1A 1K 2B 2T 30 4U 5A 5L

8 1A 1Z 1P 2S 3T 4Z 5Z 5C 5D 5U 6P 2G 3A 3Z 30 3G 4L 4J 4P 6X 8 6N 1H 2N 5X 6P 6F

N 1T 2I 30 4D 4L 4S 6C 65 3L 3C 4U 4C . N 1B 1A 1Q 2T 3U 4A 5A 5D 5E 5V 6Q 2F 3Z 3Y 3N 3F 4K 4I 40 6W
Underlined type denotes wheels in reversed positions. . . . Underlined type denotes wheels in reversed positions.
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Tanie I

1C 1B 1R 2U 3V 4B 5B 5E 5F 5W 6R
1K 2K 3Q 4F 4N 4U 6E 6U 3J 3A 4S
K

4A
3B 3H 3N 5C 5P 5S 6L 1P 10 2P 2K 30 3L 4X 5N
IN 2D 3F 3R 4L 5J 6D 1I 2X 3P 3F 4U 5V 6T

3C 3D 4R 6W 2N 2L 2D 4R 5P

20 2Q 2E 3G 3J 4Q 6J 1A 3T 6%

2H 3P 31 3M 5V 5G 5M 61 6M 2F 5C 5S 6L 6J 6U
1S 1V 4M 6Q 6T 1E 2Z 2V 2R 3K 3H 3C 3Q 4Q
3Z 4X 5L 6X 1C 1W 1Q 2G 2C 3R 4Z 6K 6B 6R
1J 2X 3Y 4A 5Z 6C 1H 1T 1S 3D 4V 5J 5I 5X 6X

2A 4K 5X 6B 4P 6P
1T 1M 1P 2Y 2M 30 2H 3Z 3S 5L 6G

BodHRUYQadddprdiNMAQWHOMDPRuW

Underlined type denotes wheels in reversed positions.

HomRUuodudddrddNNOWRHO O Ruyw
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TarrLe O

1D 1C 1S 2V 3W 4C 5C 5F 5G 5X 6S 2D 3X 3W 3L 3D 41 4G 4M 6U

1L 2L 3R 4G 40 4V 6F 6V 3L 3Z 4R 42

2K 2J 3X 4Z 4J 5Z 6B 5A
1M 2U 3U 4H 5P 60 1K 1Q 2
3D 3E 4S 6X 2M 2K 2C 49
2P 2R 2F 3H 3K 4R 6K 1Z

2T 4] 4E
0

1413 R

1X 4E 4K 6H 1¥W 2P 5Z 59 6Z

1B 1H 2Q 4T 4¥ 6J 50 6T 62 1U 1J 2I 2H

1A 1P 3V 3Y 3B 4F 4P 5E 5S 6I 6Q 1E 2S 4D 4X 4L 4H 6Y
2B 4L 5Y 6C 40 60

Underlined type denotes wheels in reversed positions.
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TasLe F ‘ TaprLz P

2H2N2P3N5M6XEE.2_Y__2£;L4_B_§__.I 1W 2E 5T 6I 6M 1A 2V 3T 3D 4A 5R 5E
6Q 1E 2K 5U 6M 6C ' oT 20 2Q 30 5N 6Y 1W 1G 2X 2P 3K 4Q 5W 5H

1E 1D 1T 2W 3X 4D 5D 5G 5H 5Y 6T 2C 3W 3V 3K 3C 4H 4F 4L 6T I 6R 1D 2J 5T 6L 6B

1M 2M 3S 4H 4P 4W 6G-6W 3H 3Y 4Q 4Y ' 1F 1E 1U 2X 3Y 4E 5E 5H 5I 52 6U 2B 3V 3U 3J 3B 4G 4E 4K 6S
3D 3J 3P 5E 5R 5U 6N IN 1M 2N 2T 3M 3J 4V 5L 6B

D €P 6E

________ 1IN 2N 3T 4I 4Q 4X 6H 6X 3G 3X 4P 4X
1P 2F 3H 3T 4N 5L 6F 1G 2V 3N 3D 4S 5T 6R 3E 3K 3Q 5F 55 5V 60 1M 1L 2M 2H 3L 31 4U 5K 6A

1Q 2G 31 3U 40 5M 6G 1F 2U 3M 3C 4R 5S 6Q

[y Ay

1F 2T 3M 4V 4Y 4F 1W 2M 3S 50 5M

1H 2B 2E 3G 4J 4B 6B 1L 1Z 1S 3G 3T 42 5K 5D 5B 5W €D

1J 1S 2U 2Y 3U 5J 2Z 3Z 4M 4E 4U 60 6W 6G €K

1W 1A 1Z 1G 2X 2I 4R 5V 5W 5C 1K 4J 4A 5C 5R 6A

2L 2K 3Y 4A 4K 5A 6C 5Z [
IN 2V 3V 4I 5Q 6P 1J 1P 2U 2S 4I 4D v

1G 2U 3N 4W 4Z 4G 1V 2L 3R 5N 5L

1I 2C 2F 3H 4K 4C 6C 1K 1Y 1R 3F 3S 4Y 5J 5C 5A 5V 6C

1K 1T 2V 2Z 3V 5K 2Y 3Y 4L 4D 4T 6N 6V 6F 6J

1X 1B 1A 1H 2Y 2J 4S 5W 5X 5D 1J 4I 4Z 5B 5Q 6%
2M 2L 3Z 4B 4L 5B 6D 5Y
10 2W 3W 4J 5R 6Q 1I 10 2T 2R 4H 4C

3F 3G 4U 6Z 2K 2I 2A 40 S5M

2R 2T 2H 3J 3M 4T 6M 1X 3Q 6T
oK 3S 3L 3P 5Y 5J 5P 6L 6P 2C 5z 5P 6I 6G 6R 6K

1V 1Y 4P 6T 6W 1B 2W 2S 20 3H 3E 3Z 3N 4N

3C 4A 50 6A 1Z 1T 1N 2D 2Z 30 4W €H 6Y 60

ey ey G ———

2Q 25 2G 3I 3L 4S 6L 1Y 3R
2J 3R 3K 30 65X 5I 50 6K 60 2D 5A 5Q 6J 6H 6S 6L :
1U 1X 40 6S 6V 1C 2X 2T 2P 3I 3F'3A 30 40 S !

S e Gveae S s m— e e mm— mm——

1L 2Z 3A 4C 5B 6E 1F 1R 10Q 3B 4T BH 5G 5V 6V : : i

1Y 4F 4L 6I 1V 20 5Y 5P 6Y

1C 1I 2R 4U 4X 5K 5P 6U 6A 1T 1I 2H 2G _
1B 1Q 3W 3Z 3C 4G 4Q 5F 5T 6J 6K 1D 2R 4C 4W 4K 4G 6X

2C 4M 5Z 6D 4N 6N ' l
1K 10 1R 2A 20 3Q 2F 3X 3Q 5J 6E ' :

1D 1J 2S 4V 4Y 5L 5Q 6V 6B 1S 1H 2G 2F

1C 1R 3X 3A 3D 4H 4R 5G 5U 6K 6S 1C 2Q 4B 4V 4J 4F 6W
2D 4N 5A GE 4M &M

1L 1P 1S 2B 2P 3R 2E 3§ 3P 5I 6D

HegNuoHdudidralNNOWRODPEuW
HoERUoHHdddrdEYNNaOQNEO MO P Ruw

Underlined type denotes wheels in reversed positions. Underlined type denotes wheels in re 1 positions.
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TasLz C Tapim X
B 1M 1Q 1T 2C 2Q 3S 2D 3V 30 5H 6C B 2F 4P 5C 6G 4K 6K
J 1X 2F 5U 6J 6N 1Z 2U 3S 3C 4Z 5Q 5D 5C 60 6D ' J 1IN IR 1U 2D 2R 3T 2C 3U 3N 5G 6B
M 2J 2P 2R 3P 50 6Z 1V 1F 2W 20 3J 4P 5V 5G M 1Y 2G 5V 6K 60 1Y 2T 3R 3B 4Y 5P 5C 5B 6N €C
A 6S 1C 2I 5S 6K 6A A 2K 2Q 2S 3Q 5P 6A 1U 1E 2V 2N 3I 40 5U 5F
Q 1G 1F 1V 2Y 3Z 4F 5F 5I 5J 5A 6V 2A 3U 3T 3I 3A 4F 4D 4J 6R Q 6T 1B 2H 5R 6J 6Z
I 10 20 3U 4J 4R 4Y 6I 6Y 3F 3W 40 4W I 1H 1C 1W 2Z 3A 4G 5G 5J 5K 5B 6W 2Z 3T 3S 3H 3Z 4E 4C 4I 6Q
O 3F 3L 3R 5G 5T 5W 6P 1L 1K 2L 2G 3K 3H 4T 5J 62 l O 1P 2P 3V 4K 4S 4Z 6J 6Z 3E 3V 4N 4V
F IR 2H 3J 3V 4P 5N 6H 1E 2T 3L 3B 4Q 5R 6P ¥ 3G 3M 35S 5H 5U 5X 6Q 1K 1J 2K 2F 3J 3G 4S 5I &Y
P P 1S 2T 3K 3W 4Q 50 6I 1D 25 3K 3A 4P 5Q 60
o , o
X 1H 2V 30 4X 4A 4H 1y 2K 3Q 5M 5K . | X
Z 1J 2D 2G 3I 4L 4D 6D 1J 1X 1Q 3E 3R 4X 5I 5B 5Z 5U 6B ( Z 1I 2W 3P 4Y 4B 4I 1T 2J 3P 5L &J
R 1L 1U 2W 2A 3W 5L 2X 3X 4K 4C 4S 6M 6U 6E 6I , R 1K 2E 2H 3J 4M 4E 6E 1I 1W 1P 3D 3Q 4W 5H 5A 5Y 5T 6A
V 1Y 1C 1B 1I 2Z 2K 4T 5X 5Y 5E 1I 4H 4Y 5A 5P 6Y V 1M 1V 2X 2B 3X 5M 2W 3W 4J 4B 4R 6L 6T 6D €H
L 2N 2M 3A 4C 4M 5C 6E 5X L 1Z 1D 1C 1J 2A 2L 4U 5Y 5Z 5F 1H 4G 4X 5Z 50 6X
Y 1P 2X 3X 4K 5S 6R 1H 1N 2S 29 4G 4B Y 20 2N 3B 4D 4N 5D 6F 5
W 3G 3H 4V 6A 2J 2H 2Z 4N 5L W 1Q 2Y 3Y 4L 5T 6S 1G 1M 2R 2P 4F 4A
U 2S 2U 2I 3K 3N 4U 6N 1W 3P 6S U 3H 3I 4W 6B 2L 2G 2Y 4M oK
T 2L 3T 3M 3Q 5Z 5K 5Q 6M 6Q 2B 5Y 50 6H 6F 6Q 6J T 2T 2V 2J 3L 30 4V 60 1V 30 €R
H 1W 1Z 4Q 6U 6X 1A 2V 2R 2N 3G 3D 3Y 3M 4M H 2M 3U 3N 3R 5A 5L 5R 6N 6R 2A 5X 5N 6G 6E 6P 61
G 3D 4B 5P 6B 1Y 1S IM 2C 2Y 3N 4V 6G 6X 6N G 1X 1A 4R 6V 6Y 12 2U 2Q 2M SF 3C 3X 3L 4L
D 1N 2B 3C 4E 5D 6G 1D 1P 10 3Z 4R 5F 5E 5T 6T D 3E 4C 5Q 6C 1X 1R 1L 2B 2X 3M 4U 6F €W 6M
K 1A 4H 4N 6K 1T 2M 5W 5N 6W K 10 2C 3D 4F 5E 6H 1C 10 1N 3Y 4Q 5E 5D 5S 6S
E 1E 1K 2T 4W 4Z 5M 5R 6W 6C 1R 1G 2F 2E E 1B 4I 40 6L 1S 2L 5V 5M 6V
8 1D 1S 3Y 3B 3E 4I 4S 5H 5V 6L 6T 1B 2P 4A 4U 4I 4E 6V 8 1F 1L 2U 4X 4A 5N 5S 6X 6D 1Q 1F 2E 2D
N 2E 40 5B 6F 4L 6L . N 1E 1T 3Z 3C 3F 4J 4T 5I 5W 6M 6U 1A 20 42 4T 4H 4D €U

Underlined type denotes wheels in reversed positions. Underlined type denotes wheels in reversed positions.
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TasLe Z TasLz R

1H 1IN 2W 4Z 4C 5P 5U 6Z 6F 10 1D 2C 2B
1G 1V 3B 3E 3H 4L 4V 5K 5Y 60 6W 1Y 2M 4X 4R 4F 4B 6S

2H 4R 5E 6I 4I 61 .
1P 1T 1W 2F 2T 3V 24 3S 3L 5E 6Z

2T 5X 6M 6Q 1W 2R 3P 3Z 4W 5N 5A 5Z 6L 6A

1A
2M 2S 2U 3S 5R 6C 1S 1C 2T 2L 3G 4M 5S 5D
6v

2G 4Q 5D 6H 4J 6J
10 1S 1V 2E 2S 3U 2B 3T 3M 5F 6A

1Z 2H 5W 6L 6P 1X 2S 3Q 3A 4X 50 5B 5A 6M 6B

2L 2R 2T 3R 5Q 6B 1T 1D 2U 2M 3H 4N 5T 5E

6U 1A 2G 5Q 6I 6Y
1I 1H 1X 2A 3B 4H 5H 5K 5L 5C 6X 2Y 3S 3R 3G 3Y 4D 4B 4H 6P

1Q 2Q 3W 4L 4T 4A 6K 6A 3D 3U 4M 4U
3H 3N 3T 5I 5V 5Y 6R 1J 1I 2J 2E 3I 3F 4R 5H 6X

1T 2J 3L 3X 4R 5P 6J 1C 2R 3J 3Z 40 5P 6N

1Z 2F 5P 6H 6X

1J 1T 1Y 2B 3C 4I 5I 5L 5M 5D 6Y 2X 3R 3Q 3F 3X 4C 4A 4G 60
1R 2R 3X 4M 4U 4B 6L 6B 3C 3T 4L 4T
3T 30 3U 5J 5W 5Z 65 1I 1H 2I 2D 3H 3E 4Q 5G 6W

1U 2K 3M 3Y 4S 5Q 6K 1B 2Q 3L 3Y 4N 50 6M

1J 2X 3Q 4Z 4C 4J 1S 2I 30 SK 5I

1L 2F 2I 3K 4N 4F 6F 1H 1V 10 3C 3P 4V 5G BZ 5X 5S 62

1N 1W 2Y 2C 3Y 5N 2V 3V 4T 4A 4Q 6K 6S 6C 6G
1A 1E 1D 1K 2B 2M 4V 5Z 5A 5G 1G 4F 4W 5Y 5N 6W
2P 20 3C 4E 40 5E 6G 5V

1R 2Z 3Z 4M 5U 6T 1F 1L 2Q 20 4E 4Z

3I 3J 4X 6C 2H 2F 2X 4L 5J

2U 2W 2K 3M 3P 4W 6P 1U 3N 69
2N 3V 30 35 5B 5M 5S 60 6S 2Z 5W 5M 6F 6D 60 6H

1Y 1B 4S 6W 6Z 1Y 2T 2P 2L 3E 3B 3W 3K 4K

SF 4D BR 6D 1W 1Q 1K 2A 2W 3L 4T 6E 6V 6L

1P 2D 3E 4G S5F 6I 1B 1N 1M 3X 4P 5D 5C 5R 6R

1K 2Y 3R 4A 4D 4X 1R 2H 3N 5J 5H

1M 2G 2J 3L 40 4G 6G 1G 1U 1N 3B 30 4U 5F 5Y 5@ 5R 6Y

10 1X 2Z 2D 3Z 50 2U 3U 4H 4Z 4P 6J ER 6B 6F.

1B IF 1E 1L 2C 2N 4W 5A 5B 5H 1F 4E 4V 5X 5M 6V
2Q 2P 3D 4F 4P 5F 6H 5U
1S 2A 3A 4N 5V 6U 1E 1K 2P 2N 4D 4Y

3J 3K 4Y 6D 2G 2E 2W 4K 5I

2V 2X 2L 3N 3Q 4X 6Q 1T 3M 6P
20 3W 3P 3T 5C 5N 5T 6P 6T 2Y 5V 5L 6E 6C 6N 6G

1Z 1C AT 6X 6A 1X 2S 20 2K 3D 3A 3V 3J 4&J

3G 4E 55 6E 1V 1P 1J 2z 2V 3K 4S 6D 6U 6K

1Q 2E 3F 4H 5G 6J 1A 1M 1L 3W 40 5C 5B 5Q 6Q

1G 1M 2V 4Y 4B 50 5T 6Y 6E 1P 1E 2D 2C 1D 4K 4Q 6N 1Q 2J 5T 5K 6T
Underlined type denotes wheels in reversed positions. Underlined type denotes wheels in reversed positions.

oo HdddEdqENNOQW RO MOPEuW
HoaRooMadddrdlNNOWHO Db Ruw




HosHuobdadddundNMOwRHO~OPEuw

2R 2Q 3E 4G 4Q 5G 6I 5T
1T 2B 3B 40 5W 6V 1D 1J 20 2M 4C 4X

3K 3L 4Z 6E 2F 2D 2V 4J 5H
20 2Y 2M 30 3R 4Y 6R 1S 3L 60
2P 3X 3Q 3U 5D 50 5U 6Q 6U 2X 5U 5K 6D 6B 6M 6F

— ctmmm mmm ReEE S m—

Underlined type denotes wheels in reversed positions,

ZuowmHuQbdadddudONNOQWHOMDOP R uw
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TasLe L

1J 1P 2Y 4B 4E 5R 5W 6B 6H 1M 1B 2A 22

1T 1X 3D 3G 3J 4N 4X 5M 5A 6Q 6Y 1N 2K 4V 4P 4D 4Z 6Q
2J AT 5G 6K 4G 6G

1R 1V 1Y 2H 2V 3X 2Y 3Q 3J 5C 6X

1T 2T 3Z 40 4W 4D 6N 6D 3A 3R 4J
3K 3Q 3W 5L 5Y 5B 6U 1G 1F 2G 2
1W 2M 30 3A 4U 5S 6M 1Z 20 3G

1D 1H 1G 1IN 2E 2P 4Y 5C 5D 5J 1D 4C 4T 5V 5K 6T
2S 2R 3F 4H 4R 5H 6J 5S

Underlined type denotes wheels in reversed positions.
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TanLs Y TasLe W
B 3J 4H 5V 6H 1S 1M 1G 2W 2S 3H 4P 6A 6R 6H B 1D 1G 4X 6B 6E 1T 20 2K 2G 3Z 3W 3R 3F 4F
J 1T 2H 3I 4K 5J 6M 1X 1J 1T 3T 4L 5Z 5Y 5N 6N J 3K 4I 5W 6I 1R 1L 1F 2V 2R 3G 40 6Z 6Q 6G
M 1G 4N 4T 6Q 1N 2G 5Q 5H 6Q M 1U 2I 3J 4L 5K 6N 1W 1I 1H 3S 4K 5Y 5X 5M €M
A 1K 1Q 2Z 4C 4F 5S 5X 6C 6I 1L 1A 2Z 2Y i A 1H 40 4U 6R 1M 2F 5P 5G 6P
Q 1J 1Y 3E 3H 3K 40 4Y 5N 5B 6R 6Z 1V 2J 4U 40 4C 4Y 6P 5 Q 1L IR 2A 4D 4G 5T 5Y 6D 6J 1K 1Z 2Y 2X
I 2K 4U 5H 6L 4F 6F I 1K 1Z 3F 3I 3L 4P 4Z 50 5C 6S 6A 1U 2I 4T 4N 4B 4X 60
O 1S 1W 1Z 2I 2W 3Y 2X 3P 3I 5B 6W O 2L 4V 5I 6M 4E 6E
F 1D 2L 5A 6P 6T 1T 20 3M 3W 4T 5K 5X SW 6I 6X : F 1T 1X 1A 2J 2X 3Z 2W 30 3H 54 6V
P 2P 2V 2X 3V 5U 6F 1P 1Z 2Q 2I 3D 4J 5P 5A i P 1E 2M 5B 6Q 6U 1S 2N 3L 3V 4S 5J 5W 5V 6H 6w
O 6Y 1W 2C 5M 6E 6U i O 2Q 2W 2Y 3W 5V 6G 10 1Y 2P 2H 3C 4I 50 5Z
X 1M 1L 1B 2E 3F 4L 5L 50 5P 5G 6B 2U 30 3N 3C 3U 4Z 4X 4D 6L E X 6Z 1V 2B 5L 6D 6T
Z 1U 2U 3A 4P 4X 4E 60 6E 3Z 3Q 4I 49 Z 1N 1M 1C 2F 3G 4M 5M 5P 5Q 5H 6C 2T 3N 3M 3B ST 4Y 4W 4C 6K
R 3L 3R 3X 5M 5Z 5C 6V 1F 1E 2F 2A 3E 3B 4N 5D 6T R 1V 2V 3B 4Q 4Y 4F 6P 6F 3Y 3P 4H 4P
V 1X 2N 3P 3B 4V 5T 6N 1Y 2N 3F 3V 4K 5L 6J ; V 3M 35S 3Y 5N 5A 5D 6W 1E 1D 2E 2Z 3D 3A 4M 5C 68
L i L 1Y 20 3Q 3C 4W 5U 60 1X 2M 3E 3U 4J 5K 61
Y Y '
W 1N 2B 3U 4D 4G 4N 10 2E 3K 5G BE w
U 1P 2J 2M 30 4R 4J 6J 1D 1R 1K 3Y 3L 4R 5C 5V 5T 50 6V U 10 2C 3V 4E 4H 40 1N 2D 3J SF 5D
T 1R 1A 2C 2G 3C 5R 2R 3R 4E 4W 4M 6G 60 6Y 6C T 1Q 2K 2N 3P 4S 4K 6K 1C 1Q 1J 3X 3K 4Q 5B 5U 5S 5N 6U
H 1E 1I 1H 10 2F 2Q 4Z 5D 5E 5K 1C 4B 4S 5U 5J 6S H 1S 1B 2D-2H 3D 55 29 3Q 4D 4V 4L 6F EN 6X 6B
G 2T 2S 3G 4I 45 51 6K 5R _ ' G 1F 1J 1I 1P 2G 2R-4A 5E 5F 5L 1B 4A 4R 5T 5I 6R
D 1V 2D 3D 4Q 5Y 6X 1B 1H 2M 2K 4A 4V D 2U 2T 3H 4J 4T 5J 6L 5Q '
K 3M 3N 4B 6G 2D 2B 2T 4H 5F K 1W 2E 3E 4R 5Z 6Y 1A 1G 2L 2J 4Z 4U
E 2Y 2A 20 3Q 3T 4A 6T 1Q 3J 6M E 3N 30 4C 6H 2C 24 2S 4G 5E
8 2R 3Z 3s 3W 5F 5Q 5W 6S 6W 2V 5S 5I 6B 6Z 6K 6D 8 2Z 2B 2P 3R 3U 4B 6U 1P 31 6L
N 1C 1F 4W 6A 6D 1U 2P 2L 2H 3A 3X 3S 3G 4G N 25 3A 3T 3X 5G 5R 5X 6T 6X 2U 5R 5H 6A 6Y 6J 6C

Underlined type denotes wheels in reversed positions. Underlined type denotes wheels in reversed positions.




HeoedHRouelddidprdaNMNOWHO MOPRER W
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Tasus U

1I 4P 4V 6S 1L 2E 50 5F 60
1M 1S 2B 4E 4H 5U 5Z 6E 6K 1J 1Y
1L 1A 3G 3J 3M 4Q 4A 5P 5D 6T 6B
2M 4W 5J 6N 4D 6D

1U 1Y 1B 2K 2Y 3A 2V 3N 3G 5Z 6U

2X 20

1G 1K 1J 1Q 2H 2S 4B 5F 5G 5M 1A 4Z 4Q 5S 5H 69
2V 2U 3I 4K 4U 5K 6M 5P
1X 2F 3F 4S 5A 6Z 1Z IF 2K 2I 4Y 4T

2A 2C 2Q 3S 3V 4C 6V 10 3H 6K

Underlined type denotes wheels in reversed positions.

HoERUoHdHadidpraNNQWEO MO PRub

119

Tapre T
2B 2D 2R 3T 3W 4D 6W 1N 3G 6J

1W 2K 3L 4N 5M 6P 1U 1G 1F 3Q 4I 5W 5V 5K 6K
1J 4Q 4W 6T 1K 2D 5N SE 6N

1IN 1T 2C 4F 4I 5V 5A 6F 6L 1I 1X 2W 2V

1M 1B 3H 3K 3N 4R 4B 5Q 5E 6U 6C 1S 2G 4R 4L 4Z 4V 6M
2N 4X 5K 60 4C 6C
1V 1Z 1C 2L 2Z 3B 2U 3M 3F 5Y 6T

1G 20 5D 6S 6W 1Q 2L 3J 3T 4Q 5H 5U 5T 6F 6U

2S 2Y 2A 3Y 5X 6I 1M 1W 2N 2F 3A 4G 5M S5X

1P 10 1E 2H 3T 40 50 5R 5S 5J 6E 2R 3L 3K 3Z 3R 4% 4U 4A 6I
1X 2X 3D 4S 4A 4H 6R 6H 3} 3N 4F 4N
30 3U 3A 5P 5C 5F 6Y 1C 1B 2C 2X 3B 3Y 4K 5A 6Q

1A 2Q 3S 3E 4Y 5W 6Q 1V 2K 3C 3S 4H 5I 6G

1Q 2E 3X 4G 4J 4Q 1L 2B 3H 5D 5B
1S 2M 2P 3R 4U 4M 6M 1A

3P 3Q 4E 6J 2A 2Y 29 4E SC

Underlined type denotes wheels in reversed positions.
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TasrLz H Tasa G

2
g
4
g
&
2
2
2
2
=
&
3
2
a
3

10 1U 2D 4G 4J 5W 5B 6G 6M 1H 1W 2V 2U

IN 1C 3I 3L 30 4S 4C 5R 5F 6V 6D 1R 2F 4Q 4K 4Y 4U 6L
20 4Y 5L 6P 4B 6B '

1W 1A 1D 2M 2A 3C 2T 3L 3E 5X 6S

1H 2P 5E 6T 6X 1P 2K 31 3S 4P 5G 5T 5S 6E 6T

2T 2Z 2B 3Z 5Y 6J 1L 1V 2M 2E 3Z 4F 5L 5X

6C 1S 2Y S5I 6A 6Q '
1Q 1P 1F 2T 3J 4P 5P 5S 5T 5K 6F 2Q 3K 3J 3Y 3Q 4V 4T 4Z 6H

1Y 2Y 3E 4T 4B 4I 6S 6I 3V 3M 4E 4M

3P 3V 3B 5Q 5D 5G 6Z 1B 1A 2B 2W 3A 3X 4J 5Z 6P

1B 2R 3T 3F 4Z 5X 6R 1U 2J 3B 3R 4G 5H 6F

1P 1V 2E 4H 4K 5X 5C 6H 6N 1G 1V 2U 2T

10 1D 3J 3M 3P 4T 4D 5S 5G 6W 6E 1Q 2E 4P 4J 4X 4T 6K
2P 4z SM 6Q 4A 6A

IR 2F 3Y 4H 4K 4R 1K 2A 3G 5C 5A

1T 2N 2Q 3S 4V 4N 6N 1Z 1N 1G 3U 3H 4N 5Y 5R 5P 5K 6R

1T 1M 1L 1S 2J 2U 4D 5H 5I 50 1Y 4X 40 5 5F 60
2X 2W 3K 4M 4W 5M 60 5N :

HoaRovoHduadddradNMNOYHODOP B oW
HoERHouQladddrddNNOwHODPRuW
]

D
N
Q
g
[s)]

N
2
(=
]

p—

c
P
5
4
B
4
)

2Y 2X 3L 4N 4X 5N 6P 5M
Underlined type denotes wheels in reversed positions. T Underlined type denotes wheels in reversed positions.
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122

Tasre D
2Z 2Y 3M 40 4Y 50 6Q 5L

1P 1E 3K 3N 3Q 4U 4E 5T 5H 6X

2Q 4A 5N 6R 4Z 6Z

1Y 1C 1F 20 2C 3E 2R 3J 3C 5V
G 3Q 4N

Underlined type denotes wheels in reversed positions.

123

Tamn K

3T 3U 4I 6N 2 2U 2M 4A 5Y
2F 2H 2V 3X 3A 4H 6A 1J 3C 6F

& 2

2R 4B 50 6S 4Y 6Y
1Z 1D 1G 2P 2D 3F 2Q 3I 3B 5U 6P

nEHUuQHAdEdHARNNOQWEHO DO PR uW

Underlined type denotes wheels in reversed positions.
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Taniz E TasLE 8
B 1Z 1I 2K 20 3K 5Z 2J 3J 4% 40 4E 6Y 6G 6Q 6U B 1Y 2S 2V 3X 4A 4S 6S 1U 1I 1B 3P 3C 4I 5T 5M 5K 5F 6M
J 1M 1Q 1P 1W 2N 2Y 4H 5L 5M 5S 1lU 4T 4K 5M 5B 6K J 1A 1J 2L 2P 3L 5A 2I 3I 4V 4N 4D 6X 6F 6P 6T
M 2B 2A 30 4Q 4A 5Q 6S 5J - M 1IN 1R 1Q 1X 20 2Z 4I 5M 5N 5T 1T 4S 4J 5L 5A 6J
A 1D 2L 3L 4Y 5G 6F 1T 1Z 2E 2C 4S 4N A 2C 2B 3P 4R 4B 5R 6T 51
Q 3U 3V 4J 60 2V 2T 2L 4Z 5X Q 1E 2M 3M 4Z 5H 6G 1S 1Y 2D 2B 4R 4M
I 2G 2I 2W 3Y 3B 41 6B 1I 3B 6E I 3V 3W 4K 6P 2U 2S 2K 4Y 5W
O 2Z 3H 3A 3E 5N 5Y OE 6A 6E 2N SK SA 6T 6R 6C 6V O 2H 2J 2X 3Z 3C 4J 6C 1H 3A 6D
F 1K 1IN 4E 6I 6L 1M 2H 2D 2Z 35 3P 3K 3Y 4Y F 2A 3I 3B 3F 50 5Z S5F 6B 6F 24 5J 5Z 6S 6Q 6B 6U
P 3R 4P 5D 6P 1K 1E 1Y 20 2K 3Z 4H 6S 6J 62 P 1L 10 4F 6J 6M 1L 26 2C 2Y 3R 30 3J 3X 4X
O 1B 2P 3Q 4S 5R 6U 1P 1B 1A 3L 4D 5R 5Q 5F 6F O 35S 4Q 5E 6Q 1J 1D 1X 2N 2J 3Y 4G 6R 6I 6Y
X 10 4V 4B 6Y 1F 2Y 5I 5Z 61 ' X 1C 2Q 3R 4T 5S 6V 10 1A 1Z 3K 4C 5Q 5P 5E 6E
Z 1S 1Y 2H 4K 4N 5A 5F 6K 6Q 1D 1S 2R 20Q Z 1P 4W 4C 6Z 1E 2X 5H 5Y 6H
R 1R 1G 3M 3P 3S 4W 4G 5V 5J 6Z 6H 1N 2B 4M 4G 4U 4Q 6H R 1T 1Z 2I 4L 40 5B 5G 6L 6R 1C 1R 2Q 2P
V 2S 4C 5P 6T 4X 6X V 1S 1H 3N 3Q 3T 4X 4H 5W 5K 6A 6I 1M 2A 4L 4F 4T 4P 6G
L 1A 1E 1H 2Q 2E 3G 2P 34 3A 5T 60 L 2T 4D 5Q 6U 4W 6W
Y 1L 2T 51 6X 6B 1L 2G 3E 30 4L 5C 5P 50 6A 6P Y 1B 1F 1I 2R 2F 3H 20 3G 3Z 5S 6N
W 2X 2D 2F 3D 5C 6N 1H 1R 2I 2A 3V 4B 5H 58 W 1M 2U 5J 6Y 6C 1K 2F 3D 3N 4K 5B 50 5N 6Z 60
U 6G 10 2U SE 6W &M : U 2Y 2E 2G 3E 5D 60 1G 1Q 2H 2Z 3U 4A 5G 5R
T 1U 1T 1J 2M 3N 4T 5T 5% 5X 50 6J 2M 3G 3F 3U 3M 4R 4P 4V 6D T 6H 1IN 2T 5D 6V 6L
H 1C 2C 3I 4X 4F 4M 6W 6M 3R 3I 44 4I H 1V 1U 1K 2N 30 4U 5U 5X 5Y 5P 6K 2L 3F 3E 3T 3L 4Q 40 4U 6C
G 3T 3Z 3F 5U 5H 5K 6D 1X 1W 2X 2S 3W 3T 4F 5V 6L G 1D 2D 3J 4Y 4G 4N 6X 6N 3Q 3H 4Z 4H
D 1F 2V 3X 3J 4D 5B 6V 1Q 2F 3X 3N 4C 5D 6B D 3U 3A 3G 5V 5I 5L 6E 1W 1V 2W 2R 3V 3S 4E 5U 6K
K K 1G 2W 3Y 3K 4E 5C 6W 1P 2E 3W 3M 4B 5C 6A
E _ E
8 1V 2J 3C 4L 40 4V 1C 2W 3C 5Y 5% 8
N 1X 2R 2U 3W 4Z 4R 6R 1V 1J 1C 3Q 3D 4J 5U SN 5L 5G 6N N 1N 2K 3D 4M 4P 4W 1F 2V 3B 5X 5V

. heels i 1 positio
Underlined type denotes w in rev poaiions. Underlined type denotes wheels in reversed positions.

71886—856——H
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TasLe N
1X 2L 3E 4N 4Q 4X 1E 2U 3A 5W 5U

1Z 2T 2W 3Y 4B 4T 6T 1T 1H 1A 30 3B 4H 5S 5L 5J S5E 6L

1B 1K 2M 2Q 3M 5B 2H 3H 4U 4M 4C 6W 6E 60 6S

10 1S 1R 1Y 2P 2A 4J 5N 50 5U 1S 4R 41 5K 5Z 61 |

2D 2C 3Q 4S 4C 5S 6U 5H i ArpENDIx VI

1F 2N 3N 4A 5I €H 1R 1X 2C 24 49 4L | SUMMARY OF RESULTS

3W 3X 4L 6Q 2T 2R 2J 4X 5V : . . . .
21 2K 2Y 3A 3D 4K 6D 1G 32 6C i By using the values derived from a study of the “V” and *Z” messages it was possible

' to find messages in which three values of the indicator were known—the first, second, and fifth
2B 3J 3C 3G SP 5A 5G 6C 6G 2L 5L 5Y 6R 6P €A €T letters. A little experimentation soon yielded the value of the remaining two indicator letters

1M 1P 4G 6K 6N 1K 2F 2B 2X 3Q 3N 31 3W 4¥ and also values for the ““dog setting”’ square.

3T 4R 5F 6R 1I 1C 1W 2M 2I 3X 4F 6Q 6H 6X ' The lines d and r indicate which letters correspond to direct and reversed setting, respectively,

1D 2R 3S 4U 5T 6W 1N 1Z 1Y 3J 4B 5P 50 5D 6D of the wheels.

1Q 4X 4D 6A 1D 2W 5G 5X 6G . Figure 1 gives the dog setting corresponding to the various combinations of the first two

1U 1A 2J 4M 4P 5C 5H 6M 6S 1B 1Q 2P 20 wheels. There are no values entered in row 5 or in column 5 because in the messages submitted
oy wheel 5 was not used.

1T 1I 30 3R 3U 4Y 4T 5X 5L 6B 6J 1L 2Z 4K 4E 4S 40 6F
2U 4E 5R 6V 4V 6V
1C 1G 1J 2S 2G 3I 2N 3F 3Y 5R 6M

IN 2V 5K 6Z 6D 1J 2E 3C 3M 4J 5A 5N 5M 6Y 6N

Figure 2 gives the plain-text equivalents for the enciphered indicators.

Figure 3 gives the complete settings of those cipher messages which were read. No attempt
was made to read any further messages since it appeared that a complete solution would be a
matter of time only.

ZowhHouoluadiddrdENNORHO DO PRuW

2Z 2F 2H 3F OE 6P 1F 1P 2G 2Y 3T 4Z 5F 5Q d...ACFGJKLORSTXZ
GIMQEQ_SE . r-..BDEHIM NPQU WY
1W 1V 1L 20 3P 4V 5V 5Y 5Z 5Q 6L 2K 3E 3D 3S 3K 4P 4N 4T 6B :
1E 2E 3K 4Z 4H 40 6Y 60 3P 3G 4Y 4G 1 2 3 4 5 6
3V 3B 3H 5W 5J 5M 6F 1V 1U 2V 2Q 3U 3R 4D 5T 6J = ” — oDV
1H 2X 3Z 3L 4F 5D 6X 10 2D 3V 3L 4A 5B 6Z i
2 {ABY BDV | BDZ ACZ
3 | BCZ | ADW BEX ADW
Underlined type denotes wheels in reversed positions. 4 CDV AEX
5 !
"6 |ACZ BDV | CEV

Figure 1
(127)
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Plain
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Fiaurz 2

129

Eneciphered Deciphered Message

indicator Indieator No.

ZRZPP=YALPB (156)
61842
VDLSU=HKXJA (162)
24031
MRLDO=DAXUC (179)
31642
BSKVF=VVCDZ (186)
34126
LPDUU=CFTEA (189)
24681
SSSVJ=GVHDE (196)
36412
VGBKL=HIAWQ (210)
3104

Fiaurz 3

O

Enciphered Deciphered Message
tor Indpmwr No.

SCRLT=GOJCK (218)
26314
DRTUV=FANEH (252)
31624
NNBQU=NQATIA (253)
46133
DDJQP=FKDIH (229)
26143
QRPCP=JAOMB (206)
$1642
PSYLV=ZVQCH (177)
04213
RNTLE=IQNCO (165)
26814



