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Progress on certain of the recommendations contained in IiSA Study

. "The Potentialities of COMINT for Strategic Warning." (Robertson Report)

Recormendation 1 - Determine, by logical onalysis and postulating, the
probable: preparatory steps, which of thore Soviet comrmnications links
currently interceptable by us would show si_nificont variations in
traffic volume if preparations were wadervway to attaciz the U.8. or aresas
in which the U.S. has vital interests.

PROD is keenly aware of its general res-onci:tilities in the matter
of spotting preparations for a Soviet atizcll on the U.S. or areas of
vital interest to the U.8. The Soviet capability of carrying on zll
main-line communications to its major Army, Ilavy, and Air Force field
headquarters by landline males it quite unlilely thot any sigmificant
chenges in traffic volume would e noted on radio lin'is bebween these

headquarters and Moscow prior to attacik. It is believed tuat varistion

in traffic volume token by itself is not a ceompletely reliable guide as
an indication to the imminence of hostilitics, bescouse such volume

variations noy be affected by fluctuations in intorcept-facilities,
lonospherics, weather, and raintenance conditions. Even though these
varying factors were evaluated, the resulting totals could be subject
to different, widely varying 1nte ~pretations. urtheraore, the Soviets
are aware of the techniques of radio deccition, ..1 migit be expected
to practicq traffic volune deception prior to an titack.

It is felt that the chiances cre excellexnt, wowever, that the
imminence of hostilities may be detected by the olzervation of other
corrmnications abnormalities, rclotinz to losistics, deployment of

troops and aircraft, secuwrity mecsures, alertin:; status, border sensi-
tivity, police activity, et ceterau. liost of these do not bear direct
relation to traffic volume, but arc nore indicative of the true situa-
tion. A detailed list of commmications chnorunlities and developments
that might be regarded as indicative of possible preparation for hostili-
tiles on the part of the Soviets has been wrepared and disserdnated to
field and Washington components of the U.S. CGIINT organization. Coples

- of this memorandum, INSA Field Circular 53-2 (23 iarch 1954) will be made

available on request.

_There are no "keystone" Sovietl radio liniic vhich would in and of
thenselves give a reliable indication of Soviet intentions. Rather,
we must be devendent for our warning upon as intensive as possible P
coverage and reporting on a large nuaber of "overational® lin¥%s which
the Soviets zre likely to be forced to use even in the face of a
developing emergency, and the nossible overflow of live material on those

-main-line links vhich are at present in a stoand-by status. In general,
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air defense aieftness; concentrations of airéraft as shown by navigational
e .+, and tactical air nets, and any increase or descrease in operational traffic
L+ . volume in eny area, might be regarded as significant. In formulating
I ffintercepbrplans from ‘month to month, ‘those Soviet radio linl:s and nets
1 "~ which are ‘Tegarded as’being the most likely to yield intelligence pre
- consistently accorded the highest priority; the situation chanses from

- month to mgnth.

? Recommendstion 2 - Establish, for various seasons, and for other condi-
" tions the existence -of which is verifiable, normal traffic volumes for

" these links,

Trufflc volume records, and records of otiier types of activity
ere maintained in NSA-QO on all links conside.ed significant.

Recommendation 3 -~ Devisc and Inaugurate a eystern for cobtaining rapid
reports, from stations covering these links, of any significant
varistion from normal traffic volune on each.

iSA Field Circular 53-2, mentioned abeove, szt up a system of
special reporting of significant commmunications develonments under condi-
tions of alert, and gave a detailed list of developnents wiich would
V//f warrant declering an alert, The circular covers not only tfqulC
volume, but the many other items whiclh PROD considers to be equall
important and significant.

Recormendation 4 - Develop and instecll a centralized display and control
‘board, where these varilations could be plotted against time; whereby,
mechanically or electronically, the probabile purpert of the sum of reported
variations could be predicted; from where checlks on other potential
Indicators could be initioted; and from vhere rapil disseminsiion of
evaluated indications could be made to intelligence authorities.

In view of the discussion of Recoumendation ;1 above, it is consi-’
dered that a central control board showing only tralffic volume fluctuations
would give a misléading picture. Only a consideration of a number of
different factors - volume belnb one of them - would glve an accurate-

picture.

Recommendntlon 5 - Develop machine’ (computer, anulo*ue) methods for
summing and translatin quantitetive traffic neasures into indicationg;
weighting these indications according to probability; checking against
collateral information, and culculatlng most probable causes .of the.
effects dbserved '

. No_comment at;this t;ﬁe.'

S
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Recommendntion '6 = Expand intercept metivities to the extent necessary
to monitor traffic volumes on ail Soviet links determined (step 1 above)

to 'be si@ificant.

Bee. comments under Recomrendation 1. Intercept facilities ere
gradually being expanded as rapidly as it is possible for the U.S. aervwce
cryptologic agencies to implement long-range recommendations. Also
significant 'in this connection is the Dec¢entralization Program, in vhich
field amits who have the cepability are assigned both the interccpt
control and CQMINT reporving function for. certain provlems. The flexi-
bility enjoyed by a field unit in controlling its own intercept ir
certain problems will enable more rapid adjustment to a changing s:.tuq.-
tion. Outstanding NSA technicians have been sent and will continue to
be seht to field installations in Europe and the Far East Lo assist in
DProblems accompanying decentralization.

Recommendation 7 - Develop methods and equipment which will improve
reception on frequencies now thecoretically interceptable by us:

a. Improve receivers.

b. TImprove audic and other recordiqr equinpment,

. ¢« Improve radio printer equipnents, including means for
demultin lexing, unscrambling, and precision recording.

d. Install and develop methods for us 1nu propavation neasuring
eqnipment to improve intercept control. .

e. Augment ISA scicntific znd erngineerinz staff in order to
asslst Serviceg in design and placenent.of aqtenna Tields and intercept
positions so as to tale wtmost advantage of propagetion phenomena.

The investigation and evaluxtion of radio receivers, recording
equipment, and demultiple:: equipment, etc,, is & continuing project.

- Action through TMB has also béen initiated to improve the design and
.anstallation of antenna facilities to improve the quality cf the

intercept take.

Recommendation 8 - Develop nethods and equipment which will moke
interceptable links not now within our copabilities to monitor:

a.  VEF E03.3(h)(2)

b. : SBF - . ~ PL 86-36/50 USC 3605
c. _Noise communicat:.on., S

d. | |

€. Frequency dlepersal systems

The Special Intercept Problens Board hos been éstablished to study
end recommend action on those types of radio transmissions listed.



0 3.3(h)(2)
L 86-36/50 USC 3605
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Recormnendation 9 Improve facilities fo’ he intercept operator

-.._,‘;JA',,;'..’ to determine the . identity of . transmitter

Vol i ". a. Develop means, whereby op’rator Lo 1ixﬁ:;eli‘ deternine’
: direction ‘of arrival of a signal. ¢ .
' . b. Increase collocation of D/I‘

»«"e.- Juprove connnunications between f:n.n
I:lnot-\. positions. s S

. 'This could be a highly desirable operutiona.: ecility. HOWever
1t 18 so far beyond the present concept of direction finding ‘which in
itself is inadequate or without an exact status§ of reliability that the
combined function of interce‘pt and D/F can onl be nsidered as being
far in the :i‘uture when the state of the art has bee ,:;Leatl:y deve loped.

and. interceptl facilities.
Pt\\ opergtors snd D/F,

Lich ind.iu_atcs futme
tils study has clea.rly
a need for collocated

>L; requireﬁ.ente, &n
used as a third

i‘or the tr nsfer of
revn_eWed. '

. . SA-Glh has recently completed a case stud;
| requiréments of D/F[__ Jnd MOGA.  The recults

' pin-pointed the exact sites at vnicn there exis
D/F]__ Jnd MO\ equipments. On the basis of t
equipment ) was irstallecl at Usil-3 to
Ingredient in the proposed SIT ¢ fort‘ Proposa

a DEN-31 (o) equimnent to USu—_) are al‘:o Teds

Requir ments Tor 1nm"'oved cormmncatlo ns o wc.cn inte'r'cept operators
and D/F and HOA pos:.t:.ons , whein detcirwlco a;c b dubllt to the attention
of NSA-62. MNSA-62 has queried the services re; *a*di“r the 1nter-comm
facilities at installations. Wher this information is received, NSA-62
will initiate action to get’ adeq_uate iﬁtcr-conr facilitles at those
stations requiring them. ; S R ‘

ey A= m——r—— =

_._.__....---—-._

'Recommendation 10 - Inmrove netho-ls of tren.,.xi"l. ew_f 1c.entii1ce.tion-

o2 Lhois .

a. Improve@ equlpment and ancl:t ~
1e'1tion techniq_ues R

b. Develop and other operator i

recording and analytical equi'ments and netlo

" ‘e. Devélop better metnods of radio |
Inverse Lora.n.

- d. Improve field coordinﬂtion of s.ll

other.. and. with intercept.

1
i “ ing, such qs

(sx?r) nethods with each

- Continuous efforts are being made to irprove tnelZlefluipment ‘
a.nd the techniques used in analysis. Researc b Priorities List, dated '
10 Septenber 1951& "1lists the :E‘olloving Resear cn and Develooment priority
items- .
#l,l-Sub Task - _-,31 - 5002 (Develo**ment of Interim-Techniques)
- Expected. cor.xpletim date, linrch ‘C));.i ‘
§20-Sub Task - 33L - 5005 (Mobile] Equipment - AFSAV D-37)
. Expécted completion date, Octobc.. 1951'“ ( \
9-Sub Tagk - 331 - 5006 q I
lepected completion date, Octobe y m)lr. *
: '_-;':Sub Task = 331 - 5000 (Loc:.:|:| Research) ODJective - To
.’ donduct:-local research cnd study in the field of
- 4dentification. The.vesecrch and stuly is dirceted towards:
(1) .Sunplementin; tl‘lc. oz '11er 'c*.icy comaeréicl contractors

- thetlmoﬂe.i by loezl stul Zoaducting evaluation and
e : inmrove.neut oi currentl- *3_"- : - achelques,
i. bt & ) - » 1=\l a B
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’ '-’Recommendation Il -1bevelop improved methods’ oi'Zntercepting, recording,
and 'utilizing Immediate action voice communications, including automatic

“.time registering devices.

'_." The paet difficulties in- intercepting voice communications satis-
: 'fdetorily bave usually been ones with personnel rather than with
equipment.’ Two recent developments have improved the situation:

i" . a. In the recent sumér (1954), three technicians from NSA-06;
two from NSA-94; one from NSA-61l; toured USH installations in ASA Europe'
‘for the express purpose of seeking to improve radiophone intercept. Thne

5 ‘results were felt in the | \
| | transmissions as compared to previous suiners.

_ b. The radlo-telephone training effort is being coastantly |
improved. Beginning in February 1954, NSA begon orgenizing a class for
training R/T operators in the NSA training schocl. The school Sbuft“&
‘in late BuRmer with students from the Army and the Havy. :

Automa ic time registering devices, althoush possible, would not
provide any sdditional convenience, and are at present too e:xpensive
to produce to warrant their being used with radiophone intercept. |
Special devices, however, have been used to wmork time on automatic
Morse tapes es they are being intercepted, c—nd are quite satisfactory
for that purpose. /

Recommendation 13 - Increase T/A potential at points of interceﬁt by:

. be Providing traffic analysts for each point of 1ntercept.
Cce Decentrallzing T/A operations to intercept stations by

‘moving T/A wnits forward.
d. Increase exchange of T/i and co_later al infor mation

between forward units ond more centraiized T/A wits.
' e. Increase authorlity cf forward wits to orlginatc messages
-2dssermdinating urgent intellizence information derived by then.
f. Provide guidance relative to (e) above, on an nroprlate
L,jfg;;ases; end provide edequately ropid commmications chcnnele.
g : /
. Action completed on items 13 b, 4, e, and £. Progress is being
- made on 13 ¢, as plans for the next 2 years are nearing completion..

Recommenaation 15 - Use nore e;tengivclj the extisting T/A Fusion sources
: to construct the pattern of Soviet operations by: /

" a. Intensifyinu our intercept =nd T/A eiforts during Soviet
_maneuvera in order to build up as complete o picture as possible,
. -Making special, scparate, and intensive ‘stuiies of all T/A
TFusion material to construct an accurate pattern of the behavior of the

“E0 3.3(h)(2)
PL 86-36/50 USC 3605
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EO33(M)@2) -
: 86—36/_50 USC 3605
onth, wrap-up studies of each.
are produced by analysts of .

"' ““the Air Force Becurity Service. <These Efud.:.es include the activity of
-;‘.each of -these ermies, practically down to the 1nd.iv:.uual aircraft.' They
include information concerning|

7 COMINT 48 capable of producing the info:
:'prod.uced regularly for some years.

o ‘_j

Yo the extenti that
‘oine Thesz reports have been

An e*ch:ilis‘bive COMTET study of the
(as of ;l December 1954) Las been

" produced by NSA analysts as\

_techniques.

- 1954 to the present:

| £ corresponding teclinicel
study appeared in the NBA-00 Interin Report saries as 2239~ 53. Similar
studies of the Soviet European| ‘ Systen are underway.

Recommendation 17 - Improve the quality of T/A uzion by persomnel actions to:

a. Improve recruitment and selection criteria and teckhriques,
including use of psychometric nethods.
. b. Pin-point intenzify, cnd irmreve tralalng given in analytic

¢, Improve proficiszeyr evaluation of anilyrsia.

Progress is beinzg nade within IISA-50 il all of tihzse fields.
Regular traininz classes in ozerctional /4 are vein: conducted by
HSA-Q)-I- and many branches cre holdin: inforunl lectures and meetings
having as their purpose the irprovement of thelr persoanel. A career

‘ladder for traffic analysts lecding throuza the srade GS-15 has been

developed dnd is in effect; promo ulO"lC cre bela nnde whenever possible
and wherever warranted. A projrom of rotation witiin IBA-C0 is in effect.

" Recommendation 18 - Immrove tie comutational support available in HSA by:
. L o e

a, Increasing the nwiber of siilied nrosronxers on the ISA
staff by educating qualified II34 wers o:mc1 in industirizl and educational

* ingstitutions and by hirinz prozarmers.’ P orpormer’ includes those

educated,. trained, and experienced in tn.e hishly complex theory and

mathematics of programming, as opoosed to those shkilled in scheduling

machine times, applying fundairental computationzl orders, moking various

plugging combinations ond performing meintencnee on eisting m..ch:.nesT
b. IriVest:L;,s. t:Ln" thoroushly the poseibility of, utilizing

. eleared indoctrinated personnel slilled in the art of programming who

may.be available outside IISA. P

The followiﬁg is the recruitment for .ii8i-82 progremmers from January,

RN

a, Transfers from other IS4 Diviesions

' GsS-~T7 b t
GS5-9 5 Y
Militery 2

(@)
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Récoﬁmendation 18 ~ Continued

All the sbove held analyst positiong;were transferred f{rom
the following divisions:

NSA-TL 3
1ISA-T2 2
NSA~T6 b
NSA-06L 2

b. Transfers from machine processing units within NSA-82;

11l persons transferred at present

G5~9 >
GS-T 3
GS~5 1
Military 2

8 persons being trained ot present for future transafer:

GS-10 1

GS5-9 2 ]
Gs-8 1 |
GS-T L v,/ ‘
Military 1 '

This 1s a continuing program and new courses for
machine processing personnel are to te initiated
within the next month.

¢c. Personnel recruited from college by direct hiring:

GS-5 8 hired 1 lost since (B.S.)
GS-T7 i hired 1 lost since (M.A.)
New Military 1

d. Personnel with computing experience hired at:

GS-T 1
GS-5 1
[
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Recommendation 19 - _Continue to give the highest possible priorities
o |systenms.

" 'Recommendation 20 - Maintain a f£irm and cdﬂéiﬁ‘b‘ent\,pglic to control
and rem_ te the transfer of personnel familiar with the

e -
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| | problems to other activities with a view to maintaining
the highest possible degree of continulty of the several efforts
involved. Due regard should be given to the psychological and career
development :E‘actors involved.

Recomendation 21 - Augment the existing staff of these high-level
" problems by several additional top-flight analysts, utilizing

"‘psychometric methods of proficiency evaluation and selection.

. In line with the comittee'e recommendations, PROD has s during the
month of September, conducted a high-level review of %

L | problem. As a congequence of this review, the staff working
on thel | problem is being augmented with the addition of about
eight experienced and competent cryptanalysts. This has been accomplished
with due regard to the career development factors involved in the rota-
tion of persomnel both in and out of the problem. ‘It is anticipated

that the traffic analysis effort on the! ’will be
transferred from the Office of ExploitatIon to the of Anslysis.
Recoimendation 22 - Increase the speed of conveying information to
intelligence channels:

a. Continue detoiled time studies of traffic delays with
a view to;

(L) Reduction of processing times in message centers
at all echelons.
(2) Routing overseas traffic through the best possible routes.

b. Reduce transit time of high precedence and other traffic by
studying end adopting some of the principles now available (including

those reported by the Programs Research Unit of the John Hopkins University)
No comments at this time.

Recommendation 28 - Study carefully the entire concept of military,
diplomatic, and commercial communications to:

a. Reveal those aspects of the cormmications networks which
are most susceptible to commnications intelligence activities.

b. Relate the value of the intelligence gained through
exploitation of these aspects to the cost of exploitation and to the
cost to the enemy of security measures vhich would reduce their
vulnerability.

This recommendation states in brief form the entire purpose of
NSA-90. Effort to accomplish these ends continuee and will continue
as long as the Soviets are considered a COMINT target.

8 —
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Recommendation 35 - Provide direct commmications between field ELINT
units and the nearest field COLIIT wnit.

In the case of Navy and Air Force field units, ELIAT and COLOINT
operations are generally collocated, and few problems of providing for
direct communicatlions have arisen. Army unite cre not collocated, but
in view of the possibility that the Arny may provide a common orfaniza-
tional subordination for COMINT and ELIIT operations, it is felt further
action on this problem should be deferred until after this policy
determination.

Recommendation 36 - Provide odequate coordination ond cooperation
between ELINT and COMINT units ot all echelons.

The AFSS plan for close support of COHAD calls for the deployment
of COMINT/ELINT units, collocated with ADC control centers, thus provi-
ding for the coordination and cooperation desired on this phase of the
Early Warning Prdéblem. Further, it hos been possible in many instances
to arrange for pre-flight alerting of COMINT resources when SESP and
other sensitive flights are scheduled. This hag enabled all authorities
concerned to obtain maximum coverage of the reflection of such flight

activities.

Recommendstion 37 - Include data derived from WLINT in all pertinent
COMINT processes, studies, and developments.

In general, the final product derived from SLINT activities is
made available to the COIINT authorities, primarily for inclusion in!
COMINT end-product reports. However, there is a requircment for
operational use of ELINT data in conducting current CQIINT operations
and performing detailed studies. Licans of satislfying this requirement
more fully than at present will be investigoted. However, under the
present division of COMINT and ELINT responsibilities, it is doubtful
rhether such COMINT requirements can be achieved fully because of
the laborilous coordination necessary, the involved command channels,
and the varying policies encountered.
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Frogreos on eartain of the reccmmendations cmtama in ¥8A Study
“the Potentialities of COLIRT for Strategic Werning.” {nobertsm Report)

gt' tmv at«pa, wfhtch of those Soviet communications waks

retitly dnterceptable by us would show significant varistions in
‘Erafﬁc wimm i¥ prepurations were underway to attack the U.85. or areas
4 which the U.8. hes vital interests.

PROD is keenly aware of its general responsidbilities in the matter
eﬁ‘ ting preparations for a Soviet attack on the U.8. or areas aof
L interest Lo the U.8. The Soviet cnpabdbility of csrrying en all
ﬁin—line canmunications to 1ts mejor Avwy, Movy, and Alr Yorce fisld
beadquarters by landline mekes {1t guite unlikely that any significant
smmmamhmumﬂﬁbemteam Lo linke between these
m&q:mrtarn and Moscow to attack. I% is believed that veriation
in traffic volume teaken g T&eu‘ is not & completely relisble guide as
a8 indiestion to the mmce of hostilities, because soch voluse
variaticne my be affected by fluctvations in intercept-facilities,
fovoppherics, weather; and wointenance conditions. Even though these
&F§¥ing fectors were svaluated, the resulbing teotels could be subjlect
to different, widely varying interpretstions. Furthermare, the Boviels
a#o sWare of the fechmiques of redioc decepiion, sud might be expected
to practice trafflc wolume deception prior to an stiack,

It ia felt that the chouces are excellent, however, that the
inednence of bostilities my be detecied by the obaervation of other
eoreimilcations abnormalities, relabing to logistics, deployment of
troops and alrcraft, securilty mespures, alerting status, border sensie
tivity, police activity, et cetera. Nost of these do not bear direct
relstion %o teaffic welume, but are more indicative of the true situa-
$ioa., A detalled list of cosounications stnormelities and developments
that might be regarded as indicative of poasible preparation for hostili-

\/ $ies an the pert of the Sovlets bas been prepared and disseminated to

,43\”& ?ﬁ‘\r'

Pinld and Woshington components of the U.5. COMINT crganisation. Coples
af this meworandum, NSA ¥ield Circular 53-2 (23 Merch 1554) will be mede
svalisdble an nqmst.

There are Do wtone™ Soviet radic Iinks which would in and of
thenmselves glve a le indication af Soviet intentions, $mther,
ﬁ mt be aependant for omr warniog upon ae intensive ss possible

and reporting on & large nupher of “operationsl™ links which
%ametawalmwwbefwcedmmmmﬂmmxa
developing emergency, and the posaible overflow of live materisl on those
pRin-line 1inks which are at present in a stand-by status. In genersl,
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sir defense alartoass, cmcanmtim of sirovaft as shown by nevigational
st factical air nets, and suy incremse o decrense in operational traffic
yoluxm in any sree, ufght be regarded ss significant. In fersulsting
intercept plans from wonth to wonth, those Soviet readlo links and nets
wghmrewhdubeingﬁnmstlmw%mmmtauigmcem
Wth'mw tgcem& the highest priority; the situstion chengen from

WEnth o sonth.

oy tion 2 « Eatablish, for various sesscis, snd for obther eondi.
' 2 of shich is verifisble, norsel roaffic volumes for
'ﬁmxe links,

Teaffic yolume records, and records of other types of activity
a¥e pRintained in WNBA-O0 on all links consldered significant.,

7 3 - Devise and inaugurate & system for cbimining repid
Fecarts, from statione covering these links, of any significant
‘ﬁi‘iatim from normel. traffic volume (o each,

¥EA Pleld Clrculsr 53-2, membtioned above, set up & system of
#gpesinl repuriing of significant commmications developments mmler comdi-
iims of alert, snd gave & detailed list of developments which would
yarrant declar an alext, %The circular covers not only btraffic
mlme, but the sany othor items which PROD congiders to be equally
bportant apd significant.

Fesohmeridation b - Develop and instell & cenbralixed display and control
e where these veriaticos could be ylotted sgainmt time; whereby,
s#chenically or electropieally, the probable moport of the sum of reported
variations could be predicted; fyom where checks on other potential
indicators conld be initisted; sud from wheve yapid dissemination of
siaTuated indfeations could be mde o intelligence authorities.

1 view of the discussion of Recommendation #1 abm, 1t 18 consi-
Me& that o central control boerd showing only teaffic volume fluctuations
¥5:lA glve a wisleading pleture. @nly & comsideration of & muber of
gﬁmtmctou ~ voluxe belng one of them - would give an accurate

cture.

" &nd trmslating quantitative *!:ra.fﬁc messures into indications;
ﬁ,_ting these indleations asccording to probability; checking sgainst
eaiiateral informtion; and calculsting most probable causes of the
#fTects cbeerved.

o comment at this tine.
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Recomends € « Brpand intercept activities to the extent pecessary
K3, cnd o Tic volames on all Boviet links determined {Step 1 wbove)
\ £ e significant. |

Bee cammenta under Recommendatlon 1. Intercept facllities are
y belng expanded as rapldly se it is wsnible feor the U.B. service

mﬁl ¢ agencles to implement long-range recommendations. Also
flgnificant in this commecticn is the Decentralismtion Program, in which
feld mits whe bave the capadility are asedgned both the intercept
&fttrol and COMINT reparting function for certaln problems, %he flexi-
vility enjoyed by & field unit in controlling its owm intercept in
s&riain problems will enable mare rapid adjustment to s sitvaw
Hon. _ WA techmicians have besn sent sud will continue to
be a@tmﬁommmﬂmnhm@ammmaﬂtm”ﬂiatm
problens accompanying Aecentralisatiod,

. Improve sulloc and other recording equipment,
&, xmrcm equipmenta, includ:ms menng for
plexing, unscy wecislon recording.
4, :mtau and aevewp methads for using propagation measuring
Wnt to dmprove intercept control..
meﬂ,’p o ®. Augment MBA scientific and engineering staff in order to

asglat Bervices in design and placement of antepna fields and intercept
mﬁm s0 a8 to take utmost advantage of ma@t:tm vhemomena.

The fovestigation and evaluation of ra&.’m receivers, recording
s§iipment, and demiitiplex eguipment ., is & eontinuing project.
Antion throuvgh TR bas also been ;tniéctai:ed to {mprove the deslgn and
ingtnllation of anterma facilities to improve the cmality of the
intercept take. )

..menaamcm 8 ~ Develop methoda and equipment vhich vi}.l wake
) not now within our eapabilities to monitm-

« Tmgrove recelvers.
o %

&, VHAF

3 DS b. BHF ,
[~ L 8. ¥olse copmminications

& —, — — po E033( )(2)
&, Fregquency dispersal systems PL 86-36/50 USC 3605

fhe fipecial Intercept Problems Boord has been esteblished to study
and recommend astion on those types of radio troomuissions listed.




@ #. Develop meons, whersby operstor csxn by himself dstermine
irection of arrivel of s signal.

ﬂwa b, Increase callocation aof D ‘
() Hﬂﬁ / #: m copmunications bagum
prd E’!’ WA positions.

mm 'ﬂwremltsafthis study he
pin-pointed the exael s at which theve exints & Deed f‘m ccllmated
B/F,[ /snd MOA sguipments. R the basis of these requirements, m(:\
[ wap inatalied ut DEM-3 0 be used as 2 Yhird
ingredient in the proposed EIT affert. Propossls fmtbetxamreret
am~31{m)qumntmm-3maxqawmgmum& AR

ta for isproved ::mnnnia’auan: bets"een mtércapt opemtwa
mﬁ 1] and MOA positiocas, when determined are brought to the sttention
WEA-G2 hew queried the services regarding the inter-comm
mmms ab ingtallimtions, When this information im rvecaived, m-éa
will initiate mt.tm o get adeqe.ute mter-cm ﬁciuticn at tboae :

endation 10 ~ Tmgrove methada of t.ranmnittmr idanw.ﬁcatxm:-

@{y,‘, in M@mﬂ: and snaa.ytiml uat.hods | ‘
b. Develop M0A sod other operator iathaatim technxqma,

max - and sualytical equipments snd methods. 1‘
l”(P $. Develop detter methods of mﬁn peaitien rixs.ng, mh a5
Tuverse J;m'an. f
. Tagrove Tield caard.i.nat.im of all {sm) mthoda mm esch
sther m& with {ntercept.

fontinuous efforts are being mds to mprove equ&pmnt
sid the techniques used in analysis. Research I*x:icwitieu Iint, dated
10 Beptexbsr 1954, lists the fol}.awing Hesearch and De?elmnt wiomty

Lbens;
fil-8ub Dask - 331 - 5002 {Devalopment Haf mwrm]:\mmqws)
fxpected completion date, March 1955,

§20-Bud Tagk - 331 - 5005 (Mobile Equipmnt - ANEAV D~37)
Rapected completim date, Oct c:r,195’+
#@9-8ub Task - 331 « %006 ‘,

Fupected completion datE, O , Fe

#ub Tesk ~ 331 ~ 5000 (Loc ‘ﬁemch} tbjective - To

aoaluct locnl research end s in the field of

iﬁmtmcatim. The resesrch apd study is directed Towards:

il} lementing the work unfertaken by comercial ecntractors
problen by local » {2} Conducting evalvation snd

imavemnt af cmently emplc techziiquen.




fact
P wX

&

d msemimﬁ.ng wegent intelligence informetion dexrived by then.

(e

f’ﬁ‘%"‘:

s

B o 1l - Develop fmproved methods of inurcngting, recarding,
' mediate action volce commmlcations, iﬂclu&ing autaatic
tin registering devices. ~EO0 3.3(h)(2)

The past aifficulties in intercepting Yotes commmnd t%.uu?’ oo gsS-C 3605
factorily beve wsunlly been ones with persomnel vather than lr;lth
&Qiipment. Two recent developmente bave iuproved the ai*bwtiom

#. Iu the recent summer {1954), tl'a'ea mm::m trom WEA 065
fwo from WHA-Oh; eue from WSA-61; toured UEM instaliations {n ASA Burope
For the express purpose of aeaking to/ ove mtercept. ‘rhe

wepulls were felt in the muc «
mznﬂ.nimn an cooprred to m?mmm mmrs.

b, Thel [training effort is being coustantly
faporoved. ng in Pebruary 195k, N5A began ergenising & clase far
training R/T operatars in the EBA training mchool. The sehool started
in lste sumper with students from the Arnmy snd the Navy. 'e

Aptamatic Tixe registering devices, although possible, mm not
yovide sny séditicnal convenience, snd are st resent too expensive
to produce to wervent their being used with radiophone intercept.
fipecial devices, however, bave been used o mark e astomatic
Noovse tapes ss they are being intercepted, and are q;uite nati;factory

For that purpose.
Recammendation 13 - fnerease T/A potential st points of :!m:erca‘yt v¥:

b. Froviding traffic analysts fer each point of i.nt;ezrcept.

&, Decentralising T/A operations to intercept statioms by
woving T/A salts forverd.

4. Incresse exchange of T/A sod eollateral infommt-icn

betvesn i'arward uwnite and more centralixed /A uotts,
Tnerease actharity of forvard wits to ariginate usmn

£. Provida gutdance reiaiive to (e) sdove, e wmm@
a&ﬁxesms; and provide sdequately rapld commmicatione chamnels.

e Actiom completed cu ltens 13 b, 3, e, ad £. Progress is belng
sade gu 13 ¢, as plans for the next 2 years ave pearing Gmwletim.g

5 «~ Uge more extensively the existing T/A Fusion gmarc:eg
pattern of Soviet operations by; «

%. Intensifylng our intercept snd T/A efforts dwing Savnet
mneuvers in oxder 4o bulld up as complete a pilcture ss possible. ;
B. Meking speclal, separate, and intensive studles of all T/A

Q\Mion mterial fo construct sn sccuvate pattern of the bebavior of the
ilg Seviet Long Range kir Force ‘

{2} doviet Air Defensa Systeny




P SECE=T BFL mﬁamgaaa
| /EO0 3.3(h)(2)

mpendstion f15 (cqntinupd} PL 86-36/50 USC 3605

Rvery month, wrap-up stulies of each
af % are pmdmei by snalyste of
€he Aly Force Becurily Bervice. Theae studies include the sctivity of
#8sh of these armles, practically &mm o the individual afroratt., They
Include infarmation concerniog - ~_Jto the extent that
BCHINT is capable of producing THE Thesa reports have been
roduced regularly for some yas.ra.

tem An eximuat:ve COHIN? atudy of the

Formal _crx.‘

I_ysm {as of 31 December 1954) has heen
pFeduced by NSA analysts as kA corresponding techulicel
#tudy sppeared in the ¥3A-00 Interim R t geries as #239-53. Similar
#tudies of the Boviet Eumpean Byntem are underway.

ndation 17 - Dmgrove the quaiity of T/A Yuslon by personuel actiens to:

P J& 5. Teprove recrulbment and welection eriteria sud techniques,
{ inc:s.uaing use of peychomeiric mathods.
\w‘E C B, rﬂ.n-pamt intenaify, wod fmprove treining given in apalytic
becbniques.
Q N&‘ g. Daprove proficlency evsluation of snslysts.

Frogreas is being made within ¥8A-00 in all of these flelds,
ﬁeg.ﬁm' i:mining clasges in operatliomal T/A are being comducted by
R3A-Oh, snd weny branches are holding informal lectures snd mestings
baving ss their purpose the imovmt of their pevsonnel. A career
1ad3er for tralfic analysta le through the grade G8-15 Ims been
feveloped and is in effect; pmm ous sre being wade whenaver posaible
snd wherever warranted. A program of rotation within ¥54-90 is in effect,

Recommendation 18 - Deprove the camputational smuport available in REA by:

Tncreasing the mmber of skilled mers on the NSA
Q“S wtaff by a&mating qualified EYA persomel in and eduwcatioonl
%\/\) fostitulbiona and by hiring progremuers. j_?rogrmr“ inciudes those
Y slicated, trained, and experfenced In the highly complex theory and
withemtics of mograming, ag oppomed to those skilled in scheduling
@chine times tal computational orders, meking various
plugging cewimﬁmn snd z:erfcmﬂ.ng mintenance on existing mchinegf.
. 1} b, Tovestigating thor the poasibility of utiliszing
\ (f(', cisared Indoctrinated ;m'me 4 in the art of programuing who
Wy be nvallable eubside WHA.

The following is the yecrultment for REA-02 programmers from Jansary,
195k to the present:

&s Trongfers from ath:r NEA Divislons:
g5-7
889 5 Aﬁw

mﬁary




ion 1B .~ Conbinued

ALYl ths above held analyst positians;were trensferred from
the following divisions:

—¢REE_ID:A>516888-

WAA~TL 3
A~ 2
gk
BEA 06 &

%, #¥ransfers from sechine processing units within Mea-82
11 persons transferred st present

§8-3 3
w7 3
a8~5 1
8 purscns being Wrained at pressut for future teangifers
@810 1
-9 2
18- 1
o7 k
Mittary 1

This 1s & contimiing progran sod new courses for
mchine processing personnel sre do be initiated
#ithin the next month.

€. Perscnnel recruited from callege by direct hiving:

ag-% 8 hived 1 lost since { .s.g
a8-7 4 hlred 1 lost since {M.A.
New Military 1

#i. Persoonel wilh computing experience hired at;

g8-7 1
-5 L
k1




Heco "“%mn 19 « Combinoe Lo give the highest pasaible primtiﬂ

...,:._;. E‘O Maintain a firm and consistent pouc*r to eontrol
X Mwwmmlmmmmm ,
yrablma to other actlvibies with & view Lo
; the Kighest posnidble degree of continuity of the meveral Eﬂ*ﬁr’os
A fuvoived. Due reg amuﬁmmmmmo@calmﬁmm
Beyeloprent facﬁars {avolved.

" Biecopmimdation 21 - Augment the w si:a.f‘f of these hsg&w-leml
: = m y severnl sdditioonl top-fiight enclysts, w BEEQ 3.3(h)(2)
\e\D mﬁhmh' ¢ methods of proficlency svaluation and 5’1"““"& 86-36/50 USC 3605

_dn ldne with the comittes's mm&atﬁm&, PO Las, ﬁm-% the

: SepMer, condneted a high-level review of the current

~A# B consequence of this review, the staf! wor

7 mblm is being augmented with the addition of sbout
iight esper] end competent exryptanalysts. This has deen accomplished
it dmmrdm%cmﬂwﬂapmntfmtorn involved 1o the rota-
$iom g:?wammel%tb {0 snd oub of the problem, It is enticipated
txaffic snalyeis effort on the | will ve
fransferred from the (ffice uf Exploitetion fo the (Ffice of Analysis.

{EE
7y

{1) EReduction of processing times in messoge centers
#% all echelons.
{2} Nouting overssas troffic through the best possible routes.
5. mmmmwugﬁmmaMammny
(‘PF #adying and sdopting some of the principies now aveilable {inclviing
, those reported by the Progroms Research Pnit of the Jolm Hopkins Gotversity).

o comments at this time,

‘\hab" . Hevenl thope sapects of the coomumdcations networis which
s¥e MoEt susceptible Vo commmicatione intellipence activities.
B. Balate the value of the intelligence gatned through
n % sploltation of these aspects to the cost of explofitation snd to the
\ ‘25*3 s6g% to iﬁﬁtymm of pecurity measures which would reduce thelr

¥his recommendation mtates 1in brief form the entire purpose of
WA~30. Effort to sccomplish theee ends continues snd ﬁl%m
&% long ns the Boviets sze considered a SOMINT target. - - =
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In the came of Navy and Alr Faorce field units, ELINT snd COMINT
%ﬁﬁm are generally collocated, aud few jroblems of yroviding for

t commmicatioms have srisen. Avmy uwnlts are not collocated, bub
In vlew of the possidbility that the Army wey provide s comuon orgeaisas
ool mubordioetion for COMINT and m&t operations, 1t ia felt further
#stion on this provlem should be deferred until after this policy

deteimination.

The A¥SE plan for clsse support of COSAD calls for the deployment
o cm units, collocated with ADC control centers, thus provie
mﬁf“ coardination end cooperation desired gn this phase of the

1% Problem, ¥Further, it bas been possible in meny Instances
or yre~fllght alerting of COHINT resources when BESP and

ak‘hgr sensitive flights are acheduled. This bas ensbled all sntharitlesp
ﬁ%ﬁgéamwmmmcmge of the reflecticn of such flight
o 1les.

pendotion 37 » Include data derived from KLINT in all psrituent
! yrocespes, studies, and developments.

o genexral, the final product derived froe XLINT sctivities is
wads available to the COMINT suthorities, primerily for inclusion
SOHINT end-product reports. Bamver, there is & requirement for
perationnl use off BELINT data in conducting current COMIRT operations
&l performing detailed studies. Means of satisfying this regquirement
safe fully then at present will be investigated. HNowever, under the
pregent divielon of COMIET and ELINY responsibilities, it 1s doubtful
wethar such COMIRT requirements can be achieved fully beeause of
¥he labarious coordination necessary, the involved commnd channels,

&4 the wrying policies sncountered.
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