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PL 86-36/50 USC 3605
EO 3.3(h)(2) 22 December 1953

" TO: Mr., Friedman

FREM C. Fox

Subject: Attache d 5taff Study

1. In the course of studying PROL reporting problems, I had to devote

conaidef:gble attention to the USCIB Master list of Intelligence Objectives and

Reguireménts, whick the USCIB members intend to use as the basic document for
guiding cﬁrrent and long range plans and operations of NSA., The resulting staff

study poinﬁs out, relatively politely, that the document won't do,

2. The “x‘:jvxut.hors of a large portion of the List (principally, CIA) are
evidently not;\x aware that COMINT is essentially different from all other sources
of intelligenég and that any attempt to impose an "all-source" priority list on

the COMINT effc;z;'t. will result in a serious misuse of COMINT,

3. The List‘xﬁ\‘xis another plece of evidence in the case for CONSILO (a fact which
I did not mention in the staff study). It is a fine example of what happens when
several separate ;éencies shaving different intelligence responsibilities and widely
divergent views on the role which CEMINT is to play in the fulfillment of those
responsibilities, _at.‘\:tfempt to compose their differences in a document which is a
collection of compron&ses and present that "joint" document to the Director of a
consolidated COMINT p:i‘qducing agency as a guide for his plans and operations.
(In this connection, the organization of the Office of Exploitation, oriented
toward the "separateneusx“!“' of the consumer agencles rather than to the inseparable

s

nature of the problems being exploited, is a major step in the wrong direvtion,)

4. Among several other dangers, acceptance of the List and of the "detailed

information requirements" based thereon would result in the continuation and

aggravation of the misuse of |, which ought to be

exploited as our best available source of current nmilitary and political intelligence on the

and not as the source of long range intelligence on economic capabilities of the US3SE,

5. NSA's mission is t?o important to be endangered by any catering to the weaknesses
of the consumer agencles,It would be misguided kindness on the part of NSA to try to
:ma.ke do" with the USCIB Master List, The List should be thrown ri-ght back to USCIB.
1f the Board can't do better than that, it had better not try to guide the NSA effort
at all, -

e SECRET FROTH
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TOP-SFEREF-FROTH 21 December 1953

THE USCIB MASTER 1LIST OF INTELLIGENCE OBJECTIVES

AND REQUIREMENTS

1. The Probiem: To evaluate the USCIB Master List of Intellligernce

OJectives and Requirements in order to determine whether the: List (1) can

provide the Director, NSA, with basic guldance in planning and allocating
resources “or current and long renge operations; and (1i) can be used as the
basis for "detailed informaticon rejuirements" to be furnished for the
guldance of NSA operastional personnel.

2. Facts Bearing on the Problem: See Appendir "A", hereto.

3. Discussion: See Appendix "A" hefeto.
L. Conclusions:

a. The List can not be effectively applied to the planning and
allocation of COMINT resources.

b. The applicetion to current COMINT production of detalled
information requirements bearing the same order of priority as the Intelligence
Requirements of the Mgster List would adversely affect the efficient and
economic exploitation of COMINT sources.

5. Recommendatlion: It is recormended that the Director, N3A, return

the Master List of Intelligence Objectives and Rejuirements to USCIB, with

the statement attached as Appendix "B", hereto.
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2. Yacts Bearing on the Problem:

a. The Foreword to the USCIB Master List of Intelligence Objectives

and Requirements states that the List "is provided to give basic guidence

to the Director, KSA, in planning and allocating resourcea for current and
long range operations to the extent to which these resources can be
effectively employed.”

b. The membership of USCIB consists of representatives of the
Department of Defense, the Department of State, the Department of the Army,
the Department of the Navy, tbhe Department of the Alr Force, the Central
Intelligence Agency, the Federal Bureau of Investigation, and the Director,
National Security Agency.

3. Discussion:

8. The USCIB Master List sets forth, in order of priority, eleven
Intelligence ObJectives "based upon national security needs" and the Intelligence
Requirements which USCIB agencies must fulfill "in order to accomplish those
ObJjectives.” The List represents an attempt to place the diverse intelligence
requirements of the individual agencies in priority order within a National
frame of reference. It is not, nor is it stated to be, a COMINT Priority List.
The List was forwarded to the Director, NSA, with a cover letter requesting
him to advise the Boeard concerning the extent to which US COMINT resources
can be applied effectively to fulfill those requirements in the order listed.
The first step, therefore, which the Director, NSA, mst take in applying the
List to plans and operations of his agency is = reductiont COMINT terms.

Iten 1., under ObJective 1., is & clear requirement for the solution and

processing, on a current basis and in volume, of the

F Thereafter, twomndamental

wveaknesses render the List ineffective as a guide ggx4,»«de‘féaining the allocation

PL 86-36/50 USC 3605
of COMINT resources: E‘Q 3.3(h)(2)

(1) Fulfillment of the Requirements appearing in the eleven Items
listed under USCIB Intelligence Objective No. 1 would necessitate full

exploitation, on a current basis, of all communications Vb“r the USSR, of all

military commmications of the Soviet Bloc, and of all thé‘* of

non-Soviet Blo¢ countries. Before Item 20. is reached, the USCIB members have
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already asked for high priority intercept of qll”éommunicationéxof the Soviet

Bloc and of ell] of the rest of the wox“ixa‘m.

This represents an ideal goal for a theoretical COMINT érganization,
disposing of virtually unlimited funds, facilities, and personnel} Practically,
it is not much help to the Director, NSA, 1a assessing the capabil%ty of his
resources to fulfill the stated requirements. i

The appearance, within the first quarter of the List, ~f iégma
requlring coverage of almost all forelgr comrunications, arises fromathe fact
that USCIB hes tried to glve equal conslderation to National Intelligénce
Requirements and tc the separate reguirements of the several agencies %epresented
on the Board, without admitting tnat those separate needs exist. The £§su1t
18 & List which is neither a good statement of National Intelligence Re&yirements
nor a workable Priority List for the Director, NSA. The effort to coverayhe
basic needs of the individual agencies within the highest priority items Qas
& mogt peculiar effect on the order of priority. |

For exampie, Item 9., requiring a detailed Order of Battle of Armjg

Navy, Air, and Security Police Forces of the Soviet Bloc, covers the basic

Intelligence Requirements of the three Services. It is reasonable that the
Bervices should attach considerable importance to the fulfillment of their
basic needs and that each Service should desire that its particular requiremenis

be glven & priority equal to those of the other two. It is less ressonable to \

11lustrate the importence and the equality of thcese needs by placing a rejuire- i

ment,

The last item under ObJective No. 1, "Development of increased
capabilities for attack against the US by politiéal, subversive, psychological,
and economic means," precedes the Rejuirement for "war plans and operational
orders to the armed forces...to attack vital US possessions, US forces, bases, ani

 fleets, NATO forces and countries, and areas peripheral to the Soviet Bloc."
That strange precedence results from the need, forced on the USCIB members by the

".,”. pature of the List, to give a high priority to the separate Iutelligence
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Regquirements of the Secretary of State by the extraordinary pretence thet an
indication of Soviet efforts to breek up the Western alliance is an indication
of ar intention to attack the continental United States.

(2) The List mixes, without any reZerence to their distinction,
long range, recurrent, and FLASH regquirements; requirements which can be filled by
eurrently exploitable traffic; requirements which can be filled only by
sources which are not presently exploitable; and requirements for which COMINT
1s (1) the only or the best source, (11) a likely source, {iii) an unlikely or
uneconomic source, and (iv) a poor source.

Examples of all these varieties appear early in the List. "Capabilities,
qevelopment, and production of guided missiles”, under Item 4., involves a long
range resesrch project. "Exercises and training in range extension techniques”,
in Ttem 2., 18 a recurrent requirement. "Operational orders...to attack vital
US posgessions™, under Item 12., is a FLASH requirement.

Under Items 10, and 1l1. can be found samples of all the degrees to

which COMINT is the potential source of the intelligence required. It is
neither the likeliest nor the timeliest source for dilscovery that the USSR

has made a "sudden diplomatic meneuver” or that hurried sabotage activities
have occurred. It is the only socurze which can provide the information that
major changes in codes, ciphers, and communications procedures have taken place.
It is a likely source, and the best source, for discerning a "hurried emrhas:s
on civil defense and widescale militarizaticn of domestic ectivities.”

b. The Foreword to the Ltst states that it is "provided to give baric
guldance....in planning and allocation of resources...to the extent tc which
these resources can be effectively employed"”. That statement mright furnish an
explanation for the mixture of requirements involving various time factors and
varying degrees of relevance toc COMINT. Presumebly, the Director, NSA, would
be expected (1) to delete those requirements for the fulfillmeni of which his
resgurces could not be "effectively ewployeé™, (11) fo apply the time factor to

the requirements which remeined, and (11i) to re-arrange the List in COMINT

%‘ Priority order. The Foreword states e2lso, however, that "detailed infsrmation
E requirements ¥1ll be issued...as arn Appendix" to the Msster List. Each informa-
e

? tion rejuirement "will bear the same priorily as tte corresponding Intelligence

Requirement™. That statement indicatee that the USCIB cembere consider that
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the List (1) is capable of providing both besic guidance to the Director,
NSA, and to COMINT production personnel, and (ii) 1s actuall.y arranged in
COMINT Priority order.
The faults of the List as an instrument designed to provide the
Director vith basic guildance will be substantially magrified when it is used
as the bagis for providing detailed operaticral guldance to the production
personnel of NSA. For example, Item 23., "Climatic, metecorological, hydrographiec,
geographic, and geophysical factors affecting military operations and
facilities", stands fairly high on a List whkich has a total of 67 1items.
Obviously, its position on a list of requirements for information from all
sources should not be the same as its position on a llst of requirements for
wvhich COMIRT is the source; but the USCIB members propose to furnish NSA with
"detailed information requirements” based on that 1tem,and the fulfiliment of
those requirements is to be considered as having a higher order of COMINT
priority than the fulfillment of requirements based on Items 24.-67.
The effort to cover all requirements in the first nineteen items

makes the Master List particularly unsultable as a document on which to base
"detalled informetion requirements” arranged in COMINT Priority order.
"Development and production of guided missiles” appears in Item 25. The saxe
statement appears in Item 4. "Development and production of atomic and thermo-
nuclear veapons” appears in Items 8. and 30. Intelligence on the "concentration
of large forces in areas favorable to the interdiction of strategic US maritime
lines" is required for Jtem 3. Twenty-five items later, appears a requirement
for intelligence on "movement and deployment of surface and submerine férces
tovards aresas favorable to the interdiction of strategic US maritime supply lines”.
Item 28, on political, psychologicel, subversive, and economic capahilities, is
as closely related to Item 11, on the same subject, as Item 28. is to Item 3.
Similar examples can be found throughout the List.

&+ The extent to which a Priority List can be used as a planning and
operational guide by a collecting and producing agency depends on the degree of
relevance of the List to the sources vhich it is the agency's mission to exploit.

EBA collects its rav material by the interception of foreign communications; its

product is COMIWT informetion derived from (1) the decryption of enciphered

o
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and coded messages, (11) plain language and voice transmissions, ard (11i)
traffic analysis.

For purposes of long range planning, the Director, NKSA, must know
the extent to vhich his presently available resources are adequate for the
fulfillwent of his mission. For both long range and current planning, he must
knov the extent to which his presently available resources should be applied
to research and development. For current planning and operations, he must
novw whet the Intelligence agencles require from currently exploitable COMINT
sources, the order of priority of their requirements, the extent to which one
priority takes precedence over another, and the proportion in which the
available resources should de alloecated to cover the basic, recurrent require-
mants 0f the individual agencies.

d. A Priority List presented to the Director, RSA, for his basic guidance
in planning and allocating resources for current and long range operations
should indicate a recognition on the part of its authors of the nature of the

rav materisl vhich his organiiation is responsible for exploiting. Its

requirements should be set forth in terms readily applicable to the exploitation
of that meterial. The Director should not be asked %o divine the hidden meaning
underlying the wor8ing and order of the items. Nor should he find it necessary
€0 ask the Intelligence agencies to "interpret” a lList for whose obscurity they
are responsidle in the first instance. 1In practice, such a method results in a
variety of interpretations, with consequent inefficiency and confusion, at every
level at wvhich a "consumer” representative can affect the product of RSA
operational personnel.

&. Priority Lists furnished for the guidance of current production should
not follov the exact order of priority of the List vhich is designed to provide
the Director with basic guidance. They should be directly and exclusively
related to COMINT sources which are presently exploitable. They should be
arranged, as should the Master List, in an order of priority which aistinguishes

betveen long range, recurrent, and FLASH requirements.
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PROPOSED STATEMENT BY THE DIRECTOR, KSA,TO USCIB RE THE USCIB MASTER LIST

OF INTELLIGENCE OBJECTIVES AND REQUIREMENTS

The USCIB Master List of Intelligence Objectives and Requirements wasa

given to the Director, NSA, to provide basic guidance in planning and allocating
resources for current and long range operations to the extent to which those
resources can be effectively employed. The List was forwarded with a covering
letter in vhich the Director is requested to advise the Boerd concerning the
extent to wvhich US COMIRT resources can be applied effectively to fulfill
the USCIB Intélligence Requirements in the orier listed.

Item 1. under USCIB Intelligence Objective No. 1 astates: F"USSR war
plans and direct operational orders to the armed forces or to any component
of the armed forces to attack the continental United States...and directives to
representatives abroad or to domestic government offices relative to such an s
attack"”. Stated in COMINT terms, USCIB's first priority, for the fulfillment of i

which it 1s willing to devote whatever COMINT resources may be necessary, is the

solution and processing, on a current basis and in volume, \

[47 Thus far, the List is readily usable for its stated purpose.

It is possible to estimate the maximum extent to which US COMIRT resources can/

I e o Y

be effectively applied to presently unexploitable Russian problems, althoughﬁit

-

cannot be guaranteed that any of those problems will be solved or that théir

solution will result in the fulfillment of Priority Ko. 1.

A oL oAk b

Thereafter, hovever, the List is not usable as a basic guiqgﬁfor

PL 86-36/50 USC 3605
EQ 3.3(h)(2)
Fulfiliment of the Requirements appearing in the eleven items listed ¢

COMIRT plans and operations.

upder OQbjective No. 1. would necessitate
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The appearance, within the first quarter of the List, of items
requiring coverage of alwmost all foreign communications makes the List
ineffective ss a guide for determing the allocation of intercept facilities.

The List mixes, witbout any reference to their distinction, long
range, recurrent, and FLASH requirements; and requirements for which COMINT
1s (1) the only or the best sources, (ii) a likely source, (iii) an unlikely
or uneconomic source, and (iv) a poor source.

The Director, KSA, 1is asked, therefore, to plan the allocation of
US COMINT resources according to an order of priority vhich is not based upon
COMIBT but wmpon all the sources from vhich the required Intelligence might be
obtained. Because of that confusion of sources and of the time factor, the
List cannot be used in an assessment of the extent to which COMINT resowrces can

be applied effectively to fulfill the Intelligence Requirements in the order listed.

It is USCIB's intent to use the List as the basis for the preparation
of "detailed information requirements” bearing "the same priority as the correspond-
ing Intelligence Requirement”. That mesns that USCIB not only wishes the
Director to allocate his resources in accordance with an order of priority
which is not based on COMINT but also intends that current operations of NSA
production personnel should be based on the same order of priority. The
application to COMINT production of an order of priority vhich is not based upon
COMINT would result in a seriously inefficient and uneconomic use of COMINT as
a source of Intelligence.

It 1s requested that USCIB withdraw the Master List and replace it with
a2 List vhich is based on a recognition of the capebilities and limitations of
COMINT as a source of Intelligence. Detailed information recuirements furnished
for the guidance of NSA operational personnel should not follow the priority order
of that Master List but should be related directly to presently exploitable COMINT

sources and should be arranged in an order of priority wvhich distinguishes btetween

long range, recurrent, and FLASH requirements.




