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Conference for Froposed leglslation Against
Unauthorized Dissemination of Communication
Intelligence

P 3

Present. Lt. (Jg) John V. Connorton, USNR
Lt. Floyd Tomkins, AUS

Place of Conference

l. The conference was held at 1100 on Wednesday, 3 May 1944
at the Naval Communication Annex.

Preliminary Agreements

2. A dlscussion of the problems involved led to an agreecment
on,  several general points, which will be applicable to all
other conferences on the same subject:

A. All minutes, documents and information resulting
from the conferences will be classified as Secret.

B. Minutes of each conference will be kept for the in-
formation of higher authorities.,

C. Higher authorities of both Army and Navy have con-
curred as to the need for a law incorporating some
of the general principles under discussion.

D. The present problem of the conferees is not to pro-
cure personally the passage of a proposed law by
legislative authorities. The present responsability
is first, to outline the need for such a law to the
proper higher authorities, and second, to draw up a -
proposed draft of a law which would penalize, and
prevent 1f possible, the unauthorized dissemination
of communication intelligence.

E. In developing the background for the final report
for the perusal of higher authorities, Lieutenant Con-
norton will supply the historical detalls and Lleut-
enant Tomkins will center his attention on the legal
aspects of the report. However, the final report
will be the result of cooperative effort on both as-
pects.
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F. The final report should include a list of recommen-
dations concerning the security precautions to be
followed when demobilizing personnel at the end of
the war,.

Opportune Time

3. It was felt that this was an opportune time to discuss the
situation and draw up tentative plans for legislation since
post-war plans were being made by most governmental agencies,
In addition, Congress had Just established a new Military Com=
mittee to discuss such plans. It is important that the usually
drawn-out procedure of establishing the need for a law and have
ing 1t passed be finlshed before the end of the war and the
demobilization of our personnel begins.

Le It was agreed that several problems were involved, all of
which might be solved by one bill or by a series of related
bills. The decision to advocate one bill or several bills
would be predicated on various circumstances, such as the
views of higher authorities, the attltude of Congress, support
of the Militery Committee, etc. The problems involved were as
follows:

(a) Prevention of Army end Navy cryptographic or crypti-
analytical personnel from discussing their acti-
vities either at this time or in the future.

(b) Prevention of unauthorized dissemination of in~
formation relating to communication intelligence
by military personnel not engaged 1n cryptogra-
phic or cryptanalytical sctivities, but who have
acquired kuowledge of this activity through their
official positions.

(¢) Prevention of civilians ournalists, war corres-
ggndents, etc., who may have acquired knowledge

of cryptographic or cryptanalytical activities
elther through thelr official position or by any
other means,

Objectives of the Proposed Legislation

5. An effort was made to fix the problem in terms of the num-
ber of persons involved and the type of persons to whom the
law would be applicable. It was decided to ascertaln the ap-

whi
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proximate number of persons who were either involved in the
processing operations of communication intelligence or who re-
celved this intelligence. Though such personnel statistics
would necessarily be kept secret, it was felt that a knowledge
of the number of persons involved would be of value to authori-
ties responsible for the submission of the bill to Congress.,

In any event, approximate figures would be acceptable for a -
basis of discussion.

6. There are two aspects of the above problems - first, to pre-
vent publicity leaks, and second, to penalize them. From a
cryptanalytical viewpoint, there is little use, aside from de-
terring others in the future, in punishing a publicity leak
since irrevocable deamage has already been done. However, the
existence of a strong law against revealing such information
will help to cut down future publicity. :

A possible solution would be to have the Military Committee
ask for the continuance of military censorship during the.emer-
gency period after the war for supervision of stories, books,
etc, dealing with military intelligence. Thus, no book or
newspaper story relating to military intelligence could be pu-
blished without the permission of the Army or Navy. In view
of the current loud cries in Congress against censorship, this
would be a difficult bill to have passed. Yet if the Military
Committee could be persuaded of its value to the welfare of
our country, Congress would probably pass it. Since Congress
will support a strong Army and Navy for post-war times, and
will desire proper militery intelligence, it will protably
favor such a bill, if properly presented.

Deficiengies of Present Legislation

7. The laws on the books at present seemingly 4o not solve
these problems although penalties for esplonage have been pro-
vided by the Espionage Act. Therefore, the question of spies
did not have to be discussed. The principal difficulty with
the present Espionsge Act is that to secure a conviction it is R
necessary to prove on the part of the accused the intent to !1ﬁf
injure the United States, or reason to believe that such ingu;y~ !
will result. Therefore, Yardley's book or the Chicago Tni- .
bune's Battle of Midway story could scarcely bebggggiizqg_gg- 1\5?“
der this provision. Another Act of Jume 10, 19435—which wes -
passed to stop Yardley's second book, states that a person e ¥
twilfully" publishing or furnishing to another any orficialujLﬂgLﬁw

diplomatic code which was obtained while in the process of 6?5
transmission between any forelgn government and its diplqmatic(ﬁﬂ*“’
~ mission in the United States may be punished. This law does LAy
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Tentatlve Proposal for New legislation

8. In view of the foregoing, it was decided to study various
points which should be included in a tentative draft of the new
law,.

(A) The phrase "intent to injure the United States®
should be eliminated since this could scarcely be
proven agalinst any of our personnel who revealed
informstion to other than a foreign spy. It would
be difficult to prove a case against a journalist
who might write a very revealing story of our
cryptanalytical activities under the pretext of
protecting the United States. Congress! possible
disinclinatlion to penalize unintentional disclosures
of our activities may oppose the omission of the
phrase "intent to injure the United States™. Fur-
thermore, i1t is doubtful whether Army or Navy
authorities would care to prosecute in cases where
inadvertent publicity resulted. However, some-
thing should be done to prevent deliberately sought-
for publicity, such as Yardley's, which disclosed
our activities.

(B) The elimination of the "intent! phrase would auto-
matically reduce the crime to a misdemeanor since
intent is necessary for felony.

(C) The suggested penalty for unauthorized dissemina-
tion or publication of communication intelligence

- was a two-year prison sentence at the maximum, or a
fine, or both. This punishment 1s in accordance with
the British Official Secrets Act which is to be stu-~
died as a possible model for a tentative draft for
American legislation.

1)
.

Next Conference

9. Another conference will be held in thelvery near future
to discuss the following points:

(1) Coneclusions arrived at from a study of certain
documents,

(2) A 1ist of the agencies and the number of indivi-
duals involved in cryptanalytical activity or re~

_["_
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ceilving communication intelligence.

(3) The interpretation of the phrase "wilfully" in
the Diplomatic Code Act of June 10, 1943.
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