NATIONAL SECURITY AGENCY
WASHINGTON 25, D. C.

Serial: 3768
1 June 1955

SUBJECT: Report of Communications Security Violations

TO: Commander
U. 8. Air Force Security Bervice
San Antonio, Texas.

1. Attached is the quarterly (January through March 1955)
compllation of communicstlons security violations reported to, or
noted by, this Agency which occurred in communications of those Alr
Force stations which handle COMINT traffic. You have been furnished
completed evaluations of those cryptographic violations which were
reported as possible compromises.

2. This report is furnished primarily for guidance in improving
the security of COMINT communications. Similar reporis are forwarded °
to Chief, Army Security Agency and Chief of Naval Operations. Upon
request, additional copies of this report will be provided in
sufficient quantity for dissemination to those activities under your
Command engaged in COMINT operations.

3. Extracts from this quarterly summary may be classified
SECRET if the extracts are restricted to 1lists of violations vhich
involve messages classified no higher than SECRET. For example,
the list of violations committed by an activity which originates mes-
sages classified no higher than SECRET may be extracted and forwarded
to that activity as SECRET material. The key list 1s SECRET in
classification.

4, This correspondence may be downgraded to SECRET upon removal
of Inclosure 1.

FOR THE DIRECTOR:

C. M. MILLER,é?m(//
Major GC

Asst, Adj. Gen,

2 Incls:
1., Communicatlons Security Violations
by Air Force Stations (10)
2, Key List of Air Force Violations (10)
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This is a compilation of communications security violations

comitted by Air Force statlons during January, February, and March 1955.
A similar report will be forwarded to Chief, ASA, and CNO. - USAFSS fur-
nished 10 copies. Furnish each internal addressee a copy of Incl 1 and 2.
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ESIRA0d 23

COMMUNICATIONS SECURITY VIOLATIONS BY ATR FORCE STATIONS

1321217

0720357
1601247
180005%

1809457

0817342
2114207
2823307

08071712
1314427

TRIGRAPH

KEY NO,
USA-33
JANUARY

USA-34

JANUARY

FEBRUARY

USA-38B
JANUARY

FERRUARY

REMARKS

Operator believed he was on

Toom circuit

Malfunction of equipment

Keyboard operation

Broke on DGVLI vice DVGLI
Broke on GJNHH vice NJNHH
Broke on CJWQL vice CJWQY

Broke on PM rotor arrangement

Omitted letter in message in-
dicator

Broke on FGHMD vice GGHMD
Broke on 0ZGFM vice OZYFM
Random rotor overstepped at
counter readings 059 and 065

Broke on PM rotor arrengement
Broke using trigraph BKY
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LR SRORFE-
TIoLATIONS (Cont'd)

DIG

mm———

1615252
1823352
1900457
1919452
2312557

072315%
1h14457,
1717422
2012207
2905002

2323522

2522282,

0115407
0311152
1720452
2501312

0121052
2309207
2311412

25113072
2921302

Incl 1

TRIGRAPH

CDM

CGU
CI1C

cop
EHC

BUA

KEY WO. REMARKS

3d
3a
15

3b

34
11
3a
3d

3d
13

14
3b

5A-51 (Cont'd’)

MARCH (Cont'd)

Broke on BPRDY vice BRRDY
Broke on GPFZL vice GFFZV
Reuse of segment of key tape
Broke on PQUQRX vice PQICX
Broke on AM rotor arrangement
USA=5U
JANUARY
Clear text tape
Broke on AM rotor arrangement
Broke on AM rotor arrangement
Broke on EILPK vice ELLPK
Omitted letter in message ine-
dicator
MARCH
Broke on AM rotor arrangement
USA=-5LK
FEBRUARY
Broke on RICJID vice QXCJID
MARCH
Broke on EOUJR vice ECQUJD
Clear text tape
Broke on CXNBZ vice CNXBZ
Broke on DHTKI vice DHOKI
USA=56
JANUARY
Broke on AAJUF vice AOJUF
Broke on CJQZL vice CJQZG
Random rotor failed to step
at counter reading 913
Correct DIG - 251630Z
Broke on FUFMP vice FUFLP
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VIOLATIONS (cent'd) Sl VIUI LY VN

DTG TRIGRAPH KEY NO. REMARKS
UsA-56K
JANUARY
ol1100Z AGT 6 Broké using trigraph ACO
0914152 ARZ 3c Broke on ADEEF vice AGEEF
2119102 CBA 5 Omitted letter in message in-
dicator
FEBRUARY
1813002 cIr 34 Broke on SYPJS vice UYOJY
2822307 13 Random rotor falled to step
at counter reading 2302
MARCH
1222007 BPW 34 Broke on FPSYH vice FPSQH
1602057 ik Correct DTG - 1612052
1806057 CLP 5 Omitted letter in message in-
dicator
2114307 CvVP 3d Broke on VCJVB vice VCTVB
USA 561
FEBRUARY
1221087 11 Operator believed he was trans-
mitting test tape
USA-5T
JANUARY
0111457 ADW 3d Broke on XQQUO vice XQQYO
0720302 CZL 5 Omitted letter in message in~
dicstor
1321507 NS 3¢ Broke on LOPPY vice LOPPI
152135% GBF 3b Broke on NHBLX vice NHALX
161840z GIC 34 Broke on DOAVE vice DOWVE
2216202 IJE 3d Broke on DNWQO vice DNTQO
2312h77 108 3a Broke on MNHSA vice MNSHA
2323252 Ise 34 Broke on AQTNE vice FQTNE
2618527 JIZ 3d Broke on HSFEN vice CKFEN
3007472 J2U 34 Broke on SCQAL vice SOQAL
3013107 KAB 4 AAKABMPPUXP
m%—-ém
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VIOLATIONS (Contt'd)

DIG TRICRAPH KEY NO. REMARKS
tsa-57 (Cont'd)
FEBRUARY
0906022 BUT 3a Broke on AZFIN vice AZIFN
MARCH
0813422 AUJ 34 Broke on NYEET vice EYEET
1208407 BFE 3a Broke on KDBTK vice QRBTK
3014h02 DQC 10 Message indicator derived using
deciphering procedure
USA-5TK
JANUARY
0503157 AHN 3c Broke on TGWPW vice PGWPW
0823592 ATB 3d Broke on MUVUV vice MZVUV
09112572 ATO 10 Message indicator derived using
deciphering procedure
1508307 BPA 3b Broke on PZDZC vice PYDZC
1601507 PQV 10 Message indicator derived using
deciphering procedure
2300022 cTV 3a Broke on YRQUX vice RYQUX
FEBRUARY
010115Z AAA 5 Omitted machine designator
0217082 AKQ 34 Broke on ILUXB vice ILUQP
0218457 ALL 3c Broke on HNVIB vice HNVIZ
1101407 BTV 3a Broke on VDGPF vice VDPGF
1113502 BWM 3d Broke on INFOD vice INFOS
2000552 DQA 34 Broke on,¥QYQO0 vice XQYQU
MARCH
0917137 ATR 34 Broke on QBKTI vice QBBTI
1104052 AXY 2 Broke on PM rotor arrangement
1104207 AXZ, 2 Broke on PM rotor arrangement
1104407 AYA 2 Broke on PM rotor arrangement
1107382 AXO . 3a Broke on RVSRG vice RVRSG
1208107 BAB 34 Broke on QTMHG vice QXMHG
1209217 BAM 34 Broke on QPNOP vice QPNOR
1219057 BAL 3e Broke on EDGYR vice EDGIR
280130z BQO 3d Broke on JIRCQ vice JIRCW
2904407 BRA 3d Broke on EXXZR vice URALU
3012102 BSN 2 Broke on AM rotor arrangement
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VIOLATIONS (Cont'a) SEVIWVILE W
DIG TRIGRAPH KEY NO. REMARKS

UsA-57K (Conk'a)-
MARCH (cont'd)

3012307 BSQ 2 Broke on AM rotor arrangement
3012502 BSS 2 ' Broke on AM rotor arrangement
UsA-59
JANUARY
ol JAN 1Y ) Keyboard operation
1ho4557 11 Keyboard operation
26010072 12 AFSAK 2591
FEBRUARY
13 FEB 1n Operator in "text" position
2006272 GGM 34 Broke on ZAMOW vice ZAWOW
2023002 GKA 3a Broke on JXUTQ vice JXUTO
2202002 GY2 3a Broke on YSULT vice YSLUT
2516017 IEZ 2 Broke on AM rotor srrangement
2517002 IEV 2 Broke on AM rotor arrangement
2517202 IFU 2 Broke on AM rotor arrangement
2601527 IXA 3a Broke on TJTIC vice TJLIC
2616107 vQ 34 Broke on KRGRM vice KRARM
280020Z JIF 34 Broke on TCJKG vice TCJIKQ
MARCH
0318302 BOQ 3a Broke on TPWTM vice TPWAM
okolus5827 BWW 3d Broke on UQFEN vice UQVEN
ok18002 CIX 3b Broke on CWADP vice DWADP
1022182 GNE 34 Broke on, TKEYR vice TKMYR
160205% IEP 6 Broke ugsing trigraph IEQ
1819307 JBY 34 Broke on UAGGQ vice UAGGY
2014302 JRR 34 Broke on BLPUU vice BIPSU
211h027 IET 3a Broke on ESZDI vice ESDZI
26163272 PIM 3d Broke on VQMSE vice VQMFE
2617287 PKV 3d Broke on KYKTE vice KYKLE
3110412 QYB 3d Broke on XKIGG vice XFIGG
6900 SCTY GP
MARCH
25 MAR 12 AFSAK 2700
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VIoiaTIons (cont'd)

2

0809002
1017147
1519157
1600092
1602252

1812042
2501067
2716407
29001527

2915002

0210352
0210447
0307052
0308492
030851%Z
0308552
0308592
0309172
0310152
031030%Z
ol11002
0708202
1212302
1212307
1212302
1212307
1212302
1212307
1301202
1406357
170920Z
1712232
1906122

0312007
006227

Incl 1

TRIGRAPH

BGH
CAV
DuC
DwJ

EIO

IGT
107

KEY NO.

g910 sory cP
JANUARY

?%’ ?%', 'Q'g?ggggggmmmmmmmmmmmm

Broke on FM rotor arrangement
Broke on HKELS vice HKEIS
Broke on EZWQV vice EZWYV
Broke on WAYRM vice BAYRM

Mespage indicator derived ueing

deciphering procedure
Broke on QMOAC vice QMOQC
Broke on FYYKTJ vice FYYKS
Broke on BB vice AA
Random rotor failed to step at
counter reading 179
Broke on FKIRA vice FKYRA

FEBRUARY

Broke on PM rotor
Broke on PM rotor
Broke on PM rotor
Broke on PM rotor
Broke on PM rotor
Broke on PM rotor
Broke on PM rotor
Broke on PM rotor
Broke on FM rotor
Broke on PM rotor
Broke on FM rotor
Broke on PM rotor

Broke
Broke
Broke
Broke
Broke
Broke

MARCH

arrangement
arrangement
arrangement
arrangement
arrangement
arrangement
arrengement
arrangement
errangement
arrangement
arrangement
arvarngement

on CC vice BB
on CC vice BB
on: CC vice BB

on CC vice BB

on CC vice BB

r on CC vice BB
Keyboard operation

Broke on CFVYO vice CEVYO
Broke on AA vice BB '
Broke IYBMZ vice IYMBZ
Broke on BB vice AA

Broke on PM rotor arrangement
Keyboard operation
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VIOLATIONS (Cont'd)

DG TRIGRAPH KEY NO.

6910 SCTY GP (Cont'd)
MARCH (Cont'd)

3010062 Messhge indicator derived using
- deciphering procedure
13201272 Broke on IXYFJ vice IJYFJ
1618457 Broke on XICKP vice XILCOKB
1600342 Broke.on PM rotor arrangement
1712552 Key' group previously used for
170644z

1012122 Broke on EXCJA vice EXQJY
2h16157 Broke on AVIHD vice AVLHD
2710102 Broke on MQBVW vice MQVBW
3112007 Broke on FM rotor arrangement

6950 SCTY GP
FEBRUARY

Random rotor overstepped at counter
readings 58 and 64

6961ST COMM SQ

JANUARY

1322552 Keyboard operation
2207152 Keyboard operation

17 FEB Operator believed he was on room
circuit

1922552, Keyboard 'operation

2407267 Keyboard operation

2h211hz, Operator inadvertently hit magnet
ermature

AFSAK 2700
3RD WEATHER GP FENT AFB

FEBRUARY

Incorrect multiswitch setting
41235

——

FOP-ORCRET-CONTROL—55=1 180wk~
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“OP-BECRER
VIOLATIONS (Cont'd)

DIG TRIGRAPH KEY NO. REMARKS
AWS. SUITIAND
FEBRUARY
09 FEB 11 Operator believed he was on room
eircuit

SPECIAL OPERATING CENTER, TOKYOQ

JANUARY
2906502 1

Arrangement previously used for
2819302

FEBRUARY

0420332 1 Arrangement previously used for

0201302
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KEY 1.IST OF AIR FORCE VIOLATIONS

Jan._. Febu & Marl) 1955

ROTOR ARRANGEMENT

1. Use for encipherment of an incorrect rotor arrangement and/or alignment.
(Reference AFSAG 1262, pargOEOOGa(l), and/or AFSAG 1231B, para 6002a(2),
and/or AFSAG 1231B, pars 6004a(l) )

2, Use of a rotor arrangement for an inappropriate cryptoperiod, day or
month. (Reference AFSAG 1262, para 5006a(1) s

ROTOR ALIGNMENT AND MESSAGE INDICATOR

3. Discrepancy between the message rotor alignment resulting firom de~
cipherment of the message indicator and the message rotor aligiment actually
required to decipher the message, although the latter was corréctly derived.
The discrepancy involves (a) transposition of letters, (b) subiktitution

of a letter alphabetically adjacent to ‘the correct letter, (c) sub-
stitution of a phonetically similar letter, or (d) errors in ehripherment.

Ik, 3Identical message indicators appeared on different messages (or trans-
mission sections) enciphercd on the same machine. Use of the message rotor
alignment resulting from decipherment of the message Indicator alloved de-
cipherment of the first but not the second message. The message rotor
alignment actually used for encipherment of the second message was properly
tailed to the final alignment of the first message.

5. Omission or addition of one or more letters to the message indicator.
KEY GROUP

6. 'The trigraphic key-group indicator in the message indicator did not

correspond to the key group actually used for encipherment. Reuse of a

key group was not involved. (Reference AFSAG 1262, para 5004b)

7. Reuse of a key-group for cacipherment. (Referehce AFSAG 1752, para
600204 ) )

MACHINE DESIGNATOR AND MULTISWITCH SETTING

8. The machine designator in the message indicator did not correspond tc the
multiswitch setting used for encipherment. The messages were (a) correctly
enciphered or (b) incorrectly enciphered. (Reference AFSAG 1262, para 6002a(1) J

9. Use of an incorrect multiswitch settini. (Reference AFSAG 1262, para
2

6002a(2), and/or AFSAG 1231R, pare 6003a(1), andfor AFSAG 1231B, pars 6002a(l) )

ENCIPHER-DFCIPHER CARD

10. Incorrect use of an ORCUS enciphering card to produce a message indicator.
(Reference AFSAG 1262, para 5005c¢)
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ADDITIONAL VIOLATIONS

1l. Clessified informntion ip the clear
12. Use of an unauthorized cryptosystem +o encipher COMINT information.

13. Transmission of a messsge in which there wes faulty rotor stepping
during encipherment. (Reference AFSAG 1262, paya 6002a(3) )

14, Transmission of a message containing an incorrect date-time group.

15. Reuse of one-time key tape for encipherment .
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