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SUBJECT: an.ference,on Series of NS Cryptanalytic Texts and Courses

s . le You are personally requested to participate in a conference
° "' .which is to be held in the Director's Conference Room (Rm. 19-244, NSS)
-+ at 0900 on 12 January 1955. In this conference you will be asked to
; conuder and evaluate plans for completing the series of NSA basic
- te.xts and _courses which are to _cover the entlre field, of cryptanalytics.

IR .2. The conference will open with a review of the details of the
£irst text and course which have been completed in this series. Then
the presently pro;jected plan for the remaining texts and courses will be
outlined, followed by a brief presentation of the general philosophy
under],ymg th:n.s series. The Agenda. is attached as an Inclosure.

2 ¥, Follow:.ng the formal opening presentation, your views will be
“elicited concerning the scope of this project and the value of continuing
the preparation of this series of texts and courses, both from the stand-

. 'point of enhancing the professional stature of Agency personnel and of

- insuring the preparation of adequate tra:_ning materials which would be

» " badly needed in case of disaster. The views presented in this conference
: v will become a matter of record, and will be taken into consideration in
T .- the establishment of Agency policy.

, Le If it is the consensus of the growp participatlng in this con-
ference that the project should be continued and completed in the shortest
possible time, a plan for accomplishing this desired end will subsequently
-be formulated and presented to the Director for a.pprova.l.

" 5. Mr, Wi]_'l.:.am F. Frledman, S/ASST will be Chairman of the confer—
ence, with the following participating members:

- /Mr. W. F, Friedman " v’ Col. Re E. Schukraft
Dr. S. Kullback v Dr. L. W, Tordella
¥ Dr. H, H, Campaigne Mr., F. A. Raven
Dr. Re A, Lelbler JMr. A. J. Levenson
¥ Dr, H. J. Stukey o “Drs Re Ho Shaw
-?Mr. L. D. Callimahos "~ Mr. Fo W Lewis
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AGENDA

oF

CONFERENCE ON NSA
CRYPTANALYTIC TEXTS AND COURSES

(12 Jarmary 1955)

0900 ~ 0902 Intraduction

0902 ~ 0910 Briofing on "Military Cryptanalytics
Part I text and courea

0910 ~ 0920 Beiefing on Part IT-VI texts and
ooursss

0920 - 0930 Statcoent of ths philoscphy undserlying
this sorlos of texts and coursss

0930 « 1045 Diasguseion
1045 ~ 1100 Conclusions and recommendations

L EERE
{

SCOPES OF PROJECTED N3A SFRIES OF TEXTS AND COURSES

t O DRAEAYAM
temino%ogy and fundamer cryptolegic dafinitions.
cryptanalysis oft unilitera)] subgtitution ciphers; mltiliterzl subgtitu-
ticn oiphersy variant systemsg polygraphic gystems esploying omal)l matrices
ot qradricular tablesy elemonmtary telepriater gyotems, Fundsmentsl
eryptanolytin uses of frequency distributicnsy *Hrobable-word msthod™ of
solutiong vousl~consonant analysisy ocepletion of the plain-component
socuence} methods of alphabet raconstruction and keyword derivationg "phi
test® for detorsdning the moso-glphabeticity of a distribution (monographic
and dfgraphic)s tests for matohing distributicnsy amalysis involving ths
use of ieologs. Ipecial substitution egystems, cuch as monoms-dinoms systeams,
syXlabsry squares and oode chsrts, and open codepg and ooncealmeit sysbets.
Basic forelgn~language cryptolinguisties. (Prevsquisite: nomme.)

CONFIDENTTAL




Mitary Cryptanalytics, Part 11 (CONFEDENTEAL/Modifted). Cryptography
and cryptanalysis of periodic polyalphabetic substitution ciphersy Vigenere,
Forta, and other polyalphabetic sycstounsy progressive alphabat systems,
Pundamental principlas of factorings "probable-word method® of oolutiou:
conpletion of the plain-oosponent sequence; reduction to moncalphabatice
terss when the cipher componaent is knowmi theory amd applications of dirsect
and indirect symmetry of positiong mpecial solutiocns basad on isclogs and

hic errorae Ipecial typos of periodie encipherment, such as Vernsm
teleprinter snciphermant, the "Miihilist™ cipher, monome~diname systems with
cralic additives, periodice digraphic aystems, and tha "Iphinx™ oipher device.
The "chi test” for matching distributicnng principles of depth readingg
basic spplicetions of punchedecard tatilating mechinery in cryptenclyalsg
introduction to statistical methods in cryptanslysisp welghting systems
applicabls to periodic cipliors; Lester 3, Hill's algshralc polygrsphlc
mdpherment; weather enaryption aysbemsg mtraduution t0 solution of trane-
agi emsg introduvtion to gpericdic introduction to traffic

Pa.rt. story of cryptologye. ragulsel es: fiilitary Cryptanalytics,

1it gnalvties, 11T {CONFIDENETAL). Cryptography and

aly aperiodic polyalphabatic substitution ciphera and repetitive
ayst.sm Sqareaa‘lon of periodicity by means of irregular-length plaintext
groupings, irregular-length key groupings, and plaintext and ciphertext
interruptorsg methods of lengthening or extending keysy plaintestt and elpher-
teaxt antokey systemns prograssive alphsbot gyatemas; solution of indicator
- systomss Solution of cylimdrical cipher devices and strip ciphor systenisg
golution of slemsntary cipher machaniems, sauch as the Wheatotone, XKryha amd
alallar devices, The "ieppa test¥p wolghting systems for the determination
of depths} furthar statisticsl applicztions in aryptanalysfisy the chi-squars
test; use of the Polsson Tables end Binosial Tablasy dlagnostic tests in
ozyptanalysis. Special solutions baeed on icologs and oryptographic errors.
Applicaticns of RAM equinmmt and oomputers in cryptanclysic. (Prerequisitsss
Militery Cryptanalytica, Farts I and II).

Mliterr Cryptenalytion, Port 1 (GONTSMEIAL). Oryptography end
oryptanalysis of transposition, omasined substitution-traneposition, and
fracticnading systems. Sclution of single trancpositions exploying varicus
typos of matricess solution of double transpesitic aystomsg matris recone
structionyg key recovaryj reconstruction of literal keysg revolving grilles
arnd Satco grillesg speclal soluvtions based on isologs and oryptographic
errorss Solution of the ADFGVX systemy bifid and trifid frachbionating
systemag polygraphic systems with fractionations. Applications of analyticol
machine tochnmiques in the solution of transpositicn systems. (Prevequisitess
¥ilitayy Cryptanalytics, Parts I and II).
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)itory Covptanalytics, Part V (SEGRE?). Cryptography amd erypt-
analysis of code and snciphsrod ocode aystems. Solutlon of one-part sand
two-part cods systemss repaginations; mixed-unit oodesy literal and
mmerical supersacryption aystems., Additive and subtractive aystems,
involving noraal and mod 10 ardthmetiocg use of differsncs tableasg converaion
square systems; literal smparsanoryption systemsg transposed code systemag
indicator systems. Solution of noiphsred code systoms invelving uiknown
codes and unknowm encipherments; differencing and other technigues involved
in reduction to a basic code; spscisl solutions based on isologs and
cryptogxaphic errorsy statistical methods and applications of analytical
machines in enciphersd code solution., (Prerequisites: Military Crypi-
annlytics, Parts I and II),.

&Eﬁa%f os, Part VI-(SECRET)s Cryptography and arypb-
analysia of e machines and encryptsd tranemiscion systems. Solution

© of representative literal machine alphorsg key gensrators; alphabet
generators, 3Jolution of literal machines of the Hagelin, Hsbern and Enigma
typen; B-2) and other fractlonating systemsy indicator systems. Solution
of typical cipher teleprinter syctomst eryptanalytic spproaches in the
solution of cifax, ciphony, cod civision systemse Typical applieations of
statistical mothods and analytieal meochine tecimiques in the solution of
1iteral and noen-literzl cryptomachinesg apeolal solutions basad on isologs

and eryptographic ervora. (Prerequisitest Military Cryptanalytics, Parts I,
II’ l!-ﬂ m).




